
US011599734B2

(12) United States Patent (10) Patent No .: US 11,599,734 B2
Colby Mar. 7, 2023(45) Date of Patent:

(54) METHODS OF INDUCTIVE (58) Field of Classification Search
CPC ........... G06K 7/10158; G06K 7/10316; G06KCOMMUNICATION IN A CELLULAR

19/07709; G06K 19/07758; G06QTELEPHONE
20/227; G06Q 20/3278; G06Q 20/4012

USPC ......................... 235/375, 379, 380, 382, 385(71) Applicant: Steven Michael Colby, Verdi, NV (US)
See application file for complete search history.

(72) Inventor: Steven Michael Colby, Verdi, NV (US) (56) References Cited

(73) Assignee: Mynette Technologies, Inc., Verdi, NV U.S. PATENT DOCUMENTS
(US)

1/1978 Meyers et al.4,068,232 A

(*) Notice: 4,774,148 A 9/1988 GotoSubject to any disclaimer, the term of this
(Continued)patent is extended or adjusted under 35

U.S.C. 154(b) by 0 days.
FOREIGN PATENTDOCUMENTS

(21) Appl. No .: 17/697,923 0383059 A1 8/1990EP
EP 1075781 B1 2/2001

(22) Filed: Mar. 18, 2022
(Continued)

Prior Publication Data(65)
OTHER PUBLICATIONS

US 2022/0207251 A1 Jun. 30, 2022
Kuklinski, "Automated Authentication of Current Identity", 2004
IEEE Conference on Technologies for Homeland Security, Cam-
bridge, MA, Apr. 21-22, 2004.Related U.S. Application Data

(Continued)(63) Continuation of application No. 17/522,697, filed on
2021, now Pat. No. 11,347,949, which isNov. 9, a Primary Examiner - Jamara A Franklin

(Continued) (74) Attorney, Agent, or Firm - Rimon Law PC

(57) ABSTRACT(51) Int. Cl.
Various switchable devices including inductive antennas areG06K 5/00 (2006.01)
disclosed. These switchable devices may include one orG06K 7/10 (2006.01)
more RFID tags and one or more switches. Some of these(Continued)
one or more switches are optionally wireless and/or manual.(52) U.S. Cl.
In various embodiments, the switchable devices include areCPC ..... G06K 7/10158 (2013.01); G06K 7/10316
included within cellular phones, security devices, identity(2013.01); G06K 19/07709 (2013.01); G06K
devices, financial devices, remote controls, and the like. The19/07758 (2013.01); G06Q 20/227 (2013.01);
switchable devices are optionally configured to performG06Q 20/3278 (2013.01); G06Q 20/352
financial transactions.(2013.01); G06Q 20/4012 (2013.01); G07G

1/009 (2013.01) 30 Claims, 35 Drawing Sheets

Container 100

Shielding 120

Receptacle 110

ID 130

RFID Tag 140

SAMSUNG EXHIBIT 1003, Page 1



US 11,599,734 B2
Page 2

Related U.S. Application Data (56) References Cited

continuation of application No. 16/186,543, filed on U.S. PATENT DOCUMENTS
Nov. 11, 2018, now Pat. No. 11,170,185, which is a

4,880,683 A 11/1989 Stowcontinuation of application No. 15/418,726, filed on
5,313,192 A 5/1994 Ho et al.

Jan. 28, 2017, now Pat. No. 10,503,940, which is a 5,528,222 A 6/1996 Moskkowitz et al.
continuation of application No. 14/660,825, filed on 5,606,313 A 2/1997 Allen et al.
Mar. 17, 2015, now Pat. No. 9,569,777, which is a 5,627,544 A 5/1997 Snodgrass

5,815,190 A 9/1998 Ohshimacontinuation-in-part of application No. 14/468,110,
5,869,412 A 2/1999Yenni et al.

filed on Aug. 25, 2014, now Pat. No. 9,495,852, and 5,963,144 A 10/1999 Kruest
a continuation-in-part of application No. 13/481,104, 6,008,727 A 12/1999 Want et al.
filed on May 25, 2012, now abandoned, said appli- 6,025,783 A 2/2000 Stettens, Jr.

6,041,412 A 3/2000 Timson et al.cation No. 14/660,825 is a continuation-in-part of 6,097,292 A 8/2000 Kelly et al.
application No. 13/084,433, filed on Apr. 11, 2011, 6,111,506 A 8/2000 Yap et al.

now abandoned, said application No. 13/481,104 is a 6,121,544 A 9/2000 Petsinger

6,135,503 A 10/2000continuation of application No. 12/777,474, filed on Lob

6,213,702 B1 4/2001 Wesselink
May 11, 2010, now abandoned, said application No. 6,262,364 B1 7/2001 Koshikawa et al.
14/468,110 is a continuation of application No. 6,344,155 B1 2/2002 Kitahara et al.

12/577,209, filed on Oct. 12, 2009, now Pat. No. 6,380,845 B2 4/2002 Tuttle

6,424,029 B1 7/2002 Giesler8,816,826, which is a continuation of application No.
6,785,405 B2 8/2004 Tuttle et al.11/468,026, filed on Aug. 29, 2006, now abandoned, 6,859,650 B1 * 2/2005 Ritter G07F 7/0886

said application No. 13/084,433 is a continuation of 455/500

application No. 11/458,620, filed on Jul. 19, 2006, 6,863,220 B2 3/2005 Selker
6,934,689 B1 * 8/2005 Ritter G06Q 20/20now Pat. No. 7,924,156, which is a continuation-in-

705/16part of application No. 11/420,721, filed on May 26, 6,972,662 B1 12/2005 Ohkawa et al.
2006, now abandoned, and a continuation-in-part of 7,040,981 B2 5/2006 Iliescu et al.
application No. 11/382,265, filed on May 8, 2006, 7,042,332 B2 5/2006 Takamura et al.

7,083,083 B2 8/2006 Droznow abandoned, said application No. 11/468,026 is a
7,243,840 B2 7/2007 Bason et al.

continuation-in-part of application No. 11/382,054, 7,246,754 B2 7/2007 Siuta et al.
filed on May 8, 2006, now abandoned, said applica- 7,336,184 B2 2/2008 Smith et al.

3/2008 Takayama et al.tion No. 11/458,620 is a continuation-in-part of appli- 7,346,061 B2
5/2008 Moskowitz et al.7,375,631 B2cation No. 11/382,054, filed on May 8, 2006, now 12/2008 Kawamura et al.7,466,216 B2

abandoned, and a continuation-in-part of application 7,479,882 B2 1/2009 Mahaffey
No. 11/382,264, filed on May 8, 2006, now aban- 7,701,408 B2 4/2010 Bombay et al.

7,719,425 B2 5/2010 Colbydoned, said application No. 11/458,620 is a continu-
7,837,119 B2 11/2010 Graf et al.ation-in-part of application No. 11/382,050, filed on 7,924,156 B2 4/2011 Colby

May 7, 2006, now abandoned, and a continuation-in- 8,487,828 B2 7/2013 Bombay et al.
6/2014 Ramsten et al.part of application No. 11/382,053, filed on May 7, 8,744,359 B2

9,524,458 B2 12/2016 Colby2006, now abandoned, said application No. 11/458, 9,569,777 B2 2/2017 Colby
620 is a continuation-in-part of application No. 2002/0108704 A1 8/2002 Umezawa et al.
11/382,052, filed on May 7, 2006, now abandoned. 2003/0057286 AI 3/2003 Yamagishi et al

2003/0168514 A1 9/2003 Rancien et al.

2004/0064698 A1 4/2004 Zhang
2005/0140495 A1(60) Provisional application No. 60/746,636, filed on May 6/2005 Yamazaki et al.
2005/0141256 A1 6/2005Yamazaki et al.6, 2006, provisional application No. 60/744,154, filed 2005/0188167 A1 8/2005 Squibbs et al.

on Apr. 3, 2006, provisional application No. 2005/0240778 A1 10/2005 Saito
60/782,068, filed on Mar. 13, 2006, provisional 2006/0044206 A1 3/2006 Moskowitz et al.

2006/0065714 A1 3/2006 Jesmeapplication No. 60/758,751, filed on Jan. 13, 2006,
2006/0261171 A1 11/2006 Buursma et al.

provisional application No. 60/752,933, filed on Dec.
21, 2005, provisional application No. 60/715,641, FOREIGN PATENT DOCUMENTS
filed on Sep. 10, 2005, provisional application No.
60/712,308, filed on Aug. 30, 2005, provisional 2397272 AGB 7/2004

JP 11-348471 A 12/1999application No. 60/700,884, filed on Jul. 19, 2005, wo 2004038644 A2 5/2004
provisional application No. 60/685,331, filed on May
27, 2005, provisional application No. 60/678,428,

OTHER PUBLICATIONSfiled on May 6, 2005.

"Denmark to Launch First Country-wide Scheme", Smart Card(51) Int. Cl.
News Ltd., Brighton England, 1992.G06Q 20/32 (2012.01) "Post Office Plans £19.5m Terminal Network in UK", Smart CardG06Q 20/22 (2012.01) News, Apr. 1993, vol. 2, No. 4.

G06K 19/077 (2006.01) "P&O Passengers Enjoy Cashless Cruising", Smart Card News,
G06Q 20/40 (2012.01) Apr. 1994.
G07G 1/00 (2006.01) "Smart Card Payphones on Channel Tunnel Trains", Smart Card
G06Q 20/34 (2012.01) News, Aug. 1994.

SAMSUNG EXHIBIT 1003, Page 2



US 11,599,734 B2
Page 3

Machine Readable Travel Documents Technical Report, PKI forReferences Cited(56)
Machine Readable Travel Documents offering ICC Read-Only

OTHER PUBLICATIONS Access. TR-PKI for MRTDs offering ICC Read-Only Access VI. 1.
Oct. 4, 2004

"Japan and USA to Push Smart Card Technology", Smart Card International Standard ISO/IEC 7816, Information Technology.
News, Aug. 1993. Identification cards. Integrated circuit(s) cards with contacts.Part 4:
"NatWest Launch Mondex Global Electronic Cash", Smart Card Interindustry commands for interchange. May 18, 2001.
News, Dec. 1993. International Standard ISO/IEC 7816, Information Technology.
"British Govt Launches Smart Card Initiative", Smart Card News, Identification cards. Integrated circuit(s) cards with contacts Part 6:
Dec. 1997, vol. 6, No. 12. Interindustry data elements. May 18, 2001.
"Gaudi Multiservice Smart Card Trials in Dublin", Smart Card International Standard ISO/IEC 7816, Information Technology.
News, Feb. 1994. Identification cards. Integrated circuit(s) cards with contacts Part 8:
"Austria Starts Trials for National Electronic Purse", Smart Card Security related interindustry commands. May 18, 2001.
News, Feb. 1995. International Standard ISO/IEC 7816, Information Technology.
"Smart Card Being Used in Swiss Ski Resorts", Smart Card News, Identification cards. Integrated circuit(s) cards with contacts Part 9:
Jan. 1993, vol. 2, No. 1. Additional interindustry commands and security attributes May 18,
"BT Tender for Smart Payphones and Cards", Smart Card News, 2001.
Jan. 1994. International Standard, ISO/IEC 14443-3. Identification Cards Inte-
"Swiss Electronic Purse to go Nationwide in 1995", Smart Card grated circuit(s) cards with contacts. Part 3 Initialization and anti-
News, Jul. 1993. collision. Jul. 4, 2005.
"Shell Loyalty Scheme Launched in Scotland", Smart Card News, International Standard, ISO/IEC 14443-3. Identification Cards Inte-
Jul. 1994. grated circuit(s) cards with contacts. Proximity cards. Part 4:
"Major Stored Value Card Plan in Australia", Smart Card News, Transmission Protocol.Jul. 4, 2005.
Jun. 1993. First DRAFT Aug. 15, 2005, Machine Readable Travel Documents,
"Mobile Credit Card from Barclaycard and Mercury", Smart Card Aug. 15, 2005.
News, Jun. 1994. International Standard, ISO/IEC 1443-2. Identification cards. Inte-
"Lufthansa AirPlus Card for Frequent Flyers", Smart Card News, grated circuit(s) cards with contacts. Proximity Cards. Part 2: Radio
Mar. 1993, vol. 2, No. 2. frequency power and signal interface Sep. 18, 2017."Portugal to Lead Europe with Electronic Purse", Smart Card News, Schnee, Thomas, "In Hanau, the portable bus ticket plays at the rightMay 1993, vol. 2, No. 5.

price", Berlin, 01net.com, May 2, 2005."Patient Smart Card Trials in Portugal and UK", Smart Card News,
Deleurence, Guillaume, "Caen, the city where you pay and getMay 1994.
information by taking out your mobile phone", 01net.com, Oct. 20,"Sun Launches Java Card API for Smart Cards", Smart Card News,
2005.Nov. 1996, vol. 5, No. 11.
Invalidity of U.S. Pat. No. 7,924,156 in view of MiFare® Func-"Social Security Card Pilot in Spain to Prevent Fraud", Smart Card
tional Product Specification, Revision 3.1, Published Oct. 2002.News, Nov. 1994.
Invalidity of U.S. Pat. No. 7,924,156 in view of RFID Handbook:"Russian Banks to Introduce Smart Card Technology", Smart Card
Fundamentals and Applications in Contactless Smart Cards andNews, Nov. 1993.

"Spanish Banks to Launch Electronic Purse Scheme", Smart Card Identification, Second Edition ("RFID Handbook"), 2003.
Invalidity of U.S. Pat. No. 7,924,156 in view of Smart CardNews, Oct. 1993.
Handbook, Third Edition ("Smart Card Handbook"), 2003."British Gas Leads with UK National Network", Smart Card News,
Invalidity of U.S. Pat. No. 7,924,156 in view of "Squealing Euros:Sep. 1992, vol. 1, No. 1.
Privacy Protection in RFID-Enabled Banknotes" ("Juels"), pub-"Bank Passbook and Purse in Indonesia", Smart Card News, Sep.
lished Jan. 27-30, 2003.1993.
Invalidity of U.S. Pat. No. 7,924,156 in view of Juels et al., Security"Mikcon Austria Bid for World Ticket Card", Smart Card News,

Sep. 1994. and Privacy Issues in E-Passports ("Juels-2"), No later than Apr. 26,
"Rabobank Success in Electronic Banking", Smart Card News, Feb. 2005.

Invalidity of U.S. Pat. No. 7,924,156 in view of Knospe-RFID1993, vol. 2, No. 2.
Security (2004) ("Knospe")."Emergency Health Card Trials to Start in Ireland", Smart Card

News, Mar. 1995. Invalidity of U.S. Pat. No. 7,924,156 in view of Gao et al., An
In the United States Court of Federal Claims, Case 1:16-cv-01647 Approach to Security and Privacy of RFID System for Supply Chain
SGB, Document 68, Filed Aug. 17, 18, 43 pages. ("Gao"), Sep. 2004.
International Standard ISO/IEC FEDIS 14443-1: Final Draft. Iden- Invalidity of U.S. Pat. No. 7,924,156 in view of Weis-Security and
tification cards-Contractless Integrated circuit(s) carrds- Privacy Aspects of Low-Cost Radio Frequency Identification Sys-
Proximity Cards Parts 1: Physical characteristics. ISO/IEC 2000, tems (2004).

Invalidity of U.S. Pat. No. 7,924,156 in view of EPC GlobalJan. 11, 2000.
ISO/IEC JTC 1/SC-17. Identification cards-Contactless integrated Specification for RFID Protocols ("EPC Global"), Jan. 2005.

Invalidity of U.S. Pat. No. 7,924,156 in view of ICAO 2003 "Usecircuit(s) cards-Proximity cards = Part 2: Radio frequency power
of Contactless Integrated Circuits in MRTDs" Apr. 2003 ("ICAOand signal interface, Oct. 8, 2003.

ISO/IEC JTC 1/SC 17. Identification cards m Contactless integrated 2003"), Apr. 16, 2003.
Invalidity of U.S. Pat. No. 7,924,156 in view of Morgantowncircuit(s) cards-Proximity cards m Part 3: Initialization and anti-
ePassports Interoperability Test Sessions, Jul. 27-29, 2004.collision, Jul. 27, 2000.

ISO/IEC JTC 1/SC 17, Identification cards m Contactless integrated Invalidity of U.S. Pat. No. 7,719,425 in view of "Annex I-Use of
Contactless ICs in MRTDs" ("Annex I"), May 5, 2004.circuit(s) cards m Proximity cards = Part 4: Transmission protocol,
Technical Report-PKI for Machine Readable Travel DocumentsDec. 4, 2000.
Offering ICC Read-Only Access (Version 1.1, Oct. 1, 2004) ("ICAOBiometrics Deployment of Machine Readable Travel Documents,

ICAO NTWG Biometrics TR v2-0 final TAG 15 Jul. 6, 2004. PKI"
Technical Report-PKI for Machine Readable Travel DocumentsMachine Readable Travel Documents. Development of A Logical
Offering ICC Read-Only Access (Version V0.43, Apr. 2, 2004).Data Structure-LDS for Optional Capacity Expansion Technolo-
ISO/IEC 14443-1, Identification cards-Contactless integrated cir-gies, LDS-technical report-Version 1.7 Approved Jun. 4, 2004.

Machine Readable Travel Documents. Supplement to 6th Edition. cuit(s) cards-Proximity cards Part 1: Physical characteristics, Apr.
Part 1.Doc 9303.Release_4.June2006 Jun. 19, 2006. 15, 2000.

SAMSUNG EXHIBIT 1003, Page 3



US 11,599,734 B2
Page 4

"Technical Repod-PKI for Machine Readable Travel DocumentsReferences Cited(56)
offering ICC Read-Only access", ICAO PKI, Oct. 1, 2004.

OTHER PUBLICATIONS "Identification cards Contactless integrated circuit(s) cards
proximity cards Part 3: Initialization and anticollision" ISO/IEC
14443-3, Feb. 1, 2001.ISO/IEC 14443-2, Identification cards-Contactless integrated cir-
Ellis, "Use of Contactless Integrated Circuits in Machine Readablecuit(s) cards-Proximity cards Part 2: Radio frequency power and
Travel Documents". ICAO/NTWG, Apr. 16, 2003.signal interface, Jul. 1, 2001.
Finkenzeller, "RFID Handbook-Fundamentals and Applications inISO/IEC 14443-3, Identification cards-Contactless integrated cir- Contactless Smart Cards and Identification", Second Edition, 2003,

cuit(s) cards-Proximity cards Part 3: Initialization and anticolli- John Wiley & Sons Ltd.
sion, Feb. 1, 2001. Juels, et al., "Squealing Euros: Privacy Protection in RFID-Enabled
Technical Report: Development of a Logical Data Structure-LDS Banknotes", Conference Paper in Lecture Notes in Computer Sci-
For Optional Capacity Expansion Technologies, ICAO, Revision ence, Jan. 27-30, 2003.
1.7, May 18, 2004. Mifare Data Sheet, Functional Specification, Revision 3.1, Phillips

Semiconductors, Oct. 2002.Technical Report: Development and Specification of Globally Interop-
"Machine Readable Passports, Specifications for Discretionary Expan-erable Biometric Standards for Machine Assisted Identity Confir-
sion of Data Storage Capacity and Globally Interoperable Biometricmation using Machine Readable Travel Documents, ICAO-NTWG,
Identification", ICAO, Second Draft, Part 1 vol. 2, Nov. 18, 2004.Version 2.0, May 21, 2004.
"Technical Report-Development of a Logical Data Structure-

Specifications for discretionary expansion of Data Storage Capacity
LDS for Optional Capacity Expansion Technologies", CAO, Revi-and Globally Interoperable Biometric Identification, ICAO, Part 1 sion 1.7, May 18, 2004.vol. 2, Nov. 18, 2004. Ranki, et al., "Smart Card Handbook", Third Edition, 2003, John

Securing (biometric) data stored in a contactless chip, ICAO- Wiley & Sons Ltd.
NTWG, Version 0.7, Sep. 15, 2003. "Annex I-Use of Contactless Integrated Circuits in Machine
In the United States Court of Federal Claims, Case 16-cv-01647- Readable Travel Documents", ICAO, Version 4.0, May 5, 2004.
RTH, Defendants' Feb. 19, 2021 PRCFC 6-7 Invalidity Conten- Kinneging, "Technical Report-PKI for Machine Readable Travel
tions, Filed Feb. 19, 2021, 105 pages. Documents offering ICC read-only access", ICAO, Version 11, Oct.
"Identification cards-Contactless integrated circuit(s) cards 1, 2004.
proximity cards Pad 2: Radio Frequency power and signal interface"
ISO/IEC 14443-2, Jul. 1, 2001. * cited by examiner

SAMSUNG EXHIBIT 1003, Page 4



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 1 of 35

FIG. 2

Container 200 Shielding 120 RFID Tag 140 Reader 210or

FIG. 1

Receptacle 110Container 100 Shielding 120 RFID Tag 140ID 130

SAMSUNG EXHIBIT 1003, Page 5



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 2 of 35

Wall 330 -140

Standoff
140

Picture 320

Refrigerat 325or

140 140

Reader 210 Box 330Jewelry
0 0 O

Shielding (dashedline)

Monitored VialAlarm/Log 310
0O O 0

340

140
Chest335

CabinetFiling ~~ 345-Safe 350 FIG. 3140
wall

Shielding (dashed140
line)

SAMSUNG EXHIBIT 1003, Page 6



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 3 of 35

Su

Sa
Tags 140

FIG. 5
F

Th

W

CompartmentsTu

Tags 510140
M

ContainerPill

Base 420Lid 410

Monitored Vial 340 FIG. 4
140

SAMSUNG EXHIBIT 1003, Page 7



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 4 of 35

Attach ShieldingAdd Shielding Add RFIDs FIG. 191910 1920 1930 1640Cut

Walls 620ShieldedRoom610

Tag 140

OpeningReader 630210

Alarm/Log FIG. 6310

SAMSUNG EXHIBIT 1003, Page 8



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 5 of 35

Barrier 730
Lock 740

Reader/Lock Control 710

Person 720Animal/

Tag 140
FIG. 7

SAMSUNG EXHIBIT 1003, Page 9



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 6 of 35

FIG. 9Picture 140Tag

rotation AddressName
BaseÒ. 830

Cover 820 Pivot Point 920
ID 910

Clamshell ID 810 Fold 840

Cover 820 FIG. 8

Base 830Tag 140

SAMSUNG EXHIBIT 1003, Page 10



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 7 of 35

Picture MovingSlot 1020 Cover 1010 10BFIG.

AddressName
Base 830

Tag140

Moving Cover 1010
Picture

10AFIG.

AddressName
Base 830

Tag 140

SAMSUNG EXHIBIT 1003, Page 11



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 8 of 35

Clamshell ID 810

RFID Tag140
Cover or PageFirst 1110

Fold 840810

FIG. 11Cover orSecond Page 1120

Shielding 1130

SAMSUNG EXHIBIT 1003, Page 12



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 9 of 35

Clamshell FIG. 12ID 810

Page 1230Cover 1220Second
7

Fold 830
First Cover 1210

SAMSUNG EXHIBIT 1003, Page 13



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 10 of 35

Insert 1310Shielding
Adhesive 1320 FIG. 13Page 1230ClamshellID 810

Cover 1220Second

Fold 830
First Cover 1210

SAMSUNG EXHIBIT 1003, Page 14



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 11 of 35

Insert 1310Shielding

Clip 1420
Page 1230

Cover 1220 FIG. 14Second

Fold 830

First Cover Identification Device 14101210

SAMSUNG EXHIBIT 1003, Page 15



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 12 of 35

Add Cover Layer Attach ShieldingAdd RFID FIG. 171710 17301720

Expose Adhesive Attach ShieldingOpen Cover Select Page FIG. 1616201610 16401630

Move ShieldingInformationOpen Front FIG. 15PresentCover 1510 1520 1530

SAMSUNG EXHIBIT 1003, Page 16



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 13 of 35

Fold 840

Clamshell
ID 810A

RFID Tag
140

Cutting
- Line
1820

Shielding
1130

Fold 840
Clamshell
ID 810B

RFID Tag
140

Second
FIG. 18Cover 1120 First Cover

1110

SAMSUNG EXHIBIT 1003, Page 17



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 14 of 35

RFID Reader 2010 Base 2020 FIG. 20

Slot 2030Passport

SAMSUNG EXHIBIT 1003, Page 18



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 15 of 35

RFID Reader 2010C

FIG. 21

RFID Reader 2010A

Passport ReadingZone 2110 RFID Reader 2010B

SAMSUNG EXHIBIT 1003, Page 19



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 16 of 35

2200

IndicationsVisible 2220

FIG. 22
Switch 2270

Switchable RFID RFID Antenna 2240Tag 2230
Circuit 2250 Tag 2260

SAMSUNG EXHIBIT 1003, Page 20



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 17 of 35

FIG. 24FIG. 23

Tag 2260 Tag 2260

2330 K= 2330X

2320 2320

C

23102310
X

X

AntennaTo RFID To RFID Antenna- 2240 - 2240X =2270Legend

SAMSUNG EXHIBIT 1003, Page 21



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 18 of 35

~2520 Name and AddressPhoto

Switchable RFID Device 2200 OFF Position FIG. 25ASwitch 2270
Connectoropen circuit Electrical 2510

Circuit 2250 Tag 2260Antenna 2240RFID

SAMSUNG EXHIBIT 1003, Page 22



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 19 of 35

Name and AddressPhoto2520

Switchable RFID Device 2200 FIG. 25B ON PositionClosed circuit Switch Connector2270 Electrical 2510

Circuit 2250 Tag 2260Antenna 2240RFID

SAMSUNG EXHIBIT 1003, Page 23



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 20 of 35

Membrane Switch (ON)FIG. 26B
Spacer 2640Spacer 2640
2635 2650

2650

2635
-. 2630 26002600

Support Layer 2610 Support Layer2625 ... 3 2610Finger

Membrane Switch (OFF)MembraneFlexible 26152620
Membrane 2615FlexibleFIG. 26A 2620

2650

Spacer 2640Spacer 2640

SAMSUNG EXHIBIT 1003, Page 24



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 21 of 35

Spacer 2640

FIG. 26C Tag 2260Surface 2635 2650

Spring 2655 2600

Flexible of MembraneLabel on topOptional Support Layer 6- 2630 2600

Support Layer Opening 2670
1

Surface2610 2635

Membrane 2620
2625

2610

MembraneFlexible 2620

FIG. 26DSpacer 2640

Spacer 2640

SAMSUNG EXHIBIT 1003, Page 25



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 22 of 35

(Top View)FIG. 272200

Spring2655

Opening 2670

SAMSUNG EXHIBIT 1003, Page 26



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 23 of 35

Switchable RFID Tag 2230
Cover 2840DocumentIdentity 72800 Hinge

FIG. 28Shielding 2810 Cover 2830

SAMSUNG EXHIBIT 1003, Page 27



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 24 of 35

Shielding 2810

Hinge

Switchable
RFID Tag
2230

Hinge

Switchable

RFID Tag
2230

Cover 2830

FIG. 29Cover 2840

SAMSUNG EXHIBIT 1003, Page 28



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 25 of 35

2250
2600

2240
FIG. 30

2260

2610

IN CALIFORNIA
3000

3020

2620

SAMSUNG EXHIBIT 1003, Page 29



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 26 of 35

RFID Device 2200

User Name

Displayed
Optional

SwitchSwitch
31203110

RFID Antenna
2240

Switch

3130 Tag 2260

/

Power Circuit
Memory 3150

3140

FIG. 31

SAMSUNG EXHIBIT 1003, Page 30



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 27 of 35

Switch Switch

3110 3120

First Logic Second

Logic InputInput

3210 3220

Tag 2260

Data Input/
Power Input Output

3230
3240

Power Circuit
3140

RFID
Antenna
2240

FIG. 32

SAMSUNG EXHIBIT 1003, Page 31



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 28 of 35

FIG. 33

Data Output tofrom Antenna from AntennaData Input Power InputAntenna3360 3370 3230

Input 3330Third Logic

Tag 2260
Input 3220Second Logic

Processing Logic 3350Switch State MonitorInput 3210 3340
LogicFirst

Memory 3150

SAMSUNG EXHIBIT 1003, Page 32



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 29 of 35

FIG. 34

Determine SwitchRecieve Data Determine Response ResponseReceive Power State Send3430 3440 34503410 3420

SAMSUNG EXHIBIT 1003, Page 33



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 30 of 35

FIG. 35
Wireless Return Signal

Second Switch Generator 3560Return SignalControlled Device 3540 3530

RF Powered Remote 3500 2260Tag

Wireless SignalRF

Power Collection Circuit 3550 First Switch 3520
RF transmitter 3510

SAMSUNG EXHIBIT 1003, Page 34



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 31 of 35

RFID Antenna 2240Switch 3612 FIG. 36

Multiswitch Credit Card CircuitSwitch3611 22503600

Tag 2260Switch 3610

SAMSUNG EXHIBIT 1003, Page 35



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 32 of 35

Text and numbers Text and numbers
2270

RFID Antenna FIG. 37B2240
Text and numbersTag 2260

Text and numbers 227036203600

FIG. 37CAntenna 2240 Text and numbersRFID Text and numbersTag 22603620
3610

Text and numbers Text and numbers
2270 3600 3620

RFID Antenna FIG. 37ATag 22602240 Text and numbers

3600

SAMSUNG EXHIBIT 1003, Page 36



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 33 of 35

Conductor 3810

FIG. 38

Text and numbers-Text and numbers-Antenna 2240 Text and numbers2260TagRFID

3600, 3500 or 36202200

SAMSUNG EXHIBIT 1003, Page 37



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 34 of 35

RFID Tag 3900

Power
Antenna

Electronics
3910

3920

Integrated Circuit
3930

Input 3935 Output 3940

State Data

Memory Memory
3945 3950

SwitchKey Memory
Logic 39603955

Power Supply 3965

FIG. 39

SAMSUNG EXHIBIT 1003, Page 38



U.S. Patent US 11,599,734 B2Mar. 7, 2023 Sheet 35 of 35

Receive Receive

Energy Energy
4010 4010

Receive Data Read State
4020 4120

Read Key State?
4030 4130

Compare Send
OFF4040 Response

4140

Other

Change State Abort
4050 Response

4150

Revert Send
4060 Restricted

Response
4160

FIG. 40

FIG. 41

SAMSUNG EXHIBIT 1003, Page 39



US 11,599,734 B2
1 2

60/746,636 filed May 6, 2006, andMETHODS OF INDUCTIVE
COMMUNICATION IN A CELLULAR is a continuation in part of

TELEPHONE CIP Ser. No. 11/382,052 filed May 7, 2006,
CIP Ser. No. 11/382,053 filed May 7, 2006,

CROSS-REFERENCE TO RELATED 5 CIP Ser. No. 11/382,054 filed May 8, 2006,
APPLICATIONS CIP Ser. No. 11/382,264 filed May 8, 2006,

CIP Ser. No. 11/382,265 filed May 8, 2006,
This application is a continuation of U.S. non-provisional CIP Ser. No. 11/420,721 filed May 26, 2006, and

patent application Ser. No. 17/522,697 filed Nov. 9, 2021; CIP Ser. No. 11/382,050 filed May 7, 2006 which claims
non-provisional 10which in turn is a continuation of U.S. benefit of provisional patent applications:

patent application Ser. No. 16/186,543 filed Nov. 11, 2018, 60/678,428 filed May 6, 2005, and
which in turn is a continuation-in-part of U.S. non-provi- 60/685,331 filed May 27, 2005.sional patent application Ser. No. 15/418,726 filed Jan. 28,

The disclosures of the above provisional and nonprovi-2017; which, in turn, is a continuation of U.S. non-provi-
incorporated herein byare hereby15 sional patent applicationsfiled Mar. 17,No. 14/660,825application Ser.patentsional

reference.2015, which in turn is:
a continuation in part of U.S. non-provisional patent appli-

BACKGROUND OF THE INVENTIONcation Ser. No. 13/481,104 filed May 25, 2012; which is
in turn is a continuation of Ser. No. 12/777,474 filed May

Field of the Invention11, 2010, No. 20which in turn is a continuation of Ser.
11/350,309 filed Feb. 7, 2006, now U.S. Pat. No. 7,719,

The invention is in the fields of electronic passports, and425, and claims benefit of provisional patent applications:
more specifically in the field of electronic passports includ-60/678,428 filed May 6, 2005,

60/685,331 filed May 27, 2005, ing shielding and/or switchable RFID tags.
60/700,884 filed Jul. 19, 2005, 25

Description of Related Art60/712,308 filed Aug. 30, 2005
60/715,641 filed Sep. 10, 2005,

Radio Frequency identity (RFID) tags are typically small,60/752,933 filed Dec. 21, 2005, and
60/758,751 filed Jan. 13, 2006; flexible, and low profile devices that can be affixed to items

a continuation in part of U.S. non-provisional patent appli- 30 for electronic tracking and information storage purposes. An
cation Ser. No. 13/084,433 filed Apr. 11, 2011 which in RFID tag can be read by an RFID reader when the RFID tag
turn is a continuation of Ser. No. 11/458,620 filed Jul. 19, is brought within a certain vicinity of the reader that is
2006, now U.S. Pat. No. 7,924,156 which is a continua- broadcasting a radio frequency signal. In some cases, once
tion in part of: within that vicinity, the RFID tag receives sufficient power
Ser. No. 11/382,052 filed May 7, 2006, 35 from the radio frequency signal to permit it to transmit a
Ser. No. 11/382,053 filed May 7, 2006, return radio frequency signal using the received power.
Ser. No. 11/382,054 filed May 8, 2006, These RFID tags are referred to as passive RFID tags. In
Ser. No. 11/382,264 filed May 8, 2006, other cases the RFID tag has an independent power source
Ser. No. 11/382,265 filed May 8, 2006, and for generating a return radio frequency signal. These RFID
Ser. No. 11/420,721 filed May 26, 2006, either passiveto asactive RFID tags. With40 tagsarereferred
and claims benefit of provisional patent applications: or active RFID tags, the return radio frequency signal may
60/700,884 filed Jul. 19, 2005, include an encoded copy of information stored within the
60/712,308 filed Aug. 30, 2005, RFID tag. As used herein, RFID tags include radio fre-
60/715,641 filed Sep. 10, 2005, quency contactless chips.
60/752,933 filed Dec. 21, 2005, 45

60/758,751 filed Jan. 13, 2006, SUMMARY
60/782,068 filed Mar. 13, 2006,
60/744,154 filed Apr. 3, 2006, and The invention includes the use of shielding in relation to
60/746,636 filed May 6, 2006, and is RFID tags. For example, some embodiments of the inven-

part of Ser. No. 11/382,050 filed May 7, 50 tion include shielded containersa continuation in for storing devicesinclud-
2006, which claims benefit of provisional patent appli- ing RFID tags. These devices can include identification

devices such as passports, credit cards, or driver's licenses.cations:

Some embodiments of the invention include shielded60/678,428 May 6, 2005, and
60/685,331 May 27, 2005; and containers and RFID tags, the RFID tags configured for use

a continuation in part of U.S. non-provisional patent appli- 55 in determining astate of the container. Forexample,detec-
cation Ser. No. 14/468,110 filed Aug. 25, 2014, which is tion of an RFID tag can be used to determine if the container
a continuation of Ser. No. 12/577,209 Oct. 12, 2009, now is open or closed. These embodiments are optionally used in
U.S. Pat. No. 8,816,826, which claims benefit of Ser. No. event logging or security.

Some embodiments of the invention include shielding11/468,026 filed Aug. 29, 2006, Ser. No. 14/468,110
claims benefit of provisional patent applications: devices. This shielding may, forattached to identification60
60/700,884 filed Jul. 19, 2005, in a clamshell configuration, as aexample, be included
60/712,308 filed Aug. 30, 2005, shielding insert, or as part of a page or cover.
60/715,641 filed Sep. 10, 2005, Various embodiments of the invention include a container
60/752,933 filed Dec. 21, 2005, comprising an RFID tag configured for determining if the
60/758,751 filed Jan. 13, 2006, 65 container is open or closed, and radio frequency shielding
60/782,068 filed Mar. 13, 2006, configured to shield a signal from the RFID tag responsive
60/744,154 filed Apr. 3, 2006, and to whether the container is open or closed.
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Various embodiments of the invention include a vehicle Various embodiments of the invention include a passport
reading system comprising an RFID reader, and a basecomprising a receptacle attached to the vehicle and config-
disposed to form a slot between the base and the RFIDured to receive an identification device including an RFID

tag, and a radio frequency shielding attached to the recep- reader, a width of the slot configured for passage of a
5 passport in an open position such that shielding materialtacle and configured to shield the RFID tag when the

identification device is placed within the receptacle. within the passport does not interfere with communications
Various embodiments of the invention include a purse between the RFID reader and an RFID tag included in the

comprising a receptacle configured to receive an identifica- passport.
tion device including an RFID tag, and a radio frequency Various embodiments of the invention include a passport

10
shielding attached to the purse and configured to shield the reading system comprising a first RFID reader, a second

RFID reader, a third RFID reader, the first, second and thirdRFID tag when the identification device is placed in the
RFID readers surrounding a passport reading volume andreceptacle.

Various embodiments of the invention include a wallet being disposed such that at least one of the first, second and
comprising a receptacle configured proper angle relative to anto receive an identifica- - third RFID readers will be at a
tion device including an RFID tag, and a radio frequency antenna of an RFID tag within a passport in the passport
shielding attached to the wallet and configured to shield the reading volume to read the RFID tag, and also disposed such
RFID tag when the identification device is placed in the that transmission between the RFID tag and the at least one

of the first, second and third RFID readers is not preventedreceptacle.
Various embodiments of the invention include a shielded 20 by shielding within the passport when the passport is open

RFID device comprising an identity device including an in the passport reading zone regardless of the angle of the
RFID tag, and a cover physically attached to the device, the shielding relative to the first, second and third readers.
cover including a radio frequency shielding material con- Various embodiments of the invention include a system
figured to shield the RFID tag in a first position and to not comprising a cover material configured for inclusion in a
shield the RFID tag in a second position. on25 polarity shielding depositedof identity devices, a strip of

Various embodiments of the invention include an identi- the cover material, a first RFID tag deposited on the cover
fication device comprising a base including a surface con- material, a second RFID tag deposited on the cover material,

and a cutting area configured to be cut in order to producefigured to display identifying information, an RFID tag
the plurality of identity devices, the cut including cutting ofconfigured to transmit identifying information, and a cover

includinga radio frequency shielding materialconfigured to 30 the strip of shielding and separation ofthe first RFID tag and
shield the RFID tag when closed and to allow the RFID tag the second RFID tag.
to communicate with a reader when open. Various embodiments of the invention include a passport
Various embodiments of the invention include a passport comprising an RFID tag configured to transmit identifying

device comprising an RFID tag configured to transmit information, a surface configured to visually display the
identifying information,a surface configured to visually 35 identifying information, and a coverincluding a first part
display the identifying information, and an attached cover and a second part separated by a fold, the first part including

the RFID tag and the second part including a radio frequencyincluding a radio frequency shielding material configured to
shield the RFID tag when the cover is closed, and configured shielding configured to shield the RFID tag when the cover

is closed, and configured to allow reading of the RFID tagto enable reading of the RFID tag when the cover is open.
Various embodiments of the invention include a passport 40 cover is open, the radio frequency shieldingwhen the

device comprising a first cover part including identifying including metallic fibers disposed within the second part.
information on an inside surface, a second cover part sepa- Various embodiments of the invention include a passport
rated from the first cover part by a fold, an RFID tag within comprising a first cover part including identifying informa-
the first cover or the second cover part, and a page between tion including a photograph on an inside surface, a second
the first cover part and the second the first cover part bya fold, ancover part, the page 45 cover part separated from

RFID tag within the first cover or the second cover part, andincluding shielding configured for shielding the RFID tag in
a first position and not shielding the RFID tag in a second a page between the first cover part and the second cover part,

the page including shielding configured for shielding theposition.
RFID tag in a first position and not shielding the RFID tagVarious embodiments of the invention include a driver's

license device comprising an RFID tag configured to trans- 50 in a second position.
mit identifying information, a surface configured to visually Various embodiments of the invention include a passport

comprising a first cover part including an RFID tag disposeddisplay the identifying information, and a cover including a
radio frequency shielding material configured to shield the at least 5 mm from a fold, a second cover part separated from
RFID tag in a first position, and configured to enable reading the first cover part by the fold and including shielding
of the RFID tag in a second position. 55 configured for shielding the RFID tagin a first position of

Various embodiments of the invention include a credit the second cover part and not shieldingthe RFID tagin a
card device comprising an RFID tag configured to transmit second position of the cover part.
account information, an attached cover including radio fre- Various embodiments of the invention include a system
quency shielding and configured to move relative to the comprising a cover material configured for inclusion in a
RFID tag, to shield deposited onthe RFID tag in afirst position, and not 60 polarity of identity devices,a strip of shielding
to shield the RFID that in a second position. the cover material, a first RFID tag deposited on the cover

Various embodiments of the invention include a shielding material, a second RFID tag deposited on the cover material,
device comprising a shielding material configured to be and a cutting area configured to be cut in order to produce

the plurality of identity devices, the cut including cutting oftemporally attached to an identity device and to shield an
RFID tag within the identity device, location forand an attachment 65 the strip of shielding and separation of a

depositing of the first RFID tag and a location for depositingmechanism configured for attaching the shielding material to
the identity device. of the second RFID tag.
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Various embodiments of the invention include a method responsive to the comparison, the data written to the state
comprising depositing a radio frequency shielding material memory being configured to change the RFID tag from an
on a first part of a cover material, depositing at least a first OFF state in which the RFID tag will not transmit an RF
radio frequency identity tag and a second radio frequency signal to an ON state in which the RFID tag will transmit an
identity tag on a second part of the cover cutting 5 RF signal.material,
the cover material through the radio frequency shielding, Various embodiments of the invention includes a method
and creating a fold in the flexible material, the fold sepa- of operating an RFID tag, the method comprising receiving

energy sufficient to power the RFID tag through an RFrating the first part of the cover material from the second part
of the cover material. antenna included in the RFID tag, reading a state from state

Various embodiments of the invention include a remotely 10 memory, sending an RF response through the RF antenna
unless the read state is an OFF state.powered RFID (radio frequency identity) tag having an

Various embodiments of the invention includes a methodelectronically controlled switch. This switch is optionally a
remotely (wirelessly) controlled switch. In some embodi- of operating an RFID tag, the method comprising receiving

energy sufficient to power the RFID tag through an RFments, when the switch is in an off state, the RFID tag will
not transmit and when the switch is in an on state the RFID 15 antenna included in the RFID tag,reading a statefrom state

memory, sending an RF response through the RF antenna iftag will transmit in response to an RF (radio frequency)
the read state is an ON state, and disabling the RF responsesignal. In some embodiments, the switch includes multiple
through the RF antenna if the read state is an OFF state.on states in which different information or signals are

transmitted responsive to the state of the switch. The RFID Various embodiments of the invention includes a method
tag includes a memory configured to store the states of the 20 of operating an RFID tag, the method comprising receiving
RFID tag and an integrated circuit configured to determine energy sufficient to power the RFID tag through an RF
whether to transmit responsive to the stored state of the antenna included in the RFID tag, reading a state from state
RFID tag and a received RF signal. memory, sending an RF response through the RF antenna

Various embodiments of the invention include switchable only if the read state is an ON state.
Various embodiments of the invention includes a multi-RFID devices. These switchable RFID devices can include 25

layer identity document comprising a first outer layer, anidentity documents such as passports or driver's licenses,
electrical conductor configured to conduct a current, a spacerfinancial cards such as credit or debit cards, remote controls,
layer including an opening configured to contain a switchsecurity devices, access devices, communication devices, or
activator, the switch activator configured to make and breakthe like. In some embodiments, more than one switchable

RFID tag is included in a connector, and ansingle RFID device. In various 30 an electrical connection to the electrical
inner layer disposed such that the spacer layer and switchembodiments, one or more switches are used to change

operation of an RFID tag from a responsive state to a activator are between the first outer layer and the second
outer layer, the inner layer being configured to be pressed tonon-responsive state, to change operation of an RFID tag

from one responsive state to another responsive state, to activate the switch activator.
Various embodiments of the invention includes a switch-enter data into an RFID device, to control an external device, 35

or the like. In various embodiments, the switches are elec- able RFID tag comprising an antenna configured to receive
an RF transmission, an integrated circuit configured totronic, wireless, and/or mechanical.

Various embodiments of the invention includes an RFID generate a response transmission, and a switch configured to
tag comprising an antenna configured to receive data in a turn on and of the ability of the integrated circuit to generate
first RF signal, to receive energy from the switch being disposed suchfirst RF signal, 40 the response transmission, the
and to transmit data in a second RF signal, the transmission that it is surrounded by the antenna.

Various embodiments of the invention includes a systemof the second RF signal being powered by the energy
comprising a plurality of switches configured for a user toreceived from the first RF signal; and an integrated circuit
enter data, logic configured to transmit a first wireless signalincluding an input configured to receive data from the

the entered data, and a circuit configured toantenna and to receive power resulting from the energy 45 responsive to
received from the antenna, an output configured to provide receive energy from a received second wireless signal and to
an RF signal to the antenna for transmission, a state memory power the logic and the transmission of the system using the
configured to store an ON/OFF state of the RFID tag, a key received energy.

Various embodiments of the invention includes a systemmemory configured for storing a key for changing the
ON/OFF state transmit a first wirelessstored in the state memory, and a switch logic 50 comprising logic configured to
configured to receive data from the input, to read the key signal in response to a received second wireless signal, a
from the key memory, to compare the received data with the wireless I/O configured to receive the second wireless signal
read key, and to change the ON/OFF state stored in the state and to transmit the first wireless signal, a memory config-
memory responsive to this comparison, the switch logic is ured to store an account number, the account number being
further configured to determine whether or not to provide a 55 included in the first wireless signal, a physical contact I/O
second RF signal to the antenna for transmission, the deter- configured for writing the account number to the memory,
mination being responsive to the ON/OFF state stored in the logic configured to allow writing of the account number to

the memory if the account number is received via thestate memory.
Various embodiments of the invention include a method physical contact I/O but if the account number is received

of changing an ON/OFF state of an RFID Tag, the configured to receivemethod 60 via the wireless I/O, and a circuit
energy from the received second wireless signal and tocomprising receiving energy sufficient to power the RFID

Tag through an RF antenna included in the RFID tag, power the logic and the transmission of the first wireless
receiving first data through the RF antenna, reading a key signal using the received energy.
from a key memory, using an integrated circuit to compare Various embodiments of the invention includes a system
the first data received through theRF antenna configured to transmita first wirelesswith the key 65 comprising logic
read from the key memory, the integrated circuit powered by response to a received second wireless signal, asignal in

wireless I/O configured to receive the second wireless signalthe received energy, and writing data to state memory
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and to transmit the first wireless signal, the second wireless Various embodiments of the invention include an Identity
signal including an identification data associated with a Device comprising an RFID antenna configured to receive
reader, a memory configured to store a log of received power from and communicate with an RFID reader, a circuit
identification data received from a plurality of readers, a configured to receive power from the RFID Antenna, a tag
physicalcontact I/O configured foruploading the log of 5 configured to be powered by powerreceived through the

RFID antenna and to generate a signal for transmissionreceived identification data from the memory, logic config-
ured to allow uploading of the log of received identification between the RFID antenna and the RFID reader, and a
data from the memory via the physical contact I/O but via switch configured to repeatedly turn on and turn off detect-
the wireless I/O, and a circuit configured to receive energy ability or readability of the tag.

10
Various embodiments of the invention include a lockingfrom the received second wireless signal and to power the

logic and the transmission of the first wireless signal using mechanism comprising a RFID tag activation circuit con-
the received energy. figured to turn on a switchable RFID tag by operating a

Various embodiments of the invention includes a method switch within the switchable RFID tag, an RFID reader
comprising mounting a plurality of RFID antenna and RFID configured to read the switchable RFID tag, and a lock

configured to open responsive to the RFID reader.tags on a support, mounting a the support on a first side of
Various embodiments of the invention include a methoda spacer, the spacer including opening 140 and optionally

including one or more cavity to receive the RFID tags, of operating an RFID tag, the method comprising activating
mounting a cover layer on a second side of the spacer, and a switch in order to turn on the detectability or readability of

tag powered by power receivedcutting the support and spacer to generate a plurality of 20 the RFID tag, the RFID
RFID enabled financial Cards. through an RFID antenna, and activating the switch in order

to turn off the detectability or readability of the RFID tag. InVarious embodiments of the invention include a method
comprising mounting an RFID antenna and RFID tag on a some embodiments, the switch is configured to keep the

readability of the RFID tag off until the switch is activatedsupport, mounting a spacer on the support, the spacer being
compliant (soft) so that the RFID tag can enter a plane of the 25 again. The switch optionally being included in an identity
spacer to form a cavity, allowing the spacer to harden, and device.

Various embodiments of the invention include a methodmounting a cover layer on the spacer.
Various embodiments of the invention include a method of operating a switchable RFID tag, the method comprising

of assembling an identity device, the method comprising operating a switch to turn the RFID tag on, responsive to a
an integrated circuit, antennaand switch contacts 30 first action of a user, receiving asignal at an RFID antenna,depositing

collecting power from the signal, using the collected poweron a support layer, and laminating the support layer, spacer
to power an integrated circuit, collecting data from theand flexible membrane together, the spacer having a cavity
signal, processing the collected data using the integratedin which the integrated circuit fits

Various embodiments of the invention include a method circuit, transmitting a signal generated by the integrated
using the RFIDof assembling an identity device,the method comprising 35 circuit in response to the collected data,

antenna, and operating the switch to turn the RFID tag off,depositing an integrated circuit, antenna and switch contacts
on a support layer 150, depositing spacer 120 on the support responsive to a second action of a user.

Various embodiments of the invention include a switch-layer, spacer 120 covering the integrated circuit, and depos-
able RFID tag comprising an RFID antenna configured toiting a flexible membrane on the support layer, the flexible

power from and communicate withan RFID reader,membrane or the support layer optionally including an 40 receive
a tag configured to be powered by power received throughimage of a user. The Spacer is optionally configured to create

a hermetic seal around the integrated circuit and/or the RFID the RFID antenna and to generate a signal for transmission
and abetween the RFID and the RFID reader,antenna. antenna

switch configured to repeatedly turn on and turn off detect-Various embodiments of the invention include a method
comprising programming data tonon-volatile memory of an 45 ability or readability of the tag.

Various embodiments of the invention include a methodRFID tag in a programmable mode, and changing a state of
a switch coupled to the RFID tag so as to change the RFID of controlling an electronic device, the method comprising

receiving a wireless RF signal from an RF transmitter,tag from the programmable mode to a non-programmable
mode. converting the received RF signal into electronic power,

Various embodiments of the invention include an RFID 50 generating a wireless return signal using the electronic
power, the wireless return signal configured to control thetag comprising an antenna configured to transmit data, a
electronic device, placing a switch in a first position to turnpower circuit configured to provide power, an integrated
on the generation of the wireless return signal, placing thecircuit configured to receive power from the power circuit,

to provide the data to the antenna, the integrated circuit switch in a second position to turn off the generation of the
switch to the firstincluding anon-volatile memory configured to store the data 55 wireless return signal, and returning the

and a logic circuit configured to determine a state of a position to turn on the generation of the wireless return
switch, the switch being configured to control whether the signal.
volatile memory can or cannot be programmed. Various embodiments of the invention include a method

Various embodiments of the invention include an inte- of controlling an electronic device, the method comprising
grated circuit comprising a first logic input configured for 60 receiving a wireless RF signal from an RF transmitter;
determining a state of a switch, a power input configured to converting the received RF signal into electronic power;
receive power from a radio frequency antenna, the received repeatedly changing a switch from a first position to a
power being sufficient for powering the integrated and second position; and generating a wireless return signal
transmitting a data output signal via the radio frequency using the electronic power, the wireless return signal con-
antenna, and a data output configured for generating the data 65 figured to control the electronic device and being responsive

to whether the switch is in the first position and the secondoutput responsive to the state of the switch as determined by
the first logic input. position.
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Various embodiments of the invention include a system via the RFID tag is optionally at a different frequency than
comprising an antenna configured to receive a wireless RF the communication using other technology. Two separate
signal from an RF transmitter, a power circuit configured to antennae are optionally used to communicate at these dif-

ferent frequencies. An electronically configurable antenna isconvert the RF signal into electronic power, a circuit con-
figured toreceive the electronic power these different frequen-and to send a wireless 5 optionally used to communicate at
response signal in response to the RF signal, and a first cies.

A user interface of the communication device is config-switch configured to repeatedly turn on and off a first
ured to control operation of the RFID tag. For example, theoperation of the circuit under control of a user.
user interface may be used to turn on or off operation of theVarious embodiments of the invention include a method

into the RFID tag, to enterofreceiving control instructions, the method comprising, 10 RFID tag, to enter security data
financial information (e.g., a credit or debit card number intogenerating a wireless RF signal, transmitting the wireless RF

signal to a RF powered remote control device configured to the RFID tag, to enter an identifying number (e.g., telephone
send a wireless return signal responsive to the states of one number) into the RFID Tag, or to enter account number into

the RFID tag. The communication device may be configuredor more switches, the return signal being generated and
using power converted from the wireless RF 15 forauserto enterthe above data into the communicationtransmitted

signal, receiving the return signal, and determining the states device using the user interface for later transmission (option-
of the one or more switches using the received return signal. ally encrypted) using the RFID Tag. For example, a user

Various embodiments of the invention include a system may enter a credit card number that is later transmitted in an
comprising a RF transmitter configured to send a wireless encrypted form to an RFID reader.

In Various embodiments, the communication device isRF signal, a controlled device, a RF powered remote control 20
configured to be powered by the wireless RF signal and to configured to receive one or more memory devices config-
send a wireless response signal to the controlled device ured to store data such as financial or account information.

For example, in some embodiments the communicationresponsive to a first switch, the first switch configured to be
device includes a plurality of slots configured to receiverepeatedly turned on and off by a user.

Various embodiments of the invention include a method 25 memory having credit card data stored thereupon. In these
embodiments, the memory is used to provide the data to theof operating an RFID tag, the method comprising receiving

energy sufficient to power the RFID tag through an RF communication device. A particular communication device
antenna included in the RFID tag, reading a state from state is configurable to operate with respect to different financial
memory, and sending an RF response through the RF accounts dependent on which particular memories have been
antenna unless the read state is an OFF state. 30 inserted into the slots. Thus, a user may receive a first

Various embodiments of the invention include a method memory issued by a first bank and a second memory issued
of operating an RFID tag, the method comprising receiving by a second bank, and install both the first memory and the
energy sufficient to power the RFID tag through an RF second memory into the communication device. The user
antenna included in the RFID tag, reading a state from state interface of the communication device may then be used to
memory, sending an RF response through the RF antenna if 35 select which account (e.g., the first bank or second bank
the read state is an ON state, and disabling the RF response accounts) should be used for a particular transaction. For
through the RF antenna if the read state is an OFF state. example, activating a first switch may result in a transaction
Various embodiments of the invention include a method being debited from a first account and activating a second

switch may result in a transaction being debited from aof operating an RFID tag, the method comprising receiving
energy sufficient embodiments, the use ofto power the RFID tag through an RF 40 second account. In some of these

RFID is optional. For example, the transactions may beantenna included in the RFID tag, reading a state from state
performed using cellular RF transmissions from a cellularmemory, sending an RF response through the RF antenna

only if the read state is an ON state. telephone.
Various embodiments of the invention include a commu- In some embodiments, the memory device may be con-

tag fornication device comprising: a 802.11 or cellular transmitter; 45 figured to fit both a financial card including an RFID
a user interface configured for a user to enter data; and a transmission of data stored in the memory device, and also
switchable RFID tag including an active state and an inac- to fit within one of one or more slots within a cellular phone

or similar communication device. In these embodiments, thetive state and being configured to switch between the active
memory device is optionally configured to act as a keystate and the inactive state responsive to the data.

Various embodiments of the invention include communi- 50 allowing whatever device it is attached to to engage in a
financial transaction.cation device comprising: a 802.11 or cellular transmitter; a

first slot configured to receive a first memory device having In some embodiments, the memory devices are each
first data to be transmitted by a first RFID tag; a second slot packaged with an optionally switchable RFID tag. Thus,
configured to receive a second memory device having both the memory and the RFID tag are inserted into a slot of
second data to communication device needbe transmitted by the first RFID tag or a 55 the communication device. The
second RFID tag; and a user interface configured for a user not include an RFID tag prior to insertion of a memory

device. In some embodiments, the memory devices furtherto select whether to transmit the first data or the second data;
include a separate antenna for use by the RFID tag. Inthe data optionally including financial account information

or a digital key to a lock. alternative embodiments, the RFID tag is configured to use
Various embodiments of the invention include a portable 60 an antenna previously installed in the communication

communication device such as a cellular telephone, a black- device.
berry, a wireless personal digital assistant, or the like. The Various embodiments of the invention include a memory

device configured to be disposed within a financial card suchportable communication device includes an optionally swit-
chable RFID tag configured to communicate with a local as a credit card, to be removed from the credit card and to
device via RFID technology device. Thus, theas well as more distant devices 65 be inserted into the communication

memory device can be transferred from a credit card to theusing other RF technology such as Bluetooth, WiFi,
WiMAX, 802.11 or cellular standards. The communication transfer ofembodiments,communication device. In some
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device is included in a replaceable antenna component of thethe memory device includes transfer of an RFID tag. In
some embodiments, transfer of the memory device includes communication device. In some embodiments the RFID tag
transfer of an antenna for use by the RFID tag. In alternative or memory device is configured to fit into an audio plug of
embodiments the RFID tag is configured to use a first the communication device. In some embodiments, the
antenna included in the credit card and a second antenna 5 memory device or RFID tag is configured to fit into a
included in the communication device, these antenna being MiniSD slot of the communication device. In some embodi-
separable from the memory device. ments, the memory device or RFID tag is configured to fit

In some embodiments the user interface of the commu- into the same interface as a power cord of the communica-
nication device is configured to enter an ID of an RFID tion device. In some embodiments the communication
reader in order to assure thata transaction takes place with 10 device has a form factor that can be opened and closed (e.g.,

a clamshell cell phone) and operation of the RFID tag isthe proper RFID reader. For example, in one embodiment
several vending machines each include a numbered RFID responsive to whether the communication device is open or
reader. A user enters the number of a desired member of the closed. For example, in one embodiment the RFID tag is
several vending machines in order to be sure that the inactive unless a cell phone is opened.
transaction doesn't accidentally occur with an adjacent 15

BRIEF DESCRIPTION OF DRAWINGSvending machine.
In some embodiments, the user interface of the commu-

FIG. 1 illustrates a container including a receptacle con-nication device is configured for entering an amount of a
figured to store an ID incorporating an RFID tag, accordingfinancial transaction, e.g., an amount of an electronic pay-

20 to various embodimentsment. of the invention.
FIG. 2 illustrates a container including an RFID tag orIn some embodiments, the communication device is con-

figured to use voice recognition to approve an RFID based alternatively an RFID tag reader.
FIG. 3 illustrates various monitoring systems that employfinancial transaction. For example, in some embodiments

voice recognition authentication may be required before an illustrative embodiments of the container of FIG. 2.
RFID tag is activated. FIG. 4 illustrates further details of an embodiment of the25

Some embodiments of the invention include a cellular container of FIG. 2 that includes a monitored vial.
FIG. 5 illustrates another embodiment of a monitored vialphone configured to use two or more communication modes:

that includes more than one compartment.one mode for cellular operation and one mode, e.g., RFID,
FIG. 6 illustrates an embodiment of the container of FIG.for short range financial transactions or lock operation.

These modes may use different frequency ranges. 30 2 wherein the container is a room.
FIG. 7 illustrates an access system based on an RFID tag,In some embodiments, a memory device inserted in a slot

of the communication device is configured to operate a lock, according to various embodiments of the invention.
FIG. 8 illustrates a clamshell ID including a base includ-optionally via RFID. The communication device may be

ing an RFID tag and a cover connected to the base, accord-configured to accept more than one memory device config-
ured to activate a lock and/or engage in a financial transac- 35 ing to various embodiments of the invention.
tion. In some embodiments, a memory device inserted in a FIG. 9 illustrates a clamshell ID similar to that shown in

FIG. 8 except that the base and cover are pivotally connectedslot of the communication device is configured as a remote
at a point rather than along an edge, according to variouscontrol (e.g., as a car remote or a television remote).

In some embodiments, the user interface of the commu- embodiments of the invention.
FIGS. 10A and 10B illustrate an ID similar to that shownnication device is configured to receive an access code 40

in FIGS. 8 and 9 except that the cover is configured to fit intobefore the RFID tag is detectable. For example, prior to
receiving the access code the RFID tag may be disabled the base, according to various embodiments of the invention.
from sending radio frequency signals. FIG. 11 illustrates further detail of some embodiments of

In some embodiments, a power source of the communi- a clamshell ID having a first cover and second cover
used to power the RFID tag. In these 45 separatedcation device is by a fold.

FIG. 12 illustrates further embodiments of a clamshell IDembodiments the RFID tag does not need to generate power
from a received inductive or RF signal. In some embodi- including a first cover and second cover separated by a fold.

FIG. 13 illustrates a clamshell ID wherein shielding isments, the RFID tag is configured to receive power from the
added to a page, according to various embodiments of thepower source of the communication device when the com-

munication device is ON, and to generate power from a 50 invention.
FIG. 14 illustrates an identification device, according toreceived inductive or RF signal when the communication

device is off. In some embodiments, the RFID tag is con- various embodiments of the invention.
FIG. 15 illustrates a method of allowing communicationfigured to receive power from the power source of the

communication device when the communication device is to an RFID tag, according to various embodiments of the
ON,andto be unresponsive when the communication invention.device 55

FIG. 16 illustrates a method of modifying an RFIDis off In some embodiments, the RFID tag is configured to
enabled identification device, according to various embodi-receive power from the power source of the communication

device when the communication device is ON or OFF. For ments of the invention.
FIG. 17 illustrates a method of making an identity deviceexample, in one embodiment the RFID tag is configured to

draw power from the power source of the communication 60 including, according to various embodiments of the inven-
when an incoming signal is detected but to draw reduced or tion.

FIG. 18 is a block diagram illustrating a stage in theno power from the power source when no incoming signal
manufacture of an identification device, according to variousis detected.

In some embodiments, the RFID tag is included in a embodiments of the invention.
FIG. 19 illustrates the method of manufacturing an iden-replaceable battery cover of the communication device. 65

Thus, the RFID tag may be changed by changing the battery tification device, according to various embodiments of the
cover. In some embodiments, the RFID tag or memory invention.
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ing materials to protect items, such as IDs (identificationFIG. 20 illustrates an RFID reader system, according to
various embodiments of the invention. devices), incorporating RFID tags from being read. In some

FIG. 21 illustrates an alternative RFID reader system, embodiments, a person can allow information within an
according to various embodiments of the invention. RFID tag to be read by removing the item from the holder,

FIG. 22 is a block diagram of a switchable RFID device, while in other embodiments the holder is merely opened or
according to various embodiments of the invention; removed to allow the RFID tag to be read. Replacing the

FIGS. 23 and 24 illustrate some of many possible loca- item within the holder, or closing the holder, secures the
tions for a switch within a switchable RFID device, accord- item's RFID tag from unwanted readings from, or detection
ing to various embodiments of the invention; by, unknown or unauthorized RFID readers. It will be

10FIG. accord-25A illustrates of a switch,anOFF Position appreciated that items other than IDs, such as library books,
ing to various embodiments of the invention; consumer electronics, medications, and so forth, can also

FIG. 25B illustrates an ON position of a switch, according include, or be packaged with, RFID tags that a person mayto various embodiments of the invention;
wish to shield from unauthorized RFID readers. HoldersFIGS. 26A and 26B illustrates a membrane switch,

such items, as well as generaltailored forspecifically15according to various embodiments of the invention;
purpose holders such as wallets, purses and briefcases, canFIG. 26C illustrates an embodiment of a membrane
also include radio frequency shielding (also referred toswitch including a spring, according to various embodi-
herein as shielding) according to the present invention.ments of the invention;

The holder can be in the general form of a container as anFIG. 26D illustrates a cross-sectional view of a membrane
rectangular sideshaving two similarillustrative example,RFID Tag, according to 20disposed within a switchableswitch

joined around three edges, being configured to be repeatedlyvarious embodiments of the invention;
opened and close, and optionally including a closure or flapFIG. 27 illustrates a top view of a membrane switch,
along the fourth side. Such holders are well suited to theaccording to various embodiments of the invention;

FIG. 28 illustrates a switchable RFID tag in an identity typical shape of most personal IDs such as passports,
cards, medicalcredit anddebitlicenses, green cards,document, according to various embodiments of the inven- 25 driver's

information cards, insurance cards, medical alerts, studenttion;
identification cards, security badges, immigration docu-FIG. 29 illustrates the manufacture of instances of an
ments, or the like. Typically, the holder is configured to beidentity document, according to various embodiments of the
repeatedly opened and closed to receive the ID.invention;

The holder can also be a case such as a carrying-case forFIG. embodiment of 3030 illustrates an exploded view of an
a cell phone or digital camera. The holder can also be aa switchable RFID device including a driver's license,
purse, suitcase, backpack, briefcase, satchel, glove compart-according to various embodiments of the invention;

FIG. 31 illustrates an embodiment of a switchable RFID ment, a jewelry container, and the like. In some embodi-
ments, the RF shielding is physically attached to the holder.device including a plurality of switches, according to vari-

35 The holder can alternatively include a checkbook holder, aous embodiments of the invention;
wallet, a ticket holder, or a windshield visor pocket. SomeFIG. 32 illustrates various embodiments of an tag con-
embodiments of the invention are directed at articles offigured for use in embodiments of a switchable RFID device
clothing in which one or more pockets include an attachedincluding a plurality of switches, according to various

embodiments of the invention; radio frequency shielding material. Additional embodiments
to key holders.FIG. are directed33 illustrates an instance of a tag, according to 40

The desirability of RFID shielding for the objects listedvarious embodiments of the invention;
above will be readily appreciated. Being able to read anFIG. 34 illustrates a method according to various embodi-
RFID tag on a green card (an immigration document)ments of the invention, according to various embodiments of
without the owner of the green card giving consent or beingthe invention;

a switchable RFID device configured 45 aware that the green card is being read, for example, canFIG. 35 illustrates
enable less scrupulous individuals to engage in improperto operate as a remote control, according to various embodi-
behaviors. Incorporating RFID shielding into a wallet,ments of the invention;
purse, or other type of holder would prevent an RFID tag onFIG. 36 illustrates a multiswitch credit card, according to
an item within the holder from being read unless the item isvarious embodiments of the invention;

byto the RFID reader,forinstance,a credit card, 50 deliberately exposedFIGS. 37A-37C illustrate an antenna within
removing the item from the holder. In view of the problemaccording to various embodiments of the invention;
of identity theft, such shielding is desirable for credit cardsFIG. 38 illustrates an RFID device including a conductor
with RFID tags, social security cards with RFID tags,configured to set a state of an RFID tag, according to various
driver's licenses with RFID tags, and so forth.embodiments of the invention.

In some instances the RFID tag is essentially a label thatillustrating an RFID tag, 55FIG. 39 is a block diagram
has been attached to an object for inventory or similaraccording to various embodiments of the invention;
purposes. Library books can carry RFID tags, for example.FIG. 40 is a flowchart illustrating a method of changing
Accordingly, providing RFID shielding for various carryinga state of the RFID tag illustrated in FIG. 22, according to
devices, such as purses, suitcases, book bags, briefcases, andvarious embodiments of the invention; and

otherlibrary books andcan prevent RFID tags inFIG. 41 is a flowchart illustrating a method of operating 60 satchels
objects from being read without permission. In otherthe RFID tag illustrated in FIG. 22, according to various
instances the RFID tag is more integral with an object.embodiments of the invention.
Consumer electronics, electronic media, and so forth, can be

DETAILED DESCRIPTION manufactured to include RFID tags inside of housings, on
components, for65 printed circuit boards, and on electronic

Various embodiments of the present invention includes example. Often, such devices have specially designed cases
holders (e.g., containers) including radio frequency shield- such as cell phone cases and camera cases. These cases can
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passport is opened. Similarly, a driver's license can includealso comprise RFID shielding to prevent the RFID tags in
the associated devices from being read without authoriza- a clamshell cover and base including an RFID shielding

material, or a pivoting cover including an RFID shieldingtion.
In some embodiments, the holder is clear (e.g., transpar- material.

that the ID, such as a driver's license, The RFID shielding material can be provided in numerousent) so can be readily 5
seen without having to be removed from the holder. Many different ways.

The radio frequency shielding material can include awallets include either a plastic sleeve or a leather pocket
with a plastic window for this purpose. In some embodi- conductive material such as a metal or an electrically
ments, of the invention in which at least part of the holder conductive plastic. The RFID shielding can be attached
is transparent, the shielding in the transparent region needs 10 using adhesive. The radio frequency shielding material can
to also be transparent. Certain electrically conductive poly- include a mesh with a mesh size small enough to provide

shielding against the radio frequency range used by RFIDmers can serve as the RFID shielding material in these
readers. The radio frequency shielding material can beembodiments. Other transparent and non-transparent mate-
laminated, either by laminating the RFID shielding materialrials for RFID shielding are discussed further herein

In some embodiments, the holder is designed to allow the 15 to another layer, such as a protective material layer, and/or
ID to be easily and repeatedly removed and returned. For by laminating together multiple layers of RFID shielding
instance, some credit and debit cards have a smaller format materials. In many embodiments the RFID shielding mate-

rial is either flexible, transparent, or both. Examples of(mini-cards) and can be stored in a matching case that can
serve as a fob for keys. In some of these embodiments, the suitable RFID shielding materials include metal-coated elas-
holder and the ID card are copper-coated plasticpivotally attached to one another 20 tomers such as aluminized Mylar and
so that the ID card can flip out from the holder, and in still sheets and films. In some embodiments, the RFID shielding
further embodiments a spring mechanism aids in extending material is a semi-transparent mesh.

In some embodiments, the RFID shielding material isand retracting the ID card. Other cases of the present
invention can comprise a clamshell configuration. Such ID effective to form a Faraday cage around the ID, object, or
card holders of the present invention include an RFID 25 key. Closing the closure can be effective to complete the
shielding material. Faraday cage, in some instances. In other embodiments the

RFID shielding is used in selective locations in the holder.The present invention also provides for articles of cloth-
For example, where a nation's passport includes an RFIDing designed to include pockets that can shield RFID tags on

objects within the pockets. In these embodiments the articles tag in a lower right-hand corner of the cover, passport
of clothing can bemade from acloth that includesa radio 30 holders designed for that nation's passports need only
frequency shielding material, or the pocket can be lined with include RFID shielding above and/or below the location of

the RFID tag when the passport is in the passport holder.the radio frequency shielding material
The present invention also provides for key holders The RFID shielding shields an RFID tag from a reader in

comprising RFID shielding. The keys that are held by such two ways. First, the RFID shielding greatly reduces the
key holders can be either mechanical or electronic, where 35 power being broadcast from the reader that reaches the
mechanical is used herein to refer to keys meant to fit into RFID tag within the holder. This cuts the power available to
mechanical locks such as car keys, house keys, and the like. the RFID tag to transmit information back. Secondly, even

if the RFID tag receives enough power to transmit, the signalElectronic keys refer to keys that carry an encoded password
on a magnetic strip, a bar code, an RFID tag, or the like. sent from the RFID tag isalso attenuated. Accordingly, it
Either type ofkey can include an RFID tag as either a further 40 will be appreciated that the effectiveness of the RFID
component of the locking mechanism or for completely shielding can be varied considerably based on choices of
unrelated reasons. An RFID tag on a key is part of the radio frequency shielding materials and their thicknesses,

mesh sizes, and so forth. In some embodiments, the radiolocking mechanism, for example, when the lock reads the
RFID tag for some purpose, such as to read the key numbers frequency shielding material provides a reduction of input
from RFID tags on different keys in order to track tag by between about 5 db-30 db, 10which 45 power to the RFID

db-25 db, 15 db-20 db, or more than 15, 25, 35 or 45 db.keys are being used in the lock.
Electronic keys are often placed on ID badges and other In some embodiments, the container is configured to be

forms of identification. An RFID tag with such electronic repeatedly opened and closed to receive an item including an
RFID tag. In some embodiments, the container includes akeys may carry confidential information but be unrelated to

the lockmechanism. In some embodiments, the key holder 50 closure configured to enhance the shielding.
In some embodiments, the container configured to just fitis retractable, and in some of these embodiments the key

holder is spring-loaded to automatically retract the key into a standard California driver's license. These embodiments
may be characterized by inner dimensions of less then 3.5the key holder.
inches, 3.75 inches, 4 inches or 4.5 inches height, and lessIn the embodiments described herein, the holder, whether

or key holder, has 55 than 2.25 inches, 2.5 inchesor 2.75 inches in width. Insomean container, case, article of clothing,
embodiments, the container is configured to just fit a U.S.some form of opening through which the ID or other object

having an RFID tag can be transferred. In some embodi- passport or a passport issued by another country. These
ments, the holder also includes a closure for closing the embodiments may be characterized by inner dimensions of

less then 5 inches, 5.25 inches, 5.5 inches or 6 inches inopening. In some of these embodiments, the closure can
or 4.5less than 3.5 inches, 3.75 inches, 4 inchescomprise a flap that closes over the opening. In other 60 height, and

inches in width.embodiments the closure is a zipper, Velcro, or related
FIG. 1 illustrates a Container 100 including a Receptacleclosure device. The closure can provide an electrical contact

110 configured to store an ID 130 (identification device)between opposing sides of the opening, in some instances.
incorporating an RFID Tag 140. The Container 100 andIn some embodiments, the RFID shielding material is

incorporated into wallet, purse, passport holder,an ID. For example, a passport can include 65 Receptacle 110 may include a
an RFID shielding material in the passport's cover so that an key chain, ticket holder, pocket, sleeve, slot, opening, niche,
RFID tag within the passport can only be read when the compartment, lid & base, glove compartment, jewelry, suit-
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the Alarm Log unit 310 is configured to log when Filingcase, backpack, bag, carrier, carton, box, sack, carton, cas-
Cabinet 345, Chest 335 or Drawers or Refrigerator 325 ising, shell, carapace, covering, sheath, or the like. Container

100 further includes attached Shielding 120 configured to opened.
attenuate the transmission of radio frequency signals to or In alternative embodiments, Reader 210 may be placed
from the RFID Tag 140. Receptacle 140 outside.110is configured to be 5 within the container and RFID Tag

FIG. 4 illustrates further details of an embodiment of therepeatedly opened and repeatedly closed for insertion and
Container of FIG. 2 that includes Monitored Vial 340.removal of ID 130.

FIG. 2 illustrates an embodiment of a Container 200 Monitored Vial 340 includes shielding in a Lid 410 and/or
Base 420. When the Lid 410 and Base 420 are attached theincluding RFID Tag 140 or alternatively an RFID tag Reader

210. Container 200 is optionally enclosed RFID Tagan embodiment of the 10 shielding attenuates any signal from the
Container of FIG. 1, and visa-versa. Container 200 further 140. When Lid 410 is opened the attenuation is reduced. The

RFID tag is optionally disposed on the underside of Lid 410.includes Shielding 120 configured to attenuate the transmis-
sion of radio frequency signals to or from the RFID Tag 140 The illustrated embodiments are optionally used to monitor
or Reader 210. The shielding effect of the Shielding 120 is the use of medication or other material stored within Moni-
optionally dependent on a stateof the Container 200. For 15 tored Vial 340. The monitored vial is optionally an alterna-
example, in some embodiments, the Shielding 120 may be tive form of Container 200 and optionally configured to
more efficient at attenuating RF transmission when Con- store alternative types of goods. In some embodiments,
tainer 120 is closed than when it is open. As such, in some Reader 210 of FIG. 3 is configured to log when Monitored
embodiments, the state of the Container 200 may be deter- Vial 340 is opened and closed. For example, if a user has a
mined by a magnitude of a detected radio frequency medication that should be taken at a specific time Readersignal 20

210 may be used to detect if Monitored Vial 340 is openedbetween RFID Tag 140 and Reader 210 either of which may
at these times and activate a reminder using Alarm/Log 310be within Container 200.

FIG. 3 illustrates various monitoring systems that employ if Monitored Vial 340 is not opened at a time medication
illustrative embodiments of Container 200. These illustra- should be taken.

FIG. 5 illustrates another embodiment of Monitored Vialtive embodiments include a wall hanging Picture 25(e.g., a
320), a Refrigerator 325, a Jewelry Box 330, a Chest of 340 that includes more than one Compartment 510. Each
Drawers 335, a Monitored Vial 340, a Filing Cabinet 345, Compartment 510 includes a separate RFID Tag 140 that
and a Safe 350. In these embodiments, the monitoring may be separately identifiable using Reader 210. This
systems further include RFID tag Reader 210 and optional embodiment may be used, for example, to monitor an
Alarm and/or Log 310. Each of these (e.g.,examples of Container 30 activity that should occur at a variety of different times
200 include one or more RFID Tag 140 and Shielding 120 times of day or days of the week).

FIG. 6 illustrates an embodiment of the Container of FIG.(whether shown or not) configured to modify the transmis-
2 wherein Container 200 includes a Room 610. In thesesion of RFID signals from Reader 210 to RFID Tags 140
embodiments, radio frequency signals between RFID Tagresponsive to a state of the Container 200.

example, the Picture 320 illustrated includes Shield- 35 140 andFor Reader 210 may be used to determine if an opening
ing 120 (not shown) that surrounds the RFID Tag 140 while to the room is open. Room 610 includes Shielded Wall(s)

620 that block radio frequency signals between Tag 140 andPicture 320 is mounted on Wall 330. Shielding 120 is
Reader 210 when an Opening 630 is closed. When Openingconfigured such that the attenuation effect of the shielding
630 is open Tag 140 can be detected by Reader 210 and thiswill be reduced if Picture 320 is removed from Wall 330. For

example, Shielding 120 may be disposed to form a Faraday 40 stage can be logged by Alarm/Log 310. While the illustra-
cage around or interfere with the RFID Tag 140 (e.g. be on tion shows Reader 210 within Room 610 and RFID Tag 140
the back of the picture, optional standoffs, and/or wall) and outside, these positions are optionally exchanged. Room 610
if Picture 320 is removed from Wall 330 a resulting gap, or is optionally a shipping container. RFID Tag 140 is option-
reduction in interference, will allow increased RFID signal ally mounted on Opening 630 such that Tag 140 is brought

between the associated RFID Tag 140 and 45 within reading range of Reader210 when Opening 630 istransmission
Reader 210. Picture 320 may alternatively be a statue or opened. Opening 630 can be, for example, a window or door.
some other object designed to sit on a surface with an RFID FIG. 7 illustrates an access system based on an RFID Tag

140. RFID Tag 140 is optionally implanted within a Animaltag between the object and the surface.
In a similar manner each of the Refrigerator 325, Jewelry or Person 720 or attached to an animal collar. A Reader/Lock

330, Chest 335, Monitored Vial 340,Filing Cabinet 345 50 Control 710 is configured to detect a signal from RFIDBox Tag
and Safe 350 includes Shielding 120 configured such that a 140 and to control a Lock 740 in response. Lock 740
magnitude of an RFID tag signal received by Reader 210 is controls the function of a Barrier 730, such as a door or gate.

Reader/Lock Control 710 is optionally programmable todependent on whether the particular container is open or not
Reader 210 is configured to detect RFID signals from one operate responsive to particular instances of RFID Tag 140.

The Reader/Lock Control 710 illustrated in FIG. 7 isor more of the RFID Tags 140 and to generate a responsive 55
isoptionally RFID Tag 140output signal. In some embodiments, this responsive output used in the followingmanner.

placed within or attached to the Animal or Person 720.signal is a quantitative or qualitative indication of the state
Reader/Lock Control 710 is placed in a programming mode.of one or more of the containers. The reader is optionally

configured to distinguish the signals received from each of A serial number of the RFID Tag 140 is programmed into the
thus, identify which of the 60 Reader/Lock Control 710 either by digital datathe one or more RFID tags and, entry or

communication, or by bringing the RFID Tag 140 within thecontainers is open.
reading range of the Reader/Lock Control 710, such that theAlarm/Log unit 310 is optionally an alarm system or a
serial number can be read from the RFID Tag 140. Thelogging system configured to activate an alarm or log an
Reader/Lock Control 710 in placed in a normal operationevent responsive to the output signal of Reader 210. For

RFID TagAlarm/Log unit 310 is 65 modewhereinitmonitor'sforthepresenceof theexample, in someembodiments, the
140. The RFID Tag 140 is detected by the Reader/Lockconfigured to activate an alarm when Picture 320 is removed
Control 710. The serial number is read from the detectedfrom the wall or Safe 350 is opened. In some embodiments,
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RFID Tag 140 by Reader/Lock Control 710. Reader/Lock FIG. 9 illustrates an ID 910 similar to that shown in FIG.
Control 710 compares the read serial number with the serial 8 except that Base 830 and Cover 820 are pivotally con-
number programmed into the Reader/Lock Control 710 nected at a Pivot Point 920 rather than in a clamshell

configuration. Cover 820 is configured to rotate over Basewhile in the programming mode. If the read and pro-
830 as shown. When Cover 820 covers the Base 830 theactivated in 5grammed serial numbers agree Lock 740 is
RFID Tag 140 is shielded. When Cover 820 is rotated awayresponse. Activation of Lock 730 controls (e.g., locks or
from Base 830 RFID Tag 140 is unshielded. In someunlocks) access through Barrier 730. After the detected
embodiments, Cover 820 may have two sections betweenRFID tag is no longer detected by the Reader/Lock Control
which Base 830 fits. Either Cover 820 and/or Base 830 can710, Reader/Lock Control 710 optionally reactivates Lock
include the RF shielding.10740 to return it to a previous state.

FIGS. 10A and 10B illustrate an ID similar to that shownFIG. 8 illustrates a Clamshell ID 810 (e.g. greencard
in FIGS. 8 and 9 except that Cover 820 is configured to fit

(immigration card), passport, driver's license, transaction into Base 839, or visa versa. In the example shown, Cover
card, key card, national identity card, or the like). Transac- 820 slides into and out of a slot in Base 830 and thus shields
tion cards include credit cards, debit cards, check cards, 15 and exposes, respectively, RFID Tag140.Thisembodiment
payment cards, fare (e.g., transit) cards, or the like. Clam- may include an item to be worn such as a medical alert
shell ID 810 includes an optional picture, a Base 830 bracelet, an identity tag, a ring, clothing, glasses, or the like.
including an RFID Tag 140, and a Cover 820 connected to For example, in the case of a medical alert bracelet, the
Base 830 in a clamshell configuration, e.g., connected along bracelet includes an RFID tag (having medical information)
an edge or Fold 840. Cover 820 and/or Base 830 include 20 that isonly readable whena coverelement of thebraceletis
RFID shielding configured to attenuate radio frequency opened to expose the RFID tag to an RFID tag reader. When
signals to or from RFID Tag 140 when Cover 820 is closed the cover is opened medical personal can read data from the

RFID tag. When the cover is closed the medical information(e.g., shut), and to not attenuate, or attenuate to a lesser
extent, radio frequency signals to or from RFID Tag 140 is shielded from being read by unauthorized persons and is

is open. The shielding is optionallywhen Cover 820 lami- 25 thus kept confidential.
One embodiment of the invention includes the credit cardnated into Base 830 and/or Cover 820. In some embodi-

(16) and case having sides (12) and (14) as illustrated in U.S.ments, Clamshell ID 810 includes shielding in both Base
830 and Cover 820. Base 820 can be the cover of a passport patent application Pub. 2004/0117514. In this embodiment,
or other document. In some embodiments, Base 830 credit card (16) further (additionally) includes an RFID Tag

shield-30 140 and sides (12) and/or (14) n further includeRFincludes a plastic card.
In various embodiments, Clamshell ID 810 includes a ing, or visa versa. The credit card may be replaced by an

passport, driver's license, credit card, etc. that includes RF alternative type of ID device, e.g., a driver's license, debit
shielding in one part (e.g., a page or cover) and an RFID tag card, or others discussed herein.

On embodiment of the invention includes the credit cardin another part (e.g., a different page or cover). Not shown
inFIG. 8 are pages that may be included between the covers 35 (3) and holder (1) asillustrated in U.S. patent application

Pub. 2005/0011776. In this embodiment, credit card (3)(e.g., Base 830 and Cover 820). The RF shielding and RFID
Tag 140 are configured such that, when Clamshell ID 810 is further includes an RFID Tag 140 and the holder (1) further
closed the shielding interferes with the RF pickup of the includes RF shielding. The credit card may be replaced by
RFID tag to an extent sufficient for reading of RFID Tag 140 an alternative type of ID device, e.g., a driver's license, debit
to be attenuated. card, or the like.40

In some embodiments, Clamshell ID 810 can be closed in One embodiment of the invention includes the carrying
two ways. First, such that a picture and/or other identifica- case taught in U.S. patent application Pub. 2004/0256469,
tion information is displayed on the exposed surface of Base wherein the carrying case further includes RF shielding.
830. Or, second, such that the picture and/or other identifi- One embodiment of the invention includes the credit card
cation information are covered by Cover 820. These two 45 and pivoting case described in U.S. patent application Pub.

2004/0237360, wherein an RFID tag is included in one partmethods of closure are achieved by rotating Cover 820 and
Base 830 relative to each other in different directions around (e.g., the credit card) and shielding in another part (e.g., the
Fold 840. In the first instance, the picture and/or other case). Thus, when the credit card is pivoted into the case the
identification information can be used for identification RFID tag is shielded. One embodiment of the invention
while RFID Tag 140 is still shielded. Thus, Clamshell includes a credit card and case illustrated in FIG. 10 of U.S.ID 50
810 can be used for identification (non-RFID) without patent application Pub. 2004/0237360. In this embodiment,
unshielding RFID Tag 140. the credit card includes an RFID Tag 140 and the case

When the Clamshell ID 810 is open, the shielding is less includes shielding. The credit card may be replaced by an
close to RFID Tag 140 and, thus, the interference of the alternative type of ID device, e.g., a driver's license, debit
shielding is reduced and RFID Tag 140 can be read. The 55 card, or the like.
shielding does not necessarily form a Faraday cage around One embodiment of the invention includes the security
RFID Tag 140 when Clamshell ID 810 is closed. In some wallet illustrated in U.S. Pat. No. 4,744,497, wherein the
embodiments, shielding is not included in the part of Clam- security wallet further includes RFID shielding.
shell ID 810 that includes the RFID Tag 140. Clamshell ID Various embodiments of the invention include the fold-
810 is optionally formed by laminating RFID Tag 140 and 60 able transaction cards illustratedin US.PatentApplications

Pubs. 2004/0169087 and 2004/0089724, wherein shieldingRF shielding between layers of Cover 820 or to a page
is further included in one side of the fold while RFID Tagdisposed between Cover 820 and Base 830. Further visible
140 is further included in the other side. RFID Tag 140 isinformation such as a name and/or photograph can be placed

on any surface of the Clamshell ID. Thus, in some embodi- shielded when the transaction card is folded closed and
visible information is visible when the Clamshellments, this 65 unshielded when it is open.

ID is open or closed. In other embodiments, this visible Various embodiments of the invention include the several
different folding cards illustrated in U.S. Pat. No. 5,700,037information is visible only when the Clamshell ID is open.
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and Application Pub. 2005/0205665. Wherein these cards metallic thread, or the like. Shielding is optionally attached
to a binding of Clamshell ID 810 as Page 1230. Page 1230further include RFID Tag 140 in one part and shielding in

another part, such that in one fold position RFID Tag 140 is is optionally bound to Clamshell ID by stable, pin, wire,
shielded by the shielding, and in another fold position RFID thread, adhesive, laminate, or the like.

FIG. 13 illustrates embodiments of Clamshell ID 810Tag 140 is un-shielded. 5

wherein Shielding 1130 is added to Page 1230 followingOne embodiment of the invention includes the credit card
assembly of Clamshell ID. In these embodiments, Shieldingcase illustrated in U.S. patent application Pub. 2002/

0117243. Where in the credit card case further includes 1130 is included in a Shielding Insert 1310. Shielding Insert
shielding configured to shield an rfid enabled credit card or 1310 optionally includes Adhesive 1320 or some other

Shielding Insert 1310 to Pageother identification device. mechanism for attaching10
1230. The attachment of Shielding Insert 1310 to Page 1230FIG. 11 illustrates further detail of some embodiments of
can be permanent or temporary (e.g., Shielding Insert 1310Clamshell ID 810, having a First Cover 1110 and a Second

Cover 1120 separated by Fold 840. First Cover 1110 and a may be removable). In various embodiments, Shielding
Second Cover 1120 may be, for example, Base 830 and Insert 1310 includes a metal plate, wire mesh, metallic
Cover of820. Fold 840 can thread, or other formsbe a spine, hinge, crease, or the 15 fibers, metallic particles, metallic
like. In alternative embodiments, First Cover 1110 and/or shielding.
Second Cover 1120 can be embodied as a page or pages The size of Shielding Insert 1310 is optionally the same

as or slightly smaller then a European Union Passport, abetween covers of an identity document. Shielding 1130 is
disposed as part of the second cover (e.g., or on or in an ID Japanese Passport, a Chinese Passport, a United States
document cover Alternatively, invarious embodiments,or page). Shielding 1130 is optionally 20 Passport, or thelike.

Shielding Insert 1310 is configured in size such that it can bedisposed away from fold 840 such that, when Clamshell ID
810 is open, the shielding as well separated from RFID Tag attached to Clamshell ID 810 at least greater than 5 mm, 10
140. In various embodiments, the separation between shield- mm, 15 mm, 20 mm, 25 mm or 30 mm from Fold 830. For
ing 1130 and Fold 840 is greater than 5 mm, 10 mm, 15 mm, example, Shielding Insert 1310 may be configured to attach
20 mm,25 mm or 30 mm. Likewise, RFID Tag 140 is 25 to Page 1230 such that Shielding Insert 1310 extends from

near an outer edge (opposite Fold 830) of Page 1230 tooptionally disposed away from Fold 830. In various embodi-
ments, the separation between RFID Tag 140 (including within 10 mm of Fold 830.

FIG. 14 illustrates embodiments of an Identificationantenna) and Fold 840 is greater than 5 mm, 10 mm, 15 mm,
20 mm, 25 mm or 30 mm. Alternatively, RFID Tag 140 Device 1410, such as Clamshell ID 810. In these embodi-
and/or Shielding 1130 may be disposed to abut Fold 840. 30 ments, Shielding Insert 1310 includes one or more clips

FIG. 12 illustrates embodiments of Clamshell ID 810 1420, clamp, pin, slot, rivet, or other mechanism configured
for, optionally temporary, attaching Shielding Insert 1310 toincluding a First Cover 1210 and a Second Cover 1220
Identification Device 1410. In some embodiments Clip 1420separated by Fold 830. These embodiments further include

a Page 1230 disposed between First Cover 1210 and Second is replaced by a slot configured to receive that part of
includes RFID Tag 140 or Shielding Identification Device 1410 including an RFID tag. ShieldingCover 1220. Page 1230 35

1130. For example, these embodiments of Clamshell ID 810 Insert 1320 is optionally pivotally connected to Identifica-
can include a passport including a photograph and identity tion Device 1210. In the embodiments illustrated by FIG. 14,
information within an inside surface (facing toward Page Fold 830, Second Cover 1220 and Page 1230 are optional.
1230) of First Cover 1210, RFID Tag 140 within First Cover For example, Identification Device 1410 can be a single
1210 or Second Cover1220, and Shielding 1130 within Page 40 piece driver's license, credit card, etc. (without separate
1230. RFID Tag 140 can be shielded and un-shielded by front and back covers) including RFID Tag 140. Shielding
moving Page 1230 close to or away from RFID Tag 140. In Insert 1310 is configured to be attached to First Cover 1210,
embodiments, wherein RFID Tag 140 is included in Second Page 1230, and/or Second Cover 1220. In these embodi-
Cover 1220, RFID Tag 140 is shielded when Page 1230 is ments Page 1230 need not include shielding. In some
held close to Second Cover 1220. In this position is may be 45 embodiments, Shielding Insert 1310 may be attached to that
possible to view the photograph and identity information part of Identification Device 1410 that includes RFID Tag
within the inside surface of First Cover 1210 without 140. In these embodiments, Shielding Insert 1310 is inserted

to shield RFID Tag 140 and removed in order to un-shieldun-shielding RFID Tag 140. When Page 1230 is moved
away from Second Cover 1220 then RFID Tag 140 is RFID Tag 140. In some embodiments, Shielding Insert 1310

includes a flat metal plate configuredunshielded. 50 to fit within a passport,
By including the RF Shielding 1130 with one of the one e.g., a passport issued by the United States, a European

or more Page 1230, Clamshell ID 810 can be opened without Country, or an Asian Country. In these embodiments, the
necessarily removing Shielding 1130 from the vicinity of size of shielding insert may be similar to or slightly smaller
RFID Tag 140. For example, if RFID Tag 140 is disposed than the dimensions of the passport. In some embodiments,
within the back cover, and Clamshell ID 810 is opened such 55 Shielding Insert 1310 can include an attachment device,
that the inside of the First Cover 1210 is visible, Page 1230 such as Clip 1420, on more than one side (face). As such,
including Shielding 1130 could remain adjacent to Second Shielding Insert 1310 may be configured to shield and RFID
Cover 1220 and thus limit communication with the RFID enabled driver's license on one side and an RFID enabled
Tag 140. To allow communication with RFID Tag 130 Page credit card on the other side. Shielding Insert 1310 is
1230 including Shielding 1130 is turned orsuch that it moves 60 optionally approximately the size ofa driver's license

credit card. In some embodiments, Shielding Insert 1310 hasaway from Second Cover 1220. The Shielding 1130 may be
attached to Page 1230 or be included within Page 1230. For height and width dimensions similar to or smaller than a
example, Shielding 1130 may be laminated within Page page between the front cove and the back cover. Shielding
1230, be sewn on Page 1230, be glued on Page 1230, be Insert 1310 is optionally thin and optionally flexible.

As illustrated in FIG. 15, some embodiments of thewithin the material of Page 1230, or otherwise be connected 65
to Page 1230. In various embodiments, Shielding 1130 invention include a method of allowing communication to

an RFID tag. The method includes a Step 1510 of openingincludes a wire mesh, metallic fibers, metallic particles,
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a front cover of an identification device, such as Clamshell become a first identification device and a second identifica-
ID 810 or Identification Device 1410, in order to make tion device. In an Add RFIDs Step 1920, a first RFID tag is
information included on the inside of the front cover visible, added to that part of the cover that will become the first
an RF shielding page being kept in proximity of the back identification device and a second RFID tag is added to that

part of the cover that will become the second identificationcover such that an RF tag within the back cover is unread- 5
able. The RF shielding page can be for example an instance device. In a Cut Step 1930, the cover is cut to separate that
of Page 1230 or a page with Shielding Insert 1310 attached. part that will become the first identification device and that
The method further includes a Step 1520 of visually pre- part that will be come the second identification device. Cut

Step 1930 includes cutting the shielding added in Addsenting the information on the inside of the front cover. The
information can include a name, citizenship, Shielding Step 1910.photograph, 10

FIG. 20 illustrates an RFID reader system configured toidentification number, or the like. A step 1530 includes
turning the shielding page away from the back cover such read Clamshell ID 810 e.g., an RFID enabled passport
that the RFID tag becomes un-shielded and can communi- including shielding. Spacing between an RFID Reader 2010

and a Base 2020 is configured to form a Passport Slot 2030.cate with a reader. The shielding page is a page, between the
front cover and the back cover, attached 15 RFID Reader 2010 is configured to read Clamshell ID 810.that includes or is
to RF shielding configured to limit communication with the The height of Passport Slot 2030 is configured such that

Clamshell ID 810 is sufficiently open when passed thoughRFID tag. In alternative embodiments of this method, the
Passport Slot 2030 between the RFID Reader 2010 and Baserolls of the front cover and back cover are reversed.
2020. E.g., Passport Slot 2030 is configured such that, inAs illustrated in FIG. 16, some embodiments of the

through Passport Slot 2030 Clamshell ID 810invention include a method of modifying an RFID enabled 20 order to pass
cannot be partially open such that shielding within Clam-identification device, e.g., Identification Device 1410. This
shell ID 810 could block the communication between RFIDmethod includes, a Step 1610 of opening the identification
Reader 2010 and the RFID tag included in Clamshell IDdevice by turning a back cover away from a front cover; a

Step 1620 of selecting a page disposed (optionally bound) 810. The width of the passport slot is optionally configured
between the between theRFIDfront cover and the back cover; an optional Step 25 to assure that theshielding is not disposed
1630 of exposing an adhesive surface on an RF shielding reader and the RFID tag.
insert, the RF shielding configured to limit RF communica- FIG. 21 illustrates an RFID reader system including more

than one RFID readers (RFID Reader 2010A, RFID Readertion between an RFID tag included in the identification
1010B, and optionally RFID Reader 1010C). The more thandevice and a reader; and a Step 1640 of attaching the RF

shielding insert to the selected such that any shieldingpage using the exposed 30 one RFID readers are disposed
adhesive. In alternative embodiments, the adhesive is within an ID is never within the line of sites between all of
optionally replaced by a clip, clamp, pin, slot, or other the one or more RFID readers and an RFID tag in a reading

volume. And in addition, the more than one RFID readersmechanism configured for temporary attachment to the
identification device. The identification device is optionally are disposed such that the angle between an antenna of the

favorable fora passport, driver's license, immigration document, national 35 RFID tag is at least one of the RFID readers is
identity document, or other identification device discussed communicating between the RFID tag and RFID reader.
herein. The RF shielding insert is optionally sized (as Achieving both or these criteria may require three or more
discussed elsewhere herein) such that it is disposed at a RFID readers. In alternative embodiments, this system may
distance from a fold in the identification device. include fewer or more RFID readers than illustrated. The
As illustrated by FIG. 17, one embodiment of the inven- 40 illustrated readers surround a walk through read-optionally

tion includes a method of making an identity device includ- ing volume.
FIG. 22 is a block diagram of a Switchable RFID Deviceing: a Step 1710 of adding an RFID tag to a first cover layer;

2200. In some embodiments, Switchable RFID Device 2200a Step 1720 of adding a second cover layer such that the
RFID tag is disposed between the first cover layer and the is an identity device such as a passport, identity card,
second cover layer; and a Step 1730 of a attaching an RF 45 driver's license, immigration document (e.g., green card or
shield to the combined first cover layer and second cover visa), student identity card, library card, financial card (e.g.,
layer. The RF shield is optionally attached as a page con- credit card, debit card or prepaid card), social security card,

Military ID card, key, keycard or the like. Switchable RFIDfigured to be disposed between to parts of the combined first
Device 2200 optionally includes Visible Indications 2220cover layer and second cover layer when the combination is

folded. TheRF shield is optionally temporally attached to 50 such as a barcode, picture, image, name, address, text,
and/or the like. Switchable RFID Device 2200 furtherthe combined first cover layer and second cover layer.
includes one or more Switchable RFID Tag 2230. Switch-FIG. 18 is a block diagram illustrating the manufacture of
able RFID Tag 2230 includes one or more RFID Antennaan identification device, such as a passport. At one stage in

the manufacturing process Shielding 1130 is dispensed in 2240, a Circuit 2250, one or more Tag 2260 and one or more
strip is laid down over what will be 55 Switch 2270. Switch 2270 is optionally disposedthe form of a strip. The within

Circuit 2250 or Tag 2260. RFID Antenna 2240 is configuredseveral separate identification devices when the manufac-
for sending a radio frequency (RF) signal from Switchableturing is completed. A plurality of RFID Tags 140 are

deposited. The assembled material, including shielding is RFID Device 2200 in response to a received signal. The
cut along a Cutting Line 1820 (cutting area) to separate the received signal is optionally used to power Switchable RFID
locations where the RFID Tags 140 are deposited or to be 60 Tag 2230. In some embodiments, the received signal is an
deposited. As a result a plurality of identity documents are RF signal received by RFID Antenna 2240. In alternative
produced. The cut along Cutting Line 1820 occurs after embodiments, the received signal is received through an

inductive coupling or a non-RF antenna within Circuit 2250.Shielding 1130 is laid down. Pages are optionally added to
RFID Antenna 2240 is optionally a dipole antenna. RFIDthe assembled material prior to cutting.

FIG. 100MHz)19 illustrates the method of illustrating an identifi- 65 tagscanoperate in bothlow frequency (less than
and high frequency (greater than 100 MHz) modes. In lowcation device as shown in FIG. 18. In an Add Shielding Step

1910, shielding is added to an area of a cover that will frequency systems, a field interacts with a coil which
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induces a current that is converted into a digital signal. In of2260. As is described further herein, these instances
Switch 2270 may be configured to perform different func-high frequency systems, the electric field of a propagating
tions.signal gives rise to a potential difference across the tag's

FIG. 23 illustrates some of many possible locations fordipole antenna, which results in a digital signal.
2200 wherewithin Switchable RFID Deviceis 5 Switch 2270Switchable RFID Tag 2230In some embodiments,

Switch 2270 creates an open circuit. FIG. 24 illustrates someconfigured for a user to be able to repeatedly turn on and off
of man possible locations for Switch 2270 within Switchablethe function (e.g., delectability or readability) of Tag 2260
RFID Device 2200 wherein Switch 2270 creates a shortusing Switch 2270. Circuit 2250 typically further includes a
circuit. The embodiments illustrated by FIGS. 23 and 24diode, capacitor, transistor, and/or the like configured to Capacitorand a2320,a DiodeTransistor 2310,include ainductive 10an2240 orAntennaRFIDthroughpowerreceive 2330. Possible positions for Switch 2270 are indicated by ancoupling and to convey signals between RFID Antenna 2240 "X."

and Tag 2260. In some embodiments, Tag 2260 includes an In some embodiments, Switch 2270 is configured to
integrated circuit. partially limit the functionality of Tag 2260. Thus, Tag 2260

Switchable RFID Tag 2230 is differentiated from circuits 15 may be configured indicating a firstto respond with data
found in RFID tags of the prior art by at least the inclusion state when Switch 2270 is on and to respond with data
of Switch 2270. Switch 2270 is optical, thermal, magnetic, indicating a second state when Switch 2270 is off. For
mechanical, wireless, and/or electronic. Switch 2270 is example, Switch 2270 can be connected to logic circuits of
configured to be activated by a magnetic field, an electric Tag 2260 in such a way that Tag 2260 will transmit a limited
field, awireless signal, light, heat, mechanical force, and/or 20 amount of data when Switch 2270 is off and a less limited
an electronic circuit external to Switchable RFID Device amount of data when Switch 2270 is on. For example, Tag
2200. Switch 2270 is optionally a sliding switch, a flip 2260 may be configured to respond with data indicating the

name of a person when Switch 2270 is off and to respondswitch, a rotating switch, membrane switch, pushbutton
with the data including the name, an address, an accountswitch, or other mechanical switch known in the art of

telephone number when Switch 2270ison.Switch 2270 25 number and atypical embodiments,mechanical switches. In
When Switch 2270 is connected to a circuit within Tag 2260,is configured for both turning on and turning off function of
Switch 2270 (or a plurality thereof) is optionally configuredTag 2260.
to separately control detection of and readability of TagIn various embodiments, Switch 2270 is normally open or
2260. Detection occurs when Tag 2260 sends any responsenormally closed, and the function of Tag 2260 can be

the data that may be30 signal, while readability is a function ofembodi- 3example, In somenormally on or normally off. For
included in the contents of the response signal.ments, Switch 2270 is a mechanical contact switch activated

FIGS. 25A and 25B illustrate one embodiment of Swit-
by applying pressure to an outside surface of Switchable chable RFID Device 2200 in which Switch 2270 is a slidingRFID Device 2200. In some embodiments, when this pres- switch disposed along an Edge 2520 of Switchable RFID

applied the functionalitysure is of Tag 2260 will be turned 335 Device 2200. FIG. 25A illustrates an OFF Position wherein
on, and when this pressure is not applied the functionality of an Electrical Connector 2510 between Circuit 2250 and Tag
Tag 2260 will be off. In some embodiments, Switch 2270 is 2260 is in an open circuit state. In this state, Tag 2260 is not
a mechanical contact switch activated using a magnetic normally detectable or readable. FIG. 25B illustrates an ON
field. In some embodiments, Switch 2270 is an electrical position wherein Switch 2270 completes an electrical con-
switch turned on or off by a circuit external to Switchable 40 nection between Circuit 2250 and Tag 2260. In this position,
RFID Device 2200. For example, Switch 2270 may include Tag 2260 is detectable and readable. In this embodiment,
two electrical contacts exposed at the exterior of Switchable Switch 2270 is configured to be moved between the on
RFID Tag 2230. When a conductance path, current and/or position and the off position, for example using a finger. In
voltage is applied between these electrical contacts Switch the on position, Switch 2270 optionally extends from Edge
2270 is turned on, or in alternative embodiments, turned off. 45 2520 of Switchable RFID Device 2200. Inthe off position,

Switch 2270 is optionally approximately flush with EdgeIn various embodiments, Switch 2270 functions by cre-
2520. Some embodiments of the invention include a switchating a short circuit. For example, Switch 2270 can be

configured to turn off the function of Tag 2260 by short configured to be approximately flush with an edge of a
circuiting RFID Antenna 2240, a diode within Circuit 2250, financial card (e.g., credit card or debit card) in at least one
a capacitor within Circuit 2250, a transistor within Circuit 50 position. Some embodiments of the invention include a
2250, and/or a connection within Tag 2260. switch configured to be below an edge of a financial card in
In various embodiments, Switch 2270 functions by cre- at least one position. Switch 2270 may be bistable or astable.

ating an open circuit. For example, Switch 2270 can be Other features illustrated in FIGS. 25A and 25B are optional.
FIGS. 26A and 26B illustrates a Membrane Switch,configured to create an open circuit between (or within)

RFID Antenna 2240, Circuit 2250, and/or Tag 2260. designated 2600,(and surrounding55 generally area) for use in
In some embodiments, Switchable RFID Device 2200 is a switchable RFID device such as Switchable RFID Device

2200. Membrane Switch 2600 is optionally an embodimentconfigured to operate as a key and Switch 2270 is activated
of Switch 2270. Membrane Switch 2600 is shown in theto turn on the functions of Tag 2260 by mechanical insertion

of the key into a locking device. In these embodiments, the OFF and ON positions, in FIGS. 26A and 26B respectively.
functions of Tag 2260 are typically Membrane Switch 2600 isoff when the key is not 60 The use of a finger to operate
inserted in the locking device. The locking device is con- optional, other devices may be used to activate the switch.
figured to activate Switch 2270 using an electronic circuit, By bringing electrical conductors on a Surface 2630 and a
a mechanical force, or a magnetic field. Surface 2625 together, a switchable RFID tag is controlled,
In alternative embodiments, an instance of Switch 2270 is activated or deactivated. Typically, Surface 2625 and Sur-

included in Tag 2260 and/or Circuit 2250. Thus, Switchable 65 face 2630 are coated with anelectricalconductor,such as
RFID Tag 2230 may include a plurality of Switch 2270, one copper. In some embodiments, a Support Layer 2610 is

disposed at a First Surface 2615 of Switchable RFID DeviceSwitch 2270 in Circuit 2250 and one Switch 2270 in Tag
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2200 and a Flexible Membrane 2620 is disposed at a Second Spacer 2640 optionally extends essentially throughout an
Surface 2635 of Switchable RFID Device 2200. Thus, the identity device. For example, where Switchable RFID
Flexible Membrane 2620 includes both Surface 2625 and an Device 2200 is a credit card, Spacer 2640 may extend to the
outer surface, e.g., Surface 2635 of Switchable RFID Device outer edges of the credit card. Flexible Membrane 2620
2200. In some embodiments, Surface 2635 extends beyond 5 optionally includes a picture of a user and/or an indication
Membrane Switch 2600 to Surrounding Areas 2650. As such of the location of Opening 2670 in Spacer 2640. In some
Flexible Membrane 2620 is essentially flush with a surface embodiments, Flexible Membrane 2620 is transparent and
of Switchable RFID Device 2200. Flexible membrane 2620 Spacer 2640 includes a picture of a user or a credit card
and Support Layer 2610 are separated by a Spacer 2640. In number. In some embodiments, Spacer 2640 includes a
some embodiments, Spacer 2640 extends beyond the imme- 10 cavity configured to fit an integrated circuit, the integrated

circuit configured to operate as part of Tag 2260 anddiate vicinity if Membrane Switch 2600 to Surrounding
Areas 2650. Spacer 2640 optionally extends essentially optionally mounted on Support Layer 2640. In some
throughout Switchable RFID Device 2200. As such, Surface embodiments, Support Layer 2640 includes conductive

traces configured to connect Tag 2260 to an RFID Antenna2635 can be essentially smooth, e.g. does not include raised
15 2240. In some embodiments, Spacer 2640 is generallyportions near Membrane Switch 2600. Support Layer 2610

rectangular in shape, (e.g., in the shape of a financial card).s typically stiffer than Flexible Membrane 2620.
FIG. 27 illustrates a top view of Membrane Switch 2600In various embodiments, Membrane Switch 2600 is

included in an identity device such as a passport, driver's of FIG. 26C, according to various embodiments of the
license, immigration card, key card, financial card, ID card, invention. In these embodiments, the shape of the Opening
or the like. For example, in some embodiments, Membrane 20 2670 is configured to prevent Spring 2655 from rotating. A
Switch 2600 is included within a passport or other identity wide variety of alternative shapes may be used in alternative
device having a clamshell configuration. In these embodi- embodiments.
ments, Flexible Membrane 2620 is optionally disposed FIG. 28 illustrates Switchable RFID Tag 2230 in an

embodiment wherein Switchable RFID Device 2200toward an interior of the identity device when the identity
clamshelldevice is closed. In this position, Flexible includes an Identity Document 2800 having aMembrane 2620 25

configuration (e.g., a passport). Switchable RFID Tag 2230is protected from inadvertent contact and typically can only
be pressed after the identity device is opened. may be included in a Cover 2840, a Cover 2830, or an
In various embodiments, Membrane Switch 2600 is interior page (not shown) of Identity Document 2800. Iden-

included in a financial card (e.g., a credit card, debit card or tity Document 2800 optionally includes Shielding 2810.
the like). In some of these embodiments, Flexible 2620 is typically disposed such that it ismembrane 30 Flexible Membrane
2620 is essentially flush with Surrounding Areas 2650 of the on the interior of Identity Document 2800 when Identity

Document 2800 is closed. See U.S. Pat. No. 7,719,425financial card including Surface 2625, as illustrated in FIGS.
26A and 26B. In this position Membrane Switch 2600 does issued May 18, 2010 for further details of Identity Document
not substantially stick out from First Surface 2625 of the 2800, according to some embodiments.

FIG. 29 illustrates the manufacture of instances of Iden-financial card and is, thus, protected by Surrounding Areas 35
2650 from inadvertent activation. In some embodiments, tity Document 2800. At one stage in the manufacturing
Membrane Switch 2600 is recessed below First Surface process, Shielding 2810 is dispensed in the form of a strip.
2635 The strip is laid down over what will be several separate
FIG. 26C illustrates an embodiment of Membrane Switch instances of Identity Document 2800 (after when the manu-

2600 further including a Spring 2655. Spring 2655 may be 40 facturing is completed). A plurality of Switchable RFID Tag
considered a switch activator. Spring has an activation 2230 are deposited, creating a device including several

Switchable RFID Tag 2230. The assembled material, includ-height at which the spring center will spring into contact
with the Support Layer 2610 this activation height is typi- ing Shielding 2810 is optionally cut to separate the locations

where the instances of Switchable RFID tag 2230 arecally below First Surface 2635.
FIG. 26D illustrates a plurality ofcross-sectional view of Membrane 45 deposited or to be deposited. As a result a

Switch 2600 disposed within Switchable RFID Tag 2230. Identity Document 2800 are produced. Pages are optionally
added to the assembled material prior to cutting. See U.S.Tag 2260 is at least partially disposed within Spacer 540
non-provisional patent application Ser. No. 11/350,309 filedand/or Support Layer 2610. Spacer 2640 and/or Support

Layer 2610 optionally include a cavity configured to receive Feb. 7, 2006 for further details, according to some embodi-
Tag 2260. In some embodiments, Tag 2260 is deposited on 50 ments.

In the above and other embodiments, Switchable RFIDSupport Layer 2610 before Spacer 2640 is deposited on
Support Layer 2640. In these embodiments, Support Layer Tag 2230 is optionally disposed such that the switch mecha-
2640 is formed around Tag 2260. In some embodiments, nism is accessed from the inside of Cover 2830 or Cover
Spacer 2640 is configured to hermetically seal Tag 2260 2840, the inside being the sides that face each other when
and/or Membrane Switch 2600. Identity Document 2800 is closed.55 This orientation is option-
In various embodiments, an Opening 2670 within Mem- ally configured to reduce the probability of inadvertently

activating Switch 2270 when Identity Document 2800 isbrane Switch 2600 is less than or equal to 2.0 mm, 1.5 mm,
closed. For example, in these embodiments, Flexible mem-1.75 mm, 1.25 mm, 1.0 mm, 0.75 mm, or 0.5 mm think as
brane 2610 may be to the inside (of the closed Identitymeasured from Surface 2625 to Surface 2630.

The membrane switch illustrated in FIGS. 26A and 26C 60 Document the2800) and Support Layer 2610 may be to
is optionally disposed such that Flexible Membrane 2620 is outside. Support Layer 2610 optionally includes a stiffener
approximately flush with, or recessed in, First Surface 2635 in the region near Opening 2670.
of an identity device such as a driver's license or credit card. FIG. 30 illustrates an exploded view of an embodiment of

Switchable RFID Device 2200 including a Driver's License,As such, Spacer 2640 prevents the membrane switch from
being activated when a force is applied to the entire first 65 generally designated 3000. In this view, for clarity, Spacer
surface. For example, when the identity device is placed 2640 is removed and Flexible Membrane 2620 is separated

from Tag 2260, RFID Antenna 2240, Circuit 2250 andwithin a wallet and the wallet is compressed.
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Support Layer 2610. A location of Membrane Switch 2600 Switch 3110 and/or Switch 3120 may, likewise, be config-
is indicated by Markings 3020 visible at Flexible Membrane ured to select, activate or control different instances of Tag
2620. Surface 2635 is of uniform level across the face of 2260.

In some embodiments, Switchable RFID Device 2200Driver's License 3000. As such, Switchable RFID Device
is optionally pro-Memory 3150. Memory 3150Membrane 5 includes ain a wallet and2200 can smoothly be placed

grammable. For example, in some embodiments, MemorySwitch 2600 is protected from inadvertent activation by
3150 is programmable using data entered through instancesSpacer 2640. Membrane Switch 2600 is optionally disposed
of Switch 3110 and Switch 3120. In some embodiments,at least partially within RFID Antenna 2240. A similar
Memory 3150 is changed from a write state to a read onlyembodiment of Switchable RFID Device 2200 may include

Memory10 state, usingSwitch 3110. In various embodiments,a credit card or similar financial device.
3150 is configured to store data to be broadcast, encryptionFIG. 31 illustrates an embodiment of Switchable RFID
information, data keys, values to be used in conjunction withDevice 2200 including a plurality of Switches, designated
data entered suing Switch 3110, data for logic processing,3110, 3120 and 3130. These embodiments of Switchable identifying data, account data, mode data characterizing a

RFID Device2200 may include an identity device, financial 15 mode of Switchable RFID Tag 2230, orthelike.Memory
device, credit card, debit card, remote control, product label, 3150 can be volatile or non-volatile, FLASH, SDRAM,
communication device, or the like. Any of Switches 3110, ROM, DDRAM, DRAM, or the like. Some embodiments of
3120, and 3130 are optional. Switch 3130 is configured for the invention include an automated device configured to
turning Switchable RFID Device 2200 ON and OFF. For actuate Switch 2270 in order to place Switchable RFID Tag
example, as illustrated, Switch 3130 may be disposed in a 20 2230 in a programmable mode.

FIG. 32 illustrates various embodiments of Tag 2260connection between RFID Antenna 2240 and a Power Cir-
configured for use in embodiments of Switchable RFIDcuit 3140. Power Circuit 3140 is an embodiment of Circuit

2250 configured to generate electrical power from a received Device 2200 including a plurality of switches. In the illus-
trated embodiments, Tag 2260 includes a First Logic Inputsignal to power Tag 2260

Switch 3110 and Switch 3120 are configured to control 25 3210 and an optional Second Logic Input 3220,configured
to be coupled to Switch 3110 and Switch 3120, respectively.processing logic within Tag 2260. For example, in some
First Logic Input 3210 and Second Logic Input 3220 areembodiments, Switch 3110 and Switch 3120 are configured
each configured to be responsive to a different switch. Firstto provide Boolean (true/false) values to a logic circuit

within Tag 2260. Some embodiments include further Logic Input 3210 and Second Logic Input 3220 are config-
8, 10 or more) configured to control 30 ured to control the function of Tag 2260.switches (e.g., 3, 4, 6,

For example, in some embodiments, Tag 2260 is config-processing logic.
ured to output different data via a Data Input/Output 3240In various embodiments, the processing logic within Tag

2260 can be configured to perform a wide variety of func- depending on the state of Switch 3110 as determined by the
tions responsive to Switch 3110, Switch 3120, and any First Logic Input 3210. Tag 2260 is optionally configured to
additional switches present. For example, in some embodi- 35 output different data depending on whether a switch coupled
ments, the processing logic is configured such that when to First Logic Input 3210 or a switch coupled to Second

Logic Input 3220 is activated. In some embodiments, TagSwitch 3110 is activated a transaction amount is approved
2260 is configured to send a signal via Antenna 2240 inand when Switch 3120 is activated the transaction amount is

disapproved. Alternatively, Switch 3110 and Switch 3120 response to a signal received and/or energy received via
of switches used to enter a PIN (personal 40 Antenna 2240. The sent signal is responsive to the states ofmay be part of a set

Switches 3610-3612. For example, in some embodiments,identification number), an encryption key, an amount, an
Tag 2260 is configured to respond with a specific signal onlyauthorization code, an RFID reader identification number,
when Switches 3610-3612 are activated in a specific order,an identification number associated with Switchable RFID

Device 2200, a selection of a mode of Tag 2260, text, combination, or temporal pattern. In some embodiments,
2240,numbers, and/or other data. 45 Tag 2260 via Antennais configured to receive power

In some embodiments, data sent by Tag 2260 using RFID examine a state of Switches 3610-3612, and to send data via
Antenna 2240 is responsive to Switch 3110 and/or Switch Antenna 2240 responsive to the examined state.
3120. For example, in some embodiments, Tag 2260 will In some embodiments, the switches illustrated in FIG. 32
send a different identification number depending on whether are membrane switches. In some embodiments, the switches
Switch 3110 or Switch 3120 is activated. In some embodi- 50 illustrated in FIG. 32 are irreversible switches.

FIG. 33 illustrates an instance of Tag 2260, according toments, Tag 2260 is configured to allow a transaction up to a
certain value if neither Switch 3110 nor Switch 3120 is various embodiments of the invention. These embodiments
activated, and progressively higher values if Switch 3110 or include a plurality (e.g., 2, 3, 4, 8, 10, 12 or more) of switch
Switch 3120 is activated. In some embodiments, Tag 2260 inputs, such as First Logic Input 3210, Second Logic Input
is configured to require that Switch 3110 and Switch 3120 be 55 3220 and Third Logic Input 3330. First Logic Input 3210,

Second Logic Input 3220 and Third Logic Input 3330 areactivated in a specific combination, order and/or with a
configured to receive inputs from Switch 3110, Switch 3120,specific temporal pattern in order to perform some opera-
Switch 3130, or the like, respectively. The state of connectedtion, e.g., a financial transaction.

While the embodiment of Switchable RFID Device 2200 switches (Switch 3110, Switch 3120, etc.) is monitored by
illustrated in FIG. 31 includes one instance of Tag 2260, as 60 an optional Monitor 3340 and a ProcessingSwitch State
discussed elsewhere herein, Switchable RFID Device 2200 Logic 3350. Switch State Monitor 3340 is optionally a
optionally includes more than one instance of Tag 2260. multiplexer, latch, logic circuit, or the like.

In some embodiments, Processing Logic 3350 is config-When more than one instance of Tag 2260 is present, a
separate instance of Switch 3130 may be disposed between ured to process data received through a Data Input From
RFID Antenna 2240 (or Circuit 2250) and each instance of 65 Antenna 3360, to receive power from a Power InputFrom
Tag 2260. In this configuration, the instances of Switch 3130 Antenna 3230, and to generate data for output through a
may be used to select which instance of Tag 2260 to activate. Data states ofOutput to responsiveto theAntenna 3370
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Switch 3110, Switch 3130, etc. The generated data is option- chable RFID Tag 2230. The multiswitch credit card is, thus,
ally further responsive to data stored in Memory 3150 and/or optionally a multi account credit card.
data received from Data Input from Antenna 3360. Some embodiments of Switchable RFID Device 2200 are

The data received from Memory 3150 can include codes configured to include a plurality of Tag 2260. Each member
required for Processing Logic 3350to generate specific data 5 of the plurality of Tag 2260 may beresponsive to one or
for communication through Data Output to Antenna 3370. more switches. In some embodiments, Switchable RFID
For example, in some embodiments, Tag 2260 is configured Device 2200 is configured to receive one or more replace-
to output an RF signal only if data in Memory 3150 matches able instances of Tag 2260. In these embodiments, Switch-
a state of Switches 3110 and 3120. In some embodiments, able RFID Device 2200 may be programmed by replacing
the state of switches is used to determine which of several 10 an instance of Tag 2260. Multiple instances of Tag 2260
different alternative RF signals to transmit. For example, if optionally share one instance of RFID Antenna 2240 and/or
Switch 3110 is activated then a first signal is transmitted, if one instance of Memory 3150.
Switch 3120 is activated then a second signal is transmitted, FIG. 34 illustrates a method according to various embodi-
and if no switches are depressed than no signal is transmitted ments of the invention. In these embodiments, power is

by Tag 2260through an RF or inductive signal insignal is transmitted. The first and second signals 15 receivedor an third
a Receive Power Step 3410. The RF signal optionallyare optionally associated with different financial accounts
includes data received in a Receive Data Step 3420. Theand/or different functions.

Some embodiments of the invention include a multi- state of one or more of Switches 3110, Switch 3120, etc.is
switch credit card including one or more instances of Tag then determined in a Determine Switch State 3430 Step.
2260. This multiswitch credit card optionally is configured 20 This state is used to determine an RF response, of any, in a
to be associated with more than one financial account and Determine Response Step 3440. The RF response is then

sent in a Send Response Step 3450.switches may be used to indicate which of the more than one
FIG. 35 illustrates various embodiments of the inventionfinancial account should be used for a transaction. In one

example, the multiswitch credit card includes an instance of in which Switchable RFID Device 2200 is configured as a
configured to control externalTag 2260 configured for engaging in a financial transaction 25 RF Powered Remote 3500

devices. This RF Powered Remote 3500 optionally does notresponsive to Switch 3110 and also configured to operate an
electronic lock responsive to Switch 3120. Multiswitch require an internal power source (e.g., is powered wire-
credit card: Includes one or more switches; Includes RFID lessly). Power is received from an RF (radio frequency)
device-optionally passive; Single switch can be used to turn signal via RFID Antenna 2240 and used to send a return

typically through the same instance of RFID Antennaon and off RFID; Multiple switches can beusedto enter an 30 signal,
2240. RF Powered Remote 3500 uses one or more Switch-access code, such as PIN or password; the PIN or password
able RFID Tag 2230 to activate and deactivate or modify themay be encoded in an order of switch state change or a
return signal. The one or more Switchable RFID Tag 2230temporal relationship between switch state change, e.g., a

temporal pattern; Multiple switches can be used to enter an optionally share RFID Antenna 2240, power circuits, and/or
ID number of an RFID reader. Multiple switches maybe 35 processing logic. RF Powered Remote 3500 istypically a
embodied in telephone device, such as a cellular phone; multifunction remote control.
Multiple switches may be used to enter an access code based RF Powered Remote 3500 is optionally used as part of a
on combinations of switches as well as single switch acti- locking mechanism, such as in a vehicle lock or door lock.
vation. Single switch activation optionally includes. use of a RF Powered Remote 3500 is optionally configured to con-

pattern of switch to generate a code. Switches 40 trol electronic equipment, suchtemporal as a computing device, a
could be used to indicate amount approval. Switches could video recording device, projector, a game, a stereo, or a
be used to select an account. For example, activating a first television. RF Powered Remote 3500 is optionally config-

ured to control a garage door opener.switch may result in a transaction being debited from a first
As illustrated in FIG. 35, a Transmitter 3510 is configuredaccount and activating a second switch may result in a

transaction being debited from a second account. send an RF signal to provide power to RF Powered45 to
Cellular phone: Cellular phone configured to use two or Remote 3500. This RF signal is received by RF Powered

Remote or amore communication modes: one mode for cellular opera- 3500.When a switch (e.g. a First Switch 3520
Second Switch 3530), included in RF Powered Remotetion and one mode, e.g., RFID, for short range financial

transactions or lock operation. These modes may use dif- 3500, is in a first position the received power is used to send
PoweredRemote 3500 to the deviceferent frequency ranges. Keys (switches) within cellular 50 a return signal from RF

phone turn on and off short-range transmissions within the being controlled, e.g. a Controlled Device 3540. Transmitter
3510 is optionally included in Controlled Device 3540.short range mode. Keys within cellular phone configured to
When First Switch 3520 and/or Second Switch 3530 is in aenter access code for use in short range mode. Short range

mode is optionally passive RFID. For example, the presence second position the received power is not used to send the
of an RFID tag, within the cellular phone, may allow 55 return signal from the remote, or is used to send a different
operation of a lock. The cellular phone is optionally con- return signal. The return signal may include audio, RF,
figured to receive a plurality of RFID tags. These RFID tags infrared light, visible light, or the like. First Switch 3520 and
are optionally responsive to switches (e.g., keys) on the Second Switch 3530 are optionally embodiments of Switch

3110, Switch 3120, or Switch 3130. In various embodi-cellular phone.
Some embodiments of the invention optionally include 60 ments, RF Powered Remote 3500 includes 1, 2, 3, 4 ormore

switches, such as First Switch 3520 and Second Switchprogramming of Tag 2260 to make associations with the one
3530. Typically, different switches are configured to controlor more financial account. This programming can include
different functions of Controlled Device 3540.entering data within Memory 3150. Alternatively, Tag 2260

In some embodiments, First Switch 3520 and/or Secondis configured to include a plurality of exchangeable Memory
3150. In these embodiments, control the collection ofTag 2260 is programmed to 65 Switch 3530 are configured to

power from the RF signal. In some embodiments, Firstoperate with different financial accounts and/or functions by
inserting different instances of Memory 3150 within Swit- Switch 3520 and/or Second Switch 3530 are configured to
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In some embodiments, a single instance of RF Transmitterprevent the power from flowing through an integrated circuit
3510 is configured to power a plurality of Tag 2260. Each ofwithin the RF Powered Remote 3500. In some embodi-

ments, the First Switch 3520 and/or Second Switch 3530 are this plurality of Tag 2260 is optionally configured to control
configured to decouple an instance of RFID Antenna 2240 a separate electronic device or operate different functions in
within RF Powered Remote 3500. In some embodiments, a single electronic device. The plurality Tags 2260 option-
the First Switch 3520 and/or Second Switch 3530 are ally included in the same RF Powered Remote 3500.
configured to prevent data transmission from RF Powered In some illustrative embodiments, an instance of RF
Remote 3500. In some embodiments, First Switch 3520 Transmitter 3510 is disposed within a vehicle dashboard and
and/or Second Switch 3530 are configured to control logic a plurality of Tag 2260 are disposed within a steering wheel

Remote 1within aninstance of Tag 2260 within RF Powered
of the vehicle or rear view mirror. One of the plurality Tag3500. In various embodiments, First Switch 3520 and/or 2260 is configured to control an audio system and another ofSecond Switch 3530 are normally on or normally off. In
the plurality of switchable RFID tags is configured to controlsome embodiments, more than one switch is configured to
a climate system (e.g., air conditioner or heating). In somecontrol logic within the same integrated circuit.

embodiments, the wireless response signals generated byillus- 15The embodiments Powered Remote 3500of RF
both of these Tag 2260 is received by a RF receiver andtrated in FIG. 14 include a Power Collection Circuit 3550
communicated to a circuit that then controls the separateconfigured to convert the received RF signal to electrical
electronic devices. In alternative embodiments, each of thepower of the operation of one or more Tag 2260. RF
separate electronic devices (e.g., audio system and climatePowered Remote 3500 is configured to power an integrated

configured toRF receiverincludes a separatesignal using the 20 system)circuit, e.g., Tag 2260, and send a return
electrical power produced by Power Collection Circuit receive the response signals.
3550. The RF Powered Remote optionally receives all of its FIG. 36 illustrates an embodiment of Switchable RFID
electrical power from the Power Collection Circuit 3550. Device 2200 including a Multiswitch Credit Card 3600,

Depending on the state of First Switch 3520 and/or according to various embodiments of the invention. Multi-
Switch 3530, Tag 2260 may cause the return signal to be 25 switch Credit Card 3600 includes two or more switches,
transmitted using a Return Signal Generator 3560. Return such as Switch 3610, Switch 3611, and optional Switch

3612. Switches 3610, 3611 and 3612 are optionally embodi-Signal Generator 3560 is optionally included in Tag 2260.
Return Signal Generator 3560 is optionally shared by a ments of Switch 3110 and Switch 3120. Multiswitch Credit

Card 3600 further includes one or more instances of Tagplurality of Tag 2260 within RF Powered Remote 3500. In
instance of Circuit 2250 configured tosome embodiments, Return Signal Generator 3560 includes 30 2260, an optional

an instance of RFID Antenna 2240. generate power for used by Tag 2260, and RFID Antenna
First Switch 3520 and Second Switch 3530 each control 2240. In embodiments without Circuit 2250, Multiswitch

Tag 2260, such that the return signal is responsive to the Credit Card 3600 includes its own power source (not
states of these, and optionally further, switches. For shown).

Switches 3610-3612 are each configured to make or breakexample, in some embodiments, if FirstSwitch 3520 is on, 35
then Tag 2260 will include a first data in the return signal, an electrical connection, the state of which can be deter-
and if Second Switch 3530 is on, then Tag 2260 will include mined by the resistance of electric current flow or the
a second (typically different) data in the return signal. presence of a current or voltage. In some embodiments,

The RF Transmitter 3510 and Controlled Device 3540 are Switches 3610-3612 are membrane switches, such as Mem-
For example, the RF transmitter maybe 40 brane Switch 2600. In various embodiments, Multiswitchoptionally separate.

Credit Card 3600 including Switches 3610-3612 is less thanincluded in an automobile and the controlled device may be
4, 3, 2, 1.5, 1, or 0.5 mm thick. In various embodiments,a garage door.

In some embodiments, First Switch 3520 is activated by Switches 3610-3612 are essentially flush with a front surface
insertion of RF Powered Remote 3500 in part of a locking of Multiswitch Credit Card 3600.

In some embodiments, Circuit 2250 is configured tosystem. 45

In some embodiments, First Switch 3520 is coupled to a generate electrical power from the RF signal received via
RFID Antenna 2240 for use by one or more instances of Tagbutton configured for turning the volume of an electronic

device up and/or Second Switch 3530 is coupled to a 2260. In some embodiments, Circuit 2250 and/or RFID
different button configured for changing a channel. Antenna 2240 are shared by several instances of Tag 2260

some embodiments, RF Powered Remote 3500 is 50 within Multiswitch Credit Card 3600. InIn some embodi-
configured to unlock a car. ments, Multiswitch Credit Card 3600 is configured not to
In various embodiments, RF Powered Remote 3500 transmit an RF signal unless at least one of Switches

3610-3612 is activated. In some embodiments, Switchesincludes a wireless keypad, a wireless computer mouse, a
3610-3612 are configured for entering an access code, suchwireless keyboard, a wireless microphone, a key, a tele-

phone, an identity document, or the like 55 encodedas PIN or password. The access code is optionally
In some embodiments, RF Powered Remote 3500 is by an order in which the states of switches are changed, by

included in a hermetically sealed and/or waterproof housing. a switch combination, and/or by a temporal relationship
Because the RF powered remote is remotely powered, there between changes in switch state, e.g., a temporal pattern.

In some embodiments, Switches 3610-3612 are config-is no necessity for a battery compartment or power plug.
First Switch 3520 and Second Switch 3530 may include 60 ured for approving theamountof a financial transaction. In

some embodiments, Switches 3610-3612 are configured fora push-button switch, a membrane switch, a sliding switch,
selecting from among a plurality of financial accounts. Fora magnetic switch, or any of the many other switches known
example, activating Switch 3610 may result in a transactionin the art to make and break electrical connections. First

Switch 3520 is optionally part of a roller, wheel or dial that being debited from a checking account, activating Switch
first chargemakes and breaks an electrical connection as it is turned. 65 3611 may result in a transaction being applied a

First Switch 3520 and Second Switch 3530 are optionally account, and activating Switch 3612 may result in a trans-
embodiments of Switch 2270. action being applied to a second charge account.
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In some embodiments, Multiswitch Credit Card 3600 (or to implement Basic Access Control, such as that used in
other embodiments of Switchable RFID Device 2200) electronic U.S. passports, but unlike the system used in
includes encryption logic configured to operate in response current passports, the data entered is an ID of the reader and

the data is entered at the passport (or other identity device)to the activation of switches. For example, the encryption
logic may be configured to use data received via switches rather than at the reader.as 5

In various embodiments, the identity device includes aan encryption or decryption key. The encryption logic may
be configured to encrypt data received via switches prior to plurality of switches configured for a user to enter data
transmission of this data. In some embodiments, Switchable associated with a reader. For example, in some embodi-
RFID Tag 2200 is configured to make use of rolling codes ments, the switches are configured to receive an ID number

within the identityfor security purposes. In these embodiments, synchroniza- 10 of a point of sale (POS) device. Logic
tion of the codes is optionally be coordinated by a central device may then use this ID number to assure that a
server configured to communicate with point of sale sta- transaction is communicated to the correct POS device. For
tions. In some embodiments, a switch is activated using a example, if several vending devices are positioned adjacent

to each other, the ID number of one of the vending devicesbiometric sensor. The features described herein with respect
to various embodiments of Switchable RFID Device 2200, 15 may be entered in the identity device using the plurality of
such as Multiswitch Credit Card 3600, may be included in switches and the ID card may then be enabled to engage in

a transaction with that particular vending device but not theother types of identity devices.
In various embodiments of the invention, an identity other nearby vending devices.

Passwords, PINs, or the like received by the identitydevice includes both one or more electrical contact config-
plurality of switches are optionally storedured to make physical electrical contact with a reader and a 20 device through the

RFID tag configured to communicate wirelessly with a in volatile memory within the identity device. When the
identity device ceases to receive energy through an RFreader. The physical contact is optionally used to convey

communication that is different from the wireless commu- signal the data stored in this volatile memory is discarded
nication. For example, the physical connection based com- (lost). In some embodiments, this data is stored in non-

volatile memory and thusretained between RF transmis-munication may include programmingof a circuit withinthe 25
RFID tag (e.g., programming account number), while the sions

wireless communication may be more limited than the In some embodiments, the identity device is configured to
physical connection based programming, (e.g., the wireless store an account balance in static memory. Logic within the

identity device is optionally configured such that the accountcommunication may be limited to reading the programmed
account number). In another example, the wireless commu- 30 balance can only be increased usinga physical connection,
nication may be configured for a limited set of transaction while the account balance can be debited using a wireless
types (e.g., those less than $50, or deposits), while the connection. Alternatively, logic within the identity device is
physical communication is configured for additional trans- optionally configured such that the account balance can only
action types (e.g., larger value withdrawals). Further, the be debited using a physical connection.

35 Some embodiments of the invention include methods ofphysical communication may be used for downloading
transaction logs or other data stored on the ID card. Trans- purchasing using a switchable RFID. The identity device is

placed within the reading range of a wireless POS device.action logs are optionally stored using power received
through RFID Antenna 2240. One of a plurality of switches within identity device is

In various embodiments, an identity device includes a activated such that an RFID tag will respond to an RF signal
plurality of switches and is configured to engage in a 40 from the POS device. The RFID tag responses to the RF
transaction or allow access (to an account, data, or a physical signal from the POS by energizing itself using the RF signal
location) responsive to whether proper members of the and generating a response RF signal. The responsive RF
plurality of switches are pressed. For example, in one signal includes an account number such as a checking or
embodiment the ID card includes 10 switches configured for savings account number, a credit card number, identity

to enter a PIN (personal identification number)a user or 45 number, orthe like, responsive to the switch.
FIGS. 37A-37C illustrate positions of RFID Antennapassword. Only when the proper data is entered using the

2240 within Multiswitch Credit Card 3600, according toplurality of switches will the ID card participate in certain
various embodiments of the invention. As illustrated in FIG.functions, such as an electronic payment or opening of a
37A, in some embodiments, RFID Antenna 2240 is disposedlock. As described further herein, different numbers of

such that Embossed Lettering or Numbering 3620 is insideswitches are possible.
In various embodiments, an identity device includes logic of RFID Antenna 2240. In these embodiments, at least part

configured to process data entered using a plurality of of Switch 2270 (or a plurality thereof) is optionally disposed
inside of RFID Antenna 2240. As illustrated in FIGS. 37Bswitches. This logic may, for example, prevent the identity
and 37C, in some embodiments, RFID Antenna 2240 isdevice from transmitting an RF signal unless the entered

data matches previously stored data, for example, if an 55 disposed primarily in the part of a credit card (e.g., the upper
half) that does not include Embossed Lettering or Number-entered PIN matches a stored access code. The logic may be
ing 3620. In these embodiments, Switch 2270 (or a pluralityresponsive to the order of switches activated, combinations

of switch activation (e.g., which switches are activated at the thereof) may be disposed either inside and/or outside of
RFID Antenna 2240. As illustrated in FIG. 37C, whensame time), or which of the plurality of switches are

disposed outside of RFID Antenna, Connec-activated. Timing may be achieved through the use of 60 Switch 2270 is
tions 3615 between Switch 2270 and Tag 2260 are option-appropriate RC (resister-capacitor) circuits or a clock signal.
ally routed to avoid Embossed Lettering or NumberingVarious embodiments of the invention include a modified

version of Basic Access Control. In these embodiments, the 3620. In some embodiments, Spacer 2640 is comprised of a
logic is configured to prevent the identity device from material that can be embossed to form raised lettering and
transmitting number). In thesecertain data unless the data entered using 65 numbering (e.g.,a name and credit card
switches on the identity device matches an ID number of a embodiments, the manufacture of Embossed Lettering or

Numbering 3620 can be made through Spacer 2640.RFID reader making a request. The logic may be configured
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Memory 3945 includes a memory location in a static randomIn some embodiments, of the invention, one or more
access memory, a magnetic memory, or the like. In theseinstances of Switch 2270 are configured to control whether

Tag 2260 (and/or associated memory) are in a program- embodiments, the state stored within State Memory 3945 is
mable state or a non-programmable state. For example, preserved without a constant source of power. In some

an instance of Switch 2270 is in a first state writing to 5 embodiments, State Memory 3945 includes memory con-when
figured to store data only while power is available. In thisnon-volatile memory within Tag 2260 is allowed and when

Switch 2270 is in a second state writing to the non-volatile embodiment, the ON state is typically temporary and auto-
matically reverts to the OFF state after power is no longermemory is not allowed but reading of the non-volatile

memory may be allowed. In some embodiments, Switch available.
Integrated Circuit 3930 further includes an optional Data2270 is initially in a state wherein the non-volatile memory 10

can be written to and the switch is then irreversible changed Memory 3950 configured to store data received through
Antenna 3910, and/or to be transmitted using Antenna 3910.to a state wherein the non-volatile memory can no longer be
The data stored in Data Memory 3950 may include a serialwritten to.
number of RFID Tag 3900, identification data, biometricThe irreversible change optionally includes breaking of a

conductor. For example, in some embodiments, an RFID 15 data, medical information, license information, or the like.
enabled identity device is configured such that an instance of Integrated Circuit 3930 further includes a Key Memory

3955 configured to store a key required to change the stateSwitch 2270 comprises a Conductor 3810 coupled to Tag
of the RFID Tag 3900 from ON to OFF, from OFF to ON,2260. As illustrated in FIG. 38, when Conductor 3810 is

unbroken Tag 2260 is in a programmable state, e.g., non- and/or between two ON states. Key Memory 3955 is typi-
volatile memory within Switchable RFID Tag 2230 can be 20 cally static memory, and optionally read only memory or
written to. After programming this conductor is broken and write-once memory. In other embodiments, the Key
Tag 2260 is thus irreversibly changed to a nonprogrammable Memory 3955 is memory configured for temporary storage
state. Data already programmed within Switchable RFID of data.
Tag 2230 may be locked by the breaking of Conductor 3850. Integrated Circuit 3930 further includes Switch Logic
In one embodiment, read the state stored in State MemoryConductor 3810 is broken through the 25 3960 configured to
manufacture of Embossed Lettering or Numbering 3620. 3945 and, responsive to the read state, either transmit or not

transmit an RF signal using Antenna 3910. The transmittedFor example, embossing a credit card number into a credit
data optionally includes data stored in Data Memory 3950.card can break a conductor and thus lock the contents of
In some embodiments, Switch Logic 3960 is configured tonon-volatile memory within the credit card. In alternative

plurality of 30 not transmit an RF signal unless thestateread from Stateembodiments, an identity device includes a
Memory 3945 indicates that the RFID Tag is in an ON state.Conductor 3810 and members of this plurality are broken in

order to program function of Tag 2260. Each member of the In some embodiments, Switch Logic 3960 is configured to
read the state stored in State Memory 3945 and, responsiveplurality of Conductor 3810 that is or is not broken repre-
to the read state, transmit one of a plurality of alternativesents one bit of logic programmed.

Someembodiments of the invention include a switchable 35 data stored in Data Memory 3950. In some embodiments,
RFID tag is configured to be remotely switched using an RF Switch Logic 3960 is configured to read the state stored in

State Memory 3945 and, responsive to the read state,signal. In some embodiments, in an OFF state, the RFID tag
will not transmit a response signal and thus is not remotely transmit different amounts of data stored in Data Memory
detectable using an RF signal. In an ON state, the RFID tag 3950

In some embodiments, Switch Logic 3960 is configureda response signal. The RFID tag is switched 40willtransmit
between the ON state and the OFF state through receipt of to receive data through Antenna 3910, to read a key from
a specific command or commands, through an RF signal. In Key Memory 3955, to compare the received data with the
alternative embodiments, the RFID tag includes multiple read key, and to change the state stored in State Memory

3945 responsive to this comparison. For example, in someON states, optionally in combination with an OFF state.
FIG. 39 illustrates a remotely switchable RFID Tag 3900 45 embodiments, if the read key matches the received data, the

including an Antenna 3910, a Power Electronics 3920, and state of the RFID Tag 3900 is set to ON, or changed from
an Integrated Circuit 3930. RFID Tag 3900 is optionally an one ON state to another ON state. In some embodiments,
embodiment of other RFID tags disclosed herein. Likewise, Switch Logic 3960 includes logic configured to decrypt or
Antenna 3910, Power Electronics 3920 and Integrated Cir- apply a hash function to the received data prior to the
cuit 3930 are optionally embodiments of other antennae, 50 comparison. The Switch Logic 3960 can include software,

hardware, and/or firmware. In some embodiments, Statepower electronics and integrated circuits disclosed herein.
Antenna 3910 is configured to send and receive data Memory 3945 is configured to store a rolling code.
encoded in an RF signal and also optionally configured to In some embodiments, Integrated Circuit 3930 is embod-
receive sufficient energy to power RFID Tag 3900. ied in several devices. For example, the functionality of

Power Electronics 3920 are configured to receive energy 55 Integrated Circuit 3930maybedistributed among several
through Antenna 3910 and to power Integrated Circuit 3930 chips. In some embodiments, Key Memory 3955, Antenna
using this received energy. Power Electronics 3920 typically 3910, Switch Logic 3960 and/or State Memory 3945 are
include elements such as a diode, capacitor, transistor, or the configured to be shared by more than one instance of
like. Integrated Circuit 3930. For Example, two or more instances

Integrated Circuit 3930 includes an Input 3935configured 60 of RFID Tag 3900 may beincluded in a singledevice and
to receive data from Antenna 3910 and power from Power mayshareathese instances ofRFID Tag3900two or more
Electronics 3920. Integrated Circuit 3930 further includes an single instance of Key Memory 3955, Antenna 3910, Switch
Output 3940 configured to convey data to Antenna 3910 for Logic 3960 and/or State Memory 3945.

In some embodiments, RFID Tag 3900 further includes atransmission as an RF signal.
Integrated ofRFIDCircuit 3930 further includes an optional State 65 mechanical switch configuredtocontrol operation

Memory 3945 configured to store the current state of the Tag 3900. This switch may include, for example, Switch
2270 (FIG. 22). For example, in one embodiment, SwitchRFID Tag, e.g., ON or OFF. In various embodiments, State
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Logic 3960 is configured for turning ON and OFF operation charge dissipates or is used, the RFID automatically returns
of RFID Tag 3900, while Switch 2270 is configured to select to a default OFF state. The automatic switch back to the OFF
between alternative ON states. In an alternative embodi- state can be dependent on when power is no longer received
ment, Switch 2270 is configured for turning ON and OFF from an RF signal, on the timing characteristics of an RC
operation of RFID Tag 3900 and Switch Logic 3960 is 5 (resistor-capacitor) circuit, on Switch 2270, on an RF signal
configured for selecting between alternative ON states. In received, and/or the like.
some embodiments, proper activation of both Switch 2270 FIG. 41 is a flowchart illustrating a method of operating
and Switch Logic 3960 is required to turn RFID Tag 3900 the RFID Tag 3900 illustrated in FIG. 39. In an optional
to an ON state. Thus, in order for RFID Tag 3900 to transmit Receive Energy Step 4010 energy sufficient to power the

Switch 2270must 10 RFID is received by Antenna 3910.In a Read Stateinformation, or to transmit atall, Stepcertain
4120 the state of the RFID Tag is read from State Memorybe activated by a person and Switch Logic 3960 must
2245. In a State? Step 4130 the read state is examined. If thereceive a proper key from an RF reader. This provides a dual
read state is ON, then in a Send Response Step 4140 an RFlayer of mechanical and key based security. In some embodi-
response is sent from the RFID Tag 3900 using Antennaments, the switch must be activated and a proper key must

isOFF, then the RFID Tag 3900 isbe received in order forRFID Tag 3900 to transmit certain 15 3910. If the read state
information. In some embodiments, use of Switch 2270 will prevented from sending an RF response, in an Abort
activate RFID Tag 3900 in a first ON state and use of Switch Response Step 4150. In some embodiments, that include
Logic 3960 (through an RF signal) will activate RFID Tag more than two states, the read state can be something other
3900 in a second ON state. The second ON state optionally than ON or OFF. If the read state is a state other than ON or
requires use of both Switch 2270 and Switch Logic 3960. 20 OFF then a restricted RF response is sent in a Send
In some embodiments, Integrated Circuit 3930 also Restricted Response Step 4160. The restricted response

includes an independent Power Supply 3965 such as a typically includes less or different data than would be
battery or capattery. included if the read state had been ON.

In some embodiments, the switchable RFID Tag 3900 of The steps shown in FIGS. 40 and 41 are optionally
FIG. 1 is included in an identification Integrated Circuit3930 of FIG.39.document such as a 25 performed using
driver's license, green card, passport, or the like. In some In some embodiments, first data in a transmission is

configured to change the state of an RFID tag to ON. Furtherembodiments, the Switchable RFID Tag 3900 is included in
a wireless key configured to open a lock, to access data, to data in the transmission is then configured to elicit a
gain entry, or the like. In some embodiments, Switchable responding transmission from the RFID tag. After the trans-
RFID Tag 3900 is included in a cellular reverts totelephone or another 30 mission is concluded the RFID tag automatically
device configured to communicate using WiFi, WiMAX, or the OFF state. These embodiments optionally include non-
similar non-RFID standards. volatile memory for storage of the state.

In some embodiments, data in a transmission is config-FIG. 40 is a flowchart illustrating a method of changing
ured to change the state of an RFID tag to ON. The ON statea state of RFID Tag 3900. In an optional Receive Energy

Step 4010, energy sufficient to powerRFID Tag 3900 is 35 persists until the RFID tag receives data configured to
received by Antenna 3910. Receive Energy Step 4010 is change the state of the RFID tag to OFF.

Several embodiments are specifically illustrated and/ortypically similar to Receive Power Step 3410. In a Receive
Data Step 4020, data is received by Antenna 3910 in the described herein. However, it will be appreciated that modi-
form of an RF signal. In some embodiments, Receive Data fications and variations are covered by the above teachings
Step 4020 requires that a mechanical switch be activated. In 40 and within the scope of the appended claims without depart-

ing from the spirit and intended scope thereof. For example,a Read Key Step 4030, a key is read from Key Memory
3955. Optionally, the data received in the Receive Data Step an RFID key device may include more than one RFID tag
4020 is decrypted or otherwise processed. In a Compare and moving of shielding may be used to determine which
Step 4040, the read key is compared with the, optionally RFID tag can communicate with readers. The RFID tags
processed, data received in the Receive Data Step 4020. 45 discussed herein contactlessmay include active or passive

In a Change State Step 4050, the state of RFID Tag 3900 circuits configured to transmit identification information.
is changed responsive to results of the comparison made in For example, in some embodiments, Tag 2260 is an active
the Compare Step 4040. In some embodiments, if there is a rather than a passive RFID tag. Examples discussed herein
match between the key and the data then the state of RFID in relation to credit cards can equally be applied to other
Tag 3900 is set to ON. Setting the state ON optionally 50 types of financial card such as a debit card, or prepaid card.

For example, in some embodiments, RFID Tag 3900 isincludes writing a value to State Memory 3945. In some
embodiments, if there is no match between the key and the configured to change the ON/OFF state in response to a
data then the state is set to OFF. In some embodiments, if signal from a point of sale system indicating that an item has
there is a match between the key and the data, then the state been sold. In these embodiments, RFID Tag 3900 is option-

differentsignalsbeforeand afterais set to one of two or more possible ON states. In one of the 55 ally configured to send
two or more possible ON states, RFID Tag 3900 can transmit sale. A first of the different signals may be used to determine

that the item has not yet been sold, and a second of thea response RF signal but the data that can be included in the
response RF signal is restricted relative to another of the two different signals may be used to determine that the item has
or more possible ON states. For example, in one embodi- been sold and/or may be returned. The features illustrated in
ment, in one ON state 39-41 areoptionally included in embodiments illus-RFID tag 3900 is configured to 60 FIGS.
include a name in the response RF signal, but another ON trated by other figures of this application.
state RFID tag 3900 is configured to include the name and The embodiments discussed herein are illustrative of the
medical information in the response RF signal. present invention. As these embodiments of the present
In some embodiments, RFID Tag 3900 is automatically invention are described with reference to illustrations, vari-

returned to the OFF state from the ON state, in a Revert Step 65 ous modifications or adaptations ofthe methods and or
4060. For example, in one embodiment the ON state remains specific structures described may become apparent to those
only so long as there is charge on a capacitor. When this skilled in the art. modifications, adaptations, orAll such
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variations that rely upon the teachings of the present inven- identifier, the electronic key being store aconfigured to
tion, and through which these teachings have advanced the password or personal identification number.
art, are considered to be within the spirit and scope of the 13. The method of claim 1, wherein the circuit includes
present invention. Hence, these descriptions and drawings both the electronic switch and a mechanical switch config-
should not be considered in a limiting sense, as it is 5 ured to approve the financial transaction.

understood that the present invention is in no way limited to 14. The method of claim 1, wherein activating the elec-
tronic switch is responsive to data stored in memory of theonly the embodiments illustrated.
cellular telephone and the data stored in memory includes

What is claimed is: biometric data.
1.A method transaction, the 10 15.A method of performinga financial transaction, theof performing a financial

method comprising: method comprising:
placing a cellular telephone within reading range of aplacing a cellular telephone within reading range of a

wireless point of sale device, the cellular telephone wireless point of sale device, the cellular telephone
being configured to communicate wirelessly using an being configured to communicate wirelessly using an

15 inductive coupling, wherein the inductive coupling isinductive coupling, inductive coupling iswherein the
responsive to a circuit including an electronic switchresponsive to a circuit including an electronic switch

configured to change between states of the circuit and configured to change between states of the circuit and
configured to communicate via the inductive couplingconfigured to communicate via the inductive coupling

responsive to the state of the circuit; responsive to the state of the circuit;
tele- 20 activating the electronic switch within the cellular tele-the cellularactivating the electronic switch within

phone to change the state of the circuit; and phone to change the state of the circuit; and
communicating financial account information from thecommunicating financial account information from the

cellular telephone to the point of sale device responsivecellular telephone to the point of sale device responsive
to the state of the circuit to facilitate the financial to the state of the circuit to facilitate the financial

financial account 25 transaction, the communication of the financial accountthe communication of thetransaction,
information using the inductive coupling, wherein theinformation using the inductive coupling.

2. The method of claim 1, wherein the circuit is changed cellular telephone to enter ais configured for a user
from a first ON state to a second ON state, responsive to the personal identification number (PIN), communication
electronic switch, and wherein the circuit includes a memory of the financial account information via the inductive

coupling being responsive to the personal identificationconfigured to store the first and second ON states. 30

3. The method of claim 1, wherein the circuit is changed number.
from a first ON state to a second ON state, responsive to the The method of claim 15, wherein the circuit is16.

changed from a first ON state to a second ON state,electronic switch, and wherein different amounts of personal
information are communicated via the inductive coupling in responsive to the electronic switch, and wherein the circuit
the first ON state relative to the second ON state. second35 includes a memory configured to store the first and

ON states.4. The method of claim 1, wherein the circuit is config-
17. The method of claim 15, wherein the circuit isured to store transaction logs.

5. The method of claim 1, wherein the electronic switch changed from a first ON state to a second ON state,
responsive to the electronic switch, and wherein differentis configured for a user to select between a plurality of

financial accounts for the financial transaction. communicated via the40 amounts ofpersonal information are
6. The method of claim 1, wherein the electronic switch inductive coupling in the first ON state relative to the second

ON state.is configured to enter a personal identification number or a
18. The method of claim 15, wherein the electronic switchpassword.

7. The method of claim 1, wherein the circuit is config- is configured for a user to select between a plurality of
ured to communicate an accountnumber via the inductive 45 financial accounts forthe financial transaction.
coupling to facilitate the financial transaction. 19. The method of claim 15, wherein the circuit is

8. The method of claim 1, wherein the cellular telephone configured to communicate an account number via the
includes a key memory configured to store an encryption inductive coupling to facilitate the financial transaction.

20. The method of claim 15, wherein the cellular tele-key used to facilitate the financial transaction.
9. The method of claim 1, wherein the cellular store a keytelephone 50 phone includes a key memory configured to

includes a key memory configured to store a key required to required to change the state of the circuit to facilitate the
change the state of the circuit to facilitate the financial financial transaction via the inductive coupling.

21. The method of claim 15, wherein activating thetransaction via the inductive coupling.
10. The method of claim 1, wherein the cellular telephone electronic switch is responsive to data stored in memory of

antenna configured to communicate using WiFi, 55 the cellularincludes an telephone and the data stored in memory
the antenna being configured to operate at a different radio includes biometric data.

22. The method of claim 15, wherein the cellular tele-frequency than the inductive coupling.
11. The method of claim 1, wherein the cellular telephone phone is configured for insertion of an electronic key, the

is configured for insertion of an electronic key, the electronic electronic key including an account identifier, the electronic
key including a financial personal identificationaccount identifier and a signal 60 key being configured to store the
communicated via the inductive coupling to facilitate the number.

23. A method of performing a financial transaction, thefinancial transaction being responsive to the financial
account identifier. method comprising:

12. The method of claim 1, wherein the cellular telephone placing a cellular telephone within reading range of a
is wireless point of sale device, the cellular telephoneconfigured for insertion of an electronic key, the electronic 65
key including an account identifier and the communication being configured to communicate wirelessly using an
via the inductive coupling being responsive to the account inductive coupling, wherein the inductive coupling is
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responsive to a circuit including an electronic switch amounts of personal information are communicated via the
inductive coupling in the first ON state relative to the secondconfigured to change between states of the circuit and
ON state.configured to communicate via the inductive coupling

26. The method of claim 23, wherein the electronic switchresponsive to the state of the circuit;
select between a plurality ofconfigured for a user tocellular tele- 5 isactivating the electronic switch within the

financial accounts for the financial transaction.phone to change the state of the circuit; and
27. The method of claim 23, the circuit iswhereincommunicating financial account information from the

configured to communicate an account number via thecellular telephone to the point of sale device responsive
inductive coupling to facilitate the financial transaction.to the state of the circuit to facilitate the financial

28. The method of claim 23, wherein the cellular tele-10transaction, the communication of the financial account
phone includes a key memory configured to store a keyinformation using the inductive coupling wherein the
required to change the state of the circuit to facilitate thecellular telephone includes a user interface configured
financial transaction via the inductive coupling.to enter a financial account number and includes

29. The method of claim 23, wherein the cellular tele-
memory configured to store the financial account num- the15 phoneis configured electronic key,forinsertion of anber for use in the financial transaction.

electronic key including an account identifier and the com-24. The method of claim 23, wherein the circuit is
munication via the inductive coupling being responsive tochanged from a first ON state to a second ON state,
the account identifier, the electronic key being configured toresponsive to the electronic switch, and wherein the circuit
store a password or personal identification number.includes a memory configured to store the first and second

communicating the30. The method whereinof claim 23,20ON states.
financial account information is responsive to biometric data25. The method of claim 23, wherein the circuit is
stored in memory of the cellular telephone.changed from a first ON state to a second ON state,

* * *responsive to the electronic switch, and wherein different *
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