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60/758,751 filed Jan. 13, 2006,CELLULAR TELEPHONE INCLUDING
60/782,068 filed Mar. 13, 2006,BIOMETRIC SENSOR

60/744,154 filed Apr. 3, 2006, and
CROSS-REFERENCE TO RELATED 60/746,636 filed May 6, 2006, and

APPLICATIONS 5 is a continuation in part of
CIP Ser. No. 11/382,052 filed May 7, 2006,

This application is a continuation of U.S. non-provisional CIP Ser. No. 11/382,053 filed May 7, 2006,
patent application Ser. No. 17/697,923 filed Mar. 18, 2022; CIP Ser. No. 11/382,054 filed May 8, 2006,
this application is a continuation of U.S. non-provisional CIP Ser. No. 11/382,264 filed May 8, 2006,

Nov. 9, 2021; 10patent application Ser. No. 17/522,697 filed CIP Ser. No. 11/382,265 filed May 8, 2006,
which in turn is a continuation of U.S. non-provisional CIP Ser. No. 11/420,721 filed May 26, 2006, and
patent application Ser. No. 16/186,543 filed Nov. 11, 2018, CIP Ser. No. 11/382,050 filed May 7, 2006 which
which in turn is a continuation-in-part of U.S. non-provi- claims benefit of provisional patent applications:
sional patent application Ser. No. 15/418,726 filed Jan. 28, 60/678,428 filed May 6, 2005, and

non-provi- 152017; which, in turn, is a continuation of U.S. 60/685,331 filed May 27, 2005.
sional patent application Ser. No. 14/660,825 filed Mar. 17, The disclosures of the above provisional and nonprovi-
2015, which in turn is: sional patent applications are hereby incorporated herein by

a continuation in part of U.S. non-provisional patent reference.
application Ser. No. 13/481,104 filed May 25, 2012;

2012/777,474which of Ser. No.is in turn is a continuation BACKGROUND OF THE INVENTION
filed May 11, 2010, which in turn is a continuation of
Ser. No. 11/350,309 filed Feb. 7, 2006, now U.S. Pat. Field of the Invention
No. 7,719,425, and claims benefit of provisional patent
applications: The invention is in the fields of electronic passports, and
60/678,428 filed May 6, 2005, 25 more specifically in the field ofelectronic passports includ-
60/685,331 filed May 27, 2005, ing shielding and/or switchable RFID tags.
60/700,884 filed Jul. 19, 2005,
60/712,308 filed Aug. 30, 2005, Description of Related Art
60/715,641 filed Sep. 10, 2005,
60/752,933 filed Dec. 21, 2005, and 30 Radio Frequency identity (RFID) tags are typically small,
60/758,751 filed Jan. 13, 2006; flexible, and low profile devices that can be affixed to items

a continuation in part of U.S. non-provisional patent for electronic tracking and information storage purposes. An
application Ser. No. 13/084,433 filed Apr. 11, 2011 RFID tag can be read by an RFID reader when the RFID tag
which in turn is a continuation of Ser. No. 11/458,620 is brought within a certain vicinity of the reader that is
filed Jul. 19,2006, now U.S. Pat. No. 7,924,156 which 35 broadcasting a radio frequency signal. In some cases, once
is a continuation in part of: within that vicinity, the RFID tag receives sufficient power
Ser. No. 11/382,052 filed May 7, 2006, Ser. No. from the radio frequency signal to permit it to transmit a
Ser. No. 11/382,053 filed May 7, 2006, Ser. No. return radio frequency signal using the received power.
Ser. No. 11/382,054 filed May 8, 2006, Ser. No. These RFID tags are referred to as passive RFID tags. In
Ser. No. 11/382,264 filed May 8, 2006, Ser. No. 40 other casesthe RFID tag has anindependent power source
Ser. No. 11/382,265 filed May 8, 2006, and Ser. No. for generating a return radio frequency signal. These RFID
Ser. No. 11/420,721 filed May 26, 2006, tags are referred to as active RFID tags. With either passive
and claims benefit of provisional patent applications: or active RFID tags, the return radio frequency signal may
60/700,884 filed Jul. 19, 2005, include an encoded copy of information stored within the
60/712,308 filed Aug. 30, 2005, 45 radio fre-RFID tag. As used herein, RFID tags include
60/715,641 filed Sep. 10, 2005, quency contactless chips.
60/752,933 filed Dec. 21, 2005,
60/758,751 filed Jan. 13, 2006, SUMMARY
60/782,068 filed Mar. 13, 2006,
60/744,154 filed Apr. 3, 2006, and The invention includes the use of shielding in relation to50
60/746,636 filed May 6, 2006, and is RFID tags. For example, some embodiments of the inven-
a continuation in part of Ser. No. 11/382,050 filed May tion include shielded containers for storing devices includ-

ing RFID tags. These devices can include identification7, 2006, which claims benefit of provisional patent
devices such as passports, credit cards, or driver's licenses.applications:
Some embodiments of the invention include shielded60/678,428 May 6, 2005, and 55

60/685,331 May 27, 2005; and containers and RFID tags, the RFID tags configured for use
a continuation in part of U.S. non-provisional patent in determining a state of the container. For example, detec-

application Ser. No. 14/468,110 filed Aug. 25, 2014, tion of an RFID tag can be used to determine if the container
which is a continuation of Ser. No. 12/577,209 Oct. 12, is open or closed. These embodiments are optionally used in
2009, now U.S. Pat. No. 8,816,826, which claims 60 event logging or security.
benefit of Ser. No. 11/468,026 filed Aug. 29, 2006, Ser. Some embodiments of the invention include shielding
No. 14/468,110 claims benefit of provisional patent attached to identification devices. This shielding may, for
applications: example, be included in a clamshell configuration, as a
60/700,884 filed Jul. 19, 2005, shielding insert, or as part of a page or cover.

Various embodiments of the invention include a container60/712,308 filed Aug. 30, 2005, 65

60/715,641 filed Sep. 10, 2005, comprising an RFID tag configured for determining if the
60/752,933 filed Dec. 21, 2005, container is open or closed, and radio frequency shielding
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configured to shield a signal from the RFID tag responsive RFID tag within the identity device, and an attachment
mechanism configured for attaching the shielding material toto whether the container is open or closed.

Various embodiments of the invention include a vehicle the identity device.
comprising a receptacle attached to the vehicle and config- Various embodiments of the invention include a passport
ured to receive an identification device including an RFID 5 reading system comprising an RFID reader, and a base

disposed to form a slot between the base and the RFIDtag, and a radio frequency shielding attached to the recep-
tacle and configured to shield the RFID tag when the reader, a width of the slot configured for passage of a
identification device is placed within the receptacle. passport in an open position such that shielding material
Various embodiments of the invention include a purse within the passport does not interfere with communications

10comprising a receptacle configured to receive an identifica- between the RFID reader and an RFID tag included in the
tion device including an RFID tag, and a radio frequency passport.
shielding attached to the purse and configured to shield the Various embodiments of the invention include a passport
RFID tag when the identification device is placed in the reading system comprising a first RFID reader, a second
receptacle. RFID reader, a third RFID reader, the first, second and third15

Various embodiments of the invention include a wallet RFID readers surrounding a passport reading volume and
being disposed such that at least one of the first, second andcomprising a receptacle configured to receive an identifica-

tion device including an RFID tag, and a radio frequency third RFID readers will be at a proper angle relative to an
shielding attached to the wallet and configured to shield the antenna of an RFID tag within a passport in the passport
RFID tag when the identification device is placed in the 20 reading volume to read the RFID tag, and also disposed such
receptacle. that transmission between the RFID tag and the at least one

Various embodiments of the invention include a shielded of the first, second and third RFID readers is not prevented
by shielding within the passport when the passport is openRFID device comprising an identity device including an
in the passport reading zone regardless of the angle of theRFID tag, and a cover physically attached to the device, the

25 shielding relative to thefirst, secondandthird readers.frequency shielding material con-cover including a radio
Various embodiments of the invention include a systemfigured to shield the RFID tag in a first position and to not

comprising a cover material configured for inclusion in ashield the RFID tag in a second position.
polarity of identity devices, a strip of shielding deposited onVarious embodiments of the invention include an identi-
the cover material, a first RFID tag deposited on the coverfication device comprising a base including a surface con-

RFID tag depositedon the cover30 material, a second material,figured to display identifying information, an RFID tag
and a cutting area configured to be cut in order to produceconfigured to transmit identifying information, and a cover
the plurality of identity devices, the cut including cutting ofincluding a radio frequency shielding material configured to the strip of shielding and separation of the first RFID tag andshield the RFID tag when closed and to allow the RFID tag the second RFID tag.

to communicate with a reader when open. Various embodiments of the invention include a passport35
Various embodiments of the invention include a passport comprising an RFID tag configured to transmit identifying

device comprising an RFID tag configured to transmit information, a surface configured to visually display the
identifying information, a surface configured to visually identifying information, and a cover including a first part
display the identifying information, and an attached cover and a second part separated by a fold, the first part including
including a radio frequency shielding materialconfigured to 40 the RFID tag andthe second part including a radio frequency
shield the RFID tag when the cover is closed, and configured shielding configured to shield the RFID tag when the cover
to enable reading of the RFID tag when the cover is open. is closed, and configured to allow reading of the RFID tag

when the cover is open, the radio frequency shieldingVarious embodiments of the invention include a passport
device comprising a first cover part including identifying including metallic fibers disposed within the second part.
information Various embodiments of the invention include a passporton an inside surface, a second cover part sepa- 45
rated from the first cover part by a fold, an RFID tag within comprising a first cover part including identifying informa-
the first cover or the second cover part, and a page between tion including a photograph on an inside surface, a second
the first cover part and the second cover part, the page cover part separated from the first cover part by a fold, an
including shielding configured for shielding the RFID tag in RFID tag within the first cover or the second cover part, and
a first position and not shielding the RFID tag in a second 50 a page between the first cover part and the second cover part,

the page including shielding configured for shielding theposition.
Various embodiments of the invention include a driver's RFID tag in a first position and not shielding the RFID tag

license device comprising an RFID tag configured to trans- in a second position.
mit identifying information, a surface configured to visually Various embodiments of the invention include a passport
display the identifying information, and a cover including a 55 comprising a first cover part including an RFID tag disposed
radio frequency shielding material configured to shield the at least 5 mm from a fold, a second cover part separated from
RFID tag in a first position, and configured to enable reading the first cover part by the fold and including shielding
of the RFID tag in a second position. configured for shielding the RFID tag in a first position of

Various embodiments of the invention include a credit the second cover part and not shielding the RFID tag in a
card device comprising an RFID tag configured to transmit 60 second position of the cover part.

Various embodiments of the invention include a systemaccount information, an attached cover including radio fre-
quency shielding and configured to move relative to the comprising a cover material configured for inclusion in a

polarity of identity devices, a strip of shielding deposited onRFID tag, to shield the RFID tag in a first position, and not
to shield the RFID that in a second position. the cover material, a first RFID tag deposited on the cover

Various embodiments of the invention includea shielding 65 material, a second RFID tag deposited on the cover material,
device comprising a shielding material configured to be and a cutting area configured to be cut in order to produce
temporally attached to an identity device and to shield an cutting ofthe plurality of identity devices, the cut including
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the strip of shielding and separation of a location for the first data received through the RF antenna with the key
depositing of the first RFID tag and a location for depositing read from the key memory, the integrated circuit powered by
of the second RFID tag. the received energy, and writing data to state memory

Various embodiments of the invention include a method responsive to the comparison, the data written to the state
5comprising depositing a radio frequency shielding material memory being configured to change the RFID tag from an

on a first part of a cover material, depositing at least a first OFF state in which the RFID tag will not transmit an RF
radio frequency identity tag and a second radio frequency signal to an ON state in which the RFID tag will transmit an
identity tag on a second part of the cover material, cutting RF signal.
the cover material through the radio frequency shielding, Various embodiments of the invention includes a method
and creating a fold in the flexible material, the fold sepa- 10of operating an RFID tag, the method comprising receivingrating the first part of the cover material from the second part energy sufficient to power the RFID tag through an RFof the cover material.

antenna included in the RFID tag, reading a state from stateVarious embodiments of the invention include a remotely
memory, sending an RF response through the RF antennapowered RFID (radio frequency identity) tag having an

OFF state.is anunless the read state15switch is optionally acontrolled switch. Thiselectronically
Various embodiments of the invention includes a methodremotely (wirelessly) controlled switch. In some embodi-

of operating an RFID tag, the method comprising receivingments, when the switch is in an off state, the RFID tag will
energy sufficient to power the RFID tag through an RFnot transmit and when the switch is in an on state the RFID
antenna included in the RFID tag, reading a state from statetag will transmit in response to an RF (radio frequency)

theRF antenna ifRF response throughmultiple 20 memory, sending ansignal.In some embodiments, the switch includes
the read state is an ON state, and disabling the RF responseon states in which different information or signals are

transmitted responsive to the state of the switch. The RFID through the RF antenna if the read state is an OFF state.
Various embodiments of the invention includes a methodtag includes a memory configured to store the states of the

RFID tag and an integrated circuit configured to determine of operating an RFID tag, the method comprising receiving
whether to transmit power the RFID tag through an RFresponsive to the stored state of the 25 energy sufficient to
RFID tag and a received RF signal. antenna included in the RFID tag, reading a state from state
Various embodiments of the invention include switchable memory, sending an RF response through the RF antenna

RFID devices. These switchable RFID devices can include only if the read state is an ON state.
Various embodiments of the invention includes a multi-identity documents such as passports or driver's licenses,

financial cards such as credit or debit cards, remote controls, 30 layer identity document comprising a first outer layer, an
security devices, access devices, communication devices, or electrical conductor configured to conduct a current, a spacer

layer including an opening configured to contain a switchthe like. In some embodiments, more than one switchable
RFID tag is included in a single RFID device. In various activator, the switch activator configured to make and break

an electrical connection to the electrical connector, and anembodiments, one or more switches are used to change
switchoperation of an RFID tag from a responsive state to a 35 inner layerdisposed such that the spacer layer and

non-responsive state, to change operation of an RFID tag activator are between the first outer layer and the second
outer layer, the inner layer being configured to be pressed tofrom one responsive state to another responsive state, to

enter data into an RFID device, to control an external device, activate the switch activator.
or the like. In various embodiments, the switches are elec- Various embodiments of the invention includes a switch-
tronic, wireless, and/or mechanical. 40 able RFID tag receivecomprising an antenna configured to

Various embodiments of the invention includes an RFID an RF transmission, an integrated circuit configured to
generate a response transmission, and a switch configured totag comprising an antenna configured to receive data in a

first RF signal, to receive energy from the first RF signal, turn on and of the ability of the integrated circuit to generate
the response transmission, the switch being disposed suchand to transmit data in a second RF signal, the transmission

of the second RF signal being powered by the energy 45 that it is surrounded by the antenna.
received from the first RF signal; and an integrated circuit Various embodiments of the invention includes a system
including an input configured to receive data from the comprising a plurality of switches configured for a user to
antenna and to receive power resulting from the energy enter data, logic configured to transmit a first wireless signal
received from the antenna, an output configured to provide responsive to the entered data, and a circuit configured to
an RF signal and toto the antenna for transmission, a state memory 50 energy from a received second wireless signalreceive

power the logic and the transmission of the system using theconfigured to store an ON/OFF state of the RFID tag, a key
memory configured for storing a key for changing the received energy.
ON/OFF state stored in the state memory, and a switch logic Various embodiments of the invention includes a system
configured to receive data from the input, to read the key comprising logic configured to transmit a first wireless
from the signal, akey memory, to compare the received data with the 55 signal in response to a received second wireless

wireless I/O configured to receive the second wireless signalread key, and to change the ON/OFF state stored in the state
memory responsive to this comparison, the switch logic is and to transmit the first wireless signal, a memory config-
further configured to determine whether or not to provide a ured to store an account number, the account number being
second RF signal to the antenna for transmission, the deter- included in the first wireless signal, a physical contact I/O
mination being responsive to the ON/OFF state stored in the 60 configured for writing the account number to the memory,

logic configured to allow writing of the account number tostate memory.
the memory if the account number is received via theVarious embodiments of the invention include a method

of changing an ON/OFF state of an RFID Tag, the method physical contact I/O but if the account number is received
comprising receiving energy sufficient to power the RFID via the wireless I/O, and a circuit configured to receive
Tag through an RF the received second wireless signal and toantenna included in the RFID tag, 65 energy from

power the logic and the transmission of the first wirelessreceiving first data through the RF antenna, reading a key
from a key memory, using an integrated circuit to compare signal using the received energy.
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Various embodiments of the invention includes a system antenna, and a data output configured for generating the data
comprising logic configured to transmit a first wireless output responsive to the state of the switch as determined by
signal in response to a received second wireless signal, a the first logic input.
wireless I/O configured to receive the second wireless signal Various embodiments of the invention include an Identity
and to transmit the first wireless signal, the second wireless 5 Device comprising an RFID antenna configured to receive
signal including an identification data associated with a power from and communicate with an RFID reader, a circuit
reader, a memory configured to store a log of received configured to receive power from the RFID Antenna, a tag
identification data received from a plurality of readers, a configured to be powered by power received through the
physical contact I/O configured for uploading the log of RFID antenna and to generate a signal for transmission
received identification data from the memory, logic config- 10 between the RFID antenna and the RFID reader, and a
ured to allow uploading of the log of received identification switch configured to repeatedly turn on and turn off detect-
data from the memory via the physical contact I/O but via

ability or readability of the tag.the wireless I/O, and a circuit configured to receive energy
Various embodiments of the invention include a lockingfrom the received second wireless signal and to power the

mechanism comprising a RFID tag activation circuit con-15 mlogic wireless signal usingand the transmission of the first
figured to turn on a switchable RFID tag by operating athe received energy.
switch within the switchable RFID tag, an RFID readerVarious embodiments of the invention includes a method
configured to read the switchable RFID tag, and a lockcomprising mounting a plurality of RFID antenna and RFID
configured to open responsive to the RFID reader.tags on a support, mounting a the support on a first side of

Various embodiments of the invention include a methoda spacer, the spacer including opening 140 and optionally 20
including one or more cavity to receive the RFID tags, of operating an RFID tag, the method comprising activating
mounting a cover layer on a second side of the spacer, and a switch in order to turn on the detectability or readability of
cutting the support and spacer to generate a plurality of the RFID tag, the RFID tag powered by power received
RFID enabled financial Cards. through an RFID antenna, and activating the switch in order

Various embodiments of the invention include a method 25 to turn off the detectability or readability of the RFID tag. In
some embodiments, the switch is configured to keep thecomprising mounting an RFID antenna and RFID tag on a

support, mounting a spacer on the support, the spacer being readability of the RFID tag off until the switch is activated
compliant (soft) so that the RFID tag can enter a plane of the again. The switch optionally being included in an identity
spacer to form a cavity, allowing the spacer to harden, and device.

Various embodiments of the invention include a methodmounting a cover layer on the spacer. 30

Various embodiments of the invention include a method of operating a switchable RFID tag, the method comprising
of assembling an identity device, the method comprising operating a switch to turn the RFID tag on, responsive to a
depositing an integrated circuit, antenna and switch contacts first action of a user, receiving a signal at an RFID antenna,

collecting power from the signal, using the collected poweron a support layer, and laminating the support layer, spacer
from theand flexible membrane together, the spacer having a cavity 35 to power an integrated circuit, collecting data

in which the integrated circuit fits signal, processing the collected data using the integrated
circuit, transmitting a signal generated by the integratedVarious embodiments of the invention include a method
circuit in response to the collected data, using the RFIDof assembling an identity device, the method comprising
antenna, and operating the switch to turn the RFID tag off,depositing an integrated circuit, antenna and switch contacts

support layer 150, depositing spacer 120 on the support 40 responsiveon a to a second action of a user.
Various embodiments of the invention include a switch-layer, spacer 120 covering the integrated circuit, and depos-

able RFID tag comprising an RFID antenna configured toiting a flexible membrane on the support layer, the flexible
receive power from and communicate with an RFID reader,membrane or the support layer optionally including an

image of a user. The Spacer is optionally configured to create a tag configured to be powered by power received through
a hermetic seal around the integrated circuit and/or the RFID 45 the RFID antenna and to generate a signal for transmission

between the RFID antenna and the RFID reader, and aantenna.
Various embodiments of the invention include a method switch configured to repeatedly turn on and turn off detect-

comprising programming data to non-volatile memory of an ability or readability of the tag.
Various embodiments of the invention include a methodRFID tag in a programmable mode, and changing a state of

a switch coupled to the RFID tag so as to change the RFID 50 of controlling an electronic device,the methodcomprising
receiving a wireless RF signal from an RF transmitter,tag from the programmable mode to a non-programmable

mode. converting the received RF signal into electronic power,
Various embodiments of the invention include an RFID generating a wireless return signal using the electronic

power, the wireless return signal configured to control thetag comprising an antenna configured to transmit data, a
powercircuit configured to provide power,an integrated 55 electronic device, placing a switch in a first position to turn

on the generation of the wireless return signal, placing thecircuit configured to receive power from the power circuit,
to provide the data to the antenna, the integrated circuit switch in a second position to turn off the generation of the

wireless return signal, and returning the switch to the firstincluding a non-volatile memory configured to store the data
and a logic circuit configured to determine a state of a position to turn on the generation of the wireless return

switch being configured to controlswitch, the whether the 60 signal.
Various embodiments of the invention include a methodvolatile memory can or cannot be programmed.

Various embodiments of the invention include an inte- of controlling an electronic device, the method comprising
grated circuit comprising a first logic input configured for receiving a wireless RF signal from an RF transmitter;
determining a state of a switch, a power input configured to converting the received RF signal into electronic power;

to areceive power from a radiofrequency antenna, the received 65 repeatedly changing a switch from a first position
second position; and generating a wireless return signalpower being sufficient for powering the integrated and

transmitting a data output signal via the radio frequency using the electronic power, the wireless return signal con-
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device via RFID technology as well as more distant devicesfigured to control the electronic device and being responsive
using other RF technology such as Bluetooth, WiFi,to whether the switch is in the first position and the second
WiMAX, 802.11 or cellular standards. The communicationposition.

Various embodiments of the invention include a system via the RFID tag is optionally at a different frequency than
comprising communication using other technology. Two separatean antenna configured to receive a wireless RF 5 the

antennae are optionally used to communicate at these dif-signal from an RF transmitter, a power circuit configured to
ferent frequencies. An electronically configurable antenna isconvert the RF signal into electronic power, a circuit con-

figured to receive the electronic power and to send a wireless optionally used to communicate at these different frequen-
response signal in response to the RF signal, and a first cies.

switch configured first 10 A user interface of the communication device is config-to repeatedly turn on and off a
operation of the circuit under control of a user. ured to control operation of the RFID tag. For example, the

Various embodiments of the invention include a method user interface may be used to turn on or off operation of the
RFID tag, to enter security data into the RFID tag, to enterof receiving control instructions, the method comprising,

generating a wireless RF signal, transmitting the wireless RF financial information (e.g., a credit or debit card number into
signal to a RF powered remote control deviceconfigured to 15 the RFID tag, to enter an identifying number (e.g., telephone

number) into the RFID Tag, or to enter account number intosend a wireless return signal responsive to the states of one
or more switches, the return signal being generated and the RFID tag. The communication device may be configured
transmitted using power converted from the wireless RF for a user to enter the above data into the communication

device using the user interface for later transmission (option-signal, receiving the return signal, and determining the states
of the one or more switches using the receivedreturn signal. 20 ally encrypted) using the RFID Tag.Forexample,a user

Various embodiments of the invention include a system may enter a credit card number that is later transmitted in an
comprising a RF transmitter configured to send a wireless encrypted form to an RFID reader.
RF signal, a controlled device, a RF powered remote control In Various embodiments, the communication device is
configured to be powered by the wireless RF signal and to configured to receive one or more memory devices config-

controlled device 25 uredsend a wireless response signal to the to store data such asfinancial or account information.
responsive to a first switch, the first switch configured to be For example, in some embodiments the communication

device includes a plurality of slots configured to receiverepeatedly turned on and off by a user.
Various embodiments of the invention include a method memory having credit card data stored thereupon. In these

embodiments, the memory is used to provide the data to theof operating an RFID tag, the method comprising receiving
energy sufficient to power the RFID tag through an RF device. A particular communication device30 communication
antenna included in the RFID tag, reading a state from state is configurable to operate with respect to different financial
memory, and sending an RF response through the RF accounts dependent on which particular memories have been
antenna unless the read state is an OFF state. inserted into the slots. Thus, a user may receive a first

Various embodiments of the invention include a method memory issued by a first bank and a second memory issued
of operating an RFID tag, the method comprising receiving 35 by a second bank, and install both the first memory and the
energy sufficient to power the RFID tag through an RF second memory into the communication device. The user

interface of the communication device may then be used toantenna included in the RFID tag, reading a state from state
select which account (e.g., the first bank or second bankmemory, sending an RF response through the RF antenna if

the read state is an ON state, and disabling the RF response accounts) should be used for a particular transaction. For
through the RF antenna if the read state is an OFF state. result in a transaction40 example, activating a first switch may

Various embodiments of the invention include a method being debited from a first account and activating a second
switch may result in a transaction being debited from aof operating an RFID tag, the method comprising receiving
second account. In some of these embodiments, the use ofenergy sufficient to power the RFID tag through an RF
RFID is optional. For example, the transactions may beantenna included in the RFID tag, reading a state from state

antenna 45 performed using cellular RF transmissions from a cellularmemory, sending an RF response through the RF
only if the read state is an ON state. telephone.

Various embodiments of the invention include a commu- In some embodiments, the memory device may be con-
figured to fit both a financial card including an RFID tag fornication device comprising: a 802.11 or cellular transmitter;
transmission of data stored in the memory device, and alsoa user interface configured for a user to enter data; and a

switchableRFID tag including an active state and an inac- 50 to fit within one of one or more slots withina cellular phone
tive state and being configured to switch between the active or similar communication device. In these embodiments, the
state and the inactive state responsive to the data. memory device is optionally configured to act as a key

Various embodiments of the invention include communi- device it is attached to engage in aallowing whatever
cation device comprising: a 802.11 or cellular transmitter; a financial transaction.
first slot configured to receive In some embodiments, the memory devices are eacha first memory device having 55
first data to be transmitted by a first RFID tag; a second slot packaged with an optionally switchable RFID tag. Thus,
configured to receive a second memory device having both the memory and the RFID tag are inserted into a slot of
second data to be transmitted by the first RFID tag or a the communication device. The communication device need
second RFID tag; and a user interface configured for a user not include an RFID tag prior to insertion of a memory
to selectwhether to transmit the first data or the second data; 60 device. In some embodiments, the memory devicesfurther

include a separate antenna for use by the RFID tag. Inthe data optionally including financial account information
or a digital key to a lock. alternative embodiments, the RFID tag is configured to use

Various embodiments of the invention include a portable an antenna previously installed in the communication
communication device such as a cellular telephone, a black- device.

Various embodiments of the invention include a memoryberry, a wireless personal digital assistant, or the like. The 65
device configured to be disposed within a financial card suchportable communication device includes an optionally swit-

chable RFID tag configured to communicate with a local as a credit card, to be removed from the credit card and to

SAMSUNG EXHIBIT 1005, Page 44



US 11,989,612 B1
11 12

be inserted into the communication device. Thus, the In some embodiments, the RFID tag is included in a
replaceable battery cover of the communication device.memory device can be transferred from a credit card to the

communication device. In some embodiments, transfer of Thus, the RFID tag may be changed by changing the battery
the memory device includes transfer of an RFID tag. In cover. In some embodiments, the RFID tag or memory
some embodiments, transfer of the memory device includes 5 device is included ina replaceable antenna component ofthe
transfer of an antenna for use by the RFID tag. In alternative communication device. In some embodiments the RFID tag
embodiments the RFID tag is configured to use a first or memory device is configured to fit into an audio plug of
antenna included in the credit card and a second antenna the communication device. In some embodiments, the

memory device or RFID tag is configured to fit into aincluded in the communication device, these antenna being
MiniSD slot of the communication device. In some embodi-separable from the memory device.
ments, the memory device or RFID tag is configured to fitIn some embodiments the user interface of the commu-

nication device is configured to enter an ID of an RFID into the same interface as a power cord of the communica-
reader in order to assure that a transaction takes place with tion device. In some embodiments the communication

example, in one embodiment - device has a form factor that can be opened and closed (e.g.,the proper RFID reader. For
several vending machines each include a numbered RFID a clamshell cell phone) and operation of the RFID tag is
reader. A user enters the number of a desired member of the responsive to whether the communication device is open or
several vending machines in order to be sure that the closed. For example, in one embodiment the RFID tag is
transaction doesn't accidentally occur with an adjacent inactive unless a cell phone is opened.
vending machine. 20

BRIEF DESCRIPTION OF DRAWINGSIn some embodiments, the user interface of the commu-
nication device is configured for entering an amount of a

FIG. 1 illustrates a container including a receptacle con-financial transaction, e.g., an amount of an electronic pay-
figured to store an ID incorporating an RFID tag, accordingment.

Insomeembodiments, the communication device is con- 25 to various embodiments of the invention.
figured to use voice recognition to approve an RFID based FIG. 2 illustrates a container including an RFID tag or
financial transaction. For example, in some embodiments alternatively an RFID tag reader.
voice recognition authentication may be required before an FIG. 3 illustrates various monitoring systems that employ
RFID tag is activated. illustrative embodiments of the container of FIG. 2.
Some embodiments of the invention include a cellular 30 FIG. 4 illustrates further details of an embodiment of the

phone configured to use two or more communication modes: container of FIG. 2 that includes a monitored vial.
one mode for cellular operation and one mode, e.g., RFID, FIG. 5 illustrates another embodiment of a monitored vial
for short range financial transactions or lock operation. that includes more than one compartment.
These modes may use different frequency ranges. FIG. 6 illustrates an embodiment of the container of FIG.

In some embodiments, a memory device inserted in a slot 352 wherein the container is a room.of the communication device is configured to operate a lock, FIG. 7 illustrates an access system based on an RFID tag,optionally via RFID. The communication device may be
according to various embodiments of the invention.configured to accept more than one memory device config-

FIG. 8 illustrates a clamshell ID including a base includ-ured to activate a lock and/or engage in a financial transac-
accord-connected to the base,covertag and aing an RFIDinserted in a 40embodiments, a memory devicetion. In some

ing to various embodiments of the invention.slot of the communication device is configured as a remote
FIG. 9 illustrates a clamshell ID similar to that shown incontrol (e.g., as a car remote or a television remote).

FIG. 8 except that the base and cover are pivotally connectedIn some embodiments, the user interface of the commu-
at a point rather than along an edge, according to variousnication device is configured to receive an access code

before invention.the RFID tag is detectable. For example, prior to 45 embodiments ofthe
FIGS. 10A and 10B illustrate an ID similar to that shownreceiving the access code the RFID tag may be disabled

from sending radio frequency signals. in FIGS. 8 and 9 except that the cover is configured to fit into
In some embodiments, a power source of the communi- the base, according to various embodiments of the invention.

FIG. 11 illustrates further detail of some embodiments ofcation device is used to power the RFID tag. In these
embodiments the RFID tag does not need to generate power 50 a clamshell ID having a first cover and second cover
from a received inductive or RF signal. In some embodi- separated by a fold.

FIG. 12 illustrates further embodiments of a clamshell IDments, the RFID tag is configured to receive power from the
including a first cover and second cover separated by a fold.power source of the communication device when the com-

FIG. 13 illustrates a clamshell ID wherein shielding ismunication device is ON, and to generate power from a
embodiments of thereceived inductive or RF signal when the communication 55 addedto a page, according to various

device is off. In some embodiments, the RFID tag is con- invention.
figured to receive power from the power source of the FIG. 14 illustrates an identification device, according to
communication device when the communication device is various embodiments of the invention.

FIG. 15 illustrates a method of allowing communicationON, and to be unresponsive when the communication device
embodimentsoftheis off. In some embodiments, the RFID tag isconfigured to 60 to an RFID tag,accordingto various

receive power from the power source of the communication invention.
FIG. 16 illustrates a method of modifying an RFIDdevice when the communication device is ON or OFF. For

example, in one embodiment the RFID tag is configured to enabled identification device, according to various embodi-
draw power from the power source of the communication ments of the invention.

FIG. 17 illustrates a method of making an identity deviceor 65whenan incoming signal is detected but to draw reduced
including, according to various embodiments of the inven-no power from the power source when no incoming signal

is detected. tion.
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FIG. 18 is a block diagram illustrating a stage in the FIG. 41 is a flowchart illustrating a method of operating
manufacture of an identification device, according to various the RFID tag illustrated in FIG. 22, according to various
embodiments of the invention. embodiments of the invention.

FIG. 19 illustrates the method of manufacturing an iden-
DETAILED DESCRIPTION5tification device, according to various embodiments of the

invention.
Various embodiments of the present invention includesFIG. 20 illustrates an RFID reader system, according to

holders (e.g., containers) including radio frequency shield-various embodiments of the invention.
ing materials to protect items, such as IDs (identificationFIG. 21 illustrates an alternative RFID reader system,

10 devices), incorporating RFID tags from being read. In someaccording to various embodiments of the invention.
embodiments, a person can allow information within anFIG. 22 is a block diagram of a switchable RFID device, RFID tag to be read by removing the item from the holder,

according to various embodiments of the invention; while in other embodiments the holder is merely opened or
FIGS. 23 and 24 illustrate some of many possible loca- removed to allow the RFID tag to be read. Replacing the

tions for a switch within a switchable RFID device, accord-15 item within the holder, orclosing the holder, secures the
ing to various embodiments of the invention; item's RFID tag from unwanted readings from, or detection
FIG. 25A illustrates an OFF Position of a switch, accord- by, unknown or unauthorized RFID readers. It will be

ing to various embodiments of the invention; appreciated that items other than IDs, such as library books,
FIG. 25B illustrates an ON position of a switch, according consumer electronics, medications, and so forth, can also

to various embodiments of the invention; 20 include, or be packaged with, RFID tags that a person may
FIGS. 26A and 26B illustrates a membrane switch, wish to shield from unauthorized RFID readers. Holders

specifically tailored for such items, as well as generalaccording to various embodiments of the invention;
FIG. 26C illustrates an embodiment of a membrane purpose holders such as wallets, purses and briefcases, can

also include radio frequency shielding (also referred toswitch including a spring, according to various embodi-
invention.25 herein as shielding) according to the presentments of the invention;

The holder can be in the general form of a container as anFIG. 26D illustrates a cross-sectional view of a membrane
illustrative example, having two similar rectangular sidesswitch disposed within a switchable RFID Tag, according to
joined around three edges, being configured to be repeatedlyvarious embodiments of the invention;
opened and close, and optionally including a closure or flapFIG. 27 illustrates a top view of a membrane switch,

to the30 side. Such holders are well suitedalong the fourthaccording to various embodiments of the invention;
typical shape of most personal IDs such as passports,FIG. 28 illustrates a switchable RFID tag in an identity
driver's licenses, green cards, credit and debit cards, medical

document, according to various embodiments of the inven- information cards, insurance cards, medical alerts, student
tion; identification cards, security badges, immigration docu-

FIG. 29 illustrates the manufacture of instances of ann 35 to bements, orthe like.Typically, the holder is configured
identity document, according to various embodiments of the repeatedly opened and closed to receive the ID.
invention; The holder can also be a case such as a carrying-case for

FIG. 30 illustrates an exploded view of an embodiment of a cell phone ordigital camera. The holder can also bea
a switchable RFID device including a driver's license, purse, suitcase, backpack, briefcase, satchel, glove compart-
according to various embodiments of the invention; container,and the like. In some embodi-ment,a jewelry40

FIG. 31 illustrates an embodiment of a switchable RFID ments, the RF shielding is physically attached to the holder.
device including a plurality of switches, according to vari- holder,aThe holder can alternatively include a checkbook
ous embodiments of the invention; wallet, a ticket holder, or a windshield visor pocket. Some

FIG. 32 illustrates various embodiments of an tag con- embodiments of the invention are directed at articles of
figured for use in embodiments of a switchable RFID device 45 clothing in which one or more pockets include an attached
including a plurality of switches, according to various radio frequency shielding material. Additional embodiments
embodiments of the invention; are directed to key holders.

FIG. 33 illustrates an instance of a tag, according to The desirability of RFID shielding for the objects listed
various embodiments of the invention; above will be readily appreciated. Being able to read an

FIG. 34 illustrates a method according to various embodi- 50 RFID tag on a green card (an immigration document)
ments of the invention, according to various embodiments of without the owner of the green card giving consent or being
the invention; aware that the green card is being read, for example, can

FIG. 35 illustrates a switchable RFID device configured enable less scrupulous individuals to engage in improper
to operate as a remote control, according to various embodi- behaviors. Incorporating RFID shielding into a wallet,
ments of the invention; holder would prevent anRFID tag on55 purse, or othertype of

FIG. 36 illustrates a multiswitch credit card, according to an item item iswithin the holderfrom beingreadunlessthe
deliberately exposed to the RFID reader, for instance, byvarious embodiments of the invention;

FIGS. 37A-37C illustrate an antenna within a credit card, removing the item from the holder. In view of the problem
of identity theft, such shielding is desirable for credit cardsaccording to various embodiments of the invention;

FIG. 38 illustrates an RFID device including a conductor 60 with RFID tags, social security cards with RFID tags,
driver's licenses with RFID tags, and so forth.configured to set a state of an RFID tag, according to various

In some instances the RFID tag is essentially a label thatembodiments of the invention.
FIG. 39 is a block diagram illustrating an RFID tag, has been attached to an object for inventory or similar

purposes. Library books can carry RFID tags, for example.according to various embodiments of the invention;
method of changing 65 Accordingly, providing RFID shielding for various carryingFIG. 40 is a flowchart illustrating a

devices, such as purses, suitcases, book bags, briefcases, anda state of the RFID tag illustrated in FIG. 22, according to
satchels can prevent RFID tags in library books and othervarious embodiments of the invention; and
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embodiments the closure is a zipper, Velcro, or relatedobjects from being read without permission. In other
instances the RFID tag is more integral with an object. closure device. The closure can provide an electrical contact
Consumer electronics, electronic media, and so forth, can be between opposing sides of the opening, in some instances.
manufactured to include RFID tags inside of housings, on In some material isembodiments, the RFID shielding
printed circuit boards, and on electronic components, for 5 incorporated into an ID. For example, a passport can include

an RFID shielding material in the passport's cover so that anexample. Often, such devices have specially designed cases
RFID tag within the passport can only be read when thesuch as cell phone cases and camera cases. These cases can
passport is opened. Similarly, a driver's license can includealso comprise RFID shielding to prevent the RFID tags in
a clamshell cover and base including an RFID shieldingthe associated devices from being read without authoriza-

shieldingtion. pivoting cover including an RFID10 material, or a
In some embodiments, the holder is clear (e.g., transpar- material.

ent) so that the ID, such as a driver's license, can be readily The RFID shielding material can be provided in numerous
seen without having to be removed from the holder. Many different ways. The radio frequency shielding material can

include a conductive material such as a metal or an electri-wallets include either a plastic sleeve or a leather pocket
attachedwith The RFID shielding can bea plastic window for this purpose. In some embodi- 15 cally conductive plastic.

ments, of the invention in which at least part of the holder using adhesive. The radio frequency shielding material can
include a mesh with a mesh size small enough to provideis transparent, the shielding in the transparent region needs
shielding against the radio frequency range used by RFIDto also be transparent. Certain electrically conductive poly-
readers. The radio frequency shielding material can bemers can serve as the RFID shielding material in these

materialthe RFID shieldingembodiments. Other transparent and non-transparent mate- 20 laminated, either by laminating
to another layer, such as a protective material layer, and/orrials for RFID shielding are discussed further herein.
by laminating together multiple layers of RFID shieldingIn some embodiments, the holder is designed to allow the
materials. In many embodiments the RFID shielding mate-ID to be easily and repeatedly removed and returned. For
rial is either flexible, transparent, or both. Examples ofinstance, some credit and debit cards have a smaller format

(mini-cards) matching case that can 25 suitableRFID shielding materials include metal-coated elas-and can be stored in a
serve as a fob for keys. In some of these embodiments, the tomers such as aluminized Mylar and copper-coated plastic
holder and the ID card are pivotally attached to one another sheets and films. In some embodiments, the RFID shielding
so that the ID card can flip out from the holder, and in still material is a semi-transparent mesh

In some embodiments, the RFID shielding material isfurther embodiments a spring mechanism aids in extending
effective to form a Faraday cage around the ID, object, orand retracting the ID card. Other cases of the present 30
key. Closing the closure can be effective to complete theinvention can comprise a clamshell configuration. Such ID

card holders of the present invention include an RFID Faraday cage, in some instances. In other embodiments the
RFID shielding is used in selective locations in the holder.shielding material.

The present invention also provides for articles of cloth- For example, where a nation's passport includes an RFID
ingdesignedtoinclude pockets thatcan shieldRFID tags on 35 tag in a lower right-hand corner of the cover, passport
objects within the pockets. In these embodiments the articles holders designed for that nation's passports need only
of clothing can be made from a cloth that includes a radio include RFID shielding above and/or below the location of

the RFID tag when the passport is in the passport holder.frequency shielding material, or the pocket can be lined with
The RFID shielding shields an RFID tag from a reader inthe radio frequency shielding material.

invention also provides for key holders 40 two ways.First, the RFID shielding greatly reduces theThe present
comprising RFID shielding. The keys that are held by such power being broadcast from the reader that reaches the
key holders can be either mechanical or electronic, where RFID tag within the holder. This cuts the power available to

the RFID tag to transmit information back. Secondly, evenmechanical is used herein to refer to keys meant to fit into
if the RFID tag receives enough power to transmit, the signalmechanical locks such as car keys, house keys, and the like.

Electronic keys refer to keys that carry an encoded password 45 sent from the RFID tag is also attenuated. Accordingly, it
will be appreciated that the effectiveness of the RFIDon a magnetic strip, a bar code, an RFID tag, or the like.

Either type of key can include an RFID tag as either a further shielding can be varied considerably based on choices of
component of the locking mechanism or for completely radio frequency shielding materials and their thicknesses,
unrelated reasons. An RFID tag on a key is part of the mesh sizes, and so forth. In some embodiments, the radio
locking mechanism, for example, when the lock reads the 50 frequency shielding material provides a reduction of input
RFID tag for some purpose, such as to read the key numbers power to the RFID tag by between about 5 db-30 db, 10
from RFID tags on different keys in order to track which db-25 db, 15 db-20 db, or more than 15, 25, 35 or 45 db.
keys are being used in the lock. In some embodiments, the container is configured to be

Electronic keys are often placed on ID badges and other repeatedly opened and closed to receive an item including an
formsof identification. An RFID tag with such electronic 55 RFID tag. In some embodiments, the container includes a
keys may carry confidential information but be unrelated to closure configured to enhance the shielding.
the lock mechanism. In some embodiments, the key holder In some embodiments, the container configured to just fit
is retractable, and in some of these embodiments the key a standard California driver's license. These embodiments

may be characterized by inner dimensions of less then 3.5holder is spring-loaded to automatically retract the key into
the key holder. or 4.5 inches height, and lessinches, 3.75 inches, 4 inches60

than 2.25 inches, 2.5 inches or 2.75 inches in width. In someIn the embodiments described herein, the holder, whether
embodiments, the container is configured to just fit a U.S.an container, case, article of clothing, or key holder, has
passport or a passport issued by another country. Thesesome form of opening through which the ID or other object
embodiments may be characterized by inner dimensions ofhaving an RFID tag can be transferred. In some embodi-

ments, the holder also includes a closure for closing the 65 less then 5 inches, 5.25 inches, 5.5 inches or 6 inches in
height, and less than 3.5 inches, 3.75 inches, 4 inches or 4.5opening. In some of these embodiments, the closure can

comprise a flap that closes over the opening. In other inches in width.
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FIG. 1 illustrates a Container 100 including a Receptacle Alarm/Log unit 310 is optionally oraan alarm system
110 configured to store an ID 130 (identification device) logging system configured to activate an alarm or log an
incorporating an RFID Tag 140. The Container 100 and event responsive to the output signal of Reader 210. For

example, in some embodiments, the Alarm/Log unit 310 isReceptacle 110 may include a wallet, purse, passport holder,
Picture 320 is removedkey chain, ticket holder, pocket, sleeve, configured to activate an alarm whenslot, opening, niche, 5

from the wall or Safe 350 is opened. In some embodiments,compartment, lid & base, glove compartment, jewelry, suit-
case, backpack, bag, carrier, carton, box, sack, carton, cas- the Alarm Log unit 310 is configured to log when Filing
ing, shell, carapace, covering, sheath, or the like. Container Cabinet 345, Chest 335 or Drawers or Refrigerator 325 is
100 further includes attached Shielding 120 configured to opened.

In alternative embodiments, Reader 210 may be placedattenuate the transmission of radio frequency signals to or 10
from the RFID Tag 140. Receptacle 110 is configured to be within the container and RFID Tag 140 outside.

FIG. 4 illustrates further details of an embodiment of therepeatedly opened and repeatedly closed for insertion and
Container of FIG. 2 that includes Monitored Vial 340.removal of ID 130.
Monitored Vial 340 includes shielding in a Lid 410 and/orFIG. 2 illustrates an embodiment of a Container 200

including RFID Tag 140 or alternatively an RFID tag Reader 15 Base 420. WhentheLid 410and Base420 areattachedthe
210. Container 200 is optionally an embodiment of the shielding attenuates any signal from the enclosed RFID Tag

140. When Lid 410 is opened the attenuation is reduced. TheContainer of FIG. 1, and visa-versa. Container 200 further
includes Shielding 120 configured to attenuate the transmis- RFID tag is optionally disposed on the underside of Lid 410.

The illustrated embodiments are optionally used to monitorsion of radio frequency signals to or from the RFID Tag 140
or Reader 210. The shielding effect of the Shielding 120 is 20 the useof medication or othermaterial storedwithinMoni-

tored Vial 340. The monitored vial is optionally an alterna-optionally dependent on a state of the Container 200. For
example, in some embodiments, the Shielding 120 may be tive form of Container 200 and optionally configured to
more efficient at attenuating RF transmission when Con- store alternative types of goods. In some embodiments,
tainer 120 is closed than when it is open. As such, in some Reader 210 of FIG. 3 is configured to log when Monitored

maybedeter- 25 Vial340isopened andclosed.Forexample,ifa userembodiments, the state oftheContainer 200 hasa
medication that should be taken at a specific time Readermined by a magnitude of a detected radio frequency signal
210 may be used to detect if Monitored Vial 340 is openedbetween RFID Tag 140 and Reader 210 either of which may

be within Container 200. at these times and activate a reminder using Alarm/Log 310
if Monitored Vial 340 is not opened at a time medicationFIG. 3 illustrates various monitoring systems that employ

illustrative embodiments of Container 200. These illustra- 30 should be taken.
FIG. 5 illustrates another embodiment of Monitored Vialtive embodiments include a wall hanging (e.g., a Picture

320), a Refrigerator 325, a Jewelry Box 330, a Chest of 340 that includes more than one Compartment 510. Each
Drawers 335, a Monitored Vial 340, a Filing Cabinet 345, Compartment 510 includes a separate RFID Tag 140 that
and a Safe 350. In these embodiments, the monitoring may be separately identifiable using Reader 210. This
systems further include RFID tag Reader 210 and optional 35 embodiment may be used, for example, to monitor an
Alarm and/or Log 310. Each of these examples of Container activity that should occur at a variety of different times (e.g.,
200 include one or more RFID Tag 140 and Shielding 120 times of day or days of the week.).

FIG. 6 illustrates an embodiment of the Container of FIG.(whether shown or not) configured to modify the transmis-
sion of RFID signals from Reader 210 to RFID Tags 140 2 wherein Container 200 includes a Room 610. In these

Tagresponsive to a state of the Container 200. signals between RFID40 embodiments, radio frequency
For example, the Picture 320 illustrated includes Shield- 140 and Reader 210 may be used to determine if an opening

ing 120 (not shown) that surrounds the RFID Tag 140 while to the room is open. Room 610 includes Shielded Wall(s)
620 that block radio frequency signals between Tag 140 andPicture 320 is mounted on Wall 330. Shielding 120 is
Reader 210 when an Opening 630 is closed. When Openingconfigured such that the attenuation effect of the shielding

thiswill be reduced if Picture 320 is removed from Wall 330. For 45 630 is open Tag 140 can be detected by Reader 210 and
stage can be logged by Alarm/Log 310. While the illustra-example, Shielding 120 may be disposed to form a Faraday
tion shows Reader 210 within Room 610 and RFID Tag 140cage around or interfere with the RFID Tag 140 (e.g. be on
outside, these positions are optionally exchanged. Room 610the back of the picture, optional standoffs, and/or wall) and

if Picture 320 is removed from Wall 330 a resulting gap, or is optionally a shipping container. RFID Tag 140 is option-
Opening 630 such that Tag 140 is broughtreduction in interference, will allow increased RFID signal 50 ally mounted on

transmission between the associated RFID Tag 140 and within reading range of Reader 210 when Opening 630 is
opened. Opening 630 can be, for example, a window or door.Reader 210. Picture 320 may alternatively be a statue or

FIG. 7 illustrates an access system based on an RFID Tagsome other object designed to sit on a surface with an RFID
140. RFID Tag 140 is optionally implanted within a Animaltag between the object and the surface.

325, Jewelry 55 or Person 720 or attached to an animal collar. A Reader/LockIn a similar mannereach of the Refrigerator
Box 330, Chest 335, Monitored Vial 340, Filing Cabinet 345 Control 710 is configured to detect a signal from RFID Tag

140 and to control a Lock 740 in response. Lock 740and Safe 350 includes Shielding 120 configured such that a
magnitude of an RFID tag signal received by Reader 210 is controls the function of a Barrier 730, such as a door or gate.
dependent on whether the particular container is open or not. Reader/Lock Control 710 is optionally programmable to

Reader 210 is configuredtodetect RFID Tag 140.RFID signals from one 60 operate responsive to particular instances of
or more of the RFID Tags 140 and to generate a responsive The Reader/Lock isControl 710 illustrated in FIG. 7

optionally used in the following manner. RFID Tag 140 isoutput signal. In some embodiments, this responsive output
placed within or attached to the Animal or Person 720.signal is a quantitative or qualitative indication of the state
Reader/Lock Control 710 is placed in a programming mode.of one or more of the containers. The reader is optionally

configuredtodistinguish the signals received from each of 65 A serial number of the RFID Tag 140 is programmed into the
the one or more RFID tags and, thus, identify which of the Reader/Lock Control 710 either by digital data entry or

communication, or by bringing the RFID Tag 140 within thecontainers is open.
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information such as a name and/or photograph can be placedreading range of the Reader/Lock Control 710, such that the
serial number can be read from the RFID Tag 140. The on any surface of the Clamshell ID. Thus, in some embodi-
Reader/Lock Control 710 in placed in a normal operation ments, this visible information is visible when the Clamshell
mode wherein it monitor's for the presence of the RFID Tag ID is open or closed. In other embodiments, this visible
140. The RFID Tag 140 is detected by the Reader/Lock 5 information is visible only when the Clamshell ID isopen.
Control 710. The serial number is read from the detected FIG. 9 illustrates an ID 910 similar to that shown in FIG.
RFID Tag 140 by Reader/Lock Control 710. Reader/Lock 8 except that Base 830 and Cover 820 are pivotally con-
Control 710 compares the read serial number with the serial nected at a Pivot Point 920 rather than in a clamshell
number programmed into the Reader/Lock Control 710 configuration. Cover 820 is configured to rotate over Base

830 thewhile in the programming mode. If the read and pro- 10 830 as shown. When Cover 820 covers the Base
RFID Tag 140 is shielded. When Cover 820 is rotated awaygrammed serial numbers agree Lock 740 is activated in

response. Activation of Lock 730 controls (e.g., locks or from Base 830 RFID Tag 140 is unshielded. In some
unlocks) access through Barrier 730. After the detected embodiments, Cover 820 may have two sections between
RFID tag is no longer detected by the Reader/Lock Control which Base 830 fits. Either Cover 820 and/or Base 830 can
710, Reader/Lock Control 710 optionally reactivates Lock 15 include the RF shielding.
740 to return it to a previous state. FIGS. 10A and 10B illustrate an ID similar to that shown

in FIGS. 8 and 9 except that Cover 820 is configured to fitFIG. 8 illustrates a Clamshell ID 810 (e.g. greencard
into Base 839, or visa versa. In the example shown, Cover(immigration card), passport, driver's license, transaction
820 slides into and out of a slot in Base 830 and thus shieldscard, key card, national identity card, or the like). Transac-

tion cardsinclude credit cards, debit cards, check cards, 20 and exposes, respectively, RFID Tag 140.Thisembodiment
payment cards, fare (e.g., transit) cards, or the like. Clam- may include an item to be worn such as a medical alert
shell ID 810 includes an optional picture, a Base 830 bracelet, an identity tag, a ring, clothing, glasses, or the like.
including an RFID Tag 140, and a Cover 820 connected to For example, in the case of a medical alert bracelet, the
Base 830 in a clamshell configuration, e.g., connected along bracelet includes an RFID tag (having medical information)

when a cover element of the bracelet isan edge or Fold 840. Cover 820 and/or Base 830 include 25 that isonly readable
RFID shielding configured to attenuate radio frequency opened to expose the RFID tag to an RFID tag reader. When
signals to or from RFID Tag 140 when Cover 820 is closed the cover is opened medical personal can read data from the

RFID tag. When the cover is closed the medical information(e.g., shut), and to not attenuate, or attenuate to a lesser
extent, radio frequency signals to or from RFID Tag 140 is shielded from being read by unauthorized persons and is
whenCover 820 is open. The shielding is optionally lami- 30 thus kept confidential.

One embodiment of the invention includes the credit cardnated into Base 830 and/or Cover 820. In some embodi-
(16) and case having sides (12) and (14) as illustrated in U.S.ments, Clamshell ID 810 includes shielding in both Base

830 and Cover 820. Base 820 can be the cover of a passport patent application Pub. 2004/0117514. In this embodiment,
or other document. In some embodiments, Base 830 credit card (16) further (additionally) includes an RFID Tag

shield-n furtherincludeRFincludes a plastic card. 35 140 and sides (12) and/or(14)
In various embodiments, Clamshell ID 810 includes a ing, or visa versa. The credit card may be replaced by an

alternative type of ID device, e.g., a driver's license, debitpassport, driver's license, credit card, etc. that includes RF
shielding in one part (e.g., a page or cover) and an RFID tag card, or others discussed herein.

On embodiment of the invention includes the credit cardin another part (e.g., a different page or cover). Not shown
in FIG. 8 are pages that may be included between the covers 40 (3) and holder (1) as illustrated in U.S. patent application
(e.g., Base 830 and Cover 820). The RF shielding and RFID Pub. 2005/0011776. In this embodiment, credit card (3)
Tag 140 are configured such that, when Clamshell ID 810 is further includes an RFID Tag 140 and the holder (1) further

includes RF shielding. The credit card may be replaced byclosed the shielding interferes with the RF pickup of the
RFID tag to an extent sufficient for reading of RFID Tag 140 an alternative type of ID device, e.g., a driver's license, debit
to be attenuated. or the like.45 card,

In some embodiments, Clamshell ID 810 can be closed in One embodiment of the invention includes the carrying
case taught in U.S. patent application Pub. 2004/0256469,two ways. First, such that a picture and/or other identifica-

tion information is displayed on the exposed surface of Base wherein the carrying case further includes RF shielding.
830. Or, second, such that the picture and/or other identifi- One embodiment of the invention includes the credit card
cation information are covered application Pub.by Cover 820. These two 50 and pivoting case described in U.S. patent

2004/0237360, wherein an RFID tag is included in one partmethods of closure are achieved by rotating Cover 820 and
Base 830 relative to each other in different directions around (e.g., the credit card) and shielding in another part (e.g., the
Fold 840. In the first instance, the picture and/or other case). Thus, when the credit card is pivoted into the case the
identification information can be used for identification RFID tag is shielded. One embodiment of the invention

U.S.while RFID Tag 140 is still shielded. card and case illustrated in FIG. 10 ofThus, Clamshell ID 55 includes a credit
810 can be used for identification (non-RFID) without patent application Pub. 2004/0237360. In this embodiment,
unshielding RFID Tag 140. the credit card includes an RFID Tag 140 and the case

When the Clamshell ID 810 is open, the shielding is less includes shielding. The credit card may be replaced by an
alternative type of ID device, e.g., a driver's license, debitclose to RFID Tag 140 and, thus, the interference of the

shielding is reduced and RFID Tag 140 can be read. The 60 card,orthelike.
shielding does not necessarily form a Faraday cage around One embodiment of the invention includes the security
RFID Tag 140 when Clamshell ID 810 is closed. In some wallet illustrated in U.S. Pat. No. 4,744,497, wherein the
embodiments, shielding is not included in the part of Clam- security wallet further includes RFID shielding.
shell ID 810 that includes the RFID Tag 140. Clamshell ID Various embodiments of the invention include the fold-

formed by laminating RFID Tag 140 and 65 able transaction cards illustrated in US. Patent Applications810 is optionally
RF shielding between layers of Cover 820 or to a page Pubs. 2004/0169087 and 2004/0089724, wherein shielding

is further included in one side of the fold while RFID Tagdisposed between Cover 820 and Base 830. Further visible
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140 is further included in the other side. RFID Tag 140 is example, Shielding 1130 may be laminated within Page
shielded when the transaction card is folded closed and 1230, be sewn on Page 1230, be glued on Page 1230, be

within the material of Page 1230, or otherwise be connectedunshielded when it is open.
to Page 1230. In various embodiments, Shielding 1130Various embodiments of the invention include the several

different folding cards illustrated in U.S. Pat. No. 5,700,037 5 includes a wire mesh, metallic fibers, metallic particles,
metallic thread, or the like. Shielding is optionally attachedand Application Pub. 2005/0205665. Wherein these cards
to a binding of Clamshell ID 810 as Page 1230. Page 1230further include RFID Tag 140 in one part and shielding in

another part, such that in one fold position RFID Tag 140 is is optionally bound to Clamshell ID by stable, pin, wire,
shielded by the shielding, and in another fold position RFID thread, adhesive, laminate, or the like.

FIG. 13 illustrates embodiments of Clamshell ID 810Tag 140 is un-shielded. 10

wherein Shielding 1130 is added to Page 1230 followingOne embodiment of the invention includes the credit card
case illustrated in U.S. patent application Pub. 2002/ assembly of Clamshell ID. In these embodiments, Shielding
0117243. Where in the credit card case further includes 1130 is included in a Shielding Insert 1310. Shielding Insert

1310 optionally includes Adhesive 1320 or some othershielding configured to shield an rfid enabled credit card or
other identification device. 15 mechanism Insert 1310 to Pagefor attaching Shielding

FIG. 11 illustrates further detail of some embodiments of 1230. The attachment of Shielding Insert 1310 to Page 1230
can be permanent or temporary (e.g., Shielding Insert 1310Clamshell ID 810, having a First Cover 1110 and a Second

Cover 1120 separated by Fold 840. First Cover 1110 and a may be removable). In various embodiments, Shielding
Second Cover 1120 may be, for example, Base 830 and Insert 1310 includes a metal plate, wire mesh, metallic
Cover 820. Fold 840 can be a spine, hinge, crease, or the 20 fibers, metallic particles, metallic thread, or other forms of
like. In alternative embodiments, First Cover 1110 and/or shielding.
Second Cover 1120 can be embodied as a page or pages The size of Shielding Insert 1310 is optionally the same
between covers of an identity document. Shielding 1130 is or slightly smaller then a European Union Passport,aas
disposed as part of the second cover (e.g., or on or in an ID Japanese Passport, a Chinese Passport, a United States
document cover or page). Shielding 1130 is optionally 25 Passport, or the like. Alternatively, in various embodiments,

Shielding Insert 1310 is configured in size such that it can bedisposed away from fold 840 such that, when Clamshell ID
810 is open, the shielding as well separated from RFID Tag attached to Clamshell ID 810 at least greater than 5 mm, 10

mm, 15 mm, 20 mm, 25 mm or 30 mm from Fold 830. For140. In various embodiments, the separation between shield-
ing 1130 and Fold 840 is greater than 5 mm, 10 mm, 15 mm, example, Shielding Insert 1310 may be configured to attach
20 mm,25 mm or 30 mm.Likewise, RFID Tag 140 is 30 to Page 1230such thatShieldingInsert1310extendsfrom

near an outer edge (opposite Fold 830) of Page 1230 tooptionally disposed away from Fold 830. In various embodi-
ments, the separation between RFID Tag 140 (including within 10 mm of Fold 830.

FIG. 14 illustrates embodiments of an Identificationantenna) and Fold 840 is greater than 5 mm, 10 mm, 15 mm,
20 mm, 25 mm or 30 mm. Alternatively, RFID Tag 140 Device 1410, such as Clamshell ID 810. In these embodi-
and/or Shielding 1130 may be disposed to abut Fold 840. 35 ments, Shielding Insert 1310 includes one or more clips

FIG. 12 illustrates embodiments of Clamshell ID 810 1420, clamp, pin, slot, rivet, or other mechanism configured
including a First Cover 1210 and a Second Cover 1220 for, optionally temporary, attaching Shielding Insert 1310 to

Identification Device 1410. In some embodiments Clip 1420separated by Fold 830. These embodiments further include
a Page 1230 disposed between First Cover 1210 and Second is replaced by a slot configured to receive that part of
Cover 1220. Page 1230 includes RFID Tag 140 or Shielding Identification Device 1410 including an RFID tag. Shielding
1130. For example, these embodiments of Clamshell ID 810 Insert 1320 is optionally pivotally connected to Identifica-
can include a passport including a photograph and identity tion Device 1210. In the embodiments illustrated by FIG. 14,

Fold 830, Second Cover 1220 and Page 1230 are optional.information within an inside surface (facing toward Page
1230) of First Cover 1210, RFID Tag 140 within First Cover For example, Identification Device 1410 can be a single
1210 or Second Cover 1220, and Shielding 1130 within Page 45 piece driver's license, credit card, etc. (without separate
1230. RFID Tag 140 can be shielded and un-shielded by front and back covers) including RFID Tag 140. Shielding

Insert 1310 is configured to be attached to First Cover 1210,moving Page 1230 close to or away from RFID Tag 140. In
Page 1230, and/or Second Cover 1220. In these embodi-embodiments, wherein RFID Tag 140 is included in Second

Cover 1220, RFID Tag 140 is shielded when Page 1230 is ments Page 1230 need not include shielding. In some
held close to Second Cover 1220. In this position is may 1310 may be attached to thatbe 50 embodiments, Shielding Insert
possible to view the photograph and identity information part of Identification Device 1410 that includes RFID Tag
within the inside surface of First Cover 1210 without 140. In these embodiments, Shielding Insert 1310 is inserted
un-shielding RFID Tag 140. When Page 1230 is moved to shield RFID Tag 140 and removed in order to un-shield
away from Second Cover 1220 then RFID Tag 140 is RFID Tag 140. In some embodiments, Shielding Insert 1310
unshielded. 55 includes aflat metal plate configured to fit withina passport,

By including the RF Shielding 1130 with one of the one e.g., a passport issued by the United States, a European
or more Page 1230, Clamshell ID 810 can be opened without Country, or an Asian Country. In these embodiments, the
necessarily removing Shielding 1130 from the vicinity of size of shielding insert may be similar to or slightly smaller
RFID Tag 140. For example, if RFID Tag 140 is disposed than the dimensions of the passport. In some embodiments,
within the back cover,and Clamshell ID 810 is opened such 60 Shielding Insert 1310 can include an attachment device,
that the inside of the First Cover 1210 is visible, Page 1230 such as Clip 1420, on more than one side (face). As such,
including Shielding 1130 could remain adjacent to Second Shielding Insert 1310 may be configured to shield and RFID
Cover 1220 and thus limit communication with the RFID enabled driver's license on one side and an RFID enabled
Tag 140. To allow communication with RFID Tag 130 Page credit card on the other side. Shielding Insert 1310 is
1230 including Shielding 1130 is turned license orsuch that it moves 65 optionally approximately the size ofa driver's

credit card. In some embodiments, Shielding Insert 1310 hasaway from Second Cover 1220. The Shielding 1130 may be
attached to Page 1230 or be included within Page 1230. For height than aand width dimensions similar to or smaller
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Shieldingpage between the front cove and the back cover. Shielding added to1130 is laid down. Pages are optionally
the assembled material prior to cutting.Insert 1310 is optionally thin and optionally flexible.

FIG. 19 illustrates the method of illustrating an identifi-As illustrated in FIG. 15, some embodiments of the
cation device as shown in FIG. 18. In an Add Shielding Stepinvention include a method of allowing communication to

of a cover that willan RFID tag. The method includes a Step 1510 of opening 5 1910, shielding is added to an area
become a first identification device and a second identifica-a front cover of an identification device, such as Clamshell

ID 810 or Identification Device 1410, in order to make tion device. In an Add RFIDs Step 1920, a first RFID tag is
added to that part of the cover that will become the firstinformation included on the inside of the front cover visible,

an RF shielding page being kept in proximity of the back identification device and a second RFID tag is added to that
cover such that an RF tag within become the second identificationthe back cover is unread- 10 part of the cover that will
able. The RF shielding page can be for example an instance device. In a Cut Step 1930, the cover is cut to separate that
of Page 1230 or a page with Shielding Insert 1310 attached. part that will become the first identification device and that
The method further includes a Step 1520 of visually pre- part that will be come the second identification device. Cut
senting the information on the inside of the front cover. The Step 1930 includes cutting the shielding added in Add
information can include a name, citizenship, photograph, 15 Shielding Step 1910.

FIG. 20 illustrates an RFID reader system configured toidentification number, or the like. A step 1530 includes
read Clamshell ID 810 e.g., an RFID enabled passportturning the shielding page away from the back cover such
including shielding. Spacing between an RFID Reader 2010that the RFID tag becomes un-shielded and can communi-
and a Base 2020 is configured to form a Passport Slot 2030.cate with a reader. The shielding page is a page, between the

ID 810.front cover and RFID Reader 2010 is configured to read Clamshellthe back cover, that includes oris attached 20
to RF shielding configured to limit communication with the The height of Passport Slot 2030 is configured such that

Clamshell ID 810 is sufficiently open when passed thoughRFID tag. In alternative embodiments of this method, the
Passport Slot 2030 between the RFID Reader 2010 and Baserolls of the front cover and back cover are reversed.

As illustrated in FIG. 16, some embodiments of the 2020. E.g., Passport Slot 2030 is configured such that, in
pass through Passport Slot 2030 Clamshell ID 810invention include a method of modifying an RFID enabled 25 order to

cannot be partially open such that shielding within Clam-identification device, e.g., Identification Device 1410. This
shell ID 810 could block the communication between RFIDmethod includes, a Step 1610 of opening the identification

device by turning a back cover away from a front cover; a Reader 2010 and the RFID tag included in Clamshell ID
Step 1620 of selecting a page disposed (optionally bound) 810. The width of the passport slot is optionally configured
betweenthe front disposed between the RFIDcover and the back cover; an optional Step 30 to assure that the shielding is not
1630 of exposing an adhesive surface on an RF shielding reader and the RFID tag.
insert, the RF shielding configured to limit RF communica- FIG. 21 illustrates an RFID reader system including more

than one RFID readers (RFID Reader 2010A, RFID Readertion between an RFID tag included in the identification
1010B, and optionally RFID Reader 1010C). The more thandevice and a reader; and a Step 1640 of attaching the RF

shieldingshielding insert to the selected page using the exposed 35 one RFID readers are disposed such that any
adhesive. In alternative embodiments, the adhesive is within an ID is never within the line of sites between all of
optionally replaced by a clip, clamp, pin, slot, or other the one or more RFID readers and an RFID tag in a reading

volume. And in addition, the more than one RFID readersmechanism configured for temporary attachment to the
identification device. The identification device is optionally are disposed such that the angle between an antenna of the

driver'slicense, immigration document, national 40 RFID tag is at least one of theRFID readers is favorable forapassport,
identity document, or other identification device discussed communicating between the RFID tag and RFID reader.
herein. The RF shielding insert is optionally sized (as Achieving both or these criteria may require three or more

RFID readers. In alternative embodiments, this system maydiscussed elsewhere herein) such that it is disposed at a
include fewer or more RFID readers than illustrated. Thedistance from a fold in the identification device.

As illustrated by FIG. 17, one embodiment of the inven- 45 illustrated readers optionally surround a walk through read-
tion includes a method of making an identity device includ- ing volume.
ing: a Step 1710 of adding an RFID tag to a first cover layer; FIG. 22 is a block diagram of a Switchable RFID Device
a Step 1720 of adding a second cover layer such that the 2200. In some embodiments, Switchable RFID Device 2200
RFID tag is disposed between the first cover layer and the is an identity device such as a passport, identity card,
second cover layer; and a Step 1730 of a attaching an RF 50 driver's license, immigration document (e.g., green card or
shield to the combined first cover layer and second cover visa), student identity card, library card, financial card (e.g.,

credit card, debit card or prepaid card), social security card,layer. The RF shield is optionally attached as a page con-
Military ID card, key, keycard or the like. Switchable RFIDfigured to be disposed between to parts of the combined first
Device 2200 optionally includes Visible Indications 2220cover layer and second cover layer when the combination is

folded. The RF shield is optionally temporally attached to 55 such as a barcode, picture, image, name, address, text,
and/or the like. Switchable RFID Device 2200 furtherthe combined first cover layer and second cover layer.

FIG. 18 is a block diagram illustrating the manufacture of includes one or more Switchable RFID Tag 2230. Switch-
able RFID Tag 2230 includes one or more RFID Antennaan identification device, such as a passport. At one stage in
2240, a Circuit 2250, one or more Tag 2260 and one or morethe manufacturing process Shielding 1130 is dispensed in
Switch 2270. Switch 2270 is optionally disposed withinthe form of a strip. The strip is laid down over what will be 60

several separate identification devices when the manufac- Circuit 2250 or Tag 2260. RFID Antenna 2240 is configured
for sending a radio frequency (RF) signal from Switchableturing is completed. A plurality of RFID Tags 140 are
RFID Device 2200 in response to a received signal. Thedeposited. The assembled material, including shielding is
received signal is optionally used to power Switchable RFIDcut along a Cutting Line 1820 (cutting area) to separate the

locations where the RFID Tags 140 are deposited or to be 65 Tag 2230. In some embodiments, the received signal is an
RF signal received by RFID Antenna 2240. In alternativedeposited. As a result a plurality of identity documents are
embodiments, the received signal is received through anproduced. The cut along Cutting Line 1820 occurs after
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inductive coupling or a non-RF antenna within Circuit 2250. In alternative embodiments, an instance of Switch 2270 is
included in Tag 2260 and/or Circuit 2250. Thus, SwitchableRFID Antenna 2240 is optionally a dipole antenna. RFID

tags can operate in both low frequency (less than 100 MHz) RFID Tag 2230 may include a plurality of Switch 2270, one
Switch 2270 in Circuit 2250 and one Switch 2270 in Tagand high frequency (greater than 100 MHz) modes. In low
2260. As is described further herein, these instances ofwhich 5frequency systems, a field interacts with a coil
Switch 2270 may be configured to perform different func-induces a current that is converted into a digital signal. In
tions.high frequency systems, the electric field of a propagating
FIG. 23 illustrates some of many possible locations forsignal gives rise to a potential difference across the tag's

Switch 2270 within Switchable RFID Device 2200 wheredipole antenna, which results in a digital signal. Switch 2270 creates an open circuit. FIG. 24 illustrates someis 10Tag 2230In some Switchable RFIDembodiments,
of man possible locations for Switch 2270 within Switchableconfigured for a user to be able to repeatedly turn on and off RFID Device 2200 wherein Switch 2270 creates a short

the function (e.g., delectability or readability) of Tag 2260 circuit. The embodiments illustrated by FIGS. 23 and 24
using Switch 2270. Circuit 2250 typically further includes a include a Transistor 2310, a Diode 2320, and a Capacitor
diode, capacitor, transistor, and/or the like configured to0 15 2330. Possible positions for Switch indicatedby an2270 are
receive power through RFID Antenna 2240 or an inductive "X.'
coupling and to convey signals between RFID Antenna 2240 In some embodiments, Switch 2270 is configured to
and Tag 2260. In some embodiments, Tag 2260 includes an partially limit the functionality of Tag 2260. Thus, Tag 2260
integrated circuit. may be configured to respond with data indicating a first

Switchable RFID Tag 2230 is differentiated from circuits 20 state when Switch 2270 is on and to respond with data
found in RFID tags of the prior art by at least the inclusion indicating a second state when Switch 2270 is off. For
of Switch 2270. Switch 2270 is optical, thermal, magnetic, example, Switch 2270 can be connected to logic circuits of
mechanical, wireless, and/or electronic. Switch 2270 is Tag 2260 in such a way that Tag 2260 will transmit a limited
configured to be activated by a magnetic field, an electric amount of data when Switch 2270 is off and a less limited
field, a wireless signal, is on. For example, Taglight, heat, mechanical force, and/or 25 amount of data when Switch 2270
an electronic circuit external to Switchable RFID Device 2260 may be configured to respond with data indicating the
2200. Switch 2270 is optionally a sliding switch, a flip name of a person when Switch 2270 is off and to respond
switch, a rotating switch, membrane switch, pushbutton with the data including the name, an address, an account

number and a telephone number when Switch 2270 is on.switch, or other mechanical switch known in the art of
2270 30 WhenSwitch 2270 is connected to a circuit within Tag2260,mechanical switches. In typical embodiments, Switch

Switch 2270 (or a plurality thereof) is optionally configuredis configured for both turning on and turning off function of
to separately control detection of and readability of TagTag 2260
2260. Detection occurs when Tag 2260 sends any responseIn various embodiments, Switch 2270 is normally open or

normally closed, and the function of Tag 2260 can be signal, while readability is a function of the data that may be
normally on or normally off. Forexample, In some embodi- 35 included inthe contents of the response signal.

FIGS. 25A and 25B illustrate one embodiment of Swit-ments, Switch 2270 is a mechanical contact switch activated
by applying pressure to an outside surface of Switchable chable RFID Device 2200 in which Switch 2270 is a sliding
RFID Device 2200. In some embodiments, when this pres- switch disposed along an Edge 2520 of Switchable RFID
sure is applied the functionality of Tag 2260 will be turned Device 2200. FIG. 25A illustrates an OFF Position wherein
on, and when this pressure is notapplied the functionality of 40 an Electrical Connector 2510 between Circuit 2250 and Tag
Tag 2260 will be off. In some embodiments, Switch 2270 is 2260 is in an open circuit state. In this state, Tag 2260 is not

normally detectable or readable. FIG. 25B illustrates an ONa mechanical contact switch activated using a magnetic
field. In some embodiments, Switch 2270 is an electrical position wherein Switch 2270 completes an electrical con-
switch turned on or off by a circuit external to Switchable nection between Circuit 2250 and Tag 2260. In this position,
RFID Device 2200. For example, Switch 2270 may include45 Tag 2260 is detectable and readable. In this embodiment,
two electrical contacts exposed at the exterior of Switchable Switch 2270 is configured to be moved between the on
RFID Tag 2230. When a conductance path, current and/or position and the off position, for example using a finger. In

the on position, Switch 2270 optionally extends from Edgevoltage is applied between these electrical contacts Switch
2270 is turned on, or in alternative embodiments, turned off. 2520 of Switchable RFID Device 2200. In the off position,

In various embodiments, Switch 2270 functions by cre- 50 Switch 2270 is optionally approximately flush with Edge
2520. Some embodiments of the invention include a switchating a short circuit. For example, Switch 2270 can be

configured to turn off the function of Tag 2260 by short configured to be approximately flush with an edge of a
circuiting RFID Antenna 2240, a diode within Circuit 2250, financial card (e.g., credit card or debit card) in at least one
a capacitor within Circuit 2250, a transistor within Circuit position. Some embodiments of the invention include a
2250, and/or a connection within Tag 2260. 55 switch configured to be below an edge of afinancial card in

In various embodiments, Switch 2270 functions by cre- at least one position. Switch 2270 may be bistable or astable.
Other features illustrated in FIGS. 25A and 25B are optional.ating an open circuit. For example, Switch 2270 can be

FIGS. 26A and 26B illustrates a Membrane Switch,configured to create an open circuit between (or within)
RFID Antenna 2240, Circuit 2250, and/or Tag 2260. generally designated 2600, (and surrounding area) for use in

In some embodiments, Switchable RFID Device 2200 is 60 a switchable RFID device such as Switchable RFID Device
2200. Membrane Switch 2600 is optionally an embodimentconfigured to operate as a key and Switch 2270 is activated

to turn on the functions of Tag 2260 by mechanical insertion of Switch 2270. Membrane Switch 2600 is shown in the
of the key into a locking device. In these embodiments, the OFF and ON positions, in FIGS. 26A and 26B respectively.

The use of a finger to operate Membrane Switch 2600 isfunctions of Tag 2260 are typically off when the key is not
insertedin the locking device. The locking device is con- 65 optional, other devices may be used to activate the switch.
figured to activate Switch 2270 using an electronic circuit, By bringing electrical conductors on a Surface 2630 and a
a mechanical force, or a magnetic field. Surface 2625 together, a switchable RFID tag is controlled,
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activated or deactivated. Typically, Surface 2625 and Sur- As such, Spacer 2640 prevents the membrane switch from
face 2630 are coated with an electrical conductor, such as being activated when a force is applied to the entire first
copper. In some embodiments, a Support Layer 2610 is surface. For example, when the identity device is placed
disposed at a First Surface 2615 of Switchable RFID Device within a wallet and the wallet is compressed.
2200 and aFlexible Membrane 2620 is disposed at a Second 5 Spacer 2640 optionally extends essentially throughout an
Surface 2635 of Switchable RFID Device 2200. Thus, the identity device. For example, where Switchable RFID
Flexible Membrane 2620 includes both Surface 2625 and an Device 2200 is a credit card, Spacer 2640 may extend to the
outer surface, e.g., Surface 2635 of Switchable RFID Device outer edges of the credit card. Flexible Membrane 2620
2200. In some embodiments, Surface 2635 extends beyond optionally includes a picture of a user and/or an indication
MembraneSwitch 2600 to Surrounding Areas 2650. As such 10of the location of Opening 2670 in Spacer 2640. In someFlexible Membrane 2620 is essentially flush with a surface embodiments, Flexible Membrane 2620 is transparent and
of Switchable RFID Device 2200. Flexible membrane 2620

Spacer 2640 includes a picture of a user or a credit cardand Support Layer 2610 are separated by a Spacer 2640. In
number. In some embodiments, Spacer 2640 includes asome embodiments, Spacer 2640 extends beyond the imme-

circuit, the integratedintegratedcavity configured to fit anSurrounding 15Switch 2600 toif Membranediate vicinity
circuit configured to operate as part of Tag 2260 andAreas 2650. Spacer 2640 optionally extends essentially
optionally mounted on Support Layer 2640. In somethroughout Switchable RFID Device 2200. As such, Surface
embodiments, Support Layer 2640 includes conductive2635 can be essentially smooth, e.g. does not include raised
traces configured to connect Tag 2260 to an RFID Antennaportions near Membrane Switch 2600. Support Layer 2610

generallysome embodiments, Spacer 2640 is20 2240. Ins typically stiffer than Flexible Membrane 2620.
rectangular in shape, (e.g., in the shape of a financial card).In various embodiments, Membrane Switch 2600 is

FIG. 27 illustrates a top view of Membrane Switch 2600included in an identity device such as a passport, driver's
of FIG. 26C, according to various embodiments of thelicense, immigration card, key card, financial card, ID card,

or the like. For example, in some embodiments, Membrane invention. In these embodiments, the shape of the Opening
Switch 2600 is includedwithin a passport 2655 from rotating. Aor other identity 25 2670 is configured to prevent Spring
device having a clamshell configuration. In these embodi- wide variety of alternative shapes may be used in alternative
ments, Flexible Membrane 2620 is optionally disposed embodiments.
toward an interior of the identity device when the identity FIG. 28 illustrates Switchable RFID Tag 2230 in an
device is closed. In this position, Flexible Membrane 2620 embodiment wherein Switchable RFID Device 2200

an Identity Document 2800 having a clamshellis protected from inadvertent contact and typically can only 30 includes
configuration (e.g., a passport). Switchable RFID Tag 2230be pressed after the identity device is opened.

In various embodiments, Membrane Switch 2600 is may be included in a Cover 2840, a Cover 2830, or an
included in a financial card (e.g., a credit card, debit card or interior page (not shown) of Identity Document 2800. Iden-
the like). In some of these embodiments, Flexible membrane tity Document 2800 optionally includes Shielding 2810.
2620 is essentially flush with Surrounding Areas 2650 of the 35 Flexible Membrane 2620 istypically disposed such that it is
financial card including Surface 2625, as illustrated in FIGS. on the interior of Identity Document 2800 when Identity
26A and 26B. In this position Membrane Switch 2600 does Document 2800 is closed. See U.S. Pat. No. 7,719,425
not substantially stick out from First Surface 2625 of the issued May 18, 2010 for further details of Identity Document
financial card and is, thus, protected by Surrounding Areas 2800, according to some embodiments.

FIG. 29 illustrates the manufacture of instances of Iden-2650 from inadvertent activation. embodiments, 40In some
Membrane Switch 2600 is recessed below First Surface tity Document 2800. At one stage in the manufacturing
2635 process, Shielding 2810 is dispensed in the form of a strip.

FIG. 26C illustrates an embodiment of Membrane Switch The strip is laid down over what will be several separate
2600 further including a Spring 2655. Spring 2655 may be instances of Identity Document 2800 (after when the manu-

TagofSwitchable RFIDconsidered a switch 45 facturing is completed). A pluralityactivator. Spring has an activation
height at which the spring center will spring into contact 2230 are deposited, creating a device including several

Switchable RFID Tag 2230. The assembled material, includ-with the Support Layer 2610 this activation height is typi-
ing Shielding 2810 is optionally cut to separate the locationscally below First Surface 2635.
where the instances of Switchable RFID tag 2230 areFIG. 26D illustrates a cross-sectional view of Membrane

Switch 2600 disposed within Switchable RFID Tag 2230. 50 deposited or to be deposited. As a result a plurality of
Tag 2260 is at least partially disposed within Spacer 540 Identity Document 2800 are produced. Pages are optionally

added to the assembled material prior to cutting. See U.S.and/or Support Layer 2610. Spacer 2640 and/or Support
non-provisional patent application Ser. No. 11/350,309 filedLayer 2610 optionally include a cavity configured to receive

Tag 2260. In some embodiments, Tag 2260 is deposited on Feb. 7, 2006 for further details, according to some embodi-
Support Layer 2610 before Spacer 2640 is deposited on 55 ments.

In the above and other embodiments, Switchable RFIDSupport Layer 2640. In these embodiments, Support Layer
2640 is formed around Tag 2260. In some embodiments, Tag 2230 is optionally disposed such that the switch mecha-
Spacer 2640 is configured to hermetically seal Tag 2260 nism is accessed from the inside of Cover 2830 or Cover

2840, the inside being the sides that face each other whenand/or Membrane Switch 2600.
various embodiments, an Opening 2670within Mem- 60 Identity Document 2800 is closed. This orientationIn is option-

ally configured to reduce the probability of inadvertentlybrane Switch 2600 is less than or equal to 2.0 mm, 1.5 mm,
1.75 mm, 1.25 mm, 1.0 mm, 0.75 mm, or 0.5 mm think as activating Switch 2270 when Identity Document 2800 is
measured from Surface 2625 to Surface 2630. closed. For example, in these embodiments, Flexible mem-

brane 2610 may be to the inside (of the closed IdentityThe membrane switch illustrated in FIGS. 26A and 26C
is optionally disposed such that Flexible Membrane 2620 is 65 Document 2800) and Support Layer 2610 may be to the
approximately flush with, or recessed in, First Surface 2635 outside. Support Layer 2610 optionally includes a stiffener
of an identity device such as a driver's license or credit card. in the region near Opening 2670.
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FIG. 30 illustrates an exploded view of an embodiment of separate instance of Switch 3130 may be disposed between
RFID Antenna 2240 (or Circuit 2250) and each instance ofSwitchable RFID Device 2200 including a Driver's License,

generally designated 3000. In this view, for clarity, Spacer Tag 2260. In this configuration, the instances of Switch 3130
2640 is removed and Flexible Membrane 2620 is separated may be used to select which instance of Tag 2260 to activate.
from Tag 2260, RFID Antenna 2240, Circuit 2250 and 5 Switch 3110 and/or Switch 3120 may, likewise, be config-
Support Layer 2610. A location of Membrane Switch 2600 ured to select, activate or control different instances of Tag
is indicated by Markings 3020 visible at Flexible Membrane 2260
2620. Surface 2635 is of uniform level across the face of In some embodiments, Switchable RFID Device 2200
Driver's License 3000. As such, Switchable RFID Device includes a Memory 3150. Memory 3150 is optionally pro-
2200 can smoothly Membrane 10be placed in a wallet and grammable. For example, in some embodiments, MemorySwitch 2600 is protected from inadvertent activation by 3150 is programmable using data entered through instancesSpacer 2640. Membrane Switch 2600 is optionally disposed

of Switch 3110 and Switch 3120. In some embodiments,at least partially within RFID Antenna 2240. A similar
Memory 3150 is changed from a write state to a read onlyembodiment of Switchable RFID Device 2200 may include

state, using Switch 3110. In various embodiments, Memorya credit card or similar financial device.
3150 is configured to store data to be broadcast, encryptionFIG. 31 illustrates an embodiment of Switchable RFID
information, data keys, values to be used in conjunction withDevice 2200 including a plurality of Switches, designated
data entered suing Switch 3110, data for logic processing,3110, 3120 and 3130. These embodiments of Switchable
identifying data, account data, mode data characterizing aRFID Device 2200 may include an identity device, financial

MemoryTag 2230, or the like.mode of Switchable RFIDcontrol, product label, 20credit card, debit card, remotedevice,
3150 can be volatile or non-volatile, FLASH, SDRAM,communication device, or the like. Any of Switches 3110,
ROM, DDRAM, DRAM, or the like. Some embodiments of3120, and 3130 are optional. Switch 3130 is configured for

turning Switchable RFID Device 2200 ON and OFF. For the invention include an automated device configured to
example, as illustrated, Switch 3130 may be disposed in a actuate Switch 2270 in order to place Switchable RFID Tag

between RFID Antenna 2240 and a Power Cir-connection 25 2230 in a programmable mode.
FIG. 32 illustrates various embodiments of Tag 2260cuit 3140. Power Circuit 3140 is an embodiment of Circuit

configured for use in embodiments of Switchable RFID2250 configured to generate electrical power from a received
Device 2200 including a plurality of switches. In the illus-signal to power Tag 2260.

Switch 3110 and Switch 3120 are configured to control trated embodiments, Tag 2260 includes a First Logic Input
3210 and an optional Second Logic Input 3220,configuredprocessing logic within Tag 2260. For example, in some 30

embodiments, Switch 3110 and Switch 3120 are configured to be coupled to Switch 3110 and Switch 3120, respectively.
First Logic Input 3210 and Second Logic Input 3220 areto provide Boolean (true/false) values to a logic circuit
each configured to be responsive to a different switch. Firstwithin Tag 2260. Some embodiments include further
Logic Input 3210 and Second Logic Input 3220 are config-switches (e.g., 3, 4, 6, 8, 10 or more) configured to control

the function of Tag 2260.processing logic. 35 ured to control
In various embodiments, the processing logic within Tag For example, in some embodiments, Tag 2260 is config-

ured to output different data via a Data Input/Output 32402260 can be configured to perform a wide variety of func-
tions responsive to Switch 3110, Switch 3120, and any depending on the state of Switch 3110 as determined by the
additional switches present. For example, in some embodi- First Logic Input 3210. Tag 2260 is optionally configured to

40 output different data depending on whether a switch coupledments, the processing logic is configured such that when
to First Logic Input 3210 or a switch coupled to SecondSwitch 3110 is activated a transaction amount is approved

and when Switch 3120 is activated the transaction amount is Logic Input 3220 is activated. In some embodiments, Tag
2260 is configured to send a signal via Antenna 2240 indisapproved. Alternatively, Switch 3110 and Switch 3120

may be part of a set of switches used to enter a PIN (personal response to a signal received and/or energy received via
identification number), an encryption key, The sent signal is responsive to the states ofan amount, an 45 Antenna 2240.
authorization code, an RFID reader identification number, Switches 3610-3612. For example, in some embodiments,
an identification number associated with Switchable RFID Tag 2260 is configured to respond with a specific signal only
Device 2200, a selection of a mode of Tag 2260, text, when Switches 3610-3612 are activated in a specific order,

combination, or temporal pattern. In some embodiments,numbers, and/or other data.
embodiments, data sent by Tag 2260 using RFID 50 Tag 2260 is configured to receive powerIn some via Antenna 2240,

Antenna 2240 is responsive to Switch 3110 and/or Switch examine a state of Switches 3610-3612, and to send data via
3120. For example, in some embodiments, Tag 2260 will Antenna 2240 responsive to the examined state.

In some embodiments, the switches illustrated in FIG. 32send a different identification number depending on whether
Switch 3110 or Switch 3120 is activated. In some embodi- are membrane switches. In some embodiments, the switches
ments, Tag 2260 is configured to allow a transaction up to a 55 illustrated in FIG. 32 are irreversible switches.

FIG. 33 illustrates an instance of Tag 2260, according tocertain value if neither Switch 3110 nor Switch 3120 is
activated, and progressively higher values if Switch 3110 or various embodiments of the invention. These embodiments
Switch 3120 is activated. In some embodiments, Tag 2260 include a plurality (e.g., 2, 3, 4, 8, 10, 12 or more) of switch
is configured to require that Switch 3110 and Switch 3120 be inputs, such as First Logic Input 3210, Second Logic Input

3220 and Third Logic Input 3330. First Logic Input3210,a specific combination, order and/or with a 60activated in
Second Logic Input 3220 and Third Logic Input 3330 arespecific temporal pattern in order to perform some opera-
configured to receive inputs from Switch 3110, Switch 3120,tion, e.g., a financial transaction.

While the embodiment of Switchable RFID Device 2200 Switch 3130, or the like, respectively. The state of connected
illustrated in FIG. 31 includes one instance of Tag 2260, as switches (Switch 3110, Switch 3120, etc.) is monitored by

elsewhere herein, Switchable RFID Device 2200 65 an optional Switch State Monitor 3340 and a Processingdiscussed
Logic 3350. Switch State Monitor 3340 is optionally aoptionally includes more than one instance of Tag 2260.

When multiplexer, latch, logic circuit, or the like.more than one instance of Tag 2260 is present, a
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entering data within Memory 3150. Alternatively, Tag 2260In some embodiments, Processing Logic 3350 is config-
ured to process data received through a Data Input From is configured to include a plurality of exchangeable Memory
Antenna 3360, to receive power from a Power Input From 3150. In these embodiments, Tag 2260 is programmed to
Antenna 3230, and to generate data for output through a operate with different financial accounts and/or functions by
Data Output to Antenna 3370 responsive to the states of 5 inserting different instances of Memory 3150 within Swit-
Switch 3110, Switch 3130, etc. The generated data is option- chable RFID Tag 2230. The multiswitch credit card is, thus,
ally further responsive to data stored in Memory 3150 and/or optionally a multi account credit card.
data received from Data Input from Antenna 3360. Some embodiments of Switchable RFID Device 2200 are

The data received from Memory 3150 can include codes configured to include a plurality of Tag 2260. Each member
for Processing Logic 3350 to generaterequired specific data 10 of the plurality of Tag 2260 may be responsive to one or

for communication through Data Output to Antenna 3370. more switches. In some embodiments, Switchable RFID
For example, in some embodiments, Tag 2260 is configured

Device 2200 is configured to receive one or more replace-to output an RF signal only if data in Memory 3150 matches
able instances of Tag 2260. In these embodiments, Switch-a state of Switches 3110 and 3120. In some embodiments,

programmed by replacingbeRFID Device 2200 mayseveral 15 abledetermine which ofused toswitches isthe state of
an instance of Tag 2260. Multiple instances of Tag 2260different alternative RF signals to transmit. For example, if
optionally share one instance of RFID Antenna 2240 and/orSwitch 3110 is activated then a first signal is transmitted, if
one instance of Memory 3150.Switch 3120 is activated then a second signal is transmitted,

FIG. 34 illustrates a method according to various embodi-and if no switches are depressed than no signal is transmitted
embodiments, power isof the invention. In theseand second signals 20 mentssignal is transmitted. The firstor an third

received by Tag 2260 through an RF or inductive signal inare optionally associated with different financial accounts
a Receive Power Step 3410. The RF signal optionallyand/or different functions.
includes data received in a Receive Data Step 3420. TheSome embodiments of the invention include a multi-

switch credit card including one or more instances of Tag 3110, Switch 3120, etc. isoneormore of Switchesstate of
determined in a Determine Switch State 3430 Step.2260. This multiswitch credit card optionally is configured 25 then

to be associated with more than one financial account and This state is used to determine an RF response, of any, in a
Determine Response Step 3440. The RF response is thenswitches may be used to indicate which of the more than one

financial account should be used for a transaction. In one sent in a Send Response Step 3450.
FIG. 35 illustrates various embodiments of the inventionexample, the multiswitch credit card includes an instance of

Device 2200 is configured as aTag 2260 configured for engaging in a financial transaction 30 in which Switchable RFID
RF Powered Remote 3500 configured to control externalresponsive to Switch 3110 and also configured to operate an
devices. This RF Powered Remote 3500 optionally does notelectronic lock responsive to Switch 3120. Multiswitch
require an internal power source (e.g., is powered wire-credit card: Includes one or more switches; Includes RFID

device optionally passive; Single switch can be used to lessly). Power is received from an RF (radio frequency)
turn on and off RFID; Multiple switches can be used to enter 35 signal via RFID Antenna 2240 and used to send a return
an access code, such as PIN or password; the PIN or signal, typically through the same instance of RFID Antenna

2240. RF Powered Remote 3500 uses one or more Switch-password may be encoded in an order of switch state change
able RFID Tag 2230 to activate and deactivate or modify theor a temporal relationship between switch state change, e.g.,
return signal. The one or more Switchable RFID Tag 2230a temporal pattern; Multiple switches can be used to enter an

ID number of an RFID reader. Multiple switches may be 40 optionally share RFID Antenna 2240, power circuits, and/or
embodied in telephone device, such as a cellular phone; Powered Remote 3500 istypicallyprocessing logic. RF a
Multiple switches may be used to enter an access code based multifunction remote control.

RF Powered Remote 3500 is optionally used as part of aon combinations of switches as well as single switch acti-
locking mechanism, such as in a vehicle lock or door lock.vation. Single switch activation optionally includes. use of a

of switch to generate a code. Switches 45 RF Powered Remote 3500 is optionally configured to con-temporal pattern
could be used to indicate amount approval. Switches could trol electronic equipment, computing device, asuch as a
be used to select an account. For example, activating a first video recording device, projector, a game, a stereo, or a
switch may result in a transaction being debited from a first television. RF Powered Remote 3500 is optionally config-
account and activating a second switch may result in a ured to control a garage door opener.

As illustrated in FIG. 35, a Transmitter 3510 is configuredtransaction being debited from a second account. 50

to send an RF signal to provide power to RF PoweredCellular phone: Cellular phone configured to use two or
Remote 3500. This RF signal is received by RF Poweredmore communication modes: one mode for cellular opera-
Remote 3500. When a switch (e.g. a First Switch 3520 or ation and one mode, e.g., RFID, for short range financial
Second Switch 3530), included in RF Powered Remotetransactions or lock operation. These modes may use dif-

power is used to sendferent frequency ranges. Keys (switches) within cellular 55 3500, is in a first position the received
phone turn on and off short-range transmissions within the a return signal from RF Powered Remote 3500 to the device
short range mode. Keys within cellular phone configured to being controlled, e.g. a Controlled Device 3540. Transmitter

3510 is optionally included in Controlled Device 3540.enter access code for use in short range mode. Short range
mode is optionally passive RFID. For example, the presence When First Switch 3520 and/or Second Switch 3530 is in a
of an RFID tag, power is not usedto sendthewithin the cellular phone, may allow 60 second position the received
operation of a lock. The cellular phone is optionally con- return signal from the remote, or is used to send a different
figured to receive a plurality of RFID tags. These RFID tags return signal. The return signal may include audio, RF,

infrared light, visible light, or the like. First Switch 3520 andare optionally responsive to switches (e.g., keys) on the
Second Switch 3530 are optionally embodiments of Switchcellular phone.

Some embodiments of the invention optionally include 65 3110, Switch 3120, or Switch 3130. In various embodi-
ments, RF Powered Remote 3500 includes 1, 2, 3, 4 or moreprogramming of Tag 2260 to make associations with the one

or more financial account. This programming can include switches, such as First Switch 3520 and Second Switch
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3530. Typically, different switches are configured to control a magnetic switch, or any of the many other switches known
in the art to make and break electrical connections. Firstdifferent functions of Controlled Device 3540.

In some embodiments, First Switch 3520 and/or Second Switch 3520 is optionally part of a roller, wheel or dial that
makes and breaks an electrical connection as it is turned.Switch 3530 are configured to control the collection of

power Switch 3530 are optionallyfrom the RF signal. In some embodiments, First 5 First Switch 3520 and Second
Switch 3520 and/or Second Switch 3530 are configured to embodiments of Switch 2270.

In some embodiments, a single instance of RF Transmitterprevent the power from flowing through an integrated circuit
3510 is configured to power a plurality of Tag 2260. Each ofwithin the RF Powered Remote 3500. In some embodi-

ments, the First Switch 3520 and/or Second Switch 3530 are this plurality of Tag 2260 is optionally configured to control
configured different functions into decouple an instance of RFID Antenna 2240 10 a separate electronic deviceor operate
within RF Powered Remote 3500. In some embodiments, a single electronic device. The plurality Tags 2260 option-

ally included in the same RF Powered Remote 3500.the First Switch 3520 and/or Second Switch 3530 are
configured to prevent data transmission from RF Powered In some illustrative embodiments, an instance of RF
Remote 3500. In some embodiments, First Switch 3520 Transmitter 3510 is disposed within a vehicle dashboard and
and/or Second Switch 3530 are configured steering wheelto control logic 15 a plurality of Tag 2260 are disposed within a
within an instance of Tag 2260 within RF Powered Remote of the vehicle or rear view mirror. One of the plurality Tag
3500. In various embodiments, First Switch 3520 and/or 2260 is configured to control an audio system and another of
Second Switch 3530 are normally on or normally off. In the plurality of switchable RFID tags is configured to control
some embodiments, more than one switch is configured to a climate system (e.g., air conditioner or heating). In some

embodiments, the wireless response signals generated bycontrol logic within the same integrated circuit.
The embodiments of RF Powered Remote 3500 illus- both of these Tag 2260 is received by a RF receiver and

trated in FIG. 14 include a Power Collection Circuit 3550 communicated to a circuit that then controls the separate
configured to convert the received RF signal to electrical electronic devices. In alternative embodiments, each of the
power of the operation of one or more Tag 2260. RF separate electronic devices (e.g., audio system and climate
Powered Remote 3500 receiver configured tois configured to power an integrated 25 system) includes a separate RF
circuit, e.g., Tag 2260, and send a return signal using the receive the response signals.

FIG. 36 illustrates an embodiment of Switchable RFIDelectrical power produced by Power Collection Circuit
Device 2200 including a Multiswitch Credit Card 3600,3550. The RF Powered Remote optionally receives all of its

electrical power from the Power Collection Circuit 3550. according to various embodiments of the invention. Multi-
First Switch 3520 and/or 30 switch CreditDepending on the state of Card 3600 includes two or more switches,

Switch 3530, Tag 2260 may cause the return signal to be such as Switch 3610, Switch 3611, and optional Switch
3612. Switches 3610, 3611 and 3612 are optionally embodi-transmitted using a Return Signal Generator 3560. Return
ments of Switch 3110 and Switch 3120. Multiswitch CreditSignal Generator 3560 is optionally included in Tag 2260.
Card 3600 further includes one or more instances of TagReturn Signal Generator 3560 is optionally shared by a

plurality of Tag 2260 within RF Powered Remote 3500. In 35 2260, an optional instance of Circuit 2250 configured to
some embodiments, Return Signal Generator 3560 includes generate power for used by Tag 2260, and RFID Antenna

2240. In embodiments without Circuit 2250, Multiswitchan instance of RFID Antenna 2240.
First Switch 3520 and Second Switch 3530 each control Credit Card 3600 includes its own power source (not

Tag 2260, such that the return signal is responsive to the shown).
states of these, switches. For 40 Switches 3610-3612 are each configured to make or breakand optionally further,

an electrical connection, the state of which can be deter-example, in some embodiments, if First Switch 3520 is on,
then Tag 2260 will include a first data in the return signal, mined by the resistance of electric current flow or the
and if Second Switch 3530 is on, then Tag 2260 will include presence of a current or voltage. In some embodiments,

Switches 3610-3612 are membrane switches, such as Mem-a second (typically different) data in the return signal.
The RF Transmitter3510 and Controlled Device 3540 are 45 brane Switch 2600. In various embodiments, Multiswitch

Credit Card 3600 including Switches 3610-3612 is less thanoptionally separate. For example, the RF transmitter may be
4, 3, 2, 1.5, 1, or 0.5 mm thick. In various embodiments,included in an automobile and the controlled device may be
Switches 3610-3612 are essentially flush with a front surfacea garage door.

In some embodiments, First Switch 3520 is activated by of Multiswitch Credit Card 3600.
In some embodiments, Circuit 2250 is configured toof RF Powered Remote 3500 in part ofinsertion a locking 50

generate electrical power from the RF signal received viasystem.
In some embodiments, First Switch 3520 is coupled to a RFID Antenna 2240 for use by one or more instances of Tag

2260. In some embodiments, Circuit 2250 and/or RFIDbutton configured for turning the volume of an electronic
Antenna 2240 are shared by several instances of Tag 2260device up and/or Second Switch 3530 is coupled to a

different button configured for changing a channel 55 within Multiswitch Credit Card 3600. In some embodi-
In some embodiments, RF Powered Remote 3500 is ments, Multiswitch Credit Card 3600 is configured not to

configured to unlock a car. transmit an RF signal unless at least one of Switches
In various embodiments, RF Powered Remote 3500 3610-3612 is activated. In some embodiments, Switches

3610-3612 are configured for entering an access code, suchincludes a wireless keypad, a wireless computer mouse, a
encodedwireless keyboard, a wireless microphone, a key, a tele- 60 as PIN or password.Theaccesscodeis optionally

by an order in which the states of switches are changed, byphone, an identity document, or the like.
In some embodiments, RF Powered Remote 3500 is a switch combination, and/or by a temporal relationship

included in a hermetically sealed and/or waterproof housing. between changes in switch state, e.g., a temporal pattern.
Because the RF powered remote is remotely powered, there In some embodiments, Switches 3610-3612 are config-
is no necessity for a battery compartment or power plug. 65 ured for amount of a financial transaction. Inapproving the

some embodiments, Switches 3610-3612 are configured forFirst Switch 3520 and Second Switch 3530 may include
Fora push-button switch, a membrane switch, a sliding switch, accounts.selecting from among a plurality of financial
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Various embodiments of the invention include a modifiedexample, activating Switch 3610 may result in a transaction
version of Basic Access Control. In these embodiments, thebeing debited from a checking account, activating Switch
logic is configured to prevent the identity device from3611 may result in a transaction being applied a first charge
transmitting certain data unless the data entered usingaccount, and activating Switch 3612 may result in a trans-

device matches an ID number of a5 switchesontheidentityaction being applied to a second charge account.
RFID reader making a request. The logic may be configuredIn some embodiments, Multiswitch Credit Card 3600 (or
to implement Basic Access Control, such as that used inother embodiments of Switchable RFID Device 2200)
electronic U.S. passports, but unlike the system used inincludes encryption logic configured to operate in response
current passports, the data entered is an ID of the reader andto the activation of switches. For example, the encryption

device)10 the data is entered at the passport (or otheridentitylogic may be configured to use data received via switches as rather than at the reader.an encryption or decryption key. The encryption logic may embodiments,theidentity device includesaIn various
be configured to encrypt data received via switches prior to plurality of switches configured for a user to enter data
transmission of this data. In some embodiments, Switchable associated with a reader. For example, in some embodi-
RFID Tag 2200 is configured to make use of rolling codes number15 ments, the switches receive anIDare configured to
for security purposes. In these embodiments, synchroniza- of a point of sale (POS) device. Logic within the identity
tion of the codes is optionally be coordinated by a central device may then use this ID number to assure that a
server configured to communicate with point of sale sta- transaction is communicated to the correct POS device. For
tions. In some embodiments, a switch is activated using a example, if several vending devices are positioned adjacent
biometric sensor. The features described herein with respect 20 to each other, the ID number of one of thevending devices
to various embodiments of Switchable RFID Device 2200, may be entered in the identity device using the plurality of
such as Multiswitch Credit Card 3600, may be included in switches and the ID card may then be enabled to engage in

a transaction with that particular vending device but not theother types of identity devices.
In various embodiments of the invention, an identity other nearby vending devices.

Passwords, PINs, or the like received by the identitydevice includes both one or more electrical contact config- 25
ured to make physical electrical contact with a reader and a device through the plurality of switches are optionally stored
RFID tag configured to communicate wirelessly with a in volatile memory within the identity device. When the

identity device ceases to receive energy through an RFreader. The physical contact is optionally used to convey
signal the data stored in this volatile memory is discardedcommunication that is different from the wireless commu-

embodiments, this data is stored in non-nication. For example, the physical connection based com- 30 (lost). In some
volatile memory and thus retained between RF transmis-munication may include programming of a circuit within the

RFID tag (e.g., programming account number), while the sions.
In some embodiments, the identity device is configured towireless communication may be more limited than the

store an account balance in static memory. Logic within thephysical connection based programming, (e.g., the wireless
communication may be limited to reading the programmed 35 identity device is optionally configured such that the account
account number). In another example, the wireless commu- balance can only be increased using a physical connection,
nication may be configured for a limited set of transaction while the account balance can be debited using a wireless
types (e.g., those less than $50, or deposits), while the connection. Alternatively, logic within the identity device is
physical communication is configured for additional trans- optionally configured such that the account balance can only

(e.g., larger value withdrawals). Further, the 40 be debitedaction types using a physical connection.
physical communication may be used for downloading Some embodiments of the invention include methods of
transaction logs or other data stored on the ID card. Trans- purchasing using a switchable RFID. The identity device is

placed within the reading range of a wireless POS device.action logs are optionally stored using power received
through RFID Antenna 2240. One of a plurality of switches within identity device is

In various embodiments, an identity device includes a 45 activated such that an RFID tag will respond to an RF signal
from the POS device. The RFID tag responses to the RFplurality of switches and is configured to engage in a

transaction or allow access (to an account, data, or a physical signal from the POS by energizing itself using the RF signal
location) responsive to whether proper members of the and generating a response RF signal. The responsive RF
plurality of switches are pressed. For example, in one signal includes an account number such as a checking or
embodiment the ID card includes 10 switches configured for 50 savings account number, a credit card number, identity
a user to enter a PIN (personal identification number) or number, or the like, responsive to the switch.

FIGS. 37A-37C illustrate positions of RFID Antennapassword. Only when the proper data is entered using the
2240 within Multiswitch Credit Card 3600, according toplurality of switches will the ID card participate in certain

functions, such as an electronic payment or opening of a various embodiments of the invention. As illustrated in FIG.
lock. disposedAs described further herein, different numbers of 55 37A, in some embodiments, RFID Antenna 2240 is

such that Embossed Lettering or Numbering 3620 is insideswitches are possible.
In various embodiments, an identity device includes logic of RFID Antenna 2240. In these embodiments, at least part

of Switch 2270 (or a plurality thereof) is optionally disposedconfigured to process data entered using a plurality of
switches. This logic may, for example, prevent the identity inside of RFID Antenna 2240. As illustrated in FIGS. 37B
device RFID Antenna 2240 isfrom transmitting an RF signalunless the entered 60 and 37C, in some embodiments,

disposed primarily in the part of a credit card (e.g., the upperdata matches previously stored data, for example, if an
entered PIN matches a stored access code. The logic may be half) that does not include Embossed Lettering or Number-

ing 3620. In these embodiments, Switch 2270 (or a pluralityresponsive to the order of switches activated, combinations
thereof) may be disposed either inside and/or outside ofof switch activation (e.g., which switches are activated at the

switches are 65 RFID Antenna 2240. As illustrated in FIG. 37C, whensame time), or which of the plurality of
Switch 2270 is disposed outside of RFID Antenna, Connec-activated. Timing may be achieved through the use of

appropriate RC (resister-capacitor) circuits or a clock signal. tions 3615 between Switch 2270 and Tag 2260 are option-
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Electronics 3920. Integrated Circuit 3930 further includes anally routed to avoid Embossed Lettering or Numbering
Output 3940 configured to convey data to Antenna 3910 for3620. In some embodiments, Spacer 2640 is comprised of a

material that can be embossed to form raised lettering and transmission as an RF signal.
numbering (e.g., a name and credit card number). In these Integrated Circuit 3930 further includes an optional State
embodiments, the manufacture of Embossed Lettering or Memory 3945 configured to store the current state of the

RFID Tag, e.g., ON or OFF. In various embodiments, StateNumbering 3620 can be made through Spacer 2640.
Memory 3945 includes a memory location in a static randomIn some embodiments, of the invention, one or more
access memory, a magnetic memory, or the like. In theseinstances of Switch 2270 are configured to control whether

Tag 2260 (and/or associated memory) are in a program- embodiments, the state stored within State Memory 3945 is
In somewithout a constant source of power.mable state or a non-programmable state. For example, 10 preserved

when an instance of Switch 2270 is in a first state writing to embodiments, State Memory 3945 includes memory con-
non-volatile memory within Tag 2260 is allowed and when figured to store data only while power is available. In this
Switch 2270 is in a second state writing to the non-volatile embodiment, the ON state is typically temporary and auto-
memory is not allowed but reading of the non-volatile matically reverts to the OFF state after power is no longer

be allowed. In some embodiments, Switch 15 available.memory may
2270 is initially in a state wherein the non-volatile memory Integrated Circuit 3930 further includes an optional Data
can be written to and the switch is then irreversible changed Memory 3950 configured to store data received through

Antenna 3910, and/or to be transmitted using Antenna 3910.to a state wherein the non-volatile memory can no longer be
The data stored in Data Memory 3950 may include a serialwritten to.

The irreversible change optionally includes breaking of a 20 number of RFID Tag 3900, identification data, biometric
conductor. For example, in some embodiments, an RFID data, medical information, license information, or the like.
enabled identity device is configured such that an instance of Integrated Circuit 3930 further includes a Key Memory

3955 configured to store a key required to change the stateSwitch 2270 comprises a Conductor 3810 coupled to Tag
2260. As illustrated in FIG. 38, when Conductor 3810 is of the RFID Tag 3900 from ON to OFF, from OFF to ON,
unbroken Tag 2260 Key Memory 3955 is typi-isin a programmable state, e.g.,non- 25 and/or between twoON states.
volatile memory within Switchable RFID Tag 2230 can be cally static memory, and optionally read only memory or

write-once memory. In other embodiments, the Keywritten to. After programming this conductor is broken and
Tag 2260 is thus irreversibly changed to a nonprogrammable Memory 3955 is memory configured for temporary storage
state. Data already programmed within Switchable RFID of data.

Integrated Circuit 3930 further includes Switch LogicTag2230may be locked by the breaking of Conductor 3850. 30
3960 configured to read the state stored in State MemoryIn one embodiment, Conductor 3810 is broken through the
3945 and, responsive to the read state, either transmit or notmanufacture of Embossed Lettering or Numbering 3620.
transmit an RF signal using Antenna 3910. The transmittedFor example, embossing a credit card number into a credit
data optionally includes data stored in Data Memory 3950.card can break a conductor and thus lock the contents of

configured tonon-volatile memory within the credit card. In alternative 35 In some embodiments, Switch Logic 3960is
embodiments, an identity device includes a plurality of not transmit an RF signal unless the state read from State

Memory 3945 indicates that the RFID Tag is in an ON state.Conductor 3810 and members of this plurality are broken in
In some embodiments, Switch Logic 3960 is configured toorder to program function of Tag 2260. Each member of the

plurality of Conductor 3810 that is or is not broken repre- read the state stored in State Memory 3945 and, responsive
alternativesents one bit of logic programmed. 40 plurality ofto theread state, transmit one of a

Some embodiments of the invention include a switchable data stored in Data Memory 3950. In some embodiments,
RFID tag is configured to be remotely switched using an RF Switch Logic 3960 is configured to read the state stored in
signal. In some embodiments, in an OFF state, the RFID tag State Memory 3945 and, responsive to the read state,

transmit different amounts of data stored in Data Memorywill not transmit a response signal and thus is not remotely
detectable using anRF signal. In an ON state, the RFID tag 45 3950
will transmit a response signal. The RFID tag is switched In some embodiments, Switch Logic 3960 is configured
between the ON state and the OFF state through receipt of to receive data through Antenna 3910, to read a key from

Key Memory 3955, to compare the received data with thea specific command or commands, through an RF signal. In
read key, and to change the state stored in State Memoryalternative embodiments, the RFID tag includes multiple

ON states, optionally in combination with an OFF state. some50 3945 responsive comparison. For example, into this
FIG. 39 illustrates a remotely switchable RFID Tag 3900 embodiments, if the read key matches the received data, the

including an Antenna 3910, a Power Electronics 3920, and state of the RFID Tag 3900 is set to ON, or changed from
an Integrated Circuit 3930. RFID Tag 3900 is optionally an one ON state to another ON state. In some embodiments,

Switch Logic 3960 includes logic configured to decrypt orembodiment of other RFID tags disclosed herein. Likewise,
Antenna 3910, PowerElectronics 3920 and Integrated Cir- 55 apply a hash function to the received data prior to the

comparison. The Switch Logic 3960 can include software,cuit 3930 are optionally embodiments of other antennae,
power electronics and integrated circuits disclosed herein. hardware, and/or firmware. In some embodiments, State
Antenna 3910 is configured to send and receive data Memory 3945 is configured to store a rolling code.

In some embodiments, Integrated Circuit 3930 is embod-encoded in an RF signal and also optionally configured to
receive sufficient energy to power RFID Tag 3900. 60 ied functionality ofin several devices. For example, the
Power Electronics 3920 are configured to receive energy Integrated Circuit 3930 may be distributed among several

through Antenna 3910 and to power Integrated Circuit 3930 chips. In some embodiments, Key Memory 3955, Antenna
using this received energy. Power Electronics 3920 typically 3910, Switch Logic 3960 and/or State Memory 3945 are
include elements such as a diode, capacitor, transistor, or the configured to be shared by more than one instance of
like 65 Integrated Circuit 3930. ForExample, two or more instances

of RFID Tag 3900 may be included in a single device andIntegrated Circuit 3930 includes an Input 3935 configured
to receive data from Antenna 3910 and power from Power these two or more instances of RFID Tag 3900 may share a

SAMSUNG EXHIBIT 1005, Page 58



US 11,989,612 B1
39 40

single instance of Key Memory 3955, Antenna 3910, Switch state RFID tag 3900 is configured to include the name and
Logic 3960 and/or State Memory 3945 medical information in the response RF signal.

In some embodiments, RFID Tag 3900 further includes a In some embodiments, RFID Tag 3900 is automatically
mechanical switch configured to control operation of RFID returned to the OFF state from the ON state, in a Revert Step
Tag 3900. This switch Switch 5 4060. For example, in one embodiment the ON state remainsmay include, for example,
2270 (FIG. 22). For example, in one embodiment, Switch only so long as there is charge on a capacitor. When this
Logic 3960 is configured for turning ON and OFF operation charge dissipates or is used, the RFID automatically returns

to a default OFF state. The automatic switch back to the OFFof RFID Tag 3900, while Switch 2270 is configured to select
between alternative ON states. In an alternative embodi- state can be dependent on when power is no longer received

2270 is configured for turning ON and OFF 10 from an RF signal, on the timing characteristicsment, Switch of an RC
operation of RFID Tag 3900 and Switch Logic 3960 is (resistor-capacitor) circuit, on Switch 2270, on an RF signal
configured for selecting between alternative ON states. In received, and/or the like.
some embodiments, proper activation of both Switch 2270 FIG. 41 is a flowchart illustrating a method of operating
and Switch Logic 3960 is required to turn RFID Tag 3900 the RFID Tag 3900 illustrated in FIG. 39. In an optional
to an ON state. Thus, in order forRFID Tag 3900 to transmit 15 Receive Energy Step 4010 energy sufficient to power the

RFID is received by Antenna 3910. In a Read State Stepcertain information, or to transmit at all, Switch 2270 must
be activated by a person and Switch Logic 3960 must 4120 the state of the RFID Tag is read from State Memory

2245. In a State? Step 4130 the read state is examined. If thereceive a proper key from an RF reader. This provides a dual
read state is ON, then in a Send Response Step 4140 an RFlayer of mechanical and key based security. In some embodi-

ments, using Antennathe switch must be activated and a proper keymust 20 response is sentfrom the RFID Tag 3900
3910. If the read state is OFF, then the RFID Tag 3900 isbe received in order for RFID Tag 3900 to transmit certain

information. In some embodiments, use of Switch 2270 will prevented from sending an RF response, in an Abort
activate RFID Tag 3900 in a first ON state and use of Switch Response Step 4150. In some embodiments, that include
Logic 3960 (through an RF signal) will activate RFID Tag more than two states, the read state can be something other
3900 in a second ON state. The second ON state optionally 25 than ON or OFF.If theread state isastateotherthanON or

OFF then a restricted RF response is sent in a Sendrequires use of both Switch 2270 and Switch Logic 3960.
In some embodiments, Integrated Circuit 3930 also Restricted Response Step 4160. The restricted response

typically includes less or different data than would beincludes an independent Power Supply 3965 such as a
battery or capattery. included if the read state had been ON.

3900 of 30 The steps shown in FIGS. 40 and 41 are optionallyembodiments, the switchable RFID TagIn some
performed using Integrated Circuit 3930 of FIG. 39.FIG. 1 is included in an identification document such as a

driver's license, green card, passport, or the like. In some transmission isIn some embodiments, first data in a
configured to change the state of an RFID tag to ON. Furtherembodiments, the Switchable RFID Tag 3900 is included in
data in the transmission is then configured to elicit aa wireless key configured to open a lock, to access data, to

gain entry, or the like. In some embodiments, Switchable 35 responding transmission from the RFID tag. After the trans-
RFID Tag 3900 is included in a cellular telephone or another mission is concluded the RFID tag automatically reverts to

the OFF state. These embodiments optionally include non-device configured to communicate using WiFi, WiMAX, or
similar non-RFID standards. volatile memory for storage of the state.

FIG. 40 is a flowchart illustrating a method of changing In some embodiments, data in a transmission is config-
a state of RFID Tag 3900. In an optional Receive Energy 40 ured to change the state of an RFID tag to ON. The ON state
Step 4010, energy sufficient to power RFID Tag 3900 is persists until the RFID tag receives data configured to
received by Antenna 3910. Receive Energy Step 4010 is change the state of the RFID tag to OFF.

Several embodiments are specifically illustrated and/ortypically similar to Receive Power Step 3410. In a Receive
Data Step 4020, data is received by Antenna 3910 in the described herein. However, it will be appreciated that modi-
form of an RF signal. In some embodiments, Receive Data 45 fications and variations are covered by the above teachings
Step 4020 requires that a mechanical switch be activated. In and within the scope of the appended claims without depart-
a Read Key Step 4030, a key is read from Key Memory ing from the spirit and intended scope thereof. For example,
3955. Optionally, the data received in the Receive Data Step an RFID key device may include more than one RFID tag
4020 is decrypted or otherwise processed. In a Compare and moving of shielding may be used to determine which
Step 4040, the read key is compared with the, optionally 50 RFID tag can communicate with readers. The RFID tags
processed, data received in the Receive Data Step 4020. discussed herein may include active or passive contactless

In a Change State Step 4050, the state of RFID Tag 3900 circuits configured to transmit identification information.
is changed responsive to results of the comparison made in For example, in some embodiments, Tag 2260 is an active

rather than a passive RFID tag. Examples discussed hereinthe Compare Step 4040. In some embodiments, if there is a
match between the key and applied to otherthe data then the state of RFID 55 in relation to credit cards can equally be
Tag 3900 is set to ON. Setting the state ON optionally types of financial card such as a debit card, or prepaid card.

For example, in some embodiments, RFID Tag 3900 isincludes writing a value to State Memory 3945. In some
embodiments, if there is no match between the key and the configured to change the ON/OFF state in response to a
data then the state is set to OFF. In some embodiments, if signal from a point of sale system indicating that an item has

embodiments, RFID Tag 3900 is option-there is a match between the key and thedata, then the state 60 been sold. In these
is set to one of two or more possible ON states. In one of the ally configured to send different signals before and after a
two or more possible ON states, RFID Tag 3900 can transmit sale. A first of the different signals may be used to determine
a response RF signal but the data that can be included in the that the item has not yet been sold, and a second of the

different signals may be used to determine that the item hasresponse RF signal is restricted relative to another of the two
or more possible ON states. For example, in one embodi- 65 been sold and/ormay be returned. Thefeaturesillustrated in

FIGS. 39-41 are optionally included in embodiments illus-ment, in one ON state RFID tag 3900 is configured to
include a name in the response RF signal, but another ON trated by other figures of this application.
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The embodiments discussed herein are illustrative of the configured to communicate via the inductive coupling
responsive to a first of the states of the circuit;present invention. As these embodiments of the present

activating the electronic switch within the cellular tele-invention are described with reference to illustrations, vari-
phone to change between the states of the circuit,ous modifications or adaptations of the methods and or
activation of the electronic switch being responsive tospecific structures those 5described may become apparent to
a biometric sensor; andskilled in the art. All such modifications, adaptations, or

communicating financial account information from thevariations that rely upon the teachings of the present inven-
cellular telephone to the point of sale device responsivetion, and through which these teachings have advanced the
to the first of the states of the circuit to facilitate theart, are considered to be within the spirit and scope of the
financial transaction, the communication of the accountinvention. Hence, these descriptions and drawings 10present information using the inductive antenna.should not be considered in a limiting sense, as it is 2. The method of claim 1, wherein the cellular telephoneunderstood that the present invention is in no way limited to

includes the biometric sensor.
only the embodiments illustrated. 3. The method of claim 2, wherein the circuit is config-

ured to facilitate the financial transaction responsive to theWhat is claimed is: 15
biometric sensor.1. A method of performing a financial transaction, the

4. The method of claim 2, wherein the circuit is config-method comprising:
ured to approve the financial transaction responsive to theplacing a cellular telephone within reading range of a
biometric sensor.wireless point of sale device, the cellular telephone

5. The method of claim 2, wherein the circuit is config-configured tobeing communicate wirelessly using an 20
ured to communicate financial account information respon-inductive coupling, wherein the inductive couplingis
sive to the biometric sensor.responsive to a circuit including an electronic switch

configured to change between states of the circuit and

SAMSUNG EXHIBIT 1005, Page 60


