
UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

17/671,199 02/14/2022 

182115 7590 10/10/2023 

Lacework, Inc. 
c/o Kennedy Lenart Spraggins LLP 
797 Sam Bass Road #2559 
ROUND ROCK, TX 78681 

FIRST NAMED INVENTOR 

ULFAR ERLINGSSON 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. 

L0041B1CIP2 

CONFIRMATION NO. 

1070 

EXAMINER 

BOUT AH, ALINA A 

ART UNIT PAPER NUMBER 

2442 

NOTIFICATION DATE DELIVERY MODE 

10/10/2023 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

eofficeaction@appcoll.com 
kate@klspatents.com 
office@klspatents.com 

PTOL-90A (Rev. 04/07) 
Netskope Ex. 1005 

Netskope v. Fortinet IPR2026-00515 
Page 00001



UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. 

17/671,199 

Lacework, Inc. 
c/o Kennedy Lenart Spraggins LLP 
797 Sam Bass Road #2559 
ROUND ROCK, TX 78681 

ISSUE DATE 

10-0ct-2023 

EGRANT NOTIFICATION 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

PATENT NO. 

11785104 

Your electronic patent grant (eGrant) is now available, which can be accessed via Patent Center at https:// 
patentcenter .uspto.gov 

The electronic patent grant is the official patent grant under 35 U.S.C. 153. For more information, please visit 
https://www.uspto.gov/electronicgrants 

page 1 of 1 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00002



UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. ISSUE DATE 

17/671,199 10/10/2023 

182115 7590 09/20/2023 

Lacework, Inc. 
c/o Kennedy Lenart Spraggins LLP 
797 Sam Bass Road #2559 
ROUND ROCK, TX 78681 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO. 

11785104 L0041B 1 CIP2 1070 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. The patent will issue electronically. The 
electronically issued patent is the official patent grant pursuant to 35 U.S.C. § 153. The patent may be accessed 
on or after the issue date through Patent Center at https://patentcenter.uspto.gov/. The patent will be available in 
both the public and the private sides of Patent Center. Further assistance in electronically accessing the patent, 
or about Patent Center, is available by calling the Patent Electronic Business Center at 1-888-217-9197. 

The USPTO is implementing electronic patent issuance with a transition period, during which period the 
USPTO will mail a ceremonial paper copy of the electronic patent grant to the correspondence address of 
record. Additional copies of the patent (i.e., certified and presentation copies) may be ordered for a fee from the 
USPTO's Certified Copy Center at https://certifiedcopycenter.uspto.gov/index.html. The Certified Copy Center 
may be reached at (800)972-6382. 

Determination of Patent Term Adjustment under 35 U .S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Center (https:// 
patentcenter. uspto.gov ). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office 
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should 
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE), 
Stakeholder Support Division (SSD) at (571)-272-4200. 

IR103 (Rev. 10/09) Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00003



INVENTOR(s) (Please see PATENT CENTER site https://patentcenter.uspto.gov for additional inventors): 

ULFAR ERLINGSSON, PALO ALTO, CA; 
YIJOU CHEN, CUPERTINO, CA; 

APPLICANT( s) (Please see PA TENT CENTER site https://patentcenter.uspto.gov for additional applicants): 

LACEWORK, INC., San Jose, CA; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 

IR103 (Rev. 10/09) Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00004



UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

17/671,199 02/14/2022 

182115 7590 07/27/2023 

Lacework, Inc_ 
c/o Kennedy Lenart Spraggins LLP 
797 Sam Bass Road #2559 
ROUND ROCK, TX 78681 

FIRST NAMED INVENTOR 

ULF AR ERLINGSSON 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

L0041B1CIP2 1070 

EXAMINER 

BOUTAH, ALINA A 

ART UNIT PAPER NUMBER 

2442 

NOTIFICATION DATE DELIVERY MODE 

07/27/2023 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

eofficeaction@appcoll_com 
kate@klspatents_com 
office@klspatents_com 

PTOL-90A (Rev. 04/07) 
Netskope Ex. 1005 

Netskope v. Fortinet IPR2026-00515 
Page 00005



Response to Rule 312 Communication 

Application No. 

17/671,199 

Examiner 

Applicant(s) 

Art Unit 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -

1. [gl The amendment filed on 21 Julv2023 under 37 CFR 1.312 has been considered, and has been: 

a) [gl entered. 

b) D entered as directed to matters of form not affecting the scope of the invention. 

c) D disapproved because the amendment was filed after the payment of the issue fee. 

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1) and 

the required fee to withdraw the application from issue. 

d) D disapproved. See explanation below. 

e) D entered in part. See explanation below. 

IC. Garner/ 

Publishing Division 

Office of Data Management 

U.S. Patent and Trademark Office 

PTOL-271 (Rev. 04-01) Reponse to Rule 312 Communication Part of Paper No. 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00006



1, (;1 ~im··. UNITED STATES 
: : :_ PATENT ANO TRADEMARK OFFICE 

Page 1 of 2 
PO Bo:< 1450 

Alexand,ia, VA 22313 - 1450 
VV'vV""./'/.USpto,go\/ 

ELECTRONIC ACKNOWLEDGEMENT RECEIPT 

RECEIPT DATE/ TIME APPLICATION # 
17/671, 199 07/24/2023 05:54:30 PM ET 

Title of Invention 
LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Application Information 

APPLICATION TYPE Utility - Nonprovisional Application 
under 35 USC 111 (a) 

CONFIRMATION# 1070 

PATENT CENTER# 62494429 

CUSTOMER# 182115 

CORRESPONDENCE -
ADDRESS 

Documents 

DOCUMENT 

vveb85b.pdf 

Digest 

DOCUMENT 

PAGES 

3 

ATTORNEY DOCKET# 
L0041 B1CIP2 

PATENT# -

FILED BY Edward Lenart 

FILING DATE 02/14/2022 

FIRST NAMED ULFAR ERLINGSSON 
INVENTOR 

AUTHORIZED BY -

TOTAL DOCUMENTS: 1 

DESCRIPTION SIZE {KB) 

Issue Fee Payment (PT0~85B) 61 KB 

vveb85b,pdf 19006937FC44219CAE8A205AE64FD4ADC12A30D540B14CB5 
B6C0ABACBDC9C2F09208674FC6□60E6BO819147DE4431E81 

853E886886202180A876□ 1C6407AAOA3 

This .Adqmwlednermmt Receipt evidences :eceipt on the noted date by the USPTO of the indicated documents, characterized 

by the applicHnt, and including page counts, where appiicabie. It serves as evidence of rnce:pt sim:lar to a Post C;:U'd, as Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00007



Page 2 of 2 

described in MPEP 503. 

If a new application is being filed and the application inciucies the necessary components for fi!inq date (see 37 CFR 1.53/b)~(d) 
and MPEP 506). a Filing Receipt (37 CFR 1.54) wiH be issued in due course and the dHte shovvn on this Acknowledgement 
Hece,pt w:11 ;:istabiish the liling date ol the a.pplica!ion 

Ni:itlona! Sti:ige of an !ntemationa! App!!cation under 35 UaS.C. 371 

If a time,y subrnission !o enter the nationai stage of an international applicH!:on is compliant vvi!h the conditions of 35 U S.C. 
37·1 and other a.pplicable require,,1ents a Fon,1 PCT!DO/E0/903 ind,cating acceptanrn ol the applica!,on as a national stage 
submission under 35 U.S.C. 371 will be issued in addition to the Fi!ing Receipt, in due course. 

New internatimml Application Filed with the USPTO as a Receiving Office 

If a new ,ntemationai app,ication is being f:led ,:1no !he interna!iona, application includes the necessa:y components for an 
international fiiing date (see PCT .Article 11 and MPEP 1810), a ~~otification of the International Application f'Jumber and of the 
International Filing Da!e (Form PCTiR0/105) will be ,ssued in due course, subject to presoiptions concerning national secur:ty, 
and tile elate silown on this .Acknovvledgement Receipt ,viii establish tl1e internationai filing elate of the application. 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00008



1, (;1 ~im··. UNITED STATES 
: : :_ PATENT ANO TRADEMARK OFFICE 

Page 1 of 2 
PO Bo:< 1450 

Alexand,ia, VA 22313 - 1450 
VV'vV""./'/.USpto,go\/ 

ELECTRONIC PAYMENT RECEIPT 

RECEIPT DATE/ TIME APPLICATION # 
17/67'1 1199 07/24/2023 05:54:30 PM ET 

Title of Invention 
LEARN!hlG FROM SIMILAR CLOUD DEPLOYMENTS 

Application Information 

APPLICATION TYPE Utility - Nonpmvisional Application 
unde, 35 USC 11 ·1 (a) 

CONFIRMATION# 1070 

PATENT CENTER# 62494429 

CUSTOMER# "1B2115 

CORRESPONDENCE -
ADDRESS 

Payment Information 

PAYMENT METHOD 
CARD/ 1003 

FEE CODE DESCRIPTION 

PAYMENT TRANSACTION ID 
E20237NH54538363 

ITEM PRICE($) 

UTILITY ISSUE FEE 

ATTORNEY DOCKET# 
l0041 B1CIP2 

PATENT# -

FILED BY Edward l(~nart 

AUTHORIZED BY -

FILING DATE 02/14/2022 

FIRST NAMED UL.FAR ERL.INGSSO!'>J 
INVENTOR 

PAYMENT AUTHORIZED BY 
Edward Lenart 

QUANTITY ITEM TOT AL($) 

1200.00 

TOTAL AMOUNT: $1,200,00 

This .Adqmwlednermmt Receipt evidences :eceipt on the noted date by the USPTO of the indicated documents, characterized 
by the applicHnt, and including page counts, where appiicabie. It serves as evidence of rnce:pt sim:lar to a Post C;:u-d, as 
described in MPEP 50:3. 

If a new q.:plica!ion is be:ng filed and !he application includes !he necessary components for fiiing date !see 37 CFR 1 .53(bHd) 
and [\/1PEP 506), a Filing Receipt (37 CFR 154) will be issued in due course and the ca.te sllm,vn on tl1is Acknowledqement 
Receipt vvill establish the filing date of the application 

National Stage of an lntemational Appl!cation under 35 U.S,C, 371 

If a time!y submission to enter tl1e national stane of an international appllca.tion is compliant 'J',.ritl: the conciitions of ;35 LLS.C. 
371 and 0U1er applicable requiremen!s a Forrn PCT/DO/E0/903 ,ndicHt:ng acceptance ol !he application as a national stage Netskope Ex. 1005 

Netskope v. Fortinet IPR2026-00515 
Page 00009



Page 2 of 2 

submission under 35 LLS.C. 371 will be issued in addition to the Fi!ing Receipt, in due course. 

New intenmtiona! Applicat!on fi!ed with the USPTO as a Receiving omce 

If a new internationa! appiication is being filed anci the internationai a.pplication includes the necessary components for an 
intema!ional rn,ng date (see PCT Ar!icle i 1 and MPEP 1810), a f\lotification of the International Appl,cation ~-Jurnber and of the 

lnterna.tional Filing Date (F-mm PCT/,-1O/105) will be issued in clue course, subject to prescriptions c:oncernin9 national security, 

and the da.te shown on this Acknmvleclgement Receipt vvill establish the internationai filing da.te of tl:e application. 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00010



1-~-imm UNITEOSTATES .. IIIIIII :,_ PATENT AND TRADEMARK OFFICE 
P.O. Box 1450 

Alexandri~l \/ A 22313 - 1450 
\J\"l.iV\Al.USpto.gov 

ISSUE FEE TRANSMITTAL FORM 

APPLICATION# 
17671199 

FILING DATE 
02/14/2022 

FJRST NAMED INVENTOR A HORNEY DOCKET# 
ULFAR ERLINGSSON L0041 B1CIP2 

Title of Invention 
LEARN!NG FROM SH'v11LAR CLOUD DEPLOYMENTS 

Application Information 

APPLICATION TYPE Nonprovisk:mal Application under 35 
USC ·111(a) 

CONFIRMATION# 1070 

EXAMINER ALlhlA BOUTAH 

GROUP ART UNIT 2442 

CLASS - SUBCLASS 709/224000 

ENTITY STATUS Regu!ar Undiscounted 

DATE DUE 08/28/2023 

ISSUE FEE DUE $ 1200 

PUBLICATION DUE $ 0 

TOTAL FEES DUE $7200 

PREV. PAID FEE $ 0 

1. CHANGE OF CORRESPONDENCE ADDRESS AND/OR INDICATION OF FEE ADDRESS (37 CFR 1.33 & 1.363) 

Correspondence Address 

CURRENT ADDRESS 

Change or COl"respondrnc(~ address requested,system 
gene,·ated AIA/122--PC form at!ached 

2. ENTITY STATUS 

IFEE 1.0 Page 1 of 3 

Maintenance Fee Address 

CURRENT ADDRESS 

Fee addmss indication request(~d, system 
gem~,·atedSB/47--PG form attached 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00011



Change in Entity Status 

NEW STATUS 

3. THE FOLLOWING FEES ARE SUBMITTED 

Publica!ion Fee 

4. FEE AUTHORIZATION 

I authorize USPTO to appiy my previously paizi issue fee to the current fees due 

Tl1e Director is herby authorizeci to apply my previously paid issue fee to tl1e current fee due anci to charge 
deficient fees to Deposit Account Number: 

If in aaditk:in to tile payment of tile issue fee amount submitted with this form, there are any discrepencies in 

any amount(s) due, the Directm is autilo,·ized to charge any deficiency, or cn.:,dit any overpayment, to Deposit 
Account Number: 503082 

5. FIRM AND/OR ATTORNEY NAMES TO BE PRINTED 

NOTE; !! no name ls Hs!ed, no rmme wm be printed 
F::J:· p:·:ntlng on thE~ pat£~nt front pafJ£~J ns1 i:::J bE~ d:spiayE~d as {~n1£~="£~d 

6. ASSIGNEE NAME(S) AND RESIDENCE DATA TO BE PRINTED 

NC>TE: Un!ess <~:~ <~ssiqnee ls idE::~tified bG:O\Ar', no assif~neG dat<~ 1:vi!! app-2:ar on th-2: pate::t. Han assirF~ee is identiflGd be!o'lv, the doc.un1ent has been 
filed for recordaticn as set fcrth in 3"? CFR 3 .11. Completic,;, c,f this fci-m is :\JOT ct susbstitute for filinr1 a:: assi~Jnrne::t. 

LACEWORK, INC, MOUNTAlf'.J VIEW, CA Uf'.JITf'::D Corporation 
STATE.S 

Signature 

I certify, in accordance vvitl1 37 CFH 1 A(d)(4) that I am an attorney or agent registered to practice before the 

IFEE 1.0 Page 2 of 3 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00012



Patent and Trademark Office who has filed and has been granted pmver of attorney in t!1is application. I also 

cr.,rtify that this Fee(s) Transmittal form is being transmittr.:d to H1e USPTO via Patent Center on the date 

indicated below. 

Signature Name Registration # Date 

/Edward Lenart/ Edward Lt:,nart 63665 07/24/2023 

IFEE 1.0 Page 3 of 3 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00013



L004lBlCIP2 Specification Markup 

LEARt"'\JING FROM SIMILAR CLOUD DEPLOY1v1ENTS 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[00011 This is a continuation in-part application for patent entitled to a filing date and claiming 

the benefit of earlier-filed U.S. Patent Application No. 17/504,311, fiied October 18, 2021, herein 

incorporated by reference in its entirety, and claims priority from U.S. Provisional Patent 

Application No. 63/243,(H3. filed September 10, 2021. 

BRIEF DESCRlPTION OF THE DRAWINGS 

[00021 The accompanying drnv,rings illustrate various embodiments and are a part of the 

specification. The illustrated embodiments are merely examples and do not limit the scope of the 

disclosure. 11iroughout the drawings, identical or similar reference numbers designate identical 

or similar elements. 

[0003] Fig. lA shmvs an illustrative configuration in which a data platfonn is configured to 

perform various operations vvith respect to a cloud environment that includes a plurality of 

compute assets. 

[00041 Fig. l B shows an i.Uustrative implementation of the configuration of Fig. J A. 

!00051 Fig. l C illustrates an example computing device. 

[0006] Fig. lD illustrates an example of an environment in which activities that occur within 

datacentcrs are modeled. 

[0007] Fig. 2A illustrates an example of a process, used by an agent, to collect and report 

infrxmation about a client. 

[0008] Fig. 2B illustrates a 5-tuple of data collected by an agent, physically and logically. 

[0009] Fig. 2C illustrates a portion of a polygraph. 

[00101 Fig. 2D illustrates a portion of a polygraph. 

[0011] Fig. 2E illustrates an example of a communication polygraph. 

[0012] Fig. 2F iUustrntes an example of a polygraph. 

[0013] Fig. 2G illustrates an example of a polygrnph as rendered i.n an interface. 

[0014] Fig. 2H illustrates an example of a portion of a polygraph as rendered in an interface. 

[0015] Fig. 21 illustrates an example of a portion of a polygraph as rendered in an interface. 

[0016] Fig. 2J illustrates an example of a portion of a polygraph as rendered in an interface. 

[00171 Fig. 2K illustrates an example of a portion of a polygraph as rendered in an interface. 

!0018] Fig. 2L illustrates an example of an insider behavior graph as rendered in an interlace. 

[0019] Fig. 2M illustrates an example of a privilege change graph as nmdered in an interface. 
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[0020] Fig. 2N illustrates ,m example of a user login graph as rendered in an interface. 

[0021] Fig. 20 illustrates an example of a machine server graph as rendered in an interface. 

[0022] Fig. 3A iUustrates an example of a process for detecting anomalies in a network 

environment. 

[0023j Fig. 3B depicts a set of example processes communicating \vith other processes. 

[0024] Fig. JC depicts a set of example processes communicating vvith other processes. 

[00251 Fig. 3D depicts a set of example processes communicating ,vith other processes. 

[0026] Fig. 3E depicts two pairs of dusters. 

[0027] Fig. 3F is a representation of a user logging into a first machine. then into a second 

rnachine from the first machine, and then making an external connection. 

[0028] Fig. 3G is an alternate representation of actions occurring in Fig. 3F. 

[00291 Fig. 3H illustrates an example of a process for performing extended user tracking. 

[0030j Fig. 31 is a representation of a user logging into a first machine. then into a second 

machine from the first machine, and then making an external connection. 

[0031] Fig. 3J illustrates an example of a process fi.x performing extended user tracking. 

[0032] Fig. 3K illustrates example records. 

[0033] Fig. 3L iHustrates example output from perrom1ing an ssh connection match. 

[0034] Fig. 3IVJ illustrates example records. 

[0035] Fig. 3N illustrates example records. 

[0036] Fig. 30 illustrates exan1ple records. 

[0037] Fig. 3P illustrates example records. 

f0038] Fig. 3Q illustrates an adjacency relationship between two login sessions. 

[0039] Fig. 3R illustrates example records. 

[0040] Fig. 3S illustrates an exam pk of a process for detecting anomalies. 

[0041] Fig. 4A illustrates a representation of an embodiment of an insider behavior graph. 

[0042] Fig. 4B iUustrates an embodiment of a portion of an insider behavior graph. 

[0043] Fig. 4C illustrates an embodiment of a portion of an insider behavior graph. 

[0044] Fig. 4D illustrates an embodi1m~nt of a po;tion of an insider behavior graph. 

f0045] Fig. 4E illustrates a representation of an embodiment of a user login graph. 

f0046] Fig. 4F illustrates an example of a pri vi1ege change graph. 

[0047] Fig. 4G illustrates an example of a privilege change graph. 

[0048] Fig. 41-i illustrates an example of a user interacting with a portion of an interface. 

[0049] Fig. 41 illustrates an example of a dossier for an event. 

[0050] Fig. 4J illustrates an example of a dossier for a domain. 
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[00511 Fig. 4K depicts an example of an Entity Join graph by FilterKey ar,d FilterKey Group 

(implicit join). 

[0052] Fig. 4L iHustrates an example process for dynamically generating and executing a query. 

[00531 Fig. 5 sets forth a flowchart illustrating an example n1ethocl of improving developer 

efficiency arid application quality in accorda...'1ce \vith so.me embodiments. 

[0054] Fig. 6 sets forth a flm.vchart iHustrating an additional example method of improving 

developer efficiency and application quality in accordance with some embodiments. 

[00551 Fig. 7 sets fo1th a flovvchart illustrating an additional example method of improving 

developer efficiency and application quality in accordance with some embodiments. 

[0056] Fig. 8 sets forth a :t1owchart illustrating an additional example method of improving 

devdoper efficiency and application quality in accordance \vith some embodiments. 

[00571 Fig. 9 sets forth a flowchart illustrating an example n1ethocl ofleami.ng from similar cloud 

deployments in accordance ·with some embodiments of the present disclosure. 

[0058] Fig. 10 sets forth a flowchart illustrating an additional example method oflearning from 

similar cloud deployments in accordance with some embodiments of the present disclosure. 

!00591 Fig. 11 sets forth a flowchart illustrating an additional example method of learning from 

similar cloud depio~nnents in accordance with some embodiments of the present disclosure. 

[0060} Fig. 12 sets forth a flovvchart illustrating an additional example method oflearning from 

similar cloud depkwments in accordance with some embodiments ofthe present disclosure. 

10059] 

DETAILED DESCRIPTION 

~f006]l Various illustrative embodiments are described herein witb reference to the 

accompanying drawings. It will, however, be evident that various modifications and changes may 

be made thereto, and additional embodiments may be implemented, vvithout departing from the 

scope of the invention as set forth in the claims. For example, ce1tain features of one embodiment 

described herein may be combined with or substituted for features of another embodiment 

described herein. The description and drawings are accordingly to be regarded in an illustmtive 

rather than a restrictive sense. 

~f0062l Fig. lA shows an illustrative configuration l O in ,shich a data platfom1 12 is 

configured to perfi)rm various operations with respect to a cloud environment 14 that includes a 

plurality of compute assets 16-1 through ] 6-N ( collectively "'compute assets 16). For exmnp]e, 

data platfrmn 12 may include data ingestion resources 18 configured to ingest data from cloud 

environment 14 into data platform 12, data processing resources 20 configured to pertonn data 
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processing ope:rations 'with respect to the data, user interface resources 22 configured to provide 

one or more external users and/or compute resources (e.g., computing device 24) vv1th access to 

an output of data processing resources 20. Each of these resources are described in detail herein. 

~[00631 Cloud environment l4 may include any suitable network-based computing 

environment as may serve a particular application. For example, cloud environment 14 may De 

implemented by one or more compute resources provided and/or othenvise managed by one or 

more cloud service providers, such as Amazon '\1/eb Services (A '\1/S), Google Cloud Platfom1 

(GCP), Microsoft Azure, am.i./or any other cloud service provider configw·ed to provide public 

and/or private access to network-based compute resources. 

~[0064] Compute assets 16 may include, but are not limited to, containers (e.g .. container 

images, deployed and executing container instances, etc.), virtual machines, workloads, 

applications, processes, physical machines, compute nodes, clusters of compute nodes, softvrnre 

mntime environments (e.g., container runtime environments), and/or any other virtual and/or 

physical compute resource that may reside in and/or be executed by one or more computer 

resources in cloud environment 14. In some examples, one or more compute assets 16 may reside 

in one or more datacenters. 

~[0065] A compute a-,;set 16 may be associated with (e.g., mvned, deployed, or managed 

by) a particular entity, such as a customer or client of cloud environment 14 and/or data platform 

12. Accordingly, for purposes of the discussion herein, cloud environment 14 may be used by 

one or more entities. 

~(00661 l)ata platfonn 12 may be configured to perfom1 one or more data security 

monitoring and/or remediation services, compliance monitoring services, anomaly detection 

services, DevOps services, compute asset management services, and/or any other type of data 

analytics service as may serve a paiticular impkmentation. Data plattonn 12 may be managed or 

othenvise associated with any suitable data platform provider, such as a provider of any of the 

data analytics services described herein. The various resources included in data platforrn 12 may 

reside in the cloud and/or be located on-premises and be implemented by any suitable 

combination of physical and/or virtual compute resources, such as one or more computing 

devices, microseniices, applications, etc. 

fGG66-H0067] Data ingestion resources 18 may be configured to ingest data from cloud 

environment 14 into data p1atfonn 12. This may be pertonned in various ways, some of which 

are described in detail herein. For example, as illustrated by arrow 26, data ingestion resources 18 

may be configured to receive the data from one or mo.re agents deployed ·within cloud 

environment 14, utilize an event streaming platform (e.g., Kafka) to obtain the data, and/or pull 
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data (e.g., configuration data) from cloud environment 14. In some examples, data ingestion 

resources 18 may obtain the data using one or more agentless configurations. 

~[0068] The data ingested by data jngestion resources 18 from doud environment 14 may 

include any type of data as may serve a par'"..icular implementation. For example, the data may 

include data representative of configuration information associated ,vith compute assets 16, 

information about one or more processes nmnjng on compute assets 16, network activity 

infom1ation, infom1ation about events ( creation events, modification events, communication 

events, user-initiated events, etc.) that occur ,vith respect to compute assets 16, etc. In some 

examples, the data may or may not include actual customer data processed or othenvise 

generated by compute assets 16. 

~[0069] As iUustmted by anovv 28, data ingestion resources J 8 may be configured to load 

the data ingested from cloud environment 14 into a data store 30. Data store 30 is illustrated in 

Fig. lA as being separate from and communicatively coupled to data platform 12. However, in 

some ahemative embodiments, data store 30 is included within data platfom1 12. 

~[0070] Data store 30 may be implemented by any suitable data. warehouse, data lake, data 

mart, andior other type of database structure as may serve a paiticular implementation. Such data 

stores may be proprietary or may be embodied as vendor provided products or services such as, 

for example, Snovvflake, Google BigQuery, Druid, Amazon Redshift, IBM Dbl, Dremio, 

Databricks Lakehouse Platfi.m:n, Cloudera, Azure Synapse Analytics, a.nd others. 

~:H007ll Although the examples described herein largely relate to embodiments where data 

is collected from agents and ultimately stored in a data store such as those provided by 

Snm.-vflake, in other embodiments data that is coilected from agents and other sources may be 

stored in different ways .. For example, data that is collected from agents and other sources may be 

stored in a data warehouse, data lake, data ma1t, and/or any other data store. 

-{00+1-l-[0072] A data warehouse may be embodied as an analytic database (e.g., a reiational 

database) that is created from hvo or more data sow·ces. Such a data warehouse may be leveraged 

to store historical data, often on tl1e scale of peta.bytes. Data v,:arehouses may have compute and 

memory resources for running complicated queries and generating reports. Data ,;varehouses rnay 

be the data sources for business inteibgence CBI') systems, machine learning applications, and/or 

other applications. By leveraging a data warehouse, data that has been copied into the data 

\varehouse may be indexed for good analytic query performance, without affecting the write 

perfimnance of a database (e.g., an Online Transaction Processing COLTP') database). Data 

warehouses also enable the joining data from multiple sources for analysis. For example, a sales 

OLTP application probably has no need to know about the vveather at various sales locations, but 
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sales predictions could take advantage of that data. By adding historical weather data to a data 

warehouse, it ,vould be possible to factor it into models of historical sales data. 

~[0073] Dat.a lakes, ,vhich store files of data in their native fom1at, may be considered as 

'·schema on read"' resources. As such, m1y application that reads data from the lake may impose 

its own types and relationships on the data. Data warehouses, on the other hand, are '·schema on 

vviite,°' meaning that data types, indexes, and relationships are imposed on the data as it is stored 

in an enterprise data warehouse (EDW). "Schema on read" resources may be beneficial for data 

that may be used in several contexts and poses little risk oflosing data. ·'Schema on write" 

resources may be beneficial for data that has a specific purpose, and good for data that must 

relate properly to data from other sources. Such dat.a stores may include data that is encrypted 

using homomorphic encryption, data encrypted using privacy-preserving encryption, smart 

contracts, non-fungible tokens, decentralized finance, and other techniques. 

~!00741 Data ma1ts may contam data oriented towards a specific business line whereas data 

warehouses contain enterprise-wide data. Data mart'> may be dependent on a data warehouse, 

independent of the data warehouse (e.g., dravvn from an operational database or external source), 

or a hybrid of the tvvo. In embodiments described herein, different types of data stores (including 

combinations thereof) may be leveraged. 

~[0075] Data processing resources 20 may be configured to perfom1 various data 

processing operations with respect to data ingested by data ingestion resources 18, induding data 

ingested and stored in data store 30. For exa:rnple, data processing resources 20 may be 

configured to perform one or more data secrnity monitoring and/or remediation operations, 

compliance monitoring operations, anomaly detection operations, DevOps operations, compute 

asset management operations, and/or any other type of data analytics operation as may serve a 

particular implementation. Various examples of operations pertonned by data processing 

resources 20 are described herein. 

~f 0076! As illustrated by arrmv 32, data processing resources 20 may be configured to 

access data in data store 30 to perform the various operntwns described herein. In some 

examples, this may include perfom1 ing one or more queries with respect to the data stored in data 

store 30. Such queries may be generated using any suitable query language. 

f4}G'.7-6l[0077] ln some exmnp1es, the queries provided by data processing resources 20 may be 

configured to direct data store 30 to perfom1 one or more data analytics operations ,.,·ith respect to 

the data stored within data store 30. These data. analytics operations may be with respect to data 

specific to a particulm· entity (e.g., data residing in one or more silos within data store 30 that are 

associated with a particular customer) and/or data. associated with multiple entities. For example, 
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data processing resources 20 may be configured to analyze data associated with a first entity and 

use the results of the analysis to perfom1 one or more operations with respect to a second entity. 

~[0078] One or more operations performed by data processing resources 20 rnay be 

performed periodicaUy according to a predetermined schedule. For example, one or more 

operations may be performed by processing resources 20 every hour or any other suitable time 

interval. Additionaily or alternatively, one or more operations perfonned by data processing 

resources 20 may be perfonned in substantially real-time (or near rea1-time) as data is ingested 

into data platfr)nn 12. ln this manner, the results of such operations (e.g., one or more detected 

anomalies in the data) may be provided to one or more e:\.'temal entities (e.g., computing device 

24 and/or one or more users) in substantjally real-time and/or in near real-time. 

~[0079] Oser interface resources 22 may be configured to perfi.mn one or more user 

interface operations, examples of \vhich are described herein. For example, user interface 

resources 22 may be configured to present one or more results of the data processing performed 

by data processing resources 20 to one or more external entities (e.g., computing device 24 

and/or one or more users), as illustrated by arrow 34. As illustrated by arro,v 36, user interface 

resources 22 may access data in dat..1 store 30 to perform the one or more user interface 

operations 

~[0080] Fig. l B illustrates an implementation of configuration 10 in ·which an agent 38 

(e.g., agent 38-l through agent 38-N) is installed on each of compute assets 16. As used herein, 

an agent may include a self-contained binary and/or other type of code or application that can be 

nm on any appropriate platfom1s, including within containers and/or other virtual compute assets. 

Agents 38 may monitor the nodes on which they execute for a variety of different activities, 

including but not limited to, connection, process, user, rnachine, and file activities. In some 

examples, agents 38 can be executed in user space, and can use a variety of kernel modules (e.g., 

auditd, iptabies, netfilter, pcap, etc ) to collect data. Agents can be implemented in any 

appropriate programming language, such as C or Gola.ng, using applicable kernel API s. 

·£0080H008ll Agents 38 may be deployed in any suitable manner. For example, an agent 38 may 

be deployed as a containerized application or as pait of a containerized application. As described 

herein, agents 38 may selectively report infi.mnation to data platfom1 12 in varying amounts of 

detail a.nd/or with variable frequency. 

~f0082l Also shown in Fig J B is a load balancer 40 configured to perform one or more 

load balancing operations vvith respect to data ingestion operations perfonned by data ingestion 

resources 18 and/or user interface operations performed by user interface resources 22. Load 

balancer 40 is shown to be included in data platfonn 12. However, load balancer 40 may 

alternatively be located external to data platfom1 l 2. Load bala..11cer 40 may be implemented by 
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any suitable microservice, application, and/or other computing resources. ln some alternative 

examples, data platform 12 may not utilize a load balancer such as load balancer 40. 

~[0083] Also show-nm Fig. 18 is long tem1 storage 42 v,rith which data ingestion resources 

may interface, as illustrated by armv, 44. Long tem1 storage 42 may be implemented by any 

suitable type of storage resources, such as cloud-based storage (e.g., A \VS S3, etc.) and/or on­

premises storage and may be used by data ingestion resources 18 as part of the data ingestion 

process. Exampks of this are described herein. In some examples, data platfom1 12 may not 

utilize long term storage 42. 

-J:008---3-1-[0084] 111e embodiments described herein can be implemented in numerous vvays, 

including as a process: an apparatus: a system: a composition of matter; a computer program 

product embodied on a computer readable storage medium: and/or a processor, such as a 

processor configured to execute instructions stored on and/or provided by a memory coupled to 

the processor. In this specification, these implementations, or any other form that the invention 

may take, may be referred to as techniques. In generai, the order of the steps of disclosed 

processes may be altered within the scope of the principles described herein. Unless stated 

otherwise. a co.mponent such as a processor or a memory described as being configured to 

perfi.1nn at.ask may be implemented as a general component that is temporarily configured to 

perfbrm the task at a given time or a specific component that is manufactured to perfom1 the task. 

As used herein, the term 'processor' refers to one or more devices, circuits, and/or processing 

cores configured to process data, such as computer progran1 instrnctions. 

-fG084½(00851 fo some examples, a non-transitory computer-readable medium sto1ing computer­

readable instructions may be provided in accordance \:vith the principles described herein. The 

instrnctions, when executed by a processor of a computing device, may direct the processor 

and/or computing device to pertonn one or more operations, including one or more of tbe 

operations described herein. Such instructions may be stored and/or trai.,smitted using any of a 

variety ofki.,o\vn computer-readable media. 

·£008Sf!0086l A non-transitory computer-readable medium as referred to herein may include any 

non-transitory storage medium that pa1ticipates in providing data (e.g., instructions) that may be 

read and/or executed by a computing device (e.g., by a processor of a computing device). For 

example, a non-transitory computer-readable medium may include, but is not iimited to, any 

combmation of non-volatile storage media and/or volatile storage media Exemplary non-voJatile 

storage media include, but are not limited to, read-only memory, flash memory, a solid-state 

drive, a magnetic storage device (e.g. a hard disk, a floppy disk, magnetic tape, etc.), ferroelectric 

random-access memory ("R.1-\M"'), and an optical disc (e.g., a compact disc, a digital video disc, a 
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Blu-ray disc, etc.). Exemplary volatile storage media include, but are not limited to, RAM (e.g., 

dynamic RAM). 

~[0087] Fig. lC illustrates an example computing device 50 that may be specifically 

configured to perform one or more of the processes described herein. Any of the systems, 

microservices, computing devices, and/or other components described herein nmy be 

implemented by computing device 50. 

-f008-+l-[0088] As show-n in Fig. IC, computing device 50 may include a communication interface 

52, a processor 54, a storage device 56, and an inputioutput ("IiO'') module 58 communicatively 

connected one to another via a communication infrastructure 60. \Vhile an exemplary computing 

device 50 is shown in Fig. lC, the components iliustrated in Fig. 1C are not intended to be 

limiting Additional or alternative components may be used in other embodiments. Components 

of computing device 50 shO\vn in Fig. 1 C ,vill now be described in additional detail. 

~!00891 Conununication interface 52 may be configured to commurucate ,vith one or more 

computing devices. Exampies of communication interface 52 include, without iimitation, a wired 

network interface (such as a network interface card), a wireless network interface (such as a 

wireless network interface card), a modem, an audio/video connection, and any other suitable 

interface. 

~[0090] Processor 54 generaliy represents any type or fi.1nn of processing unit capable of 

processing data andior interpreting, executing, and/or directing execution of one or more of the 

instructions, processes, and/or operations described herein. Processor 54 may perform operations 

by executing computer-executable instrnctions 62 (e.g., an application, software, code, andior 

other executable data instance) stored in storage device 56. 

-jlm00]-[0091] Storage device 56 may include one or more data storage media, devices, or 

configurations and may employ any type, fon:n, and combination of data storage media and/or 

device. For example, storage device 56 may include, but is not limited to, any combination of the 

non-volatile media and/or volatile media described herein. Electronic data, including data 

described herein, may be temporarily and/or permanently stored in storage device 56. For 

example, data representative of computer-executable instructions 62 configured to direct 

processor 54 to perfonn any of the operations described herein may be stored within storage 

device 56. In some examples, data may be arranged in one or more databases residing within 

storage device 56. 

-{009-1-l-[0092] I/0 module 58 may include one or more I/0 modules configured to receive user 

input and provide user output. IiO module 58 may include any hardware, fimnvare, sofrware, or 

combination thereof supp01tive of input and output capabilities. For example, I/0 module 58 may 

include hardv,are andior software for capturing user input, including, but not limited to, a 
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keyboard or keypad, a touchscreen component (e.g., touchscreen display), a receiver (e.g., an RF 

or infrared receiver), motion sensors, and/or one or more input buttons. 

~[0093] 1/0 module 5 8 may include one or more dev1ces for presenting output to a user, 

including, hut not limited to, a graphics engine, a display (e.g., a display screen)c one or more 

output drivers (e.g., display drivers), one or more audio speakers. and one or more audio drivers. 

In ce1tain embodiments, I/0 module 58 is configured to provide graphical data to a display for 

presentation to a user. The graphical data may he representative of one or more graphicai user 

interfaces and/or any other graphical content as may serve a particular irnplementation. 

-}009-3H0094J Fig. lD illustrates an example implementation 100 of configuration 10. As such, 

one more components shown in Fig. 1 J) may implement one or more components shmvn in Fig. 

l A and/or Fig. l B. in particular, implementation l 00 illustrates an environment in which 

activities that occur within datacenters are modeled using data platform 12. Using techniques 

described herein, a baseline of datacenter activity can be modeled, and deviations from that 

baseiine can be identified as anomakms. Anomaly detection can be beneficial in a security 

context, a compliance context, an asset management context, a Dev Ops context, and/or any other 

data analytics context as may serve a particular implementation. 

-f-OG94t[0095] l\vo example data.centers (104 and 106) are shown in Fig. 1D, and are associated 

\vith (e.g., belong to) entities named entity A and entity B, respectively. A data.center may 

include dedicated equipment (e.g., owned and operated by entity A, or owned/leased by entity A 

and operated exclusively on entity A"s behalf by a third party). A datacenter can also include 

cloud-based resources, such as infrastructure as a service (faaS), platform as a service (PaaS), 

and/or softvvare as a service (SaaS) elements. 11,e techniques described herein can be used in 

conjunction with multiple types of datacenters, including ones vvholly using dedicated 

equipment, ones that are entirely cloud-bas(~d, and ones that use a mixture of both dedicated 

equipment and cloud-based resources. 

~f 0096! Both datacenter 104 and datacenter 106 include a plurality of nodes, depicted 

collectively as set of nodes 108 and set of nodes 110, respectively, in Fig, l D. 111ese nodes may 

implement compute assets 16. Instalkd on each of the nodes are in-server/ in-virtual rnai..-:hine 

(VM) / embedded in IoT device agents (e.g., agent 112), which are configured to collect data and 

report it to data platform 12 fi.-,r analysis. As described herein, agents may be small, self­

contained binaries that ca.11 be nm on any appropriate platfonns, including virtuaJized ones (and, 

as applicable, within containers). Agents may monitor the nodes on which they execute for a 

variety of different activities, including: connection, process, user, machine, and file activities. 

Agents can be executed in us.:::r spac.:::, and can use a variety of kernel modules (e.g., auditd, 
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iptables, netfilter, pcap, etc.) to collect data. Agents can be implemented in any appropriate 

programming language, such as C or Golang, using applicable kernel APls. 

~[0097] As described herein, agents can selectively report infr1nnation to data platfom1 l2 

in varying amounts of detail and/or with variable frequency. As is also desc1ibed herein, the data 

collected by agents may be used by data platfom1 12 to create polygraphs, which are graphs of 

logical entities, connected by behaviors. In some embodiments, agents report infom1ation directly 

to data platfom1 12. In other embodiments, at least some agents provide infi.mnation to a data 

aggregator, such as data aggregator 114, which in turn provides information to data platform 12. 

111e functionality of a data aggregator can be implemented as a separate binary or other 

application (distinct from an agent binary), and can also be implemented by having an agent 

execute in an "aggregator mode" in ,.,vhich the designated aggregator node acts as a Layer 7 proxy 

for other agents that do not have access to data platform 12. Further, a chain of multiple 

aggregators can be used. if applicable (e.g., with agent 112 providing data to data aggregator 114, 

which in tum provides data to another aggregator (not pictured) w'hich provides data to data 

platfom1 12). An example \vay to implement an aggregator is through a program written in an 

appropriate language, such as C or Golang. 

~[0098] Use of an aggregator can be beneficial in sensitive environments (e.g, involving 

financial or medical transactions) where various nodes are subject to regulatory or other 

architectural requirements (e.g., prohibiting a given node from communicating \vith systems 

outside of data.center 104 ). Use of an aggregator can also help to minimize security exposure 

more generally. As one example, by limiting communications vvith data platfom1 12 to data 

aggregator 114, individual nodes in nodes 108 need not make external network connections (e.g., 

via fatemet 124), \vhich can potentially expose them to compromise (e.g., by other external 

devices, such as device 118, operated by a criminal) Similady, data platfom1 12 can provide 

updales, configuration information, etc , to data aggregator J 14 (which in tum distributes them to 

nodes l 08), rather than requiring nodes 108 to aUo"v incorning connections from data platform 12 

directly. 

~(00991 Another benefit of an aggregator model is that net,vork congestion can be reduced 

(e.g., with a single connection being made al any given time between data aggregator 114 and 

data platform 12, rather than potentially many different connections being open bet'.veen various 

of nodes 108 and data platfonn 12). Similarly, netvvork consumption can also be reduced (e.g., 

with the aggregator applying compression techniques/bundling data received from multiple 

agents). 

•f00:99f!001001 One exarnple way that an agent (e.g., agent 112, installed on node 116) can 

provide infom1atio11 to data aggrega.tor 114 is via a RESl" API, fom1atted using data serialization 
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protocols such as Apache Avro. One example type of information sent by agent U 2 to data 

aggregator 114 is status information. Status infonnation may be sent by an agent periodically 

(e.g., once an hour or once any other predetennined a.·nount of time). Alternatively, status 

infixmation may be sent continuously or in response to occurrence of one or more events. The 

st..1tus infomiat10n may include, but is not limited to, a. an amount of event backlog (in bytes) that 

has not yet been transmitted, b. configuration information, c. any data loss period for which data 

was dropped, d. a cumulative count of e1Tors encountered since the agent started, e. version 

infonnation for the agent binary, and/or f cumulative statistics on data collection (e.g., number 

of nehvork packets processed, nev>' processes seen, etc.). 

(00100) !001 OlJ A second exampJe 1)1:ie of infonnation that may be sent by agent l 12 to data 

aggregator 114 is event data. (described in more detail herein), vvhich may include a UTC 

timestamp for each event. As appiicabie, the agent can control the amount of data that it sends to 

the data aggregator in each call (e.g., a maximum of 10MB) by adjusting the amount of data sent 

to manage the conflicting goals of transmitting data as soon as possible, and maximizing 

throughput. Data can also be compressed or uncompressed by the agent (as applicable) prior to 

sending the data. 

(00101) jOO:W2J Each data aggregator may nm within a particular customer environment. A data 

aggregator (e.g., data aggregator 114) may facilitate data routing from many dit1erent agents 

(e.g., agents executing on nodes 108) to data platfom1 12. In various embodiments, data 

aggregator 114 may implement a SOCKS 5 caching proxy through which agents can connect to 

data platform 12. As applicable, data aggregator J 14 can encrypt (or otherwise obfuscate) 

sensitive infrmnation prior to transmitting it to data platform 12, and can also distribute key 

material to agents which can encrypt the infonnation (as applicable). Data aggregator 114 may 

include a local storage, to which agents can upload data (e.g., pcap packets). The storage may 

have a key-value interface. The local storage can also be omitted, and agents configured to 

upload data to a cloud storage or other storage area, as applicable. Data aggregator 114 ca.n, in 

some embodiments, also cache locally and distribute soft1vvare upgrades, patches, or configuration 

information (e.g., as received from data platform 12) 

fOQ10JJ f00103J Various examples associated with agent data collection and reporting will now 

be described. 

(00103) rom 04] In the forlmving example, suppose that a user (e.g., a network administrator) at 

entity A (hereinafter "user A") has decided to begin using the services of data platfom1 12. In 

some embodiments, user A may access a ,,veb frontend (e.g., web app 120) using a computer 126 

and enrolls (on behalf of entity A) an account 1vvith data platform 12. After enrollment is 

complete, user A may be presented vvitb a set of installers, pre-built and customized for the 
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environment of entity A, that user A can dmvnload from data platfrmn ] 2 and deploy on nodes 

108. Exan1ples of such installers mdude, but are not limited to, a Windows executable file, an 

iOS app, a Linux package (e.g., .deb or .rpm), a binary, or a container (e.g., a Docker container) 

\Vhen a user (e.g., a network administrator) at entity B (hereinafter "user B") also signs up fi.1r the 

services of data platform 12, user B may be similarly presented vvith a set of installers that are 

pre-built and customized for the environment of entity R 

(09101] [00105] User A deploys an appropriate installer on each of nodes l 08 (e.g., with a 

·windows executable file deployed on a 'Windows-based platform or a Linux package deployed 

on a Linux platform, as applicable). As applicable, the agent can be deployed in a container. 

Agent deployment can also be performed using one or more appropriate automation tools, such 

as Chef, Puppet, Sait, and Ansible. Dep1oyment can also be perfom1ed using managed/hosted 

container management/orchestration frameworks such a.;;; Kubernetes, Mesos, and/or Docker 

Svvam1. 

(09105] [00106] in various embodiments, the agent may be installed i.n the user space (i.e., is not 

a kernel module), and the same binary is executed on each node of the same type (e.g., aU 

\.Vindmvs-based platforms have the same Windows-based bina1y mstalled on them). An 

illustrative :function of an agent, such as agent 112, is to coHect data (e.g., associated vvith node 

116) and report it (e.g., to data aggregator 114). Other tasks that can be perfbnned by agents 

include data configuration and upgrading. 

100106] !00107! One approach to collecting data as described herein is to collect virtually all 

information available about a node (and, e.g., the processes nmning on it) Alternatively, the 

agent may monitor for netvvork connections, and then begin collecting information about 

processes associated vvith the network connections, using the presence of a net\vork packet 

associated \.vith a process as a trigger for collecting additional infom1ation about the process. As 

an example, if a user of node 116 executes an application, such as a calculator application, which 

does not typically interact 'with the network, no information about use of that application may be 

collected by agent 112 and/or sent to data aggregator 114. I( hmvever, the user of node 116 

executes an ssh command (e.g., to ssh from node 116 to node 122), agent 112 may collect 

infonnation about the process and provide associated information to data aggregator 114. In 

various embodiments, the agent may always coUect/report infonnation about certain events, such 

as privilege escalation, irrespective of whether the event is associated vvitb nenvork activity. 

(00107JfOOJ08J An approach to collecting i.nfom1ation (e.g., by an agent) is as foilows, and 

described in conjunction with process 200 depicted in Fig. 2A. An agent (e.g., agent 112) 

monitors its node (e.g., node 116) for network activity. One exan1ple way that agent 112 can 

monitor node 116 for netvrnrk activity is by using a network packet capture tool (e.g., listening 
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using libpcap). As packets are received (201), the agent obtains and maintains (e.g., in an in­

memory cache) connection information associated with the net\'itork activity (202). Examples of 

such jnfonnation include DNS query/response, TCP, UDP, and IP jnfonnation. 

[00108] f00109J TI1e agent may also determine a process associated with the network com1ection 

(203 ). One example approach is for the agent to use a kernel netvwrk diagnostic API (e.g., 

nethnk_diag) to obtain inode/process jnfonnation from the kcmeL Another example approach js 

for the agent to scan using netsta.t (e.g., on /proc/net/tcp, /proc/net/tcp6, /proc/net/udp, and 

/proc/net/udp6) to obtain sockets and relate them to processes. lnforrnation such as socket state 

(e.g., whether a socket is connected, listening, etc.) can also be coHected by the agent. 

(00109] !0011 OJ One ,vay an agent can obtain a mapping between a given inode and a process 

identifier is to scan within the /proc/pid directory For each of the processes currently running, 

the agent examines each of their file descriptors. If a file descriptor is a match fi.)r the inode, the 

agent can determine that the process associated ,vith the file descriptor owns the inode. Once a 

mapping is detem1ined bet\veen an inode and a process identifier, the mapping is cached. As 

additional packets are received for the connection, the cached process information is used (rather 

than a new search being perfom1ed). 

(00110] !001 l lJ In some cases, exhaustjvely scannjng for an inode match across every file 

descriptor may not be feasibie (e.g., due to CPU limitations). In various embodiments, searching 

through file descriptors is accordingly optimized. lJser filtering is one example of such an 

optimization. A given socket is mvn.:::d by a user. Any processes associated with the socket \Vill 

be mvned by the same user as the socket. \Vhen matching an inode (identified as relating to a 

given socket) against processes, the agent can filter through the processes and only examine the 

file descriptors of processes sharing the same user owner as the socket. In various embodiments, 

processes owned by root are always searched against (e.g., even when user filtering is employed). 

(00111] fOOJ 121 Another example of an optimization is to prioritize searching the file descriptors 

of certain processes over others. One such prioritization is to search through the subdirectories of 

/proc/ staiting vvith the youngest process. One approximation of such a s01t order is to search 

through /proc/ in reverse order (e.g., examining highest numbered processes first) Higher 

numbered processes are more iikely to be newer (i.e., not Jong-standing processes), and thus 

more likely to be associated with new connections (i.e., ones for which inode-process mappings 

are not afready cached). In some cases, the most recently created process may not have the 

highest process identifier (e.g., due to the kernel wrapping through process identifiers). 

f00112]f00113] Another example prioritization is to query the kernel for an identification of the 

most recently created process and to search in a backward order through the directories in /proc/ 

(e.g., sta1ting at the most recently created process and working backwards, then wrapping to the 
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highest value (e.g., 32768) and continuing to work backward from there). An alternate approach 

is for the agent to keep track of the newest process that it has reported inforrnation on (e.g., to 

data aggregator l 14), and begin its search of /proc/ in a fonvard order starting from the PU) of 

that process. 

-{OO-l1-Jt!OOH4! Another example prioritization is to maintain, for each user actively using node 

116, a list of the five (or any other number) most recently active processes. Those processes are 

more likely than other processes (Jess active, or passive) on node 116 to be involved vvith new 

connections, and can thus be searched first. For rnany processes, lower valued file descriptors 

tend to correspond to non-sockets (e.g., stdin, stdout, stderr). Yet another optimization is to 

preforentially search higher valued file descriptors (e.g., across processes) over lovver valued file 

descriptors (that are less likely to yield matches). 

f00111J f00115J In some cases, while attempting to locate a process identifier for a given inode, 

an agent may encounter a socket that does not correspond to the inode being matched against and 

is not already cached. The identity of that socket (and its corresponding inode) can be cached, 

once discovered, thus removing a future need to search for that pair. 

-l:(JOHSH00116] ln some cases, a connection may tem1inate before the agent is able to determine 

its associated process (e.g., due to a very short-lived connection, due to a backlog in agent 

processing, etc). One approach to addressing such a situation is to asynchronously collect 

infrxmation about the connection using the audit kernel APL \'vhich streams information to user 

space_ l11e information collected from the audit APl (which can include PID/inode infom1ation) 

can be matched by the agent against pcap/inode infom1ation. ln some embodiments, the audit 

API is al·ways used, for an connections. However, due to CPU utilization considerations, use of 

the audit API can also be reserved for sho1t/othe1wise problematic connections (and/or omitted, 

as applicable). 

(00116] fOOJ 171 Once the agent has detennined which process is associated \vith the netvmrk 

connection (203), the agent can then collect additional infomiation associated with the process 

(204). As will be described in more detail below, some of the collected infom1ation may include 

attributes of the process (e.g., a process parent hierarchy, and aJl identification of a binary 

associated \.Vtth the process). As \Vi.11 also be described in more detail below, other of the 

collected infomiation is derived (e.g., session summarization data and hash values). 

(00117] rom 18] The collected information is then transmitted (205), e.g., by an agent (e.g., agent 

J 12) to a data aggregator ( e.g., data aggregator 114 ), ,,vhich in tum provides t.he infom1ation to 

data platform 12. In some embodiment.-;, aU information collected by an agent may be transmitted 

(e.g., to a data aggregator and/or to data platform 12). In other embodiments, the amount of data 

transmitted may be minimized (e.g., for efficiency reasons), using various techniques. 
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f00118l f00119] One approach to minimizing the amount of data flowing from agents (such as 

agents installed on nodes 108) to data platform 12 is to use a technique of implicit references 

v,-ith unique keys. The keys can be explicitly used by data platfonn 12 to extract/derive 

relationships, as necessary, in a data set at a later time, without impacting perfixmance. 

{OO-l1-9tf 00120! As previously mentioned, some data collected about a process is constant and 

does not change over the lifetime of the process (e.g., att1ibutes), and some data changes (e.g., 

statistical information and other variable infonnation). Constant data can be transmitted (210) 

once, when the agent first becomes avvare of the process. And, if any changes to the constant data 

are detected (e.g., a process cha..'1.ges its parent), a refreshed version of the data can be transmitted 

(2 l 0) as applicable. 

(00120] rom 21] In some examples, an agent may collect variable data (e.g., data that may change 

over the lifetime of the process). In some examples, variable data can be transmitted (210) at 

periodic (or other) intervals. Alternatively, variable data nmy be transmitted in substantially real 

time as it is collected. Jn some examples, the variable data may indicate a thread count for a 

process, a total virtual memory used by the process, the total resident memory used by the 

process, the total time spent by the process executing in user space, and/or the total time spent by 

the process executing in kernel space. In some examples, the dat.a may include a hash that may be 

used ,vithin data platform J 2 to join process creation time attributes with mntime attributes to 

construct a fuli dataset. 

100121] !00122! Behw are additional examples of data that an agent, such as agent 112, can 

collect and provide to data platfonn 12. 

!(}IHlll f00123] 1. User Data 

t4}(Jl~2-3f !00124] Core User Data: user name, UID (user lD), primary group, other groups, home 

directory. 

(00121lf00125J Failed Login Data: IP address, hostname, usemame, count. 

f00125] {00126] User Login Data: user name, hostname, IP address, start time, Tri (terminal), 

UID (us.:::r lD), GID (group lD), process, end time. 

(00126] (00127! 2. Machine l)ata 

fOOH7J [001281 Dropped Packet Data: source IP address, destination IP address, destination port, 

protocol, count. 

(00128] rom 29] Machine Data: hostname, domain name, architecture, kernel, kernel release, 

kernel version, OS, OS version, OS description, CPU, memory, model number, number of cores, 

last boot time, last boot reason, tags (e.g., Cloud provider tags such a'> A\VS, GCP, or Azure 

tags), default router, interface name, interface hardware address, interface IP address and mask, 

promiscuous mode. 
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f001l9l f00130] 3. Netvvork Data 

t09130~ !00131] Network Connection Data: source IP address, destination IP address, source 

port, destination port, protocol, start time, end time, incoming and outgoing bytes, source 

process, destination process, direction of connection, histogra:rns of packet length, inter packet 

delay, session lengths, etc. 

(00131] [001321 Listening Ports in Server: source IP address, port number, protocd, process. 

(09132] [00133] Dropped Packet Data: source iP address, destination IP address, destination port, 

protocol, count. 

-}09l-J.J.fjll0134] Arp Data: source hardware address, source IP address, destination hardvvare 

address, destination iP address. 

(001:.H]fOOBSJ DNS Data.: source IP address, response code, response string, question (request), 

packet length, final answer (response). 

(09135] [00136! 4. Application Data 

(09136] [00137] Package Data: exe path, package name, architecture, version, package path, 

checksums (MD5, SHA-1, S:HA-256), size, O\vner, owner ID. 

-}091-J.+1!00138] Application Data: command line, PID (process ID), stait time, UID (user ID), 

EUID (effective UTD), PPID (parent process ID), PGID (process group ID), SID (session TD), 

exe path, usemame, container iD. 

fOOB8]{00139] 5. Container Data 

(09139] !00140! Container Image Data: image creation time, parent lD, authoL container type, 

repo, (AWS) tags, size, virtual size, image version. 

j00l40l f0014H Container Data: container stait time, container type, container name, container 

ID, network mode, privileged, PlD mode, IP addresses, listening ports, volume map, process ID. 

(O(H-41]!00142] 6. File Data 

(O(H t2J fOOJ 43] File path, file data hash, symbolic links, file creation data, file change data, file 

metadata, file mode. 

-f0(H4;}H00144! As mentioned above, an agent, such as agent 112, can be deployed in a container 

(e.g., a Docker container), and can also be used to collect infonnation about containers. 

Collection about a container can be perfonned by an agent irrespective of\vhetherthe agent is 

itself deployed in a container or not (as the agent can be deployed in a container nmning in a 

privileged mode that alJows for monitoring). 

(OOH 1HOOJ45J Agents can discover containers (e.g., for monitoring) by listening for container 

create events (e.g., provided by Docker), and can also pert"i.)nn periodic ordered discovery scans 

to determine whether containers are running on a node. \,Vhen a container is discov.:::red, the agent 

can obtain attributes of the container, e.g., usi.ng standard Docker APT calls (e.g., to obtain IP 
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addresses associated with the container, whether there's a server running inside, v,diat port it i.s 

listening on, associated PlDs, etc.). lnfommtion such as the parent process that sta1ted the 

container can also be coHccted, as can information about the i.mage (which comes from the 

Docker repository). 

{00±4~!00146! In various embodiments, agents .may use namespaces to determine \vhether a 

process is associated vvith a container. Namespaces are a :fbature of the Linux kernel that can be 

used to isolate resources of a collection of processes. Examples of namespaces ind ude process 

ID (PID) namespaces, nehvork namespaces, and user namespaces. Given a process, the agent can 

perfom1 a fast lookup to detem1ine whether the process is part of the namespace the container 

claims to be its nan1espace. 

(00116] rom 4 7] As mentioned, agents can be configured to report certain types of information 

(e.g., attribute infomiation) once, when the agent first becomes aware of a process. In various 

embodiments. such static information is not reported again (or is repmted once a day, every 

twelve hours, etc.), unless it changes (e.g., a process changes its parent, changes its owner, or a 

SHA-I of the binary associated with the process changes). 

-l:(JOl-4-+1!00148] ln contrast to static/attribute information, certain types of data change constantly 

(e.g., network-related data) In various embodiments, agents are configured to report a list of 

current connections every minute (or other appropriate time interval). In that connection list will 

be connections that started in that minute interval, connections that ended in that minute interval, 

and connections that were ongoing throughout the minute interval (e.g., a one minute slice of a 

one hour connection) 

!00148! [00149] In various embodiments, agents are configured to collecticompute statistical 

infonnation about connections (e.g., at the one minute level of granularity and or at any other 

time interval). Examples of such infonnation include, for the time interval, the number of bytes 

transferred, and in \vhich direction. Another example of infi.mnation collected by an agent about 

a connection is the length of time between packets. For connections that span multiple time 

intervals (e.g., a seven minute connection), statistics may be calculated for each minute of the 

connection. Such statistical infom1ation (for all connections) can be reprnted (e.g., to a data 

aggregator) once a minute. 

f4}0149tf00150] In various embodiments, agents are also configured to maintain histogram data 

for a given network connection, and provide the histogram data (e.g., in the Apache Avro data 

exchange format) under the Connection event type data. Examples of such histograms include: 1. 

a packet length histogram (packet_Jen_J1ist), w11ich characterizes network packet distribution~ 2. 

a session length histogram (sessionJen ___ hist), vvhich characterizes a net\vork session length; 3. a 

session time histogram (session_time_hist), which characterizes a network session time; and 4. a 
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session switch time histogram (session ___ s,vitch ___ time ___ hist), which characterizes network session 

S\vitch time {i.e., incoming->outgoing and vice versa). For example, histogram data may include 

one or more of the followmg fields: ] . count, vvhich provides a count of the elements in the 

sampllng; 2. sum, vvhich provides a sum of elements in the sampling; 3. max, which provides the 

highest value element in the sampling; 4. std ___ dev, ,vhich provides the standard deviation of 

elements in the sampling; and 5. buckets, which provides a discrete sample bucket distribution of 

sampling data (if applicable) 

f001§0l f0015H For some protocols (e.g., HTTP), typically, a connection is opened, a string is 

sent, a string is received, and the com1ection is closed. For other protocols (e.g., NFS), both sides 

of the connection engage in a constant chatter. Histograms allow data platfonn 12 to model 

application behavior (e.g., using machine learning techniques), fi:.)r establishing baselines, and for 

detecting deviations. As one example, suppose that a given HTTP se1ver typically sends/receives 

1,000 bytes (in each direction) vvhenever a connection is made ,vith it. If a connection generates 

500 bytes of traffic, or 2,000 bytes of traffic, such connections would be considered \Vithin the 

typical usage pattern of the server. Suppose, ho1.vever, that a connection is made that results in 

lOG of traffic. Such a connection is anomalous and can be flagged accordingly. 

(00151] jOOJ.52] Returning to Fig. lD, as previously rnenti.oned, data aggregator 114 may be 

configured to provide information (e.g, collected from nodes l 08 by agents) to data platfonn l 7 

Data aggregator 128 may be similarly configured to provide information to data platform 12. As 

shmvn in Fig. lD, both aggregator 114 and aggregator 128 may connect to a load balancer 130, 

vvhich accepts connections from aggregators (andior as applicable, agents), as vvell as other 

devices, such as computer 126 (e.g., when it communicates with web app 120), and supports fair 

balancing. ln various embodiments, load balancer 130 is a reverse proxy that load balances 

accepted connections intemaliy to various microservices (described in more detail below), 

allowing for services provided by data platfom1 12 to scale up as more agents are added to the 

environment and/or a-; more entities subscribe to services provided by data platfom1 12. Example 

ways to implement load balancer 130 include, but are not limited to, using HaProxy, using nginx, 

and using elastic load balancing (ELB) services made available by Amazon. 

fOQ15lJ f00153J Agent service 132 is a microservice that is responsible for accepting data 

collected from agents (e.g., provided by aggregator 114). In various embodiments, agent service 

] 32 uses a standard secure protocol, such as HTTPS to communicate vvith aggregators (and as 

applicable agents), and receives data in an appropriate fi:.mnat such as Apache Avm. Wl1en agent 

service 132 receives an incoming connection, it can perfom1 a variety of checks, such as to see 

whether the data is being provided by a current cust01m::r, and v,,hether the data is being provided 
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in an appropriate format. If the data is not appropriately formatted (andior is not provided by a 

current customer), it may be rejected. 

(00153] j00154J If the data is apprnpriateiy fomrnrted, agent service ] 32 may facilitate copying 

the received data to a streaming data stable storage using a streaming service (e.g., Amazon 

Kinesis and/or any other suitable streaming service. Once the ingesting into the streaming service 

is complete, service 132 may send an acknowledgement to the data provider (e.g., data 

aggregator 114), If the agent does not receive such an acknmvledgement, it is configured to retry 

sending the data to data platfixm 12- One way to implement agent service 132 is as a REST API 

server framework (e.g., Java Drop Wizard), configured to communicate with Kinesis (e.g., using 

a Kinesis library). 

(00151][00155] In various embodiment,;;, data p]atfi.)nn 12 uses one or more streams (e.g., 

Kinesis streams) for all incoming customer data (e.g., including data provided by data aggregator 

114 and data aggregator 128), and the data is sharded based on the node (also referred to herein 

as a "machine") that originated the data (e.g., node 116 vs. node 122), with each node having a 

globally unique identifier within data platform 12. Multiple instances of agent service i 32 can 

write to multiple shards. 

(00155]!00156] Kinesis is a streaming service \vitb a limited period (e.g., 1-7 days). To p(~rsist 

data longer than a day, the data may be copied to long term storage 42 (e.g., S3). Data loader 136 

is a microservice that is responsible for picking up data from a data stream (e.g., a Kinesis 

strea..-11) and persisting it in long term storage 42. ln one example embodiment, files collected by 

data loader 136 from the Kinesis stream are placed into one or more buckets, and segmented 

using a combination of a customer identifier and time slice. Given a particular time segment, and 

a given customer identifier, the corresponding file (stored in long term storage) contains five 

minutes (or another appropriate time slice) of data coilected at tbat specific customer from aU of 

the customer's nodes. Data loader 136 can be implemented in any appropriale programming 

language, such as Java or C, and can be configured to use a Kinesis library to interface ,vith 

Kinesis. In various embodiments, data loader 136 uses the Amazon Simple Queue Service (SQS) 

(e.g., to alert DB loa.i..ier] 40 that there is work for it to do). 

fOQ156J [001571 DB loader 140 i.s a microservice that is responsible fbr loading data into an 

appropriate data store 30, such as SnowflakeDB or Amazon Redshift, using individual per­

customer databases. In paiticular, DB loader 140 is configured to periodically load data into a set 

of raw tables from files created by data. loader 136 as per above. DB loader 140 manages 

throughput, errors, etc., to make sure that data is loaded consistently and continuously. Further, 

DB loader 140 can read incoming data and load into data store 30 data that is not already present 

in tables of data store 30 (also rnforred to herein as a database). DB loader 140 can be 
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implemented in any appropriate programming language, such as Java or C, and an SQL 

frarnew·ork such asjOOQ (e.g .. to manage SQLs for insertion of data), and SQL/JDBC libraries. 

ln some examples, DB loader 140 may use Amazon S3 and Amazon Simple Quem~ Sen,•jce 

(SQS) to manage files being transferred to and from data store 30. 

{OO-l§.'.7+!00158! Customer data included in data store 30 can be augmented with data from 

addjtional data sources, such as A \VS CloudTrail and/or other types of external tracking services. 

To this end, data platfom1 may include a tracking service analyzer 144, which is another 

microservice. Tracking service analyzer 144 may pull data from an external tracking service 

(e.g., Amazon CloudTrail) for each applicable customer accmmt, as soon as the data is available. 

Tracking service analyzer 144 may normalize the tracking data as applicable, so that it can be 

inserted into data store 30 for later querying/analysis. Tracking service analyzer 144 can be 

\vritten in any appropriate programming language, such as Java or C. Tracking service analyzer 

144 also makes use of SQL/JDBC libraries to interact with data store 30 to insert/query data. 

(09158] [00159] As described herein, data platfonn 12 can model activities that occur within 

datacenters, such as datacenters 104 and 106. TI1e model may be stable over time, and 

differences, even subtle ones (e.g., between a current state of the datacenter and the model) can 

be surfaced. The ability to surface such anomalies can be particularly beneficial m datacenter 

environments where rogue employees and/or external attackers may operate s]owly (e.g., over a 

period of months), hoping that the elastic nature of typical resource use (e.g., virtualized servers) 

will help conceal their nefarious activities. 

(O(H59J {00160! Using technjques described herein, data platfonn 12 can automatically discover 

entities (vvhich may implement compute assets 16) deployed in a given datacenter. Examp1es of 

entities include workloads, applications, processes, machines, virtual machines, contai.."1ers, files, 

IP addresses, domain names, and users. ·rhe entities may be grouped together logicaUy (jnto 

analysis groups) based on behaviors, and temporal behavior baselines can be estabiished. In 

particular, using techniques described herein, periodic graphs can be constrncted (also referred to 

herein as polygrnphs), in which the nodes are applicable logical entities, and the edges represent 

behavioral relationships betsveen the logical entities in the graph. Baselines can be created for 

every node and edge. 

f4}G1-60-ff0{H61] Communication (e.g., between applications/nodes) is one example of a behavior. 

A model of communications bet\veen processes is an example of a behavioral model. As another 

example, the launching of applications is another example of a behavior that can be modeled. 

Tue baselines may be periodically updated (e.g., hourly) for every entity. Additionally or 

alternatively, the baselines may be contmuously updated in substantially real-time as data. is 

collected by agents. Deviations from the expected normal behavior can then be detected and 
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automatically reported (e.g., as anomalies or threats detected). Such deviations may be due to a 

desired change. a misconfiguration, or malicious activity. As applicable, data platfom1 12 can 

score the detected deviations (e.g., based on severity and threat posed). Additional examples of 

analysis groups include models of machine communications, models of privilege changes, and 

models of insider behaviors (monitoring the interactive behavior of human users as they operate 

vvithin the datacenter). 

(09161] [00162] Two example types of infonnation e-01lected by agents are netv,·ork level 

infonnation and process levei information. As previously mentioned, agents may collect 

infomiat10n about every connection involving their respective nodes. And, for each connection, 

infomrntion about both the server and the client may be coUected (e.g., using the connection-to­

process identification techniques described above). DNS queries and responses may also be 

collected. The DNS query information can be used in logical entity graphing (e.g., collapsing 

many different IP addresses to a single service --- e.g., s3.a.mazon.com). Examples of process level 

infom1ation collected by agents include attributes (user ID, effective user ID, and command iine) 

Information such as what user/application is responsible for launching a given process and the 

binary being executed (a..'1.d its SHA-256 values) may also be provided by agents. 

(00162] jOOJ.63] The dataset coHected by agents across a datacenter can be very large, and many 

resources (e.g., virtual machines, IP addresses, etc.) are recycled very quickly. For exa,--nple, an 

IP address and port number used at a first point in time by a first process on a first virtnal 

machine may very rapidly be used (e.g., an hour later) by a different process/virtual machine. 

(O(H63J {001641 A dataset (and elements within it) can be considered at both a physical level, and 

a logical level, as illustrated in Fig. 2B. In particular, Fig. 2B illustrates an example 5-tuple of 

data 210 collected by an agent represented physically (216) and logically (217). '111e 5-tuple 

includes a source address 21 L a source port 212, a destination address 213, a destination port 

214, and a protocol 215. In some cases, port numbers (e.g., 212,214) may be indicative ofthe 

nature of a connection (e.g., vvith certain port usage standardized). However, in many cases, and 

in paiticular in datacenters, port usage is ephemeral. For example, a Docker container ca11 listen 

on an ephemeral port, which is unrelated to the service it vvill nm .. When another Docker 

container starts (for the same service), the port may well be different. Similarly, paiticularly in a 

virtualized environment, IP addresses may be recycled frequently (and are thus also potentially 

ephemeral) or could be NATed, vvbich makes identification difficult. 

(OOH31JfOOJ65J A physical representation oftbe 5-tuple is depicted in region 216. A process 218 

(executing on machine 219) has opened a connection to machine 220. In particular, process 218 

is in commm1ication with process 221. Information such as the number of packets exchanged 

betvveen the two machines over the respective po;ts can be recorded. 
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f00165l f00166] As previously mentioned, in a datacenter environment, portions of the 5-tuple 

may change --- potentially frequently -- but stiH be associated vvith the same behavior. Namely, 

one application (e.g., Apache) may frequently be in communication with another application 

(e.g., Oracle), using ephemeral datacenter resources. Further, either/both of Apache and Oracle 

may be multi-homed. 111is can lead to potentially thousands of 5-tuples (or more) that all 

COJTespond to Apache communicating \vith Oracle within a datacenter. For example, Apache 

cou]d be executed on a single machine, and could also be executed across fifty machines, which 

are variously spun up and clown (vvith different lP addresses each time). An alternate 

representation of the 5-tuple of data 210 is depicted in region 217, and is logical. The logical 

representation of the 5-tupie aggregates the 5-tupk (along with other connections between 

Apache and Oracle having other 5-tuples) as logically represenling the same connection. By 

aggregating data from raw physical connection infi)1mation into logical connection information, 

using techniques described herein, a size reduction of six orders of magnitude in the data set can 

be achieved. 

f00166l f00167] Fig. 2C depicts a portion of a logical polygraph. Suppose a datacenter has seven 

instances of the application update ___ engine 225, executing as seven difforent processes on seven 

different machines, having seven different IP addresses, and using seven different ports. The 

instances of update_ engine variously communicate with update .core-os.net 226, 'which may have 

a single IP address or many IP addresses itself, over the one hour time period represented in the 

polygraph. In the example shown in Fig. 2C, update ___ engine is a client, connecting to the server 

update.core-as.net, as indicated by arrow 228. 

!00167l f00168] Behaviors of the seven processes are clustered together, into a single summary. 

As indicated in region 227, statistical information about the connections is also maintained (e.g., 

number of connections, histogram infoimation, etc.). A polygraph such as is depicted in Fig. 2C 

can be used to establish a basehne of behavior (e.g., at the one-hour level), allowing for the 

future detection of deviations from that baseline. As one example, suppose that statistically an 

update ___ engine instance transmits data at 11 bytes per second. If an instance \Vere instead to 

transmit data at JOOO bytes per second, such behavior vvould represent a deviation from the 

basehne and could be flagged accordingly. Similarly, changes that are vvithin lhe baseline (e.g., 

an eighth instance of update ___ engine appears, but otherwise behaves as the other instances: or one 

of the seven instances disappears) are not flagged as anomalous. Further, datacenter events, such 

as failover, autobalancing, and A-B refresh are unlikely to trigger false alanns in a polygraph, as 

at the logical level, the behaviors remain the same. 

·f0(Hh8}!00169! In various embodiments, polygraph data is maintained for every application in a 

datacenter, and such polygraph data can be combined to make a single datacenter view across aH 
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such applications. Fig. 2D illustrates a portion of a polygraph for a service that evidences more 

complex behaviors than are depicted in Fig. 2C. In paiticulaL Fig. 2D illustrates the behaviors of 

S3 as a service (as used by a particular customer datacenter). Clients v,:ithin the datacenter 

variously connect to the S3 service using one of five fuliy qualified domains (listed in region 

230). Contact \vith any of the domams is aggregated as contact with S3 (as indicated in region 

231) Depicted in region 232 are various contaim~rs which (as clients) connect ,vith S3. Other 

containers (vvhich do not connect V>'ith S3) are not included. As with tbe polygraph portion 

depicted in Fig. 2C, statistical information about the connections is knmvn and summarized, such 

as the number of bytes transferred, histogran1 infom1ation, etc. 

(001€39] j00J.70J Fig. 2E illustrates a communication polygraph for a datacenter. In particular, the 

polygraph indicates a one hour summary of approximately 500 virtual machines, which 

collectively run one million processes, and make 100 million connections in that hour. As 

iHustrated in Fig. 2E, a polygraph represents a drastic reduction in size (e.g., from tracking 

infom1ation on 100 miliion connections in an hour, to a few hundred nodes and a few hundred 

edges). Further, as a datacenter scales up (e.g., from using 10 virtual machines to 100 virtual 

machines as the datacenter uses more workers to support existing applications), the polygraph for 

the datacenter wili tend to stay the same size (vvith the 100 virtual machines clustering into the 

same nodes that the lO virtua] machines previous1y clustered into). As ne,v applications are 

a1..i.ded into the datacenter, the polygraph may automatically scale to include behaviors involving 

those applications. 

(Of.H :OH0017H In the particular polygraph shown in Fig. 2E, nodes generally com~spond to 

workers, and edges correspond to communications the \vorkers engage in (with connection 

activity being the behavior modeled in polygraph 235). Another example polygraph could model 

other behavior, such as application launching. The communications graphed in Fig. 2E include 

traffic entering the datacenter, tratrk exiting the datacenter, and traffic that stays wholly within 

the datacenter (e.g., traffic between \vorkern,. One example of a node included in polygraph 235 

is the sshd application, depicted as node 236. As indicated in .Fig. 2E, 421 instances of sshd ,vere 

executing during the one hour time period of data represented in polygraph 235. As indicated in 

region 237, nodes v,'ithin the datacenter communicated with a total of 1349 TP addresses outside 

oftbe datacenter (and not otherwise accounted for, e.g., as belonging to a service such as 

Amazon A WS 238 or Slack 239). 

(00171] fOOJ 721 In the fr1llowing examples, suppose that user B, an administrator of data.center 

106, is interacting with data platform 12 to view visualizalions of polygraphs in a web browser 

(e.g., as served to user B via web app 120). One type of polygraph user B ca11 view is an 

application-communication polygraph, which indicates, for a given one hour windovv (or any 
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other suitable time interval), which applications communicated \vith which other applications. 

Another type of polygraph user B can view is an application launch polygraph. User B can also 

vie\v graphs related to user behavior, such a<, an insider behavior graph which tracks user 

connections (e.g., to internal and external applications, including chains of such behavior), a 

privilege change graph which tracks how privileges change between processes, and a user login 

graph, which tracks which (logical) machines a user logs into. 

(091 ::l] [00173] Fig. 2F illustrates an example of an application-communication po1ygraph fi.x a 

datacenter (e.g., datacenter 106) for the one hour period of9am-10am on June 5. The time slice 

currently being viewed is indicated in region 240. lfuser B clicks his mouse in region 241, user 

B vviH be shovm a representation of the application-communication polygraph as generated for 

the fi.)llowing hour (1 Oam-1 lam on June 5). 

f00113J f00174J Fig. 2G depicts \vhat is shown in user B's brovvser after he has clicked on region 

241, and has further clicked on region 242. '111e selection in region 242 turns on and off the 

ability to compare two time intervals to one another. User B ca..11 select from a variety of options 

when comparing the 9am-l0am and lOam-1 lam time intervals. By dicking region 248, user B 

will be shown the union of both graphs (i.e., any connections that were present in either time 

interval). By clicking region 249, user B will be shown the intersection of both graphs (i.e., only 

those connections that were present in both time intervais). 

f00171] [00175] As shown in Fig. 2G, user B has elected to click on region 250, ,vhich depicts 

connections that are only present in the 9am-10am polygraph in a first color 25 L and depicts 

connections that are only present in the 10am- J Jam polygraph in a second color 252. 

Connections present in both polygraphs are omitted from display. As one example, in the 9am-

10am polygraph (conesponding to connections made during th.::: 9am-10am time period at 

datacenter 106), a connection was made by a server to sshd (253) and also to systemd (254). Both 

of those connections ended prior to 1 Oam and are thus depicted in the first color. As another 

example, in the lOam-1 lam polygrnph (corresponding to connections made during the lOam-

1 lam time period at datacenter l 06t a connection was made from a known bad external IP to 

nginx (255). 'f11e connection was not present dming the 9a.m-10am time slice and thus is depicted 

in the second color. As yet another exan1ple, two different connections were made to a Slack 

service betvveen 9am and 11am. Hmvever, the first was made by a first client during the 9a.m-

] Oam time slice (256) and the second was made by a different client during the 1 Oam-1 lam slice 

(257), and so the two connections are depicted respectively in t.be first and second colors and 

blue. 

·fO(H,+s;HOOl 76! Returning to the polygraph depicted in Fig. 2F, suppose user B enters ·'etcd" into 

the search box located in region 244. User B will then be presented with the interface illustrated 
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in Fig. 2H. As shmvn in Fig. 2H, three applications containing the term '·etcd'' were engaged in 

communications during the 9am- l Oam windo'.v. One application is etcdctl, a command line client 

for etcd. As show-n m Fig, 2H, a total of three different etcdctl processes were executed during 

the 9am-10am windO\v, and \Vere clustered together (260). Fig. 2H also depicts t"\vo different 

clusters that arc both named etcd2. 111e first cluster includt:'.S (for the 9a...'11-l0am vvindcnv) five 

members (261) and the second duster includes (for the same windmv) eight members (262). The 

reason for these two distinct clusters is that the t\vo groups of applications behave differently 

(e.g., they exhibit two distinct sets of communication patterns). Specifically, the instances of 

etcd2 in cluster 261 only communicate vvith locksmithctl (263) and other etcd2 instances (in both 

dusters 261 and 262) The instances of etcd2 in cluster 262 communicate with additional entities, 

such as etcdct] and Docker containers. As desired, user B can click on one of the clusters (e.g., 

cluster 261) and be presented with summary information about the applications included in the 

cluster, as is shown in Fig. 21 (e.g., in region 265). User B can also double click on a given 

duster (e.g., cluster 261) to see details on each of the individual members of the duster broken 

out. 

-}O{H-1,6fj00177] Suppose user B novv dicks on region 245 of the interface shown in Fig. 2F. User 

B vviH then be shown an application launch polygraph. Launching an application is another 

example of a behavior. The launch polygraph models how applicalions are launched by other 

applications. fig. 2J illustrates an example of a portion of a launch polygraph. In particular, user 

B has typed "find" into region 266, to see hcl\v the "'find" application is being launched. As 

shown in Fig. 21, in the launch polygraph for the lOam-1 lam time period, find applications (267) 

are always launched by bash (268), which is in turn always launched by systemd (269). If find is 

launched by a different application, this would be anomalous behavior. 

(0(}177]!00178] Fig. 2K illustrates another example of a po;tion of an application launch 

polygraph. In Fi.g. 2K, user B has searched (270) for "python ma" to see how "python 

marathon.Jb'' (271) is launched. As shown in fig. 2K, in each case (during the one hour time 

slice of lOam-llam), python marathon_Jb is launched as a result of a chain of the same seven 

applications each time. lf python rnarathon_lb is ever launched in a different manner, this 

indicates anomalous behavior. The behavior could be indicative of malicious activities, but could 

also be due to otl1er reasons, such as a misconfiguration, a perfomumce-related issue, and/or a 

failure, etc. 

(0(}178JfOOJ 791 Suppose user B now clicks on region 246 of the interface shov,m in Fi.g. 2.F. User 

B will then be shmvn ,m insider behavior graph. TI1e insider behavior graph tracks infom1ation 

about behaviors such as processes started by a user interactively using protocols such as ssh or 

telnet. and any processes started by those processes. As one example, suppose an administrator 
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logs into a first virtual machine in datacenter 106 (e.g., using sshd via an external connection he 

makes from a hotel), using a first set of credentials (e.g., first.last@example.com and an 

appropriate passvvord) From the first virtual machine. the administrator connects to a second 

virtual machine (e.g., using the same credentials)o then uses the sudo command to change 

identities to those of another user, and then launches a program. graphs built by data platfonn 12 

can be used to associate the administrator ,vith each of his actions, induding launching the 

program using the identity of another user. 

f001"."9l f00180] Fig. 2L illustrates an example of a portion of an insider behavior graph. In 

particular, in Fig. 2L, user Bis viewing a graph that corresponds to the time slice of 3pm-4pm on 

June I. Fig. 2L iHustrates the intemaJ/extema1 applications that users connected to during the one 

hour time slice. If a user typically communicates \vith particular applications, that infom1ation 

\ViH become part of a baseline. ff the user deviates from his baseline behavior (e.g., using new 

applications, or changing privilege in anomalous ways), such anomalies can be surfaced. 

(09180) [00181] Fig. 2M illustrates an example of a portion of a privilege change graph, v,'hich 

identifies how privileges are changed between processes. Typically, \vhen a user launches a 

process (e.g., "ls"), the process inherits the same privileges that the user has. And, while a 

process can have fewer privileges than the user (i.e., go down in privilege), it is rare (and 

generally undesirable) for a user to escalate in privilege. Infom1ation induded in the privilege 

change graph can be determined by examining the parent of each running process, and 

detennining whether there is a match in privilege between the parent and the child. If the 

privileges are different, a privilege change has occurred (whether a change up or a change dmvn) 

TI1e application ntpd is one rare example of a scenario in which a process escalates (272) to root, 

and then returns back (273). The sudo cornmand is another example (e.g., used by an 

administrator to temporarily have a higher privilege). As with the other examples, ntpd's 

privilege change actions, and the legitimate actions of various administrators (e.g., using sudo) 

\Viil be incorporated into a baseline model by data platfrmn 12. \\i11en deviations occur, such as 

where a new application that is not ntpd escalates privilege, or where an individual that has not 

previously/docs not routinely use sudo docs so, such behaviors can be identified as anomalous, 

f09181) [00182] Fig. 2N illustrates an example of a portion of a user login graph, which identifies 

which users log into ;,vhich logical nodes. Physical nodes (w·hether bare metal or virtualized) are 

dustered into a logical machine cluster, for example, using yet another graph, a machine-server 

graph, an example of which is shmvn in Fig. 20. For each machine, a detennination is made as to 

\vhat type of machine it is, based on ·what kind(s) of workflows it runs. As one example, some 

machines nm as master nodes (having a typical set ofworkflovvs they nm, as master nodes) and 

can thus be clustered as master nodes. \1/orker nodes arc different from master nodes, for 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00040



L004 lB l CIP 2 Specification Markup 

example, because they nm Docker containers, and frequently change as containers move around. 

\Yorker nodes can similarly be clustered. 

(00182] !OOJ.83J As previously mentioned, the polygraph depicted in Fig. 2E corresponds to 

activities in a datacenter in which, in a given hour, approximately 500 virtual machines 

collectively nm one million processes, and make 100 million connections in that hour. The 

polygraph represents a drastic reduction in size (e.g., from tracking infom1ation on 100 million 

connections in an hour, to a few hundred nodes and a few hundred edges). Using techniques 

described herein, such a polygraph can be constmcted (e.g., using commercially available 

computing infrastructure) in less than an hour (e.g., within a few minutes). Thus, ongoing hourly 

snapshots of a datacenter can be created within a two hour moving windmv (i.e., collecting data 

for the time period 8am-9am, while also generating a snapshot fbr the ti.me previous time period 

7am-8am). The follO\ving describes various example infrastmcture that can be used in polygraph 

construction, and also describes various techniques that can be used to construct polygraphs. 

(09183] [00184] Returning to Fig. JD, embodiments of data platfom1 12 may be built using any 

suitable infrastructure as a service (IaaS) (e.g., A \VS). For example, data platform 12 can use 

Simple Storage Service ( S3) for data storage, Key ·Management Service (KMS) for managing 

secrets, Simple Queue Service (SQS) for managing messaging between applications, Simple 

Email Seffice (SES) for sending emails, and Route 53 for managing DNS. Other infrastructure 

tools can also be used. Examples include: orchestration tools (e.g., Kubernetes or 

Mesas/Marathon), service discovery tools (e.g., Mesos-DNS), service load balancing tools (e.g., 

marathon-LB), container tools (e.g., Docker or rkt), log/metric tools (e.g, collectd, tluentd, 

kibana, etc.), big data processing systems (e.g., Spark, Hadoop, AWS Redshift, Snowflake etc.), 

and distributed key value stores (e.g., Apache Zookeeper or etcd2). 

(00184] !00185] As previously mentioned, in various embodiments, data plattom1 l 2 may make 

use of a coHecti.on of micmservices. Each microservice can have multiple instances, and may be 

configured to recover from failure, scale, and distribute work amongst various such instances, as 

applicable. For exan1ple, microservices are auto-balancing for new instances, and can distribute 

vvorkload if new inst~mces are started or existing instances are tem1inated. In various 

embodiments. micmservices may be deployed as self-contained Docker containers. A lvfosos­

Marathon or Spark fom1ework can be used to deploy the microservices (e.g., with lViarathon 

monitoring and restarting failed instances of microservices as needed). The service etcd2 can be 

used by micmservice instances to discover how many peer instances are nmning, and used for 

calculating a hash-based scheme for Viiorkload distribution. Microservices may be configured to 

publish various health/status metrics to either an SQS queue, or etcd2, as applicable. In some 

examples, Amazon DynamoDB can be used for state management 
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f00185l f 00186] Additional information on various microservices used in embodiments of data 

platform. 12 is provided below. 

(00186] !OOJ.87J Graph generator 146 is a microservice that may be responsible for generating 

raw behavior graphs on a per customer basis periodicaUy (e.g., once an hour). In particular, graph 

generator 146 may generate graphs of entities (as the nodes in the graph) and activities between 

entities (as the edges). In various embodiments, graph generator 146 also perfi.1nns other 

functions, such as aggregation, enrichment (e.g., geolocation and threat), reverse DNS resolution, 

TF-IDF based command line analysis for command type extraction, parent process tracking, etc. 

-l:001-8-+1!00188] Graph generator 146 may perform joins on data collected by the agents, so that 

both sides of a behavior arc linked. For example. suppose a first process on a first virtual 

machine (e.g., having a first TP address) communicates with a second process on a second virtual 

machine (e.g., having a second IP address). Respective agents on the first and second virtual 

machines may each report information on their view of the comnmnication (e.g., the PlD of their 

respective processes, the ainount of data exchanged and in which direction, etc.) "\,1/hen graph 

generator performs a join on the data provided by both agents, the graph vvili include a node for 

each of the processes, and an edge indicating communication between them (as we11 as other 

infomrntion, such as the directionality of the communication - i.e., \vhich process acted as the 

seffer and which as the client in the communication). 

f00188] {00189] In some cases, connections are process to process (e.g., from a process on one 

virtual rnachine within the cloud environment associated with entity A to another process on a 

virtual machine within the cloud environment associated with entity A). In other cases, a process 

may be in communication with a node (e.g., outside of entity A) which does not have an agent 

deployed upon it. As one example, a node within entity A .. might be in communication with node 

] 72, outside of entity A. ln such a scenario. communications with node 172 are modeled (e.g., by 

graph generator 146) using the IP address of node 172. Simi1ariy, ,vhere a node within entity A 

does not have an agent deployed upon it, u½e IP address of the node c,m be used by graph 

generator in modeling. 

(00189] (00190! Graphs created by graph generator l 46 may be written to data store 30 and 

cached for further processing. A graph may be a summary of all activity that happened in a 

particular time interval. As each graph corresponds to a distinct period of time, different rows c;:u1 

be aggregated to find summary infonnation over a larger timestamp ln some examples, picking 

l'-VO difterent graphs from t,vo different timestamps can be used to compare difterent periods. If 

necessary, graph generator can parallelize its workload (e.g., where its backlog cannot otherwise 

be handled within a particular time period, such as an hour, or if is required to process a graph 

spanning a long time period). 
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f00190l f 00191] Graph generator 146 can be implemented in any appropriate programming 

language, such as Java or C and machine learning libraries, such as Spark's MLLib. Example 

v,-ays that graph generator computations can be implemented include using SQL or ]\/fap-R, using 

Spark or :Hadoop. 

{00-191+!00192! SSH tracker 148 is a microservice that may be responsible for follmving ssh 

connections and process parent hierarchies to detennine trails of user ssh activity. Identified ssh 

trails are piaced by the SSH tracker 148 into data store 30 and cached for further processing. 

f0019ll f00193] SSH tracker 148 can be implemented in any appropriate programming language, 

such as Java or C, and nmchine libraries, such as Spark's MLLib. Example ways that SSH 

tracker computations can be implemented include using SQL or Map-R, usmg Spark or Hadoop. 

(00193] rom 94] Threat aggregator ] 50 is a microservice that may be responsible for obtaining 

third party threat infi.mnation from various applicable sources, and making it available to other 

micro-services. Examples of such infom1ation include reverse DNS information, GeolP 

infom1ation, lists of known bad domains/IP addresses, lists of known bad files etc. As applicable, 

the threat information is nom1alized befrHe insertion into data store 30. Threat aggregator 150 

can be implemented in any appropriate programming language, such as Java or C using 

SQL/JDBC libraries to interact vvith data store 30 (e.g., for insertions and queries). 

(00191] [00195] Schedukr 152 is a microservice that may act as a scheduier and that may run 

arbitrary jobs orgai.,ized as a directed graph. In some examples, scheduler 152 ensures that all 

jobs for all customers are able to nm during at a given time interval (e.g., every hour). Scheduler 

152 may handle en-ors and retrying for failed jobs, track dependencies, manage appropiiate 

resource levels, and/or scale jobs as needed. Scheduler 152 can be implemented in any 

appropriate programming language, such as Java or C. A variety of components can also be used, 

such as open source scheduler frameworks (e.g., Airflow), or A WS services (e.g., the A WS Data 

pipeline) which can be used fix managing schedules. 

f00195] {00196] Graph Behavior Modeler (GBM) 154 is a micmservice that may compute 

polygraphs. In particular, GBM 154 can be used to find clusters of nodes in a graph that should 

be considered similar based on some set of their prope1ties and relationships to other nodes. As 

described herein, the clusters and their relationships can be used to provide visibility into a 

data.center environment without requiring user specified labels. GBM 154 may track such 

dusters over time persistently, allowing for changes to be detected and alerts to be generated. 

(00196] [00197] GBM 154 may take as input a raw graph (e.g., as generated by graph generator 

146). Nodes are actors of a behavior, and edges are the behavior relationship it.-;eif For example, 

in the case of communication, example actors include processes, which communicate with other 

processes. T11e GBTvi l 54 dusters the raw graph based on behaviors of actors and produces a 
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summary (the polygraph). TI1e polygraph summarizes behavior at a datacenter level. Tue GBM 

also produces ·'observations" that represent changes detected in the datacenter. Such observations 

rnay be based on differences in cumulative behavior (e.g., the baseline) of the datacenterwith its 

current behavior. TI1e GBM 154 can be implemented in any appropriate programming language, 

such as Java, C or Golang, using appropriate libraries (as applicable) to handle distributed graph 

computations (handling large amounts of data analysis in a short amount of time) Apache Spark 

is another exan1ple tool that can be used to compute polygraphs. The GBJ'V1 can also take 

feedback from users and adjust the model according to that feedback. For example, if a given 

user is interested in relearning behavior for a particular entity, the GBl'v1 can be instrncted to 

"forget" the implicated part of the polygraph. 

(00197][00198] GBM runner 156 is a microservice that may be responsible for interfacing with 

GBM 154 and providing GBM 154 with rmv graphs (e.g., using a query language, such as SQL, 

to push any computations it can to data store 30). GBM runner 156 may also insert polygraph 

output from GBM 154 to data store 30. GBM runner 156 can be implemented in any appropriate 

programming la.nguage, such as Java or C, using SQL/JDBC libraries to interact with data store 

30 to insert and query data. 

(00198] !00199] Alert generator l58 is a micrnservice that may be responsible for generating 

a1erts. Alert generator 158 may examine observations (e.g., produced by GBM l 54) in aggregate, 

deduplicate them, and score them. Alerts may be generated for observations with a score 

exceeding a threshold. Alert generator 158 may also compute (or retrieves, as applicable) data 

that a customer (e.g., user A or user B) might need when revie'vving the ak1t. Examples of events 

that can be detected by data platfom1 12 (and alerted on by alert generator 158) include, but are 

not limited to the following: 

(09199]!00200] new user: This event may be created the firsttirm~ a user (e.g., of node J 16) is 

first observed by an agent "\Yi thin a datacenter. 

f002{)0J {00201] user launched new binary: TI1is event :may be generated when an interactive user 

law1ches an application for the first time. 

(00201 J (002021 new privilege escalation: This event may be generated when user privileges are 

escalated and a nev, application is nm. 

f{)G2.0:it[00203] new application or container: TI1is event may be generated when an application 

or container is seen for the first time. 

(00203] [00204] ne\v external connection: This event may be generated when a connection to an 

external IP/domain is made fi:-o:m a new application. 

·f00-204H00205! new external host or IP: 'TT1is event may be generated ,vhen a ne\Y external host 

or IP is involved in a connection vvith a data.center. 
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f00205l f 00206] ne'\v internal connection: TI1is event may be generated ,vhen a connection 

benveen mtemal-only applications is seen for the first time. 

(00296] j00207J ne\v external client: This event may be generated vvhen a new external 

connection is seen fi.x an application which typically does not have external connections. 

{~0'.7+!00208! new parent: This event may be generated when an application is launched by a 

different parent. 

(09208] [00209] connection to known bad JP/domain: Data platfon11 12 maintains (or can 

othenvise access) one or more reputation feeds. If an environment makes a connection to a 

known bad IP or domain, an event will be generated. 

(00299] !00210] login from a known bad IP/domain: An event ma:y be generated ,,.,,hen a 

successful connection to a datacenter from a knovm bad IP is observed by data platfom1 12 

f00~10H00211J Alert generator 158 can be irnplernented in any appropriate programming 

language, such as Java or C, using SQL/.IDBC libraries to interact ,vith data store 30 to insert and 

query data. in various embodiments, alert generator l 58 also uses one or more machine learning 

libraries, such as Spark's MLLib (e.g., to compute scoring of various observations). Alert 

generator 158 can also take feedback from users about which kinds of events are of interest and 

v,-hich to suppress. 

f002.11] [00212] QsJobServer 160 is a microservice that may look at ail the data produced by data 

platfi.mn 12 for an hour, and compile a materialized view f1\!1V) out of the data to make queries 

faster_ l11e l\'1V helps make sure that the queries customers most frequently rwL and data that 

they search for, can be easily queried and answered. QsJobServer 160 may also precornpute and 

cache a variety of different metrics so that they can quickly be provided as answers at query time. 

QsJobServer 160 can be implemented using any appropriate programming language, such as Java 

or C, using SQL/JDBC libraries. ln some examples, QsJobServer 160 is able to compute an MV 

efficiently at scale, where there could be a large number of joins. An SQL engine, such as Oracle, 

can be used to efficiently execute the SQL, as applicable. 

-£00,21-2H00213! Alert notifier 162 is a microservice that may take ale1ts produced by alert 

generator 158 and send them to customers' integrated Security Information and Event 

Management (SIEM) products (e.g., Splunk, Slack, etc.). Alert nmifier 162 can be implemented 

using any appropriate programming language, such a.;;; Java or C. Alert notifier 162 can be 

configured to use an email service (e.g., A \VS SES or pagerduty) to send emails. Alert notifier 

J 62 may also provide templating support (e.g., Velocity or Moustache) to manage templates and 

structured notifications to SIEM products. 

-£00,21-;}H00214! Reporting module 164 is a microservice that may be responsible for creating 

repo;ts out of customer data (e.g., daily summaries of events, etc.) and providing those reports to 
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customers (e.g., via email). Rep01ting module 164 can be implemented using any appropriate 

programming language, such as Java or C. Reporting module 164 can be configured to use an 

email service (e.g., AWS SES or pagerduty) to send emajls. Reporting module 164 may also 

provide templating support (e.g., Velocity or Moustache) to manage templates (e.g., for 

constructing HTIV1L-based email). 

(00214] [002151 ·web app 120 is a microservic:e that provjdes a user interface to data colkcted 

and processed on data platfom1 12. \Veb app 120 may provide login, authentication, query, data 

visualization, etc. features. \Veb app 120 may, in some embodiments, include both client and 

server elements. Example ways the server elements can be implemented are using Java 

Drop\Vizard or Node.Is to serve business logic:, and a combjnation of JSON/HTTP to manage the 

sen,ice Example ways the client elements can be implemented are using framei.,vorks such as 

React, Angular, or Backbone. JSON,jQuery, and JavaScript libraries (e.g., underscore) can also 

be used. 

(09215] [00216] Query service 166 is a microservice that may manage all database access for 

web app 120. Query service 166 abstracts out data obtained from data store 30 and provides a 

JSON-based REST APl service to \veb app 120. Query service 166 may generate SQL queries 

for the REST APis that it recejves at run time. Query service 166 can be impkmented using any 

appropriate programming language, such as Java or C and SQL/JDBC libraries, or an SQL 

frame\vork such asjOOQ. Query service 166 can internally make use ofa variety of types of 

databases, including a relational database engine 168 (e.g., AWS Aurora) and/or data store 30 to 

manage data for clients. Exampks oftabks that query service 166 manages are OLTP tables and 

data warehousing tables. 

1:4}f:J.2-l{ijj00217] Cache 170 may be implemented by Redis and/or any other service that provides 

a key-value store. Data platform 12 can use cache 170 to keep infom1ation for frontend services 

aboul users. Examples of such infi.mnation include valid tokens for a customer, valid cookies of 

customers, the last time a customer tried to login, etc. 

-j-00,21-+H00218! Fig. 3A illustrates an example of a process for detecting anomalies in a network 

environment. In various embodiments, process 300 is perfom1ed by data platform 12. The 

process begins at 301 when data associated ,vith activities occurring in a network environment 

(such as entity A's data.center) is received. One example of such data that can be received at 30 l 

is agent-collected data described above (e.g., in conjunction vvith process 200). 

(00218] f00219J At 302, a logical graph model is generated, using al least a pmtion of the 

monitored activities. A variety of approaches can be used to generate such logical graph models, 

and a variety oflogical graphs can be generated (whether using the same, or different 
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approaches). The fi.)llo,ving is one example of how dat:'l. received at 301 can be used to generate 

and maintain a model. 

(00219] j00220J During bootstrap, data platfonn 12 creates an aggregate graph of physical 

connections (also referred to herein as an aggregated physical graph) by matching connections 

that occur.red in the first hour into communication pairs. Clustering is then performed on the 

communication pairs. Examples of such clustering, described in more detail below·, include 

perfom1ing Matching Neighbor clustering and similarity (e.g., Sim Rank) clustering. Additional 

processing can also be perfiHmed (and is described in more detail belmv ), such as by splitting 

dusters based on application type, and annotating nodes with DNS query infonnation. The 

resulting graph (also referred to herein as a base graph or common graph) can be used to generak 

a variety of models, where a subset of node and edge types (described in more detail below) and 

their properties are considered in a given model. One example of a model is a UID to UID model 

(also referred to herein as a Uid2Uid model) vvhich clusters together processes that share a 

usemame and show similar privilege change behavior. Another example of a model i.s a CType 

model, which dusters together processes that share command line similarity. Yet another 

example of a model is a PType model, wfoch clusters together processes that share behaviors 

over time. 

(00220] [00221] Each hour (or any other predetem1ined ti.me i.nterva1} after bootstrnp, a new 

snapshot is taken (i.e., data collected about a datacenter in the last hour is processed) and 

information fiom the new snapshot is merged with existing data to create and (as additional data 

is collected/processed) maintain a cumulative graph. The cumulative graph (also refoned to 

herein as a cumulative PType graph and a polygraph) is a running model ofhovv processes 

behave over time. Nodes in the cumulative graph are PType nodes, and provide information such 

as a list of all active processes and PIDs in the last hour, the number of historic total processes, 

the aven1ge number of active processes per hour, the application type of the process (e.g., the 

CType of the PType), and historic CType infom1ation/frequency. Edges in the cumulative graph 

can repn::sent connectivity and provide information such as connectivity frequency. "TI1e edges 

can be weighted (e.g., based on number of connections, number of bytes exchanged, etc.). Edges 

i.n the cumulative graph (and snapshots) can also represent transitions. 

fGG;?-_;H-+[00222] One approach to merging a snapshot of the activity of the last hour into a 

cumuiati.ve graph is as foHovvs. An aggregate graph of physical connections is made for the 

connections included in the snapshot (as 'was previously done for the original snapshot used 

during bootstrap). And, ciustering/splitting is similarly performed on the snapshot's aggregate 

graph. Next, PType clusters in the snapshot's graph are compared against PType dusters in the 

cumulative graph to identify commonality. 
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f00222l f00223] One approach to determining commonality is, for any two nodes that are 

members of a given CmdType ( described in more detail below), comparing internal neighbors 

and calculating a set membership Jaccard distance. The pairs of nodes are then ordered by 

decreasing similarity (i.e., with the most similar sets first). For nodes \vith a threshold amount of 

commonality (e.g., at least 66~; members in common), any nevv nodes (i.e., appearing in the 

snapshot°s graph but not the cumulative graph) are assigned the same PType identifier as is 

assigned to the corresponding node in the cumulative graph. For each node that is not classified 

(i.e., has not been assigned a PType identifier), a network signature is generated (i.e., indicative 

of the kinds of netvvork connections the node makes, ,vho the node communicates with, etc.). The 

following processing is then pertonned until convergence. ff a match of the netvvork signature is 

found in the cumulative graph, the unclassified node is assigned the PType identifier of the 

corresponding node in the cumulative graph. Any nodes vvhich remain unclassified after 

convergence are ne\v PTypes and are assigrn:'.d new identifiers and added to the cumulative graph 

as new. As applicable, the detection of a new PType can be used to generate an a1eit. If the nevv 

PType has a new CmdType, a severity of the alert can be increased. If any surviving nodes (i.e., 

present in both the cumulative graph and the snapshot graph) change PTypes, such change is 

noted as a transition, and an alert can be generated. Further, if a surviving node changes PType 

and also changes CmdType, a severity of the alert. can be increased. 

f00223] {00224] Changes to the cumulative graph (e.g., a new PType or a ne\v edge between two 

PTypes) can be used (.:::.g., at 303) to detect anomalies (described in more detail below). Tvvo 

example kinds of anomalies that can be detected by data platfonn 12 include security a.nornalies 

(e.g., a user or process behaving in an unexpected mmmer) and devops/mot cause anomalies 

(e.g., netvwrk congestion, application failure, etc.). Detected anomalies can be recorded and 

surfaced (e.g., to administrators, auditors, etc), such as through alerts which are generated at 304 

based on anomaly detection. 

f00221] {00225] Additional detail regarding processing perfrmned, by various components 

depicted in Fig. lD (whether perfi:mned individually or in combination), in conJtmction with 

model/polygraph construction (e.g., as perfonned at 302) are provided belo'vY. 

fntl225J [002261 As explained above, an aggregated physical graph can be generated on a per 

customer basis periodically (e.g., once an hour) from rmv physical grnph infrmnation, by 

matching connections (e.g., between tvvo processes on two virtual machines). In various 

embodiments, a detem1inistic fixed approach is used to cluster nodes in the aggregated physical 

graph (e.g., representing processes and their communications). As one example, Matching 

Neighbors Clustering (MNC) can be performed on the aggregated physical graph to detem1ine 

vvhich entities exhibit identical behavior and duster such entities together. 
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f002l6lf00227] Fig. 3B depicts a set ofexampie processes (pl, p2, p3, and p4) commw1icating 

with other processes (p 10 and p 11 ). Fig. 3B 1s a graphical representation of a small portion of an 

aggregated physical graph showing (for a given time period, such as an hour) w-hich processes in 

a datacenter communicate vvith which other processes. Using MNC, processes pl, p2, and p3 will 

be clustered together (305), as they exhibit identical behavior (they communicate vvith plO and 

only p rn). Process p4, \.vhich communicates with both p 10 and p 1 L will be clustered separately. 

(09227] [00228] in 1\iiNC, only those processes exhibiting identical (communication) behavior 

will be clustered. In various embodiments, an alternate clustering approach can also/instead be 

used, ·which uses a similarity measure (e.g., constrained by a threshold value, such as a 60'% 

similarity) to cluster items In some embodiments, the output of J\t1NC is used as input to 

SimRank in other embodiments, l\tiNC is omitted. 

f00~28J f00229J Fig. 3C depicts a set of example processes (p4, p5, p6) communicating with 

other processes (p7, p8, p9). As illustrated, most of nodes p4, p5, and p6 communicate with most 

of nodes p7, p8, and p9 (as indicated in Fig. 3C \Vith solid connection lines). As one example, 

process p4 communicates 1.vith process p7 (310), process p8 (311), and process p9 (312). An 

exception is process p6, which communicates with processes p7 and p8, but does not 

communicate vvith process p9 (as indicated by dashed line 313). lfMNC were applied to the 

nodes depicted in Fig. 3C, nodes p4 and p5 vvould be clustered (and node p6 would not be 

included in their duster). 

1002291 !00230! One approach to similarity clustering is to use SimRank. ln an embodiment of 

the SimRa.nk approach, for a given node v in a directed graph, I(v) and O(v) denote the respective 

set of in-neighbors and out-neighbors of v. Individual in-neighbors are denoted as L(v), for 

1-Si:::·:_'.IJ(v)I, and individual out-neighbors an:: denoted as Ot(v), frir 1-si-S!O(v)I. ·111e similarity 

between tvrn objects a and b can be denoted by s(a,b) E [ 1,0]. A recursive equation (hereinafter 

"the SimRank equation") ca.."1 be written for s(a,b ), \.vhere, if a0"b, then s(a,b) is defined as 1, 

One example value for the decay factor C is 0.8 (and a fixed number of iterntions such as five). 

Another example value for the decay factor C is 0.6 (and/or a different number of iterations). In 

the event that a orb has no in-neighbors, similarity is set to s(a,b)"'0, so the srnnmation is defined 

to be O ·when J(a)=0 or /(b)=0. 

f09:BO] [00231] The SimRank equations for a graph G can be solved by iterntion to a fixed point. 

Suppose n is the number of nodes in G. For each iteration k, n2 entries sk(*, *) are kept, where 

Sk(a,b) gives the score between a and b on iteration k. Successive computations of sk+t ( *,*) are 
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made based on sk(*, *). Starting vvith so(*,*), ,vhere each so(a,b) is a imver bound on the actuai 

S. R k ~ ., ··( 1,)· (· , • ___ p, if a = b, 
nn an s,.,on,; .. , _a,,,_. s 0 a, n) - lo, if a * b. 

(00231] [002.32] The SimRank equation can be used to compute sk+! (a, b) from Sk(* ,*) with 

sk+, (a, b) = 
1 

~ ~ 
1 
I\I_(? }:1

1
!~~)I sk(lJa), Ii(b)) for a#, and sk+l (a, b)=l for a=b. On each 

• .1."' I(a)!:fc.b) .--- --· · " · • ' 

iteration k+L the similarity of (a,b) is updated using the similarity scores of the neighbors of 

(a,b) from the previous iteration k according to the SimRank equation. The values Si,{*,*) are 

nondecreasing ask increases. 

(09232] [00233] Returning to Fig. 3C, while IviNC would duster nodes p4 and p5 together (and 

not include node p6 in their cluster), application of SimRank would cluster nodes p4-p6 into one 

cluster (314) and also cluster nodes p7-p9 into another cluster (315). 

(09233] j00234J Fig. 3D depicts a set of processes. and in pmticular server process(~S s l and s2, 

and client processes c 1, c2, c3, c4, c5, and c6. Suppose only nodes s 1, s2, c 1, and c2 are present 

in the graph depicted in Fig. 3D (and the other nodes depicted are omitted from consideration). 

Using 1\fNC, nodes s1 and s2 would be clustered together. as would nodes cl and c2. Pertonning 

SimRank clustering as described above would also result in those two dusters (s 1 and s2, and c 1 

and c2). As previously mentioned, in l\{NC, identical behavior is required. Thus, if node c3 'were 

nmiv also present in the graph, MN C would not include c3 in a cluster \Vith c2 and c 1 because 

node c3 only communicates -vvith node s2 and not node s J. ln contrast, a Sim Rank clustering of a 

graph that includes nodes s 1, s2, cl, c2, and c3 would result (based, e.g., on an applicable 

selected decay value and number of iterations) in a first cluster comprising nodes s 1 and s2, and a 

second cluster of cl, c2, and c3. As an increasing number of nodes vvhich communicate with 

server process s2, and do not also communicate with server process s L are included in the graph 

(e.g., as c4, c5, and c6 are added), under SimRank, nodes s l and s2 will become decreasingly 

similar (i.e., their intersection is reduced). 

(09234]l00235J In various embodiments, SimRank is modified {from wbat is described above) to 

accommodate difforences between the asymmetry of client and server connections. As one 

example, SimRank can be modified to use different thresholds for client communications (e.g., 

an 80r:;.-~ match among nodes cl-c6) and for server communications (e.g., a 60°1) match among 

nodes s1 and s2). Such modification can also help achieve convergence in situations such as 

where a server process dies on one node and restarts on another node. 

-fO(:J-2,.J.§1!00236] The application of MNC/SimRank to an aggregated physical graph results in a 

smaller graph, in which processes which are detennined to be sufficiently similar are clustered 

together. Typically, clusters generated as output of MNC will be underinclusive. For example, 

for the nodes depicted in Fig. 3C, process p6 will not be included in a cluster with processes p4 
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and p5, despite substantial similarity in their communication behaviors. TI1e application of 

SimRank (e.g., to the output of MNC) helps mitigate the underindusiveness of MNC, but can 

result in overly inclusive dusters. As one example, suppose (returning to the nodes depicted in 

Fig. 3 B) that as a result of applying Si1nRank to the depicted nodes, nodes p l-p4 are all included 

in a single cluster. Both MNC and Sim Rank operate agnostically of vvhich application a given 

process belongs to. Suppose processes pl-p3 each correspond to a first application (e.g., an 

update engine), and process p4 corresponds to a second application (e g., sshd). Further suppose 

process pJO corresponds to contact with AWS. Clustering all frmr of the processes together (e.g., 

as a result of SimRank) could be problematic, pa1ticularly in a security context (e.g., vvhere 

granular infonnation usefol in detecting threats ,vould be lost). 

(00236] [002.37] As previously mentioned, data platfom1 12 may maintain a mapping between 

processes and the applications to which they belong. ln various embodiments, the output of 

SimRank (e.g., SimRank clusters) is split based on the applications to which duster members 

belong (such a split is also referred to herein as a ''CmdType spht"). If all duster members share 

a common application, the duster remains. If different duster members originate from different 

applications, the cluster members are split along application-type (CmdType) lines. Using the 

nodes depicted i.n Fig. 3D as an exan1pk, suppose that nodes cl, c2, c3, and c.5 all share "update 

engine" as the type of application to \'>foch they belong (sharing a CmdType). Suppose that node 

c4 belongs to ''·ssh," and suppose that node c6 belongs to ·'bash." As a result of SimRank, all six 

nodes (cl -c6) might be clustered into a single cluster. After a CmdType split is performed on the 

cluster, however, the single duster will be broken into three clusters (cl, c2, c3, c.5; c4: and c6). 

Specifically, the resulting clusters comprise processes associated with the same ty·pe of 

application, which exhibit similar behaviors (e.g., communication behaviors). Each of the three 

dusters resulting from the CmdType split represents, respectively, a node (also referred to herein 

as a PType) of a particular CmdType. Each PType is given a persistent identifier and stored 

persistently as a cumulative graph. 

-f00-2.l-+H00238! A variety of approaches can be used to determine a CmdType for a given 

process. As one example, for some applications (e.g., sshd), a one-to-one mapping exists between 

the CmdType and the apphcatirn11binary name. l1ms, processes correspond1ng to the execution of 

sshd vvill be classified using a CmdType of sshd. In various embodiments, a 1ist of common 

application/binary names (e.g., sshd, apach(\ etc.) is maintained by data platform 12 and 

manually curated as applicable. Other types of applications (e.g., Java, Python, and Ruby) are 

multi-homed, meaning that several very different applications may an execute using the binary 

name, ')ava." For these types of applications, infomiation such as comm.and line/ execution path 

information can be used in determining a CmdType. In particular, the subapplication can be used 
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as the CmdType of the application, and/or term frequency analysis (e.g., TF/IDF) can be used on 

command line information to group, for example, any marathon related applications together 

(e.g., as a python.marathon Cmd·rype) and separately from other Python applications (e.g., as a 

python.airflO\v CmdType ). 

{~;}8½!00239! In various embodiments, .machine learning techniques are used to determine a 

Cmd·rype. T11e CmdType model is constrained such that the execution path for each CmdType is 

unique. One example approach to making a CmdType model is a random forest based approach. 

An initial CmdType model is bootstrapped using process parameters (e.g., available within one 

minute of process startup) obtained using one hour of information for a given customer ( e.g., 

entity A). Examples of such parameters include the command line of the process, the command 

line of the process's parent(s) (if applicable), the uptime of the process, lJJD/EUID and any 

change information, TTY and any change infixmation, listening ports, and children (if any). 

Another approach is to perfom1 tem1 frequency clustering over command line infonnation to 

convert command lines into cluster identifiers. 

f00239l f00240] The random forest model can be used (e.g., in subsequent hours) to predict a 

CmdType for a process (e.g., based on foatures of the process). If a match is found, the process 

can be assigned the matching CmdType, If a match is not found, a comparison betv,·cen features 

of the process and its nearest CmdType (e.g., as detem1ined using a Levenstein distance) can be 

performed. The existing CmdType can be expanded to include the process, or, as applicable, a 

ne,v CmdType can be created (and other actions taken, such as generating an ale1t). 1'.nother 

approach to handling processes which do not match. an existing Cmd'Type is to designate such 

processes as unclassified, and once an hour, create a new random forest seeded ,vith process 

infonnation from a sampling of classified processes (e.g., 10 or 100 processes per CmdType) and 

the new processes. If a given new process winds up in an existing set, the process is given the 

corresponding CmdType. If a new cluster is created, a new CmdType can be created. 

f00210] {00241] Conceptually, a polygraph represents the smallest possible graph of clusters that 

preserve a set ofrnles (e.g., in which nodes included in the cluster must share a CmdType and 

behavior), As a resuh ofpeifonning MNC, SimRank, and duster splitting (e.g., CrndType 

splitting) many processes are clustered together based on commonality of behavior (e.g., 

communication behavior) and commonality of application type, Such clustering represents a 

significant reduction in graph size (e.g., compared to the original raw physical graph). 

Nonetheless, further clustering can be performed (e.g., by iterating on the graph data using the 

GBM to achieve such a polygraph). As nwre infrmnation \vi.thin the graph is co1related, more 

nodes can be clustered together, reducing the size of the graph, until convergence is reached and 

no further clustering is possible. 
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f00241l f00242] Fig. 3E depicts two pairs of clusters. In particular, cluster 320 represents a set of 

client processes sharing the same CmdType (·'al"), communicating (collectively) with a server 

process having a CmdType ("a2"') Cluster 322 also represents a set of client processes having a 

CmdType al communicating with a server process having a CmdType a2. TI1e nodes in clusters 

320 and 322 (and similarly nodes in 321 and 323) remain separately clustered (as depicted) airer 

MNCiSimRank!CmdType splitting - isolated islands. One reason this could occur is where 

server process 321 coffesponds to processes executing on a first machine (having an IP address 

of 1. 1.1. l). TI1e machine fails and a ne,v server process 323 starts, on a second machine (having 

an IP address of 2.2.2.2) and t:,k:es over for process 321. 

(00212] !00243] Communications bef',veen a cluster of nodes (e.g., nodes of cluster 320) and the 

first IP address can be considered dit1erent behavior from communications betvveen the same set 

of nodes and the second IP address, and thus communications 324 and 325 will not be combined 

by MNC/SimRank in various embodiments. Nonetheless, it could be desirable for nodes of 

dusters 320/322 to be combined (into duster 326), and for nodes of clusters 321/323 to be 

combined (into cluster 327), as representing (collectively) com1mmications bet,veen al and a2. 

One task that can be performed by data platform 12 is to use DNS query infomiation to map IP 

addresses to logical entities. As wili be described in more detail belmv, GBM 154 can make use 

of the DNS query infrmnation to dete1mine that graph nodes of cluster 320 and graph nodes of 

cluster 322 both made DNS queries for "appserverabc.example.com," which first resolved to 

1.1.1.l and then to 2.2.2.2, and to combine nodes 320/322 and 321/323 together into a single pair 

of nodes (326 communicating with 327). 

!00243l f00244] In various embodiments, GBM 154 operates in a batch manner in which it 

receives as input the nodes and edges of a graph for a particular time period along with its 

previous state, and generates as output clustered nodes, cluster membership edges, cluster-to­

clusler edges, events, and its next stale. 

f002HH00245] GBM 154 may not try to consider all types of entities and their relationships that 

may be available in a conceptual common graph ail at once. Instead, GBJV[ uses a concept of 

models where a subset of node and edge types and their properties arc considered in a given 

model. Such an approach is helpful for scalability, and also to help preserve detailed infbnnation 

(of particular importance in a security context)·-· as clustering entities in a more complex and 

larger graph could result in less useful results. in particular, such an approach allmvs for different 

types of relationships betvveen entities to be preserved/more easily analyzed. 

f00215] {00246] While GBM 154 can be used with different models corresponding to different 

subgraphs, core abstractions remain the same across types of models. 
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f00246l f00247] For example, each node type in a GBM modei is considered to belong to a class. 

111e class can be thought of as a way for the GBM to split nodes based on the criteria it uses for 

the model. 'T'he class for a node is represented as a string whose value is derived from the node"s 

key and properties depending on the GBM Model. Note that different GBM models may create 

different class values for the same node. For each node type in a given GBM model, GBM 154 

can generate clusters of nodes for that type. A GHlv1 generated duster for a given member node 

type cannot span more than one class for that node type. GBM 154 generates edges between 

clusters that have ti¾e same types as the edges between source and destination cluster node types. 

-}0024+1!00248] Additionally or alternatively, the processes described herein as being used for a 

particular model can be used (can be the same) across models, and different models can also be 

configured with different settings. 

f00~18J f00249J Additionaily or altemati vely, the node types and the edge types may correspond 

to existing types in the common graph node and edge tables but this is not necessary. Even when 

there is a correspondence, the properties provided to GBM 154 are not limited to the properties 

that are stored in the corresponding graph table entries. They can be enriched with additional 

infom1at10n before being passed to GBM 154. 

(00249] !00250] LogicaUy, the input for a GBM model can be characteiized i.n a manner that is 

similar to other graphs. Edge tripiets can be expressed, for example, as an arr.1y of source node 

type, edge type, a.nd destination node type. And, each node type is associated with node 

properties, and each edge type is associated with edge properties. Other edge triplets can also be 

used (and/or edge triplets can be ex"tended) in accordance with various embodiments. 

!00250l f0025H Note that the physical input to the GBJV1 model need not (and does not, in 

various embodiments) confom1 to the logical input. For example, the edges in the PtypeConn 

modei correspond to edges between Matching Neighbors (MN) clusters, where each process 

node has an l\.1N duster identifier property. In the User ID to User ID model (also referred to 

herein as the Llid2Uid model), edges are not expHcitly provided separately from nodes (as the 

euid array in the node properties serves the same purpose). In both cases, however, the physical 

information provides the appiicable infom1ation necessary for the logical input. 

f00251 J [002521 The state input for a panicu;ar GBM model can be stored in a file, a database, or 

other appropriate storage. TI1e state file (from a previous run) is provided, along with graph dara, 

except for "Yhen the first nm for a given model is perfom1ed, or the model is reset. In some cases. 

no data may be avaiiabie for a particular model in a given time period, and GBM may not be run 

for that time period. As data becomes available at a future time, GBI\,1 can nm using the latest 

state file as input. 
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f0025ll f00253J GBM 154 outputs duster nodes, duster membership edges, and inter-duster 

relationship edges that are stored (in some embodiments) in the graph node tables: node __ c. 

node_cm, and node_icr, respectively. The type names of nodes and edges may c:onfonn to the 

following mles: 

{~5Jt!00254! * A given node type can be used in multiple different GBM models. "foe type 

names of the cluster nodes generated by tvrn such models fi.x that node type \viH be different. For 

instance, process type nodes will appear in both PtypeConn and Uid2Uid models, but their 

cluster nodes v,till have different type names. 

-l:(J02M-H00255J * 111e membership edge type name is "MemberOf." 

(00255] !00256] * The edge type names for cluster-to-duster edges wiU be the same as the edge 

type names in the tmdedying node-to-node edges in the input. 

f00256J f00257J TI1e following are example events GBM 154 can generate: nevv class, ne,v 

cluster, new edge from class to class, split class (the notion that GBM 154 considers all nodes of 

a given type and class to be in the same cluster initially and if GBM 154 splits them into multiple 

clusters, it is splitting a class), new edge from duster and class, new edge between duster and 

clusteL and/or nev,' edge from class to duster. 

(00257] !00258] One underlying node or edge jn the logical input can cause multiple types of 

events to be generated_ Conversely, one event can correspond to muitiple nodes or edges in the 

input. Not every model generates every event type. 

100258] !00259! Additional information regarding examples of data stmctures/mod,:Js that can be 

used in conjunction with models used by data platfom1 l2 is now provided. 

!00259l f00260J In some examples, a PTypeConn Model clusters nodes of the same class that 

have similar connectivity relationships. For example, if tvvo processes had similar incoming 

neighbors of the same class and outgoing neighbors of the same class, they could be clustered. 

(00260] [002611 The node input to the PTypeConn mode] for a given time period includes non­

interactive (i.e., not associated v.-ith tty) process nodes that had connections in the time period 

and the base graph nodes of other types (IP Service Endpoint (IPSep) comprising an IP address 

and a p01t), DNS Service Endpoint (DNSSep) and lPAddress) that have been involved in those 

connections. l11e base rela1jonship is the connectivity relationship for the fbllowing type triplets: 

f4}02~1-H00262J * Process, ConnectedTo, Process 

(OOU-i2] !00263] * Process, ConnectedTo, IP Service Endpoint (lPSep) 

(00263] [002641 * Process, ConnectedTo, DNS Service Endpoint (DNSSep) 

f00261]{00265] * IPAddress, ConnectedTo, ProcessProcess, DNS, ConnectedTo, Process 
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f00265l f00266J TI1e edge inputs to this model are the ConnectedTo edges from the l'V1N duster, 

instead of individual node-to-node ConnectedTo edges from the base graph. The membership 

edges created by this model refer to the base graph node type provided in the input 

[00266] f 00267] Class Values: 

{~6'.7+!00268! T11e class values of nodes are detem1ined as follmvs depending on the node type 

(e.g., Process nodes, IPSep nodes, DNSSep nodes, and IP Address nodes) 

(09268] [00269] Process nodes: 

f09269lf00270J if exe ___ path contains java then '~iava <cmdline ___ term _ _l> ... " 

-l:(J02-1-0fj00271J else if exe_path contains python then '·python <cmdlme ___ tenn_)> ... " 

(00271] !00272] else "last_part_ o(__ exe _path" 

[00272] [00273] IPSep nodes: 

[00213] f00274J if IP _ __internal then "IntIPS'' 

f092:4] !00275! else if severity ccc O then "<lP ___ addr>:<protocol>:<port>-" 

(092:5] [00276] e]se ''<IP _addr>:<port> _BadIP" 

f092"."6l f00277J DNSSep nodes: 

-l:(J02-1-+1!00278J iflP __ intemal =cc 1 then "<hostna.me>" 

(00278] !00279] else if severity= 0 then "<hostname>:<protocol>:po:rf' 

[00219] [00280] else ''<hostname>:<port> _ BadIP" 

f00289] {00281] IPAddress nodes ('will appear only on client side): 

f09281] !002821 if IP ___ intema1 ccc 1 then '~1PlntC" 

(09282] {002831 else if severity= 0 then '·ExtIPC' 

!09283l f00284J else "ExtBadIPC' 

1:4}f:J.2,84f !00285J Events: 

(00285] !00286] A new class event in this model for a process node is equivalent to seeing a new 

CType being involved in a connection for the first time. Note that this does not mean the CType 

\Vas not seen before. It is possible that it was previously seen but did not make a connection at 

that time. 

(09286] {002871 A new class event in this model for an IPSep node with JP _internal = 0 is 

equh,alent to seeing a connection to a ne\v external IP address for the first time. 

f4}G2S.+tf00288J A nevv class event in this model fi.)r a DNSSep node is equivalent to seeing a 

connection to a new domain for the first time, 

(00288] [00289] A new class event in this model for an IPAddress node with IP _internal = 0 and 

severity ccc O is equivalent to seeing a connection from any external IP address t-;.)r the first time. 
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f00289l f00290J A ne\v class event in this model for an IP Address node with IP ___ intemal "' 0 and 

severity > 0 is equivalent to seeing a connection from any bad ex-ternal lP address for the first 

time. 

[00290] f 00291] A new class to class to edge from a class fbr a process node to a class for a 

process node is equivalent to seeing a communication from the source CType making a 

connection to the destination CType for the first ti.me. 

(00291] [00292] A new class to dass to edge from a clas;;s for a process node to a class for a 

DNSSep node is equivalent to seeing a communication from the source CType making a 

connection to the destination domain name for the first time. 

(00292] !00293] An IntPConn Model may be simiJar to the PtypeConn Model, except that 

connection edges behveen parent/child processes and connections between processes where both 

sides are not interactive are filtered out. 

f00293] [00294! A Uid2Uid Model may duster processes with the same username that shavv 

similar privikge change behavior. For instance, if two processes \vi.th the same usemame had 

similar effective user values, iaunched processes vvith similar usernames, and were launched by 

processes with similar usernames, then they could be clustered. 

(00294] !00295] An edge between a source duster and destination duster generated by this model 

means that all of the processes in the source cluster had a privilege change relationship to at least 

one process in the destination ci uster. 

f00295] !00296! 'TI1e node input to this model for a given time period includes process nodes that 

are running in that period. l'he value of a class of process nodes is "<username>". 

!00296l f00297J TI1e base relationship that is used for clustering is privilege change, either by the 

process changing its effective user ID, or by launching a cluld process which nms v,:ith a 

different user. 

(00297] f00298J The physical input for this model includes process nodes (only), with the caveat 

that the complete ancestor hierarchy of process nodes active (i.e., .running) for a given time 

period is provided as input even if an ancestor is not active in that time period. Note that effective 

user lDs of a process are represented as an array in the process node properties, and launch 

relationships are available from ppid_hash fields in the properties as weJl. 

f4}G2-98-f[00299J A ne\v class event in this model is equivalent to seeing a user for the first time. 

(00299] !00300] A new class to class edge event is equivalent to seeing the source user making a 

privilege change to the destination user for the first time. 

fOOJ4lOJ [00301] A Ct2Ct Model may duster processes with the same (Type that sho\v similar 

law1ch behavior. For instance, if two processes with the same CType have launched processes 

vvith similar CTypes, then they could be clustered. 
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f00301l f00302J TI1e node input to this model fix a given time period includes process nodes that 

are nmning in that period. The value class of process nodes is CType (similar to how it is created 

for the PtypeConn l\.fodei) 

[00302] f 00303] The base relationship that is used for clustering is a parent process with a given 

CType launching a child process v,ith anotht'.f given destination CType. 

(00303][003041 'foe physical input fix this model includes process nodes (only) with the caveat 

that the complete ancestor hierarchy active process nodes (i.e., that are rnnning) for a given time 

period is provided as input even if an ancestor is not active in that time period. Note that launch 

relationships are available from ppid __ hash fields in the process node properties. 

(00304] !00305] An edge between a source duster and destination cluster generated by this model 

means that aH of the processes in the source cluster launched at least one process in the 

destination cluster. 

(09305] [00306! A new class event in this model is equivalent to seeing a (Type for the first 

time. Note that the same type of event win be generated by the PtypeConn Model as well. 

f00306l f00307J A ne\v class to class edge event is equivalent to seeing the source CType 

launching the destination CType for the first time. 

(00307] !00308] An MTypeConn Model may cluster nodes of the same class that have similar 

connectivity relationships. For example, if t\vo machines had similar incoming neighbors of the 

same dass and outgoing neighbors of the same class, they could be clustered. 

(09308] !00309! A new class event in this model ,vill be generated for external IP addresses or (as 

applicable) domain names seen for the first time. Note that a nevv class to class to edge l\.fachine, 

class to class fi.w an IPSep or DNSName node will also be genernted at the same time. 

1:()f:J.30:9H00310J The membership edges generated by this model will refer to Machine, 

IPAddress, DNSName, and IPSep nodes in the base graph. Though the nodes provided to this 

modei are IP Address nodes instead ofIPSep nodes, the membership edges it generates \Vil] refer 

to IPSep type nodes. Alternatively, the base graph can generate edges between Machine and 

IPSep node types. Note that the Machine to IPAddress edges have tcp ___ dst __ ports/udp ___ dst. __ ports 

properties that can be used for this purpose. 

fOQ3] OJ f003UJ The node input to this model for a given time period includes machine nodes that 

had connections in the time period ,md the base graph nodes of other types (lPAdclress and 

DNSName) that vvere involved in those connections. 

(OO,.:H1Jf00312J The base relationship is the connectivit::v relationship forthe following type 

triplets: 

•f00-J1-2H00313! * Machine, ConnectedTo, Machine 

(093] 3J [00314! * Machme, ConnectedTo, IPAddress 
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f00311lf00315J * Machine, ConnectedTo, DNSName 

t00315H00316J * lPAddress, ConnectedTo, Machine, DNS, ConnectedTo, Machine 

(003Hi] j00317J The edge inputs to this model are the corresponding ConnectedTo edges in the 

base graph. 

{~1-'.7+!00318! Class Values: 

(00318] [003191 Machine: 

(09319H00320] TI1e class value for aH l\fachine nodes is ''Machine " 

f093l0l f0032H TI1e machine ___ tenns property in the l\fachine nodes is used, in various 

embodiments, for labeling machines that are clustered together. 1f a majority of the machines 

clustered together share a term in the machine _tem1s, that tenn can be used for labeling the 

duster. 

fOOJ21J f00322J lPSep: 

(09322] !00323! T11e class value for lPSep nodes is determined as follows: 

(09323] [00324] ifIP _internal then "IntIPS" 

f093l1 l f00325J else 

-l:(J03l.§.fj00326J if severity 0= 0 then "<ip __ addr>:<protoco1>:<pm1>" 

(003:Ui] !00327] else "<IP _addr _ BadlP>" 

f00327] [00328] IP Address: 

f00328] f 00329] The class value for lpAddress nodes is determined as follows: 

(09329] !00330! if IP ___ intema1 then "lntlPC" 

(09330H 0033 H else 

!00331 l f00332J if severity " 0 then '"'ExtlPC' 

-£4}1:J.3-J:2}!00333] else '·ExtBadlPC' 

(00333] !00334] DNSName: 

(00.B 1J f00335J The dass value for DNSName nodes is detem1ined a.,;; fi)llows: 

(00335] {00336] if severity "' 0 then ·'<hostname>" 

-f00-J.l6H00337! else then ·'<hostname> BadIP" 

(09337] !003381 An example strncture for a New Class Event is nov.- described. 

f00338] [00339] TI1e key field fbr this event type looks as fol1cnvs (using the PtypeConn model as 

an exmnple): 

(00339] !00340] { 

(00310] f00341J "node"· { 

(OOJHJ {00342] "class": { 

-f00-J42H00343! "cid": "httpd" 

(09343] [003441 } , 

46 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00059



L004lBlCIP2 

f0034 4 l f 00345] "key". { 

t09345] !00346] "cid": "29654" 

(00346] !0034 7J } , 

[00317] f00348J "type": "PtypeConn" 

-{~48}!00349! } 

(00349] [ 003501 } 

Specification Markup 

(09350) [00351] Tl contains the dass value and also the ID of the cluster ,vhere that class value is 

observed. Multiple dusters can be observed with the same value in a given time period. H 

contains the class value and also the 1D of the duster vvhere that class value is observed. l\'lultiple 

dusters can be observed with the same value in a given time period. Accordingly, in some 

embodiments, GBM 154 generates muhiple events ofthi.s type for the same class value. 

[00351] f00352J TI1e properties field looks as follows: 

(09352]!00353! { 

(09353H00354] "set size": 5 

f09354 l f oo355J 

-l:(J03-5-§.fj00356J The set __ size indicates the size of the cluster referenced in the keys field. 

(00356] !00357] Conditions: 

[00357] [00358] For a given model and time period, multipfo NewClass event<; can be generated 

if there is more than one cluster in that class. Nev'iNode events will not be generated separately in 

this case. 

(09358] {003591 Example New Class to Class Edge Event strncture: 

!00359l f00360J TI1e key field for this event type looks as follows (using the PtypeConn model as 

an example): 

(003€)0] !00361] "edge": { 

(00361] f00362J "dst node": { 

fOOJ62]{00363] "class": { 

-f00-J6;}H00364! "cid": "Java vrnr" 

(09364H 003651 L 
fOQ365J f 00366] "key": { 

f4}G366-f[00367J "ci.d": "27635" 

(003()7] !00368] } , 

(00368] f00369J "type": "PtypeConn" 

fOOJ69J {00370] } , 

-fOO-J+OH00.371! "'src node" { 

(093:1Jf003721 ''dass": { 
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f003"'2l f00373J "cid": "IntIPC" 

t0937JH00374J }, 

(00374] j00375J "key"· { 

(00375]f00376J "cid": "20881" 

{~+6tf 00377! L 
(003:7] [003781 ''type": "PtypeConn" 

(093:8] [00379] } , 

f093"'9l f00380J "type": "ConnectedTo" 

-}00~!00381] } 

(00381] !00382] } 

Specification Markup 

(00382] [00383] The key field contains source and destination class values and also source and 

destination cluster identifiers (i.e., the src/dst ___ node:key .cid represents the src/dst cluster 

identifier). 

(09383] [00384] in a given time pe1iod fix a given model, an event of this type couid invoive 

multiple edges bet\veen different cluster pairs that have the same source and destination class 

values. GBM 154 can generate multiple events in this case with different source and destination 

duster identifiers. 

(00381] [00385] The props fields look as follows for this event type: 

f00385] {00386] { 

100386]!00387! "dst set size"· 2, 

109387]{00388! "src set size"· 

!00388l f00389J 

1:4}03&9H00390J The source and ckstination sizes represent the sizes of the dusters given in the 

keys field. 

(O(t:,90] [00391] Conditions: 

(00391] {00392] For a given model and time period, multiple NewClassToCiass event.-; can be 

generated if there are m.ore than one pair of dusters in that class pair. NewNodeToNode events 

are not generated separately in this case. 

fOQ39l] [00393] Combinjng Events at the Class Level: fbr a given model and time period, the 

follmving example types of events can represent multiple changes in the underlying GBM duster 

level graph in tenns of multiple new clusters or multiple new edges betvveen dusters: 

(OO.W3J [00394] * NewClass 

(00391] {00395] * Nev,E<lgeCiassToClass 

-f00-J9s;H00396! * NewE<lgeNodeToClass 

(093%] [00397! * NewEdgeClassToNode 
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f00397lf00398] Multiple Ne\vClass events \vith the same model and class can be output if there 

are multiple clusters in that new class. 

(00398] j00399J Multi pk Ne,vEdgeClassToClass events vvith the same model and class pair can 

be output ifthere are multiple nev,/ cluster edges ,vithin that class pair. 

{~99½!00400! Multiple NewEdgeNodeToClass events with the same model and destination 

class can be output if there are multiple new edges from the source cluster to the destination 

clusters in that destination class (the first time seeing this class as a destination cluster class for 

the source cluster). 

-l:004-001!00401] Multiple NewEdgeClassToNode events ,vith the same model and source class 

can be output if there are multiple new edges from source clusters to the destination clusters in 

that source class (the first time seeing this class as a source cluster class ·for the destination 

duster). 

f004(}1] !00402 I T11ese events may be combined at the class le-vel and treated as a single event 

when it is desirable to vie\v changes at the class level, e.g., when one wants to know when there 

is a new CType. 

-l:00402-H00403] ln some examples, different models may have partial overlap in the types of 

nodes they use from the base graph. ll1erefore, they can generate NewCJass type events fi.x the 

same cla..-;s. NewClass events can also be combined across models when it is desirable to view 

changes at the class level. 

f00403] !00404! Using techniques herein, actions can be associated with processes and (e.g., by 

associating processes with users) actions can thus also be associated ,,:vith extended user sessions. 

Such infom1ation can be used to track user behavior correctly, even where a maiicious user 

attempts to hide his trail by changing user identities (e.g., through lateral movement). Extended 

user session tracking can also be useful in operational use cases without malicious intent, e.g, 

where users make original logins with distinct usemames (e.g., "charlie" or '\-lave") but then 

perform actions under a common usernaine (e.g., "admin" or "support"). One such example is 

where multiple users with administrator privileges exist, and they need to gain superuser 

privilege to perfonn a particular type of maintenance. It may be desirable to knm., which 

operations are perfi.mned (as the superuser) by which original user when debugging issues. In the 

follmving examples describing extended user session tracking, reference is generally made to 

using the secure shell (ssh) protocol as implemented by openssh (on the server side) as the 

mechanism fix logins. However, extended user session tracking is not limited to the ssh protocol 

or a particular limitation and the techniques described herein can be extended to other login 

mechanisms. 
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f00101 l f 00405] On any given machine, there will be a process that listens fix and accepts ssh 

connections on a given pmt 111is process can nm the openssh server program running in daemon 

1node or it could be running another program ( e.g , injtd on a Linux system). In either case, a ne,v 

process running openssh will be created for every new ssh login session and this process can be 

used to identify an ssh session on that machine. 'l11is process is called the "privileged" process in 

openssh. 

(OIH0:5] [00406] After authentication of the ssh session, \vhen an ssh client requests a shell or any 

other program to be run under that ssh session, a ne\v process that runs that program \Vill be 

created under (i.e., as a duld of) the associated privileged process. If an ssh client requests port 

fonvarding to be performed, the connections \Vill be associated with the privileged process. 

(00406] [00407] In modem operating systems such as Linux and \Vindows, each process has a 

parent process (except for the very first process) and when a new process is created the parent 

process is knmvn. By tracking the parent-child hierarchy of processes, one can determine if a 

particular process is a descendant of a privileged open ssh process and thus if it is associated with 

an ssh login session. 

-J:0040-+-H00408] For user session tracking across machines (or on a single machine \vith multiple 

logins) in a distributed environment, it is established when two login sesswns have a parent-child 

relationship. After that, the "original" login session, if any, for any given login session can be 

determined by foliowing the parent relationship recursively. 

100408] !00409! Fig. 3F is a representation of a user logging into a first machine and then into a 

second machine from the first machine, as well as infomrntion associated with such actions. In 

the example of Fig. 3F, a user, Charlie, logs into Machine A (331) from a first IP address (332). 

As part of the login process, he provides a usemame (333). Once connected to Machine A, an 

openssh privikged process (334) is created to handle the connection for the user, and a tenninal 

session is created and a bash process (335) is created as a child. Charlie launches an ssh client 

(336) from the shell, and uses it to connect (337) to Machine B (338). As ·with the connection he 

makes to Machine A, Charlie's connection to Machine B win have an associated incoming IP 

address (339), in this case, the 1P address of Machine A. And, as part of the login process with 

Machine B, Charlie will provide a usemame (340) w-hich need not be the same as usemame 333. 

An openssh privileged process (341) is created to hai.,dle the connection, and a tem1inal session 

and chiid bash process (342) wiH be created. From the command line oflvfachine R Charlie 

launches a curl command (343), which opens an IITTP connection (2028) to an external Machine 

C (345). 

·£00409}!00410! Fig. 3G is an alternate representation of actions occurring in Fig. 3F, where 

events occurring on Nfachine A are indicated along line 350, and events occurring on 1vfachine B 
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are indicated along line 351. As shmvn in Fig. 3G, an incoming ssh connection is received at 

Machine A (352). Charlie logs in (as user "x"') and an ssh privileged process is created to handle 

Charlie's connection (353). A tenninal session is created and a bash process is created (354) as a 

child of process 353. Charlie wants to ssh to Machine B, and so executes an ssh client on 

l\fachine A (355 ), providing credentials (as user "y") at 356. Charlie logs into Machine B, and an 

ssh privileged process is created to handle Charlie's connection (357). A tcnninal session is 

created and a bash process is created (358) as a child of process 357. Charlie then executes curl 

(359) to download content from an external domain (via connection 360). 

-}0041-0fj00411] The external domain could be a malicious domain, or it could be benign. 

Suppose the external domain is malicious (and, e.g., Charlie has malicious intent). It would be 

advantageous (e g., for security reasons) to be able to trace the contact with the external domain 

back to Machine A, and then back to Charlie's IP address. Using techniques described herein 

(e.g., by correlating process information collected by various agents), such tracking of Charlie's 

activities back to his original login (330) can be accomplished. In particular, an extended user 

session can be tracked that associates Charlie's ssh processes together with a single original login 

and thus original user. 

(OOH 1]100412] As described herein_ software agents (such as agent 112) may run on machines 

(such as a machine that implements one of nodes 116) and detect new connections, processes, 

and/or logins. As also previously explained, such agents send associated records to data platform 

12 which includes one or more datastores (e.g., data store 30) for persistently storing such data. 

Such data can be modeled using logical tables, also persisted in datastores (e.g., in a re1ationa1 

database that provides an SQL interface), allowing for querying of the data. Other datastores such 

as graph oriented data.bases and/or hybrid schemes can also be used. 

(00412] !00413] The foHowing identifiers are commonly used in the tables: 

(00413] [004141 * MID 

(00411]{00415] * PID __ hash 

-f0041-~H00416! An ssh login session can be identified tmiqudy by an (l\UD, PID ___ hash) tuple. 

The MID is a machine identifier that is unique to each machine, whether physical or viituaL 

across time and space. Operating systems use numbers calied process identifiers (PJDs) to 

identify processes rnnning at a given time. Over time processes may die and new processes may 

be started on a machine or the machine itself may resta1t. The PH) is not necessarily unique 

across time in that the sai,1e PID value can be reused for different processes at different times. In 

order to track process descendants across time, one should therefbre account for time as well. In 

order to be able to identil")' a process on a machine uniquely across time, another number called a 

PfD _ hash is generated for the process. In various embodiments, the PlD -'hash is generated using 
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a collision-resistant hash fonction that takes the PID, sta1t time, and (in various embodiments, as 

applicable) other properties of a process. 

(004Hi] j00417J Input data collected by agents comprises the input data model and is represented 

by the fr1llmving logical tables: 

{0041-'.7+!00418! * connections 

(00418][004191 * processes 

(OIH19H00420] * logins 

f00120l f0042H A connections table may maintain records of TCP/IP connections observed on 

each machine. Example columns included in a connections table are as follows: 

Column Name Description 

MTD Identifier of the machine that the connection ,,:as observed on. 

start time Connection start time. 

PID hash Identifier of the process that was associated with the connection. 

src IP addr Source IP address (the connection was initiated from this IP address). 
---

src _port Source port. 

dst IP addr Destination IP address (the connection ,vas made to this IP address) 

dst_J)Ort Destination poit. 

Prot Protocol (TCP or UDP). 

Dir Direction of the connection (incoming or outgoing) with respect to this 

machine. 

f4}04.;HH00422] TI1e source fields (IP address and port) correspond to the side from \.Vhich the 

connection ,vas initiated. On the destination side, the agent associates an ssh connection with the 

privileged ssh process that is created for that connection. 

f00422] {00423] For each connection in the system, there will be t\vo records in the table, 

assuming that the machines on both sides of the connection capture the connection. 'l11ese 

records can be matched based on equality of the tuple ( src _IP _addr, src _port, dst_ IP_ addr, 

dst__port, Prot) and proximity of the start_time fields (e.g., with a one minute upper threshold 

between the start __ time fields). 
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f00123l f00424] A processes table maintains records of processes observed on each machine. It 

may have the follo-vving colmnns: 

Column Name Description 

MID Identifier of the machine that the process "vas observed on. 

PID hash Identifier of the process. 

start time Start time of the process. 

exe ___ path The executable path of the process. 

PPID hash Identifier of the parent process. 

(00421] [00425] A logins table may maintain records of logins to machines. It may have the 

following columns: 

Column Name Description 

MID Identifier of the machine that the login vvas observed on. 

sshd PID hash Identifier of the sshd privileged process associated with login. ... 

login __ time Time oflogin. 

1ogin_usemame Usemame used in login. 

(00425] (004261 Output data generated by session tracking is represented vvith the following 

logical tables: 

f0042-6-f[00427] * login-local-descendant 

(00427] !00428] * login-connection 

(00428] [00429] * login-lineage 

(00429] {00430] Using data in these tables, it is possible to determine descendant processes of a 

given ssh login session across the environment (i.e., spa1ming machines). Conversely, given a 

process, it is possible to dctennine if it is an ssh login descendant as ,;vell as the original ssh login 

sessjon fi.)r it if so. 

!004JO!f00431] A login-local-descendant table maintains the local (i.e., on the same machine) 

descendant processes of each ssh login session. It may have the following columns: 
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Column Name Description 

MID Identifier of the machine that the login was observed on. 

sshd PlD hash Identifier of the sshd privileged process associated with login. ... ----

login_time Time of login. 

login_ usemame Username used in login. 

t09431] !00432] A login-connections table may maintain the connections associated with ssh 

logins. It may have the following columns: 

Column Name Description 

MID Identifier of the machine that the process was observed on. 

sshd PID hash Identifier of the sshd privileged process associated with the login. 

login_time Time oflogin. 

login_usemame The usemame used in the login. 

src IP addr Source IP address (connection ,vas initiated from this IP address). 

src ___ port Source port. 

dst IP addr Destination IP address (connection was made to this IP address). 

dst_J)Ort Destination poit. 

(00432] !00433] A login-lineage table may maintain the lineage of ssh login sessions. 1t may have 

the follovving columns: 

Column Name Description 

MID Identifier of the machine that the ssh login was observed on. 

sshd PID ha-;h Identifier of the sshd privileged process associated with the login. -

parent_ MID Identifier of the machine that the parent ssh login was observed on. 
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parent ___ sshd _ _PID hash Identifier of the sshd privileged process associated with the parent 

login. 

ongm MID Identifier of the machine that the origin ssh login vvas observed on. 

ongm sshd PID hash Identifier of the sshd privileged process associated with the origin ---

login. 

t00433] [00434! T11e parent __ MID and parent ___ sshd __ PID ___ hash columns can be null if there is no 

parent ssh login. in that case, the (MID, sshd_PID _hash) tuple vvill be the same as the 

(origin_MID, origin_sshd_PID _hash) tuple. 

fG04-34+(00435] Fig. 3H illustrates an example of a process for performing extended user 

tracking. In various embodiments, process 36 l is performed by data piatfom1 12. The process 

begins at 362 ,vhen data associated with activities occurring in a net\vork environment (such as 

entity A's datacenter) is received. One exampie of such data that can be received at 362 is agent­

collected data described above (e.g., in conjunction with process 200). At 363, the received 

network activity is used to identify user login activity. And, at 364, a logical graph that hnks the 

user login activity to at least one user and at least one process is generated (or updated, as 

applicable). Additionai detail regarding process 361, and in pa1ticular, portions 363 and 364 of 

process 361 are described in more detail below (e.g., in conjunction with discussion of Fig. 3J). 

(00435] f00436J Fig. 31 depicts a representation of a user logging into a first machine, then into a 

second machine from the first machine, and then making an external connection. The scenario 

depicted in Fig. 31 is used to describe an example of processing that can be perfom1ed on data 

collected by agents to generate (~xtended user session tracking information. Fig 31 is an alternate 

depiction of the infi:.mnation shovvn in Figs. 3F and 3G. 

!00436! [00437] At time tl (365), a first ssh connection is made to Machine A (366) from an 

external source (36 7) by a user having a usemame of ·'X." In the following example, suppose the 

external source has an 1P address of l. 1 . 1 . JO and uses source port 10000 to connect to JVfachine A 

(,vhich has an IP address of 2.2.2.20 and a destination port 22). External source 367 is considered 

an external source because its IP address is outside of the environment being monitored (e.g .. is a 

node outside of entity A's datacenter, connecting to a node inside of entity A's datacenter). 

fOOH7J f 00438] A first ssh login session LS 1 is created on machine A for user X. The privileged 

openssh process for this login is Al (368). Under the login session LSL the user creates a bash 

shell process ,vith PID ___ hash A2 (369). 

(00438] !00439] At time t2 (370), inside the bash shell process A2, the user runs an ssh program 

under a new process A3 (371) to log in to machine B (372) with a different usemame ('Y"). In 
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particular, an ssh connection is made from source IP address 2.2.2.20 and source port 10001 

(Machine A's source information) to destination IP address 2.2 .2.21 and destination port 22 

(l\fachjne B's destjnation inforrna6on). 

[00439] f00440J A second ssh login session LS2 is created on machine B for user Y. The 

privileged openssh process for this login is Bl (373). Under the login sess1on LS2, the user 

creates a bash shell process with PID_hash B2 (374). 

(OIH40) [00441] At time t3 (3 76), inside the bash shell process B2, the user runs a cur] command 

under a ne\v process B3 (377) to download a fiie from ai, external destination (378). In particular, 

an H1TPS connection is made from source IP address 2.2.2.21 and source port 10002 (Machine 

B's source infonnation) to external destination IP address 3 3 .3 .30 and destination port ,.t43 (the 

external destination's i.nfom1ation). 

f004HH00442J Using techniques described herein, it is possibie to detem1ine the original user 

vvho initiated the connection to external destination 378, which in this example is a user having 

the usemame X on machine A (where the extended user session can be detennined to start ,.,vith 

ssh login session LSl). 

-l:(J0442.fj00443] Based on local descendant tracking, the following determinations can be on 

machine A and B vvithout yet having performed additional processing (described in more detajl 

belo,v): 

f004 B] f00444J * A3 is a descendant of Al and thus associated with LS 1. 

100444] !00445! * lhe connection to the external domain from machine B is initiated by B3. 

109445] {00446! * B3 is a descendant of Bl and is thus associated with LS2. 

!00446! [00447] * Connection to the external domain is tlms associated vvith LS2. 

FJ(M4-1H00448] An association bet\veen A3 and LS2 can be established based on the fact that 

LS2 was created based on an ssh connection initiated from A3. Accordingly, it can be detennined 

that LS2 is a child of LS 1. 

[004 rnJ f 00449] To determine the user responsible for making the connection to the external 

destination (e.g., if it were a knovvn bad destination), first, the process that made the connection 

vvould be traced, i.e., from B3 to LS2. Then LS2 ,,.-ouid be traced to LS1 (i e, LS J is the origin 

login session for LS2). Thus the user fbr this connection is the user for LS 1, i.e., X. As 

represented in Fig. 31, one can visualize the tracing by following the links (in the reverse 

direction of arrows) from external destination 378 to Al (368). 

(00419] f00450J In the exarnple scenario, it is assumed that both ssh connections occur in the 

same analysis period. However, tl1e approaches described herein will also work for connections 

and processes that are created in di:l:Terent time periods. 
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f001§0l f0045H Fig. 3J illustrates an example of a process for performing extended user tracking. 

ln various embodiments, process 380 is perfonned periodically (e.g., once an hour in a batch 

fashion) by ssh tracker 148 to generate new output data. In general, batch processing aHows for 

efficient analysis of1arge volumes of data. However, the approach can be adapted, as applicable, 

to process input data on a record-by-record fashion while maintaining the same logical data 

processing flow. As applicable the results of a given portion of process 380 are stored for use in a 

subsequent portion. 

f001§1lf00452] TI1e process begins at 381 when new ssh connection records are identified. ln 

particular, new ssh connections started during the current time period are identified by querying 

the connections table. The query uses filters on the start_time and dst_poit columns. The values 

of the range filter on the start_time column are based on the current time period. The dst_1Jort 

column is checked against ssh listening pmt(s). By default, the ssh listening port number is 22. 

However, as this could vary across environments, the po1t(s) that openssh senrers are listening to 

in the environment can he determined by data collection agents dynamicaHy and used as the filter 

value for the dst ___ port as applicable. In the scenario depicted in Fig. 31, the query result \Vill 

generate the records shown in Fig. 3K. Note that for tli.e connection betvveen machine A and B, 

the two machines are likely to report stait_time values that are not exactly the same but dose 

enough to be considered matching (e.g., \vithin one minute or another appropriate amount of 

time). In the above table, they are shovvn to he the same for simplicity. 

100452]!00453! At 382, ssh connection records repo1ted from source and destmation sides of the 

same connection are matched. The ssh connection records (e.g., returned from the query at 38 l) 

are matched based on the following criteria: 

FJ(M§.3}!00454] * 111e five tuples (src_)P, dst_JP, IP ___ prot, src ___ port, dst __ p01t) of the connection 

records must match. 

(00451] f00455J * The delta bet\veen the start times of the connections must be within a limit that 

\vould accmmt for the vvorst case dock difference expected between two machines in the 

environment and typical connection setup latency. 

(00455Jf00456! * lfthere are multiple matches possible, then the match '-'Vith the smallest time 

delta is chosen. 

f004§6.f[00457] Note that record 390 from machine A for the incoming connection from the 

external source cannot be matched with another record as there is an agent only on the 

destination side for this connection. Example output of portion 382 of process 380 is shown in 

Fig. 3L. The values in the dst ___ PID __ hash column (391) are that of the sshd privileged process 

associated with ssh logins. 
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f001§7l f00458] At 383, new logins during the current time period are identified by querying the 

logins table. T11e query uses a range filter on the login ___ time column with values based on the 

current time period. In the example depicted in Fig. 31, the query result will generate the records 

depicted in Fig. 3M. 

{004§.8½!004591 At 384, matched ssh connection records created at 382 and new login records 

created at 383 are joined to create ne'-'Y records that vvili eventually be stored in the login­

connection table. The join condition is that dst_MiD of the matched connection record is equal to 

the MID of the login record and the dst ___ PID ___ hash of the matched connection record is equal to 

the sshd ___ PID_hash of the login record. In the example depicted in Fig. 31, the processing 

perfi.1nned at 384 will generate the records depicted in Fig. 3N. 

(00/459] [00460] At 385, login-local-descendant records in the 1ookback time period are 

identified. It is possible that a process that is created in a previous time period makes an ssh 

connection in the current analysis batch period. Although not depicted in the example illustrated 

in Fig. 3I, consider a case where bash process A2 does not create ssh process A3 right ayvay but 

instead that the ssh connection A3 later makes to machine Bis processed in a subsequent time 

period than the one where A2 was processed. \Vhik processing this subsequent time period in 

which processes A3 and Bl are seen, knowledge of A2 vmuld be useful m establishing that Bl is 

associated with A3 (via ssh connection) \vhich is associated with A2 (via process parentage) 

\vhich in tum v.ould be useful in establishing that the parent of the second ssh login is the first 

ssh login. The time period for which look back is performed can be limited to reduce the amount 

of historical data that is considered. However, this is not a requirement (and the amount oflook 

back can be determined, e.g., based on availabie processing resources). TI1e login local 

descendants in the lookback time period can be identified by querying the login-local-descendant 

table. The query uses a range filter on the login_time column where the range is from 

start_time_of_cmTent_period - lookback_time to start_time_of_cunent_period. (No records as a 

result of performing 385 on ti½e scenario depicted in Fig. 31 are obtained, as only a single time 

period is applicable in the example scenario.) 

(00460} (004611 At 386, nevv processes that are started in the current time period are identified by 

querying the processes table. The query uses a range fiiter on the start_tirne column with values 

based on the current time period. In the example depicted in Fig. 3L the processing performed at 

386 ""-iU generate the records depicted in Fig. 30. 

(00/461] [004621 At 387, new login-local-descendant records are identified. The purpose is to 

determine \vhether any of the new processes in the current time period are descendants of an ssh 

login process and if so to create records that will be stored in the login-local-descendant table for 

them. In order to do so, the parent-child relationships between the processes are recursively 
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followed. Either a top down or bottom up approach can be used. In a top dovvn approach, the ssh 

local descendants in the lookback period identified at 385, along with nevv ssh login processes in 

the current period identified at 384 are considered as possible ancestors for the nevv processes in 

the current period identified at 386. 

{0046~!00463! Conceptually, the recursive approach can be considered to include multiple sub­

steps where new processes that are identified to be ssh local descendants in the current sub-step 

are considered as ancestors for the next step. In the exampie scenario depicted in Fig. 31, the 

following descendancy relationships \vill be established in two sub-steps: 

W~J-H00464J Sub-step l: 

(00464]!00465] Process A2 is a local descendant ofLSl (i.e., MID= A, sshd_PID _hash= Al) 

because it is a child of process A 1 which is the login process for LS l. 

f00465J f00466J Process B2 is a local descendant of LS2 (i.e., MID "B, sshd _ __PID __ hash '" Bl) 

because it is a child of process Bl which is the login process for LS2. 

(OIH66] [00467] Sub-step 2: 

f00167l f 00468] Process A3 is a local descendant of LS 1 because it is a chiid of process A2 

which is associated to LS l in sub-step 1. 

(00468]!00469] Process B3 is a local descendant ofLS2 because it is a child of process Bl '-'Yhich 

is associated to LS2 in sub-step l 

fO~H69] [00470] Implementation portion 387 can use a datastore that supports recursive query 

capabilities, or, queries can be constrncted to process multiple conceptual sub-steps at once. ln 

the example depicted in Fig. 31, the processing perfon11ed at 387 vvill generate the records 

depicted in Fig. 3P. Note that the ssh privileged processes associated \vith the logins are also 

included as they are part of the login session. 

(00470] !00471] At 388, the lineage of new ssh fogins created in the currnnt time period is 

detem1ined by associating their ssh connections to source processes that may be descendants of 

other ssh logins (\vhich may have been created in the current period or previous time periods). In 

order to do so, first an attempt is made to join the new ssh login connections in the cunent period 

(identified at 384) with the combination of the login local descendants in the Jookback period 

(identified at 385) and the login local descendants in the current time period (identified at 386). 

TI1is vvill create adjacency relationships between child a.i.,d parent logins. In the example depicted 

in Fig. 3I, the second ssh login connection will be associakd with process A3 and an adjacency 

relationship between the two login sessions wiU be created (as illustrated in Fig. 3Q). 

f00471]{00472] Next, the adjacency relationships are used to find the original login sessions. 

\V11ile not shown in the sample scenario, there could be multiple ssh logins in a chain in the 
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cutTerrt time period, in which case a recursive approach (as in 387) could be used. At the 

conclusion of portion 388, the login lineage records depicted in Fig. 3R will be generated. 

(00472] j00473J FinaHy, at 389, output data is generated. In particular, the nev,r login-connection, 

login-iocal-descendant, and iogin-lineage records generated at 384, 387, and 388 are inserted into 

their respective output tables (e.g., in a transaction manner) 

(004:3][004741 An alternate approach to matching TCP connections behveen machines nmning 

an agent is for the client to generate a connection GUID and send it in the connection request 

(e.g., the SYN packet) it sends and for the server to extract the GUID from the request. If two 

connection records from nvo machines have the same GUID, they are for the same connection. 

Both the client and server vviH store the GUID (if it exists) in the connection records they 

maintain and report. On the client side, the agent can configure the network stack (e.g. using IP 

tables functionality on Linux) to intercept an outgoing TCP SYN packet and modify it to add the 

generated GUID as a TCP option. On the server side, the agent already extracts TCP SYN 

packets and thus can look for this option and extract the GUID if it exists. 

f001".'"4 l f00475] Example graph-based user tracking and threat detection embodiments associated 

with data platform 12 will nmv be described. Administrators and other users of network 

environments (e g., entity A's datacenter 104) often change roles to perform tasks. As one 

example, suppose that at the start of a workday, an administrator (hereinafter "Joe Smith") logs 

in to a console, using an individualized account (e.g., usemame"joe.smith). Joe pedbnns various 

tasks as himself (e.g., answering emails, generating status reports, vvriting code, etc.). For other 

tasks {e.g., perfonning updates), Joe may require different/additional permission than his 

individual account has (e.g., root privileges). One way Joe can gain access to such permissions is 

by using sudo, which ,vill aHmv Joe to nm a single comm.and with root privileges. Another way 

Joe can gain access to such permissions is by su or otherwise logging into a shell as root. After 

gaining root privileges, another thing that Joe can do is switch identities. As one example, to 

perform administrative tasks, Joe may use "su help" or "su database-admin" to become 

(respectively) the help user or the database-admin user on a system. He may also connect from 

one machine to another, potentially changing identities along the way (e.g., Jogging in as 

joe.srnith at a first console, and connecting to a database server as database-admin). \Vhen he's 

completed various administrative tasks, Joe can relinquish his root priviieges by closing out of 

any additional sheils created, reve;ting back to a sheil created for user joe.smith. 

(00475] f00476J \Vhile there are many legitimate reasons fi.-,r Joe to change his identity 

throughout the day, such changes may aiso correspond to nefarious activity. Joe himself may be 

nefarious, or Joe "s account (joe.smith) may have been compromised by a third party (whether an 

"outsider'' outside of entity A's network, or an "insider"). Using techniques described herein, the 
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behavior of users of the environment can be tracked (including across multiple accounts and/or 

multiple machines) and modeled (e.g .. using various graphs described herein). Such models can 

be used to generate alerts (e.g., to anomalous user behavior) Such models can also be used 

forensically, e.g., helping an investigator visualize various aspects of a netv,ork and activities that 

have occurred, and to attribute particular types of actions (e.g., network connections or file 

accesses) to specific users. 

(OIH:6] [00477] in a typical day in a data.center, a user (e.g., Joe Smith) \viU log in, nm various 

processes, and (optionally) log out. TI1e usenvill typically log in from the same set ofIP 

addresses, from IP addresses within the same geographical area (e.g., city or country). or from 

historically known IP addresses/geographical areas (i.e., ones the user has 

previously/occasionally used). A deviation from the user's typical (or historical) behavior 

indicates a change in login behavior. However, it does not necessarily mean that a breach has 

occurred. Once logged into a datacenter, a user may take a variety of actions. As a first example, 

a user might execute a binary/script. Such binary/script might communicate with other nodes in 

the datacenteL or outside of the datacenter, and transfer data to the user (e.g., executing '·cuff' to 

obtain data from. a service external to the datacenter). As a second example, the user can similarly 

transfer data (e,g., out of the datacenter), such as by using POST. As a third example, a user 

might change privilege (one or more times), at which point the user can send/receive data as per 

above. As a fourth example, a user might connect to a different machine within the datacenter 

(one or more times), at ,vhich point the user can send/receive data as per the above. 

(094:7] {004781 In various embodiments, the above infom1ation associated ,vitb user behavior is 

broken into four tiers. The tiers represent example types of information that data platfonn 12 can 

use in modeling user behavior: 

(00478] !00479] 1. The user's entry point (e.g., domains, IP addresses, and/or geolocation 

infi.Jrmation such as country/city) from which a user logs in. 

(00479] {00480] 2. TI1e login user and machine class. 

•f004WH00481! 3. Binaries, executables, processes, etc. a user launches. 

(09481](004821 4. Internal servers with whicb the user (or any of the user's processes, child 

processes, etc.) communicates, and external conta.cts (e.g., domains, TP addresses, and/or 

geolocation infom1ation such as country/city) with which the user comnrunicates (i.e., transfers 

data). 

(00482] f00483J In the event of a security breach, being able to concretely ans,ver questions about 

such infbnnation can be very important. And, collectively, such information is useful in 

providing an end-to-end path (e.g., for performing investigations). 
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f00183l f00484] In the following example, suppose a user ("1JserA'') logs into a machine 

("MachineO l ") from a first IP address ("IPO 1 "). MachineO 1 is inside a dat..::i.center. 1JserA then 

launches a script ("rnnnabksh") on MachineOL From MachineOl, UserA next logs into a second 

machine ("l\tfachine02") via ssh, also as llserA, aiso ·within the datacenter. On Machine02, UserA 

again launches a script ("nevv __ rnnnable.sh"). On Machine02, UserA then changes privilege, 

becoming root on Machine02. From Machi.ne02, UserA (nmv as root) logs into a third machine 

("Machine03") i.n the dat-'1.center vi.a ssh, as root on 1'vfachine03. As root on Machi.ne03, the user 

executes a script ("collect __ data.sh") on Machine03. The script internally commw1icates (as root) 

to a MySQL-based service internal to the datacenteL and downloads data from the MySQL-based 

service. Finally, as root on ]\fachine03, the user extemaHy communicates with a server outside 

the datacenter C'ExtemaiO J "), using a POST command. To summarize ,vhat has occurred, in this 

example, the source/entry point is IPOl. Data is transferred to an external server ExternalOl. The 

machine performing the transfer to External O l is Machine03. The user transferring the data is 

"roof' (on l\fachine03), while tbe actual user (hiding behind root) is UserA. 

f00181lf00485] In the above scenario, the "original user" (ultimately responsible fortrnnsmitting 

data to ExtemalOl) is UserA, who logged in from lPOl. Each of the processes ultimately started 

by UserA, whether started at the command line (tty) such as "rnnnable.sh ,, or started after an ssh 

connection such as '·new_nmnable.sh," and whether as UserA, or as a subsequent identity, are all 

examples of child processes vvhich can be arranged into a process hierarchy. 

100485] !00486! As previously mentioned, machines can be clustered together logically into 

machine clusters. One approach to clustering is to classify machines based on information such 

as tbe types of services they provide/binaries they have installed upon tbem/processes they 

execute. J\,fachines sharing a given machine class (as they share common binaries/services/etc.) 

vvill behave similarly to one another. Each machine in a data.center can be assigned to a machine 

clusler, and each machine cluster cai, be assigned an identifier (also referred to herein as a 

machine class). One or more tags can also be assigned to a given machine class (e.g., 

database ___ servers ___ west or prod ___ ,veb ___ frontend). One approach to assigning a tag to a machine 

class is to apply term frequency analysis (e.g., TF/IDF) to the applications nm by a given 

machine class, selecting as tags those most unique to the class. Data platfonn 12 can use 

behavioral baselines taken fi.1r a class of machines to identify deviations from the baseline (e.g., 

by a particular machine in the class). 

(00486Jf00487J Fig. 3S illustrntes an example of a process for detecting anomalies. In various 

embodiments, process 392 is performed by data platfrmn 12. As explained above, a given session 

will have an original user. r\nd, each action taken by the original user can be tied back to the 

original user. despite ptivilege changes and/or lateral movement throughout a datacenter. Process 
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392 begins at 393 \Vhen log data associated with a user session (and thus an original user) is 

received. At 394, a logical graph is generated, using at least a po1tion of the collected data. \Vhen 

an anomaly js detected (395), jt can be recorded, and as applicable, an alert is generated (396). 

The following are examples of graphs that cm1 be generated (e.g., at 394), \vith corresponding 

examples of anomalies that can be detected (e.g., at 395) and ale1ted upon (e.g., at 396). 

(00487] [004881 Fig. 4A illustrates a representation of an embodiment of an insider behavior 

graph. In the example of Fig. 4A, each node in the graph can be: (l) a cluster of users; (2) a 

cluster oflatmched processes: (3) a duster of processes/servers running on a machine class; (4) a 

cluster of external 1P addresses (of incoming clients); or (5) a cluster of external servers based on 

DNS/IP/etc. As depicted in Fig. 4A, graph data is vertically tiered into four tiers. Tier O (400) 

corresponds to entry point infom1ation (e.g., domains, IP addresses, and/or geolocation 

infbrmation) associated \vith a client entering the datacenter from an external entry point. Entry 

points are clustered together based on such infom1ation. Tier l ( 401) corresponds to a user on a 

machine class, \vi.th a given user on a given machine class represented as a node. Tier 2 (402) 

cotTesponds to launched processes, child processes, ,md/or interactive processes. Processes for a 

given user and having similar connectivity (e.g., sharing the processes they launch and the 

rnachines \vith which they communicate) are grouped into nodes. Finaily, ·rier 3 (403) 

corresponds to the services/servers/domains11P addresses with which processes communicate. A 

relationship bet\'veen the tiers can be stated as follows: Tier O nodes log in to tier l nodes. Tier l 

nodes launch tier 2 nodes. Tier 2 nodes connect to tier 3 nodes. 

(09488] {00489! T11e indusion of an original user in both Tier 1 and Tier 2 allows for horizontal 

tiering. Such horizontal tiering ensures that there is no overlap between any two users in Tier 1 

and Tier 2. Such lack of overlap provides for faster searching of an end-to-end path (e.g., one 

starting with a Tier O node and tenninating at a Tier 3 node). Horizontal tieiing also helps in 

establishing baseline insider behavior. For example, by building an hourly insider behavior 

graph, new edges/changes in edges behveen nodes in Tier l ~md Tier 2 can be identified. Any 

such changes correspond to a change associated with the original user. .And, any such changes 

can be surfaced as anomalous and alerts can be generated. 

fntH89J f00490J As e:-..-plained above, Tier l corresponds to a user {e.g., user "1.T') logging into a 

machine having a particular machine class (e.g., machine class "M''). Tier 2 is a duster of 

processes having command line similarity (e.g., CType "C'), having an 01iginal user '"U," and 

running as a particular effective user (e.g., user "U1") The value ofUl may be the same as U 

(e.g., joe.smith in both cases), or the value of Ul may be different (e.g., U"~ioe.smith and 

U l "0root). Thus, 'while an edge may be present from a Tier 1 node to a Tier 2 node, the effective 
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user in the Tier 2 node may or may not match the original user (vvhile the original user in the Tier 

2 node will match the original user in the Tier l node). 

(00/490] j00491J A change from a user U into a user Ul can take place in a variety of ways. 

Examples include \vhere U becomes U1 on the same machine (e.g., via sut and also where U 

sshes to other machine(s). In both situations, U can perform multiple changes, and can combine 

approaches. For example, U can become U1 on a first machine, ssh to a second machine (as Ul), 

become U2 on the second machine, and ssh to a third machine (\.vhether as user U2 or user U3). 

In various embodiments, the complexity of how user U ultimately becomes U3 (or US, etc.) is 

hidden from a viewer of an insider behavior graph, arid only an original user (e.g., U) and the 

cffectiv(~ user of a given node (e.g., lJ5) arc depicted. As applicable (e.g., if desired by a viewer 

of the insider behavior graph), additional detail about the path (e.g., an end-to-end path of edges 

from user l.T to user U5) can be surfaced (e.g., via user interactions \.Vith nodes). 

f00491] [00492! Fig. 4B iHustrates an exarnpk of a portion of an insider behavior graph (e.g .. as 

rendered in a web brmvser) In the example shmvn, node 405 (the external IP address, 

52.32.40.231) is an example of a Tier O node, and represents an entry point into a datacenter. As 

indicated by directional arrows 406 and 407, tvvo users, ·-anmeli __ prod" arid -"harish __ _prod,"' both 

rnade use ofth(~ source IP 52.32.40.231 when logging in bet\vecn 5pm and 6pm on Sunday July 

30 (408). Nodes 409 and 4 ]O are examples of Tier 1 nodes, having anmeli_prod and hari sh __1-'1rod 

as associated respective original users. As previously mentioned, Tier l nodes correspond to a 

combination of a user and a machine dass. ln the example depicted in Fig. 4R the machine dass 

associated vvith nodes 409 and 410 is hidden from view- to simplify visualization, but can be 

surfaced to a viewer of interface 404 (e.g., when the user dicks on node 409 or 410). 

FJ(M9.:2f!00493] Nodes 414-423 are examples oCfier 2 nodes --- processes that are latmched by 

users in Tier l and their child, grandchild, etc. processes. Note that also depicted jn Fig. 4B is a 

Tier 1 node 411 that corresponds to a user, "root/' that logged in to a machine cluster from within 

the data.center (i.e., has an entry point within the datacenter). Nodes 425-1 and 425-2 are 

exarnples of'rier 3 nodes --- internalk:xtemal IP addresses, servers, etc., with which Tier 2 nodes 

communicate. 

fntH93J [004941 Tn the example shown in Fig. 4B, a viewer of interface 404 has clicked on node 

423. As indicated in region 426, the user mnning the marathon container is "root." However, by 

follm .... -ing the directional arrows in the graph backvvards from node 423 (i e from right to left), 

the vie\ver can determine that the original user, responsible for node 423, is "amneli_prod," \vho 

logged into the clatacenter from IP 52.32.40.231. 

·f00494H00495! 'TI1e foHowing are examples of changes that can be tracked using an insider 

behavior graph model: 
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f00195l f00496] * A user logs in from a new IP address. 

t09496] !00497] * A user logs in from a geolocation not previously used by that user. 

(00/497] j00498J * A user logs into a new machine class. 

[00498] f00499J * A user launches a process not previously used by that user. 

{00499½! 00500! * A user connects to an internal server to which th.e user has not previously 

connected. 

(09500) [00501] * An original user com1mmicates with an external server (or external server 

known to be malicious) \vith v~·hich that user has not previously communicated. 

-}09§0.lH00502] * A user communicates with an external server vvhich has a geolocation not 

previously used by that user. 

[00502] [00503] Such changes can be smfaced as alerts, e.g., to help an administrator detem1ine 

\vhen/what anomalous behavior occurs within a datacenter. Fmther, the behavior graph model 

can be used (e.g., during forensic analysis) to answer questions helpfol during an investigation. 

Exampies of such questions include: 

f09503l f00504] * \Vas there any new login activity (Tier 0) in the timeframe being investigated'' 

As one example, has a user logged in from an IP address ,vith m1knmvn geolocation information? 

Similarly, has a user started communicating extemaHy with a ne,v Tier 3 node (e.g., one v,.rith 

unknown geolocation infi.mnation). 

f0Q§G1] {00505] * Has there been any suspicious login activity (Tier 0) in the timeframe being 

investigated? As one example, has a user logged in from an IP address that corresponds to a 

known bad IP address as maintained by Threat aggregator 150? Similarly, has there been any 

suspicious Tier 3 activity? 

-jlm§0.§.}!00506] * \Vere any anomalous connections made within the data.center during the 

timeframe being investigated'7 As one example, suppose a given user ("Frank") typically enters a 

datacenter from a particular IP address (or range of IP addresses), and then connects to a first 

machine type (e.g., bastion), and then to a second machine type (e.g., database __ prod). If Fra.nk 

has directly connected to database ___ prod (instead of first going through bastion) during the 

timefrarne, this can be smfaced using the insider graph. 

f09506) [00507] * Wl10 is (the original user) responsible fbr running a particular process? 

fQG§0.1+[00508] An example of an insider behavior graph being used in an investigation is 

depicted in Figs. 4C and 4D Fig. 4C depicts a baseline of behavior for a user, "Bill." As shown 

in Fig. 4C, Bill typically logs into a datacenter from the JP address, 71.198.44.40 (427). J--Ie 

typically makes use of ssh (428), and sudo (429), makes use of a set of typical applications (430) 

and connects (as root) with the external service, api.lacework.net (431). 
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f00508l f00509] Suppose Bill's credentials are compromised by a nefarious outsider ("Eve"). Fig. 

4D depicts an embodiment of hmv the graph depicted in Fig. 4C vvould appear once Eve begins 

exfiltrating data from the datacenter. Eve logs into the datacenter (using Bilrs credentials) from 

52.5.66.8 (432). As Bill, Eve escalates her privilege to root (e.g., via su), and then becomes a 

different user, Alex (e.g., via su aiex). As Alex, Eve executes a script, ·'sneak.sh" (433), ,vhich 

launches another script, "post.sh" (434), which contacts external server435 which has an IP 

address of52.5.66.7, and transmits data to it. Edges 436-439 each represent changes in Bilrs 

behavior. As previously mentioned, such changes can be detected as anomalies and associated 

alerts can be generated. As a first example, Bill logging in from an IP address he has not 

previously logged m from (436) can generate an alert As a second example, ,.vhile Bill does 

typically make use of sudo (429), he has not previously executed sneak.sh (433) or post.sh (434) 

and the execution of those scripts can generate alerts as well. As a third example, Bill has not 

previously communicated with server 435, and an ak1t can be generated when he does so (439). 

Considered individually, each of edges 436-439 may indicate nefarious behavior, or may be 

benign. As ar, example of a benign edge, suppose Bill begins vvorking from a home office two 

days a ,veek The first time he logs in from his home office (i.e., from an IP address that is not 

7 l .198.44.40), an alert can be generated that he has Jogged in from a new location. Over time, 

however, as Bill continues to log in from his home office but othervvise engages in typical 

activities, Bill's graph will evolve to include logins from both 71.198.44.40 and his home office 

as baseline behavior. Similarly, if Bill begins using a new tool in his job, an alert can be 

generated the first time he executes the tooL but over time wiH become pa1t of his baseline. 

!00509l f00510] In some cases, a single edge can indicate a serious threat. For example, if server 

432 (or 435) is included in a known bad IP listing, edge 436 (or 439) indicates compromise. An 

akit that indudes an appropriate seve1ity kvel (e.g., "threat kvel high") can be generated. In 

other cases, a combination of edges could indicate a threat (where a single edge might othenvise 

result in a lesser warning). In the example shmvn in Fig. 4D, the presence of multiple new edges 

is indicative of a senous threat. Of note, even though "sneak.sh" and "post.sh" were executed by 

Alex, because data platfom1 l 2 also keeps track of an original user, the compromise of user B's 

account will be discovered. 

fOG5-H}f[0051H Fig. 4E illustrates a representation of an embodiment of a user login graph. In 

the example of Fig. 4E, tier O (440) clusters source JP addresses as belonging to a particular 

country (including an ''unknmvn" country) or as a knovvn bad IP. Tier 1 (441) clusters user 

logins, and tier 2 ( 442) clusters type of machine class into which a user is logging in. TI1e user 

login graph tracks the typical login behavior of users By interacting with a representation of the 

graph, ans\vers to questions such as the follmving ca..11 be obtained: 
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f005Hl f00512J * \Vhere is a user logging in from? 

t09512] !00513] * Have any users logged in from a knovm bad address? 

(00513] j00514J * Have any non-developer users accessed development machines? 

[00511] f00515J * \Vhich machines does a particular user access? 

{~1-~!00516! Examples of alerts that can be generated using the user login graph include: 

(00516] [005171 * A user logs in front a known bad IP address. 

(09517] [00518] * A user logs in from a new country fi.)r the first time. 

f09518l f00519J * A new user logs into the datacenter for the first time. 

-}00fil,9.H00520J * A user accesses a machine class that the user has not previously accessed. 

(00520] !00521] One ,vay to track privilege changes in a datacenter js by monitoring a process 

hierarchy of processes. To help filter out noisy commands/processes such as '"su -u," the 

hierarchy of processes can be constrained to those associated with network activity. In a *nix 

system, each process has two identifiers assigned to it, a process identifier (PID) and a parent 

process identifier (PPID). Wl1en such a system starts, the initial process is assigned a PID 0. Each 

user process has a corresponding parent process. 

-}OOg-lH00522J Using techniques described herein. a graph can be constructed (also reforred to 

herein as a privikge change graph) which models privilege changes. ln particular. a graph can be 

constructed which identifies where a process Pl launches a process PL \vhere P 1 and P2 each 

have an associated user lJl and l.J2, with Ul being an original user, and U2 being an effective 

user. ln the graph, each node is a duster of processes (sharing a CType) executed by a particular 

( originai) user. As all the processes in the cluster belong to the same user, a label that can be used 

for the cluster is the user's usemame. An edge in ti.½e graph, from a first node to a second node, 

indicates that a user of the first node changed its privilege to the user of the second node. 

(0(}5:!2]!00523] Fig. 4F illustrates an example of a privilege change graph. ln the example 

shovm in Fig. 4F, each node (e.g., nodes 444 and 445) represents a user. Privilege changes are 

indicated by edges, such as edge 446. 

·f00-S1-;}H00524! As with other graphs, anomalies in graph 443 can be used to generate alerts. 

Three examples of such alerts are as foHows: 

f09524] [00525] * New user entering the datacenter. Any time a new user enters the data.center 

and nms a process, the graph vvil1 show a new node, witi.½ a ne"v CType. This indicates a nev-,' user 

has been detected within the datacenter. Fig. 4F is a represent3tion of an example of an interface 

that depict'> such an alert. Specifically, as indicated in region 447, an alert for the time period 

1 pm-2pm on June 8 was generated. TI1e alert identifies that a ne\v user, BiU (448) executed a 

process. 
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f005l5l f00526] *Privilege change. As explained above, a ne'vv edge, from a first node (user A) to 

a second node (user B) indicates that user A has changed privilege to user B. 

(005:Ui] j00527J * Privilege escalation. Privilege escalation is a particular case of privilege 

change, in which the first user becornes root. 

{~2'.7+!00528! An example of an anomalous privilege change and an example of an anomalous 

privilege escalation are each depicted in graph 450 of Fig. 4G. ln particular, as indicated in 

region 451, hvo alerts for tbe time period 2pm-3pm on June 8 \Vere generated (corresponding to 

the detection of the two anomalous events). In region 452, root has changed privilege to the user 

"daemon," which root has not previously done. This anomaly is indicated to the user by 

highlighting the daemon node (e.g., outlining it in a particular color, e.g, red). As indicated by 

edge 453, BiU has escalated his privilege to the user root (which can similarly be highlighted in 

region 454). TI1is action by Bill represents a privilege escalation. 

f00528] !00529! An Extensible query interface for dynamic data compositions and filter 

applications "vill no"v be described. 

f005l9l f 00530] As described herein, datacenters are highly dynainic environments. And, 

different customers of data platfom1 12 (e.g., entity A vs. entity B) may have difforent/disparate 

needs/requirements of data platfom1 12, e.g., due to having different types of assets, different 

applications, etc. Further, as time progresses, new software tools will be developed, new tn1es of 

anomalous behavior will be possible (and should be detectable), etc. In various embodiments, 

data platfrmn 12 makes use of predefined relational schema (including by having different 

predefined relational schema for difterent customers). Hovvevec the complexity and cost of 

maintaining/updating such predefined relational schema can rapidly become problematic -­

particularly where the schema includes a mix of relational, nested, and hierarchical (graph) 

datasets. In other embodiments, the data models and filtering applications used by data platfom1 

J 2 are extensible. As vvili be described in more detail bdov,', in various embodiments, data 

platfixm 12 supports dynamic query generation by automatic discovery of join relations via static 

or dynamic filtering key specifications among composable data sets. 'TT1is allmvs a user of data 

platform 12 to be agnostic to modifications made to existing data sets as well as creation of nev, 

data sets. TI1e extensible query interface also provides a declarative and configurable 

specification for optimizing internal data generation and derivations. 

(00530] !005.H] As vvill also be described in more detail below, data platfonn 12. is configured to 

dynamically translate user interactions (e.g., received via web app 120) into SQL queries (and 

\vithout the user needing to know how to \'ltrite queries). Such queries can then be perfom1ed 

(e.g., by query service 166) against any compatible backend (e.g., data store 30). 
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f00531l f00532] Fig. 4H illustrates an example of a user interacting vvith a portion of an interface. 

\.Vhen a user visits data platform 12 (e.g., via 'web app 120 using a browser), data is extracted 

f:'i-om data store 30 as needed (e.g., by queiy service 166), to provide the user ,,:ith inforrnation 0 

such as the visualizations depicted variously herein). As the user continues to interact with such 

vismilizations (e.g., chcking on graph nodes, entering text into search boxes, navigating between 

tabs (e.g., tab 455 vs. 465)), such interactions act as triggers that cause query service 166 to 

continue to obtain infom1ation from data store 30 as needed (and as described in more detail 

belmv). 

-}00§...J:2-H00533] In the example shown in Fig. 4H, user A 1s viewing a dashboard that provides 

various information about entity A users (455). during the time period 1\farch 2 at midmght -

I\farch 25 at 7pm (which she selected by interacting \vith region 456). Various statistical 

infbrmation is presented to user A in region 457. Region 458 presents a timeline of events that 

occurred during the selected tirne period. User A has opted to list only the critical, high, and 

medium events during the time period by clicking 011 the associated boxes (459-461). A total of 

55 lmv severity, and 155 info-only events also occurred during the time period. Each time user A 

interacts ,1vith an element in Fig. 4H (e.g., dicks on box 461, clicks on link 464-1, or dicks on tab 

465), her actions are translated/formalized into filters on the data set and used to dynamically 

generate SQL queries. The SQL queries are generated transparently to user A (and aiso to a 

designer of the user interface shown in Fig. 4H} 

100533]!00534! User A notes in the timeline (462) that a user, Harish, connected to a knmvn bad 

server (examplebad.com) using wget, an event that has a critical severity level. User A can click 

on region 463 to expand details about the event inhne (which \Vin display, for example, the text 

"External connection made to known bad host examplebad.com at p01t 80 from application 

'wget' nmning on host dev1 .lacework.intemal as userbarish") directly below li.ne 462. User A 

can also dick on hnk 464-1, which wm take her to a dossier for the event (depicted in Fig. 41). 

As wiH be described in more detail below, a dossier is a template fi.x a collection of 

visualizations. 

(00534] (00535! As shmvn in interface 466, the event ofHarish using v,get to contact 

example bad.com on March 16 '-Vas assigned an event ID of 9291 by data platfom1 12 (467). For 

convenience to user A, the event is also added to her dashboard in region 476 as a bookmark 

(468). A summary of the event is depicted in region 469. By interacting with boxes shovvn in 

region 470, user A can see a timeline of related events. In this case, user A has indicated that she 

\vould like to see other events involving the \vget application (by clicking box 471). Events of 

critical and medium security involving wget occurred during the one hour windmv selected in 

region 472. 
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f00535l f00536] Region 473 automatically provides user A with answers to questions that may be 

helpful to have answers to vvhile mvestigating event 9291. If user A clicks on any of the links in 

the event description (4 74t she vvili be taken to a corresponding dossier for the link. As one 

example, suppose user A dicks on link 475. She will then be presented \vith interface 477 shmvn 

in Fig 4J. 

(00536] [005371 Interface 477 is an embodiment of a dossier for a domain. 1n this example" the 

domain is "examplebad.com,'' as shovm in region 478. Suppose user A \vould like to track dov,m 

more inforrnation about interactions entity A resources have made with examplebad.com 

benveen Janua1y land March 20. She selects the appropriate time period in region 479 and 

infomrntion in the other portions of interface 477 automatically update to provide various 

information corresponding to the selected time frame. As one example, user A can see that 

contact was made vvith examplebad.com a total of 17 times during the time period ( 480), as well 

as a list of each contact ( 481). Various statistical infomiation is also included in the dossier for 

the time period ( 482). If she scroHs down in interface 477, user A will be able to view· various 

polygraphs associated vvith exarnplebad.com, such as an application-communication polygraph 

(483). 

(00537] !00538] Data stored in data store 30 can be internally organized as an activity graph. In 

the activity graph, nodes are aiso referred to as Entities. Activities generated by Entities are 

modeied as directional edges between nodes. 11ms, each edge is an activity bet\veen two Entities. 

One example of an Activity is a "login" Activity, in which a user Entity logs into a machine 

Entity (with a directed edge from the user to the machine). A second example of an Activity is a 

''launch" Activity, in which a parent process launches a child process i\vith a directed edge from 

the parent to the child). A third example of an Activity is a ·'DNS query" Activity, in w-hich 

either a process or a machine pertonns a query (with a directed edge from the requestor to the 

answer, e.g., an edge from a process to vv\vw.example.com). A fourth example of an Activity is a 

network ·'connected to'' Activity, in which processes, IP addresses, and listen ports can connect 

to each other (with a directed. edge tiom the initiator to the server). 

(09538Jf00539! As \Vin be described in more detai] belovv, query service 166 provides either 

relational views or graph viev,s on top of data stored in data_ store 30. Typically, a user will \Vant 

to see data filtered using the activity graph. For example, if an entity was not involved in an 

activity in a given time period, that entity should be filtered out of query results. Thus, a request 

to show "aH machines" in a given time frame will be interpreted as "show distinct machines that 

\Vere active" during the time frame. 

-fOO-S.l-9}!00540! Query service 166 relies on three main data mod.el elements: fields, entities, and 

filters. As used herein, a field is a collection of values with the same type (logical and physical). 
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A field can be represented in a variety of ways, including: 1. a coiumn of relations (tableivie\v ), 

2. a return field from another entity, 3. an SQL aggregation (e.g., COUNT, SlJM, etc.), 4. an 

SQL expression with the references of other fields specified, and 5. a ncst.ed field of a JSON 

object. As vie,ved by query service 166, an entity is a collection of fields that describe a data set. 

lhe data set can be composed in a variety of vvays, including: 1. a relational table, 2. a 

parameterized SQL statement, 3 .. DynamjcSQL created by a Java function, and 4. 

join/project/aggregate/subclass of other entities. Some fields are common for all entities. One 

example of such a field is a '·first observed" timestamp (when first use of the entity was 

detected). A second example of such a field is the entity classification type ( e.g., one of: 1. 

Machim~ (on which an agent is installed), 2. Process, 3. Binary, 4. Ull), 5. lP, 6. DNS 

Infom1ation, 7. Li.stenPort, and 8. PType). A third example of such a field is a ''last observed" 

timestamp. 

f00540) [00541 I A filter is an operator that: 1. takes an entity and field values as inputs, 2. a valid 

SQL expression with specific reference(s) of entity fields, or 3. is a conjunct/disjunct of filters. 

As \ViH be described in more detail below, filters can be used to filter data in various ways, and 

limit data returned by query service 166 without changing the associated data set. 

(00541] !00542] As mentioned above, a dossjer is a tempfate for a collection ofvisuahzations. 

Each visualization (e.g., the box including chart 484) has a corresponding card, which identifies 

particular target infrmnation needed (e.g., from data store 30) to generate the visualization. In 

various embodiments, data platform l2 maintains a global set of dossiers/cards. Users of data 

platform 12 such as user A can build their O\vn dashboard interfaces using preexisting 

dossiers/cards as components, andior they can make use ofa default dashboard (v.'hich 

incorporates various of such dossiers/cards). 

(005 U] !00543] A JSON file can be used to store multiple cards (e.g., as pait of a query service 

catalog). A particular card i.s represented by a single JSON object vvith a unique name as a field 

name. 

-f00-S4;}H00544! Each card may be described by the following named fields: 

(00544] (005451 TYPE: the type of the card. Example vah.es include: 

f00545J f00546J * Entiiy (the default type) 

f4}G54{ij[00547] * SQL 

(00547]!00548] * Filters 

(00518] f00549J * DynamicSQL 

(00519] {00550] * graph.Filter 

-f00-SWH00551! * graph 

(00551 J [005521 * Function 
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f00552lf00553J * Template 

t09553] !00554] PARAMETERS: a JSON array object that contains an array of parameter objects 

v,-ith the following fields: 

f00551H00555J * name (the name of the parameter) 

{~5~!00556! * required (a Boolean :flag indicating vd1etherthe parameter is required or not) 

(00556] [005571 * default (a default value of the parameter) 

(00557] [00558] * props (a generic JSON object for properties of the parameter. Possible values 

are: ··utype'' (a user defined type), and "scope'' (an optional property to configure a namespace of 

the parameter)) 

(00558] !00559] * value (a value for the parameter - non-null to override the default value defined 

in nested source entities) 

[00559] f00560J SOURCES: a JSON array object explicitly specifying references of input 

entities. Each source reference has tht'. fi::;Howing attributes: 

(00560] [00561] * name (the card/entity name or fully-qualified Table name) 

f00561l f00562J * type (required fi.)r base Table entity) 

-J:00~2-H00563J * alias (an alias to access this source entity in other fields (e.g .. returns, filters. 

groups, etc)) 

f005a3] [00564] RETURNS: a required JSON array object of a return field object. A return fieid 

object can be described by the follO\ving attributes: 

100564] !00565! * field (a valid field name from a source entity) 

109565] {00566! * expr (a valid SQL scalar expression. References to input fields of source 

entities are specified in the fo1mat of#{ Entity .Field}. Parameters can also he used in the 

expression in the format of ${ParameterName}) 

(005€)6] !00567] * type (the type of field, _,yhicb is required for return fields specified by expr. It 

is also required fr1r aH return fields of an Entity vvith an SQL type) 

f005a7] {00568] * alias (the unique alias for return field) 

·f00.S68}!00569! * aggr (possible aggregations are: COUNT, COUNT __ .DlSTINCT, DISTINCT, 

MAX, MIN, AVG, SUM, FIRST_VALUE, LAST_ VALUE) 

f00569] [00570] * case (JSON array object represents conditional expressions '\;vhen" and 

'·expr") 

(00570] !00571] * fieldsFrom, and, except (specification for projections from a source entity with 

excluded fields) 

[00571] {00572] * props (general JSON object for properties of the return field. Possible 

prope11ies include: "filterG-roup," 'title," '-fom1at," and "utype") 

(005:2] [00573! PROPS: generic JSON objects for other entity properties 
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f005"."Jlf00574J SQL: a JSON array of string literals for SQL statements. Each string literal can 

contain parameterized expressions ${ParameterName} and/or composable entity by 

#{EntityName} 

[00571] f00575J GRAPH: required for graph entity. Has the following required fields: 

{~+~!00576! * source (including "type," "'props," and "keys") 

(005:6] [005771 * target (induding "t:,1:ie,"' "props," and "keys") 

(095:7] [00578] * edge (including "type" and '"props") 

f095"."8lf00579J JOINS: a JSON array of join operators. Possible fields for a join operator 

include: 

(00579] !00580] * typ(~ (possible join types include: "lof' - Left Outer Join, ·'join" - Inner Join, 

"in" - Semi Join, "implicit" - Implicit Join) 

[00580] f00581J * left (a lefl hand side field of join) 

(09581] !00582! * right (a right hand side field of join) 

(09582][00583] * keys (key columns forrrnilti-·way joins) 

f0958Jl f00584J * order (a join order of multi-way joins) 

-l:(J0584H00585J FKEYS: a JSON array of FilterKey(s). 'l11e fields for a FilterKey are: 

(00585] !00586] * typ(~ (type of VilterKey) 

[00586][00587] * fieldRefs (reference(s) to return fields of an entity defined in the sources field) 

f00§87lf00588] * alias (an alias of the FilterKey, used in implicit join specification) 

109588] !00589! FILTERS: a JSON array of filters (conjw1ct). Possible fields frir a filter include: 

109589] !00590! * type (types of filters, including: "eq" - equivaknt to SQL =, "ne" - equivalent 

to SQL <>, •'·ge'' - equivalent to SQL >", "gt" - equivalent to SQL >, ''le" - equivalent to SQL 

<", '"lt" - equivalent to SQL <, "like" - equivalent to SQL LlKE, '"not_Jike" - equivalent to SQL 

NOT LIKE, "rlike" - equivaknt to SQL RLlKE (Snowflake specific), "not_rJ ike" - equivalent to 

SQL NOT RLIKE (SnO\vflake specific), "in" - equivalent to SQL IN, "not_in" - equivalent to 

SQLNOT IN) 

·f00-SOOH00591! * expr (generic SQL expression) 

(09591 J !00592! * field (field name) 

f0959l] [00593] * value (single value) 

f4}GS.93ff00594J * values (for both IN and NOT iN) 

(00594] j00595J ORDERS: a JSON array of ORDER BY for returning fields Possible attributes 

forthe ORDER BY clause include: 

[00§95] f 00596] * field (field ordinal index ( l based) or field alias) 

·f00-S%H00597! * order (asc/desc, default is ascending order) 

(09597] [00598! GROUPS: a JSON array of GROUP BY for returning fields. Field attributes are: 
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f00§98lf00599] * field (ordinal index (l based) or alias from the return fields) 

t09599~ !00600] LIMIT: a limit for the number of records to be returned 

(00690]100601J OFFSET: an offset of starting position ofretumed data. Used in combination 

\vith limit for pagination. 

{00691+!00602! Suppose customers ofdataplatfom1 12 (e.g., entity A and entity B) request new 

data transfomiations or a new aggregation of data from an existing data set (as \veH as a 

corresponding visualization fi.)r the nev,dy defined dala set). As mentioned above, the data models 

and filtering applications used by data platform 12 are extensible. Thus, two example scenarios 

of extensibility are ( 1) extending the filter data set, and (2) ex-tending a FilterKey in the filter data 

set. 

(006!.U] [00603] Data platfom1 12 includes a query service catalog that enumerates cards 

available to users of data platfom1 12. Nev,/ cards can be included for use in data platform 12 by 

being added to the query service catalog (e.g., by an operator of data platform 12). For reusability 

and maintainability, a single external-facing card (e.g., avaifable for use in a dossier) can be 

composed of multiple (nested) internal cards. Each ne'vvly added card (whether external or 

internal) v.-ili also have associated FilterKey(s) defined. A user interface (UI) developer can then 

develop a visualization for the new data set in one or more dossier templates. lhe same exiemal 

card can be used i.n multiple dossier templates, and a given external card can be used multiple 

times in the same dossier ( e.g., after customization). Examples of external card customization 

include customization via parameters, ordering, and/or various mappings of external data fields 

(columns). 

!00603! [00604] As mentioned above, a second extensibility scenario is one in i.-vhich a FilterKey 

in the filter data set is extended (i.e., existing template frmctions are used to define a new data 

set). As also mentioned above, data sets used by data platfonn 12 are 

composable/reusable/extensibie, irrespective of vvhether the data sets are relational or graph data 

sets. One example data set is the User Tracking polygraph, which is generated as a graph data set 

(comprising nodes and edges). Like other polygraphs, User Tracking is an external data set that 

can be visualized both as a graph (via the nodes and edges) and can also be used as a filter data 

set fbr other cards, via the cluster identifier (CID) field. 

f4}9604-ff00605] As mentioned above, as users such a.;;; user A navigate through/interact with 

interfaces provided by data platfonn 12 (e g., as shown in Fig. 4H), such interactions trigger 

query service J 66 to generate and perfom1 queries against data store 30. Dynai,1ic composition of 

filter datasets can be implemented using FilterKeys and FilterKey Types. A FilterKey can be 

defined as a list of columns and/or fields in a nested structure (e.g., JSON). lnstanc.:::s of the same 

FilterKey Type can be fonned as an Implicit Join Group. Tbe same instance of a FilterKey can 
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participate in different Implicit Join Groups. A list of relationships among ail possible Implicit 

Join Groups is represented as a Join graph for the entire search space to create a final data filter 

set by traversing edges and producing Join Path(s) 

[00605] f00606J Each card (e.g., as stored in the query service catalog and used in a dossier) can 

be introspected by a /card/describe/CardID REST request. 

(00606] [006071 At nmtime (e.g., ·whenever it receives a request from vveb app 120), query 

service 166 parses the list of implicit joins and creates a Join graph to manitest relationships of 

FilterKeys among Entities. A Join graph (an example ohvhich is depicted in Fig. 4K) comprises 

a list of Join Link(s). A Join Link represents each implicit join group by the same Filter Key type. 

A Jorn Link maintains a reverse map (Entity-to-FilterKey) ofFiherKeys and their Entities. As 

previously mentioned, Entities can have more than one FilterKey defined. The reverse map 

guarantees one FilterKey per Entity can be used fi:.x each JoinLink. Each JoinLink also maintains 

a list of entities frir the priority order of joins. Each JoinLink is also responsible for creating and 

adding directional edge(s) to graphs. An edge represents a possible join betw-een two Entities_ 

f00607l f00608] At runtime, each Implicit Join uses the Join graph to find all possible join paths. 

111e search of possible join paths starts ,vith the outer FilterKey of an implicit join. One approach 

is to use a shortest path approach, with breadth first traversal and subject to the foUm,:ing criteria: 

[00608] [00609] * Use the priority order list of Join Links for ail entities in the same implicit join 

group. 

100609} !00610! * Stop ,vhen a node (Entity) is reached which has local filter(s). 

109610H006lH * Include aU join paths at the same level (depth). 

!00611 l f00612] * Exclude join paths based on the predefined rules (path of edges). 

-f0(¼-l~-H00613] Fig. 4L illustrates aJ1 example of a process for dynam1eally generating and 

executing a query. In various embodiments, process 485 is pe1fom1ed by data platfonn l 2. The 

process begins at 486 when a request is received to fiiter infonnation associated with activities 

\vithin a network environment. One exarnple of such a request occurs in response to user A 

clicking on tab 465. Another example of such a request occurs in response to user i\. clicking on 

link 464-1 Yet another example of such a request occurs in response to user A dicking on link 

464-2 and selecting (e.g., from a dropdown) an option to filter (e.g., include, exclude) based on 

specific criteria that she provides (e.g., an IP address, a username, a range of criteria, etc.). 

(00613] !00614] At 487, a query is generated based on an implicit join One example of 

processing that can be perfi.wmed at 487 is as fi.1llows. As explained above, one way dynamic 

composition of filter datasets can be implemented is by using FilterKeys and FiiterKey Types. 

And, instances of the same FilterKey Type can be frmned as an Implicit Join Group. i\. Join 

graph for the entire search space can be constrncted from a list of aH relationships among aU 
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possible Join Groups. And, a final data filter set can be created by traversing edges and producing 

one or more Join Paths. Finally, the sho1test path in the join paths is used to generate an SQL 

query string. 

[00611] f00615J One approach to generating an SQL query string is to use a query building 

library (authored in an appropriate language such as Java). For example, a common interface 

"sqlGen" may be used in conjunction '-Vith process 485 is as follmvs. First, a card/entity is 

composed by a list of input cards/entities, \vhere each input card recursivdy is composed by its 

o,vn list of input cards. TI:1is nested stmcture can be visualized as a tree of query 

b1ocks(SELECT) in standard SQL constrncts. SQL generation can be performed as the traversal 

of the tree from root to kaf entities (top-down), calling the sqlGen of each entity. Each entity can 

be treated as a subclass of the Java class(Entity). An imphcitjoin filter (EntityFiher) is 

implemented as a subclass of Entitv, similar to the right hand side of a SQL semi-join operator. 

Unlike the static SQL semi-join construct, it is conditionally and recursively generated even if it 

is specified in the input sources of the JSON specification. Another recursive interface can also 

be used in conjunction with process 485, preSQLGen, ,vhich is primarily the entry point for 

Entity Filter to nm a search and generate nested implicit join filters. During preSQLGen recursive 

invocations, the applicability of implicit join filters is examined and pushed down to its input 

subquery list. Another top-down traversal, pulHJpCachable, can be used to pull up common sub­

query blocks, including those dynamically generated by preSQLGen, such that SELECT 

statements of those cache able blocks are generated only once at top-level WHH clauses. A 

recursive interface, sq]With, is used to generate nested subqueries inside WTTH clauses. 111e 

recursive calls of a sql\.Vith function can generate nested \VlTii clauses as well. An sqlFrom 

function can be used to generate SQL FROM clauses by referencing those subquery blocks in the 

WITH clauses. It also produces INNER/OUTER join operators based on the joins in the 

specification. Another recursive interface, sql\vnere, can be used to generate conjuncts and 

disjuncts oflocal predicates and semi-join p.redicates based on implicit join transformations. 

Further, sqlProject, sqlGroupBy, sqlOrderBy, and sqlLimitOffset can respectively be used to 

translate the corresponding directives in JSON spec to SQL SELECT list, GROUP BY, ORDER 

BY, and Ul\1JT/OFFSET clauses. 

f4}G6J.§.ff00616] Returning to process 485, at 488, the query (generated at 487) is used to respond 

to the request. As one example of the processing performed at 488, the generated query is used to 

query data store 30 and provide (e.g., to web app 120) fact data fonnatted in accordance ,,vith a 

schema (e.g., as associated with a card associated \.Vith the request received at 486). 

·f0061-6H00617! Although the examples described herein largely relate to embodiments where 

data is colkcted from agents and ultimately stored in a data store such as those provided by 
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Snowflake, in other embodiments data that is coilected from agents and other sources may be 

stored in different ways. For example, data that is collected from agents and other sources may be 

stored in a data ·warehouse, data lake, data mait and/or any other data store. 

[00617] f00618J A data \x,arehouse may be embodied as an analytic database (e.g., a relational 

database) that is created from two or more data sources. Such a data warehouse may be leveraged 

to store historical data, often on the scale of petabytes. Data warehouses may have compute and 

memory resources for running complicated queries and generating reports. Dat--i warehouses may 

be the data sources for business intelligence ('BI') systems, machine learning applications, and/or 

other applications. By leveraging a data warehouse, data that has been copied into the data 

v,·arehouse may be indexed for good analytic query performance, vvithout affecting the write 

perfbnnance of a database (e.g., an Online Tra..11saction Processing COLTP') database). Data 

\varehouses also enable the joining data from multiple sources for analysis. For example, a sales 

OLTP application probably has no need to know about the weather at various sales locations. but 

sales predictions could take advantage of that data. By adding historical \veather data to a data 

warehouse, it would be possible to factor it into models of historical sales data. 

-J:006-1-8-}!00619] Data lakes, which store files of data in their native format, m.ay be considered as 

"schema on read" resources. As such, any application that reads data from the lake may impose 

its o·wn types and relationships on the data. Data warehouses, on the other hand, are "schema on 

\vrite," meaning that data types, indexes, and relationships are imposed on the data as it is stored 

in the EDW. "Schema on read" resources may be beneficial for data that may be used in several 

contexts and poses little risk of losing data. "Schema on \-vTite"' resources may be beneficial for 

data that has a specific purpose, and good fi.x data that must relate properly to data from other 

sources. Such data stores may include data that is encrypted using homomorphic encryption, data 

encrypted using piivacy-preserving encryption, smart contracts, non-fungible tokens, 

decentralized finance, and other techniques. 

[00619] f 00620] Data marts may contain data oriented tovvards a specific business line •,vhereas 

data warehouses contain enterprise-wide data. Data marts may be dependent on a data 

vvarehouse, independent of the data warehouse (e.g., drawn from an operational database or 

external source), or a hybrid oft.he two. in embodiments described herein, different t:-ypes of data 

stores (including combinations thereof) may be leveraged. Such data stores may be proprietary or 

may be embodied as vendor provided products or services such as, for example, Google 

BigQuery, Drnid, Amazon Redshift, IBM Db2, Dremio, Databricks Lakehouse Platfonn, 

Cloudera, Azure Synapse Analytics, and others. 

·f0061-0H00621! 'TI1e deployments (e.g., a customer's cloud deployment) that are analyzed, 

monitored, evaluated, or othenvise observed by the systems described herein (e g., systems that 
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include components such as the platfom1 12 of Fig. lD, the data collection agents described 

herein, and/or other components) may be provisioned, deployed, and/or managed using 

infrastructure as code ('faC '). faC involves the managing and/or provisioning of infrastmcturc 

through code instead of through manual processes. \Vith IaC, configuration files may be created 

that include infrastructure specifications. IaC can bt'. beneficial as configurations may be edited 

and distributed, vvhile also ensuring that environments are provisioned in a consistent manner 

iaC approaches may be enabled in a variety of ways including, for example, using IaC software 

tools such as Terraforrn by HashiCorp. Through the usage of such tools, users may define and 

provide data center infrastructure using JavaScript Object Notation ('JSON'), YAML, 

proprietary fom1ats, or some other format. In some embodiments, the configuration fiks may be 

used to emulate a cloud deployment for the purposes of analyzing the emulated cloud 

deployment using the systems described herein. Likewise, the configuration files themselves may 

be used as inputs to the systems described herein, such that the configuration files may be 

inspected to identify vulnerabilities, mi.sconfigurations, violations of regulatory requirements, or 

other issues. In fact, configuration files for multiple cloud deployments may even be used by the 

systems described herein to identify best practices, to identify· configuration files that deviak 

f:'i-om typical configuration files, to identify configuration files with similarities to deployrnents 

that have been detennined to be deficient in some way, or the configuration files may be 

leveraged in some other vvays to detect vulnerabilities, misconfigurations, violations of 

regulatory requirements, or other issues prior to deploying an infrastructure that is describt::d in 

the configuration fiks. ln some embodiments the techniques described herein may be use in 

multi-cloud, multi-tenant, cross-cloud, cross-tenant, cross-user, industry cloud, digital platfom1, 

and other scenarios depending on specific need or situation. 

(006:H] !00622] In some embodiments, the deployments that are analyzed, monitored. evaluated, 

or othenvise observed by the systems described herein (e.g., systems that include components 

such as the platform 12 of Fig. lD, the data coliection agents described herein, and/or other 

components) may be monitored to determine the extent to which a particular component has 

experienced "d1ift" relative to its associated faC configuration. Discrepancies between hmv cloud 

resources "\Vere defined in an faC configuration file and how they are currently configured in 

runtime may be identified and remediation workf1ows may be initiated to generate an alert, 

reconfigure the deployment, or take some other action. Such discrepancies may occur for a 

variety of reasons. Such discrepancies may occur, fbr example, due to maintenance operations 

being perfrm:ned, due to incident response tasks being carried out, or fi.x some other reason. 

Readers vvill appreciate that while IaC helps avoid initial misconfigurations of a deployment by 

codifying and enforcing resource creation, resource configuration, security policies, and so on, 
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the systems described herein may prevent umvanted drift from occurring during runtime and after 

a deployment has been created in accordance with an laC configuration. 

(00622] j00623J In some embodiments, the deployments (e.g., a customer's cloud deployment) 

that are analyzed, monitored, evaluated, or otherwise observed by the systems described herein 

(e.g., systems that indude components such as the platfom1 12 of Fig. lD, the data coHection 

agents described herein. and/or other components) may also be provisioned, deployed, and/or 

managed using security as code CSaC). SaC extends IaC concepts by defining cybersecmity 

policies and/or standards progrdffimatically, so that the policies and/or standards can be 

referenced automatically in the configuration scripts used to provision cloud deployments. Stated 

differently. SaC can automate policy implementation and doud deployments may (Wen be 

compared \vith the policies to prevent "drift." For example, if a policy is created where an 

personally identifiable information (°Pff) or personal health information ("Plff) nmst be 

encrypted vvhen it is stored, that policy is translated into a process that is automatically launched 

whenever a developer submits code, and code that violates the policy may be automatically 

rejected. 

t906l.,lfj00624] ln some embodiments, SaC may be implemented by mitially classifying 

v,.-orkloads (e.g., by sensitivity, by criticality, by deployment model, by segment). Policies that 

can be instantiated as code may subsequently be designed. For example, compute-related poJicies 

may be designed. access-related policies may be designed, application-related policies may be 

designed, network-related policies may be designed, data-related policies may be designed, and 

so on. Security as code may then be instantiated through architecture and automation, as 

successful implementation of SaC can benefit from making key architectural-design decisions 

and executing the right automation capabilities. Next, operating model protections may be built 

and supported. For example, an operating model may "shift kff' to maximize self-service and 

achieve foil-life-cycle security automation (e.g., by standardizing common development 

toolchains, CiiCD pipelines, and the like). In such an example, security policies and access 

controls may be pait of the pipeline, automatic code review and bug/defect detection may be 

perfom1ed, automated build processes may be pertonned, vulnerability scanning may be 

perfom1ed, checks against a iisk-control framnvork may be made, and other tasks may be 

performed all befi.)re deploying an infrastmcture or components thereof 

(006:M] !00625] The systems described herein may be usefol in analyzing, monitoring, 

evaluating, or othen.vise observing a GitOps environment. In a GitOps environment, Git may be 

viewed as the one and oniy source of truth. As such, GitOps may require that the desired state of 

infrastructure (e.g., a customer's cloud deployment) be stored in version control such that the 

entire audit trail of changes to such infrastructure can be viewed or audited. in a GitOps 
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environment, all changes to infrastructure are embodied as fully traceable commits that are 

associated vvith committer information, commit IDs, time stamps, and/or other infonnation. In 

such an embodiment, both an application and the infrastructure (e.g., a customer's cloud 

deployment) that supports the execution of the application are therefore versioned artifacts and 

can be audited using the gold standards of software development and delivery. Readers will 

appreciate that while the systems desciibed herein are described as analyzing, monitoring, 

evaluating, or otherwise observing a GitOps environment, in other embodiments other source 

control mechanisms may be utilized for creating infrastructure, making changes to infrastructure, 

and so on. In these embod1ments, the systems described herein may similarly be used for 

analyzjng. monitoring, evaluating, or othenvise observing such environments. 

(00625] [00626] As described in other portions of the present disclosure, the systems described 

herein may be used to analyze, monitor, evaluate, or othenvise observe a customer's cloud 

deployment. While securing traditional datacenters requires managing and securing an IP-based 

perimeter with networks and firevvalis, hardware security modu1es ('HSMs'), security 

infonnation and event management ('SIEM') technologies, and other physical access restrictions, 

such solutions are not particularly usefol when applied to cloud deployments. As such, the 

systems described herein may be configured to interact wi.th and even monitor other solutions 

that are appropriate for cloud deployments such as, for examp1e, ''zero trust" so1utions. 

f00626] {00627] A zero trust security model (a.k.a., zero trust architecture) describes an approach 

to the design and implementation of IT systems. A primary concept behind zero trust is that 

devices should not be trusted by default, even if they are connected to a managed co1vorate 

network such as the corporate LAN and even if they were previously verified. Zero trust security 

models help prevent successful breaches by eliminating the concept of trust from an 

organization's network architecture. Zero trust security models can include multiple forms of 

authentication and authorization (e.g., machine authentication and authorization, human/user 

authentication and authorization) and can also be used to control multiple types of accesses or 

interactions (e.g., machine-to-machine access, human-to-machine access). 

(00627] (006281 In some embodiments, the systems described herein may be configured to 

interact with zero trnst solutions in a variety of ways. For example, agents that coilect input data 

for the systems described herein (or other components of such systems) may be configured to 

access various machines, applications, data sources, or other entity through a zero trust solution, 

especia11y where local instances of the systems described herein are deployed at edge locations. 

Likewise, given that zero trust solutions may be part of a customer's cloud deployment, the zero 

trust solution itself may be monitored to identify vulnerabilities, anomalies, and so on. For 

example, netvvork traffic to and from the zero trust solution may be analyzed, the zero trust 
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solution may be monitored to detect unusual interactions, log files generated by the zero tmst 

solution may be gathered and analyzed, and so on. 

(00628] j00629J In some embodiments, the systems described herein may leverage various tools 

and mechanisms in the process of performing its primary tasks (e.g., monitoring a cloud 

deployment). For example, Linux eBPF is mechanism for writing code to be executed in the 

Linux kernel space. Through tbe usage of eBPF, user mode processes can hook into specific trace 

points in the kernel and access data structures and other information. For example, eBPF may be 

used to gather infi.xmation that enables the systems described herein to attribute the utilization of 

nenvorking resources or network traffic to specific processes. '111is may be useful in analyzing 

the behavior of a particular process, vvhich may be important for observability/SIEM. 

(00629] [006.30] The systems described may be configured to co Hect security event logs (or any 

other type of log or similar record of activity) and telemetry in real time for threat detection, for 

analyzing compliance requirements, or for other purposes. In such embodiments. the systems 

described herein may analyze telemetry in real time (or near real time), as well as historical 

telernetry, to detect attacks or other activities of interest. TI1e attacks or activities of interest may 

be analyzed to determine their potential severity and impact on an organization. In fact, the 

attacks or activities of interest may be reported, and relevant events. logs, or other infi.1nnation 

may be stored for subsequent exan1ination. 

f006JO] {006.31] In one embodiment, systems described herein may be configured to collect 

security event logs ( or any other typ(: of log or similar record of activity) and telemetry in real 

time to provide customers with a SIEM or STEM-like solution. SIEM technology aggregates 

event data produced by security devices, network infrastructure, systems, applications, or other 

source. Centralizing all of the data that may be gene:rated by a cloud ckployment may be 

chaHenging for a traditional SIEM, however, as each component in a cloud deployment may 

generate log data or other fom1s of machine data, such that the collective an1ount of data that can 

be used to monitor the cloud deployment can grow to be quite large. A traditional SIEM 

architecture, where data is centralized and aggregated, can quickly result in large amounts of data 

that may be expensive to store, process, retain, and so on. As such, SlElVJ technologies may 

frequently be implemented such that silos are created to separate the data. 

f4}06J;1-t[00632] In some embodiments of the present disclosure, data that is ingested by the 

systems described herem may be stored in a cloud-based data warehouse such as those provided 

by Snowflake and others. Given that companies like Snowflake o-fter data analytics and other 

services to operate on data that is stored in their data warehouses, in some embodiments one or 

more of the components of the systems described herein may be deployed in or near Snowflake 

as part of a secure data lake architecture (a.k .a, a security data lake architecture, a security data 
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lake/warehouse). In such an embodiment, components of the systems described herein may be 

deployed in or near Snmvflake to collect data, transfom1 data, analyze data for the purposes of 

detecting threats or vulnerabilities, initiate remediation workflows, generate aktts, or pe1fom1 

any of the other functions that can be performed by the systems described herein. In such 

embodiments. data may be received from a variety of sources (e.g., EDR or EDR-1ike tools that 

handle endpoint data, cloud access security broker ('CASB') or CA.SB-like tools that handle data 

describing interactions with cloud applications, Identity and Access Management ('IAM') or 

IAiv1-like tools, and many others), nomiaiized for storage in a data warehouse, and such 

normalized data may be used by the systems described herein. In fact, the systems described 

herein may actually irnplemeot the data sources (e.g., an El)R tool, a CASB tool, 3''1 1AM too!) 

described above. 

f00632J f00633J In some embodiments one data source that is ingested by the systems described 

herein is log data, although other forms of data such as netvwrk telemetry data (ilows and 

packets) and/or many other fi.mns of dat.a may also be utilized. In some embodiments, event data 

can be combined 'with contextual information about users, assets, threats, vuinerabiiities, and so 

on, for the purposes of scoring, prioritization and expediting investigations. ln some 

embodiments, input data may be normalized, so that events, data, contextual infom1ation, or 

other infom1ation from disparate sources can be analyzed more et11ciently for specific pm1Joses 

(e.g., network security event monitoring, user activity monitoring, compliance reporting). The 

embodiments described here offor real-time analysis of events for security monitoring, advanced 

analysis of user and entity behaviors, querying and long-range analytics for historical a.nalysis, 

other support fi.)r incident investigation and management, repo1ting (for compliance 

requirements, for example), and other functionality. 

(00633] !00634] In some embodiments, the systems described herein may be pait of an 

application perfonnance monitoring ('APM') solution. APM soft.vvare and tools enabie the 

observation of application behavior, observation of its infrastmcture dependencies, observation 

of users and business key perfom1ance indicators ('KPis~) throughout the application's life cycle, 

and more. The applications being observed may be developed i.ntema.lly, as packaged 

applications, as sotlware as a service ('SaaS'), or embodied in some other ,,yays. In such 

embodiments, the systems described herein may provide one or more of the following 

capabilities: 

(00631] f00635J The ability to operate as an analytics platfom1 that ingests, analyzes, and builds 

context from traces, metrics, logs, and other sources. 

-j-006.l-s;_H00636! Automated discovery and mapping of an application and its infrastructure 

components. 
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f00636l f00637] Observation of an application's complete transactional behavior, in duding 

interactions over a data communications network. 

(00637] j00638J Moni.toring of applications rnnning on mobile (native and browser) and desktop 

devices. 

{00638½!00639! Identification of probable root causes of an application" s perfomiance problems 

and their impact on business outcomes. 

(09639) [00640] integration capabilities with automation and service management tools. 

f09640l f0064H Analysis of business KPis and user journeys (fi.)r example, login to check-out). 

-l:0064-lH00642] Domain-agnostic analytics capabilities for integrating data from third-pa1ty 

sources. 

(00612] [00643] Endpoint monitoring to understand the user experience and its impact on 

business outcomes. 

f00643] !00644! Support for virtual dt'.sktop infrastructure ('VDI') monitoring. 

(09641) [00645] in embodiments \Vhere the systems described herein are used for APl\·1, some 

components of the system may be modified, other components may be added, some components 

may be removed, and other components may remain the same. In such an example, similar 

rnechanisms as described elsevvhere in this disclosure may be used to collect infom1ation from 

the appiications, network resources used by the application, and so on. The graph based 

modeiling techniques may also be leveraged to perform some of the functions mentioned above, 

or other functions as needed. 

(09645] !006461 In some embodiments, the systems described herein may be part of a solution for 

developing and/or managing artificial intelligence (' i\T) or machine learning ('ML") 

applications. For exarnple, the systems described herein may be pait of an AutoML tool that 

automate the tasks associated with developing and deploying lv1L models. ln such an example, 

the systems described herein may perfom1 various functions as part of an Autolv1L tool such as, 

for example, monitoring the perfom1ance of a series of processes, microservices, and so on that 

are used to collectively form the AutoML tool. In other ernbodiments, the systems described 

herein may perfom1 other functions as pait of an AutoML tool or may be used to monitor, 

analyze, or othenvise observe an environment that the Autolv1L tool is depioyed within. 

f4}0646f[00647] In some embodiments, the systems described herein may be used to manage, 

analyze, or otherwise observe deployments that include other fom1s of Ai/ML tools. For 

example, the systems described herein may manage, analyze, or othenvise observe deployments 

that include Al services. AI services are, like other resources in an as-a-service model, ready­

made models and AI applications that are consumable as services and made available through 

APis. In such an example, rather than using their mvn data to build and train models for common 
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activities, organizations may access pre-trained models that accomplish specific tasks. \\t'hether 

an organization needs natural language processing ('NLP'), automatic speech recognition 

('ASR'), image recognition, or some other capability, AI services simply plug-and-play into an 

application through an APL Likevdse, the systems described herein may be used to manage, 

analyze, or othenvise observe deployments that include other forms of Al/ML tools such as 

Amazon Sagemaker (or other cloud machine-learning platfom1 that enables developers to create, 

train, and deploy ML models) and related services such as Data \Vrangler (a service to accelerate 

data prep for ML) and Pipelines (a CI/CD service for ML). 

-J:0064-+1!00648] ln some embodiments, the systems described herein may be used to manage, 

analyze, or othenvise observe depioyrnents that include various data services. For example, data 

services may include secure data sharing services, data marketplace services, private data 

exchanges services, and others. Secure data sharing services can allow access to live data from its 

original location, where those ,vho are granted access to the data simply reference the data in a 

controlied and secure manner, without latency or contention from concurrent users. Because 

changes to data are made to a single version, data remains up-to-date for all consumers, which 

ensures data models are always using the latest version of such data. Data marketplace services 

operate as a single location to access live, ready-to-query data (or data that is otherwise ready for 

some other use). A data marketplace can even include a "feature stores," \Yhich can ailovv data 

scientists to repurpose existing work. For example, once a data scientist has converted raw data 

into a metric (e.g., costs of goods sold), this tmiversal metric can be found quickly and used by 

other data scientists for quick analysis against that data. 

!00648! [00649] In some embodiments, the systems described herein may be used to m,mage, 

analyze, or otherwise observe deployrnents that include distributed training engines or similar 

mechanisms such as, fi.,r example, such as tools built on Dask. Dask is an open source library for 

parallel computing that is written in Python. Dask is designed to enable data scientists to improve 

modei accuracy faster, as Dask enables data scientists can do everything in Python end-to-end, 

which means that they no longer need to convert their code to execuk: in environments like 

Apache Spark The result is reduced complexity and increased efficiency. 'Il1e systems described 

herein may also be used to manage, analyze, or otherwise observe deployments that include 

technologies such as RAPIDS (an open source Python frame\vork which is built on top ofDask). 

RAPIDS optimizes compute time and speed by providing data pipelines and executing data 

science code entirely on graphics processing units (GPUs) rather than CPUs. Multi-duster, 

shared data architecture, DataFrames, Java user-defined functions (UDF) are supported to enable 

trained models to run vvithin a data ,varehouse. 
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f00649l f00650] In some embodiments, the systems described herein may be leveraged for the 

specific use case of detecting and/or remediating ransonnvare attacks and/or other malicious 

action taken vvith respect to data, systems, and/or other resources associated with one or more 

entities. Ransomware is a type of malware from cryptovimlogy that threatens to publish the 

victim's data or perpetually block access to such data unless a ransom is paid. In such 

ernbodiments0 ransomwarc attacks may be carried out in a manner such that patterns (e.g., 

specific process-to-process communications, specific data access patterns, unusua1 amounts of 

encryption/re-encryption activities) emerge, where the systems described herein may monitor for 

such patterns. Alternatively, ransomware attacks may involve behavior that deviates from nom1al 

behavior of a cloud deployment that is not experiencing a ransomware attack, such that the mere 

presence of unusual activity may trigger the systems described herein to generate a1erts or take 

some other action, even vvithout explicit knmvledge that the unusual activity is associated with a 

rnnsomware attack. 

(006$0) [00651] in some embodiments, particu1ar policies may be put in place the systems 

described herein may be configured to enforce such policies as part of an effbrt to thwart 

ransomware attacks. For example, particular network sharing protocols (e.g .. Comm.on internet 

File System ('CIFS"), Network Fik System ('NFS")) may be avoided when impJcrnenting 

storage for backup data, policies that protect backup syslems may be implemented and enforced 

to ensure that usable backups are always available, multifactor authentication fix particular 

accounts may be utilized and accounts may be configured with the minimrnn privilege required 

to fonction, isolated recovery environments may be created and isolation may be monitored and 

enforced to ensure the integrity of the recovery environment, and so on. As described in the 

present disclosure. the systems described herein may be configured to explicitly enforce such 

policies or may be configured to detect unusual activity that represents a violation of such 

policies, such that the mere presence of unusual activity may trigger the systems described herein 

to generate alerts or take some other action, even without explicit knowledge that the unusual 

activity is associated with a violation of a particular policy. 

(00651 J (006521 Readers will appreciate that ransomvvare attacks are often deployed as pait of a 

larger attack that may involve, for example: 

f4}06-:S:it[00653] Penetration of the net\vork through means such as, for example, stolen 

credentials and remote access malware. 

(00653] [006541 Stealing of credentials for critical system accounts, including subverting critical 

administrative accounts that control systems such as backup, Active Directory ("AD'), DNS, 

storage adrnin consoles, and/or other key systems. 
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f006§1 l f 00655] Attacks on a backup administTation console to tum off or modif:v backup jobs, 

change retention policies, or even provide a roadmap to ,ivhere sensitive application data is 

stored. 

[00655] f 00656] Data theft attacks. 

{00656½!00657! As a result of the many aspects that are pait of a ransomvvare attack, 

embodiments of the present disclosure may be config,m~d as follavvs: 

(006§7] [00658] TI1e systems may include one or more components that detect mahcious activity 

based on the behavior of a process. 

-J:006-58-H00659] The systems may include one or more components that store indicator of 

compromise ('IOC') or indicator of attack ('IOA') data for retrospective analysts. 

[00659] [00660] The systems may include one or more components that detect and block fileless 

malware attacks. 

f00660] !00661 I T11e systems may include one or more components that remove mahvare 

automatically \vhen detected. 

f00661l f00662] TI1e systems may include a cloud-based, SaaS-style, multitenant infrastructure. 

-J:0~2-H00663] The systems may include one or more components that identify changes made 

by malware and provide the recommended remediation steps or a roHback capability. 

f006a3] [00664] The systems may include one or more components that detect various 

application vulnerabilities and memory exploit techniques. 

f00664] !00665! 'TI1e systems may include one or more components that continue to collect 

suspicious event data even when a managed endpoint is outside of an organization's network 

!0066§l f00666] TI1e systems may include one or more components that perform static, on­

demand malwai·e detection scans of folders, drives, devices, or other entities. 

(0(}6€)6] !00667] The systems may include data loss prevention (DLP) functionality. 

(006a7] [00668] In some embodiments, lhe systems described herein may manage, analyze, or 

otherwise observe deployments that include deception technologies. Deception technologies 

aHow for the use of decoys that may be generated based on sca11s of true network areas and data. 

Such decoys may be deployed as mock netvvorks nmning on the same infrastrncture as the real 

nehvorks, but when an intmder attempts to enter the real netvvork, they are directed to the false 

network and security is immediately notified. Such technologies may be useful for detecting and 

stopping various types of cyber threats such as, for exampk, Advanced Persistent Threats 

('APTs'), malware, ransomware, credential dumping, laternl movement and malicious insiders. 

To continue to outsmart increasingly sophisticated attackers, these solutions may continuously 

deploy, suppo1t, refresh and respond to deception ale1ts, 
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f00668l f00669] In some embodiments, the systems described herein may manage, analyze, or 

otherwise observe deployments that include various authentication technologies, such as multi­

factor authenticatjon and role-based authentication. In fact, the authentica6on technologies may 

be included in the set of resources that are managed, analyzed, or otherwise observed as 

interactions ,vith the authentication technologies 1nay monitored. Like,vise, log files or other 

information retained by the authentication tcdmolog1es may be gathered by one or more agents 

and used as input to the systems described herein. 

f00669l f00670] In some embodiments, the systems described herein may be leveraged for the 

specific use case of detecting supply chain attacks. More specifically, the systems described 

herein may be used to monjtor a deployment that includes softvvare components, virtuaJ ized 

hardvvare components, and other components of an organization's supply chain such that 

interactions with an outside partner or provider vvith access to an organization's systems and data 

can be monitored. in such embodiments, supply chain attacks may be earned out in a manner 

such that patterns (e.g., specific interactions bet\veen internal and external systems) emerge, 

where the systems described herein may monitor for such patterns. Alternatively, supply chain 

attacks rnay involve behavior that deviates from nom1a1 behavior of a cloud deployment that is 

not experiencjng a supply chain attack, such that the mere presence of unusual acti.vjty may 

trigger the systems described herein to generate alerts or take some other action, even without 

explicit knowledge that the unusual activity is associated with a supply chain attack. 

1006:0l !00671! In some embodiments, the systems described herein may be leveraged for other 

specific use cases such as, for example, detectjng the presence of (or preventing infiltration from) 

cryptocurrency miners (e.g., bitcoin miners), token miners, hashing activity, non-fungible token 

activity, other viruses, other mahvare, and so on. As described in the present disclosme, the 

systems described herein may monitor for such threats using knmvn patk~ms or by detecting 

unusual activity, such that the mere presence of unusual activity may trigger the systems 

described herein to generate alerts or take some other action, even without explicit knowledge 

that the unusual activity is associated ,vith a pmticular type of threat, intrusion, vulnerability, and 

so on. 

fOQ6':1 J [006721 The systems described herein may also be leveraged for endpoint protection, 

such the systems described herein frmn ail of or part of an endpoint protection platform. In such 

an embodiment, agents, sensors, or sjmilar mechamsms may be depJoyed on or near managed 

endpoints such as computers, servers, virtualized hardware, internet of things ('IotT') devices, 

mobile devices, phones, tablets, watches, other personal digital devices, storage devices, thumb 

drives, secure data storage cards, or some otller entity. In such an exmnp1e, the endpoint 

protection platfom1 may provid(~ functionality such as: 
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f006:2l f00673J Prevention and protection against security threats including mahvare that uses 

file-based and fileless exploits. 

(00673] j00674J The ability to apply control (allevv/block) to access of sofhvare, scripts, 

processes, microservices, and so on. 

{006+4½!00675! T11e ability to detect and prevent threats using behavioral analysis of device 

activity, application activity, user activity, and/or other data. 

(096:5] [00676] TI1e ability for facilities to investigate incidents further and/or obtain guidance 

for remediation \vhen exploits evade protection controls 

-l:006-1-6H00677J The ability to collect and repmt on inventory, configuration and policy 

rnanagement of the endpoints. 

(00677] [00678] The ability to manage and report on operating system security control status for 

the monitored endpoints. 

f006:8] !00679! T11e ability to scan systems for vulnerabilities and repmt/manage the installation 

of security patches. 

f096:9l f00680J TI1e ability to report on internet, network and/or application activity to derive 

additional indications of potentially malicious activ1ty. 

(00680] !00681] Example embodiments are described i.n which policy enforcement, threat 

detection, or some other fimcti.on is carried out by the systems described herein by detecting 

unusual activity, such that the mere presence of unusual activity may trigger the systems 

described herein to generate alerts or take some other action, even without explicit knmvledge 

that the unusual activity is associated with a particular type of threat, intrusion, vulnerability, and 

so 011. Although ti.½ese examples are largeiy described in terms of identifying unusual activity, in 

these examples the systems described herein may be configured to learn \vhat constitutes 'nonnal 

activity' - where "normal activity' is activity observed, modeled. or othenvise identified in the 

absence of a particular type of threat, i.ntrnsi.on, -vulnerability, and so on. As such, detecting 

'unusual activity' may alternatively be vie,.ved as detecting a deviation from 'normal activity' 

such that 'unusual activity' does not need to be identifi.:::d and sought out. Instead, deviatwns 

from 'norn1a1 activity' may be assumed to be 'unusual activity' 

f09681] [00682] Readers vvi11 appreciate that while specific examples of the functionality that the 

systems described herein ca.n provide are included in the present disclosure, such examples are 

not to be interpreted as limitations as to the functionality that the systems desc1ibed herein can 

provide. Other fi.mctionality may be provided by the systems described herein, all of w-hich are 

vvithin the scope of the present disclosure. For the purposes of illustration and not as a limitation, 

additional examples can include governance, risk, and compliance CGRC'), threat detection and 
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incident response, identity and access management, network and infrastructure security, data 

protection and privacy, identity and access management ("IAJ\,,1"). and many others. 

(00682] j00683J In order to provide the functionality described above. the systems described 

herein or the deployments that are monitored by such systems may implement a variety of 

techniques. For example, the syste1ns described herein or the deployments that are monitored by 

such systems may tag data and logs to provide meaning or context. persistent monitoring 

techniques may be used to monitor a deployment at all times and in real time, custom alerts may 

be generated based on rules, tags, and/or known baselines from one or more polygraphs, and so 

on. 

(00683] !00684] Although examples are described above where data may be coHected from one 

or more agents, in some embodiments other mefaods and mechanisms for obtaining data may be 

utilized. For exampie, some embodiments may utilize agentiess deployments where no agent (or 

similar mechanism) is deployed on one or more customer devices, deployed within a customer's 

cloud deployment, or deployed at another location that is external to the data platform. In such 

embodiments, the data platform may acquire data through one or more APis such as the APis 

that are available through various cloud services. For example, one or more AP Is that enable a 

user to access data captured by Amazon CloudTra1l may be utilized by the data platfonn to 

obtain data from a customer's cloud deployment \vithoul the use of an agent that is deployed on 

the customer's resources. In some embodiments, agents may be deployed as part of a data 

acquisition service or tool that does not utilize a customer's resources or environment. ln some 

embodiments, agents (deployed on a customer's resources or el sew here) and mechanisms in t.lie 

data platform that can be used to obtain data from through one or more APis such as the APis 

that are available through various cloud services may be utilized. ln some embodiments, one or 

more doud services themselves may be configured to push data to some entity (deployed 

anywhere), which may or may not be an agent. In some embodiments, other data acquisition 

techniques may be utilized, including combinations and variations of the techniques described 

above, each of which is within the scope of the present disclosure. 

(00684] (006851 Readers ,viH appreciate that vvhile specific examples ofthe cloud deplo11nents 

that may be monitored, analyzed, or otherwise observed by lhe systems described herein have 

been provided, such examples are not to be interpreted as limitations as to the types of 

deployments that may be monitored, analyzed, or othenvise observed by the systems described 

herein. Other deployments may be monitored, analyzed, or othenvise observed by the systems 

described herein, a.Ii of which are within the scope of the present disclosure. For the purposes of 

illustration and not as a limitation, additional examples can include multi-cloud deployments, on­

premises environments, hybrid cloud environments, sovereign doud environments, 
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heterogeneous environments, DevOps environments, DevSecOps environments, GitOps 

environments, quantum computing envimnrnents, data fabrics, composable applications. 

composable networks, decentralized applications. and many others. 

[00685] f00686J Readers will appreciate that while specific examples of the types of data that 

may be collected. transfonned, stored, and/or analyzed by the systems described herein have 

been provided, such examples are not to be interpreted as limitations as to the types of data that 

may be coUectecL transfi.mned, stored, and/or analyzed by the systems described herein. Other 

types of data can include, fi.)r example, data collected from different tools (e.g., DevOps tools, 

DevSecOps, GitOps tools), different forms of net,vork data (e.g., routing data, netvwrk 

translation data, message payload data, \Vi-Fi data, Bluetooth data, personal area networking 

data, payment device data, near field communication data, metadata describing interactions 

carried out over a network, and many others), data describing processes executing in a container, 

lambda, EC2 instance, vi1tual machine, or other execution environment), information describing 

the execution environment itself, and many other types of data. 

f00686l f00687] In some embodiments, one or more of the components described above may be 

deployed using a secure access service edge ('SASE') model or similar model. In a SASE 

rnodd, the services, functionality, or components described above may be deployed at edge 

devices (or relatively close to such edge device) such as a user's laptop, tablet, smartphone, or 

other device. In such a way, network security controls may be delivered on such edge devices. 

SASE capabilities may be delivered as a service based upon the identity of the entity, real-time 

context, enterprise security/compliance policies and continuous assessment of risk/tmst 

throughout the sessions, where the identity of entities can be associated v.-ith people, groups of 

people, devices, applications, sen,ices, loT systems or edge computing locations, and so on. In 

these embodiments, one or more of the components described above may be deployed at or near 

the edge devices, and the edge devices may even include local applications that are configured to 

utilize one or more of the components described above where the components are not deployed 

on the edge devices themselves. 

(00687] (006881 For further explanation, Fig. 5 sets foith a flovvcbart illustrating an example 

method of configuring cloud deployments based on learnings obtained by monitoring other cloud 

deployments in accordance ;,vith some embodiments of the present disclosure. TI1e cloud 

deployments 508, 514 may be similar to the cloud deployments d(cscribed above, where a 

particular cloud deployment can include a variety of components 510, 512 such as one or more 

applications, one or more data sources, networking resources, processing resources, and other 

resources. Such components 510,512 may, in some embodiments, be deployed in the cloud 

deployments 508, 514 using one or more as-a-service models where software, infrastmcture, 
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platfom1s, databases, and other components as delivered as services. Configuring cloud 

deployments 508, 514 based on learnings obtained by monitoring other cloud deployments may 

be cmTjed out using the systems described above. As such, one or more of the steps depicted in 

Fig. 5 may be performed by the systems described above. 

{00688½!00689! T11e example method depicted in Figure 5 includes detem1ining 502 normal 

behavior for one or more components 5] 0 in a first cloud deployment 508. Determinmg 502 

normal behavior for one or more components 510 in a first cloud depioyment 508 may be carried 

out, for example, as described in greater detail above (at times described as identifying 'norrnal 

activity') by the systems described above (also referred to herein as a 'data platform'). 

(00689] !00690] The example method depjcted in Figure 5 also includes detennjning 504 normal 

behavior for one or more components 512 in one or more other cloud deployments 514. 

Detem1ining 504 normal behavior fi.x one or nwre components 512 in one or more other cloud 

deployments 514 may also be carried out, for example, as described in greater detail above ( at 

times described as identifying 'normal activity') by the systems described above. 

f00690l f0069H In some embodiments, a customer-specific data platfi:.xm may be used to 

analyze, monitor, or othenvise observe a paiticular customer" s cloud deployment ( or some other 

deployment). \Nithm such a cloud deployment, vanous clusters may exist. For example, a 

collection of microservices may form a cluster by virtue of those microservices communicating 

only (or mostly) with each other. Like"vise, one or more cloud computing instances (e.g., one or 

more EC2 instances) and a database rnay fom1 a cluster by virtue of the EC2 instances accessing 

the database as the only source of data utilized by the EC2 instances. Using the techniques and 

mechanisms described above, such clusters may be identified. Although clusters may be 

identified and characteristics associated with the duster may be learned, limited insights may be 

gained if only a particular customer's cloud deployment is analyzed, monitored, or otherwise 

observed. In accordance with embodiments of the present disclosure, cross-customer analysis 

may be leveraged to gain deeper insights than would be gained if only a single customer's cloud 

deployment is analyzed, monitored, or otherwise observed. 

(00691 J (006921 In some embodiments, cross-customer analysis may be carried out by gathering 

infonnation related to cloud deployments (or some other deployments) for multiple customers 

and comparing such info1mation. llsing the example described above, infomiation describing 

dusters identified in a :first customer's cloud deployrnent may be compared to infonnation 

describing clusters identified in a second customer's doud deployment for the purposes of 

identifying similar or identical clusters in each customer's cloud deployment. 

·f00692H00693! Consider an example in which each customer's deployment included a ·web 

server that ,vas deployed in one or more EC2 instances. In such an example, a pa1ticular cluster 
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that represents the web server may be identified in each customer"s deployment. For example, a 

first cluster in the first customer's deployment may represent a first web server and a second 

duster in the second customer's deployment may represent a second v,:eb server. Because the 

first duster and the second duster vvould have similar characteristics (e.g., each duster receives 

data communications using HTTP or HITPS or any other suitable communication protocol, each 

cluster communicates with a ,.veb browser, each duster requires similar computing resources, and 

so on), the first cluster and the second duster may be identified as being identical dusters by 

comparing the characteristics of each cluster that each duster. This process may be repeated 

across the cloud deployments for many customers such that a coHection of 'web server' dusters 

(in this (~xampk) may be identified. 

(00693] [00694] Readers will appreciate that although the example described above relates to an 

embodiment where a collection of 'web server' dusters are identified in different customer's 

cloud deployments, identi(ying the nature or type (e.g., a vveb server) of the clusters is not 

required. In fact, by comparing the characteristics of different clusters to each other, similar or 

identical dusters may be identified even if the exact nature/type of those dusters is not knovvn. 

For exaxnpk, a comparison of the characteristics of multiple dusters may only reveal that the 

duster arc identical, even if such a comparison does not reveal that clusters are 'w-eb server' 

dusters. Multiple dusters that have been identified as being identical (or sufficiently similar as 

measured by a threshold) will be referred to throughout the remainder of this docw:nent as a 

··cluster set," vvhere the clusters that are members of the duster set may be deployed across 

multiple customer's cloud deployments. 

!00694lf00695] In some embodiments, inforrnation describing each member of the duster set 

may be utilized to identity distributions across the duster set. Distributions may be identified for 

traditional resource consumption metrics sucb as, for example, CPU usage, memory usage, 

net\vork band·width usage, and others. A distribution may reveal, for example, that aH members 

of the duster set utilize between 10-60 I'vlb/s of net\vork bandv,iidth, with the vast majority of 

members of the duster set utilize bet\veen 45-60 Mb/s of network bandwidth. Readers will 

appreciate that distiibutions may a1so be identified for other quantifiable characteristics of each 

cluster. Such quantifiable characteristics can include, for example, the failure rate of a duster or 

particular components thereof-: an identification of communication protocols used by a duster or 

particular components thereof, an identification of the types of communications endpoints that a 

duster or particular components thereof communicate with (e.g., endpoints that reside on the 

public internet v. endpoints that are in a private network), characteristics that can be classified by 

a binary value (e.g., does any component in the cluster perform privileged operations), 
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infonnation describing the various priviieges that are given to a particular duster, and many 

more. 

(00695] j00696J In some embodiments, the dist1ibutions may be used to identify 'nom1al' 

behavior fi.1r a pmticular cluster. Consider an exarnpie in which the cluster set is identified, 

vvhere each member of the cluster set represents a payroll system deployed. in a particular 

customer's doud deployment. in such an example, a distributi.on may be identified vvhich 

indicates that a11 members of the cluster communicate \Vith (and has privileged access to) the 

same set of cloud services, including: 1) a cloud database service (e.g., Amazon Aurora, 

Microsoft Azure SQL Database, Amazon Relational Database Service, Google Cloud SQL, 

Amazon Dynamo DB), 2) a vendor provided SaaS offering that provides bill payment services, 

and 3) a vendor provided SaaS offering that provides accounting services. In such an example, 

by looking at each member of the cluster set and identifying that each member communicates 

vvith the same set of cloud services. a baseline may be established that identifies 'normal' 

behavior for each member of the cluster set, at least with respect to the specific characte1istic 

(i.e., vvhat cloud services are utilized by members) that the distribution is ba.,;;;ed on. As such, if 

monitoring a particular duster revealed that some member of the cluster set accessed a source 

code repository cloud service ( e.g., GitHub Enterprise on A \VS), this sort of access \vould be 

outside of the tn1icai distribution fbr this duster set and cou1d serve as the basis for raising an 

alert, denying access to t.½e service, or initiating some other aierting/remecliation workflmv. 

Readers will appreciate that many distributions may be created for each cluster set, where each 

distribution is based on one or more characteristics of the members of the cluster set 

!00696! [00697] TI1e example method depicted. in Figure 5 also includes recommending 506, 

based on the normal behavior for one or more components 512 in one or more other cloud 

deployments 514, a change to the first cloud deployment 508. Recommending 506 a change to 

the first cloud deployment 508 may be caiTied out, for example, in response to detem1ining that 

the norrnal behavior in one or more other cloud deployments 514 differs from the normal 

behavior for one or more components 510 in a first cloud deployment 508. ln such an example. 

changes to the first cloud deplo:,,Tnent 508 may be recommended that (if implemented) would 

cause the first cloud deployment 508 to be more similar to the other cloud deployments 514. For 

example, if the nomrnl behavior in one or more other cloud deployments 514 indicates that all 

computing resources (e.g., virtual machines, container, serverless computing resources) 

communicate with each other using a particular secure data communications protocol and the 

normal behavior for one or more components 510 in a first cloud deployment 508 is for 

computing resources to communicate using some other data communications protocol, a change 
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may be :recommended that involves reconfiguring the computing resources to communicate using 

the particular secure data commtmications protocol. 

(00697] j00698J Readers will appreciate that in some embodiments the mere fact that nom1al 

behavior in a first cloud deployment 508 deviates from normal behavior in one or more other 

cloud deployments 514 niay be sufficient rationale for recommending 506 a change to the first 

cloud deployment 508. That is, a departure from nonnaiity and standard practices alone may 

result in recommending 506 a change to the first cloud deployment 508. In other embodiments, 

recmnrnending 506 a change to the first cloud deployment 508 may only occur where the nomial 

behavior in one or more other cloud deployments 514 is detennined to be superior to the normal 

behavior in the first cloud deploy1nent 508. For example, recommending 506 a change to the 

first cloud deployment 508 may only be caffied ,vhere the normal behavior in one or more otber 

cloud deployments 514 is representative of a stronger security posture than the nonnal behavior 

in the first cloud deployment 508. 

(09698] [00699] Consider an example in ,vhich a particular threat was detected (in part by 

detecting a deviation from normal behavior for one or more components 512) in a particular 

customer's cloud deployment 514, vvhere the threat turned out to be a ransomware attack, \vhich 

rnay in some embodiments jncJude an encryption component and/or a data theft or leakage 

component. In such an example, if an identical (or sufficiently similar, following a general 

recognized pattern or "fingerprint') threat is detected in the first customer's cloud deployment 

508 (in pait by detecting a similar deviation from deviation from normal behavior for one or 

more components 510), infom1ation desciibing the remedial actions (e.g., disabling encryption, 

increasing the frequency of backups, locking down a backup system, blocking transmission of 

data exernally, etc.) that vvere taken by the particular customer 514 may even recommended 506 

as changes to be made to the first cloud deployment 508. Furthennore, if many customers had 

experienced the same attack and the data platfrmn could detem1ine with sufficient certainty that 

the first cloud deployment 508 was experiencing the same attack, workflows may be 

automatically initiated to carry out various remedial actions. 

(00699] (00700! For further explanation, Fig. 6 sets forth a flowcbart illustrating an additional 

example method of configuring cloud deployments based on learnings obtained by monitoring 

other cloud deployments in accordance with some embodiments of the present disclosure. The 

example depicted m Fig. 6 is similar to the example depicted in Fig. 5, as the example depicted in 

Fig. 6 also includes detem1ining 502 nom1al behavior for one or more components 5 l O in a first 

cloud deployment 508, determining 504 nom1al behavior for one or more components 512 in one 

or more other cloud deployments 514, and recommending 506 a change to the first cloud 
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deployment 508 based on the nom1al behavior for one or more components 512 in one or more 

other cloud deployments 514. 

(00790] j00701J In some embodiments, customers (and their corresponding deployments) may be 

modeied into logical groups such that cross customer learning could be carried out only across 

customers in the same logical group, or other customers in the same logical group may be given a 

greater weighting for the purposes of cross customer learning. For example, a logical group may 

be tied to a customer's business function (e.g., the customer is a financial company, the customer 

is a health care company, the customer is a services company, the customer has inventory to 

manage, the customer sells to retail customers, and so on). Likevvise, a logical group may be tied 

to a customer's doud deplo:,1nent (e.g., the deployment uses a particular combination of 

resources, the deployment uses a particular set of cloud-services, the deployment utilizes 

availability zones and regions in a particular way, and so on). In such an example, a particular 

customer may be associated >vvith multiple logical groups and cross customer learning for the 

particular customer may only involve other customers that are in the same (or sufficiently 

similar) log_ical groups. As such, the particular customer's resources (e.g., people, cloud 

deployment) may only be included in duster sets \vith resources associated ,vith other customers 

that are in the same (or sufficiently similar) logical groups. 

(00701] [00702] To that end, the example method depicted in Fig. 6 also includes identifying 604, 

from the other cioud deployments, cloud deployments thal are similar to the first cloud 

deployment 508. ldenti:J:ying 604 cloud deployments that are similar to the first cloud 

deployment 508 may be carried out, for example, by taking an inventory of the various 

components in each cloud deployment 508, 514 and identifying cloud deployments that have 

similar components, po1tions of the cloud deployment that have similar deployments, and so on. 

Alternatively, identi:t}ing 604 cloud deployments that are simifarto the first doud deployment 

508 may be carried out, for example, by identifying cloud deployments that are associated with 

customers in the same industry as the customer associated with the first cloud deployment 508, 

by identifying cloud deployments that are associated v,:ith a similar intended fi.mctionality as the 

first cloud deployment 508 (e.g., both cloud deploy1nent are intended to provide an online store 

fr)r an online retailer), and so on. Tn the examples in the preceding sentence, it may be a..<Jsumed 

that two cloud deployments should be relatively similar even without inspecting the cloud 

deployments themselves. In such examples, similarity may be judge based on the application of 

rules, policies, heuristics, or similar mechanism. Alternatively, similarity may be detected via 

machine learning techniques as where information describing the activity of various components 

in many cloud deployments are fod as input to one or more machine learning models which 

subsequently identifies clusters across various cloud deployinents that are similar. 
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f0070ll f00703] In the example depicted in Fig. 6, recommending 506 the change to the first 

cloud deployment 508 may be based on the nomml behavior for the cloud deployments that are 

similar to the first cloud deployment. Recommending 606 the change to the first cloud 

deployment 508 based on the normal behavior for the cloud deployments that are similar to the 

first cloud deployment 508 may be carried out, for exarn.ple, by ignoring nom1al behavior for 

dissimilar cloud deploy111ents and only taking into consideration those cloud depioy1nents that 

have been identified 604 as being sufficiently similar to the first cloud deployment 508. 

f00703l f00704] TI1e example method depicted in Fig. 6 also includes identifying 602, from the 

other cloud deployments, one or more highly rated cloud deployments. A cloud deployment may 

be identified 602 as being 'highly rated' in the sense that frwer than a threshold number of 

vulnernbiiities have been detected in the cloud deployment over some period of time, fevver than 

a threshold munber of outages (or less than a threshold amount of dmvntime) has been detected 

in the cloud deployment over some period of time, fower than a threshold number of regulatory 

violations (or attempted violations) have been detected in the cloud deployment over some period 

of time, or identified 602 based on some other standard. In fact, comparisons may be relative 

(rather than comparing some quantifiable aspect of the other deployments operation) such that, 

for exarnple, the l Y1/~ of cloud deployments ,vith the fewest detected vulnerabilities over some 

period of time as identified 602 as being 'highly rated'. In other embodiments, identifying 602 

one or more highly rated cloud deployments may be carried out through the use of machine 

learning techniques ,vhere infom1ation describing the activity of various components in many 

cloud deployments are fed as input to one or more machine learning models vvhich subsequently 

identifies deployments that have the best perfrmnance against a combination of one or more 

metrics (e.g., vulnerabilities, availability, cost). ln such a way, the best-of-breed cloud 

deployments may be identified 602. 

(007fHJ f00705J In the example depicted in Fig. 6, recommending 506 t.he change tot.he first 

cloud deployment 508 may be based on the normal behavior for the highly rated cloud 

deployments. Recommending 608 the change to the first cloud deployment 508 based on the 

nom1al behavior for the highly rated cloud deployments may be can1ed out, for example, by 

ignoring nonnal behavior fi.)r cloud deployments that are not highly rated and only taking into 

consideration those cloud deployments are highly rated. 

(00705] !00706] Readers will appreciate that although the example in Fig. 6 is depicted vvhere 

identi~,ing 604 cloud deployments that are similar to the first cloud deployment 508 and 

identifying 602 one or more highly rated cloud deployments are alternatives to each other, in 

other embodiments both steps may be performed. In such embodiments, recommending 506 the 

96 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00109



L004 lB l CIP 2 Specification Markup 

change to the first cloud deployment 508 may be based on the normal behavior other cloud 

deployments that are both highly rated and similar to the first cloud deployment 508. 

(00796] j00707J For forther explanation, Fig. 7 sets forth a flowchart illustrating an additional 

example method of configuring cloud deployments based on learnings obtained by :monitoring 

other cloud deployments in accordance with some embodiments of the present disclosure. The 

example depicted in Fig. 7 is similar to the examples depicted in Fig. 5 and Fig. 6, as the example 

depicted in Fig. 7 also includes detem1ining 502 normal behavior for one or more components 

510 in a first cloud deployment 508, determining 504 nomrnl behavior for one or more 

components 512 in one or more other cloud deployments 514, and recommending 506 a change 

to the first cloud deploy:rnent 508 based on the nomrnl behavior for one or more components 512 

in one or more other cloud deployments 514. 

f00797J f00708J TI1e example method depicted in Fig. 7 also includes ranking 702 the first cloud 

deployment 508 relative to the other cloud deployments 514. Ranking 702 the first cloud 

deployment 508 relative to the other cloud deployments 514 may be caffied out, fi.)r example, by 

identifying how well the cloud deployment 508 compares to other cloud deployments 514 with 

respect to one or more metrics. For example, cloud deployments may be ranked based on a 

v,.-eighted combination of multiple metrics (e.g., reliabili.ty, cost, regulatory comphance) such that 

the best-of-breed depioyments may be identified. in such an example, the ranking of the first 

cloud deployment 508 relative to the other cloud deployments 514 may be presented to an 

administrator or other user associated with the first cloud deployment 508 for analysis by the 

administrator or other user. 

!00708! [00709] TI1e example method depicted. in Fig. 7 also includes comparing 704 the 

tr~jectory of the first cloud deployment 508 to the trajectory of the other cloud deployments 514. 

The trajectory of a particular cloud deployment 508, 514 may be determined, for example, by 

evaluating the particular cloud deployment's 508, 514 perfi.mnance over time as measured by one 

or more metrics. For example, the performance of each cloud deployment may be periodically 

scored based on a weighted combination of multiple 1m:trics (e.g., reliability, cost, regulatory 

compliance). In such an example, the trajectory for a particular cloud depioy1nent may be 

detennined by detem1ining the extent to which the score associated with a particular cloud 

deployment is changing over time. For example, if the first cloud deployment-s 508 scoring is 

improving over time while the other cloud deployments' 514 scores are remaining the same over 

time, the trajectory of the first cloud deployment 508 may be detennined to be better than the 

trajectory of the other cloud deployments 514 (in embodiments where a higher score is 

considered to be better). 
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f00799l f00710] Readers will appreciate that ranking 702 the first cloud depioyment 508 relative 

to the other cloud deployments 514 and comparing 704 the trajectory of the first cloud 

deployment 508 to the trajectory of the other cloud deployments 514 are just two exampJes of the 

sort of analytics that can be perfixmed hy comparing the perfonnance of multiple cloud 

deployments 508, 514. Readers ·will appreciate that other analytics may also be put in place due 

to the availability of inforn1ation desc1ibing the perforniance of muJtiplc cloud deployments 508, 

514. 

f00719l f0071H For further explanation, Fig. 8 sets forth a t1owcha1t illustrating an additional 

example method of configuring cloud deployments based on learnings obtained by monitoring 

other cloud deployments in accordance v,rith some embodiments of the p1-es(~nt disclosure. 111e 

example depicted in Fig. 8 is similar to the examples depicted in Figs. 5-7, as the example 

depicted in Fig. 8 also includes determining 502 normal behavior for one or more components 

510 in a first cloud deployment 508, determining 504 normal behavior for one or more 

components 512 in one or more other cloud deployments 514, and recommending 506 a change 

to the first cloud deployment 508 based on the nomiai behavior for one or more components 512 

in one or more other cloud deployments 514. 

(0071 l] !00712] The example method depicted in Fig. 8 also i.ndudes identifying 802 other cloud 

deployments 514 to exclude from consideration \.Yhen recommending changes to the first cloud 

deployment 508. Readers will appreciate that other cloud deployments 514 may he excluded 

from consideration when recommending changes to the first doud deployment 508 for a variety 

of reasons. For example, anotb(~r cloud depfoy111ent 514 may be so dissi.mi.lar to the first cloud 

deployment 508 that there may be very little to learn that is relevant to the first cloud deployment 

508, another cloud deployment 514 may be deficient for a variety of reasons such that there may 

be very littk, high quality takeaways from evaluating the other cloud deployment 514 that are 

relevant to the first cloud deployment 508, another cloud deployment 5 14 may be a relatively 

recent deployment such that any takeaways from evaluating the other cloud deployment 514 may 

not be reliable and proven over time 0 or for some other reason. In such an example, identifying 

802 other cloud deployments 514 to exclude from consideration when recommending changes to 

the first cloud deployment 508 may be carried out by filtering the set of other cloud deployments 

514 according to some criteria, or carried out in some other way. In the example depicted in Fig. 

8, recommending 506 the change to the first cloud deployment 508 may therefore include 

recommending 806 changes based on the other cloud deployments 514 that are not excluded 

from consideration. 

-f00+1-2H00713! 'TI1e example method depicted in Fig. 8 also includes identifying 804 a response 

to a recommended change in one or more other cloud deployments 514. Identifying 804 a 
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response to a recommended change in one or more other cloud deployments 514 may be carried 

out, for example, by tracking the status of a recommended change that was recommended for 

another cloud deployment 5 l 4 to detem1ine vvhether the recommended change ,vas actually 

implemented. Consider an example in \,vhich a recommendation was made to have another cloud 

deployment 514 switch from using a first faaS offering to a second laaS o11ering in response to 

detecting some condition in the cloud deployment 514. In such an example, identif}ing 804 a 

response to a recommended change in one or more other cJoud deployments 514 may be carried 

out by detennining whether the recommended change \Vas actually implemented and a switch 

was made to utilize the second IaaS offering as part of the doud deployment 514. Readers will 

appreciate that by repeatedly identi:f:ying 804 responses to recommended changes in one or more 

other cloud deployments 514 can be used by the systems described above a,; an indication as to 

the systems described above are making useful recommendations. For example, if identif),ing 

804 a response to a recommended change in one or more other cloud deployments 514 reveals 

that a very small percentage of administrators ac1ua1ly implement the recommended change, this 

may indicate that the recommend change is not particularly valuable and may be used as 

feedback in determining vvhether to make the recommended change if the condition that triggered 

the recommendation is encountered again. Alternatively, if identifying 804 a response to a 

recommended change in one or more other cloud deployments 514 reveals that a very hrge 

percentage of administrators actually implement the recommended change, this may indicate that 

the recommend chang.::: is valuable and may be used as feedback in detem1ining vvhether to make 

the recommended chang(~ if the condition tl1at triggered the recommendation is encountered 

again. In such a \Vay, the response from other customer's may be used to drive recommendations 

that are made regarding the first cloud deployment 508. 

(00713] !00714] In the example depicted in Fig. 8, recommending 506 the change to the first 

cloud deployment 508 recommending 808 the change to the first cloud deployment 508 based on 

the response to the recommended change in one or more other cloud deployments 514. 

Recommending 808 the change to the first cloud deployment 508 based on the response to the 

recommended change in one or more other doud deployments 514 may be carried out, for 

example, only if a predetennined percentage of previous recipients of similar recommendations 

have actually implemented the recommended change, as described above. 

(00714] !00715] Readers will appreciate that ,,vhile the exampks described in the preceding two 

paragraphs relate to an example in which the response to a recommended change in one or more 

other cloud deployments 514 is expressed in terms of whether the recommended change \Vas or 

was not implemented, in other embodiments the response to a recommended change in one or 

more other cloud deployments 514 may be measured in other v,rays. For example, a response to a 
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recmnmended change in one or more other cloud deployments 514 may represent whether the 

recommended change did or did not resolve the condition that caused the recommendation to be 

generated in the first place. In other embodiments, the response to a recommended change in one 

or more other cloud deployments 514 ntay be measured or determined using dif:I-erent criteria. 

{00-'71-~!00716! Although some of the figures described above depict only a single other cloud 

deployment 5 l 4, a single other cloud deployment 514 is included for ease of illustration but in no 

way represents a limitation of the embodiments described herein. in fact, most embodiments \>vill 

include multiple other cloud deployments 514 that may be monitored and learned from. 

-J:00cl-1-6H00717] Readers vvill appreciate that while many of the embodiments described above 

relate to embodiments vvhere cross-customer learnings are used to generate recommendations for 

changes to the first cloud deployment 508, in other embodiments the cross-customer learning 

may be used to initiate, based on the normal behavior for the one or more other cloud 

deployments, a change to the first cloud deployment. Initiating such changes may be carried out 

for example, by initiating one or more remediation workflows that implement the changes. As 

was the case ,vith recommendations, initiating a change to the first cloud environment may be 

based on the normal behavior for similar cloud deployments, based on the normal behavior for 

the highly rated cloud deployments, based on the cloud deployments to exclude from 

consideration when recommending changes to the first cloud deployment, and so on. 

f00717] {00718] For farther explanation, Fig. 9 sets forth a flmvchart illustrating an example 

method oflearning from similar cloud deployments in accordance with some embodiments of the 

present disclosure. The example rnetbod depicted in Fig. 9 may be carried out by the systems 

described above (also referred to as a ''data platform' above). As such, the systems described 

above may include computer program instructions executing on computer hardware, virtualized 

hardware, or some other execution environment (e.g., one or more containers, one or more 

sen1erless compute instances), where the computer program instmctions carry out the steps 

described in Fig. 9 when the computer program instructions are executed. 

·£0071-8}!00719! 'Die example depicted in Fig. 9 includes a plurality of cloud deployments, 

including a first cloud deployment 910 and one or more additional cloud deployments 912, \vhich 

in this illustration includes three cloud deployments 914a, 914b, 914n, although more or fevver 

cloud deployments may be included in the set of additional cloud deployments 912 in other 

embodiments. Such cloud deployments may be embodied as described above and may include a 

variety of components such as, for example, software applications, storage resources, computing 

resources, networking resources, and other resources. In each cloud deployment, each of the 

resources may be delivered as services provided by a public cloud, private cloud, hybrid cloud~ 

and so on. 
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f00719l f00720] TI1e example method depicted in Fig. 9 includes identifying 902, for at least a 

pmtion of a first cloud deplo>ment 910, one or more additional cloud deployments 912 to utilize 

for cross-customer learning. Cross-customer kaming, as the phrase is used here, can generally 

be described as the process of learning about the cloud deployments of different customers, 

different organizations, or some other entity for the benefit of tailoring another entity's cloud 

deployment. For example, the cloud deployments of Customer A, Customer B, Customer C, 

Customer D, and Customer F may be evaluated and the infonnation gathered about their 

deployments may be leveraged to help shape the cloud deployment of Customer F. In such an 

example, lessons learned by other customers may be used to help guide a particular customer's 

design, deployment, and management of their doud deployments, vvhich may be particularly 

useful for organizations that are pivoting to the cloud from on-premises based deploy1nents. 

f00720H00721J Identif},ing 902 one or more additional cloud deployments 912 to utilize for 

cross-customer learning may be carried ouL for example, by identi(ying cloud deployments fr;r 

other customers that are in similar industries as the customer a-;sociated with the first cioud 

deployment 910, by identifying highly rated (as described above) cloud depioyments, by 

identifying cloud deployments ( or portions thereof) that are similar to the first cloud deployment 

9 l O (or some portion thereof), or in some other vvay. 1n some embodiments, identifying 902 one 

or more additionai cloud deployments 912 to utilize for cross-customer leaming may be carried 

out using machine learning techniques as one or more machine learning models may be used to 

identify cloud deployments that are similar to the first cloud deployment 910, to identify best-of­

breed cloud deployments, a,nd so on. in such a way, identifying 902 one or more additional cloud 

deployments 912 to utilize for cross-customer learning may result in a subset of curated, relevant, 

and/or exemplary cloud deployments being utilized frir cross-customer learning rather than using 

the entire set of available cloud deployments being utilized for cross-customer learning (although 

some embodiments could utilize ali cloud deployments for cross-customer learning). 

f00721] {00722] The example method depicted in Fig. 9 also includes receiving 904 infrmnation 

916 describing one or more actions associated with the additional cloud deployments 912. 'TI1e 

one or more actions associated with the additional cloud deployments 912 may be embodied as 

actions taken by components vvithin the additional cloud deployments 912. For example, a 

particular software service accessing a data store may be ar1 example of an action that is 

associated 'vvith the additional cloud deployments 912, especially ,;vhere the software service and 

the data store are components of a particular additional cloud deployment 914a. Likewise, a 

message, request, or other fom1 of data communications that are exchanged between the 

additional cloud deployments 912 and actors that are external to the additional cloud 

deployments 9 l 2 may be an example of an action that is associated 'With the additional cloud 
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deployments 912. For example, a server that is external to any of the additional cloud 

deployments 912 may send requests to access some software senrice within a pa1ticular 

additional cloud deployment 914a. 

[00722] f00723J In other embodiments, the one or more actions associated with the additional 

doud deployments 912 n-i.ay mdude one or more user interactions ,vith the additional cloud 

deployments 912. Such user interactions can include a description ofvd1ich resources are 

accessed and/or utilized by particular users, particular business units (e.g., the finance department 

of a business, the engineering department of a business), particular personas (e.g., a system 

administrator, a software developer, a human resources manager), and so on. Ibe one or more 

actions associated vvith the additional cloud deployments 912 may also include, fix example, one 

or more interactions involving external applications, external computing devices, or similar 

external actor and the additional cloud deployments 912. Such user interactions can include, for 

example, a description of which resources within the additional cloud deployments 912 are 

accessed and/or utilized by particular external application, what JP address is associated with an 

external entity that is communicating \vith the additional cloud deployments 912, a description of 

the specific requests that an external actor is issumg to the resources vvithin the additional cloud 

deployments 912, and so on. 

[00723][00724] In the example method depicted in Fig 9, receiving 904 infom1a.tion 916 

describing one or more actions associated ,,vith the additional cloud deployments 912 may be 

carried out by receiving (directly or indrnxtly) such information 916 from the additional cloud 

deployments 9 l 2 themselves. ln £.,ct, the additional cloud deployments 912 may be queried for 

such information. In other embodiments, the infrmnation 916 describing one or more actions 

associated ,vith the additional cloud deployments 912 may be n::tained by the systems described 

above as pa;t of monitoring the additional cloud deployments 912.. 1n such an example, receiving 

904 inforn1ation 916 describing one or more actions associated \Yith the additional cloud 

deployments 912 may be carried out by querying a data repository (e.g., a data warehouse) that 

contains such infomiation that was gathered ,vhile monitoring the additional cloud deployments 

912. Readers win appreciate that information 916 may be received 904 describing other types of 

actions associated with the additional cloud deployments 912. 

f4}G'.7-24ff00725] TI1e example method depicted. in Fig. 9 also includes receiving 906 information 

918 describing configurations associated with the additional cloud deployments 912. 'I11e 

infrmnation 918 describing configurations associated with the additional cloud deployments 9 l 2 

may be embodied, for example, as infrmnation describing how components wit.½in a cloud 

deployment are organized (including ·which other components they may cornmunication with), 

information describing what pennissions are granted to various users, infom1ation describing the 
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manner in which internal (i.e., occurring entirely within the cloud deployment) data 

communications andior external (i.e._ occurring at least partially external to the cloud 

deployment) data communications are canied out, and so on. Such infom1ation 918 may be 

received 906 in a similar manner as described above with respect to step 904. 

{00-'72-~!00726! T11e example method depicted in Fig. 9 also includes identifying 908, based on 

the configurations and the one or more actions, one or more configurations to adopt for the first 

cloud deployment 910. Readers will appreciate that by identifying 908 one or more 

configurations to adopt for the first cloud deployment 910 in such a way, the configuration of the 

first cloud deployment 910 may be influenced by the monitoring of the additional cloud 

deployments 912. in such an example, once the configurations tbatthe first cloud deployment 

910 should adopt have been identified 908, the first cloud deployment 910 (or associated entities) 

may be reconfigured to implement such configurations. 

f00726] !00727! Identi(ying 908 one or more configurations to adopt for the first cloud 

deployment 910 may be carried out, for example, by identifying configurations in the additional 

cloud deployments 912 that \Vere effective in dealing ,vith various threats, securing 

vulnerabilities, or othenvise contributed to a healthy cloud deployment. Some configurations 

associated with the additional cloud deploy1nents 912 may have been put in place in response to 

some action. For example, a configuration to always backup data stored in a first storage service 

(e.g., A \VS SJ) to a second, distinct storage service (e.g., A \VS Glacier) may have been put in 

place in response to sorne attack that was directed to a particular cloud deployment's 914a S3 

buckets. In such an embodiment, if the first cloud deployn1ent 910 also kverages S3 as its object 

store, it may be desirable fi.)r the first cloud deployment 910 to adopt a configuration setting that 

would result in its SJ buckets being backed up to Glacier so that the first cloud deployment 910 

can be ready to survive a similar attack that was expe1ienced by the particular doud deployment 

914a. 

f00727] {00728] For farther explanation, Fig. 10 sets frnth a flowchart illustrating an example 

method of learning from similar cloud deployments in accordance with some embodiments of the 

present disclosure. The example rnethod depicted in Fig. l O is sirnilar to the example depicted in 

Fig. 9, as the example depicted in Fig. 10 also includes identifying 902 one or more additional 

cloud deployments 912 to utilize for cross-customer learning, receiving 904 information 916 

describing one or more actions associated with the additional cloud deployments 912, receiving 

906 infom1ation 918 describing configurations associated with the additional cloud deployments 

912, and identifying 908 one or more configurations to adopt fi.)r the first cloud deployment 910. 

·£0072-8}!00729! In the example method depicted in .Fig. 10, receiving 904 information 916 

describing one or more actions associated with the additional cloud deployments 912 can include 
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receiving 1002 information describing a security threat to one or more of the additional cloud 

deployments 912. The security threat may be embodied, for example, as a ransomware attack 

that was direck~d to one or more of the additional doud deployments 912, as a denial of service 

attack that \Vas directed to one or more of the additional cloud deployments 912, as an SQ L 

injection attack that was directed to one or more of the additional cloud deployments 912, or as 

some other security threat. Tbe infom1ation describing a security threat to one or more of the 

additional cloud deployments 912 can include, for example, infi.1m1ation describing ,.,vhere an 

attack originated from, information describing the components within the cloud deployment that 

were targeted by an attack, infonnation describing data access patterns that vvere associated ,vith 

an attack, or some other infom1ation that would be useful in detecting subsequent security 

threats. 

f00729H00730J In the example method depicted in Fig. 10, receiving 906 information 918 

describing configurations associated with tht'. additional cloud deployments 912 can include 

receiving 1004 infomni.tion describing configuration settings used to combat the security threat. 

The configuration settings used to combat the security threat may be embodied, for example, as 

configuration settings that caused the additional cloud deployments 912 to blacklist certain IP 

addresses or network domains, as configuration settings that caused the additional cloud 

deployments 912 to dose vulnerabilities that aUmved an attack to succeed, or some other 

configuration that \vould be useful in detecting/preventing/mitigating a security threat. 

1007301 !00731! In the example method depicted in .Fig. 10, receiving 904 information 916 

describing one or more actions associated with the additionai cloud deployments 912 can also 

include receiving l 006 information describing a detected vulnerability associated with one or 

more of the additional cloud deployments 912. The detected vulnerability may be embodied, for 

example, as a vulnerability to some knmvn security threat, as a vulnerability to some data Joss 

event, as a data b:reach vuinernbility, or as some other vulnerability. l11e infi.mnation describing 

a detected vulnerability of one or more of the additional cloud deployments 912 can include, for 

example, infi:;rmation describing vulnerable components, information describing data 

communications protocols, endpoints. or other data communications components that expose 

vulnerabilities, or some other infi.mnation that would be useful in detecting a vulnerability. 

f4}G'.7~MH00732] In the example method depicted in Fig. 10, receiving 906 information 918 

describing configurations associated vvith the additional cloud deployments 912 can also include 

receiving 1008 infonnation describing configuration settings used to address the vulnerability. 

Tue configuration settings used to address the vulnerability may be embodied, for example, as 

configuration settings that caused th.::: additional cloud deployments 912 to blacklist certain IP 

addresses or network domains, as configuration settings that caused certain components ,vithin 
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the additional cloud deployments 912 to not connect to external data conmmnications networks, 

as configuration settings that caused certain components to be accessible only by using enhanced 

authentication protocols, or as some other configuration that would be useful in detecting, 

preventing, or othenvise mitigating a vulnerability. 

-{00-'7;}~!00733! For further explanation, Fig. 11 sets tenth a flowchait illustrating an example 

method of learning from similar cloud deployrnents in accordance with some embodiments of the 

present disclosure. The example method depicted in Fig. 11 is similar to the examples depicted 

in Fig. 9 and Fig. 10, as the example depicted in Fig. 11 also includes identifying 902 one or 

more additional cloud deployments 912 to utilize for cross-customer learning, receiving 906 

infomrntion 918 describing configurations associated with the additional cloud deployments 912, 

and identifying 908 one or more configurations to adopt for the first cloud deployment 910. 

f007,BJ f00734J In the example method depicted in Fig. 11, receiving 906 information 918 

describing configurations associated with tht'. additional cloud deployments 912 can include 

receiving 1 l 02 infom1ation describing permissions fi.w one or more users of the additional cloud 

deployments 912. Tue one or more users of the additional cloud deployments 912 may be 

embodied, for example, as individual users (e.g., Bob Smith), as a coHection of user (e.g., 

Finance Group. l\farkding Group), and so on. The one or more users of the additional cloud 

deployments 912 may also be em bodied as different personas \vithin an organization, where each 

persona is associated \-vith a certain role. For example, ti.½ere may be 'sofhvare developer' 

personas, 'database administrator' pt::rsonas, 'customer support' personas, and many others. 

Receiving I 102 infomrntion describing pem1issions for one or more users of tbe additional cloud 

deployments 912 may be carried out, for example, by receiving (directly or indirectly) 

infonnation from one or more of the additional cloud deployments 912 that described ,-;hat 

resources a particular user/persona/group can access, vvhat level of privileges they have with 

respect to a particular resource, and any other information describing the user/persona/group's 

privileges. In fact, such infbnnation may be retained in a data warehouse during monitoring of 

the additional cloud deployments 912 and received 1102 by querying such a data warehouse. 

(00734] (007351 T11e example method depicted in Fig. 1 J also includes detennining 1104, based 

on the information describing pem1issions for one or more users of the additional cloud 

deployments, that one or more users of the first cloud deployment 910 are over-permission eel. A 

particular user may be over-permissioned in the sense that the user has privileges or pern1issions 

beyond those that should be associated vvith the user. Considerthe example of two distinct 

personas within an organization: 1) a software engineer, and 2) an accounts payable 

administrator. In such an example, the soH:ware engineer might have sufficient privileges to 

access a code repository, a dev/tcst environment, a code documentation tooL and so on. 111e 
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accounts payabie administrator, hmvever, might have sufficient privileges to access bill paying 

software, a financial ledger, and so. 111e sofhs;are developer having access to bill paying 

software or the accounts payable administrator having access to a code repository may be 

examples of the users being over-permissioned, as the user has access to resources that they 

should not be able to access. Such situations can create vulnerabilities as an over-permissioned 

user (or a malicious actor using the over-pennissioned user's credentials) may intentionally or 

unintentionaliy perform some harmful act that they would not be capable of performing if they 

weren't over-pennissioned. 

-J:00c7-J.§.f jll0736] Determining 1104 that one or more users of the first cloud deployment 910 are 

over-pennissioned may be carried out, for example, by examining the infonnation describing 

pem1issions for one or more users of the additional cloud deployments 912 to determine yvhether 

similar users in the additional cloud deployments 912 have difi:erent/frwer privileges. As such, a 

user in a first cloud deployment 910 may be detennined to be over-pennissioned if other cloud 

deployments 912 are giving similar users fewer pennissions than such a user has in the first cloud 

deployment 910. 

-J:00cl~jll0737] ln the example method depicted in Fig. 11, identifying 908 one or more 

configurations to adopt for the first cloud deployment 910 can include identifying 1106 a reduced 

privilege level to give to the one or more users. Identifying 1106 a reduced privilege level to 

give to the one or more users may be carried out, for example, by giving an over-permissioned 

user of the first cloud deployment 910 privileges that are similar to those held by similar users in 

the additional cloud depfo)1nents 912. 

!00737! [00738] For further explanation, Fig. 12 sets forth a flowchart illustrating an example 

method oflearning from similar cloud deployments in accordance with some embodiments of the 

present disclosure. The example method depicted in Fig. 12 is similar to the examples depicted 

in Figs. 9-1 l, as the example depicted in Fig. 12 also includes identifying 902 one or more 

ad.ditional cloud deployments 912 to utilize for cross-customer learning, receiving 906 

information 918 describing configurations associated with the additional cloud deployments 912, 

and identifying 908 one or more configurations to adopt for the first cloud deployment 910. 

f007J8J f00739J The example method depicted in Fig. 12 also includes receiving 1202 

infom1ation 1204 describing one or more deployment processes associated with the additional 

cloud deployments 912. The infomrntion 1204 describing one or more deployment processes 

associated with the additional cloud depio:>ments 912 can include, for example, infom1ation 

describing how a particular component within an additional cloud deployment \Vas created. (e.g., 

who requested. that the component be created, vvhen was the request to creat.::: the component 

issued). 1n addition, in some embodiments such inforn1ation 1204 can include infom1ation 
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describing t:_¾e sofhvare development processes that ,vere used to develop softvvare that will be 

deployed in a pa1ticular cloud deployment (e.g .. was a code repository used, ,vho has access to 

the repository, who committed the last change to some code before deployment). In such a way, 

the infom1ation 1204 describing one or more deployment processes associated with the additional 

cloud deployments 912 can describe the processes that are being implemented in other cloud 

deployments. Such infonnation 1204 may be us(~d, for example. to detem1ine ,vhether the 

development and deployment processes associated ,vith the first cloud deployment 910 are 

abnomial, to use as the basis fi.1r making recommended changes to the development and 

deployment processes associated with the first cloud deployment 910, to initiate remediation 

v,.-oikfiovvs to back out changes to the first cloud deployment 910 that deviated from nonnal 

activity or violated some policy, and so on. 

f00739J f00740J TI1e example method depicted in Fig. 12 also includes identifying 1206 

abnormally configured components in the first cloud deployment 910. AbnomiaHy configured 

components in the first cloud deployment 910 may be embodied as components that are 

configured in a way that deviates from typical configurations observed by monitoring the 

additional cloud deployments 912. Monitoring the additional cloud deployments 912 may reveal, 

for exarnple, that a connection to a server that is contained in another cloud deployment 9 l 4a 

shou]d always go through an authentication server that is contained in another cloud deployment 

914a. ln such an exai.·nple, ifan examination of the first cloud deployment 910 reveals that an 

authentication server has been bypassed by a connection to a server, this may be an indication of 

a breach or misconfiguration regardless of customer's network topology. In such an example, tbe 

component (i.e., the server) may be identified 1206 as being abnormally configured based on its 

deviation from typical configurations observed in the additional cloud deployments 912. 

(007-40] !00741] Although the examples described above relate to embodiments where one or 

more configurations to adopt for the first cloud deployment 910 are identified 908 using the 

infrxmation described above, in other embodiments such infom1ation may be used for other 

purposes. For example, information gained by observing additional cloud deployments 912 may 

be leveraged to identify best-of-breed deployments, sirnilar depioy1nents, and so on. 

fOQ741 J [007421 Tn some embodiments, the distributions that identify 'nonnal' behavior for a 

particular cluster set may be used fi.1r a variety of purposes. For example, anmnaly detection may 

be pertonned by identi:f:y members of the cluster set that are operating outside of a particular 

typical distribution. Likevvise, best practices may be identified using distributions and members 

of the duster set that are nor adhering to best practices may be identified if they are operating 

outside of a particular typical distribution. Vulnerabilities may also be identified using 

distributions. for example, by identifying members of the duster set that have over-privileged 
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users or components that may be able access things that they should not be able to access. 

Readers wiH appreciate that that deviation from an established baseline of nomial behavior, 

normal activity, nom1al configuration, or other fonn ofnonnal operation may be indicative of 

many other things, all of ·which may be detected through the usage of the distributions described 

above paired with the monitoring of particular dusters. 

(00742] [007431 In some embodiments, the distributions that identify 'nonnal" behavior for a 

particular cluster set may be used to not only detect threats, vulnerabilities, compromise, and 

things of that natme, but the distributions that identif\' 'normal' behavior fix a particular cluster 

set may be used to optimize the operation or configuration of a particular cluster. For exa,.•,:1.ple, 

cloud deployments that utilize fev,rer resources may be examined and characteristics that are 

common across such the cloud deployments may be identified as being high efficiency 

characteristics. Likevvise, cloud deployments that are the subject of fhver alerts may be 

examined and characteristics that are common across such the cloud deployments may be 

identified as being high efficiency characteristics. 

f00743l f00744] In some embodiments, historical information may also be retained and utilized to 

shmv the trajectory of a paiticular one or more clusters. For exainple. historical infonnation may 

be used to corn pare the current state of a particular cluster (as measured by one or more 

quantifiable characteristics associated ,,vith the cluster) >vvith a previous state of the cluster such 

that trends and/or tn~jectories rnay be identified. Consider an example in which a particular 

characteristic associated with a cluster identifies how many users are accessing the cluster, 

Hist01ica1 information associated with the cluster may be corn pared to cmTent (or most recent) 

infom1ation associated with the cluster to determine, for example, that more or less users are 

accessing the cluster, that the number of users that are accessing the cluster is increasing or 

decreasing at a certain rate, a..11d so on. 1n some situations, some changes may be acceptable ((~.g., 

if the cluster represent-,, an interface to an on line store, and increase in the number of users 

accessing the online store may be perfectly acceptable given an expa.nsion in the organization's 

customer base) whereas in other situations changes may be troubling (e.g., if the cluster 

represents a source code repository and rnore users are accessing the repository in spite of a 

contraction in the number of developers that are employed by an organization) and my reqmre 

alerts, further investigation, or some other remediation workflow. 

(007M]l00745] In some embodiments, historical infonnation may also be retained and utilized to 

shov,/ the trajectory of a particular cluster relative to other members of a cluster set. For example, 

historical information may be used to compare the failure rate of particular cluster (as measured 

by one or more quantifiable characteristics associated with the cluster) over time with the failure 

rate over time of other clusters in the cluster set. Such a compaiison may reveal, for example, 
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that a particular cluster was previously failing at a rate that \Va..<; in line with the failure rate of 

other members of the duster set, but that the pa,ticular duster has more recently been failing 

rnore/kss than other members of the cluster set. As such, through the use of such techniques a 

determination may be made as to \vhet:_¾er a particular cluster is becoming more/less healthy than 

other members of the cluster set, more/less secure than other members of the cluster seL 

more/less efficient than other members of the cluster set, more/less reliable than other members 

of the duster set, more/less compliant with relevant regulations than other members of the cluster 

set, slower/faster than other members of the cluster set, .:md so on. Such .:m analysis may be part 

of identifying best-of-breed deployments, best practices, providing remediation actions, 

providing recommendations, or utilized for a variety of other purposes. 

(00715][00746] Although the examples described above relate to embodiments ,vhere 

components within a cloud deployment are analyzed, monitored, or otherwise observed, in other 

embodiments the techniques described herein may be applied to other entities. For example, the 

techniques described above may be applied to analyze, monitor, or othenvise observe different 

personas with an organization, different users with an organization, different user groups with an 

organization, and so on. Using such techniques, 'normal' behaviors for a particular persona (e.g., 

a database administrator, a network administrator) can be identified, "nonnar behaviors for a 

particular user group (e.g., users that are part of an organization's finance department, users that 

are part of an organization's engineering department) can be identified, and so on. 

100746]!00747! In some embodiments, by identifying ·nonnar behaviors (i.e., those behaviors 

that are consistent with standard dist1ibutions for particular characteristics associated with an 

entity) with different personas, different users, different user groups, or other entities, abnormal 

behavior may also be identified. Consider an exan1ple in ,vhich a group of users is identified as a 

duster by virtue of those users accessing the same set of applications (e.g., aH of the users access 

a set of applications that are finance-related applications). Further assume that similar dusters 

are identified for other customers, such that a cluster set may be fixmed. In such an example, a 

distnbution may be identified for the set of applications that members of the duster typically 

access. For example, each member of the cluster set may typically access an accounting 

application, a spreadsheet application, a payroll applicatjon, and so on. If one member of the 

duster set consists of one or more users that also access an organizabon' s source code repository, 

such behavior may be detennined to be outside of the typical distribution for members of the 

clusler set. In response to making some detem1ination, alerts may be generated, access to the 

source code repository may be blocked for the users in the cluster, a remediation workflow may 

be initiated, or some other action may be taken. 
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f00747l f00748] In some embodiments, the techniques described above may be particularly 

useful for identifying over-privileged users, user groups, personas, or other entity. Identifying 

over-privileged users, user groups, personas may be carried out, at least in part, by identifying 

\vhat set of privileges is 'normal' for a particular entity to have based on evaluating what 

privileges are given to similar or identical members of a duster set. 'TT1at is, an evaluation may 

be made as to what privileges are given to users, user groups, personas, or other entity by one or 

more other customers. If the set of privileges given to a particular customer's users, user groups, 

personas, or other entity are not consistent vvith (e.g., the set of privileges are much greater thm1) 

the privileges given to similar or identical users, user groups, personas, or other entity of another 

customer (i.e., the other members of the cluster set), a dctem1ination may be made that the 

particular customer's users, user groups, personas, or other entities are over-privileged. In some 

embodiments, an evaluation as to whether a user, user group, persona, or other entity is over­

privileged may also include identifying privileges that the user has and comparing that with the 

privileges that the user actua11y utilizes. If some p1iviieges are never used, this may be taken as 

an indication that the user is over-privileged. 

-J:00c748-H00749] ln some embodiments, the cross customer techniques described above may be 

used to provide additional context to issues identified i.n a particular customer's cloud 

deployment, to provide recommendations to a particular customer, or even to drive remediation 

actions. Consider an example in which a particular threat was detected in a first customer's 

cloud deployment, where the threat turned out to be a ransomware attack, which may in some 

embodiments include ao encryption component and/or a data theft or 1eak:age component. In 

such an example, if an identical (or sufficiently similar, following a general recognized pattem or 

'fingerprint') threat is detected in a second customer's cloud deployment, additional context may 

be provided by including infonnation in an alert that is delivered to the second customa that 

indicates that the threat matches the profile of a ransomware attack that was delected in the first 

customer's doud deployment. In fact, infom1ation describing the remedial actions (e.g., 

disabling encryption, increasing the frequency of backups, locking down a backup system, 

blocking transmission of data e7'.1:ernally, etc.) that \Vere taken by the first customer may even be 

included in the alert to the second customer or otherwise recommended to the second customer. 

Furthermore, if many customers had experienced the same attack and the data platform could 

detem1ine wi.tb sufficient certainty that the second customer's cloud deployment was 

experiencing the same attack, workflovvs may be automatically initiated to carry out various 

remedial actions. 

-£00+49}!00750! In some embodiments, the way other customers investigated or responded to a 

particular alert may also be used when presenting akrts to a particuiar customer. Consider an 
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example in vvhich a particular threat vvas detected in ten different customer's cloud deployments. 

ln such an example, assume that 9 of the lO customers ignored the alert. ln such an example, the 

conditions that are indicative of the paiticularthreat are detected in a particular customer's cloud 

deployment, ·when raising the alert to the particular customer, information may be included in the 

alert indicating that most other customers ignored the ale1t. In such an embodiment, it is the 

behavior of users of the data piatfonn - not components in a cloud deployment- that is being 

monitored and evaluated for the benefit of other customers. In other embodiments. information 

indicating that customers do or do not ignore a particular alert may be used ,vhen scoring or 

ranking the alert. For example, alerts that are ignored by most customers may be ranked as less 

critical than alerts that are acted upon by most customers. In addition, the particular security 

stance of a particular customer may be utilized when detem1ining the extent to which their usage 

of the data platfonn should be utilized when guiding other customers. If a first customer has 

re1afrvely poor security practices, for example, the first customer's usage of the data platfom1 

may be ignored (or given iess weight) for the purposes of guiding other customers. If a second 

customer has relatively good security practices, however, the second customer's usage of the data 

platfom1 may be taken into consideration (or given more weight) for the purposes of guiding 

other customers. Likewise, i.f users that ignored the alert experienced a secmity breach ,vhile 

users that did not ignore the aieit did not experience a security breach, such an outcome could be 

taken into consideration when ranking the alert, determining what information to include in the 

alert, and so on. 

(09750) {007511 In addition to using other customers interactions with the data platfom1 to score, 

rank, suppress, or provide context fi.w the alerts provided to other customers, the remediation 

actions taken by other customers may also be used for guiding a particular customer. Consider 

an example in vvhich a particufar threat was detected in ten different customer's cloud 

deployments. Jn such an exai.,1pie, assume that 9 of the 10 customers investigated the threat by 

accessing a particular customer support page. In this example, if the conditions that are 

indicative of the threat are detected in a particular customer, s cloud deployment, infom1ation 

may be included in an alert indicating that most other customers that received the alert 

investigated the aiert by accessing the particular customer support page. Likevvise, if other 

customers successfully resolved the issue, infixmation may be included in an alert indicating the 

solution that was implemented by other customers. 

(00751] f00752J In some embodiments, the ,vay customers investigated or responded to a 

particular alert may be used with other infi.xmation to determine \vhether the customer's 

responses \\ere actually correct. Consider an exan1ple in ,vhich an ale1t 1s sent to l O customers 

identifying a vulnerability that would aHow crypto miners to use the customer's resources for 
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solving complex computational problems for the purposes of acquiring cryptocurrency. In such 

an example, assmne that 9 of 10 customers ignored the ale1t. Further assume that in this 

example, the 9 customers that ignored the alert subsequently had their cloud resources utilized by 

hackers for crypto mining, whereas the l customer that did not ignore the alert did not suffer such 

an attack. In such an example, the data platfom1 described above should not cease issuing alerts 

vvhen detecting this vulnerability by vittue of 9 of l O customers ignoring the alert. Instead, by 

taking the uhimate outcome for each customer into consideration, rather than suppressing the 

alert, the data platforms should respond by taking actions that would make it more likely that 

customers would not ignore these alerts. For exarnple, the severity level of the alert may be 

raised, a user of the data platfom1 may be required to confim1 :receipt of the alert, contextual 

information couid be included in the alert indicating that recipients that do not respond to the 

alert end up having their systems hijacked by crypto miners, or some other action may be taken. 

f00752] [00753! In some embodiments, a customer's interactions may be analyzed to improve 

how alerts are delivered to a customer. For example, i.f an evaluation of customer interactions 

with the data platfom1 indicates that most customer ignore alerts issued bet,veen 11:00 PM --- 7:00 

Al\1 whereas most customers take action in response to alerts issued bet\veen 7:01 AM--· 10:59 

PlVL then alerts that are issued between 11:00 PM- 7:00 AM may be reissued beti,:veen 7:01 AM 

- 10:59 PM. Likewise, if a particular class of aierts (e.g., those related to vulnerability threats) 

are largely acted upon whereas another class of alerts (e.g., those related to a lack of compliance 

with regulatory requirements) are largely ignored, the manner in which alerts are generated may 

be altered. For example, alerts that arc related to a Jack of compliance with regulatory 

requirements may be issued to additional users, such as some user that is designated as having a 

compliance persona within a customer's organization. In other embodiments, other aspects of 

the customer's interactions with the data platforrn may be used to improve the manner in vvhich 

the data platfon11 interacts with customers (e.g., what type of devices received alerts, were alerts 

delivered in a primary or secondary windoi.,v, do the parties that the alerts were sent to have other 

obligations at the time of ale1t as detem1ined from an inspection of their calendar, and so on). 

Wfole the example described above related to embodiments where the interactions of multiple 

customers vvith the data platfom1 is analyzed, in other embodiments a single customer's 

interaction with the date platfom1 may serve as the basis for altering the way that the data 

platfom1 interacts with the customer. 

(00753] f00754J In some embodiments, the same or additional cross customer ieaming techniques 

may be applied to earlier stages of a softvvare development pipeline and even before an actual 

cloud deployment is in place for a particular customer. Stated differently, the san1e or additional 

cross customer learning techniques may be applied to things other than a deployed system. For 
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example, cross customer lean1ing may be apphed to development processes, testing processes, 

deployment processes, and so on 

(00754] j00755J Readers will appreciate that developing, testing, and deploying software in cloud 

environment comes with a few requirements that were not always present in software 

development. In particular, software is ahvays expt'.Cted to be nmning but the software is also 

expected to continue to be updated with fixes, nev,' features, or other improvements. As such, it 

is not desirable to cea-;e running a software application, install a nevv version, and begin mnning 

the new version. As a result of these changes to the sothvare development paradigm, the 

software development processes, software testing and validation processes, and deployment 

processes tend to be fairly independent of each other. In some embodiments, each of these 

processes may be analyzed, monitored, or otherv,·ise observed by the data platforms described 

herein. Because each of these processes are analyzed, monitored, or othen.-vise observed by the 

data platforms described herein, an oppmtunity exists to leverage cross customer learning to 

these processes. 

f00755l f00756] In some embodiments, the development processes for a particular customer may 

be analyzed, monitored, or othervvise observed by the data platfom1s described herein. For 

example, interactions with a code repository may be monitored, pem1issions granted to each user 

of the code repository may be monitored, the number ofpeopie that are checking in and checking 

out code may be monitored, the extent to which code revisions are documented may be 

monitored, and so on. In such an example, the development processes for a particular customer 

may be icamed and compared to nonna] behavior for other customers. Through such 

comparisons, inefficiencies may be identified, vulnerabilities may be identified, and other 

shortcomings may be identified In response to the identification of inefficiencies, 

vulnerabilities, or other shortcoming, alerts may be issued, remediation \vorkflows may be 

initiated, or some other action may be taken. 

f00756] {00757] In some embodiments, the testing processes fr)r a particular customer may be 

analyzed, monitored, or othen.-vise observed by the data platforms described herein. For example, 

the number of tests that are nm may monitored, the type of tests that are nm may be monitored, 

the number of people that are running tests and evaluating test results may be monitored, the 

processes through which the results of testing are communicated with developers may be 

monitored, and so on. in such an example, the testing processes for a particular customer may be 

learned and compared to nom1al behavior for other customers. TI1rough such comparisons, 

inefficiencies may be identified, vulnerabilities may be identified, and other shortcomings may 

be identified. In response to the identificat10n of inefficiencies, vulnerabilities, or other 
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shortcoming, alerts may be issued, remediation workflmvs may be initiated, or some other action 

may be taken. 

(00757] j00758J In some embodiments, the results of testing may be carried fonvard and utilized 

\vhen an application is deployed. Consider an example in which testing reveals that the code 

performs some action that appears to create a possible vulnerability, but further testing and 

validation reveals that a vulnerability is not created. \Vhen this piece of code is subsequently 

deployed, it presumably win perfom1 the same action (i.e., the action that was flagged during 

testing) that appears to create a possible vulnerability. Rather than raising an alert, initiating 

some investigative action, initiating a remedial action, or responding in a similar way, by 

carrying fonvard the knowledge gained during testing (i e , that a vulnerability ,vas not, in fact, 

created) the possible vulnerability may be ignored based on the conclusions reached during 

testing. 

f00758] [00759! In some embodiments, the deployment processes for a particular customer may 

be analyzed, monitored, or othenvise observed by the data platfom1s described herein. in such an 

example, the deployment processes for a particular customer may be learned and compared to 

normal behavior for other customers. Through such comparisons, inefficiencies may be 

identified, vulnerabilities may be identified, and other shortcomjngs may be identified< In 

response to the identification of inefficiencies, vulnerabilities, or other shortcoming, alerts may 

be issued, remediation workflows may be initiated, or some other action may be taken. 

100759] !00760! In some embodiments, some forms of static analysis may be used (in 

conjunction v,ith other features of the data plattonn) to detect anomaJ ies, vulnerabilities, threats, 

misconfigurations, violations of regulatory requirements, and many other things. Consider an 

example in vvhich a cloud deployment is deployed using laC. In such an example, one or more 

configuration files may be examined, and the state oftbe cJoud dep1oyment may be monitored to 

identi.~, situations in which the state of the cloud deployment drifts from the configuration of the 

cloud deployment that was described in the configuration file. As such, the intended 

configuration of the cloud deployment (at least as expressed in one or more configuration files) 

may be used as a baseline to measure the current cloud dep1oy1nent, such that alerts may be 

issued or other remediation vvorkflows may be initiated when a customer" s cloud deployment 

deviates from its codified state. 

(007€)0] !00761] In some embodiments, otb(~r fonns of code other than an IaC configuration may 

be examined to detect anomahes, vulnerabilities, threats, misconfigurations, violations of 

regulatory requirements, and many other things. For example, the source code that has been 

deployed in a customer's environment may be examined to determine all the things that the code 

could do. This infom1ation may be compared to a polygraph for the customer's cloud 
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deployment, which identifies all things that a customer's cloud deployment does do, as learned 

by monitoring and observing the customer's cloud deploy1nent. Consider an example in vvhich a 

polygraph for a customer's cloud depioy1nent indicates that a first microservice in their cloud 

deployment only communicates vvith other internal microservices. In such an example, hov,iever, 

assume that the source code for the first microservice includes a messaging library that it uses to 

communicate with the other internal microservices. Fmther assume in this example, however, 

that examining the source code for the first micrnservice reveals that the messaging library also 

includes functions that enable a user of the library to send messages to recipients on an external 

nenvork using sta..'1dard internet protocols (e.g., TCP/IP, HITPS, and so on). ln such an example, 

although the polygraph for the customer's cloud deployment reveals that the first microse:rvice 

only communicates with other internal microservices, the presence of functions that could be 

used for communications with external services, machines, and other entities may be undesirable. 

As such and in accordance 'vvith some embodiments of the present disclosure, the data platform 

may be configured to alert a customer or initiate some other workflow upon detecting that source 

code includes features that, if executed, vvoukl rise to the level of anomalous or otherwise 

unusual activity. For example, the data platform may prompt the customer to delete or disable 

the library functions described above that enable undesirable data communications. 

(007a1] [00762] In another example, assume that some source code has all the necessary 

capabilities (e.g. hashing functions, mathematical cakuJations, etc.) to mine cryptocurrency, as 

the mining process may only require performing standard computations. During a crypto miner 

attack, however, the source code may be subveited such that the code mns in a loop to perform 

the standard computations required frx mining cryptocurrency. An evaluation as to what 

functions the source code can perfom1 may therefore not reveal anything concerning but 

monitoring the actual operation of the source code may reveal that the source code is operating in 

an undesirable way Likewise, static ai,aiysis may reveal things like a non-incrementing counter 

or other mechanism that would result in an infinite loop or similar operation. As such and in 

accordance with some embodirnents of the present disclosure, the data platfom1 may be 

configured to alert a customer or initiate some other workf1ov,t upon detecting that source code 

includes features that, if or when executed, rise to the level of anomalous or othenvise unusual 

activity. 

(007€)2] !00763] In another example, assume that some source code has all the necessary 

capabilities to carry out the steps required for a ransonnvare attack, as the ra11sorn\vare attack 

may only require performing standard operations 1ike reading data, encrypting data, sending data, 

communicating externally, and so on. During a ransomware attack, however, the source code 

may be subveited such that the code does far more encryption than vmuid be expected in a 
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typical code module. An evaluation as to what functions the source code can perform may 

therefore not reveal an_ything concerning but monitoring the actual operation of the source code 

rnay reveal that the source code is operating in an undesirable way. Likewise, static analysis may 

reveal that an paths through the source result in data being encrypted, or that all paths through the 

source code results in some atypical pattern (e.g., equal amounts of reading data, encrypting data, 

and v1riting data, or unusuaJ external data fiowst ·which may rise to the level of being unusual or 

concerning behavior. As such and in accorda.'1ce with some embodiments of the present 

disclosure, the data platfi:.xm may be configured to alert a customer or initiate some other 

workfimv upon detecting that source code includes features that, if or when executed, rise to the 

level of anomalous or otherwise unusual activity. 

(007a3] [00764] In some embodiments, the data platforms described above may be used to 

identif'.y discriminates bet\lveen tvvo entities that may othenvise appear to be similar or identical. 

In the examples described herein, 'discriminates' n1ay be embodied as characteristics of entities 

that, \'-,hen not similar or identical, prevent the entities from being similar or identical. For 

example, many customers may have many Java processes. If the data platfom1 were to identif'.y 

the set of things that each Java process does for each customer and identify that set of things as 

the 'nonnaJ • or acceptable set of things that any Java process ,vas allowed to do" this set vvould 

be far too large. As such, the data p1atfonn may be configured to look at things like command 

line arguments and know that one or more Java processes with one set of jar files and command 

line arguments is actually a separate program from one or more Java processes with another set 

of jar fiks and command line arguments. In other "vords, the data p1atfonn may identify 

discriminates (in the example, a first discriminate being distinct command line arguments and a 

second discriminate may be that the Jar files for each process are distinct) between two sets of 

Java processes to detennine that the Java processes are not actually similar or identical entities. 

As such, any attempt to engage in cross customer learning based on a first set of Java processes 

in a first customer's environment and a second set of Java processes in a second customer's 

environment may result in undesirable outcomes. 111rough the use of discriminates, hmvever, a 

decision can be reached that these tvvo sets of Java processes are not related and attempts to learn 

through an examination of these distinct entities would be undesirnb1e. 

f4}G'.7-64ff00765] In some embodiments, the usage of discriminates described above may be 

extended to other entities. For example, if a first user in a first customer's environment is a 

database administrator and a second user in a second customer's environment is also a databa.-;e 

ad.ministrator, these users may initially be determined to be similar enough such that cross 

customer learning can take place. In such an example, howev.:::r, if an examination of their 

activities, privileges, or something else reveals that they are not actually occupying the same 
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roles, cross customer learning with respect to these two users may be disabled. In such 

embodiments, the data platform described above, and models leveraged by such a data platform 

rnay be used to jdentif.,r djscriminates tbat may be used to decouple multiple users, applications, 

microservices, devices, or other entities that \vould otherwise be candidates for cross customer 

learning. 

(0074i5] [007661 In some embodiments, the data platforms may be configured to analyze, 

monitor, or othenvise observe environments other than cloud deployments. In fact, the data 

platfom1s described here couid apply the principles and techniques described herein to any 

environment such as, for example, an on-premises environment, a hybrid cloud environment, or 

some special purpose envffonment. As one example of a special puqJose environment, consider 

an exmnple in which the data platforms described herein are used to analyze, monitor, or 

otherwise observe a container orchestration environment such as a Kubernetes duster (which 

may be deployed on-premises, in a public cloud, or in some other vvay). In such an exa....,nple, the 

data platfo1m may be configured to ingest Kubemetes audit logs via one or more agents or in 

some other \vay. Through the ingestion and subsequent analysis of such audit logs, the data 

platfom1 may model normal behaviors of a Kubernetes duster. normal behavior of a cluster 

administrator, and so on. As described above, any deviations from such nonnal behaviors n:my 

result in an alert being generated or some other remediation \vorkf1ov,,, being initiated. For 

example, if the ingestion and subsequent analysis of audit logs revealed that vvorkloads are 

deployed and deleted according to some pattern, a customer deploying or deleting a \vorkload in 

a mannerthat is inconsistent with the identified pattern may result in an alert being generated or 

some other remediation workflow being initiated. In fact, by evaluating audit iogs from multiple 

customer's Kubernetes dusters, cross customer learning can be carried out to help define normal 

behavior for a Kubemetes duster, a Kubernetes administrator, or some other entity associated 

with a Kubernetes duster. For example, evaluating audit logs from the Kubernetes deployment 

of multiple customers may reveal that one entity (presumed to be a Kubemetes administrator, or 

related group of such administrators) is generally responsible for creating and deleting nodes 

from the cluster whereas another entity (perhaps a developer) is responsible for deploying nevv 

versions of the code that is executing in a container that is supported by the cluster. in such an 

example, if a single entity (or related group of entities) is observed creating nodes and modifying 

tbe code that is executing on a node by deploying a new container, an alert may be generated or 

some other remediation workflow may be initiated as a consequence of observing this atypical 

pattern. 

-f00+66H0076 7! One or more embodiments may be described herein with th.::~ aid of method steps 

illustrating the pertonnance of specified functions and relationships thereof. 'The boundaries and 
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sequence of these functional building blocks and method steps have been arbitrardy defined 

herein for convenience of description. Alternate boundaries and sequences can be defined so long 

as the specified functions and relationships are appropriately pertonned. Any such alternate 

boundaries or sequences are thus within the scope and spirit of the claims. Further, the 

boundaries of these fi.mctional building blocks have been arbitrarily defined for convenience of 

description. Alternate boundaries could be defined as long as the certain significant functions are 

appropriately performed. Similarly, tlow diagram blocks may also have been arbitrarily defined 

herein to illustrate certain significant functionaiity. 

-J:00c7~+-H00768] To the extent used, the fiow diagram block boundaries and sequence could have 

been defined othenvise and stiH perfom1 the certain significant functionality. Such alternate 

definitions of both functional buiiding biocks and ffovv diagram blocks and sequences are thus 

\vithin the scope and spirit of the claims. One of average skill in the art ,vill also recognize that 

the functional building blocks, and other illustrative blocks, modules and components herein, can 

be implemented as illustrated or by discrete components, application specific integrated circuits, 

processors executing appropriate software and the like or any combination thereof. 

-J:00c7-68-H00769] \Vhile pmticular combinations of various functions and foatures of the one or 

rnore embodiments are expressly described herein, other combinations of these features and 

functions are likevvise possible. The present disdosure is not limited by the particular examples 

disclosed herein and expressly incorporates these other combinations. 
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LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] This is a continuation in-part application for patent entitled to a filing date and claiming 

the benefit of earlier-filed U.S. Patent Application No. 17/504,311, filed October 18, 2021, herein 

incorporated by reference in its entirety, and claims priority from U.S. Provisional Patent 

Application No. 63/243,013, filed September 10, 2021. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0002] The accompanying drawings illustrate various embodiments and are a part of the 

specification. The illustrated embodiments are merely examples and do not limit the scope of the 

disclosure. Throughout the drawings, identical or similar reference numbers designate identical 

or similar elements. 

[0003] Fig. IA shows an illustrative configuration in which a data platform is configured to 

perform various operations with respect to a cloud environment that includes a plurality of 

compute assets. 

[0004] Fig. IB shows an illustrative implementation of the configuration of Fig. IA 

[0005] Fig. IC illustrates an example computing device. 

[0006] Fig. ID illustrates an example of an environment in which activities that occur within 

datacenters are modeled. 

[0007] Fig. 2A illustrates an example of a process, used by an agent, to collect and report 

information about a client. 

[0008] Fig. 2B illustrates a 5-tuple of data collected by an agent, physically and logically. 

[0009] Fig. 2C illustrates a portion of a polygraph. 

[0010] Fig. 2D illustrates a portion of a polygraph. 

[0011] Fig. 2E illustrates an example of a communication polygraph. 

[0012] Fig. 2F illustrates an example of a polygraph. 

[0013] Fig. 2G illustrates an example of a polygraph as rendered in an interface. 

[0014] Fig. 2H illustrates an example of a portion of a polygraph as rendered in an interface. 

[0015] Fig. 21 illustrates an example of a portion of a polygraph as rendered in an interface. 

[0016] Fig. 2J illustrates an example of a portion of a polygraph as rendered in an interface. 

[0017] Fig. 2K illustrates an example of a portion of a polygraph as rendered in an interface. 

[0018] Fig. 2L illustrates an example of an insider behavior graph as rendered in an interface. 

[0019] Fig. 2M illustrates an example of a privilege change graph as rendered in an interface. 

1 Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00134



L0041B 1 CIP2 Specification Clean 

[0020] Fig. 2N illustrates an example of a user login graph as rendered in an interface. 

[0021] Fig. 20 illustrates an example of a machine server graph as rendered in an interface. 

[0022] Fig. 3A illustrates an example of a process for detecting anomalies in a network 

environment. 

[0023] Fig. 3B depicts a set of example processes communicating with other processes. 

[0024] Fig. 3C depicts a set of example processes communicating with other processes. 

[0025] Fig. 3D depicts a set of example processes communicating with other processes. 

[0026] Fig. 3E depicts two pairs of clusters. 

[0027] Fig. 3F is a representation of a user logging into a first machine, then into a second 

machine from the first machine, and then making an external connection. 

[0028] Fig. 3G is an alternate representation of actions occurring in Fig. 3F. 

[0029] Fig. 3H illustrates an example of a process for performing extended user tracking. 

[0030] Fig. 31 is a representation of a user logging into a first machine, then into a second 

machine from the first machine, and then making an external connection. 

[0031] Fig. 3J illustrates an example of a process for performing extended user tracking. 

[0032] Fig. 3K illustrates example records. 

[0033] Fig. 3L illustrates example output from performing an ssh connection match. 

[0034] Fig. 3M illustrates example records. 

[0035] Fig. 3N illustrates example records. 

[0036] Fig. 30 illustrates example records. 

[0037] Fig. 3P illustrates example records. 

[0038] Fig. 3Q illustrates an adjacency relationship between two login sessions. 

[0039] Fig. 3R illustrates example records. 

[0040] Fig. 3S illustrates an example of a process for detecting anomalies. 

[0041] Fig. 4A illustrates a representation of an embodiment of an insider behavior graph. 

[0042] Fig. 4B illustrates an embodiment of a portion of an insider behavior graph. 

[0043] Fig. 4C illustrates an embodiment of a portion of an insider behavior graph. 

[0044] Fig. 4D illustrates an embodiment of a portion of an insider behavior graph. 

[0045] Fig. 4E illustrates a representation of an embodiment of a user login graph. 

[0046] Fig. 4F illustrates an example of a privilege change graph. 

[0047] Fig. 4G illustrates an example of a privilege change graph. 

[0048] Fig. 4H illustrates an example of a user interacting with a portion of an interface. 

[0049] Fig. 41 illustrates an example of a dossier for an event. 

[0050] Fig. 4J illustrates an example of a dossier for a domain. 
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[0051] Fig. 4K depicts an example of an Entity Join graph by FilterKey and FilterKey Group 

(implicit join). 

[0052] Fig. 4L illustrates an example process for dynamically generating and executing a query. 

[0053] Fig. 5 sets forth a flowchart illustrating an example method of improving developer 

efficiency and application quality in accordance with some embodiments. 

[0054] Fig. 6 sets forth a flowchart illustrating an additional example method of improving 

developer efficiency and application quality in accordance with some embodiments. 

[0055] Fig. 7 sets forth a flowchart illustrating an additional example method of improving 

developer efficiency and application quality in accordance with some embodiments. 

[0056] Fig. 8 sets forth a flowchart illustrating an additional example method of improving 

developer efficiency and application quality in accordance with some embodiments. 

[0057] Fig. 9 sets forth a flowchart illustrating an example method ofleaming from similar cloud 

deployments in accordance with some embodiments of the present disclosure. 

[0058] Fig. 10 sets forth a flowchart illustrating an additional example method ofleaming from 

similar cloud deployments in accordance with some embodiments of the present disclosure. 

[0059] Fig. 11 sets forth a flowchart illustrating an additional example method of learning from 

similar cloud deployments in accordance with some embodiments of the present disclosure. 

[0060] Fig. 12 sets forth a flowchart illustrating an additional example method ofleaming from 

similar cloud deployments in accordance with some embodiments of the present disclosure. 

DETAILED DESCRIPTION 

[0061] Various illustrative embodiments are described herein with reference to the 

accompanying drawings. It will, however, be evident that various modifications and changes may 

be made thereto, and additional embodiments may be implemented, without departing from the 

scope of the invention as set forth in the claims. For example, certain features of one embodiment 

described herein may be combined with or substituted for features of another embodiment 

described herein. The description and drawings are accordingly to be regarded in an illustrative 

rather than a restrictive sense. 

[0062] Fig. IA shows an illustrative configuration 10 in which a data platform 12 is configured 

to perform various operations with respect to a cloud environment 14 that includes a plurality of 

compute assets 16-1 through 16-N (collectively "compute assets 16). For example, data platform 

12 may include data ingestion resources 18 configured to ingest data from cloud environment 14 

into data platform 12, data processing resources 20 configured to perform data processing 

operations with respect to the data, user interface resources 22 configured to provide one or more 
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external users and/or compute resources (e.g., computing device 24) with access to an output of 

data processing resources 20. Each of these resources are described in detail herein. 

[0063] Cloud environment 14 may include any suitable network-based computing environment 

as may serve a particular application. For example, cloud environment 14 may be implemented 

by one or more compute resources provided and/or otherwise managed by one or more cloud 

service providers, such as Amazon Web Services (AWS), Google Cloud Platform (GCP), 

Microsoft Azure, and/or any other cloud service provider configured to provide public and/or 

private access to network-based compute resources. 

[0064] Compute assets 16 may include, but are not limited to, containers (e.g., container images, 

deployed and executing container instances, etc.), virtual machines, workloads, applications, 

processes, physical machines, compute nodes, clusters of compute nodes, software runtime 

environments (e.g., container runtime environments), and/or any other virtual and/or physical 

compute resource that may reside in and/or be executed by one or more computer resources in 

cloud environment 14. In some examples, one or more compute assets 16 may reside in one or 

more datacenters. 

[0065] A compute asset 16 may be associated with (e.g., owned, deployed, or managed by) a 

particular entity, such as a customer or client of cloud environment 14 and/or data platform 12. 

Accordingly, for purposes of the discussion herein, cloud environment 14 may be used by one or 

more entities. 

[0066] Data platform 12 may be configured to perform one or more data security monitoring 

and/or remediation services, compliance monitoring services, anomaly detection services, 

DevOps services, compute asset management services, and/or any other type of data analytics 

service as may serve a particular implementation. Data platform 12 may be managed or 

otherwise associated with any suitable data platform provider, such as a provider of any of the 

data analytics services described herein. The various resources included in data platform 12 may 

reside in the cloud and/or be located on-premises and be implemented by any suitable 

combination of physical and/or virtual compute resources, such as one or more computing 

devices, microservices, applications, etc. 

[0067] Data ingestion resources 18 may be configured to ingest data from cloud environment 14 

into data platform 12. This may be performed in various ways, some of which are described in 

detail herein. For example, as illustrated by arrow 26, data ingestion resources 18 may be 

configured to receive the data from one or more agents deployed within cloud environment 14, 

utilize an event streaming platform (e.g., Kafka) to obtain the data, and/or pull data (e.g., 

configuration data) from cloud environment 14. In some examples, data ingestion resources 18 

may obtain the data using one or more agentless configurations. 
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[0068] The data ingested by data ingestion resources 18 from cloud environment 14 may include 

any type of data as may serve a particular implementation. For example, the data may include 

data representative of configuration information associated with compute assets 16, information 

about one or more processes running on compute assets 16, network activity information, 

information about events (creation events, modification events, communication events, user­

initiated events, etc.) that occur with respect to compute assets 16, etc. In some examples, the 

data may or may not include actual customer data processed or otherwise generated by compute 

assets 16. 

[0069] As illustrated by arrow 28, data ingestion resources 18 may be configured to load the data 

ingested from cloud environment 14 into a data store 30. Data store 30 is illustrated in Fig. IA as 

being separate from and communicatively coupled to data platform 12. However, in some 

alternative embodiments, data store 30 is included within data platform 12. 

[0070] Data store 30 may be implemented by any suitable data warehouse, data lake, data mart, 

and/or other type of database structure as may serve a particular implementation. Such data stores 

may be proprietary or may be embodied as vendor provided products or services such as, for 

example, Snowflake, Google BigQuery, Druid, Amazon Redshift, IBM Db2, Dremio, Databricks 

Lakehouse Platform, Cloudera, Azure Synapse Analytics, and others. 

[0071] Although the examples described herein largely relate to embodiments where data is 

collected from agents and ultimately stored in a data store such as those provided by Snowflake, 

in other embodiments data that is collected from agents and other sources may be stored in 

different ways. For example, data that is collected from agents and other sources may be stored in 

a data warehouse, data lake, data mart, and/or any other data store. 

[0072] A data warehouse may be embodied as an analytic database (e.g., a relational database) 

that is created from two or more data sources. Such a data warehouse may be leveraged to store 

historical data, often on the scale of petabytes. Data warehouses may have compute and memory 

resources for running complicated queries and generating reports. Data warehouses may be the 

data sources for business intelligence ('BI') systems, machine learning applications, and/or other 

applications. By leveraging a data warehouse, data that has been copied into the data warehouse 

may be indexed for good analytic query performance, without affecting the write performance of 

a database (e.g., an Online Transaction Processing ('OLTP') database). Data warehouses also 

enable the joining data from multiple sources for analysis. For example, a sales OLTP application 

probably has no need to know about the weather at various sales locations, but sales predictions 

could take advantage of that data. By adding historical weather data to a data warehouse, it would 

be possible to factor it into models of historical sales data. 
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[0073] Data lakes, which store files of data in their native format, may be considered as "schema 

on read" resources. As such, any application that reads data from the lake may impose its own 

types and relationships on the data. Data warehouses, on the other hand, are "schema on write," 

meaning that data types, indexes, and relationships are imposed on the data as it is stored in an 

enterprise data warehouse (EDW). "Schema on read" resources may be beneficial for data that 

may be used in several contexts and poses little risk oflosing data. "Schema on write" resources 

may be beneficial for data that has a specific purpose, and good for data that must relate properly 

to data from other sources. Such data stores may include data that is encrypted using 

homomorphic encryption, data encrypted using privacy-preserving encryption, smart contracts, 

non-fungible tokens, decentralized finance, and other techniques. 

[0074] Data marts may contain data oriented towards a specific business line whereas data 

warehouses contain enterprise-wide data. Data marts may be dependent on a data warehouse, 

independent of the data warehouse (e.g., drawn from an operational database or external source), 

or a hybrid of the two. In embodiments described herein, different types of data stores (including 

combinations thereof) may be leveraged. 

[0075] Data processing resources 20 may be configured to perform various data processing 

operations with respect to data ingested by data ingestion resources 18, including data ingested 

and stored in data store 30. For example, data processing resources 20 may be configured to 

perform one or more data security monitoring and/or remediation operations, compliance 

monitoring operations, anomaly detection operations, DevOps operations, compute asset 

management operations, and/or any other type of data analytics operation as may serve a 

particular implementation. Various examples of operations performed by data processing 

resources 20 are described herein. 

[0076] As illustrated by arrow 32, data processing resources 20 may be configured to access data 

in data store 30 to perform the various operations described herein. In some examples, this may 

include performing one or more queries with respect to the data stored in data store 30. Such 

queries may be generated using any suitable query language. 

[0077] In some examples, the queries provided by data processing resources 20 may be 

configured to direct data store 30 to perform one or more data analytics operations with respect to 

the data stored within data store 30. These data analytics operations may be with respect to data 

specific to a particular entity (e.g., data residing in one or more silos within data store 30 that are 

associated with a particular customer) and/or data associated with multiple entities. For example, 

data processing resources 20 may be configured to analyze data associated with a first entity and 

use the results of the analysis to perform one or more operations with respect to a second entity. 
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[0078] One or more operations performed by data processing resources 20 may be performed 

periodically according to a predetermined schedule. For example, one or more operations may be 

performed by processing resources 20 every hour or any other suitable time interval. Additionally 

or alternatively, one or more operations performed by data processing resources 20 may be 

performed in substantially real-time (or near real-time) as data is ingested into data platform 12. 

In this manner, the results of such operations (e.g., one or more detected anomalies in the data) 

may be provided to one or more external entities (e.g., computing device 24 and/or one or more 

users) in substantially real-time and/or in near real-time. 

[0079] User interface resources 22 may be configured to perform one or more user interface 

operations, examples of which are described herein. For example, user interface resources 22 

may be configured to present one or more results of the data processing performed by data 

processing resources 20 to one or more external entities ( e.g., computing device 24 and/or one or 

more users), as illustrated by arrow 34. As illustrated by arrow 36, user interface resources 22 

may access data in data store 30 to perform the one or more user interface operations 

[0080] Fig. lB illustrates an implementation of configuration 10 in which an agent 38 (e.g., agent 

38-1 through agent 38-N) is installed on each of compute assets 16. As used herein, an agent may 

include a self-contained binary and/or other type of code or application that can be run on any 

appropriate platforms, including within containers and/or other virtual compute assets. Agents 38 

may monitor the nodes on which they execute for a variety of different activities, including but 

not limited to, connection, process, user, machine, and file activities. In some examples, agents 

38 can be executed in user space, and can use a variety of kernel modules (e.g., auditd, iptables, 

netfilter, pcap, etc.) to collect data. Agents can be implemented in any appropriate programming 

language, such as C or Golang, using applicable kernel APis. 

[0081] Agents 38 may be deployed in any suitable manner. For example, an agent 38 may be 

deployed as a containerized application or as part of a containerized application. As described 

herein, agents 38 may selectively report information to data platform 12 in varying amounts of 

detail and/or with variable frequency. 

[0082] Also shown in Fig. lB is a load balancer 40 configured to perform one or more load 

balancing operations with respect to data ingestion operations performed by data ingestion 

resources 18 and/or user interface operations performed by user interface resources 22. Load 

balancer 40 is shown to be included in data platform 12. However, load balancer 40 may 

alternatively be located external to data platform 12. Load balancer 40 may be implemented by 

any suitable microservice, application, and/or other computing resources. In some alternative 

examples, data platform 12 may not utilize a load balancer such as load balancer 40. 
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[0083] Also shown in Fig. lB is long term storage 42 with which data ingestion resources may 

interface, as illustrated by arrow 44. Long term storage 42 may be implemented by any suitable 

type of storage resources, such as cloud-based storage (e.g., AWS S3, etc.) and/or on-premises 

storage and may be used by data ingestion resources 18 as part of the data ingestion process. 

Examples of this are described herein. In some examples, data platform 12 may not utilize long 

term storage 42. 

[0084] The embodiments described herein can be implemented in numerous ways, including as a 

process; an apparatus; a system; a composition of matter; a computer program product embodied 

on a computer readable storage medium; and/or a processor, such as a processor configured to 

execute instructions stored on and/or provided by a memory coupled to the processor. In this 

specification, these implementations, or any other form that the invention may take, may be 

referred to as techniques. In general, the order of the steps of disclosed processes may be altered 

within the scope of the principles described herein. Unless stated otherwise, a component such as 

a processor or a memory described as being configured to perform a task may be implemented as 

a general component that is temporarily configured to perform the task at a given time or a 

specific component that is manufactured to perform the task. As used herein, the term 'processor' 

refers to one or more devices, circuits, and/or processing cores configured to process data, such 

as computer program instructions. 

[0085] In some examples, a non-transitory computer-readable medium storing computer-readable 

instructions may be provided in accordance with the principles described herein. The 

instructions, when executed by a processor of a computing device, may direct the processor 

and/or computing device to perform one or more operations, including one or more of the 

operations described herein. Such instructions may be stored and/or transmitted using any of a 

variety of known computer-readable media. 

[0086] A non-transitory computer-readable medium as referred to herein may include any non­

transitory storage medium that participates in providing data (e.g., instructions) that may be read 

and/or executed by a computing device (e.g., by a processor of a computing device). For 

example, a non-transitory computer-readable medium may include, but is not limited to, any 

combination of non-volatile storage media and/or volatile storage media. Exemplary non-volatile 

storage media include, but are not limited to, read-only memory, flash memory, a solid-state 

drive, a magnetic storage device (e.g. a hard disk, a floppy disk, magnetic tape, etc.), ferroelectric 

random-access memory ("RAM''), and an optical disc ( e.g., a compact disc, a digital video disc, a 

Blu-ray disc, etc.). Exemplary volatile storage media include, but are not limited to, RAM (e.g., 

dynamic RAM). 

8 Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00141



L0041B 1 CIP2 Specification Clean 

[0087] Fig. IC illustrates an example computing device 50 that may be specifically configured to 

perform one or more of the processes described herein. Any of the systems, microservices, 

computing devices, and/or other components described herein may be implemented by 

computing device 50. 

[0088] As shown in Fig. IC, computing device 50 may include a communication interface 52, a 

processor 54, a storage device 56, and an input/output ("I/O") module 58 communicatively 

connected one to another via a communication infrastructure 60. While an exemplary computing 

device 50 is shown in Fig. IC, the components illustrated in Fig. IC are not intended to be 

limiting. Additional or alternative components may be used in other embodiments. Components 

of computing device 50 shown in Fig. IC will now be described in additional detail. 

[0089] Communication interface 52 may be configured to communicate with one or more 

computing devices. Examples of communication interface 52 include, without limitation, a wired 

network interface (such as a network interface card), a wireless network interface (such as a 

wireless network interface card), a modem, an audio/video connection, and any other suitable 

interface. 

[0090] Processor 54 generally represents any type or form of processing unit capable of 

processing data and/or interpreting, executing, and/or directing execution of one or more of the 

instructions, processes, and/or operations described herein. Processor 54 may perform operations 

by executing computer-executable instructions 62 (e.g., an application, software, code, and/or 

other executable data instance) stored in storage device 56. 

[0091] Storage device 56 may include one or more data storage media, devices, or configurations 

and may employ any type, form, and combination of data storage media and/or device. For 

example, storage device 56 may include, but is not limited to, any combination of the non­

volatile media and/or volatile media described herein. Electronic data, including data described 

herein, may be temporarily and/or permanently stored in storage device 56. For example, data 

representative of computer-executable instructions 62 configured to direct processor 54 to 

perform any of the operations described herein may be stored within storage device 56. In some 

examples, data may be arranged in one or more databases residing within storage device 56. 

[0092] I/O module 58 may include one or more I/O modules configured to receive user input and 

provide user output. I/O module 58 may include any hardware, firmware, software, or 

combination thereof supportive of input and output capabilities. For example, I/O module 58 may 

include hardware and/or software for capturing user input, including, but not limited to, a 

keyboard or keypad, a touchscreen component (e.g., touchscreen display), a receiver (e.g., an RF 

or infrared receiver), motion sensors, and/or one or more input buttons. 
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[0093] I/O module 58 may include one or more devices for presenting output to a user, including, 

but not limited to, a graphics engine, a display (e.g., a display screen), one or more output drivers 

(e.g., display drivers), one or more audio speakers, and one or more audio drivers. In certain 

embodiments, I/O module 58 is configured to provide graphical data to a display for presentation 

to a user. The graphical data may be representative of one or more graphical user interfaces 

and/or any other graphical content as may serve a particular implementation. 

[0094] Fig. 1D illustrates an example implementation 100 of configuration 10. As such, one 

more components shown in Fig. 1D may implement one or more components shown in Fig. IA 

and/or Fig. lB. In particular, implementation 100 illustrates an environment in which activities 

that occur within datacenters are modeled using data platform 12. Using techniques described 

herein, a baseline of datacenter activity can be modeled, and deviations from that baseline can be 

identified as anomalous. Anomaly detection can be beneficial in a security context, a compliance 

context, an asset management context, a DevOps context, and/or any other data analytics context 

as may serve a particular implementation. 

[0095] Two example datacenters (104 and 106) are shown in Fig. 1D, and are associated with 

(e.g., belong to) entities named entity A and entity B, respectively. A datacenter may include 

dedicated equipment (e.g., owned and operated by entity A, or owned/leased by entity A and 

operated exclusively on entity A's behalf by a third party). A datacenter can also include cloud­

based resources, such as infrastructure as a service (IaaS), platform as a service (PaaS), and/or 

software as a service (SaaS) elements. The techniques described herein can be used in 

conjunction with multiple types of datacenters, including ones wholly using dedicated 

equipment, ones that are entirely cloud-based, and ones that use a mixture of both dedicated 

equipment and cloud-based resources. 

[0096] Both datacenter 104 and datacenter 106 include a plurality of nodes, depicted collectively 

as set of nodes 108 and set of nodes 110, respectively, in Fig. 1D. These nodes may implement 

compute assets 16. Installed on each of the nodes are in-server/ in-virtual machine (VM) / 

embedded in IoT device agents (e.g., agent 112), which are configured to collect data and report 

it to data platform 12 for analysis. As described herein, agents may be small, self-contained 

binaries that can be run on any appropriate platforms, including virtualized ones ( and, as 

applicable, within containers). Agents may monitor the nodes on which they execute for a variety 

of different activities, including: connection, process, user, machine, and file activities. Agents 

can be executed in user space, and can use a variety of kernel modules ( e.g., auditd, iptables, 

netfilter, pcap, etc.) to collect data. Agents can be implemented in any appropriate programming 

language, such as C or Golang, using applicable kernel APis. 
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[0097] As described herein, agents can selectively report information to data platform 12 in 

varying amounts of detail and/or with variable frequency. As is also described herein, the data 

collected by agents may be used by data platform 12 to create polygraphs, which are graphs of 

logical entities, connected by behaviors. In some embodiments, agents report information directly 

to data platform 12. In other embodiments, at least some agents provide information to a data 

aggregator, such as data aggregator 114, which in tum provides information to data platform 12. 

The functionality of a data aggregator can be implemented as a separate binary or other 

application (distinct from an agent binary), and can also be implemented by having an agent 

execute in an "aggregator mode" in which the designated aggregator node acts as a Layer 7 proxy 

for other agents that do not have access to data platform 12. Further, a chain of multiple 

aggregators can be used, if applicable ( e.g., with agent 112 providing data to data aggregator 114, 

which in tum provides data to another aggregator (not pictured) which provides data to data 

platform 12). An example way to implement an aggregator is through a program written in an 

appropriate language, such as C or Golang. 

[0098] Use of an aggregator can be beneficial in sensitive environments (e.g., involving financial 

or medical transactions) where various nodes are subject to regulatory or other architectural 

requirements ( e.g., prohibiting a given node from communicating with systems outside of 

datacenter 104). Use of an aggregator can also help to minimize security exposure more 

generally. As one example, by limiting communications with data platform 12 to data aggregator 

114, individual nodes in nodes 108 need not make external network connections (e.g., via 

Internet 124), which can potentially expose them to compromise ( e.g., by other external devices, 

such as device 118, operated by a criminal). Similarly, data platform 12 can provide updates, 

configuration information, etc., to data aggregator 114 (which in tum distributes them to nodes 

108), rather than requiring nodes 108 to allow incoming connections from data platform 12 

directly. 

[0099] Another benefit of an aggregator model is that network congestion can be reduced ( e.g., 

with a single connection being made at any given time between data aggregator 114 and data 

platform 12, rather than potentially many different connections being open between various of 

nodes 108 and data platform 12). Similarly, network consumption can also be reduced (e.g., with 

the aggregator applying compression techniques/bundling data received from multiple agents). 

[00100] One example way that an agent (e.g., agent 112, installed on node 116) can provide 

information to data aggregator 114 is via a REST API, formatted using data serialization 

protocols such as Apache Avro. One example type of information sent by agent 112 to data 

aggregator 114 is status information. Status information may be sent by an agent periodically 

(e.g., once an hour or once any other predetermined amount of time). Alternatively, status 
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information may be sent continuously or in response to occurrence of one or more events. The 

status information may include, but is not limited to, a. an amount of event backlog (in bytes) that 

has not yet been transmitted, b. configuration information, c. any data loss period for which data 

was dropped, d. a cumulative count of errors encountered since the agent started, e. version 

information for the agent binary, and/or f. cumulative statistics on data collection (e.g., number 

of network packets processed, new processes seen, etc.). 

[00101] A second example type of information that may be sent by agent 112 to data aggregator 

114 is event data (described in more detail herein), which may include a UTC timestamp for each 

event. As applicable, the agent can control the amount of data that it sends to the data aggregator 

in each call ( e.g., a maximum of 10MB) by adjusting the amount of data sent to manage the 

conflicting goals of transmitting data as soon as possible, and maximizing throughput. Data can 

also be compressed or uncompressed by the agent (as applicable) prior to sending the data. 

[00102] Each data aggregator may run within a particular customer environment. A data 

aggregator (e.g., data aggregator 114) may facilitate data routing from many different agents 

(e.g., agents executing on nodes 108) to data platform 12. In various embodiments, data 

aggregator 114 may implement a SOCKS 5 caching proxy through which agents can connect to 

data platform 12. As applicable, data aggregator 114 can encrypt (or otherwise obfuscate) 

sensitive information prior to transmitting it to data platform 12, and can also distribute key 

material to agents which can encrypt the information (as applicable). Data aggregator 114 may 

include a local storage, to which agents can upload data (e.g., pcap packets). The storage may 

have a key-value interface. The local storage can also be omitted, and agents configured to 

upload data to a cloud storage or other storage area, as applicable. Data aggregator 114 can, in 

some embodiments, also cache locally and distribute software upgrades, patches, or configuration 

information (e.g., as received from data platform 12). 

[00103] Various examples associated with agent data collection and reporting will now be 

described. 

[00104] In the following example, suppose that a user (e.g., a network administrator) at entity A 

(hereinafter "user A") has decided to begin using the services of data platform 12. In some 

embodiments, user A may access a web frontend (e.g., web app 120) using a computer 126 and 

enrolls ( on behalf of entity A) an account with data platform 12. After enrollment is complete, 

user A may be presented with a set of installers, pre-built and customized for the environment of 

entity A, that user A can download from data platform 12 and deploy on nodes 108. Examples of 

such installers include, but are not limited to, a Windows executable file, an iOS app, a Linux 

package (e.g., .deb or .rpm), a binary, or a container (e.g., a Docker container). When a user (e.g., 

a network administrator) at entity B (hereinafter "user B") also signs up for the services of data 
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platform 12, user B may be similarly presented with a set of installers that are pre-built and 

customized for the environment of entity B. 

[00105] User A deploys an appropriate installer on each of nodes 108 (e.g., with a Windows 

executable file deployed on a Windows-based platform or a Linux package deployed on a Linux 

platform, as applicable). As applicable, the agent can be deployed in a container. Agent 

deployment can also be performed using one or more appropriate automation tools, such as Chef, 

Puppet, Salt, and Ansible. Deployment can also be performed using managed/hosted container 

management/orchestration frameworks such as Kubernetes, Mesos, and/or Docker Swarm. 

[00106] In various embodiments, the agent may be installed in the user space (i.e., is not a kernel 

module), and the same binary is executed on each node of the same type (e.g., all Windows­

based platforms have the same Windows-based binary installed on them). An illustrative function 

of an agent, such as agent 112, is to collect data (e.g., associated with node 116) and report it 

(e.g., to data aggregator 114). Other tasks that can be performed by agents include data 

configuration and upgrading. 

[00107] One approach to collecting data as described herein is to collect virtually all information 

available about a node (and, e.g., the processes running on it). Alternatively, the agent may 

monitor for network connections, and then begin collecting information about processes 

associated with the network connections, using the presence of a network packet associated with 

a process as a trigger for collecting additional information about the process. As an example, if a 

user of node 116 executes an application, such as a calculator application, which does not 

typically interact with the network, no information about use of that application may be collected 

by agent 112 and/ or sent to data aggregator 114. If, however, the user of node 116 executes an 

ssh command (e.g., to ssh from node 116 to node 122), agent 112 may collect information about 

the process and provide associated information to data aggregator 114. In various embodiments, 

the agent may always collect/report information about certain events, such as privilege 

escalation, irrespective of whether the event is associated with network activity. 

[00108] An approach to collecting information (e.g., by an agent) is as follows, and described in 

conjunction with process 200 depicted in Fig. 2A. An agent (e.g., agent 112) monitors its node 

(e.g., node 116) for network activity. One example way that agent 112 can monitor node 116 for 

network activity is by using a network packet capture tool (e.g., listening using libpcap). As 

packets are received (201), the agent obtains and maintains (e.g., in an in-memory cache) 

connection information associated with the network activity (202). Examples of such information 

include DNS query/response, TCP, UDP, and IP information. 

[00109] The agent may also determine a process associated with the network connection (203). 

One example approach is for the agent to use a kernel network diagnostic API (e.g., netlink_diag) 
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to obtain inode/process information from the kernel. Another example approach is for the agent 

to scan using netstat ( e.g., on /proc/net/tcp, /proc/net/tcp6, /proc/net/udp, and /proc/net/udp6) to 

obtain sockets and relate them to processes. Information such as socket state (e.g., whether a 

socket is connected, listening, etc.) can also be collected by the agent. 

[00110] One way an agent can obtain a mapping between a given inode and a process identifier 

is to scan within the /proc/pid directory. For each of the processes currently running, the agent 

examines each of their file descriptors. If a file descriptor is a match for the inode, the agent can 

determine that the process associated with the file descriptor owns the inode. Once a mapping is 

determined between an inode and a process identifier, the mapping is cached. As additional 

packets are received for the connection, the cached process information is used (rather than a new 

search being performed). 

[00111] In some cases, exhaustively scanning for an inode match across every file descriptor 

may not be feasible (e.g., due to CPU limitations). In various embodiments, searching through 

file descriptors is accordingly optimized. User filtering is one example of such an optimization. A 

given socket is owned by a user. Any processes associated with the socket will be owned by the 

same user as the socket. When matching an inode (identified as relating to a given socket) against 

processes, the agent can filter through the processes and only examine the file descriptors of 

processes sharing the same user owner as the socket. In various embodiments, processes owned 

by root are always searched against (e.g., even when user filtering is employed). 

[00112] Another example of an optimization is to prioritize searching the file descriptors of 

certain processes over others. One such prioritization is to search through the subdirectories of 

/proc/ starting with the youngest process. One approximation of such a sort order is to search 

through /proc/ in reverse order (e.g., examining highest numbered processes first). Higher 

numbered processes are more likely to be newer (i.e., not long-standing processes), and thus 

more likely to be associated with new connections (i.e., ones for which inode-process mappings 

are not already cached). In some cases, the most recently created process may not have the 

highest process identifier (e.g., due to the kernel wrapping through process identifiers). 

[00113] Another example prioritization is to query the kernel for an identification of the most 

recently created process and to search in a backward order through the directories in /proc/ ( e.g., 

starting at the most recently created process and working backwards, then wrapping to the 

highest value (e.g., 32768) and continuing to work backward from there). An alternate approach 

is for the agent to keep track of the newest process that it has reported information on (e.g., to 

data aggregator 114), and begin its search of /proc/ in a forward order starting from the PID of 

that process. 
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[00114] Another example prioritization is to maintain, for each user actively using node 116, a 

list of the five (or any other number) most recently active processes. Those processes are more 

likely than other processes (less active, or passive) on node 116 to be involved with new 

connections, and can thus be searched first. For many processes, lower valued file descriptors 

tend to correspond to non-sockets ( e.g., stdin, stdout, stderr). Yet another optimization is to 

preferentially search higher valued file descriptors (e.g., across processes) over lower valued file 

descriptors (that are less likely to yield matches). 

[00115] In some cases, while attempting to locate a process identifier for a given inode, an agent 

may encounter a socket that does not correspond to the inode being matched against and is not 

already cached. The identity of that socket (and its corresponding inode) can be cached, once 

discovered, thus removing a future need to search for that pair. 

[00116] In some cases, a connection may terminate before the agent is able to determine its 

associated process ( e.g., due to a very short-lived connection, due to a backlog in agent 

processing, etc.). One approach to addressing such a situation is to asynchronously collect 

information about the connection using the audit kernel API, which streams information to user 

space. The information collected from the audit API (which can include PID/inode information) 

can be matched by the agent against pcap/inode information. In some embodiments, the audit 

API is always used, for all connections. However, due to CPU utilization considerations, use of 

the audit API can also be reserved for short/otherwise problematic connections (and/or omitted, 

as applicable). 

[00117] Once the agent has determined which process is associated with the network connection 

(203), the agent can then collect additional information associated with the process (204). As will 

be described in more detail below, some of the collected information may include attributes of 

the process ( e.g., a process parent hierarchy, and an identification of a binary associated with the 

process). As will also be described in more detail below, other of the collected information is 

derived (e.g., session summarization data and hash values). 

[00118] The collected information is then transmitted (205), e.g., by an agent (e.g., agent 112) to 

a data aggregator (e.g., data aggregator 114), which in turn provides the information to data 

platform 12. In some embodiments, all information collected by an agent may be transmitted 

(e.g., to a data aggregator and/or to data platform 12). In other embodiments, the amount of data 

transmitted may be minimized (e.g., for efficiency reasons), using various techniques. 

[00119] One approach to minimizing the amount of data flowing from agents (such as agents 

installed on nodes 108) to data platform 12 is to use a technique of implicit references with 

unique keys. The keys can be explicitly used by data platform 12 to extract/derive relationships, 

as necessary, in a data set at a later time, without impacting performance. 
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[00120] As previously mentioned, some data collected about a process is constant and does not 

change over the lifetime of the process (e.g., attributes), and some data changes (e.g., statistical 

information and other variable information). Constant data can be transmitted (210) once, when 

the agent first becomes aware of the process. And, if any changes to the constant data are 

detected (e.g., a process changes its parent), a refreshed version of the data can be transmitted 

(210) as applicable. 

[00121] In some examples, an agent may collect variable data (e.g., data that may change over 

the lifetime of the process). In some examples, variable data can be transmitted (210) at periodic 

(or other) intervals. Alternatively, variable data may be transmitted in substantially real time as it 

is collected. In some examples, the variable data may indicate a thread count for a process, a total 

virtual memory used by the process, the total resident memory used by the process, the total time 

spent by the process executing in user space, and/or the total time spent by the process executing 

in kernel space. In some examples, the data may include a hash that may be used within data 

platform 12 to join process creation time attributes with runtime attributes to construct a full 

dataset. 

[00122] Below are additional examples of data that an agent, such as agent 112, can collect and 

provide to data platform 12. 

[00123] 1. User Data 

[00124] Core User Data: user name, UID (user ID), primary group, other groups, home directory. 

[00125] Failed Login Data: IP address, hostname, username, count. 

[00126] User Login Data: user name, hostname, IP address, start time, TTY (terminal), UID 

(user ID), GID (group ID), process, end time. 

[00127] 2. Machine Data 

[00128] Dropped Packet Data: source IP address, destination IP address, destination port, 

protocol, count. 

[00129] Machine Data: hostname, domain name, architecture, kernel, kernel release, kernel 

version, OS, OS version, OS description, CPU, memory, model number, number of cores, last 

boot time, last boot reason, tags (e.g., Cloud provider tags such as AWS, GCP, or Azure tags), 

default router, interface name, interface hardware address, interface IP address and mask, 

promiscuous mode. 

[00130] 3. Network Data 

[00131] Network Connection Data: source IP address, destination IP address, source port, 

destination port, protocol, start time, end time, incoming and outgoing bytes, source process, 

destination process, direction of connection, histograms of packet length, inter packet delay, 

session lengths, etc. 
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[00132] Listening Ports in Server: source IP address, port number, protocol, process. 

[00133] Dropped Packet Data: source IP address, destination IP address, destination port, 

protocol, count. 

[00134] Arp Data: source hardware address, source IP address, destination hardware address, 

destination IP address. 

[00135] DNS Data: source IP address, response code, response string, question (request), packet 

length, final answer (response). 

[00136] 4. Application Data 

[00137] Package Data: exe path, package name, architecture, version, package path, checksums 

(MD5, SHA-1, SHA-256), size, owner, owner ID. 

[00138] Application Data: command line, PID (process ID), start time, UID (user ID), EUID 

(effective UID), PPID (parent process ID), PGID (process group ID), SID (session ID), exe path, 

usemame, container ID. 

[00139] 5. Container Data 

[00140] Container Image Data: image creation time, parent ID, author, container type, repo, 

(AWS) tags, size, virtual size, image version. 

[00141] Container Data: container start time, container type, container name, container ID, 

network mode, privileged, PID mode, IP addresses, listening ports, volume map, process ID. 

[00142] 6. File Data 

[00143] File path, file data hash, symbolic links, file creation data, file change data, file 

metadata, file mode. 

[00144] As mentioned above, an agent, such as agent 112, can be deployed in a container ( e.g., a 

Docker container), and can also be used to collect information about containers. Collection about 

a container can be performed by an agent irrespective of whether the agent is itself deployed in a 

container or not (as the agent can be deployed in a container running in a privileged mode that 

allows for monitoring). 

[00145] Agents can discover containers ( e.g., for monitoring) by listening for container create 

events ( e.g., provided by Docker), and can also perform periodic ordered discovery scans to 

determine whether containers are running on a node. When a container is discovered, the agent 

can obtain attributes of the container, e.g., using standard Docker API calls (e.g., to obtain IP 

addresses associated with the container, whether there's a server running inside, what port it is 

listening on, associated PIDs, etc.). Information such as the parent process that started the 

container can also be collected, as can information about the image (which comes from the 

Docker repository). 
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[00146] In various embodiments, agents may use namespaces to determine whether a process is 

associated with a container. Namespaces are a feature of the Linux kernel that can be used to 

isolate resources of a collection of processes. Examples of namespaces include process ID (PID) 

namespaces, network namespaces, and user namespaces. Given a process, the agent can perform 

a fast lookup to determine whether the process is part of the namespace the container claims to be 

its namespace. 

[00147] As mentioned, agents can be configured to report certain types of information (e.g., 

attribute information) once, when the agent first becomes aware of a process. In various 

embodiments, such static information is not reported again (or is reported once a day, every 

twelve hours, etc.), unless it changes (e.g., a process changes its parent, changes its owner, or a 

SHA-1 of the binary associated with the process changes). 

[00148] In contrast to static/attribute information, certain types of data change constantly ( e.g., 

network-related data). In various embodiments, agents are configured to report a list of current 

connections every minute (or other appropriate time interval). In that connection list will be 

connections that started in that minute interval, connections that ended in that minute interval, 

and connections that were ongoing throughout the minute interval (e.g., a one minute slice of a 

one hour connection). 

[00149] In various embodiments, agents are configured to collect/compute statistical information 

about connections ( e.g., at the one minute level of granularity and or at any other time interval). 

Examples of such information include, for the time interval, the number of bytes transferred, and 

in which direction. Another example of information collected by an agent about a connection is 

the length of time between packets. For connections that span multiple time intervals (e.g., a 

seven minute connection), statistics may be calculated for each minute of the connection. Such 

statistical information (for all connections) can be reported (e.g., to a data aggregator) once a 

minute. 

[00150] In various embodiments, agents are also configured to maintain histogram data for a 

given network connection, and provide the histogram data (e.g., in the Apache Avro data 

exchange format) under the Connection event type data. Examples of such histograms include: 1. 

a packet length histogram (packet_len_hist), which characterizes network packet distribution; 2. 

a session length histogram (session_len_hist), which characterizes a network session length; 3. a 

session time histogram (session_time_hist), which characterizes a network session time; and 4. a 

session switch time histogram (session _switch _time_ hist), which characterizes network session 

switch time (i.e., incoming->outgoing and vice versa). For example, histogram data may include 

one or more of the following fields: 1. count, which provides a count of the elements in the 

sampling; 2. sum, which provides a sum of elements in the sampling; 3. max, which provides the 
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highest value element in the sampling; 4. std_dev, which provides the standard deviation of 

elements in the sampling; and 5. buckets, which provides a discrete sample bucket distribution of 

sampling data (if applicable). 

[00151] For some protocols (e.g., HTTP), typically, a connection is opened, a string is sent, a 

string is received, and the connection is closed. For other protocols (e.g., NFS), both sides of the 

connection engage in a constant chatter. Histograms allow data platform 12 to model application 

behavior (e.g., using machine learning techniques), for establishing baselines, and for detecting 

deviations. As one example, suppose that a given HTTP server typically sends/receives 1,000 

bytes (in each direction) whenever a connection is made with it. If a connection generates 500 

bytes of traffic, or 2,000 bytes of traffic, such connections would be considered within the typical 

usage pattern of the server. Suppose, however, that a connection is made that results in lOG of 

traffic. Such a connection is anomalous and can be flagged accordingly. 

[00152] Returning to Fig. lD, as previously mentioned, data aggregator 114 may be configured 

to provide information (e.g., collected from nodes 108 by agents) to data platform 12. Data 

aggregator 128 may be similarly configured to provide information to data platform 12. As 

shown in Fig. ID, both aggregator 114 and aggregator 128 may connect to a load balancer 130, 

which accepts connections from aggregators (and/or as applicable, agents), as well as other 

devices, such as computer 126 ( e.g., when it communicates with web app 120), and supports fair 

balancing. In various embodiments, load balancer 130 is a reverse proxy that load balances 

accepted connections internally to various microservices (described in more detail below), 

allowing for services provided by data platform 12 to scale up as more agents are added to the 

environment and/or as more entities subscribe to services provided by data platform 12. Example 

ways to implement load balancer 130 include, but are not limited to, using HaProxy, using nginx, 

and using elastic load balancing (ELB) services made available by Amazon. 

[00153] Agent service 132 is a microservice that is responsible for accepting data collected from 

agents (e.g., provided by aggregator 114). In various embodiments, agent service 132 uses a 

standard secure protocol, such as HTTPS to communicate with aggregators (and as applicable 

agents), and receives data in an appropriate format such as Apache Avro. When agent service 

132 receives an incoming connection, it can perform a variety of checks, such as to see whether 

the data is being provided by a current customer, and whether the data is being provided in an 

appropriate format. If the data is not appropriately formatted (and/or is not provided by a current 

customer), it may be rejected. 

[00154] If the data is appropriately formatted, agent service 132 may facilitate copying the 

received data to a streaming data stable storage using a streaming service ( e.g., Amazon Kinesis 

and/or any other suitable streaming service. Once the ingesting into the streaming service is 
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complete, service 132 may send an acknowledgement to the data provider (e.g., data aggregator 

114). If the agent does not receive such an acknowledgement, it is configured to retry sending the 

data to data platform 12. One way to implement agent service 132 is as a REST API server 

framework (e.g., Java DropWizard), configured to communicate with Kinesis (e.g., using a 

Kinesis library). 

[00155] In various embodiments, data platform 12 uses one or more streams (e.g., Kinesis 

streams) for all incoming customer data (e.g., including data provided by data aggregator 114 and 

data aggregator 128), and the data is sharded based on the node (also referred to herein as a 

"machine") that originated the data (e.g., node 116 vs. node 122), with each node having a 

globally unique identifier within data platform 12. Multiple instances of agent service 132 can 

write to multiple shards. 

[00156] Kinesis is a streaming service with a limited period (e.g., 1-7 days). To persist data 

longer than a day, the data may be copied to long term storage 42 (e.g., S3). Data loader 136 is a 

microservice that is responsible for picking up data from a data stream (e.g., a Kinesis stream) 

and persisting it in long term storage 42. In one example embodiment, files collected by data 

loader 136 from the Kinesis stream are placed into one or more buckets, and segmented using a 

combination of a customer identifier and time slice. Given a particular time segment, and a given 

customer identifier, the corresponding file (stored in long term storage) contains five minutes (or 

another appropriate time slice) of data collected at that specific customer from all of the 

customer's nodes. Data loader 136 can be implemented in any appropriate programming 

language, such as Java or C, and can be configured to use a Kinesis library to interface with 

Kinesis. In various embodiments, data loader 136 uses the Amazon Simple Queue Service (SQS) 

(e.g., to alert DB loader 140 that there is work for it to do). 

[00157] DB loader 140 is a microservice that is responsible for loading data into an appropriate 

data store 30, such as SnowflakeDB or Amazon Redshift, using individual per-customer 

databases. In particular, DB loader 140 is configured to periodically load data into a set of raw 

tables from files created by data loader 136 as per above. DB loader 140 manages throughput, 

errors, etc., to make sure that data is loaded consistently and continuously. Further, DB loader 

140 can read incoming data and load into data store 30 data that is not already present in tables of 

data store 30 (also referred to herein as a database). DB loader 140 can be implemented in any 

appropriate programming language, such as Java or C, and an SQL framework such as j OOQ 

( e.g., to manage SQ Ls for insertion of data), and SQL/JDBC libraries. In some examples, DB 

loader 140 may use Amazon S3 and Amazon Simple Queue Service (SQS) to manage files being 

transferred to and from data store 30. 
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[00158] Customer data included in data store 30 can be augmented with data from additional data 

sources, such as A WS Cloud Trail and/or other types of external tracking services. To this end, 

data platform may include a tracking service analyzer 144, which is another microservice. 

Tracking service analyzer 144 may pull data from an external tracking service (e.g., Amazon 

CloudTrail) for each applicable customer account, as soon as the data is available. Tracking 

service analyzer 144 may normalize the tracking data as applicable, so that it can be inserted into 

data store 30 for later querying/analysis. Tracking service analyzer 144 can be written in any 

appropriate programming language, such as Java or C. Tracking service analyzer 144 also makes 

use of SQL/JDBC libraries to interact with data store 30 to insert/query data. 

[00159] As described herein, data platform 12 can model activities that occur within datacenters, 

such as datacenters 104 and 106. The model may be stable over time, and differences, even 

subtle ones (e.g., between a current state of the datacenter and the model) can be surfaced. The 

ability to surface such anomalies can be particularly beneficial in datacenter environments where 

rogue employees and/or external attackers may operate slowly (e.g., over a period of months), 

hoping that the elastic nature of typical resource use (e.g., virtualized servers) will help conceal 

their nefarious activities. 

[00160] Using techniques described herein, data platform 12 can automatically discover entities 

(which may implement compute assets 16) deployed in a given datacenter. Examples of entities 

include workloads, applications, processes, machines, virtual machines, containers, files, IP 

addresses, domain names, and users. The entities may be grouped together logically (into 

analysis groups) based on behaviors, and temporal behavior baselines can be established. In 

particular, using techniques described herein, periodic graphs can be constructed (also referred to 

herein as polygraphs), in which the nodes are applicable logical entities, and the edges represent 

behavioral relationships between the logical entities in the graph. Baselines can be created for 

every node and edge. 

[00161] Communication (e.g., between applications/nodes) is one example of a behavior. A 

model of communications between processes is an example of a behavioral model. As another 

example, the launching of applications is another example of a behavior that can be modeled. 

The baselines may be periodically updated (e.g., hourly) for every entity. Additionally or 

alternatively, the baselines may be continuously updated in substantially real-time as data is 

collected by agents. Deviations from the expected normal behavior can then be detected and 

automatically reported (e.g., as anomalies or threats detected). Such deviations may be due to a 

desired change, a misconfiguration, or malicious activity. As applicable, data platform 12 can 

score the detected deviations (e.g., based on severity and threat posed). Additional examples of 

analysis groups include models of machine communications, models of privilege changes, and 
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models of insider behaviors (monitoring the interactive behavior of human users as they operate 

within the datacenter). 

[00162] Two example types of information collected by agents are network level information and 

process level information. As previously mentioned, agents may collect information about every 

connection involving their respective nodes. And, for each connection, information about both 

the server and the client may be collected (e.g., using the connection-to-process identification 

techniques described above). DNS queries and responses may also be collected. The DNS query 

information can be used in logical entity graphing ( e.g., collapsing many different IP addresses to 

a single service - e.g., s3.amazon.com). Examples of process level information collected by 

agents include attributes (user ID, effective user ID, and command line). Information such as 

what user/application is responsible for launching a given process and the binary being executed 

(and its SHA-256 values) may also be provided by agents. 

[00163] The dataset collected by agents across a datacenter can be very large, and many 

resources (e.g., virtual machines, IP addresses, etc.) are recycled very quickly. For example, an 

IP address and port number used at a first point in time by a first process on a first virtual 

machine may very rapidly be used ( e.g., an hour later) by a different process/virtual machine. 

[00164] A dataset (and elements within it) can be considered at both a physical level, and a 

logical level, as illustrated in Fig. 2B. In particular, Fig. 2B illustrates an example 5-tuple of data 

210 collected by an agent, represented physically (216) and logically (217). The 5-tuple includes 

a source address 211, a source port 212, a destination address 213, a destination port 214, and a 

protocol 215. In some cases, port numbers (e.g., 212,214) may be indicative of the nature of a 

connection (e.g., with certain port usage standardized). However, in many cases, and in particular 

in datacenters, port usage is ephemeral. For example, a Docker container can listen on an 

ephemeral port, which is unrelated to the service it will run. When another Docker container 

starts (for the same service), the port may well be different. Similarly, particularly in a virtualized 

environment, IP addresses may be recycled frequently (and are thus also potentially ephemeral) 

or could be NATed, which makes identification difficult. 

[00165] A physical representation of the 5-tuple is depicted in region 216. A process 218 

( executing on machine 219) has opened a connection to machine 220. In particular, process 218 

is in communication with process 221. Information such as the number of packets exchanged 

between the two machines over the respective ports can be recorded. 

[00166] As previously mentioned, in a datacenter environment, portions of the 5-tuple may 

change - potentially frequently - but still be associated with the same behavior. Namely, one 

application (e.g., Apache) may frequently be in communication with another application (e.g., 

Oracle), using ephemeral datacenter resources. Further, either/both of Apache and Oracle may be 
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multi-homed. This can lead to potentially thousands of 5-tuples (or more) that all correspond to 

Apache communicating with Oracle within a datacenter. For example, Apache could be executed 

on a single machine, and could also be executed across fifty machines, which are variously spun 

up and down (with different IP addresses each time). An alternate representation of the 5-tuple of 

data 210 is depicted in region 217, and is logical. The logical representation of the 5-tuple 

aggregates the 5-tuple (along with other connections between Apache and Oracle having other 5-

tuples) as logically representing the same connection. By aggregating data from raw physical 

connection information into logical connection information, using techniques described herein, a 

size reduction of six orders of magnitude in the data set can be achieved. 

[00167] Fig. 2C depicts a portion of a logical polygraph. Suppose a datacenter has seven 

instances of the application update_engine 225, executing as seven different processes on seven 

different machines, having seven different IP addresses, and using seven different ports. The 

instances ofupdate_engine variously communicate with update.core-os.net 226, which may have 

a single IP address or many IP addresses itself, over the one hour time period represented in the 

polygraph. In the example shown in Fig. 2C, update_engine is a client, connecting to the server 

update.core-os.net, as indicated by arrow 228. 

[00168] Behaviors of the seven processes are clustered together, into a single summary. As 

indicated in region 227, statistical information about the connections is also maintained (e.g., 

number of connections, histogram information, etc.). A polygraph such as is depicted in Fig. 2C 

can be used to establish a baseline of behavior (e.g., at the one-hour level), allowing for the 

future detection of deviations from that baseline. As one example, suppose that statistically an 

update_ engine instance transmits data at 11 bytes per second. If an instance were instead to 

transmit data at 1000 bytes per second, such behavior would represent a deviation from the 

baseline and could be flagged accordingly. Similarly, changes that are within the baseline (e.g., 

an eighth instance of update_ engine appears, but otherwise behaves as the other instances; or one 

of the seven instances disappears) are not flagged as anomalous. Further, datacenter events, such 

as failover, autobalancing, and A-B refresh are unlikely to trigger false alarms in a polygraph, as 

at the logical level, the behaviors remain the same. 

[00169] In various embodiments, polygraph data is maintained for every application in a 

datacenter, and such polygraph data can be combined to make a single datacenter view across all 

such applications. Fig. 2D illustrates a portion of a polygraph for a service that evidences more 

complex behaviors than are depicted in Fig. 2C. In particular, Fig. 2D illustrates the behaviors of 

S3 as a service (as used by a particular customer datacenter). Clients within the datacenter 

variously connect to the S3 service using one of five fully qualified domains (listed in region 

230). Contact with any of the domains is aggregated as contact with S3 (as indicated in region 
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231). Depicted in region 232 are various containers which (as clients) connect with S3. Other 

containers (which do not connect with S3) are not included. As with the polygraph portion 

depicted in Fig. 2C, statistical information about the connections is known and summarized, such 

as the number of bytes transferred, histogram information, etc. 

[00170] Fig. 2E illustrates a communication polygraph for a datacenter. In particular, the 

polygraph indicates a one hour summary of approximately 500 virtual machines, which 

collectively run one million processes, and make 100 million connections in that hour. As 

illustrated in Fig. 2E, a polygraph represents a drastic reduction in size ( e.g., from tracking 

information on 100 million connections in an hour, to a few hundred nodes and a few hundred 

edges). Further, as a datacenter scales up (e.g., from using 10 virtual machines to 100 virtual 

machines as the datacenter uses more workers to support existing applications), the polygraph for 

the datacenter will tend to stay the same size (with the 100 virtual machines clustering into the 

same nodes that the 10 virtual machines previously clustered into). As new applications are 

added into the datacenter, the polygraph may automatically scale to include behaviors involving 

those applications. 

[00171] In the particular polygraph shown in Fig. 2E, nodes generally correspond to workers, 

and edges correspond to communications the workers engage in (with connection activity being 

the behavior modeled in polygraph 235). Another example polygraph could model other 

behavior, such as application launching. The communications graphed in Fig. 2E include traffic 

entering the datacenter, traffic exiting the datacenter, and traffic that stays wholly within the 

datacenter (e.g., traffic between workers). One example of a node included in polygraph 235 is 

the sshd application, depicted as node 236. As indicated in Fig. 2E, 421 instances of sshd were 

executing during the one hour time period of data represented in polygraph 235. As indicated in 

region 237, nodes within the datacenter communicated with a total of 1349 IP addresses outside 

of the datacenter (and not otherwise accounted for, e.g., as belonging to a service such as 

Amazon AWS 238 or Slack 239). 

[00172] In the following examples, suppose that user B, an administrator of datacenter 106, is 

interacting with data platform 12 to view visualizations of polygraphs in a web browser (e.g., as 

served to user B via web app 120). One type of polygraph user B can view is an application­

communication polygraph, which indicates, for a given one hour window ( or any other suitable 

time interval), which applications communicated with which other applications. Another type of 

polygraph user B can view is an application launch polygraph. User B can also view graphs 

related to user behavior, such as an insider behavior graph which tracks user connections (e.g., to 

internal and external applications, including chains of such behavior), a privilege change graph 
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which tracks how privileges change between processes, and a user login graph, which tracks 

which (logical) machines a user logs into. 

[00173] Fig. 2F illustrates an example of an application-communication polygraph for a 

datacenter ( e.g., datacenter 106) for the one hour period of 9am-l 0am on June 5. The time slice 

currently being viewed is indicated in region 240. If user B clicks his mouse in region 241, user 

B will be shown a representation of the application-communication polygraph as generated for 

the following hour (lOam-1 lam on June 5). 

[00174] Fig. 2G depicts what is shown in user B's browser after he has clicked on region 241, 

and has further clicked on region 242. The selection in region 242 turns on and off the ability to 

compare two time intervals to one another. User B can select from a variety of options when 

comparing the 9am-10am and lOam-1 lam time intervals. By clicking region 248, user B will be 

shown the union of both graphs (i.e., any connections that were present in either time interval). 

By clicking region 249, user B will be shown the intersection of both graphs (i.e., only those 

connections that were present in both time intervals). 

[00175] As shown in Fig. 2G, user B has elected to click on region 250, which depicts 

connections that are only present in the 9am-10am polygraph in a first color 251, and depicts 

connections that are only present in the l0am-1 lam polygraph in a second color 252. 

Connections present in both polygraphs are omitted from display. As one example, in the 9am-

10am polygraph (corresponding to connections made during the 9am-10am time period at 

datacenter 106), a connection was made by a server to sshd (253) and also to systemd (254). Both 

of those connections ended prior to 10am and are thus depicted in the first color. As another 

example, in the l0am-1 lam polygraph (corresponding to connections made during the lOam-

1 lam time period at datacenter 106), a connection was made from a known bad external IP to 

nginx (255). The connection was not present during the 9am-10am time slice and thus is depicted 

in the second color. As yet another example, two different connections were made to a Slack 

service between 9am and 11am. However, the first was made by a first client during the 9am-

10am time slice (256) and the second was made by a different client during the l0am-1 lam slice 

(257), and so the two connections are depicted respectively in the first and second colors and 

blue. 

[00176] Returning to the polygraph depicted in Fig. 2F, suppose user B enters "etcd" into the 

search box located in region 244. User B will then be presented with the interface illustrated in 

Fig. 2H. As shown in Fig. 2H, three applications containing the term "etcd" were engaged in 

communications during the 9am-10am window. One application is etcdctl, a command line client 

for etcd. As shown in Fig. 2H, a total of three different etcdctl processes were executed during 

the 9am-1 0am window, and were clustered together (260). Fig. 2H also depicts two different 
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clusters that are both named etcd2. The first cluster includes (for the 9am-1 0am window) five 

members (261) and the second cluster includes (for the same window) eight members (262). The 

reason for these two distinct clusters is that the two groups of applications behave differently 

(e.g., they exhibit two distinct sets of communication patterns). Specifically, the instances of 

etcd2 in cluster 261 only communicate with locksmithctl (263) and other etcd2 instances (in both 

clusters 261 and 262). The instances of etcd2 in cluster 262 communicate with additional entities, 

such as etcdctl and Docker containers. As desired, user B can click on one of the clusters ( e.g., 

cluster 261) and be presented with summary information about the applications included in the 

cluster, as is shown in Fig. 21 (e.g., in region 265). User B can also double click on a given 

cluster (e.g., cluster 261) to see details on each of the individual members of the cluster broken 

out. 

[00177] Suppose user B now clicks on region 245 of the interface shown in Fig. 2F. User B will 

then be shown an application launch polygraph. Launching an application is another example of 

a behavior. The launch polygraph models how applications are launched by other applications. 

Fig. 2J illustrates an example of a portion of a launch polygraph. In particular, user B has typed 

"find" into region 266, to see how the "find" application is being launched. As shown in Fig. 2J, 

in the launch polygraph for the lOam-1 lam time period, find applications (267) are always 

launched by bash (268), which is in tum always launched by systemd (269). If find is launched 

by a different application, this would be anomalous behavior. 

[00178] Fig. 2K illustrates another example of a portion of an application launch polygraph. In 

Fig. 2K, user B has searched (270) for "python ma" to see how "python marathon_lb" (271) is 

launched. As shown in Fig. 2K, in each case (during the one hour time slice of l0am-1 lam), 

python marathon _lb is launched as a result of a chain of the same seven applications each time. If 

python marathon _lb is ever launched in a different manner, this indicates anomalous behavior. 

The behavior could be indicative of malicious activities, but could also be due to other reasons, 

such as a misconfiguration, a performance-related issue, and/or a failure, etc. 

[00179] Suppose user B now clicks on region 246 of the interface shown in Fig. 2F. User B will 

then be shown an insider behavior graph. The insider behavior graph tracks information about 

behaviors such as processes started by a user interactively using protocols such as ssh or telnet, 

and any processes started by those processes. As one example, suppose an administrator logs into 

a first virtual machine in datacenter 106 ( e.g., using sshd via an external connection he makes 

from a hotel), using a first set of credentials (e.g., first.last@example.com and an appropriate 

password). From the first virtual machine, the administrator connects to a second virtual machine 

(e.g., using the same credentials), then uses the sudo command to change identities to those of 

another user, and then launches a program. graphs built by data platform 12 can be used to 
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associate the administrator with each of his actions, including launching the program using the 

identity of another user. 

[00180] Fig. 2L illustrates an example of a portion of an insider behavior graph. In particular, in 

Fig. 2L, user B is viewing a graph that corresponds to the time slice of 3pm-4pm on June 1. Fig. 

2L illustrates the internal/external applications that users connected to during the one hour time 

slice. If a user typically communicates with particular applications, that information will become 

part of a baseline. If the user deviates from his baseline behavior ( e.g., using new applications, or 

changing privilege in anomalous ways), such anomalies can be surfaced. 

[00181] Fig. 2M illustrates an example of a portion of a privilege change graph, which identifies 

how privileges are changed between processes. Typically, when a user launches a process (e.g., 

"ls"), the process inherits the same privileges that the user has. And, while a process can have 

fewer privileges than the user (i.e., go down in privilege), it is rare (and generally undesirable) 

for a user to escalate in privilege. Information included in the privilege change graph can be 

determined by examining the parent of each running process, and determining whether there is a 

match in privilege between the parent and the child. If the privileges are different, a privilege 

change has occurred (whether a change up or a change down). The application ntpd is one rare 

example of a scenario in which a process escalates (272) to root, and then returns back (273). The 

sudo command is another example ( e.g., used by an administrator to temporarily have a higher 

privilege). As with the other examples, ntpd's privilege change actions, and the legitimate actions 

of various administrators (e.g., using sudo) will be incorporated into a baseline model by data 

platform 12. When deviations occur, such as where a new application that is not ntpd escalates 

privilege, or where an individual that has not previously/does not routinely use sudo does so, 

such behaviors can be identified as anomalous. 

[00182] Fig. 2N illustrates an example of a portion of a user login graph, which identifies which 

users log into which logical nodes. Physical nodes (whether bare metal or virtualized) are 

clustered into a logical machine cluster, for example, using yet another graph, a machine-server 

graph, an example of which is shown in Fig. 20. For each machine, a determination is made as to 

what type of machine it is, based on what kind(s) of workflows it runs. As one example, some 

machines run as master nodes (having a typical set ofworkflows they run, as master nodes) and 

can thus be clustered as master nodes. Worker nodes are different from master nodes, for 

example, because they run Docker containers, and frequently change as containers move around. 

Worker nodes can similarly be clustered. 

[00183] As previously mentioned, the polygraph depicted in Fig. 2E corresponds to activities in a 

datacenter in which, in a given hour, approximately 500 virtual machines collectively run one 

million processes, and make 100 million connections in that hour. The polygraph represents a 
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drastic reduction in size ( e.g., from tracking information on I 00 million connections in an hour, 

to a few hundred nodes and a few hundred edges). Using techniques described herein, such a 

polygraph can be constructed (e.g., using commercially available computing infrastructure) in 

less than an hour (e.g., within a few minutes). Thus, ongoing hourly snapshots of a datacenter can 

be created within a two hour moving window (i.e., collecting data for the time period 8am-9am, 

while also generating a snapshot for the time previous time period 7am-8am). The following 

describes various example infrastructure that can be used in polygraph construction, and also 

describes various techniques that can be used to construct polygraphs. 

[00184] Returning to Fig. ID, embodiments of data platform 12 may be built using any suitable 

infrastructure as a service (IaaS) (e.g., AWS). For example, data platform 12 can use Simple 

Storage Service (S3) for data storage, Key Management Service (KMS) for managing secrets, 

Simple Queue Service (SQS) for managing messaging between applications, Simple Email 

Service (SES) for sending emails, and Route 53 for managing DNS. Other infrastructure tools 

can also be used. Examples include: orchestration tools (e.g., Kubemetes or Mesas/Marathon), 

service discovery tools (e.g., Mesos-DNS), service load balancing tools (e.g., marathon-LB), 

container tools (e.g., Docker or rkt), log/metric tools (e.g., collectd, fluentd, kibana, etc.), big data 

processing systems (e.g., Spark, Hadoop, AWS Redshift, Snowflake etc.), and distributed key 

value stores ( e.g., Apache Zookeeper or etcd2). 

[00185] As previously mentioned, in various embodiments, data platform 12 may make use of a 

collection of microservices. Each microservice can have multiple instances, and may be 

configured to recover from failure, scale, and distribute work amongst various such instances, as 

applicable. For example, microservices are auto-balancing for new instances, and can distribute 

workload if new instances are started or existing instances are terminated. In various 

embodiments, microservices may be deployed as self-contained Docker containers. A Mesos­

Marathon or Spark framework can be used to deploy the microservices (e.g., with Marathon 

monitoring and restarting failed instances of microservices as needed). The service etcd2 can be 

used by microservice instances to discover how many peer instances are running, and used for 

calculating a hash-based scheme for workload distribution. Microservices may be configured to 

publish various health/status metrics to either an SQS queue, or etcd2, as applicable. In some 

examples, Amazon DynamoDB can be used for state management. 

[00186] Additional information on various microservices used in embodiments of data platform 

12 is provided below. 

[00187] Graph generator 146 is a microservice that may be responsible for generating raw 

behavior graphs on a per customer basis periodically ( e.g., once an hour). In particular, graph 

generator 146 may generate graphs of entities (as the nodes in the graph) and activities between 
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entities (as the edges). In various embodiments, graph generator 146 also performs other 

functions, such as aggregation, enrichment (e.g., geolocation and threat), reverse DNS resolution, 

TF-IDF based command line analysis for command type extraction, parent process tracking, etc. 

[00188] Graph generator 146 may perform joins on data collected by the agents, so that both 

sides of a behavior are linked. For example, suppose a first process on a first virtual machine 

(e.g., having a first IP address) communicates with a second process on a second virtual machine 

(e.g., having a second IP address). Respective agents on the first and second virtual machines 

may each report information on their view of the communication (e.g., the PID of their respective 

processes, the amount of data exchanged and in which direction, etc.). When graph generator 

performs a join on the data provided by both agents, the graph will include a node for each of the 

processes, and an edge indicating communication between them (as well as other information, 

such as the directionality of the communication - i.e., which process acted as the server and 

which as the client in the communication). 

[00189] In some cases, connections are process to process (e.g., from a process on one virtual 

machine within the cloud environment associated with entity A to another process on a virtual 

machine within the cloud environment associated with entity A). In other cases, a process may be 

in communication with a node (e.g., outside of entity A) which does not have an agent deployed 

upon it. As one example, a node within entity A might be in communication with node 172, 

outside of entity A In such a scenario, communications with node 172 are modeled (e.g., by 

graph generator 146) using the IP address of node 172. Similarly, where a node within entity A 

does not have an agent deployed upon it, the IP address of the node can be used by graph 

generator in modeling. 

[00190] Graphs created by graph generator 146 may be written to data store 30 and cached for 

further processing. A graph may be a summary of all activity that happened in a particular time 

interval. As each graph corresponds to a distinct period of time, different rows can be aggregated 

to find summary information over a larger timestamp. In some examples, picking two different 

graphs from two different timestamps can be used to compare different periods. If necessary, 

graph generator can parallelize its workload ( e.g., where its backlog cannot otherwise be handled 

within a particular time period, such as an hour, or if is required to process a graph spanning a 

long time period). 

[00191] Graph generator 146 can be implemented in any appropriate programming language, 

such as Java or C, and machine learning libraries, such as Spark's MLLib. Example ways that 

graph generator computations can be implemented include using SQL or Map-R, using Spark or 

Hadoop. 
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[00192] SSH tracker 148 is a microservice that may be responsible for following ssh connections 

and process parent hierarchies to determine trails of user ssh activity. Identified ssh trails are 

placed by the SSH tracker 148 into data store 30 and cached for further processing. 

[00193] SSH tracker 148 can be implemented in any appropriate programming language, such as 

Java or C, and machine libraries, such as Spark's MLLib. Example ways that SSH tracker 

computations can be implemented include using SQL or Map-R, using Spark or Hadoop. 

[00194] Threat aggregator 150 is a microservice that may be responsible for obtaining third party 

threat information from various applicable sources, and making it available to other micro­

services. Examples of such information include reverse DNS information, GeoIP information, 

lists of known bad domains/IP addresses, lists of known bad files etc. As applicable, the threat 

information is normalized before insertion into data store 30. Threat aggregator 150 can be 

implemented in any appropriate programming language, such as Java or C, using SQL/JDBC 

libraries to interact with data store 30 (e.g., for insertions and queries). 

[00195] Scheduler 152 is a microservice that may act as a scheduler and that may run arbitrary 

jobs organized as a directed graph. In some examples, scheduler 152 ensures that all jobs for all 

customers are able to run during at a given time interval (e.g., every hour). Scheduler 152 may 

handle errors and retrying for failed jobs, track dependencies, manage appropriate resource 

levels, and/or scale jobs as needed. Scheduler 152 can be implemented in any appropriate 

programming language, such as Java or C. A variety of components can also be used, such as 

open source scheduler frameworks ( e.g., Airflow), or A WS services ( e.g., the A WS Data 

pipeline) which can be used for managing schedules. 

[00196] Graph Behavior Modeler (GBM) 154 is a microservice that may compute polygraphs. In 

particular, GBM 154 can be used to find clusters of nodes in a graph that should be considered 

similar based on some set of their properties and relationships to other nodes. As described 

herein, the clusters and their relationships can be used to provide visibility into a datacenter 

environment without requiring user specified labels. GBM 154 may track such clusters over time 

persistently, allowing for changes to be detected and alerts to be generated. 

[00197] GBM 154 may take as input a raw graph (e.g., as generated by graph generator 146). 

Nodes are actors of a behavior, and edges are the behavior relationship itself For example, in the 

case of communication, example actors include processes, which communicate with other 

processes. The GBM 154 clusters the raw graph based on behaviors of actors and produces a 

summary (the polygraph). The polygraph summarizes behavior at a datacenter level. The GBM 

also produces "observations" that represent changes detected in the datacenter. Such observations 

may be based on differences in cumulative behavior ( e.g., the baseline) of the datacenter with its 

current behavior. The GBM 154 can be implemented in any appropriate programming language, 
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such as Java, C, or Golang, using appropriate libraries (as applicable) to handle distributed graph 

computations (handling large amounts of data analysis in a short amount of time). Apache Spark 

is another example tool that can be used to compute polygraphs. The GBM can also take 

feedback from users and adjust the model according to that feedback. For example, if a given 

user is interested in relearning behavior for a particular entity, the GBM can be instructed to 

"forget" the implicated part of the polygraph. 

[00198] GBM runner 156 is a microservice that may be responsible for interfacing with GBM 

154 and providing GBM 154 with raw graphs ( e.g., using a query language, such as SQL, to push 

any computations it can to data store 30). GBM runner 156 may also insert polygraph output 

from GBM 154 to data store 30. GBM runner 156 can be implemented in any appropriate 

programming language, such as Java or C, using SQL/JDBC libraries to interact with data store 

30 to insert and query data. 

[00199] Alert generator 158 is a microservice that may be responsible for generating alerts. Alert 

generator 158 may examine observations (e.g., produced by GBM 154) in aggregate, deduplicate 

them, and score them. Alerts may be generated for observations with a score exceeding a 

threshold. Alert generator 158 may also compute (or retrieves, as applicable) data that a customer 

(e.g., user A or user B) might need when reviewing the alert. Examples of events that can be 

detected by data platform 12 (and alerted on by alert generator 158) include, but are not limited 

to the following: 

[00200] new user: This event may be created the first time a user (e.g., of node 116) is first 

observed by an agent within a datacenter. 

[00201] user launched new binary: This event may be generated when an interactive user 

launches an application for the first time. 

[00202] new privilege escalation: This event may be generated when user privileges are escalated 

and a new application is run. 

[00203] new application or container: This event may be generated when an application or 

container is seen for the first time. 

[00204] new external connection: This event may be generated when a connection to an external 

IP/domain is made from a new application. 

[00205] new external host or IP: This event may be generated when a new external host or IP is 

involved in a connection with a datacenter. 

[00206] new internal connection: This event may be generated when a connection between 

internal-only applications is seen for the first time. 

[00207] new external client: This event may be generated when a new external connection is 

seen for an application which typically does not have external connections. 
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[00208] new parent: This event may be generated when an application is launched by a different 

parent. 

[00209] connection to known bad IP/domain: Data platform 12 maintains (or can otherwise 

access) one or more reputation feeds. If an environment makes a connection to a known bad IP or 

domain, an event will be generated. 

[00210] login from a known bad IP/domain: An event may be generated when a successful 

connection to a datacenter from a known bad IP is observed by data platform 12. 

[00211] Alert generator 158 can be implemented in any appropriate programming language, such 

as Java or C, using SQL/JDBC libraries to interact with data store 30 to insert and query data. In 

various embodiments, alert generator 158 also uses one or more machine learning libraries, such 

as Spark's MLLib (e.g., to compute scoring of various observations). Alert generator 158 can 

also take feedback from users about which kinds of events are of interest and which to suppress. 

[00212] QsJobServer 160 is a microservice that may look at all the data produced by data 

platform 12 for an hour, and compile a materialized view (MV) out of the data to make queries 

faster. The MV helps make sure that the queries customers most frequently run, and data that 

they search for, can be easily queried and answered. QsJobServer 160 may also precompute and 

cache a variety of different metrics so that they can quickly be provided as answers at query time. 

QsJobServer 160 can be implemented using any appropriate programming language, such as Java 

or C, using SQL/JDBC libraries. In some examples, QsJobServer 160 is able to compute an MV 

efficiently at scale, where there could be a large number of joins. An SQL engine, such as Oracle, 

can be used to efficiently execute the SQL, as applicable. 

[00213] Alert notifier 162 is a microservice that may take alerts produced by alert generator 158 

and send them to customers' integrated Security Information and Event Management (SIEM) 

products (e.g., Splunk, Slack, etc.). Alert notifier 162 can be implemented using any appropriate 

programming language, such as Java or C. Alert notifier 162 can be configured to use an email 

service (e.g., AWS SES or pagerduty) to send emails. Alert notifier 162 may also provide 

templating support (e.g., Velocity or Moustache) to manage templates and structured 

notifications to SIEM products. 

[00214] Reporting module 164 is a microservice that may be responsible for creating reports out 

of customer data (e.g., daily summaries of events, etc.) and providing those reports to customers 

(e.g., via email). Reporting module 164 can be implemented using any appropriate programming 

language, such as Java or C. Reporting module 164 can be configured to use an email service 

(e.g., AWS SES or pagerduty) to send emails. Reporting module 164 may also provide 

templating support (e.g., Velocity or Moustache) to manage templates (e.g., for constructing 

HTML-based email). 
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[00215] Web app 120 is a microservice that provides a user interface to data collected and 

processed on data platform 12. Web app 120 may provide login, authentication, query, data 

visualization, etc. features. Web app 120 may, in some embodiments, include both client and 

server elements. Example ways the server elements can be implemented are using Java 

Drop Wizard or Node.Js to serve business logic, and a combination of JSON/HTTP to manage the 

service. Example ways the client elements can be implemented are using frameworks such as 

React, Angular, or Backbone. JSON,jQuery, and JavaScript libraries (e.g., underscore) can also 

be used. 

[00216] Query service 166 is a microservice that may manage all database access for web app 

120. Query service 166 abstracts out data obtained from data store 30 and provides a JSON-based 

REST API service to web app 120. Query service 166 may generate SQL queries for the REST 

APis that it receives at run time. Query service 166 can be implemented using any appropriate 

programming language, such as Java or C and SQL/JDBC libraries, or an SQL framework such 

as jOOQ. Query service 166 can internally make use of a variety of types of databases, including 

a relational database engine 168 (e.g., AWS Aurora) and/or data store 30 to manage data for 

clients. Examples of tables that query service 166 manages are OLTP tables and data 

warehousing tables. 

[00217] Cache 170 may be implemented by Redis and/or any other service that provides a key­

value store. Data platform 12 can use cache 170 to keep information for frontend services about 

users. Examples of such information include valid tokens for a customer, valid cookies of 

customers, the last time a customer tried to login, etc. 

[00218] Fig. 3A illustrates an example of a process for detecting anomalies in a network 

environment. In various embodiments, process 300 is performed by data platform 12. The 

process begins at 301 when data associated with activities occurring in a network environment 

(such as entity A's datacenter) is received. One example of such data that can be received at 301 

is agent-collected data described above ( e.g., in conjunction with process 200). 

[00219] At 302, a logical graph model is generated, using at least a portion of the monitored 

activities. A variety of approaches can be used to generate such logical graph models, and a 

variety oflogical graphs can be generated (whether using the same, or different approaches). The 

following is one example of how data received at 301 can be used to generate and maintain a 

model. 

[00220] During bootstrap, data platform 12 creates an aggregate graph of physical connections 

(also referred to herein as an aggregated physical graph) by matching connections that occurred 

in the first hour into communication pairs. Clustering is then performed on the communication 

pairs. Examples of such clustering, described in more detail below, include performing Matching 
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Neighbor clustering and similarity ( e.g., SimRank) clustering. Additional processing can also be 

performed (and is described in more detail below), such as by splitting clusters based on 

application type, and annotating nodes with DNS query information. The resulting graph (also 

referred to herein as a base graph or common graph) can be used to generate a variety of models, 

where a subset of node and edge types (described in more detail below) and their properties are 

considered in a given model. One example of a model is a UID to UID model (also referred to 

herein as a Uid2Uid model) which clusters together processes that share a username and show 

similar privilege change behavior. Another example of a model is a CType model, which clusters 

together processes that share command line similarity. Yet another example of a model is a 

PType model, which clusters together processes that share behaviors over time. 

[00221] Each hour ( or any other predetermined time interval) after bootstrap, a new snapshot is 

taken (i.e., data collected about a datacenter in the last hour is processed) and information from 

the new snapshot is merged with existing data to create and (as additional data is 

collected/processed) maintain a cumulative graph. The cumulative graph (also referred to herein 

as a cumulative PType graph and a polygraph) is a running model of how processes behave over 

time. Nodes in the cumulative graph are PType nodes, and provide information such as a list of 

all active processes and PIDs in the last hour, the number of historic total processes, the average 

number of active processes per hour, the application type of the process (e.g., the CType of the 

PType), and historic CType information/frequency. Edges in the cumulative graph can represent 

connectivity and provide information such as connectivity frequency. The edges can be weighted 

(e.g., based on number of connections, number of bytes exchanged, etc.). Edges in the 

cumulative graph (and snapshots) can also represent transitions. 

[00222] One approach to merging a snapshot of the activity of the last hour into a cumulative 

graph is as follows. An aggregate graph of physical connections is made for the connections 

included in the snapshot (as was previously done for the original snapshot used during bootstrap). 

And, clustering/splitting is similarly performed on the snapshot's aggregate graph. Next, PType 

clusters in the snapshot's graph are compared against PType clusters in the cumulative graph to 

identify commonality. 

[00223] One approach to determining commonality is, for any two nodes that are members of a 

given CmdType ( described in more detail below), comparing internal neighbors and calculating a 

set membership Jaccard distance. The pairs of nodes are then ordered by decreasing similarity 

(i.e., with the most similar sets first). For nodes with a threshold amount of commonality (e.g., at 

least 66% members in common), any new nodes (i.e., appearing in the snapshot's graph but not 

the cumulative graph) are assigned the same PType identifier as is assigned to the corresponding 

node in the cumulative graph. For each node that is not classified (i.e., has not been assigned a 

34 Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00167



L0041B 1 CIP2 Specification Clean 

PType identifier), a network signature is generated (i.e., indicative of the kinds of network 

connections the node makes, who the node communicates with, etc.). The following processing is 

then performed until convergence. If a match of the network signature is found in the cumulative 

graph, the unclassified node is assigned the PType identifier of the corresponding node in the 

cumulative graph. Any nodes which remain unclassified after convergence are new PTypes and 

are assigned new identifiers and added to the cumulative graph as new. As applicable, the 

detection of a new PType can be used to generate an alert. If the new PType has a new 

CmdType, a severity of the alert can be increased. If any surviving nodes (i.e., present in both the 

cumulative graph and the snapshot graph) change PTypes, such change is noted as a transition, 

and an alert can be generated. Further, if a surviving node changes PType and also changes 

CmdType, a severity of the alert can be increased. 

[00224] Changes to the cumulative graph (e.g., a new PType or a new edge between two PTypes) 

can be used (e.g., at 303) to detect anomalies (described in more detail below). Two example 

kinds of anomalies that can be detected by data platform 12 include security anomalies ( e.g., a 

user or process behaving in an unexpected manner) and devops/root cause anomalies ( e.g., 

network congestion, application failure, etc.). Detected anomalies can be recorded and surfaced 

(e.g., to administrators, auditors, etc.), such as through alerts which are generated at 304 based on 

anomaly detection. 

[00225] Additional detail regarding processing performed, by various components depicted in 

Fig. ID (whether performed individually or in combination), in conjunction with 

model/polygraph construction (e.g., as performed at 302) are provided below. 

[00226] As explained above, an aggregated physical graph can be generated on a per customer 

basis periodically (e.g., once an hour) from raw physical graph information, by matching 

connections (e.g., between two processes on two virtual machines). In various embodiments, a 

deterministic fixed approach is used to cluster nodes in the aggregated physical graph (e.g., 

representing processes and their communications). As one example, Matching Neighbors 

Clustering (MNC) can be performed on the aggregated physical graph to determine which 

entities exhibit identical behavior and cluster such entities together. 

[00227] Fig. 3B depicts a set of example processes (pl, p2, p3, and p4) communicating with 

other processes (p 10 and p 11 ). Fig. 3B is a graphical representation of a small portion of an 

aggregated physical graph showing (for a given time period, such as an hour) which processes in 

a datacenter communicate with which other processes. Using MNC, processes pl, p2, and p3 will 

be clustered together (305), as they exhibit identical behavior (they communicate with pl0 and 

only pl0). Process p4, which communicates with both pl0 and pl 1, will be clustered separately. 
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[00228] In MNC, only those processes exhibiting identical (communication) behavior will be 

clustered. In various embodiments, an alternate clustering approach can also/instead be used, 

which uses a similarity measure (e.g., constrained by a threshold value, such as a 60% similarity) 

to cluster items. In some embodiments, the output ofMNC is used as input to SimRank, in other 

embodiments, MNC is omitted. 

[00229] Fig. 3C depicts a set of example processes (p4, p5, p6) communicating with other 

processes (p7, p8, p9). As illustrated, most of nodes p4, p5, and p6 communicate with most of 

nodes p7, p8, and p9 (as indicated in Fig. 3C with solid connection lines). As one example, 

process p4 communicates with process p7 (310), process p8 (311 ), and process p9 (312). An 

exception is process p6, which communicates with processes p7 and p8, but does not 

communicate with process p9 (as indicated by dashed line 313). IfMNC were applied to the 

nodes depicted in Fig. 3C, nodes p4 and p5 would be clustered (and node p6 would not be 

included in their cluster). 

[00230] One approach to similarity clustering is to use SimRank. In an embodiment of the 

SimRank approach, for a given node v in a directed graph, /(v) and O(v) denote the respective set 

of in-neighbors and out-neighbors of v. Individual in-neighbors are denoted as Ii(v), for l:Si:Sll(v)I, 

and individual out-neighbors are denoted as Oi(v), for l:Si:SIO(v)I. The similarity between two 

objects a and b can be denoted by s(a,b) E [1,0]. A recursive equation (hereinafter "the SimRank 

equation") can be written for s(a,b ), where, if a=b, then s(a,b) is defined as 1, otherwise, 

s(a,b) 
1 

~ 
1 
L~~~)I L

1
1!~~)I s(1/a), 11-(b)) where C is a constant between O and 1. One example 

I(a) I(b) - -

value for the decay factor C is 0.8 (and a fixed number of iterations such as five). Another 

example value for the decay factor C is 0.6 (and/or a different number of iterations). In the event 

that a orb has no in-neighbors, similarity is set to s(a,b)=O, so the summation is defined to be 0 

when /(a)=0 or /(b)=0. 

[00231] The SimRank equations for a graph G can be solved by iteration to a fixed point. 

Suppose n is the number of nodes in G. For each iteration k, n2 entries Sk(*, *) are kept, where 

sk(a,b) gives the score between a and b on iteration k. Successive computations of sk+l ( *,*) are 

made based on Sk(*, *). Starting with so(*,*), where each so(a,b) is a lower bound on the actual 

S• R k ( b) ( b) {1, if a = b, 1m an scores a, : s0 a, = 0 .f b 
,1a:;t::. 

[00232] The SimRank equation can be used to compute sk+l ( a, b) from Sk(*, *) with 

( ) _ c ~II(a)I ~II(b)I ( ) ( ) _ 
sk+1 a, b -

1 11 1 
L.i-i L,1-_1 sk(li a , 11• b ) for ai-b, and sk+l (a, b)-l for a=b. On each 

I(a) I(b) - -

iteration k+ 1, the similarity of (a,b) is updated using the similarity scores of the neighbors of 

(a,b) from the previous iteration k according to the SimRank equation. The values Sk(*, *) are 

nondecreasing as k increases. 
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[00233] Returning to Fig. 3C, while MNC would cluster nodes p4 and p5 together (and not 

include node p6 in their cluster), application of SimRank would cluster nodes p4-p6 into one 

cluster (314) and also cluster nodes p7-p9 into another cluster (315). 

[00234] Fig. 3D depicts a set of processes, and in particular server processes sl and s2, and client 

processes cl, c2, c3, c4, c5, and c6. Suppose only nodes sl, s2, cl, and c2 are present in the 

graph depicted in Fig. 3D (and the other nodes depicted are omitted from consideration). Using 

MNC, nodes sl and s2 would be clustered together, as would nodes cl and c2. Performing 

SimRank clustering as described above would also result in those two clusters (sl and s2, and cl 

and c2). As previously mentioned, in MNC, identical behavior is required. Thus, if node c3 were 

now also present in the graph, MNC would not include c3 in a cluster with c2 and cl because 

node c3 only communicates with node s2 and not node sl. In contrast, a SimRank clustering of a 

graph that includes nodes sl, s2, cl, c2, and c3 would result (based, e.g., on an applicable 

selected decay value and number of iterations) in a first cluster comprising nodes sl and s2, and a 

second cluster of cl, c2, and c3. As an increasing number of nodes which communicate with 

server process s2, and do not also communicate with server process sl, are included in the graph 

(e.g., as c4, c5, and c6 are added), under SimRank, nodes sl and s2 will become decreasingly 

similar (i.e., their intersection is reduced). 

[00235] In various embodiments, SimRank is modified (from what is described above) to 

accommodate differences between the asymmetry of client and server connections. As one 

example, SimRank can be modified to use different thresholds for client communications ( e.g., 

an 80% match among nodes cl-c6) and for server communications (e.g., a 60% match among 

nodes sl and s2). Such modification can also help achieve convergence in situations such as 

where a server process dies on one node and restarts on another node. 

[00236] The application ofMNC/SimRank to an aggregated physical graph results in a smaller 

graph, in which processes which are determined to be sufficiently similar are clustered together. 

Typically, clusters generated as output ofMNC will be underinclusive. For example, for the 

nodes depicted in Fig. 3C, process p6 will not be included in a cluster with processes p4 and p5, 

despite substantial similarity in their communication behaviors. The application of SimRank 

(e.g., to the output ofMNC) helps mitigate the underinclusiveness of MNC, but can result in 

overly inclusive clusters. As one example, suppose (returning to the nodes depicted in Fig. 3B) 

that as a result of applying SimRank to the depicted nodes, nodes p l-p4 are all included in a 

single cluster. Both MNC and SimRank operate agnostically of which application a given process 

belongs to. Suppose processes pl-p3 each correspond to a first application (e.g., an update 

engine), and process p4 corresponds to a second application (e.g., sshd). Further suppose process 

plO corresponds to contact with AWS. Clustering all four of the processes together (e.g., as a 
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result of SimRank) could be problematic, particularly in a security context (e.g., where granular 

information useful in detecting threats would be lost). 

[00237] As previously mentioned, data platform 12 may maintain a mapping between processes 

and the applications to which they belong. In various embodiments, the output of SimRank (e.g., 

SimRank clusters) is split based on the applications to which cluster members belong (such a 

split is also referred to herein as a "CmdType spliC). If all cluster members share a common 

application, the cluster remains. If different cluster members originate from different 

applications, the cluster members are split along application-type (CmdType) lines. Using the 

nodes depicted in Fig. 3D as an example, suppose that nodes cl, c2, c3, and c5 all share "update 

engine" as the type of application to which they belong (sharing a CmdType). Suppose that node 

c4 belongs to "ssh," and suppose that node c6 belongs to "bash." As a result of SimRank, all six 

nodes (cl-c6) might be clustered into a single cluster. After a CmdType split is performed on the 

cluster, however, the single cluster will be broken into three clusters (cl, c2, c3, c5; c4; and c6). 

Specifically, the resulting clusters comprise processes associated with the same type of 

application, which exhibit similar behaviors (e.g., communication behaviors). Each of the three 

clusters resulting from the CmdType split represents, respectively, a node (also referred to herein 

as a PType) of a particular CmdType. Each PType is given a persistent identifier and stored 

persistently as a cumulative graph. 

[00238] A variety of approaches can be used to determine a CmdType for a given process. As 

one example, for some applications (e.g., sshd), a one-to-one mapping exists between the 

CmdType and the application/binary name. Thus, processes corresponding to the execution of 

sshd will be classified using a CmdType of sshd. In various embodiments, a list of common 

application/binary names (e.g., sshd, apache, etc.) is maintained by data platform 12 and 

manually curated as applicable. Other types of applications ( e.g., Java, Python, and Ruby) are 

multi-homed, meaning that several very different applications may all execute using the binary 

name, "java." For these types of applications, information such as command line I execution path 

information can be used in determining a CmdType. In particular, the subapplication can be used 

as the CmdType of the application, and/or term frequency analysis (e.g., TF/IDF) can be used on 

command line information to group, for example, any marathon related applications together 

(e.g., as a python.marathon CmdType) and separately from other Python applications (e.g., as a 

python.airflow CmdType). 

[00239] In various embodiments, machine learning techniques are used to determine a CmdType. 

The CmdType model is constrained such that the execution path for each CmdType is unique. 

One example approach to making a CmdType model is a random forest based approach. An 

initial CmdType model is bootstrapped using process parameters ( e.g., available within one 
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minute of process startup) obtained using one hour of information for a given customer ( e.g., 

entity A). Examples of such parameters include the command line of the process, the command 

line of the process's parent( s) (if applicable), the uptime of the process, UID/EUID and any 

change information, TTY and any change information, listening ports, and children (if any). 

Another approach is to perform term frequency clustering over command line information to 

convert command lines into cluster identifiers. 

[00240] The random forest model can be used (e.g., in subsequent hours) to predict a CmdType 

for a process (e.g., based on features of the process). If a match is found, the process can be 

assigned the matching CmdType. If a match is not found, a comparison between features of the 

process and its nearest CmdType (e.g., as determined using a Levenstein distance) can be 

performed. The existing CmdType can be expanded to include the process, or, as applicable, a 

new CmdType can be created (and other actions taken, such as generating an alert). Another 

approach to handling processes which do not match an existing CmdType is to designate such 

processes as unclassified, and once an hour, create a new random forest seeded with process 

information from a sampling of classified processes ( e.g., 10 or 100 processes per CmdType) and 

the new processes. If a given new process winds up in an existing set, the process is given the 

corresponding CmdType. If a new cluster is created, a new CmdType can be created. 

[00241] Conceptually, a polygraph represents the smallest possible graph of clusters that 

preserve a set of rules (e.g., in which nodes included in the cluster must share a CmdType and 

behavior). As a result of performing MNC, SimRank, and cluster splitting ( e.g., CmdType 

splitting) many processes are clustered together based on commonality of behavior (e.g., 

communication behavior) and commonality of application type. Such clustering represents a 

significant reduction in graph size (e.g., compared to the original raw physical graph). 

Nonetheless, further clustering can be performed (e.g., by iterating on the graph data using the 

GBM to achieve such a polygraph). As more information within the graph is correlated, more 

nodes can be clustered together, reducing the size of the graph, until convergence is reached and 

no further clustering is possible. 

[00242] Fig. 3E depicts two pairs of clusters. In particular, cluster 320 represents a set of client 

processes sharing the same CmdType ("al"), communicating (collectively) with a server process 

having a CmdType ("a2"). Cluster 322 also represents a set of client processes having a 

CmdType al communicating with a server process having a CmdType a2. The nodes in clusters 

320 and 322 (and similarly nodes in 321 and 323) remain separately clustered (as depicted) after 

MNC/SimRank/CmdType splitting - isolated islands. One reason this could occur is where 

server process 321 corresponds to processes executing on a first machine (having an IP address 
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of 1.1.1.1 ). The machine fails and a new server process 3 23 starts, on a second machine (having 

an IP address of 2.2.2.2) and takes over for process 321. 

[00243] Communications between a cluster of nodes ( e.g., nodes of cluster 320) and the first IP 

address can be considered different behavior from communications between the same set of 

nodes and the second IP address, and thus communications 324 and 325 will not be combined by 

MNC/SimRank in various embodiments. Nonetheless, it could be desirable for nodes of clusters 

320/322 to be combined (into cluster 326), and for nodes of clusters 321/323 to be combined 

(into cluster 327), as representing (collectively) communications between al and a2. One task 

that can be performed by data platform 12 is to use DNS query information to map IP addresses 

to logical entities. As will be described in more detail below, GBM 154 can make use of the DNS 

query information to determine that graph nodes of cluster 320 and graph nodes of cluster 322 

both made DNS queries for "appserverabc.example.com," which first resolved to 1.1.1.1 and 

then to 2.2.2.2, and to combine nodes 320/322 and 321/323 together into a single pair of nodes 

(326 communicating with 327). 

[00244] In various embodiments, GBM 154 operates in a batch manner in which it receives as 

input the nodes and edges of a graph for a particular time period along with its previous state, and 

generates as output clustered nodes, cluster membership edges, cluster-to-cluster edges, events, 

and its next state. 

[00245] GBM 154 may not try to consider all types of entities and their relationships that may be 

available in a conceptual common graph all at once. Instead, GBM uses a concept of models 

where a subset of node and edge types and their properties are considered in a given model. Such 

an approach is helpful for scalability, and also to help preserve detailed information (of particular 

importance in a security context) - as clustering entities in a more complex and larger graph 

could result in less useful results. In particular, such an approach allows for different types of 

relationships between entities to be preserved/more easily analyzed. 

[00246] While GBM 154 can be used with different models corresponding to different 

subgraphs, core abstractions remain the same across types of models. 

[00247] For example, each node type in a GBM model is considered to belong to a class. The 

class can be thought of as a way for the GBM to split nodes based on the criteria it uses for the 

model. The class for a node is represented as a string whose value is derived from the node's key 

and properties depending on the GBM Model. Note that different GBM models may create 

different class values for the same node. For each node type in a given GBM model, GBM 154 

can generate clusters of nodes for that type. A GBM generated cluster for a given member node 

type cannot span more than one class for that node type. GBM 154 generates edges between 

clusters that have the same types as the edges between source and destination cluster node types. 
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[00248] Additionally or alternatively, the processes described herein as being used for a 

particular model can be used (can be the same) across models, and different models can also be 

configured with different settings. 

[00249] Additionally or alternatively, the node types and the edge types may correspond to 

existing types in the common graph node and edge tables but this is not necessary. Even when 

there is a correspondence, the properties provided to GBM 154 are not limited to the properties 

that are stored in the corresponding graph table entries. They can be enriched with additional 

information before being passed to GBM 154. 

[00250] Logically, the input for a GBM model can be characterized in a manner that is similar to 

other graphs. Edge triplets can be expressed, for example, as an array of source node type, edge 

type, and destination node type. And, each node type is associated with node properties, and each 

edge type is associated with edge properties. Other edge triplets can also be used (and/or edge 

triplets can be extended) in accordance with various embodiments. 

[00251] Note that the physical input to the GBM model need not (and does not, in various 

embodiments) conform to the logical input. For example, the edges in the PtypeConn model 

correspond to edges between Matching Neighbors (MN) clusters, where each process node has 

an MN cluster identifier property. In the User ID to User ID model (also referred to herein as the 

Uid2Uid model), edges are not explicitly provided separately from nodes (as the euid array in the 

node properties serves the same purpose). In both cases, however, the physical information 

provides the applicable information necessary for the logical input. 

[00252] The state input for a particular GBM model can be stored in a file, a database, or other 

appropriate storage. The state file (from a previous run) is provided, along with graph data, 

except for when the first run for a given model is performed, or the model is reset. In some cases, 

no data may be available for a particular model in a given time period, and GBM may not be run 

for that time period. As data becomes available at a future time, GBM can run using the latest 

state file as input. 

[00253] GBM 154 outputs cluster nodes, cluster membership edges, and inter-cluster relationship 

edges that are stored (in some embodiments) in the graph node tables: node_c, node_cm, and 

node_icr, respectively. The type names of nodes and edges may conform to the following rules: 

[00254] * A given node type can be used in multiple different GBM models. The type names of 

the cluster nodes generated by two such models for that node type will be different. For instance, 

process type nodes will appear in both PtypeConn and Uid2Uid models, but their cluster nodes 

will have different type names. 

[00255] * The membership edge type name is "MemberOf." 
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[00256] * The edge type names for cluster-to-cluster edges will be the same as the edge type 

names in the underlying node-to-node edges in the input. 

[00257] The following are example events GBM 154 can generate: new class, new cluster, new 

edge from class to class, split class ( the notion that GBM 154 considers all nodes of a given type 

and class to be in the same cluster initially and if GBM 154 splits them into multiple clusters, it is 

splitting a class), new edge from cluster and class, new edge between cluster and cluster, and/or 

new edge from class to cluster. 

[00258] One underlying node or edge in the logical input can cause multiple types of events to be 

generated. Conversely, one event can correspond to multiple nodes or edges in the input. Not 

every model generates every event type. 

[00259] Additional information regarding examples of data structures/models that can be used in 

conjunction with models used by data platform 12 is now provided. 

[00260] In some examples, a PTypeConn Model clusters nodes of the same class that have 

similar connectivity relationships. For example, if two processes had similar incoming neighbors 

of the same class and outgoing neighbors of the same class, they could be clustered. 

[00261] The node input to the PTypeConn model for a given time period includes non-interactive 

(i.e., not associated with tty) process nodes that had connections in the time period and the base 

graph nodes of other types (IP Service Endpoint (IPSep) comprising an IP address and a port), 

DNS Service Endpoint (DNSSep) and IPAddress) that have been involved in those connections. 

The base relationship is the connectivity relationship for the following type triplets: 

[00262] * Process, ConnectedTo, Process 

[00263] * Process, ConnectedTo, IP Service Endpoint (IPSep) 

[00264] * Process, ConnectedTo, DNS Service Endpoint (DNSSep) 

[00265] * IPAddress, ConnectedTo, ProcessProcess, DNS, ConnectedTo, Process 

[00266] The edge inputs to this model are the ConnectedTo edges from the MN cluster, instead 

of individual node-to-node Connected To edges from the base graph. The membership edges 

created by this model refer to the base graph node type provided in the input. 

[00267] Class Values: 

[00268] The class values of nodes are determined as follows depending on the node type ( e.g., 

Process nodes, IPSep nodes, DNSSep nodes, and IP Address nodes). 

[00269] Process nodes: 

[00270] if exe_path contains java then "java <cmdline_term_l> ... " 

[00271] else if exe_path contains python then "python <cmdline_term_l> ... " 

[00272] else "last_part_of _exe_path" 

[00273] IPSep nodes: 
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[00274] if IP internal then "IntIPS" 

[00275] else if severity= 0 then "<IP _addr>:<protocol>:<port>" 

[00276] else "<IP _addr>:<port> _BadIP" 

[00277] DNSSep nodes: 

[00278] if IP internal = I then "<hostname>" 

[00279] else if severity = 0 then "<hostname>:<protocol>:port" 

[00280] else "<hostname>:<port> _ BadIP" 

[00281] IPAddress nodes (will appear only on client side): 

[00282] if IP internal = I then "IPintC" 

[00283] else if severity= 0 then "ExtIPC" 

[00284] else "ExtBadIPC" 

[00285] Events: 

Specification Clean 

[00286] A new class event in this model for a process node is equivalent to seeing a new CType 

being involved in a connection for the first time. Note that this does not mean the CType was not 

seen before. It is possible that it was previously seen but did not make a connection at that time. 

[00287] A new class event in this model for an IPSep node with IP _internal = 0 is equivalent to 

seeing a connection to a new external IP address for the first time. 

[00288] A new class event in this model for a DNSSep node is equivalent to seeing a connection 

to a new domain for the first time. 

[00289] A new class event in this model for an IP Address node with IP _internal = 0 and severity 

= 0 is equivalent to seeing a connection from any external IP address for the first time. 

[00290] A new class event in this model for an IP Address node with IP _internal = 0 and severity 

> 0 is equivalent to seeing a connection from any bad external IP address for the first time. 

[00291] A new class to class to edge from a class for a process node to a class for a process node 

is equivalent to seeing a communication from the source CType making a connection to the 

destination CType for the first time. 

[00292] A new class to class to edge from a class for a process node to a class for a DNSSep 

node is equivalent to seeing a communication from the source CType making a connection to the 

destination domain name for the first time. 

[00293] An IntPConn Model may be similar to the PtypeConn Model, except that connection 

edges between parent/child processes and connections between processes where both sides are 

not interactive are filtered out. 

[00294] A Uid2Uid Model may cluster processes with the same username that show similar 

privilege change behavior. For instance, if two processes with the same username had similar 
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effective user values, launched processes with similar usernames, and were launched by 

processes with similar usernames, then they could be clustered. 

[00295] An edge between a source cluster and destination cluster generated by this model means 

that all of the processes in the source cluster had a privilege change relationship to at least one 

process in the destination cluster. 

[00296] The node input to this model for a given time period includes process nodes that are 

running in that period. The value of a class of process nodes is "<username>". 

[00297] The base relationship that is used for clustering is privilege change, either by the process 

changing its effective user ID, or by launching a child process which runs with a different user. 

[00298] The physical input for this model includes process nodes (only), with the caveat that the 

complete ancestor hierarchy of process nodes active (i.e., running) for a given time period is 

provided as input even if an ancestor is not active in that time period. Note that effective user IDs 

of a process are represented as an array in the process node properties, and launch relationships 

are available from ppid_hash fields in the properties as well. 

[00299] A new class event in this model is equivalent to seeing a user for the first time. 

[00300] A new class to class edge event is equivalent to seeing the source user making a 

privilege change to the destination user for the first time. 

[00301] A Ct2Ct Model may cluster processes with the same CType that show similar launch 

behavior. For instance, if two processes with the same CType have launched processes with 

similar CTypes, then they could be clustered. 

[00302] The node input to this model for a given time period includes process nodes that are 

running in that period. The value class of process nodes is CType (similar to how it is created for 

the PtypeConn Model). 

[00303] The base relationship that is used for clustering is a parent process with a given CType 

launching a child process with another given destination CType. 

[00304] The physical input for this model includes process nodes (only) with the caveat that the 

complete ancestor hierarchy active process nodes (i.e., that are running) for a given time period is 

provided as input even if an ancestor is not active in that time period. Note that launch 

relationships are available from ppid_hash fields in the process node properties. 

[00305] An edge between a source cluster and destination cluster generated by this model means 

that all of the processes in the source cluster launched at least one process in the destination 

cluster. 

[00306] A new class event in this model is equivalent to seeing a CType for the first time. Note 

that the same type of event will be generated by the PtypeConn Model as well. 
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[00307] A new class to class edge event is equivalent to seeing the source CType launching the 

destination CType for the first time. 

[00308] An MTypeConn Model may cluster nodes of the same class that have similar 

connectivity relationships. For example, if two machines had similar incoming neighbors of the 

same class and outgoing neighbors of the same class, they could be clustered. 

[00309] A new class event in this model will be generated for external IP addresses or (as 

applicable) domain names seen for the first time. Note that a new class to class to edge Machine, 

class to class for an IPSep or DNSName node will also be generated at the same time. 

[00310] The membership edges generated by this model will refer to Machine, IPAddress, 

DNSName, and IPSep nodes in the base graph. Though the nodes provided to this model are 

IP Address nodes instead of IP Sep nodes, the membership edges it generates will refer to IP Sep 

type nodes. Alternatively, the base graph can generate edges between Machine and IPSep node 

types. Note that the Machine to IPAddress edges have tcp_dst_ports/udp_dst_ports properties 

that can be used for this purpose. 

[00311] The node input to this model for a given time period includes machine nodes that had 

connections in the time period and the base graph nodes of other types (IP Address and 

DNSName) that were involved in those connections. 

[00312] The base relationship is the connectivity relationship for the following type triplets: 

[00313] * Machine, ConnectedTo, Machine 

[00314] * Machine, ConnectedTo, IPAddress 

[00315] * Machine, ConnectedTo, DNSName 

[00316] * IPAddress, ConnectedTo, Machine, DNS, ConnectedTo, Machine 

[00317] The edge inputs to this model are the corresponding ConnectedTo edges in the base 

graph. 

[00318] Class Values: 

[00319] Machine: 

[00320] The class value for all Machine nodes is "Machine." 

[00321] The machine_terms property in the Machine nodes is used, in various embodiments, for 

labeling machines that are clustered together. If a majority of the machines clustered together 

share a term in the machine_terms, that term can be used for labeling the cluster. 

[00322] IP Sep: 

[00323] The class value for IPSep nodes is determined as follows: 

[00324] ifIP internal then "IntIPS" 

[00325] else 

[00326] if severity = 0 then "<ip _ addr>:<protocol>:<port>" 
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[00327] else "<IP_ addr _ BadIP>" 

[00328] IP Address: 

[00329] The class value for IpAddress nodes is determined as follows: 

[00330] if IP internal then "IntIPC" 

[00331] else 

[00332] if severity= 0 then "ExtIPC" 

[00333] else "ExtBadIPC" 

[00334] DNSName: 

[00335] The class value for DNSName nodes is determined as follows: 

[00336] 

[00337] 

if severity = 0 then "<hostname>" 

else then "<hostname> BadIP" 

[00338] An example structure for a New Class Event is now described. 

Specification Clean 

[00339] The key field for this event type looks as follows (using the PtypeConn model as an 

example): 

[00340] { 

[00341] "node": { 

[00342] "class": { 

[00343] "cid": "httpd" 

[00344] }, 

[00345] "key": { 

[00346] "cid": "29654" 

[00347] }, 

[00348] "type": "PtypeConn" 

[00349] } 

[00350] } 

[00351] It contains the class value and also the ID of the cluster where that class value is 

observed. Multiple clusters can be observed with the same value in a given time period. It 

contains the class value and also the ID of the cluster where that class value is observed. Multiple 

clusters can be observed with the same value in a given time period. Accordingly, in some 

embodiments, GBM 154 generates multiple events of this type for the same class value. 

[00352] The properties field looks as follows: 

[00353] { 

[00354] "set size": 5 

[00355] } 

[00356] The set_size indicates the size of the cluster referenced in the keys field. 
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[00357] Conditions: 

[00358] For a given model and time period, multiple NewClass events can be generated if there 

is more than one cluster in that class. NewNode events will not be generated separately in this 

case. 

[00359] Example New Class to Class Edge Event structure: 

[00360] The key field for this event type looks as follows (using the PtypeConn model as an 

example): 

[00361] "edge": { 

[00362] "dst_node": { 

[00363] "class": { 

[00364] "cid": "java war" 

[00365] }, 

[00366] "key": { 

[00367] "cid": "27635" 

[00368] }, 

[00369] "type": "PtypeConn" 

[00370] }, 

[00371] "src_node": { 

[00372] "class": { 

[00373] "cid": "IntIPC" 

[00374] }, 

[00375] "key": { 

[00376] "cid": "20881" 

[00377] }, 

[00378] "type": "PtypeConn" 

[00379] }, 

[00380] "type": "ConnectedTo" 

[00381] } 

[00382] } 

[00383] The key field contains source and destination class values and also source and 

destination cluster identifiers (i.e., the src/dst_ node:key.cid represents the src/dst cluster 

identifier). 

[00384] In a given time period for a given model, an event of this type could involve multiple 

edges between different cluster pairs that have the same source and destination class values. 
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GBM 154 can generate multiple events in this case with different source and destination cluster 

identifiers. 

[00385] The props fields look as follows for this event type: 

[00386] { 

[00387] "dst set size": 2, 

[00388] "src set size": I 

[00389] } 

[00390] The source and destination sizes represent the sizes of the clusters given in the keys 

field. 

[00391] Conditions: 

[00392] For a given model and time period, multiple NewClassToClass events can be generated 

if there are more than one pair of clusters in that class pair. NewNodeToNode events are not 

generated separately in this case. 

[00393] Combining Events at the Class Level: for a given model and time period, the following 

example types of events can represent multiple changes in the underlying GBM cluster level 

graph in terms of multiple new clusters or multiple new edges between clusters: 

[00394] * NewClass 

[00395] * NewEdgeClassToClass 

[00396] * NewEdgeNodeToClass 

[00397] * NewEdgeClassToNode 

[00398] Multiple NewClass events with the same model and class can be output if there are 

multiple clusters in that new class. 

[00399] Multiple NewEdgeClassToClass events with the same model and class pair can be 

output if there are multiple new cluster edges within that class pair. 

[00400] Multiple NewEdgeNodeToClass events with the same model and destination class can 

be output if there are multiple new edges from the source cluster to the destination clusters in that 

destination class (the first time seeing this class as a destination cluster class for the source 

cluster). 

[00401] Multiple NewEdgeClassToNode events with the same model and source class can be 

output if there are multiple new edges from source clusters to the destination clusters in that 

source class (the first time seeing this class as a source cluster class for the destination cluster). 

[00402] These events may be combined at the class level and treated as a single event when it is 

desirable to view changes at the class level, e.g., when one wants to know when there is a new 

CType. 
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[00403] In some examples, different models may have partial overlap in the types of nodes they 

use from the base graph. Therefore, they can generate NewClass type events for the same class. 

NewClass events can also be combined across models when it is desirable to view changes at the 

class level. 

[00404] Using techniques herein, actions can be associated with processes and (e.g., by 

associating processes with users) actions can thus also be associated with extended user sessions. 

Such information can be used to track user behavior correctly, even where a malicious user 

attempts to hide his trail by changing user identities (e.g., through lateral movement). Extended 

user session tracking can also be useful in operational use cases without malicious intent, e.g., 

where users make original logins with distinct usernames ( e.g., "charlie" or "dave") but then 

perform actions under a common usemame ( e.g., "admin" or "support"). One such example is 

where multiple users with administrator privileges exist, and they need to gain superuser 

privilege to perform a particular type of maintenance. It may be desirable to know which 

operations are performed (as the superuser) by which original user when debugging issues. In the 

following examples describing extended user session tracking, reference is generally made to 

using the secure shell (ssh) protocol as implemented by openssh (on the server side) as the 

mechanism for logins. However, extended user session tracking is not limited to the ssh protocol 

or a particular limitation and the techniques described herein can be extended to other login 

mechanisms. 

[00405] On any given machine, there will be a process that listens for and accepts ssh 

connections on a given port. This process can run the openssh server program running in daemon 

mode or it could be running another program (e.g., initd on a Linux system). In either case, a new 

process running openssh will be created for every new ssh login session and this process can be 

used to identify an ssh session on that machine. This process is called the "privileged" process in 

openssh. 

[00406] After authentication of the ssh session, when an ssh client requests a shell or any other 

program to be run under that ssh session, a new process that runs that program will be created 

under (i.e., as a child of) the associated privileged process. If an ssh client requests port 

forwarding to be performed, the connections will be associated with the privileged process. 

[00407] In modem operating systems such as Linux and Windows, each process has a parent 

process ( except for the very first process) and when a new process is created the parent process is 

known. By tracking the parent-child hierarchy of processes, one can determine if a particular 

process is a descendant of a privileged openssh process and thus if it is associated with an ssh 

login session. 
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[00408] For user session tracking across machines (or on a single machine with multiple logins) 

in a distributed environment, it is established when two login sessions have a parent-child 

relationship. After that, the "original" login session, if any, for any given login session can be 

determined by following the parent relationship recursively. 

[00409] Fig. 3F is a representation of a user logging into a first machine and then into a second 

machine from the first machine, as well as information associated with such actions. In the 

example of Fig. 3F, a user, Charlie, logs into Machine A (331) from a first IP address (332). As 

part of the login process, he provides a username (333). Once connected to Machine A, an 

openssh privileged process (334) is created to handle the connection for the user, and a terminal 

session is created and a bash process (335) is created as a child. Charlie launches an ssh client 

(336) from the shell, and uses it to connect (337) to Machine B (338). As with the connection he 

makes to Machine A, Charlie's connection to Machine B will have an associated incoming IP 

address (339), in this case, the IP address of Machine A. And, as part of the login process with 

Machine B, Charlie will provide a username (340) which need not be the same as username 333. 

An openssh privileged process (341) is created to handle the connection, and a terminal session 

and child bash process (342) will be created. From the command line of Machine B, Charlie 

launches a curl command (343), which opens an HTTP connection (2028) to an external Machine 

C (345). 

[00410] Fig. 3G is an alternate representation of actions occurring in Fig. 3F, where events 

occurring on Machine A are indicated along line 350, and events occurring on Machine Bare 

indicated along line 351. As shown in Fig. 3G, an incoming ssh connection is received at 

Machine A (352). Charlie logs in (as user "x") and an ssh privileged process is created to handle 

Charlie's connection (353). A terminal session is created and a bash process is created (354) as a 

child of process 3 53. Charlie wants to ssh to Machine B, and so executes an ssh client on 

Machine A (355), providing credentials (as user "y") at 356. Charlie logs into Machine B, and an 

ssh privileged process is created to handle Charlie's connection (357). A terminal session is 

created and a bash process is created (358) as a child of process 357. Charlie then executes curl 

(359) to download content from an external domain (via connection 360). 

[00411] The external domain could be a malicious domain, or it could be benign. Suppose the 

external domain is malicious (and, e.g., Charlie has malicious intent). It would be advantageous 

(e.g., for security reasons) to be able to trace the contact with the external domain back to 

Machine A, and then back to Charlie's IP address. Using techniques described herein (e.g., by 

correlating process information collected by various agents), such tracking of Charlie's activities 

back to his original login (330) can be accomplished. In particular, an extended user session can 
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be tracked that associates Charlie's ssh processes together with a single original login and thus 

original user. 

[00412] As described herein, software agents (such as agent 112) may run on machines (such as 

a machine that implements one of nodes 116) and detect new connections, processes, and/or 

logins. As also previously explained, such agents send associated records to data platform 12 

which includes one or more datastores ( e.g., data store 30) for persistently storing such data. 

Such data can be modeled using logical tables, also persisted in datastores ( e.g., in a relational 

database that provides an SQL interface), allowing for querying of the data. Other datastores such 

as graph oriented databases and/or hybrid schemes can also be used. 

[00413] The following identifiers are commonly used in the tables: 

[00414] * MID 

[00415] * PID hash 

[00416] An ssh login session can be identified uniquely by an (MID, PID _ hash) tuple. The MID 

is a machine identifier that is unique to each machine, whether physical or virtual, across time 

and space. Operating systems use numbers called process identifiers (Pills) to identify processes 

running at a given time. Over time processes may die and new processes may be started on a 

machine or the machine itself may restart. The PID is not necessarily unique across time in that 

the same PID value can be reused for different processes at different times. In order to track 

process descendants across time, one should therefore account for time as well. In order to be 

able to identify a process on a machine uniquely across time, another number called a PID _ hash 

is generated for the process. In various embodiments, the PID _ hash is generated using a 

collision-resistant hash function that takes the PID, start time, and (in various embodiments, as 

applicable) other properties of a process. 

[00417] Input data collected by agents comprises the input data model and is represented by the 

following logical tables: 

[00418] * connections 

[00419] * processes 

[00420] * logins 

[00421] A connections table may maintain records of TCP/IP connections observed on each 

machine. Example columns included in a connections table are as follows: 

Column Name Description 

MID Identifier of the machine that the connection was observed on. 

start time Connection start time. 
-
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PID hash Identifier of the process that was associated with the connection. 
-

src IP addr Source IP address (the connection was initiated from this IP address). 
- -

src_port Source port. 

dst IP addr Destination IP address (the connection was made to this IP address). 
- -

dst_port Destination port. 

Prot Protocol (TCP or UDP). 

Dir Direction of the connection (incoming or outgoing) with respect to this 

machine. 

[00422] The source fields (IP address and port) correspond to the side from which the connection 

was initiated. On the destination side, the agent associates an ssh connection with the privileged 

ssh process that is created for that connection. 

[00423] For each connection in the system, there will be two records in the table, assuming that 

the machines on both sides of the connection capture the connection. These records can be 

matched based on equality of the tuple (src_IP _addr, src_port, dst_IP _addr, dst_port, Prot) and 

proximity of the start_time fields (e.g., with a one minute upper threshold between the start_time 

fields). 

[00424] A processes table maintains records of processes observed on each machine. It may have 

the following columns: 

Column Name Description 

MID Identifier of the machine that the process was observed on. 

PID hash Identifier of the process. 
-

start time Start time of the process. 
-

exe_path The executable path of the process. 

PPID hash Identifier of the parent process. 
-

[00425] A logins table may maintain records of logins to machines. It may have the following 

columns: 
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Column Name Description 

MID Identifier of the machine that the login was observed on. 

sshd PID hash Identifier of the sshd privileged process associated with login. 
- -

login_time Time of login. 

1 ogin _ usemame Username used in login. 

[00426] Output data generated by session tracking is represented with the following logical 

tables: 

[00427] * login-local-descendant 

[00428] * login-connection 

[00429] * login-lineage 

[00430] Using data in these tables, it is possible to determine descendant processes of a given ssh 

login session across the environment (i.e., spanning machines). Conversely, given a process, it is 

possible to determine if it is an ssh login descendant as well as the original ssh login session for it 

if SO. 

[00431] A login-local-descendant table maintains the local (i.e., on the same machine) 

descendant processes of each ssh login session. It may have the following columns: 

Column Name Description 

MID Identifier of the machine that the login was observed on. 

sshd PID hash Identifier of the sshd privileged process associated with login. 
- -

login_time Time of login. 

1 ogin _ username Usemame used in login. 

[00432] A login-connections table may maintain the connections associated with ssh logins. It 

may have the following columns: 

Column Name Description 

MID Identifier of the machine that the process was observed on. 

sshd PID hash Identifier of the sshd privileged process associated with the login. 
- -
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login_time Time of login. 

login_ usemame The usemame used in the login. 

src IP addr Source IP address (connection was initiated from this IP address). 
- -

src_port Source port. 

dst IP addr Destination IP address (connection was made to this IP address). 
- -

dst_port Destination port. 

[00433] A login-lineage table may maintain the lineage of ssh login sessions. It may have the 

following columns: 

Column Name Description 

MID Identifier of the machine that the ssh login was observed on. 

sshd PID hash Identifier of the sshd privileged process associated with the login. 
- -

parent_MID Identifier of the machine that the parent ssh login was observed on. 

parent_ sshd _ PID _ hash Identifier of the sshd privileged process associated with the parent 

login. 

origin_MID Identifier of the machine that the origin ssh login was observed on. 

origin_sshd_PID _hash Identifier of the sshd privileged process associated with the origin 

login. 

[00434] The parent_MID and parent_sshd_PID _hash columns can be null if there is no parent 

ssh login. In that case, the (MID, sshd_PID_hash) tuple will be the same as the (origin_MID, 

origin_sshd_PID _hash) tuple. 

[00435] Fig. 3H illustrates an example of a process for performing extended user tracking. In 

various embodiments, process 361 is performed by data platform 12. The process begins at 362 

when data associated with activities occurring in a network environment (such as entity A's 

datacenter) is received. One example of such data that can be received at 362 is agent-collected 

data described above (e.g., in conjunction with process 200). At 363, the received network 

activity is used to identify user login activity. And, at 364, a logical graph that links the user 
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login activity to at least one user and at least one process is generated (or updated, as applicable). 

Additional detail regarding process 361, and in particular, portions 363 and 364 of process 361 

are described in more detail below (e.g., in conjunction with discussion of Fig. 3J). 

[00436] Fig. 31 depicts a representation of a user logging into a first machine, then into a second 

machine from the first machine, and then making an external connection. The scenario depicted 

in Fig. 31 is used to describe an example of processing that can be performed on data collected by 

agents to generate extended user session tracking information. Fig. 31 is an alternate depiction of 

the information shown in Figs. 3F and 3G. 

[00437] At time tl (365), a first ssh connection is made to Machine A (366) from an external 

source (367) by a user having a username of "X." In the following example, suppose the external 

source has an IP address of 1.1.1.10 and uses source port 10000 to connect to Machine A ( which 

has an IP address of 2.2.2.20 and a destination port 22). External source 367 is considered an 

external source because its IP address is outside of the environment being monitored ( e.g., is a 

node outside of entity A's datacenter, connecting to a node inside of entity A's datacenter). 

[00438] A first ssh login session LS 1 is created on machine A for user X. The privileged openssh 

process for this login is Al (368). Under the login session LS 1, the user creates a bash shell 

process with PID _hash A2 (369). 

[00439] At time t2 (370), inside the bash shell process A2, the user runs an ssh program under a 

new process A3 (371) to log in to machine B (372) with a different username ("Y"). In particular, 

an ssh connection is made from source IP address 2.2.2.20 and source port 10001 (Machine A's 

source information) to destination IP address 2.2.2.21 and destination port 22 (Machine B's 

destination information). 

[00440] A second ssh login session LS2 is created on machine B for user Y. The privileged 

openssh process for this login is B 1 (373). Under the login session LS2, the user creates a bash 

shell process with PID_hash B2 (374). 

[00441] At time t3 (376), inside the bash shell process B2, the user runs a curl command under a 

new process B3 (377) to download a file from an external destination (378). In particular, an 

HTTPS connection is made from source IP address 2.2.2.21 and source port 10002 (Machine B's 

source information) to external destination IP address 3.3.3.30 and destination port 443 (the 

external destination's information). 

[00442] Using techniques described herein, it is possible to determine the original user who 

initiated the connection to external destination 378, which in this example is a user having the 

username X on machine A (where the extended user session can be determined to start with ssh 

login session LS 1 ). 
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[00443] Based on local descendant tracking, the following determinations can be on machine A 

and B without yet having performed additional processing (described in more detail below): 

[00444] * A3 is a descendant of Al and thus associated with LSI. 

[00445] * The connection to the external domain from machine B is initiated by B3. 

[00446] * B3 is a descendant of B 1 and is thus associated with LS2. 

[00447] * Connection to the external domain is thus associated with LS2. 

[00448] An association between A3 and LS2 can be established based on the fact that LS2 was 

created based on an ssh connection initiated from A3. Accordingly, it can be determined that LS2 

is a child of LS 1. 

[00449] To determine the user responsible for making the connection to the external destination 

( e.g., if it were a known bad destination), first, the process that made the connection would be 

traced, i.e., from B3 to LS2. Then LS2 would be traced to LSI (i.e., LSI is the origin login 

session for LS2). Thus the user for this connection is the user for LS 1, i.e., X. As represented in 

Fig. 31, one can visualize the tracing by following the links (in the reverse direction of arrows) 

from external destination 378 to Al (368). 

[00450] In the example scenario, it is assumed that both ssh connections occur in the same 

analysis period. However, the approaches described herein will also work for connections and 

processes that are created in different time periods. 

[00451] Fig. 3J illustrates an example of a process for performing extended user tracking. In 

various embodiments, process 380 is performed periodically (e.g., once an hour in a batch 

fashion) by ssh tracker 148 to generate new output data. In general, batch processing allows for 

efficient analysis of large volumes of data. However, the approach can be adapted, as applicable, 

to process input data on a record-by-record fashion while maintaining the same logical data 

processing flow. As applicable the results of a given portion of process 380 are stored for use in a 

subsequent portion. 

[00452] The process begins at 381 when new ssh connection records are identified. In particular, 

new ssh connections started during the current time period are identified by querying the 

connections table. The query uses filters on the start_time and dst_port columns. The values of 

the range filter on the start_time column are based on the current time period. The dst_port 

column is checked against ssh listening port(s). By default, the ssh listening port number is 22. 

However, as this could vary across environments, the port(s) that openssh servers are listening to 

in the environment can be determined by data collection agents dynamically and used as the filter 

value for the dst_port as applicable. In the scenario depicted in Fig. 31, the query result will 

generate the records shown in Fig. 3K. Note that for the connection between machine A and B, 

the two machines are likely to report start_time values that are not exactly the same but close 
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enough to be considered matching ( e.g., within one minute or another appropriate amount of 

time). In the above table, they are shown to be the same for simplicity. 

[00453] At 382, ssh connection records reported from source and destination sides of the same 

connection are matched. The ssh connection records (e.g., returned from the query at 381) are 

matched based on the following criteria: 

[00454] * The five tuples (src_IP, dst_IP, IP _prot, src_port, dst_port) of the connection records 

must match. 

[00455] * The delta between the start times of the connections must be within a limit that would 

account for the worst case clock difference expected between two machines in the environment 

and typical connection setup latency. 

[00456] * If there are multiple matches possible, then the match with the smallest time delta is 

chosen. 

[00457] Note that record 390 from machine A for the incoming connection from the external 

source cannot be matched with another record as there is an agent only on the destination side for 

this connection. Example output of portion 382 of process 380 is shown in Fig. 3L. The values in 

the dst_PID _ hash column (391) are that of the sshd privileged process associated with ssh logins. 

[00458] At 383, new logins during the current time period are identified by querying the logins 

table. The query uses a range filter on the login _time column with values based on the current 

time period. In the example depicted in Fig. 31, the query result will generate the records depicted 

in Fig. 3M. 

[00459] At 384, matched ssh connection records created at 382 and new login records created at 

383 are joined to create new records that will eventually be stored in the login-connection table. 

The join condition is that dst_MID of the matched connection record is equal to the MID of the 

login record and the dst_PID _ hash of the matched connection record is equal to the 

sshd_PID_hash of the login record. In the example depicted in Fig. 31, the processing performed 

at 384 will generate the records depicted in Fig. 3N. 

[00460] At 385, login-local-descendant records in the lookback time period are identified. It is 

possible that a process that is created in a previous time period makes an ssh connection in the 

current analysis batch period. Although not depicted in the example illustrated in Fig. 31, 

consider a case where bash process A2 does not create ssh process A3 right away but instead that 

the ssh connection A3 later makes to machine B is processed in a subsequent time period than the 

one where A2 was processed. While processing this subsequent time period in which processes 

A3 and B 1 are seen, knowledge of A2 would be useful in establishing that B 1 is associated with 

A3 (via ssh connection) which is associated with A2 (via process parentage) which in turn would 

be useful in establishing that the parent of the second ssh login is the first ssh login. The time 
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period for which look back is performed can be limited to reduce the amount of historical data 

that is considered. However, this is not a requirement (and the amount of look back can be 

determined, e.g., based on available processing resources). The login local descendants in the 

lookback time period can be identified by querying the login-local-descendant table. The query 

uses a range filter on the login _time column where the range is from 

start_time_of_current_period - lookback_time to start_time_of_current_period. (No records as a 

result of performing 385 on the scenario depicted in Fig. 31 are obtained, as only a single time 

period is applicable in the example scenario.) 

[00461] At 386, new processes that are started in the current time period are identified by 

querying the processes table. The query uses a range filter on the start_time column with values 

based on the current time period. In the example depicted in Fig. 31, the processing performed at 

386 will generate the records depicted in Fig. 30. 

[00462] At 387, new login-local-descendant records are identified. The purpose is to determine 

whether any of the new processes in the current time period are descendants of an ssh login 

process and if so to create records that will be stored in the login-local-descendant table for them. 

In order to do so, the parent-child relationships between the processes are recursively followed. 

Either a top down or bottom up approach can be used. In a top down approach, the ssh local 

descendants in the lookback period identified at 385, along with new ssh login processes in the 

current period identified at 384 are considered as possible ancestors for the new processes in the 

current period identified at 386. 

[00463] Conceptually, the recursive approach can be considered to include multiple sub-steps 

where new processes that are identified to be ssh local descendants in the current sub-step are 

considered as ancestors for the next step. In the example scenario depicted in Fig. 31, the 

following descendancy relationships will be established in two sub-steps: 

[00464] Sub-step 1: 

[00465] Process A2 is a local descendant ofLSl (i.e., MID= A, sshd_PID_hash = Al) because it 

is a child of process Al which is the login process for LS 1. 

[00466] Process B2 is a local descendant ofLS2 (i.e., MID= B, sshd_PID _hash= Bl) because it 

is a child of process B 1 which is the login process for LS2. 

[00467] Sub-step 2: 

[00468] Process A3 is a local descendant of LS 1 because it is a child of process A2 which is 

associated to LS 1 in sub-step 1. 

[00469] Process B3 is a local descendant ofLS2 because it is a child of process Bl which is 

associated to LS2 in sub-step 1. 
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[00470] Implementation portion 387 can use a datastore that supports recursive query 

capabilities, or, queries can be constructed to process multiple conceptual sub-steps at once. In 

the example depicted in Fig. 31, the processing performed at 387 will generate the records 

depicted in Fig. 3P. Note that the ssh privileged processes associated with the logins are also 

included as they are part of the login session. 

[00471] At 388, the lineage of new ssh logins created in the current time period is determined by 

associating their ssh connections to source processes that may be descendants of other ssh logins 

(which may have been created in the current period or previous time periods). In order to do so, 

first an attempt is made to join the new ssh login connections in the current period (identified at 

384) with the combination of the login local descendants in the lookback period (identified at 

385) and the login local descendants in the current time period (identified at 386). This will 

create adjacency relationships between child and parent logins. In the example depicted in Fig. 

31, the second ssh login connection will be associated with process A3 and an adjacency 

relationship between the two login sessions will be created (as illustrated in Fig. 3Q). 

[00472] Next, the adjacency relationships are used to find the original login sessions. While not 

shown in the sample scenario, there could be multiple ssh logins in a chain in the current time 

period, in which case a recursive approach (as in 387) could be used. At the conclusion of portion 

388, the login lineage records depicted in Fig. 3R will be generated. 

[00473] Finally, at 389, output data is generated. In particular, the new login-connection, login­

local-descendant, and login-lineage records generated at 384, 387, and 388 are inserted into their 

respective output tables (e.g., in a transaction manner). 

[00474] An alternate approach to matching TCP connections between machines running an agent 

is for the client to generate a connection GUID and send it in the connection request (e.g., the 

SYN packet) it sends and for the server to extract the GUID from the request. If two connection 

records from two machines have the same GUID, they are for the same connection. Both the 

client and server will store the GUID (if it exists) in the connection records they maintain and 

report. On the client side, the agent can configure the network stack ( e.g. using IP tables 

functionality on Linux) to intercept an outgoing TCP SYN packet and modify it to add the 

generated GUID as a TCP option. On the server side, the agent already extracts TCP SYN 

packets and thus can look for this option and extract the GUID if it exists. 

[00475] Example graph-based user tracking and threat detection embodiments associated with 

data platform 12 will now be described. Administrators and other users of network environments 

(e.g., entity A's datacenter 104) often change roles to perform tasks. As one example, suppose 

that at the start of a workday, an administrator (hereinafter "Joe Smith") logs in to a console, 

using an individualized account (e.g., usemame=joe.smith). Joe performs various tasks as 
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himself ( e.g., answering emails, generating status reports, writing code, etc.). For other tasks 

(e.g., performing updates), Joe may require different/additional permission than his individual 

account has (e.g., root privileges). One way Joe can gain access to such permissions is by using 

sudo, which will allow Joe to run a single command with root privileges. Another way Joe can 

gain access to such permissions is by su or otherwise logging into a shell as root. After gaining 

root privileges, another thing that Joe can do is switch identities. As one example, to perform 

administrative tasks, Joe may use "su help" or "su database-admin" to become (respectively) the 

help user or the database-admin user on a system. He may also connect from one machine to 

another, potentially changing identities along the way (e.g., logging in as joe.smith at a first 

console, and connecting to a database server as database-admin). When he's completed various 

administrative tasks, Joe can relinquish his root privileges by closing out of any additional shells 

created, reverting back to a shell created for user joe.smith. 

[00476] While there are many legitimate reasons for Joe to change his identity throughout the 

day, such changes may also correspond to nefarious activity. Joe himself may be nefarious, or 

Joe's account (joe.smith) may have been compromised by a third party (whether an "outsider" 

outside of entity A's network, or an "insider"). Using techniques described herein, the behavior 

of users of the environment can be tracked (including across multiple accounts and/or multiple 

machines) and modeled (e.g., using various graphs described herein). Such models can be used to 

generate alerts (e.g., to anomalous user behavior). Such models can also be used forensically, 

e.g., helping an investigator visualize various aspects of a network and activities that have 

occurred, and to attribute particular types of actions ( e.g., network connections or file accesses) 

to specific users. 

[00477] In a typical day in a datacenter, a user ( e.g., Joe Smith) will log in, run various 

processes, and (optionally) log out. The user will typically log in from the same set ofIP 

addresses, from IP addresses within the same geographical area (e.g., city or country), or from 

historically known IP addresses/geographical areas (i.e., ones the user has 

previously/occasionally used). A deviation from the user's typical (or historical) behavior 

indicates a change in login behavior. However, it does not necessarily mean that a breach has 

occurred. Once logged into a datacenter, a user may take a variety of actions. As a first example, 

a user might execute a binary/script. Such binary/script might communicate with other nodes in 

the datacenter, or outside of the datacenter, and transfer data to the user (e.g., executing "curl" to 

obtain data from a service external to the datacenter). As a second example, the user can similarly 

transfer data (e.g., out of the datacenter), such as by using POST. As a third example, a user 

might change privilege (one or more times), at which point the user can send/receive data as per 
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above. As a fourth example, a user might connect to a different machine within the datacenter 

( one or more times), at which point the user can send/receive data as per the above. 

[00478] In various embodiments, the above information associated with user behavior is broken 

into four tiers. The tiers represent example types of information that data platform 12 can use in 

modeling user behavior: 

[00479] 1. The user's entry point (e.g., domains, IP addresses, and/or geolocation information 

such as country/city) from which a user logs in. 

[00480] 2. The login user and machine class. 

[00481] 3. Binaries, executables, processes, etc. a user launches. 

[00482] 4. Internal servers with which the user (or any of the user's processes, child processes, 

etc.) communicates, and external contacts (e.g., domains, IP addresses, and/or geolocation 

information such as country/city) with which the user communicates (i.e., transfers data). 

[00483] In the event of a security breach, being able to concretely answer questions about such 

information can be very important. And, collectively, such information is useful in providing an 

end-to-end path (e.g., for performing investigations). 

[00484] In the following example, suppose a user ("UserA") logs into a machine ("Machine0l") 

from a first IP address ("IP0l"). Machine0l is inside a datacenter. User A then launches a script 

("runnable.sh") on Machine0l. From Machine0l, UserA next logs into a second machine 

("Machine02") via ssh, also as UserA, also within the datacenter. On Machine02, UserA again 

launches a script ("new_runnable.sh"). On Machine02, UserA then changes privilege, becoming 

root on Machine02. From Machine02, UserA (now as root) logs into a third machine 

("Machine03 ") in the datacenter via ssh, as root on Machine03. As root on Machine03, the user 

executes a script ("collect_data.sh") on Machine03. The script internally communicates (as root) 

to a MySQL-based service internal to the datacenter, and downloads data from the MySQL-based 

service. Finally, as root on Machine03, the user externally communicates with a server outside 

the datacenter ("ExternalOI"), using a POST command. To summarize what has occurred, in this 

example, the source/entry point is IP0I. Data is transferred to an external server ExternalOl. The 

machine performing the transfer to External0l is Machine03. The user transferring the data is 

"root" (on Machine03), while the actual user (hiding behind root) is UserA. 

[00485] In the above scenario, the "original user" (ultimately responsible for transmitting data to 

ExternalOl) is UserA, who logged in from IP0l. Each of the processes ultimately started by 

UserA, whether started at the command line (tty) such as "runnable.sh" or started after an ssh 

connection such as "new_runnable.sh," and whether as UserA, or as a subsequent identity, are all 

examples of child processes which can be arranged into a process hierarchy. 
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[00486] As previously mentioned, machines can be clustered together logically into machine 

clusters. One approach to clustering is to classify machines based on information such as the 

types of services they provide/binaries they have installed upon them/processes they execute. 

Machines sharing a given machine class (as they share common binaries/services/etc.) will 

behave similarly to one another. Each machine in a datacenter can be assigned to a machine 

cluster, and each machine cluster can be assigned an identifier (also referred to herein as a 

machine class). One or more tags can also be assigned to a given machine class (e.g., 

database_servers_west or prod_web_frontend). One approach to assigning a tag to a machine 

class is to apply term frequency analysis (e.g., TF/IDF) to the applications run by a given 

machine class, selecting as tags those most unique to the class. Data platform 12 can use 

behavioral baselines taken for a class of machines to identify deviations from the baseline ( e.g., 

by a particular machine in the class). 

[00487] Fig. 3S illustrates an example of a process for detecting anomalies. In various 

embodiments, process 392 is performed by data platform 12. As explained above, a given session 

will have an original user. And, each action taken by the original user can be tied back to the 

original user, despite privilege changes and/or lateral movement throughout a datacenter. Process 

392 begins at 393 when log data associated with a user session (and thus an original user) is 

received. At 394, a logical graph is generated, using at least a portion of the collected data. When 

an anomaly is detected (395), it can be recorded, and as applicable, an alert is generated (396). 

The following are examples of graphs that can be generated (e.g., at 394), with corresponding 

examples of anomalies that can be detected (e.g., at 395) and alerted upon (e.g., at 396). 

[00488] Fig. 4A illustrates a representation of an embodiment of an insider behavior graph. In the 

example of Fig. 4A, each node in the graph can be: (1) a cluster of users; (2) a cluster oflaunched 

processes; (3) a cluster of processes/servers running on a machine class; ( 4) a cluster of external 

IP addresses (of incoming clients); or (5) a cluster of external servers based on DNS/IP/etc. As 

depicted in Fig. 4A, graph data is vertically tiered into four tiers. Tier O ( 400) corresponds to 

entry point information (e.g., domains, IP addresses, and/or geolocation information) associated 

with a client entering the datacenter from an external entry point. Entry points are clustered 

together based on such information. Tier 1 ( 401) corresponds to a user on a machine class, with a 

given user on a given machine class represented as a node. Tier 2 ( 402) corresponds to launched 

processes, child processes, and/or interactive processes. Processes for a given user and having 

similar connectivity ( e.g., sharing the processes they launch and the machines with which they 

communicate) are grouped into nodes. Finally, Tier 3 (403) corresponds to the 

services/servers/domains/IP addresses with which processes communicate. A relationship 
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between the tiers can be stated as follows: Tier 0 nodes log in to tier 1 nodes. Tier 1 nodes launch 

tier 2 nodes. Tier 2 nodes connect to tier 3 nodes. 

[00489] The inclusion of an original user in both Tier 1 and Tier 2 allows for horizontal tiering. 

Such horizontal tiering ensures that there is no overlap between any two users in Tier 1 and Tier 

2. Such lack of overlap provides for faster searching of an end-to-end path ( e.g., one starting with 

a Tier 0 node and terminating at a Tier 3 node). Horizontal tiering also helps in establishing 

baseline insider behavior. For example, by building an hourly insider behavior graph, new 

edges/changes in edges between nodes in Tier 1 and Tier 2 can be identified. Any such changes 

correspond to a change associated with the original user. And, any such changes can be surfaced 

as anomalous and alerts can be generated. 

[00490] As explained above, Tier 1 corresponds to a user (e.g., user "U") logging into a machine 

having a particular machine class (e.g., machine class "M"). Tier 2 is a cluster of processes 

having command line similarity (e.g., CType "C"), having an original user "U," and running as a 

particular effective user (e.g., user "Ul"). The value ofUl may be the same as U (e.g., joe.smith 

in both cases), or the value ofUl may be different (e.g., U=joe.smith and Ul=root). Thus, while 

an edge may be present from a Tier 1 node to a Tier 2 node, the effective user in the Tier 2 node 

may or may not match the original user (while the original user in the Tier 2 node will match the 

original user in the Tier 1 node). 

[00491] A change from a user U into a user Ul can take place in a variety of ways. Examples 

include where U becomes Ul on the same machine (e.g., via su), and also where U sshes to other 

machine(s). In both situations, U can perform multiple changes, and can combine approaches. 

For example, U can become Ul on a first machine, ssh to a second machine (as Ul), become U2 

on the second machine, and ssh to a third machine (whether as user U2 or user U3). In various 

embodiments, the complexity of how user U ultimately becomes U3 ( or US, etc.) is hidden from 

a viewer of an insider behavior graph, and only an original user ( e.g., U) and the effective user of 

a given node (e.g., US) are depicted. As applicable (e.g., if desired by a viewer of the insider 

behavior graph), additional detail about the path (e.g., an end-to-end path of edges from user U to 

user US) can be surfaced (e.g., via user interactions with nodes). 

[00492] Fig. 4B illustrates an example of a portion of an insider behavior graph ( e.g., as rendered 

in a web browser). In the example shown, node 405 (the external IP address, 52.32.40.231) is an 

example of a Tier 0 node, and represents an entry point into a datacenter. As indicated by 

directional arrows 406 and 407, two users, "aruneli_prod" and "harish_prod," both made use of 

the source IP 52.32.40.231 when logging in between 5pm and 6pm on Sunday July 30 (408). 

Nodes 409 and 410 are examples of Tier 1 nodes, having aruneli_prod and harish_prod as 

associated respective original users. As previously mentioned, Tier 1 nodes correspond to a 
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combination of a user and a machine class. In the example depicted in Fig. 4B, the machine class 

associated with nodes 409 and 410 is hidden from view to simplify visualization, but can be 

surfaced to a viewer of interface 404 ( e.g., when the user clicks on node 409 or 410). 

[00493] Nodes 414-423 are examples of Tier 2 nodes - processes that are launched by users in 

Tier 1 and their child, grandchild, etc. processes. Note that also depicted in Fig. 4B is a Tier 1 

node 411 that corresponds to a user, "root," that logged in to a machine cluster from within the 

datacenter (i.e., has an entry point within the datacenter). Nodes 425-1 and 425-2 are examples of 

Tier 3 nodes - internal/external IP addresses, servers, etc., with which Tier 2 nodes 

communicate. 

[00494] In the example shown in Fig. 4B, a viewer of interface 404 has clicked on node 423. As 

indicated in region 426, the user running the marathon container is "root." However, by 

following the directional arrows in the graph backwards from node 423 (i.e. from right to left), 

the viewer can determine that the original user, responsible for node 423, is "aruneli_prod," who 

logged into the datacenter from IP 52.32.40.231. 

[00495] The following are examples of changes that can be tracked using an insider behavior 

graph model: 

[00496] * A user logs in from a new IP address. 

[00497] * A user logs in from a geolocation not previously used by that user. 

[00498] * A user logs into a new machine class. 

[00499] * A user launches a process not previously used by that user. 

[00500] * A user connects to an internal server to which the user has not previously connected. 

[00501] * An original user communicates with an external server ( or external server known to be 

malicious) with which that user has not previously communicated. 

[00502] * A user communicates with an external server which has a geolocation not previously 

used by that user. 

[00503] Such changes can be surfaced as alerts, e.g., to help an administrator determine 

when/what anomalous behavior occurs within a datacenter. Further, the behavior graph model 

can be used (e.g., during forensic analysis) to answer questions helpful during an investigation. 

Examples of such questions include: 

[00504] * Was there any new login activity (Tier 0) in the timeframe being investigated? As one 

example, has a user logged in from an IP address with unknown geolocation information? 

Similarly, has a user started communicating externally with a new Tier 3 node (e.g., one with 

unknown geolocation information). 

[00505] * Has there been any suspicious login activity (Tier 0) in the timeframe being 

investigated? As one example, has a user logged in from an IP address that corresponds to a 
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known bad IP address as maintained by Threat aggregator 150? Similarly, has there been any 

suspicious Tier 3 activity? 

[00506] * Were any anomalous connections made within the datacenter during the timeframe 

being investigated? As one example, suppose a given user ("Frank") typically enters a datacenter 

from a particular IP address (or range of IP addresses), and then connects to a first machine type 

(e.g., bastion), and then to a second machine type (e.g., database_prod). If Frank has directly 

connected to database_prod (instead of first going through bastion) during the timeframe, this can 

be surfaced using the insider graph. 

[00507] * Who is (the original user) responsible for running a particular process? 

[00508] An example of an insider behavior graph being used in an investigation is depicted in 

Figs. 4C and 4D. Fig. 4C depicts a baseline of behavior for a user, "Bill." As shown in Fig. 4C, 

Bill typically logs into a datacenter from the IP address, 71.198.44.40 (427). He typically makes 

use of ssh (428), and sudo (429), makes use of a set of typical applications (430) and connects (as 

root) with the external service, api.lacework.net (431). 

[00509] Suppose Bill's credentials are compromised by a nefarious outsider ("Eve"). Fig. 4D 

depicts an embodiment of how the graph depicted in Fig. 4C would appear once Eve begins 

exfiltrating data from the datacenter. Eve logs into the datacenter (using Bill's credentials) from 

52.5.66.8 (432). As Bill, Eve escalates her privilege to root (e.g., via su), and then becomes a 

different user, Alex (e.g., via su alex). As Alex, Eve executes a script, "sneak.sh" (433), which 

launches another script, "post.sh" (434), which contacts external server 435 which has an IP 

address of 52.5.66.7, and transmits data to it. Edges 436-439 each represent changes in Bill's 

behavior. As previously mentioned, such changes can be detected as anomalies and associated 

alerts can be generated. As a first example, Bill logging in from an IP address he has not 

previously logged in from ( 436) can generate an alert. As a second example, while Bill does 

typically make use of sudo (429), he has not previously executed sneak.sh (433) or post.sh (434) 

and the execution of those scripts can generate alerts as well. As a third example, Bill has not 

previously communicated with server 435, and an alert can be generated when he does so (439). 

Considered individually, each of edges 436-439 may indicate nefarious behavior, or may be 

benign. As an example of a benign edge, suppose Bill begins working from a home office two 

days a week. The first time he logs in from his home office (i.e., from an IP address that is not 

71.198.44.40), an alert can be generated that he has logged in from a new location. Over time, 

however, as Bill continues to log in from his home office but otherwise engages in typical 

activities, Bill's graph will evolve to include logins from both 71.198.44.40 and his home office 

as baseline behavior. Similarly, if Bill begins using a new tool in his job, an alert can be 

generated the first time he executes the tool, but over time will become part of his baseline. 
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[00510] In some cases, a single edge can indicate a serious threat. For example, if server 432 (or 

435) is included in a known bad IP listing, edge 436 (or 439) indicates compromise. An alert that 

includes an appropriate severity level ( e.g., "threat level high") can be generated. In other cases, a 

combination of edges could indicate a threat (where a single edge might otherwise result in a 

lesser warning). In the example shown in Fig. 4D, the presence of multiple new edges is 

indicative of a serious threat. Of note, even though "sneak. sh" and "post. sh" were executed by 

Alex, because data platform 12 also keeps track of an original user, the compromise of user B's 

account will be discovered. 

[00511] Fig. 4E illustrates a representation of an embodiment of a user login graph. In the 

example of Fig. 4E, tier O (440) clusters source IP addresses as belonging to a particular country 

(including an "unknown" country) or as a known bad IP. Tier 1 (441) clusters user logins, and 

tier 2 (442) clusters type of machine class into which a user is logging in. The user login graph 

tracks the typical login behavior of users. By interacting with a representation of the graph, 

answers to questions such as the following can be obtained: 

[00512] * Where is a user logging in from? 

[00513] * Have any users logged in from a known bad address? 

[00514] * Have any non-developer users accessed development machines? 

[00515] * Which machines does a particular user access? 

[00516] Examples of alerts that can be generated using the user login graph include: 

[00517] * A user logs in from a known bad IP address. 

[00518] * A user logs in from a new country for the first time. 

[00519] * A new user logs into the datacenter for the first time. 

[00520] * A user accesses a machine class that the user has not previously accessed. 

[00521] One way to track privilege changes in a datacenter is by monitoring a process hierarchy 

of processes. To help filter out noisy commands/processes such as "su -u," the hierarchy of 

processes can be constrained to those associated with network activity. In a *nix system, each 

process has two identifiers assigned to it, a process identifier (PID) and a parent process identifier 

(PPID). When such a system starts, the initial process is assigned a PID 0. Each user process has 

a corresponding parent process. 

[00522] Using techniques described herein, a graph can be constructed (also referred to herein as 

a privilege change graph) which models privilege changes. In particular, a graph can be 

constructed which identifies where a process Pl launches a process P2, where Pl and P2 each 

have an associated user Ul and U2, with Ul being an original user, and U2 being an effective 

user. In the graph, each node is a cluster of processes (sharing a CType) executed by a particular 

( original) user. As all the processes in the cluster belong to the same user, a label that can be used 
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for the cluster is the user's username. An edge in the graph, from a first node to a second node, 

indicates that a user of the first node changed its privilege to the user of the second node. 

[00523] Fig. 4F illustrates an example of a privilege change graph. In the example shown in Fig. 

4F, each node (e.g., nodes 444 and 445) represents a user. Privilege changes are indicated by 

edges, such as edge 446. 

[00524] As with other graphs, anomalies in graph 443 can be used to generate alerts. Three 

examples of such alerts are as follows: 

[00525] * New user entering the datacenter. Any time a new user enters the datacenter and runs a 

process, the graph will show a new node, with a new CType. This indicates a new user has been 

detected within the datacenter. Fig. 4F is a representation of an example of an interface that 

depicts such an alert. Specifically, as indicated in region 447, an alert for the time period lpm-

2pm on June 8 was generated. The alert identifies that a new user, Bill (448) executed a process. 

[00526] *Privilege change. As explained above, a new edge, from a first node (user A) to a 

second node (user B) indicates that user A has changed privilege to user B. 

[00527] * Privilege escalation. Privilege escalation is a particular case of privilege change, in 

which the first user becomes root. 

[00528] An example of an anomalous privilege change and an example of an anomalous 

privilege escalation are each depicted in graph 450 of Fig. 4G. In particular, as indicated in 

region 451, two alerts for the time period 2pm-3pm on June 8 were generated (corresponding to 

the detection of the two anomalous events). In region 452, root has changed privilege to the user 

"daemon," which root has not previously done. This anomaly is indicated to the user by 

highlighting the daemon node ( e.g., outlining it in a particular color, e.g., red). As indicated by 

edge 453, Bill has escalated his privilege to the user root (which can similarly be highlighted in 

region 454). This action by Bill represents a privilege escalation. 

[00529] An Extensible query interface for dynamic data compositions and filter applications will 

now be described. 

[00530] As described herein, datacenters are highly dynamic environments. And, different 

customers of data platform 12 ( e.g., entity A vs. entity B) may have different/disparate 

needs/requirements of data platform 12, e.g., due to having different types of assets, different 

applications, etc. Further, as time progresses, new software tools will be developed, new types of 

anomalous behavior will be possible (and should be detectable), etc. In various embodiments, 

data platform 12 makes use of predefined relational schema (including by having different 

predefined relational schema for different customers). However, the complexity and cost of 

maintaining/updating such predefined relational schema can rapidly become problematic -

particularly where the schema includes a mix of relational, nested, and hierarchical (graph) 
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datasets. In other embodiments, the data models and filtering applications used by data platform 

12 are extensible. As will be described in more detail below, in various embodiments, data 

platform 12 supports dynamic query generation by automatic discovery of join relations via static 

or dynamic filtering key specifications among composable data sets. This allows a user of data 

platform 12 to be agnostic to modifications made to existing data sets as well as creation of new 

data sets. The extensible query interface also provides a declarative and configurable 

specification for optimizing internal data generation and derivations. 

[00531] As will also be described in more detail below, data platform 12 is configured to 

dynamically translate user interactions (e.g., received via web app 120) into SQL queries (and 

without the user needing to know how to write queries). Such queries can then be performed 

(e.g., by query service 166) against any compatible backend (e.g., data store 30). 

[00532] Fig. 4H illustrates an example of a user interacting with a portion of an interface. When 

a user visits data platform 12 (e.g., via web app 120 using a browser), data is extracted from data 

store 30 as needed ( e.g., by query service 166), to provide the user with information, such as the 

visualizations depicted variously herein). As the user continues to interact with such 

visualizations ( e.g., clicking on graph nodes, entering text into search boxes, navigating between 

tabs (e.g., tab 455 vs. 465)), such interactions act as triggers that cause query service 166 to 

continue to obtain information from data store 30 as needed (and as described in more detail 

below). 

[00533] In the example shown in Fig. 4H, user A is viewing a dashboard that provides various 

information about entity A users ( 455), during the time period March 2 at midnight - March 25 at 

7pm (which she selected by interacting with region 456). Various statistical information is 

presented to user A in region 457. Region 458 presents a timeline of events that occurred during 

the selected time period. User A has opted to list only the critical, high, and medium events 

during the time period by clicking on the associated boxes (459-461). A total of 55 low severity, 

and 155 info-only events also occurred during the time period. Each time user A interacts with an 

element in Fig. 4H (e.g., clicks on box 461, clicks on link 464-1, or clicks on tab 465), her 

actions are translated/formalized into filters on the data set and used to dynamically generate 

SQL queries. The SQL queries are generated transparently to user A (and also to a designer of 

the user interface shown in Fig. 4H). 

[00534] User A notes in the timeline (462) that a user, Harish, connected to a known bad server 

(examplebad.com) using wget, an event that has a critical severity level. User A can click on 

region 463 to expand details about the event inline (which will display, for example, the text 

"External connection made to known bad host examplebad.com at port 80 from application 

'wget' running on host devl .lacework.intemal as user harish") directly below line 462. User A 
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can also click on link 464-1, which will take her to a dossier for the event (depicted in Fig. 41). 

As will be described in more detail below, a dossier is a template for a collection of 

visualizations. 

[00535] As shown in interface 466, the event ofHarish using wget to contact examplebad.com 

on March 16 was assigned an event ID of 9291 by data platform 12 (467). For convenience to 

user A, the event is also added to her dashboard in region 476 as a bookmark (468). A summary 

of the event is depicted in region 469. By interacting with boxes shown in region 470, user A can 

see a timeline of related events. In this case, user A has indicated that she would like to see other 

events involving the wget application (by clicking box 471). Events of critical and medium 

security involving wget occurred during the one hour window selected in region 472. 

[00536] Region 473 automatically provides user A with answers to questions that may be helpful 

to have answers to while investigating event 9291. If user A clicks on any of the links in the 

event description (474), she will be taken to a corresponding dossier for the link. As one 

example, suppose user A clicks on link 475. She will then be presented with interface 477 shown 

in Fig. 4J. 

[00537] Interface 477 is an embodiment of a dossier for a domain. In this example, the domain is 

"examplebad.com," as shown in region 478. Suppose user A would like to track down more 

information about interactions entity A resources have made with examplebad.com between 

January 1 and March 20. She selects the appropriate time period in region 479 and information in 

the other portions of interface 477 automatically update to provide various information 

corresponding to the selected time frame. As one example, user A can see that contact was made 

with examplebad.com a total of 17 times during the time period (480), as well as a list of each 

contact ( 481 ). Various statistical information is also included in the dossier for the time period 

(482). If she scrolls down in interface 477, user A will be able to view various polygraphs 

associated with examplebad.com, such as an application-communication polygraph ( 483). 

[00538] Data stored in data store 30 can be internally organized as an activity graph. In the 

activity graph, nodes are also referred to as Entities. Activities generated by Entities are modeled 

as directional edges between nodes. Thus, each edge is an activity between two Entities. One 

example of an Activity is a "login" Activity, in which a user Entity logs into a machine Entity 

(with a directed edge from the user to the machine). A second example of an Activity is a 

"launch" Activity, in which a parent process launches a child process (with a directed edge from 

the parent to the child). A third example of an Activity is a "DNS query" Activity, in which 

either a process or a machine performs a query (with a directed edge from the requestor to the 

answer, e.g., an edge from a process to www.example.com). A fourth example of an Activity is a 
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network "connected to" Activity, in which processes, IP addresses, and listen ports can connect 

to each other (with a directed edge from the initiator to the server). 

[00539] As will be described in more detail below, query service 166 provides either relational 

views or graph views on top of data stored in data store 30. Typically, a user will want to see data 

filtered using the activity graph. For example, if an entity was not involved in an activity in a 

given time period, that entity should be filtered out of query results. Thus, a request to show "all 

machines" in a given time frame will be interpreted as "show distinct machines that were active" 

during the time frame. 

[00540] Query service 166 relies on three main data model elements: fields, entities, and filters. 

As used herein, a field is a collection of values with the same type (logical and physical). A field 

can be represented in a variety of ways, including: 1. a column of relations (table/view), 2. a 

return field from another entity, 3. an SQL aggregation (e.g., COUNT, SUM, etc.), 4. an SQL 

expression with the references of other fields specified, and 5. a nested field of a JSON object. As 

viewed by query service 166, an entity is a collection of fields that describe a data set. The data 

set can be composed in a variety of ways, including: 1. a relational table, 2. a parameterized SQL 

statement, 3. DynamicSQL created by a Java function, and 4. join/project/aggregate/subclass of 

other entities. Some fields are common for all entities. One example of such a field is a "first 

observed" timestamp (when first use of the entity was detected). A second example of such a 

field is the entity classification type (e.g., one of: 1. Machine (on which an agent is installed), 2. 

Process, 3. Binary, 4. UID, 5. IP, 6. DNS Information, 7. ListenPort, and 8. PType). A third 

example of such a field is a "last observed" timestamp. 

[00541] A filter is an operator that: 1. takes an entity and field values as inputs, 2. a valid SQL 

expression with specific reference(s) of entity fields, or 3. is a conjunct/disjunct of filters. As will 

be described in more detail below, filters can be used to filter data in various ways, and limit data 

returned by query service 166 without changing the associated data set. 

[00542] As mentioned above, a dossier is a template for a collection of visualizations. Each 

visualization ( e.g., the box including chart 484) has a corresponding card, which identifies 

particular target information needed ( e.g., from data store 30) to generate the visualization. In 

various embodiments, data platform 12 maintains a global set of dossiers/cards. Users of data 

platform 12 such as user A can build their own dashboard interfaces using preexisting 

dossiers/cards as components, and/or they can make use of a default dashboard (which 

incorporates various of such dossiers/cards). 

[00543] A JSON file can be used to store multiple cards (e.g., as part of a query service catalog). 

A particular card is represented by a single JSON object with a unique name as a field name. 

[00544] Each card may be described by the following named fields: 
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[00545] TYPE: the type of the card. Example values include: 

[00546] * Entity (the default type) 

[00547] * SQL 

[00548] * Filters 

[00549] * DynamicSQL 

[00550] * graphFilter 

[00551] * graph 

[00552] * Function 

[00553] * Template 

Specification Clean 

[00554] PARAMETERS: a JSON array object that contains an array of parameter objects with 

the following fields: 

[00555] * name (the name of the parameter) 

[00556] * required (a Boolean flag indicating whether the parameter is required or not) 

[00557] * default (a default value of the parameter) 

[00558] * props (a generic JSON object for properties of the parameter. Possible values are: 

"utype" (a user defined type), and "scope" (an optional property to configure a namespace of the 

parameter)) 

[00559] * value (a value for the parameter - non-null to override the default value defined in 

nested source entities) 

[00560] SOURCES: a JSON array object explicitly specifying references of input entities. Each 

source reference has the following attributes: 

[00561] * name (the card/entity name or fully-qualified Table name) 

[00562] * type (required for base Table entity) 

[00563] * alias ( an alias to access this source entity in other fields ( e.g., returns, filters, groups, 

etc)) 

[00564] RETURNS: a required JSON array object of a return field object. A return field object 

can be described by the following attributes: 

[00565] * field (a valid field name from a source entity) 

[00566] * expr (a valid SQL scalar expression. References to input fields of source entities are 

specified in the format of#{Entity.Field}. Parameters can also be used in the expression in the 

format of ${Parameter Name}) 

[00567] * type (the type of field, which is required for return fields specified by expr. It is also 

required for all return fields of an Entity with an SQL type) 

[00568] * alias (the unique alias for return field) 
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[00569] * aggr (possible aggregations are: COUNT, COUNT_DISTINCT, DISTINCT, MAX, 

MIN, AVG, SUM, FIRST_VALUE, LAST_VALUE) 

[00570] * case (JSON array object represents conditional expressions "when" and "expr") 

[00571] * fieldsFrom, and, except (specification for projections from a source entity with 

excluded fields) 

[00572] * props (general JSON object for properties of the return field. Possible properties 

include: "filterGroup," "title," "format," and "utype") 

[00573] PROPS: generic JSON objects for other entity properties 

[00574] SQL: a JSON array of string literals for SQL statements. Each string literal can contain 

parameterized expressions ${ParameterName} and/or composable entity by #{EntityName} 

[00575] GRAPH: required for graph entity. Has the following required fields: 

[00576] * source (including "type," "props," and "keys") 

[00577] * target (including "type," "props," and "keys") 

[00578] * edge (including "type" and "props") 

[00579] JOINS: a JSON array of join operators. Possible fields for a join operator include: 

[00580] * type (possible join types include: "loj" - Left Outer Join, "join" - Inner Join, "in" -

Semi Join, "implicit" - Implicit Join) 

[00581] * left (a left hand side field of join) 

[00582] * right (a right hand side field of join) 

[00583] * keys (key columns for multi-way joins) 

[00584] * order (a join order of multi-way joins) 

[00585] FKEYS: a JSON array ofFilterKey(s). The fields for a FilterKey are: 

[00586] * type (type of FilterKey) 

[00587] * fieldRefs (reference(s) to return fields of an entity defined in the sources field) 

[00588] * alias (an alias of the FilterKey, used in implicit join specification) 

[00589] FILTERS: a JSON array of filters (conjunct). Possible fields for a filter include: 

[00590] * type (types of filters, including: "eq" - equivalent to SQL =, "ne" - equivalent to SQL 

<>, "ge" - equivalent to SQL >=, "gt" - equivalent to SQL >, "le" - equivalent to SQL <=, "lt" -

equivalent to SQL <, "like" - equivalent to SQL LIKE, "not_like" - equivalent to SQL NOT 

LIKE, "rlike" - equivalent to SQL RLIKE (Snowflake specific), "not_rlike" - equivalent to SQL 

NOT RLIKE (Snowflake specific), "in" - equivalent to SQL IN, "not_in" - equivalent to SQL 

NOT IN) 

[00591] * expr (generic SQL expression) 

[00592] * field (field name) 

[00593] * value (single value) 
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[00594] * values (for both IN and NOT IN) 

[00595] ORDERS: a JSON array of ORDER BY for returning fields. Possible attributes for the 

ORDER BY clause include: 

[00596] * field (field ordinal index (1 based) or field alias) 

[00597] * order (asc/desc, default is ascending order) 

[00598] GROUPS: a JSON array of GROUP BY for returning fields. Field attributes are: 

[00599] * field ( ordinal index ( 1 based) or alias from the return fields) 

[00600] LIMIT: a limit for the number of records to be returned 

[00601] OFFSET: an offset of starting position of returned data. Used in combination with limit 

for pagination. 

[00602] Suppose customers of data platform 12 (e.g., entity A and entity B) request new data 

transformations or a new aggregation of data from an existing data set (as well as a 

corresponding visualization for the newly defined data set). As mentioned above, the data models 

and filtering applications used by data platform 12 are extensible. Thus, two example scenarios 

of extensibility are (I) extending the filter data set, and (2) extending a FilterKey in the filter data 

set. 

[00603] Data platform 12 includes a query service catalog that enumerates cards available to 

users of data platform 12. New cards can be included for use in data platform 12 by being added 

to the query service catalog (e.g., by an operator of data platform 12). For reusability and 

maintainability, a single external-facing card ( e.g., available for use in a dossier) can be 

composed of multiple (nested) internal cards. Each newly added card (whether external or 

internal) will also have associated FilterKey(s) defined. A user interface (UI) developer can then 

develop a visualization for the new data set in one or more dossier templates. The same external 

card can be used in multiple dossier templates, and a given external card can be used multiple 

times in the same dossier ( e.g., after customization). Examples of external card customization 

include customization via parameters, ordering, and/or various mappings of external data fields 

(columns). 

[00604] As mentioned above, a second extensibility scenario is one in which a FilterKey in the 

filter data set is extended (i.e., existing template functions are used to define a new data set). As 

also mentioned above, data sets used by data platform 12 are composable/reusable/extensible, 

irrespective of whether the data sets are relational or graph data sets. One example data set is the 

User Tracking polygraph, which is generated as a graph data set (comprising nodes and edges). 

Like other polygraphs, User Tracking is an external data set that can be visualized both as a 

graph (via the nodes and edges) and can also be used as a filter data set for other cards, via the 

cluster identifier (CID) field. 
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[00605] As mentioned above, as users such as user A navigate through/interact with interfaces 

provided by data platform 12 (e.g., as shown in Fig. 4H), such interactions trigger query service 

166 to generate and perform queries against data store 30. Dynamic composition of filter datasets 

can be implemented using FilterKeys and FilterKey Types. A FilterKey can be defined as a list 

of columns and/or fields in a nested structure ( e.g., JSON). Instances of the same FilterKey Type 

can be formed as an Implicit Join Group. The same instance of a FilterKey can participate in 

different Implicit Join Groups. A list of relationships among all possible Implicit Join Groups is 

represented as a Join graph for the entire search space to create a final data filter set by traversing 

edges and producing Join Path(s). 

[00606] Each card ( e.g., as stored in the query service catalog and used in a dossier) can be 

introspected by a /card/describe/CardID REST request. 

[00607] At runtime (e.g., whenever it receives a request from web app 120), query service 166 

parses the list of implicit joins and creates a Join graph to manifest relationships ofFilterKeys 

among Entities. A Join graph (an example of which is depicted in Fig. 4K) comprises a list of 

Join Link(s). A Join Link represents each implicit join group by the same FilterKey type. A Join 

Link maintains a reverse map (Entity-to-FilterKey) of FilterKeys and their Entities. As 

previously mentioned, Entities can have more than one FilterKey defined. The reverse map 

guarantees one FilterKey per Entity can be used for each JoinLink. Each JoinLink also maintains 

a list of entities for the priority order of joins. Each JoinLink is also responsible for creating and 

adding directional edge(s) to graphs. An edge represents a possible join between two Entities. 

[00608] At runtime, each Implicit Join uses the Join graph to find all possible join paths. The 

search of possible join paths starts with the outer FilterKey of an implicit join. One approach is to 

use a shortest path approach, with breadth first traversal and subject to the following criteria: 

[00609] * Use the priority order list of Join Links for all entities in the same implicit join group. 

[00610] * Stop when a node (Entity) is reached which has local filter(s). 

[00611] * Include all join paths at the same level (depth). 

[00612] * Exclude join paths based on the predefined rules (path of edges). 

[00613] Fig. 4L illustrates an example of a process for dynamically generating and executing a 

query. In various embodiments, process 485 is performed by data platform 12. The process 

begins at 486 when a request is received to filter information associated with activities within a 

network environment. One example of such a request occurs in response to user A clicking on 

tab 465. Another example of such a request occurs in response to user A clicking on link 464-1. 

Yet another example of such a request occurs in response to user A clicking on link 464-2 and 

selecting (e.g., from a dropdown) an option to filter (e.g., include, exclude) based on specific 

criteria that she provides ( e.g., an IP address, a username, a range of criteria, etc.). 
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[00614] At 487, a query is generated based on an implicit join. One example of processing that 

can be performed at 487 is as follows. As explained above, one way dynamic composition of 

filter datasets can be implemented is by using FilterKeys and FilterKey Types. And, instances of 

the same FilterKey Type can be formed as an Implicit Join Group. A Join graph for the entire 

search space can be constructed from a list of all relationships among all possible Join Groups. 

And, a final data filter set can be created by traversing edges and producing one or more Join 

Paths. Finally, the shortest path in the join paths is used to generate an SQL query string. 

[00615] One approach to generating an SQL query string is to use a query building library 

(authored in an appropriate language such as Java). For example, a common interface "sqlGen" 

may be used in conjunction with process 485 is as follows. First, a card/entity is composed by a 

list of input cards/entities, where each input card recursively is composed by its own list of input 

cards. This nested structure can be visualized as a tree of query blocks(SELECT) in standard 

SQL constructs. SQL generation can be performed as the traversal of the tree from root to leaf 

entities (top-down), calling the sqlGen of each entity. Each entity can be treated as a subclass of 

the Java class(Entity). An implicit join filter (EntityFilter) is implemented as a subclass of Entity, 

similar to the right hand side of a SQL semi-join operator. Unlike the static SQL semi-join 

construct, it is conditionally and recursively generated even if it is specified in the input sources 

of the JSON specification. Another recursive interface can also be used in conjunction with 

process 485, preSQLGen, which is primarily the entry point for Entity Filter to run a search and 

generate nested implicit join filters. During preSQLGen recursive invocations, the applicability 

of implicit join filters is examined and pushed down to its input subquery list. Another top-down 

traversal, pullUpCachable, can be used to pull up common sub-query blocks, including those 

dynamically generated by preSQLGen, such that SELECT statements of those cacheable blocks 

are generated only once at top-level WITH clauses. A recursive interface, sqlWith, is used to 

generate nested subqueries inside WITH clauses. The recursive calls of a sqlWith function can 

generate nested WITH clauses as well. An sqlFrom function can be used to generate SQL FROM 

clauses by referencing those subquery blocks in the WITH clauses. It also produces 

INNER/OUTER join operators based on the joins in the specification. Another recursive 

interface, sqlWhere, can be used to generate conjuncts and disjuncts of local predicates and semi­

join predicates based on implicit join transformations. Further, sqlProject, sqlGroupBy, 

sqlOrderBy, and sqlLimitOffset can respectively be used to translate the corresponding directives 

in JSON spec to SQL SELECT list, GROUP BY, ORDER BY, and LIMIT/OFFSET clauses. 

[00616] Returning to process 485, at 488, the query (generated at 487) is used to respond to the 

request. As one example of the processing performed at 488, the generated query is used to query 
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data store 30 and provide (e.g., to web app 120) fact data formatted in accordance with a schema 

( e.g., as associated with a card associated with the request received at 486). 

[00617] Although the examples described herein largely relate to embodiments where data is 

collected from agents and ultimately stored in a data store such as those provided by Snowflake, 

in other embodiments data that is collected from agents and other sources may be stored in 

different ways. For example, data that is collected from agents and other sources may be stored in 

a data warehouse, data lake, data mart, and/or any other data store. 

[00618] A data warehouse may be embodied as an analytic database ( e.g., a relational database) 

that is created from two or more data sources. Such a data warehouse may be leveraged to store 

historical data, often on the scale of petabytes. Data warehouses may have compute and memory 

resources for running complicated queries and generating reports. Data warehouses may be the 

data sources for business intelligence ('BI') systems, machine learning applications, and/or other 

applications. By leveraging a data warehouse, data that has been copied into the data warehouse 

may be indexed for good analytic query performance, without affecting the write performance of 

a database (e.g., an Online Transaction Processing ('OLTP') database). Data warehouses also 

enable the joining data from multiple sources for analysis. For example, a sales OLTP application 

probably has no need to know about the weather at various sales locations, but sales predictions 

could take advantage of that data. By adding historical weather data to a data warehouse, it would 

be possible to factor it into models of historical sales data. 

[00619] Data lakes, which store files of data in their native format, may be considered as 

"schema on read" resources. As such, any application that reads data from the lake may impose 

its own types and relationships on the data. Data warehouses, on the other hand, are "schema on 

write," meaning that data types, indexes, and relationships are imposed on the data as it is stored 

in the EDW. "Schema on read" resources may be beneficial for data that may be used in several 

contexts and poses little risk oflosing data. "Schema on write" resources may be beneficial for 

data that has a specific purpose, and good for data that must relate properly to data from other 

sources. Such data stores may include data that is encrypted using homomorphic encryption, data 

encrypted using privacy-preserving encryption, smart contracts, non-fungible tokens, 

decentralized finance, and other techniques. 

[00620] Data marts may contain data oriented towards a specific business line whereas data 

warehouses contain enterprise-wide data. Data marts may be dependent on a data warehouse, 

independent of the data warehouse (e.g., drawn from an operational database or external source), 

or a hybrid of the two. In embodiments described herein, different types of data stores (including 

combinations thereof) may be leveraged. Such data stores may be proprietary or may be 

embodied as vendor provided products or services such as, for example, Google BigQuery, 
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Druid, Amazon Redshift, IBM Db2, Dremio, Databricks Lakehouse Platform, Cloudera, Azure 

Synapse Analytics, and others. 

[00621] The deployments (e.g., a customer's cloud deployment) that are analyzed, monitored, 

evaluated, or otherwise observed by the systems described herein (e.g., systems that include 

components such as the platform 12 of Fig. ID, the data collection agents described herein, 

and/or other components) may be provisioned, deployed, and/or managed using infrastructure as 

code ('IaC'). IaC involves the managing and/or provisioning of infrastructure through code 

instead of through manual processes. With IaC, configuration files may be created that include 

infrastructure specifications. IaC can be beneficial as configurations may be edited and 

distributed, while also ensuring that environments are provisioned in a consistent manner. IaC 

approaches may be enabled in a variety of ways including, for example, using IaC software tools 

such as Terraform by HashiCorp. Through the usage of such tools, users may define and provide 

data center infrastructure using JavaScript Object Notation(' ISON'), Y AML, proprietary 

formats, or some other format. In some embodiments, the configuration files may be used to 

emulate a cloud deployment for the purposes of analyzing the emulated cloud deployment using 

the systems described herein. Likewise, the configuration files themselves may be used as inputs 

to the systems described herein, such that the configuration files may be inspected to identify 

vulnerabilities, misconfigurations, violations of regulatory requirements, or other issues. In fact, 

configuration files for multiple cloud deployments may even be used by the systems described 

herein to identify best practices, to identify configuration files that deviate from typical 

configuration files, to identify configuration files with similarities to deployments that have been 

determined to be deficient in some way, or the configuration files may be leveraged in some 

other ways to detect vulnerabilities, misconfigurations, violations of regulatory requirements, or 

other issues prior to deploying an infrastructure that is described in the configuration files. In 

some embodiments the techniques described herein may be use in multi-cloud, multi-tenant, 

cross-cloud, cross-tenant, cross-user, industry cloud, digital platform, and other scenarios 

depending on specific need or situation. 

[00622] In some embodiments, the deployments that are analyzed, monitored, evaluated, or 

otherwise observed by the systems described herein (e.g., systems that include components such 

as the platform 12 of Fig. ID, the data collection agents described herein, and/or other 

components) may be monitored to determine the extent to which a particular component has 

experienced "drift" relative to its associated IaC configuration. Discrepancies between how cloud 

resources were defined in an IaC configuration file and how they are currently configured in 

runtime may be identified and remediation workflows may be initiated to generate an alert, 

reconfigure the deployment, or take some other action. Such discrepancies may occur for a 

77 Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00210



L0041B 1 CIP2 Specification Clean 

variety of reasons. Such discrepancies may occur, for example, due to maintenance operations 

being performed, due to incident response tasks being carried out, or for some other reason. 

Readers will appreciate that while IaC helps avoid initial misconfigurations of a deployment by 

codifying and enforcing resource creation, resource configuration, security policies, and so on, 

the systems described herein may prevent unwanted drift from occurring during runtime and after 

a deployment has been created in accordance with an IaC configuration. 

[00623] In some embodiments, the deployments (e.g., a customer's cloud deployment) that are 

analyzed, monitored, evaluated, or otherwise observed by the systems described herein (e.g., 

systems that include components such as the platform 12 of Fig. 1D, the data collection agents 

described herein, and/or other components) may also be provisioned, deployed, and/or managed 

using security as code ('SaC'). SaC extends IaC concepts by defining cybersecurity policies 

and/or standards programmatically, so that the policies and/or standards can be referenced 

automatically in the configuration scripts used to provision cloud deployments. Stated 

differently, SaC can automate policy implementation and cloud deployments may even be 

compared with the policies to prevent "drift." For example, if a policy is created where all 

personally identifiable information ('PII') or personal health information ("PHI') must be 

encrypted when it is stored, that policy is translated into a process that is automatically launched 

whenever a developer submits code, and code that violates the policy may be automatically 

rejected. 

[00624] In some embodiments, SaC may be implemented by initially classifying workloads (e.g., 

by sensitivity, by criticality, by deployment model, by segment). Policies that can be instantiated 

as code may subsequently be designed. For example, compute-related policies may be designed, 

access-related policies may be designed, application-related policies may be designed, network­

related policies may be designed, data-related policies may be designed, and so on. Security as 

code may then be instantiated through architecture and automation, as successful implementation 

of SaC can benefit from making key architectural-design decisions and executing the right 

automation capabilities. Next, operating model protections may be built and supported. For 

example, an operating model may "shift left" to maximize self-service and achieve full-life-cycle 

security automation ( e.g., by standardizing common development toolchains, CI/CD pipelines, 

and the like). In such an example, security policies and access controls may be part of the 

pipeline, automatic code review and bug/defect detection may be performed, automated build 

processes may be performed, vulnerability scanning may be performed, checks against a risk­

control framework may be made, and other tasks may be performed all before deploying an 

infrastructure or components thereof 
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[00625] The systems described herein may be useful in analyzing, monitoring, evaluating, or 

otherwise observing a GitOps environment. In a GitOps environment, Git may be viewed as the 

one and only source of truth. As such, GitOps may require that the desired state of infrastructure 

(e.g., a customer's cloud deployment) be stored in version control such that the entire audit trail 

of changes to such infrastructure can be viewed or audited. In a GitOps environment, all changes 

to infrastructure are embodied as fully traceable commits that are associated with committer 

information, commit IDs, time stamps, and/or other information. In such an embodiment, both an 

application and the infrastructure (e.g., a customer's cloud deployment) that supports the 

execution of the application are therefore versioned artifacts and can be audited using the gold 

standards of software development and delivery. Readers will appreciate that while the systems 

described herein are described as analyzing, monitoring, evaluating, or otherwise observing a 

GitOps environment, in other embodiments other source control mechanisms may be utilized for 

creating infrastructure, making changes to infrastructure, and so on. In these embodiments, the 

systems described herein may similarly be used for analyzing, monitoring, evaluating, or 

otherwise observing such environments. 

[00626] As described in other portions of the present disclosure, the systems described herein 

may be used to analyze, monitor, evaluate, or otherwise observe a customer's cloud deployment. 

While securing traditional datacenters requires managing and securing an IP-based perimeter 

with networks and firewalls, hardware security modules ('HSMs'), security information and 

event management ('SIEM') technologies, and other physical access restrictions, such solutions 

are not particularly useful when applied to cloud deployments. As such, the systems described 

herein may be configured to interact with and even monitor other solutions that are appropriate 

for cloud deployments such as, for example, "zero trust" solutions. 

[00627] A zero trust security model (a.k.a., zero trust architecture) describes an approach to the 

design and implementation of IT systems. A primary concept behind zero trust is that devices 

should not be trusted by default, even if they are connected to a managed corporate network such 

as the corporate LAN and even if they were previously verified. Zero trust security models help 

prevent successful breaches by eliminating the concept of trust from an organization's network 

architecture. Zero trust security models can include multiple forms of authentication and 

authorization ( e.g., machine authentication and authorization, human/user authentication and 

authorization) and can also be used to control multiple types of accesses or interactions (e.g., 

machine-to-machine access, human-to-machine access). 

[00628] In some embodiments, the systems described herein may be configured to interact with 

zero trust solutions in a variety of ways. For example, agents that collect input data for the 

systems described herein (or other components of such systems) may be configured to access 
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various machines, applications, data sources, or other entity through a zero trust solution, 

especially where local instances of the systems described herein are deployed at edge locations. 

Likewise, given that zero trust solutions may be part of a customer's cloud deployment, the zero 

trust solution itself may be monitored to identify vulnerabilities, anomalies, and so on. For 

example, network traffic to and from the zero trust solution may be analyzed, the zero trust 

solution may be monitored to detect unusual interactions, log files generated by the zero trust 

solution may be gathered and analyzed, and so on. 

[00629] In some embodiments, the systems described herein may leverage various tools and 

mechanisms in the process of performing its primary tasks (e.g., monitoring a cloud deployment). 

For example, Linux eBPF is mechanism for writing code to be executed in the Linux kernel 

space. Through the usage of eBPF, user mode processes can hook into specific trace points in the 

kernel and access data structures and other information. For example, eBPF may be used to 

gather information that enables the systems described herein to attribute the utilization of 

networking resources or network traffic to specific processes. This may be useful in analyzing 

the behavior of a particular process, which may be important for observability/SIEM. 

[00630] The systems described may be configured to collect security event logs ( or any other 

type of log or similar record of activity) and telemetry in real time for threat detection, for 

analyzing compliance requirements, or for other purposes. In such embodiments, the systems 

described herein may analyze telemetry in real time ( or near real time), as well as historical 

telemetry, to detect attacks or other activities of interest. The attacks or activities of interest may 

be analyzed to determine their potential severity and impact on an organization. In fact, the 

attacks or activities of interest may be reported, and relevant events, logs, or other information 

may be stored for subsequent examination. 

[00631] In one embodiment, systems described herein may be configured to collect security 

event logs (or any other type oflog or similar record of activity) and telemetry in real time to 

provide customers with a SIEM or SIEM-like solution. SIEM technology aggregates event data 

produced by security devices, network infrastructure, systems, applications, or other source. 

Centralizing all of the data that may be generated by a cloud deployment may be challenging for 

a traditional SIEM, however, as each component in a cloud deployment may generate log data or 

other forms of machine data, such that the collective amount of data that can be used to monitor 

the cloud deployment can grow to be quite large. A traditional SIEM architecture, where data is 

centralized and aggregated, can quickly result in large amounts of data that may be expensive to 

store, process, retain, and so on. As such, SIEM technologies may frequently be implemented 

such that silos are created to separate the data. 
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[00632] In some embodiments of the present disclosure, data that is ingested by the systems 

described herein may be stored in a cloud-based data warehouse such as those provided by 

Snowflake and others. Given that companies like Snowflake offer data analytics and other 

services to operate on data that is stored in their data warehouses, in some embodiments one or 

more of the components of the systems described herein may be deployed in or near Snowflake 

as part of a secure data lake architecture (a.k.a., a security data lake architecture, a security data 

lake/warehouse). In such an embodiment, components of the systems described herein may be 

deployed in or near Snowflake to collect data, transform data, analyze data for the purposes of 

detecting threats or vulnerabilities, initiate remediation workflows, generate alerts, or perform 

any of the other functions that can be performed by the systems described herein. In such 

embodiments, data may be received from a variety of sources ( e.g., EDR or EDR-like tools that 

handle endpoint data, cloud access security broker ('CASB') or CASB-like tools that handle data 

describing interactions with cloud applications, Identity and Access Management ('IAM') or 

IAM-like tools, and many others), normalized for storage in a data warehouse, and such 

normalized data may be used by the systems described herein. In fact, the systems described 

herein may actually implement the data sources ( e.g., an EDR tool, a CASB tool, an IAM tool) 

described above. 

[00633] In some embodiments one data source that is ingested by the systems described herein is 

log data, although other forms of data such as network telemetry data (flows and packets) and/or 

many other forms of data may also be utilized. In some embodiments, event data can be 

combined with contextual information about users, assets, threats, vulnerabilities, and so on, for 

the purposes of scoring, prioritization and expediting investigations. In some embodiments, input 

data may be normalized, so that events, data, contextual information, or other information from 

disparate sources can be analyzed more efficiently for specific purposes ( e.g., network security 

event monitoring, user activity monitoring, compliance reporting). The embodiments described 

here offer real-time analysis of events for security monitoring, advanced analysis of user and 

entity behaviors, querying and long-range analytics for historical analysis, other support for 

incident investigation and management, reporting (for compliance requirements, for example), 

and other functionality. 

[00634] In some embodiments, the systems described herein may be part of an application 

performance monitoring (' APM') solution. APM software and tools enable the observation of 

application behavior, observation of its infrastructure dependencies, observation of users and 

business key performance indicators ('KPis') throughout the application's life cycle, and more. 

The applications being observed may be developed internally, as packaged applications, as 
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software as a service ('SaaS'), or embodied in some other ways. In such embodiments, the 

systems described herein may provide one or more of the following capabilities: 

[00635] The ability to operate as an analytics platform that ingests, analyzes, and builds context 

from traces, metrics, logs, and other sources. 

[00636] Automated discovery and mapping of an application and its infrastructure components. 

[00637] Observation of an application's complete transactional behavior, including interactions 

over a data communications network. 

[00638] Monitoring of applications running on mobile (native and browser) and desktop devices. 

[00639] Identification of probable root causes of an application's performance problems and 

their impact on business outcomes. 

[00640] Integration capabilities with automation and service management tools. 

[00641] Analysis of business KPis and user journeys (for example, login to check-out). 

[00642] Domain-agnostic analytics capabilities for integrating data from third-party sources. 

[00643] Endpoint monitoring to understand the user experience and its impact on business 

outcomes. 

[00644] Support for virtual desktop infrastructure ('VDI') monitoring. 

[00645] In embodiments where the systems described herein are used for APM, some 

components of the system may be modified, other components may be added, some components 

may be removed, and other components may remain the same. In such an example, similar 

mechanisms as described elsewhere in this disclosure may be used to collect information from 

the applications, network resources used by the application, and so on. The graph based 

modelling techniques may also be leveraged to perform some of the functions mentioned above, 

or other functions as needed. 

[00646] In some embodiments, the systems described herein may be part of a solution for 

developing and/or managing artificial intelligence(' AI') or machine learning ('ML') 

applications. For example, the systems described herein may be part of an AutoML tool that 

automate the tasks associated with developing and deploying ML models. In such an example, 

the systems described herein may perform various functions as part of an AutoML tool such as, 

for example, monitoring the performance of a series of processes, microservices, and so on that 

are used to collectively form the AutoML tool. In other embodiments, the systems described 

herein may perform other functions as part of an AutoML tool or may be used to monitor, 

analyze, or otherwise observe an environment that the AutoML tool is deployed within. 

[00647] In some embodiments, the systems described herein may be used to manage, analyze, or 

otherwise observe deployments that include other forms of AI/ML tools. For example, the 

systems described herein may manage, analyze, or otherwise observe deployments that include 
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AI services. AI services are, like other resources in an as-a-service model, ready-made models 

and AI applications that are consumable as services and made available through APis. In such an 

example, rather than using their own data to build and train models for common activities, 

organizations may access pre-trained models that accomplish specific tasks. Whether an 

organization needs natural language processing ('NLP'), automatic speech recognition(' ASR'), 

image recognition, or some other capability, AI services simply plug-and-play into an application 

through an API. Likewise, the systems described herein may be used to manage, analyze, or 

otherwise observe deployments that include other forms of AI/ML tools such as Amazon 

Sagemaker ( or other cloud machine-learning platform that enables developers to create, train, and 

deploy ML models) and related services such as Data Wrangler (a service to accelerate data prep 

for ML) and Pipelines (a CI/CD service for ML). 

[00648] In some embodiments, the systems described herein may be used to manage, analyze, or 

otherwise observe deployments that include various data services. For example, data services 

may include secure data sharing services, data marketplace services, private data exchanges 

services, and others. Secure data sharing services can allow access to live data from its original 

location, where those who are granted access to the data simply reference the data in a controlled 

and secure manner, without latency or contention from concurrent users. Because changes to data 

are made to a single version, data remains up-to-date for all consumers, which ensures data 

models are always using the latest version of such data. Data marketplace services operate as a 

single location to access live, ready-to-query data ( or data that is otherwise ready for some other 

use). A data marketplace can even include a "feature stores," which can allow data scientists to 

repurpose existing work. For example, once a data scientist has converted raw data into a metric 

( e.g., costs of goods sold), this universal metric can be found quickly and used by other data 

scientists for quick analysis against that data. 

[00649] In some embodiments, the systems described herein may be used to manage, analyze, or 

otherwise observe deployments that include distributed training engines or similar mechanisms 

such as, for example, such as tools built on Dask. Dask is an open source library for parallel 

computing that is written in Python. Dask is designed to enable data scientists to improve model 

accuracy faster, as Dask enables data scientists can do everything in Python end-to-end, which 

means that they no longer need to convert their code to execute in environments like Apache 

Spark. The result is reduced complexity and increased efficiency. The systems described herein 

may also be used to manage, analyze, or otherwise observe deployments that include 

technologies such as RAPIDS (an open source Python framework which is built on top ofDask). 

RAPIDS optimizes compute time and speed by providing data pipelines and executing data 

science code entirely on graphics processing units (GPUs) rather than CPUs. Multi-cluster, 
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shared data architecture, DataFrames, Java user-defined functions (UDF) are supported to enable 

trained models to run within a data warehouse. 

[00650] In some embodiments, the systems described herein may be leveraged for the specific 

use case of detecting and/or remediating ransomware attacks and/or other malicious action taken 

with respect to data, systems, and/or other resources associated with one or more entities. 

Ransomware is a type of malware from cryptovirology that threatens to publish the victim's data 

or perpetually block access to such data unless a ransom is paid. In such embodiments, 

ransom ware attacks may be carried out in a manner such that patterns ( e.g., specific process-to­

process communications, specific data access patterns, unusual amounts of encryption/re­

encryption activities) emerge, where the systems described herein may monitor for such patterns. 

Alternatively, ransomware attacks may involve behavior that deviates from normal behavior of a 

cloud deployment that is not experiencing a ransomware attack, such that the mere presence of 

unusual activity may trigger the systems described herein to generate alerts or take some other 

action, even without explicit knowledge that the unusual activity is associated with a ransomware 

attack. 

[00651] In some embodiments, particular policies may be put in place the systems described 

herein may be configured to enforce such policies as part of an effort to thwart ransom ware 

attacks. For example, particular network sharing protocols (e.g., Common Internet File System 

('CIFS'), Network File System ('NFS')) may be avoided when implementing storage for backup 

data, policies that protect backup systems may be implemented and enforced to ensure that 

usable backups are always available, multifactor authentication for particular accounts may be 

utilized and accounts may be configured with the minimum privilege required to function, 

isolated recovery environments may be created and isolation may be monitored and enforced to 

ensure the integrity of the recovery environment, and so on. As described in the present 

disclosure, the systems described herein may be configured to explicitly enforce such policies or 

may be configured to detect unusual activity that represents a violation of such policies, such that 

the mere presence of unusual activity may trigger the systems described herein to generate alerts 

or take some other action, even without explicit knowledge that the unusual activity is associated 

with a violation of a particular policy. 

[00652] Readers will appreciate that ransomware attacks are often deployed as part of a larger 

attack that may involve, for example: 

[00653] Penetration of the network through means such as, for example, stolen credentials and 

remote access malware. 
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[00654] Stealing of credentials for critical system accounts, including subverting critical 

administrative accounts that control systems such as backup, Active Directory (' AD'), DNS, 

storage admin consoles, and/or other key systems. 

[00655] Attacks on a backup administration console to tum off or modify backup jobs, change 

retention policies, or even provide a roadmap to where sensitive application data is stored. 

[00656] Data theft attacks. 

[00657] As a result of the many aspects that are part of a ransomware attack, embodiments of the 

present disclosure may be configured as follows: 

[00658] The systems may include one or more components that detect malicious activity based 

on the behavior of a process. 

[00659] The systems may include one or more components that store indicator of compromise 

('IOC') or indicator of attack ('IOA') data for retrospective analysis. 

[00660] The systems may include one or more components that detect and block fileless malware 

attacks. 

[00661] The systems may include one or more components that remove malware automatically 

when detected. 

[00662] The systems may include a cloud-based, SaaS-style, multitenant infrastructure. 

[00663] The systems may include one or more components that identify changes made by 

malware and provide the recommended remediation steps or a rollback capability. 

[00664] The systems may include one or more components that detect various application 

vulnerabilities and memory exploit techniques. 

[00665] The systems may include one or more components that continue to collect suspicious 

event data even when a managed endpoint is outside of an organization's network. 

[00666] The systems may include one or more components that perform static, on-demand 

malware detection scans of folders, drives, devices, or other entities. 

[00667] The systems may include data loss prevention (DLP) functionality. 

[00668] In some embodiments, the systems described herein may manage, analyze, or otherwise 

observe deployments that include deception technologies. Deception technologies allow for the 

use of decoys that may be generated based on scans of true network areas and data. Such decoys 

may be deployed as mock networks running on the same infrastructure as the real networks, but 

when an intruder attempts to enter the real network, they are directed to the false network and 

security is immediately notified. Such technologies may be useful for detecting and stopping 

various types of cyber threats such as, for example, Advanced Persistent Threats(' APTs'), 

malware, ransomware, credential dumping, lateral movement and malicious insiders. To continue 
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to outsmart increasingly sophisticated attackers, these solutions may continuously deploy, 

support, refresh and respond to deception alerts. 

[00669] In some embodiments, the systems described herein may manage, analyze, or otherwise 

obseive deployments that include various authentication technologies, such as multi-factor 

authentication and role-based authentication. In fact, the authentication technologies may be 

included in the set of resources that are managed, analyzed, or otherwise obseived as interactions 

with the authentication technologies may monitored. Likewise, log files or other information 

retained by the authentication technologies may be gathered by one or more agents and used as 

input to the systems described herein. 

[00670] In some embodiments, the systems described herein may be leveraged for the specific 

use case of detecting supply chain attacks. More specifically, the systems described herein may 

be used to monitor a deployment that includes software components, virtualized hardware 

components, and other components of an organization's supply chain such that interactions with 

an outside partner or provider with access to an organization's systems and data can be 

monitored. In such embodiments, supply chain attacks may be carried out in a manner such that 

patterns (e.g., specific interactions between internal and external systems) emerge, where the 

systems described herein may monitor for such patterns. Alternatively, supply chain attacks may 

involve behavior that deviates from normal behavior of a cloud deployment that is not 

experiencing a supply chain attack, such that the mere presence of unusual activity may trigger 

the systems described herein to generate alerts or take some other action, even without explicit 

knowledge that the unusual activity is associated with a supply chain attack. 

[00671] In some embodiments, the systems described herein may be leveraged for other specific 

use cases such as, for example, detecting the presence of ( or preventing infiltration from) 

cryptocurrency miners (e.g., bitcoin miners), token miners, hashing activity, non-fungible token 

activity, other viruses, other malware, and so on. As described in the present disclosure, the 

systems described herein may monitor for such threats using known patterns or by detecting 

unusual activity, such that the mere presence of unusual activity may trigger the systems 

described herein to generate alerts or take some other action, even without explicit knowledge 

that the unusual activity is associated with a particular type of threat, intrusion, vulnerability, and 

so on. 

[00672] The systems described herein may also be leveraged for endpoint protection, such the 

systems described herein form all of or part of an endpoint protection platform. In such an 

embodiment, agents, sensors, or similar mechanisms may be deployed on or near managed 

endpoints such as computers, seivers, virtualized hardware, internet of things ('IotT') devices, 

mobile devices, phones, tablets, watches, other personal digital devices, storage devices, thumb 
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drives, secure data storage cards, or some other entity. In such an example, the endpoint 

protection platform may provide functionality such as: 

[00673] Prevention and protection against security threats including malware that uses file-based 

and fileless exploits. 

[00674] The ability to apply control (allow/block) to access of software, scripts, processes, 

microservices, and so on. 

[00675] The ability to detect and prevent threats using behavioral analysis of device activity, 

application activity, user activity, and/or other data. 

[00676] The ability for facilities to investigate incidents further and/or obtain guidance for 

remediation when exploits evade protection controls 

[00677] The ability to collect and report on inventory, configuration and policy management of 

the endpoints. 

[00678] The ability to manage and report on operating system security control status for the 

monitored endpoints. 

[00679] The ability to scan systems for vulnerabilities and report/manage the installation of 

security patches. 

[00680] The ability to report on internet, network and/or application activity to derive additional 

indications of potentially malicious activity. 

[00681] Example embodiments are described in which policy enforcement, threat detection, or 

some other function is carried out by the systems described herein by detecting unusual activity, 

such that the mere presence of unusual activity may trigger the systems described herein to 

generate alerts or take some other action, even without explicit knowledge that the unusual 

activity is associated with a particular type of threat, intrusion, vulnerability, and so on. Although 

these examples are largely described in terms of identifying unusual activity, in these examples 

the systems described herein may be configured to learn what constitutes 'normal activity' -

where 'normal activity' is activity observed, modeled, or otherwise identified in the absence of a 

particular type of threat, intrusion, vulnerability, and so on. As such, detecting 'unusual activity' 

may alternatively be viewed as detecting a deviation from 'normal activity' such that 'unusual 

activity' does not need to be identified and sought out. Instead, deviations from 'normal activity' 

may be assumed to be 'unusual activity'. 

[00682] Readers will appreciate that while specific examples of the functionality that the systems 

described herein can provide are included in the present disclosure, such examples are not to be 

interpreted as limitations as to the functionality that the systems described herein can provide. 

Other functionality may be provided by the systems described herein, all of which are within the 

scope of the present disclosure. For the purposes of illustration and not as a limitation, additional 
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examples can include governance, risk, and compliance ('GRC'), threat detection and incident 

response, identity and access management, network and infrastructure security, data protection 

and privacy, identity and access management ('IAM'), and many others. 

[00683] In order to provide the functionality described above, the systems described herein or the 

deployments that are monitored by such systems may implement a variety of techniques. For 

example, the systems described herein or the deployments that are monitored by such systems 

may tag data and logs to provide meaning or context, persistent monitoring techniques may be 

used to monitor a deployment at all times and in real time, custom alerts may be generated based 

on rules, tags, and/or known baselines from one or more polygraphs, and so on. 

[00684] Although examples are described above where data may be collected from one or more 

agents, in some embodiments other methods and mechanisms for obtaining data may be utilized. 

For example, some embodiments may utilize agentless deployments where no agent ( or similar 

mechanism) is deployed on one or more customer devices, deployed within a customer's cloud 

deployment, or deployed at another location that is external to the data platform. In such 

embodiments, the data platform may acquire data through one or more APis such as the APis 

that are available through various cloud services. For example, one or more APis that enable a 

user to access data captured by Amazon CloudTrail may be utilized by the data platform to 

obtain data from a customer's cloud deployment without the use of an agent that is deployed on 

the customer's resources. In some embodiments, agents may be deployed as part of a data 

acquisition service or tool that does not utilize a customer's resources or environment. In some 

embodiments, agents ( deployed on a customer's resources or elsewhere) and mechanisms in the 

data platform that can be used to obtain data from through one or more APis such as the APis 

that are available through various cloud services may be utilized. In some embodiments, one or 

more cloud services themselves may be configured to push data to some entity (deployed 

anywhere), which may or may not be an agent. In some embodiments, other data acquisition 

techniques may be utilized, including combinations and variations of the techniques described 

above, each of which is within the scope of the present disclosure. 

[00685] Readers will appreciate that while specific examples of the cloud deployments that may 

be monitored, analyzed, or otherwise observed by the systems described herein have been 

provided, such examples are not to be interpreted as limitations as to the types of deployments 

that may be monitored, analyzed, or otherwise observed by the systems described herein. Other 

deployments may be monitored, analyzed, or otherwise observed by the systems described 

herein, all of which are within the scope of the present disclosure. For the purposes of illustration 

and not as a limitation, additional examples can include multi-cloud deployments, on-premises 

environments, hybrid cloud environments, sovereign cloud environments, heterogeneous 
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environments, DevOps environments, DevSecOps environments, GitOps environments, quantum 

computing environments, data fabrics, composable applications, composable networks, 

decentralized applications, and many others. 

[00686] Readers will appreciate that while specific examples of the types of data that may be 

collected, transformed, stored, and/or analyzed by the systems described herein have been 

provided, such examples are not to be interpreted as limitations as to the types of data that may 

be collected, transformed, stored, and/or analyzed by the systems described herein. Other types 

of data can include, for example, data collected from different tools ( e.g., DevOps tools, 

DevSecOps, GitOps tools), different forms of network data (e.g., routing data, network 

translation data, message payload data, Wi-Fi data, Bluetooth data, personal area networking 

data, payment device data, near field communication data, metadata describing interactions 

carried out over a network, and many others), data describing processes executing in a container, 

lambda, EC2 instance, virtual machine, or other execution environment), information describing 

the execution environment itself, and many other types of data. 

[00687] In some embodiments, one or more of the components described above may be deployed 

using a secure access service edge ('SASE') model or similar model. In a SASE model, the 

services, functionality, or components described above may be deployed at edge devices (or 

relatively close to such edge device) such as a user's laptop, tablet, smartphone, or other device. 

In such a way, network security controls may be delivered on such edge devices. SASE 

capabilities may be delivered as a service based upon the identity of the entity, real-time context, 

enterprise security/compliance policies and continuous assessment of risk/trust throughout the 

sessions, where the identity of entities can be associated with people, groups of people, devices, 

applications, services, IoT systems or edge computing locations, and so on. In these 

embodiments, one or more of the components described above may be deployed at or near the 

edge devices, and the edge devices may even include local applications that are configured to 

utilize one or more of the components described above where the components are not deployed 

on the edge devices themselves. 

[00688] For further explanation, Fig. 5 sets forth a flowchart illustrating an example method of 

configuring cloud deployments based on learnings obtained by monitoring other cloud 

deployments in accordance with some embodiments of the present disclosure. The cloud 

deployments 508, 514 may be similar to the cloud deployments described above, where a 

particular cloud deployment can include a variety of components 510, 512 such as one or more 

applications, one or more data sources, networking resources, processing resources, and other 

resources. Such components 510, 512 may, in some embodiments, be deployed in the cloud 

deployments 508, 514 using one or more as-a-service models where software, infrastructure, 
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platforms, databases, and other components as delivered as services. Configuring cloud 

deployments 508, 514 based on learnings obtained by monitoring other cloud deployments may 

be carried out using the systems described above. As such, one or more of the steps depicted in 

Fig. 5 may be performed by the systems described above. 

[00689] The example method depicted in Figure 5 includes determining 502 normal behavior for 

one or more components 510 in a first cloud deployment 508. Determining 502 normal behavior 

for one or more components 510 in a first cloud deployment 508 may be carried out, for 

example, as described in greater detail above (at times described as identifying 'normal activity') 

by the systems described above (also referred to herein as a 'data platform'). 

[00690] The example method depicted in Figure 5 also includes determining 504 normal 

behavior for one or more components 512 in one or more other cloud deployments 514. 

Determining 504 normal behavior for one or more components 512 in one or more other cloud 

deployments 514 may also be carried out, for example, as described in greater detail above (at 

times described as identifying 'normal activity') by the systems described above. 

[00691] In some embodiments, a customer-specific data platform may be used to analyze, 

monitor, or otherwise observe a particular customer's cloud deployment ( or some other 

deployment). Within such a cloud deployment, various clusters may exist. For example, a 

collection of microservices may form a cluster by virtue of those microservices communicating 

only (or mostly) with each other. Likewise, one or more cloud computing instances (e.g., one or 

more EC2 instances) and a database may form a cluster by virtue of the EC2 instances accessing 

the database as the only source of data utilized by the EC2 instances. Using the techniques and 

mechanisms described above, such clusters may be identified. Although clusters may be 

identified and characteristics associated with the cluster may be learned, limited insights may be 

gained if only a particular customer's cloud deployment is analyzed, monitored, or otherwise 

observed. In accordance with embodiments of the present disclosure, cross-customer analysis 

may be leveraged to gain deeper insights than would be gained if only a single customer's cloud 

deployment is analyzed, monitored, or otherwise observed. 

[00692] In some embodiments, cross-customer analysis may be carried out by gathering 

information related to cloud deployments (or some other deployments) for multiple customers 

and comparing such information. Using the example described above, information describing 

clusters identified in a first customer's cloud deployment may be compared to information 

describing clusters identified in a second customer's cloud deployment for the purposes of 

identifying similar or identical clusters in each customer's cloud deployment. 

[00693] Consider an example in which each customer's deployment included a web server that 

was deployed in one or more EC2 instances. In such an example, a particular cluster that 
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represents the web server may be identified in each customer's deployment. For example, a first 

cluster in the first customer's deployment may represent a first web server and a second cluster in 

the second customer's deployment may represent a second web server. Because the first cluster 

and the second cluster would have similar characteristics (e.g., each cluster receives data 

communications using HTTP or HTTPS or any other suitable communication protocol, each 

cluster communicates with a web browser, each cluster requires similar computing resources, and 

so on), the first cluster and the second cluster may be identified as being identical clusters by 

comparing the characteristics of each cluster that each cluster. This process may be repeated 

across the cloud deployments for many customers such that a collection of 'web server' clusters 

(in this example) may be identified. 

[00694] Readers will appreciate that although the example described above relates to an 

embodiment where a collection of 'web server' clusters are identified in different customer's 

cloud deployments, identifying the nature or type (e.g., a web server) of the clusters is not 

required. In fact, by comparing the characteristics of different clusters to each other, similar or 

identical clusters may be identified even if the exact nature/type of those clusters is not known. 

For example, a comparison of the characteristics of multiple clusters may only reveal that the 

cluster are identical, even if such a comparison does not reveal that clusters are 'web server' 

clusters. Multiple clusters that have been identified as being identical ( or sufficiently similar as 

measured by a threshold) will be referred to throughout the remainder of this document as a 

"cluster set," where the clusters that are members of the cluster set may be deployed across 

multiple customer's cloud deployments. 

[00695] In some embodiments, information describing each member of the cluster set may be 

utilized to identify distributions across the cluster set. Distributions may be identified for 

traditional resource consumption metrics such as, for example, CPU usage, memory usage, 

network bandwidth usage, and others. A distribution may reveal, for example, that all members 

of the cluster set utilize between 10-60 Mb/s of network bandwidth, with the vast majority of 

members of the cluster set utilize between 45-60 Mb/s of network bandwidth. Readers will 

appreciate that distributions may also be identified for other quantifiable characteristics of each 

cluster. Such quantifiable characteristics can include, for example, the failure rate of a cluster or 

particular components thereof, an identification of communication protocols used by a cluster or 

particular components thereof, an identification of the types of communications endpoints that a 

cluster or particular components thereof communicate with ( e.g., endpoints that reside on the 

public internet v. endpoints that are in a private network), characteristics that can be classified by 

a binary value (e.g., does any component in the cluster perform privileged operations), 
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information describing the various privileges that are given to a particular cluster, and many 

more. 

[00696] In some embodiments, the distributions may be used to identify 'normal' behavior for a 

particular cluster. Consider an example in which the cluster set is identified, where each member 

of the cluster set represents a payroll system deployed in a particular customer's cloud 

deployment. In such an example, a distribution may be identified which indicates that all 

members of the cluster communicate with (and has privileged access to) the same set of cloud 

services, including: 1) a cloud database service (e.g., Amazon Aurora, Microsoft Azure SQL 

Database, Amazon Relational Database Service, Google Cloud SQL, Amazon DynamoDB ), 2) a 

vendor provided SaaS offering that provides bill payment services, and 3) a vendor provided 

SaaS offering that provides accounting services. In such an example, by looking at each member 

of the cluster set and identifying that each member communicates with the same set of cloud 

services, a baseline may be established that identifies 'normal' behavior for each member of the 

cluster set, at least with respect to the specific characteristic (i.e., what cloud services are utilized 

by members) that the distribution is based on. As such, if monitoring a particular cluster revealed 

that some member of the cluster set accessed a source code repository cloud service (e.g., GitHub 

Enterprise on A WS), this sort of access would be outside of the typical distribution for this 

cluster set and could serve as the basis for raising an alert, denying access to the service, or 

initiating some other alerting/remediation workflow. Readers will appreciate that many 

distributions may be created for each cluster set, where each distribution is based on one or more 

characteristics of the members of the cluster set. 

[00697] The example method depicted in Figure 5 also includes recommending 506, based on the 

normal behavior for one or more components 512 in one or more other cloud deployments 514, a 

change to the first cloud deployment 508. Recommending 506 a change to the first cloud 

deployment 508 may be carried out, for example, in response to determining that the normal 

behavior in one or more other cloud deployments 514 differs from the normal behavior for one or 

more components 510 in a first cloud deployment 508. In such an example, changes to the first 

cloud deployment 508 may be recommended that (if implemented) would cause the first cloud 

deployment 508 to be more similar to the other cloud deployments 514. For example, if the 

normal behavior in one or more other cloud deployments 514 indicates that all computing 

resources (e.g., virtual machines, container, serverless computing resources) communicate with 

each other using a particular secure data communications protocol and the normal behavior for 

one or more components 510 in a first cloud deployment 508 is for computing resources to 

communicate using some other data communications protocol, a change may be recommended 
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that involves reconfiguring the computing resources to communicate using the particular secure 

data communications protocol. 

[00698] Readers will appreciate that in some embodiments the mere fact that normal behavior in 

a first cloud deployment 508 deviates from normal behavior in one or more other cloud 

deployments 514 may be sufficient rationale for recommending 506 a change to the first cloud 

deployment 508. That is, a departure from normality and standard practices alone may result in 

recommending 506 a change to the first cloud deployment 508. In other embodiments, 

recommending 506 a change to the first cloud deployment 508 may only occur where the normal 

behavior in one or more other cloud deployments 514 is determined to be superior to the normal 

behavior in the first cloud deployment 508. For example, recommending 506 a change to the 

first cloud deployment 508 may only be carried where the normal behavior in one or more other 

cloud deployments 514 is representative of a stronger security posture than the normal behavior 

in the first cloud deployment 508. 

[00699] Consider an example in which a particular threat was detected (in part by detecting a 

deviation from normal behavior for one or more components 512) in a particular customer's 

cloud deployment 514, where the threat turned out to be a ransomware attack, which may in 

some embodiments include an encryption component and/or a data theft or leakage component. 

In such an example, if an identical ( or sufficiently similar, following a general recognized pattern 

or 'fingerprint') threat is detected in the first customer's cloud deployment 508 (in part by 

detecting a similar deviation from deviation from normal behavior for one or more components 

510), information describing the remedial actions (e.g., disabling encryption, increasing the 

frequency of backups, locking down a backup system, blocking transmission of data exernally, 

etc.) that were taken by the particular customer 514 may even recommended 506 as changes to 

be made to the first cloud deployment 508. Furthermore, if many customers had experienced the 

same attack and the data platform could determine with sufficient certainty that the first cloud 

deployment 508 was experiencing the same attack, workflows may be automatically initiated to 

carry out various remedial actions. 

[00700] For further explanation, Fig. 6 sets forth a flowchart illustrating an additional example 

method of configuring cloud deployments based on learnings obtained by monitoring other cloud 

deployments in accordance with some embodiments of the present disclosure. The example 

depicted in Fig. 6 is similar to the example depicted in Fig. 5, as the example depicted in Fig. 6 

also includes determining 502 normal behavior for one or more components 510 in a first cloud 

deployment 508, determining 504 normal behavior for one or more components 512 in one or 

more other cloud deployments 514, and recommending 506 a change to the first cloud 
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deployment 508 based on the normal behavior for one or more components 512 in one or more 

other cloud deployments 514. 

[00701] In some embodiments, customers (and their corresponding deployments) may be 

modeled into logical groups such that cross customer learning could be carried out only across 

customers in the same logical group, or other customers in the same logical group may be given a 

greater weighting for the purposes of cross customer learning. For example, a logical group may 

be tied to a customer's business function (e.g., the customer is a financial company, the customer 

is a health care company, the customer is a services company, the customer has inventory to 

manage, the customer sells to retail customers, and so on). Likewise, a logical group may be tied 

to a customer's cloud deployment (e.g., the deployment uses a particular combination of 

resources, the deployment uses a particular set of cloud-services, the deployment utilizes 

availability zones and regions in a particular way, and so on). In such an example, a particular 

customer may be associated with multiple logical groups and cross customer learning for the 

particular customer may only involve other customers that are in the same ( or sufficiently 

similar) logical groups. As such, the particular customer's resources (e.g., people, cloud 

deployment) may only be included in cluster sets with resources associated with other customers 

that are in the same ( or sufficiently similar) logical groups. 

[00702] To that end, the example method depicted in Fig. 6 also includes identifying 604, from 

the other cloud deployments, cloud deployments that are similar to the first cloud deployment 

508. Identifying 604 cloud deployments that are similar to the first cloud deployment 508 may 

be carried out, for example, by taking an inventory of the various components in each cloud 

deployment 508, 514 and identifying cloud deployments that have similar components, portions 

of the cloud deployment that have similar deployments, and so on. Alternatively, identifying 604 

cloud deployments that are similar to the first cloud deployment 508 may be carried out, for 

example, by identifying cloud deployments that are associated with customers in the same 

industry as the customer associated with the first cloud deployment 508, by identifying cloud 

deployments that are associated with a similar intended functionality as the first cloud 

deployment 508 ( e.g., both cloud deployment are intended to provide an online store for an 

online retailer), and so on. In the examples in the preceding sentence, it may be assumed that 

two cloud deployments should be relatively similar even without inspecting the cloud 

deployments themselves. In such examples, similarity may be judge based on the application of 

rules, policies, heuristics, or similar mechanism. Alternatively, similarity may be detected via 

machine learning techniques as where information describing the activity of various components 

in many cloud deployments are fed as input to one or more machine learning models which 

subsequently identifies clusters across various cloud deployments that are similar. 
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[00703] In the example depicted in Fig. 6, recommending 506 the change to the first cloud 

deployment 508 may be based on the normal behavior for the cloud deployments that are similar 

to the first cloud deployment. Recommending 606 the change to the first cloud deployment 508 

based on the normal behavior for the cloud deployments that are similar to the first cloud 

deployment 508 may be carried out, for example, by ignoring normal behavior for dissimilar 

cloud deployments and only taking into consideration those cloud deployments that have been 

identified 604 as being sufficiently similar to the first cloud deployment 508. 

[00704] The example method depicted in Fig. 6 also includes identifying 602, from the other 

cloud deployments, one or more highly rated cloud deployments. A cloud deployment may be 

identified 602 as being 'highly rated' in the sense that fewer than a threshold number of 

vulnerabilities have been detected in the cloud deployment over some period of time, fewer than 

a threshold number of outages ( or less than a threshold amount of downtime) has been detected 

in the cloud deployment over some period of time, fewer than a threshold number of regulatory 

violations (or attempted violations) have been detected in the cloud deployment over some period 

of time, or identified 602 based on some other standard. In fact, comparisons may be relative 

(rather than comparing some quantifiable aspect of the other deployments operation) such that, 

for example, the 15% of cloud deployments with the fewest detected vulnerabilities over some 

period of time as identified 602 as being 'highly rated'. In other embodiments, identifying 602 

one or more highly rated cloud deployments may be carried out through the use of machine 

learning techniques where information describing the activity of various components in many 

cloud deployments are fed as input to one or more machine learning models which subsequently 

identifies deployments that have the best performance against a combination of one or more 

metrics (e.g., vulnerabilities, availability, cost). In such a way, the best-of-breed cloud 

deployments may be identified 602. 

[00705] In the example depicted in Fig. 6, recommending 506 the change to the first cloud 

deployment 508 may be based on the normal behavior for the highly rated cloud deployments. 

Recommending 608 the change to the first cloud deployment 508 based on the normal behavior 

for the highly rated cloud deployments may be carried out, for example, by ignoring normal 

behavior for cloud deployments that are not highly rated and only taking into consideration those 

cloud deployments are highly rated. 

[00706] Readers will appreciate that although the example in Fig. 6 is depicted where identifying 

604 cloud deployments that are similar to the first cloud deployment 508 and identifying 602 one 

or more highly rated cloud deployments are alternatives to each other, in other embodiments both 

steps may be performed. In such embodiments, recommending 506 the change to the first cloud 
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deployment 508 may be based on the normal behavior other cloud deployments that are both 

highly rated and similar to the first cloud deployment 508. 

[00707] For further explanation, Fig. 7 sets forth a flowchart illustrating an additional example 

method of configuring cloud deployments based on learnings obtained by monitoring other cloud 

deployments in accordance with some embodiments of the present disclosure. The example 

depicted in Fig. 7 is similar to the examples depicted in Fig. 5 and Fig. 6, as the example depicted 

in Fig. 7 also includes determining 502 normal behavior for one or more components 510 in a 

first cloud deployment 508, determining 504 normal behavior for one or more components 512 in 

one or more other cloud deployments 514, and recommending 506 a change to the first cloud 

deployment 508 based on the normal behavior for one or more components 512 in one or more 

other cloud deployments 514. 

[00708] The example method depicted in Fig. 7 also includes ranking 702 the first cloud 

deployment 508 relative to the other cloud deployments 514. Ranking 702 the first cloud 

deployment 508 relative to the other cloud deployments 514 may be carried out, for example, by 

identifying how well the cloud deployment 508 compares to other cloud deployments 514 with 

respect to one or more metrics. For example, cloud deployments may be ranked based on a 

weighted combination of multiple metrics (e.g., reliability, cost, regulatory compliance) such that 

the best-of-breed deployments may be identified. In such an example, the ranking of the first 

cloud deployment 508 relative to the other cloud deployments 514 may be presented to an 

administrator or other user associated with the first cloud deployment 508 for analysis by the 

administrator or other user. 

[00709] The example method depicted in Fig. 7 also includes comparing 704 the trajectory of the 

first cloud deployment 508 to the trajectory of the other cloud deployments 514. The trajectory 

of a particular cloud deployment 508, 514 may be determined, for example, by evaluating the 

particular cloud deployment's 508, 514 performance over time as measured by one or more 

metrics. For example, the performance of each cloud deployment may be periodically scored 

based on a weighted combination of multiple metrics (e.g., reliability, cost, regulatory 

compliance). In such an example, the trajectory for a particular cloud deployment may be 

determined by determining the extent to which the score associated with a particular cloud 

deployment is changing over time. For example, if the first cloud deployment's 508 scoring is 

improving over time while the other cloud deployments' 514 scores are remaining the same over 

time, the trajectory of the first cloud deployment 508 may be determined to be better than the 

trajectory of the other cloud deployments 514 (in embodiments where a higher score is 

considered to be better). 
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[00710] Readers will appreciate that ranking 702 the first cloud deployment 508 relative to the 

other cloud deployments 514 and comparing 704 the trajectory of the first cloud deployment 508 

to the trajectory of the other cloud deployments 514 are just two examples of the sort of analytics 

that can be performed by comparing the performance of multiple cloud deployments 508, 514. 

Readers will appreciate that other analytics may also be put in place due to the availability of 

information describing the performance of multiple cloud deployments 508, 514. 

[00711] For further explanation, Fig. 8 sets forth a flowchart illustrating an additional example 

method of configuring cloud deployments based on learnings obtained by monitoring other cloud 

deployments in accordance with some embodiments of the present disclosure. The example 

depicted in Fig. 8 is similar to the examples depicted in Figs. 5-7, as the example depicted in Fig. 

8 also includes determining 502 normal behavior for one or more components 510 in a first cloud 

deployment 508, determining 504 normal behavior for one or more components 512 in one or 

more other cloud deployments 514, and recommending 506 a change to the first cloud 

deployment 508 based on the normal behavior for one or more components 512 in one or more 

other cloud deployments 514. 

[00712] The example method depicted in Fig. 8 also includes identifying 802 other cloud 

deployments 514 to exclude from consideration when recommending changes to the first cloud 

deployment 508. Readers will appreciate that other cloud deployments 514 may be excluded 

from consideration when recommending changes to the first cloud deployment 508 for a variety 

of reasons. For example, another cloud deployment 514 may be so dissimilar to the first cloud 

deployment 508 that there may be very little to learn that is relevant to the first cloud deployment 

508, another cloud deployment 514 may be deficient for a variety of reasons such that there may 

be very little high quality takeaways from evaluating the other cloud deployment 514 that are 

relevant to the first cloud deployment 508, another cloud deployment 514 may be a relatively 

recent deployment such that any takeaways from evaluating the other cloud deployment 514 may 

not be reliable and proven over time, or for some other reason. In such an example, identifying 

802 other cloud deployments 514 to exclude from consideration when recommending changes to 

the first cloud deployment 508 may be carried out by filtering the set of other cloud deployments 

514 according to some criteria, or carried out in some other way. In the example depicted in Fig. 

8, recommending 506 the change to the first cloud deployment 508 may therefore include 

recommending 806 changes based on the other cloud deployments 514 that are not excluded 

from consideration. 

[00713] The example method depicted in Fig. 8 also includes identifying 804 a response to a 

recommended change in one or more other cloud deployments 514. Identifying 804 a response 

to a recommended change in one or more other cloud deployments 514 may be carried out, for 
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example, by tracking the status of a recommended change that was recommended for another 

cloud deployment 514 to determine whether the recommended change was actually implemented. 

Consider an example in which a recommendation was made to have another cloud deployment 

514 switch from using a first IaaS offering to a second IaaS offering in response to detecting 

some condition in the cloud deployment 514. In such an example, identifying 804 a response to 

a recommended change in one or more other cloud deployments 514 may be carried out by 

determining whether the recommended change was actually implemented and a switch was made 

to utilize the second IaaS offering as part of the cloud deployment 514. Readers will appreciate 

that by repeatedly identifying 804 responses to recommended changes in one or more other cloud 

deployments 514 can be used by the systems described above as an indication as to the systems 

described above are making useful recommendations. For example, if identifying 804 a response 

to a recommended change in one or more other cloud deployments 514 reveals that a very small 

percentage of administrators actually implement the recommended change, this may indicate that 

the recommend change is not particularly valuable and may be used as feedback in determining 

whether to make the recommended change if the condition that triggered the recommendation is 

encountered again. Alternatively, if identifying 804 a response to a recommended change in one 

or more other cloud deployments 514 reveals that a very large percentage of administrators 

actually implement the recommended change, this may indicate that the recommend change is 

valuable and may be used as feedback in determining whether to make the recommended change 

if the condition that triggered the recommendation is encountered again. In such a way, the 

response from other customer's may be used to drive recommendations that are made regarding 

the first cloud deployment 508. 

[00714] In the example depicted in Fig. 8, recommending 506 the change to the first cloud 

deployment 508 recommending 808 the change to the first cloud deployment 508 based on the 

response to the recommended change in one or more other cloud deployments 514. 

Recommending 808 the change to the first cloud deployment 508 based on the response to the 

recommended change in one or more other cloud deployments 514 may be carried out, for 

example, only if a predetermined percentage of previous recipients of similar recommendations 

have actually implemented the recommended change, as described above. 

[00715] Readers will appreciate that while the examples described in the preceding two 

paragraphs relate to an example in which the response to a recommended change in one or more 

other cloud deployments 514 is expressed in terms of whether the recommended change was or 

was not implemented, in other embodiments the response to a recommended change in one or 

more other cloud deployments 514 may be measured in other ways. For example, a response to a 

recommended change in one or more other cloud deployments 514 may represent whether the 
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recommended change did or did not resolve the condition that caused the recommendation to be 

generated in the first place. In other embodiments, the response to a recommended change in one 

or more other cloud deployments 514 may be measured or determined using different criteria. 

[00716] Although some of the figures described above depict only a single other cloud 

deployment 514, a single other cloud deployment 514 is included for ease of illustration but in no 

way represents a limitation of the embodiments described herein. In fact, most embodiments will 

include multiple other cloud deployments 514 that may be monitored and learned from. 

[00717] Readers will appreciate that while many of the embodiments described above relate to 

embodiments where cross-customer learnings are used to generate recommendations for changes 

to the first cloud deployment 508, in other embodiments the cross-customer learning may be used 

to initiate, based on the normal behavior for the one or more other cloud deployments, a change 

to the first cloud deployment. Initiating such changes may be carried out, for example, by 

initiating one or more remediation workflows that implement the changes. As was the case with 

recommendations, initiating a change to the first cloud environment may be based on the normal 

behavior for similar cloud deployments, based on the normal behavior for the highly rated cloud 

deployments, based on the cloud deployments to exclude from consideration when 

recommending changes to the first cloud deployment, and so on. 

[00718] For further explanation, Fig. 9 sets forth a flowchart illustrating an example method of 

learning from similar cloud deployments in accordance with some embodiments of the present 

disclosure. The example method depicted in Fig. 9 may be carried out by the systems described 

above (also referred to as a 'data platform' above). As such, the systems described above may 

include computer program instructions executing on computer hardware, virtualized hardware, or 

some other execution environment ( e.g., one or more containers, one or more serverless compute 

instances), where the computer program instructions carry out the steps described in Fig. 9 when 

the computer program instructions are executed. 

[00719] The example depicted in Fig. 9 includes a plurality of cloud deployments, including a 

first cloud deployment 910 and one or more additional cloud deployments 912, which in this 

illustration includes three cloud deployments 914a, 914b, 914n, although more or fewer cloud 

deployments may be included in the set of additional cloud deployments 912 in other 

embodiments. Such cloud deployments may be embodied as described above and may include a 

variety of components such as, for example, software applications, storage resources, computing 

resources, networking resources, and other resources. In each cloud deployment, each of the 

resources may be delivered as services provided by a public cloud, private cloud, hybrid cloud, 

and so on. 
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[00720] The example method depicted in Fig. 9 includes identifying 902, for at least a portion of 

a first cloud deployment 910, one or more additional cloud deployments 912 to utilize for cross­

customer learning. Cross-customer learning, as the phrase is used here, can generally be 

described as the process of learning about the cloud deployments of different customers, different 

organizations, or some other entity for the benefit of tailoring another entity's cloud deployment. 

For example, the cloud deployments of Customer A, Customer B, Customer C, Customer D, and 

Customer F may be evaluated and the information gathered about their deployments may be 

leveraged to help shape the cloud deployment of Customer F. In such an example, lessons 

learned by other customers may be used to help guide a particular customer's design, 

deployment, and management of their cloud deployments, which may be particularly useful for 

organizations that are pivoting to the cloud from on-premises based deployments. 

[00721] Identifying 902 one or more additional cloud deployments 912 to utilize for cross­

customer learning may be carried out, for example, by identifying cloud deployments for other 

customers that are in similar industries as the customer associated with the first cloud deployment 

910, by identifying highly rated (as described above) cloud deployments, by identifying cloud 

deployments ( or portions thereof) that are similar to the first cloud deployment 910 ( or some 

portion thereof), or in some other way. In some embodiments, identifying 902 one or more 

additional cloud deployments 912 to utilize for cross-customer learning may be carried out using 

machine learning techniques as one or more machine learning models may be used to identify 

cloud deployments that are similar to the first cloud deployment 910, to identify best-of-breed 

cloud deployments, and so on. In such a way, identifying 902 one or more additional cloud 

deployments 912 to utilize for cross-customer learning may result in a subset of curated, relevant, 

and/or exemplary cloud deployments being utilized for cross-customer learning rather than using 

the entire set of available cloud deployments being utilized for cross-customer learning (although 

some embodiments could utilize all cloud deployments for cross-customer learning). 

[00722] The example method depicted in Fig. 9 also includes receiving 904 information 916 

describing one or more actions associated with the additional cloud deployments 912. The one or 

more actions associated with the additional cloud deployments 912 may be embodied as actions 

taken by components within the additional cloud deployments 912. For example, a particular 

software service accessing a data store may be an example of an action that is associated with the 

additional cloud deployments 912, especially where the software service and the data store are 

components of a particular additional cloud deployment 914a. Likewise, a message, request, or 

other form of data communications that are exchanged between the additional cloud deployments 

912 and actors that are external to the additional cloud deployments 912 may be an example of 

an action that is associated with the additional cloud deployments 912. For example, a server 
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that is external to any of the additional cloud deployments 912 may send requests to access some 

software service within a particular additional cloud deployment 914a. 

[00723] In other embodiments, the one or more actions associated with the additional cloud 

deployments 912 may include one or more user interactions with the additional cloud 

deployments 912. Such user interactions can include a description of which resources are 

accessed and/or utilized by particular users, particular business units ( e.g., the finance department 

of a business, the engineering department of a business), particular personas ( e.g., a system 

administrator, a software developer, a human resources manager), and so on. The one or more 

actions associated with the additional cloud deployments 912 may also include, for example, one 

or more interactions involving external applications, external computing devices, or similar 

external actor and the additional cloud deployments 912. Such user interactions can include, for 

example, a description of which resources within the additional cloud deployments 912 are 

accessed and/or utilized by particular external application, what IP address is associated with an 

external entity that is communicating with the additional cloud deployments 912, a description of 

the specific requests that an external actor is issuing to the resources within the additional cloud 

deployments 912, and so on. 

[00724] In the example method depicted in Fig. 9, receiving 904 information 916 describing one 

or more actions associated with the additional cloud deployments 912 may be carried out by 

receiving (directly or indirectly) such information 916 from the additional cloud deployments 

912 themselves. In fact, the additional cloud deployments 912 may be queried for such 

information. In other embodiments, the information 916 describing one or more actions 

associated with the additional cloud deployments 912 may be retained by the systems described 

above as part of monitoring the additional cloud deployments 912. In such an example, receiving 

904 information 916 describing one or more actions associated with the additional cloud 

deployments 912 may be carried out by querying a data repository (e.g., a data warehouse) that 

contains such information that was gathered while monitoring the additional cloud deployments 

912. Readers will appreciate that information 916 may be received 904 describing other types of 

actions associated with the additional cloud deployments 912. 

[00725] The example method depicted in Fig. 9 also includes receiving 906 information 918 

describing configurations associated with the additional cloud deployments 912. The 

information 918 describing configurations associated with the additional cloud deployments 912 

may be embodied, for example, as information describing how components within a cloud 

deployment are organized (including which other components they may communication with), 

information describing what permissions are granted to various users, information describing the 

manner in which internal (i.e., occurring entirely within the cloud deployment) data 
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communications and/or external (i.e., occurring at least partially external to the cloud 

deployment) data communications are carried out, and so on. Such information 918 may be 

received 906 in a similar manner as described above with respect to step 904. 

[00726] The example method depicted in Fig. 9 also includes identifying 908, based on the 

configurations and the one or more actions, one or more configurations to adopt for the first 

cloud deployment 910. Readers will appreciate that by identifying 908 one or more 

configurations to adopt for the first cloud deployment 910 in such a way, the configuration of the 

first cloud deployment 910 may be influenced by the monitoring of the additional cloud 

deployments 912. In such an example, once the configurations that the first cloud deployment 

910 should adopt have been identified 908, the first cloud deployment 910 (or associated entities) 

may be reconfigured to implement such configurations. 

[00727] Identifying 908 one or more configurations to adopt for the first cloud deployment 910 

may be carried out, for example, by identifying configurations in the additional cloud 

deployments 912 that were effective in dealing with various threats, securing vulnerabilities, or 

otherwise contributed to a healthy cloud deployment. Some configurations associated with the 

additional cloud deployments 912 may have been put in place in response to some action. For 

example, a configuration to always backup data stored in a first storage service ( e.g., A WS S3) to 

a second, distinct storage service ( e.g., A WS Glacier) may have been put in place in response to 

some attack that was directed to a particular cloud deployment's 914a S3 buckets. In such an 

embodiment, if the first cloud deployment 910 also leverages S3 as its object store, it may be 

desirable for the first cloud deployment 910 to adopt a configuration setting that would result in 

its S3 buckets being backed up to Glacier so that the first cloud deployment 910 can be ready to 

survive a similar attack that was experienced by the particular cloud deployment 914a. 

[00728] For further explanation, Fig. 10 sets forth a flowchart illustrating an example method of 

learning from similar cloud deployments in accordance with some embodiments of the present 

disclosure. The example method depicted in Fig. 10 is similar to the example depicted in Fig. 9, 

as the example depicted in Fig. 10 also includes identifying 902 one or more additional cloud 

deployments 912 to utilize for cross-customer learning, receiving 904 information 916 describing 

one or more actions associated with the additional cloud deployments 912, receiving 906 

information 918 describing configurations associated with the additional cloud deployments 912, 

and identifying 908 one or more configurations to adopt for the first cloud deployment 910. 

[00729] In the example method depicted in Fig. 10, receiving 904 information 916 describing 

one or more actions associated with the additional cloud deployments 912 can include receiving 

1002 information describing a security threat to one or more of the additional cloud deployments 

912. The security threat may be embodied, for example, as a ransomware attack that was 
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directed to one or more of the additional cloud deployments 912, as a denial of service attack that 

was directed to one or more of the additional cloud deployments 912, as an SQL injection attack 

that was directed to one or more of the additional cloud deployments 912, or as some other 

security threat. The information describing a security threat to one or more of the additional 

cloud deployments 912 can include, for example, information describing where an attack 

originated from, information describing the components within the cloud deployment that were 

targeted by an attack, information describing data access patterns that were associated with an 

attack, or some other information that would be useful in detecting subsequent security threats. 

[00730] In the example method depicted in Fig. 10, receiving 906 information 918 describing 

configurations associated with the additional cloud deployments 912 can include receiving 1004 

information describing configuration settings used to combat the security threat. The 

configuration settings used to combat the security threat may be embodied, for example, as 

configuration settings that caused the additional cloud deployments 912 to blacklist certain IP 

addresses or network domains, as configuration settings that caused the additional cloud 

deployments 912 to close vulnerabilities that allowed an attack to succeed, or some other 

configuration that would be useful in detecting/preventing/mitigating a security threat. 

[00731] In the example method depicted in Fig. 10, receiving 904 information 916 describing 

one or more actions associated with the additional cloud deployments 912 can also include 

receiving 1006 information describing a detected vulnerability associated with one or more of the 

additional cloud deployments 912. The detected vulnerability may be embodied, for example, as 

a vulnerability to some known security threat, as a vulnerability to some data loss event, as a data 

breach vulnerability, or as some other vulnerability. The information describing a detected 

vulnerability of one or more of the additional cloud deployments 912 can include, for example, 

information describing vulnerable components, information describing data communications 

protocols, endpoints, or other data communications components that expose vulnerabilities, or 

some other information that would be useful in detecting a vulnerability. 

[00732] In the example method depicted in Fig. 10, receiving 906 information 918 describing 

configurations associated with the additional cloud deployments 912 can also include receiving 

1008 information describing configuration settings used to address the vulnerability. The 

configuration settings used to address the vulnerability may be embodied, for example, as 

configuration settings that caused the additional cloud deployments 912 to blacklist certain IP 

addresses or network domains, as configuration settings that caused certain components within 

the additional cloud deployments 912 to not connect to external data communications networks, 

as configuration settings that caused certain components to be accessible only by using enhanced 
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authentication protocols, or as some other configuration that would be useful in detecting, 

preventing, or otherwise mitigating a vulnerability. 

[00733] For further explanation, Fig. 11 sets forth a flowchart illustrating an example method of 

learning from similar cloud deployments in accordance with some embodiments of the present 

disclosure. The example method depicted in Fig. 11 is similar to the examples depicted in Fig. 9 

and Fig. 10, as the example depicted in Fig. 11 also includes identifying 902 one or more 

additional cloud deployments 912 to utilize for cross-customer learning, receiving 906 

information 918 describing configurations associated with the additional cloud deployments 912, 

and identifying 908 one or more configurations to adopt for the first cloud deployment 910. 

[00734] In the example method depicted in Fig. 11, receiving 906 information 918 describing 

configurations associated with the additional cloud deployments 912 can include receiving 1102 

information describing permissions for one or more users of the additional cloud deployments 

912. The one or more users of the additional cloud deployments 912 may be embodied, for 

example, as individual users (e.g., Bob Smith), as a collection of user (e.g., Finance Group, 

Marketing Group), and so on. The one or more users of the additional cloud deployments 912 

may also be embodied as different personas within an organization, where each persona is 

associated with a certain role. For example, there may be 'software developer' personas, 

'database administrator' personas, 'customer support' personas, and many others. Receiving 

1102 information describing permissions for one or more users of the additional cloud 

deployments 912 may be carried out, for example, by receiving (directly or indirectly) 

information from one or more of the additional cloud deployments 912 that described what 

resources a particular user/persona/group can access, what level of privileges they have with 

respect to a particular resource, and any other information describing the user/persona/group's 

privileges. In fact, such information may be retained in a data warehouse during monitoring of 

the additional cloud deployments 912 and received 1102 by querying such a data warehouse. 

[00735] The example method depicted in Fig. 11 also includes determining 1104, based on the 

information describing permissions for one or more users of the additional cloud deployments, 

that one or more users of the first cloud deployment 910 are over-permissioned. A particular 

user may be over-permissioned in the sense that the user has privileges or permissions beyond 

those that should be associated with the user. Consider the example of two distinct personas 

within an organization: 1) a software engineer, and 2) an accounts payable administrator. In such 

an example, the software engineer might have sufficient privileges to access a code repository, a 

dev/test environment, a code documentation tool, and so on. The accounts payable administrator, 

however, might have sufficient privileges to access bill paying software, a financial ledger, and 

so. The software developer having access to bill paying software or the accounts payable 
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administrator having access to a code repository may be examples of the users being over­

permissioned, as the user has access to resources that they should not be able to access. Such 

situations can create vulnerabilities as an over-permissioned user (or a malicious actor using the 

over-permissioned user's credentials) may intentionally or unintentionally perform some harmful 

act that they would not be capable of performing if they weren't over-permissioned. 

[00736] Determining 1104 that one or more users of the first cloud deployment 910 are over­

permissioned may be carried out, for example, by examining the information describing 

permissions for one or more users of the additional cloud deployments 912 to determine whether 

similar users in the additional cloud deployments 912 have different/fewer privileges. As such, a 

user in a first cloud deployment 910 may be determined to be over-permissioned if other cloud 

deployments 912 are giving similar users fewer permissions than such a user has in the first cloud 

deployment 910. 

[00737] In the example method depicted in Fig. 11, identifying 908 one or more configurations 

to adopt for the first cloud deployment 910 can include identifying 1106 a reduced privilege level 

to give to the one or more users. Identifying 1106 a reduced privilege level to give to the one or 

more users may be carried out, for example, by giving an over-permissioned user of the first 

cloud deployment 910 privileges that are similar to those held by similar users in the additional 

cloud deployments 912. 

[00738] For further explanation, Fig. 12 sets forth a flowchart illustrating an example method of 

learning from similar cloud deployments in accordance with some embodiments of the present 

disclosure. The example method depicted in Fig. 12 is similar to the examples depicted in Figs. 

9-11, as the example depicted in Fig. 12 also includes identifying 902 one or more additional 

cloud deployments 912 to utilize for cross-customer learning, receiving 906 information 918 

describing configurations associated with the additional cloud deployments 912, and identifying 

908 one or more configurations to adopt for the first cloud deployment 910. 

[00739] The example method depicted in Fig. 12 also includes receiving 1202 information 1204 

describing one or more deployment processes associated with the additional cloud deployments 

912. The information 1204 describing one or more deployment processes associated with the 

additional cloud deployments 912 can include, for example, information describing how a 

particular component within an additional cloud deployment was created ( e.g., who requested 

that the component be created, when was the request to create the component issued). In 

addition, in some embodiments such information 1204 can include information describing the 

software development processes that were used to develop software that will be deployed in a 

particular cloud deployment (e.g., was a code repository used, who has access to the repository, 

who committed the last change to some code before deployment). In such a way, the information 
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1204 describing one or more deployment processes associated with the additional cloud 

deployments 912 can describe the processes that are being implemented in other cloud 

deployments. Such information 1204 may be used, for example, to determine whether the 

development and deployment processes associated with the first cloud deployment 910 are 

abnormal, to use as the basis for making recommended changes to the development and 

deployment processes associated with the first cloud deployment 910, to initiate remediation 

workflows to back out changes to the first cloud deployment 910 that deviated from normal 

activity or violated some policy, and so on. 

[00740] The example method depicted in Fig. 12 also includes identifying 1206 abnormally 

configured components in the first cloud deployment 910. Abnormally configured components 

in the first cloud deployment 910 may be embodied as components that are configured in a way 

that deviates from typical configurations observed by monitoring the additional cloud 

deployments 912. Monitoring the additional cloud deployments 912 may reveal, for example, 

that a connection to a server that is contained in another cloud deployment 914a should always 

go through an authentication server that is contained in another cloud deployment 914a. In such 

an example, if an examination of the first cloud deployment 910 reveals that an authentication 

server has been bypassed by a connection to a server, this may be an indication of a breach or 

misconfiguration regardless of customer's network topology. In such an example, the component 

(i.e., the server) may be identified 1206 as being abnormally configured based on its deviation 

from typical configurations observed in the additional cloud deployments 912. 

[00741] Although the examples described above relate to embodiments where one or more 

configurations to adopt for the first cloud deployment 910 are identified 908 using the 

information described above, in other embodiments such information may be used for other 

purposes. For example, information gained by observing additional cloud deployments 912 may 

be leveraged to identify best-of-breed deployments, similar deployments, and so on. 

[00742] In some embodiments, the distributions that identify 'normal' behavior for a particular 

cluster set may be used for a variety of purposes. For example, anomaly detection may be 

performed by identify members of the cluster set that are operating outside of a particular typical 

distribution. Likewise, best practices may be identified using distributions and members of the 

cluster set that are not adhering to best practices may be identified if they are operating outside of 

a particular typical distribution. Vulnerabilities may also be identified using distributions, for 

example, by identifying members of the cluster set that have over-privileged users or components 

that may be able access things that they should not be able to access. Readers will appreciate that 

that deviation from an established baseline of normal behavior, normal activity, normal 

configuration, or other form of normal operation may be indicative of many other things, all of 
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which may be detected through the usage of the distributions described above paired with the 

monitoring of particular clusters. 

[00743] In some embodiments, the distributions that identify 'normal' behavior for a particular 

cluster set may be used to not only detect threats, vulnerabilities, compromise, and things of that 

nature, but the distributions that identify 'normal' behavior for a particular cluster set may be 

used to optimize the operation or configuration of a particular cluster. For example, cloud 

deployments that utilize fewer resources may be examined and characteristics that are common 

across such the cloud deployments may be identified as being high efficiency characteristics. 

Likewise, cloud deployments that are the subject of fewer alerts may be examined and 

characteristics that are common across such the cloud deployments may be identified as being 

high efficiency characteristics. 

[00744] In some embodiments, historical information may also be retained and utilized to show 

the trajectory of a particular one or more clusters. For example, historical information may be 

used to compare the current state of a particular cluster (as measured by one or more quantifiable 

characteristics associated with the cluster) with a previous state of the cluster such that trends 

and/or trajectories may be identified. Consider an example in which a particular characteristic 

associated with a cluster identifies how many users are accessing the cluster. Historical 

information associated with the cluster may be compared to current ( or most recent) information 

associated with the cluster to determine, for example, that more or less users are accessing the 

cluster, that the number of users that are accessing the cluster is increasing or decreasing at a 

certain rate, and so on. In some situations, some changes may be acceptable (e.g., if the cluster 

represents an interface to an online store, and increase in the number of users accessing the 

online store may be perfectly acceptable given an expansion in the organization's customer base) 

whereas in other situations changes may be troubling (e.g., if the cluster represents a source code 

repository and more users are accessing the repository in spite of a contraction in the number of 

developers that are employed by an organization) and my require alerts, further investigation, or 

some other remediation workflow. 

[00745] In some embodiments, historical information may also be retained and utilized to show 

the trajectory of a particular cluster relative to other members of a cluster set. For example, 

historical information may be used to compare the failure rate of particular cluster (as measured 

by one or more quantifiable characteristics associated with the cluster) over time with the failure 

rate over time of other clusters in the cluster set. Such a comparison may reveal, for example, 

that a particular cluster was previously failing at a rate that was in line with the failure rate of 

other members of the cluster set, but that the particular cluster has more recently been failing 

more/less than other members of the cluster set. As such, through the use of such techniques a 
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determination may be made as to whether a particular cluster is becoming more/less healthy than 

other members of the cluster set, more/less secure than other members of the cluster set, 

more/less efficient than other members of the cluster set, more/less reliable than other members 

of the cluster set, more/less compliant with relevant regulations than other members of the cluster 

set, slower/faster than other members of the cluster set, and so on. Such an analysis may be part 

of identifying best-of-breed deployments, best practices, providing remediation actions, 

providing recommendations, or utilized for a variety of other purposes. 

[00746] Although the examples described above relate to embodiments where components 

within a cloud deployment are analyzed, monitored, or otherwise observed, in other 

embodiments the techniques described herein may be applied to other entities. For example, the 

techniques described above may be applied to analyze, monitor, or otherwise observe different 

personas with an organization, different users with an organization, different user groups with an 

organization, and so on. Using such techniques, 'normal' behaviors for a particular persona (e.g., 

a database administrator, a network administrator) can be identified, 'normal' behaviors for a 

particular user group ( e.g., users that are part of an organization's finance department, users that 

are part of an organization's engineering department) can be identified, and so on. 

[00747] In some embodiments, by identifying 'normal' behaviors (i.e., those behaviors that are 

consistent with standard distributions for particular characteristics associated with an entity) with 

different personas, different users, different user groups, or other entities, abnormal behavior may 

also be identified. Consider an example in which a group of users is identified as a cluster by 

virtue of those users accessing the same set of applications ( e.g., all of the users access a set of 

applications that are finance-related applications). Further assume that similar clusters are 

identified for other customers, such that a cluster set may be formed. In such an example, a 

distribution may be identified for the set of applications that members of the cluster typically 

access. For example, each member of the cluster set may typically access an accounting 

application, a spreadsheet application, a payroll application, and so on. If one member of the 

cluster set consists of one or more users that also access an organization's source code repository, 

such behavior may be determined to be outside of the typical distribution for members of the 

cluster set. In response to making some determination, alerts may be generated, access to the 

source code repository may be blocked for the users in the cluster, a remediation workflow may 

be initiated, or some other action may be taken. 

[00748] In some embodiments, the techniques described above may be particularly useful for 

identifying over-privileged users, user groups, personas, or other entity. Identifying over­

privileged users, user groups, personas may be carried out, at least in part, by identifying what set 

of privileges is 'normal' for a particular entity to have based on evaluating what privileges are 
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given to similar or identical members of a cluster set. That is, an evaluation may be made as to 

what privileges are given to users, user groups, personas, or other entity by one or more other 

customers. If the set of privileges given to a particular customer's users, user groups, personas, 

or other entity are not consistent with (e.g., the set of privileges are much greater than) the 

privileges given to similar or identical users, user groups, personas, or other entity of another 

customer (i.e., the other members of the cluster set), a determination may be made that the 

particular customer's users, user groups, personas, or other entities are over-privileged. In some 

embodiments, an evaluation as to whether a user, user group, persona, or other entity is over­

privileged may also include identifying privileges that the user has and comparing that with the 

privileges that the user actually utilizes. If some privileges are never used, this may be taken as 

an indication that the user is over-privileged. 

[00749] In some embodiments, the cross customer techniques described above may be used to 

provide additional context to issues identified in a particular customer's cloud deployment, to 

provide recommendations to a particular customer, or even to drive remediation actions. 

Consider an example in which a particular threat was detected in a first customer's cloud 

deployment, where the threat turned out to be a ransomware attack, which may in some 

embodiments include an encryption component and/or a data theft or leakage component. In 

such an example, if an identical (or sufficiently similar, following a general recognized pattern or 

'fingerprint') threat is detected in a second customer's cloud deployment, additional context may 

be provided by including information in an alert that is delivered to the second customer that 

indicates that the threat matches the profile of a ransom ware attack that was detected in the first 

customer's cloud deployment. In fact, information describing the remedial actions (e.g., 

disabling encryption, increasing the frequency of backups, locking down a backup system, 

blocking transmission of data externally, etc.) that were taken by the first customer may even be 

included in the alert to the second customer or otherwise recommended to the second customer. 

Furthermore, if many customers had experienced the same attack and the data platform could 

determine with sufficient certainty that the second customer's cloud deployment was 

experiencing the same attack, workflows may be automatically initiated to carry out various 

remedial actions. 

[00750] In some embodiments, the way other customers investigated or responded to a particular 

alert may also be used when presenting alerts to a particular customer. Consider an example in 

which a particular threat was detected in ten different customer's cloud deployments. In such an 

example, assume that 9 of the 10 customers ignored the alert. In such an example, the conditions 

that are indicative of the particular threat are detected in a particular customer's cloud 

deployment, when raising the alert to the particular customer, information may be included in the 
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alert indicating that most other customers ignored the alert. In such an embodiment, it is the 

behavior of users of the data platform - not components in a cloud deployment - that is being 

monitored and evaluated for the benefit of other customers. In other embodiments, information 

indicating that customers do or do not ignore a particular alert may be used when scoring or 

ranking the alert. For example, alerts that are ignored by most customers may be ranked as less 

critical than alerts that are acted upon by most customers. In addition, the particular security 

stance of a particular customer may be utilized when determining the extent to which their usage 

of the data platform should be utilized when guiding other customers. If a first customer has 

relatively poor security practices, for example, the first customer's usage of the data platform 

may be ignored (or given less weight) for the purposes of guiding other customers. If a second 

customer has relatively good security practices, however, the second customer's usage of the data 

platform may be taken into consideration (or given more weight) for the purposes of guiding 

other customers. Likewise, if users that ignored the alert experienced a security breach while 

users that did not ignore the alert did not experience a security breach, such an outcome could be 

taken into consideration when ranking the alert, determining what information to include in the 

alert, and so on. 

[00751] In addition to using other customers interactions with the data platform to score, rank, 

suppress, or provide context for the alerts provided to other customers, the remediation actions 

taken by other customers may also be used for guiding a particular customer. Consider an 

example in which a particular threat was detected in ten different customer's cloud deployments. 

In such an example, assume that 9 of the 10 customers investigated the threat by accessing a 

particular customer support page. In this example, if the conditions that are indicative of the 

threat are detected in a particular customer's cloud deployment, information may be included in 

an alert indicating that most other customers that received the alert investigated the alert by 

accessing the particular customer support page. Likewise, if other customers successfully 

resolved the issue, information may be included in an alert indicating the solution that was 

implemented by other customers. 

[00752] In some embodiments, the way customers investigated or responded to a particular alert 

may be used with other information to determine whether the customer's responses were actually 

correct. Consider an example in which an alert is sent to 10 customers identifying a vulnerability 

that would allow crypto miners to use the customer's resources for solving complex 

computational problems for the purposes of acquiring cryptocurrency. In such an example, 

assume that 9 of 10 customers ignored the alert. Further assume that in this example, the 9 

customers that ignored the alert subsequently had their cloud resources utilized by hackers for 

crypto mining, whereas the 1 customer that did not ignore the alert did not suffer such an attack. 
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In such an example, the data platform described above should not cease issuing alerts when 

detecting this vulnerability by virtue of 9 of 10 customers ignoring the alert. Instead, by taking 

the ultimate outcome for each customer into consideration, rather than suppressing the alert, the 

data platforms should respond by taking actions that would make it more likely that customers 

would not ignore these alerts. For example, the severity level of the alert may be raised, a user of 

the data platform may be required to confirm receipt of the alert, contextual information could be 

included in the alert indicating that recipients that do not respond to the alert end up having their 

systems hijacked by crypto miners, or some other action may be taken. 

[00753] In some embodiments, a customer's interactions may be analyzed to improve how alerts 

are delivered to a customer. For example, if an evaluation of customer interactions with the data 

platform indicates that most customer ignore alerts issued between 11 :00 PM - 7:00 AM whereas 

most customers take action in response to alerts issued between 7:01 AM - 10:59 PM, then alerts 

that are issued between 11:00 PM- 7:00 AM may be reissued between 7:01 AM- 10:59 PM. 

Likewise, if a particular class of alerts (e.g., those related to vulnerability threats) are largely 

acted upon whereas another class of alerts (e.g., those related to a lack of compliance with 

regulatory requirements) are largely ignored, the manner in which alerts are generated may be 

altered. For example, alerts that are related to a lack of compliance with regulatory requirements 

may be issued to additional users, such as some user that is designated as having a compliance 

persona within a customer's organization. In other embodiments, other aspects of the customer's 

interactions with the data platform may be used to improve the manner in which the data 

platform interacts with customers ( e.g., what type of devices received alerts, were alerts delivered 

in a primary or secondary window, do the parties that the alerts were sent to have other 

obligations at the time of alert as determined from an inspection of their calendar, and so on). 

While the example described above related to embodiments where the interactions of multiple 

customers with the data platform is analyzed, in other embodiments a single customer's 

interaction with the date platform may serve as the basis for altering the way that the data 

platform interacts with the customer. 

[00754] In some embodiments, the same or additional cross customer learning techniques may be 

applied to earlier stages of a software development pipeline and even before an actual cloud 

deployment is in place for a particular customer. Stated differently, the same or additional cross 

customer learning techniques may be applied to things other than a deployed system. For 

example, cross customer learning may be applied to development processes, testing processes, 

deployment processes, and so on 

[00755] Readers will appreciate that developing, testing, and deploying software in cloud 

environment comes with a few requirements that were not always present in software 
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development. In particular, software is always expected to be running but the software is also 

expected to continue to be updated with fixes, new features, or other improvements. As such, it 

is not desirable to cease running a software application, install a new version, and begin running 

the new version. As a result of these changes to the software development paradigm, the 

software development processes, software testing and validation processes, and deployment 

processes tend to be fairly independent of each other. In some embodiments, each of these 

processes may be analyzed, monitored, or otherwise observed by the data platforms described 

herein. Because each of these processes are analyzed, monitored, or otherwise observed by the 

data platforms described herein, an opportunity exists to leverage cross customer learning to 

these processes. 

[00756] In some embodiments, the development processes for a particular customer may be 

analyzed, monitored, or otherwise observed by the data platforms described herein. For example, 

interactions with a code repository may be monitored, permissions granted to each user of the 

code repository may be monitored, the number of people that are checking in and checking out 

code may be monitored, the extent to which code revisions are documented may be monitored, 

and so on. In such an example, the development processes for a particular customer may be 

learned and compared to normal behavior for other customers. Through such comparisons, 

inefficiencies may be identified, vulnerabilities may be identified, and other shortcomings may 

be identified. In response to the identification of inefficiencies, vulnerabilities, or other 

shortcoming, alerts may be issued, remediation workflows may be initiated, or some other action 

may be taken. 

[00757] In some embodiments, the testing processes for a particular customer may be analyzed, 

monitored, or otherwise observed by the data platforms described herein. For example, the 

number of tests that are run may monitored, the type of tests that are run may be monitored, the 

number of people that are running tests and evaluating test results may be monitored, the 

processes through which the results of testing are communicated with developers may be 

monitored, and so on. In such an example, the testing processes for a particular customer may be 

learned and compared to normal behavior for other customers. Through such comparisons, 

inefficiencies may be identified, vulnerabilities may be identified, and other shortcomings may 

be identified. In response to the identification of inefficiencies, vulnerabilities, or other 

shortcoming, alerts may be issued, remediation workflows may be initiated, or some other action 

may be taken. 

[00758] In some embodiments, the results of testing may be carried forward and utilized when an 

application is deployed. Consider an example in which testing reveals that the code performs 

some action that appears to create a possible vulnerability, but further testing and validation 
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reveals that a vulnerability is not created. When this piece of code is subsequently deployed, it 

presumably will perform the same action (i.e., the action that was flagged during testing) that 

appears to create a possible vulnerability. Rather than raising an alert, initiating some 

investigative action, initiating a remedial action, or responding in a similar way, by carrying 

forward the knowledge gained during testing (i.e., that a vulnerability was not, in fact, created) 

the possible vulnerability may be ignored based on the conclusions reached during testing. 

[00759] In some embodiments, the deployment processes for a particular customer may be 

analyzed, monitored, or otherwise observed by the data platforms described herein. In such an 

example, the deployment processes for a particular customer may be learned and compared to 

normal behavior for other customers. Through such comparisons, inefficiencies may be 

identified, vulnerabilities may be identified, and other shortcomings may be identified. In 

response to the identification of inefficiencies, vulnerabilities, or other shortcoming, alerts may 

be issued, remediation workflows may be initiated, or some other action may be taken. 

[00760] In some embodiments, some forms of static analysis may be used (in conjunction with 

other features of the data platform) to detect anomalies, vulnerabilities, threats, 

misconfigurations, violations of regulatory requirements, and many other things. Consider an 

example in which a cloud deployment is deployed using IaC. In such an example, one or more 

configuration files may be examined, and the state of the cloud deployment may be monitored to 

identify situations in which the state of the cloud deployment drifts from the configuration of the 

cloud deployment that was described in the configuration file. As such, the intended 

configuration of the cloud deployment (at least as expressed in one or more configuration files) 

may be used as a baseline to measure the current cloud deployment, such that alerts may be 

issued or other remediation workflows may be initiated when a customer's cloud deployment 

deviates from its codified state. 

[00761] In some embodiments, other forms of code other than an IaC configuration may be 

examined to detect anomalies, vulnerabilities, threats, misconfigurations, violations of regulatory 

requirements, and many other things. For example, the source code that has been deployed in a 

customer's environment may be examined to determine all the things that the code could do. 

This information may be compared to a polygraph for the customer's cloud deployment, which 

identifies all things that a customer's cloud deployment does do, as learned by monitoring and 

observing the customer's cloud deployment. Consider an example in which a polygraph for a 

customer's cloud deployment indicates that a first microservice in their cloud deployment only 

communicates with other internal microservices. In such an example, however, assume that the 

source code for the first microservice includes a messaging library that it uses to communicate 

with the other internal microservices. Further assume in this example, however, that examining 
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the source code for the first microservice reveals that the messaging library also includes 

functions that enable a user of the library to send messages to recipients on an external network 

using standard internet protocols ( e.g., TCP/IP, HTTPS, and so on). In such an example, 

although the polygraph for the customer's cloud deployment reveals that the first microservice 

only communicates with other internal microservices, the presence of functions that could be 

used for communications with external services, machines, and other entities may be undesirable. 

As such and in accordance with some embodiments of the present disclosure, the data platform 

may be configured to alert a customer or initiate some other workflow upon detecting that source 

code includes features that, if executed, would rise to the level of anomalous or otherwise 

unusual activity. For example, the data platform may prompt the customer to delete or disable 

the library functions described above that enable undesirable data communications. 

[00762] In another example, assume that some source code has all the necessary capabilities ( e.g. 

hashing functions, mathematical calculations, etc.) to mine cryptocurrency, as the mining process 

may only require performing standard computations. During a crypto miner attack, however, the 

source code may be subverted such that the code runs in a loop to perform the standard 

computations required for mining cryptocurrency. An evaluation as to what functions the source 

code can perform may therefore not reveal anything concerning but monitoring the actual 

operation of the source code may reveal that the source code is operating in an undesirable way. 

Likewise, static analysis may reveal things like a non-incrementing counter or other mechanism 

that would result in an infinite loop or similar operation. As such and in accordance with some 

embodiments of the present disclosure, the data platform may be configured to alert a customer 

or initiate some other workflow upon detecting that source code includes features that, if or when 

executed, rise to the level of anomalous or otherwise unusual activity. 

[00763] In another example, assume that some source code has all the necessary capabilities to 

carry out the steps required for a ransomware attack, as the ransomware attack may only require 

performing standard operations like reading data, encrypting data, sending data, communicating 

externally, and so on. During a ransomware attack, however, the source code may be subverted 

such that the code does far more encryption than would be expected in a typical code module. 

An evaluation as to what functions the source code can perform may therefore not reveal 

anything concerning but monitoring the actual operation of the source code may reveal that the 

source code is operating in an undesirable way. Likewise, static analysis may reveal that all 

paths through the source result in data being encrypted, or that all paths through the source code 

results in some atypical pattern (e.g., equal amounts of reading data, encrypting data, and writing 

data, or unusual external data flows), which may rise to the level of being unusual or concerning 

behavior. As such and in accordance with some embodiments of the present disclosure, the data 

114 Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00247



L0041B 1 CIP2 Specification Clean 

platform may be configured to alert a customer or initiate some other workflow upon detecting 

that source code includes features that, if or when executed, rise to the level of anomalous or 

otherwise unusual activity. 

[00764] In some embodiments, the data platforms described above may be used to identify 

discriminates between two entities that may otherwise appear to be similar or identical. In the 

examples described herein, 'discriminates' may be embodied as characteristics of entities that, 

when not similar or identical, prevent the entities from being similar or identical. For example, 

many customers may have many Java processes. If the data platform were to identify the set of 

things that each Java process does for each customer and identify that set of things as the 

'normal' or acceptable set of things that any Java process was allowed to do, this set would be far 

too large. As such, the data platform may be configured to look at things like command line 

arguments and know that one or more Java processes with one set of jar files and command line 

arguments is actually a separate program from one or more Java processes with another set of jar 

files and command line arguments. In other words, the data platform may identify discriminates 

(in the example, a first discriminate being distinct command line arguments and a second 

discriminate may be that the jar files for each process are distinct) between two sets of Java 

processes to determine that the Java processes are not actually similar or identical entities. As 

such, any attempt to engage in cross customer learning based on a first set of Java processes in a 

first customer's environment and a second set of Java processes in a second customer's 

environment may result in undesirable outcomes. Through the use of discriminates, however, a 

decision can be reached that these two sets of Java processes are not related and attempts to learn 

through an examination of these distinct entities would be undesirable. 

[00765] In some embodiments, the usage of discriminates described above may be extended to 

other entities. For example, if a first user in a first customer's environment is a database 

administrator and a second user in a second customer's environment is also a database 

administrator, these users may initially be determined to be similar enough such that cross 

customer learning can take place. In such an example, however, if an examination of their 

activities, privileges, or something else reveals that they are not actually occupying the same 

roles, cross customer learning with respect to these two users may be disabled. In such 

embodiments, the data platform described above, and models leveraged by such a data platform 

may be used to identify discriminates that may be used to decouple multiple users, applications, 

microservices, devices, or other entities that would otherwise be candidates for cross customer 

learning. 

[00766] In some embodiments, the data platforms may be configured to analyze, monitor, or 

otherwise observe environments other than cloud deployments. In fact, the data platforms 
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described here could apply the principles and techniques described herein to any environment 

such as, for example, an on-premises environment, a hybrid cloud environment, or some special 

purpose environment. As one example of a special purpose environment, consider an example in 

which the data platforms described herein are used to analyze, monitor, or otherwise observe a 

container orchestration environment such as a Kubernetes cluster (which may be deployed on­

premises, in a public cloud, or in some other way). In such an example, the data platform may be 

configured to ingest Kubernetes audit logs via one or more agents or in some other way. 

Through the ingestion and subsequent analysis of such audit logs, the data platform may model 

normal behaviors of a Kubernetes cluster, normal behavior of a cluster administrator, and so on. 

As described above, any deviations from such normal behaviors may result in an alert being 

generated or some other remediation workflow being initiated. For example, if the ingestion and 

subsequent analysis of audit logs revealed that workloads are deployed and deleted according to 

some pattern, a customer deploying or deleting a workload in a manner that is inconsistent with 

the identified pattern may result in an alert being generated or some other remediation workflow 

being initiated. In fact, by evaluating audit logs from multiple customer's Kubernetes clusters, 

cross customer learning can be carried out to help define normal behavior for a Kubernetes 

cluster, a Kubernetes administrator, or some other entity associated with a Kubernetes cluster. 

For example, evaluating audit logs from the Kubernetes deployment of multiple customers may 

reveal that one entity (presumed to be a Kubernetes administrator, or related group of such 

administrators) is generally responsible for creating and deleting nodes from the cluster whereas 

another entity (perhaps a developer) is responsible for deploying new versions of the code that is 

executing in a container that is supported by the cluster. In such an example, if a single entity ( or 

related group of entities) is observed creating nodes and modifying the code that is executing on 

a node by deploying a new container, an alert may be generated or some other remediation 

workflow may be initiated as a consequence of observing this atypical pattern. 

[00767] One or more embodiments may be described herein with the aid of method steps 

illustrating the performance of specified functions and relationships thereof. The boundaries and 

sequence of these functional building blocks and method steps have been arbitrarily defined 

herein for convenience of description. Alternate boundaries and sequences can be defined so long 

as the specified functions and relationships are appropriately performed. Any such alternate 

boundaries or sequences are thus within the scope and spirit of the claims. Further, the 

boundaries of these functional building blocks have been arbitrarily defined for convenience of 

description. Alternate boundaries could be defined as long as the certain significant functions are 

appropriately performed. Similarly, flow diagram blocks may also have been arbitrarily defined 

herein to illustrate certain significant functionality. 
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[00768] To the extent used, the flow diagram block boundaries and sequence could have been 

defined otherwise and still perform the certain significant functionality. Such alternate definitions 

of both functional building blocks and flow diagram blocks and sequences are thus within the 

scope and spirit of the claims. One of average skill in the art will also recognize that the 

functional building blocks, and other illustrative blocks, modules and components herein, can be 

implemented as illustrated or by discrete components, application specific integrated circuits, 

processors executing appropriate software and the like or any combination thereof 

[00769] While particular combinations of various functions and features of the one or more 

embodiments are expressly described herein, other combinations of these features and functions 

are likewise possible. The present disclosure is not limited by the particular examples disclosed 

herein and expressly incorporates these other combinations. 
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PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING 
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD 
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN 
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST 
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of 
undiscounted fees. 

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part Bis filed, a request to reapply a previously paid issue fee must be 
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail 
Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. 
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at 
www .uspto.gov/PatentMaintenanceFees. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. 
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new 
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue 
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 
Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

182115 7590 05/26/2023 

Lacework, Inc. 
c/o Kennedy Lenart Spraggins LLP 
797 Sam Bass Road #2559 
ROUND ROCK, TX 78681 

APPLICATION NO. FILING DATE 

17/671,199 02/14/2022 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

(Typed or printed name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

ULFAR ERLINGSSON L0041B 1 CIP2 1070 

TITLE OF INVENTION: LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $1200 

EXAMINER ART UNIT 

BOUTAH, ALINA A 2442 

1. Change of correspondence address or indication of "Fee Address" (3 7 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/AIA/122 or PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/ 
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use ofa 
Customer Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0.00 $0.00 

CLASS-SUBCLASS 

709-224000 

2. For printing on the patent front page, list 
( 1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$1200 08/28/2023 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DA TA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. Fees submitted: DissueFee □Publication Fee (if required) 

4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

0 Electronic Payment via Patent Center or EFS-Web 0 Enclosed check 0 Non-electronic payment by credit card (Attach form PTO-2038) 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. ____ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
Page 2 of3 

0MB 0651-0033 

Date ____________________ _ 

Registration No. ________________ _ 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

17/671,199 02/14/2022 

182115 7590 05/26/2023 

Lacework, Inc. 
c/o Kennedy Lenart Spraggins LLP 
797 Sam Bass Road #2559 
ROUND ROCK, TX 78681 

FIRST NAMED INVENTOR 

ULFAR ERLINGSSON 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

L0041B1CIP2 1070 

EXAMINER 

BOUTAH, ALINA A 

ART UNIT PAPER NUMBER 

2442 

DATE MAILED: 05/26/2023 

Determination of Patent Term Adjustment under 35 U.S.C.154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 

Application No. 
17/671,199 
Examiner 
ALINA N BOUTAH 

Applicant(s) 
ERLINGSSON et al. 
Art Unit I AIA (FITF) Status 
2442 Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.0 This communication is responsive to 4/6/23. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.0 The allowed claim(s) is/are 1-4,7-12 and 15-24 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent 
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information 
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) □All b) 0 Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 
2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PT0-892) 5. 0 Examiner's Amendment/Comment 

2.0 Information Disclosure Statements (PTO/SB/08), 6. D Examiner's Statement of Reasons for Allowance 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 7. □ Other __ 
of Biological Material . 

4.0 Interview Summary (PT0-413), 
Paper No./Mail Date. __ . 

/ALINAA BOUTAH/ 
Primary Examiner, Art Unit 2442 

U.S. Patent and Trademark Office 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20230505 
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Application/Control Number: 17 /671,199 
Art Unit: 2442 

Page 2 

Notice of Pre-A/A or A/A Status 

The present application, filed on or after March 16, 2013, is being examined 

under the first inventor to file provisions of the AIA. 

Information Disclosure Statement 

The IDS filed 4/21/2023 has been considered. 

Allowable Subject Matter 

In view of the amendment, the rejections under 35 USC 101/102/103 are 

withdrawn. Claims are now in condition for allowance. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to ALINA N BOUTAH whose telephone number is 

(571 )272-3908. The examiner can normally be reached M-F 7:00 AM - 3:00 PM. 

Examiner interviews are available via telephone, in-person, and video 

conferencing using a USPTO supplied web-based collaboration tool. To schedule an 

interview, applicant is encouraged to use the USPTO Automated Interview Request 

(AIR) at http://www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, William Trost can be reached on 571-272-7872. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 
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Application/Control Number: 17 /671,199 
Art Unit: 2442 

Page 3 

Information regarding the status of published or unpublished applications may be 

obtained from Patent Center. Unpublished application information in Patent Center is 

available to registered users. To file and manage patent submissions in Patent Center, 

visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent­

center for more information about Patent Center and 

https://www.uspto.gov/patents/docx for information about filing in DOCX format. For 

additional questions, contact the Electronic Business Center (EBC) at 866-217-9197 

(toll-free). If you would like assistance from a USPTO Customer Service 

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ALINA A BOUTAH/ 
Primary Examiner, Art Unit 2442 

ALINA BOUTAH 
Primary Examiner 
Art Unit 2442 
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Issue Classification 

CPC 

Symbol 

H04L rnI 67 rn I 
G06F mr 16 rn I 
G06F rn I 21 rnr 
H04L rn 63 mt 
H04L rnr 67 rn I 
G06F rnI 16 rnr 
G06F rn I 9 rnr 
G06F rnr 9 rn I 
H04L mr 43 rn I 
G06F rn I 16 rnr 
G06F rn 16 mt 
G06F rnr 16 rn I 
H04L rnI 41 rnr 

CPC Combination Sets 

Symbol 

Application/Control No. 

17/671,199 

Examiner 

ALI NA N BOUT AH 

535 

9024 

57 

10 

306 

9537 

455 

545 

06 

9535 

9038 

2456 

08 

I l I I l I 

NONE 

(Assistant Examiner) 

/ALINA A BOUTAH/ 
Primary Examiner, Art Unit 2442 

(Primary Examiner) 
U.S. Patent and Trademark Office 

Page 1 of 3 

Applicant(s)/Patent Under Reexamination 

ERLINGSSON et al. 

Art Unit 

2442 

Type Version 

F 2022-05-01 

I 2019-01-01 

I 2013-01-01 

I 2013-01-01 

I 2013-01-01 

I 2019-01-01 

I 2013-01-01 

I 2013-01-01 

I 2013-01-01 

I 2019-01-01 

I 2019-01-01 

A 2019-01-01 

A 2013-01-01 

Type Set Ranking Version 

Total Claims Allowed: 

(Date) 20 

05 May 2023 
O.G. Print Claim(s) O.G. Print Figure 

(Date) 1 11 

Part of Paper No.: 20230505 
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Issue Classification 

INTERNATIONAL CLASSIFICATION 

CLAIMED 

H04L 

G06F 

I NON-CLAIMED 

US ORIGINAL CLASSIFICATION 

CLASS 

CROSS REFERENCES(S) 

CLASS 

NONE 

(Assistant Examiner) 

/ALINA A BOUTAH/ 
Primary Examiner, Art Unit 2442 

(Primary Examiner) 
U.S. Patent and Trademark Office 

Application/Control No. 

17/671,199 

Examiner 

ALI NA N BOUT AH 

I rnI 67 

1 rnr 21 

Applicant(s)/Patent Under Reexamination 

ERLINGSSON et al. 

Art Unit 

2442 

I rn 50 

1m 57 

SUBCLASS 

SUBCLASS (ONE SUBCLASS PER BLOCK) 

I I I I I 

Total Claims Allowed: 

(Date) 20 

05 May 2023 
O.G. Print Claim(s) O.G. Print Figure 

(Date) 1 11 

Part of Paper No.: 20230505 
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Issue Classification 
Application/Control No. 

17/671,199 

Examiner 

ALI NA N BOUT AH 

Applicant(s)/Patent Under Reexamination 

ERLINGSSON et al. 

Art Unit 

2442 

D Claims renumbered in the same order as presented by applicant D CPA D T.D. D R.1.47 
CLAIMS 

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original 

1 1 11 12 20 23 
2 2 12 15 7 24 
3 3 13 16 
4 4 14 17 
5 7 15 18 
6 8 16 19 

8 9 17 20 
9 10 18 21 
10 11 19 22 

NONE 
Total Claims Allowed: 

(Assistant Examiner) (Date) 20 

/ALINA A BOUTAH/ 05 May 2023 
O.G. Print Claim(s) O.G. Print Figure Primary Examiner, Art Unit 2442 

(Primary Examiner) (Date) 1 11 

U.S. Patent and Trademark Office Part of Paper No.: 20230505 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

Index of Claims 17/671, 199 ERLINGSSON et al. 

Examiner Art Unit 

ALINA N BOUTAH 2442 

✓ Rejected Cancelled N Non-Elected A Appeal 

-- Allowed Restricted I Interference 0 Objected 

CLAIMS 

D Claims renumbered in the same order as presented by applicant D CPA D T.D. 0 R.1.47 

CLAIM DATE 
Final Original 02/06/2023 05/05/2023 

1 1 ✓ = 
2 2 ✓ = 
3 3 ✓ = 
4 4 ✓ = 

5 ✓ -
6 ✓ -

5 7 ✓ = 
6 8 ✓ = 
8 9 ✓ = 
9 10 ✓ = 
10 11 ✓ = 
11 12 ✓ = 

13 ✓ -
14 ✓ -

12 15 ✓ = 
13 16 ✓ = 
14 17 ✓ = 
15 18 ✓ = 
16 19 ✓ = 
17 20 ✓ = 
18 21 = 
19 22 = 
20 23 = 
7 24 = 

U.S. Patent and Trademark Office Part of Paper No.: 20230505 

Page 1 of 1 
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Search Notes 

CPC - Searched* 

Symbol 

H04L63/1425, 1441,20, 1416 

H04L67/535 

Application/Control No. 

17/671,199 

Examiner 

ALI NA N BOUT AH 

CPC Combination Sets - Searched* 

Symbol 

US Classification - Searched* 

Class Subclass 

Applicant(s)/Patent Under Reexamination 

ERLINGSSON et al. 

Art Unit 

2442 

Date Examiner 

05/05/2023 ANB 

05/05/2023 ANB 

Date Examiner 

Date Examiner 

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of 
the search. 

Search Notes 

Search Notes Date Examiner 

inventor and assignee search 01/29/2023 ANB 

Global Dossier 01/29/2023 ANB 

SEARCH 01/29/2023 ANB 

Google 01/29/2023 ANB 

STIC 02/06/2023 ANB 

IEEE 02/06/2023 ANB 

ACM 02/06/2023 ANB 

IP.com 02/06/2023 ANB 

Google Patents 02/06/2023 ANB 

updated SEARCH 05/05/2023 ANB 

U.S. Patent and Trademark Office 
Page 1 of 2 

Part of Paper No.: 20230505 
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Search Notes 

Interference Search 

Application/Control No. 

17/671,199 

Examiner 

ALI NA N BOUT AH 

US Class/CPC 
US Subclass/CPC Group 

Symbol 

H04L 63/1425, 1441,20, 1416 

H04L 67/535 

U.S. Patent and Trademark Office 
Page 2 of 2 

Applicant(s)/Patent Under Reexamination 

ERLINGSSON et al. 

Art Unit 

2442 

Date Examiner 

05/05/2023 ANB 
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182115 
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ALINA A BOUT AH 

LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Alexandria, Virginia 22313-1450 

RESPONSE TO OFFICE ACTION DATED FEBRUARY 10, 2023 

This is a Response to the Office Action dated February 10, 2023 (hereafter "the Office 

Action"). Applicants present the following amendments and remarks demonstrating that 

the case is in condition for allowance. 
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AMENDMENT 

Amendments To The Claims: 

The listing of claims will replace all prior versions, and listings, of claims in the 

application: 

Listing of Claims: 

1. (Currently Amended) A method of learning from similar cloud deployments, the 

method comprising: 

identifying, for at least a portion of a first cloud deployment, one or more 

additional cloud deployments to utilize for cross-customer learning; 

receiving information describing configurations associated with the additional 

cloud deployments, including receiving information describing permissions for 

one or more users of the additional cloud deployments; 

determining, based on the information describing permissions for one or more 

users of the additional cloud deployments, that one or more users of the first cloud 

deployment are over-permissioned; and 

identifying, based on the configurations, one or more configurations to adopt for 

the first cloud deployment, including identifying a reduced privilege level to give 

to the one or more users. 

2. (Original) The method of claim I further comprising: 

receiving information describing one or more actions associated with the 

additional cloud deployments; and 
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wherein identifying the one or more configurations to adopt for the first cloud 

deployment is further based on the one or more actions. 

3. (Original) The method of claim 2 wherein: 

receiving information describing one or more actions associated with the 

additional cloud deployments further comprises receiving information describing 

a security threat to one or more of the additional cloud deployments; and 

receiving information describing configurations associated with the additional 

cloud deployments further comprises receiving information describing 

configuration settings used to combat the security threat. 

4. (Original) The method of claim 2 wherein: 

receiving information describing one or more actions associated with the 

additional cloud deployments further comprises receiving information describing 

a detected vulnerability associated with one or more of the additional cloud 

deployments; and 

receiving information describing configurations associated with the additional 

cloud deployments further comprises receiving information describing 

configuration settings used to address the vulnerability. 

5. (Canceled) 

6. (Canceled) 

7. (Original) The method of claim I further comprising identifying abnormally 

configured components in the first cloud deployment. 
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8. (Original) The method of claim I further comprising receiving information 

describing one or more deployment processes associated with the additional cloud 

deployments. 

9. (Currently Amended) A system for learning from similar cloud deployments, the 

system including comprising at least one processor and memory storing computer 

program instructions that, when executed, cause the system to carry out the steps 

of: 

identifying, for at least a portion of a first cloud deployment, one or more 

additional cloud deployments to utilize for cross-customer learning; 

receiving information describing configurations associated with the additional 

cloud deployments, including receiving information describing permissions for 

one or more users of the additional cloud deployments; 

determining, based on the information describing permissions for one or more 

users of the additional cloud deployments, that one or more users of the first cloud 

deployment are over-permissioned; and 

identifying, based on the configurations, one or more configurations to adopt for 

the first cloud deployment, including identifying a reduced privilege level to give 

to the one or more users. 

10. (Currently Amended) The system of claim 9 further comprising wherein the 

computer program instructions[[ that]], when executed, cause the system to carry 

out the step of: 

receiving information describing one or more actions associated with the 

additional cloud deployments; and 
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wherein identifying the one or more configurations to adopt for the first cloud 

deployment is further based on the one or more actions. 

11. (Original) The system of claim 10 wherein: 

receiving information describing one or more actions associated with the 

additional cloud deployments further comprises receiving information describing 

a security threat to one or more of the additional cloud deployments; and 

receiving information describing configurations associated with the additional 

cloud deployments further comprises receiving information describing 

configuration settings used to combat the security threat. 

12. (Original) The system of claim 10 wherein: 

receiving information describing one or more actions associated with the 

additional cloud deployments further comprises receiving information describing 

a detected vulnerability associated with one or more of the additional cloud 

deployments; and 

receiving information describing configurations associated with the additional 

cloud deployments further comprises receiving information describing 

configuration settings used to address the vulnerability. 

13. (Canceled) 

14. (Canceled) 

15. (Currently Amended) The system of claim 9 further comprising wherein the 

computer program instructions[[ that]], when executed, cause the system to carry 
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out the step of identifying abnormally configured components in the first cloud 

deployment. 

16. (Currently Amended) The system of claim 9 further comprising wherein the 

computer program instructions[[ that]], when executed, cause the system to carry 

out the step of receiving information describing one or more deployment 

processes associated with the additional cloud deployments. 

17. (Currently Amended) A computer program product for learning from similar 

cloud deployments, the computer program product disposed on a non-transitory 

computer readable medium, the computer program product including computer 

program instructions that, when executed, carry out the steps of: 

identifying, for at least a portion of a first cloud deployment, one or more 

additional cloud deployments to utilize for cross-customer learning; 

receiving information describing configurations associated with the additional 

cloud deployments, including receiving information describing permissions for 

one or more users of the additional cloud deployments; 

determining, based on the information describing permissions for one or more 

users of the additional cloud deployments, that one or more users of the first cloud 

deployment are over-permissioned; and 

identifying, based on the configurations, one or more configurations to adopt for 

the first cloud deployment, including identifying a reduced privilege level to give 

to the one or more users. 

18. (Original) The computer program product of claim 17 further comprising 

computer program instructions that, when executed, carry out the step of: 
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receiving information describing one or more actions associated with the 

additional cloud deployments; and 

wherein identifying the one or more configurations to adopt for the first cloud 

deployment is further based on the one or more actions. 

19. (Original) The computer program product of claim 18 wherein: 

receiving information describing one or more actions associated with the 

additional cloud deployments further comprises receiving information describing 

a security threat to one or more of the additional cloud deployments; and 

receiving information describing configurations associated with the additional 

cloud deployments further comprises receiving information describing 

configuration settings used to combat the security threat. 

20. (Original) The computer program product of claim 18 further comprising 

computer program instructions that, when executed, carry out the step of creating 

a polygraph associated with the first cloud deployment. 

21. (New) The computer program product of claim 18 wherein: 

receiving information describing one or more actions associated with the 

additional cloud deployments further comprises receiving information describing 

a detected vulnerability associated with one or more of the additional cloud 

deployments; and 

receiving information describing configurations associated with the additional 

cloud deployments further comprises receiving information describing 

configuration settings used to address the vulnerability. 
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22. (New) The computer program product of claim 18 further comprising computer 

program instructions that, when executed, carry out the step of identifying 

abnormally configured components in the first cloud deployment. 

23. (New) The computer program product of claim 18 further comprising computer 

program instructions that, when executed, carry out the step of receiving 

information describing one or more deployment processes associated with the 

additional cloud deployments. 

24. (New) The method of claim 1 wherein determining that one or more users of the 

first cloud deployment are over-permissioned comprises: 

identifying the one or more users of the additional cloud deployments based on a 

similarity to the one or more users of the first cloud deployment; and 

determining that the one or more users of the additional cloud deployments have 

permissions different or lesser than the one or more users of the first cloud 

deployment. 
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REMARKS 

Claims 1-4, 7-12, and 15-24 are pending. In this Amendment, Applicants have amended 

claims 1, 9, 10, and 15-17 and canceled claims 5, 6, 13, and 14 from further consideration 

in this application to facilitate expeditious prosecution of the application. Applicants are 

not conceding that the subject matter encompassed by the claims prior to this 

Amendment is unpatentable over the art cited by the Examiner. Applicants respectfully 

reserve the right to pursue claims in one or more continuing applications, including 

claims capturing the subject matter encompassed by the claims prior to this Amendment 

and additional claims. Claims 21-24 are newly added. No new matter has been added. 

Examiner Interview 

Applicant thanks the Examiner for the time spent with Applicant's representative, Jason 

Fletcher (Reg. No. 68,044), during the telephonic interview held March 22, 2023. An 

agreement was reached regarding amendments that would distinguish the claims from the 

cited art. This agreement is reflected in the amendments and arguments presented herein. 

Claim Rejections - 35 U.S.C. § 101 

Claims 9-20 stand rejected under 35 U.S.C. § 101 as being directed to non-statutory 

subject matter. Specifically, claims 9 and 17, directed to a system and a computer 

program product, respectively, allegedly lack any evidence of hardware. Claim 9 has 

been amended to recite "at least one processor and memory" and claim 17 has been 

amended to recite a "non-transitory" computer-readable medium. Accordingly, Applicant 

asserts that the claims as amended are directed to statutory subject matter and request that 

their rejection be withdrawn. 
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Claim Rejections- 35 U.S.C. § 102 and§ 103 

Claims 1-2, 9-10, and 17-18 stand rejected under 35 U.S.C. § 102 as being anticipated by 

Jeuk (U.S. Patent Publication No. 2019/0123973). Claims 3-6, 8, 11-14, 16, and 19-20 

stand rejected under 35 U.S.C. § 103 as being unpatentable over Jeuk in view of Kirti 

(U.S. Patent Publication No. 2017/0251013). Claims 7 and 15 stand rejected under 35 

U.S.C. § 103 as being unpatentable over Jeuk in view of Jayanthi (U.S. Patent 

Publication No. 2021/0188248). 

Applicants respectfully note in response that no single cited reference can anticipate 

independent claims 1, 9, and 17 of the present application, under 35 U.S.C. § 102 and no 

combination of only the cited references can be used to establish a prima facie case of 

obviousness against independent claims 1, 9, and 17 of the present application under 35 

U.S.C. § 103 because the cited references, individually or in combination, do not 

disclose, teach, or suggest every element and limitation of independent claims 1, 9, and 

17 of the present application. 

For example, the cited references, individually or in combination, do not disclose, teach, 

or suggest at least the following limitations of independent claims 1, 9, and 17 of the 

present application: 

receiving information describing configurations associated with the 
additional cloud deployments, including receiving information describing 
permissions for one or more users of the additional cloud deployments; 

determining, based on the information describing permissions for one or 
more users of the additional cloud deployments, that one or more users of 
the first cloud deployment are over-permissioned; and 

identifying, based on the configurations, one or more configurations to 
adopt for the first cloud deployment, including identifying a reduced 
privilege level to give to the one or more users. 

Applicant notes that these elements incorporate subject matter similar to canceled claims 

5, 6, 13, and 14. The Office Action admits that Jeuk fails to disclose these canceled 
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claims, citing Kirti at [0078, 0172] as curing the deficiencies of Jeuk. Applicant 

disagrees. The cited portions of Kirti describe that data for an application may be 

accessed by a third-party application if given permission by a user of the application. 

Kirti at [0172]. Applicant notes that, to the extent that Kirti discloses permissions, Kirti 

limits its discussion to the permissions of a third-party application to access data from 

another application when granted by a user. In other words, Kirti does not disclose the 

permissions of a user, but rather permissions of a third-party application granted by a 

user. One skilled in the art would understand that user permissions relate to actions 

permissible by the user, not a third-party application as described in Kirti. Moreover, as 

the cited portions of Kirti does not disclose user permissions at all, Kirti does not disclose 

any determination as to whether users of a cloud deployment are overpermissioned, let 

alone based on information describing permissions of users of other cloud deployments 

as claimed. 

Kirti at [0078] discloses that a control manager may control access permitted to 

applications by a device in a computing environment based on various policies. Policies 

may be configured by a user with respect to one or more users or a tenancy. Even if, for 

the sake of argument, these policies were to disclose user permissions, Kirti does not 

disclose any determination as to whether a user of a cloud deployment are 

overpermissioned as claimed. Moreover, Kirti fails to disclose identifying a reduced 

privilege level for users at all, let alone based on a determination that those users are 

overpermissioned using information describing the permissions of users of other cloud 

deployments. Therefore, Kirti fails to disclose these elements. 

Because the cited references, individually or in combination, do not disclose, teach, or 

suggest every element and limitation of independent claims 1, 9, and 17 of the present 

application, no single cited reference can anticipate independent claims 1, 9, and 17 of 

the present application, under 35 U.S.C. § 102 and no combination of only the cited 

references can be used to establish a prima facie case of obviousness against independent 

claims 1, 9, and 17 of the present application under 35 U.S.C. § 103. Therefore, 

independent claims 1, 9, and 17 and their dependent claims are allowable. Applicants 
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therefore respectfully request that the rejections under 35 U.S.C. § 102 and§ 103 be 

withdrawn. 

The Commissioner is hereby authorized to charge or credit Deposit Account No. 50-3082 

for any fees required or overpaid. 

Date: April 6, 2023 

Respectfully submitted, 

By: /Jason Fletcher/ 
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Jason Fletcher, Reg. No. 68,044 
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Tel. (512) 472-9881 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

First Named Inventor: 

Serial No.: 

Atty Docket No.: 

Group Art Unit: 

Filed: 

Customer No.: 

Confirmation No.: 

Examiner: 

Title: 

ULF AR ERLINGSSON 

17/671,199 

L0041BlCIP2 

2442 

02/14/2022 

182115 

1070 

ALINAABOUTAH 

LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

INTERVIEW AGENDA 

Applicant wishes to discuss the 102 and 103 rejections in light of the proposed 

amendments. 

Claim Rejections - 35 U.S.C. § 102 and§ 103 

Claims 1-2, 9-10, and 17-18 stand rejected under 35 U.S.C. § 102 as being anticipated by 

Jeuk (U.S. Patent Publication No. 2019/0123973). Claims 3-6, 8, 11-14, 16, and 19-20 

stand rejected under 35 U.S.C. § 103 as being unpatentable over Jeuk in view ofKirti 

(U.S. Patent Publication No. 2017/0251013). Claims 7 and 15 stand rejected under 35 

U.S.C. § 103 as being unpatentable over Jeuk in view of Jayanthi (U.S. Patent 

Publication No. 2021/0188248). 

Applicants respectfully note in response that no single cited reference can anticipate 

independent claims 1, 9, and 17 of the present application, under 35 U.S.C. § 102 and no 

combination of only the cited references can be used to establish a prima facie case of 
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obviousness against independent claims 1, 9, and 17 of the present application under 35 

U.S.C. § 103 because the cited references, individually or in combination, do not 

disclose, teach, or suggest every element and limitation of independent claims 1, 9, and 

17 of the present application. 

For example, the cited references, individually or in combination, do not disclose, teach, 

or suggest at least the following limitations of independent claims 1, 9, and 17 of the 

present application: 

receiving information describing configurations associated with the 
additional cloud deployments, including receiving information describing 
permissions for one or more users of the additional cloud deployments; 

determining, based on the information describing permissions for one or 
more users of the additional cloud deployments, that one or more users of 
the first cloud deployment are over-permissioned; and 

identifying, based on the configurations, one or more configurations to 
adopt for the first cloud deployment, including identifying a reduced 
privilege level to give to the one or more users. 

Applicant notes that these elements incorporate subject matter similar to canceled claims 

5, 6, 13, and 14. The Office Action admits that Jeuk fails to disclose these canceled 

claims, citing Kirti at [0078, 0172] as curing the deficiencies of Jeuk. Applicant 

disagrees. The cited portions of Kirti describe that data for an application may be 

accessed by a third-party application if given permission by a user of the application. 

Jeuk at [0172]. Applicant notes that, to the extent that Jeuk discloses permissions, Jeuk 

limits its discussion to the permissions of a third-party application to access data from 

another application when granted by a user. In other words, Jeuk does not disclose the 

permissions of a user, but rather permissions of a third-party application granted by a 

user. One skilled in the art would understand that user permissions relate to actions 

permissible by the user, not a third-party application as described in Jeuk. Moreover, as 

the cited portions of Jeuk does not disclose user permissions at all, Jeuk does not disclose 

any determination as to whether users of a cloud deployment are overpermissioned, let 
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alone based on information describing permissions of users of other cloud deployments 

as claimed. 

Jeuk at [0078] discloses that a control manager may control access permitted to 

applications by a device in a computing environment based on various policies. Policies 

may be configured by a user with respect to one or more users or a tenancy. Even if, for 

the sake of argument, these policies were to disclose user permissions, Jeuk does not 

disclose any determination as to whether a user of a cloud deployment are 

overpermissioned as claimed. Moreover, Jeuk fails to disclose identifying a reduced 

privilege level for users at all, let alone based on a determination that those users are 

overpermissioned using information describing the permissions of users of other cloud 

deployments. Therefore, J euk fails to disclose these elements. 
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AMENDMENT 

Amendments To The Claims: 

The listing of claims will replace all prior versions, and listings, of claims in the 

application: 

Listing of Claims: 

1. (Currently Amended) A method of learning from similar cloud deployments, the 

method comprising: 

identifying, for at least a portion of a first cloud deployment, one or more 

additional cloud deployments to utilize for cross-customer learning; 

receiving information describing configurations associated with the additional 

cloud deployments, including receiving information describing permissions for 

one or more users of the additional cloud deployments; 

determining, based on the information describing permissions for one or more 

users of the additional cloud deployments, that one or more users of the first cloud 

deployment are over-permissioned; and 

identifying, based on the configurations, one or more configurations to adopt for 

the first cloud deployment, including identifying a reduced privilege level to give 

to the one or more users. 
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Application/Control Number: 17/671, 199 
Art Unit: 2442 

Notice of Pre-A/A or A/A Status 

Page 2 

The present application, filed on or after March 16, 2013, is being examined 

under the first inventor to file provisions of the AIA. 

Information Disclosure Statement 

The IDS filed 10/3/2022 has been considered. 

Claim Rejections - 35 USC§ 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or 
composition of matter, or any new and useful improvement thereof, may obtain a patent 
therefor, subject to the conditions and requirements of this title. 

Claims 9-20 are rejected under 35 U.S.C. 101 because the claimed invention is 

directed to non-statutory subject matter. The claim(s) does/do not fall within at least 

one of the four categories of patent eligible subject matter because claims 9-16 recite a 

system and claims 17-20 recite computer program product. Neither the system nor the 

computer program product contains any evidence of hardware. Instead, one can 

reasonably interpret the system to be software, per se, and the computer program 

product to be signal. These are both non-statutory. 

Claim Rejections - 35 USC § 102 

In the event the determination of the status of the application as subject to AIA 35 

U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, any 

correction of the statutory basis for the rejection will not be considered a new ground of 
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Art Unit: 2442 

Page 3 

rejection if the prior art relied upon, and the rationale supporting the rejection, would be 

the same under either status. 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(a)(1) the claimed invention was patented, described in a printed publication, or in public use, 
on sale, or otherwise available to the public before the effective filing date of the claimed 
invention. 

Claim(s) 1-2, 9-10 and 17-18 is/are rejected under 35 U.S.C. 102(a)(1) as being 

anticipated by Jeuk et al. (US 1029/0123973, hereafter referred to as "Jeuk"). 

Regarding claim 1, Jeuk teaches a method of learning from similar cloud 

deployments, the method comprising: 

identifying, for at least a portion of a first cloud deployment, one or more 

additional cloud deployments to utilize for cross-customer learning (abstract - The 

workload engine may utilize the received performance information to detect 

performance patterns of an application across the different tenant deployments.); 

receiving information describing configurations associated with the additional 

cloud deployments ([0036] the workload analysis engine 208 may correlate an identified 

performance pattern with a particular configuration of cloud resources. This information 

may also be correlated to one or more performance measurements for the workload or 

application. For example, once a workload is identified as utilizing a particular resource 

or device, the metrics and/or logs from that particular device may be obtained and 

correlated to the identified workload. In still other examples, the workload analysis 
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workloads, such as time for completion, overall CPU consumption, memory storage, 

and the like); and 

identifying, based on the configurations, one or more configurations to adopt for 

the first cloud deployment ([0018] The recommendation engine may analyze the 

performance characteristics across the multiple tenant applications and determine a 

"best fit" or optimized deployment of the application. The optimized deployment may or 

may not include particular policies of the application deployment, such as service level 

agreements, limitations on resource consumption, cost, etc., in general, the 

recommendation engine generates an optimized deployment for any iteration or type of 

application deployed on the cloud environment with any number of policies associated 

with the optimized deployment.). 

Regarding claim 2, Jeuk teaches the method of claim 1 further comprising: 

receiving information describing one or more actions associated with the additional 

cloud deployments ([0028] the workload analysis engine 208 of the cloud environment 

202 or cloud operator may analyze the performance information received from the 

tenants 204, 206 of the cloud environment to identify performance patterns of the 

executing applications and/or correlate performance patterns across tenant 

configurations of the cloud.); and wherein identifying the one or more configurations to 

adopt for the first cloud deployment is further based on the one or more actions ([0018] 

The recommendation engine may analyze the performance characteristics across the 

multiple tenant applications and determine a "best fit" or optimized deployment of the 
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application. The optimized deployment may or may not include particular policies of the 

application deployment, such as service level agreements, limitations on resource 

consumption, cost, etc., in general, the recommendation engine generates an optimized 

deployment for any iteration or type of application deployed on the cloud environment 

with any number of policies associated with the optimized deployment.). 

Claims 9-10 and 17-18 are system and computer readable production versions of 

claim 1, respectively, therefore are rejected under the same rationale. 

Claim Rejections - 35 USC § 103 

In the event the determination of the status of the application as subject to AIA 35 

U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, any 

correction of the statutory basis for the rejection will not be considered a new ground of 

rejection if the prior art relied upon, and the rationale supporting the rejection, would be 

the same under either status. 

The following is a quotation of 35 U.S.C. 103 which forms the basis for all 

obviousness rejections set forth in this Office action: 

A patent for a claimed invention may not be obtained, notwithstanding that the claimed 
invention is not identically disclosed as set forth in section 102, if the differences between the 
claimed invention and the prior art are such that the claimed invention as a whole would have 
been obvious before the effective filing date of the claimed invention to a person having 
ordinary skill in the art to which the claimed invention pertains. Patentability shall not be 
negated by the manner in which the invention was made. 
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Claim(s) 3-6, 8, 11-14, 16, and 19-20 is/are rejected under 35 U.S.C. 103 as 

being unpatentable over Jeuk in view of Kirti et al. (US 2017/0251013, hereinafter 

referred to as "Kirti"). 

Regarding claim 3, Jeuk does not teach the method of claim 2 wherein: receiving 

information describing one or more actions associated with the additional cloud 

deployments further comprises receiving information describing a security threat to one 

or more of the additional cloud deployments; and receiving information describing 

configurations associated with the additional cloud deployments further comprises 

receiving information describing configuration settings used to combat the security 

threat. 

Kirti teaches receiving information describing one or more actions associated 

with the additional cloud deployments further comprises receiving information describing 

a security threat to one or more of the additional cloud deployments ([001 0] The security 

monitoring and control system can perform analysis and correlation, including use of 

one or more data sources, to determine information about an application. Information 

may include organizational information about a provider of the application. Information 

may include security information about a security risk indicator about the application. 

The information may include one or more indicators (e.g., a value) of a feature related to 

use of the application, such as a security aspect. The information about an application 

may be used to compute a measure of security for an application ("an application risk 

score") and a user ("a user risk score"). The measure of security may be computed 

using one or more pieces of information (e.g., indicators) combined with a weight value 

attribute to each piece of information. The score may be analyzed with respect to a 
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security policy to determine a threat of security posed by the application or user based 

on use of an application.); and receiving information describing configurations 

associated with the additional cloud deployments further comprises receiving 

information describing configuration settings used to combat the security threat ([0011] 

In some embodiments, a graphical interface may be provided to a user (e.g., a security 

administrator) to view information about usage of applications. The information may 

provide details about a service provider of an application and/or a visualization of 

different types of security risk and may indicate a measure of severity for each security 

risk. The graphical interface may be interactive to configure remediation actions to be 

performed based on a security policy with respect to each security risk). 

Before the effective filing date of the invention, one of ordinary skill in the art 

would have been motivated to receive information describing security threat and 

describe configuration settings used to combat the security threat in order to aid the 

administrator in monitoring and identifying risks and taking appropriate actions ([0011 ]). 

Regarding claim 4, Jeuk does not teach the method of claim 2 wherein: receiving 

information describing one or more actions associated with the additional cloud 

deployments further comprises receiving information describing a detected vulnerability 

associated with one or more of the additional cloud deployments; and receiving 

information describing configurations associated with the additional cloud deployments 

further comprises receiving information describing configuration settings used to 

address the vulnerability. 
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Kiriti teaches receiving information describing one or more actions associated 

with the additional cloud deployments further comprises receiving information describing 

a detected vulnerability associated with one or more of the additional cloud deployments 

([0205] A measure of security of a user (also referred to herein as a "user risk score") 

may provide an indication as the risk or threats to security a user may pose to an 

organization. As discussed above, a user may pose a security threat to an 

organization's network based on use of an application in an unauthorized or unsecure 

manner. Such use may expose an organization to vulnerabilities of its private network 

and data. In some instances, an application may pose a threat to an organization based 

on inefficient or improper use of an organization's resources, such as a corporate 

network and/or computing resources. A user risk score may provide a measure that 

indicates the severity of security threats related to a user in the organization. A user risk 

score may be generated continuously by profiling the user actions for applications.); and 

receiving information describing configurations associated with the additional cloud 

deployments further comprises receiving information describing configuration settings 

used to address the vulnerability [[0206] The graphical interfaces enable users (e.g., a 

security administrator) to see associated risk indicators to understand why risk scores 

for some users are high, which includes unusual actions performed in the apps, risky 

unapproved apps accessed etc. This helps a user to take or configure remediation 

actions like blocking apps in the firewall, educate the user to avoid the app, or suspend 

the user account. The graphical interfaces may enable a user to configure customized 

alerts based on creating policies that matches certain conditions such as risk app score, 

app category, user risk score etc.]. 
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Before the effective filing date of the invention, one of ordinary skill in the art 

would have been motivated to receive information describing vulnerability and describe 

configuration settings used to address the vulnerability in order to aid the administrator 

in monitoring and identifying risks and taking appropriate actions ([0011 ]). 

Regarding claim 5, Jeuk does not teach the method of claim 1 wherein receiving 

information describing configurations associated with the additional cloud deployments 

further comprises receiving information describing permissions for one or more users of 

the additional cloud deployments. 

Kirti teaches receiving information describing configurations associated with the 

additional cloud deployments further comprises receiving information describing 

permissions for one or more users of the additional cloud deployments ([0172] 

Accessing an application may include permitting data for an application to be accessed 

by a different application. For example, data for an application may be accessed by a 

third-party application to which consent was given by a user to access the user's data 

from a service provider of the application. The applications may be authorized (e.g., 

sanctioned) or unauthorized (e.g., unsanctioned) by an organization for which a user 

accessed the applications. The information may include data about an application that is 

used. The data may be an application name or a link to an application being accessed.). 

Before the effective filing date of the invention, one of ordinary skill in the art 

would have been motivated to receive information describing permissions for one or 

more users of the additional cloud deployments in order to allow administrators to 

identify which user has what kind of permission, thus enabling security management of 

the cloud. 
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Regarding claim 6, Jeuk does not teach the method of claim 4 further comprising: 

determining, based on the information describing permissions for one or more users of 

the additional cloud deployments, that one or more users of the first cloud deployment 

are over-permissioned; and wherein identifying one or more configurations to adopt for 

the first cloud deployment further comprises identifying a reduced privilege level to give 

to the one or more users. 

Kirti teaches determining, based on the information describing permissions for 

one or more users of the additional cloud deployments, that one or more users of the 

first cloud deployment are over-permissioned ([0172] Accessing an application may 

include permitting data for an application to be accessed by a different application. For 

example, data for an application may be accessed by a third-party application to which 

consent was given by a user to access the user's data from a service provider of the 

application. The applications may be authorized (e.g., sanctioned) or unauthorized (e.g., 

unsanctioned) by an organization for which a user accessed the applications. The 

information may include data about an application that is used. The data may be an 

application name or a link to an application being accessed.); and wherein identifying 

one or more configurations to adopt for the first cloud deployment further comprises 

identifying a reduced privilege level to give to the one or more users ([0078] Control 

manager 272 in security monitoring and control system 102 may handle management 

and control of access to applications in a computing environment. Security monitoring 

and control system may use one or more policies (e.g., security policies) to control 

access permitted to applications by a device with respect to a computing environment of 
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an organization. A policy may be configured by a user with respect to one or more 

users, or collectively a tenancy. A policy may indicate remediation actions to be 

performed based on security analysis of application usage by users. Remediation may 

include sending a notification, displaying information (e.g., a report), and/or limiting or 

preventing access to an application.). 

Before the effective filing date of the invention, one of ordinary skill in the art 

would have been motivated to determine users who are over-permissioned and 

reducing privilege level in order to ensure that all users have appropriate level of 

privilege, thus reducing the chance of users accessing data not intended for them, thus 

making the cloud more secured. 

Regarding claim 8, Jeuk teaches the method of claim 1 further comprising 

receiving information describing one or more deployment processes associated with the 

additional cloud deployments (abstract - applications deployed and executed on the 

cloud environment may provide performance logs and/or metrics to an inter-tenant 

workload engine of the cloud environment.). 

Claims 11-14 and 16 are system version of claims 3-6 and 8, respectively, 

therefore are rejected under the same rationale. 

Claim 19 is computer program product version of claim 3, therefore is rejected 

under the same rationale. 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00328



Application/Control Number: 17/671, 199 
Art Unit: 2442 

Page 12 

Regarding claim 20, Jeuk does not teach the computer program product of claim 

18 further comprising computer program instructions that, when executed, carry out the 

step of creating a polygraph associated with the first cloud deployment. Kirti teaches 

creating a polygraph associated with the first cloud deployment ([011] a graphical 

interface may be provided to a user (e.g., a security administrator) to view information 

about usage of applications. The information may provide details about a service 

provider of an application and/or a visualization of different types of security risk and 

may indicate a measure of severity for each security risk. The graphical interface may 

be interactive to configure remediation actions to be performed based on a security 

policy with respect to each security risk. For organizations having difficulty in identifying 

and managing security risks by unknown usage of applications, the graphical interface 

can enable an organization to efficiently and reliably discover all if not most application 

usage to minimize security risks and maximize resource consumption of computing­

related resources in a computing environment.). Before the effective filing date of the 

invention, one of ordinary skill in the art would have been motivated to create a 

polygraph associated with the cloud deployment in order to allow administrator to 

visualize activities in the cloud, thus enabling him or her to take necessary actions in 

managing the cloud. 

Claim(s) 7 and 15 is/are rejected under 35 U.S.C. 103 as being unpatentable 

over Jeuk in view of Jayanthi (US 2021 /0182248). 
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Regarding claim 7, Jeuk does not teach the method of claim 1 further comprising 

identifying abnormally configured components in the first cloud deployment. Jayanthi 

teaches identifying abnormally configured components in the first cloud deployment 

[0214] Embodiments of the present invention remove the need for human intervention 

for managing the deployment of a database in a cloud computing environment, 

improves the capability for identifying which database component causes one or more 

problems, and improves traceability and serviceability of database deployments. 

Embodiments further improve overall usage of resources in the cloud computing 

environment and reduce the cost of deployment failures. Embodiments minimize 

chances of misconfiguring of database architecture and software components, thus 

improving Quality of Service (QoS) of workload deployment. Embodiments provide a 

generic solution applicable to deployment of heterogeneous resources by extending the 

model to technologies from various database and cloud computing vendors. 

Embodiments minimize security threats due to misconfigured database resources and 

software in cloud environments since thorough syntax and semantics checks and 

validity scans are performed during the database deployment.). Before the effective 

filing date of the invention, one of ordinary skill in the art would have been motivated to 

identify abnormally configured components in order to remedy the configuration before 

deployment, thus minimizing security threats due to misconfigured resources ([0214]). 

Claim 15 is system version of claim 7, therefore is rejected under the same 

rationale. 
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The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure. 

1. Hu et al., WO 2021052379 - adopting cloud deployment based on behavior 

recognition. 

2. Doran et al., US 10951648 - deploying cloud based on normalized behavior 

cloud service. 

3. Wolff et al., US 20200259852 A 1 - detecting threats in cloud service. 

4. D Met al., US 20200218579 - selecting cloud deployment based on highest 

ranking cloud provider. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to ALINA N BOUTAH whose telephone number is 

(571 )272-3908. The examiner can normally be reached M-F 7:00 AM - 3:00 PM. 

Examiner interviews are available via telephone, in-person, and video 

conferencing using a USPTO supplied web-based collaboration tool. To schedule an 

interview, applicant is encouraged to use the USPTO Automated Interview Request 

(AIR) at http://www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, William Trost can be reached on 571-272-7872. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of published or unpublished applications may be 

obtained from Patent Center. Unpublished application information in Patent Center is 
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available to registered users. To file and manage patent submissions in Patent Center, 

visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent­

center for more information about Patent Center and 

https://www.uspto.gov/patents/docx for information about filing in DOCX format. For 

additional questions, contact the Electronic Business Center (EBC) at 866-217-9197 

(toll-free). If you would like assistance from a USPTO Customer Service 

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ALINA A BOUTAH/ 
Primary Examiner, Art Unit 2442 

ALINA BOUTAH 
Primary Examiner 
Art Unit 2442 
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an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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1. 9&~51J~ffij:)$Am%11~]UJc, '§tJ5 § fj)Jdttlm (1) ,~stiffiifltlm (2), ~:iilm57Utl 
m C3) , $1LJ1tll~J~tt:1:jc C4) lP$1LJ1ttm1m~tt:1:jc C5) , ~tt1if 1±r = rtrJ£ § iJJ~1ttt±jc o> 61#tu tBft™ 
J41#~Dt:l!!HrVmm (2) 61 $tu Aftffif, ~ □t:l!!Hfltlm (2) 61 $tu tB ftfflfJ41# )tj in iR§Utlm (3) 61$tu A 
ft™' ~:iillR11Utlm (3) 61rimt±:lftfflf:i~J#$)Lm%11~tlm (4) 61rimAftffif '$)Lm%11~tlm (4) 61rimt±:lftfflf 
:ii1#$Amtm11J1~tim (5) 01rimAft™ 0 

2. tlHristXlUJ!*lp)rJ<E61'@~51,f,3:~{Ti}J$1Lm%11~]UJc, ~tif{KftT: p)rj£ § i}J~1fz:tlm 
c1> EB oo tt*~tt±JH11> ,E£5E1fz:,tt±* c12> , st raJ:tiictt±* c13) , +mtm~*Utt±* (14) , +mtm 
ffi1i~tlm (15) ;fP*:l:t!H¥fitlm (16) t£1.)Jx' 001l*~tlm (11) 6"JrifrJWftfflf:iit#E£5E1fttlm 
(12) 61~Aftffif 'E£5E1fttim (12) 61~tr t±:lftfflf:ii1#Sti'8J:tiic:Nm (13) 61~Aftffif 'sti'8J1iicti 
m (13) 61rim /--Hftffif~tit~t@J~trJffim (14) 61$iwA~, t¼'.lvJJ~trJffim (14) 61$iw /--Hftiffl:l{!Ji§:l:!,[JvJJffi 
fiij tlm ( 15) 81 $iw A ftffij ' :tJMJJ fffig fiij tl m ( 15) 61 $iw tB ftfflf :i! 11 * :l:-fu ff fit tl m ( 16) S"J $iw A ftffij ' *:l:ih 
ff fit +t:1:* c 16 > 61 $iw tB !l/Af :ii ti~ st i!lHfl +-~ m c2 > 61 $iw A!i/Af o 

3. f[HristXt-UJ!*2]1Jrj£R1 "&~51fJ:~ffi}J$1Lm%11~~~Jc '~tt{Jtft T: }1)rj£~Btiffiitltlm 
(2) EB 5Giffi ifltJ)~ (21) ,4GiffiifltJ)~ (22) , E£iffi-Hltl:lR (23) , ~ftm?ffltl:lR (24Hil)Jx, 5Giffi 
ifltf:f:jc (21) , 4Giil ifltf:f:jc (22) ;f P E£ifil ifltf:f:jc (23) 61 #tu ),3fflf :l:?J:i!1i*:l:ih?ffittt:f:jc (16) 61 #tu 
t±:lftr/il, 5Gi!Rifltlm (21) ,4Gi!lHfltlm (22) ;fPE£illHflffim (23) 61$iwt±:lftr/il:l:'.)J:i~j~~ftr/il?ffi1tl 
m (21) 61$iwAftw,~ftfflff?fiMlm (21) 61$iwt±:lftfflf:iit#~:iiliJ{11Uffim (3) 61$iwAftffifo 

4. t!HristXliJJ!*3J1fr5£61 ~~51fJ:~ffi}J$1Lm%it~*~Jc, ;ttttfiEfr -=f: p)r5£~iili>rnUiJ:lm 
(3) EB ;=1=v~ ~~1Jtm (31) , ~1tiftfllt(1Jtm (32) ,:t,½1.1vJJtfiiijffim (33) , oo ft)i'.C:F£1Jtm (34) 3m~ 
ifrnUtt:f:R: (35) , :l:-fuOO =&:mHt:f:R: (36) ;fp ,81.tri1lftt:f:R: (37) tilJJX,, ffl? ~ittt:f:R: (31) 81$iwAftffif 
J41# ~ftfflf?ff~tlm (24) 61$tu t±:lftfflf' ttj? ib1<:tlm (31) 81$tu t±:lftfflfJ41#>1<:ft iftfllt(iJ:lm (32) 61$tu 
Aft™, ~ft iftfllt(tim (32) 61~ tBft™:l!11*11vmiu¥1iijtim (33) 61~Aft™, *ttJJiu¥1iijtim (33) 61 
$iw H-1 ftfflf:iit# 00 {l)i'.C:r!tlm (34) D1$iw Aft™, 00 ff)i'.C:r!tlm (34) 01 $iw Wr ftfflf:iit#:!:m~iQ111Jtlm 
(35) S"JttuAftffif, :l:m~ lQ571j;j:Jtm (35) 6"Jltu t±:lftfflf:iit#Jili.00 ~ m~•m (36) S"JttuAftffif, J-fuOO ~~~tl 
*oro~$iwtB~:i!~~tti1IEm*on~$iwA~,~tti1IEm*on~$iwtB~:i!~~m~ 
t~;ttm C 4) 6"1 rifrJ Aftffif o 

5. tlHristXlUJ!*4Pfr5£61 "&~51fJ:~ffi}J$1Lm%11~*tJc, ;ttttfiEfrr: PJr5£$Am%11~tl:lR 
(4) EB :l:-fuOO :1J□ ~-:f::k: (41) , idftli'a5E.:f::k: (42) , st fftifi.:f::k: (43) , Ad.tr~~-:f::k: (44) , $Am 

,'=t.JJX,;j:Jm (45) ;fP~St %11~-tlm (46) til)Jx ':l:-fu00:1Jott,ttm (41) S"J$iw Aftfflf:iitf ,81fti11Etlm 
(37) 81$iw t±:\!i/Af ':l:-fuOO :1Jo~+lm (11) 61$iw t±:\!i/Af:li1# l'.didi'a5E ~m (12) 61$iwA!i/Af' ,~'HvJi'a5E +t 
m~~~$iwtB~:i!•stFf~tt•m~~~$iwA~,stFf~tt•m~~~$iwtB~:i!•~tt:i! 
~tlm (44) S"JttuAftffif, ,81.tr:i!~tlm (44) 61ltut±:lftfflf:i!1#$Am,'=t.JJX,tlm (45) 61ltuAftffif, $Am 
,'=t.JJX,•mMITT~#tut±:l~:i!-~st~~-mMITT~#tuA~,~st~~-mMro~#tut±:l~:i!­
*AJiJJ'tJQ11JlU1lm (5) 61$iwAftr/il o 

6. :tlH)i!;;J,XlUJ!*5pfr5£61 "&~51fJ:~ffi)J$JLm%11~*tJc, ~ttfiEfrr: foJrifJJLmtmilJlUtlm 
(5) EBlY:tmYnimtlm (51) ,;j:Jt~tiJJ!;j:Jm (52) ,;j:Jt~1t1ttlm (53) ;fP~sttmilJlUffim (54) til 

PX,, ztt1mlfffemffim (51) 61ttuAft™:li1t~Rt %11~tlm (46) s1ttu tBft™, it1mlfffem-tlm (51) 61ttu 
tB~:i!~•~~Jt•~ffi~~$iwA~,•~~~•~m~~$iwtB~:i!~•~tt~•~ffiro 
~rifrJA~,ffi~tt~ffi~ffiro~riwW~:i!-~sttm~ffi~ffi-O~rifrJA~o 
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7. 1&~~1tl~ff~$Am%1:t~1Tr!, ,eJJj_§-~ r zv#t = zv#t ·, >R1t; zv#t=, :il:!HR; zv#t-, i~ 
57lj; zv#f[J], %1:f~; zv#IJi, fmiffi.U; ~tt1iE1±T: 

~ q:i r 3£ zv ~I~ q:i , illHt 00 {t*~ ti~ (11) *~¥1Htft. fir:n tz: ±i 0~ ft~ 00 {t , ffi~i1 
E£5E1fttl~ (12) 11)l5Eft~001ts~:tst~Jt!1,~ ,N:imi1Rti'sJti1cffi~ (13) ~ftJJ001iti1cL 
st i's] Wt ' * jffi rl fJV{vL~ *U tl ~ ( 14) ~*Ult&:. fir 7J iz: ±i ~ f!¾: st i's] s':J ~ 11 ' t2. +_m *m ffi p1Hl :f:* 
(15) ffip.£bJ§1¥ZfiU*tll1Zffitffi~ (16) q:i; 

;l:tq:tL3£?V#f=q:t ,tlHJi!H§%7.la~:imrl5G:imiflJj1R (21) ,4G)ffiif1Jj1R (22) ~E£:imi=R 
ffi:!::k: (23) ~~ffipij~1tL 1:f.t~~ftiffl, #1%1¥1± ~ftiffl1¥1itffi±:k: (24) q:i; 

~ q:i -1. J£ & #I - q:i , JilHt ffl? ~ J1Hl ~ C 31) ~A~ ftllff s~ %1 :t~ JUJE , ft JilU1 »di ififl IIX tl 
~ (32) ififlI!Xffipij~{t, i2. tYJ*yJfff¥pij{l~ (33) fff¥pij, 001t!zt:Et tl~ (31) tkBt!zt:Ef Fo, W:i8h1Jm 
~m~m~~@m~lli~•q:i~~#~~$~,#Jffitt~oo~mm~~ro~m~£~ooq:i 
~m~~ffl,*ffi:imtt~~~~m~~n~~••a~~~ooLM!zt~~~; 
~ rf1 L3£?V #I [J] rf1 , :imtltt 001JPtGtl:f::k: (41) 1JpttEJ:gJtOO, 1t:imi1,8 {fttabEffi:!::k: (42) 

~5E~~ff~~~aEM~~L~~-,N~i1~ff~ttffi~~~~ttL~~ff~~~~ 
SJ ff' #t~~s0· Ff:imrl,81ft3!t.Ul~ (44) ~~:S-~1ri)J ,81ft3!:ti~~' i2.!fhm1:h~tl~ (45) 
6z!:;1:11ua':t~~ts~ti:EJ:gJiftl?f!L.-'t~1tft~~ffiJJ$1Lm ,*ffi:imtl~st %1:t~tl~ (46) ~st %1:t~ft! 
• s~ 1Ti}J$JLm: 
~ q:t L j£ 7-V #f Ji q:t ' Jffirl ti ti ti~ tl:f:~ ( 51) J,AJ#!. 8~ ffi * 1T i}J$JLm q:t tffi~ lli ~ 3 ~u· 1T 

~ffl~tt~~~½~~ffl,#Jffittffi~~mm~ffi~~m~N~~~~~mw~mtm~~ 
ftEiti~, N:imrlti~ 1Jt1tti~ (53) ;fljffl 3lru1fi}J2~J31:fflx0·$JLmtm1ffi.U1JJftEiti~*ffiJl[tj, 
~~~ff~~mtm~~~.#Jffitt~~tm~~~ffi-Offl~~-•~Fo~ff~~m. 
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1t#~~±i 
[ ooo 1 J * 1>t aJJ 1& 12. ff i}J $JL m %1 t~ tt #@U!1JG , Jl ft 7'111 §5 f#&: • ff i}J $JL m %1 t~ * t5c 12. :h rt o 

=I le.§-!:± -.I." 
I=':! ~DVl'-

[0002] fl&:•' ~-f~1JrlR Wfr~ r.ffl *~7J'~f5J\. JlR \[V.' 5R:j:~* .x.O"J11F,'t, 0 mJ~§5Tf&:• 'wN 
~m2m~~-~~*~~~~~••◊§M,moo~~m~~~-•~~A~~ft-k 

1:t[' iffi ifl '~1i~JJJ§5 0 

[0003] ~rm' JJ!l~ S"J 11 §5 t#&:. A$ :tr! %l~t#&: .ffllR w~ S"J ff i)J$}Lm' fr ffllR W~/E~ ~~ 
K~ s"J -rt m r , fm A~ tJG , tt 1Jz: l2El xi , Ji 7G A~ oo ft i?. 11U]}] §5 , x rt xt t#&: • 1fllR w ~ mJ m s"J tm~ 
:,:1m:itl:ff iRiu , jf :iJP 7 fmA ~:rt, t~ 1Jz: s"J xi&' , ~ H: 7 7G fPl 1JrlR w ~ s"J ft m rm* , 'h fH#,t~ ~ 
¾11r~Bt, fmAxr!tlHE ':1§MffZ9J$}LmfmiY!H#&:¥1Jll)l w~B"1**ffi)J$}Lm, I f1:PT:3tt~, ff 
mm:iE~~~ o 

£aJ:]pgw 
[ 0004] * 1>t ~ ~ § ~ {£ T tiff¾ 11§51#&:. ff i)J $JLJit lKi ts3. ~ trL& 7JY! ' ~j fir~t:k: 1:3£ 'W~ tt# 
q:itltBB"Ji'r:iJ~o 
[ooosJ 7']~JlJ:if § s"J ,*2i:aJHifA~ortt#7J~ = l1§5f#&:~ffiNfJLm%lt~*tJE ,~:rt El 
i)J~1t~tk:, ~Btim ifltitk:, JWJifliP11Utitk:, $JLm%lt~~tk:lP$}LmfmiY!~titk:, }1)rj£ § i)J~1t 
MtR:~•tB~~*~~im.fflffitR:~•A~,~~im.mMtR:~•tB~~*JWJ~mmmtR:~• 
A~,JWJmmmmtR:~•tB~~~~m%l~•tk:~•A~,~m%1~•tk:~•tB~~~~ 
mt»n»1~1:ltk:s"JriwA~ 0 

[0006] 1JtmB"J, }1)Tj£ § Z9J~fttitk:EE 001t*~titk: ,E£k 1fttitk:' Bti'8Jtiictitk: '*i;!l;Jn 
~~ffitk:,~ffiffi~ffitk:~*~H~ffitk:ffl~,OOm*~ffitk:~-~~~~E£k~ffitk: 
~-A~,E£k~ffitk:~-tB~~~~~~~-tk:~-A~,~~~~-tk:~-tB~~ 
~~ffi~~-*~-A~,~ffi~~-*~-t±:\~~~~ffiffi~ffi*~-A~,~ffiffi~ 
ffitk:~-tB~~ffi*~H~ffitk:~-A~,*~H~ffitk:~-tB~~ffi~~iffimffitR:~­
Ai™ 0 

[0007] 1Jtms"J 'Jifr3£~Btifil iflt:l:f::k: EE 5Giil iflt:l:f::k: '4GjllHflt:l:f::k: 'E~.illHflt:l:f::k:' -fr!1jijH1ii 
t:ltk:fii~ , 5G im ffl t:l tk:, 4G im ffl t:ltk: lP E £ im ifl t:l tk: s"J • Aftrlct :f:)J 31 ffi *±in Hfii :tttk: s"J • tB 
}fi&, 5G iW. m+itk:, 1Gim iflt:ltk:5FPE£im m+itk:s"J. t±:\ ~ :!:)]Ji ti-fr }fi&Hfittitk: S"J. Ai#&, -fr }fi& 
H~ffitk:~-tB~~fflmJm~mffitk:~-A~. 
[ 0008] 1Jtm S"J ' }1)Tj£ )ij ifl i?. JJIJ ti tR: EE m f=' ~ ~ titk:' ~ ft lfiil 1'[3( ti tR:' *i;!l;Jn M fifb ti tR: ' 00 ft 
!zt :fl :tt:t:k: , :l:m ~ iR JJU :tt :f::k: , :!:in 00 ~ fl~ :tt :f::k: lP ,8 fft fSl iE :tt :f::k: t.§. ~ , ffl F' lbI :tttk: 8"1. A}™~ tt 
~~H~ffitk:~~t±:\~,fflf='~~ffitk:~~t±:\~~ffi~-W~ffitk:~~A~,~-W~ffi 
tk:~.tB~~ffi~ffiM~ffitk:~•A~,~ffiM~ffitk:~•tB~~ffiOO•~:Elffitk:~•A 
~.oom1zt~~tk:~-~~~*~~mm~tk:~•A~,~~mm~tk:~•~~~*~oo 
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#AAffi:J:k:~~A~.m~#AAffi:J:k:~~lli~~*~tt~~ffi:J:k:~~A~.~tt~~ffi:J:k:~ 
~ lli fzlfflJ!tlt!LJ2t%i~ti:i:k: s<J ~ Afzlffl o 
[ 0009 J 1ft m; □"1 , Jifrif $JL )2t m 12?. ti :!:k: FR :1:m 001m ttti:i:k:, }2 iv ta'i 5E ti :!:k:, st Jt ;J:jf,;i:t: 1i :!:k: , ,8 {\/ 
J!~ffi:i:k:,~J2t~~•:i:k:~~~m~•:!:k:m~.moo~tt•:i:k:~MA~J!*~tt~~•:i:k: 
Er'.! $tu lli fz]ffl, :l:-fuOO JJP~tl*El"'.! M lli fzlfflJ!-ri ,8 {v:ta'i 5Etl:l:*Er''l $tu Afzlffl, ,8 {v:ta'i 5Etl:l:*Er''l M lli fz]fflJ! 
*~ff~ttffi:J:k:~~A~.~ff~ttffi:J:k:~~W~J!*~ttJ!~ffi:J:k:~~A~.~ttJ!~ 
~~~$tulli~J!*~J2t~~~~~$tuA~.~J2t~~~~~$tulli~J!*~~%i~~~~$tu 
A~.~~~~ffi:J:k:~$tulli~~~~J2tfflmffi:J:k:~$tuA~o 
[ 0010] fftm s<J ' ?fr~ $JL )2£ ffl iN~. :J:k: EE Ji ffl y#f )& tl:i:k: ' tl :'t'WHt tl :J:k: Al~ 1ft 1t tl:i:k: ~p ~ st 
fflm•:!:k:m~.~&~nt•:i:k:~$tuA~~*~~%l~•:i:k:~$tulli~.~&~m•:i:k:~$tulli 
~3!*•~~m•:!:k:~$tuA~.•~~m•:!:k:~$tulli~3!*M~tt~•:i:k:~$tuA~.•~ 
tt~ffi:J:k:~~lli~J!*~~fflmffi:J:k:~~A~o 
[0011] -J<. J:14b ''"Jr.en:.~- --:+,,t-lr '/; ii/, fi{t,'+ ,i=;i ++ 1,J t r 1--. j]J,)( rl--. j]J,)(_ .:c::Lfff, rl--. j]J,)( ~ 'a'i 'II r 1--. j]J,)( = 

a l§t.1fv1.1P1TlyJ-f!cJit=1.r.1J Yr., t:c'i'JP v.;;.. 1· ZJ7'J;J<: ZJ7"7;J< ,>K ~"; ZJ7"7;J<- ,J.t!1111i; ZJ7"7;J<~, 

iJ{57LJ: iv!Jf [Q, mtl: iv!Jfn, f1J11N~: 
[ oo 12 J ~ q:i _t if: iv !JI - q=i , im. rl 00 117idlHl :J:k: * ~ iH#i ~ ~ 1f lR ±i s<J :1/t ffJ 00 11 , * iffi rl 
~£5Ettffi:i:k:~5E:1/t~~•~romm~,Nim.tt~~~fil•:i:k:~:1/t~~•~fil_t~~ti. 
3=tiffitt~~~~ffi:J:k:~~--~1f!R~-~~~~~-.~~~ffi~ffi:J:k:ffi~Fo~H~* 
:l:-fuH1it:tt:t:k:q:i: 
[0013] ~ q:t _l:i£±v~I= q:t ':ttHfi!: 1§ ~ 5./r(GtiffirlSGiffi-FRtl:i:k:' 4Giffi ifltl:i:k:~~£jffi -Hltl:i:k: 
~~ffi~~~1l_l 1'½~7i ~ , 3=t1ittft 7i Ylffl tt1itti:i:k: q:t ; 
[0014] :tt .h L. '+7!7 Jll>)( = .h 'iE '-+ R=l r:':I >'-'<?±"·+ft>'-'< " ~ fib r'r,¢, ilk tr,;; ft;: * 'iE '-+?1'ff, '1±1ir11 ±11

• 
.., , T 1 .~ tv '1~~ T , J.Jf!.U m 1 -5'..)J\.'J~.!J'(:R/"-. z: !ljjij l-l'J 1Ill.1'r. m ...:JL, 7rJ.Jf!.J.'l.)j\. ~ 110J .9:;v1~ 

:J:k: iftfl !!RfffiHiij * 1i , fl l½1Jm t~ i,ij tl :i:k:t~ i,ij , 00 1l0U: I! tl :J:k: 8( Gt 0U: I! Fo , N Jffirl:l:m :J.: iJrnu tl:i:k: i~ 
~lli~~q:i~~~~:J.:$~,3=tiffittmoo#m•*~m~&mooq:i~W:J.:~W,~Wiffitt 
~tt~~-:i:k:~~••1=E~~moo_tm0U:~~tt: 
[0015] ~q:t _tj£zv!Jf[g q:t 'iffirl:l:mOO :iJP~t3U~:iJp~~£:l:mOO '3=tiffirl,81ftta'i5EtJU}Hi5E 
~~fi~ktti=E~~moo_t~ttB,Niffirl~ff~tt•:J:k:~tt_t~~fi~ktt~~ff,JF 
@ffl~ffWrl~ttJ!~ffi:J:k:~~~fi~~&J!*~~.~~J2t~~-:i:k:0U:l!Fo~~~i=E~ 
&moo_t~~-•~fi~~J2t,~w~u~~%i~•:i:k:~~m~••~fi~~J2t; 
[0016J ;ttq:i _t:i£zvJJin q:i, i!!HiJiW11ii'imtl:!:k:J,A. •~R<J m 1: 1riJJ$JLJ2t q:i 1lii'imlli !5 ':1§~:ff 
~ffl~tttt~~m1:~W.3=tim.ttM~~m•:!:k:~ffl~8t$~•~~mlli~J2tfflm~~• 
~ , N ifilrl :tl~ 1ft 1t :tl:l:~lu ffl ':1§ ~u· ff i)J B ~ IHris xt$JLJ2tffl iITTHJJ~trtl ~ ill ff i)II t* , 1ft 1t lli ff 
~~J2tfflmm~,3=t~tt~~ffl~ffi:!:k:fflmllia•~Fo~ff~~)2t. 
[0017] !5Jl~tt**§Et ·*'J:i.a)j s<J~_fut7j.'J.*~: i~~B~f#j:~:ffi)Jf)Lm%i:f~*tJER1f~t .~ 
st %l:f~t#f ~fijl w~ O<J ff i)JtfLJ2t, # 1M w~jE ¥-; ~~@$ 01.J ,r~ m T , fmA ~ T ~:t~ lP ti )f)[, 1i~f 
71M w 4i·s<JA5t~it: ~1&00111Q57IJJ;IJB~, B~Mtr:f.fijl w 41· ffl]Jns<J:l:m:J.:~tmill1T 1Q571j, 5E1ft 
~)JP1l11m, ~1H~ 7 fmA ';J·t:~ ,tff0(Er'.!xi!1t, ii JI 7 ~IP]{ijlw~E!"'){tf!Hm*: lLlfflAI~§~­
~~m3=ttt~Wff~~J2tffl~-~. •-~*ffi%~. ~~~ffl ':1§$ff~~J2tffl~--{M 
w~S"J**ffiJJtfLJ2t, I 1i::PT~, 1ifflffi[J]; o 
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~f1~iRaJ:l 
[ oo 18 J oo 1,t-.rz1s: a aJJ 01 * tJE tat~ oo ; 
[0019J oo 279::zis:aaJJ 01 *tJE11rrJ¥00; 
[0020J 00 3 79::zis:a rJJJ 811fi!i!iU¥00 ; 
[0021] 00 cp: L § iJJ7R1itl*; 1L001i:7ld!Hl*; 12 ,~J'!Ut1fttl:l:*; 13' at i'aJtiictl*; 
14,llJil.tm7RfffLltt~; 15,llJil.tmffib.Lbtt~; 16,::zjs::l:fut¥1iitt~; 2,~atimiRtt~; 21,5GimiRtt~; 
22,4GimiRtl:IR; 23,~£imifl.ti:IR; 24, ~fli/ilt¥1iti:IR; 3, ffllilii9.11Uti:IR; 31, m ?~7Rti:IR; 
32' 7R11 if,'r]I!Xffi:l::k:; 33' l;J;i,tmffl~tiijffl:l::k:; 34, 001t9tJ111ffl:l::k:; 35 j:m~iR'.51Jffi:l::k:; 36 ':l:filOO ~ fl~ffi 
~; 37, }~ 1ft{StiE1t~; 4, $Am~:t~tt~; 41,:l:ihOOJJotttt~; 42, }~ 1ft"fil'f5Ett~; 43, at Fftiii 
1t~; -11, ,1~1.1'.di~_JUJ~; 15,tAm"±-AA1t~;116,~at ~~1t~; 5,tJLmtirrnHt~; 51 Jixd'itjjl 
:iz'MJ~; s2,tt~t~~tt~; 53,tl~1Jt1-Ut~; 54,~attmiJJ!Utl~o 

Jt f*~t~JJA 
[0022J roo~~ta~::zis:a~ ~~17U er 01~1t ~, xt::zis:a~ ~~17U er 01tt*1r~nrfr1~~, 1c 
!:f :l:fil ffi if, M ~ , Jififfi if 81 ~ Ml!: f71j 1R 1R~::zls: 'R 6JJ ~ $ 71"-~ .Ml!: f71j , mf ~ ~ ±$ 81 ~ Ml!: 17U o ~r 
::z1s:a~cr~~Ml!:~,::z1s:~~~wtt*A~«~~®t±:1~mtt~~n&r~~~~~~~~ 
~JJm17U ,:g~~r::zis:arJJJ1~ur101ruelfil 0 

[0023J m#i'§8 oo 1 -2, ::z1s:a~JH~1~81~f$~Ml!:17U: ~f3t1#&:~ffiJJ$Am~:t~*t1t, 1'11t ~ iJJ 
7R1itt~l, ~atw mtt~2' ffllili iR11U tt~3 '$1Lm~t~ffi~4;fD$;/LmtJ!iY!Utl~5' § ~7R1itt 
m101~ t±:1fli/ilJtti~atw ir1.tim201~ A!li/il, ~atWi=Rtim201~ t±:l fli/ilJtti ffll m.iF.11Utim301 
rifrIJ\flilil, ffllm.iR111Jti~3 □1rifrJH-1fti/ilJt:ti$1Lm~=r;,ti~4 □1rifrrAtilil, $Am~:t2?.ti~4 □1rifrJH-1fti/ilJt 

:tf$Amtm1JJ!Utt~581.JrifrTJ\tilil, § iJJ»dttt~1EBoo~*~m~11,~£5E1:v:tt~12, atraJti ~c 
tt:1:*13, +xtm7RtUtt*14 ,+xtmffitiijtt*15;f□ ::zis::t-t11111i~*16mJJ½, oo 11*~tt:1:*11 i'r'>Jrifrr t±:l 
ftimJ!fiJ:1.£5E 1:fz:tt~ 12 ~rifrr J\fti/il, J:1.£ 5E 1fttt~12 81rifrr t±:l ii/ilJ!fiat fsJ tJFic.tl~l 381rifrr A 
Yffij ' at i'RJ ti ic ~ :IR 13 81 rifrJ t±:l fli/ilJ! ti*J;i, tJ! 7R tu ti :IR 14 81 rifrJ A Yffij ' *J;i, tm 7R tu tJ)R 14 81 rifrJ t±:l Yffij Ji 
f#l;J;i, tN ffi tiij m :l::k: 15 81 rif;j A Yjffl ' l;J;i, tN ffi tiij m ~ 1 5 81 rif;j t±:l Yjffl ~ f# * :l:fil Z¥ 1ii m :l::k: 16 81 rif;j A ftim ' * 
:tfilt¥1ittt~16s1rifrr t±:1trtili~~~atiflH=Rtt~201rifrJJ\ftrtil, ~atwmtt~2 EB 5G:imifltt~21,4G 
Jffiifl.1t~22, ~£Jffi ifl.1t~23, ~ !li/&f¥1it 1t~21tllAA, 5GJ!liifl.~~21, 1GJ!li ifl.1t~22;fo~£ 
:i1!Hfl.ffi~23 R1rifrJAii/iU:?JJ!fi::zis::l:iht¥1iitt~ 16 R1rifrr t±:l ftw, 5G:il!Hfl.ffi~21 , 4G:il!HRtl~22!f□~ 
£im i=R ttm2 3 01 $tu t±:1 fli/il :l:)J Jt ti~ fti/il Z¥ 1i'1Ht m 2 4 ~ $tu J\ftw , ~ fti/il Z¥ 1it mm 2 4 01 $tu t±:1 fti/ilJt ti ffll 
m.iP-111J:tt±:k:381 rifil J\tw, ffllm. iP-11U:tt±:k:3 EB m P-W~:tt±:k:31, ~ft iJWJIIX:tt±:k:32, :t-mtmffr~tiij:tt±:k: 
33, ~ 119tr!tJt~34,:tm~i9.11UtJt~35 ,:tfu~ ~R\'ltJt~36;fD ,81:\'z:{StiE;j:Jt~37tllAA, ffl? ~)3Z 
tt~3181$lmAfzi/ilJ!ti~fti/ilt¥1iM:l~2481$tu t±:l Yffij' m? ~7Rfl~3181$tu t±:lfzwJ!ti7R11 iJWJI!Xtt 
~ 3 2 □1 rifrJ ,A,,!lffij ' 7R 11ifitlII'£ti~32 □1 rifrJ t±:l ftwJ!:til1tNffr~tiij ~~ 3 3 □1 rifrJ )dw ' l;J;i,tN fu~tiij ti~ 3 3 
81$1ltr t±:lfzwJ!tlOO 1i9tl!tl~3481$1ltrA!li/il' OO'ft9tl!tl~3481$1ltr t±:lfzwJ!tl:l:m~ t9.11Utt~3581 
rifrJ Aiw, :tm~i9.11Utl:l:*35Er'>J rifrJ t±:l ftwJ!Hc:l:1'100 ~ fl~:tl:l:*36 i'r'>J rifrJ A!llffi, :l:1'100 ~ fl~tl:l:*36 i'r'>J rifrJ t±:l 
ftimJttt ,81ft{Stiitt~3101riwJ\ftw, .81ft{Stiitt~3101riw wtwJttt$Am~t~tt~401riwJ\tw, 
A~ 0011 i9. 111J J)J Bt , Bt M 1#&: ~ {ijl w ~ ffl1 :ill 81 tm ~ $ tm nl: ff i9. 111J , 5E 1ft~JJ□ 11t E~ , ~~ 1~ 71mA 
~t~, t~Jf~81 xi&' ,iAAH: 7 ~[P]{ijlw=t-81{1t'.ffl'~*; $;/Lm ~t~ffi:l::R:4EB :l:filOOJJottffi:l::k:41, h: 1ft 
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te'i5E:t~t~42, D1 Fft:ifiitJt~43, .8 {flj!~MJt~44, $JL:i2t"=t!rZffi~45;¥P~D1 %1:t~:tJt~46til!rZ, 
:l:-ili00JJDtl<:ti~41 S"J~}Jzil&J!tt ,81irtSZiEti~37~~ t±:\fzmi, :l:-fuOO JJ□t<::N~41 S"J~ t±:\fzil&J!:tl ,8 
1vte'i5E~~420{J$1l'JJdmi, ,8 {lfte'i5Etl~420"1$1l'JWrfzmi3!tiBt Jt1i1='F.tl~430{J$1l'JJdmi, st Jt1i 
11 :ti ~4 3 s{J $tu tB fzil& a ti .81fta ~_iui ~ 44 s"J $tu Afzil& , .81ft a~ m ~4 4 s"J $tu tB fz™ a ti lJL:i2t"=t JrZ 
tl :l:}H s Er'.! $tu A fzil& , $11X2t"±.JJJUl:l::lt45 Er'.! $tu t±:1 fzil&J!-rt ~ Bt IBU~ tl :l::lt 4 6 Er'.! $tu Afzmi , ~ st fil-}~ tl :l::lt 
46 s{J riw W fzil&J!:fi$JL:i2t t»n»i~t:l~5 s"J riw Afzmi , ~ B1 %1 ~ 1f,tf fijl w ~ B"J ff i}J$JL :i2t , fr fijl W~;E-!; 
~~N)f,S"J tw or. r, fmA ~ T~1~if Pt! )f)(, fj~l 7 fijl w~ B"J A~ Y.3':; $}LJ!!tffi iN~tl:IR5 EE lx:tm 
tffi:iz'Q 1:JH:k: 51 , m ~ :ttJ ~ m :t:k: 5 2 , m ~ 1Jt 1t m ±:k: 5 3 lw ~ s1 ffi im~ m :t:k: s4 til JrZ , ittm tffi:iz'Q m~ 5 1 s{J 
$tu Afz™a:t:t~ st %1:t~t:l~46 s"J $tu tB fzil& , ~ ti mm :ti~ 51 s{J $tu tB fzil&a:t:ttt~ :ttJ ~tl~5 2 s"J $tu 
A}fi& , t:l ~ ttJ ~ t:l ~ 5 2 s"J $tu tr\ }/Af 31Jit:l ~ 1}t 1t fl~ 5 3 s"J $tu A }/Af , t:l ~ 1}t 1t tl ~ 5 3 s"J $tu tr\ }/Af 

3!:ti~ Btffi $N~ t:l~ 5 4 R"J $tu A fzmi , 1#,t ~ ~-!: 11§ % Bt , ill§~ tlz ffl 3 mT ff i}J $11 :i2t ffi ~N~ 1#&: ~ ~~l w ~ 
s"J**ffr0$JL:i2t, I if PT$' ffJ§ffillJ 0 

[0024J m~15EJ oo 3, *~~ :t~1~s{J~1~~nfilflfu: ~f3~1t&:~ffiJJl11m%i:t~1Jrt, 1'11t ~j r-% 
j]J,5( r~.j]J,5( _;c;;J,J,$', r~.j]J,5(~ 'rl"i'IJ r~.j]J,x- 'r:J P1[ r~.j]J,xfTTT ilkf,e-, r~.j]J,x:::C f-,·,[j]rl 
'J~: !v 'J~ ~, .):J'<;. I~; Y'J~~, J.!:!i l:1<; !!70~-=::, 1,hjJlj ; !v 'J'tl<l'-'=I , _nn1"r.; Y 'J~_il, iJl1Y,~; 

[002sJ ~q:i ..tif:-%Bi~ q:i, im.rlOO fl7idlH:l~l 1*~iU1#&:~mJ7112S:±is"17tffJ 0011, Him. 
ji_Il.£5E {ftt:l~ 1211f95E7t~Ffl 11 s{J tBl~:l:fil,8, NimrlBt l'BJ1i1cffi~l 3~76pJFfl 111i1c..tBt 
l'sJ ~, JFiffirltl±@L~*Ll t:l~l 4)R*Hr:i~mT7J l2S: ±})It~ ~Rt l'sJ s"J ~ft, ~'.i'. tltNfffiHi-½tl~ 15fffiHi-½ 
Fo1j-f¥iLl*:l:ift1¥1i~tl:l:}U6q:t; 
[0026] ~q:i ..t:i£-%~f=q:i, tlH@11§ %1~Btiffirl5G:U!Hrlt:l~21, 4Giffi irlffi~22~_Il.£iffiirl 
ti~23~~~~~)Rfj_t f½~~fzmi' JF1j-f¥1=f ~fzmi1¥1itti~24q:t; 
[oonJ ~q:i rj£-%~1 ~ q:i, im.rlffl f1 lt)Rtl~3 lltA~fzmiO{J %1:t~*~JE, JFiffirl~fli)WJI!X 
t:l~3 2 iftfl I!Xf,@Hi-½ ]<ff , t'.i'. tltN fff¥fi-½ t:l~ 33 !ff¥ fi-½ , 00 ff j,1 :£! ffi ~ 348( Bt &:!::£! lo , N J.ffirl:l:m::ffl: i9' 
JJIJtl:l::lt35i9-JJU tr\ )Rf;%_ q:t Er'.!-Z-1r/1:l:m::ffl: *tm, #iffirl:l:iftOO ~ m-Ht:l::lt36l::L ~~_Il.£:l:-fuOO q:t Er'.!f:l:f::ffl:tx 
tm' jtJ: rmiffiii.81irtSZJJ:JJ~37tSZlEf#,k~ftfg-f":l:iftOO _tp)rj,1~ ,8 ill; 
[0028] ;!:tq:i ..t3£-%BJ[Q q:t, iffirl:l:-fuOO :iJot<:tJ)R41JJOtl<:_Il.£:l:mOO, #im.rl,8 fftte'i5EtJ)R42 
,5jfi5E ~'Tffi}J h: {fti=f_J_J_~JiftOO _ts{] {ft.I'.' NiffirlBt ff 1iiiffi:l::R:431iii..t~'T1Ti}J h: {fts{]Bt 
ff, #tlzt1B1 Ff3mrl,81ir3i&'.Ml~44~%~'Tffi}J ,81ir3i:Jt!rZ~, ~'.i'.$1L3iJ'F"=t!rZtl~45&:t:f!Fo 
+~ ~i s"J i=f _Il.£ :tm oo _t "=t JrZ 1#&: ~ s"J ff i}J $11 J?2t , m rm iffi u ~ at %1 ~ ~~16 ~ at %1 ~ 1#&: ~ s"J ff i}J 
$JL:i2t; 
[ 0029 J ~ q:i _t 3£-% #In q:i , iffi ttliffl tm mtl~51 N-J#,t ~ s"J m 5: ff r0$JLm q:i tm:iz'Q t±:1 ~ 3 mr 
ff iJJ t§ :X: ttt1 sll'l 8"1 m ~t:ll:ffl , 1t Jffitt tt ~ tiJ it tt:1:~ 5 2 tum i* Bt "¢ )j J!rt tiJ it t±:1 l11mffi 1mHn 
fr~tJt~, W:imrltJt~ f}t1ttJt~53lLJ}=lj 3mJ"ff~B~JJjMxt$JLmf!J1~N~tJJfr~tJt~:ittff i)lltj, 1}t 
{tt±:\1ri)J~?lLmtm1NLlt:l:@, #iffitt~aJffi1NLltl~54tm1NLl tr\ 1#i~z:.Fo B"J ffi}J!f)Lm 0 

[0030] I: ftm'.f!: i~~ l1}j ff J=l=!Bt, 5tiffirl Ff! fj*~tt~11*~¥Ufjj:~mJ7112S:±iO{J7t~Ff! 
ft, #iffirl_Il.£5E 1fttl~l 211Jl5E76~00 fiB"J :ts:tlJ'ili,8, NiffirlR1 i's] t~ictl~l 3~76~0011 
1i1c..tat l'sJti, #iffirl +mtvBr'dffLl1t:t:;Jc14)R*Llfk~mT1J g±_iJlG~ ~at rsJ Et''.! ~11, t:11itmffi~-½1l 
~1 sffiMFof:¥1¥ iU*:tfu1¥fit:ti~16 q:i : :tt~ttH@1* %1~&iffii15Gim. -mti~21, 4Gim.-mti~ 
22~_Il.£jffi iftti~23~~ffi~13)Rfj_t 14z~~fzmi' JF1j-f¥1=f ~}il&t¥1itti~24 q:t; 7;,; Foiffirlffl? 
~ ~ ffi:l::k: 31 %f A~ fzim 81 ~ :t~ * t]t , # im.rl~ 11 ifirl Iit ffi:l::k: 3 2 ifirl ~x. tiH-½ )R 11 , t'.i'. :rltNfff¥~-½ ffi~ 
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33t~11J?i, l&J fl&±WtJt~341F_)Jt&±WJ§, W:iJlrl:1:m~i9-11UtJt~35i9'11U t±:l>Rfi9'l S/,J~1r/t:l:m~¥ 
1m, :#iffi:tttmoo ~fffiti~36tt~~E£tmoo 9'l s,g1if~Jitm, illrmiffirl,8 ffttszlE-ti~37i:sziE1#i 
:f>tEft!. -J-rfil 00 r.Jifr &to{] ,8 fv: :iiJ§iffirlr-fuOO BPiMl~4 UmttE£r-fu 00, :#iffirl,8 fl,f'fi'/i5Etl 
~4211i5E ~'T1Ti)J ,8 fft-tEE£Jt!!,OO_ts,g fftI, WiffirlRt ffti1iffi~43ti1i_t~'T1Ti)J ,8 fft 
Er''.! st ff, :#ttHJi!ist ffiffirl,8 fftat:.Mt±:lt44~;-~'T1riJJ ,8 ffta+tJJx;~, t2.l1Lm,!:J::.JJx;-tt±:1t4s~ 
W Fo:t~~~ S/,J -tEE£rili. 00 _tj:_~ 1#!{ ~ S/,J ff i)J$1L m, jtJ: rm iffii1~ Bt lliiJ~ffi~46~Bt %t :j~f#!i: ~ S/,J 
1T i)J$}L m ; [BJ Bt pJ jffi rl J51: ti yifi m tl J~ 51 fA tt!i: ~ s,g J35 5: ff i)J $}L m 9'l 91fim; t±:l -1=J '3 lru 1T i)J :t§ ~Hi 
t1~1¥:s{J J35 j:J~:t!is, :#iffirlffi~t1:J~ti±j(52lUffli*&"¢)] ~i!,tj;J~ t±:1$JLmtiniITTU:t<JJ~f!Jffi~ 'w 
Wrltl ~ 1t 1t tl~ 5 3 lU ffl ~ iru ff i)J B if Jjcti xt $1L JzlE tin ill!U 1}] ~f] ffi ~ Jtt ff Vi I~* , 1t 1t t±:1 ff i)J $}L 
mtw1ll!Ufl~, :+tiitt~sttw1ll!Urt~s1tw1ll!U t±:11#!i:~~Fos{JffiJJlJLm, 1#!i:~~~fg%Bt, tt!.~t+~ 
ti ':1§ ~u ffiJJ$Amtm1ll!Hi!i:~fJililw~R{J**1riJJ$Am, I 1t pJa, 1.tmm:1Er, ~~1~ 1 fmA ~ 
tt ,:ft13ts{JxtJJt, 1:i~• T fijl m:~s<J A5t~:i: 0 

[0031 J xtr*~lli±itt#Arn rm ~f, 1rr:~*bt ~ ::;f~~ r _tJ£~mtt~JJTh:f,71J s,gtei 1n, rm_§_ .f± 
::;fff ~ *bt8Ji s,gf;!I1tl1~~**HiEs/,J't~m r, ~tti ~;ttfms,g ~1$TTi:rt~rJiI.*bt8Ji O l2Sl JJ:L, xi!~ 
ffrIJJ~~ ,8*~, ±)J@~;~JJTh:f,71J~11:: ~~m·ris,g, rm _§_~~p~~ tHis<J, *Ra}j s/,Jmtlfil ~Jifr~1Hx 
~~*rm::;f~_tJ£~~~5E,l2Sl~~«ffi~«~~~*~~rBJ~#~*~~m!E~~~if 
*~•m-tE*bt~~.::;f@ffi~~~*9'l~ffw~oo~fil~~~~mw&~~~~*· 
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trajectory WITH cloud 

L16AND L15 

USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 

OR ON ON 

OR ON ON 

OR ON ON 

02:07 PM 

2023/01/29 
02:08 PM 

2023/01/29 
02:10 PM 

2023/01/29 
02:10 PM 
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L18 54825 

L19 491952 

L20 21 

L21 3 

02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

h04I67 /535.cpc. 

L18L15 

L16AND L19 

L12AND L20 

PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2023/01/29 
02:13 PM 

2023/01/29 
02:13 PM 

2023/01/29 
02:13 PM 

2023/01/29 
02:14 PM 
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L22 40 

L23 3505 

02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

(Artificial Intelligence) 
More like doc: 
US-2022024 7769-A 1 
Text: 
(US-20220200869-A 1 
OR US-20220232025-
A1 OR US-
20220329616-A 1 OR 
US-20220232024-A 1 
OR US-20220224707-
A1 OR US-
20220279004-A 1 OR 
US-10425437-B1 OR 
US-20220400130-A1 
OR US-20220400129-
A1 OR US-10614071-
B1 OR US-11470172-
B1 OR US-11157502-
B1 OR US-11134093-
B1 OR US-11153339-
B1 OR US-
20220360600-A 1 OR 
US-10498845-B1 OR 
US-20220311794-A 1 
OR US-20220215101-
A1 OR US-
20220294816-A1 OR 
US-20220303295-
A1).did. 

cloud WITH similar$7 
WITH deploy$4 

CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 

OR ON ON 

OR ON ON 

2023/01/29 
02:16 PM 

2023/01/29 
02:16 PM 
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L24 772 

L25 68 

L26 21 

L27 3728 

02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

L23 AND L 19 

cloud WITH similar$7 
WITH deploy$4 WITH 
(behav$5 normal$7) 

L25 AND L 19 

adopt$4 WITH cloud 
WITH deploy$5 

IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2023/01/29 
02:16 PM 

2023/01/29 
02:17 PM 

2023/01/29 
02:17 PM 

2023/01/29 
08:43 PM 
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L28 590 

L29 49 

L30 12 

L31 3558 
02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

L27 AND L15 

adopt$4 WITH cloud 
WITH deploy$5 WITH 
behav$5 

L29 AND L 15 

similar$4 WITH cloud 

MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2023/01/29 
08:44 PM 

2023/01/29 
08:44 PM 

2023/01/29 
08:44 PM 
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L32 780 

L33 39 

L34 75 

02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

WITH deploy$5 

L31 AND L15 

similar$4 WITH cloud 
WITH deploy$5 WITH 
adopt$4 

(alike similar$4) WITH 
cloud WITH deploy$5 
WITH learn$4 

USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 

OR ON ON 

OR ON ON 

OR ON ON 

08:47 PM 

2023/01/29 
08:47 PM 

2023/01/29 
08:49 PM 

2023/01/30 
08:46 AM 
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L35 26 

L36 1519 

L37 467 

L38 5166 

02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

(alike similar$4) WITH 
cloud WITH deploy$5 
WITH learn$4 WITH 
(other another) 

(good high$4 best) 
WITH (rating rate 
rank$4) WITH cloud 
WITH deploy$4 

(good high$4 best) 
WITH (rating rate? 
rank$4) WITH cloud 
WITH deploy$4 

cloud SAME deploy$4 
SAME compar$4 SAME 
(similar$4 "same" 

PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2023/01/30 
11 :17 AM 

2023/01/30 
12:46 PM 

2023/01/30 
12:46 PM 

2023/02/02 
01 :22 PM 
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L39 826 

L40 826 

L41 8 

02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

common identical 
comparable related 
alike like analogous 
uniform resembl$4) 

L19 AND 37 

L19AND L38 

L12AND L40 

CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 

OR ON ON 

OR ON ON 

OR ON ON 

2023/02/02 
01 :23 PM 

2023/02/02 
01 :23 PM 

2023/02/02 
01 :24 PM 
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L42 3 

L43 9570 

L44 1248 

L45 324 

02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

L16AND L40 

cloud SAME deploy$4 
SAME (compar$4 
learn$4) SAME 
(similar$4 "same" 
common identical 
comparable related 
alike like analogous 
uniform resembl$4) 

cloud SAME (normal 
normali$7) SAME 
recommend$4 

L44 AND L43 

TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2023/02/02 
01 :28 PM 

2023/02/02 
01 :31 PM 

2023/02/02 
01 :32 PM 

2023/02/02 
01 :32 PM 
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L46 504 

L47 372 

L48 19 

02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

cloud SAME deploy$4 
SAME (benchmark$4 
standard) SAME 
recommend$6 

L43 AND L46 

L47 AND L19 

EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 

OR ON ON 

OR ON ON 

OR ON ON 

2023/02/02 
01 :39 PM 

2023/02/02 
01 :42 PM 

2023/02/02 
01 :44 PM 
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L49 12 

LSD 1161 

L51 73 

L52 88 

02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

15/483398 

cloud SAME (typical$4) 
SAME recommend$4 

LSD AND L 19 

cloud SAME (typical$4) 
SAME recommend$4 
SAME deploy$4 

JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2023/02/03 
11 :41 AM 

2023/02/03 
11 :49 AM 

2023/02/03 
11 :49 AM 

2023/02/03 
11 :51 AM 
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L53 16 

L54 117 

02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

L52 AND L 19 

("10033611" OR 
"10115111" OR 
"10127273" OR 
"10142357" OR 
"10205736" OR 
"10339309" OR 
"10389742" OR 
"10581891" OR 
"10594718" OR 
"10708082" OR 
"10735329" OR 
"11153339" OR 
"20020184225" OR 
"20030037136" OR 
"20030179227" OR 
"200400154 70" OR 
"20050102284" OR 
"20050188222" OR 
"20060085437" OR 
"200602594 70" OR 
"20060288415" OR 
"20070050497" OR 
"20070118909" OR 
"20080148180" OR 
"20080151893" OR 
"20090019160" OR 
"20090228474" OR 
"20090271504" OR 
"20100094767" OR 
"20100114931" OR 
"20100172261" OR 
"20100274785" OR 

IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT) 

OR ON ON 

OR ON ON 

2023/02/03 
11 :51 AM 

2023/02/05 
10:28 AM 
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02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

"20110055138" OR 
"20120005243" OR 
"20120317151" OR 
"20120323956" OR 
"20130205357" OR 
"20130304915" OR 
"20140115001" OR 
"20140115011" OR 
"20140208191" OR 
"20140245443" OR 
"20140280068" OR 
"20140359558" OR 
"20150135312" OR 
"20150188751" OR 
"20150341379" OR 
"20150356144" OR 
"20160078365" OR 
"20160080404" OR 
"20160110434" OR 
"20160149937" OR 
"20160205125" OR 
"20160218911" OR 
"20160359592" OR 
"20160359872" OR 
"20170118240" OR 
"20170134240" OR 
"20170147646" OR 
"20170163666" OR 
"20170251013" OR 
"20170272344" OR 
"20170279827" OR 
"20170288974" OR 
"20170359361" OR 
"20170366492" OR 
"20180020015" OR 
"20180034840" OR 
"20180063178" OR 
"20180103052" OR 
"20180115578" OR 
"20180137858" OR 
"20180173789" OR 
"20180174062" OR 
"20180181750" OR 
"20180248901" OR 
"20180268078" OR 
"20180288063" OR 
"20180329958" OR 
"20180336353" OR 
"20180357422" OR 
"20180367548" OR 
"20190028327" OR 
"20190109870" OR 
"20190132224" OR 
"20190222597" OR 
"20190259033" OR 
"20190339965" OR 
"20190349305" OR 
"20190378050" OR 
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L55 49 

L56 3741 

L57 1 

02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

"20200076685" OR 
"20200192690" OR 
"20200252376" OR 
"202002727 40" OR 
"20200278892" OR 
"20200280592" OR 
"20200311644" OR 
"20200403860" OR 
"5584024" OR 
"5806062" OR 
"8103906" OR 
"8122122" OR 
"8443442" OR 
"8671453" OR 
"8862524" OR 
"9021583" OR 
"9037273" OR 
"9332020" OR 
"9515999" OR 
"9516053" OR 
"9558265" OR 
"9596253" OR 
"9654503" OR 
"9734040" OR 
"9749339" OR 
"9853968" OR 
"9953014").pn. 

L54 AND (L 18 L 14) 

cloud SAME (normal 
normali$7 typical$4 
standard benchmark 
baseline) SAME 
recommend$4 

L56 AND L54 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 

OR ON ON 

OR ON ON 

OR ON ON 

2023/02/05 
10:33 AM 

2023/02/05 
10:36 AM 

2023/02/05 
10:37 AM 
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L58 17 

L59 9 

L60 27 

02/06/2023 07:05:25 PM 
VVorkspace: 17671199 

((US-11080392-B2 OR 
US-10951648-B2).did. 
AND USPT.dbnm.) OR 
((CN-110999250-B OR 
CN-114598840-A OR 
WO-2021052379-
A1).did. AND 
FTDB.dbnm.) OR ((US-
20200259852-A 1 OR 
US-20190068627-A1 
OR US-20170251013-
A1 OR US-
20150319185-A1 OR 
US-20150172321-A 1 
OR US-20220417273-
A1 OR US-
20220092668-A 1 OR 
US-20200218579-A1 
OR US-20180124189-
A1 OR US-
20150302440-A 1 OR 
US-20190123973-A 1 
OR US-20140229607-
A1).did. AND 
PGPB.dbnm.) 

L58 AND threat 

cloud WITH deploy$4 
WITH (misconfigur$5 
mis-configur$5) 

TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 

OR ON ON 

OR ON ON 

OR ON ON 

2023/02/05 
01 :46 PM 

2023/02/05 
01 :46 PM 

2023/02/06 
03:01 PM 
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TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

PE2E SEARCH - Search History {Interference) 

There are no Interference searches to show. 
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VVorkspace: 17671199 

Page 18 of 18 
AB 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00389



(21) $i'l!i~ 201880052275.6 

(22) $i'l!i E3 2018.06.19 

(65) fiil-$i'/!ia{J2011JB{J::sz:/M~ 
$i'/!i011J~ CN 110999250 A 

(43) $ i'i!i011J E3 2020. 04. 10 

(30) 1;lt$1t1J(f·ttr.s 

62/523,668 2017.06.22 !JS 

16/011,538 2018.06.18 us 
(85) PCTOO~;r-$ i'/!iitt)\.00*BM9: E3 

2020.02.12 

(86) PCTOO~;r-$i'/!iB{J$i'/!if){1r,s 
PCT/LS2018/038347 2018.06.19 

(87) PCTOO~;r-$ i'/!iB{J 011Jf)l1r,s 
W02018/236915 EN 2018.12.27 

(73) ~ f1J1J(A Ef3 i'tJt 13s1 ~ffi 0 ri] 

±t!?.±11: ~ilJ;/JPlLll/ilfr:fil: 

(54) £aJ=l~ft 
a~-~~r:1=1~~~~fflF~~~~~m 

Z9J l¥J 1J~!, ]UJE <fr M 
(57) t~~ 

'tf~1~~llfil:1Jrt:r:!=1,ffl-f-~l\\\t-P'§':flz:-m* 
1¥J~~ttl¥J~~ttff~ffl~~*M~•§Mm 
+m~~kz:-ffl*~ffi~fflp~~Z9J~tt*"a 
~ 1~ 7f, i7Ll r:!=1 , *~'tiff :fl ;tu~ 11,rj * ~Jc ~t ~!G J). z:-~~ 
93-~fflmZ9JB~,~r:!=1mZ9JB~~~~m~i¥Jm 
Fft{ffflz:-~~*st-}fi.1f Er''lz:JJ1i:' u a:g.1~1r,13iLl ~, 
*~ttff~~~~~M~•mmm~B~r:!=1ffi 
~-f-z:-ffl*A~ffi~i¥JZ9J~ofti3:®ffi~~7f,~ 
r:!=1.~~ttff:flffi~~~M~-~fflmZ9JFl~r:!=1 
Rf.Ji3:®z:JJ11=*ifL!iiiJtf~fflf1 o • i:l. iR!iiiJ Wtl~ffl 

co F, :idtM:ff:flffiR'tiJ *~1EJJJt~t~$ !)J~ /.5'J l¥J'$'1t 
~ fi!N~lfiltiftxffl P" 
m 
m 
m 
0 ,...., ,...., 
?: u 

(1O)tf1J(0~~ CN 110999250 B 

(45) tft.J( 0~ E3 2021. 11. 05 

(72) -~JIJ=IA G • ~~ti K • br.:!!Jir[:!!Ji 
M • S • N • fftpC ffl't'[ 

(7 4) ~flJ1-tf!tJU~ r:!=1 Ill 'BJ. {JE~--!tliJ IBl tJF $93-pfr 
1H~ 0 rfJ 11038 

1-l~J!A JWJ~r~ 

(51) I nt . C I . 

H04L 29/06 (2006. 01) 

H04W 12/086 (2021.01) 

H04L 12/24 (2006. 01) 

(56) x-ttt:::sz:14 
US 2015319185 Al,2015.11.05 

US 2016350173 Al,2016.12.01 

WO 2016177437 Al,2016.11.10 

'$~~ ~,li(~ 

;-.·'>')$:'c<'$ 
!tQ 

$j":1 ~~i 

ill 

.!§,,f-K~~~~t{~;•------ -----
1,l 

.$f ~ $;'"-:!:-1'5) ff 
iM 

~}H~-t-~M~l* 
-1!~ 

~-i1 . ..'8l i~fi! 1: ~ 
SJ!, 

a:t.1tit 
:f-9~Hr 

11§. 

,,11.-t· 
'Fl WI" 

m 

-tH,.~;.,­
fil 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00390



CN 110999250 B 1/3 :w 

1. -;f~it1Jtl~JJM{]7'f;;t ,'§t15: tE~½·ri~J£lUJcS{]it1JtJLlUJBd:: 
Mm%mm~~~~fflmM~ffl,~~MJ£mM~fflmJ£~~m~m%AA~~frs{]M 

ft , ~ q:i ?Jr 3£ M ft EE ~ ;fll? t§ *!}* S{] -,t ~ $ ,t J=lj? tA fr , ~ q:i pJr3£ijfi %1JH;tt ~ * tJc [Pl ?Jr 
~m?mmm?~?,#~~q=iM~ffl?~?~m~-,t~$,tffl?~~~~m~~m 
%; 

amJ£m~~fflq=i~mffimrmJ£~m%A~~~s{]-,t~$,t~~,~7'J-,t~$ 
,ttti-Xi}Jft; 

~fflMJ£ffiM~m*m~~frTMJ£-,t~$,tM~s{]fflr•,~q:tMJ£fflr•~M 
~M3£ffl?ffl*~s{]MJ£-,t~$,tffl?q:t~ks{]; 

i~p)T3£ffl?~ift'11J7'Jt#t>l.ffl?; 
~fflMJ£ffiM~ffl,~kMJ£-,t~$,tffl?s{]-,t~$,t~~ffl%; 
~~M3£ffl?-~s{]ffl?s{]~~ffl%*r~ffi; 
~~mrMJ£m*mm~~~~~½tt~~,~q:iMJ£~½tt~~~MJ£m*mm~ * tJc m T WcJlxt PJr3£ ~ ij[i % S{] 1-)J i'oJ ; 
11J§JE~aJE¥UrJrJ£ijfi~H~f;tt~ ~trcs{]-,tErJtt,tt~~; ~jZ>t 

~M~m%mm~*~aJEM~-,t~$,tffi4,~q:iM~-,t~$,tffi4~fflTM 
~ffl?s{]M~~½tt~~a~,~q:iM~ffl?mM~~m*s{]~~~TM~~½tt~~s{] 
J:i)r3£2Y:~mH&:f~2Y:' ft1t EE p)T3£ffl ?m~S{] ~iidi~~t&:lKlfl' ~$~;fP/~ f' Jt 0 

2. ~PtXlU JI* 1 faJr3£S{] it 1JtJL~J~ S{] 7'f ;;t, ~ q:i fa)TJ£-,i'" ~ $ ,tf}J ft~ ft ffl ~ faJr3£ ~ 
ijiz% tB *!}*8{] i}Jfp 8{] 3'U **iQ 11U 8{] , ~ q:i faJr3£i)J fF 8{] 3'U * q:i 8{] i}JfF*&iQ111J 7'.JH xt faJr3£ ~ ijfi 
%~~*HXS{]tttXMft 0 

3. ~Pt2:¥U JI* 1 p)rj£ S{] it 1JtJL~ll S{] 7'f rt,~ q:t , p)r;£-,t ~ $ ,ti}Jft ~ft ffl 1r:FJlHii}J 
1t0{]3'Ll~*iQ111JO{] o 

4. ~Pt2:¥UJI*lpJr3£S{]it1JtJL~llS{]7'fr!, ~-8J2£: 
~fflM;£-,t~$,tM~~&rl*~mM~ffl*~~-~,MJ£M~mJ£fflmrMJ£ 

T\" ~~%A~tttXS{]Jifr3£Y\" ~~%S{]ftffltl:ii:: ~,& 
11'.ffiPJTJ£tl~*iQ111JPJrJ£ffi ?•o 

R"J o 

5. ~Pi-2:¥UJI*lfaJr3£S"Jit1JtJL~llS"J7'f;;!, J±'§t15: 
xt aJ3JrJ£ ~ ijiz % S"J ft m :!f:,}j rsJ tAfr a{] PJT J£ i}J ft Jtt fr %til ; ~ & 
mm'§mA~~~s{]M~s{]-fflM~,~~M3£ffl?·~~fflMJ£-fflM~*mm 

6. ~p tXlU JI* 1 fa)rj£ S{] it. ;j;Jl~J~ S"J jf ;;t' ~ q:t ~ ~ 1i ?J" fEi ~ ffl? tE ff m Jifr3£ ~ mt% 
~ffi~frs{]M~mffiJ£fflPB{]~½tt~~s{]~~o 

7. ~Pf:>l.lU~ * 1 p)rj;¥ S"J it 1Jt:J1~Jl S"J7'f;;!' ~ q:t ~~~~~ff %it. 7'J ~ ~~ j~fl[\ S"J jJpf:,Z;f PC 

8. ~Pt2:¥UJI*l?Jr~S{]it~tJL~llB"J7'frt, ~q:t, ~~Ptttxm ?B{]~~Zi?J"*§tt, ~£ 
*a{]ttmtt~~Wm7'1~ttffl?a{]ffl?a{]~~ffl%o 

9. ~PtXlU JI* 1 faJr3£S{] it 1JtJL~ll S"J 7'f r!, ~ q:i t~;J;J.i}J {t ~ tE EE~ - ffl? tAtT Rt ~ttt 
Llm~~~ffl?mMJ£~m%~~ffl~h~*~aMJ£~m%~MWo 

10. ~ntxtu~*lp)rj£S{]it1JtJL~JJ!lS{]7'f;;!, ~q:it~tXM{t~3 EE ~-m rtAfrBt~ttt 
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fJ Q[A] J1JT:i£-;;: ~Ii% 81 Jt fm ffl f=' 81 ffl f=' WlE f=' 81 'i9J ft o 

11 . - fqi ic±l1:"§r;EI ]UJE 81 it•* tJE , {QJ15 : 
- 1' Elx: % 1' !zl;J£ ft : Ll R 
1¥~ft,fl~~m~-T~$T!zt~ft~~~EBm~-T~$T!zt~ft~~,AA~1¥ 

~ft'filfflffi~,M~ffi~aEBM~-T~$T!zt~ft~ff~~M~-T~$T!zt~ft~ff 
Ll rffff, {QJ!: 

Mm%mm•*~~fflm'i9J~&,~$m~m'i9J~&m~a~m~m%AA~~ff~'i9J 
*'~$M~'i9J*EB~fflf='ffl~~~-TElx:$Tfflf='~ff,~$M~m%mm•*~~M 
~mf='mmmf='~f=',~~Jt$M~fflf='~f='~m~-TElx:$Tfflf='~~w~m~~m 

am~m'i9J~&$mmfflxtrm~~m*A~~tt~-TElx:$T'i9J*,*~-TElx:$ 
T*HXr011=: 

~fflffi~m'i9J~&*mm~ffTffi~-TM~TZ9J*~fflPffl,Jt~ffi~fflPffl~M 
~M~fflf='ffl~~~M~-TElx:$Tfflf='$~~~: 

~~ foJT:i& m f='ffl iJUJU ~tttxm f=' : 
~mm~m'i9J~&,~km~-1'~$1'fflf='~-1'Elx:$1'~~ffl*: 
~~M~fflf='ffl$~fflf='~~~~**r~ffi: 
~~mrm~m%mm~*~~~½tt~~,Jt$M~~½tt~~~m~m%mm~ 

*tJEfflrWcE'.xtfoJr:i£~~1i%01iJJi'J:iJ: 
11J§~JibtJEiiJfoJT~Blz%ttf~-*tJE~-TEiX$T11't~: LlR. 
~m~m%mm•*~:&JEM~-1'Elx:%1'ffi~,Jt$M~-1'Elx:%1'ffi~~mrm 

~ffl f='81J1JT~~½·t1t~$U2~3t, Jt $ foJT~ffl f='xtfoJT~~~lz%81iJJ i'wJ EBrfoJT~~½·t1t~$U81 
fo)r~i:'Y-:Jtmf f&:f~i:'Y-:, 1t1t EB ?JT~ffl ?mJJx;S"'l :iz½·l·i~~ f&:fil f_½l,, ~~;fo/~ ft Jt o 

12 . ti□ tx:tu JI* 11 foJT~ 01 it•* tJE , ,; $ foJT~ - ~ Elx: $ ~'i9J ft~ 11 m ~ foJT~ T\" ~iz * t§ 

~~~'i9J*~~**mm~,~$m~'i9J*~~*~mmhttxtm~~m%A~~tt~~ 
if)(i)J ft 0 

13. ti□ t:£lU ~ * 11 fo)r:i# 01it • * tJE, Jt $ J1JT:i£-T Elx: $ 'i"''i9J 11= ~ 11 ffl ff~ ·tiiJJft 81 Ju 
**i,9'511j 81 0 

1 4. ti□ tXlU JI* 11 fofr~ R1 it~* tJE , foJT~ 1¥1i1 ft if 'EJJ~ zt EB foJr~ - ~ Elx: $1' !ztW ft=tA 
ff~~M~-TElx:$T!zt~ft~ffLlr~*~ffi~: 

~fflffi~-T~~TZ9J*LlRM*~m'i9J~ffl*~~-~,ffi~ffi~ffl~fflxtrffi~ 
-;;; ~li%~~ttifX81?frJ£7,; ~li%81fl)=l:jt~A: LlR. 

11 ffl ?JT:i& :ti~* i9' 51lj ?Jrii ffl f=' ffl 0 

15. ti□ txl1J JI* 11 fofr~ ol.Jit • * tJE, foJT~ #1i1~:i:f 'fil tE # EB foJr~ -1' Elx: % 1'!zt;i£ ~=tA 
fi~~m~-T~$T!zt~ft~fiLlr~*~ffi~: 

xtafoJr~~ ~lz%8"'11tffl 1JHsJ=ttvff El"'1 fofr~i}J ftillff 71"-§'ll: ~jR. 

m~'filmA~~tt~'i9J*~-m'i9J*,Jt$M~mr•~~mm~-m'i9J**m~ 
81.J u 

16. -fqi~_t:f¥fi11f=tft~sf.J~pfJf ~it•tn m ~* JrJt, foJr~tfi~aEB ~4:·t1~n11*tfts1.J 
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it Jf~ t;E 8"J -,t wt:t ,t 71:E! ;itMT ot 11 p)Tj£ '1' ~ $ ,t 71:E! ;UjtJj Ll r ff 11= : 
Mm%mm~*~~fflm~~ffl.~~m~m~~fflm~a~m~m%AA~~fi~~ 

~.~~m~~~~~fflPffl~~~-,t~~,tmP~fi.~~m~m~mm~*~~m 
~fflP~mfflP~P.~H~~M~fflP~P~m~-,t~$,tfflP~~~~m~~m 

aJiJT~ i~iJJ ~1Ji1: ~ iQ JJU t§ xtr JiJT~ ~~Di% Jl~ tttx. 0"J-,t ~ g; ,tiJJ 11= , 11= 79-,t ~ g; 
'i'tt;tXiJJ1t; 

{t ffl JiJT~ i~i}J 111::ti* iRiU :J:Afi T JiJT~ -"\" ~ $ "\"i}J 1t 81 ffl P ~ , Jt ~ JiJr~ ffl P ~~JA 
~M~fflPffl*~~M~-,t~$'i'fflP~~~~; 

t;JiJT~fflPffliQ511J79ttfXfflP; 
~mm~m~~ffl.~km~-,t~g;,tmP~-,t~g;,tJxL~ffl*; 
~~M~fflPffl~~fflP~JxL~ffl**r~ffi; 
~~mrm~m%mm~~~~~½tt~~.~~m~~½tt~~~m~m%mm~ 

*tJE#jTElixtJiJrif.~ijlz%81iJJi'J:iJ; 
111§ ~JI 2iJEiUJiJrifJ!z%tt1A ~ * tJE ~ -,t ~ $ ,t tl't4-; Ll R. 
~m~m%mm~*~~*M~-,t~g;,tffi4-.~~m~-,t~g;,tffi4-~mrm 

~fflP~M~~½tt~~a~.~~M~fflPxtM~~m%~~~EBrM~~½tt~~~ 
?Jr~r~~mH&:1~r~' 151:'.Ti EB ?Jr~ffl ?mnx,81 'iz½tl:JxL~i&:lKlfm' ~i~lP/~ fl Jt 0 

17. tzntX5fU~*16pJT~S"J~~lf~it~;tJlPT~ft ffA, ~~ JiJrj£-,t~g;,t~1'F~1iffl-l::J 
JiJT~~ Blz%t§*lf~81iJJ1'F813'Ll**iQ571J 81, Jt ~ JiJT~iJJ1'FB13'Ll*tBziQ571J79;t§x~-r JiJr~~ Biz 
~Jl~t~;t>l01t~t>l#J1t o 

18. !1DTX5fUJI*16}1}r~B"J~F!f~11 wfllPTiiftm .~~ ,?Jr~-,t~$,ti}J1t~1ffflfg 
;f1!l_'l'l:l:i}J1t i't'-J 3'Ll**i,Q571J i't'-J o 

19. tz□ rx:tUJI*16foJr~s1~r:w~it~tL PJ~* J:vi, if'ElttaEB foJr~-~~$~7J:;f1!1_:ff 
~fi~~m~-,t~g;,t7J:;f1!1_ff~fiLlrff*~m4-= 

~fflM~-,t~g;,t~~LlR.M*~m~~ffl*4nx,ffl~,M~m~m~ffl~rM~ 
~ ~lz% Jl~ttt:£S"J J1Jrj# ~ ij!z% S"J 11 ffl tJtit: Ll R. 

11fflfoJT~tl~*i5rnUJ1Jr~ffl Pffl◊ 
20 . ti□ TX5fU JI* 1 6 J1Jr~ R1 ~ r: Ir~ it :w tll PT~ fr Jl , ?Jr~ ?¥-{ii :ff if 'El t~ rt EB J=iJr~ -,t ~ 

$,t7J:;f1!1_:ff~fi~~M~-,t~$,t7J:;f1!1_:ff~fiLlr~*~ffi4-: 
xt 1=EJW~ ~ ijlz% 81151:'. ffl 1-JHsJ :J:Afi 81 rJr~ i}J fF ill fi 1J"-tll ; ~j a 
m~'Elm~~~~~~*~ m~~.~~M~#jpffl~~#jM~ m~~*m~ 

810 
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~tt•~~$~~%~m~~*•~m~M~~~,~m, 

*~ 
[ooo 1 J t-§::!k ~ iw8"J j(JZ. § I ffl 

1/53 J/r 

[0002] 4'(~ -ijf~>Rr2017if6 )=j 22 B tR:5(8"J ~00 l[{iist ~ i,wNo. 62/523, 668;fP2018if6 )=j 18 
B tR:5(8"J~OO $mNo .16/011, 5388"J1t;t;tX, ;lt:i:tf!J pg ~~H1 §I fflfHtft:A*Xo 

;,llc,§-f:±..,i.,. 
l=I ;r-_1)(./1"-

[0003] z. ~li9Hlff¾]fijfr "Z." 9'l tlff¾~frftijli*' ep ':imrl~tzn0 J=l:tc:rn~H<><J Z~8"J pf)<] ti'*_§_ 
111PJ M ft Ji ti 8"11f? ftw WA~· t)J PT Jftfi iJJ r'nJ o ~ idlz 9HR:1A ]fij C* x 9'l il ft 7'J "~ tR:1A ]fij" ~ 
"ttff¾]fij") ftfflo"Jnlz%tl:'t!017J>f1iJ'E1J1t~,titlJi&,ifffiepnlz% (laaS) ,fitePnlz% (PaaS) ,tt14ep 
nlz* (SaaS) ;fPpf)<]ftep nlz* (NaaS) o IaaSt~1f¾]fij7'J1f ?t~1f¾~:iitll ]&jfffi~~, i;i';:(z01f ?~t"W$ ffl 
*~irtt14B"'l !zt~, 1¥1it, Mt~Jfp~ Bit:w~i}Jl( o1f F~W~~:iitllrithi, 1EL:ft~PT~)J3::mLlff 
11=*~3Lf¥1i1~.E.JfPB 1m:i'8"J@:ffl ,:ft JipJ~~t~ft3::tU~@1~xgig~14 (~:(zO~JJx±i) oPaaSt~ 
m~T'J~?mmT~?PI~fr~LH~,IBiT~W~@ffl~f~,ffi~g-~~m~tt• 
~:iitlli&:Jlfu o Saas~ tx 14 i4=PI JfW5E Nffi~ , Jt 9'l tt 14~:J':tiT I'm JJ:rt: rPJ ~? i4= PT 8"1 , ft: Fl. EB ~ti 
1f¾ ~ ~ 9'l :fE W o fr~ frft tl :'ti r , PT ~ WU tzo 11'. ffl web 1XLl 1{t :ffc iJJ r'wJ @: ffl o \/ aa stR:1f¾ ]fij lffi :i1137Ll tzo fr 
:'h~7J~ s 81 M f~Hi11tllrit:JlfuL 1f¾@ (provision) ~m M tt* rPJ 1f? tl1f¾M ft n1z% o fr~@ 
niz*tl:'ti 9'l R14ij:~frft 9'l , ~ n1z *m1f¾ ]fij #1Jt1H/1 ft: W :l}IHxHf¾nlz * R1 II 14 ;f P/~ tt 14, rm 11-t~!>~ 
Ctzo~ff81i!) tt14frffi?8"Ji&~ LtAir o 

[ooo4J ~ ~li9Hl1f¾]fij811f P CPI ~:Htft19 ffl P.B.lUllP) PT ~;J, rPJ ijli9Hlff¾]fijiJl'ffl ~;J,$t1~M 
EB nli*tl1f¾ lffitRdf¾8"1 t~ 5Enli* 8"JiJJ r'J:iJ O n1z *111f¾ jffi pJ ~ 7'J ffl? ~;fll? MH? ~tE? ' ffl F ;f P /~ 
ffi?PT~~rl~~?*~~mmjfij~ffl* 0 m*mmjfij~PI~T'J~~ffl?-~~ffi?ffl::!k 
Ill 81 ffl F ~~? o nli *tiff¾ [itj 81 ~ ffLl 'El, ti5Box, Drop box, Microsoft, Doc us i gn, Goog 1 e, 
Sa 1 es force' Oracle' Amazon~ 0 m :(lo~ .li:~ z~ 81 n1z *tl1f¾ ]fij pJ ~ tl1f¾ $ ;frft ~ [BJ 81 n1z *' 1§. 
~~IBJ~m%~m~~~~~~~~ffWM~::!k*,~m~rt*~~i&~~~~iliWom 
*tl1f¾]fij *~JE1t1t IE.§t¥U r'8'J Btfff:t?ft: _§_M~r:fll? ~::!kltl 81 o 

[ ooos J i_§JR xHt ff lf lj 81 1:& fyt B g,_ -@ij( ~ Bli % ti r ii :l:-fu ffl r ii tzo i1J, 1'[:: , 'FFi i:§: ;f P ~? Eli 
% 'l;t,tilfj Wifffi ~ z~ 01 ti ft O ~rl ~ lf :liJlff¾ 01 GI ffl pJ ~ 11'.iftiR ~t{iJ% £ t1H-fu ti ~H n1z % 'w ~ 
fmfrl31:ttis9'l 'l.', IJe14' tt147fP$:i'lm § -1.Jtl:fr:A~ M1JH9:~ 0 EST pJ }A i4=$:l:-fu,8 (13'Lltzo 'frI 
111= :l:-fu ,8 , % 9'l , fr~ ts ;f P ~ B :l:-fu .8) 1t ffl 3tt~ ~ Er'l n1z * , lzsl Jlt@: ffl Er'l PT iiJ r'J:iJ ti: PT~ fl r'8'J in I 
8"1~~$0 
[ 0006 J 1zsJ J,j i§.tR if P 1 ~ t_§JR 0"1 m ? PT~ n rm i4= $ ~ 1BJ 0,g ~ niz %tl1f¾ r@f 01 n~ * , PJr ~ i§JR 
pJ~t rm J!Jifl{~~jftfR § Ci 81 *tn~¾lzsl {It'. ffl E flli* ffi §tiLlt~ ~ B"JJJ:rt: 0 {It'. ffl ~ flli*¾-@i~fr 
ffl~frffl~~~pgifflffiff~ff~m*~~fffr~~~tt~~o 

£:aJHAJ.W 
[0001J fr~frft~MIJJ:rt:9'l, tt1# 7 fflrE~~·r't*tJE0,g *tJEtnJJ1!, ~PT~ iHjJIJt-§xtr 
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EB~m%mmWiimm~sm~m%~~~~~~~mf='.~~~tt~~~mf='ooLl•~ 
~wwttmf='~~ttfflf=')mLlA~~~~~a~m%~~~.~mLla~~m*•~~ 
:1J~~/~*~fflf='~ffl~M%~:1J~"~~~~fflf='ffiMr~Wfflf='ft~M%:1JOOA~ 
£$~~~.~Llm~AAmLl£~~*~~&~~~ttfflf=',*~~~k~ttfflf='~f='~ 
NB~fHff\~. 
[ooosJ m~, Mr~ ~ix%, ~rii1:iP]~® m r ~tttx.m r t-riPJJ~® m r ~~wm rm~t*/f'~ 
~ . Mr 1t ¾ 1~ m f=' A ff tttx, ~ rBJ s"J ~ ~iz * m Ll A ff~ rBJ s"J ~Ji. Jltjr , ~ ~iz * m ~t:x1t 
~~f='mm~k~®fflf='~f='A#%tt~:1J~. 
[ooo9J tt1# 11i ~½·t1 w w1uJE ~t 1iJ$ iQ 111J ~ ~iz * s"J tttx m f=' s"J 1uJE, :1J1t t,ri ~ 1 wtJL m ii * m:t Oft ;;.;fr!i ~ ~7] ;r:~ 4-1 'iz½·tiff W* tJE nJ Ll 'EJAJ5 ffl r iQ 111J ~ ij!z ,gs. B"J tt +x ffl f=' s"J H*' * 
$~tt*§m~fi:3-#W~.w~~Ll§m~m*mmWiI~~~fflm~~ffl.m~~ffl~ 
Ll~~ft~ffl~m%AA~~fi~M~-M~mLlEB~ffif='ffi~~~-T~$Tfflf='~fi, 
*~m%mmWiI~~~fflPmmmP~P.ffiP~P~-T~~TfflP~~~~~m%. 
W~:i±mLl§fflftffl~~~$mmfflMT~m%~~~tt~-T~$T~~-W~:i±mLl 
§ffl~fflffl~~ffi*mm~fi-T~$T~~~fflf='ffl.mLlM~ffif='ffl*G~-T~$ 
~fflf='$~k~fflf='ffl 0 W~:i±mLl§M~fflf='ffl%~~A~~tt-W~:i±mLl§M~ffl 
m~~ffl*~k-T~$Tfflf='~-T~$TJxl.~~% 0 W~~mLl~m~kfflf='ffl$~ 
mf='~Jxl~ffl**r~m-~•:i±m~~m~~mrm%wm~*~~~½tt~~'*$ 
i~'.t½·t11~$U*El~K%1:J½1#Wif *tJEfflrWcE'J(t~~K%s"JiJJi'J:iJ .w~1:i±mLl§11511J§k-T~$ 
Tt~4-LlbtJ!i!JB!z%tt1#Wif *tJE 0 WJJJ:i±mLl'ELt!5~'1f-T~$T1~4-btJ!i!JB!z%tt1#Wif * 
~--~~~~ffi~mLl~iz½#~~ffiMrfflf='~~.*$fflf='M~m%~~~~rM 
~½·t1t~$Us"J2x~rfiH&:f1ia. 
[ 001 0] ft-15-T 7:f 00' 11 ffl -'=j ~ ~lz % t§ ~ijJc Et''.! i}J 1t i't''.13'U ** iQ11iJ i~ -T !1X $ Ti}J {t '* $ 
~~~~*$~~~ffiMr~m*•*~~A~~tt 0 ft:3-T:1JW,~fflffWtt~~~* 
*iQ111Ji~-T~$TiJJ{t. 
[0011] ft:3-T7Jffi, EB _t~ ~tjc, :1J1!t-Wit•tfl ey ~fr-&! ~J§i\ s"Jtt*:i±§t!5W#I, m~Q{\I'.'. 

ffl-T~$TiJJ1f 5fQ;u ~S"Ji~i}JJitE*~JJx;tl~, * $ i~tl~~j£~ ~11%s"Jt-§xtT~ ~~* 
A~~~~~ffl~~.W-:i±nJLl§ffl~ffl~~*mm~fflf='ffl. 
[0012] {[~~7:fffi, EBL~*tJE, :1Jrt;fPit~tflm~fl')ff!~JJi\R"Jtt*iE§MWJJI ,ffi"~PM 
ft~M%~~fflAA~~fi~M~*fi%fil 0 W~:i±mLl'ELfflmm'ELfflA~~tt~M~~­
tii i)J fp ' * ~ ffl p ffl ~ {t ffl i~tii i)J fr *iQ 111J 8"1 0 

[oo 13J ft :3-1' 1Trnf, Jxl ~1f 7J\. t~~ m f=' ft~ m ~~~%Pt fofrt:tvlr s"J ~ ftxtlllf=' s"J ~½·t1Jxl 
~B"Jl'f&" ft ;;.T7JTii1, )X(,~fi%*&:it~~ Jxl~:j~,tjf, (indicator) s"J:1JritX5fP" ft ;;.;fifi~1JU $, 
*&: 7J'-~~A~ tt tll 01 ffl f=' 01 )XI,~ ft 7J'- Ll tt ~ P tt fX ffl f=' 01 Jxl ~ ft 7J'- 01 tX££* 01 tX£* fi 
it•o 
[0014 J ft :3-T :1JOO, tttXiJJft ~ft EB~-m f='tAfistm ~j ~jf5Pr/iJ *1mffl f=' xt~ ~~%i't''.11t 
m s"J :1J A* 1,i a~ ~ix* s"J iJJ 11=: . ft :3-T :1J mi , tt tx i}J 11: ~ 3 EB ~ - m r tA fist m Ll ~ Pr/iJ ~ 
B~ * s"J :it 1m m f=' s"J m f=' ~tE f=' s"J iJJ 11: 0 

[0015] Wu*~ Ll T 15?, ~J=l ~' fXl!J ~ * ~ lW M l7fl 'mr ~ p;] w ~JR Jt Bt#1iElW ~~7:f ~~'it 
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~f11!iiRa~ 
[ 0016] 00 1 ,8J;& ti! 00 ' ital! 00 oo ~ ,8J;1; ~ :i: ti: %l l½1)f□ t~ 1ffU ]UJE 8/,J it.~ it s,g / J-; WU 0 

[ oo 11J 00 2 00 ?F 7 PJ Ll EB iz:i:tt~Jl;f□ t~ #JU* tJE '¾'.J~ S':J ?F 1YU ~ iz:i:·1·1* tJE S':J ti! 00 o 
[0018] 00 3 00 ~ 7 '.t::i:·t11f Jl;fD:f~1ffU*tJE8"1 ~ fYUJJ\. tfr 5 I~ 8"1 ttIOO o 
[0019J 00400?F71f J'.1,frtfr i31 $8/,Jti!OO o 

[ 0020 J 00 5 00 ?F 7 *6 c:p 8"1~ttli581 00 81 ?F fy1J o 
[0021] 00 6Ei'JS1}itf¥ 00' ft1nU¥ 00 00 7F 7 }=llTW§JE ~ ~~*81 t~:1'2J=llP Hff Jlt~tzJtu~ 8/,J 
m~m~~~i'r,Jiz'.i:tt~~i'r,J~Jli't,]JF~o 
[0022J 007:Jti~ 7 ;ttc:p PJLl'¾'.J~_t:1£~:frJt~fYUR"JJJ\.:f!Jrt~tJER"JfeHtOO o 
[0023J oo s~a;ttc:pPJLl~~~~*11:79~tRd#0"J *~JE~~01-,tgx$1"'$1tt:01riij1tt1100 ° 

[0024] 00 9 00 ?F 7 PJ ~2H&:ffl r~JIJil,:'t5-:frji?FfYU i'r,Jit•tJL* trc 81 ?FiYU 0 

~f*~~llilJ~ 
[002sJ ti:--roo01#/i:1£ c:p, 1±1 rM~0"J § e,g, 11 J£ 7 Jifttar=i=rLl 1,J~f#xt~:frJt'¾=Jnl!JJ:B'.:lf□ 
/J-;fYU 81~ftJJJltf O {El~' ~~1~1l!8/,J ~' PJ Ll ft¥9:1f J! @Jl,($£ffi1181twm r '¾'.~~:fqt'¾'.]ffi7J 
:it O 1YU ~D' ~t~J4t' * t1E' •1t' §:atiJ 'tt*' [xx]~~' ~Jl;f□ ;tt t; tf!Htt: PJ 12), }&:?F 7'11[ 00 m :it 81 tf!Htt:' 
Ll~~Ll~~~i'r,J~11~'¾'.Jnl!JJ~MmoITTOO~fs!i:i£~~OO~~~tts,go 
[0026] -®?F1YU (ii~D*r:zls:03f c:p i'r,JM OOJ1Jr03f8/,J jj~@) PJLl}&:fs!ij£79}&:~tLJ791]rtfi 
00, tft: 00 , ~1~11ft:OO, tattJ 00, JiliTIJtOO E!Xtli 00 01 ~:£! o li~JiliTIJt 00 E!X¥1ft::f¥ 00 PJ Ll~~ttftfs!i:i£ 79 
)l[]Tiff~JI, {§.~it$~11:PJLl3fffgx3f a::l:iMAff orlt1J[,, ~ff 8/,J{J([f PJ Ll}&:~1Jr~t!F o~JI 
tE;!t~ft:icJJx;St~t Jt, 1!3.~ PJ LlJl1f 00 c:p ~EtJSS':!M JJoWJJI o~JIPJLl -½7Ji'ft, i1121X, Mt¥, 
rfYUf_%, rf_%ff~M@. '§~JI~ fi!Jxxt@st, ;tttt Jt PJ Ll~ fi!J31::lg@J .¥Ui~ ffl fi!J3z:gx:::tfi!J3z: 
xt@:o 
[0021J :z1s:xm~s1 ~Jlf cm~o~~:zls:03f c:p 01 ~ft oo mJ£s1 JJ~®> PJ ~; ffl EB -,t gx$,t~ 
JI.JG (fYU~o, ~Jl:gtm , Ilftt:gx;!trilittAff 81$Xftt: < fYU~o, 1~liij, t~4-, fiff) *'¾'.JJliL tx1tt: 
m Ll 1'f 1it a 1'f 1it :g Lf-1 c 1,u ~o , 1'f 1it a 1'f 1it-i& ~ _t, 1'f fit a~ p ~~~ it •tJL m ~1'f 1it * ~ _t) • a 
-®JF~c:p,:zls:JZ:c:pLlff~OO~~~OO:Jti~~~WPJLl~tt:zls:x03f~ilW*~*'¾'.~o 
*03fc:pi'r,J~J1W~i'r,J~J£*~*~~a~~.w~e,g;ttt:~ff~PJLlfflffl~~?F~~ 
ff o fYU~o, :zls:03f 81 r!f1~?F1YUPJ ~21, ~21, ~ ~ 81 YxfftAff _t ffit~f:i£81W1&lo mf 1l, M 00 rt, Ji!r?F81 
~'i'-WJJIPJ Ll Et!$'1'-rW#I' )3: Jl:l;-=fWJJIPJ Ll Llxt'i'-i*W#l:lf!3 8/,J ~:fqt JillTifftAff O Jl:l17r, 
~~r~5Ei'r,J@:ffl,PJLl~~gx3~M~i'r,JW~ 0 :zls:~~e,g~~tt*AM~~m~~$~ 
{t , {1i i;'.£ ;fO ~ 1~ o 

[0028] a-@/J-;fYU c:p ':zls:03f 8100 c:p i'r,J4ij:,t~JI PJLl EB-'1'-~$,t~JI-51:JAfI O ~JI 
• 5G PJ ~j 1'1+t-,t gx $,t ~JI :g, 1'1 +i •tt~ $ tt ~JI :g, ~JI :g 8~ -1' gx $ ,t tt, gx;!tfii 
it otE-@~1YUc:p, ~:E!-JGPJLl Et!-,tgx$/f'~ ffl t1J-~:E!~, ©~ooom~w~,~~1* 
%~lJ.ff: (DSP) ~ o tE-®~1YU q:i , PJ Ll fiffl 5E$U Et!i4t*'¾'.J~-@~Ji!r1f ~JJ.. JG, ii~o~ 
ffl~~Et!ft~ (ASIC) ~J~tm PJ~f~Hl ~:JU (FPGA) o 
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[0029] tE ~fqt 7r, fyu 9'l ' z. ~Ii* pJ Ll 5ExJ% ~IH~· 8'1 ff Wtt J=l:j? ~ ~Ii *8'1 tf:lmJ=l:j? ~ 7]'-:3f 8'1 
t~:tx O tEi3: T _tr X 9'l ' t~tJU~Jl'f M ii ~D M ft ' &: ffl ~Biz*~ 8'1 it.~ iJJiUtt ff r)( ~ 8'1 §5 JJ ' 
;f P /~ ~ ~IAJ "s'l: ~~ wiJ Ll ff:~ tlt ~ P t~;t>l ffl? iJJ i'r:iJ 0-<J ~ 1m 0-<J ~g JJ o ff im ffl? PT Ll J!::ff :ii :I> 0-<J t~;t>l 
ffl,ffiffWttffl?A~~r§'J~~tt.~fflffWttfflPPTLlxtffWttffl?A~~r§'J~tt~tt 
J!~1mJtl:1rWcJl;fPff WO ffW·tiffl ?tE:zls: X. 9'l fil f&'.1$T'J*HXffl? 0 

[0030] ~ ~Ii* pJ Ll Ll t~ 5E ri~ ~~Ii* SI.J ~frjt1f :if:iffi 7J"' ;f P jl· imc*HX O 17Ll ~D 'X ftf:~~~li* 
Bo X Jtff iJJ i'r:iJ t~ *U ;j;jf@ > i~ ti:@ 5E X ff ll!Hi m? '~ jPl ff ll!Hi m? lP tll ff ll!Hi m? 0 tEi3: T 
7r, fy1J 9'l , ~ l!lHi ffl? PT ~J, ~ ~ ffl? ;fW tll , i'f ~ ;fW ~ $:!Hll i'R BS ?fr 1f X f tf: tW X f tf: x , ~ ~JU tll i'R 
9'l s-<J1ffriJ ffl ?B-<J ffl ?~~? ,#ffie$iHlli'RSI.Ji&I, LlbtJEfr~iJJl'wJ1~15 o~jP]ffW·tiffl ?PTLltA 
fr~ffWttffl?ffi~~~*,ffi~~~a~ffWttffl?~~~offlffWttffl?mLlffWffl 
rRpq RI.Jtll, * _§_PJ Lli% m ?~:1Jo:¥Ui3: ©; m? pJrff WRI.Jtll, PJ Ll ,g,J~i%t1tm1J~~tllRsiJr m?, 
-ffQPTLl~~~ttffi~~fil.@~tE~il~*&~~JJo 
[0031J EsJ 3/gffWttffl PJ:l~l:tffirnffl P~r§'JBI.Jtttx ,rff ~j~ffirnffl P sl.J1~i)J;t§b~, pJf3g 
g~){1ffWttJ=l:j?~ffi~~~~~~$~~molliT~#~Esl,PT~~~*ff~~~$~ 
l~mo fyU~D ,il-1!1tl$ttff! PT Ll ~33Htx1ffW·tii~zVJBS $ tt~]O~ (trail) , Ll11i{iz:ijiz*1-1il­
~#M*~~ttW 0*T'J~-~7r,~, xtffimff~ff! ~~~PTLl~~~ffl~¥affl~~m 
WJ31:1ris 0 ff7'1~-T~17Ll, Mi'$J3(ur1'r·f}.~i%ffW·tiffl?~~?ft7'1 § f~, Mi'$J3(ur1'r·~:zjt~ 
1i ff W 'l'iffl ? ~~? PT ffl 81.J ~ r§'J t~:tx." 
[0032J m~, iQ !5U t~ 5E~li * sl.J t~:tx m r PT ~g ,1~ ~ ~ 0 xtr a 1t.ill'. 1x><J M} pq tA ff ss 1t.ill'.@ m , 
ffli'R~~PTLl~i3:®@ffl~ffltR~pq$0~gfilffW~~~~tE-~ui3:ff~PTLl~ffli'R 
~g1iJ{6ff;i:!{t\fv.@ffl □s ffl? Llll1l'tt1Jlf~i3: ® ffl ? □ "Jt~N "1£!~, xt-=fr:ijiz*, xt ffl ?lPffl ?Os 
~tt~ffW~tE1t.ill'.M~*$~r:m*pq•~I~"~*·&Tr:m*PTLl~ffl~jP]~ffi 
:@*~r:m*~ffl?~~~tt,~ffl~ffl?~T'JffWttffl?~~ttxtr&Tr:m*PTLl~ 
~jP]ss" Es!Jl:l, PUg&~~-ss5Ex%:iQJJIJ~~l3.*sst~:tXffl?" 
[ 0033] TTiI _§_ ' tll m BS m ? pJ Ll ft m ~ §'t ff lJll. BS i& '@- ( fyU ~D ' ~ i~ tll i'R tJ!Fff 8'\J i& '@- ;t§ xt 8'\J ' 
T A1ffl1f 8'\Ji&'@-) *itffl r:fllz*, ;fW/EixPT ~J,}A~§'t~J111S{] Mf~ cwu~o, *£, ;tJ1Jm, ~ts~Jt 
BtE1t.ill'.M i'$j!,$S{] 1UlM:it!J~) ~HJJ i'J:iJ r; ~13.* 0 tEi3: ®'ti m r' ffl? xtr: ~11*8'11iffl ~~ 
~tlli'RS{] Mi'$B{] izitf)ffii[ii] '})\ rm 1ftlli'R:@: ~§'l::¥1JMMPY:ur 0 

[0034] * § ~~{j¾@rM"j (~~D T mpervn., Lgrhythem ,Cyhern.rk;fPOrnc le) R{]ri:fr:r PTLl tAff 
tttxffl? 8'\J %l lm O {_§_~ 'i3:!l:~ r iPr:r JI :zjttttxffl? -~ *Eli?-JJIJ-Jf Q tlt~A i~r ~ Ll Jtt1T %l l½1. 0 

r: ijiz%8{]tftlffl PPTf3b~$~~~Pili:8{], Es! 3/gxifi~11L@-8{] JrUJf,pJf§g~~3cl~l:JlfE8{] o Jl:l5'r, ff 
W·tiJ=l:j ?iEPTLlllif[t;: □trsJrmi:')(~' wJrB{]ffW·tiJ=l:j? EBtlli'RS'J J=l:j?' EB§ ~ftIA,:imrlAPI 
;fD/ElX ~ ~ ~ ffl? ,g,JJ! o In.I ffi2.1t R1±.B{] ~, 'frrJY! 7 -ff 11 ffl ff W·ti~~? 8'\J A PT ~1~ J!J&'.tlli'R 
*W,~ffl~r~~~?~ff;l:!tt~?O"J~m~~~~rm~~" 
[0035J tE ~;fqi ~ JJlil7JA 9'l , ffl r %l l½1.;fD ff W r: ij![ * 8'\J ~it·ti 8'\J ~it-tiff W;fD:j~ tU * fJE PT 
~~Mfflrm~~~r:m*~~~fflP~§~~a#otE~#7r,~9'l.~1tttffW~~~ 
*~JEpJ Ll}A ~ ~li*~1# H ,:t;t 1tf:, tE:zls:x 9'l fBl1$7']$~i)J H ,:t, ;it 9'l i~i)J H ;:tic~ EB t.Eii'~SI.J 
ffl?tE~fflr:~*~~ff~~*otE~#7r,~9'l,izitttffW~~~~~PTLlmmm~B 
~9'lffi~rr:~*A#%tt~~*"~~.~~ttffn~~~~~PTLl~ffl§'l:~-~~tt 
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*ffi~~-~~tt***~ffl~.~m~~~m~~™f1~™~~*~~~-ft~~ffi~ 
'f::~~~.~±fiff~ffi~~*~m~~mm~s~~~•~*mm~~mf1.-Hmm 
~~~fflP,~½#ff~ffi~~~~~m~~~~~$~~~*~~~@~~fflp. 

[0036J 1!11 ,f11J;1; 1!1 ~itjJ:Ef tjt 1 oo Sf.J /J~fYLl Sf.J11! 1!1, i~itjJ:Ef tjtl OO1'1t2i~½-r1~ tJVFP:f~fffU 
*t5E1O2 (ft:zls:X: ~filf$jg "~½·l·itgf~*tJE" ;fP "~½•l'i*tJE") 0 'k½•l'iltl f~;fP:r~*U*tJE 102 
PT~jg11ffl EB~ ~li*t~1#1~fl 10t~1#Sf.J~li* 112a -112bSf.Ji£l.i¾13M~1#~~1J-5l·1J-rlPiH~i. i;tJ 
J'.lijl!* 112a -112b~fti§.iJH3O8f.J lxxJiiSf.J j,r'l'flH~fflJ.Sf.J, Pfr ~i_§JR13O8f.J lxxJti~it·ti*tJEPT 
~~~i!liJfl1lxt flli* 112a -112bsf.J {t ffl ~¾xtt.§.i,R 130 F cj:::_~4:·ti!X\.~ "ft ~fqi~ff1J ~ , t.§.i,R 
1308{] ffl ppJ ~lffi:tt!MJ ti 15Owi:IMJiisf.Ji_§_if*iJJ i'wJ ;fP 11ffl ijR* 112a -112b" 1MJ M} 15OPT ~ 'filtt 
1fU ~D 0 ~ Jijj::k iMJ • t.§.i,R 130 nJ ~ ~ 1~:l:-t!tii tl iMJ ft 15 0*iJJ i'PJ ;f P 11 ffl ~it 'ti~ tl ;f P ~ tU * t5E 
1 o 2 Rf.J ijR * 0 ft~ fqi ~ 1fU ~ , ~ ½·ti~ t:1JU0:t~ *U ~ tx 1 o 2 ill PJ ~ i1tt£ ~jg EB ii nR *m1# 1ffi 1r 
~ sf.J ii nR * 0 ~it-ti~ tl;fn t~ tu* t5E sf.J ~ i9Ll ~Oracle CASB' 'f:: ~ EB Ora cl e0 ·§'Hi1#sf.J r fp 

;fPijR%o 
[0037] ijR*tt1# rm 1:lHffi'.iEJljg rtJ fmAtt1#it •nR *Bf.J EJ!!1tf: ;f P$;: 1tf: Bf.J~it O itjJnR* pJ ~ 
'filtt1YU ~DEJ!!14 '&t;;Jl, ~~'&t;)Jl, ztx:tE1¥1it~.I'., EJ!!14-f '§', $x 14-f '§' ;f P/wi: ;'§-flfi1~3Jdlz51lj sf.J@ 
m ~it~ '&f ,;Jl O zt -®·tw m r , nR*tt1# rrij tt1t 1a m tt1# rrij sf.J nR * sf.J El 1tt: to tX 1tt: 0 zt-®tl 
m r 'ijR*t~1#1ffi11ffl 35-~'-ijli*t~1#1ffiBf.J~J!!1tf:;fP$x1tf: 0 ffU~D '~-ijR*t~1#1ffipJ~f;kJ1:fl 
~ 'Li'8f.J~g;jffi, ~it'$J:1tf::ff;lf ijR%'&f¥Jl tBfll~~=ijl!%t~1#1ffi, ~=ijR %t~1#1ffi~J§ 1ftH.§. 
~~mrm~~~~~x~~~@m~~~@m. 

[0038] ft~fqi~fYLl ~ 'Hlil*tt1#1ffiJ11rniTI~~~ '*~~Hlil*Sf.J f1ffl tBffl.~1mA' Jt ~ tBfll 
m ~ t~ tf-~ st raJ " m ~ [Pl iJ f1 c ft* x ~ ill ffF jg f~ f1) ~ -f'1ft xt nt~-ti 1# 1ffi ;fo !wt t~ 5E nR 
* Bf.J mt(P ' ffl_ F lffi:tt i~ m~ F 11 ffl ijli * 0 ~ fl! p ~ i_§_f,R st ' fl! p pJ ~ JI_~ n Xi_J ijl! *tt1# jffi Bf.J m~ 
P ( ft:zls: X ~ 1$ jg fB. Pm~ P ~ 1E: ~lU~ P) :# _§Jfi t,R Et':J ffl P PT~ JI_~ 1ft M ijR % tt1ft 1ffi ;f P /~ t~ 
5EnR*Bf.Jt-Afflf1mKP oft-®tlm t<, fflf1mKf1-'=5f!!PSf.JmKf1~J5E,:# Jlf!!PmKPPJ~t~ 
tUlPfflJ.ffipm~P. 
[oo39J ft-®~ fy1J ~ , nli*m1# lffim rJ m1#n11 *rm~ rm*§ iT f1 sJ.J 1ott1Hwt1 o 1f1J ~o , nR * 
tt1# jffipJ ~ tt1# 3'c, ff Bf.J ~ -=f al~ 1tf: @ffl , * Wu~ 'f:: ~:ii ( m ~D) 1/5) ~1i n~ * Bf.J ~tzA Oft~ 
~;f P~ 'f::~1YU 4-1 , iT P nJ Ll fti9:ff f_[f~ sf.J t1H5t r :ff: .fl nJ ~~x~ltltJU-fu~1~1ftxt nR3Hl1#~ sf.J 
m~P o 

[0040J ft00 l Sf.J~19U ~, ~~*tt1#~ 11ott{#pij~ij~* 112a -112b, 'f:: 1i'JPT ~jjrl!MJti 150 
iUR%t~1#~ 1108{] ~ PiJJ r'PJ. ijR% 112a -112b PT ~j_ 'filtt1fU~D~lilflW:Jlffi, f 'Ei, IMJfj't;fP@ffl ~j_ 

Jz~'f::nl!*"ft -®~WU~, pij~ n~* 112a -112b PT~tl1:t§Jf*jjlBf.J, if~n~~t$~~ztx1Mwi: 
PT Jffiu~ -~)KiffL tUiJJ r'nJ (fJU~D, ffl PJ1cilEsf.J-~~it11ffl P~~t$in l'nJ pij~ijR* 112a-
112b, rm~~ )t57iJMTIJ~nR:%-:ittffiA ilE) o#-@~f1Ll ~, nR:%-112a -112bJG½Ml \'r.:l:i:Mlft" 
1fU~D, ~-~~* 112a PT ~f;k1~1T@ffl, rm~=ijli* 112b PT~f;k$J:1tf::3f~f'§' "ftlk~ /J,1fU 
~, ijR~:ri1#1ffi 11 oPTl2J_ic!J pij ~ijR% 112a -112b{t7'.JJJ"1~1 Jl~tB*s~ r £ ri1# o 

[0041J ~li*t~1#1ffi 11 osf.J ~rm~ 'filtt~"' Affl r ;fo/wtt1if¾, ~ ~ t1if¾ m ~ 'fil1t$~ m 
Pufflffi~~Affi'&t¥Jlffl~ft-®~~~-~~$~~~§~~~~ufflffi~~~'§ffi0 
P], 1::-'¢, 0 ffl$~tWI&Rt~1$, ~~oi.§.tRsl.JA PT~JftiiitR~*Ez'.*~jgfflp oftit.vftjt 
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1 o o 81 1:: r :::ur , m ? 1:i!J& "I'~ ft , ,; PT Ll ~ ti J=IU'~ ;g , m ? t:iF i9- 1-1< m ? ~lE ? , ~ iiE c wu :tin , 
filfi-½, ix.± 4-h. E!X jj ~ f~ ;ff; :rf: 81 ~ iiE) )f PI EJx PT Ll ii ffl r iJJ i'nJ )f P {t ffl rn.fR 81 it•* tJE 81 ;it '8 
frtm◊~'l'E!X¥1' A PTLl1=J[Pj~ ffl?~lE?:1'J1l, E!X~~'l' A PTLlJ=l~¥1'ffl?~lE? of11J:tzo, 
Mmffw~~81~~PTLl~fflEjMmffw~~S1;!t~~~~~fflS1ffi[PjS1ffWttffl?~ 
? ' [Pj at kE Jl 1f fx. EE i~ M ts tgf w 17:\ ft ffl B'-J ffl ? ~lE? 0 fr~@ ;,r- lYLl cp ' 1~ ~ EE A~~~ i}J ~ ft 79 
Jt:f~ ft,, fflf1811iiJJPTLl EE§ i}Jft;f-11Ul C©:tz□ ":;tJL~A") ~!RiJJ o 
[0042] fr~1~;,r-1?7U cp 'rn.m81 m? ifPtliff~81'Bti~~r~[Pj 81ffll::t r '* H PTLlfrif§[Pj 
81'!7:.4:mrnl i;f;Jtt1t O fy1J:tzo 'frl!I 181;,r-flfljcp 'tlitx13081'Bfi)j~ti1f:~Mtt 104)fW$T~ ?ftiffl 
i&t ¼ 106a -106c o ~ ?ftiffl-i&t ¼ 106a -106c PT Ll ~ti17u:tzD -& :rt: ~I wiffl, ~11:.~ ~l·w:tfl, i§'§~~ 
ii, f tR~~~7fPJt'Bit• i&t '@- ofr~®;,r-f?7Ll Lf1 ,~ ?i#tli&t'@-106a -106c nJLl EE tlitx130815:!I 
·~ A1m1f ,fJ:hi':1§~®-i&t¼atl.¥U1£:~Mti 104St ,~@i&t¼EEtlitxl JOffWo1':~Mti 104 
kEPT Ll ~tiJt'Bit• i&t ¼ 'm:tzD~i*fl:, :jTfp :tJL, G%EE fl:, Y:.~:f}l)fn;lt'BM tti&t ¼ 0 mm 130 
81'8fi~kEPT~21-~ti~W (flfU:tlD, =z:.13, MW ,~%~W, ffl ~JiW~) ,J~Ww,@ffl ,~W§~ 
fl, Z¥1i{rn~fl, lf~M §~fl Ll R.Jt 'BEJ!!ftf:, ltftf:E!XlX"f' !Bf 1~ o 
[oo43J fr :;§.N;,r-1?7U cp, tlitx 13081~?ftlffl-i&t¼106a -106b PT Ll atl.¥Ll1':~M ttr 104:#frJt 
crttftoflfU:tlD ,~ ?ftiffl-i&t~ 106a-106b PTLlatl.¥Llfr~Mt4t 104i;f;J 81Y:.~:tfl ,ft~%~?ftiffl-i&t~ 
106a -106bJJX.'i.fr1':~Mt$104811W )<.±i/,'il0SJ§TiiJ ◊iffiM1irr!W )<.±i/,'il0SJ§TiiJ, ~%~ ?ftiffl \&,& 
106a-106b.'i.r1E~Mt~ 10481'izitm!E i;f;J ofr'izitm!E i;f;J, ~h :k±ii 108)fP;lt'8Mt~'iz1t'l'1* 
tJE (© :tin 3Z 1t·r111L~)f-P1Jftf:~W (SIEM) @ffl, A 1~:r& i»iu * ~JE (IDS) ;f-PA f~IW f!P * ~JE CI PS) ~ 
~) PT Ll fjtf11£:~ M ttr 104 cp 81 '& ¼:9'c.~ M ttr ~~11· u 

[0044 J fr ~f~;,r-W1J er , tlitx 13001~Pftiffl-i&t~106c PT Ll M fr\fv. M ti 104 □137Hll1a:tt.¥1Jtlitx 

130 o 17U:tzD, ~ ?ftiffl'& ¼ 106c PT LllffiM1ijj:~M~i*111~1ffi (ISP) at:t.¥UMti 150, :# _§_lffiMM 
ts 150 '~ Pftlffl-i&t ~ 106c pJ Ll §ttiaHtfLl{E:~ M ts 1048'-J J.i-rt;I, 1t ffl M (VPN) '~~f~B'-J :tfl *Ll 0 

~ l"Latl.¥LlVPN, ~ ?ftiffl-i&t ¼ 106cml;PJ Ll ft 791£:~Mti 104S{J~#f37J\.Jttff~ft, :#~.¥U1£:~ 
Mi$10481ix.1tm!E s{]fjtf10{1~3.;~, fr~ T;,r-1?7U cp, .~ Pftlffl'& ¼ 106c[Pj atatl.¥Ll~ ?ftlffl'& ¼ 
106cEj1f:~Mtt 104::tl'aJ 81 Mft 150, l!IJl:l{73~¾~~ r PT§~*§ Mft 15081'!7:.~'fi)Xl,~ o.!l:l 
JI,, tE ~@;,r-WU cp , ~ ?ftrtct-i&t ¼ 106c rlJ§~~ ~ ~3i*.¥U 1£:~M ti 104 Ll {~§~'W!GiJJ i'J:iJ ~~*111~ 
~11081~~3),112a-112bo 

[0045J tE~:f~;,r-{1ucr, tlim 1 ~OR{] ffl ?PTLlifiM~ ?ftiffl-i&t~ 106c1 -106clLlffltlim 1 ~OR1'Bt 
imLlR.£Rtx130iTlm 81~i% 112a -112b, ~ ?ftlffl'& ¼ 106a-106c PTLlf1HRm1301J1l~f813f EEtR 
txl30t~{~~tlit.R8{] m If! ofr:'S-:frf1;,r-1lfurf1 '~~ pJ ~21- {tffltlitxl3081 {ffPJ~ Pftw-i&t~' 1t H pJ 
Ll §~'W!G~m $,t~ ?ftiffl-i&¼ ◊1?7u:tzn, 1£:~Mti 104PTLl ~ti m? I {it~, ff{PJ~lrit~PTLl ff 
ffl~ffl?I~~~~*~~~~ll:\B1fflP~?o~njj-T;,r-~,~MPTLl~~-J::~tt 
•:tfl;fPi§'§t~ it,:# H PT Ll~~.¥Hf~-l&t ¼ Ll iJJ i'J:iJ [Pj ~1' ffl ?~lE? o PTfH~rihE!X~{liJPrih, ~ 
M PTLl1fffl~MT A1ffl1f81~Pftiffl l& 1&*a:tiiLli'.litx81Mtt, LllLlffli'.liix13081'Bti~o 
[0046] :tzuJ::J:ifr5£, ~i%tif~lffiB'-J ~i% 112a -112bB'-J iT P fil PT 1J, ~~:JUi rtlitx 130E!X~ft 
n£Jit~1308{]~ lf~?J\.81 TA oT A PTLl iJJi'J:iJ fa m1~xJtis1 ~ /7ftiffli& ¼ 106d, TA PTLliffi:i.1i~i& 
¼iJJi'J:iJ B~* 112a-112buT A PTLlJl1fttx~·rsP81 ffl ?~lE?, i~ffl ?~lE?ff ,t A~tt!GiJJi'J:iJ M 
tt 1500 PTflH~rilE!X~fthPrih ,~'APT ~JJl1:J·ttxtfli% 112a -112bcp s1~TE!X$T81 ffl? ~lE? o 
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1Ei~, 1'-A:;f Bt1t J=lf~ ?ftimibt ~ 106dJ±tl¥Ll1E:~~ ~4D 04, IEI T'Ji~,t Ai~~ tt xttiHR 1308/,J 
ffl? mtE?~1t ~ ffl? m~?$€1~J!tliU1E:~~ Mi 1048/,J*X~~ s,g Yt ilE 0 

[ 004 7] fr~ fqt /J\ fy1j cp ' ,t A ;to t_§j,R pJ Ll iJ 1#.l FR :;f [BJ nlHt ti1i jffi tRd# 0/,J ijiz ~ 0 WIL~D ' tiHx pJ 

Ll 1iffl* § -,t ~~~t~1#1ffi 8\J fg--f ffl~1t:t: ~~~ ({lJIJ:tz□ , * § Google{JYS":JGmai 1) ;to*§ yj­

,t nlHHi1#1ffi s,g X 1t:t:~-'F-ij~~ C {lJIJ:tzo, Drop box) o fri! ,t;¥0;1:tt:1J\{JIJ cp, :;f lBJ s,g ij~*ti1#1ffi 
mLl~:;fffl~a,g.~mA~fflr~#;l:tffl@m*~rn:;f~~~~~a,g**a,gtt~~~.fr 
-®/J\~cr.ffl?PTLlA~ttxt~,tm*m~rMj~/~~,tm*mmfMj~m*~**~~ 
? ofr-i1:~~f?JIJ cp, ffl?PILl Btin$1f ffl0~ ffl? m~?*iti i'J:iJ :;f lBJijiz%ti1#lffiS/,Jijlz%o 
[oo4sJ 1±-®1J\fYU rr, -fr ijiz% PT ~jtt~;ti~:;ftt~;tz 1±tiHR130 rr ttm. t£~;t2s,g ijiz%~ 
fiHJH 30 2 t} t~L li 1f J=l=j 81 ij~ * o t~Lli PT Ll ~ :J'j_§-{lJlj :tz□ :imrl iA ilE&±:E!M ij~ %nl: fr$' 1"t (vet) Ll ,pj§ 
1:iniz*~ic±s,g '-'=3 ijiz%ti1Alffil 10J!idl!%itrl '~gijiz*ti1Alffil lOJirt£ttLl{iJ,gijiz*ti 
1# jffi YU~ cp ' ig ijiz * ti 1# jffi 11 0 in YJIJ 7'J J;O ~ _§_ '!!}-_ {;; 11 S"J ijiz * ti 1# jffi ' ;to/~ t'£ fffLl 7'J t_§_ m 13 0 S"J 
ffl ?j;_~"f I xt ijiz%Bf.J ffl ?m~?~irS i}J O {lJIJ:tz□ 'nR%t~1#1ffi l lOPT LlttnR%t~1#1ffi 110'5)'-~7') 
"~181181.J" ijiz %t:%1# rtiJ o fr-®1J\1YIJ cp, t_§_t,R l 30PT ~j ~t;l:t B ijiz-~t:%1#1ffi71'-~T'J ":;f 1811 
s":J" , ~~~%,,ffr'!!i:1~Hf s":J YLl::rzl::B":J Jiff~ ~~%t~1#1ffi *~T'J "1~18 ff s":J o *tit5UXB":J ~~*~t1i 
t,R~ ~ ~ tt YJUt~liJt _§_ rn ffl? § fr{* IE {t ffl a,g Biz* 0 ,Wlj :tz□ ' ffl ? pJ Ll if fr {t ffl t_§_ m 130~ 1~ 
1H#YJIJ~t£01.Jx1t:t:~+ijiz~ 'PT~tt_§_f,R130;'1~1:f:e:i_R¥1Jx1t:t:~+ijiz~ Tffrt&:1tffl 0 

[0049J fr-@/J\{lJIJ cp, nR*tl1#1ffi 11001.JnR* 112a -112b PTLllffirlPT Llf,1\f_§_r_R 130 pg 1Afr 
ff_§_ PT Ll fi~*X frtfitR 130 pg 1t ffl i'r''l@ffl *1A1-f ~i,h i'J:iJ o fYIJ :tzu, tfitR 130 PT Ll A ~f£~*Xl'r''1 
wehifU'ffi:~@ffl' ffl? PJ Llimrl~@ffl,;tzijJ(J:i] ~:tz□ x1t:t:~-'F-ijiz*~Jitiwijiz* Z~R":Jijiz* 0 

fri!,tlo:ttt:/J\iJIJcp, webifU'ffi:~@ffiPT LltifnzJ'.I pg $@ffi ofr-®1J\1lflJ cp, pg $@ffiPTLl 
-'=3-fr fl1I* 112a -112bt,1J,11:::l:-fu tt{t, ~tj§-1lf1J:tzoft if niz% 112a -112biti i'J:iJ t_§_f,Rl 30 pg s"J l11:ffl, ffl? 
m~ ? 18 )~, ~ ;l:t B 18 , \~L l2SI 7'J pg $@ ffl lE fr t§J,R 13 o pg 1A fr ( {lJIJ :tz□ , fr f§J,R 1 3 o s":J '¾? flrtct -i& ~ 
106a -106cl::) , Jifr Ll t_§_f,R 130m LllKitJ;to~tlJ V'J $@fflsf.J 1tffl't'1=Im o 1Ei~, t_§_f,R 13om~t:;f ~o 
:l1!~:;f~tt% lKitiffl?ifilrlpg ffj)@fflxtijR%tif#rMj l lOB"J ijiz% 112a -112b8"11tffl'tlmo 
[0050] fr-li:~/J\f?Jlj cp 'ffl ?PILlimrl~ - 1f ijiz%tt1#1ffil 14*iti r'J:iJ nR%tR:1#1ffi 110s1.JnR% 
112a -112b o {lJIJ :tzo, ffl? PI ~j ~f 5t;iti i'J:iJ rn ~ - h ijiz9H:%1#1ffi 1141:%{#81.J ijiz% 116, Jt _§_ifflrli! 
,t ijiz* 116' iJJ i'J:iJ l_,j- -,t ij~*tI{#lffi 1108/,JijR* 112b (frJ:!~J=l:jm~w~/J\ t±:1) 0~ -1JijR* 
tt1A 1ffi 114 s,g ijiz % 116 PT Ll ~ 1lflJ :tz□ ft ffl? Bt {JJ% JE 1ft ;¥0 itJ i'riJ ;i:t B-fr ijiz %tt1A 1ffi sf.J@ffl ;to ijiz * 
01.J n? niz~ o fr-®/J\W~ er,~ - 1J nli~tR:f#lffiO"J nR~ 11o±mrl~~i 1soti1ixt;1:tt:n1z~ 01.J 
ltJi'J:iJ (flJlj~o, tJi:lO* § ij~* 11681.JHxt;Jj-,tijR* 112bSI.JJ3l:Wimrl~ti 1501t4tuIIJ;Jj-,t 
ijiz % 112b;fO}A jj-,t ij~ % 112b{'brifu) , 1H~1'Affl? i'r''l jij Bt*1f, ih i'J:iJ PT Ll1f~*~1tl-t i'r''l. 
fr-@~{lJlj cp , ~~* 116{f ffl /7 B~'nJ$7liL tt XiJ yj-,t ~K* 112bB\l iTi~J, .tit!§, ffl /7 HtiitJ i'J:iJ 
yj-,tBtz* 112b' rmxWf§ijJ i'J:iJ~ -1f Blz*tR:1#1ffil 14Bf.JB!z% 1160 
[0051 J -fr niz% 112a -112bB"J {t fflPT ~J xtniz% 112a -112bB"J iT? ;,:cj:::_~4:'f'EJx\.~ o {71J:tzo, fr 
j($J31:'tfn5t r, frf_§_f,R pg ~11:: S":J~JE{t:t:, :siz B ;¥OtJ:{t:t:PT Ll EE f_§_f,Rt'£$1J# EE f_§_f,R{~H?, {lJIJ:tz□ {tffl 
4m:EIM~f ;fO/ElX ~ ftiz½IA o 1H~, -fr ijiz* 112a -112bfrt_§j,R130~:Yr~11::+f: _fl frt_§_f,R 130 
R"JHtit'£tLlZ:7r ot_§_f,R 1 JO PUtxt ffl ?fr{ffflijlz* 112a -112hBttA1-fR"J$~i}JA~ JVf~PJfft!, 
'fi, ElX~ :;f Btt'£tlJ ffl ?1A1-f Bf.JiJJ11c oJl:~'.?r, t1Hx130PTBtfL:P.i~~ lKiti~~tlJ Ll r ffl ?iJJ11c 
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S'J§gfJ, ~p ,~@ m ftz;!Jfl=ff1~PT~lli1MBX;Ki&NtZs-<J m ft:Dl:ctnlil% 112a -112b;l!Atiit,R 
130, BX1f1~tiit,Rs-<Jli1Eiffi:i181il% 112a -112bs-<J1f fflrm ~3ftiim13O o 

[0052] tE~fqt~JJffi7JA 9'l, ic½·t!:f:%H:~fp:f~ff!lj *tJE 102PT Ll j;J-zi nit~ 112a -112bD'JiJ ?ti 
1#~ ti m1ZH11<r&1NUf P1<r$Jtnlil% 0 tE:g_fqi~!Jm7JA 9'l '~½t!:lKl :tlf Pt~$U * i'JE 10 2PT Ll '5J'-tfr nlil% 
112a -112bs':J ftffl #i9'JJiJPT§tMtfitRr~'1' A iT ?t~JJxm1ZHn,s':J~~i}J o tE ~@~ hlliJf rt: 9'l, ic½ 
·t:'tlKl :tlf P:j~ $U * tJE 10 2:tt pJ Ll Y!W :f r3f)I: i}J fF ';f P /Eix pJ Ll § iJJtA 1-f :f r$3li)J11J= Ll [l1% ~ BX ff Jtm1Z 
Hn,o tE ~®~fyiJ 9'l, EE ic½·t:'t%l:tlif P:f~mU*tJE1O2tA1-f s-<J '5J'-tJrPT Ll '§115115@5Effi ?~~i)J 9'l 8'1 iE 
1t ;fU /E!xJ=/c 1t 1T j;; 8'J ~ ~ ' ff {t ffl ~ ® ~ ~ * ~ iITTU pJ ~ iJS i}J sq~ AO fr~ ]El;~ fyij 9'l ' ~4:·t:'t 
1Kl:t-lfP:j~$U*i']E1O2PTLl [Pl Bt'5ttfi* § :,f fPln~%fP/:~1X:* § :,f [P] Hlil%:fl{#~S'J2ijJA5 oft~@ 

~ fyiJ 4-1 , ic ½·t:1%1 :t-llP~ $U * tJE 1 o 2 nJ Ll fl~ ti+& iNU fx. tE ff ffl :,f ~ ~lz *fA1J° 8'1 i}J 111= 'J;.,!:J::.Bt ~ 
~ ~ R-<J PHii1fiJJ O tE :g_ frJt~fyiJ 9'l , 3 * tfi<fii 5E pug ~'t~tE Jt t Hrz %-1xH# ~ ~*IRiJJ 1t Bt , ~ 
½·t:1%1 iitn:f~ mU * tJE 102 PT Ll 111§ 5E PT Ll tEt& iNU JU PT ~Jt 1~r;/J 8'1 nlil %ti{#~ ~BX fr :,f [al nlil%:fl 
1# ~ ~ tA 1-f s-<J :fr i!tfi JJffi o 
[0053] fr ~®~fylj 9'l '~1:: ·t:'t ff ;I:! ;f P:j~ mU * ~ 102pJ Ll f,&'~JJ¾ JU ¥B.i',R 130 8-<Jit •£Fm 9'l 0 

fyljizo, ic±·t:'tlKl fllPt~tU*tJE 102PT Ll fr:il:~ ~ ft 1O4 9'l 8'1 nrz%~ 1:# _§_ tEtiit,R 1308'1 i3JJ X 
±i 108 FotAfr O 11:~ ®~fylj 9'l '~½·ti~ W;f P :j~ mU * tJE 10 2PT Ll EE tiitn sq~~~~ w /_J3. ;f P /BX EE 
EJ ~it·t:'tffl!f P:f~mU *~ 102 s-<J3f 'J;.A!J3. it'B:¥Jlls-<J A!lJ. *ff l! o 
[0054J PT 11t-1~±t11.BX~f11Jutt11, tE:g_frJt~1YU 9'l, PT 12J,it'-k1t'l':'t%1:txlPt~iu *tn 1O28-<J§~ fJfp j;; 
~li%:f~1#i'~'1' AfPtEl.t~ o fyiJizn, PT Lli~ '.t:it·t:'tlKl fl* ~JE 102sq [xxJ ~i '.t:1t~ii%11i= j;;¥rweb8'1 
7i Biz% f P/.BXtE$X {tf: ~p Blil% (Saas) ti~'tf :fl{# o fr~® ;f P Jt '8~ fylj 9'l , ~ ?PT Ll 1iffl EE izit 
·ttlKl *~ t P:f~ wrJ * tJE 1 o 2 ti 1# □"1 @ffl , Jt 9'l ~ ® @m ti 1#~ frJt m1ZHn,t& 1N1J f P :r r$,1ul1 §~ o EJ niz * ti 
1#~ 1108"1 ~lil% 112a -112b~,W: ,'1' AfPtiii',RPTLl iJi'ij EE~it·t:'tlKl:t-lfP:j~$U*i'JE1O2:fl{#S-<J 
icitnlz*o tf ~®~fyiJ 9'l, tflt,R13os':1ffiffl ?PTLl fBztl':15Ej;;~:f!•!·:'tffl ft,#_§_ PTLl ~l!EE ic 
½·t:'tlKl ttf P:j~$U ~~JE 102tE1Kl tttiit,R 1308"1 ~ ½·t:'tBt p)rjtJ:1-f S"J ~ ft 0 ~ ® ffl? PJ Ll §g'l!JJ;iJJ i'i:iJ 
1i ,@, Cffi izo EE iz1t-t1 ff lJ.if Pt~ mu* tJE 1 o 2 j:_ nx; s"J 1~ 15 > , * _§_~ :rHA 1riz1t·t1 ff lJ.if Pt~ mu* 
tJi:1O2JttxB"J:fHt~iJJftB"J§~fJ, ~~o 
[0055J tE:g_frp~Dfil7Jrt:9'l, PTLl ~fflit•*~1E*~JJll~1::·t:'t1Kl:t-lfP:f~mU*~JE1O2 oft~@ 

~ JJffi7J :r:~ 4-1 , it.* tJE nJ Ll '§ tJS~'1' BX$ '1'it •tJUP I BX Hlz * ~ C iYU izo , ~'1' BX$ '1'i7J i'i:iJ ff 
w~ n~%~) ';tt pJ Ll JE:iffi ffl it ~tJL, ~ ffl nlz%:ff it~tJL (ffi!ZD 'Et rt:Hlz%~' UNT xn~ *~' 9'l 
:1i'lm~%:ff, *:1i'ltJL,~fl~:rt:nlil%:ff~> , n1iz%:fft~ ,nlil%:ff~ff, 7t:1ffrt:nlil%:ffBX1f1wJA'B~ 
3 ~ w.f P !BX it.~ ft 8"1 tiiil- o icit'i":tlKl :tfilf Pf~ $Ll ~ t'fE 1 o 2 PT~~~ 1-f fifF ~ trE f P /BX :g_ ;frfi M 
:1Jnn11%;:}@J=l:j;fP/.BX 9'l fa] ~@m, '§1'J1i~X*1trifut,;IH5( (HTTP) Hli%;:}, X{tf:1trifun~% (FTP) 

nil%~' iffiffl ~~ti □ (CG I) nrz%~' J a vanlz%~' IXtE /$~lz%~lPA 'Bit~* tJE O Ji1f wniz 
%~0"1~11iJ'§ttPT J,Aoracle,Microsoft1$1H~O"Jl3l:fEJ:i¢~1z%~o PTLl 1lffl1il{tf:, lr1tl 1tf: Jt{tf: 
~1il1tf:, [Q] 1tf:fP~1tf:s{]i'.ilil-*~JJ)l~it·t:'t%l:tlfP:j~$U*~1O2 o 
[ 0056] fr :g_fqi ~ hlli7J A 9'l , '-kit·t:1%1-txf P :f~ *Ll * tn 1O 2PT 12), 1'1 tt ,¥ 1,,~'1' 1-'f {it~, ~'1' BX 
$'1'~W-5G (fyiJizD, (~'1"BX$'1") ~l!~) ;fP/BXt'ffit~IL (~'1'BX$'1') !zlW.5GPTLl~ 
3rfil Ll 1il1tfc ( fyiJ izo, ~nx; Et! i4D , it•tJL PTtAfrtl':14-, [Q] {tf:BX1i£1tf:fPtl':/4-s{]filil-*~JJll o tf ~ 
@ ~ f71J 9'l , ~4:·t:'t ~ fl;rU ~ $Ll * tJt 1 o 2PT ~J '§ tt~:=t-=f * ~Jr, ;fU /E!.x. ffi:1::k: o ~4:·t:'t ~ :t-lfU :f~ $Ll 
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*tJE 102 q:i 81 r * tJE;f P/wt:t~~ PT~~ 1il1tf:, 1=E1il1tf: J:tA:ff 81 tt 1tf: Cf?fU tin, PT EE !ztW~UA:ff 81 
l~Ff 1~ 1i-½ wt 1~ 4-) wt A tli ~ * ~ JJL tE ~ ® ~ 1lfiJ q:i , tt 1tf: PT iJ, ff 1it tE ff 1it ~ C 1lfiJ ti□ , ~ P 1"f ~ it 
.ifJLPT-i#1'mi) q:i '11ifrlffi&~ r.wt*;frfiABt?lJf!#ftffcp ,ff llPT~F+1~-4'wt~-i'!ztf!. 
JG CflfiJti□, ~TwZ$T!zt:E!ff, ~Twt$T!zt:E!ff1~1l.', ~Twt$T00%!zt:E!•JG (GPU)~) 

~:ffo~T!!JG$~!zt:E!•~~tt~mPT~:ffm4-~~#~~~APTIJ,BffliJ,ffWft~ffi 
;f-11H:g g ffi ~ 81 PT~ tA:ff :zl'c XJifr:i£8"J 1'5-;frftw11=, m ~~, ~rt ;f P /wt!zt:E! 81 it •m PT tA:ff t~4-wt 
m ff PT tA :ff tl'r 4- o ff 1t ff PT iJ, ff 1it a c ~ T gJz $ "'i"') !zlJJ. • JG 1: PT :/Jo tuo PT tA :ff B"11£Ff t~ 
4-, ~J 12 tEJ3: ®f*Ff 81 tA:ff 1Jl i'aJ 1+.PlG 81 ~t!is off fit ff PT ~J ~ ~ ~'ri 81 Cmti□ fliiifflff!flff1itff 
(RAM)) ;¥P/wt~P~~'fi81 Cr~ti□~ tl1¥fi1ff (ROM) JAJ1¥~) o PT~1fJ=IH:EfiiJ~~8/,Jti.7Jiff 

1iti&'@- Cffiti□ it~tfl nJilff1it1'r mi) *~JJM i~ff1itff otE~®~ilfU 4-1, it~tfl nJilff1it1'r mi 
P J ~ t!t ]il!c.11.7'.11~ t/1 it •t L jr,~ B 1';-~ iH~ 1i-½ R1 ~ rim f§ R"J I; ~fAJ o it •t L P J ~ff fii 1' Jfft P J ~ 
Bt!ff1ittEA l:811Ei4-, i~1Ei4-tE!ztJlff 1:tA:ffa,HA:ff ~it,ri~ tlln:f~*U * tJE 10281 ~11= o 
[ 005 7] {£ i'5- ;frfi ~ JJffi ~ A rf1 , 'iz it ttlKdlJVtP ~ *U * frt 1 0 2 pJ ~), 'E115" ~ JIJl 'iz it t:t %i *m ;f Pt~ *U 
* tJE 1 o 2 8/,J ::-f IP] t~ 1iE 81 1'5- frft ti~ o a ~ 1 81 ~ flfiJ q:i , i3: ®ti~ B 11513 n1i ff 1 7 4 , ti A Jt :tfr ff 
1 76, ,'f' :::J *tJE 1 78, J.il:tmiJJ r'nJ ~ 182, Jitf7J\.tfr *tJE 136, 1a ,1~,!zt.l'.~ *tJE 138, s~~t~PlG~ 
170 j:~*UtfE1J:l~ 172, B ,t;fx:~~ *tJE 134:fPti D 120 o ~~'ri%H1J;1.;fP1~*U* tJE 102if'E1ti5ff 
1it~.11.122, Aff1it~it,ri~tilo:t~*u*~JE1021im 811'5-1rrJ.11:t1is O a~® /J-;flfU q:i, ~it,ri~ti 
;f P:f~ *U * t3'E 102:iliPT ~ 3!:tt:¥U M :bu 81111:tmfffit w 180' ~ft :/Julitfis1¥1it }$180PT ~j fffit'izittt 
%HllPt~ *U * tJE 102pJ ~~ rrn ~ 81 ~ft :/Jn~1@ o 

[oo58J tE :£frft~flfiJ q:i , icitt!:~tllP:f~*U *tJE 102 s"J 1¥1it~I 122PT iJ, Z¥1it~T wt~TJX 
1Ji1Hi fit Ji¢ , J3: ®#fit Ji¢# fit ;f~ ? lllic.11. 11§ ,1~, 124 , ic 1dt 11§ .l~U 26 , ±i 18 .l~U 28 ;f P@ ffl 18 )~, 13 2 o 
tE 1'5-frft ~ 1lfiJ q:i , 7¥ fit~ .11.12 2 PT iJ, B ;J:t~ T wt$ T Ji tAs W C ilfU ti□ , x t~ Ji 1m w <~~ * Ji1m w wt 
AB~~Er''ltit!is !$) , ~T!!JG $"'i"' x 1tf:tffit w, ~T!!JG $T x1tf: *tJE, !!JGfflrff1itti1mEr'.1 * 
tJE 81 tli it 0 

[0059J tE1'5-lrr~1lfU q:i , fliPlllicI 1* ,@.124 C"fliPlllicI 1* ,@," > PT iJ, B115flif1 if PfliP mtEP iJ, 
R ~ tf T fli? mtE? if§ 3t Ill 81 m ? mtE? B"1 lllic.11.11§, '2, 0 fyij ti□ , 3 tiH.R 13 0 iT ljEJ ~4:t:1:"lf ~ ;fU 1~ *U 
* tJE 102 81 iji *Bt , f:Jif:R PT iJ, rbJ ~1d't1f :E!;f P~ *U * ~ 1 o 2:t~1j¾ iQ :!5U f:iHR tt xt-fr iji *t~1j¾ 1ffi 
110 B"J fli? m~P 61 i§ ,@, 0 tEi3:"'i"'~{lflj 4-1 'ic½'t't1f ;E!;f P~*U * tJE 10 2nJ lJ, ~~fli? mlE? 18 ,@,ff 
fiitLfli?]il!c.11.1;; )~, 124q=l otE~®'tlm T, tlim 1 30fil pJ!J, :t~fj¾ttX>Jiji*tt{j¾rMj 110R1 ffl PmtE 
?B~3'LJ:R, i~JLI~fil pJ !J,f¥1ittEfli?lllicit {~,@, 124q=l O PTfH~:tfilEJX~ft:/Jo:t-m' a~ii:~~190 q:i '~ 
ittt1f ;E!;fP:f~*U *tn 102PT ~), 1'1f11U iji~H~1j¾rffi 110 ~), EiB5Effl p mtE p O a~©;:~{lflj rr 'ic½t:t 
%HllP :f~ *U * tJE 10 2 PT iJ, iJ, 1'5-frft1J A 1f J=l:.J fli? ~lE? ;f P J=l:.J r i~fli? 8/,J J=l:.J? 8/,J J=l:.J? mtE? ::tJaJ 8/,J 
3tlll, Bt!{&~ 3tr ~ i~fli? *§*Ills~ ffl? B~itii)J B11a ,@, o 

[ 0060 J tF. ~®~WU q:i , tli f:.R 13 o if PT iJ, rPJ ic ~ 'ti 1r f! ;fo t~ tU* tJE 1 o 2 :t~ fj¾ iA iiE 1~ ,@, , A q:i 
iJ\. iiE 18 )~, PT iJ, ffl r ~ :sRwt iJ, AB ~:ct lJJ r'6J iji *1~1j¾ Yffi 11 o 8~ iji * 112a -112b o tE 1'5-frft /J-; 1lfiJ 
q:i , 'iz it'l'i 1f ;E! ;f Pf~ #JU* tn 10 2 PT~ 1t ffl-&tx i§ ,@, *ih ['6] rn. f:.R 130tt M iji %f~1j¾ 1ffi 110 Er'.! fli 
r wtE r O tt "tx. 1* ,@, PT iJ, * * 1lfU ti□ 4-w, c flfU ti□ , oA u th 4-~ > , m r ~ lo¥ ~.lb 81 m :it wt yj ~ 1rr m 
As~ 3t iiE o tE ~ ® ~ flfiJ q:i , tli m 130 PT iJ, ffl-&1.x'.*1~ 5E if PTEJXtttx. , i3: PT iJ, 5Ex. icitt!: 1f JJ. 
;fU 1~ *U ~ t]t 1 0 2 xt f:li f:.R 81 ;fli? mtE ? 81 iJJ 1'61 f:'& iu O fyij ti□ ' f:li f:.R 13 0 pJ ~J 1ft 5E ~ 4: 'fi ~ ~ ;fU 1~ *U 

13 
Netskope Ex. 1005 

Netskope v. Fortinet IPR2026-00515 
Page 00402



CN 110999250 B 10/53 J/r 

*tJEI 02pJ Ll i:'j/:3£]=1:j T EB nlHHJHtt~ 1101i1:+¾8/,J ~li*B{J 'Ji.½-W:n' 1El~'Ji.½·t1ifE!;fP;J'3!$U * 
tJuo2::ff3t-±JJ¾lfr8/,J ffl?~lE?E!X!lHU~ ffl?~lE? o 
[0061 J fr ~frJt /J\ W1J 9'l , f~ ?jlljc.l'. {8 ,@, 124 PT Ll #fitt_§JR 130 O,g * B 18 ,@, , m ~□ W1J ~□ jc ½ft, 
fflr i7Ji'6J niz*tll:1:+¾~ 11os,g nli* 112a -112b8/,J i&IL B ,:t i&.11.lP/wt i7Ji'6J i&.11. (WU~□, 'Ji.½·ti 
~IBlr, jc½·l·ijlljc.l'_Llbt 8 -t•lP ~-t•~) ofr~®1J\fJIJ9'l, mtR130PTLl~rflz571Jnnli*tl':t 
5E 1Z ½-i&l[. 0 flJU ~□ '~ T /§'J ~ JJIJ 8"11Z ½-i&l[. pJ Ll ~ * ffl t' w ti~ "51I}" '{lflj ~□ ' ~ AJK:w w ~~ &;, iDl 
1~11% ~,fqt *f-r (tM ~□ * 'l;J if P + '½) Jtx * if PIE!½ t-r-'% 0 ~{(;JJ-jg' ~ T ::f [BJ~ 57lj 8/,J jc½-i&I pJ Ll 
~~¾i!::fi%iJJ5ESt~-i&Int1 !§'i E!Xt'IZ1l£8{]St l's]®:, {t1i, fylj~o, ':1§::f ~%iJJ5ESt~¥U1JlSt, ffl 
? 8/,J ¾ ~! § iJJ ta* 0 
[0062J fr~®1J\1YU Lf1, tHit~I122nJ Ll ~;j:%jc½·t118 ,@, 126 ("jc½·ti{§ ,@,") , i~jc½·ti 
{§ ,@, 1 26~tili"EB 'Ji. ½·ti%lttlP13!$U~tJE 102tA1f R/,J 'Ji.½·ti?J\.~9-r ofr~®~{lflj 9'l, 'Ji.½·ti{§ ,@, 
126PT Ll ~1% fflr'Ji.½·t11Kllmtnt3!$U*tJE1028/,J ::f fEJ ~ ?8/,J ?J\.:Yfs{J ~ g ofr~.t1:~/J\1?JU 9'l, 'Ji. 
½tt{iL@,126~t%PT~j{£1m~st:itHfi'hirJ8/,J HJ ~titfis: M ~7J\.ffr81~ * (1lfU~o, § L'T faI ~j 

*' ~ :ili - 'T J=I , ~ :q: Eix ~ -i'· * rt rl ~ 81 st l'aJ ®:) o i=E ~@ /J\ flJU 9'l , 'Ji.~ ·ti 18 ,@, 12 6 :i£ PT Ll ~ 
fflrl~B{Jjc±tt$#B{J~~'~rl~B{Jjc±tt$#~~~$#:i£~®~tts,g~~,tt~rl 
:t-${it %:~811r$JiJJ{t81-ic~;fP/E!½tA1Tfr3fJiJJ{tS1tff *~Ixtm O 7t ~®1J\1YU 9'l, 'Ji.½·ti{;'f 
,@, 12 6 J± PT Ll 1'1 t2i ~ ft mJZ!f;/J•'t1Hlitxtl , i~ Jx ti flJU ~□ JVA ~ - 1f @G ijjJ, 'tfHli ~ * ~ 5f P ,fr a:~~ 
1i810 
[oo63J fr~@~ flfU 9'l , Z¥1it~_E'J 22 PT Ll ~ tJ5~r .~Ii *t11# ~ 1105f P * B ~Ii *1~1:+¾ ~ 61 ±i 
{§ ,@, 128 ( "t]Jt{§ ,@,") oti{8 ,@, 128PT Ll ~t%1lfU ~□Bi*tR:1#~ 110s,g ~ fttt}Jl:E!X1iz:I, fflr Bi* 
tR:1#~ 110 01 J=ifr~ ~E!X~ i: ~ 01 tiiQ 11L@, C WU~□, tffl~ 5fP/E!X~ i; ijiHHR:1# ~ 110 01 '} AE!Xtft 
i's={) 'Llbtfflr~~ L:iEnlz*1i1:+¾~1106151'1:frB1{1Ll~L flJU~D 'pJ LllffirllfiJon~*tR:1:+¾~110 ,J}Ji 
*fi11t~ 110m*ilE ~5fP/~N-Jlz*fi11t~Et':J ISPJJxniz *fi11t~Et':J ti~ mi *m* 1§ ,@,*~Hi 
±i{1L@,128o 
[oo64J fr~®/J\1lfU 9'l, Z¥fit~I122PT Ll ~t%EZ.ffi18 ,@, 132 ("$.ffi{§ ,@,") , i~$.ffi18 ,@, ic 
~fliz*:J'i1j¾~ 81 J11i fflEijGfliz*81 ffl? 0 )~ ffl {§ ,~, 132PT ~J ~;j:j§"fylj ~□ J,).j_§j,R 130~i~81 tttfis B ,:t 
;f P / Ei:IUAnli *1i1# jffi 110~1i S,g i~i)J B ;,S O $. JtH~L@, 13 2 pJ Ll ic. ~ flJU ~□ anli *tl1# jffi 110 S,g nli * 112a-112bs11tffl1ji'aJfA:ffs1iJJ1tLlRfA:ff 7 ~®iJJ1tS1 ffl?B11iiQ, 1aJat fA:ff 7 iJJ1t 
R1Sti'BJti, ':13 ffl ?tA:ffiJJ1tst~tiR1 ~titii},~;fP/~ffl P R1t-fu~1iz:I, J1:.iJJ1t~~[AJ R1 riff~, 
LlR~ ~i* 112a -112bs11f fflt'§~B1*B1~ ,@, o 
[0065] fr :'S-1rfi~nffih rt; rt, 'jc½·l'1:t1l~::tmtPti $U * tn 102PT ~j *~* JU ~'T ~it 'Tz¾ifflZ¥1it 
1$180~~::t:im {§ o PT Ll {f J=l:j1ffaJ~~ S11f ~Z¥ftt-W: ~*~lJMJxtMZ¥f~ !$180, if~nZ¥1~~g: 
Z¥1it-i& ~ E!X* B~P l'f ~it ~tJL pJ i~fHitft m O fr ~@1J\17U 9'l 'Jx:J'E1"Hit )$ 180pJ Ll ~t!5E!½~ 
JJM~,}~~'}JxtmJ$ (WU~□ ,X1~lxtlW,A*IXfflJ$~*B~~01JxtrisJ$), ~,}~~,})( 
1itZ¥1it W, ~'T wt$~" X {it* tJE wt* til* o Jx:tl Z¥fit Ff 180 PT Ll EB ~lz *1ll:1# ~ * tJE tll:1#61 ~i 
**~llJ~)t P/~ 1t 7'J ijiz %fi1# 1ffi * tn JR:1# Et':J ijiz %*ih 1'61 0111:tm 1¥1it )$180 pJ ~j 1'1Jt fllTffi° * 
J::]~li*~~li*S1~1i*1~1#~1§~B"Jf;J@S"Jt#D o 

[0066] fr~®~nffi7frt: 9'l, jc:1i'd1%lt15fPt3!$U*t]El02pJ Ll ~tJ5 B 7t-Yi1Rff *t]E134, i~ 
B ,:t ~i~~ ~ t3t 134tAff ffl r$t1f 'Ji.4:·ti ~ :l-llU t3! $U ~ t3t 1 o 2PT ~J xt JUP.ff 7J\. tfi 81 Jttm 81 
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~11= 0 fr~ ff~ i7Ll q:t , ~~·r1%t :tlJil.lP :f~ tu* ;JE 10 2 pJ ~ 11 ~ :;f [Eu~~ S"J Jyjk} ~Jyjk} 1Et?f6tl: ff 
~~1J7J\.ffr o 11UPD, iz1d1%tfilP~tU*tJE102pJ ~ 11'.J=lliilHtlKtfi'& ?ftlffli&~ 106a -106c (Biz* 
112a -112b~i!Ui~ ?ftwi& ~ 106a -106c mH&:11'.fflO,g) rm:ftffO,g~ffl, ;fP/~i!lBi%t:tl,[t_§j9-0/,J 
M fi pg S"J ,8 ( i7Ll PD gi EE ~ J;lx 1W :k ±i 10 8 )[!: s,g ,8) ~ Zi S"J 131: ffl O a* X q:t ' }A~? ft)ij i& 1& J;lx f§J9-

8"'.! M i{H"J ~ft Er''.! tx:fm f&'. 1$ jg M i{}J~j)i!i O jg T ~ 1t M MHx ffl ' a~®~ 17Ll q:t ' pJ ~ ~; IBl 1i 1~l11!. 
JJJ:j[_ a~ f1 ftw ti[~ 10 6 a -10 6 CJ::: lP / ~ t_a t~-~ S"J 1~xHi S"J 1~xHi lHtfl ti[ lJlg J::: 0 a~©; Jf Wu q:t , %t :tlJil. 
~lJ.PT~i=Effi?~m~m*~M~m?m~o 
[0061] ftjg _-g~~~111J, ~4:·rt ~*ilu:t~tu ~t1t102PT~Jitffl * § n1z*ttff¾lffi 11os,gt1z:tm 
B ,ct o 1=E~fqi~f7Ll q:t, ~nfz*ti1f¾lffi 11os,gn1z* 112a -112bi&:1ffflB1, n1z*ti1f¾lffi llOPT~ ii:. 
~ ffl? itii}J O i7Ll PD 'n1z 3Hi1f¾ jffi 110 nJ ~ii:.~ ffl? 1PJ B1 ~ ~nfz-%-' ffl ? ~ ~ B1 ffl? s,g M MHP / 
~:l:fullf:trli, ffl f111'.ffl~l1.*B1 EE ffl FtAff R/,JiJJft, ':l'tiJJft~~rAJ R"J '~U»l!, ~Et~nlz*R/,Jfffflt§ 
~~~~~~o*§m%~mlffi~~ffl1=E*Xq:t~jgm~~ffl~m~B;to 
[0068] ~;), r ~11Ui5t~ T pJ I:) M~fz~ti1f¾lffi~Z9'B"JitiJJJifflB/,J ~®~{YU O ~;), r ~ pJ ~;),}).Jfz 
-9Hi1f¾lffi$t1fB/,J1tiJJJ!JJMB"J~~~f1u (f1UPD, $'t~ B ;tic.>R): 

"entries": [ 

{ 

··source": { 

"type"; "user", 

[oo69J "id":"'222853877", 

"nan1e":"Sa11draLee", 

""login": "'sandra~ycompany .com" 

"created_ by": { 
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[0070] 

} 

"name":S.MikeSmith '', 

''login":"mike@)company.com'' 

"created_at":"2016-12-02T0 11 :41:31-08:00'\ 

"event id'':"b9a2393a-20cf-4307-90f5-004 l l 0dec233". - , 

"event_type'':"ADD _LOGIN_ACTIVITY _DEVlCE'\ 

... d ·1 - '' "14C) 54 -34 11·" 1p _ a cress : ,~ ,. .~ - , 

"type'':"event", 

"session id":nu1 l, 

''additional details":nuJJ 

12/53 J/r 

[0071] ~ r ~ pJ~JJ--mHHR:1~~~1iBI.J~~i)JJ3l:tAssf.J%=~1YLl (1YU:tiD '~¥X14'$'i't B ,ct, 
1cJrt) o 

"entries": [ 

{ 

"type": "event", 

[oonJ "source": { 

"paren C: { 

''type": .. folder", 
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[0073] 

} 

''name'':'"AllFiles,, 

"item_name":"'financial2017Q1 .doc'\ 

"item_ type'': "file", 

"item id":'"159004949 l 36,' 

"additiona1_details": { 

"service_name'':"FileSharingApp'' 

"event_type~':"SHARE"; 

"ip _address":"140.191.225, 186", 

"eventjd":"234d2f55-99d0-4737-9c3b-Ia5256fe7c6T\ 

"created_at":··2016-12- l2T20:28:02-07:00", 

"created_ hi': { 

"type";"user", 

"id"·"?187464 l l" . . • ·"""" ...... l . . , 

"name':"'JohnSmith'', 

"login":'•john@}company.conl' 

} 

[ 007 4 J tJ, r ~ PT tJ, MJlt~tt{i¾ ~ $tzi s{] 1~r0Jii@s{] ~ - /J' 19u c 19u ~P , * tt ic ~> 0 
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[0075] 

"Records": [ 

{ 

"eventVersion":'"l J)3'', 

''useridentity": { 

·1ype":''IAMUser'', 

"arn":"am:avvs:iam:: l 11122223333 :user/john", 

"accessKeyid":"AKlAIOSFODNN7JOHN'', 

"'userN ame": '~iolm'' 

"eventTime":"20 l 6-12-26T20:46:3 I Z", 

"eventSource":'"s3 .am.azona'vvs.com'', 

'·eventName'':"PutBuckef', 

"avilsRegion ":'"us-west-2", 
",,.• ,. 

''userAgenf':"[T'', 

··requestParameters": { 

"bucketName'':"'myprndhuckeC 

"responseElements":null, 

18 
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"requestID": "47B8E8D397DCE7D6", 

'"eventID":"cdc4b7ed-e l 71-4cef:975a-ad829d4l 23cT'. 

[0076] '"eventType'':"A vvsApiCaJ!", 

"recipientAccountld":" l .l l 122223344 '' 

} 

[ 0077] Ll r ~ pJ Ll M nlHHi{~ jffi $t Zi Q{J ¥i=S~b ~w Q{J ~ [[j ~ {l,ilj ( WHm ' * t~ i,c', ~) 0 

15/53 J/r 

[0078] 79a59<lf900b949e55<l96ale698fbace<lf<l6e09<l98eacf8f8<l5218e7c<l47efc<le 
myprodbuckct[06/Fcb/202017:00:01:57+0000]192.0.2.3 Mary DD6CC733AMARY 
REST.GET.OBJECT s3-dg.pdf"GET/mybucket/financial2016Q4.pdf HTTP/1.1"200--
4406583 4175428 "-" "S3Console/O. 4" -
[oo79J fr~®~f11J 9'l, ~4:·tt r½HJvrut~iu *t3t102m~; itffl * § Jtt~ffl1J](s"J ~w, m:ti□ 
* B fifiHRs{J !l;<JMrntnli*ti{~jffi 110:!.:57!,s{J !l;<Jiti~B{J~ -1ft~BL ;l:tt;!l;<Jiti~B"J~137UPTLl 
~1%!l;<Jitrix.~#ix~~~~;fP71\.'fj:~ ,1±x.I1J!l;<J*tJE,lJTl!fJ f~m~~~ *tJE,Islz:Jff *tJE ,Fit 
* tJE ;f P ;l:t B * tJE o 

[0080] fr~fqt~lJlJI7fJ'\9'l, B ,:tyjz:~~*t;E134PTLltftAf~fJ=:Ll$t1frxxJit~tl5Fn/~mr0 
Jitfis O Wu:ti□ ' B ,:tyjz:~~ ]UJE 134 PT~:H&:Wc W.79~5fP{£:i£2'k!l;<Jit 104JJtw.{£~JEQs{J Mc1t1~ll 
:itl:ff:i!lH8, Ll 11 EE 33: ®1~W iiJ>RB{J~tMl}*il;<J o fris: 1' ~137U 9'l, il;<J ftlYJMPT Ll ~t%3 J=ltP1lffl 
niz*ti1A 1ffi 11 o s"J nli* 112a -112b~yj~~ niz*ti{A 1ffi s"J niz*sJ ~m s"J fxxJ tt0t,;. o fr~®~ 
11U9'l, il;<jf~JjfflpJLl ~t§Jtt!l;<Ji~01t:.m., 11u:ti□ 3 ffl P ftfflJtt!l;<Ji~'&f;,J]( C@:ti□ tilm130B{J'&f 
;,)](~1[jj:*[xx] (i;i';:ti□ Mif~) _ts{]'&f~) Rt!:tms"JrxxJMHriLS:◊{'F79yj~~/JdYU, B ,:tyjz:~~*fJE 
134 pJ ~.:H&:Wclt79 ~ nli %t~1~1ffi 11 O:i1lH8' 12), !Aniz%t~1~1ffi 11 o$tzij~ti}J B ,:t O ~lz %t~1~1ffi 
1 lOPT LlJllf 13'U:ti□ 11 H ,c;tyjz:~~ *~)E134~tt$m*i~i}J H ;:;!;,s"JAPI ofris: ®~13'U 9'l, H ;:;!;,yjz:~ 
**t;E134 PTLl ~tt$1lffl"ftx0·B~*ti1~Jffi11os"JfHP~lEPB"JJlciiE*m*i~i}J B ,ct,; ~p, B ,:t 
Yx~~*t3t134 m Ll tHinli*ti1~ 1t::u 11os"Jt~ ;=i * Ll ~*~ ;=it§~ s{J1fJ'\ti1--H m.>tL 
[0081J fr~frJt~~7fJ'\9'l, EE B ;t,yjz:~H*~JE134$tZfB"JJit!PTLl EE ~~·tillSiJJVFP1~$Ll 
* tJE 10 2 9'l i't':i it ti Jt ttr * tJE 13 6 ~ :fl o ix tm 71\. tfr * tJE 1 3 6 m Ll x-t !l;<J tt it ti lP ~~ i}J it ti :ill: 1f 71\. 
tfr Ll tAff ff1t, @:ti□ lE fr 11 ffl R{J@ ffl R{J '&.J~, iff iJJTlA $ :5:J to i.R 11U, :n 11;':r&imU Ll El il;<l ft ~~1J 
tt~mU, ~~o rTiff:itJ:~~ititPTLl rnziiiti71\.Tfr *t;E136tAffs"Jis:®:fP;tttff1'F o 

[0082] {£~frji~lJlJI7fA rt,, ~4:'tt ~•tJll.lPt~tiJ *t;E102B"J {§ }@,~I~ *tJE 138~J1:!Lt¥1ii9&: 
ltl 22 9'l B"J iit!, E t!513'U :ti□ 1¥1ii~ti, 5E 1:tr;f Pt'.):~Jiffl, fiHRJit! Ll El£iJriit!, ~~ o fr~ 
®~137U Lf1, {1Ll@,~I~ *t;E138/,,\tiliR130B"J ffl P (ffi~□ ~ll·riffl p) tlt!Sc#ix-rfis, i~Jt.l PnJLl 
m~ffl~,@~mms"Jfflps"J~*~~~is:®fflps"J~ffl-~~fflps"J~WPT~EM~~ 
ffl p B"J :fefr5~ tttz O fris: ii:~ ;fn ~ B ~ {?JU 9'l ' {~}@,~A~* ~ 138 pJ Ll ~ :El ffl p ixtm fr 1¥1it9&: 
l'J229'l 8"J~3~ffl1¥1i4tW9'l 8{JZf:1it" 
[0083] fr~ frjt~ ~7TA 9'l , B, M !:t m~U 7 0 x-ttil t.R 130 ~ ~~·t1%HJ\1.5FPt~ tLl * ~JE 10 2 B"J ½ 

~T'& P1Affix.±ft71\.Tfr ◊137U~□' s,M"±.m~l 70pJ Llx0JftJi!i71\.Tfr *t;E136B{]tim t±:l illffff1'F' 
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:Jtit~mI*, J=l:jf=' ,llif='~mi*, J=l:j /='lO/~ffl.f=' 81til·ft-81'Jj;ittt81 _;./jto1=E· ·®7T>f?J~ q:i, 89( 

MJct~~ 170PT Ll fkti □ 120$t1~J51jJi!i Ll1Affiz±tbttfr o iz±·ti?J\.ffrff1t~~i=ErTIDill-:ti7 
iii:'~ 0 

[0084 J fr ~;fqt ~ 1Jlil7f A q:i , 'Jj;it·till~JS\l.lO:j~ 1ffU ]UJE 10 2 q:i 81 :j~ 1ffU jfi=!f :ff. 172PT Ll 1 ~'Rf§Jx 
130Jtl:1J°ff1t, Ll ~;I=tmtxi't':J ffl f=' M niz *HHttlffi 11 Oi't':J niz * 112a -112bi't':Ji}J r'PJ o 1=E-1S-1rJt7T>1YiJ 
q:i , :t~ *U tgf ;1=t ~ 172PT Ll 79 $~~~Ii* ~t£1.t¾ 81 ffl t' 1i ffl 811f fiiJ ~ ~Ii *t11# Jl:Uli * o a - @ 
7T>1YIJ q:i, t~fffU 'ir:fJ. ff 1 72PT Ll 11'.Rli-JJ r'PJ *ffi~H~~:t~1ffU ffi f=' M niz* 112a -112b81iJJ r'PJ o iJJ r'PJ *~ 
PTrJ5Ex c1f1J:q□) PTrJ 1tm~~~g1tfflfllz*B"J fflf='B"J~~~~ iu, PTrJ 1tm~~~Ntmniz* 
B"JA~fflf=',PTLl~fflm*B"J-~q:is"J~~~-~q:is"J~~,PTLl~m*#~~Mm*# 
JE81 JjcJ:Jis 81.;.' nJ Ll {f ffl 81 #& :rkf w ~ 81.;.' a {f ffl ~lz gs.st nJ Ll fAff ~~fig fA 1T 81 ~{t 'iJJ r'PJ 

*~~ffl r~~® m f=' , lo ;~~r niz* R1,; TI~~ tu ~txJ!L a~ 1rJt~1YU q:i , :t~ *U 1r ;1=t :ff. 1 7 2 PJ 

Ll 79iJ ,~ 'Jj;it·t11r:fJ.ln:t~ *U * ~JE 1o201 niz % 01 ~~m.tx t1Hf1 *~• o a-i1:~ 7T> 1JIJ q:i , :t~ *U 1r 
;1=t :ff.172 PT ~;), 79 =rm iiJR:1#~ [P] 01 ~itttt,& 11U , :tt rr m =tf =rm W: 79-~ ~ ~ ~ ~iz %mJf ~ittt 
ElL a~ ®7T>1?f~ q:i , r£Lt9'xtfiJf~ 81mrl PT Ll ,i~[AJ riltR 01-@~1::ifflffl f='1tffl n1z*01~giJ 0 

[0085] tE-®7T>1YiJ q:i ':t~ 1fflj 1'r ;I=t ~ 1 72~ pJ Ll i1!Jf1 ffl rtlHx 130 81 iz±·ti*~ 0 iz±·ti* 
~PTLl5Ex.~*~~*•'~®~*«•*~~~~~'Jj;ittt~&~Ll~~7f~~~tt~ 
81~1~ oa-@/J~WU q:i, PTLlimu1fffl-~~lz%ffoi3tlc:t.EE *~5Ex.79J1£7.'Jj;it·t181 t9J1t, J! 
-~~m~~*m~a~ffl[P]-ffl*~~11°~01=E-@7T>~9':l,~*PT~i=E~ffl~r-~ 
~~*:!f:Jjfs]Jx:Jct' Jt q:i ~K*~ rn--i"'~K*t~{#]ffiQX$~~K*:f~{#lffi:t~{#810 a-@~1lf~ q:i '1l:. 
it·t1*~~PTLl5Ex.~a*1~UiiJii&*~st1Affs"J-~~$~*~$j(i}J{tu*~$j(i}J1tPTLl~ 
tt111J:qo ~jj!r~ T ii& 01 ffl f='' ~ i',§Jx 130 01 M §.§.1'f ;£!in'~ izit·t!:f:'ir:f!lPt2i>fIT1j* ~JE 10201l'r 
;l=tff! ;fO/~ ~ yj-~~{$l3t~Jffi~O o 

[0086] tE-®7T>1YiJ q:i 'l~l~PT Ll ~+i1,~e~x1 niz * ~x1$~nlz*i't':Ji}J r'PJ O 1lfiJ:qu' 1~l~i}J1tPI 
Ll ~tJS~liJtt~5Effl f='{tfflmi§§,, ~~~liJl:tliixl3081 ?Jr~ ffl f=' {iffl ~lz§§,o fp79 yj-·1"'~1lf~, 
l~$j(i}J 1tPT Ll '§;j:js p~ 1fflj pJ Ll a 11'. m niz * stt\ 1T 81 i}J ft O a-@7T> WU q:i ' 1Aff *~ $j(i}J 1t pJ Ll 
~t!S~ ~~Mti 104i3tJEff/4-oft~ ®7T>1flj q:i, tf/4-PT rJ 1lfl):q□ Wc.l'.~ f='ftifflW: ½~Mti~itllW: 
Jft!! W: ½ CmP□ IW x±;Uos) o a-@7T>1YIJ q:i , 1f f=' ftrtiJW: ½ 106a -106cfO/~ M f.§.~frillW:Jft!! W: ½ PT 
Ll lE fr1A1TtX 1~1~;I=t' i~tX {~1~;I=t {f ~1fflj 1'f ;J=t:ff. 172f]g wi£J W: ~jffi fg * flxtW: ~illff 11:tr)( 0 
1,te)(PI Ll ~1~1lfiJP□ r~ 1ffUxt±i~TP:l:t:1:Jl:R1iJJ rriJ, ~HJ1:J5Jr~Mt.§.tft:.m, ~fflW: ~~xtW: ~:itl:ff 
~1rJt~B1~r)(o 
[0087] tE-®7T>1fiJ rt, , 1A ff 1~$1ci}J fF PT I:) 'ELtJS ibJ ~lz%t~1# 1ffi 110 i3tJEt~~ ~;J, 1rir:'11:xt ijiz% 
112a -112b81iJJ r'PJ o a~ ®7T>1YIJ q:i, *H~j(~1i=PT Ll 'E1tJS1iJfl5E~ i3t:i2iB1t~4 o 1lfiJ pn, :t~1ffU1f1£~g: 
1 72PT Ll*lrnlz%:tR:1A jffi 110)f0/~xJlz*81API' Ll iJ=rnUPT Ll ii11lff Ll i31 JEQxt nlz*811Jl~r)(~ 
01t~4-o#~ 1"'7T>W~ q:i ,AP 1 PTLl5Ex.t~4-, i~t~4-PTLl WiJ~D!W Jt~~~ mUtliix13001 fflf='~­
tliffl f='xtnlz%81 i1J r'PJ O 1t 79 yj--i"' /j~wu 'APIPT Ll5Ex. pJ Ll~ fflW<J;'3 fflnlz%81~® J}J~ga1t~ 
4-, ~q:i ~ffl~Ja ffll;Q[AJfliixl 308':J-~~$~ ffl f=' oft~ ®lP:ltB7T>1YiJ q:i, x-tnlz%B':11r~r:'11: 
JJQ[AJ J:; fr5J~j(t§~!j::'Jcs1t£1.t¾s1 ffl f1, ffo ,1,JJQ[AJ ,1, lriJ f£1.t¾s1 ffl t' o 

[0088] ft~fqt~M!:7JA q:J, izit•ti~fJ\1.fOt~fffLJ*t;ElQ2pJ Ll ~fJS-'¥= )j *~178 o-'¥= )j *;JE 
178PT rJ~~~;fqt;tJl:ff.$= ;J ~r!Jii.fflr rn'Ji:.4:·ri ~tJl!.lUt~tiJ ~;3t102~'.lz:~81l1l::fm o ~JB1f1J:qoPT 
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Ll EEl5l~7J\.tfr *;JE 1361f ffl*rli1M'+ ;J ¥iJSJ.J 1§ ,@,*1tft tB*rfr1f J=l:j EE mi*tl1#1ffi 11 Ott 
1# sJ.J BIHHt sJ.J ffl? itii}J sJ.J 1iftrl 5E o 1YU :tio , '¥ JJ * tJE 178 PT Ll '¥ JJ t_§JR sJ.J ffl? sJ.J IE 1tM ftim ff 7'1 
OJ.Jtl:ito a~ ®;foJt:'t1rdftU 9'l, $ JJ *;JE 1 78-aJ Ll~nlHlH~"F= JJ *;JE 1 788~~$ JJ JrJOJ.Jtl:rt 
sJ.J tl:1tl , iJJl :1t1 PT Ll !5 ffl r t§JR sJ.J Jt: 't JJl:11~1-EQZ=f fii a Z¥ fl ~IU 2 2 9'l o 

[ooB9J 7'1 T x=r~"F= JJ *tJE 1 78, a~®~ ht1J :rt 9'l , ic~·l·iIBI +,m;fo:r~*U *tJE 1 o 2'E1:!-%:t3Wi 
~17 4;fDtl:ii:7J\.tJ-r~l 76o ft~ ®~JJfu7J:ii: 9'l, t3ffi~l 7 4 PTLl 1YLlftD13ffi~1!i1: Ll~*tt5E~~ 
SJ.J1§ ,@, 0 fyLlfto' 13:nliff 17 4-aJ Lltlltttt5Effi?' m ?tlL m ?~lD/M!5tt5E;fll?:t§*Jr~SJ.JPJr 
~-m PsJ.JitiiJJ o 11::7'1 'h~'1'1JdJ1J, 13:nliff 17 4PT ~JJt~x.!5t#5Efl~*E!xJ~*~sJ.J1tffl:t§*sJ.Jiti 
i}J O 11:: 7'] yj ~1':rr- WU ' 13 m ff 17 4 pJ Ll ttltt !g tt 5En~ *111# 1ffi ;j,§ * SJ.J )ti i}J Oft~ ;frp ~JJfu7JA 
41 ' tJtr:~ 7]\. Hr ff 1 7 6 nJ Ll 1t ffl EE f3 ta'i ff 1 7 MI llR SJ.J #& ~ * i?. :!5U ~5d)i!l 41 SJ.J tl :r:~ 0 17Ll :tio ' ffl ? ;fo I 
Mt_§JRPJ Ll Ll ]'1:2[RJ.J1J:rtM Ll 1MvFRJ.J1J:rt 1im ij~~ 0 a~ ®~1YU 9'l , ti:a: 7]\. tJrff 1 76 PJ Ll i?. 

:!5U!l~,j:[ ff 7'1' * 11 [PJ $ ;J *~JEl 78i9.JJU~JJ:~ff T'Jtl:rt 0 

[ 0090J {£ ~@ :rr- fyLl rt, , ~~·t1%i 1!\l.lD:t~ trJ ~ t1E1 o 2 rt, sJ.J Ji 11ih7J i'J:iJ ff 18 2-ar ~j !5 ij~%tt1# 1ffi 
:im 1* , Ll JAjj~ ® ij~ *tt1# m ~1~1tiiJJJx1M C 1tiiJJ ~ 1M -ar Ll ~ n xt ffl P ~tE P , 1ll P ~tE P , Hi~tE 
?Myj~~:@SJ.J~lE? 0 PTLlitxtn~*,tt5E~:@sJ.JJ1JE (fyljfto 'tt5EJf.!HiBJ.JJ3l1E) '~TM$ 
-i' ffl?, M~ n~*,n~*1I{#irij, IHi, ffl ?MJt't[zs] ~s"Jtli1f*~1~itiiJJJ1Jm ozt~®:rr-1YU 
9'l, J1JI i;)JfJ:i] ff 182-aT Ll~W~1m Ll 19.JJiJ !5~1'~$1'11H!U (ii:tio~Tw<'.$1' n~*, tt5E~ 
:1t18J.JI1l1m (fyrJfto ,tt5E~•l'i8"Jt1Jm) '~TMg;T ffl ?~Jttlii5-) tB*8J.Jitl9J 0 

[0091] a~ ;frp ~JJfu7JA 9'l ' 3Z ~-ti tgf w ;fO 1~ trJ * ;JE 10 21Mf#t~ D 120 ' 3Z ~-ti tgf W;fD 1~ mrJ 
* tJE 10 2 sJ.J '.g? pJ Ll imrli~tt D 1t ffl jz~•tg/g JJ.;fD:f~ trJ * tJE 10 2 sJ.J Biz* 0 ti D 120 pJ Ll :ft1# 
111J:tio 00 % ffl ?Jr-. 00 (GU 1) , i~ 00 % ffl? Jr-. 00-aJ Ll ,W::rr-{ttlitRO"J fg:f!'f!:f:ffl ?~~t%Wcliiz~·tt 
fg W f□ :t~ $U * tJE 1 o 2 sJ.J n~ * sJ.J :f~ $U 00 t&M 15C1H&. o 00 % ffl? Jr-. 00 ~ PT Ll ft fg W ti: ffl? ~~ t% 
,:gf~*rn~~ft11tlffil 10B'~n~ ~ 112a -112bs'~ ffl ?itii}JB'~t~E O 00%ffl ?Jf.OO~PTLlfi11tiz 
~-ti:J:1~ sJ.J 1~ EH Jli>'. f ~$3liJJ1t, ;f□ !Mt~ E ~ ~-ti fg W ;f□ :t~ trJ * tJE 10 2 § iJJtAff sJ.J f ~$31:iJJ 
11:: BJ.J t1±r:J!j:L 00 % ffi? Jf 00 PT Ll 1YU :tio ii~JJ'i'.J-J PT Ll 11:tli tR 130 B"J ~? ftw i& '@" 106a -106 c _t tA ff 
sJ.J~f~J11i ffl o PT ~1~:f:-fuMM1Jo:f:-fu, 00 % ffl ?Jr-. 00-aJ ~Jii~JJi\T'J~rwebBJ.J Jr-. 00 C1JIJ:tio, ~irt) o 
[ 009 2 J ft~® ;,r, 1YU 9'l , ~ D 12 OPT Ll PT fH-U-fu M rft JJO :f:-fu ti 1# AP I , f'BJJH 3 OPT Ll iffi rl i~ AP I 
*fgW EE iz½·ti fgW;fD~ tu* tJE 102111# BJ.J n~ 35- 0 i~API nJ Ll JEX. i}J11c 'fyrj ~D 'a 1t ffl-fr n~ % 
st1irllR*T ffl ?ijfji)JRJ.J1~E, 1iillR*T~~-ti-$1tf:RJ.J1~ E, /5t;$ ffl r1~$,1i:i}J11c RJ.J :j:~4(, ~1~ 

*T ffl? ~tir}J sJ.J tJE it1~ ,@,fn/ M !5 ~~·ri ~ Jlfn:f~ tU * tJE 1 o 2 sJ.J §~ * :t§ * sJ.J Jt: 'tr}] 11:: o ti D 

120 81 i\P I PT ~j {ttlitR l'f~ ~$17LI ti□ i'ij-jz~·l·1 fg W ;fo :t~ tu~ tJE 10 2 8/,J l'f~ :1J ~!Jx :¥iJ tli tR 130 8/,J iz½ 
·ti¥11tll W:JJfu 9'l 0 

[oo93J tE :S-141~JJfu7J:it q:i, ffl riz±'ti~1½1.l□ 1~tusJ.J *tJEPT Ll 'E1tJS$1'i'ffl14, ~ ®$14 
PTLl 1ftr .-i'1111~-¥-& LM1irlbm1~01 ~-i'1111tf:-¥-& _to i'ffl1tf:PTLl 'EL1tWc1tn~~~MJt't 
it• l& 1&Ll 1A1T~~'tiff W;f□:t~tU*t1E 102sJ.Jff1'FsJ.Jttf~EZffl ;f□/~tl~c 
[ 0094 J 00 2 00 :rr-T PT Ll EE 'ic~·tifgW;f□ :r~ *Ll * t1E~J,m El'~ ;,r, fyrJ-fr'ic½·l·i* t1t200 El'~ ti! 00 o a 
~1rr~JJJl1J:rt: 9'l, ~17U~ :t:~·ti*trc200-ar Ll 7'] ~K*t11# 1ffi 230 a1t11.r 22ojtJ:ff 1xxJ f~ ~~JJ71'-­
tJr' * _§Jijfj 5E;fll? 2208/,J ffl? a1t ffl Blz*111# lffi 2308/,J Biz*St $/,Ji}J11c ~ ~ t~ AA~ ft ~~jJ O a 
~;fr/l~JJfu1J:it 9'l, -fr~4:·ti*tJc200-ar ~J 'ELt! ffl r !5fll? 220:t# u sJ.J ffl ?1# u i'fflftf:21slwffl 
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r 1=Jnli*tt1~ftD230tlD 81111~ftDti D "l'f1Wt201 o-tEFoftw, Z.~½tt*~JE2oopJ~ 'ELttmr:itl: 
ff*m~~~@ffl~fflr~~a*m9'l~ffl~~~~~~~~Wo 
[0095J -tE1!12011rd11J01 r rX9'l, f~p22o~nlHHI1~ftD23o01f~ P ,~:@:~*3~!rf~p220 TE 
a11mnli*t~1~ftD23001nli* o ':1§-fr~½-r1*~JE2ooi11zt~1~7'J-fr nli*Rt, fH;=122ofil PT~~-fr 
~½·l·i*tJE2oos'~fB.P, RSI T'JfB.P 2201E-tE1:tffl-fr~½·l·1*~2oos'~n1z *o 

[0096] -tE~,fqt?f,fyij 9'l 'ffl rtl □ mWt215'ELtt"§f :fU~mU 'Ei 2145jt)7J\.tfr PTtlJil.1tt~$U 'Ei 216011 
RnrlJ.:f1$U'Ei 214 ,fH;=1220PT ~ re1r.mr nrit*ti1~ftD230~ ij1i*01~½·r1:t1$U O ~½·r1:f1$U 
~JNcBPT~'ELm~~~ffl~~fflfflp~fflP~m*~W~-~ffl~~fflfflp~fflppJ~~ 
ffl01nrit*01t~fil, ~,lz.f-Hp220PT ffl 81 ;i:t t:lNclr.o *tfrPTtfil1t:f1$U B 216PT ~i&:fflr~:w EE 
-fr~½·r1* tJE200"±.)JX 01 * Hr o fyu fto, 11 m 7J\. +fr nrtm1t~$U 'Ei 216, fHP 22onr ~ i1:f:wf& RfH 
f1 R1mf1;¥of£Lf1220 faJTiT 1m R1 nrit*R1 ~½·r11J1tt: R11~ i1r O a ~f-rJt7f- f1u ~ , PJ ~ N1. -fr~½·r1~ 
tJE200 81 J51Ji ~fit W~Zi-tE lg';Jjlj1 $U 'El 214;fn JJ\. tfr PTtm 1t:f1 $U 'El 216 ~ _mL,J~ 81 {~ }~, 0 

[0091J {±~frr~Jlffi7J:it rr, 1f :Etf1$U 'Ei 214 PT~~ fPJ fH P 22ott1~ttxt :t:'1'-fr ijfit~lP /~ -fr 
niz *ti1~ 1ffi 01 :t1 mu 011JM4Ht tlJil. ~ 0 ff :Et t1 $U 'Ei 214 PT~ 'EL 1t m f1 ~ oo , i~ m f1 ~ oo a J5J ~ m 
• _till:?]\ ffl T ::f [nJ -fr nrit * 81 f1 $U 81 fiiHt tm l!I O tt1A ~ff :fl :f1 $U 'Ei 214 81 {a}~, pJ ~ ~ 11 ffl ~ 
r5T;J31:ffl61:tl:rts-9(~11-A@ffl § ~~tlW208~t~61 o 7t ~@?J\fYLl 9'l, tfE1l:lt1$U 'Ei 214 PT~1&: 
fflr~-fr nli*t~~*~J!£61 'i;}f f6J 2fi:~o-tEJ!@/_J~17Ll 9'l, ff :Ett1$U 'Ei 214PT~tlH.!iH~JE617J\.~~ 
Cmfto fyLJftoti l'tt. ?ti~~ '.iE x.~) *ill:?J\1~$IJ;fP/~Wlr.t~ $U o -tE~ '1'?J\1YU 9'l, ~r§'J flz571J 81 

7]\. ~ __1:; ~t, ti 01 t~ $U xt@ o a~@ 7f-fyLJ 9'l , :t: ½ -r1 t~ mu 017)\. ~ tri /:~H~ JE 11if EE m t,H Cm ftn 
~~ ~%f1Fit£vt,{~11JfJE~JG (NIST), ~~jf,;j;jf,11£1ti§j9, (ISO) ;fP/~xH---12ff~JyJl~½tilt 
(PCl USS)) j~JE □111£1Jl!J ';fp/~ ~t'~;frJtt1HR111~01 J=lftiiE-=t&o-tE~~/J\w,J 9'l, ff;J:!f~w1J 'Fl' 
214:i±PT~ fl{~ fflr-55SaaS,PaaStP!lt-'."±.@ffl~AA81ffi1tt:fl no 
[oo9sJ -tE-15-f-rJt~ ht!!:15:rt 9'l , JJ\. tfrPT +.m1t11fffiJ '§- 216 PT~~ Wti:rt R?J\~½'l"tti'tti, ;l:(:J:l ~ 
ffl~gj-5 (mft□ fI B' tiE '~B) ffi~ij61 JxlJ~ RSI:$: 0 PJ ~ ill:?r,;l:t't;tJEit{1L~,~!3t_m 'iift□ fyLJft□ 

mf1~~~ij,J:l~~1JT~~;1Jp01mf101f.§., 2JJJtU~i01x1tt:,J:l~~$ 2JJJtU~i0{]xftt:01 mf1 
;fU/~rtt~$ X{tt:61 fflp, ~~o ~©;~~61{1§,~,PTrJA#JErt#JE61fllz*tt{~ftD o fy1Jfto ,xt 
TSalesforce. com, flt_S. PT~ ~ttlE-tErtttfL~MBUfJJl:tfis,if J5J~ij**A81 ffl P815ttfr o 
-tE ~@ /J\1YU 4-1 '7]\. ffr nJ llJil.{t~ $U 'Ei 216:fl{~ ffl f f_[p ~ -fr ij!z .gs. 81 ~½·r1~ $U 81 tJE ~ tm 00 0 7)\. 

tfr pJ tm {t t~ $U 'El 21 6 pJ Ll ill: /J\ ffl T ::f J5J -zi nli * R11I 1PJ~p)T ~ ~ ½ ·ri t~ $U *rm{][~ ' ~ ,& 3 
~ffifflxtr-55fflJE~~~remffl*~~ffi~ffi~ 0 

[oo99J -tE:! 1rfi?J\fYLl rt,, tRd~ftD1i D -tm1t 201 PT ~j ~-fr~½'l'1:t~trc200PT ~j ffl *1=5 ijli%t~1~ 
iBJ 230:ittfrfi D ~ Gl#j o ~ ©;-tfl11tt:PT ~ ~tt Z. 00.§IY.~g_ (craw 1 er) @#j 202, Z.:fj;fqi~g_@#j 204 
;fPJ31:tf ;IJptt:M@ffl206 o 
[0100] fF.~,fqt?}\fyij 9'l, -fr OOIJY.~@ffl202PT ~ 1-Anli~ttf~ftij 2301&~:AT~½·t1:f~wU01 {~ 
,~, o PT ~i~EE-frff~IJY.~@m2021&1{fU 81 ~tl$frJAfU@ffl § ~JJl:1!/f 2os 9'l 01&1{{1§ ,~,PT~ 
1'L:l-t1YU ftu fPJ nli%1t1~1ffi 230 t:zJ!il *, i~-m* +&:*U JE :1g fPJ ij!z~rtf# 1ffi 2301101'61 PT ffl r nli%B'~ 
'.t:½·tif~ $U ~ ». ffl r '.t: ½·r1:f~ $U 61 ff 1PJPT ffl W:E'. o PT ~1~:1:ili~ ~ft ;/Jp:f:fu, ~K *t1f# ftD 230 PT~ 
'ELttAPI, -fr OO~ff@ffl202PT ~jjJii~API~Ziffl r 8iz*81~½'f't.~$1j u-tE~frJt/J\1YLl 9'l, -fr 
oo!f1~ 1~m 202PT r; JAnrit*ttf~lffi 230¥,):1{tt 1t=t: JEX~ ~4:·r1WcBzJi11:tm o tt 14 JEX 61 ~4:·ri 
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Wcnl!JJM PT~ Wi:i£H Mt~JE~li*B/,J ~~·t~H~ tU B{]WcE'. 0 ~~tH~tU ~~~ tUitJ i'J:iJ -;;; ~li*111# 
~ J1JT111# (house) S/,J mZ ffl ;f P/~l3(J)i!f S/,J tJ1 tU o 1YU ~□, !f:x 14 JEX. B{J iz1d11£JlJ~JE PT~ ~t!ffi 
:i£ 7J ~ T ~ JD1 JE 3l 0/,J JffEi 0/,J Jij@ : ffl P , t1UP ffl P 0/,J :5-;'-tft : 1JD ~, ~, i}j : 4-fr.$ : iJJ i'J:iJ 1~ wiJ : f>l ~~ : 

Wcfl: iA i.iI*~s{J~~: ~zJJ l7HJ:iJ *~; ~R. 1t$Jtt:~~B{J~~·ti1~tu 0 

[0101] tE-15-tr/1~1YU cp , ~ OOI!R~ @ffl 202PT ~ Ji-rt iU~IHHl1ft lffi 230, ~ ff~1~!0: 14 JEX. 
S/,J '.t: ~·ti We~~~ 0 ~~ *tl1# jffi 2 30 pJ ~ ~ * ffl riJJ i'J:iJ .~~ *tl1# jffi S/,J * ~JE S/,J :ttrx~~1r/1 ;l:t 
t:%:&:s/,J [Pl iL NTX PT~ EE 4-fr$ (©~□ 11'. RHtJ rNTX s/,J 7f JJJ"NTX (OAu th) 7f JJJ"1i11t) ~ EE J1c 
i.iI cm~□ m P ~ ;fu ¥£ :iiij) 111# o 4-fr*~ J1c i.iI PT rJ ~ tli P 2 2 o B{J 4-.~ ~ J1c i.iI , ~ ::jlr PT r; ~ ~ ~ ~ 
~·ti* i'JE 2 oo i'§ ~~ s{J 4-fri ~ J1c L.iI c PT ~ ft ffl ~ -frr Jt t: tt * * 1sHxxt ~ 111# m s{J * i'JE ;f P Jx 
1Jis s{J iJJ i'J:iJ C i~ Ji 11~ nJ ~ ~ 1t111# mti•uRLo 
[0102J --a~frr7f-fyLJ er, PJ ~:i11B1 ~ffl~li*m1# ~ 210R{J APT JK:Yt~!f:t1ttJEx.R{J ~~·ti]il!cfl 
J.iJ,@ oAPI;fnAPI~S/,J 5f-1?JU~t!1~*·ti~(~1tttu (REST) , Java2f-§-, {t.ill'.fr& (J2EE) , fiij l'j'I.xt~ 
i7Ji'J:iJtJJiS( (SOAP) ;fPJ]t't.ffi:f¥1f~ (m~D fflr Javas{] JJl't@fflfl.PI) , ~~ o~PT~2JJtfflJt•~tt 
#*if*11L@,, m~□ HtP*ift g (if~DPython;fPPHP) , $~ffi:i£1-1< B 7t-::t14 ,:imrlJavali1risJ$ 
J!tl (JDBC) ~RESTS{]Ji1EWJ!1i·ti~R.illJj @ffl (ii~D~1a,l;i) o1Bzli:iz'.~tiYY:S/,J1a ,@, pJ~ 

~~:frrt'i3-:ri:*~, m~DJavaScriptM~*~;it (]SON) , PT1t ririic ift g (XML)~:@: ~7J\.ilfl,lj1J[ 

(CSV) ~~o 

[0103] T®i'r-J*H'H# TEE~ ijfi~1JH#lffiBox;fPAmazon Web Services (AWS) t.&1#8{)~® 

'.t:~·tit~ tu s{J 7f-f!fU O Jt t: ~ ~~ *1l1# lffiPT ~ Jt1r~1~s{J 12 ~·tit~ tu~ Jt t: 12 ~·tit~ tu 0 

[0104] *1 
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I :k-·~•h: . .tJ>$ij - I Box 41 i.At - - !Amazon \Veb Services 

! I I (AWS)it .:t# 
i . ' . :· A,~- ., - l .. " '' ,, -- - ·, .... ' - i .... ' ' ' ' ' -.. ,_,, >--
i m 1---11{ctv,·rJ1 , Rhs r cft:tz·!1,1-k k"ft , I\ ws I A Mt!ft,t'··.;f,r•h 1;,J I ., . " --> - I 1-~-~·- _ -- .. -",,L, ~ I ·:,~ .. ~ . . - _, }j • ~ 

i i '.t°HU JAPI i tr#i'.)API 
l I • 1 

[0105] 

',,•,,,, ':_:t,·'·i _.~.·1'·1·'.«,'·."-~-l-,' __ ,rn(i'',J·::1 .. ·,-,l-.~':.l_1-_- - I REST API- ' \H'S ----- ,,,,.__,_"_ ·:ic·- '·I \-PI ;,:r -- ,, "f:.._ 111 H ; "- ',tr i ' , • ,. ! i- Yt' .__ L,_: R-')':J:Z,t;--!'j1-·'F- -: l 

':
I . - i 

i ( i phone... ipad (/j, ) , i :ff! H it. :~'t H-
l----------------------------------------------------------------------t--------------------------------------------------------------------i-------------------------------------------------------------------------

j ',_).\=:s-/i'flc~;,:ru-x i RFST \.PI i A \VS' IAl\ll ,:'r}c·1wz j u-1 , ;J .F-'.i-t' •n I ---~ !- i , " • _ At 0 1:l 

I Hi :;t flJt riiiiu tt\hiH 1r:u Ht $!J rn F tf# r,{;1 '.{¥ tJ I A \vs JAM w:m~ I . . . I 
i ~W~0~ i 

[orn
6
i I Ill~-~ /ili"lffJTH'1:ml'!llliuUn -

I ~mfu~ Im~*~• 
! .~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~1 ,~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

[0107] *2tl1~ T fflr~ ~~%tl1~iBJSalesforce. comS<J 1Z~·tit:3!iUtP5l:3tt~S{]iJJi'i:iJ 9'l s<J 
-@~~~"~~~~%~m~~~~ffl~M~~~~~~tt~~~~ij~~" 
[0108] *2 
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tE Salesforce.com rt:i )ti'# 

SalesForce .ffiY::1/ifl/rtHf1 APT 

[0109] 

Sales force .xt~lhl 1m 

ffl"B Sales force f§J tli 

[0110J tE:£frJt~fylJ cp, ~~J&ff@ffl202PT~:ftH!1'ABR~tl{f¾~2301iHls,gtt{~5Ex.s,giz 
½#reB~ffl*~~~½#~~~~ffl.~½#~~~~ffl~~~~~m~~,fflr~m 
.~/ftuAiU0~Jj1J!W Cii~D@ffl § >1<Jit!J$208) cp o PT~xt~½tH~$U~Jit!Jtl:fr?t~ (1ylJ 
~u , a~ ~1 fU ~ 11U cp) # ~ 5 I o JJ\. ~PT~ t-ffr EE iz½tHfitJUl'UE Er'.! :ti ti ;fD /~PT ~ EE~ - 1f i), 
-j,i[;fD/~'$'1¾ oJltJr, PJ ~ !Ei%t~5Eit:J;Jl~:ti11£R,g ~.>jt,i(1ffiJ5E~~·t1:t~iux~t! ;fD/~JGIX 
ti s,g 7J\. ~ o 1YIJ ~D , ffi ~D 17! ~ 15R ~ pJ ,f$ ;j-_i ·ti ifD ~ {f rt~ (HI PA A , He a 1 th I n s u ran c e 
Portability and Accountability Act), f';EJI:!J:Jr-~:R::!J:Jr:flj)!~ (Sarbanes-Oxley Act), 
Jl:3cnJxtJ~!:5tf:t:£1fl!it:tiJ (FedRAMP,Federal Risk and Authorization Management 
Program) ;fD/~Jt 11-tfr ill'.JJ1JJSiz½-tili (PCIDSS, Payment Card Indus try Data 
Security Standard) ~~s,gtt;J;Jn;fP;ti,l#PT ~~.>Jt:tR 'R!fP'$'Tf<~,~021 o PT~~ --fil~tt;J;JJ;fP;ti,1# 
M~~~~~~~~1f~*m~~~½tt~~~~ffl,#~illM~~*E~~~ 0 

[0111] iz½·l·1:t~iU5GlifflPT~;J,f¥frlHt@ffl B ~JifflW2oscp ◊a~®~1YIJ cp ,@ffl B ~111: 
tM J$ 2 O 8 ~A pa ch e Cassandra Ii 1M J$ , ~ ~ *ffi'.-W: it 79 ~it$~ J=l:rnli ~ ~:t~1E'. _:k _;,ix tM s,g 7f 
iJJNoSQLi3l:tE )$'g}!*tJE Oft ~®~1YIJ cp ,@ffl § ~litmW028~{fffl:l£r~@ffls,gJji:tJi!iW 
0,g~~*~J_ffiO,g o a~®~WIJcp, PT~ ftffl~frJt~t!J:$:*#fit@ffl § ~, ~ 1f¾~Foi&# ,tR 
E~~lPJJ\.:rfi~~ o 

[0112] tE15-frJt~hfil1f~cp 'pJ~ {tffl~B1fri*i&~tt1~5Ex.Er'liz½·l·1reBJxtJJS#~h>G 

25 
Netskope Ex. 1005 

Netskope v. Fortinet IPR2026-00515 
Page 00414



CN 110999250 B 22/53 J/r 

~½tt~~~~&.~*,mr~~~#5Ex~~½ttrew~&~~#~~~~~~m~ 
PTLl EB ::fr] 81-fr BIHHR:1j¾rmJz:j~ 0 fylj~o '~B-fr@ffl Gi~DOffice 365 ,GitHub, Workday;fP 
~1r/tGoogle@ffl) t~1tfflt~5Er nil~ D1~~mwrJ. rlt9r, IR I:k:r-fr nll~tR:1j¾rm3t=t~1t¾, ffl 
T~~~#5Ex~~½ttreI~ffl~~WPTLl-~~~. 
[0113] ft-15-lrft~ht!f7JA cp, -fr1l1rft:g@m 204 pJ Ll fiffl f ~J~ffl rf£l,P2208':J iz½tt~ 
~. T\"1l#~@ffl204PTLl fyiJ~DT'Jttxt~lHH~1j¾rms1 ~~%B1f,[f1 ijilEf1i&R'.t:½tH~fffiJ O '.t:½ 
·ti:f~1ffUPTLlJJU[njfylj~o~T ffi?mlE?, $T ffi?0lE?g)Gf)T~ ffi?0lE? .ft~®~fylj cp, -fr1l1rft 
:g;~m204 PT~Jft~frr'tim T i&I~4:·ti:f~*u" 1y1J~o, -fr11"1r11:g;~m204 PT Ll ft7'Jxt~fl1J01 
~H~Jt01~$7t' g)G~ftEB fli,P220ifii] fflBt 'i&I~½·ti:f~$U O ft~1rft~fylj cp '-fr1iHrft:g@m 
201 nJ Ll *i ffl f t)J ifiiJ ~-fr ~ll 3), 81 ~ i!l:iJJ l'J:iJ ~mt. ft~®~ fyiJ 4-1 , iz½·ti~ 1ffiJ nJ Ll ~t_§J,Rfofi Jl 
~R1 tt xt::f ~ nll*m1j¾rm R1 $t-mtc? _;tzi1J ifttl O 1YU ~P, PJ Ll 5Ex::f ~ Rf.J ~1d1~ 11U, 1t1lftim 
ff~~g)G~~~m~~½tt~,mmtt~::f~-frm%~~?~~½tt~~m•i&I7'J&~ 
i~ ~ ~ g)G ~ 1tH~ 111J 81 ~½tL ~2l-it1~1f :rt , PT ~213-i 1ffiJ ~ 00i: t5E ~ 81 ~m;; tP ~ ½ttf~ 1ffiJ re !L PT 
LlMrt~A~m?~OO~~kOOM~~~~ffW~ft)cp*5Ex~T::f~~~~tt~m 
~~~iz±tt~~~ffi,#~PTLl~~~r~Tiz±tt~m~iz±tt~~ffl*G~ffiZ¥~ 
~~fflWcr 0 PTLlmmm?~ffi,Ll~~~ffi~tt~~m%~~?~~½tt~~~»~½ 
·ti:f~1ffH1i~ f ~~½·ti~ !i5U 81 t~ ~J&. fF 7'1 /JdYiJ, ~ r "Fti" ~½'ti&:& !i5U 81 ~½·ti:f~1ffiJPT Ll 
1'JAtttxt ffl ?0lE ?81*1i~ ~*, if~o~&+T7t1, rl3-i'tf 7, ~-1't~13K"tt1, ~-1':k~ 7 
-Bj:,/f_m:ffl~Fo+-1'¥l1i~. ~~. 
[0114J ft~frft~~7'f:it cp, ~t!1JP.il<:ff@ffl206PT Ll fABiz%tR:1j¾rm230~~1li? 220011~ 
z;jJ~ffl O itfib~tl pJ Ll* ~ ~f~,P □1 m ,P 1tffl nll~tR:1j¾rm □1 nll~Bt F+1 nll~tR:1j¾rm 230~n¾ 
81 B ,ct. ft~frft~WU cp, Jft!1Jot<;:g@m206PT LlWrtfA~ll%1R:1j¾rm23oi~*Jftl*$t1li~ 
i}JJ151jfis" PT Ll i:ij-EB iJtm )Jp.i\<::g@ffl 206~~ flj s':J iJffl~ AfiJ~~m (landing) 1itff W21 O;f P/~ 
jl-tJ-r lP~fl1J·'tw1~ 1it Z¥ w 211 er O ~ A.¥U ~ ~fa~ Z¥ w 21 o er 01 J!l:ffl PJ Ll Jl~::f ~ 01 ti:c\': lP /g)G 
Jl~::f~811im!E ,fyiJ~DEBrB1fJ~fA::f~81.J~ll%tR:1j¾rmyjz:~81 .ft~®~1yiJcp ·*~ l!l::f! 
1Jo.il<::g 1~m 206 sf.J ~~ffl PT~; ft*if$ _¥71\. tfilw~fl1J·'tw1~ 1itZ¥ w211 :t_mrii mJ"Jrti:rt 1tlw/g1Gta 
tig1t, 111i1YU~o~t!Jl~~JE-ti:rt. 
[0115] ft~frp~fylj 4-1, ~~jJQ~:g@m 206nJ Lli!lh1:Jitl:¥iJ~ll3),tR:1j¾rm 230:+t~ -2._jj fg* 
Jjt 1l$jfji}J Jy: ffl O {[ ~ ;frp ~ fylj cp ' i~ Jl!Jl IE:: Wu jJp *Rf.Jim f;; f;; mill fi RI.] 0 {[ ~ ® ~ fylj cp ' pJ Ll 
imtt~~gJG~fflff~~filgJG~-#~fil7'f~~~~illfi~fil.ft-~~~cp,mM~ffl~ 
yj(~f&:iJWllt7'1 m}JJH':t:l:-ili.~~ ( fy~~D, tf lITl-1'/J\Bt, tf 1\-1'/J\Btg)G ~j ~T*BBti'sJ i'sJ ~) . ft~ 
®~fyiJcp, mfqj(~s1.JiJWJltPTrnfli?22orew.ft -®~fyiJcp ,J!l:tM1Jntt~i@m2061tm~ □t 

it~~tJE (ii~DfyiJ~DApache Storm,:3f1)l71\.:1ff:it~BJit~~~) ft$14,&~BJ~BJ:l:-ili,yj(~J3l: 
tm O J!l:t! 1JottMr@ffl 206PT LlfireI7'Ji:ij-*®$1tf:g)Gitfz:}Jt~5E7'J 1*-1 )XI,~ $1tf:' * Hl3: ®$1tf: 
PTLlftm~lt~~~~~:t_*~~~~~-~~. 
[ o 116 J ft~ frft ~ 1YiJ cp , ~t i}J 111: ffl PT ~_;,( 1'1Jt * r ~lz ~HR:1j¾ rtlJ s':J ~lz % s':J ffl ? s':1 ~ 1rft ~ ~ s':J 18 
,@, 0 1YIJ ~D ' -'=J ffl r YilE /7 ;f§ *Ill 81.J i!f i}J ~tm pJ Ll ~ 115 -'=J ~~ % 81.J m f1 ijilE f1 Bf.J ft m ;f P /g)Gxt ~~ % 81.J 
ffl? 0lE? J1JT*IR81iJJfFlf§*8118 }~, o ft:i:3: T~fyiJ cp , i~i}JJJ ti PT Ll ~11518 ,@, sf.J1Jl, ~~o ffl? 
B ]t;fW /g)G '¢' ft liiiJ2I. i!f i}JJ11:ffl 81.J £Jl 1$~~ pJ ~J ~t§"1y1) ~D ff~ tW ff lli tJtit 18 ,~. ( ~tr5~1:i\ 
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5FP ~ :r;fJ) , ::t 1tt: ~ 11= , itJ i'J:iJ 11t~L fxxJ f~ r tt / J:: 1t 11t~L @ m flt~ C 17U :tin , 1f m , ~ 11= , J}J §~ ~) , 
ffl riJJ i'nJ Blz*Bf.J rPtttrl:, m riJJ i'nJ Blz*Bf.Ji& ~, 5FP/EJ;JUSziJJ i'nJ 7 Bf.J ~ ~~ Cit:tz□ 1JU:tz□ x1tt:lf 

:1£ ~ @ffl [i~:tz□Box] cp 01.J X 1tt: 5fPX 1tt:*, An ~fm ~ @ffl [m:tz□Workday J cp OS in _l5fP:ifd~1 
iriJ, 5FP/wt~ F:3t*lfl!~ @ffl [ii:tz□ Salesforce] cp 81.Jij**AlP~ ?) o tE~1rft/J-;f7U cp, i~i)J 
~WPT~1'Lffl~$#~~ttffi~ffl~~~fflF~fflF~F~~Bffl?~m~◊tE~#~~ 

cp , ijsi)J f;Jfij; PT ~ 1'1 t! ~ r ~ * tJE BS* tJHk m~ ijsi)J Ss 11L@, , ~ :ti□ 17U :ti□ ~K * ~ijsi)J , ~K * ~ 
:ffi:fJT 5 I ~, Biz* ff P!r 1Y2: m Bf.J j:,1: lli' i}j ~ R.* tJE~iIE, ~,frft 11!f ,@, ~ 1Y2: m ii~;rx Bf.J ~ iIE Bf.J * tJE 
PT½!.Bf.J~PTiJJi'i:iJ Bf.Jo 
[0111J tE -®~17U cp , ijs i)JJ~JEiE PT~ 1'1t!~r1llF ~!E F Sf.J ~1:t!: We.I'. Sf.J 11L~, , PT§~1'1 
ffl~~fflF~Fffl~~E!f.JfflF~FE!f.JY.1:ttre.l'.◊Y.1:ttre•m~1'LfflfflrfflF~!~~ 

~fflFffl~~~fflF~F~~1:tt~~-i&.l'.~~m. 
[ o 11 aJ ft~ 1rft ~ 11u er , ;x 1E 11□ tt ~@ffl 2 o 6 PT ~ i% r& ~ JU Bf.J 1js r0 ;x w 1'¥ fit ft ?J\. ,tfr 5Fn J]lZ B11· 
'tf:tlz1itt¥!$:2 l l rr O ?J\.tJr5FPJ]IZij;jJ,'t/Hlz1itt¥ J:$:211 pJ ~~ ~Jl1r1"fi'EJ§~JJBI.J 1f{iiJJi:tfisw~tt:tfis1it 
1-¥ )$ 0 ft - ® ~ 17U cp , _Ii~ pJ ~ i%1f 1iiJ Jx1M-O: )$~frill iAf:lJtfL ~ 3 j:-fu m T @J=l:j , {Q.~ ,fr tJr 5f P J]IZBjJ, 
'tw1!z1itt¥J$21 lft~rNoSQLBI.J~:Ptfli&Jm (it:tz□Apache Cassandra) ~yj-~?J\.:11nt;Jl1f~ 
W * tJE cp tzg Jt " ti: - @~{YU cp , ti: i% ~ 1m it$ 'i9J JU 5-1"' tfr ;f:P ID: ij1J, fl :tlz fit t¥ /$ 211 :t. $ , 1f ;ti% i~ 
Jjj!JS $tu AJ~Ll ~ ~m {it t¥ if 21 o cp :ff :ffi:fJT ti :rt 1-tlP I wt ta t101t o 
[ o 119J ft-@~ 1YLl cp , ~t i}JJiffl PT§~ :£i1:J.:,( EB ::f IP] Biz %=tJ%1~ rtiJ ~Biz %1.t ffl 81.J ::f IP] ti:rtmHt 
~t BS" 17U :tin , ~1m PT~~ JSON~~ B~1Kic.~ti :if:* m :ct: 1-t, ~~PT~ 11= ~ ~ ;:t X 1tt: ~~1m 
1$1} § rmPT ffl uft-®?F1YU cp ,;x1E1Jottff@ffl206:tAff fflr1Jtlti1t;iW#i%Jx1Jis:ffi:fJTtiA 
1'.t~ ffl r # 1it ft 5-J\. tfr 5f P mx ijjJ, 't~ :tlz fit# J$ 211 cp :ff fJ- cp r& '.t: 01.J ifil ffl ti :rt: 01.J ii fi= "i% ~1E I IJT 
mA1tPT~1'1ffl~~ffl-fr~#~~1'.t~~fflmA 0 ft-®~~cp,~fflw~r~~1ta~ 
5fPfJT11, # _§. PT~JEff § i}J1t8":J~l!~r&i'frx~B":JJ151:1'tisotE-®~fYLl cp, ~OO!tZ~@J::§202 
iR 571J r& ~ t±:1 BJ.J Jx1E B"J ta tzg ~ 1a B"J :!:tn , * _§. p J ~ i% e!l: ~@ffl r@ m § itt!lJris w 20s lP 1~ 7]\. 

tfr lP J]IZB11·'t1Hlz fit t¥ J$ 211 " 
[0120J ft-®~f11J er ,t'il:Wn□tt~1~m206PT~J rm tj:::_~ *tlt:tlzi:5 o *tJt:tlzi:5 PT~J EB *1h)iilflt 
~ JWJ :!f:Jjtt i'sJ ~ ftJJl:ffl~J:JE ff 8'111=~ ( {JU :tzo, nl:f-1£) -'±.~ o W:fit ft@ffl § ~JJl1m 1$208 ?f P /~ 
?J\. +Jr ?f P J]IZij11• 't~ +~ 1it 1'¥ w 211 Lf-1 B"J Jx +mm~ *i m r-'=t ~ .:g_ 1rft +1z 15 0 +1z 15 B"J ~ 571J m ~ 1'1 ;i 1Yu :tz□ 
iA i.iE;f:P~;tx, rxxJti;f:Pi& ~, *tJE;f:Pr:'Y:~~1$, NimiJJ fr1J ;f:PpJ ffl·ti, ~ ~tx1tt:i~i)J~R. ii~f;f:P 
F ~ ffi~' ~~ 01!z E pJ ~~T *1rft ~·ti' m~D 19U ~Pt;(@)=§' 1;( ffl F '1;(1#:.1j=rf1B"J ~im ~R1;( 
m ri7Ji'J:iJ 8"11&-~, ~~ o :t1z i1r PT ~j ~ tB ~~Jbo:81.J e11:~, m:tz□ ~ mzm rr ~rJr Fo 8"1 r}J§g~fJr11i 
2!1:FoB"J~~ 01K i, PT~ EB fifriftfl&B"11i=~ (1JU:tzn, t±:lr·ti§~J*lzsl) f1J15t-'=t~~~PT~ EB m F~ 

[0121 J ff.-®~ WU cp , =rlz 19- 1'1 tr'fxtli1ris±~ O"J 5-J\.ffr o 5-J\.ffr PT~ 11 ffl Apache Software 
Foundationtt:f: (i,;J';~□Hadoop ,Hive, Spark5fPMahout) W<'.Jifr1f ffl Sf.JJ31:ffl1¥1ittl!~cp PT fflB"J ~ 
Btt1.iE oft-®~fYU cp, Rffifii~ s +ifflr-'±.JJx?J\.tfr oft-®~fYLl cp, ?J\.tJrS":J ±hx1'1Jt1.tffl;f;JL 
~"¥:s:J •rt, ~1f-rt5FP/Eix* § :JHm~~~/~ Cii:tz□FireEye?fP\orse) ~0~~~1J·'t1HlzUIX 
(it:tz□ Zeus?f PTor) Bf.J :Jri'ffl~ijjJ,'tw1!z" 
[ o 122] ft~ frft ~ 1Jfu7J A cp , ~ r iJJ i'J:iJ ffiA ;ru JI;. B $1tt: tJt it {1§ ,~-B"J ?J\. tJr ;rU }]1Zfl11,'tw :tlz 1it t¥ J$ 
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211 cr 81 i~Z)i] f1L~-B1 ~ffff * tJE200~~'©$ J!idi 79 81 lH:~ o iJU ~n, tJL:i'+ :.B tt~ PT~@ J=l:j r 
ttn~~#m~*r~WM~~illfi~@~m#oPT~H~~~~~*ttnB~wt*~wt 
Wfr~~~~~o~OO*PT~Wtl~m~~ffl~*$~~ffimffi~M~~ffi-~m~Wif 
1~{#81 {§-~,)ill fr l:~t1* lQjjlJ, ~Drifilfil~~ l-&i12:81 ofr:g.frp/J~iJu cp, ?tffr5fD~~1Yt1HIHi11¥ 
W 211 cp 8':J ix 1Ji!iJ± PT~ f&'. ffl T ,l:j::_pJG PT~ g,_ EE ffl P Jr. IfilpJ +,m:1:m _¥. J,ffi ~ * tJE ~ ~ ~ 8':J t~ 'a , ~ 
,& j:_~ ffl T :Pm JE~ M•JJ ill 111J ' tt $yrn Ji {t ~M;1J ~ ,& t»n»iu 1W fr~ M;1J 81 JJ" tfr ' ~ ~ 0 

[0123J fr~®/J'1YU er, flif' 22081 l'j'L,t m f'PT ~Ji::rrttxt ~1t%tt1#WiJ23o;f□ /wt"ftxtEE ~~ 
9HR:{# rrif 230JR:1# 81 flli * 81 $ ~'-. ~jf p O fr :g.frp/J'{lflj cp '~,t ffl p 81 :g.,t ffl p ~jf p pJ ~J fr ffl p 
~{5Hi11¥ !$209 cp *~fr~ ~ 0 fr ~@~17Ll cp, ffl p ~{5Hi11¥ !$209PT ~~~ ffl f'ftxt$,tn~ 
3HR:{# rrif p)T Ji 1f 81 ffl p ~lE p ?J"tli fr~® 0 fr~@ /J' iJlj 4-1 ' flip 2 20 nJ ~ Ji 1f it xt n~ 3HR:1# WiI 
230 R1 f_l!p ~[( p O fr~ @~{lfU cp 'ffl p ~{)}1i11f !$209 Pj ~ ~~fl!P 220R1 ffl p ~fl!? ~KP t§* 
~'~*PT~~fflp~fflp~p~fflp~f'ffl*~offlP~P~fflp~f'~*~PT~Wtl 
:g.frp~;:\'.;t&:{tffl 'm~□tt~*rfli p 61 ffl P81 ffl P1~iJJ81{§ -~, 0 {£~®/J'1YU rr 'pJ~j {tfflfli 
f' ~tE f' n xt n~*1R:1# 1ffi 230 81 J1c:i.rE*~>Rn~ *1R:f# 1ffi 230, ~:ti:~~ i~flif' ~tE f' t§ :3H3c81 J=l:j 

P ~lEP 81i~iJHJ51JE o 
[0124] 11: ~:frp~]Th~;:\'.; cp ' ffl p ~{fr{i 1¥ !$209:i:E pJ ~ t&: ffl r1Jtillxt ffl p i~i)J 61 RUi;fD 
f1Dt~81 j:_~,,; er oot~PT~ mJ£tit5Effl f'xt~ n~*WG$,t~ n~*811tm O fr~® /J~f71J er,~ 
'icit•l'i*t1t2oopJ ~ {tffl ffl p 8100t~**~x.i;~[AJ$,t~ m~%81i}Jfp O WU~□' 3 ffl Pfr{tffl:tr 
T~~~*81i~Z)i]PT~~~'.tZ½·t1Jxll~Bt, ~'.tZ½·ti*tJE2oopJ~ =rft5t~15 *tJEtgf~~ o PT~{~ 
:tmwtllftjJp:f:-fu, ff 79 jj~,t/J'1YU, ~izit·t~*tJE200PT ~WJi@fflf~$!diJni!*±iJJ{jJ? ffl Pfr 
,; r. tt =r? ~tli!i □1,; rt n11 * , ~ ~□ [p_J i-J\ i.rE ~ jJp ~ft jJp ~ ~i, c:&~ltlli'u.Lh, ~lilt~~ wt~ ~t'ij' 5E 11 >:f:t 
:f:1L ~iiJt~ rfh~ 1tt:Eix~ {tt: A, wt tl5E~tEf', ~~ o 
[012sJ fr15-frr~h'll!::1nt: er, ~izit·ti*tJE200PT~ 1'1-1-%MEE ~izit•l'i*tJE2ool!1c~El':1ixtli!i 
1A1T½" tfr 81 BZfflwttX 1tt:tl~ 0 ~@fflwttX 1tt:tl~ Pj ~Zffii fr~ ~-t1Eix ~~ ~ ~ ·t11¥fii ff cp ' 
#~fr~~fi~,PT~~~~ffreI~~fi~@~~wt~~.~®@ffiPT~1'1ffifsliittt?t 
tfr J.0. ffl 2 o 7 5fW rm iITTU ?t tfr J.0. ffl 212 o fr~@ /J' {lfrj cp , fsli it ·ti JJ" tfr 1.0. ffl 2 o 7 PT ~J 1+. ~ JJ" tfr , i~ ~□ * 
Tm f' , m f' 1~ iJJ ?fo m f' ft m 01 !if fJ]t, 01 tJE it 1* -~, 0 fr~® /J' fylJ er , ~B1J:ti: imu ?form 1mu * tJr@ffl 
212nJ Ll {f ffl f!Lff ~ )j ;¥0,; B ~r!*±AA ?J" ffr O EE fw 1m~ ?J" ffr /5Y. ffl 212tA1T 81 ½" ffr nJ ~ 1'11! +~ 
fflffll)i]~fi79-~~-;:\'.;*m~~rm~~~tt~00°PT~ftffl1¥~rt%~~~~ffim~Z¥ 
W211 c:p 81 ;JltAs*=rAfi EE fsliit·ti½"tfr@ffl 207 5fnrm imu?J"tfr@ffl 212=rA1i 81 ?J"tfr o 

[0126] fr:;; frp~ Jni!h ;:\'.; rr '~izit'tt~tJE200 pJ ~j 1'1tr51rlf)[J.7J§g 'ii·H$!z:JjJ§g1J%1# ffl TM 
~B;1Jill fr Q[AJ@81-¥ Z)i] ;ifo / wt § Z)i] ~ W "fr • @/J' WU cp , JJ\. tfr PT~ ft J=l:j J,A.fli P * tJE tiY'.lC 81 Wi :i£ 
~flif'1R:{A81~B1Fti1~81 {a}~L~ ~im (fr/J'1YIJ*tJE200 c:p1&:l$79flif'~~217) pJ~ 1'1t!ii 
~□~ r 1~ -~,: ~mtl@'.wt~iilt01JHt1P:f:fu:f:Jl:, ~)(JM@'.wt~iilt01 ffl P, ~)(JM@'.wt~iill:01 ~ rra~ftt: 
Jilitt, ~ ~fl81:tXftt:~~ -~, PT~t ~rt&:illii:ffl 811XU'ffi:ffWGtXIJ'ffi:ffWz.2Js:, 5f0/WGBm~~81;f$i)J l& 1& 
E1X#ih~f1tt:wttX1tt:El':1t.&2Js:, ~~ o fr~®~fylJ cp, 71"ffrpJ~j 1tfflfA>7H'ffl~ - 1f t~J!21s-}tyt 
8118 -~, o ffi - ~ tli!218 81 ~/~PT~~ fylj ~o~M•JYt1H~~ if~ wt JJ" 1x: ~ "Wi1t~1#~r '.tZ½·ti~ 
~1J81>7r${§,@,, * § ffi- ~tlJ!21s01 {§,@, PTLlt&:fflrl11B.i~iz~·t~*~20001~~;1J?J"tJr o 

>'r $ {§ ,~, pJ rJ '§ tr51lfrj ~□ t&: !® !4J: 61-=µ .r2: 61 iR iiJ , * § t# 5E ~)! I P:f:tg, :f:rr. 81 fiE; Ji! 1~ i)J , t&: fiE; Ji! tX {tt: 
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~~BJ.Jrt!-=ffll~14~~-~, ,BN:~~BJ.Jwebit~m~i~&*, ~.&xt-;;BJ.JB~ol&m, ~~o 
[0127] tE ~fqi~m1!:7fA 9'l, $141i'$J@ffl 213-aJ ~ t~ffl T~friJ@ rf&iU¥Ll BJ.J J]lZBflJ rm t,JJ, i},'i];rO/ 
Elx:1ftAr1i'5J!l~b1t o tE-@/J\w,J 9'l, =1'!ftltr~ 9'l ~JftlffizHlti# □s 1Htiibftst, PT~ iJWJffl$14 
t<f,5J!l@ffl 213 o ${4:fi'5Ji@ffl 213 PT~ 1PAT Ji!rizHi Sf.J t<f,5JJU;JJ1t , wt 41· ffi /J-; yj -~ G ffl (i~ ~o-fr 
tlftJt~@ffl204) 1A1r JiJrJiliflB"'l ti')J32:iJJ1t o ':13J=iJrJilifls1'11i'l~iJJ1t~Mz-¥iJJ1Afr~ftidt·l1:* 
tJE200:7i' rmst, $141i'$f@ffl 213PT~bHa~1i'$JiJJ1tBJ.J)[ftm~.&1i'$fiJJ1t~·~ 1cm oft-® 
7]\1JU9'l, $141i'$f@m213PT~Mzffi r~frt-¥iJJElx: ~ iJJ1i'$fiJJ1tss~*oft-®7}\1JLl 9'l, PJr 
im1lBJ.J1HttiJJ1t~~EE~4:·r1*t.n2009Hfl3BJ.J *t.n (m~o EE m- 7fBSElx:fHPBS ${4:t<i'Jft *t.n) 
1Aff o fti3: ®~1JU 9'l, ~141[,5J!t@ffl213PT ~1~/J\Eixi!,'iJfflm -1fSI.JEix:1H?Bf.J~1411,5J!l*i'JE~ 
1A1fiJJ1to1JU~o, $141i'$f@ffl213nJ~~tt$ini'PJm-1fElx:fHP220BJ.J ~ i)J~m>d:3:lo 
[012sJ Kt! :1 Kt!~ 7 ~~·r11'f JtlOt~tU,~ ~1¥1 ~fylJJttfr 51 ~:100 RS tl!Ktl o fti'5-fqi~1YU 9'l , 71\. 
tJr 'JI ==300 PT~ ?ttfr 1'5-ftJtztxtli)J ~ m571J'ft xtJt m? lE ft 1:t ffl-fr m~* BJ.J mm BJ.J ~ tt J]lZBflJ Oft 
1'5- frfi /J\ 1JU rt, , 71\. tfr 5 I ~ 3 o o BS ti 1t PT ~;J, ii ffl r :Mt iITTLl lP / Elx: f@~ ?~ ~ frfi J]lZ ij;jJ, :l:.m ~ o 
[0129] WGij1J,¼.;~Bf.J-~7}\1JLl~IPWJ5lfA (IP hopping) o ftIPWJ5lfA¼.;~ 9'l, Jj:$:;jlrpJ~ftbt 
~l&mz.~~ffl-~Eix:$~~3:IM%~*~MJ&m:;jlrBJ.J~~ttWElx:m~~filo~i3:~~~ 
BS:1:m~ BS :M\:$W~PT ~ 1t/; .& ffl rJiti ¥Ll ~@ffl BS~ -4' IPJiti BS :l:·t!H11!.fti~tfr C 1YU ~D , itt57ljEjx i'f tt !5 
IPJt~J1btB ~!}~ BS JiliJI 1:trW) o :Ml:1W~ J±PT ~ 'ffit2i:Ml:1ffi-Ll S:: i'sJ Ji~ 9'l BS*~ tit-~ , ff tlHJJS J! ~1* -~, 
tm ~WLlJJiJGij;jJ, o ffl r :Ml: iWLl 8s &;. PT ~J T1i t5"1JLl ~P ffl P ~x 1.t ffl 81,_J ni-I P:l:-fu:l:Jl: 81,_J ~;. 81,_J it~lP /Eix: 
;if&, is: PT~ tl't1t J=ll,HrciJ IP:l:iliJJrZ. i'sJ BS st i'sJ ~;rP /Eix: ~~ IP:l:fu:l:JrJiJr1t ffl BSt~~*Bt i'sJ o 
[0130] WGijflJtm~SJ.J yj-~/J\lYLlte::f .ey. ~:l:-fuJJ.1:trWtm~ 0 ::f.ey. ~:l:-fuJJ.1:trWtm~ pJ ~ 1~1i3ii)J 
im ~ ~Pfm1Jlo,(_J1\(WElx:B§tiLOstiAZ.1rOs 1vWoi3:fqitm~ PT~ 'E1ttm~□ 1!3.::f~~r N\::f.ey.~ 
:t-fuJ:11:v:mmr}J~*Elx:-1.1~ 1T-ttz1~z.~BJ.J1~iJJ 0 

[0131] WGij;jJ,;l:m~B"'l yj-~/J\ 1,u ~,I: jJJy: $ 0 ,I: jJJy:$8"') 7}\1JU ~ 3 Jy:$:;j!rz:i:i\i~$ '&'P-½ ~ 
~bt~~~BJ.JWWff~$ffl?~?BJ.J~~o:r&m~~W.&W~~~BJ.JH~~~BJ.J~~~-
14~i3ii.b 9'l s,(_J tlA ' ~ ffi 1ffi-Ll ,I: jJ Jy: $ 0 ft-® /J\ 1,u 9'l ',I: jJ Jy: $ pJ ~A~ ::f IBJ s,(_J ;if Hf , it~□ ttl 

~BJ.Jl&m~&Elx:~~BJ.Jl&m~&offlr~mBJ.J&;.PT~'ELm~~~r~##~~?BJ.J::f.ey. 
~ ~ tx_S. BJ.J ~ ~~ mx lP IEix: lU m :1e~~Elx:ti Jt/fg 1, BJ.J m? ~ sJ.J ::f .ey. ~ ~ tx_S. BJ.J ~ ~~ i:i\ 0 

[ o 132J WGijflJ,tm~ s-<J yj-~/J\ 1,u ~ V'J $ J]lZijflJ, o V'J $ J]lZijflJ, nJ ~ 1~ AJA~ ti V'J $ ~Jlfil s,(_J idt~ 
~.~~,mm~2~~~1¥JMirt~•mm$OOAA~PT~mm~~*~~Elx::1e~~~m 
Cease) ~:i:fiilffJ o:Ml:1ffi-Ll pg$J]lZijflJ,-aJ~r:t .&NU*ffl ps,(_Jlf 1;tff 79, fftE!5 ffl?sS-TEix$T 
~pffi~~8s$ftEix:ffl~~~lE~Bt~m~mo&;PT~'ELm~~~~tt::k;~m0mm 
im, ~~n::k_;, rttlP/Eix:i--fmt~1RB1 .MI rttElx:~~Jx_;,::f ~~$ BJ.J::t14/X14~ ,N-JJJH~ 
fi-½:f~ tu* tJE 9'l mH ~i 1~ fi-½ , Elx: r tt, mu ~i Elx: 11~ r)( ~?fa,@, , ~ ~" 
[O 133] WGij.jJ,;l:m~ Os 5)-T/J\ 11Ll ~@ffl ¥.llrl: ffl O@ ffl illrl: ffl ~ -fqi;l:m~ ' Jt pJ ~ 'EL ttWU ~□ !5 ti 
JLwt tg 1¥ B,(_J MI ifB ~!}* B,(_J $14 ({JU~□ , 1t ffl M 1Jl wt#JH~ B,(_J ffl P ~LE?, 1t ffl ii ~D SSHW t~Z.~ 
El"'l '&'fi-½'&' iJJ , ~ ~) Eix +& ~ ~ $x 14~ ~ Er'l '& ~ 1.t ffl ~ 51"J/5HlE {_E3_ ::f ';J1-~ El"'l :l:-fuJI 1ftWEix: I P:l:-fu:l:Jr 
1A1n~~,,f.ey.~Bsx14T-tt/ 1::1t 0 

[o 134 J .Ii P!.Lt TID Wit 7 A 111s: s-<J J]lZ §flJ,ftt~ lPPT ~ ii m rm 11U is:® tm~ s,(_J 1* ,@,~ ~ , 1B.te:zls: 
~~tt#AM~~m~BJ.J~,~®~m~tmmPT~~ffl1'5-#ffi~~0A9'l8J.JffW-#o 
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[0 135] tE ~ frl17J'17Ll q:t , 7J' tfd I • 30 0 PT Ll :l!!Htii ~ ~ frp ;-lr $ ;f P 17'1 $ JyjMi»tt:ii 11Jlu Ll J:. it 
~~~~~~Ll&*B~~~~ 0 *$~ffl~PTLlmmM~~%mmm~ffl~mZ9J~ffl 
310otE-®7J'f71J q:i, (-Jb$~1mPTLl PTm;:l:ili'ELttf~p J;J&~3175fP~ ~ 1f~m318otE-®7J'f71J 
q:t, 17'1 $~1m1JJPT Ll {gJ;i;· 831T 797J\_i9T §I .30411)l5E~}5(mtl:'tl, :ff Jl PTLl pJjzgJili.Bt2i83~~ 
ti: ~JI lP :f~ fffLl ~ tn 0i t? Et':J ~ §1J'ti :t~i1<:1m 314 o 
[0136] tE~frp~fYU q:i, 3 ffl t' {t ffl re; ~li%B1, re; ~Ii% PT Ll -flfa~ ffl t' i!i)J o 1YUPP, re; ~Ii% PT 
Ll-Z¥~mf1ff~Ll~mm%~~~~±,mf1a~mm%~~fi~Z9J*-~Z9]*~~~~ 
iJJ ,iiti A,~t±:l~tEflli%17'J s,gJ~mlw/~ffl PtE¾i!ta:mB1ff t±:1, ~~otE3Z@;fWJ:tB7J'ff1J 
q:t, pJ Lli~ ffl F s,gfr5Z9J-flfi-lS tE EL=tx14 q:t, it B -=tx14tE2Js: j:q:t *iffF79fr5i:)J B ,ct, 0 f!i)J B ,=t 

~~~§mLl'E1m~~~fi~Z9J*~~fi~Z9J*~~~-~fiZ9J*~fflf1~~m-~Z9J* 
JJQfAJ R/,J '&U~, tAfii)J 1t R/,J B1 fsJ ~i:)J{ttE 1t0- B1 fsJ ~imlP/~JEJJ)G, ;fP/~tAfii:JJ1t R/,J ffl P R/,J 
fxxJ MH:tr-'i1.~:l:ilill 1ft-'i1.~1~ ,@, o tE l!l 3 s,g 7J'19U q:i , 1!r;iJJj(m 31 o PT Ll 'EL t! ffl r $ ,t ijli % ln /~ $ 
,}ij!l%tR:1~ms/,J115i:}J B ,=t O .f±JZ ®lP*'~7J'i7Ll rt,' -,}i!i:)J B ,'tpJ~;J, 'E1ti5 ffl-f'-,}ijl!%~ 
831EJ - ijl!%tR:1~rrHR:1~~ $,}ijl!%s,g m Ff!i)J o 
[o 131J a :;§.flfi 7J' 1,u q:i , 7]\_ tfr 51 •300~~ - 1)(, ~ ~-{)\~a jj-,tsJ rs1 rs1 ~ JWJ JJH1:1:i:ti 
y1z:J!:¥JT J§s/,Ji!i:JJJi1m310 otl:-®7J'f7Ll q:i, 3l:®-$14~±B1, fttfr'II ~300t#Yii!i:)JJj1A1i 
31 o, i1'i ftriij1!%1~ /J~$14 2 i'.:£~± C fyuftri, ijl!%2 iiJ!!lfr, WG.:i1'i-ijli% 2:liilJlufU fxxJM~ ~B1J, WGjj 
-,t$14tEitijli%~;zJm) ,§'_§JR1~7J'$142§'i;z± Cf7uftri, tiHR2it' ffl P~1JuJUijl!~.~fxxJ 
~ffW~ffl*~ffiFo~ft~-~jj-,}$#tE~m~~~~,~~~ttffW~~~~~ffi 
7J'¥14 2 §':£~± ( fyLJ PQ '1#YJz:iU ifr s,g ~B1J'tf t~~1$ 314 '~ jj-,} $14tEix.~ft ~lllP:f~wU 
*§';E~;z~) 0 

[013sJ tE-@7J'fYU q:i, * ~ ~IEJ ~ ijli%s{Ji!i:)J B -=tPTLlJ:l~~IElti:rtc fYUPrl, -,ti!i:)J B 
,.-!i q:i l't':i 1k § PT Ll fi1R:ffr79;@~7J\_~ l't':i 11, w :'h-,t~!z:JJ B ,.-!i PT Ll 1:tm.rs0Ni-\3-r2L a~ ®lo 
*B~flju q:t, i!i:JJ R -=t q:t ~ J5C1m PJ Ll 83 ?J\_ttr 'JI ~300:t,mti1t, ~~aiim1~tif?J\.tJr §I ~300 
::t~t&:1JJti1t O 1JJ ti1t ~j5i}J ~ 1$ 31 O'EL 115 I ifr ~ A {t i!i)J }j( 1$ 310 ' 11J~ * ~ ~ IE] ijli % if P /~ 
n11%:tR:1~m s,g i~mfi': PT t~ti s,g, Jl1f t§ 1EJ s,g * xlw/~J:l1f if§ 1EJ s<J :@xlw if§ 3Hi o a1mti1t 
::tFo' fr797tffr §I >/Jl304 pJ Ll Ll~~x.s<JJf:rt~it ;fPt~~* g ~IE]~ ij1i%s{]Jj(;j:A1i O iJUPQ' 83 
-,tfflpm-,t~m%mfi~-~~*~~ff~~~mLl~~79~:fi':~~o@fi':,~-ffl 
f1rr$~~1EJ~~m%~~-~~n~~~ffi7J'~~fflf1~Ww~~~~~,~~@3;,t 
t±:\~f~o 
[0139] a:;; frr7J'17U rt,' pJ ~;), 83 fr7'JJJ'"tfr 51 ~304i~i!i:)JJiW31011~:t¥U?J\_tfr51 ~300 rt, 0 tE 
~ fr/1 ~ JroI1T:rt q:i , fr 79 ?t tfr § I • 304 PT Ll Nd!Z9J Ii tM 310 Yi JtJJE it 1* )~, , * Nd! Z9J ~ tM 310 i~ 
57ljfr79tt ,9, 0 t5Eit1a ,@, pJ Ll 'Elit!51YU"9Qi)J ff (iiPrJJJ¾J}Js,g ff~~l,J\~~))!y:s,g ff~~i,t) B/,Jit 
l5Co #-®/J\W~ q:i, t5Eit1~,~, PTLl£5tt5Eijl!~tR:1~m, tt5Eijli~, tt5Effl F, PTLl#1ffflijl!~ 
R11A1T s{Jtt5Ei)J1'F 'tt5ER1 i's] ruelfil' * t: [] ~ lP/WG [] ~tiiitifB3a* 0 

[0140] tE~fr/t~hlliJf :rl: q:i, fi7'J?J\_tfr 51 ~304 PT lJ, 1tffl J,,AJti}JJi1m31 O±JJJGE!":J t1Eitl1<:t!JS* 
im 5E i! i)J fiij t3 , it i! i)J fiij t3 tE 2Js: X q:i ili.1i ;,f~ 79 fi 79 fiij t3 o 11u ftri , fi 79 ?J\_ tfr '71 • 3 o 4 PT Ll ± JJ¾ 
mZ9Jffi~,~mZ9Jffi~m~~5Effl~~fflPMm%~~ffl~A:'tl~ffl~~"*79jj-,t7J' 
ffij ' fr 79 7]\_ tfr 5 I ~ 3 0 4 pJ ~), 79 t# JE ffl ? ~ ffl p tii *- P¾ i! i)J fiij ·t3 0 tE JZ ,t /J' ffij q:t ' i! i:)J fiij t3 pJ 
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Ll :m1 :i£ J=ltP fr 11 m -,t ~ $ ,t ~Ii ~011¥1 i!i Z)1J O fr ,;g. f~ ~ 1lfU q:i , 7'J r i9- 111J m ? ~~Ii~ 01 ilf Z)i) , 

1r 7'J 7J'" tfr i3 I $: 3 o 4 PT Ll ~t t$ in i'riJ ffl? 51' 1n"i31Ji , i~ ffl ? 51' fu" i31JE PT Ll *Ht 5E ffl? it x~- 7G FnJ 

~~~~~?ft~fr-~offl?~fil~fflPILl~M~~tt~m,t~~~~ffl?~~*B~ 
:rt 81 t~ ~9- o fr ,;g. f~ / J, WU q:i , ffl ? 51' 1n" iJiJi PT Ll EB t_§JJU~ 1# o PT~ 1 t Jfu wZ pff :1Jo Jfu , fr - @ / J, {lflJ 
q:i, iz½·l·iffE1VfPt~wU *t5EPT Ll § i}J11)%5E7G~ s1-J ffl ?~lE?~;t§~s1'.1 o flJU~u, iz½·l·it'.f:EllP:f~ 
iu *t5E PT Ll {E:i iQ:@ 3 f'AJiA 1f ii'§ lrciJ ffl f1 ~ ~~,~ § ffl lrciJIP:l:fu:!:Jl:~MAC:l:fufal: 8"1 ffl f1 Yl f1 o 

[ 014 1 ] fr - ® ~ flJlj q:t ' 1T 1-J ?J\. tfr i3 I ~ 3 0 4 pJ Ll fr m ? 81 ~!i i}J fa] f3 q:t ~ 115 _tr j.JtJJi O pJ Ll 
;.;_ 1lf1J~□ ~-1it11:ffl31s$t1~ _t rxt11:ffl, Jtq:i ~ -1it11:ffl31s01~)j~failt *tJt ,t±5tfrl1** 
tJL ;F)r llfi ~ if :g ~ t~{# ]f,j ' ~ ~ pJ Ll Mtt? ~ T ffl? 1¥1 f~L~,S{] YJ -1" * ~JE O _Lr xix ti 81 ~ 1lflj 
~M*§~1r@ffl~rg~~#l¥J~1rfuI~1r~,*§~ff~•Wfl*~l¥J~I~~'* 
§Sal esforce@fflR1iJWIJlJ*B11'sJ~, lP/~% § rg ~fflJJ{tf:~fi*:gR"Ji!J:wrg ~ffi~1tf: ,~~ix 
ti o fr -i1:~ ~ 1JU q:i , PT Ll ~ft :1Jo:t-fu~PT ~1~:1:-fuJ.J- ffl? 11 ffl 01 ~? ft#f& 4 $t1~ _tr x~ti o fri! 
@ ~ 1lfl] rr , _tr x Ji ffl PT~;),~ tr!T 1lflj ~□ ~ P !LjffiW:-~ 81 ~:@ 81 fl[\ iQ , EB ~ P ~ ii:-~ 1t ffl 81 r P:l:-fu 
:!:1L EB~ ?fzrtilitst 481 ~f;ft5E {ft*tJE (GPS) ~~5<::gif ~l¥J:l:-fufl{ir:JIJ31JM, Lllz.~T~ ?ftrtiiitst 4 
~PTLlM~?~W:4$t~l¥J*Bffigo 
[ o 14 2 J ti:~ f~ ~ flJIJ q:i , i!i i)J f,iH~ PT Ll 11 ~ 7G ~ 61 B1 !'BJ ®: o ti: - @ ~ flJIJ q:i , $lf i)J f~H~ PT Ll 11 
ffl !fLl 5E 61~i)Jif D *ilw. Ll JaJ 7'J•1:triffi-U_S:1¥J R1 i'sJ ®: o fr-® /J,1lflJ q:i , PT Ll ~JJ¾ "IJT~ f1Dt3" , 
*tm$t;tBxtt1J5JtJl Cm~o_t)aJ pg~ B 1i B 1Jl~~u-81-JaJ pg) 8"1$1tf:o1=E-®~1lflJ q:i, -aJ~j~ 

!J¾ "l~ 5EfJDt3" , *~t!5fr_t lJJJ C~J~) JaJ pg~§ 1i l::L!l:Jt~mT6"J IJJJ C~A) JaJ pg 6"1 ${cf: o fr,;g.f~ 
~ 1lflJ q=i , PT Ll ~JJ¾ :it B fJD 13 ~ fJD 13 ~:@ u 

[0143] 1=E-®~fy1jq:t '!fLl5ED1~~bir D PTLl~:;f:ic:~010 ep 'Bti'sJJtl:--ti7,(i1J~o1ir D PTLl 
flF~iB1i'sJ-1.~ili:61ir n q:i 81 ~1tf: o WU~□, AJaJ flDt37f'~tr!TlzY JaJ flD-t3~ - JWJ f1Dt3 q:i 8"1 ~1tf:, * 
ll ~1~:l:-fu, IJ] JaJ fJD t3 7G ~ }§-JaJ fJD t3 pg Er'.! iHtf: o ~ B (~ JaJ AA ·ti) ~ tr >d:fl PT Ll fr B pg~ B 
rsJ:iEff 0 

[0144J rTIIT01*3~ t±:1 J itxt-® m ?1lfiJJ01it• t±:101~flf1Jtnit1i ,@, 0 ~flJU m ?1lfiJJ~ 
tr!Tlm ml~ U f1Dt3B1~:l:~~~btl11: ("avglogcntday4wk") , IJ] ml~ U f1Dt3B1~:l:~~~IP:l:-fu:!:rr. 
it ix ( " a V g 1 0 g i p C n t d a y 4 2 k " ) ' ~ )aj ir D fiij ts 8"1 ~ ~ it ix 61 f:jj lit {Jila ~ 

( " s t d 1 0 g C n t d a y 1 w k " ) ' Ll R - )a] iT D f6J +_ilj 81 ~ ~ I p :l:-fu :!:Jl: it ~x 81 fl[\ ll {ffia ~ 

("stdl ogi pcntdayl wk") o !R?:R:r PT fflJXffl:fP/:~tIEtllff:miffi-~ R1~~:1J, PTLl it~~{~R1 :fP;!tB 
I,± 't1~ El ~]~1 1=i Jl!.i'> C 

[0145] *3 
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mr ID avglogcntd a vgl ogipc n td stdlogcntd stdlogipcntd 

ay_4·wk ay_4wk ay_ lwk ay_ lwk 

Uscrl 5 4 3 2 

[0146] User2 6 2 2 1 

User3 4 3 2 2 

User4 4 4 2 I 

User5 5 5 l I 

[0147J m:tm ~ J:pfr:,r,S"J jj~® z~s"J ~JEit11L~- PT~ fffi'.f'B.i't rx;tt1iE rtJ ii.a tt1iE rtJ .S. PT~ 'ELtt 
17U !ZD ~ ~ 11d& S"J it~x' ffl T ~~8"1 ~~I P:l:ih:l:Jl: S"J ~~ S"J it~' ft 21111\ a1a1 i's] m V'J ffl T~ ~ 
R"11I1PJ1m" T TP:l:ih:l:Jl:zi'BJ R"J:i::kfte ~ 'fr241}a1a1 !'BJ m p;j ffl riitliU-zi' mfflR"J~[PJ iJU1tt:ffR"J 
Ji_S. s"J it Ji, ln /git Jt 't _S./jL PT~ tt-fr S ffl ln /git t~ -fr S fatH~ ffl? 7[HKirtt1iE fPJ _S. o 

[0148] rTIIT8"1*4:,r, tB T :,r,17U~ B ~iff§:[4[PJ .;, 0 ffi~9ut~1f¾ T :,r,17Ll@J=IH~1f¾lffi' ffi=9u 
~~fm~lffipJ~~~~[PJ~mm,~~ffi-~~~fpJ~ffi~~~~mm~m 0 

[0149] *4 
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JSitffl 

A1nazon, 

Sales-force, Box 

Amazon, 

Salesforce, Box 

Amazon, 

Salesfr)rce, Box 

Amazon, 

Salesforce, Box 
[0150] 

Box 

Box 

Sales force 

Salesfbrce 

Salesforce 

33 
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l(#of count, Avg, Stddev, 

IMax) ! . .• 

l(#of comit. Avg, Stddev, 

k·fax) ! . ' ~ 

If #of count, Avg, Stddev, 

IJ\,fax) ! . 

l(#of count, Avg, Stddev, 

11'-fax) ! • 

l(#of coum, Avg, Stddev, 

IMax) ! . 

l(#of count, Avg, Stddev, 

IMax) ! • 

k#of count, A.vg, Stddev, 

IMax) 
l 

k#of count, Avg, Stddev, 

l1v1ax) ! • 

l(#of count, Avg, Stddev, 
l 
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Salesforce 

Salesforce 

Salest'brce 

Salesf<n-ce 

Sales-force 
[0151] 

Amazon 

Amazon 

Amazon 

Amazon 

Arnazon 

livtax) 
l • 

30/53 J/r 

t:<.4tfl'tthfril..fi.! IP f:'::l :3J¥i;t"::1J-~ l(#of count, Avg, Stddev, 

IMax) ! . .• 

1,i'f;,; 'l'.f:(l rtr.J 1:~ ,'.cir?tr~ i('""o·f c )U"t' ·\co- Stdd'e,-·--· .;.__,_JJ. ..-A.X ! _it - l -,_, • r v0 , ,_ · ,, 

k·fax) j . ' . 

,\v fJ if #of count. Avg, Stddev, 

kfax) ! • 

H{~Gi#Zlt{-r?iet l(#of count, Avg, Std<lev, 

IMax) ! ' 

34 

l(#of coum, Avg, Stddev, 

11',fax) ! • 

l(#of coum, Avg, Stddev, 

IMax) ! . 

l(#of count, Avg, Stddev, 

IMax) ! • 

l(#of count, Avg, Stddev, 

l1v1ax) ! • 

l(#of count, Avg, Stdde\\ 

IMax) 
l • 

lt#of count, Avg, Stddev, 
l 
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rvtax) 

Amazon SAML i!tJt (#.of count, Avg, Stddev, 

Tvlax) 

[0152] Amazon VPC l}X~J~ (#of count, Avg, Stddev, 

Jvfox) 

Amazon 1AM th f1:ij Hf tJJ i~zJt (#of count, Avg, Stddcv, 

Max) 

[0153] TTiiJB{]:'R5 JU t±:l J *-=f PT~t s{] 4ij: B ~i:f3;§:[3$ [PJ .S:s{] /J-;{7LJ11[ 0 }!~ it?,P):J s{] /J.;{71j [PJ .S: 
TLtt~-xcp 8{]4ij: B ~~itli ("logcntday ldy") ,~-xcp 8{]4ij: B 1K~!z:~~itli 
("logfai lcntday _ldy") , ~-x3 cp V.:"±."K~J:~)RB"J IP:l:fu:l:Jl:4ij: Hit~ ("logfai lipdi sday _ 

ldy") ;fP~-x3 cp fflrit)RB{]IP:l:if!,:l:Jl:S{]4ij: B itli ("logipdisday ldy")" 

[0154] :'RS 
[0155] fflPID logc:ntclay_lcly logfailc:ntclay_lcly logfailipclisclay_lcly logipclisclay_lcly 

Userl 5 4 3 2 

User2 6 2 2 1 

User3 4 3 2 2 

User4 4 4 2 l 

User5 5 5 1 1 

[0156J tE~lr/1~170 cp , EB ff 7'17f *fr 51 ~30HJ§5E S{]i~~ faH~ PT Ll EB WGM:1J·:t&1Y10 51~3021t 
m , Ll iJU1U PT ~t xJ· lE a 1i m -2 Bill% s{] rnJJH19 nx m1<fl1J- S{]-2 mjt~· s{] ~ m -tt mu a~® q; 170 cr , ~ 
fl:1J·:r&~m1J sl ~302@fflic~·ttti'ft~:7[ti.RYJIJ~fl:1J•o ic~·tttift~ PTLl 1'5£$1tf:, ~i~lJ{tf: LJt"tst, 
t~~{tf:~% 5 I ~f§J.R ;f P /wt ~~·ti ff :E! ;f P:t~ $U * tJE S{] 11 ~ o f71j ~D, ~~·ti~~ PT Ll 11ft 5E fm ~ 5 I 
tMB.t.R 11 ~ El'~ ~ {t , @ ~u T tG 1'113" {§ ffl ~~El'~ x. {tf: , & *U )JQ '&' '&' i}j , }R: * * iffi ffl f=' El'~ *HX 
~o a~@~{71j cp, '.t:~tt~~:i£ PJ Llt£:i£tE:t&1NUiU1J{tf:S1~%~:71Htx'..B"Ji}J{t ,@~D~HJtxt~l1 
% s{] iJJ i'oJ wt~ m m f=' ~lE f=' 0 

[0151J tE ~@7)\f11J cp , ~fl:1J·iw:~ITTU 51 ~302:ittff :n ~iw:iITTU ~J ifOliJ~fl1l•o :n~#r1NUPT ~J1& lzJt 

~1ma ~ i2 J!iLs{] ,.mffis{] ~JEit3t1,L tE ~®7}\{Jlj cp , @G§1)•~1NU 5 I '¥30 26{]~{1::PT Ll:i!lHtlllf=' ~ 
~317*:l:iHi, i~lllf='~~nJLl 1'1t!*~ tHt.Rs{]WG§:1J•'t1HILtE~®q;{7iJ4-1 ,~fl:1J·t&1NU 51 ~302 
PTLl PTl'1~:l:iliwt~ft:1Jo:l:ttti~Y:EB ~~·ti1'f:E!!fPt~WLI*~tiiJ/1 R"J~ij:1J,•tt:t~~tm:Jl 4, iP/wt:ti~Y: 
1'1tt* ~ 19u~o~JtJJ·'tt1~~1:rfl:wt 71'-LJt fl:s{] ~B11·-tt1~ s{] ~ -1f J31JJJS31s 0 

[0158] ~;), TtR:1~ J pJ ~;), *&:ffl T :n~:r&YITTU S{] ~l~q;{y~ •rt O :tR:1~~ Jl1/~frt{t 7'Jq;1yiJ' tt _§_ 

PT Ll 11 J=lflt B •rt o 

[0159] ~rt 1~ pJ Ll iim rEmJE~)RIP:l:-fu:l:Jl:3t1ts{] }Pts,g~'1'q;f71j O PTLltE::f lnJ SJ i's] N 
l;f;J 7']~)R1P:tili:l:Jl:t'ij'1iE fPJ .m_ it•z1i7J" o TTIITl1'17)\WHtm ~ JeJ, [[I JeJJfPAJeJ 1t7'1::f lPJ strsJ NO{] 
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[0160] 

[0161] 

[0162] 

[0163] 

.,ri,t·. JJ:;L 24 1HHJtflt1P--8UiL1v.gft#1 IP L3 Zf-TJJ' = ------------
8 ft] 5 tdde v-tth~t 1 P 

ZZi7J\. PTLl£J1!°!¥JlHi;tf1'Zi?ts{J*XI (wl ... w3) £ii¾: 
[0164] Ltliif = (wl X LlZ{i711..) + (w2 X L22Zi7J\.) + (w3 X L32Zi7J\.) 

32/53 J/r 

[ o 165 J tE - @ :,r, ffLl q:i , t:£ I :t)¥P 79 - o IiX ~ T fiiJ B·HA fr it. , PT Ll i)J ~ :l:fu it. ?fr@ ffl s{J t:£ 
I◊ ffLl~P, am-~, PTLl1fffl~rJt~Ji1mit~S{J11*@fflf;/ciA~~, '§115!;/ci:A.Avg (f:t)J 

11) /fP~iAStddev Ctil1$fffiu~) o 11'79 y'j--i':,r,ffL Mr J,A~=~3ffrf,s{Jm- JWJ, L1 ZZi:fr PT 
ffl, 1f1i*X*PT Lliii&if.79wl = 1, w2 =O, w3 =Oo~!Hlh~:,r,19Ll, tEnfflJZ!o ,ufnL2 ZZi7J1.. PT 
ffl, # _§JX!li pJIJA&:i&li7'Jw 1 =O. 4, w2 =O. 6, w3 =O oftl 4JWJZ..Fo, LLL2fPL3 Z{ij711.. pJ ffl, 
fffi*XIPTLlii1&E'.79wl =O. 2, w2 = o. 3, w3 = o. 5 o ~>RIP:1:t!1:l:J!:S{J3tf.tq:i S{J #1t~1~PTLl 
ii5Ex.79L_Combined (Ltliir) >T, .ft q:tT tE: 1~11 u i~I~ 11PTLl itHJiBtAfJS{] Ji1JftiJl5EfP/~pJ Ll 
llih st rsH&: 1~ c.ix o 

[ o 166 J w ¥! 2 tE: PT Ll ii ffl r tfr iffi-~ ~ !I& S{] ~ * I Ptfu tJt 3t 1.t S{J w ¥! S{J :,r, 17Ll o PT Ll i't xt ~ IEJ Rt 
rsJ ~~ st'J~~rP:1:tt1rt~1iErPJ; it'wzzi7J\., ~lEl Ll - JWJ, [II JWJ ;fo Affll1t 79:,r,f1Ll*illffiJ?. RJ1 = 

[0167] 

[0168] 

[0169] 

[0170] 

[0171] lt_flif = (wl X LlZ{i711..) + (w2 X L2Z{i711..) + (w3 X L3Z{i711..) 
[01nJ 1±~ frr:,r,f!!U rr, PT ~j~:z 1:k:rfPJat~rrit•*iJJ~:1:tit•r1r@ffls,g;t.z:1c: o fyU~o, 1±m 

- ;:: , PT Ll 1t J=l=Hil~ T r,m ~ J.1iJJ;s it• s{] fl'L~t@ J=l:j J;IUJd1HtL '§ tr5 !;ic iAA v g cf±)] 11'0 ;f P J;ic lJ'­
s tdd e v (,l;iltr1ffiu~) o a~ ,t:,r,ffLl q:i , *XIPT Ll llJH~ JWJ s{Jill~ rm3t1.t, ~P ~¥! 1 s{J:,r,ffLl q:i J1frtl 
fis{J ]~tt o §:~IP:1:fu:l:J!:S{J 3t1.t q:t S{J ff 11;~1~PT Llii5Ex.79L_Combined (Uli1f) >T, ;tt q:t TYE:: 

,~ 11 o i~ ,~ 11 PT Ll tlH@;t; ~u s{J JJlJJilHiJl 5Efn 1~ PT Ll Pi1[ at rsJ ii 1,i ex o 

[ 0173] tE :'6-;fr/1 :,r, 1!7Ll q:t ' ft xt - ,t ii n~ % 8{] ffl p tfr i~U:¥Ll 8{] ff )i ~t i}J pJ IJH&: JyJrn1J, tfr ~~Ll 5 I ~ 
302,/=§ rit-~:ffi:¥Jrit•a1tffl Jj ·,t ~~~%DtS{J~~;/}S{JPTf3~·t~L Ll~frl17J:i1: 'PTLl±Z9J:1:tl1 
m~a~ffl-,tiim%M~~~S{Jffi$#,Llt&n~1~fflna~ffly'j-,tiim%~8{]~ 
~1} o a~ fr!t :,r, w,1 q=i , PT Ll ~~ ~ ~ 1EJ ii n~ * 01.J g; -i' ~ tfrif }2 Jt nx .~ * , Ll 11 1*j ~ ij;!J, zi * □{] 11E 11m 
tL 
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[ 017 4] • ;;! 3 t~ {j¾ f pJ ~JJ&: J=l:rr Jt ffr $1' m J=IHT 79 S/,J • 1t 8/,J ~ 1JU O fr.;;! 3 9'l ' ~%-~ ~ fqt 
-fr Blz*$~i}J Gi~D]Hl) :f§~Jj:*8/,J m? IP:l:·iliJJl:ffl¥ffr79:l:ifrEl{iz:li~f,iF I Pl (~ &L ~/tl) 'IP2 
en 1i'.2, t£1i'.2) , 1ii3 en Ji'.3, t£Ji'.3) ~ o ~D* m P xtr ::f ~ o{J-fr nli~ J=l:ff ::f ~ 01 m Pi'; , tl~ 
1,. PT tU%-~i~ m P tB~ii:~s,g ~~ m P ~ R,~t iu~t ~ 01 tit'.iE rm? 015t 1fr, i~5t 1n1.~ ni* t~ 
JJIJ i~ ffl ? o PT ~ 11 ffl i3- lr/t ftB ~ ;. Ji ;f P / ~ 0 ;i:\'.; 9'l B':1 {f {nJ ~~it 1w 4'.t M 1f 1nJ ii;. B':1 -fr ni ~ C 1JU 
~D ,Amazon Web Services ,Box, Salesforce~) 81 fflr1t* (fJLl~D, 1t)R~1:i\, $;J;J1t)R;fP/ 
~~IJ!jz:s,g 1r)R) 81 ff {iiJWj '1' IP:l:i!I.:rJl:::t i'RJ 81 ftQ ~ o fr~®~ 1JLI 9'l , ftQ ~d~ fi ffiHa vers ineftf! ~ 
0:r\'.;it:l!81, ~Dr Jifi~: 

[0175] Diff~=t£Ji2-t£Jil 
[0176] Difffffi!'.=~)t2-~)tl 

(
Diff _,,,,,.) ('Diff .«,,,>) 

[0177] a= (sin 
2

"·v& )2 + (cos (.ff.Vt!) x cos (fft/!,{2) x (sin 
2

,;,,,t )2 
' \ I 

[0178] c = 2 x atan2(v'a,vl - a) 

[0179] d=RX c 
[0180] frfflrd8/,J~;i:\'.;9'l ,R~:l:t!tisf<-S/,Jc¥{fo 
[0181] pJ ~ 1fffl~DJ:it:l!81~Ali!E ~*it:l!Z1~Jt~11Jfi5E::f ~at i'8J a: P'] m ?11°7981 {fnu 

~o f1J:::79~{11j, ~Wt 7 lJWl ,4)W];fP8ffl! □1a,t['a]fi¾:: 

[0182] 

[0183] 

[0184] 

[0185] 

, -•·« ,, H·L 24 1J•n-H&ki'f1:i~%£!Plf-:#t -1 }tiAvg (BJ:f-2JftA:.:ftrHfSJP1t]~) 
L1 Z1v-;t = ---------------------

1 JajStddev (#1:}U P{fl:)it2::.l'fi] frJ.ey: kRCTllt;) 

1'l4" 24 1J,wJ·¥}·1+·t?fi;@i.lPf}·7.- ···· 4 Ai"WAvc1 (cffi:::Jdi,f··w:;1·,ir.1pr}~,;1-) 
.- r ·..J.t::-1 l'~ ,-._. ..... ~ -- 1::,1!,,.. '- •• ,f · __ , ..• .....: • ....._ · .; .,_'), .,. J-,, o;,,. -r.X._.-..., :.. .• ,_. .1--~ ✓J·, 

L2 Zh:rJ = . 
4 Jfil]Stddev (tf}Zt P{;i:JJtz_fiJ] 1'.(Ji&J,fr'E"r:w;) 

~+ :f:. 24 1J,u,J·tA +·fi'i:1 1:PF [ p?~{,$- - 8 {f:Avg (W·):~ IP,)· -~'fi Jg( I pYJ jfk-) ...... f1 I" l:J...(-,_-~ . -JLtXJ-.......;µ-LJ J. .,1.~--,v·- . I '.J ':)'_ \...,.1(-tx.. -...u- •. _.1 :J .).~ .... :r, 
L3 ZNJ7i'-- = ---------------------

8 ft]Stddev (frJ:JdP1lJ}t:2:.Jf'iJ(t'.Jlrz}:JT.i.;'1Y) 

Z1~71\. pJ~~t!°i~Jlcii';-~~1~Jt81:fX:ffi: (wl ... w3) tliit, ~Dr: 
[0186] Ltlii;-= (wl X LlZ1~71\.) + (w2 X L2Zi~7J\.) + (w3 X L3Z1~71\.) 
[0 187] fr ~fqt ;J.;fJLl 9'l 'pJ ~ !IX J;k;r{iiJRttJvlTit. *i}J~Jili it:J! Jifr mz ffl 0,(J ;J;XI O {JU PD' fr~ 
~ 7e , PT ~j {t ffl ~ r l'li'i ~ I~ tAHt ~ 8~ {1 *@ ffl J;IU-A ~ ~ , t11 tt ~,;/(i-.AA v g (-'¥ :!:>] {1) ~p !ki-J.. 
Stddev (;J;;r,1i{ffia~) o fr~ ~~1JU 9'l , ~DJ: mi Jifrt~1j¾B1, ;J;XIPT L;JJffiBt i'aJ 81i!l:Jtffm~f-t o 1r* 
IP:l:i!I.:rJl:8,(J~ft 9'l 81 :f'F1%'11;{tf:pJ ~ti5Ex.79L_Combined (Ltliit) > T, .ft 9'lT:tE:1~{1u i~l~{lPT 
rJ JA5t mr 01 tttliHJri 5E ;fu IE!X PT rJ ll:ii at rsJ ti fr{t~~ o 

[0188J w1t4ti{j¾ Tm rwfl5EiJJ i'wJ -fr@fflatftffl0{]1xu.W:~E!X~1t*~JE cos) 0,g~f-t0/,Jw1t 
01~1JU o PT~ 1:tffltit1.iE rtJ .;.*it'wz1~7J\., i~t~:tiE rtJ .;.*~ §in i'PJ-fr @mat1:tm01::f ra.J1XLl~ 
~E!X~1t~~JER1131:.mR1it~, Jt9'liJJ i'J:iJ ~~fr~t-atrsrn,t◊ ft79~fJU, r·TIIT{f ffl ~ JWl, vq JWl 
lPAJWl: 

[0189] 
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[0190] 
• , /f1 "-"- _ U:xtll~;it&, os}d:t· 24 -·~'-fltt·l·tt - 4 .H~!Avg (fi>ltL'Kt-~t os}nJ:J:·i:J··l&) 

L2 Z1u.JJ - ---------------------

[0191] 

4 )tlstddev ({ iJJ'{.Klt, os}1U::ki+li) 

fiM'Mf.tm:, oslJH)~ 24 +,rtli+lv.. - B Jt/JAvg C{NilStl&, os}frf:XfJ-j!_{z:J 
L3 Zffif-jt = ----·---------------------

8 If:! Stdde1• (f ~J11 •.t!f 1!<- 051 fi'::J:.'1--r-i::f,) ,.:;j, • •• liAL1A'..·,Jr:r, 'J ',•/\..·I __ ,:,,,.(. 

[0192] rlJl;J,i~Z1l?J\.~1Ei¥JlHB"-BfT1l-%B{JfXit (wl ... w3) £Rif, ftPr: 
[0193] Lt_§_if = (w 1 X LlZ1ij?J\.) + (w2 X L2Z{ij7J\.) + (w3 X L3Z{ij7J\.) 
[0194] tE~fqt7r,fyu 9'l, pJ I:;), 1JJfr11:tili.@J=l:jJJciA¥~ '* _§Jffitr- □,t['s] s{Jill* 'TX£PT I:;), lffitr-£ 
$J31:~1Nl PT ffl rm5E{t o ~)JZIP:l:-fu:l:Jl: s{J 5E{t 9'l s{] .rr ,m,Jk{'t PT l;J, *&:5EX.7'JL_ Combined (U§. 
if) >T, ;tt9'l'J'~ I~ f.![ o i~I~ f_![pJl:;J, t~:tli55t;M0{J jHJi!f,tiftl5E;fP/~pJl:;J, ~ st i'sJ tt{1J~)( o 
[ o 19 s J • 1! s :t).H~ J m -f<tiJl 5E ;). 7i @m r tt s{J Jx .S: s{J 1E 1t s{J • 1t s{J / .J-; fyu O PT I:;), 1i m tt 1iE 
rPJ ;.*it:wMl?J\., i~tt1iE rPJ ;.*?r, m? ~~? a~ [P] st rsJ r& ~ B':J rtlUJC iiitii, mftu ~ r 7r, 
fyu 9'l t~1~ s{] ~ ml , 1JJJ ml if P; 1.. ml = 

[0196] 

[0197] 

[0198] 

[0199] 

l 
.
1 

z· "11 " i1 24 1HH(ffF~-H·i.\l: -1 .11/lAv,q (flJ::fs::·F~+H&) 
J _,f'zy'}J = -----------------

1 J41Stddev (*iJJ;::-F~d-~) 
, j --f " .~ J n J '' --r· "T 'f '''i !'fiiA ( •---· ·1' --i-:: +··~' I *' ) 

'fl_ 
1

_. u-:;,,;- .l'-r 1 \,1,"WJ 1' t:4T ·lil - 4 ,fqJ vo 1~;:-::. 1 ~w. l- -w1 
L2Zf&:.,t = • • . ' 1 

-

4 NiJStddev (f:J·X 'Ft&r!-li) 

. , ,.-,, '\.. JtJ: 24 1J-,n-.trtfT·>ix:tl·fx - 8 .lti)Avg (Bi}s:: .. Flfd·tn 
f.,3 Zfzr-·7J = _ . 

B ft~Stddev (fiJ);::-Fi>i:P\~) 

pJ~JJ~Z1l'5t~11fi¥JlH~-Bt~1l-%s{JtX~ (wl ... w3) f§.if, PPr: 
[0200] Lt_fitt= (wl X LlZ1l?J\.) + (w2 X L2Z1l?J\.) + (w3 X L3Z1l?J\.) 
[0201 J tE~frjt?f,fyU 9'l, PJ ~ 1JJfr11:l:-fu@ffl/11JciA¥~, 3f _§JJI[3gBt ['sj R"Jillri, ;J;X]L PJ ~ ~JI[:og£ 

$J31:1liS5E1l pJ ffi TTu5E{t o ~)JZIP:l:-futJl: S{J 5E{t 9'l S{] :ff ,m,Jk{4PT l;J,*&:5EX.)'.IL_ Combined (U§. 
if) >T, * rt, T ~ I~ {l'f o i~ I~ f~ PT~), t~W5t;M s{J j~W-tiJl JEifP/~pJ ~), !ffiSt i'sJ tt {1Jr'1<: o 
[0202J a~frJt7r,fyu 9'l, PT~ 1immftPJ:. TIITiR ~ s{Jfl'5t::t.~s{J1l*, ~ R.;tt t:tlfitj, *it• 
Jx(,~flft, i~Jxl,~1i?ttE:zls:X9'lfil1$T'Jj:,±t!:s-g;.fto tE~N7r,fJLl9'l ,~fl1Jt&1ffi.u i3l '$302PT 
~it~ m .P ' ffl .P £ii~~ 11!J '~~ ~<f p /~ mHHRd~ ~ s{J )XI,~ 1i :fr O )xi,~ 1i * pJ ~ 1~ lr, ~ iidi 
)XI,~ s{J lift o 1Ju ftp , PT l;J, 5Ex.J). ~ iu li.s{J ti rt,* 9'l ~ r§J s{J m1Et7r, m f=t ~mt~ xtm£~tJJ JJX~ 
r§'J 8-g 'ic~·l'1Jx1,~ o 

[0203J J=l:j-f-it•)X(,~i1i?J\. B{J 1lfifjjtg PT~~ 1i?J\. s-g %s:\'.JJ:t1#tt 5E s"J )XI,~ l2SI ~ o Wu ftn, # ,m, 
ttn~~*PTl:;J,~mffl'5t%~~m~,~m~ffi7r,~~m~ffi~~tt~1~:n,m,Mm~~ 
JJX~}X(,~~~otE-®7r,~9'l,~[P]-fflp~[P]-m~ffi~~~m~:ff,m,ey~~m~-~ 
s{Jtlfit~ 0 a~,rrJt.,.J~wu 9'l, PT ~ttm rit•Jx(,~.&1~?J\.s1 ;ttt::tlfit~PT ~ ~ m f=t ,~~* ,m~*t~1~ 
rriJ, m ?~ 1:: ~ J=iJrtEB':J:t-fu;!J.1:v:11, m ?~ 1:: ~ J=iJrtEB':J ±.~, ~:x 9'l B':JstrsJ~~ ml 9'l B':J~:x~~ 
~ 9'l s{] st rsJ ~ yj ~ ~ lisl ~ if§ ~~Jl O fyu ftp , PT ~ JA-1::] m r if§~ ij* s{] t1i ~¾ , J)_ F 1lt tr1i .e , JA t± 5( 

~~~~,JAffi~ffl~~JA~t:~~ffltt~mf=t~ffi~oPTl;J,~~JA~~Mffl•ifff~'5t 
~ B~Hitt xt n~* ~n~ *tJ:t1~ rm s{J 1fiti, mxfl11,tw=r~ ?lif ff~ 7)\. ~ ff PT r; Rtain~* ~n~*tJ:t 
1# jffi s{J F ~ 0 ,; t: 11ft ti pJ ~ EE ~ $ ~fl:1J,tiH~IX1m 314t):tf~ 0 
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[ 0204] tE ~ frp 7Jd7U 9'l ' pJ Ll ~% Jxl. ~ ft 5t it. 7'J pJ J=l:j t~ 1'if 8-<J :/Jn tVf D O 17U :tzn ' ~)Et~ 1'if "I 1 , 

Io, ... , r ", PTLl11'.fflLl r 0:&:it•Jxl.~ft?J\.: 
" n 

[0205] 

[ 0206 J tE fir TiiJ 8-<J ~ :it 9'l , "w 1 , w 2 , • • • w / ~ fX .ffi: o tE ~ 1rft m 170 9'l , fX .ffi: 1i PT Ll t~ mt~ t?F 8-<J :t§ 

xt-m:~·t't,~~-m:~01t~1?Ft#Yi~1~01tz-m:1llo 
[0201J a~®m17Ll 9'l, Jttfr 5l 1J300PT Ll ~ft~TJxl.~.Q-ft'5t8<J 1f 5i>C't't5f□ /wU1ti'ifia'f't8-<J & 
t'Bi o 11 T'Jm 170 , illiR 81 ~ft~~ 5:\ nJ Ll ti1f¾ & t'Bt o 117'J ;1j ~~m 170 , ix.~·t't ~ ~5f□~ $U * tJE 
RJ.J~~ff! PJ Ll m1i¾&. tffl: o PJ ~1~:1:t~~f-t 1m:1:t, a ~®~17Ll 9'l, PJ Ll 11'.ffl § iJJ:tJLH$ :>:J •1t 
Cm :tz□ * *tt 5fn fEpii:2. ~ M~) *~ft & tffl: o tE ~11:~ m 190 9'l , ?J\. tfr 5 I $:300 PT Ll 11'. ffl & tffl:* lftfl !tHX 
.ffi:, tl:f 1?F 5f□ I ~i~, 1'1itt PT13~-t';;~i~~tl:f 1?F o 1±13: ® 5f□ :t:t 'tim Wu rt, , ffel(MJ,{&~ITTU 5 I ~30 2PT ~j ffl 
~~~~ffi~~~.ffi:*tt•ffi~Jxl.~ffl5t 0 

[0208J a :;§.flfim17Ll 9'l, ~H:1J,{&imu 51 $:302PTLlxt m rit~!xt,~ft?J\.B"J~~tl:f ,i;?F5f□ /~Jxl.~.&­
ffl%~ff §a%~.§ a%~PT Ll1'1iM~mffi~ffi~tt§ affi~-~tt§ affi~PTLlmm 
$tut±:\' i,li :tzos= cl (II) +c~ CI)+·. ·+en (I) 0 EB§ Y3tl~it• t±:181 *Jici pJ Ll~WJr8<J:g:l(Ji:2.1~r& 
8J.JfXii, t; 1fJit1~~ rDPEltZ!i*it•Jxl.~fi?J\. o rlifi3g9!:;t &tl5f□ 9!:;tt31:tAH&:Y5Z:tf:, i~tt~PT 
Ll t~1f¾ £ ~ 8111 :Pfia ·t't o 
[0209J tE:£frJtm17Ll 9'l, ?J\.ffr i31 ~300PTLlM MHR~ti1f¾~~fts"Ji~iJJ~tl31MAff :£frJt.Jt 
rt 7J\.ffr306 o a ~®m17Ll 9'l, ~frJt:R~ o"J •rtxtr?J\.tfr~tmPT Llt#111J1:f mo 1R:*1x1, atrsJ rt 
Ju , H ~ ,ITT o I 1Jr-5t t:ri- 5f□ ffl r ;j:JJ m ffl? ff 7'J f~Ha 8-<J tt* ~ PT Ll tl/z ffl r ~ r PT ~t 1~ i)J 5f□ /~ ;11, 
$~:Jmffi~~-:it*~~ffiffl~mH$:>:!li*~m~offi~-~~~~~*PTLl~fflr{& 
imu ~ ff1al□ *1ti~iJJ O 170 :ti□ , pJ Ll¥rr)!K Pin i'J:iJ ~t-~ $ t-x 1tt: ~ 11* § crn JB- 7'f tffl:~~ 
Ll ;lt t;jf ;t) flfl,C)') ~ ~ s<J IP:l:fut!l: s<J ~ * 3'U ~ )R ~i:i\ ~)J!!{ TTij ifUJU~H:1J, 0 Ll :Rf(;}, s<J 7JA '~B:b· 
teiPT~J CPTf3~~atfaJ) £r~~E"mffl~~$~E"mfflsJ.J~[Pji~iJJ1l:&:o 
[ 021 o J PT Ll tEz~ m ~ ~ :R 7t tfr ~ m j;:f, ·t17t tfr ~ ~JE it 7t tfr OPT Ll 11 ,1=1=rtm 5Ex. 0-<J * tJE 1Hm ~ 
(ffiizDf7Lliz□MapReduce11~Ll,&Spark5f□Apache Hi vei1:fi1!]~~) *±mtJEit9&.1i o nJ Ll 11'.ffl 
*llltt* T'J • T mi*~~~$ T ~Ii *~m #Ii 5£ ·t't 5t tfr o PT Ll tl/z~m 8111! i!r 81 m 170 'Eli ti517U :ti□ 
~)Rt;Eit1~,@, (19Ll:tz□ .~)R~)J!yJiJ;s<J ffl? ,¥rIP:l:fuJ1l:B{]~)R)JJj: (1'1ittx1IPFi!t,:l:full1ft 
w.5f□*TI lzsl~8J.J~ $)) , ffl Pt5Eit18 ,@, (17U!Z□, Jl~ jlit 'di~ [JZ:1t ,EC2tf1~~J 81 ffl P ,~ 
~ 0-<J fXlU , 2y: ~ 01 ffi' ii~ 01 ~ ~ ~) , 1~ l)MJE it 1* ,@, c wu :tzn , ffl P ~ ~ 0-<J i~ 29]) , ffi' i}j m ~ 0-<J tJE it 
1a,@, (17Lliz□ ,~NtE:ij:m:-+:xpg sm~ix.±5irn (SSH) ffi'Jg}j, ~~) , Lllz'dfi1UJEit1a,@, (f71j 
:ti□ ' JZ:1tf:*D1~_m' F+1 ffl ?rtt□<JX1tf:, ffi1~i7#W<;f$~b ffl?rtt □J.JX1tf:' ~~) '~~ 0 PTLl 11'. 
ffl~;frJttJEit?J\.tfrtt:f:, i,li:tz□ t'.5311, t~1l{filu~, § Y3, t¥:2Js:.R ~Iifia5E5f□ f~ 1&1mLl1:i\, ~~ o PTLl t~ 
~~~,ffi~tE-5E~~~pg~~)RffiZ9J,¥rW~ffl*~~~~~~tt-t';;B55:~~:R~ 
Jrn, ~ i~ 111J tE ~ 5EBt i'sJ J& pg~ iU jl $ i~i)J 81 ;f$ i)Ji& ¼ 8"1 :R ~ o ttt i1r 9'l 81 ~tli!: PT Ll ~~ tE 11 
7'J$1tf:i1f~ff B<J ffl? Jr-TID _t, ~-1tf:i1f~Hmt±:1$1tf:B<J "±tl,t", Ll,&ffl ?PTLl UfnJSr~T'J 7 
1Htt$1tf:rm 71oi:is1iJJfF o PT Ll¥rffi5Ex. s<J :J;mlJ!UtJJm:JHtt, 13: ®:J;mlJ!UPT ~J 1'1i1t Ji:1ts<J :,:1tt: 
5f□ l~1lc 

[ 021 n nJ Ll it±m B"1 jj ~~ ?J\. ttr~ tJumu l□ ta ~:r:~ ?J\. Hr o 13: ® nJ Ll is ¾fJLH $ :>:J •1i Ll ~ 
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~~H1Yt~~ , ffiPn WU :(zn !51H:~ 1Jt~ 81 fi~, ¥ %l0 :;f %m~ 81 lHtf:, Ll Rm r ~ tB m? 81 PT ~JE 

1r7'J8111°7'J7J\.ffr, ~~ o PTLl iJl[tt•1tlOf@]f~, Ll ~~t:t-futm1~U:;f~,m,ff T'J~~T'Jix.±tl:Jx\, 
~ o pJ Ll *~* ~ mP□ fEL:;f ~~ rMaxMind, FireEye, Qualys ,Mandiant ,Alien Vaul tlONorse 
STIX~~81t~f~]f,J81~-7JtJJE, Ll±f/~.ln~H;!J•tw1~0Jt ®~ -7JtJJEPTLl1~1~~T1Wft~ 
it·l'i~H;!J• #-½ ~ t§ ~ s1J 5'r i'm fg ,1~, , it :(zu 1YU :(zu r P:tt:tll: ~ ~, f/f-:@: $x 1tt:, ti~ !41; s1J ~ .r2 s1J ti>-u~ , 
Hfe:~~ 81we bitU 1€~t!i*, ffl /7 M 1~:I}IL~X:1$:;J'J;J. ~ JtH~><J M} (VPN) ~~ ~~ 8111'. ffl , Ll btM~ 81 B ~o 
r3(nr oft -®~1YU q:i, ~H;JJ,fg ,@, Ll t1Hi01t~H;!J,{g }~,*it csrrx) JyJjH-i:rX:*~ o fyLJ :(zo, -,}wt 
$,} n~~ PT rJfftWt1f ~t#5E rP:tt:t,f: 01 fg ,1~,, m:(zofa"ilt cw1J:(zo, B ~oJt-fof $x ftf:tiltiru, ~:@:$x1tf: 
81 ±:ffl, wt :r& mim) ;¥0 /git !5 I P:l:-fu:l:ll:i'§ ~jj:~ 81 :l:-fu:f! 1:trlL PT Ll ~~ ~ ,}{g }~, !5 t& ~ JU 81 ilt RIP 
:t-fu:l:ll: 01 itiiJJJ3dhs Cffi :(zo 1t ¾ at i'sJ fA ]~,} IP:l:-fu:l:ll: ~ir\~ )R) Ll R »JtiiJJ JS<Jhs-@ tB 01 fg ,@, Cffi :(zo 
~ )R ~ 1A Ji!e ~ $ ill;) ~ii if O ~@ [zs] ~ p J ~Hi m T :PJl JE "~ )R :ifil &" & ]L p J Ll 7'J ;tt B iilf qJ ( ffi 
:(zo x 1tf: ijJ i'oJ , tl'.i ~ x. ~ wt mi 1fHJL 81 ~ 19U) EJl 5E !3UL 
[ 0212] ~ ~ lO @11)3. 1t pJ ~:Him T xt J:l1JJi!Litl: 1T 71\. ~ 1t t:,~ :¥U -m, m 8<J tl AO fyLJ :(zo ' ~ ~ • 1t 
PTLl~rl-~~§l9J~4~~~m?~M~~§ffi~~&~Afflffq=io~~*~~PTLl§ 
m~rm~*mm~~,::ttq:im~~ffi~ffl?i=EAT~~~~~~~5E~~@m#~Foa 
T~~*~tB~ml9Jtt,wt*m?~tt~A~q:i~~Ttt-~x#.~*~ffi~~~m~ 
~~~H;!J• (APT) :l:~~ oft-® /JdfU q:i , [li1[ Rt i'sJ q1z:* 81 Jj1J'Jis*i ffl rtl0 J1;1E ,m,1T 7'J 81 t:l~ ( 13JU :tzo , $ 
#~fflq}~-~,3f~~~jf~~4TT'J~fill'J~~1TT'Joft~-,}g\t$,}~fil~$#gjtffl 
l9J * 1iE T'J ~ 1nt1 wt 1Eii 1nt1 c ffU :(in , w rt m r & tJ) ~ Fo , PT Ll ~~ it fg ,i~J;JH~ lBJ -,} wt$,} :tJL 
*"¥= ;J • 1t , Ll ~ l9J fit r)( ]UJE 81 ~~ u lzsl JlL PT Ll ~ & Ll _t Ji7J :rX: :fU ffl tl.*"¥= ;J • 1!*1tx tB 
m##~&~-ffl~~moft-m~OO~M~~~~~ff:~m~~fflPTLl~t1ft$;J• 
1t-;BH1'.ffl' Ll~Mfifnzl'J m Fff T'JfiDi'~81t:l:B'.: 0 itii}J}j[fflpJLl §;J't _l TX{§}~,' if:(zOIP:l:-fu 
:l:ll: ;fo :tmw 1:trlt o 
[ 0213] ft~ fqi ~ JJfu 7J A q:t , • t! p J Ll 11'. m 5t; 1W $t ~ 81 m ? $! i}J Jj[ 1At~ :tJUJ;J. lE 1t m ? i! 
i}J o fyUfto ,fli?~~317PTLl §1! ffi ?rl~1iffi~~~~81ic)Ro ittlti;J.PTLl*iffiriJl[ti~B 
t1ft$;J.$Ll$;Jfflm~m?~lf1tff7'Jo-MW~,%~~~~tt~MPT~:;f~~­
~' * _§_lzslJJ:LPT~txr!JIBrltrt!§'l:%1,g•ttti~i~~JU Om.~' ffiPD ~ff1!~1mUL~81tt*PTLl 
J!~Mr*m#~ml9J~ffl~~~o~~#~ml9JLlR_tTx~~ffl*mLlLltt~~~m 
ffii~HRd~ xt ~Jt1J· R1 ]~)i iifa R1 tm iN~ o 

[0214J i=E~fr/t~OOI7J:r-\'.: q:i, ;tt t; 7J\.tfr306PT Ll 1'11txt~1t-tit~fffU1J.f$8"Jt&i~U, ~1t·tit~wu 
~~PTLl~ffiLl~~~-~hA~~-,}wt$,}ix.1ttt~~,~¾~~ix.½tlJx\,~.ft­
®~~9"1,PTLl~@r~~~~~½tt~~~~~LlR!5~~-#ffl~~~PTl9J~ffiffl* 
~~Jx\,~$#o~~PTLl§fflxtr@ffl~~fflW~~ff,m,wt:;f~~~m~,$#wtix.±tt 
t~wU O ft7'J~f1ij '~@fflq:tfli?011~i1i~*~ PT~tB~£fir)(~T'JOOI1m]!&~~* CWUPD '¥11 
81~~lo/~~_;:) oJtPTLl~~Jx\,~~$1tf:l01H~, Ll:tt#~~'if1iij~~rJ<:~@J~PB'if1iij~~o 
[021sJ ft~fr/t~hlli7J:B'.: q:i, 71\.tfr 51 ~300PTIJ. 1'1tt:tl#51 ~308, :ti# 5l ~3osJty1z:~~m-t& 
iY!U 5[ $302 ,1TT'J7J\.tfr51 $304lO;ttt; 7J\.tfr30681riwW oft~fr/1~17U q:i, ttW 51 $308PTLl 5[ 1x 
1H~322 '1$ tB:tl#324' ~ iJJtAff l9J{'lc326 LlRtl1#PTlm1t328' tiim pJ Ll 11'. m itPTl½1Jt328 
*~~~tiHRxt~ n~*01 ft m, ;jw~ITTij:¥LJ 01 ~~·ti)X(,~ rJ R~~·ti)XI,~ 0<J ~ rlf'.)[, ~~ o 
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[ 0216 J tE ~ frJt 7r, flfLl cp , PT Ll tE PT li:\1. {t3 2s cp tJH# IHli 32 2 , PT-tl 1t 32 s PT Ll 11 J=IHiHR PT itJ i'i:iJ 

s/,J ffl ?:WTiff *i1f~ 0 PT~1~:l:ihE!lrntiJP:l:ih' pJ Lliffitt~ Biffi {afai!1!*tJH#1HR322 'itftPFfl-=f 
rh17J,-+- '+iil4§ o:j=i.'il4§RI.I/,R,.(' '),',il4§ 'li____v:.rh17//-l--;=;t;r::=l~'fm'iEJc',' .'+ --fr~J.1:l'.:-/·11.h ~-m 
~f) 1,, JZ:>+--iFJ ,G, ,_7'.l.dFJ,G,JllX5:J SMS -/Fl •D" lr::i S ~p l,.9-)(.)J rrJJf!. lr::i 7fi~o1I -==-..lr, 1:>'IJ T, i§ 11X. 

3 22 pJ Ll {1: 7'J ~~ ¥i'J ,@, i1H~i! (fJHm ' iffiu~~jj {~ii§ mwt~ *¥ ·m gx :~bR5tiiE Ll i1f 1'I) 0 

[0217] 1f:J'R pJ Ll ~:!-!*ri'&~~LlfiJ Et',J~1t:t=Et''.! {§ ,@, 'itftu1lfiJftuiHt:t=tiiRt4' B 1JL at raL }xl,~_&­

tlz½U, ${tt=~½IJ, ffl /7YltE/7l0/~-'::]$1t:t=t§*jj:*S/,J ~~ttt~iu, -'::]${t:t=;t§*l}*S"J~li~ ,$1t:t=s"J 
:fs!iJ£, *r1>t~~ (1!fUfto ,-=fl9J~ ~ l9)) ifP/~${tt=~m (1!fUfto ':jT:ff, *I~) '~~{§,@, 01f1R cp* 
r&-1' R~ • 1tt= s/,J 1* }2, PT ~J ~ tt fy1J fto ~~ ~[AJ s"J -fr flli ~ s"J tiiR r-1 ~~ iu ~ ~fy1J, fi5tJlz , s 
1,]j foat i's] , tJ!1i J£, ti# S"J *H~>t~ ~ f P /~~ 15t~{§ ,~, o JxlJ~ ~{ct=~ PT Ll Jlif ffl? PT;® :J'¥ S/,J i)J 
11:, ffi fto ~$~, JlfrU~i, tiic~mJGJJJUo 1~1Aff 1r1>ti;JJ 11: o 1r1>ti;JJ1ts"J;®tt nJ Ll ififl ffl ffifto'J.1tt= 
*r1!£@ffl to;~ -fr tlfrJt fl:@ffl z~ R"l@ffl Ll tAff foJT;® tt R"-1 *r1!£ 0 PJ Ll ~~if *i.R 511J tB R"-1 JiUiJ, 
~~ffl~/~~t;rag~)!~~~tt~~~~~~~*®~~~o 

[021sJ 1± ~®7r,fy1J rr, PT~), Ill at rsJ t~f#::f [Pj •1t~JJU rr s"J •1t s"Jitt'il: 11: 1g oo % PT-t9Ht, 
ffiftD ll * 0 i~ ll f!t. pJ Ll ~7r,f!fLl ftDB~B~ii°~S/,J ~JJU cp s/,J~~-1'~JJU s/,Jt~ B 1,}j s"J $1t:t: (itftotE 
::f.ey.,m,aJ rsJ s/,JitiiJJ, r:&JIFos"J rt<:, ~mxs/,J ~~~> s/,Jitti o $14~JJU s"Ji1Jlif:*7r, c 1!fUfto, ~) 
PT Ll itn :ff ;fo * I~ o fr~® 7r, fyiJ cp , mt ~j), fil PT Ll 1fil 7r, fr tilill ~fl~ cp o 

[0219] a~® /J-;fyij cp, ':1§i'._§JRs/,J ~fti'fE!ff!ti~JclUIHR322Rt, ~ftifE!ff! PTLlJ)J_§j~s/,J 
~~i"t r"1 *~:z?rr~iJJ1l o a~ ®7r,1!fU er, 'iz~·r-1tr:E1lot~iu~~nPT 12JJt~:J'R fit-ftE "fT:ff" ~* 
1.!i, J[#U ~.aj f~fg:fl ff! 1~ i5 PT Ll * I~ 1?1~ o 

[0220] tE~1rJt7r,1!fU cp '':1§)]JZ~j}f@:iffi,U 5[ ~302~..!t B ?J"-ffr3061iicfffl~*11:S/,J${tf:at 'ti# 
sl ~308~PT Ll ilftl5Eti#324o ti#PT Ll ~tEPT Llii*IR Ll:itJ:~wiJWJ½PT *.it$1t:t=~*r1!£PT *.it 
~1* (f!fLlftD 'xt~*!Ri'4 iEi;JJ11:) s"J i)J{f O tE~frjt~fyij cp 'pJ LltEffl FJf. 00~ ¥.IJJls/,JpJ,t!);i,1t 
328cp rPJ t.BJxS"'.! MM5-tgf:fl.il:!¥.Ilti#324o PT ~1-\'.:l:ih!lxM JJP:l:ih, tl#324PTLliffitt~'t%:it8"'.! 
iffi {§ )[<:¥.IJJl, ffiftD ~ -=t"ffi~ {ct=, :,t:zjq/'j ,\~L 3;_flJFJ ,~,nli* (SMS) ¥F3 '~" i-\§-t'f@~1t:t=~~ o tE~1rJt~f!fU 
cp,ffiffi~~~l'f:Elff!PTLl;®ff•mm#~J9J~,~pJLl~~~ttl'f:El~~~~~~1TJ9J 
1t 0 

[0221J tE~1rJt7r,f!fLl cp, ti# 51 •3ospJ Ll 1iffl*l}*1-9t\9lU$ ;:J *j::_mJt# otE~@7r,f!fLl cp, 
1i# 5 I ~ 30 s nr Ll 1t m f6j ,J;j ti ti~ 1t Ll iiliU :1-:;~ iu ~ nli 35- t§ * ·r1* ti ti~ $-1'-zi @ffl s"J iti 
l9JoPTLl1tffl-~~$~~tt~~m~~~~tr~cp~~1tffl~~~ffl?~m~~-­
~~ (SSO) i)\j.jffJLtU (19Ufto, itirj] g ~,Okta~)) ~$-1'-zi~li~iQ511j ¥--1' ffl F o~@ffls/,Jmr>1J 
8"-1 ;t§ * t:t 8"-17r, 1lfiJ ~IJ]l ffl P JA ::f [Pj 8"-1 r P:l:ih:l:11: [Pj at w ~ JU M -1'-zi ~Ii~ rr , ~Im ~ff :tr-=f t'X~ mx 
~)K~ 1t:1tlliFo2x~J=l:j ?S/,Jffi'ii~S/,J J=l:j?, Lllz.#X:1txtrM'i'~$,t ~mI*1f $t'JZ~mX~:K 
s/,J ffl?, ~~7r,f!fLl o 

[0222] ff. ~1rJt7r,fyij cp , tf #'JI~ 308~ pJ Ll ilftl 5E i)J ff 326, ~ ti5~~'f1:E l'f ;i=!I!.;f Pt~ wU * ~;E~~ 
~ i;JJ1Alis/,J*l'3fJi)J11:o tE~trJt/J-;f!fLl cp, t_§JxPTLl itWc.'i.7'JtE?J"-ffr5I ~3001&$ffi,IJIU~®~~-ri 
*1*at § iJJ1Aff *rf~iJJ1t O Hf~iJJ1t8"'.17r,1!fiJ :ft*1'L:!-t1l ffl ~tE p '.ffi:.11. *il~~-i&.'i. ~55( Er'l 'iz 
~·rit~iu, ~~ oft~ @to~t;~f!fLlcp, *r1!£i;JJ11:PTLl ~tt1,i~~~~·r1$1*fJQfAJS"J~li*~ 
;1j ~-1' B~~ s/,J ~~-l&.'i. 0 aFo~trJt-rt m r, ':1§ 1& 1~u iu ~~·r1 •1t:t:at, ?J"-i'Jr 5 r ~300 PT Ll 11Jri5E 
i~ 'h ~-1' flli * PT ~g ~JU~ ~fAJ , ~ ~ J~ i~ ~J Jt B7J:it 1~ iH~H/1 o 
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[0223J tE -@7J'1YU 9'l, tiHRPT Ll 1f J=l:Hi-1T$1tf:ff :E! § Z911t*tJE, ffiPnfyHznserviceNow 
~IBM QRadar~~ o fr~ ®7J'17Ll 9'l, :k1d1ff :EtlDt~tU*;JEpJ Ll ~ttfr;~~- 7'f$1tf:ff:Et* 
tJE:J'i D Llt<rtJ::iz3d!:f:$1tf: o WU:tzD, ${tf:ff:1£*tJEPT Ll J=l.:ff AP 1, 51Uii~AP 1, :k½·ti:J:ff:1£5fDt~ 
tU*t'JEPTLl ~$1tf:ff:El*t'JE:izHT:Sc1i otE13: TlD;l:t't/J-;fyiJ 9'l, EB ti# 51 ~3os11m5EBI.J iJJ1tPT 
Ll'ELM~$#ff:El*~~~~f:k½tt$#~Wm~;~;1:t't~~,$#ff:El*~PTLlffl 
K~Ht li:tEPT~t t<rtJ:i~$1tf: o $1tf:~:Et*tJE PT Ll ~%)!705t C fyLJ PD, 3'cpX~t?K3'cpX) j~ l8J ~~ 1£'.½tl: 
fflJ.ifDt~tiJ*;JE O Ll~1~7fA' PTLl~%1r$Jc~iJ1H€'r>1r$*~ '3fi%taJIH~E@I :k½·tifflJ.ifD 
t~ tu * tk rJ "1;fJ 1r vf E45,, o f71J :tzD , :tzD * :l!Jl ~79 Jt.J P ~10~ *I~ pij , JJ~ 0- iJJ 1tPT rJ 'EL 1t ~ tilt,R sf.J 
ff :Elffl? ~lE? 81.J pg$ IT* t'JE~l!Wt~~ m }~,off :El ff!~* t'JEPT Ll 3'EM~1iij ~I~1t, 3f ~% 
icM~mf~E@l-fr:k½·ti*tJEo 
[0224J a~*~~17U 9'l, -fr ~II* PJ Ll 5Ex~%ijli§§,Rf.Jff:Et·tiffl P~ triffiffl P 1R ?J"-::Jf R1.Jt~t2 0 

:iffittW~~*~~$~tt.~:Etttffl?PTLl79ill~reI~~:Et-frm%,W~:iffiffl?R~~ 
Jt.l-fr ijli% 0 

[0225] PDLlJ:J:ifritii:S"J 'i9':!5U-fr~~%sf.Jt~tXJ=l:j ?PT~r-f~][*sf.J O fyLJ:tzD '~T-fr~~* PTLl 
A~~tt~~~5E5<.,~®5E5<.~-Tffl?~5E79ff:Etttffl?W~-Tffl?~~iffiffl? 0 

~79~-~7J'~,Em%~~wttJt.JPPTLl~~~wa~,ffi~~wttJt.JP~Ll~~mm 
t~tu Sf.J7f:B'.:5fDRt rsJ-MJ!sf.J O {t 79 ~ -T /_J-;{ylj' 3 tili9'Sf.J ff! I~ ljJ\gxrJi:~I 1'1=:IlJt~ Rt' ~f ~~ 
®ffl?~?~~~tt~~mPT~~~~o 
[0226J tE~,f~~JJjg7f:if: 9'l, 1£'.½·ti~:EllD:f~tU*tJEPT Ll~JlfuJt.lfiR\iJU-fr ~li%Bf.Jt~tXJt.l f1 
Sf.J tt l: 0 P!.~ Fo ' pJ Ll 11 J:tHi PD J: ~ 7'f r! *Ji!U,&;tt tx Jt.l ? S"J 115 i)J ' ~ ® 7f Y!'EL 15" ff 79 ?J"-ffr ' :ff 
~~~~mB~~tt#,~~@Jt.JT~~*~~~P•~Jt.J~¾ffiM~~*m*ffl~~~ 
r§'JSI.J$~li&o 
[ 0221J tE 15--f~ ~ hlli7f :B'.: 9'l , t~tX ffl? El"'.! i9':!5U PT Ll ~ :k½·l·iff :EllD t~ *U * tJE El"'.! ?J"-ffr 5 I~ El"'.! 

~{tf:o Kt) 4Kt)~ T 1T79?J"-fJr51 ~40481.JfJ!Kt), 1~1T79JtfJr51 ~404~ Pj Ll~lJJU~f,£}t_j ?Sf.Ji9':!51j 
sf.J ?J"-i'Jr 5 I ~sf.J-T$1tf: sf.J 7J'1YIJ o tE ~1~ /J' fyiJ 9'l , ff J'.I ?J"-1-Jr 5 I ~404 PT Ll tiYJ(j§-iJJJ3iJ!JS41 o, i~ 
~§-iJJlt:t!JS41 o PT rJ 'EL 1t'ft xt--1'-fr n~ % ~ $ T-fr n~ % sf.J Jt.J Pit iJJ sf.J ic~ o itiJJ zJ& :tm41 o PT rJ 
'EL 1t1YIJ :tzDtAff sf.J i)J 1t sf.J JU ff:., tAff iJJ{t sf.J Jt.l?, ~ (-T ~ $ T) i)J 1t JJ ~~ sf.J-T ~ $ T xt 
~' ffiPDSti'sJWt~~sf.JJ: rjJ&1hslD/~Jt.l ?tAffi)J{'J::Sf.J~ftfaI' ~~ 0 

[022sJ tE~:f~7J'1YU 9'l , ff 79 ½"-1-Jr 51 $:404 PT Ll 'ELMtJEit1~ ,1~, ½"-1-Jr 51 $:432, i~tJEit1~ ,1~, ½"­
ffr51 ~432PT Llxtir§-rj)JjiJl41 O:ittff~JEit?ttJr o tE~f~7J'19iJ 9'l, ~it1~ ,@, ?J"-ffr 51 ~432PT Ll$tu 
t±:lff 79:tl:@442, i~ff 79tl:@442PT ~j :t~J<ttiltR81.J ffl P{tffl-fr ij~% E\K itT-fr ij~%81.J h:B'.: o 1lfiJ 
:tin' tJEit11L@,?ttJr §I ~432PTLl~tBWiitt~5EJ=l:j Pxt z. ij~%B"11f J=l:j' EB -til)=l:j Pxt z.nli%Bf.J 
1iffllD/~ tB tiltx 9'l s"J Jifr~ ffl ?xt-fr n~%Bf.J1f fflsf.Jtl:ruJ o 1'1=:79 ~-T7J'1YIJ, tJEit1a ,@,?J"-ffr51 
~43 2PT Ll $tu tB #Ii J<ttilt,R O"J Jt.l? 11 ffl -fr n~ ~ Of.J:1J:B'.: 01.J ~:@lD /~ #Ii J<ttilt,R O"J-T ~ ~ T ffl 
?11ffl $T-fr n~%s"J:1J:r\'.:B"Jtl:@o tE~f~/J-;f7iJ 9'l, t'JEitf§ ,@, ?J"-1-Jr 51 ~432PT Ll$tu tB Wi~ffl 
? ' ffl p tE {t ffl -fr n~ % at Er'.! i}J {t lD / ~ 1t ffl -fr n~ % s-''.! 7f A El"'.! ,; B :tl:@ 0 

[0229J tE~f~~1YU 9'l, ff 79?J"-ffr 51 $404:tEPT Ll 'EL1tt~tx.ffl f1i9'111J 51 ~434, ~t~tXJt.l f1 
ix:!5U 51 ~434 PTLl~M-frBli%Bf.JtttXJt.l ?444Sf.J}!IJ*otE~f~7J'1YiJ 9'l, tttXJt.l ?ix111J §I ~434 
PTrJ {92Jt.lpJ~ttaif{92Jt.ls"J ~~tt#71HRiU-fr n~%sf.Jt#tXJt.l? 0 
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[0230] f1=1'rffi -7J-dYU, tttxJ=l:U~i9.11U 51 .434 PT Ll fA1H?¥~41 7'+ :3J tt;tx)=l:_j F 81 ~15L 
~ffi?¥~PTLl~m*~~~%B"Jff~ttffl?B"JfflFB"JfflF~B"J~*o-tE~#~~q=i,ffl 
tR PT Ll J=l~ ~nil% 01 ff f!·ttt ffl F □1 fU 11- o f11J :ti□ , ~ tfttR¥=f flftm :ti□ Sa 1 e sf orce Z~ 01 nil% st , 
tftiRPTLl rPJSalesforcet~5EPJJ~® ffl ?t;~~ff~'f'tffl F o-tE~@tlm r, tftiRPTLlrJ<:3tnll 
*~ff~ttffl?,#~PTLlrPJ~½ttff~~~~*~~~ff~ttffl?~~ffi~~~*·ffi 
~, -tEi"P$'t'lm r, t£1.t~PT~tiJt~ ~~t8"JiJiH¥ (process) *1iHa~~~~%0"Jtgf:!}lHiffl t', l;t]Jl:t 
PT~t:1e1t-tE1Hf='¥~4179'ltR:1#1t11J@8131U*o 
[0231] ft~:ffi=~1Jil 't#txffl f='WU:lU 51 .434 pJ rJ M § flll%tif#lffi$H~B"J flll%tR:1#lffil11: 
tfis418 9'l $ :3J tttxffl f=' 81 ~15J'- o ij~ %tif# lffi Jl~pJ Ll ~ 1j5ff ~½·ti ff~ ;f PJ~ $1J *~JE ~tt%i~ 
*nll3),81ttfxffl f=' fU*81 r}J~t81 API O -tE~1r11~1,u 4-1 , ~½·tiff ~;¥P~$1j * tJEnJ Ll JWJ 1JHi:t-lh 
1$: tB ~t--LJ *' Ll @M ij~ * R"J tttx ffl f=' bZ± r'>CJt R1 flJ ol O f_§_~ 'it$~ ijli* ::f ~tm1#~t-J}J 

~to PT "&1~:t-fugx~f11Jo:t-lh, ~nil%§ cxtttifxffl f=' 8"J 5Ex. PT~tjJ,Jp~, # 11 PT~tt=ll:~i 7 ~~ufuJ 
i~ ijll% s1 *fm m P gx i~ ijll% s1 =ttft s1 =tt1t . 
[0232J -tE~1r/1~1Jfu1f:f\'.: q:i, ~,#; f 1:&lJt1Hf='¥~417;fP/gxijli9HR:1#1ffiJ_11:1M418, gx11J:::~*f¼ 
1~' t'lfifXffl f='i9.111J 51 .434 pJ Ll 1f ffl ·'y: :3Jtt:tfA* El~ ij1l%s1nfii)JIX1m410q=1 EfiB5Et'ififXffl 
f=' o zt:i3: ®~Mfi:1f:fl'.: q:i, tttxm f='itrnu 51 ~434PT Ll ~:rj§'§t%i:ii$->J 51 ~436;f:P/gxx%lii$ 
)J 51 .4380 
[0233] -tE~1r/i~JJlli:h:f\'.:q:i, ~%l'i$ :3J 51 ~436PT~f,AJfttRlP/gxfA 'ic½•['iff~?fPt~mU* 
tJE B"J ~11:: ~ :ti~~ i)II tJH& fh!i O -tE ~ 1rl1~1YU q:i ' i)II tJH& m pJ Ll ~ jj5 pJ Ll xt~ ~~ %tP.ff B"J 29) 11:: B"J 
~@ gx ½$, Ll El ffl r t~~i}J 11:: tE: ~ Jl~ tttx 81 i}J 11:: 811i~ o -tE ~@ ~ 1YU q:i , 1i~PT Ll t~~ 
t~Tx'. 01 ::f iPJ ~YJIJ o f11J :ti□ , t~Tx'. 01~ir PT Ll ~ff f!·tttt~Tx'., rmt~Tx'. 01 ::f ~~if~~ iPJ ff f!·ttt~ 
tx o -tE~tr/1~ fYU q:i , '§t%11f $ :3J § I •436 PT Ll 1f ffl tJII ttz¾itm* Vil tJF,?t~:tl~ , ii:ti□ 1$t2.~ i-i 
~~iffL~if*~ jj~tqi?f~~~ 0 

[0234J -tE~1r!i~fYU q:i, ':s'l:%1~$ :3J 51 ~436 riJ Lli:ij?J\_~:tl~@ffl r )I<:§ ijll*s11~i}JJ_1l:1m 
4100 ~~jTTu § '?J\_~:tl~~fA-£:5* § ~~~ijli%81~~i}JJ31:tmxt@B1iJllttJ31:tris±~B1 (1YU:ti□' 
iJIIM~:«11:tm~JA pJ rJ {tffli~~ flli%tAff B1iJJft3f btB1) 0 {t ffl?J\_~m~ '§t ~'i$ )J §I .436 
PTLl~~-tEmZ9JB~q:im~Wbt~~Z9J*B"J$#o~~mZ9JB~PTLl~t±:\~~$#8"Jffl 
f=', ?ft Ll '§t%11f $ :3J 51 $136 nJ Ll EftB;t/5tJ,EQ 7 $1tf: 81 ffl? nJ~t~tttxffl f=' o-tE ~1rl1~1YU 4-1 , 
P:t 7 i}J1tzJr ~11::~Jtfr JtR1l1HlVPT Llftffl riiRJ5E-$1tf: IE EE tti1'xffl f='~lni1R101YIJ:ti□ '-$1tf: 
s1 tt,txt!:m:i PT Ll iffitt§¥:r011:: ~ufuJ s1 '&f 1~, r011:: ~ ufuJ '&ti~ s11f :rt, tP. 1f r01t s11j(~, tP.ff r01t 
81strsJ' bttm${t81 IP:l:-t~J1Hj&*TI1ilJ!U*1~~ 0 

[0235J -tE ~ 1rl1~1YU q:i , PT Ll :1Jltt$H~ * § t_§JQ ;f P /~ * § ~½·tiff I! ~P ~ mU * ~JE 811*11' 
ws1 & tl*~]iZilE#tir§'J ~ §¥:%11f ·'y: :3J §I $436{~3{ tB s1111B5Es1rtHJBt!: o 1YIJ:tio, ff ~?tifJT §I$ 
404 PT Ll$tu tB EE "s'l:%l'i$ :3J 'JI $43oi9.111J 01tti1'Xffl ?44401 JIJtf_, Ll&tttXffl f='tP.ff 01i:ij:i3: 
®fflf='m~~A~~~B"J~*◊*~~PTLlrPJ~½ttffW~~~*~m~~mf='~/~~ffl 
? i9.111J 19 Jl~tti1'xi'r':1 iJJ1t ~ ~ iE 111B o ~ ~18 ,1~, PT ~2Hi& t~ @I ~%1'1$ :3J 5 I ~436, i~ ~%1'1 
$:3J 51 $436PTLl£ffi~38"J-½'-~1l~o 
[0236J -tE~1r/i~JJfil1f:f\'.:q=i, 3c%l'i$ :3J §I ~438PTLl ~i:i\$ :3J Jl~tti1'xB1iJJ1t, #fA~1r/1 
$ )J q:i i~UliJt#txffl f=' 0 JC~ 'i$ )J i§ I $438PT rJ fyij :ti□ WHJT~~i}JJ11:W410 q:161 $1tf:#i:ij-$ftf:B1 
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tii~$jJ'-Zf1~79tt1iEffl o WHzn, 3c%i:1f'+ :.B 5l $438PT Ll ~J=l:j~~m~n "Z9.J1'1=", "Z9.J1'1=~~,,, 
"ffl pm", "str8J~", "~,t'}Ju[/i]s1'Bt1m" lPttxf$14s1~-ttii~ifflJJ'-s1~'t*Nz~s1*N 
01~ffltst1:J*11-7J'tt1ifffl o 1t79 5~-T7J'fli1J, 3c%i:1f$ :.B r:JI $438PT LlTIJ:J(, mm!!"x:HM7G 
~~~~N-~$#,HHLl~#~~~fflfflr~m~~*~ffi~$#~ffl.fr~#~~~ 
er , 3c fil 'i $ :.B 5 I ~ 4 3 s PT Ll i:lt i3-f~ 3c fil 'i $ :.B H * (@ ~u * ,m, i'& ~~Ll lP f ~ ~ fxxJ ft~) @ffl r 
~;f~tt1iEffl. 
[0231J 111= )'17J'1JiJ, KJ:)]1ifflff PT Ll*Bz@ffi rtt1iEffl Ll iftJJU ~r§-i}J;JJ!41 o er s1fflff, ~ cpffl 
ff PT rJ~:ltt#;txm P lw--'/Jfi!ffl PJJ'-tii a-® o a-@7)'1J,J er , :1e ~1f "¥: :.B 5l 'fJ43sPT rJ*1tt~1~ 
~ Jl~ tt ;tx 01 iJJ 1t 01 Ju* , !!"x: ~ @~ 1x EE tt;tx m P iJi rw1 01 'Bf i~ 01 Ju* , !!"x: ~ :1elKl 1f "¥: :.B 5 I 
$138 nJ Ll [ljfi Fo ffl * ift JJiJ tt +x ffl? 81 fflt¥ 81 ~ 't rt JnLl o nJ ~ 1~:l:t!!i!!"x: ~11 :fJp:1:m, 3c%l 1f $ :.B 5 I 'fJ 

438 PJ Ll ii_¥_:EflHif ~ ~-r1 ifEtlP:f~ iu ~ ~JE R1 ~1t ~, i~ ~ft~~ Fn PJ Ll iJ=t JJU tt;tx m P R1 ffl 
ff'* llNdtll:~fflff cp JEX.fsrn~tt;tJU:§? s1tt ,8 81tl:'tl 0 

[0238] rffi81zf:.6i,£11}j TEE -tiiffl P4ij::x~rf 81iJJ1ts1~:l:)JitJtS17J'1JiJ O {£13: T~1JiJ rr' 
Z9.J*§ffl~#~¥Ll&x#~¥@J=l:jcp~Mffl}=l=j?Z9.J*o 
[0239] zf:.6 
[0240] ffl? x 14~¥$14# ,grJJ!ffl ?$14# 

John 3 0 
Mary 6 0 
Bill 2 0 
Kumar 4 0 
Chi 0 0 
Jose 11 0 
Colin 9 0 
Sean 20 1 
Mike 19 1 
Steve 17 1 
Alexi 18 3 
Samantha 20 3 
Josh 16 2 
Jenny 21 2 

[0241] l7fl 517f]7)' T zf:.6cp s1ttffl81 HE~ 17f]500817J'1Jil O tl$ra5028,MX14~¥$148"Jitl~' 
mHhUras,M,grJfflffl ?$148"Jit~.:t!H!zf:.681~1$, -riiffl ?1xtAfrx14~¥$14, [zs]Jl:tffl 
ri3:®ffl?~~~~~ill~-*~~a~MJ!ffl?$#~offi=fflffl?~~~frx#~$ 
$#~MJtfflP$#=~,[zs]~fflri3:®fflP~~tm~a*Y~~n~~~m*r~. 
[0242] ~pl7f] 5817J'19U cp ?fr7J', MT ffl ?fflff ~ 6}j 1ffi 81 o ffi-Tfflff ( §}15 ffl ?Sean,Mike, 
Steve ,AlexL Samantha,] oshlPJ enny) EE rtAff T ffi~ 8"Ji}J1'J=mHf:~~-tiiffl Po ffi=Tffl 
ff (§:fr5 J=l:j? John,Mary ,Bi 11,Kumar, Chi ,JoselPCol in) th EE rtAff [ ;r§Fw] 81Z9.J1'J=rm%~ 
ffi=tiiffl? 01±13: T~1JiJ cp' ~ ri'A1T T niHiffl?$14' [zs]Jl:tpJ Ll~:ltffi-tii cp 81 ffl ?iftJJiJ79 
tt;txffl? 0 #~#~ WU cp 'pJ Ll JA *Bz iJ\.79:ff tt;txO"J ~tfi}J O"J #Ii;£ cp ;f P /!!"x: EE ff! N:n'-tfrf~~ I :J=k 
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~~lli~•*~*~~~ffi -•mm~n m~~m?. 
[0243] tE ~fqi~f!!Ll q:i, 1£i}J1t-aJ~5::f1~~1)V1T 7 i~i}J1f B{] ffl ?~N ~1~4Xffl? o 1!7Ll~D, tE 
Y 1tf:~$ mt~- q:i , - ® Y 1tf:~ PT~ ffl i~~D ";tJU1f' L~ 0{] :XJf lJ!] 11Gic , mf ;it BY 1tf:~ l)JiJ Jl~ 
JtB;j:;j~~J;lxJ9:lH~~ 0 tEJ! T /J~lYLl q:t 'ft/;:&. i111J\icn ";tJL';f" B{]Y1tf:~B{]-®gltp)r~~1tf:PT 
~~*HX iHtf: 0 lYLl~U '*IIR1iicn ";tJL'&t s1:J X 1tf:* q:t B~ x:1tf:s1:J 1f1nJ ffl ?t~PT~ fffi'.fin*HX 
ffl r O 1tn yj-T7f-1YU' ~~pJ ~ft11Gicn "iffl'if" B{] Y1tf:~ q:t ~JJPifJrY1tf:~JJH~l~Y1tf:B{] ffl 
?~PTLl~~h~~mP.*h~-T~~.Rl~~~A~::f~~~~&~~~~Y# 
x B{] ffl? PT ~ iEz: l~j;-'/Jf i! BS~ Pt# TX ffl ? . 
[0244 J l!l 6'fil1i I!!~ m r wfl ~ ~ ~,t~ B{] t~;tx m P 3ti'f W t~;tx m PB{] ;~iJJ PT ~gmm B{] ~it 
·tiJ><Ul~B{] !zc:f!600B{]~1!7UB{]tTEl'f l!I ":a~#~1!7Ll LfJ, ~1YU!zt:f!6oonJ Ll EB izit·tii'r:E!*tJEB{] 
itJ'f~tJE1A1T oft~{qt?r,iJLl q=!, !zt:£!6QQ Pj ~*ffi'.~Jn[!J'1-ff1iift~pl[~it•:tJL pJ*]i }]X(LR{Jf~ 
4-, i~1Ei4-PTLl EBit•*~JEB{]-T~$T!ztl£iHAffLl1A1J°!ztl£600B{]~#JIL 
[ 0245 J 1± ~ #16 o 2 !zt , !ztw 6oo1'11t ;;_ ij1i %:t11i 1ffi ~ tft :g:1r-ri;~ iJJ t'il: t1is , ,; rr i~iJJ i1z: t1is :m J£ 
tE~m~m*~~~ff~~*.Jtq:i~*EB~fflPffl~~~-T~$Tm?~ff.Jtq=iffl 
*mmlffi*~~mPmmmP~?,3tHJtq=tffl?~P~-T~$TfflP~~~~~m 
*. zt -@ ~ 1!iu q:i , ;fl!? PT~ YE::~~ Alf P 1&f fJJt~~. ?t -fEQ ~ ~ l,W.~ ~ § BS BS t_§_ m "tiH.TT BS~ 1YU 
'ill t2i 0 i§'J , ::k: ~ , ~ f33t , IFR ITT ;tJL ti0 Ll :&. ;it BA lP 1&f f;J B{] g_§_ . tE -@ / J ~ f!iU q:i , fl!? PT Ll ~ 11 ffl ~ 
fj'tijl!%8ST Aoi=E~fr!t7f-1!iu q:i, tB.tR~T A -aJl2J, iTlm ijl! %:t~1#ltif 8S ijl!%, ff H -aJ~ji!JiiTlm 
mf~1l EB ~li*t:J½1#1ffit:J½1#ss ~li*BS 1iffl "~ ~li*S{]7f-1YU'filtJS~11tlli&Jlfu, f El, 1xxH4Pf Ptt 1tf:@ 
R=!1,':: m ,J·u 

[0246J tE~fr!t~WrJq:i ,tEiJlmFo, ~f~Ptl1#11 i~f~ f1~5{iJ%iJJi'J:iJ i~ijl!~ Osffl?~~? otE­
®~~q=i, -aJLl ~~fflpffl~~~fflp~~tt~ffl*~~TfflP~P, i3:~-Tffl?$~ 
~f1fffli~ijli*oft~ ®lPJtB~1!iu q:i, fli1[~ ffl Pfiffl ijli*, ijli*fI1JtlffiPTLl ic~EB ffl P1A15° 
ssiJJ1t. iJJ1t PJ Ll 'fil1i1Yu~o1t~ijli*, 1r lli, _1:_ 14¥1!1:ffl, HxJtffl, 11~2!l:Jt1i, JaiJJ PHAff x 
1tf:LlR.;lt'"t.1t O tE~1r!t~17Ll q:t 'i3: ®~1tPT Ll £Jf§ ,@, (~~DtAffi}J1f B{] m? BStii9'' lRJ-EQ 
lU / ~ 3'E m i}J 1 t ~ s1 i'aJ , §¥: i}J 1 t ~ ~~ BS 18f ¥}]( , lU / ~ ffl P IA Jt =tA ff i}J 1t BS ~ f~ 1ft I~ :l:tlrfif 1ft 
I,~~) -J-EQic~tEi~iJJJttA§q:i" 
[0247] tEff #f601!zt, !zt:£!6001'1t!Sft~~i}J~x~ LfJ iRJJiJ ij,§x1r~ ijli*J:l1f tttXBS-T ~$ 
T~*·~~~*YE::~fflp~~Ll::fJE::~~ffl?$~ft~~ff~1fA*~~M~~~*" 
19U ~o , tt;tx r}J 1t PT Ll ~ :a EB ffi- ffl? =tA ff s-t PT Ll Ll ~ u~ ~ 1m ffl? x1 ~ mt~ B{] 11 ffl B{] 7f A* 
~a~m~~~*"*~yj-T~~.~~~*PTLl~tEEBffi-fflp~ff~pJ~~~~m 
*BS Jt1mm p 81 mp ~lEP B1~1t 0 

[0248] tE-®~1YU q:t 'pJ Ll 11 ffl £5 ~ ijl!~ *§*lf*B{] i)J11' B{] ?!Ll**iRJJiJJ:l1f tt;tXB{]-T ~ 
~ Ti}J {t ' ;it q:i i~ ?Jlj tt q=i Os i}J 1tt§ X'JT ~ ijl! ~ i&:7J\.~j; A~ t~;tx O Wu ~D ' Mr-1'~ ijl! ~ , 
fflr~@ffl?~?~~~ffl?~?~~*PTLl•*~j;A~~~"*j;~-T~~~.~r 
jj-T~ ijli%, -aJ12J,it fflr11i21<Jt® .x:1tf:*s1:JiJJ1t*~~Jl1ftt;tx." 
[0249] tE-®7f-17Ll q:i 'PT Ll ft ffl ff :f! ·rii}J 1t BS JU **iR!/JrJ Jl~t~;tx s{]-T ~ $ Ti}J 1t 0 

:ai3:®~~q=i,i'f:f!tt~*~~*PTLl~ffiB~~*~~~~~~*'~~~@~~~ffl 
?~~?, {1~~1/:in r'J:iJ:t~trJ~~4:·tii&I, {1~~1/:JtiiE~~" 
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[ 0250 J tE ±'7 ~I 6 o 6 71, 71 W 6 o M1H! 11 J=l:H! q1 lttM iQ 511JtfaA-f f i~ "I' :~ltt 1'- q1 fl= 8/,J ffl f=' 
~,~~~fflf='~~M~ffif='ffi~~~~-'i'~$'i'fflf='~5E~o 
[0251 J a-® /J\f11J ~ , iQ511J m f='• PT Ll 'ELtiidtffl-1'-~~ 1'-~b f'i=lPtt ¾ O{Jij:§-~blrr~*"t 
JJIG:tl:1tl ◊tElt ® /J~Wu ~, :tl:1tlPTLlWiJ£~ijlt%8/,J ,ifBxtr~ mH~-~~tt;J;X8/,J1fffl:tl:itc 1JUPP, 
~IBJ:,f :o;Jt:1cIBl'i-'¢ :B PT Ll f&:ffl riJll§iiF/lt?:~ ;j}, Ll iQ51ljif§Xtrtt 5E ~ mt~-A~tt;J;Xlf''.! i}J1t 
~-*YIJiJJ1tctE~llil~"¥=:B:JfWu ~, PTLl79t,$filxxHit~f#w:ti-~8"1iJll~if1JMl, i~l~J@iR!JJIJ 
Aff tt;tx~ ~A lftt;J;;zs,g i}J {t O tE3cllil ~ "¢ ;J /J\ {JU~ ' 1$f?: ~ ;i pJ Ll .Wclt)'.1 ~ +1tJJIG:zls: 
ill§lt, Jt~ JJIG:zjs:ill§~~)(ij-~ flli%81~11:~illff Jti1L fr~ ®;fWJ:l. TI1J\TYLl ql, i~i1PttJPTrJA&:fflriR 
JJIJfflF'.o 
[ 0252J nJ ~ 1~tm~ ~11 :iJptm, iQ JJIJ m f=' • nJ Ll 'Elit! xttE 11 m ~ ntz35-1Jj i'sJ fJ:vff 81 iJJ {t ill:ff ?J'­
tii ' Ll R. iQ 51lj 'EL ti!i" A~ tt ;j;,£ R1 i}J {t R1 -f_§_ i}J fi= 0 {JU PD ' p J Ll 11 ffl K t)J {a~ ~ ttit * *U i~ i}J ix 
ffl~~M~LlR:.~ffTM~~fflf=',Llffim~ff~MM~~fflf=' 0 MOO~PILlffimilifflf=' 
f_§_o 

[0253J tE±'7~f60871, 71!!600'E1t!~% ffl f='it5t~79A~ttt:£ o tE~1rfi1J\1JU ~, EB TtA:ff f 
•mm79A~~tt~-'i'~$'i'~~,fflf='-~A~~tt~ 0 

[0254J ti:±'7~161071, 71:E11!.600'ELti51lffli~iJJJttJi1Hifa5E-1'-~$ 1'-ffl f='81-1'-~$1'-~~.& 
ffl* 0 tE~#~~~~,~~ffl*ffi~mf='a~m~m%~~~~~~xtffif='~JJ1G~~~tt 
)Xl,~81t¥fit o PI~j T'J•'i' m f=1, m f=itii, •'i'nrz%, $'i'nrz %, * ~ ~ ~ n1z%t~1#lffi81 nrz% 
;fD /~ ffl f1 ;fD ~Ix% 8"1 m if it.~ I)]! 1# 7]\. 0 a-@ ?f Wu ~ ')X\,I)]! 1# 7]\. t&: it. 79 ~ I)]! t~:ti-8"1 :1Jn;J;X 
;f P u ~ ~ t~ :ti PT Ll . ~ tA :ff 81 i}J 1'1= , ~ i}J {t JJ U[oj 81 ~ iJI , tt 5E ffl f=' , -f_§_ ffl f=' , Blil % , Blil %tt1# 
1ffi , ffl f=' p)T tE □1 ~ §! {v IL nt~ ti{# 1ffi ~ ij!z % p)T tE O"J ~ §!1v IL tm :f! 1v It , -* ~ □1st i'eJ ~ 
- JWJ ~ 8/,J ~*~ -i¥ ~ 8/,J ~ Jj , yj-'i' lzsl ~ Eix lzsl :JJ1 tiiit if§~ jj:~ o PT IH~ tmwiJ11 :1Jo tm , ~ ~ 
t~ti-PT Ll * § J-A ~ §t mU1J·'t1H~ El"'.! >1H'flH'R trM:lP /JJx ?J'-~ M:~1i El"'.! ~~1J-'t1rt~ o tE-@/J\ 1JU ~ , 
~~~~~~ffi~--~~~~tt~mo 
[0255J a~1rft1J\1JU ~, ~ 1r*Hxm f=' ~ )Xl,~1t?J'-:t§ 1:t, Ll ]l:!::k 8"1;txffi:*it'nt&:?J'-~J'.IA 
1f t#;tx 81 m f=' 81 ~ ~ 1t ?J'- o 1~1.11:l , ff1J PD , ':1§ t# ;tx m f=' tA ff iJJ it st , t# ;tx m f=' 81 ~ ~ 1t?J'-PT rJ 
tt ~ r:ttt:£ m f='tA :ff :t§ ~ iJJ f1= st 8/,J ~ ~~ 1t* ]!:! ~ o PT~ 1~tm~ ~11 :1Jotm , ~ ff jffi m f=' if§ tt , PT Ll 
11 m ]!:! $~~RI 811~:ti-* 111§ ;E tt tx m f=' 81 ~ ~ 1~ ?J'- o nJ ~1~tm~ ~ft :1Jotm, ~ ~ r: tttx m f=' 81 
~~ffl%~~,PTLl]l:!~-~tt~~ttfflf='~~~ffl%,~~Ll~TI~:it~~]l:!~~$~ 
fjfto 

[0256] tt:±'7#161271, 713:1600'E1ttm5Effl ?. rt, 81 ffl? 81 R~1i?J'-::kr l~{l'f o tE:'S-1rf11J\ 
1JIJ ~ ' ,~ {][ pJ Ll t~ ?f tE~tt ,~ {J[Dt ti0 M xtlli f=' 81 ~ ~tl:Jxl ~ 8/,J i~qJ O tE ~ ;frft /J\ {JU ~ ' ,~ 1][ pJ 

Ll~tt5Ellif=', tt5Effl f=', -f_§_ffl f=', tt5Enlz%~ntz%tt1Alffi, -* ~ 81SJ i's]~-JWJ ~ 8{] ~ 
-Jc, 5}-lzsl ~ ,~[;5]~01tii1fif'§JtnXo 
[0251J tE±'7#W<61471, 71:E1600{,112i11Jl5Efflr n1it%t~1# 1t1J *tx8{]~~-tit~iu, Jt ~i~~~ 
•l'it~*H&:nlz%tl1#1ffi *~n ffl *Wcllxt~ ij!z %8"'.! ih l'J:iJ O 'ic~•l'it~*UPT ~j ~;( {f(:T@PU ~j r [;5] ~ 
£,~8"1 lisl ~: 11~ 1)]!1#?J'-~j1 ,~ {][ 8"1 tA ff 7 S"J ~'1' ~ $'i'i)J11J=, ~i}J {11= ~ U[oj 8"1 ~ ~/~, ~~1J-'t1r 
tfUP/~ ~ffif=' if§ *jj:* 81Wclt ~It,~~ lzsl ~ u PT Ll ti111§5E 81 ~~tu~iu 8{] 1J\1JU'ELtJ5~_§_Jtffl 
f='~ffl f=' tii {It'. ffl fllz%, ~ ffl $t xt~ flli %81 t# 5E ffl f=' ~lE f=', {lt'.fllz%tE~@ ffl f=' ~~;fW/~tA:ff 
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~®~1'FDtbt52i1?W., LlR!l1LltJyJfisl::1t¥Unli*wtf)Jli* rtt, ~~o 
[0258J tE~BJ616~, ~W6oo~;J:1511)l5E~btJ!iUBli*tI1#iriJ *tJEsf.J-1'EJx$1'11'r4- o tE 
~#~~cr,mLlWM~~m~mm•Ll~*~~~ffi4-Ll~~AAm~reB*~5E~®ffi 
4-◊tE.it®/J,fYLlcr, it.*tJEmLlB;J:;i;·fflrtA1T;gfi1!JS"J ~ Z)J1tt¥ff◊11=7'Jyj-,t /J,fYLl, mLl 
f)5i nil *l'r'-J AP Him 5E t~ 4-, ::t:t er i~AP rm Ll ~:r%1:t itJ} * ~ 13~ wl1,ie)( ~nil* i'r'-J reB i'r'-J ~11= o 

[0259J tt:~11618~, ~W600~1J-S"~%--1'wt$1'1~4-1stJ!iU~li*t~1#• *tJE, ;t:tcp-,t 
wt$1'ffi4-~~~tt~~ffl~rmPa~,~crmP~~m*~~~EBr~~~tt~~~ 
e~ ~mH&: 1r{te~ o tE ~ f~ ~ 1f1J er , btJ! tfi 4-m ~J ~ m it J=IHft ¥JK ~ fH P s"J tiHx c 1f1J ii□ , ~ ~ij Az-t~ 
wt ;t:t t; %A 81.J Jt iJE) '~ m Ll 1t 'Ji;~tE ff ;El* tJE §~ 1iJ$1~'fzf_[ PreB ~ ~Ii* 0 tE -®~fYLl cp ' 
-r~4-*&:btJE:¥Llnlz3Hl1#. *tJE Ll 1#fHPwt~lz3Hl1# •1inri O - E. *&::rAfr' 8ft nJ Ll lKl tm '~~ 
5¥□/wtfl 11:EBt~txfflPm~Rf.J'Ji;~·tiJ><Uli 0 

[0260] 00 7 * t±:1 7 a ;t:t cp m Ll ~JJilil:: TiiJ i-f ii 81.J ~ f~~19Ll 81.J 7)\. ~A* tJE 700 B"J r~ 1t 00 0 ft?fr 
~~1fU rr, -n\.~A~ttE7oo~;J:15-,twt~,t~ Pftmit• W:¼ 702, 704, 706;¥0708, ::t:t*tre w.7'.1 
:im M ~ ,t wt$ 1' ~ ti 7 1 o tA fr 5¥0 ~ 1'F ~ P ftrtti J§l. )==l=j , ~ ii□ web itU 'tff fl: , t· ~ ~ P ftrtti C 17Ll :(zo , 
Oracle Forms) ~onlz*:M712mLlt2.~ ~ti710£:JJ2tfi~Pfzmit~W:¼ 702,704,706, 708W 
1~:tiM/l\1fo 
[0261J tE~f~/J,fJLlcr ,n1z*fl:712mLl3TI:riE1T~,tgx$,tn1z*gxtX1tt:@ffl ◊a-®/J,f7Ll 
er, ~lz*fl:7 12~m Ll tJH#::t:t B ijfi~ wttx ftf: J§l.ffl, # ll m ~j 'rLtt~P R!Hr,J_;¥o ~mlf :tl 01± -@ 

~f7Ll cp, ~@ ~Ii* m Ll 1'FT'J¥rwebS"J ~li*wt~ ~li*f&:t~f#, wt~-tEtX1ttttP~li* (Saas) t:l:'tl 
r*&:ttf#~~ p}mit• W: ¼ 702,704,706, 7oss1.J ffl Pu ~11=~ P!1mit• W: ¼ 702,704,706, 
7080"1 ffl PX mLllLlffl-,twt~,t~ p}m@ffl*~nlz~fl:7125cliLllLlffl FR~ ®iflHtf:ttf# 
sf.Jnlz*o 
[0262J tEOO 7 er~ t±:1 i'r'-J reB er, *tJE7ooi'r'-J tXftt:mftt:718, 7 20;¥0722 f&:~ t±:1 T'Janiz *fl:712 
J::~ JJifi O a ;t:t t; ~ 1fLl cp ' * tJE 7 0 0 81.J - T wt$ y-rf!Htf: ;¥0 /wt EB ~ ® ¥f1Htf: m1# S"J niz * ili p J Ll EB 
~ p}mit• W:¼702 ,7o4,7o6 ,708 er s"J-1'wt$1'*~JJili O ~nL ~11=~ p}mit• W: ¼B"l m 
PmLl~ffl-1'wt$1'~P~~ffl*~fflEB~®m#mm~m*◊~®m#mLlffl~#, 

[f!] 1£t' tX ftf: wt ;t:t &'iii\'*~ JJili O J§l. i~ IA iQ ¥Ll S"J 1-E:: ' ~ f~ ::f IPJ 81.J * tJE EB 1-E:: m ~~ S"J ' ;t:t m ~~ ~ ~ 
17Ll 7]\. ~ ;:~ * tJE7 00 ::f ~ 0 00 7 LfJ ?fr~ S"J ~ i7Ll IEI Jl:lJ.E:: ffl T ~JJili 1f ~ * tJE 81.J n'" ~ ;:~ * tJE s"J-,t~ 
1fL rm ::f JE:: ~ ill ff fl~ 1M o 

[0263J ~Pfzmit•W:¼702, 704,706, 70smLl ~tJ-S"~f~~~sf.Jit•W:¼o 19Lliz□ , ~p}mit 
•it!:¼ mLl ~1i1J:1~A-¥1litt:¼ (f7LJ:(zn, iPhone® .. !Ii;;~ rg ii, iPad® ,. it•-'-!1-;J:JzrgijJXi, 
,t A~~.§)J:fl (PDA)) gxm~ix ~-& (f7Ll~D ,Google Glass@~i\t:r\'.:_,rLJ,fl:), iE1Ti~:(io 

Micro soft windows Mobile® ;¥n/wt~f~;f$rj)~ ft* tJE (m:(zo i OS' windows Phone' 
Android ,BlackBerry 10,Palm OS~) S"JtX{tf:o i& ¼ m Ll:iJf~f~tXftf: J§l.ffl, iiiz□ %f~--1:Jli 
lf~~ :t§*Sf.J@m' Eg Tffi~ {cf:' ~RWi }~Jlz* (SMS) @m '* H m Ll 1~ m ~,f~~ t:W f§ 11} i)( 0 -~ p 
}mit.it!:¼J±m ~J ~tJSWffl,t A itJ!tJl, f'FT'J~fy1J, ~tJSiEff ~f~frli*B"JMicrosoft 
\Vindows@,Applc Macintosh® :fO/:EJxLinuxff1t*tJEsf.J1' A itJ}tfllO/!JxijlJ::~it 

J!tll◊~Pftffifit.W:¼m~J~iEffff1PJ~f~m-~$HfB1 UNIX®wt~UNIXtift*t]t (~ 
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tt1!::J.:,,f~~r ~1r/tGNU/Linuxfff'i=*tJE, ©:tznWU:tznGoog le Chrome OS) 81 I f'i=ir~it.ifJL 1'1=79 
~ 1JLl , ~? fzwi+ • '& 4 J± PT iJ, '23At~tt$imtt C ~,t. ElX $ 1-') fUJ MH 1 Ojffi fa 81 ff 1iiJ ;It 't Ft! -=fi& 
~, i~:tzr1:&l~?fzwit•ifJ1" ~ fflliij*IUJB"JVH'51Jt*~JE (1JU:tzo, Jl~WG~Jl~ Kinect®-¥:!1Htu 
Ai&: 4811rl!£~XboxVJJ~t~tU 'El) 5FD/ElX ,t ,,AJl'§ }l~Ht:i2ii&: 4 o 

[0264 J .Ii p;,~ oo 19'l ~ t±:181 ?J"- :trnt * tJE 10ot~~ t±:179 Jl~ [IJ ,t. ~? fiwi+ • '& 4, 1B.:ii: PT iJ, Jt 
=t~ff1PJ~_m 01 ~? fzwi+ • 1& ~ o *'ti&~ cm :tz□ J=l:ff 1t it\fl: 011& ~ ~> PT lJ, -'=5 nli ~ fl: n 2ic 
lio 
[026sJ Jt::l'ff :rt*~7oo 9'l Et''.! C ~,t. ~$1") IUJM5· 710PT iJ, ~J!s:@l±iH#A .i7:! ,~~Er'.!, PT !J,lLl 
fflfffPJ ~1rftPT ffl 81t1Hxxt~~th!iiffi 1§81 fffPJ~~ 811~xJMf, ;It 9'l t11'i5t. 'E1,ttf!:3.+I)~ rTCP /IP 
( 1t~t~tU [;jJ,f,5(/ [UJ ~j [;jJ,i,5{_) , SNA (*tJE [UJ MHt *~tiJ) , IPX (liij*IUJ tRXX.~) ,AppleTalk, 
~ ~ o fJ 1:£ 1'J= 79 ~ iJlj, ( ~ '1' ElX $ ,t.) fUJ fg 710 pJ ~J ~ ~ ±i [U] (LAN) , ~ T ~J :,t fUJ , ~ fr~ lf 81 
LAN, r ±i fUJ , 1L ij* fUJ , 1$: m fUJ it, 1$: j'IJ_ ti ffl fUJ (VPN) , pg ij* i><XJ , j!, ij* fUJ , 0 :tt x. ~ rt! i! fUJ 
(P s TN) ' iI Jr [UJ ti ' JG~ [U] ti ( 17Ll :tz□ ' 1:& 1fi!i rt! -=f rt!~$~ (IEEE) 8 0 2 . 11 t)J, ix~ 14 ' 

Bluetooth® 5FD /~ff fnJ;!t B1G~ t1Ji)( ':13 9'l ff~ ~1rfiff1'1= Er'.! fUJ it) ; ;fD /!lx~ iii: 5FD /~ ;It 't 

[Ujf~81ff~tiiii- 0 

[0266] ijji*;g:712-aJ iJ, EB ,t ElX$1':ii!U=l=ht•ifJL, 4i J=l=rnli*:ht•ifJL ( 1'1=79~i7Ll, 'E1,115PC 
(,t A it•ifm ijli%fl:, UN lX@ij!i%fl:, rr 13ij!i%fl:<:k~ it.ifJL,ifJL~"id&81 ij!i%fl:~) , 
nli*fl::l:m, ij!i*fl:~ffElXff1wJ;!t't~':13 81 ;,rff .a5Fn/ElXm1rmm onli*fl:712-aT iJ, 'E1,1!5bff $ 
J!J, =tt1t ~ t3'E 01 ~ ,t E!X ;t ,t m mtJL , ElX 1& am J!J, 1i 01 *-~it• 1$ ~ ~ tiJ o ~,t ElX ;t ,t ~ it 01 
~~~~w4~PTIJ,•mm~,!J,~~™rm*3s"Jmm~~w4°mm1UJ~PT!J,EBffl* 
:M712ff ffl~14 5EX.81!j:*[UJ *!~tu Oft ~#~1YU 9'l, nli*:M712PT lJ, ~TJE ff :a fir ii 0:3f 9'l 
faJr#li5£8/,J ~T ElX$ T nli* E!X~ ftf:@.ffl O iYLl :tz□ 'nli*~712PT lJ, -'=5 ffl r1A1r lJ, _e#/i5£ 8/,J )]cW8/,J 
nli*fl:xt@.o 
[0267] ijji %fl:7 12-aJ iJ, 5E fft11t5 iJ, _e i;;tit8/,JfffF *t1E ':1§ 9'l ff ~~lrft8/,JfffF * t3'E, ~J,& ff 
1PJPT 1BJ .illJ11#8/,J ~li*~fff'i=*tJE o~li*~712J±PT !J,5Eff ff1PJ ~1rft~{t 1Jn01 ~li*~@.ffl 5FD/ElX 
9'l i'8Je@.ffl, 'elJ15HTTP (~XJ!s:ft~i,JJix) Bli*ff ,FTP (j(ftf:1t~i1J,i,5{_) Bli*ff, CGI (0:ttfUJ 
~Ht D) mi* fl:' JAVA® nli *fl:' Jy: tm 1$ ij[i * fl: ' ~ ~ 0 ~ 1YHiiY: 1$ )$ nli *fl: B tt1ti_ ,,f ~~ 
r )AOracle ,Microsoft ,Sybase, IBM (OO~i~ill'.if}Lff) ~pJ~ill'.$H~8/,JJ§~®~1mWBli*ff o 

[0268] fr ~®~;Eftljfj:\'.; 9'l, nli~fl:712-aT iJ, 'E1,1t~TE!X¥ T@ffl, IJ, ?J"-tfr5FD!fii-N\~ ?ftw 
il 1 ~fi& 4 702, 704,706, 70881 ffl ?t;AtiU01Jy:ffltJl!;fD/ElX~ftf:~tJr o1'!=79~WU, JxtmtJl! 
5FD/ElX1Jftf: £wJr-aJ!J, 'E1,115, f!:!/f'.:J)~r, T~litter®tJi2L Facebook® £fJrElX:;jir N1. ~,tElX 
¥Tffi-1fffi~~-~~~~~~ffiffi~~~fflili,;lt-aJiJ,'E1,M-'=J#~ft~ffl@ffl,~~ 
1R f1r:tJL, fUJ ii·ri~tiffi-LS.IJ!: ( WU :tz□, fUJ ii ~:lffi;fDi!rLS. i'r:E!@ffl) , }~ mi!rEJttfi IJ!:, it=c:$x.Jffi 
IB1 +,m~;t§~Er'.! ~at *14 onli *fl:712J±PT iJ, B}t~,t~ $,t !5Yffl, iJ, t2. EB~ ?fzwit~ i& ~ 
702,704, 7065fD70881 ~t-ElX $ t-.ffii~i& 4 .ffii~~1mtffti!:5FD/ElX~St 1Jftf: o 

[0269J Jt::l'ff:rt*~7oo;±pJ iJ, B1!~1-'ElX$1-'Jx1JJSJ$714, 716oik ®Jx1!JSJ$-aJ!J,:JR:f~ ffir 
H1ii1* ,E!J/,J:tJLtu, Jt 9'l 1* .E!,m:tz□ ffl ?X-ct: 1* ,E!,, 1tffl~:it1* ,E!, ,~;~:J;mlJ!H* ,E!,~JaEB _ernHt 
ii:81 ~1rft~fyUffffl 81 ;lt't{§ ,~, ◊IX1mJ$714, 716-aT !J,~100 tE~1rft1.trlt o ~1YU*iR, iY:1mW 
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714, 716 9'l s,g -,t :g;tt:t,t pJ Ll~I ffi ftn!i*;g:712*:l:tg, (5FP/ElX~I ffi ft~!i*;g:712 9'l) s,g~FT"r~ 
1¥1it1t m:iJ: o PTfH~:l:-fu, J3l:ili!il$714, 716PT Ll:l2t~Bli*~712:# H~EB ¥rlUJM~-B/,JElX~ ffls,g 
~:J'1r~nli~fl:7125llH§ oft~~7J'f5iij 9'l, icrmJ:$714, 716PTLl~ 00 ft#fit!X±ilUJ§! (SAN) 9'l 0 

~1W'ili, ffl T1A1f Y3 ~ r ~li*fl:712 s,g J}J~~ s,g 1f 1iiJ &, J'.= X 1tf: PT Ll 3n 3 Jt!r~Jt!I.1¥1ii ft~!i*fl: 
712J:;fP/!lx:@fiff1ii o ft~®7J'1JU 9'l, 1&Jm !$714, 716PT Ll 'ELtJS::~1t~fxffl W, @ftU EB Oracle 
t}Htt s,g ¼!T ~[Pj@. rSQLt1t A ft s,g-® 4-mH¥1ii' £1Jr 5f Pi1t!U&~ s,g ~th!i )$ 0 

[0270J ft~@ /J\ 1lfLl 9'l , L" :£f ~ PT Ll ti{# ~,t :g;Jtt ,t ~Ii* o 00 MIL~ tJE :£f ~800 s,g ~,t :g;Jtt 
,tif!Htf:s{Jff§} 1t1l!OO , Jt 9'l nli* PT rJi1Ht1#jgL" o ftOO 8Jifr7J'B"17J'1lf1J 9'l , * t1t:Ef tl8oo'EL:f't~,t 
ElX $,t~? ft)ij 1 I w i& ~804, 806,808, ffl? PT Ll 1f ffl B 1r'l~~t~t¾1#L" nli*B"J L"lflitfli&JruL~ 
t;E802ill11°'.'X:Ji o L"~Etlli&M!L~t;E802riJ Ll 'EL:f't~,t EJx$,tit•tJL5FP/ElX~!i3),fl:, ~ ®it•tJL 
5FP / ElX nli * fl: ri J Ll 'EL t~ Ll _t tt xt 00 7 R"J nli * fl: 71 2 m 5£ R/,J jj~ ® 0 

[0271 J @. 3 iA i?-iLl l'J{J ~, 00 8 9'l 1£~ s<J L" ¥ Etll i&ML~ tJE 80 2PT Ll J:l~::f I'll r Jifrti!lift B"J if!Htf: 
s"J ;It'~ $ft O ¥T:>7r' 00 8 rr J1fr7J'B"J7J'1JH:X. 1:X.~L"~Etlli&JM~t3'Es"J ~,t7J'1JU '~L"~Etlli&JM~ 
tJEpJ Ll fair _t Tiaitii: B"J ~1rl17J'1JU Oft ~Jl:l;/J\'f5Ll 9'l 'L"~frill itstmt~ ~;E802pJ Ll A~ tt ll 9'l ?fr7J' 
£$ ElX £& s"J $14, PT Ll tllir m ,t ElX£ $ ,t$14 , ElX ~ PT Ll J:l~ $14 s"J ::f In! 1£11ElX 111 JI o 
[02nJ ~ ?ftj!ijit~>i& ~804, 806, 808PT Ll JE::~ LlJ:ttM~ ?ftj!ijit~>i&A'€r 102,704,706, 
708ti!li:i£s"J jj~® i& 1&~1t;J,s"J i& ,& o~ ?!lj!ijit• i&,&804, 806, 808PTLltEzWcJljg~ft~ ?ftj!ij@. 
ffl, @ftDwebixLl '&f!:fl:, $~~ ?ftiffi@.ffl ( flJUftD, Oracle Forms) ElXPT~lH&:~ ?ft/ffiit• i&:ir-8"1 ffl 
/11f ffl Ll l:J L"¥Etlli&hTh:*tJE8025e.JI*ff ffl EB L"¥Etlli&hTh:*tJE802t~1#B/,J ~li*B/,J ~®;!tB 
@. ffl " $}!,~ 7J' flJUUJE ;£f Jj 80 oii/J\ jg A~ - ,t '.g? !lj!iji,f. i& ~ , 1Bte PT Ll j:Jf ff 1iiJ Jx~ s"J '.g 

?ftj!ijit• i&:~o ~ftDJ=l:ff ft!~\fl:O"Ji&:~~O"J;!tBi& ~ PTLl~L" £iitlli&JM*§;E8025(Jio 
[0273J (~,tElX$,t) 1Ulf-3-810PTLl{)IJtt~?!lj!ij 11 w i&~804,806,808~L"¥Etlli&hTh:*~;E 
802z:, i'aJ S':J iffi fl§ 5f Pfxtm'.'X::r~ o ~,t IUJ ft PT Ll ~M;;,is:@l±iH#A in,~~ S':J PT Ll lLl ffl ff1nJ-13-lrlt 
[BJ m s"J t11-ix 3t tf ;31: tm Jlli fl§ s"J ff 1PJ ~ ~ s"J IUJ f! , * 9'l t11- ix 'EL 1t Ll _t tt xt oo 1 s,g c ~ ~ ElX $ ~) 
1UJ ti 11 o PJr m J£ s"J 111-ix 0 

[0274J ft ~®7J'flJ1J 9'l , EB oo 8B"J L"¥Etlli&hTh: *tlt802tt1#s"J n11* PT rJ 'E1:f'ttg;:rmxtL"¥Etlli& 
~*~E8ffl?PTffli'J{J~*i'j{J~m 0 ~PTLlm~~#:AB~*''EL~ill::f~Tft~~fflff~ 
5FP '@-fn"t~1};;1f ~, ~rWebS"J ~-=ffll~1~~[z3),, :ff;ff s"J h0~{~5fP)(1jt)J1tnizgs., 9&tkf W5zt:EI, 
~~w~tt#x~m*~.EB~¥~i&hTh:~~mm~m*PTLl~~~~.Llm~~ffl?~ 
fffl*o 
[0275] ft ~®7J'1JU rr' EB L"~Etlli&JJffi~ tfE802t~1#8"J ij!z%8"J Jl1$~1lfHtft;;$:X rr pJ ~j i&: 
;j;f)z jg "ijji * ~ flJf O - Bx rm § ' t}. EB :i!!H§ IU] f-3- ( ~ ftn Ji Ill IU]) }). ~~Ii* tJH#i'r B"J * t;E 1f 1~ M J=l:j 

?PT ffls"Jff1iiJntz**Bz;¥$jg "L" ~lz*" oiffi'lt, ft0i¾L":Eftlq=i, ;j;ig!J½L" niz*t¾1A~s"J ~tJEs"Jntz 
~Bffi~~~m•~~2~;;;1s:~m~Bffi*~::f~.~~.L"m~mm~~*~PTLl*ff 
@. ffl ' * H ffl ? pJ Ll ~ EB i1'! ftD Ji lll lUJ s"J jffi {§ IU] i-3- f:4( fffl n mJ;J ;f P 1f ffl@. ffl 0 

[0276] ft~®7J'1lfLl q:i, it_.i'ILIUJ i!L"¥Etlli9:hffi9"1 Er':! ~lz% PT~_;,( 1'2Jtx11¥1ii~JI, t:Eff i'r':1tx 
1!i1:W, ti1rs"Jweb~li*~' ~{tf:@.fflElX~ EB ~1#@.lffi [P] ffl /1t~1#s/,J ;!tB~~*s,g~{¥t?s/,Jit• 
mlUlr-3-iJJ r'J:iJ, ElX~~Q;;,js:~~:ri q:i jj:)7H::. ~p s"J "1lfLlftD, Bill* PT Ll 'ELttiffirlJi!f~IU]x~-L" _ts{]:@f¥t¥ 
1iiB"J~~~~{~Hf1s"JiJJr'J:iJ O {'J::jg §j~,t7J'1JI) 'Blz*PTrJ 'E1tt¥rwebflil*B"Jti~S"J~ *ltt!isW 
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5FP~!P*i'l:'f s q:i i'sJ1451~, }=tjf EE]}*rxxJ 813T'ttA1':!5FL\A 11'.}=tj o fi=T'J Y'1 -,t~f?fu ,~Ii-% PTLl ~tt 
Mfr~~@~~fxxJMkfEW~~~~#~#@ffl~~~o 
[02nJ fr-®~W1Jq:i, ~£,tilfl1&Jlffi*tJE802PTLl ~!tLl ~ M~ll~ ,£riJ1#J ,5,·rtPT:tt M, 
PT3, r'§'J fltpJ ffl 5FP~:i:817J:B'.:5t.11*1l'H! ~-01@ffl~14, q:t i'sJ145FPJttm ft'~li-%r£ o.i!;frft~ 
¥Etlli&ht!L*t5EB''1~1YLl~EE*'J'titAtl1ft8''10raclc Public Cloud (Oraclc0:f¾~) o 
[0278J ~lHtlli&Jlffi*tJEso2:i±PT Ll t~1#~ "_:kzi&~" t§:¥:81it.5FP?J\.tfr ~Ii-% o *i:g "_:kzi& 

ti" - mx ffi * f~ PT EE 7]\. tfr ~ if P 11Jf n ~ t¥1it if P~#A Ll PT l~1,t_:k_;_J51:ffl, r& iffi,u ~~ if P /!¼ Ll ;1t B 
7J:c\'.:~zi&ffl~~~~_:kzi&ffl~o~~_:kzi&ffl~ffi:¥:~fflPTLlfr~$~m~~~~mkEE¥ 
Etll i&Jlffi* i'JE nW 5FP I wa1~ #,AO* ff ttHt 01 ix-t 1', ix s 1' !¼ii-t-1' 1ztw :g PT Ll 11= m r~trr ix 
&,Ll~~~*!¼~•mxt~~!¼*M*~~~~~*~◊~®~&-mLlWR~~~~ 
ti , ~ ti□ frzi& ti w q:i til tx !¼ l2J * BJJ :aJtui tat~ 1t 11 ~ tiltx R1 Jiffl , 5FP /!¼~~~ta*~ 1tJxti 
(WU ti□ , Et!-f-@~14, 0011, zi&tmblob <=Jtl:1ffU:kxt~) , fxxJ sJf, ;![~$140[!:l:1) o iffiiiYE?J\.lLl ffl t§ 
xfff(~:l:m~~~~ (!¼~0>) B1it.'&f~~~{£ § tik~~~ fJ, ~~Etlli&Jlffi~t1EPT~j~pf:J:iliffl 
T¥T* B {t~, u&ffitflt1J ,11Jf Jti'ili',R, ;fl A 1' A, -ff~~ i!i15'~ 1' A!¼i'ili'x!¼*B~1$ 
s1Wfi~fr:kJX1m.k1'J~ff1f-% 0 

[0279] 11:~frp~fYU q:t, L'¥Etlli&Jlffi.*t5E802PTLl~r § i}J:l:m f#GL 1'fW;fPJi!~K~1~~~X'JEE 
~~Etll l&Jlffi*f)E802t~1#81mz-%81 ir1#J O ~~Etll )&JJ1g*i'n802PT LliS:EE ~~ B1$~tl~t~1# 
~ ~lz-% o Wu ti□ , mz % PT Ll fr 0 :tt ~ ti~ r t~1#, * q:i ~¥Elfl i&)Jjg* t1tso 2 EE t~~~ mz%81i'il 
t}U'ffl~ Cf?futin, EE0racle01==1Hffl~) * Ji 11'.~li-%xt-Bx0:fk!¼/f~ lr:iJ 81 I~it~PT ffl ◊11=7'J yj 
-1'~1,u, Biz-% PTLlfr1l~ ~ti~rtt1#, Jt q:i ~¥Etlli&Jlffi*tJEso21£ ttxJ 1¥1-1'tilm~1t, 
*~PTLl7'Jmm~~-1'!¼~1'~~mmm~◊~m~iEPTLlfrtl~~~~rmm,*q:i 

~~Etlli&Jlffi*i'JEso2;fP EE ~~Etlli&Jlffi*i'JEso2ttf#s1 ~iz-%EE i'§:¥:tl~ q:i 81~-=f1'tilfRtt¥ o 

~ffl%:i±PTLlfrmft~m~r~~,mft~m~~~1'~~$1'~~-~~fflfto 
[0280] fr-®~1YUq:t' EE ~¥Etlli&Jlffi*t5Eso2m1#s1~1z* Pj l2J ~t!5fr~14§P ~Ii* (SaaS) 
~JJIL f 'El' ep ~lz-% (PaaS) ~JJU ,¥Etlli&Jlffi§P ~lz-% (IaaS) ~571j ,!¼~t!5¥mil-~~-%81~~-%81;1t't 
~ iu r m1# 01-1' E!X, $1' fllz * 0 ¥~ ~~f}. EE iT l#J iT. pJ rJ iT IJ!iJ EE ~¥Etlli&:ifffi * t]t 80 2t~1# 
s1-1'E!.x.$'i"' ~~-% o ~¥11Wi&tfu*tJEso2~FotAff !zt:f!, Ll t~1#ffl -~81 iTl#J iT 1¥1- q:i 81 ~Ii 

[0281 J tE-®~1Yu q:i , EE L'¥11tlli&Jlffi*t5Eso2t~f# R{] ~Ii-% PT l2J ~M{tJ)f ~~ r@ ffl ~13.-%, -'f 
'E3' ~~-%fn¥Etlli&Jlffi~iz% o fr-JJ:~~19U q:i ,@ffl~R-% PT Ll EE ~¥lilfli&JJ1g*~i}.EE SaaSf 'E3' ti 
1#o SaaSf 'E3' pJ~jiJflre l!.7'Jr~1#~rSaaS~:§iJ81~ ij!z%o fYUtiD, SaaSf 'E3' pJ~jt~1#fr.nx,81 
3T'tt5FP$~f El' kt~~5fP5t.1t ,81ffi"@J:tj~14B1~~n o Saa Sf 'E3' PT l2J 'f'f W;fPt~1fflj }=tj rt~1# 
SaaSijiz-% 81 ~~~ 14 f p ¥Etll i&JM O imttlLl m ~ Saa Sf El tt1A 81 ijiz-%' 1P1 -~ pJ Ll 11 ffl fr~ 
£~-'&JM*~k~ff~@m.mm*PTLl~~@mm~,®~~m•~-~~~~PTfil~ 
3Z:J~ o PT Ll f~ {#~ ;frp ~ ~ 81 SaaS~iz % "/J-; f?fU 1'112£ 11::l. ~ ~~ T 7'J A~ tili_R t~1# ffl T 'f~~fj ;}Jc'f'r 
:£!, 1t:~•JJt f P ~ % x ~t·t!: Er'l ifff l:k: 7J ~ B''l ~iz% o 
[0282] fr ~®~f?fU q:t, f 'E3' ~Ii-% PT Ll EE ~¥Etlli&Jlffi*t5Eso2t2. EE PaaSf 'E3' t~1# oPaaSf 'E3' 

PT Ll tBz@cllT'Jri1# ~ r PaaS~571j 81 ~BR-%" f 'E3' Biz-% 81 ~i?fUPT Ll ~tJS1fl ~ ~~ f 11'.tilt_R Gt 
ti□ Oracle) ~g ttfr~ ¥ 81 ~ ~ 1$ * YrH~ k ~il-JJili 1fl~ ffl 81 fliz-% , rJ RlLl ffl EE -'f 'E3' t~1# 81 ~ 
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~nlHH1JJ!¥Jr@J=l:j S/,J §tiJ o PaaSf '5 PT Ll tfE!lP:f~ tU J=l:j f :fJM#PaasnR*s,g n£~tX 1ttlPlfliili 
tiJ™o 11'1 •wPT Ll~.E\Y. EB E¥11ilii&ML~UJE8O2:tt{#B{]PaaSBiz*, rm:1errn11'1 •wlJ!~~•1iS/,Jif 
PTi:iElP3tti O f'Ft §R~DS1rdJlj~:j:5f£!1'~~rOracle JavaEnR~ (JCS) ,Oracleicrm)$EnR 
* (DBCS) LlRJtB o 

[0283] i!U1%Llffl EBPaaSf'a ft{ftl'l":J §lz~, 1~!ffl'wPILl*ffl EB E¥1'iilii&ht!L*tJE3t=tii'r':Jffil¥ 
i:g g lP IJl, * liHJ~ tUJifr lf~:i' BS ~Di* oft -@?f,flfU q:i , EB ~¥1'iilii&Jlfu*tJE:t~1#ss f"'B ~Di* 
PTLl ~t!JjiJiWEn~*' q:t i'RJ{4E§iz* (ilfLl:ttP, Oracle Fusion MiddlewarenR*) ifPJavaE 
n~*o ft-~:,J\iYI) q:i, 11i::!mWE fllz* pJ~J3tti~~fllz*$=i'm~, Jt{rr1ft§.iR§t~t1c~i1i::im 
)$ 'Bf f}!JF H Ll J31:tm )$ E S/,J % A rtD ¥~. w :tt{#Jjcl'm )$ ~p §lz * 0 q:t i's] 1tt En~* pJ Ll 7'J ¥~. w :ti 
~*~~$~~~~*@fflB{]f'5,LlR~mEm*mLlftE~~i&Jlfu*~~7'lffl•wm 
1#$~Java@fflRSY'5 o 

[0284J PTLl EB E¥liilii&OO!:*~JE q:i BS IaaSf'a tl1#~1rft1'1BJ BS¥:tiilii&OO!:nR* 0¥11ilii&JlfunR 
%1Jl::ittn£~it;JfJ8H~ (m:ttP1¥1it19&1L ~f~lP1t'~~*it~mvm sstr:E!lP:t~wU, ~j1fJ~­
wfLl J=l:j EB SaaSf '5 lPPaaSf 'E)' tt{#BS niz* 0 
[028sJ tE-®;,J\{lfLl q:i, E¥:tiilii&OO!:*tJE8O2~ey Ll ~t!¥11ili1&00!:miJ!83O, ffl rtl1A ffl* 
rtD zd1Hilii&Jlfu.*tJE ss ;;~ :m,wtt{#~:frft §iz*s,g mim o fr - -1';,J\1YLl q:i , ¥:Pili -i&OO!:miJ!83OPT Ll ~ 
:t;.HAlI EB Paa Sf 'El' 5f P Saa Sf 'El' t~1# BS nR * BS ~Je ftt Cii :ttonR * ~, 1¥1it19&Jl lP ij* ~ 'Bf iJ!) BS ffi 
7tfflnx,5FP1t1t8stiiil-, LlRJtB~fJ! o 

[0286] ft-®?f,{lfU q:t, E¥:Pilii&Jlfu*~8O2 q:t BS mv,'J("rlJ Ll EB$~ ffl r~~* _ELj~frBZ9J~ 

:l:if!,IJJT 7J\. We O Jl:L 1'r ' ~ iJ! pJ Ll 7J\. Wc ~ ft 1' [BJ a1 IX q:t s,g ffl ? 0 1fLl :ttP ' E ¥ :Pili i& 00!: * tJE 80 2 pJ Ll 1f 
ffi-~[X~~ffi-fflf=tfflil-~~~fflE~~i&OO!:*~~m~~~ffi~~~~~,~~~~ 
~~~ffllBJ'Bf~~~%Wc~ttr1'1BJ~!Xq:is,g~-fflf=tfflil-,Mrm~*~'Bf~s,g~ffl$o 
[0287] tE-®;,J\{lfLl q:t, PTLlft1ft EB E¥uilii&hm*t]E8O2B~ 1'1BJ $14~tl*~*' Ll 1:t1i §t 
~$EB ~lHilii&Jlfu~t]E8O2{#@nR*BS $1' ~ #13~~nR*832o~ ® ~ #13~~n~* PJ Ll ~:tt{EL 
1'~~ r, :iz:i: if P 53' fu" nR *, fflnx,nR*, {E:~ 1it 1¥ W nR *, {E:~ tr lJ. ff §R *, {pg :l,;]'3fs1j if P El 15 • 
n~*' r§J PT m·r1,~fn"lw'f&(1Ifl~*' mr ;a fflEx1issn~*' ~ ~w~1ttm*,J1~on~*' x1tt 
14zriwnR*~o 
[ 0288] tE-® ?]\ {lfLl ~ , E ~ :Pili i&OO!: * ~ 80 2 m Ll tE E ~ :Pili i&OO!: * tJE ~ ti{# E §lz * ( 1lfLl :tto , 
Saas, PaaS;f:PT aasniz*) RSf3f;il-1'fWo zt--1';,J\17U q:i, E1'f:£11!.J}J§t PTLl ~t~ ffl r{#@, 1'fW/fP 
NUJf, EB E¥1'iilii&Jlfu* ~JE 80 2~=tiYXiLl BS;;~~ w BS iT Im BS §tiJ o 
[0289] tE-~;,J\{YU rt,, :ttP l!I 8rt, fifr~ t±:18{], Etf :f!JiJ§trlJ ~j EB m:ttPiT .#Ltf:E!:tf:f:f(82O, iT .$ 
ffit!Fffi~828, iT •1#@t~~824, iT •1'fI1.lP1Klflt~~826Ll&53'15tifE!t~~8288/,J ·,t~ 
$~tl~tt1Ao~®tl~PTLl~t!~PTLl1fffl-~~$~it~tJUP/~nR*~Ht1A,i~-~ 
~ ~ -i'it~tJUP /~ §lz ~ :AA pJ Ll ~JI ffl it •tJL' ~ ffl niz ~ :AA it ~tJL 'nR ~ :AA:l:m 'nR ~ :AAfflff 
~1ffriJJtB3TI:3 SS;;i'ff ii5fP/~tiiil- o 
[0290J tt:,J\1lfLl~fJ:: q:i, tE~ 1ll834!zt, 1:tffl ~? }iffii'J!:~ (m~w~? }iffiit~ i'J!:~8O4, 806, 
808) 8S¥~~wPTLlJl:i1wi5JtEB~lHilii&Jlfu*tJE8O2t~1#Ss-~~$~~1i** lixtEB~lHili 
i&Jlfu*t3E8O2tl1#Bs-~~$~'Biz*BSiTl~r iT •* ~E¥11ilii&Jlfu*tJE8O2j:1LutE-®7}\ 
{yrjq:t, ¥~~~pJ~J ijjfi:i] ~:ttpffi-E ffl?Jr-00 (UI) 812 ,ffi= EDI 814lW/~ffi- EUI 8228S 
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-;;; #j ? 3'f. 00 (U I) * #X: EB~® UI r iT rm iT. 0 Q[Aj@ T 1113 ~ ~ r iT. rm EB -;;; lflitll i&J1tlL~ tJE 80 2 
tiYXiLl s{] iT • 1a ,@,PT~ 'e~J!i9'JJIJ ;iP5 m ~ ;f P 1P1 m ~tr. iT rm s{] EB z;" ¥ Etll i&JM * tJE 80 2tRd# s{] 
-1'~~1'mI%0{]f§,@,o 
[0291] tEtf7#f836~' fA1~~ 1HiYXfiJs{] n •11L@, pJ ~Z-'f{ittE n •zt)(J! )f8189'l O ~O*.it 
~IJrS"'.liT •, jj~¼ -aJ~jgi~iT •iLl:§tfJrS"'.!icJ1L tE-1'~fYU 9'l, iT •tj[:tJis !$818-aJ~~ EB z;" 
¥Etll i&JM * tJE 818ff 11= ~&._I::] ;It B * tJEjG~fa if ff 11= B'b lt=t f;j,@ J$ 3 9'l s{] - 1' 0 

[0292J tEtf7#f838~, iT •1i,@, PT~t~~~iLliT .fflltl:IR820, iT •fflltl:IR820PT~*&: 
jllfcjljgj'j\,ff 1=j iT •t§:3t a{] it ,m tWic i)llt JiJB~ 'i~~O#tHXEiT. '* Fl. t[j1lttt#ihiEJB 'rm iT iT. 0 

[0293J tEW ¥1840~, 3triT J¥B'b 1i .~,PT~ Mz 1t l!iU iT J¥fffie~l:tl~822, iT J'j'Lfffie~l:tl~822 
~re1tjgffinmrEBmm~rs{]iJ•s{]m*~M~s{]m@.a-@mNr,iT•ffi*~~ 
822PJ ~ 11ffliT •1#@tJ~824R{]nll*fflrf#@otE-®~1YU9'l, iJ -~~l:tl~8221f1~B~'W$ 
~W1=i~1'iltffl:3t~s{]~%~W,3fQ@ffl~%~-*~YEilt~~@3~~m@o 
[0294] ~oOO 8rf1 ~t±:1 s'b~1YU rr rfr~, {£842~, {±1tYx:¥UfJrilr'ffl B'biT-$.Fo, iT -$.ffi~l::tt:f:jc 
822rtJiT •1#@tJ~824~:iE-5tEM1~5fPEJtJmffiJIJ!1JiT .pfr~B{] Mi~B'biwiL iT •1#@tl 
~824ff 1~B~tJ;jg ~ m •~iTIJ!1Js{]nl!%-5J"1£M1m O iT •1;W;@m~824tR:1;W;~ z;"¥Eilii&JM*tJE 
800tlff¾ S"J-zi nil% ;f P ffl * lf¾ mZ ffl T tiff¾ Jikil * s"J nil% B"J Mim s"J 1i7JW~JM7JJ't~ ~ ['BJ s"J tffi~ 
g~JJU o 1t111~ n •tffie~l:tl~822B~ti1=i~JM1f:cttm11~ ~, i1'i~onl!%lPMiJJt~~~i_t~Rt1# 
@, ~te:IITT7ti11¾mff ll 13Z.ttm*st~:ittff-5J'-Wc/tl'rYEo 
[0295] tE±v1J844~, - J"L lf¾mZ 7 ~li%5FPM~/~, iJtpJ~ [P]iJr~J s{];il13~~b(JEt~~Jifrm*B'b 
m%mtEBm4*fflr~ffls{]~~ 0 tE-®MNr,-aJ~[P]fflm~~:1E~~fflm~~~* 
~t1tfflJifrm*O"Jnl!% O"J 1i ,@, c 11,J~o, 'fii=rt) o 

[0296] tEW#f846~, PT~ EB iT J¥ ffW;fP%lt,9;1JJ~826*ff W5fPli1U3f;;il13~~B'biT rmil J'j'L o 
tE-®tw ,5ri r , iT • ~ W;f P IBI 1~tt±*8 26 -ar ~ t&: Wc.l'.79 rf5<:ffi * r 1113 !ffl' ~ 1:t m J1JriT rm Et''.! n11 ~ 
s"J1tm tJEit O 1YU~o, PJ ~ nxt foJT1tm s"J Z-¥fit; ,foJT1t:1Es"JJ31::tm;, m? s"Jix;~.&~tJEJai.b 
~~~*~~m~~s{];~*~ffi~tt~:tm. 
[0297] tE-®~{ylj 9'l 'z;"¥Eilii&JM*~1t800PT ~J '§t! :5'ffo"'ff!l3:m:rjc828, JU&:Wc.l'.79111f¾ 
:5'fi7Hll%, m~Oz;"¥11illi&JJtfL~~JE800 9'l B'biJJ r'J:iJ ff WtP:tf:t:£~1!%otE-®~1YU 9'l, :5'f1frffWtl 
~8 28 nJ Ll ~ *u 3tr $ ~ 1'£ ffl EB z;"~ Etll i&JM * tJE80 2:tR:1# a{] ~II* s{] ¥)1§ m w s{] 11§ ,@,. ~lr/111§ ,@­

PT~ §M~fil~®ffl ~w ~ :5'ffil~ ffl ~~ffl~~® ffl ~~-~~~Mr~#*~ M ~ ~ 
~o' :t14' g )R' mffl '~ 1~iffii □ ,Z-'f{it~~~) tA1f S{]f}J1is{] 1~ }~, 0 :5'f1n"~ll:tl~828~pJ~ 
'§m~-t-•1'mm~~m~ttm~~&*r~W~EB**~~~~am~ttm~~ffw. 
[0298J ll 9ll~ f PT ~*&:J:=l=jf~JJi!i_tooiiiis'b ~1rfi~1YUB'bit•:tJL*tJE9oos{]~1YU oft ·® 
~1,u q:t 'it~tJL*t;E900PT~*&:fflr~lJi!i_tj£ :S-N~ll%:MtPit~tJL*tJE 9'l s"J 1f1PJ-1' 0 ~000 
99'l pJr~, it•:tJL*tJE900'§1t ~1rrr.*tJE, Jt:'§1t)1:f!-J-*tJE904, )1:f!-J-.*tJE9o4t:£EB ,e,~ 
r *tJE9021=j $1':?r lir lUJE®11§ o.it ®jrlir *tJEPT~ {gJ2£~W1JP3!.5G906, I/Or *tJE 
908,t¥1i1r *t5c918;fP~1§T *t5c924.t¥1i1r *t5c918PTl2J, {i1fflj-if%Et''.!it•:tJL PT ~Z-¥1i11r 
)J!.!922lP *t5Et¥{i1~910 o 

[0299] ,8, t~r * t;E90 2:tR:{# ffl T 11 it •tJL* t;E900 s"J :S-1rfi'IW 14 tP T * ~ ~ ~~JJl~ 1&:Jl:l~ 
1is"J:tJLtu o li~,8,~r *tJt902*i~~·r':Ht~jg•1',8,~, 1s.~,8,~r *txs"J flH~~1,,i-ar~; 
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lU J=ltt ,t ,B, ~ o ,B, ~ r * tJE 90 2 PT~~ 1tf-;fr/t ~~ 1¥1 ,B, ~ ~a t1J q:i s11f fiiJ ;fr/t , 'EL tt 1¥1~ ~g: ,B, 
ti~1¥1it~:f~ tu~' jr II ,B, i~ ;rP lU J:tHHiiJ ~fqt ,B, i~ 1* *~ ;j;ig 81 JiD$ ,B, ti O 1YU ~p 'Jl:l~1* *~ 
;j;igpJ~ 'ELtt___l \[V.1?F1i1**~tz;J (lSA) ,B,~, i)ijjJUi'!f**~ttJ (MCA) ,B,~, t~5£~lSA (El SA)}~, 
~,:tJJwEt! Tf~1tt1J¾ (VESA) }R_j$,B,~;rPjr lt$1t:t:1LJi (PCI) ,B,~, jtpJ~~JJ)i'.79;J:IHIIEEE 
P1386. lf?FiiWU@s'·J:_'j~§ (Mezzanine) ,B,~, ~~o 
[o3ooJ !xl:W-f *tJE904t~tUit•tJL*tJE9oos1~11=ff Ji PT~ 'ELtt~,t-~$'1'-!xlW•JG 
932,934 o !xlll • JG PT l;I, 'EL tr!T~,t ~ $ 'i'-!xlll ff, 'ELtr!T •t~~ $ t~!xlll ff, !xlll ff 81 ~,t ~ 
g;,tt~, ~Jttilif o fr ~®7)\fyrJ q:i , !xll111 r * tJi:904 PT ~J. 'EL1r!T~,t ~ g;,t~ m t-:IJ.!xll111 ft, m~ri 

1!1%!xl:f!ft,JJl~18'5!xt:f!ft (DSP) ~ofr~©;/)\'(yU q:t, !xl:E!r *~}E904B1!xt:f!J¥JG q:t s1~@ 
~½$nJl;J,lUffl5EwiJ~Ni*~l_fil,ffi~P~ffl~~~Ni (ASIC) ~lJ)i'.t~nJffifiil~1Li (FPGA) o 
[0301J fr~®7f-fyU q:i, !xlw-=r-*tJE9o4q:i R1 !xl:W•JG PJ ~ 1Jt.ff Z¥1itfr*tJEZtfitft91 oq:i~ 
it. tfL pJ ij; 1f fit* ffei 9 2 2 J: 81 ter 4- 0 fr~ fqt 7)\ {?JU q:t ' !xi ll ¥- JG pJ l;I, tA 1T ~ fqt fi ff~ 1~ ~-½ ter 
~, :tt 1l PT ~;J,MttP;t,t:tt ~1Aff 81f¥Ff ~:itU¥0 {±{f{iiJ~JE81Sti'aJ, ~~ff 81f¥Ff1iJ-½rr 81 
~@~ 1::$PT ~~! ffi fr* tJE 1¥1itft91 O q:t ;rP/~ it•tfL PT iJZf fit1)- mt 9 221:, 1-~fr:l:ift 'E1tr5fr 
~,t~$'1'-1¥1iti& ~ J:oiffirl~':3 01ffif¥, !xl:Wr lUJE9o4 PTl;I, tt1A~Nr}JBt o 

[0302J ti: ~@/]\{YU q:i, PT~ ttf~!xJ:J11L1Jo~• JG906, ffl-=ftAff JEtiJ 81 !xl:W~ffl -=fiEPW:EB !xi 
Wr *f]E904tA1T81~@!xJ:W, l;I, {J)JD~EBit•tJL*fJE9ootJt.1T01~f*!xlW 0 

[0303] I/Or* t1E 908PT ~j 1'1Jt ffl-=f 1i'.:tJit .t!L* t1E 900$tu A 18 }~,;rP/~ ffl-=f J,A~i'i EB it• 
iffl*t)E900~ w {§ ,@, 81 rl ~ lPt!L iu O ~rut rm§ '7iti~ "~ A rl ~" 81 ~ffl @' fr'E1t!5 ffl-=f ~ it• 
iffl*tye900~A {§,@-81?Jr~PT~t~~81i&~lPtfLwU" ffl ?:ft □ ~Ai&~ pJl;I, 'ELtr!T, {yU~P, m 
:m: , m ~□ ~~ 11F ~ ~JL J2t ;f* 01 t~ 7)\ -i& ~ , ta 1r J1J ,~ 7)\ ft q:i 01 fn!I! tJH.& ~ ffl.rl! ti m , 1i m , },'Him , :ri 
::& , t~t:R, 3f~, mt.&, :A~l!1f-ITTr4-iJ{jjlJ*tJEs11f $'m$tuA i& ~, 3[J1}X(, ~A;l:tB~~s1$tuA 
i&§offl?~D$tuAi&§~PTl;l,'ELffl~ffl?~~~~$tuAi&§3f~;l:t~li~ffi~ 
Microsoft Kinect®3Ei)J{'½wff813Ei)Jw1~f;fP/~~~i9'jjlji)l ~ ,Microsoft Xbox@360 

~~~~ft,mmmr~~~ffl~~~nl!ft4-1¥J$tuAl¥Jttn~i&4offl?~n$tuAi&4 
fil PT t;1, 'EL t!S §[Uf ~ 111 i9' jjlj i& § , if ~u ;,A ffl ? 1& ~~u §[Uf ~li i)J (fyU ~u , '3 :fs :ti 00 J=, ;rP /~:ill: 1T at 
J¥n'ttlBt81 "§i§i") ff~~§i§l1J~~${~79:¥U$tuA i&~ (1JU~o ,Google Glass®) q:i s1$tuAs1 

Google Glass®9i§ii'&1mUftoJl:ljr, ffl?:fi D$iltrA i&~ pJl;I, 'EL1r!T1iffl?~t~J;iffirli!1fft4-

£Ji!1fiRjjlJ*tJE (fyU~o, Siri®~B1r:ff) ~li81i!1fiRjjiJw1~Ui&~o 
[o3o4J ffl Pt# o $tu Ai& ~R1 ;1:t B5f-fYU'ELtj!j"{§)F~~ -=f, - tl (JD) ~~i'i, ~~)Jf ~t~5f-;ff, Wf 
Jx;tJzl P 00 %-ft&, l;I, Alf ffi'm/:tJJJffi'mi& ~, ffi~□ 1~ JE ff, Jt * t§tfL, JJl *1111:tJL, 1J::f~:itP11*1I 
JJt ft ' [xx] f~ j~ ft tJL ' 00 {I t:::J fBHX ' =H:r ~ :jj m 1x ' ~ % Eij ij; I[£ ft 3 D :jj m 1x ' 3 MT f P :tJL ' ~!B~ ~WU fte 
{X, ~A~i§f1i:tJJJNU;J,i&~oJl:lj!,, ffl ?~ D $tuA i&~ PT~ 'ELtt, fJU~o, ~ff JJ¾11$tuA i& ~, 
ffi~□it.tfLWT ~:ti~, E~JUm~11, filli~MWT ~ti~, ~ff~JE t&i1fi& ~ o ffl ?:fl □ $tuA 
i& ~fil PTl2J 'E1ti5, 1YU~o, 1fffi'm$tuA i& ~, ffi~□MrnrmtLJJl~ *~~o 

[o3osJ m P:tt □ ,tu t±:1 W: ~ PTl;I, 'EL1r!T~/]\T *tJE, ter/)\ftn~m~□ 1rffi'm$iltrt±:1 -i& ~01~~PTtJJJ 
~7]\ft~o ~7]\T J%ffEpJI)), ~13JH1HJT~1'r (CRT) , ffi~DlLJfflmls"§ ~/]\ft (LCD) ~~~-=f-1*~ 
7)\~i01-f tR~ ~' t9:lfi& ~ ,fo.rl!t~m~ 0 -~jrfo § '7iti! "rifu tr\~ 4" 81 {f)=l:j @' fr'E1t!5 J=l:j-=f N-. 
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itJftJL* t]E900 [Pl m? ~,;Bit .ifJUiftr t±:1 f~U~J{] ?Jr ~PT§~~~ Bf.J iM: ¼ 5f PifJUM O 1YHm' m? tt 
D ~ t±:1 i& ¼ PT Ll 'elAJS1!3)Gr~ r, PTfi:l:ih1'½:i6X:zls:, 00 Hf 5FP i'i'r;t;"m/fJ;t;"mfa ,@Jf.J ~f~ ~?Fi&¼, 
mti□%it~:g, :J'J flJifJL t~~ :g,~:tn" 1~$~Jl1Jt*tJE ,~00 fx., i,-g- gj ~ Wt i& ~lPi)WJ wrJfuii:iJWJ:go 
[0306] ff fir*~ 918t~fi¾ ffl T ff fit EB it.ifJL]U]E900ff ffl B<J f1L@, Bf.J fa't ff Jf~~tmfffit 0 

ff fitr * tJE 9181R:f1t ~ * ~ p ~jif: ~ it ~ifJL PT ~ff fit* m:t , m r 11 ft 1n: 11t ~ ® 7F 1,u El"'l r}J f3t B"'l ~ 

:zls:ffif¥5FP~tJ;l; tatiJ o 3 EB !zt:f!--f * t;E904tAff Btt:Jt{# J:-.j£J}J§t Bf.J $x 1tf: (f¥ff, 1~Mtl~, t!'t 
4-) PT LlfffrlrtEfffitr ]U]E918q:t O $}:ftf:PT Ll EB !ztllr *t]E904Bf.J~,t~$,t!ztll-'¥L 7L1'A1T 0 

ff fitr * t3t 918 tE PT rJ tR:f# ffl T ff 1ittlH!is * 0:ff flt'. ffl BS ittm BS fit ff!¥ 0 

[0307J ff fit r * ~JE 918 PT Ll 'ElJj§-~ ,t ~ $ ,t ~Ff§ ~ff 1i1 :g ,& ¼ , 'E1 t!5 ~ ~ ·t15f P ~ F ~ ~ tt 
ff1it:g1& ¼ o ti□ oo 9 Lf1 J=iJr?F, ff 1itr * tJE918'fil1JS * tJEff fit~91 o5Friit•m nr ~ff1itfr-m:t922 o 
~t3Eff1it:g91 O Pj Ll 'E1t¥i"$1'ff1it:g, 'E1t¥i" ffl r?:'Ef_%fftAff :J:tJJi'sJfffitt!'t~;fPJji:tlRS ~~·ti 
::=t=.rtr1HJLff .&R ff 1it:g CRAM) 5Fn,; cp ff fit If!] '.iE tl't 4-Bf.J ~ F ~~·ti R ~fffit:g CROM) ~ rAJ ff ff fit :go 
{£ ~@ ~ JJfil1f :rt rt, , 'fil 13 :M Bh {£ ii ti□ JiJ i)J JtJHsJ {£ it •ifJL ~ t1E 90 o pg BS 5L 1t zJsJ 1'½JE18 ,1~,aq 
~:z!:1YUfiBI.J ~:z!:~A/~ t±:1 *tJE (BIOS) :im';ltPT Llff1i17:'EROMcp oRAM:lm ';lt'fil '§;-3fir EB !zt:f! r 
*t]E904~ff 5fP1't~ff Bf.J ~5ltE5FP/~l~fftl~o a~®~JJfil7J:it cp '*t3Eff1it:M910PT Ll 'E1tr5$ 
1'~~~~BSff1i1~,~ti□f¥~~iifJLff.&Rff1i1~ (SRAM) ~i)J~~iiffLffltx'.ff1it~ (DRAM) o 

[0308] 1f 7'J /J.; 1,u mJ ~ F p~ *Ll ' ti□ fr 00 9 cp ?fr~ t±:1 Bf.J ' * ~JE ff 1ft :g910 PT Ll ff fi:t GI ffl fiff 912 ' 
;ttPT ~.:,( TLtt~ f=t}iffi@ffl, WebixU '&a;:g, cp i'sJJz@ffl, **~tm Wl'r:f!*tn (RDBMS) ~ ,fiffli 
fh!i 9 2 3 5f P ff i'i= * tJE 9 1 6 o ff 7'J ~ 1YU , ff ff * tJE 9 1 6 PT Ll 'E1 t!S i5- f~ t& :z1: Bf.J M i c r o s o f t 
\Vindows@ ... Apple ~'.ladntosh@;fP/~Linuxtiff *tJE,~f~lfif ffl UNIX®~~UNlX 
~{f*tJE ('E1tJS1!3.~~~ri5-f~GNU/Linux~ff*t]E,Google Chrome@ OS~) 5FP/~iftin 

iOS, \\'indows®Phone, Android® os, Black8erry@10os5FP Palm®osfffF*tn 

BS ;f$ iJJtt1t * t3t o 

[0309] 11 w ifJL PT iiff 1itfr-m 9 22 PT Ll ff fit 111# ~®JF 1YU Bf.J J}J§t Bf.J #ffisfi 5fP J51: tm ~a f~ 0 ~ EB 
!zt:f! r * t3E904JA ff Bt 1:t!zt:f! :gtR:{ft J:-.j£r}J Flt Bf.J !pk 1tt= Cliff, 1~~ij1f:l:~, }l't 4-) PT Ll ff 1it i=E ff 
1itr ~tJE918 cp O 1t 7'}~1,u, it•t L PJ *ff 1itfl- J:m922 PJ Ll 'filt¥i"~F ~ ~-ti fffitH, ~ti□ ~i::m:~1:<. 

i)JH,~i::m:~t<.i)JH, ~ti□cn ROM, DVD, :Blu-Ray@ (1i?f76) ::m:~;ttB76$Ji-JfftR{]76::m:~i)JHo 

it~tl PT*ff1itfr-m:t922PTLl 'E1tJS1Ei~~~r, Zip@~!Ri}J:g, IAJffff1it:g-t° ,J!liffl $ 1r ,8,~ 
cusB) IAJ ffOO:Z),iJ:g, izittx* (SD) -t° ,DvD::m: J&*+JJlvHW~ o it~ifJL PT~ff1itfr-m:t922-tt,, PTLl 
'E1tJS¥r~~~~-tiff1i1~Bf.J [!110¥13.i)J~ (SSD) (~ti□ ¥r1AJ ffff1it~B/,JSSD, :J£~1AJ ff¥13.i)J 
:g, lnl~ROM~) ,~T~~·tifffi:gB{]SSD (iftio~rlnl~RAM, i)J~RAM, #¥~RAM,DRAMBI.J 
SSD,~i~HRAM (MRAM) SSD) , rJN{lt'.ffl¥rDRAM;fW~rlAJfffffit:gB{]SSDBStHifBS1filifSSDo it 
wtl PT ilff1itfr-m:t922PT LlT'J 11 wifJL*~;E900tt1# 1 I wifJL PT ilt!'t4-,J5ltAHa,r~ ,f¥fftl~5fP 
;tt B J5dm Bf.J ff 1it o 
[o310J 7:'E~®~1,u cp, ff1itr *tJE918ilii PJ Ll 'fil1¥i"it•tL PJ ~ff fit fl- 1:m~.&RH920,,; pJ 

LlJtl:~~~tiiLlit.ifJL PT~ff1it1r m922o -'=5 *t3Eff1i;tf:g910~®:#PT m:l:ih-'=5;ttm.if, it• 
m PT ~ff fit fr- m:t922PT ~j it® :l:ih~7Jdt1l¥' :zls::l:ih' [gj 7E5fP/~PT ;fti)Jff fitilit:-~ 1Jol:-. ffl T ff1it 
it•ifJL PT~1* ,@,Bsfff~:fr ~ 0 
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[ 0311 J a -® 7r, fyu 9'l , it JHJL~ tJE 900 PT ~UJHtt xttfa. fr -,t- :il;ltt ,t-m tfJJJL s1 jJl O it JHJL 
* tJE 900 pJ Ll tA fr it~□ 'g :Emf-1Eff ~ ~ B"J f-1Eff ' Ll ff {JI ill m:t!;fJJL B"J i£1i lP 'g :Em O 4ij:T m:t!HJL pJ 
Ll tl-5fi11ic #fit~ , it 'n C f11J ~□ , :£tf! ~, pg t~) , 1/ o lPill ~ 1&f i~ o ~ T m:tfJ,;tJLJJH 1t iE fr,; ~ 2 

81 ff 11: * tJE ' ,; pJ Ll !j EE it 'n ;j;JL * tJE 90MA tT B"J,; B mm tJL tA fr B"J ff ft* tJE ifB [BJ~ :,f [BJ O ifB 
Q:l:-fu, g;Tffi'F*tJEPTLliftE:l:-fuEEit~tJL*tJE9oo#R:l:-fuiEfr o4ij:TJ~-rtltJ1~~fJ!Rilr,;B 
m1f),tJLiE ff 0 

[0312J ifil {1§-=f * ~ 9 2MR:1i¾ iLl ;t:t B itJHJL* tJEl P ~ M~-B"J ti □ o ifil {1§-=f * tJE 924ffi ft m r JA 
it 'ntJL * t]t 9 0 0 B"J Jt B * tjdizyt 11ct~ ;tu rPJ Jt14¥ tftil~::tm B"J ti LJ O fyij :tz□ ' ifil {1§-=f * t]t 9 2 4 pJ ~J {t 
~I wTJL*t;E900~~1iJ%fii'.EE 1illl~J!iLJU~T~$T~ ?ft)ij ~I w i&~B"Jlffi{§{§J§, fflr JA~ 
?~it'ni&~~~mg~R~mg~~?~it'ni&~o 
[0313J JJH 1i-=r-~~924 PJ Ll3t:tl~~lP/~x~illHit1Yix.W3~ 0 fyu:tz□, a~®~fyu 9'l, JJH1i 
-=r-*tJc924 PTLl '§115 mr Cf?Ju~□ ,1im~~ Et! i;&tt:f:, /§'J~Jx1i~fttt:f: <m~□3G,4G~EDGE 

c~:Etmills1 ±11Bi tiW~-¥) , w iFi crEEE so2. 11i*tirt) , E-\K* -~ftiJJiflH8tt:f:, ~,;11 ~ 
riiit) ~Ax~iigflllPIE-\K21&1M~fts1Mt1;_m CRF) Y5(R~:i'f1Wf:<~ft5E1:fL~tJE CGPs) ~Yt~-tffl 
145f P/~,; t; 'l'f1H4 o tE ~@7r,fyLl 9'l , ft T'J:X~ti D s"J ~ft 1Jo~~1~, il!Ha-=f * t;E924 PT Ll tR:{A~ 
~~f~Ji:ti (fyu:tz□, Ll:i'C~) o 

[0314J JJH 1i-=r-*~JE9 24 PT Ll Ll ~1rft%:ct1tYt5fP14¥$tuJx1i C fyu ~□ ,a~® /J~fyu 9'l , JJH 1i-=r-* 
tJE924 PT l:J, l:J,§:aiiJ{t;fP/~~p§:aiiJ1t8"Jli:tlistl5!926, 1J1tf:ifIE928, 1J1tf: £fJr930~%:it:J'ty1z:tfti 
A ifil {1§ o 1YU :tin , ifil {1§ -f * tJE 9 2 4 PT Ll tl We E'. 7'J ~ Bt :l:ili. JA HY:. frl ft [xxJ tt B"J ffl t' ;f P /~~:tin 
Twitter®til:tJ!, Facehook®£¥Jr, ~:tz□ :=t i':irr1T ,8tiJ:l~ (RSS) til:tJ!R"Jwehtil:tJ!R"J*Bifil 
1~nft9HiY11: C~Ri!) txW~i!926, !fP/~*§ ~T~$T~-::jy{~ .~J~s"J~BtJl:!¥JT o 

[0315] tE ~JJ:~ /J~1YU 9'l, ifil {1§-=f * t;E924 pJ Ll tlWcliT'J Ll ijjjJx1i1liEB"J %:ittiY11:Jt m_t pJ 
~~Ji~~~xW~~~~~~*~~w,,;9'lji~~WffiPTl:J,~W~~-#~1J#ffi 
9285fP/~1J1tf: £¥JT930 ◊"tt&J±fjJxtis"J&ffls"J~fyLlPTLl '§115fJLl:tzn{~!®~tJx1i&ffl <~iia_u~ 
1frtJL , M ft ti: ~t 1U;. I JI, ( fyLl ~□ ~ft llSiJJ;f P 0TE_;. ~ fJ.@ffl) , ,8 m 0TE -5J\. tfr I JI, J~ $ 1fiE_;.]SiJI 

[0316] lffi {§ i'" *t;E924:i±PT Ll tlWc:'1.79 rPJ ~T ~$TzliX1ris )$tfti t±:1 fat1J1t;¥P/~~pfat1J1t 
El"'.!JixWtl5!926,iHtf:tTE928, iHtf: 1EWJr93o~, ,;9'l J1Jr5£~T~$T21X1i WPTLl-½*ll-lirfLlit 
'nif/ L*tJEgoo s"J ~T E\K $T1frEzi&1!i1:imit'nif/ Lim {1§ o 
[0311J it 'n tJL * tJE goo PT Ll ~ ~ 1~ ~ ~ 9'l s"J ~ 1rft, '§ 1!-¥ tl fJJ~ :rt i& ~ (fyLl ~□, 
iPhone®~~Et! 1!, iPad® ii w-'ftlz,PDA) , pJgfflti&~ (fyLl:tzo ,Google Glass@~m:it 
~~~) ,t-A it'nif/L,I fr:::!rr1i ,::k~if/L,{1§,~,:!rr1i ,~f¾*~if/L~~1f1PJ,;BJXti:£tW~t;Eo 
[o31aJ EE rit'ntJLifP~ft:,fWT~1ts1·r1m, xt0099'l ~t±:1 s1it'ntJL*tJE9oos1:nliJ£ s a1x 
f5Z. 1'FT'JJl1t7r,fJ1J o Jl1f tt 0099'l foJr~t±:1 s"J *tJcJ!:!$ ~~/J>tffl1tf:B"Ji"F $:J:tBWcli~ PT~~B"J o~ 
T*~Mwm~0*pg~~~~,*~~~Wtt:f:A~~WM~~~~?r,~~*B7JA: 
5FP/~7JY!o 
[ 0319 J !R ~ i3 fi?. :nli 5£ 7 JI, {t~ JJTh7J :it , 11=LlE:: ~ :frft11~ 25:, ~ r'J/: , ~ 1~ tiJ m/f P ~ _sr:y: 1tJ!E. '§13'" fr 
Jt0*~ffi~~~.~a'§ffiM0*~~fil~1fWffl~ill~.Jt0*9'l:nli5£~~~7J:it:,f 
~~ rtE~®Jl1tJiW:£t:Emlf±ftpg 8'-J=rifF, mf ~ PT ~~tE:t:TJ~W:£t:Emlf±ftpg ~ EE=rifF oil:l5'r, 
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§~B~~~~k~~~-*~W~m~f*0*$m~~~~nA,@~,M*~~tt 
~A~@§m~~~'*0*~m!E~~rMm~~~~-*~W~.L~~~7fA~~ 
#~~~1fOOmLl•$~~M~~m. 
[0320] ;Jj:)'f' '§~ B &'.~lUffl~l1tf:5FP$J:1tf:~tifk&'.ii~m~ 7 *0*$m~Sf.J~~7JA '1!:! 
~@§~m~~~.~#~tt#~-.!tBfflft~fr*0*~m~z~.*0*$m~~~~ 
1f:itm Ll ;-{ m ~11tt:, ~ ;-{ mtt 1tt:, ~lu m JUli ir*~JJJL. * xm~ SJ.J ~1rr!zlw m Ll fr 1sJ -!zl 
Wff~Llff~ffl~~~~!zlWffk~~.~W,fr®#~-~-m~h-~Ih~ff~® 
•*~MNT,~#~ImLl~~Wtl~tt~~~~*~ff-*,Wtl~m~w~~~~ 
Cif ~o vl!z!ztWff) JtHf #ffief¥*1Aff.11:, ~-.!t1f ~tii~*~l,ffi. JtH¥ PT Ll 1tffl ~;frfttt:;f*W 
1*, §1151!:I.~~~ rm rillf¥1'sJ ii 1*Sf.J'lt 1YtltJ:;f, * _a~~ sf.Jillf¥xfnJ Ll ftm ~ ~ sf.Jtt:;f, ~ 
~~-Mill~~Llfr~~~~~ffl~~~tt:;f. 
[0321J ~ rfiJ, i#.BJl ~5FnM l!l@§fri#. BJl t!:rfiJ~~~~ *Llt!:sf.J~x.k~·m .1!:!~, ~~it~sf.J 
~ , {£ ~ 1f ~ fX lU ~ * rr 1$1 ~ 81.J ]:!J'-1zt! 1$ lP m IE 81.J ti /JG T , m ~), x1-.!t ill ff~ 1Jo , ~ d> , JJHU 
[l:i5FP-.!tB1~2i5fP2i~c ~J.lt, §~Qmj# f ~1$~~Ufu7JA,1_Q~~®~JM7JA~@' frillff 
~~*Ll" ~N{1:t2ilP~J~4mt~aLl TrJtfLl~*sf.Jm!Ez~. 
[0322] ~OLl T J:ifr1tffls"J 'M-.*JiJ~1fUsf.J1I1PJ 51 m~@t&:Wfff~jg7J\.~:l:tM~ ®~1flj$ s"J 
4ij:-~sf.J 51 m cwu~o, "/j~wu1 -4" @t&:Wfff~Jg "~wu1 ,2,3~4") . 
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(57) Abstract : A data stream type identification method and related devices. 
The method comprises: obtaining at least one first confidence level of a current 
data stream corresponding lo al least one data stream type according lo message 
characteristics of the current data stream and a behavior recognition model, the 
behavior recognition model being a model obtained on the basis of a plurality of 
data stream samples; obtaining at least one second confidence level of the cur, 
rent data stream corresponding to at least one data stream type according to the 
characteristic information of the current data stream and a content recognition 
model, the content recognition model being a model obtained on the basis of 
one or more historical data streams; and determining the data stream type of the 
current data stream according to the at least one first confidence level and the at 
least one second confidence level. The data stream type can be more accurately 
identified using the present method. 
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•-••••ml'.l'9M~•=@fflM~M~•=@ffiMB'9&mmtt•~$.rM~•-•··· 
mi'.J'9~,@;-@fflM,M~•-•·•~m)'JM~~j>-,tB:Jmft~mqii'.J'9G•---t; 

-~mrM~•-•·•~mB'9M~~,@;-@ffiM*r•-ffiia:~ffi.~~~M~~MB 
=lmftl'.l'9B=imft~m)'jM~•-B:Jmft•mo 

1± _t ~ ti 11= qi Jm 7'c .ffl =Im p;i W i,q BU ffi m lQ fi )'J iH BU ffi m '§- § :Xi:iH~ m BU ;s ~ B'9 ~ n1H.¥ M , 

)J'- BU )'j p;J;j fql ffl m We @ @ 1§ M B'9 tX m ()'] fi )'j iH BU ffl m We @ B'9 tX m )'j • - @ 1§ M B'9 tX m , )'j r,J;J 

W iR BU ffi m We @ B'9 tX m )'j • = @ 1§ M B'9 tX m ) , lzsl Jt~ & r ~ p;J;j -1- @ 1§ M B'9 tX m it • t±:1 B'9 g,~ ,g- @ 
1§ m 11! fig~ IJ.! ~ M n • 5m B'9 ~ ~;i; ~ m o .§5 si-- , s 1 >-. • - tm ia: 1~ m * tr .m xi Jti. B'9 n • 51it ~ m ~ 

~-aJ~.n•m•~~---~mB'9•·lQ;t~tto 
~,@;--=:1.JlID,.«•=:1.JiIDB'9_t~G-fql-aJflB'9~ffl:1.J~,tt-=:t.JlIDB'9•=fql-aJfl 

B'9~ffl:1.J:Etqi,M~ia:3~'§ffi®.6t~.M~~~~~fflr: 
•~mrM~•-•••~mB'9M~~,g-@ffiB~r•=ffiia:~ffi.~•t1M~®.6t~ 

r□lHMia:3.6t~M~~MBffi:ftB'9ffifilffiA~M~•-B:Jmft.mB'9ffiA,M~•=ffiia:~ 

m *rPn~•-tmia: 1~m ; 

Bt!M~®.6t~M®M~HMia:3.6t~B'9--ffiA,M~•-m•~M~HMia:3.ffl=lm 
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MJ£~na•m~Mfilffi•~MJ£a-a•m~m~fimffi••~~; 
.ffl • pfr 3£ • -1§ ,~ JI! Wr jiJr 3£ pg ff i,q t.lU 1i ru ' PJ 1ij JU Wr ~ pg ff iR t.lU 1i ru 0 

~*-~hm,••-~h00~k3£ff-~~n~~fflh~,1±-~hm~-~~~n 
~~l~h~$, i'Jr3£~H~~i±fflr: 

~~mrMJ£a-amm~ru~MJ£~*~ffim~rffi=ffiw~m.~.m•MJ£~na 
M 5.nt ~ M fiE 1§ Al□ pfr 3£ ffi - B M 5.nt ~ ru 1§ ,~ JI! Wr jiJr 3£ pg ff iR t.lU 1i ru , PJ 1ij JU Wr ~ pg ff iR t.lU 1i 
ru,Mi2tffi=ffiW~ffi*rMi2tffi-ffiW~ffio 

k 3£ h 51 $ , ~ $ 1J Lit a}I A 5FU ffl ~ n B M )Jlt ~ B M )Jlt ~ ru ~ iA ~ ~E * :X1 pg ff i.R t.lU 1i ru i1l 

fi tX :iE O ~ {it; ~ ' ~I A 7. = 'i"m w I~ ffi ' 1± :X1 m T pfr 3£ • - B. ),nt ~ m ~ pfr 3£ t~ * ~ ffi m ,J, 
r ffi = t»! W I~ ffi a;:t , ~ ~ n B M 5.nt ~ *~ * 1§ ,~ Lit J! ~ W ~ 3tt fi i.JII t~ , PJ ffl r H 1ij Wr ~ pg ff i.R 

t.lU 1i ru , PJ ~ 1ij T - ;;.i;'. ~ i.A. ~ ;s * JI! ti□ 1tH~ o 

~*-~hm,••-~h00~k3£ff-~~n~~fflh~,1±-~hm~-~~~n 
~~fflh~$,M3£.fflMM3£~na•m~Mfilffi•~M3£ffi-BMm~mffi•J!!WrM3£pg 
ff i.R t.lU 1i ru , PJ 1ij JU WT ~ pg ff i.R t.lU 1i ru , ~ {It; )'] : 

~~~@*$~ffi-@*~Mfilffi-~M3£~na•m~Mfilffi•ffl~@M3£ffi-@* 
~••m~ru~MJ£a-amm~ru~~.~~MJ£ffi-@*~••m~ml!!Wr)'JM3£ffi­
a•m~ru.~u•a=@*:AAJ£~~@*$~•-~@*~ffiMfilffi•~a•m~ru; 

:X1 ~t! pfr 3£ • = le * ~ ~~le * * fi i.)11 t~ ' J.,:J_ 1ij JU Wr ~ pg ff iR t.lU 1i ru 0 

tg !l.P • i~ , ~□ * 1± B t£ i.R t.lU 3j ~ le * $ , t¥ 1± ffi .§I: BM ),nt ~ M 1iE 1§ ,~ ~ ~ n BM 5.nt ~ M 
filffi•ffl~ma•m~ru~~~•~.~~@*$~B•m~ml!!Wr)'J~na•m~a-a 
•m~ru.~~~•)'J7mm~••~~tt$~.M~.~~~~•■r±n-•~~fflr• 

B¾~,r±T--~~fflr•m~:*fflki£h~ft-1±T-•~~pg&~~--m~rul!! 
Wr )'j • m ~ ,».. ffij 1± ~~ tt ~~ ~ ~ • )~ ~ ,~ J}t T -OJ ~ ~ PJ 11:HPl iR t.lU t±l ~ n B. 5.nt ~ B. 5.nt ~ ru 0 

~*-~hm,••-~h00~k3£ff-~~n~~fflh~,1±-~hm~-E~~n 
~~fflh~$,M3£W3~~ffi®Lit~,Mi£~~~~fflr,1±AA3£.fflMM3£~y-~ffi­
~ffim~M3£~y-~ffi=~ffim~~M3£~nBMffl~BMffl~ru~~.BMM3£®1it~ 
fol~ * 3z: M * m oss Lit j! jiJr 3£ ~ n B. )Jlt ~ B. )Jlt ~ ru ~ 1§ lt ' jifr 3£ ~ n B. )Jlt ~ B. )Jlt ~ 

ru ~ FJr J£ 1§ • ffl r FJr J£ oss ~ pJUH :x1 FJr J£ ~ n a• 51it ~ 51it m ~ iu • • o 

i:E,W•~.r±~~t±l~na•m~a•m~ru~~.~~na•m~ru~ffl*ffi••~ 
~ oss * m , ~ t¥: oss * m $ii~ PJ ~ r ~ n BM )Jlt ~BM )Jlt ~ ru * ~ m H :X1 jiJr 3£ ~ n BM 
m~mm~~••.M~~na•m~•-a•m~ru)'j••¾~~••m~.~•~m~ 
51it m ~ iu • • ~ x )'] tt 7'c 1t • ~ • • ,!l.P ~~ ~~a• 51it1~ 1t $iii a1 ,tt 7'c 1t • t~ ~ n a• 51it o 

~*-~hm,••-~h00~k3£ff-~~n~~fflh~,1±-~hm~-~~~n 
~~fflh~$,M3£ffl~*-~ffiffl~$~*M*m,w*•-~-~~*-~ffl~*•ql 
~ - l.Y! • « ~ l.Y! , Pfr 3£ {t $fiJ t11 i.Sl. ~t! {t $fiJ ~ iu t11 i.Sl. TCP l□ 1 • ffl f' BM t& t11 i.Sl. UDP 

0 

ffi ~ h 00 , ~ $ tl ~ 1iffi f?Oi 1~ - ~BM 5.nt ~ ru i.R t.lU W 3 , ~t! t¥ 'lit ~, ~ ~ ~ l□ ®Lit~ , 
H$,t¥M~fflrt¥Mtt•m•~.Mi£~~~WfflM3£tt•m•~.fflT~D~T-~ 

B3jMJ£®1it~•®•~w31itJ!~~na•m~Mfilffi•~••m~ru~ffi•: 
.fflMMJ£~na•m~MfilffiA~a•m~m~ffi•~ma-ffiA; 
B3jM3£®1it~folAA3£H~W31itJ!Mi£ffl-ffi•.~fflrJ!!Wrpgffm~1iru,M3£pg 
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W iJU~Hi m ffl r 1ij JL5li EI r ~ .P - -t B =Ins 5Jit • m B'iJ ~ .P - -t m = 11'.1§ J1'. , H i::f:i , pfr 3£ pg W iH 

§3Hi m ~ .ffl =Ins - * BJt ~ * m ;I: B =Ins 5Jii a'5J M f:iE {§ ,l~t l□ B =Ins lfit • m 1ij ILl B'iJ a m , pfr 3£ m ;I: B =Ins lfit 

B'iJ B =Ins 5Jit • m ~ .ffl =Ins IT ~ iH §3Ll ffi m 1ij ILl B'iJ , pfr 3£ IT ~ iH §3Ll ffi m ~ .ffl =Ins ~ -t B =Ins 5Jit -tl * B'iJ t& X 

Mfil~••••mfflBB'ilmm,MJ£fflxMfil~ffifflx*•·Mx~•~•.Mx~~~~ 
l□ t& x :1-J fol i::f:i B'iJ - I.Yi: BJt ~ ~ I.Yi: o 

_t 3£ ti 1'1= q:i , ~ ,& IT ~ iH §3Ll a m l□ pg W i,q §3Ll a m , IT ~ iH §3Ll a m ~ 1±1 ~ -t B =Ins 5Jii -tl * B'iJ 

t& X M fiE l□ B =Ins 5Jii • m tm 7'c i.JII m fij ILl , fm pg W iH §3Ll ffl m ~ & r B =Ins 5Jii a'5J M fiE 1§ ,~ t□ EE IT ~ ffl 

m iH §3Ll t±:1 B'iJ B =Ins 5Jit • m i.JII t~ fij ILl , lzsl Jlt pg W i,q §3Ll ffi m j,Jl ~ - 1'-1± ~ • :s:J ffi m ; IT ~ iH §3Ll ffi m 

BWiH§3Llt±:I-~&* ~mftm)B=lnsftB'iJB:Jnsft•m.~•-mB'iJB=lnsftB'il¥~Mfil ~ 

51□ t& x * J1'. . t& x .ft ~ ~ J1'. ~ ) "aJ fjg 1± J§ ~ .ft • ti f:¥ i::f:i ~ ~ ?Jt {I:'., , lzsl JtUs ,@;- pg W iH §3Ll ffi m B'iJ 

1±~•:s:JMttMHM:1.Joo ~§B'il~hl.~~•m•,~•••mB'il•mmITm~,n•~ 

)qi IT ~ iH §3Ll ffi m 1± B =Ins 5Jii .ft • ti f.¥ q:i 5li B =Ins 5Jii a'5J B =Ins 5Jii • m B'iJ iH §3Ll ~ ~ , lzsl Jtt * $ tw * ffl IT 
~ iH §3Ll ffl m l□ pg W iH §3Ll ffi m *~ ;s ,@;- B'iJ iH §3Ll :1-J :Et , m ~ 7 B =Ins 5Jii a'5J B =Ins 5Jii • m B'iJ iH §3Ll At~ J1'. , 

-i:gmf!-7iH§3LlB'iJ5~11:'.,tt, fi~WmfflrEzffl:5;{1:'.,ff~W. Ezffl*•11□ @. 5¥/4~$,El=J~~fql±~~o 

mE:1.JOO,*$•~•Mm~-fql••m•mm~~•.•~•~ffi: 
m - iH §3Ll • ft , ffl r ffl m: ~ M B =Ins 5Jii a'5J t& X M 1iE l□ IT ~ iH §3Ll ffi m 1ij ILl pfr 3£ ~ M B =Ins 5Jii a'5J 

~mr~.1>--ta=msm•mB'il~.1>--tm-11:mm,Hi::f:i,MJ£IT~iH~•m~.m•~-t• 

=Ins 5Jit• * B'iJ t& X M 1iE t□ B =Ins 5Jit • m 1ij ILl B'iJ ffi m }fr 3£ t& X M 1iE ~tit& X * J1'. . t& X .ft • ~ J1'. . 
fflx~~~~~fflX:1-Jfoli::f:iB'iJ-I.Yi:BJt~~I.Yi:; 

m = i.R §3Ll • ft , ffl r ffl m: pfr 3£ ~ M B =Ins 5Jii a'5J M fiE 1§ ,~ to pg W iH §3Ll ffi m 1~ ILl pfr 3£ ~ M B =Ins 

ftB'il~EirM3£~.P--t-Bm:B•mB'iJ~.P--tm=11:fflJJ'.,HJ:f:i,M3£MfilfflA~ffi§B'iJ 

~ ±.Lt t□ t11 1x • m , i'Jr J£ pg w -tH §3Ll m m ~ .m • - * BJt ~ * m ;1: a :ms 1Jit B'il M fiE 1§ ,~ t□ a :ms 5Jit • m 

1~ io B'il mm , i'Jr J£ m ;1:a :ms 5Jit B'il a :ms 11it • m ~ m • i'Ir ~ IT ~ iH §3Ll mm 1~ io B'il ; 

~~•ft,fflrffl:JnsMJ£~.1>--tm-~m•~MJ£~.1>--tm=~m•~~MJ£~n 

•• mt B'il •• 5m •mo 
_tJ£~• i::f:i, ~.&IT~iH§3Llfflml□ pgW-t,qgoam, IT~-t,qgoam~ 1±1~-t-B:Jns5Jit-t¥:*B'il 

t& X M fiE t□ B =Ins 5Jit • m tm 7'c i.JII m fij ILl , fm pg W i,q §3Ll ffi m ~ & r B =Ins 5Jit B'iJ M 1iE 1§ ,~ t□ EE IT ~ ffi 

m iH §3Ll t±:1 B'iJ B =Ins 5Jii • m i.JII t~ 1~ ILl , lzsl Jtl pg W i,q §3Ll a m j,Jl ~ - -t 1± ~ • :s:J a m ; IT ~ iH §3Ll a m 

BWiH§3Llt±:I-~&* ~mftm)B=lnsftB'iJB:Jnsm•m.~••mB'iJB=lnsfflB'il¥~Mfil ~ 

51□ t& x * J1'. . t& x .ft ~ ~ J1'. ~ ) "aJ fi~ tt J§ ~ .ft • ti f.¥ i::f:i ~ ~ ?Jt {I:'., , lzsl JtUs ,@;- pg W iH §3Ll a m B'iJ 

1±~•:s:JMttMHM:1.Joo ~§B'il~hl.~~•m•)~•••mB'il•mmITm~,n•~ 

)qi IT ~ iH §3Ll ffl m 1± B =Ins 5Jii .ft • ti f.¥ q:i :Xi B =Ins 5Jii a'5J B =Ins 5Jii • m B'iJ iH §3Ll ~ ~ , lzsl Jtt * $ tw * ffl IT 
~ iH §3Ll ffl m t□ pg W iH §3Ll ffl m *~ ;s ,@;- B'iJ iH §3Ll :1-J :Et , m ~ 7 B =Ins 5Jii a'5J B =Ins 5Jii • m B'iJ iH §3Ll At~ J1'. , 

-i:gmf!-7iH§3LlB'iJ~11:'.,tt, fi~WmfflrEzffl:5;{1:'.,ff~W. Ezffl*•11□ @. 5¥/4~$,El=J~~fql±~~o 

;s,@;-mE:1-JOO ,1±.E:t.JOOB'ilm-fql"aJfi~B'iJ~l:J.l:1.J:Eti::f:i 'M3£~~-ft, }fjy~pfr3£ 

~.1>--tm-11:fflm~MJ£~.1>--t•=~ffl•~~MJ£~na=msmtB'ilB:Jnsmt•m.a~~: 
mr.m=ms~mrm-am:m•mB'iJMJ£m-11:mm. MJ£m-11:mmB'il~mm.~mr 

MJ£m-••••mB'iJMJ£m=11:mm~MJ£m=11:mmB'il~mmtt•~mrMJ£m-a:ms 

n•mB'iJ~,@;-11:fflJJ'.,MJ£m-a:msm•m~MJ£~.1>--ta=msn•mi::f:iB'ilG•--t: 

~~EirM3£•-•·••mB'iJM3£~,@;-[l:fflJJ'.*r•-~~~-.~~~M3£~MB 
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ffm~Bffm•ffl~M~ffi-Bffm•ffla 
1'.:E _t ~ isl: • qi J»i: .$'c ffi ff i:kJ ff i.R t.lLl • ffl la ff ~ i.R t.lLl • ffl * § xt ~ ~ i.R t.lLl ~ • ~ JJ nja] f.¥ & , 

)J' t.lLl ~ jj;Jj ¥11 • ffl iiG ~ ~ {i • ~ f)( m (~ ff ~ i.R t.lLl • ffl iiG ~ ~ f)( m ~ • - ~ {i • ~ f)( m , ~ i:kJ 
ff i.R t.lLl • ffl iiG If[ ~ tx ~ ~ ffi = If[ {i m'. ~ tx ~ ) , I!! li:l ~ 'f JX jj;Jj 1- If[ 1i m'. ~ tx ~ i+ ~ t±l ~ t,~ ¾ If[ 
1i Gt JI! im ~ l,9! ~MB. m ~ ~ ~:;j;. ffl O 33 >'~ , ~I A. - tm isl: lll1J. * ir I xt m. ~ B. m. ffl. 
~~n,a•••~~••m•m~-•la*~tt. 

~¾ffiEh@,.«ffiEh@~_t~a-¥11~-~~~h~,1'.±ffiEh@~M=¥11~a 
~ ~ l,9! h ~ qi , i'Jr ~ i9:. ~ §t! : 

--~*•ft,ffl'fff~m.'fM~---•m•m~M~-¾~C-~'fM=ffii&l:~S 
~-~T,~•®i&l:~~*M~~MB ■ m~MfilCAlaM~•-••m•m~c-,M~ 

M=ffiist~S*'fffi~M-ffiist~S; 
-~-ft,ffl'f-~M~•®i&l:•~*~M-CA,M~ffi-CAMM~•~i&l:-ffl ■ 

J!!ffi.ft,ffl'fffi ■ M~ffi-CAJ!!ffiM~r:kJWmm•m,~•~ffi~r:kJWmm•ma 

~¾ffiEh@,.«ffiEh@~_t~a-¥11~-~~~h~,1'.±ffiEh@~M~¥11~a 

~ ~ l,9! h ~ qi , ~ §}! : 
J!!ffi.ft,ffl'f1'.:E~m.'fM~ffi-B ■ ~-ffl~M~•¾lf[~JN.~'fffi=ffiist~S~ffl 

~T,ffiffM~~MBffm~MfilCAlam~•-••m•mcAJ!!ffiM~r:kJWmm•m, 
~-~ffi~~wmm•m,M~ffi=ffiist~S*'fM~ffi-ffii&l:~Sa 

_t~h$qi,*$•~~~~m~M&ffm~n•m•m~~~~-~r:kJWmm•mm 
1T ~ IE O R ~ ~ , ~I A 7. = tm isl: I~. , 1'.:E xt m. T PJT ~ • - B. m. ffl ~ PJT ~ t* * tf[ {i Gt 1} 

TM = tm isl: 1~ s a1 , ~ij ~Ma• m ~ *§ ~ fi ,tt ~*~isl:• * ff iJ11 ~ , PJ. m 'fa 1-@. ffi ~ r:kJ • -t.R 

m•m,~~-T-~~~~~-J!!~*~o 
~¾ffiEh@,.«ffiEh@~_t_J.£a-¥Ji~a~~~h~,1'.±ffiEh@~ffi~¥11~a 

~~~h~qi,m~m•M~~MB ■ m~MfilCA~M~•-••m•mcAJ!!ffiM~i:kJ 

wmm•m,~•~ffi~r:kJwmm•m,R~~: 
~--~~qi~--~~~MfilCA~M~~MBffm~MfilCAffl~@M~M-~~ 

~••m•m~M~M-B ■ m•m~~,~~M~•-~~~••m•mJ!!ffi~M~•­

••m•m,~a••=~~;M~••~~qi~•-•~~§~MfilCAla&ffm•m; 
xt § t! PJT ~ • = le ~ ~ - • le ~ * ff iJII ~ , P).1-@. ILl ffi ~ i:kJ • i.R t.lLl • ffl 0 

~W-~,~-1'.:EB&mm~~~~qi,~1'.:Em~••m~MfilCA~~MBffm~M 
filCAffl~@Bffm•m~~~-~,~~~~qi~-•m•ffl]!!ffi~~MB ■ m~ffi-B 

mm•m,JX~••~7mm.~••~wtt~~,~~ .~#~~••1'.:EM-•~~mrm 
•~~,1'.:ET-•~~mr•m~;*ffl_t~h$••1'.:ET-ft~~i:kJ&~~••m•mJ!! 
ffi~--~,M~1'.±Wtt~~~--~-~Tm•~~*~mmt±:~MB1mm~B ■ m•ffla 

~¾ffiEh@,.«ffiEh@~_t~a-¥11~-~~~h~,1'.±ffiEh@~ME¥11~a 

~ ~l-9! h ~ qi , i'Jr~i&l:- ~ §t! : 
M =~*.ft , ffl 'f ff i'Jr ~ ~ ~. ft ;tffl PiT ~ ~ Y - 1- M - If[ 1i & la i'Jr ~ ~ Y - 1- M = 

If[ 1i m'. ~ ~ PJT ~ ~ M B Jffi m ~ B ■ m • ffl ~ fi§f , ~ ~ ii: ~ ff ~ ~.rt ass ~ * PJT ~ ~ M B ■ m ~ 
B. m • ffl ~ {i -~- , PJT i.£ ~ M B. m ~ B. m • ffl ~ PJT ~ {i -~- ffl 'f PJT i.£ ass ~ PX H xt PJT i.£ ~ 

MBffm~m.mt~;JiLl*~a 
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mw•~.ff~E~~MBmffl~--ffl~ffi~J§.~~MBmffl~ffi~ffl*C•~~ 
~ oss ~ ~ , ~ N~ oss ~ ~ Y! -aJ J?J. a r ~ M B m ffl ~ B m ffl ~ ffi * ~ ,ox H :x1 i'fr 3£ ~ M B m 
ffl~ffl~~~--.M~~M-•ffl~----ffl~ffi~W-~&~m•ffl~.~-~m~ 
ffl .m ~ tLl •• E Si'..~ {t J't {{ $1lJ ~ • • ,Jl.P ~ ~ ~ 1- B m ffl f~ {{ $tiJ B1 ,{:t J'c {{ $tiJ. ~MB m ffl o 

~*MEh@,.«MEh00~k3£a-"-ar ■ ~~~h~,ffMEh00~M~"-aJ ■ 

~~~h~$.M3£fflx*aBffifflx$J?J.*M*•·IT*•·ffl•~&*•~*~*•$ 
~ - 1-Pl Ellt « ~ 1-Pl , pfr 3£ {{ $tiJ ti/J- i5( B t! {{ $tiJ J;_;g tLl ti/J- i5( TCP ~ I Q\t J:ll F B :Im t& ti/J- i5( UDP 

0 

•~hW.*$•~•ffimm-"a•ffl~mmm~• .•~•Bffi: 
M®•ft.J:llrM®•~~-£*~~M&mffl~MfilCA~Bmffl~ffi~CA; 
~PX-ft,J:llrmmMJ£~MBmffl~MfilCA~--ffl~ffi~C-~,ox--C•; 
£*•ft.J:llr~MJ£•~~•£*MJ£M-CA,J?J.J:llr~•~•mmam,MJ£~ 

•mmammr•~~mr~~-1-&mffl~m~~~-1-•=~c•.•$.MJ£~•m 
mam~•----~-m~--ffl~MfilCA~--ffl~ffi-~~-ffi.M3£ffi~B•ffl 
~••ffl~m•m•fl~mmam•~~.MJ£fl~mmam~••~-t-&mffl#*~*x 
Mfil~--ffl~ffi-~~-ffi.M3£fflXMfilBffifflx*•· fflxffl••·· fflx~~~~ 
~ t& Xh ~ $ ~ -1.Pl Ellt« ~BJL 

k3£~•$.5&fl~mmaffl~~•mmam,fl~mmam~~~-t-amw#*~ 
t& X M fiE ~ B m ffl ~ ffi ffi J'c -iJHl f~ J1J , ]m ~ • i,R 3Ll a ffi • ~ 'f' B m ffl ~ M fiE C ,~, ~ ~ fl ~ a 
ffi i,R 3Ll ~ ~ B m ffl ~ ffi -iJII AAi f~ i 1J , ~ Jt~ ~ • i,R 3Ll 1i ffi Y..t • - 1- ff tt • }:J 1i ffi ; fl ~ i,R 3Ll 1i ffi 
••mm~-~•* ~~•m)&mffl~&•ffl~ffi.~#~m~••~~-~Mfil ~ 
:ii□ t& x * • . t& x {{ ~ ~ • • ) -aJ fjg ff J§ ~ {{ $1lJ tH.¥ $ £ ~ ~ 1t , ~ ~ ~s * ~ • i.R 3Ll a ffi ~ 
fftt.}:JMttM•~hOO ~§~~hl. ~&~ffi·)~---~~~ffi*flmm.••~ 
~fl~mmamff&:Jmfflffl$11Jttfi$~&•ffl~&•~~m~mm~~.~~*$ ■ *J:llfl 

~mmam~~•mmamm~*~mmh~.&•7••~~-•~~m~mm•~•. 
mm rt- 7 -t.R 3Ll ~ Jz 1t tt , tig • ® m rm m :z;; 1t $ '\lit. m m 1{ • ;tm ~. tl ~ m m • ~" ~ ~ o 

MthW,*$•~-ffi&ffl-"tt•m-ar~#M*& ,MJ£ttam-ar~#M*&$# 
•~tt•m•~.~•ff~~•k~fl~.~~•-hw•«•-hw~a•-ar•~~~h 
~i'frttii3£~h%:o 

MAhW,*$•~•M&ffl-"tt•m•~F~.MJ£ttamm~F~#Mff~-­
k,~MJ£ttamm~F~ff~~-k~fl~.~~--h00-«M-h@~a•-ar•~~ 
lY!h~Pfrtlil"3£~h5!o 

MfthW,*$•~•M&ffl7-"B•~~mmm~~.-~~BffiM-~-~-= 

~- .• $,M3£M=~-~k3£M~h00,.«M~h@~a--ar ■ ~~~h~.-«M 

lih@,.«MEh@~a--ar•~~~h~Mm-3£~--~~mmm~• ;M3£•-~­
~k3£M~h00,.«M~h00~a--ar ■ ~~~h~.•«•~h00,.«M~h00~a 

--ar•~~~h~Mm-J£~••~~mmm~•-
*$•~•M$,5&fl~mmaffl~~•mmam.fl~mmam~~~1-amffl# 

* ~ t& x M fiE ~ B m ~ ~ ffi f»! J'c "iJII AAi f~ flj , ]m ~ • i,R 3Ll a ffi • ~ r B m ~ ~ M :fiE 1~ ,~, ~ ~ fl 
~ a ffi i,R 3Ll ~ ~ B m ffl ~ ffi -iJII AAi f~ i 1J , ~ Jt~ ~ • i,R 3Ll a ffi st • - 1- ff tt • }:J a ffi ; fl ~ i,R 3Ll 

am ■•mm~-~•* ~~•m)&mffl~••~~m.~#~m~a•ffl~¥~Mfil 
(#Ll :ii□ t& x * • . t& x {{ $tiJ • • • ) -aJ tig ff J§ ~ {{ $tiJ tt f.¥ $ £ ~ ~ 1t , 1z;1 ~ ~s * ~ • i.R 3Ll a 
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m B'i1 1± tt: ~ 3=J ~ tt ».. Jt ft!Ltnm ~□ ~ B'iJ :t:tB t.t.t , t11 ix • m 5 ) x'.t t~ n • 5Jit B'i1 • m m fi i.R 3U , Fig 
~ ;x;_t )qi fi 7'1 i.R 3U a m 1± B ffi: )j\t {t $fil 3.s:t f¥ $ ;x;_t B ffi: )j\t B'iJ B ffi: )j\t • m B'iJ i.R 3U ~ ~ , ~ Jr~ * $ ti * 
ffl fi 7'1 i.R 3U a m l□ pg W i.R 3U a m *~ ti ,@, B'iJ i,q 3U 1.i ~ , W ~ 7 B ffi: )j\t B'iJ B ffi: jJit • m B'iJ i.R 3U ;ft r¢rJ 

ffi'. , ~ m fl- 7-i.R 3U B'iJ ~ 1t tt , Fig~ mm rm m :Ii 1t §B tL m m 1t • 11□ w, ft~ m m 5 ~fc!i :1:m 

~1 !!Ii~ aA 

~T~*~~~-Mffl~B'i/~1!1311:fi*mo 

1!11•*~~~-MWfflB'i/-fc!iBffi:ffl•mB'i/i.R~*-B'iJM~~-l!I; 
I!! 2A • * ~ aA ~ • -WU W f;!:l; B'iJ pg W i,q 3U a m l□ fi 7'1 i.R 3U a m B'iJ :i:m • ~ A I!! ; 

1!12B•*~~~•MWfflB'i/-fc!i~-•mB'iJ~~~-l!I; 
1!12C•*~~~•MWfflB'i/-fc!i~-•mB'iJ~~~-l!I; 
1!12D•*~~~-MWfflB'iJ-"~-•mB'iJ~~~-l!I; 
1!13•*~~~-MWfflB'i/-"Bffi:ffl•mm~1.i~B'i/fflW~•l!I; 
004•*~~~-MWfflB'i/Bffi:ffla~Bffi:fflbB'iJ~•~•oo; 
1!15•*~~~-MWfflB'i/Bffi:ffl@~B'iJ-M~Al!I; 
1!16•*~~~-MWfflB'i/Bffi:ffl@~B'iJ-M~Al!I; 
1!17•*~~~-MWfflB'i/-"ffi=W&B'iJ~~~-l!I; 
l!IB•*~~~•MEfflB'i/-"ffi-W&B'iJ~~~-1!1; 
1!19•*~~~-MEfflB'i/X-"ffi=W&B'iJ~~~-l!I; 
I!! 10 • * ~ aA ~ • ~J W 1;!:l; B'iJ X - fc!i ffi - W & B'iJ ~ ~ ~ A I!! o 

~~ ~-1.i ~ 
T00~,@,*~~~-M$B'iJ~l!l~*~~~-M31!:fiS~o 
ti ~ Jii!. I!! 1 , I!! 1 • * ~ aA ~ • -WU W f;!:l; B'iJ - " B ffi: 5Jit • m B'iJ i.R 3U * • B'iJ M ~ ~ A I!! , t~ 

* • ~:f! :iE ~ 3z: Mc * m pperational system support, OSS ) 101 , ~& § ml 102, $'~ ~ W & 103, 
tt iliffi 1 04 , Ji; $ , tt iliffi 104 B'iJ B m ~ PJ 7'1 ~ -1'- , I!! $ ~ PJ 6 -t- 7'.I ~J iJi fi 7 ~ A , ~ iliffi 1 04 _t 

fflr:iEfi§fc!intrffl ,M~ ,•e¾~ntrffl, ffifi¾~ntrffl, •oo2intrffl55,~~B'i/ntrfflM 
F~B'i/Bffi:fflB'i/Bffi:ffl•m ~~mm•m)tttt~~o*$~~-M$,~M1MMF~ 
B'iJ B ffi: ffl ~ ~ 1c 3m 3.s:t ~ ~ W & 103 ~ 1± ~ B'iJ W & , Jt $ , $t ~ W & ~ PJ ~=Is~ ffi ml, ~ :WdJL 

5 , $t ~ i9: & 103 B'iJ B m ~ PJ • - -1'- ~ ~ PJ • ~ -1'- , -WU□ , 1-¥ 1± - -t-~ ffi ml l□ :::: -t- ~ ~ tJL ; 

A~ ,~#1:E--t-~~ffl;A~,#1±::::-t-~~ffl,55o_t~ ■ §ml1~~~7'.l--t- ■ § 

ml-«~-t- ■ §mlfflmB'iJ ■ §ml.mo 

J§t $ , ~ iliffi 104 jiff F ~ B'iJ B ffi: 5lit 1± ~ tt iliffi 104 _t ~ :!!D fiiJ ~ 3! , PJ & 1± $t ~ W & 1 03 _t ~ 
51□ fiiI $t ~ , w~ ~ PJ :t1i: ~ oss 101 ~ m B'i1 5Jit m ~ iu ~ ~ * m fi , -wu :ii□ , ~ 5Jit m ~ iu ~ ~ W! XE iJll 

e ¾ iSl $ ffl jiff F ~ B'i/ B ffi: )j\t ~ ~ ~ ~ tt ~ ijt B;f , fi ~ 1± ;t i4ffi 104 , • « $t ~ W & 103 _t ~ ~ 

:is•e¾~EtrfflMF~B'i/Bffi:ffl1±pgB'iJ~"Bffi:ffl~~~J!~,¾ttJ'c~$fil-•¾~$fflM 
r ~ B'i1 & • 5Jit o ~ ~ i~ aA B'i1 • , t~ 5Jit m ~ iu ~ ~ rn oss 101 ~ r ~ wi & • 5Jit B'iJ & • 5Jit • m * 
~m B'iJ O *$ti ~-M $ ,OSS 101 ~m jj\t_m~ iu ~~ jiff ffl iU B'iJ ~ wj •• )j\t B'iJ •• jJit •m .Jffl 

ti a= W & *r¢ri XE B'iJ o 
:ii□ I!! 2A jiff~ , a= W & 1± r¢rl XE ~ wi B ffi: jJit B'i/ B ffi: jJit. m B'i/ B;f f1j ~ ~ ffl iU fi 7'J i.R 3U ffi m 
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l!l rtl ~ iH t.lU a m , ~ qi , a m B'iJ ~ ft "iD" .l-t ~ ti {~ 1' ~& 'f ~ {~ J3t fX m fol I ~ 1 , w2 ), ft :I® mt 

~ m B'iJ ffi - r.00: -i9: l!fl ffi 0 1 , ffi = r.00: -i9: I~ ffi 02 , ~ qi , ffi - r.00: -i9: l!fl ffi 1£ "iD" P)_ ~ 7'J )J' ~ l!fl ffi , Jl:l 'f 

ffiI¾~~B:l®mt~m~~~--~;ffi=ffi-i9:~mm~7'J•m£ffi~m ,Jl:l'fffiIW~n 

p;j ~ iH t.lU. m nHr £ ffi O ~ ~. m ~ B ~~:H'.t J§ ~i B'iJ ]J 51 mt f¥ qi~ £ ~ ~ B'iJ Ill 3£ 0 ~ qi ' p;j ~ 

iH t.lU a m 1± :X'.t 3 lltr B :I® )]rt m {r B :I® )]rt~ m iH t.lU a-t B'iJ tt A "iD" .l-t ~ts ~ fiE 1~ ,~ ~□ §I B'iJ IP, §I B'iJ 

i'ii/il r:i, t~ iSl ~ m ~ ) , fi 7-J iH t.lU a m 1± :X'.t 3 lltr B ffl: mt m {r B ffl: mt~ m i,q t.lU a-t B'iJ tt A "iD" .l-t ~ti 1& 

x 1~ ,~ ~□ 1& x * J3t, 1& x 1~ $'i 3! J3t, 1& x 1aJ ~ a-t 1aJ, 1& x JJ fol~ )o ffi = 19: • :X'.t rtJ ~ iH t.lU a 

m 1ij flj B'iJ ~ {~ J3t lll qj' 7'J iH t.lU a ~!Hij flj B'iJ ~ f~ J3t £ 'f ~ f~ J3t fX m fol I ~ 1 , w2 ) 1ij flj !Ht B'iJ B 

ffl: mt ~ m ; ~ 1' 3sH¥ qi , ~ ~ 3m 3sJ: • = t.00: 19: l!fl ffi 02 ~ 5E rtl ~ iH t.lU a m $ ~ m ff £ ffi , ~lj ~ Jj"y_ 

£ffi rtl~iHt.lUaml'fr$B'il~Bo 

"iD" ~ B'iJ , £ffi pfr $ ~ Jl:l flj B'iJ ~ B "iD" .l-t ¾ ffi = 19: • 3m 3sJ: X'J - ~ B ffl: mt B'iJ *§ ;k 1~ ,~ m 1T 'vii tt 

1ij i1J , m "iD" J-t ¾ • - 19: • 3m JsJ: :x'.t - ~ n :I® mt B'il *§ * 1~ ,~ * 1r 'vii tt 1ij i1J , ~ J§ J.lt 3! ~ • = 19: • o 
* $ i.l ~ J'Jm #j qi , •• = -i9: • "iD" P)_ ¾ ...t 3£ OS S 101 , m "iD" .l-t £ ...t 3£ B& * ~ 102, m "iD" .l-t ¾ 

...t3£$~J.lt-i9:. 103; ~jj-., i.~ffi-i~-"iD" .l-t¾...t3£ OSS101 , &"iD" .l-t¾...t3£B&*~ 102, &"iD" 

.l-t ¾ ...t 3£ $~ J.lt -i9: • 103 
0 
~ ..g.. .l-t ...t t1a 3£ , • ffi - -i9: • ~ • ffi = -i9: • "iD" P)_ £ *§ f6'I B'iJ -i9: • , 1£ "iD" 

~¾1'1'6'1B'il-i9:•o#g,3ffi--i9:•W•=-i9:•W1'¾...t3£ ■ *~1~~."iD"~~7'J001~ 

~ B'iJ ?II! f4 B'iJ qi 1' 1¥ 1± B& * ~ 102 o 

$~i5/,aJIB'iJ¾ ,...t3£rtl~iJ~t.lUam~M...t¾-1'5J'-~•m ,:t!□ OO 2B pfr~ ,5J'-~am"iD" 

J-t¾~-t•m ,:t1□ 002cl'tr~ ,5J'"~•mn"iD".l-t¾tfll~~~•m ,:t1□ 002Dl'fr~ ,5J'"~•mn"iD" 

.l-t¾ ~1'if fol I fJl, ~upport vector machine ,SVM )am , 3 5J'- ~- m n "iD" .l--:J.¾ ~fig% :ct B'iJa mo 

"iD" ~ B'iJ , S:l 'f ...t 3£ p;i ~ iH t.lU a m ¾ 3m 3sJ: :I'! Il"R ~ A B'iJ fol I ~□ §I B'iJ Ii ~i ~ t~ i.Sl ~nternet protocol , 

IP ) ±t!dL §I B'iJ i'ii/il r:i -% , t~ i,Sl ~ m ~ ~ fiE 1~ ,~ ) B'iJ ~ fiE * ~ ~ fij flj B'iJ , ~ J]t • rtJ ~ iH §:JU a m 

"iD" .l-), ~;;} f6'I - §I B'iJ IP :tth :tJ.t ' f6'I - t~ i,Sl ~ m , *§ f6'I i'ii/il Q -% B'iJ B ffl: mt iH t.lU 7'J *§ f6'I B'iJ B ffl: mt ~ m ; ~;;J 

f6'I - ~ .m: , f6'I - t~ iSl ~ m , *§ ili i'ii/il Q -% B'iJ B :I® mt i,q t.lU 7'J *§ f6'I B'iJ B :I® mt ~ m ; ~;;J §I B'iJ i'ii/il Q -% ¾ 

20 (X 111=-1~ $'it~ i,Sl file transfer protocol, FTP ) B'iJ j[] 45 i'ii/il Q-% ) B'iJ 1~ 1ffiij ~ ~U t~ i,Sl ¢ransmission 

control protocol , TCP ) mt I iH t.lU 7'J T ~ B'iJ B :I® mt ~ m o 

~ jj-. , • ffi = i~ • 1± iH t.lU 3 llU B ffl: mt B'iJ B ffl: mt ~ m a-t ~ ~ Jl:l flj B'iJ - ~ ;k 'f 3 llU B ffl: mt B'iJ 

*•.W"iD"~S:l••1~~«~fjg-i9:•J.lt3!~ffi=-i9:•.~«M=-i9:•ea*•~~o 

1w ~ ~ oo 3 , oo 3 ¾ * J.lt sJI ~ m ~J m 1~ B'il - # nm: mt ~ m iH t.iu ]J 51 , • ]J 51 "iD" .l-:;1, £ 'f oo 1 

~~B'il?ll!f4*~~.-JJ~~ffi@1'~'f~T~ ■ 

2V • s301 : • = 19: • *& m: 3 lltr nm: mt B'il 1& x ~ fiE w qr 7'J iH t.iu • m 1ij i 1J l'fr J£ 3 lltr nm: mt B'il 

nm'f~~-1-Bffl:ffl~mi'.l'iJ~~-1'•-~*•o 

~ ~ :tth , pfr 3£ qT 7'1 iH t.lU a m 7-J t& ffl: - 1' B ffl: mtfl * B'iJ 1& x ~ fiE lll B ffl: mt~ m 1ij i 1J B'iJ a m ; 

"iD" ~ B'il .• - 1- n :I® mttl * "iD" J-t 7'J ~~*l * ,!l.P 1~ qr 7'J iH t.iu • m "iD" .l--:J. 7'J ~~ 'iJ11 ttfij i1J B'ila mo 

•-✓tBffl:mtff*n"iD"~7'Jffi~-~B'ilfu•Rm ~&~ft~lt)B'ilff*.~~ ,WM¾~ 

mmB'il&ffl:mtB'ilffix*-~•B'ilmx*•fu•*·@£m¾•~w~mx*•fu•mB'il~•. 

fflfu~e,mx*•fu-*£•&•3llUBffl:mt7-JWM¾~$Jl:li'.l'iJBffl:mt,~Jtt,1±~-* 

'fWM¾~$Jl:li'.l'iJB:l®mt~.~~~•mx*l3tfu.*B'il~#~ft~ttB'il~7-JB:l®mtff*o 

"iD"~B'il.--1'Bffl:mtff*B'ilBffl:mt~m"iD"~¾~7'1-5EB'il,WAifl~~o S:l'f~3£fi7'J 

iH t.lU a m 7-J -l& ffl: -1' B ffl: mt fl * B'iJ :I=& x ~ fiE W B :I® mt ~ m 1ij i 1J B'iJ a m , ~ Jtt • 1T 7-J iH t.lU a m 
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!Jg • & ~ - 1-- & ffl: ffl ~ fl/;J t& x H f:iE q & ffl: ffl ~ fil ;z_ lal fl/;J - ~ * * , ~ Jtt , 3 loJ • 1T J:J iH BU m 
fil•A3n&ffl:fflfl/;JWXHfil~.an•-%WR_tffln•3n&ffl:fflmr¥1--d•¥~B 

ffl: ffl ~ fil fl/;J M! loJ (d • i.ll, ffl ¥ ) , -1:¢: lJ/l. M! loJ (d • i.ll, ffl ¥ ) fl/;J * & m i:lJ" J..J l$ J:J ~ 1i M. o 

*$•~•M~.ffi~:i=&xHfili:lJ"~~ffimx*•· mxffl•••· mx~m~~wm 

x$1oJ~fll;J-~d•~~.i:lJ"~fll;J.ffi~mx*•~ffimx~~*•*•·w*M..ffl•~ 

iSI_ * R W toc ~ * R ~ fl/;J - ~ d • ~ ~ }fr ~ ,(t • tj} iSI_ ~ ;J=;s ,(t $@j ~ ~U tj} iSI_ TCP W I d ffl .F & ffl: toc 

tjyiS<. UDPo 3• ,tocXHf:iE~7~t!m~•{9Ufl/;JH1:iE½ .~i:lJ"J..J~t!XffuH1:iE ,{9B□ ,tocX 

* R . toc X ,(t • m R . toc X lal ~~ s,t lal W toc X $ loJ ~ fl/;J ~ X 111 . ~ ,J, 111 . ~ 111 . $ ~ . 5t {:s'z. & 

~ 0 • f& X H 1:iE i:l]" J..J ~ J..J lo] m (l/;J % A • A JU 1T J:l i.H BU m fil ~ ' {9j :!!□ i:l]" J;). ~ (f& X * • ' f& X 

ffl•ma,mx~m~~)m"%Aog½,*$W~•M~fl/;J&ffl:ffl~fil~i:lJ"~l$;z.J:JS 

•-"i:l)"!Jg•~)R.~ ,&ffl:ffl~fili:l)"/Jg~N1'- ,NXrd-~r 1,*$iw~-{9ji:l)"J..Jft 

tt ~-*MH)W3n&ffl:fflmr•N1--&ffl:ffl~fil~-1'-~fil(l/;J~ffi-,W•~ffi~3 

n&ffl:ffl(l/;J~$rN1'-&ffl:ffl~filfl/;JN1'-M-~ffi•.•M**·•••N1--&ffl:ffl~fil 

t§' fll;J ~ -t:00. ~ * ix fll;J a :ms m ~ fil . ig ~ * ix fll;J a m: m ~ fil . • oo ~ fll;J a m: m ~ fil , 1l~ 2'.,, , ~ ~ 

3m li 1T J:J i.H BU m fil 1t it 3 n & ffl: 5ilt m r -t£ ■ ¾ iS<. fl/;J & ffl: 5ilt ~ fil fl/;J M - ~ ffi • . m r i,:g ~ ¾ iS<. 

fl/;J&ffl:ffl~filfl/;JM-~ffiR.~r•fi'il~fl/;J&ffl:ffl~filfl/;JM-~ffiRofi•N1--&ffl:ffl~fil 

t§' fll;J ~ -t:00. • -ts ix fll;J a :ms m ~ fil , .D)1J ~ ~ 3m 31 fi J:J iH BU m fil 1! it 3 n a m: mm r -t:00. • -ts 1.x fll;J a 

ffl: 5iit~fil (l/;J •- ~{i. 0 

•="i:lJ"n•~·••m~fili:lJ"n~~1--.@*$•~~Mm~*tt•~-1--am:m~ 

fil , ~ itt * $ iw ~ • 19U .R 1t it (d • i.51. 1.00: n i 3 n • m: ms r • m ,~ * 11 fll;J • m: m ~ fil fll;J ~ 

ffiR,we~ffi~3n& ■ fflfll;J~mr-1--am:m~filfll;J-1--M-~ffi•.*M** ·•• 

• ~ 1-- • m: m ~ fil m fll;J ~ -t£ • -ts ix fll;J • m: m ~ fil • i:g ~ -ts 1.x fll;J • m: m ~ fil • • oo ~ fll;J • m: m 

~ fil , 1~ * $ i.w ~ • 19U .R * 51 -t:00. JJ;iJJ. -ts ix fll;J • m: m ~ fil , ~ itt .R ~ 3m u fi J:J iH BU m fil 1t it 3 n 

&ffl:fflmrW ■ ¾~fl/;J&ffl:ffl~filfl/;JM-~ffi-Wi:lJ"o 

$- ~~ S202: M = i& ~ 1.tl: ffl: ?fr ~ 3 n & ffl: ffl fll;J H 1:iE 1i ,\l:t W IAJ W iH BU m fil f~ JU ?fr ~ 3 n & ffl: 

fflfl/;J~Srffi~~P-1--•ffl:ffl~filfll;J~P-1--M=~ffiRo 

J:!. -1:¢: it£ , ?fr ~ IAJ W iH BU m fil J:J 1.tl: ffl: - * d ~ * ffi 2 & ffl: ffl fl/;J H 1:iE 1i ,i:;:i, W & ffl: ffl ~ fil f~ JU 

fll;Jmfiloi:lJ"~fl/;J.•-*d•~*ffi2.ffl:ffli:lJ"~J:Jatt&ffl:ffl,Wa~znfll;J-~~~IAJ 

M ~ r ~ fl/;J - * d • ~ * & ffl: ffl , ?fr ~ BJ 2 & ffl: ffl fl/;J & ffl: ffl ~ fil ~ gi _t ~ fi J:J i.H BU m fil i.H BU 

f~ iU (l/;J ' HP • IA] • iH BU m fil i:l]" J..-:,1. J:l a t~ iJII ti f~ iU (l/;J m fil O gi T ?fr ~ IA] • iH BU m fil J:l 1.tl: ffl: - * 

d•~*ffi2Bffl:fflfll;JHfilffiAW&ffl:ffl~file~fll;Jmfil,~~-IAJW~~mfiln•&~-

1'- & ffl: ffl ~ fl/;J H 1:iE {i ,i:;:i, q & ffl: ffl ~ fil ;z. lal fl/;J - ~ * * , ~ Jtt , 3 loJ • IAJ W iH BU m fil • A 3 n 

&ffl:fflfll;JHfilffiA~.•n•-%wa_tffln•3n&mmmr¥1--d•¥~&ffl:ffl~filfll;J 

Ml. loJ (d • i.ll. ffl ¥ ) , -1:¢: lJ/l. Ml. loJ (d • i.ll. ffl ¥ ) fll;J * & m i:lJ" J..-:,i. l$ J:J ~ 1i R o 

* $ i.w ~ • 19U ~ , i'fr ~ H 1:iE 1i ,~ i:lJ" ,1..-:,1_ ~t! ~ fl/;J it£ :lat, tj} ~ ~ fil. iJffij □ ~ ~ fl/;J - ~ d • ~ 

~ , X ~ , ~ fl/;J it£ :1:11 i:lJ" J..J J:J IP it£ :1:11 , m i:lJ" J..J J:J ~ fl/;J MAC it£ :1:11 , ~ i:lJ" J..J J:J X ffu % A fl/;J it£ :1:11 ; 

3.,HfilffiA~7~M~~-fflfll;JHfil½,~i:lJ"~~ffil'tffuHfilom-~~ .~~fll;JHfil 

{i,i:;:i,i:l]"J..J~H)(-J ~:l>fsfll;J{i,i:;:i, ,{9B□, ~:!>rs IP, ~;j>'fsiiffijD~o •H1:iE{i,i:;:i,i:l]"t).~P).loJ.mfl/;J%A 

$@j A iU IAJ W i.H BU m fil ~ , i:lJ" J..J ~ ~p, port, protocol ) m" % A , {9U :!!□ i:lJ" J..-:,i. J:J (10.29.74.5 , 

8443 , 6 )o m i:lJ" J..J ~ Q:nac, port, protocol ) m" % A , {9U :!!□ i:lJ" J..J J:J ( osFA 1525 EEFF , 8443 , 
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6 )o ~ ~ JI r1J P,,l • ti; 1-tB H~ ~ , JtG 5/t 1' ~ - - * ~j o 
M-~r1J ■ ffi~$.B ■ ffi-fflr1J ■ ~N~.*$W~•Mr1JJ;l~tt ~-~ffl~)~ 

~M•■ -~r•N~-•-•m$•~-ffla1g@CM,Wffl~M~~MBffffia1g~mrN 

~----ffla1gN~M=@C•.*M*~.-~-N~-•-•mma1g•m•¾&a1gBff 
m•m. mW¾&a1gamm•m. A00Ea1ga ■ m•m.w~.•••M~wmm•m~tt 
~M•■ -~r- ■ ¾&a1gB ■ ffi-ffla1gM=@CM.~ri!W¾&a1gB ■ ffi-ffla1gM=@ 

CM.~rAOOEa1gB ■ ffi-ffla1gM=@C.ofi~N~B ■ ffi-fflffla1g•W ■ ¾&a1gBff 

m•m.~ ■-BM~Wmm•m~tt~MBffffi~rW ■ ¾&a1gB ■ ffi-ffla1gM=@CMo 

•=~r1J••~·••••mr1J•~~~.@*$•~•M•~*fttt$-~a••• 
ffl.~~*$W~•MR~tt ~-~ffl~)~MBffffi~r••~*fta1gB ■ ffi-ffla1g@ 

CM,Wffl~M~~MB ■ ma1g~mr-~&•m•ma1g-~•=@CM,*M*~·-~ 

-~~-•-•mma1g~tl ■ ¾i5la1gB ■ m•m. i!W¾i5la1gB ■ m•m. AOOEa1gBffffi 
•m.@*$•~-MR*ftW ■ ¾&a1gB ■ m•m.~~R ■BM~wmm•m~tt~M 

Bffffi~rW ■ ¾&a1gB ■ ffi-ffla1gM=@CMW"r1Jo 

2P" ~ S303 : M = i.9: li- .ffl ff Pfr ~ ~ Y - ~ M - @ 1i M la Pfr ~ ~ Y - ~ M = @ C It~ ~ Pfr ~ 

~MB ■ ffia1gBff m•m 0 

A~M.~~~P-~M-@CM ■ •G-~WMkafil~MBffffia1gB ■ -fflffi~. 

~P-~M=@CMiliriJP,,l~-~WMkafil~MBffffia1gB ■ ffi-fflffi~.~~~~«* 

fi~*~~riJJ;lUffl~*~riJ~a1gB ■ ~•mffi~.~ffiffl~~MBff~a1gB ■ ~-fflo 

-~rjJ~a1gh.$,ffl~a1g~~---•ma1g~*@CM~*.~~---••m~~ 
~~MBffffia1gB ■ m•m.M~ ,.fflffW ■ ¾&a1gB ■ ffi-ffla1gM-@C.lOW ■ ¾&a1g 

B ff ffi. ffl a1g M = @ 1i M ~ ~ ~ a1g tl ■ ¾ i.Sl a1g B ff ffi. ffl a1g t~ * @ 1i M ~ 0.7 ; .ffl ff i~ W ¾ i.Sl 

a1gB ■ ffi-ffla1gM-@CMlai!W¾&a1gBffffi•ffla1gM=@CM~~~a1gf!W¾&a1gBff 

l1iE * ffl a1g ti* @ 1i M ~ 0.2 ; .ffl ff A 00 E a1g B ff l1iE * ffl a1g M - @ 1i m'. ~ A 00 E a1g B ff l1iE * ffl a1g 

M=@1iM~~~a1gAOOEa1gB ■ ffi-ffla1gt**@1iM~ 0.1; ~rtl ■ ¾i.Sla1gBffffi*ffla1g 

~*@~M~*.~~~~MBff~a1gB■ ~-ffl~~~- ■ ¾&a1gB ■ ~-fflo 

x-~r1J~a1gh*$, Pfr~~~P-~M-@1iMla~P-~M=@1iM~~Pfr~ ~ 

MBffffia1gB ■ ffi-ffl,riJJ;lA~~ :.ffl ■ ~mrM-B■ m•ma1gM~M-@CM. AA~ 
M-@CMa1gttms.~mrM~---•m•ma1gM~M=@CMlOM~M=@CMa1gtt 
mstta~mrM~•-••m•ma1g~*@CM.M~•-••m•m~M~~P-~B 
•••m$a1ga•-~.iliw•~.-~P-~••••m$a1g•~••••m~•~~~ 
a1gM-Bffffi*ffla1gffifilo~~$TAA~M-B ■ ffi-ffla1gM~~*@CM*rM-ffl~~ 

s.~~~M~~Mamma1ga ■ m•m~M~•-••••m.M~ .•~~mrm ■ ¾ 

&a1gB ■ ffi-ffla1gM~~*@CM*rM-ffl~~ffi.~~~M~~MBffffia1gB ■ m•m 

~-■ ¾&a1gB ■ ~-ffl;fi~~mrA00Ea1gB ■ ~-ffla1gM~~*@~•*™-ffl~ 

~ffi .~~~M~~MBffffia1gB ■ ffi•ffl~AOOEa1gBffffi*fflo 

•~i*i..lt .fi~@1iM-1'xm~m (wt ,w2) ~ (0.4, o.6 ), IWM-@1iM-1'xm (iliriJJ;l 
u~•fl~mm•ma1gtt•>~o.6,M=@CMttm ~r1JP,,lU~•~•mm•ma1gttm> 
~ 0.4 ' B. m. ffl a1g • - t:m: ~ liiVJ ffi 0 1 ~ T 0.5 0 G • = ~ li- * fl B. m • ffl i.R ~Ll ~ f)] , ~ T 

~ • 1.R ~i • m * 1~ i1J 1c :':rJ i.J11 ~ . ~ JtG fl ~ 1.R ~Ll • m $i~ • :xt • A a1g a• m * fl a• m • m a1g 1.R 

m.ffi~•mm•m~$~•Aa1gma ■ *flB ■ m•ma1gmm.~~~w~wmm•mm 
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Bi ~ :x1 $. 'f ff 1iiJ • m m • m ~ ~ fa • ~ 13 o o 

•~ffr±~••ooE~••m.M004M~.•~ftaa•m~~.-~ftafflx*•· 

mx*•*ro13kflfflx,mx*•~'fo13Tflfflx;aamawa•mb~13•ooE 

~••m•m.a$,Bamb~kfl~mx,ffi~*~£~fta•ooE~•~Mtt,~~ 

~13Bamb~fflxfl13£•ffi~fl13oBmmar±m*-m~~~~~kflfflx,ru~~ 

.illl. a sJl a 73 • oo E ~ :a , ~ itt iA 73 B • m a ~ ;J:ix x fr 73 a 1' ~ m ~ fl 73 ; fl 13 i.R B! ~ m 3m. ~ 

£ 3m. 351 x1 ~ ffi fl 73 ~ B a m nr fl iJII tt 1~ IO , ~ ~ fl 73 i.R BO ~ ffi tm ~ i.H BO tB B fl m b ~ Ba m 

• ffi , 1.§ ru 5! i.H B! tB B a m a ~ B a m • ffi o B fl m a W tt a m b ~ ¼ f:iE {a ,\i!, :!l□ T o 

tta ma~ tm- & ~ ffi £ TCP , § ~ IP ±1!! ±.Lt£ 10.129.74.5 , § ~ )ljffi □ ~ £ 8443 o 

am 5Jii b ~ tm-& •m ~ TCP , §~IP ±1!! j:Jt ~ 10.129.56.39, § ~ )ljffi □ ~ ~ 443 o 

]B ¼. H x1 tt ffl m a , ~ w iH BO ~ ffi i.H BO £ • 00 E ~ tt a m ~ ffi , i:ii: ~ ¾ & ~ tt a m ~ ffi , 

{:ll! • ¾ & ~ •• m • m ~ • = ~ {a • ~ • 0 0 fl 73 i.H BO ~ m ~ 'f f& X ¼ f:iE iH Bi •• 00 E ~ • 

• m • m ~ • - ~ 1a • a o.5 , iH BO • i:ii: ~ ¾ it ~ • • m • m ~ • - ~ 1a ll. ~ a o, i.R BO • {:ll! 

M¾&~Bmm•m~ ■ -~ffl&£0o~~.~$.'f~~"••m•m~=*~ffl&MTo 

• oo E : 0*0.4+0.5*0.6=0.3 , 1J, 'f o 1 , ~ itt ~ m • • m 1' a • oo E ~ • • m • m o 

i:ii: ~ ¾ & : o*o.4+0*0.6=o , 1J, 'f o 1 , ~ itt ~ m • • m 1' a i:ii: ~ ¾ & ~ • • m • m 0 

{:ll! • ¾ & : 0*0.4+0*0.6=o , 1J' 'f o 1 , ~ itt ~ m • • m 1' a {:ll! • ¾ & ~ • • m • ru 0 

]B ¼. H x1 B ffl m b , ~ w iH BO~ ffi i.H BO £ • 00 E ~ Ba m ~ ffi , i:ii: ~ ¾ & ~ Ba m ~ ffi , 

{:ll! • ¾ & ~ • • m • m ~ • = ~ 1a • ~ a o o fl 73 iH BO 1i m ~ 'f ;J:ix x Mm: iH Bi • • oo E ~ • 

• m • m ~ • - ~ 1a • a o.9 , iH BO • i:ii: ~ ¾ & ~ • • m • m ~ • - ~ 1a ll. ~ a o, i.R BO • {:ll! 

M¾&~Bmm•m~ ■ -~ffl&£0o~~.~$.'f~~"••m•m~=*~ffl&MTo 

• oo E : o*o.4+0.9*0.6=0.54 , * 'f o 1 , ~ itt ~ m • • ma • oo E ~ • • m • m 0 

i:ii: ~ ¾ & : o*o.4+0*0.6=o , 1J, 'f o 1 , ~ itt ~ m • • J* 1' a i:ii: ~ ¾ & ~ • • m • m 0 

{:ll! • ¾ & : o*o.4+0*0.6=o , 1J' 'f o 1 , ~ itt ~ m • • m 1' a {:ll! • ¾ & ~ • • m • ru 0 

* $ii~ ;fjffi {9j $ ' • ~ w i.H BO~ m ~ "ii)" P), * ~T £AA ' T 00 m {~ ~" 1' [Ej ~ £AA h. 0 

$ ■ -.~~$.'fM~•-••m•m~M~=*~ffl&*'f•-m~~ffig~'f•= 

r.m ~ 1il m 02 , Jil1J • = ~ 1i- fol • - ~ 1i- a m PIT ~ ~ m • • m ~ M 1:iE 1a ,\i!, w PIT ~ • - • • m • m 

~fa•, PIT~ ■ =t.oo:~ 1~m *'f PIT~ ■ -r.m~ 1~m o -/9i:!l□ , Hx1aam a *ii, x1$. 'f•oo 

E ~ • • m • m ~ t!Js * ~ 1a • o.3 1' r± iz: 1~ ( 01 , 02 l ~ , ~ itt ru ~ fol • - ~ 1i- am PIT~ ~ m 
amm~M1iE1a,li!,w•ooE~•mm•m~1a,\i!, ;~:!!□ ,Hx1ammh*1.i ,x1$.'f•ooE 

~ • • m • m ~ t!Js * ~ 1a • o.54 1' r± iz: 11ll ( 01 , 02 l ~ , ~ itt ~ ~ fol• - 1.9: 1i- am PIT~ ~ m 

Ba )At ~ M i'iE {a ,\i!, (3!□ § ~ IP it3 j:Jt 10.129.56.39 , § ~ )ljffi D ~ 443 , tm- ¼. • TCP ffi ) W • 00 

E ~ tt am. ffi ~ {a ,\i!, (M '8 ~, -t'id.R ~ {a ,\i!, )o 

ffl$_~.•-~li-•~•=~li-am~M~~m••m~MfilfflAWM~•-••m• 

ffi~{a,,li!, ,NP• ■ -~li-k~Jr.~7--Bfflmi.2~ ,:!!□ 005, ~7--Hx1Bamb~i.2~o 

•~ .••-~li-••~m••m~MfilfflAWM~•-••m•m~ffl•••~•-ffl•. 

f9i :!!□ , x1 it ~ ~ fa • ~ JJ nr□i ~ - ~ * • o "iiJ ~ ~ , • - fa ,\i!, ~ 'f 1i m x 14- , ~ itt "iiJ t,1, t,1, 1i m 

X {4- ~ $ :Et,(~ $ifiJ , ~ .ill 3f 5m\ keras Jl: ~ ai ~ ffi X # £ h5 X {4- Jj son X # ; 3f ~ skleam Jl: ~ ai 

~ m x 14- a pkl1m x 14- o ~ ~ x 14- i~ a = * io ~ , m 'f -w ff ~ m ~ ~ .jti;J , ~ m ~ -tX m o 

••·•=~li-•~•-~li-am~ ■ -ffl•.•~m•M~ ■ -fflA£AAM~~•m 

BO~ m ' P,1,i'~ IO AA~ ~ wiH BHi m O gi 'f •• )At b ~ i.2 ~ $ ' § ~ IP ±1!! j:Jt 73 10_129_56_39' 
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~ B'9 J4ffi Q ~ ~ 443 , t:i.r iSI. * fil. ~ TCP ~ ~ xt m B19 ¾ * Tiii ~ B'9 R =Im mt * fil. , ~ Jtt , ~ fJr fi§f B'9 pg 
wmm•ru.~n•AB'9&:Jmmtb*fi~tt~.~ttw8'9n.mT•oo~B'9&:Jmmt*W.B19M=~ 
ffl-~1o~~Ei'9.~TR=immta8'9MfilfflA~R=lmmtb8'9MfilfflA~fflW~~.M~, ~ 

8'9W~hltt~-~n.•r:i~mw,~&~ru.mw,~itt.~fJrfi§f8'9pgffmm•ru.~n•A 
8'9R=lmmta*fi~tt~.~tt8'9~-¾~Mllin&=lmmtb8'9~tt~•.M~ .~ttWB'9nm 
T * Tiii ~ B'9 R =Im mt~ ru. B'9 M = ~ {~ • ~ ~~ ~ 0.6 o 

fi§f-~-~~W~R=lmmta~R=lmmtb~-~tt&=immt*W.~.~fimtW~To 
~1~--t:l<..ffi.folm. (wl, w2), M-t.Pli&l~-00:0L M=t.Pli&l~-00:02~ IB1"1to 
JJ~ z H xt R =Im mt a , pg ff i.!U:lLl a ru. i.!U:lLl ¾ * Tiii ~ B'9 R =Im mt* ru. B'9 M = ~ 1~ • ~ 0.6, i.!U:lLl 

¾Sfi¾&B'9R=immt*W.,WB¾&B'9R=lmmt*W.B19M=~ffl-~¾0ofi~mmaru.aT 
1& :st M fiE i.H 7:lLl ¾ * Tiii ~ B'9 R =Im mt * ru. B'9 M - ~ 1~ • ¾ o .5 , i.!~ 7:lLl ¾ i! fi ¾ & B'9 R =Im mt * ru. B'9 M 
-~ffl-~¾o,mm¾WB¾&B'9R=lmmt*W.B19M-~ffl-¾0o~Jtt.nmTM~"R=lm 

mt*W. 8'9~.g-~1~ -~□ To 
* Tiii ~ : 0.6*0.4+0.5*0.6=0.54 , -Jr:.. TO 1 , ~ Jtt 3 AA R =Im mt¾* 00 ~ B'9 R =Im mt *W. o 
i! fi ¾ iSI. : 0*0.4+0*0.6=0 , 1J' TO 1 , ~ Jtt 3 AA &=Im mt 1' ¾ i! fi ¾ iSI. B19 &=Im mt *W. o 
*.«!. B ¾ iSI. : 0*0.4+0*0.6=0 , ,J, TO 1 , ~ Jtt 3 AA R =Im mt 1' ¾*.«!. B ¾ iSI. B'9 R =Im mt *W. o 
~ T i.H 7:lLl ¾ * Tiii ~ B'9 R =Im mt* ru. B'9 M = ~ 1~ • 0.54 1± IX lsJ < 01 , 02 ) pg , ~ Jtt ~ • fol M 

-1&•x~M~3AA&=lmmt8'9Mfilffl•~•oo~B'9&:Jmmt*W.B19ffl•.~mT!i§f•npgffm 
7:lLlaW.*1'r~f/r (~f/r~~AATiiiB~f)-~~, Jtt~1"~M~ )o 

mzun&:Jmmtb,pgffmmaru.mm¾•oo~B'9&:Jmmt*W.B19&:Jmmt*W.B19M=~ffl 
•¾1,mm¾Sfi¾&B'9R=immt~fil.,WB¾&B'9R=immt~fil.8'9M=~ffl-~¾0ofi~m 
7:lLl a ru. a T 1& :st M fiE i.H 7:lLl ¾ * Tiii ~ B'9 R =Im mt* ru. B'9 M - ~ 1~ • ¾ 0.9, i.H 7:lLl ¾ i! fi ¾ iSI. B'9 R =Im 
mt*W.B19M-~ffl-~¾o,mm¾WB¾&B'9R=lmmt*W.B19M-~ffl-¾0o~Jtt.nmT 
M~"R=lmmt*W.8'9~.g-~ffl-~To 

•oo~: 1*0.4+0.9*0.6=0.94 , -Jr:..To1, ~Jtt3AA&=lmmt¾•Tiii~B'9R=lmmt*W.o 
i! fi ¾ iSI. : 0*0.4+0*0.6=0 , 1J' TO 1 , ~ Jtt 3 AA &=Im mt 1' ¾ i! fi ¾ iSI. B'9 &=Im mt *W. o 
*.«!.a* iSI. : o*o.4+0*0.6=o , ,J, To 1 , ~ Jtt 3 AA a:im mt 1" ¾*.«!.a* iSI. B'9 a:im mt *ru. o 
~ T i.H 7:lLl ¾ ~ Tiii ~ B'9 R =Im mt ~ ru. B'9 M = ~ 1~ • o .94 1' 1± IX lsJ < o 1 , 02 ) pg , ~ Jtt 1' ~ • 

folM-1&3X~M~3AA&=lmmt8'9Mfilffl•~•oo~B'9R=lmmt*W.B19ffl•o 
1±~-~tt-1±~1t8'9~1P-tt$W:1:m• ,-!9Ll:lm, ~8'9IP~j:.lt~ 10.129.56.39, ~8'9J4ffiQ~~ 

443 , t:i.r i5( * ru. ~ TCP B'9 ~ $: )~ PA ~ • Tiii ~ t!H!=U& ~ 1t ~ ~ *.«!. • ¾ i5( tJH!U& ~ 0 H xt M " :1:m 
•. k~M-1&3ffi=im3AA&=lmmt8'9MfilfflA~M~•-a•mt*W.B19fflAffl~B'9--ffl•. 
~~~ffi :~~-@~~8'9--@~8'9Mfilffl•~M~3AA&=lmmt8'9Mfilffl•ffl~@M~M 
-@~8'9R=immt*W.~M~•-a•mt*W.1"~.~~M~--@~8'9R=immt*W.~f/r~M 
~•-a•m*ru..~UfflM=@~;M~~-~~~8'9•-•@~~MMfilffi•~a•m 
* ru. ; ~ fi§f xt ~1! i'fi ~ • = ic ~ B'9 ~ • 12 ~*fl iJ11 it , p;_ 1~ ~ • - 1~ ,~ o 

* -!9HIU.5/, , a• m c B'9 t:i.r iSI. ~ ru. ¾ TCP , ~ B'9 1P ~ J.tt ¾ 1 o. 129.56.39, ~ B'9 • r:i ~ ¾ 443 o 
mzuna:immc,pgffmmaru.mm¾•oo~B'9&=immt*ru.B19&:Jmmt*ru.B19M=~ffl 

•¾1,mm¾Sfi¾&B'9R=immt*W.,WB¾&B'9R=lmfi*W.B19M=~ffi-~¾0ofi~m 
maru.aTW:stMfilmm¾•oo~B'9&=immt*W.B19M-~ffi•¾o,mm¾sfi¾&B'9&:Jm 
mt*W.B19M-~ffi-¾o,mm¾WB¾&B'9R=lmmt*ru.B19M-~ffl-¾0.9o ~itt.nmT 
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~~#BMffl~m~•*~fflmM~o 

*00:E:: 1*0.4+0*0.6=0.4 , ,J,-f-01, lis!Jtt3iluftMffl1'¾*00E:~BMffl~mo 

i.Nif¾iSl :0*0.4+0*0.6=0 , 1J'-f-01, lis!Jtt3iluftMffl1'¾i.Nif¾iS<.~BMffl~mo 

*,lil. ®! ¾ iSl : 0*0.4+0.9*0.6=0.54 , *TO 1 , lisl Jtr 3 n B. ffl ¾ *,lil. ®! ¾ iSl ~ B. ffl ~ m 0 

alri.H,.JLl¾*,lil.•¾ix~a•m~m~•=~1~mo.s41'.Eiz:1BJ (01 ,02i P-J, iisiitt~~i□l 

M-&3~3!ffi~3iluftEffl~Mfilffl•w•ooE:~BMffl~m~ffl•offlm~,M-&3 

-~•=&3~3!~ffi~3iluftMffl~Mfilffl•WM~M-BMffl~m~ffl•,w••-& 

3L~~7-*BEffl@*,M006,~7-*tt~BMfflc~@*o 

~~006W005~~~~~,tt~BMfflc~@*~tt~BMfflb~@*ffl~,BMffl 

~ m (!l.P $ }fl ~ j.JIJ ) 1' iij{~ M f:iE 1~ ,~ (510 § ~ IP ±ili :t.tl:' § ~ Jilffi Q ~ w till iSl ~ m ) *~ iij , lisl Jtt 
1f ~ 2~ ~ i.2 * , 1t 1i till iSl ~m TCP, § ~ IP :ttg :J;.tl: 10.129.56.39 , § ~ n Q ~ 443 ~ !EJxt $ 

~a•m~mRmm¾~~a•m~m,ffi1'~¾•oo:E;~.m~a•m~m,•~n~@* 

WRM-@*,.~Fo~@*WRM=@*o 

~ J..;i, 1'. M , ~~ M - i.2 * £ ffi R M = i.2 * ;z Fo , ~ -f- M = i.2 * iJII ~ 1i IIJ ~ M -1~ ,~ * £ ffi 

P-J ff i.H ,.iu • m Fo , L ~ a • m c ~ ,x !ffiiI A iu £ ffi Fo ~ P-J ff iJ~ ,.iu • m ai , i.H ,.iu lt R • oo E: ~ a 

• ffl ~ m ~ • = ~ 1~ • R 0 , i.H j.JIJ jet R *,lil. /Ji)! ¾ iSl ~ B. ffl ~ m ~ • = ~ 1~ • R 1 0 

.n • = , lD1 $ -f- ?IT~ M - BM ffl ~ m ~ ?IT~ g,~ * ~ f~ m ,J, -f- M = r:Bi & 11.'liJ ffi , M = & 3 

~~~3n&Mffl~Mfilffl•WM~•-a•m~m~ffl•~*~•-&3,~ffi¾al~a 

tiMM~3n&Mffl~Mfilffl•wM~•-a•m~mffl•£ffiM~P-Jffm~•m,~•~ 

ffi ~ P-.1 ff i.H j.JIJ. m , ?IT~ • = r:Bi & 11.'liJ ffi * T ?IT~ • - r:Bi & 11.'liJ ffi O ~ ~ ~ , ~ ~ * 1-C * ~ ~ • 

-@*~ffifilffl-~ffi~3iluftMffl~Mfilffl•ffl~@Mi£M-@*~&•m~m~M~-

-a•m~m1'1EJ,~•=&3~M~•-@*~&•m~m£ffiRM~•-a•m~m, 

~a•m=@*;AA~~*@*~~•-*@*~ffiffifilffl•WBMffl~m;~~ffiM~­

= 1-2 * ~ ~ * 1.2 * * 1T iJ11 t~ , J..;1, 1i io ffi ~ P-J ff i,q ,.iu • m o R 1 'I! -f- 1'. M , ~ ~ ~ 1'. ~ J..;1, * ~,~ 
L~JJ--,al•M=&3tiftL~JJ--#M-&3~1T~-~W~o 

~ ~ s304 : • = & • i□l ~ ~ 3'z ~ ~ ~ ass ~ 3! ?°IT~ 3 n a• m ~am m ~ m ~ 1~ ,~ o 

~ ~ ±& , M = & 3 ~ J.,), 1'.E • 1X ~ tE'. t±l 3 n BM ffl ~BM ffl ~ m Bi , i□l oss ~ 3! 3 n BM 

ffl ~ BM ffl ~ m ~ 1~ ,~ , f91J ~□ , M - ,X ~ !£BM ffl a ~ BM ffl ~ m Bi , i□l OSS ~ 3! BM ffl a 

~ BM ffl ~ m ~ 1~ ,~ , M - 1X ~!£BM ffl b ~ BM ffl ~ m Bi , i□l oss ~ 3! BM ffl b ~ BM ffl 

~ m ~ 1~ ,~ , M = ,X ~!£BM ffl a ~BM ffl ~ m Bi , i□l OSS ~ 3! BM ffl a ~BM ffl ~ m ~ 1~ 

,~ , • = ,x ~ pX, B. ffl b ~ B. ffl ~ m Bi , i□l oss ~ 3! B m ffl b ~ B. ffl ~ m ~ f~ ,~ ; ~ pX, 

a• m c ~a• m ~ m Bi , i□l oss ~*a• m c ~am m ~ m ~ 1~ ,~ o ~ J..;1, 1'. M ~ ¾ , fi ~ 

• = & • R • oss , _Dllj 1' ~ ~ ~ qT L ~ ~ ~ S304 0 

~ ~ S305 : oss *N M 3 n BM ffl ~ BM ffl ~ m ~ 1~ ,~ ~ J£ tt xt 3 n BM ffl ~ ffl .m ~ IM M 

• o -/9B□ ,~□ ~ 3 n BM ffl ~ BM ffl ~ m 1~ ,~ ~ aJI • 3 n B M ffl R *,lil. m * 00 E: ~ BM ffl ~ m , 

§t t'- *,lil. m ¾ iSl ~ B E ffl ~ m , .DliJ ~~ 3 n B M ffl tE'. SI... R • tt J'r; m ~ QoS o 

~ ~ S306 : OSS i□l" ~ i9: 3 §t t'- tt n ~ 3! FIT i£ ffl m ~ /jjlJ M • o 

~ ~ :ttg , • " ~ i9: 3 103 ~ J..;i, R iffi- al ~ §t t'- ~ MHJL ijH9: 3 , • tt n 104 R !ffiiI t±l L i£ 3 g 

BMffl~&3ofi~"~&3§tt'-•ntiMfflm~~-•&~3MBMffl~-f-•ttJ'r;m~ 

~s. ~1'.E~~~~#BMffl%~3!~,ttJ'r;~3!-~~R•ttJ'r;m~3n&Mfflo 

1± 00 3 ?IT ti ~ ~ JJ 5! ~ , ~ Edi R i.H j.JIJ a m W P-.1 ~ i,q j.JIJ a m , 1T R i.H j.JIJ a m R al ~ -t B 
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ffl )Tit ¥F * B'iJ t& :sz: % f:iE t□ 8 m: )Tit ~ ~Hw 5t iJII t~ 1ij fU , ffiJ !Al W i.H 1-lHi m £ & r 8 ffl )Tit B'iJ % 1iE 1§ ;~ 

t□ rn fi 7'.I a m iH 1.JU t±l B'iJ 8 m: )Tit ~ m iJII t~ 1ij fU , !ti Jll !Al W iH 1.lU a m iJl £ -1' 1'.± tt ~ ~ a m ; fi 

7'1 iH 1.JU am ,m {jJhH 1.JU t±l - ~ & * (S¼ i~ Mm ) 8 JJ5 )Tit B'iJ 8 JJ5 )Tit~ m , ~-tl ~ m B'iJ 8 JJ5 )Tit B'iJ ¥ 

~ % 1iE (-f§B□ t& :sz: * JJL t& :sz: {t • 3! ffi'. ~ ) "iiJ ti~ 1± J§ ~ {t • tH.¥ $ ~ ~ :1t 1r. , !ti JJ:U~-@. !Al W 

iH 1.lU • m B'ii r± tt ~ ~ % tt M n ft!n~- oo ~□ ~ B'ii :l:t!l j:lt , t0- ix ~ m ~ ) x'1 t~ n JJ5 5Jit B'i1 ~ m m fi iH 

1.lU , ti~ W x'1 )qi fi 7'.I iH 1.lU a m 1± 8 JJ5 5Jit {t • ~ f.¥ $ x'1 8 JJ5 5Jit B'i1 8 JJ5 5Jit ~ ffi_ B'iJ iH 1.lU ~ ~ , !ti JJ:~ * 

$ tw * ffl fi 7'.I iH 1.JU a m t□ !Al W iH 1.JU a m *§ ~ -@. B'iJ iH 1.JU -J5 ~ , W ~ 7 8 JJ5 )Tit B'iJ 8 ffl )Tit ~ m B'iJ iH 

1-lUHtri m , -t£ m r1- Tm 1-lU B'ii 5z 1r. tt , ti~ w mm rm m ii 1r. ffB tL m m 1t • 11□ w, fl.~ m m ~ 

~fcp ±~ ~ 0 

k~WE~~7*~~~-fflB'iJ-J5~,TOOW~7*~~~-fflB'iJB~o 

W#£001,001£*~~~•rum~B'il-~n•m~mm~w310B'il~~~•oo.• 
ii 3 70 "iiJ PJ 7'1 00 3 pfr ~ -J5 51;; ~. 19U $ B'iJ ffi = ii 3 , t~ ii 3 70 "iiJ PJ §1! ffi -iH 1.JU $ n 701 , 

• = iH 1.JU $ n 702 t□ - ~ $ n 703 , • q:i , :§-1' $ 5c B'i1 ff tlB ti~ :l(D T 0 

a - iH 1-lU $ n 101 , m r .m • ~ n n • 5Jit B'i1 :t& :sz: % 1iE ~ fi 7'J i.H 1-lU • m 1ij iu rfr ~ ~ n n • 

fflB'ii~lliT~Y-1'8fflffl~mB'iJ~Y-1-ffi-~fflffi'.,X$,M~fi7'.liH~-m7'.lfflffl~ 

1-aaw¥F*B'iiffl:sz:%fil~a•w~mfflBB'iiam;M~ffl:sz:%fil§ffiffl:sz:*m, w:sz:~• 
3!8,ffl:sz:~~~~~ffl:sz:-Jj~q:iB'i)-~-~~~; 

ffi = iH 1.JU $ n 702 , ffl r ffl ffl pfr ~ ~ n 8 ffl )Tit B'iJ % 1iE 1§ ;~ t□ !Al Wi.H 1.JU am 1ij fU pfr ~ ~ n 

8fflfflB'ii~n\ZrM~~Y-1'8fflffl~mB'iJ~Y-1-ffi=~fflffi'.,X$,M~%filfflA§ffi 

~ B'i1 :l:t!l j:it t□ M- ix ~ m , rfr ~ !Al w iH 1.JU • m 7'J .m • - ~ • ~ ~ m .§1: n • 5Jit B'i1 % 1iE m ,~ t□ n • 5Jit 

~ m 1ij JU B'ii • m , rfr ~ m .§1: n • 5Jit B'i1 n • 5Jit ~ m £ .m • rfr ~ fi 7'J iH 1.JU • m 1ij JU B'ii ; 

- ~ $ n 103 , m r ::a rfr ~ ~ j,' - 1- a - ~ 1§ m ~ rfr ~ ~ Y -1- a= ~ 1§ m - ~ rfr ~ 

k ~ W 3 $ , ~ & fi 7'.I iH 1.JU ffl m t□ IAJ WU~ 1.JU ffl m , fi 7'.I iH 1.JU ffl m 7'.I ffi ~ 1- 8 ffl 5Jit-t¥: * B'iJ 

t& :sz: % 1iE t□ B ffl )Tit~ m fw 5t -l)II ~ 1ij JU , ffiJ !Al W i.H 1.JU a m £ & r B ffl )Tit B'iJ % 1iE 1§ ;~ t□ rn fi 7'.I a 

m iH 1.JU t±l B'iJ 8 ffl )Tit ~ m iJII t~ 1ij JU , !ti JJ:~ !Al W iJ;l 1.JU a m iJl £ - 1- 1'.± tt ~ ~ a m ; fi 7'.I i.H 1.JU a m 

nwm1.Jut±1-~&* ~~Mm)&fflWB'iin•m~m,~¥F:~mB'iinamB'ii¥~%fil ~ 

:li□ t& :5z: * ffi'. , t& :5z: {t ~ 3! ffi'. ~ ) "iiJ Fi~{± J§ ~ {t • ~ f.¥ q:i ~ ~ :1t 1r. , !ti JJ:U~-@. IAJ W i.H 1.JU ffi m B'iJ 

r±tt~~%ttMX@-J5oo ~~B'ii:l:t!l~,M-~~m•)~••JJ5WB'ii~mmfim~,n•~ 

)qi fi 7'J i.H 1.JU • m r± n • 5Jit 1t • ~ f.¥ $ x'1 n JJ5 5Jit B'i1 n JJ5 5Jit ~ m B'ii i.H 1.JU ~ ~ , 1t1 ~ * $ ti * m fi 
7'1 iH 1.JU a m t□ !Al W iH 1.JU a m *§ t~ -@. B'iJ iH 1.JU -J5 ~ , W ~ 7 8 JJ5 )Tit B'iJ 8 ffl )Tit ~ ffi_ B'iJ iH 1.JU ;t - ffi'. , 

-t£Wf/-J'iH1.lUB'ii5z1r.tt, 1i~WmfflrnlZfflii1r.§BfL mm~•n□ W, fl.~n\Zffl~~~±~~o 

1± - ~ "iiJ Fi~ B'iJ ~ IJ.l -J5 ~ $ , Pfr ~ - ~ $ 5c 703 , ffl r ::flm AA~~ Y -1' ffi - ~ 1§ ffi'. t□ Pfr 

~~y-1-•=~m•-~M~~nnamB'iinam~m,~•7'.I: 

mr.ma~mra-nm:w~mB'iim~•-~mm, M~•-~mmB'ii~mm,~mr 

M~•-••w~mB'iim~•=~m•~m~•=~mmB'ii~mmtta~mrM~•-•• 

m~mB'iJ~-@.~fflffi'.,M~•-••m~m7'JAA~~Y-1'8fflffl~m$B'iJG•-1-; 

~~mrM~a-nm:w~mB'iJM~~-@.~fflm*r•-~w~m.~-~M~~n• 

fflfiB'ii8fflfi~m7'.IM~ffi-8fflffl~mo 

1'.± k ~ W 3 $ Jw 5t ffl ffl !Al W iH 1.JU a m t□ fi 7'.I iH 1.JU a m :§- ~ xLiHt iH 1.JU t~ ~ B'iJ ~ D[aj f.¥ m , 
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5J ~u )') iJiJJ ¥Ji • m i!G /f[ /f[ fi • (11g -r3<. m ()') rr )') i.R ~u • m i!G /f[ (11g -r3<. m )') • - /f[ fi • (11g -r3<. m . )') pg 
w i.R ~u • m i!G /f[ (11g -r3<. m )') • = /f[ {i • (11g t3<. m ) . ~ 11t ~ 'f l.°k iJiJJ 1- /f[ 1i • (11g tx m H ~ t±: (11g tt * /f[ 
{§. ~ ,m ~ l,9;! ~ n •• 5m (11g ~ ~i. ffi O §5 j~ , ~I A. - f]l w lll1J@: * ffi _m :xt m_ (11g •• 5m. ffi. 
~~~.■•m•~EB ■ 5Jit-ffi(i'g~•~*~tt. 

1'.± x. - ¥Ji ~ rm (11g ~ 1.m -J5 ~ qi . Pfi J£ w 11 10 ~ Bt! : 
M-~*•ft.ffl'f1'.±~m.'fM5£M-B ■ 5Jit-ffi(i'gMJ£~,g-/f[ffi&~'fM=ffiW~OO: 

(l'g«~T.~•®wll ~003M~-J5$~-Mqi(i'gffi-Wll)~*MJ£~n-•m(i'gffifil 
ffiA~M5£M-B ■ 5Jit-ffl(i'gffiA,M5£M=ffiW~OO:*'fM5£M-ffiW~OO:; 

-~•ft.ffl'fffl~MJ£tt®W3 ~003M~-J5$~•Mqi(i'gffi-Wll)~*(i'gffi-
ffiA,MJ£M-ffiA•MJ£tt®W3 ~003M~-J5$~-Mqi(i'gffi-Wll)a ■ MJ£~n 

~ffi-ft.fflramMJ£M-ffiA~ffiMJ£pgWmmam.~-~ffi(i'gpgJ&1mm&fflo 
1'± x. - ¥11 ~ fit (11g ~ l,9;! -J5 ~ qi , ~ i.9: 11 70 ~ Bt! : 

~ffi-ft,ffl'f1'.±~m.'fM5£M-B ■ 5Jit-ffi(i'gM~~,g-~ffi&~'fM=ffiW~OO:(l'g« 

~T.a ■ MJ£~n-•m(i'gffifilffiA~M5£M-B ■ 5Jit-ffiffiA~ffiM5£pgWmmam, 

~-~ffi(i'gpgWmmam,MJ£M=ffiW~OO:*'fM5£M-ffiW~@:. 
kJ£-J5$qi,*$•~~~~m~n• ■ m(l'gB ■ m•m(l'g~E~•~pg•mm•m* 

1T -rx IE • ~ ~ (11g , ~I ,,\ 7 M = t»! W I~ 00: , 1'± :xt m. 'f pfi 5£ M - B ff 5m. ffi (11g pfi 5£ tt ,g- @. {§ & 1} 

TM = t»! W I~ 00: a-t , l':i- ~ n B ff 5m (11g t~ * {i ,\i!, ~ * ~ W 11 * 1T i.JII ~ , P). ffl 'f ~:JH~ ffi (11g pg W i.R 

mam.~~•T-~(i'g~E~•~~*~-
ax.-¥!1~ ■ (1'g~~-J5~qi,MJ£amMJ£~namm(i'gffifilffiA~MJ£M-B ■ m• 

ffiffiA~ffiMJ£pgWmmam.~•~ffi(i'gpgWmmam.~~)'J: 
~~·~~qi(i'gffi-~~(i'gffifilffiA~MJ£~n-•m(i'gffifilffiAffl~@M5£M-~~ 

(l'gBffm•m~MJ£M-B ■ 5Jit•m~~.~~MJ£M-~~(i'g-·5Jit·ffi~ffi)'JM5£M­

••m•m.~a••=~~;M5£~·~~qi(i'g•-•~~B~MfilffiA~--5Jit-ffl; 
:xt B t! Pfi 5£ M = i.2 ~ (11g ~ * i.2 ~ * 1T i.JII ~ , P).1~ iU ffi (11g pg W i.R ~U & ffi o 
~w•~.~•ae&mm~(i'g~~qi,#1'.±m~••m(i'gffifilffiA~~n••m(i'gffi 

filffiAffl~@B ■ m•m~~(i'g•~.~~~~qi(l'gB ■ m•m~ffi)'J~n••m(i'gffi-B 

■ m•m.J."k~••)'JJ'mm~••(l'g~tt~~.M~ .~~(i'g~• ■ 1'.±n-•~~mrm 

-~~.1'.±T--~~ffl'fAW~;*fflk5£-J5$ ■ •aT--~~pg&~~-•m•m~ 

~)'JAOO~.M~1'.±~tt~~~- ■ (l'g«~TillM~~*~mmt:1::~nB:Jm5Jit(l'gBff5Jit•ffio 

1'.± x. - ¥11 ~ fit (11g ~ l,9;! -J5 ~ qi , pfi 5£ W 11 70 ~ Bt! : 
M = ~ * • ft , ffl 'f 1'± Pfi 5£ ~ E • ft ;fa Pfi 5£ :¥ Y - 1- M - /f[ {i & ~ Pfi 5£ :¥ Y - 1- M = 

/f[ffia~EMJ£~n• ■ m(l'gB ■ m•m~~.~~-~~~•o~~*MJ£~n•■ m(l'g 

B ff 5m • ffi (11g 1i ,\i!, , Pfi 5£ ~ n B ff 5m (11g B ff 5m • ffi (11g Pfi 5£ 1i ,\i!, ffl 'f P.Fi 5£ OSS ~ iS,Ht :xt Pfi 5£ ~ 

n •• m (11g mm.t~ ;J;u rftlll§ o 

~w•~.1'.±~Et:1::~n• ■ m(l'gB ■ m•m~~.~~n•■ m•m(i'gffl*ffi••~ 

~ oss ~ • ' J."k N~ oss ~ • ;t",t ~ ~ ~ 'f ~ n •• 5m (11g •• 5m • ffi * ~ PX H :xt pfi 5£ ~ n •• 

5Jit(i'gm.m~~••·M~~n••m(i'gffi-B ■ m•m)'Jm•~~(i'gm•m~.~•~m(i'g 

5m .m ~ ;Ii~ rft Ill§ E x )') {t J't {{ $1o (11g rft Ill§ , ll.P ~ ~ ~ 1- B ff 5m 1~ {{ $1u B1 ,{t J't {{ $1u ~ ~ n B ff 5m • 

1'.±x.-¥Ji~ ■ (l'g~~-J5~qi,M5£ffl~*&B~ffl~qi~*M*&,W*&,ffl!t1u~~ 
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-t.:: Bl'.~ t& ~ -t.:: Bl'. qi (11g - JJi • 1f • JJi Jfr 3zHt • 11t iS<. Bt! -It ~ 1~ ~U t11 iS<. TCP ~I• ffl f=' B fist& t11 

iS<. UDP 
0 

■ -~~(i'gM,§~•ft(i'g~~~~~~m#goo3M~(i'gh$~~M(i'gffl$ffl~o 

•••008,008M*a~~~Mmffl(i'g-~•••~mmmN•8o(i'g~~~•oo.• 
i£ • 80 ~ ~ 7'l 00 3 i'fr ~ h $ ~ ~ 1?Ll qi (11g M - i£ • , • i£ • 80 ~ ~ B:f! ~ ®: • :5i 801 , ~ PX 

• ft 002 ~ a * • ft 803 , • qi , * ~ • ft (11g t¥ tm m ~ :ii□ T o 
~ ®: • ft 801 , ffl r ~ ®: 1't ftB N li- ( :ii□ 00 3 i'fr ~ h $ ~ ~ 1?Ll qi (11g M = N li- ) a Jl (11g ~ "M 

a•m(l'gMfil~A~&•m~ffl(l'g~A; 
~ PX • ft 802 ,ffl T 1R • pfr ~ ~ °M B • m (11g M {iE {i ,~, ~ B • m ~ ffl (11g {i ,~, ~ PX ffi - {i ,~, ; 

a Jl • ft 803 , ffl T l□l pfr ~ 1't ® N • ( :ii□ 00 3 pfr ~ h $ ~ ~ 1?Ll qi (11g ffi = N • ) a Jl pfr ~ 

•-~•.~mr~ffi~wmmam,M~~wmmammr•~~mr~P-~•••~ 
ffl(l'g~P-~•=~~•·•qi.M~~wmmam7'Jm•-••••m~•••(l'gMfil~ 

~fi7'Jmmam7'J-tt••~•••#*(i'gfflxffifil~&••~m•~(l'g•m.M~fflxMfil 
B,gfflx-t.::ffl'., fflxffl••m. fflx~~~~~fflXhi□J$(i'g-JJ!•'lif•JJ!o 

k~N•0oqi,5&fi7'Jmm•m~~wmmam ,fi7'lmmam7']~•~•••#* 
(11g :f& x M f:iE ~ a• m ~ m t~ .$'c iJ11 ~ f-@ i1J , flij ~ w tR 3Ll • m • ~ r a• m (11g M fiE fi ,~ ~ ~ fi 7'J 
• m iQ 3Ll t±l (11g a • • ~ m iJII ~ f-@ i1J , ~ it~ ~ w iQ 3U • m ffl • - ~ .f:E tt • }:J • m ; fi 7'J iQ 3U • 

m ■ •mmtB-~~*(•~AfflJ&•m(i'g&••~m.~#~ffl(i'g&•m(i'g¥~Mfil(M 

:ii□ :t& x * • . :t& x -It ~ • • • J ~ rm .f:E J§ ~ -It • tni qi a ~ ~ ft , ~ itui * ~ w iQ 3U • m (11g 

.f:Ett.}:JMttM1't~h@ (~§(i'g~hl. 11}~~m•i ~----(i'g~ffl*fimm.••~ 
~fi7'Jmmam.f:E&mmffl•llmqi~•••(i'g•••~m(l'gmm~~.~~*$~*fflfi 
7'Jmm•m~~wmmamm~.g.(l'gmmh~.m•7a•m(l'gB•m~m(l'gmm•~•. 
-m m rt- 7 iQ 3Ll (11g Jz ft tt , ti~•® m rm m :z;; ft$ '\lit. m m -It • ;tm ~. tl ~ m m • • ~ ~ ~ o 

■ -~~(l'gM,§~•ft(i'g~~~~~~m#goo3M~(i'gh$~~M(i'gffl$ttil"~o 

1.'li • • oo 9, oo 9 •*a BJ.I ~ ~ 1?Ll m f~ (11g - ~ N • 9o, • N • 90 ~ P). 7'J oo 3 i'Jr ~ h $ ~ 

~ 1?Ll qi (11g M =isl:• , • N • 90 B:f! :II.Hf s 901 , ;(.¥. {J;/f s 902 ~®:as 903, i'fr ~ :II.Hf s 901 , 
1-¥- {J;/f s 902 ~ ®: a s 903 ~ ll ,~, tt t§ II ff ~ o 

1-¥- {ftf s 902 B:f! 1.§. :::i:; ~N r M ~ fJL ;(.¥. {J;/f ic 'IZ ~ (random access memory , RAM), .R ii 1¥ 1i.tf 

s (read-only memory , ROM), ~ ~ ~i ~ ti f.¥ .R ~ 1-¥- 1* s ( erasable programmable read only 

memory, EPROM), • 1! ffl; ~ .R ii 1-¥- 1l s ( compact disc read-only memory, CD-ROM) , • 

ff 1i.tf s 902 ffl T ,t§ ~ it ~ fJL f.¥ ff & •• 0 ®: a s 903 ffl T H~ ®: ~ a * •• 0 

:lit Ji s 901 ~ ~ M - ~ • • ~ qi 9'!: :lit Ji s (central processing unit, CPU) , {E :lit Ji s 901 

M - ~ CPU (11g ·~ )51, T , • CPU ~ P). M • ~ CPU , th ~ P). M • ~ CPU o 

:lit Ji s 90 1 ii ~ i'fr ~ 1-¥- 1t s 902 qi ;(.¥. 1t (11g it ~ fJL f.¥ ff ft :ii!?, , ffl r tti. fi ~ T t* 1'1= : 

m•~"Ma•m(i'gfflxMfil~fi7'Jmm•m•~M~~"Ma•m(i'g~mr~P-~a• 
•~m(l'g~P-~•-~~•.•qi,M~fl7'Jmmam7'Jm••~•••#*(i'gfflxMfil 
~•••~m•~(l'gaffl;M~fflxMfilBgfflx-t.::ffl'., fflxffl•••, fflx~~~~~* 
Xhi□Jqi(i'g-JJ!•'lif•JJ!; 
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11HfiHJr ~ ~ n • m: 5m (l'g M 1iE 1i ,~ t□ 1AJ w iJUsHJn!!l fij JU rfr ~ ~ n • • 5m (l'g xi m r rfr ~ :¥ :J> 

-~B:!J5ft•ffls'g:¥:J>-~ffi=~fflB,K$,M~MfilfflA~ffi~(l'g~~~~~-m.M 
~ 1AJ w iJUsU m m ~ .m • - ~ 9¼ ~ ~ m 51: • • 5m (l'g M 1iE 1i ,~ w • • 5m • ~•J.fij JU (l'g m m , rfr ~ m 
51:B :IJ5 ft (l'g B :IJ5 5m. ffl £ ffi :IJ5 pfr ~ IT ~ i.H t.lU ffi ffl fij JU (l'g ; 

m•M~:¥:;!>-~--~ffl-~M~~:J>-~-=~ffl-~~M~~n••·(l'g··· 

_t ~ tt 1'1= $ , ~ & IT ~ iH t.lU ffl ffl t□ IAJ W i,[~ t.lU ffl ffl , IT ~ iH t.lU ffl ffl ~ ffi ~ ~ B :IJ5 5m-t¥: :zls: (l'g 
t& x M fiE t□ B :IJ5 5nt • ffl fw 5t; iJII ~ fij JU , rm IAJ W i.H t.lU ffi ffl £ & r B :IJ5 )nt (l'g M 1iE 1i ,~ t□ ffi IT ~ ffi 
ffl iH t.lU t±l (l'g B :IJ5 5m • ffl iJII t~ fij JU , It! Jlt IAJ W iJ~ t.lU ffi ffl g;Jt £ - ~ 1± tl: ~ }:) ffi ffl ; IT ~ i.H t.lU ffi ffl 
RWi.Ht.lUt±l-~&:zls: ~~Mffl)B:IJ5ft(l'g8:IJ5ft•m.~~-ffl(l'g8:IJ5ft(l'g¥~Mfil ~ 
:tm t& X *. ' t& X ,(~ ~ 3!. ~ ) 'ijJ ~~ 1± J§ ~ ,(~ $fiJ 3j f.¥ $ ~ ~ ?A: 1l'., ' It] Jl:Us ,@;- IA] w i.H t.lU ffi m (l'g 
r±tt:~}:JMttMH~1ioo ~~(l'g~~-~~•m•,~••••(l'g•mmITm~.n•~ 
)qi IT ~ i.H t.lU ffi ffl 1± B :IJ5 5m ,(~ ~ ~ f.¥ $ xi B :IJ5 5m (l'g B :IJ5 jfit • ffl (l'g i.H t.lU ~ ~ , It! Jl:t :zls: $ lW * ffl IT 
~ iH t.iu m m t□ 1AJ w 1H t.iu m m *~ ;s -;@;- (l'g i.H t.iu 1i ~ , m • 7 a • 5m (l'g a• 5m • m (l'g i.H t.iu * ~ • , 
tp,t¾rJ-7i.Ht.JU(l'g~1r,tt, ~~-~fflr.fiiZffl2i1l'..§BfL .fiiZffl~$i1.mW, ll~.fiiZffl~~ftp±~~o 

1± - ftp 'ijJ ~~ i'.J'g ~ IJ.l 1i ~ $ , Pfr ~ :H Pfr ~ :¥ :;!> - ~ ffi - ~ 1§ 8 t□ Pfr ~ :¥ :;!> - ~ ffi = ~ 1§ 
•~~M~~nam:ft(l'g&•n•m.~~~: 

••~mra-a•n•m(l'gM~a-~fflB, M~ffi-~fflB(l'g~mm,~mrM~ 
•-••••m(l'gM~•=~fflB~M~•=~fflB(l'g~mmtta~mrM~•-•••• 
ffli'.J'g~,@;-~ffl-.M~ffi-B:!J5ft•m~M~:¥:J>-~B•n•m$1'.l'g~--~; 

•~mrM~•-••••m(l'gM~~-;@;-~fflm*rffi-ffiW~ffi.~~~M~~n• 
:IJ5ft(l'g8:IJ5ft•m~M~ffi-B:!J5ft•mo 

r± _t ~ ti 1'1= $ Jw 7'c m • 1AJ w i.H t.iu m m t□ IT ~ i.H t.iu m m :§- ~ xi ffl: ;t iH t.iu ;s ~ (l'g ~ ni□J f.¥ • , 

5:i'- t.lU ~ pijj ftp ffi ffl WG ~ ~ 1§ B (l'g tX m (~ IT ~ i.H t.lU ffi ffl WG ~ (l'g tX m ~ ffi - ~ 1i B (l'g tX m , ~ IAJ 

W iH t.lU ffl m WG ~ (l'g tX m ~ ffi = ~ 1§ B (l'g tX m ) , It! J]:~ & r ~ pijj ~ ~ 1§ B (l'g tX m tt • t±l (l'g t~ -;@;- ~ 
1iBJ!!~~~IJ.l ~n8:IJ5Jfit(l'g~~i-fflo .§l9j.., sl>-.ffi-fwii l~ffi*irmxi.fiiZ (l'g8:IJ55m•ffl£ 
~'ij}u,nwm•~~---•m(l'g••w;1~tto 

{±-ftp'ij]'ft(l'g~~1i~$,M~~~~~fflr: 
-~mrM~•-•·••m(l'gM~~,@;-~ffl-~rffi=ffiW~ffi.~Btl:M~®~~ 

~-~W3 ~~3M~1i$~Sffl$1'.l'gffi-W3)~~M~~nB:IJ5ft(l'gMfilfflA~M~ 
ffi-Baft•ffli'.J'gfflA,M~ffi=ffiW~ffi*rM~ffi-ffiW~ffi; 

Btl:M~®~~M®M~H~W3 ~~3M~1i$~Sffl$1'.l'gffi-W3)~~1'.l'gffi-
fflA,M~ffi-fflA£M~H~W3 ~~3M~1i$~Sffl$1'.l'gffi-W3)ffi:IJ5M~~n 
B:!J5ft(l'gMfilfflA~M~ffi-B:!J5ft•mi'.J'g~i.HfflAffl~(l'g; 

m • pfr ~ • -1i ,~ JI! WT pfr ~ IA] w i,q t.lU ffi m ' P,,I_ fij JU WT (l'g IA] w iH t.lU ffi m 0 

1'.±~-ftp'ij]'ft(l'g~~1i~$,M~~~~~fflr: 
•~mrM~•-••••m(l'gM~~-;@;-~fflm~rffi=ffiw~m.~m•M~~n• 

:IJ5 jfit (l'g MfiE 1§ At□ pfr ~ ffi - B :IJ5 jfit • m 1§ ,~ J!!WT pfr ~ IAJ W i.H t.lU ffi m , J.,:,l_fij JU WT (l'g IAJ W i.H t.lU ffi 
ffl.M~ffi=ffiW~ffi*rM~ffi-ffiW~ffio 

_t ~ 1i 51 $ , * $ 11 ~ aJ.1 A ~Ll m ~ n • • Jm (l'g • • 5m • m (l'g iA ~ ;s ~ xi 1AJ w i.H t.iu m m i!i 
IT tX :iE O ~ fit;: (l'g ' sl A 7. = J'W w I~ ffi ' 1± xi m T pfr ~ • - •• jfit. m (l'g pfr ~ i~,@, ~ ffl JJUJ' 
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r • = ffi i9: I~ 11[ asJ- , ~~ ~ ilu B M 5.i'it ~ *§ * f~ ,~ 5-R i! ~ i9: ,i- ill: fi i.JII ~ P). ffl r a 1~ ffi ~ p;i 9 iH 

mam .~~•T-~~~£~•~~••· 
«x-"~-~~~h~$,ffi~S ■ ffi~~M&Mft~MfilCAWffi~•-& ■ ft• 

mc•~•ffi~p;i•mmam.~•~•~p;i•mmam,A•~: 
~-~fil*$~•-fil*~MfilCA~ffi~~M&Mft~MfilCAffl~@ffi~•-fil* 

~••ft•m~ffi~•-••m•m4'~.~fflffi~•-fil*~••m•m~ffi~ffi~•­

••m•m.~a••=fil*;ffi~•~fil*$~•-~fil*§•MfilCAW& ■ m•m; 

x'.t § :f! ffi ~ • = 12 * ~ • ~ 12 * * rr i.JII ~ . P). 1~ ii ffi ~ p;i • iH ~, • m • 
tBW-~.~-«E~mfflM~fil*$,ffttffi~--m~MfilCA~3ilu&Mffl~M 

filCAffl~@••~•m4'~~•m.~fflfil*$~••~•m~•~~M••~~•-• 
■ m•m .~3=.~•~ 7~JSlZi;;'BfJ»~s,tt.tfHt ,1?B□, ~.w~:z:;;'BfJ»«M-tia11alfflrim 

B¾iSl.,ttT--~~mr•00i;;;*fflk~h$ ■ •«T--~~p;i&~ffl- ■ m•m~ 

•~•oo:z:;;,M~«•tt.M~:z:;;••~•mTmM~~••mm~~Ma ■ m~••m•m. 

«x-"~•~~~h~$.ffi~~ws~fflr,«ffi~m•ffi~~~-~•-~•• 

Wffi~~~-~•=~•••£ffi~~Ma ■ m~••m•m~€.BMffi~~£s~~• 

~ ~ * £Jc oss £ i! ffi ~ 3 M a • 5.m ~ • • 5.m • m ~ 1~ ,~ , ffi ~ 3 M a • 5.m ~ • • 5.m • m ~ ffi 
~ f~ A ffl r ffi ~ OSS ~ fix, H x'.t ffi ~ ~ ilu B M 5.i'it ~ 5.i'it ii :f!l ti * • . 

iliW•~.«•£~~Ma ■ m~••m•m~€.ffl3M& ■ m•m~ffl*c••~ 

~ oss * £Jc , ~ .w oss * m fit ~ P). ¥ r ~ M • • 5.m ~ a • 5.m • m * ~ fix, H x1 ffi ~ 3 M • • 
m~miim~•• .M~~Ma ■ m~•-••m~m~••¾w~••m~.ffl~~JSlZ~ 

5.i'it ii :f!l ti *.£SI..~ tt 5t ft rutr ~ *. ,HP 3 ~ - ~BM 5.i'it ~ ft rutr asJ- ,tt 5t ft rutr * 3 ilu BM 5.i'it. 

tt X - " ~ ■ ~ ~ lJ;! h ~ $ , ffi ~ t& :t. * R § :f! t& :t. $ P). -fr. ~Jli: * R , IP * R , ~ !foiJ t!/r iSI. 

* R W t& ~ * R $ ~ - JJl §JZ ~ - JJl ,ffi ~ ~ !foiJ t!/r iSI. § t! ft !foiJ :f!l ti t!lr iSi. TCP W I §JZ ffl r' & ■ t& t!lr 

iSI. UDP 
0 

-~~~~-.~~-~~~~~~~~JSlZ•moo3ffi~~h$~BM~fflJSlZS~. 

'iii • JJi!, 00 10, 00 10 • 7t 5-R S}l ~ B 1?j m: 1:!l: ~ - " i9: ,i- 100, * i9: ,i- 100 ~ J;). ~ 00 3 ffi ~ h 

5'! ~ B f?! $ ~ • - i9: ,i- , * i9: ,i- 100 § :f! ~ W s 1001 , ff ft s 1002 W ~ 5-R s 1003 , ffi ~ ~ 
w s 1001 ' ff ft s 1002 w ~ 5-R s 1003 ft Ji ,~, tt: *§ Ii Ji ffl 0 

ff ft s 1002 § :f! 1§. 4' ~Ne r • ~ tJL ff ft ic 'IZ • ( random access memory , RAM ) , .R ij ff 
ft s (read-only memory , ROM) , ~ ~ ~ ~ ~ f£ .R ij ff 1* s ( erasable programmable read only 

memory , EPROM) , §JZ ~ :fl ~ .R ij ff ft s ( compact disc read-only memory, CD-ROM) . * 
ff f~ ~ 1002 ffl r *§ * i.t :. tJL f£ J¥ & B M . ~ 5-R ~ 1003 ffl r ffl ~ W 5-R i! B M . 

~ 1'. s 1001 ~ P). • - ~ §)Z • ~ $ :lR: ~ I!. s ( central processing unit, CPU) . tt ~ I!. s 1001 

• - ~ CPU ~ '~ ;51, T , * CPU ~ P). • -1- ~ CPU . tB ~ P). • • ~ CPU o 

~ w s 1001 ij IJ)( ffi ~ ff ft s 1002 $ ff flt ~ i.t:. tJL m I¥ 1t m , m r :f:kl {J' P). T • 1'F : 

BMffi~~5.Rsffl~~ftg-J9:,i- (:!ZD 00 3 ffi~h5'!~B1?! $~•=i9:li-) 5-Ri! ~ 3ilu&M 

m ■ ffi~~il(j- ■ ffl~MfilCAWB ■ ft•m~--~f.ix,•--•; 

BMffi~~5.Rs~ffi~~ftg-J9:,i- (:!ZD 00 3 ffi~h5'!~/iffi1?! $~•=i9:li-) 5-Ri!ffi~--
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~~-~•=~~•·•$.M~~•mmam~••-••~•m~a••~Mfil~•~ 
••••m•~~•m.M~m~•••~a•••m•m•ff~mmam•~~.M~ff 
~mmam~••~~•••#*~Wx~fil~a•••m•~~•m.M~WxMfil~g 
wx*•· Wxffl•~•- wx~~~~~Wx$~$~-~-~~~-

k~•~$.»&ff~mmam~~•mmam,ff~mmam~~~~a••#*~ 
toc x M fiE ~ a• • • m ffi .5't iJ11 ~ f~ i1J . j'/ij ~ • u~ BLl • m • a r a• • ~ ff fiE ~ ,~. ~ ~ ff ~ • 
ffl iR BLl t±l ~ B 8 •• ffl iJII ~ f~ f1J , ~ Jtc ~ e iR BLl a ffl t.,t • - ~ 1± Mt ~ }:) a ffl ; ff ~ iR BLl a ffl 

••mmtB-~a* ~~-m,a••~a•w•m.~#•m~a•w~¥~Mfil ~ 
,I(□ toc x * a . toc x 1{ •~a• ) 1iJ fig 1± J§ ~ 1{ • tH.¥ $ :& ~ ~ fr, , ~ JtUs g- ~ e iR BLl a ffl ~ 

1±tt~}:JMttM•~$W ~~~~~- ~~•m•,n•a••~•m*ffmm. ■ •n 

~ff~mmam1±am•ffl•ttfi$na••~a•••m~mm~m.~~*$•*mff 
~mmam~~•mmamm-*~mm$~.••7a••~a•••m~mm•~•. 
-m. * 7 iR BLl ~ )Z fr, tt ' fig.~ ffl Tm ffl L; fr,$ ~' $: ffl 1{ • ;Im @l, fl~$: ffl • ~ fP ~ ~ 0 

~-~~~-.§~-~~~~~1iJ~nm:#m003M~~$$~~M~fflmffl~o 
~*~~-.~~m~~~•B~~~m•~~•~•tt~.K~ffi~~~~•$#m 

~~-~~~-~«~~~~---~~ff~.~~-~~~~$#~~-~«~~~~­

---~.w~~~~-~~~.~«~~~~~~~~~ffl-~~o~~m•~~~~~ 

~-K~~$~~«±$fflAA*~~*~~m~•~§~o~½.*£~W~~~ffl~•~ 
~m~~~m~~~.fflAAZ~~~•**~~~filZ~~~R~~-.~~~~~~~­

•~~•R~~~~~~~.*~•&R~#Affl~~#W~~tt~~~-~~.W~~­

M#~~. 
*:&~~~M~Sffl-f11g~~-.M~g~~-~g~~-~~-•.#MB~M □ 

~~.M~#MB. M~~:&a~M~~y-~~•a•tttt~R~.M~~Y-~#MB 
$#M~ttammff ;M~ttafflfiff•M~~--~ff~.~~003M~~$$•fio 

*:&~~~M~Sffl-f11ttam1iJ~#M*a .M~tt•m1iJ~#M*a$#M~tt• 
fflfiff .~-i±~•ak~ff~.~~003M~~$$Wfi. 

*:&~~~M~Sffl-f11tt•m•*~~.~M~tt•m•ff~~1±~--k~ff~. 
~ l,91. 00 3 pfi ~ ~ h $ .,.H~ P). ~ l,91. 0 

~kM~.*$•»&ff~mmam~~•mmam.ff~mmam~~~~•••# 
* ~ toc x M fiE ~ B Jf;§; • • ffl 1~ .5't iJII ~ f~ i 1J , j'/ij ~ e iR BLl a ffl • a 'f' B Jf;§; • ~ ff :/iE f~ ,~. ~ ~ ff 

~ • m iR BLl tB ~ a • • • m iJ11 ~ f~ i1J . ~ Jtc ~ • iR BLl • m t..t • - ~ 1± tt ~ }:J • m ; ff ~ iR BLl 

am ■ •mmtB-~a* ~~-m,a••~a•••m.~#•m~a••~¥~Mfil 
(~H□ toc x * a , toc x 1{ • ~ a • ) 1iJ fig 1± J§ ~ 1{ • tt f.¥ $ :& ~ ~fr, , ~ ~ ts g- ~ e iR BLl a 

m~1±tt$}:JMttM•~$W ~~~~~- ~~•m•,n•a••~•m*ffmm .• 
•n~ff~mmam1±am:wffl•ttfi$nam:w~a•w•m~mm~m.~~*$•* 
mff~mmam~~•mmamm-*~mm$~.••7a••~a•••m~mm•~ 
a , -m S rt- 7iR BLl ~ )Z fr, tt , fig• m ffl 'f' m ffl 2i fr,$ IL $: ffl {{. ;tm W, fl~ m ffl. ~fji :I:~ 

*••·-~#A~1lJ~•M~~k~~~M$$$~~$•$~-•.•••1iJ~~ 
tt•m•**tt•m•*m*~~#~~.•tt•m•*1iI#Mrttam1lJ~~#M*&$, 
•ttafflfiff{±~ff~.1iJ~g~k~§$$~~M~-fioj'/ij~~~~-*a~g :WM 
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~ ~ tJl. 1¥ fit tc 1IZ ~ RAM , 1itt ~ ~ :t" :}f, m: ~ ~ lrji "aJ 1¥ fit tt ~ tJl. f.¥ ff 1t :ii~ B'5J 11' mt o 

*£~~~M~mB~■ -&•, ■ -~~M, ■ -n•ffl~ffi,E-ffi&•ffi■-~ 

-~&--2~~~"--" R•ffl*®~*~m.#~ft~D~L~--0--~~ffm 
ffl T ". = "' ". =" ~□ ". g:g" 5 0 ?& rm '*£ a~~~~, ~-fl ~•--t--t~i.R ~ ~"E--t-" 
1-\: ~ Jlliil ~ L ~. - 0 • r)iJ ljllj ~ t¥ m ffl T ". N -t-" 0 

~Lffi~~~-~~~~.~*£~~§~,tt#~•~~~~•mfi1m-$W~m 
~.ffi$•M~•.~Lffi~~~*£~~~-~~~~rm2,#~mrm~*£~~§~ 
m:~.A~*£~~tt#~-~-~ZL,ffi®~effl.~,-~, ~m5.~$~ffi~* 
£a~~§1rm:~z ~o 
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1 , - fti B Jfis mt ~ ffl i.R ~~ 1.J $ , 1't M Z:iE 1± 'f , B t! 
••~Ma•m~mxMfil~fl~mmamm~M~~Ma•m~~&'f~P-~a• 

mt~m~~P-~•-~cR,tt$,M~fl~mmam~••~~••mt#*~fflxMfil 
~••mt~m•~~•m:M~fflxMfilBffifflx*m, mx~•mm, mx~~~~~m 
x1.iroJ$~-:c»\9Jt%'~:c»i; 

••M~~MBJmmt~MfilCA~~wmmamm~M~~MBJmmt~~&'fM~~p 
-~BJmmt~ffl~~P-~M=~CR,1't$,M~MfilCABffi§~~hl~~~~ffl,M 
~~wmmam~••-•9Jt~•m~a•mt~Mfilc•~••mt~m•~~am,M~m 
~••mt~a•mt~m•m•M~fl~mmam•~~; 

GJmM~~P-~M-~CR~M~~P-~M=~CR~~M~~MBJmmt~BJmmt 

~P-~-=~c•~~M~~MBJmmt~a•mt~ffl,Bffi: 
-•~&'fM-Bmmt~ffl~M~--~c•~~&'fM~---•mt~ffl~M~•= 

~c•tt-~&'fM~---•mt~m~-*~C-,M~---•mt~ffl~M~~P-~ 
••mt~ffl $~ff~-~; 

~~&'fM~M-BJmmt~ffl~M~-*~CR*'fM-ffl~~-,~~~M~~MB 

3,GJmtt~•*1M~~1.J$,1'tMfil1'.±'f,M~GJmM~~P-~M-~CR~M~ 
~P-~-=~c•~~M~~MBJmmt~a•mt~ffl,Bffi: 

-•~&'fM-Bmmt~ffl~M~--~c•, M~M-~C-~ttms.~&'fM~ 
•-••mt~m~M~•=~c•~M~•=~c•~ttmstta~&'fM~•-••mt~ 
ffl~-*~CR,M~M-BJmmt~ffl~M~~P-~BJmmt~ffl$~H:•-~; 

~~&'fM~M-BJmmt~ffl~M~-*~CR*'fM-ffl~~-,~~~M~~MB 
Jmmt~BJmmt~ffl~M~M-BJmmt~fflo 

4,GJfistt~•*29Jt3M~~1.J$,1'tMfili±'f,M~1.J$~Bffi 
~~&'fM~M-BJmmt~ffl~M~-*~CR~'fM=ffl~~-,~roJ~3~*M~ 

~MBJmmt~MfilffiA~M~•-••mt~m~c-,M~M=ffl~~•*™~--ffl~ 
~-; 

•~M~~3~*~M-CA,M~M-CA•M~~3GJfisM~~MBJmmt~Mfilffi 
•~M~•-••mt~m~~mc••~~: 

GJmM~M-CA~ffiM~~wmmam,~ffl~ffi~~•mmafflo 

s,GJmtt~•*29Jt3M~~1.J$,1'tMfili±'f,~Bffi: 
~~&'fM~---•m~m~M~-*~C-~'fM=ffl~~-,~--M~~MB 

•mt~MfilCA~M~•-a•mt~mca~ffiM~~•mmam,~m~ffi~~•mma 
ffl,M~M=ffi~~S*'fM~M-ffl~~-. 
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~•-a•ffi~mffi•~~M~~•mm•m.~•~~~~•mm•m.Bg: 
~~-~~$~--~~~MfilffiA~M~~M&mffi~MfilffiAffl~fflM~M-~~ 

~Bmffi~ffl~M~M-Bmffi~ffl~~.~~M~M-~~~--ffi~ffl~~~M~M­
Bmffi~ffl.~Ufflffi=~~;M~~-~~$~•-•~~BffiMfilffiA~Bmffi~ffl 

X'J B t! pfT ~ • = le ~ ~ ~ • le ~ * rr i.Jil tl , J;.,l_q-@. IO ~ ~ ~ • i.R BO • ffl O 

1.amtt~•*1~~-~M~~h$,.Mfilr±r,M~--M~~P-~--~ffi 
a~M~~P-~M=~ffi-~~M~~M&mffi~Bmffi~fflZ~.~Bffi: 

l□l ili: ~ ~ M ~ ~ OSS ~ l! PfT ~ ~ M B m ffi ~ B m ffi ~ ffl ~ 1~ -~- , AA ~ ~ M B m ffi ~ B m 
ffi ~ ffl ~ 1~ -~- J:ll r PfT ~ oss ~ m tt x1 AA 5£ ~ M B m ffi ~ ffi .m :f~ ;M ~ ~ o 

e.a•tt~•*1~~-~ffl~~h$,.Mfilr±r,M~ffl~*•BffiW~$~*M 
*•·w*•· ffl-~~*-~*~*•$~-~-•~~.M~ffl-~~Bffiffl•~~~ 
iS( TCP ~I. J:ll F B m t~ tPl' iS( UDP 

0 

9 • - ~ B m ffi ~ ffl -i.R BO h $ , • M fiE r± r , B t! : 

m®N~~)!~~MBmffi~MfilffiA~--ffi~ffl~ffiA; 
amM~~M&mffi~MfilffiA~a••~ffl~ffiA~mffi-ffiA; 
l□lAA~N~~l!M~a-ffiA.~J:llr~~~•mm•m.M~~•mm•mmr•~ 

~$r~P-~&•ffi~ffl~~P-~•=~ffi•.•$.MJ£~wmm•m~••-•• 
~•m~a•ffi~MfilffiA~&•ffi~m•~~•m.MJ£m~•••~•••~m••• 
rr~mm•m•~~.M~rr~mm•m~••~~•••#*~*~Mfil~•••~m• 
~~•m.M~W~MfilBgffl~*•· W~ffl•••· W~~~~~~ffl~hi□l$~-~ 
•• ~~ 0 

10, am-rXllJ•* 9 pfT~~h$, •Mf:iEY± r, PIT~--PIT~ ~MBJmffi~Mf:iE1~ -~-~ 
&mffi~ffl~ffiA~mffi-ffiA,Bffi: 

~~-~~$~--~~~MfilffiA~M~~MBJmffi~MfilffiAffl~fflM~M-~~ 
~--•~m~M~~Mam•~••-~m~~.~~M5£ffi-~~~---~ffl~~~ 
ffl~~M&mffi~--ffi~ffl.~a••=~~;M~~-~~$~•-•~~BffiMfilffi 
,~-~--ffi~ffl; 

X'J B t! pfT ~ • = le ~ ~ ~ • le ~ * rr i.Jil ~ , J;). q-@. IO ~ ~ ~ • -i.R BO • ffl O 

1 1 • - ~ B m ffi ~ ffl -i.R BO N ~ , • M fiE r± r , iifT 5£ N ~ • M - N ~ , PfT ~ M - N ~ B g 
#~~~*~~.•$.M~#~~J:llr#~tt~mWff,AA~*~~~mM~tt~mwff, 
J:ll r =IA 11' :P□ T jljH1f= : 

--~MBJmffi~W~Mfil~fl~mm•m•~M5£~MBJm•~~$r~P-~B­
ffi~ffl~~P-~--~ffi- .• $,M~rr~mm•m~•-~~---#*~*~Mfil 
~Bmffi~fflffl~~-ffl;M~W~MfilBffiffl~*•· W~ffl•••· W~~~~~~W 

24 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00487



WO 2021/052379 PCT/CN2020/115693 

">[._"jj r□l qi (i'g-~ 9¼1:f ~~ 

••M~~M••~(l'gMfilffi•~~•mmam•~M~~M••~(i'g~$rM~~j.> 
-~--~-ffi(i'g~y-~ffi=w[ffi•.-qi,M~Mfilffia§~~(i'g-~~~~-ffi.M 
~~•mmam~••-•9¼~•m~a•ffi(l'gMfilffi•~••ffi•m•~(l'g•m.M~m 
~••ffi(i'g&mffi•m•••M~fi~mmam•~(i'g; 

amM~~P-~ffi-w[ffi.~M~~P-~ffi=w[ffi•~~M~~MBmffi(l'gBmffi 

~~P-~ffi=w[ffi•~~M~~MBmffi(l'gBmffi•ffi.A~~: 
--~$rM-Bmffi.ffi(i'gM~ffi-w[ffi·~~$rM~•-•·~-ffi(i'gM~-= 

w[ffi•tt-~$rM~M-Bmffi•ffl(i'g•*w[ffi•.M~M-Bmffi•ffi~M~~P-~ 
amffi•m qi(l'gff •-~; 

~~$rM~---·ffi-ffl(i'gM~-*w[ffi.*rM-mi&t~-.~~~M~~MB 
mffi(i'g&mffi•ffi~M~M-Bmffi•ffio 
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UCLODer LULl 

VVentaonLi u .- v-../anchun'"[}ou, + 2 

Through the collaboration of cloud and edge, cloud·· edge computing allows the edge that approximates end ··users 
undertakes those non-cornputationally intensive servlce processing of the cloud, reducing the comrnunic:1tion 
overhead and satisfying the low,,. 
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UCLODer LULl 

Edge-cloud collaboratlve tasks with real-world services emerge in recent years and attract worldwide atlention. 
Unfortunately, state-of-the-art edge-cloud collaborative machine-learning services are still not that reliable due to 
the data heterogeneity .,. 
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lhls ls a survey ,Htlcle that explores six Cloud-based deployment archetypes for Cloud appllcations and the tradeoffs 
between lhern to achieve high availabllity, lovv end-user lalency, and acceptable costs. These are (1) Zonal, (2) 
Regional, (3) Multi- ... 
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UCLODer LUl5 

Cloud compuling has been in existence since the early 2000s and lhe grovvth in this dornain of Compuler Sdence has 
been by leaps and bounds. Cloud computing service providers offer 3 different services - Software, Platform and 
Infrastructure. Hybrid , .. 

8 About Cookies On This Site 

We use cookies to ensure that we give you the best experlence on our website, 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00510



uecenmer LUI 9 

Cloud compuling is changing from a buzz word to a common technology nowadays. Though there ls clarification for 
cloud computing for three types/layers: Infrastructure as a Servlce (laaS), Platform as a Servlce (PaaS), Software as a 
Service {Saas), .,. 
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uecenmer LUI o 

Cloud compuling and servlces have greatly changed the iNay how people develop and use software, and also raised a 
lot of new research issues. In this paper, we investigate two such important issues, service deployment and service 
request scheduling, for .,. 
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December 2017 

Signifle:1nt growth has been v,ritnessed during the last few yems in HPC clusters with multi-/rrwny-core processors, 
accelerators, and high-perfonnance interconnects (such as lnfiniBand, Ornni-Palh, lWARP, and RoCE). To allevlate 
the cost burden, sharing .. , 
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lVlay LUI/ 

A goal of cloud service management ls to design self-adaptable auto-scaler to reacl to workload fluctuatlons and 
changing the resources assigned. The key problem ls how and when to add/remove resources in order to meet agreed 
service-- level agreements. ,., 
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Moving ln tandem vvith lnternet servlces nowadays, educalion institutions should leverage cloud computing which is 
considered as ready-made platform, One of the key performance index (KPI) for educational institutions progress ln 
teaching and learning,., 
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lVlay LUI/ 

Concerns about protecting personal darn and intellectual property are major obstacles to the adoption of cloud 
services. To ensure that a cloud tenant's data cannot be accessed by malicious code from another tenant, critical 
softv,;are components of ,,. 

88 
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lV\ay LUii 

Educatlon for cloud engineers is cruclal ln terms of innovation in the development of cloud technologies. We propose 
a new cloud platform based on open-source software that uses multi-clouds for the education. 

8 About Cookies On This Site 

We use cookies to ensure that we give you the best experlence on our website. 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00518



uecenmer Lu14 

The market of cloud computing encompasses an ever-growlng number of cloud providers offerlng a mullitude of 
lnfrastructure-as-a-servke (laaS) and platform-as-a-servk:e (PaaS) solutions" The heterogeneity of these solutions 
hinders the proper .,. 
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AugusL LUI I 

Cloud compuling is the synthesis of a variety of technology and innovalion of buslness rnodeL It is the revolution of 
the entire lnforrnation industry operation mode, whlch have a profound impact on soclo-economk structure of the 
future even the forms '" 
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lV\ay LUIO 

Cloud compuling is a successful, ernerglng paradigm that supports on-demand services wlth pay-as-you-go model. 
VVlth the exponential growth of data, ~~oSQl. databases have been used to manage data in the cloud. In these newly 
emerging settings, mechanisms ,,. 
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January LUI/ 

Seokho'"Son, 

In the past few years, cloud computing has been realized and has achieved advancemenL Sincernany cloud syslerns 
and providers have been deployed in this world, various models and platforms have been developed to support 
multiple cloud (i.e., multi··cloud) .,. 
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UCLODer LUii 

In this paper we aim to understand the types of applications for which cloud computing is economically tenable, Le,, 
for which the cost savings associated with cloud placement outweigh any assocbted deployment costs, 
We discover two scenarios, (i) In ,,. 
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The great diffuslon of cloud computing applicatlons and servlces ln the last years has brought new threats to securlly 
of informatlon. ' IT Certifk:atlon and authorizatlon mechanisms try to provide assurance against those threats by 
leveraging hlgh .,. 

8 About Cookies On This Site 

We use cookies to ensure that we give you the best experlence on our website. 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00524



lV\ay LUI'.) 

We propose Cioud-based machine /earning tools for enhanced Big Data applications, where the main ldea ls that of 
predictlng the "next" l.Aiark!ood occurring against the target Cloud lnfrastruc:ture via an innovatlve ensembie-based 
approach that combine the ,., 
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UCLODer LUl5 

I~1·1eri;\,'···d\.-'l~irc: a.:j.t.1.1\:'lachi.:jJ_: L.edf.:j.·h·1~;·--b~t~~ed ]:(t~z~cn.l.rce I?ro\,...is·icrni11f; of II~·-·."r/Ie.n.1r}ry .::\xL:~tj.,-ti(:s (H'l 

(::l()UJl 

In thls work, we propose a proactive online resource provisioning methodology that addresses the challenge of 
resource provislonlng for IMC workloads in heterogeneous cloud platforms consist ot diverse types of servers. As cloud 
platforms provide a wide .,. 
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uecenmer LUI o 

A major challenge ln Cloud computing ls resource provisioning for cornpurntional rnsks, Not surprislngly, previous 
work has established a number of solutions to provide Cloud resources ln an effklent manner, However, ln order to 
realize a holistic '" 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

17/671,199 

182115 

02/14/2022 ULFAR ERLINGSSON L0041B1CIP2 

Lacework, Inc. 
c/o Kennedy Lenart Spraggins LLP 
797 Sam Bass Road #2559 
ROUND ROCK, TX 78681 

Title:LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Publication No.US-2022-024 7769-A 1 
Publication Date:08/04/2022 

CONFIRMATION NO.1070 
PUBLICATION NOTICE 
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NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set 
forth in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's 
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800) 
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office, 
Public Records Division, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and 
the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through 
the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application 
Information and Retrieval (PAIR) system. The direct link to access this status information is currently 
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only 
be obtained by applicant using the private side of PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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41 (a)(1 )(G) and 37 CFR 1.16(s). 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION 
NUMBER 

17/671,199 

182115 
Lacework, Inc. 

FILING or 
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GRPART 

UNIT FIL FEE REC'D 
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Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
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Adiliess. COMMISSIO'JER FOR PATENTS 
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CONFIRMATION NO.1070 
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c/o Kennedy Lenart Spraggins LLP 
797 Sam Bass Road #2559 
ROUND ROCK, TX 78681 
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Date Mailed: 04/26/2022 

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER, 
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are 
subject to collection. 

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes 
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or 
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt 
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another 
Filing Receipt incorporating the requested corrections provided that the request is grantable. 

lnventor(s) 

Applicant( s) 

ULFAR ERLINGSSON, PALO AL TO, CA; 
YIJOU CHEN, CUPERTINO, CA; 

LACEWORK, INC., San Jose, CA; 

Power of Attorney: The patent practitioners associated with Customer Number 182115 

Domestic Priority data as claimed by applicant 
This application is a CIP of 17/504,311 10/18/2021 
which is a CON of 16/665,961 10/28/2019 PAT 11153339 
which is a CON of 16/134,794 09/18/2018 PAT 10581891 
which claims benefit of 62/590,986 11/27/2017 
and claims benefit of 62/650,971 03/30/2018 
This application 17/671,199 
claims benefit of 63/243,013 09/10/2021 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 
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Permission to Access Search Results: Yes 

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 02/18/2022 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 17/671,199 

Projected Publication Date: 08/04/2022 

Non-Publication Request: No 

Early Publication Request: No 
Title 

LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Preliminary Class 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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First Named Inventor/Applicant Name: ULFAR ERLINGSSON 

Customer Number: 182115 
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If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
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L0041B 1 CIP2 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

First Named Inventor: 

Serial No.: 

Atty Docket No.: 

Group Art Unit: 

Filed: 

Customer No.: 

Confirmation No.: 

Examiner: 

Title: 

Mail Stop: Missing Parts 
Commissioner for Patents 
P.O. Box 1450 

ULF AR ERLINGSSON 

17/671,199 

L0041B 1 CIP2 

UNASSIGNED 

02/14/2022 

182115 

1070 

UNASSIGNED 

LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Alexandria, Virginia 22313-1450 

RESPONSE TO NOTICE TO FILE CORRECTED APPLICATION PAPERS 

This is a Response to the Notice to File Corrected Application Papers dated February 22, 

2022 (hereafter, "the Notice"), a copy of which is attached. Applicants present the 

following amendments and remarks. 
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L0041B I CIP2 

AMENDMENT 

Please amend the above-identified application as follows: 

Amendments to the Drawings: 

Please replace Figure 2G and Figure 7 with the attached replacement sheets. 
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L0041B 1 CIP2 

REMARKS 

The Notice indicates that Figure 2G cannot be reproduced due to blurriness. A 

replacement Figure 2G is included to correct these informalities. As no text has been 

added or removed (items have only been moved around), a drawing with markups is not 

attached. 

The Notice also indicates that Figure 7 is not numbered numerically. A replacement 

Figure 7 is included to correct these informalities. A marked up version of the drawing is 

also included to identify the changes that were made to the original drawing. 

The Commissioner is hereby authorized to charge or credit Deposit Account No. 50-3082 

for any fees required or overpaid. 

Date: April 22, 2022 

Respectfully submitted, 

By: /Edward J. Lenart/ 

3 

Edward J. Lenart, Reg. No. 63,665 
Kennedy Lenart Spraggins LLP 
Tel. (512) 472-9881 
Fax (512) 472-9887 
ATTORNEY FOR APPLICANT 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

17/671,199 

182115 
Lacework, Inc. 
c/o Kennedy Lenart Spraggins LLP 
797 Sam Bass Road #2559 
ROUND ROCK, TX 78681 

02/14/2022 ULFAR ERLINGSSON LACEP073 
CONFIRMATION NO.1070 

FORMALITIES LETTER 

1111111111111111111111 ll]~!l]!~l!~IUI jllHHU] 11111111111111111111111 

Date Mailed: 02/22/2022 

NOTICE TO FILE CORRECTED APPLICATION PAPERS 

Filing Date Granted 

An application number and filing date have been accorded to this application. The application is informal since 
it does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS 
from the date of this Notice . .wjtnjJ:tw.J1ich to CQH~P.tJ!Jij,._informaHtj~jpqjQi:).ted:JJ~low. Ext~pijions of time may be 
obtained by filing a petitiqQ)ahco·m"pijh[ed qy:]Mt"exiehijjqn fe~rni"ndetimifprov'iij1.9ris of ;itiCFR 1.136(a). 

The required item(s) ide.ij~i,;ied belo~===;U$~:lii~ timely su'iffiitteil:~9 c11,1()_iq,,,j~land~'rii@@.nti.i/?' 

• Replacement drawirl:$.. in compliqqcffili.th 37 CFR _1:l;j4 a,ij§Ijtp:tfl~''''1.121 (d)·,,it~'' required. The drawings 
submitted are not ac~ptable b(;:t®Use\:]\,,.. . .. ,,,((? ]] ]]! 

• More than one figui@Hs.:::pr$i!Mht and dMJ@)ndfo figure]i.ppears to be unnu:ffibered or misnumbered in 
comparison to the brief description of the figures. See Figure(s) 7. The figures must be labeled "Fig." with 
a consecutive Arabic numeral (1, 2, etc.) or an Arabic numeral and capital letter in the English alphabet (A, 
B, etc.) and correspond with a brief description having the same figure number. See 37 CFR 1.84(u)(1 ). 
(1) To correct the figure numbering, replacement figures must be submitted. 
(2) To add a brief description of an unnumbered figure, or correct the reference in the specification to the 

figures, a proper substitute specification in compliance with 37 CFR 1.121 (b)(3) and 1.125, providing a 
brief description of each drawing figure presented, added or amended to correspond to the corrected 
numbering of the figures, must be submitted. See also 37 CFR 1.77(b)(9). 

• The drawings submitted to the Office are not electronically reproducible because portions of figures 2G are 
missing and/or blurry. 

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to 
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required 
application size fee. 
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Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing 
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more 
information and a suggested format, see Form PTO/SB/92 and MPEP 512. 

Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy 
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice". 
https ://sportal. uspto .gov/authenticate/ AuthenticateUserlocal EP F. htm I 

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http://www.uspto.gov/ebc. 

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 

•• -,========= ttij[U) 212-409=9:JJMit:H,,~ 72-42ffltRt4d~M:;786ffWt. 

/t,,ewdi( 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION 
NUMBER 

17/671,199 

182115 
Lacework, Inc. 

FILING or 
37l(c)DATE 

02/14/2022 

GRPART 

UNIT FIL FEE REC'D 

2240 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

LACEP073 20 3 
CONFIRMATION NO.1070 

CORRECTED FILING RECEIPT 

c/o Kennedy Lenart Spraggins LLP 
797 Sam Bass Road #2559 
ROUND ROCK, TX 78681 

1111111111111111111111 m~mll!~HHUH~ 11111111111111111111111 

Date Mailed: 03/22/2022 

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER, 
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are 
subject to collection. 

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes 
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or 
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt 
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another 
Filing Receipt incorporating the requested corrections provided that the request is grantable. 

lnventor(s) 

Applicant( s) 

ULFAR ERLINGSSON, PALO AL TO, CA; 
YIJOU CHEN, CUPERTINO, CA; 

LACEWORK, INC., San Jose, CA; 

Power of Attorney: The patent practitioners associated with Customer Number 182115 

Domestic Priority data as claimed by applicant 
This application is a CIP of 17/504,311 10/18/2021 
which is a CON of 16/665,961 10/28/2019 PAT 11153339 
which is a CON of 16/134,794 09/18/2018 PAT 10581891 
which claims benefit of 62/590,986 11/27/2017 
and claims benefit of 62/650,971 03/30/2018 
This application 17/671,199 
claims benefit of 63/243,013 09/10/2021 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 
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Permission to Access Search Results: Yes 

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 02/18/2022 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 17/671,199 
Projected Publication Date: To Be Determined - pending completion of Corrected Papers 

Non-Publication Request: No 

Early Publication Request: No 
Title 

LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Preliminary Class 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

First Named Inventor: 
Ulfar Erlingsson 

Serial No.: 17/671,199 

Filed: 02/14/2022 

Title: Leaming From Similar Cloud 
Deployments 

Mail Stop: Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

§ Group Art Unit: UNKNOWN 
§ 
§ Examiner: UNKNOWN 
§ 
§ Atty Docket No.: LACEP073 
§ 
§ CustomerNo.: 182115 
§ 
§ Confirmation No.: 1070 

LACEP073 

REQUEST FOR CORRECTION OF FILING RECEIPT DATED FEBRUARY 22, 2022 

This is a Request for correction of the Filing Receipt dated February 22, 2022, for the above­

referenced application. The Domestic Benefit/National Stage portion of the original Application 

Data Sheet (hereafter, "ADS"), filed with the application February 14, 2022, correctly included a 

priority claim to U.S. Patent Application No. 17/504,311 (hereafter, "the '311 application"). 

However, the '311 application claims the benefit of the following applications, which were 

inadvertently excluded from the original ADS: 

Which is a CON of 16/665,961 filed 10/28/2019 (U.S. Patent No. 11,153,339) 
Which is a CON of 16/134,794 filed 09/18/2018 (U.S. Patent No. 10,581,891) 
Which claims benefit of U.S. Provisional Application No. 62/590,986 filed 11/27/2017 
And claims benefit of U.S. Provisional Application No. 62/650,971 filed 03/30/2018 

The subject application also claims benefit of U.S. Provisional Application No. 62/243,013 filed 

09/10/2021, as presented in the originally filed ADS, and should remain as part of the priority 

claim. 

Applicants file along with this request a supplemental ADS showing markup, which corrects the 

original ADS's Domestic Benefit/National Stage section, and respectfully request a corrected 

Filing Receipt. 
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LACEP073 

The Commissioner is hereby authorized to charge or credit Deposit Account No. 50-3082 for any 

fees required or overpaid. 

Date: March 18 2022 By: /Edward J. Lenart/ 
Edward J. Lenart, Reg. No. 63,665 
Kennedy Lenart Spraggins LLP 
Telephone: (512) 472-9881 
Facsimile: (512) 472-9887 
ATTORNEY FOR APPLICANTS 
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PTO/AIA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Oilice; U.S. DEPARTMENT OF COMMERCE 

Under tile Paperwork Reduction Act of 1995, no persons are required to respond to a r,o!lection of information unless it contains a valid Ol\!1B control number. 

Corrected Attorney Docket Number LACEP073 

A~~lication Data Sheet 37 CFR 1. 76 Application Number 17/671 199 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

The application data sheet is p;irt of the provisional or nonprovisimrnl application for wt1ich it is being sutJmitted The following form contains tt1e 
bitJliogrnptlic data arranged in a format specified tJy the United States P;itent and Trademark Office as outlined in 37 CFR 1.76 
This document may tJe completed electronically and sutJmitted to the Office in electronic forrrnit using the Electronic Filing System (EFS) or tt1e 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2: 

D Portions or all of tile application associated with tllis Application Data Sheet may fall under a Secrecy Order pursuant to 
• 37 CFR 5.2 (Paper filers only. Applications tt1at fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 1 !RfMM-ifl 
Legal Name 

Prefix Given Name Middle Name Family Name 

ULFAR ERLINGSSON 

Residence Information (Select One) ® US Residency n Non US Residency 0 Active US Miiitary Service '-,I 

City PALO ALTO I State/Province I CA I Country of Residencd I us 

Mailing Address of Inventor: 

Address 1 6201 AMERICA CENTER DRIVE 

Address 2 SUITE 200 

City I SANJOSE I State/Province I CA 

Postal Code I 95002 I Countryi I us 

Inventor 2 ! Rfin~¼ffl 
Legal Name 

Prefix Given Name Middle Name Family Name 

YIJOU CHEN 

Residence Information (Select One) @ US Residency 0 Non US Residency 0 Active US Miiitary Service 

City CUPERTINO I State/Province I CA I Country of ResidencJ I us 

Mailing Address of Inventor: 

Address 1 6201 AMERICA CENTER DRIVE 

Address 2 SUITE 200 

City I SANJOSE I State/Province I CA 

Postal Code I 95002 I Countryi I us 
All Inventors Must Be Listed - Additional Inventor Information blocks may be ! generated wit!1in tt1is form by selecting the Add button. 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33{a). 

EFS V\/eb 2.2. i 3 

,<\~ij ti 
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PTO/AiA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Oilice; U.S. DEPARTMENT OF COMMERCE 
UnrJer the Paperwork Reduction Act of 1995. no persons are requireti lo respond to a coilection of information unless il contains a valid O1\11B control nurnt;er. 

Corrected Attorney Docket Number LACEP073 

Application Data Sheet 37 CFR 1. 76 Application Number 17/671 199 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

D An Address is being provided for the correspondence Information of this application. 

Customer Number 182115 

Email Address 

Application Information: 

Title of the Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Attorney Docket Number LACEP073 I Small Entity Status Claimed □ 
Application Type Nonprovlsional 

Subject Matter Utiiity 

Total Number of Drawing Sheets (if any) I 49 I Suggested Figure for Publication {if any) I 

Filing By Reference: 
Only complete this section when filing an appiication by reference under 35 U.S.C. 111 (c) and 37 GR 1.57(a). Do not complete this section if 
application papE,rs including a spE,cification and any drawin9s are being fiiE;(L Any domestic b,!nt!fit or for,!ign priority information must be 
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information" and "Foreign Priority Information"). 

For the purposes of a filing date under 37 cm 1.53(b), the description and any drawin9s of the present application are replaced by this 
refor,!net! to the pr.!viously fiiE;d application, subj,!ct to conditions and rE;quir,!rYH!nts of 37 CFR 1.57(a). 

Application number of the previously Filing date (YYYY-MM-DDJ Intellectual Property Authority or Country 
filed application 

Publication Information: 
D Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attact1ed application not be publist1ed under 

□ 35 U.S.C. 122(b) and certify U1at Hie invention disclosed in the attact1ed application has not and will not be the 
subject of an application filed in another country, or under a multilateral international agreement, that requires 
publication at ei~1hieen months after filing. 

Representative Information: 

Representative information shou!d be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 

1-

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer 
Number will be used for the Representative information during processing. 

Please Select One: @ Customer Number I 0 US Patent Practitioner I 0 Limited Recognition (37 CFR ·11.9) 

Custorner Nurnber 182115 
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PTO/AiA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Oilice; U.S. DEPARTMENT OF COMMERCE 
UnrJer the Paperwork Reduction Act of 1995. no persons are requireti lo respond to a coilection of information unless il contains a valid O1\11B control nurnt;er. 

Corrected Attorney Docket Number LACEP073 
A~~lication Data Sheet 37 CFR 1. 76 

Application Number 17/671.199 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to eitl1er claim benefit under 35 U.S.C. 1·19(e), ·120, 121, 365(c), or 386(c) or indicate 
National Stage entry from a PCT application. Providing benefit claim information in Hie Application Data St1eet constitutes 
tl1e specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78. 
Wtien referring to the current application, please leave tt1e "Application Number" field blank. 

Prior Application Status Pending !RfMM%1 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

Continuation In part of 17504311 2021-10-18 

Prior AQQlication Status Patented t BijffiM-~ J 
Application Prior Application Filing Date Issue Date 

Continuity Ty_Q.§. Patent Number 
Number Number (YYYY-MM-DD) (YYYY-MM-DD} 

17504311 Continuation of 16665961 2019-10-28 11153339 2021-10-19 

Prior AQQlication Status Patented f@ijmM-~J 
6_Q_plication Prior_Apolication Filing Date Issue Date 

Number 
Continuity TyQe 

Number (YYYY-MM-DD) 
Patent Number _(YYYY-MM-DD) 

16665961 Continuation of 16134794 2018-09-18 1058·1891 2020-03-03 

Prior AQQlication Status Expired rJtijffNMJ 
.t_@1g or 3 71 ( ~}__Q_~-~~ 

AQQlication Number Continuity TyQe Prior AQplication Number (YYYY-MM-DD) 

15·134794 Claims benefit of Qrovisionai 62590986 2017-'11-27 

Prior AQQlication Status ExQlred !RimM@I 
Filing or 371 (c) Date 

t\QQlication Number Continuity TyQ~ Prior AQQlication Nurnber (YYYY-MM-DD} 

15134794 Claims benefit of Qrovisionai 52650971 2018-03-30 

Prior Application Status !f¥1t@1%I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

Claims benefit of provisional 53243013 2021-09-10 

Additional Domestic Benefit/National Sta~1e Data may be ~ienerated witt1in tt1is form 
by selecting tl1e Add button. 

Foreign Priority Information: 
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PTO/AiA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Oilice; U.S. DEPARTMENT OF COMMERCE 
UnrJer the Paperwork Reduction Act of 1995. no persons are requireti lo respond to a coilection of information unless il contains a valid O1\11B control nurnt;er. 

Corrected Attorney Docket Number LACEP073 

A~~lication Data Sheet 37 CFR 1.76 Application Number 17/671 199 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application 

that is eligible for retrieval under the priority document exchange program (PDX)i the information wiii be used by the Office to 

automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the POX program, applicant bears the ultimate 

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 

property office, or a certified copy of the foreign priority application 1s filed, within the time period specified in 37 CFR 1.55(g)(1). 

!RiffiMWI 
Application Number Countryi Filin~1 Date (YYYY-MM-DD) Access Codei (if applicable) 

Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or tt1e benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March 

0 ·16, 2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 
16, 20·13, will be examined under the first inventor to file provisions of the AIA. 
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PTO/AiA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Oilice; U.S. DEPARTMENT OF COMMERCE 
UnrJer the Paperwork Reduction Act of 1995. no persons are requireti lo respond to a coilection of information unless il contains a valid O1\11B control nurnt;er. 

Corrected Attorney Docket Number LACEP073 

AQQlication Data Sheet 37 CFR 1. 76 Application Number 17/671,199 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sl1eet is properly signed and filed with the application, applicant has provided written 
authority to permit a pmticipating foreign intellectual property (IP) office access to tt1e instant application-as-filed (see 
paragrapl1 A in subsection 1 below) and the European Patent Office (EPO) access to any search results from tl1e instant 
application (see paragraph 8 in subsection 1 below). 

Should applicant choose not to provide an auU1orization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or 8 or both in subsection 2 below. 

~_Q_IE: This section of the Application Data Sl1eet is QMLY reviewed and processed witl1 the INITIAL filing of an 
application. After the initial filing of an application, an Application Data st1eet cannot be used to provide or rescind 
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange (PDX} - Unless box A in subsection 2 (opt-out of authorization) is cl1ecked, the 
undersigned t1ereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office 
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of 
Ct1ina (SIPO), the World Intellectual Property Organization (WIPO), and any ott1er foreign intellectual propeity office 
participating witl1 the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign 
application claiming priority to U1e instant patent application is filed, access to: (1) tt1e instant patent application-as-filed 
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the 
instant application and its related biblio~)rapt1ic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(t1) 
(1 ). 

B. Search Results from U.S. Application to EPO - Unless box 8 in subsection 2 (opt-out of authorization) is checked, 
the undersigned t1ereby grants the USPTO authority to provide U1e EPO access to the bibliograpt1ic data and searct1 
results from the instant patent application when a European patent application claiming priority to the instant patent 
application is filed. See 37 CFR 1.14(h)(2). 

The applicant is reminded that U1e EPO's Rule 141(1) EPC (European Patent Convention) requires applicants to submit a 
copy of search results from the instant application without delay in a European patent application that claims priority to 
tt1e instant application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. lftt1is box is checked, U1e USPTO will not be providing a participating foreign IP office with 

any documents and information identified in subsection 1A above. 

8. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant 

application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the 
application in accordance with 37 CFR 1. ·14_ 
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PTO/AiA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Oilice; U.S. DEPARTMENT OF COMMERCE 
UnrJer the Paperwork Reduction Act of 1995. no persons are requireti lo respond to a coilection of information unless il contains a valid O1\11B control nurnt;er. 

Corrected Attorney Docket Number LACEP073 

AQQlication Data Sheet 37 CFR 1. 76 Application Number 17/671 199 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR 
to have an assignment recorded by the Office. 

Applicant 1 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR '! .45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
143; or tile name and address of tile assignee, person to whom tile inventor is under an obligation to assign the invention, or person 
who otherwise :shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whorn the inventor is obligated to assign, or person who otherwise shows :sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

@ Assignee I Q Legal Representative under 35 U.S.C. 117 IQ Joint Inventor 

Q Person to whom the inventor is obligated to assign. lo Person who shows sufficient proprietary interest 
I 

If applicant is the legal representative, indicate the authority to file the patent application, tl1e inventor is: 

I 
Name of the Deceased or Legally Incapacitated Inventor: I 
lftt1e Applicant is an Organization ct1eck here. [8J 

Organization Name I LACEWORK, INC. 

Mailing Address information For Applicant: 

Address 1 6201 AMERiCA CENTER DRIVE 

Address 2 SUITE 200 

City SANJOSE State/Province CA 

Country I us Postal Code 95002 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button, 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 
37 of CFR to have an assignment recorded by the Office. 
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PTO/AiA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Oilice; U.S. DEPARTMENT OF COMMERCE 
UnrJer the Paperwork Reduction Act of 1995. no persons are requireti lo respond to a coilection of information unless il contains a valid 01\11B control nurnt;er. 

Corrected Attorney Docket Number LACEP073 

A~Qlication Data Sheet 37 CFR 1. 76 Application Number 17/671.199 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Assignee 1 

Complete this section if assignee information, including non-applicant assignee information, is desired to be inciuded on the patent 
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application 
publication as an applicant For an assignee-applicant, complete this section only if identification as an assignee is also desired on the 
patent application publication. 

If the Assignee or Non-Applicant Assignee is an Organization check here. □ 

Prefix Given Name Middle Name Family Name Suffix 

Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 

Address 2 

City I State/Province 

Countryi I Postal Code 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting the Add button. 

Signature: 
NOTE: Tt1is Application Data St1eet must be signed in accordance with 37 CFR 1.33(b). However, if this Application 
Data Sheet is submitted with the INITIAL filing of the application ~n~ either box A or B is HQl checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1.14(c). 

This Application Data Sheet must be signed by a patent practitioner if one or more of tt1e applicants is a juristic 
entity (e.g., corporation or association). If the applicant is two or more joint inventors, tl1is form must be signed by a 
patent practitioner, _;ill joint inventors wt10 are the applicant, or one or rnore joint inventor-applicants wt10 t1ave been given 
power of attorney (e.g., see USPTO Form PTO/AIA/8•i) on behalf of ~H joint inventor-applicants. 

See 37 CFR 1.4(d) for U1e manner of making signatures and certifications. 

2022-03-18 

Signature l~Elwa~EI d. be A a Fil /Edward J. Lenart/ Date (YYYY-MM-DD) ~Q~~ Q;?l ~ 4 

First Name Edward J. I Last Name I Lenart Registration Nurnber 63665 

Additional Signature may be generated wit!1in tt1is form by selecting the Add button. 
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PTO/AiA/14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Oilice; U.S. DEPARTMENT OF COMMERCE 
UnrJer the Paperwork Reduction Act of 1995. no persons are requireti lo respond to a coilection of information unless il contains a valid O1\11B control nurnt;er. 

Corrected Attorney Docket Number LACEP073 

AQQlication Data Sheet 37 CFR 1 "76 Application Number 17/671 199 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

This collection of information Is required by 37 CFR 1. 76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. ·122 and 37 CFR 1.14 This 
collection is estimated to take 23 minutes to complete, including ~iathering, preparing, and submitting the completed appiication data 
sheet form to tile USPTO. Time wili vary depending upon the individual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (PL 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent 
application or patent Accordin9ly. pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information 
is 35 USC 2(b)(2); (2) furnishing of the information soiicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the US. 
Patent and Trademark Of11ce may not be able to process andior examine your submission, which may result in termination of proceedin9s or abandonment of 
the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 LI.SL 552) and the Privacy 
Act (5 USC 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of 
Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presentin9 evidence to a court, ma9istrate, or administrative 
tribunal, including disclosures to opposin9 counsel in the course of settlement negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of Con9ress submittin9 a request involvin9 an individual, to whom 
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency havin9 need for the information in order to perform 
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 
552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use, 
to the international Bureau of the World intellectual Property Or9anization, pursuant to the Patent CooperationTreaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal a9ency for purposes of l,ational Security review (35 U.S.C. 181) 
and for review pursuant to the Atomic Ener~w Act (,12 USC 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee. during an 
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and 
pro9rams, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA re9ulations 9overning inspection of 
records for this purpose. and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S,C. 
122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, 
to the public if the record was filed in an appiication which became abandoned or in which the proceedin9s were terminated and which application is 
referer1eed by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes 
aware of a violation or potential violation of law or re9ulation. 
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Attorney Docket Number: LACEP073 

Receipt Date: 18-MAR-2022 

Filing Date: 14-FEB-2022 

Time Stamp: 14:09:29 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

77481 

1 Request for Corrected Filing Receipt 
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Information: 

929328 

2 Application Data Sheet 
2022-03-18_L0041 Bl CIP2_Corr 

no 9 
ectedADS.pdf 

1438d3fac35f8bd721 e 762fd2a 12fff9a6657 
64d 

Warnings: 

Information: 

This is not an USPTO supplied ADS fillable form 

Total Files Size (in bytes) 1006809 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 17/671,199 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A N/A 320 (37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A N/A 700 (37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A N/A 800 (37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 20 (37 CFR 1.16(i)) 
minus 20= OR X 100 = 0.00 

INDEPENDENT CLAIMS 3 minus 3 = X 480 = 0.00 (37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($155 for small entity) for each additional 420 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL TOTAL 2240 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR ~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "O" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

17/671,199 

182115 
Lacework, Inc. 
c/o Kennedy Lenart Spraggins LLP 
797 Sam Bass Road #2559 
ROUND ROCK, TX 78681 

02/14/2022 ULFAR ERLINGSSON LACEP073 
CONFIRMATION NO.1070 

FORMALITIES LETTER 

1111111111111111111111 ll]~!l]!~l!~IUI jllHHU] 11111111111111111111111 

Date Mailed: 02/22/2022 

NOTICE TO FILE CORRECTED APPLICATION PAPERS 

Filing Date Granted 

An application number and filing date have been accorded to this application. The application is informal since 
it does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS 
from the date of this Notice within which to correct the informalities indicated below. Extensions of time may be 
obtained by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

The required item(s) identified below must be timely submitted to avoid abandonment: 

• Replacement drawings in compliance with 37 CFR 1.84 and 37 CFR 1.121 (d) are required. The drawings 
submitted are not acceptable because: 

• More than one figure is present and one or more figure appears to be unnumbered or misnumbered in 
comparison to the brief description of the figures. See Figure(s) 7. The figures must be labeled "Fig." with 
a consecutive Arabic numeral (1, 2, etc.) or an Arabic numeral and capital letter in the English alphabet (A, 
B, etc.) and correspond with a brief description having the same figure number. See 37 CFR 1.84(u)(1 ). 
(1) To correct the figure numbering, replacement figures must be submitted. 
(2) To add a brief description of an unnumbered figure, or correct the reference in the specification to the 

figures, a proper substitute specification in compliance with 37 CFR 1.121 (b)(3) and 1.125, providing a 
brief description of each drawing figure presented, added or amended to correspond to the corrected 
numbering of the figures, must be submitted. See also 37 CFR 1.77(b)(9). 

• The drawings submitted to the Office are not electronically reproducible because portions of figures 2G are 
missing and/or blurry. 

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to 
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required 
application size fee. 
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Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing 
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more 
information and a suggested format, see Form PTO/SB/92 and MPEP 512. 

Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy 
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice". 
https ://sportal. uspto .gov/authenticate/ AuthenticateUserlocal EP F. htm I 

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http://www.uspto.gov/ebc. 

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

/bzewdie/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 

UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

17/671,199 02/14/2022 2240 LACEP073 20 3 

182115 
Lacework, Inc. 

CONFIRMATION NO.1070 
FILING RECEIPT 

c/o Kennedy Lenart Spraggins LLP 
797 Sam Bass Road #2559 
ROUND ROCK, TX 78681 

1111111111111111111111 m~mll!~m~l~IH~ 111111111111111 IIII IIII 

Date Mailed: 02/22/2022 

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER, 
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are 
subject to collection. 

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes 
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or 
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt 
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another 
Filing Receipt incorporating the requested corrections provided that the request is grantable. 

lnventor(s) 

Applicant( s) 

ULFAR ERLINGSSON, PALO AL TO, CA; 
YIJOU CHEN, CUPERTINO, CA; 

LACEWORK, INC., San Jose, CA; 

Power of Attorney: The patent practitioners associated with Customer Number 182115 

Domestic Priority data as claimed by applicant 
This application is a CIP of 17/504,311 10/18/2021 
and claims benefit of 63/243,013 09/10/2021 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 
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If Required, Foreign Filing License Granted: 02/18/2022 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 17/671,199 

Projected Publication Date: To Be Determined - pending completion of Corrected Papers 

Non-Publication Request: No 

Early Publication Request: No 
Title 

LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Preliminary Class 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 
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GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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\.. 

Doc Code: PA.. 
Document Description: Power of Attorney PTO/AIA/82A (07-13) 

Approved for use through 03/31/2021. 0MB 0651-0035 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE 
REGISTERED PRACTITIONERS 

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the 
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of 
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is 
directed, the Power of Attorney will not be recognized in the application. 

Application Number UNKNOWN 

Filing Date HEREWITH 

First Named Inventor ULFAR ERLINGSSON 

Title LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Art Unit UNKNOWN 

Examiner Name UNKNOWN 
Attorney Docket Number LACEP073 

SIGNATURE of Applicant or Patent Practitioner 

Signature /Edward J. Lenart/ Date (Optional) 2022-02-14 
Name Edward J. Lenart Registration 63665 

Number 

Title (if Applicant is a Patent Practitioner for Applicant 
juristic entity) 

Applicant Name (if Applicant is a juristic entity) Lacework, Inc. 
NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If 
more than one applicant, use multiple forms. 

D *Total of forms are submitted. 

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by 
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require 
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

ff you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. Netskope Ex. 1005 
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Doc Code: PA.. 
PTO/AIA/82B (07-13) 

Document Description: Power of Attorney Approved for use through 03/31/2021. 0MB 0651-0035 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number 

POWER OF ATTORNEY BY APPLICANT 

I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or 
the boxes below. 

I Appl;cat;on Number I Fmng Date 

I 
(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.) 

[Z] I hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and 
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in 
the attached transmittal letter (form PTO/AIA/82A) or identified above: I 
OR 182115 I 

□ I hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact 
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the 
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.) 

Please recognize or change the correspondence address for the application identified in the attached transmittal 
letter or the boxes above to: 

[Z] The address associated with the above-mentioned Customer Number 

OR 

□ The address associated with Customer Number: I 
I 

OR 

□ Firm or 
Individual Name 

Address 

City I State I I Zip I 
Country 

Telephone I Email I 
I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box): 

ILacework, Inc. 
□ Inventor or Joint Inventor (title not required below) 

□ Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below) 

0 Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's title if applicant is a juristic entity) 

□ Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the 
application or is concurrently being filed with this document) (provide signer's title if applicant is a juristic entity) 

SIGNATURE of Applicant for Patent 

The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity). 

Signature I lltir.Luul l~bVL / I Date (Optional) I 
Name Michael Moore 

Title Vice President, Privacy and Intellectual Property 

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements 
and certifications. If more than one applicant, use multiple forms. 

OTotal of forms are submitted. 
This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner 
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 

I 

l 
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Privacy Act Statement 

The Privacy Act of 197 4 (P .L. 93-579) requires that you be given certain information in 
connection with your submission of the attached form related to a patent application or patent. 
Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general 
authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the 
information solicited is voluntary; and (3) the principal purpose for which the information is used 
by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent 
and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the 
patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records 
from this system of records may be disclosed to the Department of Justice to determine 
whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including 
disclosures to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, 
when the individual has requested assistance from the Member with respect to the 
subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of 
the Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 197 4, 
as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty 
in this system of records may be disclosed, as a routine use, to the International Bureau 
of the World Intellectual Property Organization, pursuant to the Patent Cooperation 
Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant 
to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the 
Administrator, General Services, or his/her designee, during an inspection of records 
conducted by GSA as part of that agency's responsibility to recommend improvements in 
records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) 
directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public 
after either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a 
patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the 
limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an 
application which became abandoned or in which the proceedings were terminated and 
which application is referenced by either a published application, an application open to 
public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, 
State, or local law enforcement agency, if the USPTO becomes aware of a violation or 
potential violation of law or regulation. 

Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00593



LACEP073 

LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] This is a continuation in-part application for patent entitled to a filing date and claiming 

the benefit of earlier-filed U.S. Patent Application No. 17/504,311, filed October 18, 2021, herein 

incorporated by reference in its entirety, and claims priority from U.S. Provisional Patent 

Application No. 63/243,013, filed September 10, 2021. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0002] The accompanying drawings illustrate various embodiments and are a part of the 

specification. The illustrated embodiments are merely examples and do not limit the scope of the 

disclosure. Throughout the drawings, identical or similar reference numbers designate identical 

or similar elements. 

[0003] Fig. IA shows an illustrative configuration in which a data platform is configured to 

perform various operations with respect to a cloud environment that includes a plurality of 

compute assets. 

[0004] Fig. IB shows an illustrative implementation of the configuration of Fig. IA 

[0005] Fig. IC illustrates an example computing device. 

[0006] Fig. ID illustrates an example of an environment in which activities that occur within 

datacenters are modeled. 

[0007] Fig. 2A illustrates an example of a process, used by an agent, to collect and report 

information about a client. 

[0008] Fig. 2B illustrates a 5-tuple of data collected by an agent, physically and logically. 

[0009] Fig. 2C illustrates a portion of a polygraph. 

[0010] Fig. 2D illustrates a portion of a polygraph. 

[0011] Fig. 2E illustrates an example of a communication polygraph. 

[0012] Fig. 2F illustrates an example of a polygraph. 

[0013] Fig. 2G illustrates an example of a polygraph as rendered in an interface. 

[0014] Fig. 2H illustrates an example of a portion of a polygraph as rendered in an interface. 

[0015] Fig. 21 illustrates an example of a portion of a polygraph as rendered in an interface. 

[0016] Fig. 2J illustrates an example of a portion of a polygraph as rendered in an interface. 

[0017] Fig. 2K illustrates an example of a portion of a polygraph as rendered in an interface. 

[0018] Fig. 2L illustrates an example of an insider behavior graph as rendered in an interface. 

[0019] Fig. 2M illustrates an example of a privilege change graph as rendered in an interface. 
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[0020] Fig. 2N illustrates an example of a user login graph as rendered in an interface. 

[0021] Fig. 20 illustrates an example of a machine server graph as rendered in an interface. 

[0022] Fig. 3A illustrates an example of a process for detecting anomalies in a network 

environment. 

[0023] Fig. 3B depicts a set of example processes communicating with other processes. 

[0024] Fig. 3C depicts a set of example processes communicating with other processes. 

[0025] Fig. 3D depicts a set of example processes communicating with other processes. 

[0026] Fig. 3E depicts two pairs of clusters. 

[0027] Fig. 3F is a representation of a user logging into a first machine, then into a second 

machine from the first machine, and then making an external connection. 

[0028] Fig. 3G is an alternate representation of actions occurring in Fig. 3F. 

[0029] Fig. 3H illustrates an example of a process for performing extended user tracking. 

[0030] Fig. 31 is a representation of a user logging into a first machine, then into a second 

machine from the first machine, and then making an external connection. 

[0031] Fig. 3J illustrates an example of a process for performing extended user tracking. 

[0032] Fig. 3K illustrates example records. 

[0033] Fig. 3L illustrates example output from performing an ssh connection match. 

[0034] Fig. 3M illustrates example records. 

[0035] Fig. 3N illustrates example records. 

[0036] Fig. 30 illustrates example records. 

[0037] Fig. 3P illustrates example records. 

[0038] Fig. 3Q illustrates an adjacency relationship between two login sessions. 

[0039] Fig. 3R illustrates example records. 

[0040] Fig. 3S illustrates an example of a process for detecting anomalies. 

[0041] Fig. 4A illustrates a representation of an embodiment of an insider behavior graph. 

[0042] Fig. 4B illustrates an embodiment of a portion of an insider behavior graph. 

[0043] Fig. 4C illustrates an embodiment of a portion of an insider behavior graph. 

[0044] Fig. 4D illustrates an embodiment of a portion of an insider behavior graph. 

[0045] Fig. 4E illustrates a representation of an embodiment of a user login graph. 

[0046] Fig. 4F illustrates an example of a privilege change graph. 

[0047] Fig. 4G illustrates an example of a privilege change graph. 

[0048] Fig. 4H illustrates an example of a user interacting with a portion of an interface. 

[0049] Fig. 41 illustrates an example of a dossier for an event. 

[0050] Fig. 4J illustrates an example of a dossier for a domain. 
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[0051] Fig. 4K depicts an example of an Entity Join graph by FilterKey and FilterKey Group 

(implicit join). 

[0052] Fig. 4L illustrates an example process for dynamically generating and executing a query. 

[0053] Fig. 5 sets forth a flowchart illustrating an example method of improving developer 

efficiency and application quality in accordance with some embodiments. 

[0054] Fig. 6 sets forth a flowchart illustrating an additional example method of improving 

developer efficiency and application quality in accordance with some embodiments. 

[0055] Fig. 7 sets forth a flowchart illustrating an additional example method of improving 

developer efficiency and application quality in accordance with some embodiments. 

[0056] Fig. 8 sets forth a flowchart illustrating an additional example method of improving 

developer efficiency and application quality in accordance with some embodiments. 

[0057] Fig. 9 sets forth a flowchart illustrating an example method ofleaming from similar cloud 

deployments in accordance with some embodiments of the present disclosure. 

[0058] Fig. 10 sets forth a flowchart illustrating an additional example method ofleaming from 

similar cloud deployments in accordance with some embodiments of the present disclosure. 

[0059] Fig. 11 sets forth a flowchart illustrating an additional example method of learning from 

similar cloud deployments in accordance with some embodiments of the present disclosure. 

DETAILED DESCRIPTION 

[0060] Various illustrative embodiments are described herein with reference to the 

accompanying drawings. It will, however, be evident that various modifications and changes may 

be made thereto, and additional embodiments may be implemented, without departing from the 

scope of the invention as set forth in the claims. For example, certain features of one embodiment 

described herein may be combined with or substituted for features of another embodiment 

described herein. The description and drawings are accordingly to be regarded in an illustrative 

rather than a restrictive sense. 

[0061] Fig. IA shows an illustrative configuration 10 in which a data platform 12 is configured 

to perform various operations with respect to a cloud environment 14 that includes a plurality of 

compute assets 16-1 through 16-N (collectively "compute assets 16). For example, data platform 

12 may include data ingestion resources 18 configured to ingest data from cloud environment 14 

into data platform 12, data processing resources 20 configured to perform data processing 

operations with respect to the data, user interface resources 22 configured to provide one or more 

external users and/or compute resources (e.g., computing device 24) with access to an output of 

data processing resources 20. Each of these resources are described in detail herein. 

3 Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00596



LACEP073 

[0062] Cloud environment 14 may include any suitable network-based computing environment 

as may serve a particular application. For example, cloud environment 14 may be implemented 

by one or more compute resources provided and/or otherwise managed by one or more cloud 

service providers, such as Amazon Web Services (AWS), Google Cloud Platform (GCP), 

Microsoft Azure, and/or any other cloud service provider configured to provide public and/or 

private access to network-based compute resources. 

[0063] Compute assets 16 may include, but are not limited to, containers ( e.g., container images, 

deployed and executing container instances, etc.), virtual machines, workloads, applications, 

processes, physical machines, compute nodes, clusters of compute nodes, software runtime 

environments (e.g., container runtime environments), and/or any other virtual and/or physical 

compute resource that may reside in and/or be executed by one or more computer resources in 

cloud environment 14. In some examples, one or more compute assets 16 may reside in one or 

more datacenters. 

[0064] A compute asset 16 may be associated with (e.g., owned, deployed, or managed by) a 

particular entity, such as a customer or client of cloud environment 14 and/or data platform 12. 

Accordingly, for purposes of the discussion herein, cloud environment 14 may be used by one or 

more entities. 

[0065] Data platform 12 may be configured to perform one or more data security monitoring 

and/or remediation services, compliance monitoring services, anomaly detection services, 

DevOps services, compute asset management services, and/or any other type of data analytics 

service as may serve a particular implementation. Data platform 12 may be managed or 

otherwise associated with any suitable data platform provider, such as a provider of any of the 

data analytics services described herein. The various resources included in data platform 12 may 

reside in the cloud and/or be located on-premises and be implemented by any suitable 

combination of physical and/or virtual compute resources, such as one or more computing 

devices, microservices, applications, etc. 

[0066] Data ingestion resources 18 may be configured to ingest data from cloud environment 14 

into data platform 12. This may be performed in various ways, some of which are described in 

detail herein. For example, as illustrated by arrow 26, data ingestion resources 18 may be 

configured to receive the data from one or more agents deployed within cloud environment 14, 

utilize an event streaming platform ( e.g., Kafka) to obtain the data, and/or pull data ( e.g., 

configuration data) from cloud environment 14. In some examples, data ingestion resources 18 

may obtain the data using one or more agentless configurations. 

[0067] The data ingested by data ingestion resources 18 from cloud environment 14 may include 

any type of data as may serve a particular implementation. For example, the data may include 
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data representative of configuration information associated with compute assets 16, information 

about one or more processes running on compute assets 16, network activity information, 

information about events ( creation events, modification events, communication events, user­

initiated events, etc.) that occur with respect to compute assets 16, etc. In some examples, the 

data may or may not include actual customer data processed or otherwise generated by compute 

assets 16. 

[0068] As illustrated by arrow 28, data ingestion resources 18 may be configured to load the data 

ingested from cloud environment 14 into a data store 30. Data store 30 is illustrated in Fig. IA as 

being separate from and communicatively coupled to data platform 12. However, in some 

alternative embodiments, data store 30 is included within data platform 12. 

[0069] Data store 30 may be implemented by any suitable data warehouse, data lake, data mart, 

and/or other type of database structure as may serve a particular implementation. Such data stores 

may be proprietary or may be embodied as vendor provided products or services such as, for 

example, Snowflake, Google BigQuery, Druid, Amazon Redshift, IBM Db2, Dremio, Databricks 

Lakehouse Platform, Cloudera, Azure Synapse Analytics, and others. 

[0070] Although the examples described herein largely relate to embodiments where data is 

collected from agents and ultimately stored in a data store such as those provided by Snowflake, 

in other embodiments data that is collected from agents and other sources may be stored in 

different ways. For example, data that is collected from agents and other sources may be stored in 

a data warehouse, data lake, data mart, and/or any other data store. 

[0071] A data warehouse may be embodied as an analytic database ( e.g., a relational database) 

that is created from two or more data sources. Such a data warehouse may be leveraged to store 

historical data, often on the scale of petabytes. Data warehouses may have compute and memory 

resources for running complicated queries and generating reports. Data warehouses may be the 

data sources for business intelligence ('BI') systems, machine learning applications, and/or other 

applications. By leveraging a data warehouse, data that has been copied into the data warehouse 

may be indexed for good analytic query performance, without affecting the write performance of 

a database (e.g., an Online Transaction Processing ('OLTP') database). Data warehouses also 

enable the joining data from multiple sources for analysis. For example, a sales OLTP application 

probably has no need to know about the weather at various sales locations, but sales predictions 

could take advantage of that data. By adding historical weather data to a data warehouse, it would 

be possible to factor it into models of historical sales data. 

[0072] Data lakes, which store files of data in their native format, may be considered as "schema 

on read" resources. As such, any application that reads data from the lake may impose its own 

types and relationships on the data. Data warehouses, on the other hand, are "schema on write," 
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meaning that data types, indexes, and relationships are imposed on the data as it is stored in an 

enterprise data warehouse (EDW). "Schema on read" resources may be beneficial for data that 

may be used in several contexts and poses little risk oflosing data. "Schema on write" resources 

may be beneficial for data that has a specific purpose, and good for data that must relate properly 

to data from other sources. Such data stores may include data that is encrypted using 

homomorphic encryption, data encrypted using privacy-preserving encryption, smart contracts, 

non-fungible tokens, decentralized finance, and other techniques. 

[0073] Data marts may contain data oriented towards a specific business line whereas data 

warehouses contain enterprise-wide data. Data marts may be dependent on a data warehouse, 

independent of the data warehouse (e.g., drawn from an operational database or external source), 

or a hybrid of the two. In embodiments described herein, different types of data stores (including 

combinations thereof) may be leveraged. 

[0074] Data processing resources 20 may be configured to perform various data processing 

operations with respect to data ingested by data ingestion resources 18, including data ingested 

and stored in data store 30. For example, data processing resources 20 may be configured to 

perform one or more data security monitoring and/or remediation operations, compliance 

monitoring operations, anomaly detection operations, DevOps operations, compute asset 

management operations, and/or any other type of data analytics operation as may serve a 

particular implementation. Various examples of operations performed by data processing 

resources 20 are described herein. 

[0075] As illustrated by arrow 32, data processing resources 20 may be configured to access data 

in data store 30 to perform the various operations described herein. In some examples, this may 

include performing one or more queries with respect to the data stored in data store 30. Such 

queries may be generated using any suitable query language. 

[0076] In some examples, the queries provided by data processing resources 20 may be 

configured to direct data store 30 to perform one or more data analytics operations with respect to 

the data stored within data store 30. These data analytics operations may be with respect to data 

specific to a particular entity (e.g., data residing in one or more silos within data store 30 that are 

associated with a particular customer) and/or data associated with multiple entities. For example, 

data processing resources 20 may be configured to analyze data associated with a first entity and 

use the results of the analysis to perform one or more operations with respect to a second entity. 

[0077] One or more operations performed by data processing resources 20 may be performed 

periodically according to a predetermined schedule. For example, one or more operations may be 

performed by processing resources 20 every hour or any other suitable time interval. Additionally 

or alternatively, one or more operations performed by data processing resources 20 may be 
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performed in substantially real-time (or near real-time) as data is ingested into data platform 12. 

In this manner, the results of such operations (e.g., one or more detected anomalies in the data) 

may be provided to one or more external entities (e.g., computing device 24 and/or one or more 

users) in substantially real-time and/or in near real-time. 

[0078] User interface resources 22 may be configured to perform one or more user interface 

operations, examples of which are described herein. For example, user interface resources 22 

may be configured to present one or more results of the data processing performed by data 

processing resources 20 to one or more external entities ( e.g., computing device 24 and/or one or 

more users), as illustrated by arrow 34. As illustrated by arrow 36, user interface resources 22 

may access data in data store 30 to perform the one or more user interface operations 

[0079] Fig. IB illustrates an implementation of configuration 10 in which an agent 38 (e.g., agent 

38-1 through agent 38-N) is installed on each of compute assets 16. As used herein, an agent may 

include a self-contained binary and/or other type of code or application that can be run on any 

appropriate platforms, including within containers and/or other virtual compute assets. Agents 38 

may monitor the nodes on which they execute for a variety of different activities, including but 

not limited to, connection, process, user, machine, and file activities. In some examples, agents 

38 can be executed in user space, and can use a variety of kernel modules (e.g., auditd, iptables, 

netfilter, pcap, etc.) to collect data. Agents can be implemented in any appropriate programming 

language, such as C or Golang, using applicable kernel APis. 

[0080] Agents 38 may be deployed in any suitable manner. For example, an agent 38 may be 

deployed as a containerized application or as part of a containerized application. As described 

herein, agents 38 may selectively report information to data platform 12 in varying amounts of 

detail and/or with variable frequency. 

[0081] Also shown in Fig. lB is a load balancer 40 configured to perform one or more load 

balancing operations with respect to data ingestion operations performed by data ingestion 

resources 18 and/or user interface operations performed by user interface resources 22. Load 

balancer 40 is shown to be included in data platform 12. However, load balancer 40 may 

alternatively be located external to data platform 12. Load balancer 40 may be implemented by 

any suitable microservice, application, and/or other computing resources. In some alternative 

examples, data platform 12 may not utilize a load balancer such as load balancer 40. 

[0082] Also shown in Fig. lB is long term storage 42 with which data ingestion resources may 

interface, as illustrated by arrow 44. Long term storage 42 may be implemented by any suitable 

type of storage resources, such as cloud-based storage (e.g., AWS S3, etc.) and/or on-premises 

storage and may be used by data ingestion resources 18 as part of the data ingestion process. 
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Examples of this are described herein. In some examples, data platform 12 may not utilize long 

term storage 42. 

[0083] The embodiments described herein can be implemented in numerous ways, including as a 

process; an apparatus; a system; a composition of matter; a computer program product embodied 

on a computer readable storage medium; and/or a processor, such as a processor configured to 

execute instructions stored on and/or provided by a memory coupled to the processor. In this 

specification, these implementations, or any other form that the invention may take, may be 

referred to as techniques. In general, the order of the steps of disclosed processes may be altered 

within the scope of the principles described herein. Unless stated otherwise, a component such as 

a processor or a memory described as being configured to perform a task may be implemented as 

a general component that is temporarily configured to perform the task at a given time or a 

specific component that is manufactured to perform the task. As used herein, the term 'processor' 

refers to one or more devices, circuits, and/or processing cores configured to process data, such 

as computer program instructions. 

[0084] In some examples, a non-transitory computer-readable medium storing computer-readable 

instructions may be provided in accordance with the principles described herein. The 

instructions, when executed by a processor of a computing device, may direct the processor 

and/or computing device to perform one or more operations, including one or more of the 

operations described herein. Such instructions may be stored and/or transmitted using any of a 

variety of known computer-readable media. 

[0085] A non-transitory computer-readable medium as referred to herein may include any non­

transitory storage medium that participates in providing data (e.g., instructions) that may be read 

and/or executed by a computing device (e.g., by a processor of a computing device). For 

example, a non-transitory computer-readable medium may include, but is not limited to, any 

combination of non-volatile storage media and/or volatile storage media. Exemplary non-volatile 

storage media include, but are not limited to, read-only memory, flash memory, a solid-state 

drive, a magnetic storage device (e.g. a hard disk, a floppy disk, magnetic tape, etc.), ferroelectric 

random-access memory ("RAM"), and an optical disc ( e.g., a compact disc, a digital video disc, a 

Blu-ray disc, etc.). Exemplary volatile storage media include, but are not limited to, RAM (e.g., 

dynamic RAM). 

[0086] Fig. IC illustrates an example computing device 50 that may be specifically configured to 

perform one or more of the processes described herein. Any of the systems, microservices, 

computing devices, and/or other components described herein may be implemented by 

computing device 50. 
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[0087] As shown in Fig. IC, computing device 50 may include a communication interface 52, a 

processor 54, a storage device 56, and an input/output ("I/O") module 58 communicatively 

connected one to another via a communication infrastructure 60. While an exemplary computing 

device 50 is shown in Fig. IC, the components illustrated in Fig. IC are not intended to be 

limiting. Additional or alternative components may be used in other embodiments. Components 

of computing device 50 shown in Fig. IC will now be described in additional detail. 

[0088] Communication interface 52 may be configured to communicate with one or more 

computing devices. Examples of communication interface 52 include, without limitation, a wired 

network interface (such as a network interface card), a wireless network interface (such as a 

wireless network interface card), a modem, an audio/video connection, and any other suitable 

interface. 

[0089] Processor 54 generally represents any type or form of processing unit capable of 

processing data and/or interpreting, executing, and/or directing execution of one or more of the 

instructions, processes, and/or operations described herein. Processor 54 may perform operations 

by executing computer-executable instructions 62 (e.g., an application, software, code, and/or 

other executable data instance) stored in storage device 56. 

[0090] Storage device 56 may include one or more data storage media, devices, or configurations 

and may employ any type, form, and combination of data storage media and/or device. For 

example, storage device 56 may include, but is not limited to, any combination of the non­

volatile media and/or volatile media described herein. Electronic data, including data described 

herein, may be temporarily and/or permanently stored in storage device 56. For example, data 

representative of computer-executable instructions 62 configured to direct processor 54 to 

perform any of the operations described herein may be stored within storage device 56. In some 

examples, data may be arranged in one or more databases residing within storage device 56. 

[0091] I/O module 58 may include one or more I/O modules configured to receive user input and 

provide user output. I/O module 58 may include any hardware, firmware, software, or 

combination thereof supportive of input and output capabilities. For example, I/O module 58 may 

include hardware and/or software for capturing user input, including, but not limited to, a 

keyboard or keypad, a touchscreen component (e.g., touchscreen display), a receiver (e.g., an RF 

or infrared receiver), motion sensors, and/or one or more input buttons. 

[0092] I/O module 58 may include one or more devices for presenting output to a user, including, 

but not limited to, a graphics engine, a display (e.g., a display screen), one or more output drivers 

(e.g., display drivers), one or more audio speakers, and one or more audio drivers. In certain 

embodiments, I/O module 58 is configured to provide graphical data to a display for presentation 
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to a user. The graphical data may be representative of one or more graphical user interfaces 

and/or any other graphical content as may serve a particular implementation. 

[0093] Fig. ID illustrates an example implementation 100 of configuration 10. As such, one 

more components shown in Fig. ID may implement one or more components shown in Fig. IA 

and/or Fig. lB. In particular, implementation 100 illustrates an environment in which activities 

that occur within datacenters are modeled using data platform 12. Using techniques described 

herein, a baseline of datacenter activity can be modeled, and deviations from that baseline can be 

identified as anomalous. Anomaly detection can be beneficial in a security context, a compliance 

context, an asset management context, a DevOps context, and/or any other data analytics context 

as may serve a particular implementation. 

[0094] Two example datacenters (104 and 106) are shown in Fig. ID, and are associated with 

(e.g., belong to) entities named entity A and entity B, respectively. A datacenter may include 

dedicated equipment (e.g., owned and operated by entity A, or owned/leased by entity A and 

operated exclusively on entity A's behalf by a third party). A datacenter can also include cloud­

based resources, such as infrastructure as a service (IaaS), platform as a service (PaaS), and/or 

software as a service (SaaS) elements. The techniques described herein can be used in 

conjunction with multiple types of datacenters, including ones wholly using dedicated 

equipment, ones that are entirely cloud-based, and ones that use a mixture of both dedicated 

equipment and cloud-based resources. 

[0095] Both datacenter 104 and datacenter 106 include a plurality of nodes, depicted collectively 

as set of nodes 108 and set of nodes 110, respectively, in Fig. ID. These nodes may implement 

compute assets 16. Installed on each of the nodes are in-server/ in-virtual machine (VM) / 

embedded in IoT device agents (e.g., agent 112), which are configured to collect data and report 

it to data platform 12 for analysis. As described herein, agents may be small, self-contained 

binaries that can be run on any appropriate platforms, including virtualized ones (and, as 

applicable, within containers). Agents may monitor the nodes on which they execute for a variety 

of different activities, including: connection, process, user, machine, and file activities. Agents 

can be executed in user space, and can use a variety of kernel modules (e.g., auditd, iptables, 

netfilter, pcap, etc.) to collect data. Agents can be implemented in any appropriate programming 

language, such as C or Golang, using applicable kernel APis. 

[0096] As described herein, agents can selectively report information to data platform 12 in 

varying amounts of detail and/or with variable frequency. As is also described herein, the data 

collected by agents may be used by data platform 12 to create polygraphs, which are graphs of 

logical entities, connected by behaviors. In some embodiments, agents report information directly 

to data platform 12. In other embodiments, at least some agents provide information to a data 
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aggregator, such as data aggregator 114, which in turn provides information to data platform 12. 

The functionality of a data aggregator can be implemented as a separate binary or other 

application (distinct from an agent binary), and can also be implemented by having an agent 

execute in an "aggregator mode" in which the designated aggregator node acts as a Layer 7 proxy 

for other agents that do not have access to data platform 12. Further, a chain of multiple 

aggregators can be used, if applicable (e.g., with agent 112 providing data to data aggregator 114, 

which in turn provides data to another aggregator (not pictured) which provides data to data 

platform 12). An example way to implement an aggregator is through a program written in an 

appropriate language, such as C or Golang. 

[0097] Use of an aggregator can be beneficial in sensitive environments ( e.g., involving financial 

or medical transactions) where various nodes are subject to regulatory or other architectural 

requirements ( e.g., prohibiting a given node from communicating with systems outside of 

datacenter 104). Use of an aggregator can also help to minimize security exposure more 

generally. As one example, by limiting communications with data platform 12 to data aggregator 

114, individual nodes in nodes 108 need not make external network connections (e.g., via 

Internet 124), which can potentially expose them to compromise ( e.g., by other external devices, 

such as device 118, operated by a criminal). Similarly, data platform 12 can provide updates, 

configuration information, etc., to data aggregator 114 (which in turn distributes them to nodes 

108), rather than requiring nodes 108 to allow incoming connections from data platform 12 

directly. 

[0098] Another benefit of an aggregator model is that network congestion can be reduced ( e.g., 

with a single connection being made at any given time between data aggregator 114 and data 

platform 12, rather than potentially many different connections being open between various of 

nodes 108 and data platform 12). Similarly, network consumption can also be reduced (e.g., with 

the aggregator applying compression techniques/bundling data received from multiple agents). 

[0099] One example way that an agent (e.g., agent 112, installed on node 116) can provide 

information to data aggregator 114 is via a REST API, formatted using data serialization 

protocols such as Apache Avro. One example type of information sent by agent 112 to data 

aggregator 114 is status information. Status information may be sent by an agent periodically 

(e.g., once an hour or once any other predetermined amount of time). Alternatively, status 

information may be sent continuously or in response to occurrence of one or more events. The 

status information may include, but is not limited to, a. an amount of event backlog (in bytes) that 

has not yet been transmitted, b. configuration information, c. any data loss period for which data 

was dropped, d. a cumulative count of errors encountered since the agent started, e. version 
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information for the agent binary, and/or f. cumulative statistics on data collection (e.g., number 

of network packets processed, new processes seen, etc.). 

[00100] A second example type of information that may be sent by agent 112 to data aggregator 

114 is event data (described in more detail herein), which may include a UTC timestamp for each 

event. As applicable, the agent can control the amount of data that it sends to the data aggregator 

in each call (e.g., a maximum of 10MB) by adjusting the amount of data sent to manage the 

conflicting goals of transmitting data as soon as possible, and maximizing throughput. Data can 

also be compressed or uncompressed by the agent (as applicable) prior to sending the data. 

[00101] Each data aggregator may run within a particular customer environment. A data 

aggregator (e.g., data aggregator 114) may facilitate data routing from many different agents 

( e.g., agents executing on nodes 108) to data platform 12. In various embodiments, data 

aggregator 114 may implement a SOCKS 5 caching proxy through which agents can connect to 

data platform 12. As applicable, data aggregator 114 can encrypt ( or otherwise obfuscate) 

sensitive information prior to transmitting it to data platform 12, and can also distribute key 

material to agents which can encrypt the information (as applicable). Data aggregator 114 may 

include a local storage, to which agents can upload data (e.g., pcap packets). The storage may 

have a key-value interface. The local storage can also be omitted, and agents configured to 

upload data to a cloud storage or other storage area, as applicable. Data aggregator 114 can, in 

some embodiments, also cache locally and distribute software upgrades, patches, or configuration 

information (e.g., as received from data platform 12). 

[00102] Various examples associated with agent data collection and reporting will now be 

described. 

[00103] In the following example, suppose that a user (e.g., a network administrator) at entity A 

(hereinafter "user A") has decided to begin using the services of data platform 12. In some 

embodiments, user A may access a web frontend (e.g., web app 120) using a computer 126 and 

enrolls (on behalf of entity A) an account with data platform 12. After enrollment is complete, 

user A may be presented with a set of installers, pre-built and customized for the environment of 

entity A, that user A can download from data platform 12 and deploy on nodes 108. Examples of 

such installers include, but are not limited to, a Windows executable file, an iOS app, a Linux 

package (e.g., .deb or .rpm), a binary, or a container (e.g., a Docker container). When a user (e.g., 

a network administrator) at entity B (hereinafter "user B") also signs up for the services of data 

platform 12, user B may be similarly presented with a set of installers that are pre-built and 

customized for the environment of entity B. 

[00104] User A deploys an appropriate installer on each of nodes 108 (e.g., with a Windows 

executable file deployed on a Windows-based platform or a Linux package deployed on a Linux 
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platform, as applicable). As applicable, the agent can be deployed in a container. Agent 

deployment can also be performed using one or more appropriate automation tools, such as Chef, 

Puppet, Salt, and Ansible. Deployment can also be performed using managed/hosted container 

management/orchestration frameworks such as Kubernetes, Mesos, and/or Docker Swarm. 

[00105] In various embodiments, the agent may be installed in the user space (i.e., is not a kernel 

module), and the same binary is executed on each node of the same type (e.g., all Windows­

based platforms have the same Windows-based binary installed on them). An illustrative function 

of an agent, such as agent 112, is to collect data (e.g., associated with node 116) and report it 

(e.g., to data aggregator 114). Other tasks that can be performed by agents include data 

configuration and upgrading. 

[00106] One approach to collecting data as described herein is to collect virtually all information 

available about a node (and, e.g., the processes running on it). Alternatively, the agent may 

monitor for network connections, and then begin collecting information about processes 

associated with the network connections, using the presence of a network packet associated with 

a process as a trigger for collecting additional information about the process. As an example, if a 

user of node 116 executes an application, such as a calculator application, which does not 

typically interact with the network, no information about use of that application may be collected 

by agent 112 and/ or sent to data aggregator 114. If, however, the user of node 116 executes an 

ssh command (e.g., to ssh from node 116 to node 122), agent 112 may collect information about 

the process and provide associated information to data aggregator 114. In various embodiments, 

the agent may always collect/report information about certain events, such as privilege 

escalation, irrespective of whether the event is associated with network activity. 

[00107] An approach to collecting information (e.g., by an agent) is as follows, and described in 

conjunction with process 200 depicted in Fig. 2A. An agent ( e.g., agent 112) monitors its node 

(e.g., node 116) for network activity. One example way that agent 112 can monitor node 116 for 

network activity is by using a network packet capture tool (e.g., listening using libpcap). As 

packets are received (201 ), the agent obtains and maintains ( e.g., in an in-memory cache) 

connection information associated with the network activity (202). Examples of such information 

include DNS query/response, TCP, UDP, and IP information. 

[00108] The agent may also determine a process associated with the network connection (203). 

One example approach is for the agent to use a kernel network diagnostic API ( e.g., netlink _ diag) 

to obtain inode/process information from the kernel. Another example approach is for the agent 

to scan using netstat (e.g., on /proc/net/tcp, /proc/net/tcp6, /proc/net/udp, and /proc/net/udp6) to 

obtain sockets and relate them to processes. Information such as socket state (e.g., whether a 

socket is connected, listening, etc.) can also be collected by the agent. 
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[00109] One way an agent can obtain a mapping between a given inode and a process identifier 

is to scan within the /proc/pid directory. For each of the processes currently running, the agent 

examines each of their file descriptors. If a file descriptor is a match for the inode, the agent can 

determine that the process associated with the file descriptor owns the inode. Once a mapping is 

determined between an inode and a process identifier, the mapping is cached. As additional 

packets are received for the connection, the cached process information is used (rather than a new 

search being performed). 

[00110] In some cases, exhaustively scanning for an inode match across every file descriptor 

may not be feasible (e.g., due to CPU limitations). In various embodiments, searching through 

file descriptors is accordingly optimized. User filtering is one example of such an optimization. A 

given socket is owned by a user. Any processes associated with the socket will be owned by the 

same user as the socket. When matching an inode (identified as relating to a given socket) against 

processes, the agent can filter through the processes and only examine the file descriptors of 

processes sharing the same user owner as the socket. In various embodiments, processes owned 

by root are always searched against (e.g., even when user filtering is employed). 

[00111] Another example of an optimization is to prioritize searching the file descriptors of 

certain processes over others. One such prioritization is to search through the subdirectories of 

/proc/ starting with the youngest process. One approximation of such a sort order is to search 

through /proc/ in reverse order ( e.g., examining highest numbered processes first). Higher 

numbered processes are more likely to be newer (i.e., not long-standing processes), and thus 

more likely to be associated with new connections (i.e., ones for which inode-process mappings 

are not already cached). In some cases, the most recently created process may not have the 

highest process identifier (e.g., due to the kernel wrapping through process identifiers). 

[00112] Another example prioritization is to query the kernel for an identification of the most 

recently created process and to search in a backward order through the directories in /proc/ ( e.g., 

starting at the most recently created process and working backwards, then wrapping to the 

highest value (e.g., 32768) and continuing to work backward from there). An alternate approach 

is for the agent to keep track of the newest process that it has reported information on (e.g., to 

data aggregator 114), and begin its search of /proc/ in a forward order starting from the PID of 

that process. 

[00113] Another example prioritization is to maintain, for each user actively using node 116, a 

list of the five (or any other number) most recently active processes. Those processes are more 

likely than other processes (less active, or passive) on node 116 to be involved with new 

connections, and can thus be searched first. For many processes, lower valued file descriptors 

tend to correspond to non-sockets ( e.g., stdin, stdout, stderr). Yet another optimization is to 
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preferentially search higher valued file descriptors (e.g., across processes) over lower valued file 

descriptors (that are less likely to yield matches). 

[00114] In some cases, while attempting to locate a process identifier for a given inode, an agent 

may encounter a socket that does not correspond to the inode being matched against and is not 

already cached. The identity of that socket (and its corresponding inode) can be cached, once 

discovered, thus removing a future need to search for that pair. 

[00115] In some cases, a connection may terminate before the agent is able to determine its 

associated process ( e.g., due to a very short-lived connection, due to a backlog in agent 

processing, etc.). One approach to addressing such a situation is to asynchronously collect 

information about the connection using the audit kernel API, which streams information to user 

space. The information collected from the audit API (which can include PID/inode information) 

can be matched by the agent against pcap/inode information. In some embodiments, the audit 

API is always used, for all connections. However, due to CPU utilization considerations, use of 

the audit API can also be reserved for short/otherwise problematic connections (and/or omitted, 

as applicable). 

[00116] Once the agent has determined which process is associated with the network connection 

(203), the agent can then collect additional information associated with the process (204). As will 

be described in more detail below, some of the collected information may include attributes of 

the process ( e.g., a process parent hierarchy, and an identification of a binary associated with the 

process). As will also be described in more detail below, other of the collected information is 

derived (e.g., session summarization data and hash values). 

[00117] The collected information is then transmitted (205), e.g., by an agent ( e.g., agent 112) to 

a data aggregator (e.g., data aggregator 114), which in turn provides the information to data 

platform 12. In some embodiments, all information collected by an agent may be transmitted 

( e.g., to a data aggregator and/or to data platform 12). In other embodiments, the amount of data 

transmitted may be minimized (e.g., for efficiency reasons), using various techniques. 

[00118] One approach to minimizing the amount of data flowing from agents (such as agents 

installed on nodes 108) to data platform 12 is to use a technique of implicit references with 

unique keys. The keys can be explicitly used by data platform 12 to extract/derive relationships, 

as necessary, in a data set at a later time, without impacting performance. 

[00119] As previously mentioned, some data collected about a process is constant and does not 

change over the lifetime of the process (e.g., attributes), and some data changes (e.g., statistical 

information and other variable information). Constant data can be transmitted (210) once, when 

the agent first becomes aware of the process. And, if any changes to the constant data are 
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detected ( e.g., a process changes its parent), a refreshed version of the data can be transmitted 

(210) as applicable. 

[00120] In some examples, an agent may collect variable data ( e.g., data that may change over 

the lifetime of the process). In some examples, variable data can be transmitted (210) at periodic 

(or other) intervals. Alternatively, variable data may be transmitted in substantially real time as it 

is collected. In some examples, the variable data may indicate a thread count for a process, a total 

virtual memory used by the process, the total resident memory used by the process, the total time 

spent by the process executing in user space, and/or the total time spent by the process executing 

in kernel space. In some examples, the data may include a hash that may be used within data 

platform 12 to join process creation time attributes with runtime attributes to construct a full 

dataset. 

[00121] Below are additional examples of data that an agent, such as agent 112, can collect and 

provide to data platform 12. 

[00122] 1. User Data 

[00123] Core User Data: user name, UID (user ID), primary group, other groups, home directory. 

[00124] Failed Login Data: IP address, hostname, username, count. 

[00125] User Login Data: user name, hostname, IP address, start time, TTY (terminal), UID 

(user ID), GID (group ID), process, end time. 

[00126] 2. Machine Data 

[00127] Dropped Packet Data: source IP address, destination IP address, destination port, 

protocol, count. 

[00128] Machine Data: hostname, domain name, architecture, kernel, kernel release, kernel 

version, OS, OS version, OS description, CPU, memory, model number, number of cores, last 

boot time, last boot reason, tags ( e.g., Cloud provider tags such as A WS, GCP, or Azure tags), 

default router, interface name, interface hardware address, interface IP address and mask, 

promiscuous mode. 

[00129] 3. Network Data 

[00130] Network Connection Data: source IP address, destination IP address, source port, 

destination port, protocol, start time, end time, incoming and outgoing bytes, source process, 

destination process, direction of connection, histograms of packet length, inter packet delay, 

session lengths, etc. 

[00131] Listening Ports in Server: source IP address, port number, protocol, process. 

[00132] Dropped Packet Data: source IP address, destination IP address, destination port, 

protocol, count. 
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[00133] Arp Data: source hardware address, source IP address, destination hardware address, 

destination IP address. 

[00134] DNS Data: source IP address, response code, response string, question (request), packet 

length, final answer (response). 

[00135] 4. Application Data 

[00136] Package Data: exe path, package name, architecture, version, package path, checksums 

(MDS, SHA-1, SHA-256), size, owner, owner ID. 

[00137] Application Data: command line, PID (process ID), start time, UID (user ID), EUID 

(effective UID), PPID (parent process ID), PGID (process group ID), SID (session ID), exe path, 

usemame, container ID. 

[00138] 5. Container Data 

[00139] Container Image Data: image creation time, parent ID, author, container type, repo, 

(A WS) tags, size, virtual size, image version. 

[00140] Container Data: container start time, container type, container name, container ID, 

network mode, privileged, PID mode, IP addresses, listening ports, volume map, process ID. 

[00141] 6. File Data 

[00142] File path, file data hash, symbolic links, file creation data, file change data, file 

metadata, file mode. 

[00143] As mentioned above, an agent, such as agent 112, can be deployed in a container (e.g., a 

Docker container), and can also be used to collect information about containers. Collection about 

a container can be performed by an agent irrespective of whether the agent is itself deployed in a 

container or not (as the agent can be deployed in a container running in a privileged mode that 

allows for monitoring). 

[00144] Agents can discover containers ( e.g., for monitoring) by listening for container create 

events (e.g., provided by Docker), and can also perform periodic ordered discovery scans to 

determine whether containers are running on a node. When a container is discovered, the agent 

can obtain attributes of the container, e.g., using standard Docker API calls (e.g., to obtain IP 

addresses associated with the container, whether there's a server running inside, what port it is 

listening on, associated PIDs, etc.). Information such as the parent process that started the 

container can also be collected, as can information about the image (which comes from the 

Docker repository). 

[00145] In various embodiments, agents may use namespaces to determine whether a process is 

associated with a container. Namespaces are a feature of the Linux kernel that can be used to 

isolate resources of a collection of processes. Examples of namespaces include process ID (PID) 

namespaces, network namespaces, and user namespaces. Given a process, the agent can perform 
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a fast lookup to determine whether the process is part of the namespace the container claims to be 

its namespace. 

[00146] As mentioned, agents can be configured to report certain types of information (e.g., 

attribute information) once, when the agent first becomes aware of a process. In various 

embodiments, such static information is not reported again (or is reported once a day, every 

twelve hours, etc.), unless it changes (e.g., a process changes its parent, changes its owner, or a 

SHA-I of the binary associated with the process changes). 

[00147] In contrast to static/attribute information, certain types of data change constantly ( e.g., 

network-related data). In various embodiments, agents are configured to report a list of current 

connections every minute ( or other appropriate time interval). In that connection list will be 

connections that started in that minute interval, connections that ended in that minute interval, 

and connections that were ongoing throughout the minute interval (e.g., a one minute slice of a 

one hour connection). 

[00148] In various embodiments, agents are configured to collect/compute statistical information 

about connections ( e.g., at the one minute level of granularity and or at any other time interval). 

Examples of such information include, for the time interval, the number of bytes transferred, and 

in which direction. Another example of information collected by an agent about a connection is 

the length of time between packets. For connections that span multiple time intervals (e.g., a 

seven minute connection), statistics may be calculated for each minute of the connection. Such 

statistical information (for all connections) can be reported (e.g., to a data aggregator) once a 

minute. 

[00149] In various embodiments, agents are also configured to maintain histogram data for a 

given network connection, and provide the histogram data (e.g., in the Apache Avro data 

exchange format) under the Connection event type data. Examples of such histograms include: 1. 

a packet length histogram (packet_len _ hist), which characterizes network packet distribution; 2. 

a session length histogram (session_len_hist), which characterizes a network session length; 3. a 

session time histogram (session_time_hist), which characterizes a network session time; and 4. a 

session switch time histogram (session _switch _time_ hist), which characterizes network session 

switch time (i.e., incoming->outgoing and vice versa). For example, histogram data may include 

one or more of the following fields: 1. count, which provides a count of the elements in the 

sampling; 2. sum, which provides a sum of elements in the sampling; 3. max, which provides the 

highest value element in the sampling; 4. std_dev, which provides the standard deviation of 

elements in the sampling; and 5. buckets, which provides a discrete sample bucket distribution of 

sampling data (if applicable). 
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[00150] For some protocols (e.g., HTTP), typically, a connection is opened, a string is sent, a 

string is received, and the connection is closed. For other protocols (e.g., NFS), both sides of the 

connection engage in a constant chatter. Histograms allow data platform 12 to model application 

behavior (e.g., using machine learning techniques), for establishing baselines, and for detecting 

deviations. As one example, suppose that a given HTTP server typically sends/receives 1,000 

bytes (in each direction) whenever a connection is made with it. If a connection generates 500 

bytes of traffic, or 2,000 bytes of traffic, such connections would be considered within the typical 

usage pattern of the server. Suppose, however, that a connection is made that results in 1 0G of 

traffic. Such a connection is anomalous and can be flagged accordingly. 

[00151] Returning to Fig. ID, as previously mentioned, data aggregator 114 may be configured 

to provide information (e.g., collected from nodes 108 by agents) to data platform 12. Data 

aggregator 128 may be similarly configured to provide information to data platform 12. As 

shown in Fig. ID, both aggregator 114 and aggregator 128 may connect to a load balancer 130, 

which accepts connections from aggregators (and/or as applicable, agents), as well as other 

devices, such as computer 126 (e.g., when it communicates with web app 120), and supports fair 

balancing. In various embodiments, load balancer 130 is a reverse proxy that load balances 

accepted connections internally to various microservices (described in more detail below), 

allowing for services provided by data platform 12 to scale up as more agents are added to the 

environment and/or as more entities subscribe to services provided by data platform 12. Example 

ways to implement load balancer 130 include, but are not limited to, using HaProxy, using nginx, 

and using elastic load balancing (ELB) services made available by Amazon. 

[00152] Agent service 132 is a microservice that is responsible for accepting data collected from 

agents (e.g., provided by aggregator 114). In various embodiments, agent service 132 uses a 

standard secure protocol, such as HTTPS to communicate with aggregators (and as applicable 

agents), and receives data in an appropriate format such as Apache Avro. When agent service 

132 receives an incoming connection, it can perform a variety of checks, such as to see whether 

the data is being provided by a current customer, and whether the data is being provided in an 

appropriate format. If the data is not appropriately formatted (and/or is not provided by a current 

customer), it may be rejected. 

[00153] If the data is appropriately formatted, agent service 132 may facilitate copying the 

received data to a streaming data stable storage using a streaming service ( e.g., Amazon Kinesis 

and/or any other suitable streaming service. Once the ingesting into the streaming service is 

complete, service 132 may send an acknowledgement to the data provider (e.g., data aggregator 

114). If the agent does not receive such an acknowledgement, it is configured to retry sending the 

data to data platform 12. One way to implement agent service 132 is as a REST API server 
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framework (e.g., Java DropWizard), configured to communicate with Kinesis (e.g., using a 

Kinesis library). 

[00154] In various embodiments, data platform 12 uses one or more streams (e.g., Kinesis 

streams) for all incoming customer data (e.g., including data provided by data aggregator 114 and 

data aggregator 128), and the data is sharded based on the node (also referred to herein as a 

"machine") that originated the data (e.g., node 116 vs. node 122), with each node having a 

globally unique identifier within data platform 12. Multiple instances of agent service 132 can 

write to multiple shards. 

[00155] Kinesis is a streaming service with a limited period (e.g., 1-7 days). To persist data 

longer than a day, the data may be copied to long term storage 42 (e.g., S3). Data loader 136 is a 

microservice that is responsible for picking up data from a data stream (e.g., a Kinesis stream) 

and persisting it in long term storage 42. In one example embodiment, files collected by data 

loader 136 from the Kinesis stream are placed into one or more buckets, and segmented using a 

combination of a customer identifier and time slice. Given a particular time segment, and a given 

customer identifier, the corresponding file (stored in long term storage) contains five minutes (or 

another appropriate time slice) of data collected at that specific customer from all of the 

customer's nodes. Data loader 136 can be implemented in any appropriate programming 

language, such as Java or C, and can be configured to use a Kinesis library to interface with 

Kinesis. In various embodiments, data loader 136 uses the Amazon Simple Queue Service (SQS) 

(e.g., to alert DB loader 140 that there is work for it to do). 

[00156] DB loader 140 is a microservice that is responsible for loading data into an appropriate 

data store 30, such as SnowflakeDB or Amazon Redshift, using individual per-customer 

databases. In particular, DB loader 140 is configured to periodically load data into a set of raw 

tables from files created by data loader 136 as per above. DB loader 140 manages throughput, 

errors, etc., to make sure that data is loaded consistently and continuously. Further, DB loader 

140 can read incoming data and load into data store 30 data that is not already present in tables of 

data store 30 (also referred to herein as a database). DB loader 140 can be implemented in any 

appropriate programming language, such as Java or C, and an SQL framework such as j OOQ 

( e.g., to manage SQ Ls for insertion of data), and SQL/JDBC libraries. In some examples, DB 

loader 140 may use Amazon S3 and Amazon Simple Queue Service (SQS) to manage files being 

transferred to and from data store 30. 

[00157] Customer data included in data store 30 can be augmented with data from additional data 

sources, such as AWS CloudTrail and/or other types of external tracking services. To this end, 

data platform may include a tracking service analyzer 144, which is another microservice. 

Tracking service analyzer 144 may pull data from an external tracking service (e.g., Amazon 
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CloudTrail) for each applicable customer account, as soon as the data is available. Tracking 

service analyzer 144 may normalize the tracking data as applicable, so that it can be inserted into 

data store 30 for later querying/analysis. Tracking service analyzer 144 can be written in any 

appropriate programming language, such as Java or C. Tracking service analyzer 144 also makes 

use of SQL/JDBC libraries to interact with data store 30 to insert/query data. 

[00158] As described herein, data platform 12 can model activities that occur within datacenters, 

such as datacenters 104 and 106. The model may be stable over time, and differences, even 

subtle ones ( e.g., between a current state of the datacenter and the model) can be surfaced. The 

ability to surface such anomalies can be particularly beneficial in datacenter environments where 

rogue employees and/or external attackers may operate slowly (e.g., over a period of months), 

hoping that the elastic nature of typical resource use (e.g., virtualized servers) will help conceal 

their nefarious activities. 

[00159] Using techniques described herein, data platform 12 can automatically discover entities 

(which may implement compute assets 16) deployed in a given datacenter. Examples of entities 

include workloads, applications, processes, machines, virtual machines, containers, files, IP 

addresses, domain names, and users. The entities may be grouped together logically (into 

analysis groups) based on behaviors, and temporal behavior baselines can be established. In 

particular, using techniques described herein, periodic graphs can be constructed (also referred to 

herein as polygraphs), in which the nodes are applicable logical entities, and the edges represent 

behavioral relationships between the logical entities in the graph. Baselines can be created for 

every node and edge. 

[00160] Communication ( e.g., between applications/nodes) is one example of a behavior. A 

model of communications between processes is an example of a behavioral model. As another 

example, the launching of applications is another example of a behavior that can be modeled. 

The baselines may be periodically updated (e.g., hourly) for every entity. Additionally or 

alternatively, the baselines may be continuously updated in substantially real-time as data is 

collected by agents. Deviations from the expected normal behavior can then be detected and 

automatically reported (e.g., as anomalies or threats detected). Such deviations may be due to a 

desired change, a misconfiguration, or malicious activity. As applicable, data platform 12 can 

score the detected deviations (e.g., based on severity and threat posed). Additional examples of 

analysis groups include models of machine communications, models of privilege changes, and 

models of insider behaviors (monitoring the interactive behavior of human users as they operate 

within the datacenter). 

[00161] Two example types of information collected by agents are network level information and 

process level information. As previously mentioned, agents may collect information about every 
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connection involving their respective nodes. And, for each connection, information about both 

the server and the client may be collected (e.g., using the connection-to-process identification 

techniques described above). DNS queries and responses may also be collected. The DNS query 

information can be used in logical entity graphing ( e.g., collapsing many different IP addresses to 

a single service - e.g., s3.amazon.com). Examples of process level information collected by 

agents include attributes (user ID, effective user ID, and command line). Information such as 

what user/application is responsible for launching a given process and the binary being executed 

(and its SHA-256 values) may also be provided by agents. 

[00162] The dataset collected by agents across a datacenter can be very large, and many 

resources (e.g., virtual machines, IP addresses, etc.) are recycled very quickly. For example, an 

IP address and port number used at a first point in time by a first process on a first virtual 

machine may very rapidly be used ( e.g., an hour later) by a different process/virtual machine. 

[00163] A dataset (and elements within it) can be considered at both a physical level, and a 

logical level, as illustrated in Fig. 2B. In particular, Fig. 2B illustrates an example 5-tuple of data 

210 collected by an agent, represented physically (216) and logically (217). The 5-tuple includes 

a source address 211, a source port 212, a destination address 213, a destination port 214, and a 

protocol 215. In some cases, port numbers (e.g., 212,214) may be indicative of the nature of a 

connection (e.g., with certain port usage standardized). However, in many cases, and in particular 

in datacenters, port usage is ephemeral. For example, a Docker container can listen on an 

ephemeral port, which is unrelated to the service it will run. When another Docker container 

starts (for the same service), the port may well be different. Similarly, particularly in a virtualized 

environment, IP addresses may be recycled frequently (and are thus also potentially ephemeral) 

or could be NATed, which makes identification difficult. 

[00164] A physical representation of the 5-tuple is depicted in region 216. A process 218 

(executing on machine 219) has opened a connection to machine 220. In particular, process 218 

is in communication with process 221. Information such as the number of packets exchanged 

between the two machines over the respective ports can be recorded. 

[00165] As previously mentioned, in a datacenter environment, portions of the 5-tuple may 

change - potentially frequently - but still be associated with the same behavior. Namely, one 

application (e.g., Apache) may frequently be in communication with another application (e.g., 

Oracle), using ephemeral datacenter resources. Further, either/both of Apache and Oracle may be 

multi-homed. This can lead to potentially thousands of 5-tuples (or more) that all correspond to 

Apache communicating with Oracle within a datacenter. For example, Apache could be executed 

on a single machine, and could also be executed across fifty machines, which are variously spun 

up and down (with different IP addresses each time). An alternate representation of the 5-tuple of 
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data 210 is depicted in region 217, and is logical. The logical representation of the 5-tuple 

aggregates the 5-tuple (along with other connections between Apache and Oracle having other 5-

tuples) as logically representing the same connection. By aggregating data from raw physical 

connection information into logical connection information, using techniques described herein, a 

size reduction of six orders of magnitude in the data set can be achieved. 

[00166] Fig. 2C depicts a portion of a logical polygraph. Suppose a datacenter has seven 

instances of the application update_engine 225, executing as seven different processes on seven 

different machines, having seven different IP addresses, and using seven different ports. The 

instances ofupdate_engine variously communicate with update.core-os.net 226, which may have 

a single IP address or many IP addresses itself, over the one hour time period represented in the 

polygraph. In the example shown in Fig. 2C, update_ engine is a client, connecting to the server 

update.core-os.net, as indicated by arrow 228. 

[00167] Behaviors of the seven processes are clustered together, into a single summary. As 

indicated in region 227, statistical information about the connections is also maintained (e.g., 

number of connections, histogram information, etc.). A polygraph such as is depicted in Fig. 2C 

can be used to establish a baseline of behavior (e.g., at the one-hour level), allowing for the 

future detection of deviations from that baseline. As one example, suppose that statistically an 

update_ engine instance transmits data at 11 bytes per second. If an instance were instead to 

transmit data at 1000 bytes per second, such behavior would represent a deviation from the 

baseline and could be flagged accordingly. Similarly, changes that are within the baseline (e.g., 

an eighth instance of update_ engine appears, but otherwise behaves as the other instances; or one 

of the seven instances disappears) are not flagged as anomalous. Further, datacenter events, such 

as failover, autobalancing, and A-B refresh are unlikely to trigger false alarms in a polygraph, as 

at the logical level, the behaviors remain the same. 

[00168] In various embodiments, polygraph data is maintained for every application in a 

datacenter, and such polygraph data can be combined to make a single datacenter view across all 

such applications. Fig. 2D illustrates a portion of a polygraph for a service that evidences more 

complex behaviors than are depicted in Fig. 2C. In particular, Fig. 2D illustrates the behaviors of 

S3 as a service (as used by a particular customer datacenter). Clients within the datacenter 

variously connect to the S3 service using one of five fully qualified domains (listed in region 

230). Contact with any of the domains is aggregated as contact with S3 (as indicated in region 

231). Depicted in region 232 are various containers which (as clients) connect with S3. Other 

containers (which do not connect with S3) are not included. As with the polygraph portion 

depicted in Fig. 2C, statistical information about the connections is known and summarized, such 

as the number of bytes transferred, histogram information, etc. 
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[00169] Fig. 2E illustrates a communication polygraph for a datacenter. In particular, the 

polygraph indicates a one hour summary of approximately 500 virtual machines, which 

collectively run one million processes, and make 100 million connections in that hour. As 

illustrated in Fig. 2E, a polygraph represents a drastic reduction in size ( e.g., from tracking 

information on 100 million connections in an hour, to a few hundred nodes and a few hundred 

edges). Further, as a datacenter scales up (e.g., from using 10 virtual machines to 100 virtual 

machines as the datacenter uses more workers to support existing applications), the polygraph for 

the datacenter will tend to stay the same size (with the 100 virtual machines clustering into the 

same nodes that the 10 virtual machines previously clustered into). As new applications are 

added into the datacenter, the polygraph may automatically scale to include behaviors involving 

those applications. 

[00170] In the particular polygraph shown in Fig. 2E, nodes generally correspond to workers, 

and edges correspond to communications the workers engage in (with connection activity being 

the behavior modeled in polygraph 235). Another example polygraph could model other 

behavior, such as application launching. The communications graphed in Fig. 2E include traffic 

entering the datacenter, traffic exiting the datacenter, and traffic that stays wholly within the 

datacenter (e.g., traffic between workers). One example of a node included in polygraph 235 is 

the sshd application, depicted as node 236. As indicated in Fig. 2E, 421 instances of sshd were 

executing during the one hour time period of data represented in polygraph 235. As indicated in 

region 237, nodes within the datacenter communicated with a total of 1349 IP addresses outside 

of the datacenter (and not otherwise accounted for, e.g., as belonging to a service such as 

Amazon AWS 238 or Slack 239). 

[00171] In the following examples, suppose that user B, an administrator of datacenter 106, is 

interacting with data platform 12 to view visualizations of polygraphs in a web browser (e.g., as 

served to user B via web app 120). One type of polygraph user B can view is an application­

communication polygraph, which indicates, for a given one hour window ( or any other suitable 

time interval), which applications communicated with which other applications. Another type of 

polygraph user B can view is an application launch polygraph. User B can also view graphs 

related to user behavior, such as an insider behavior graph which tracks user connections (e.g., to 

internal and external applications, including chains of such behavior), a privilege change graph 

which tracks how privileges change between processes, and a user login graph, which tracks 

which (logical) machines a user logs into. 

[00172] Fig. 2F illustrates an example of an application-communication polygraph for a 

datacenter (e.g., datacenter 106) for the one hour period of 9am-10am on June 5. The time slice 

currently being viewed is indicated in region 240. If user B clicks his mouse in region 241, user 
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B will be shown a representation of the application-communication polygraph as generated for 

the following hour (l0am-1 lam on June 5). 

[00173] Fig. 2G depicts what is shown in user B's browser after he has clicked on region 241, 

and has further clicked on region 242. The selection in region 242 turns on and off the ability to 

compare two time intervals to one another. User B can select from a variety of options when 

comparing the 9am-10am and l0am-1 lam time intervals. By clicking region 248, user B will be 

shown the union of both graphs (i.e., any connections that were present in either time interval). 

By clicking region 249, user B will be shown the intersection of both graphs (i.e., only those 

connections that were present in both time intervals). 

[00174] As shown in Fig. 2G, user B has elected to click on region 250, which depicts 

connections that are only present in the 9am-10am polygraph in a first color 251, and depicts 

connections that are only present in the lOam-1 lam polygraph in a second color 252. 

Connections present in both polygraphs are omitted from display. As one example, in the 9am-

10am polygraph (corresponding to connections made during the 9am-10am time period at 

datacenter 106), a connection was made by a server to sshd (253) and also to systemd (254). Both 

of those connections ended prior to 10am and are thus depicted in the first color. As another 

example, in the l0am-1 lam polygraph (corresponding to connections made during the lOam-

1 lam time period at datacenter 106), a connection was made from a known bad external IP to 

nginx (255). The connection was not present during the 9am-l 0am time slice and thus is depicted 

in the second color. As yet another example, two different connections were made to a Slack 

service between 9am and 11am. However, the first was made by a first client during the 9am-

10am time slice (256) and the second was made by a different client during the l0am-1 lam slice 

(257), and so the two connections are depicted respectively in the first and second colors and 

blue. 

[00175] Returning to the polygraph depicted in Fig. 2F, suppose user B enters "etcd" into the 

search box located in region 244. User B will then be presented with the interface illustrated in 

Fig. 2H. As shown in Fig. 2H, three applications containing the term "etcd" were engaged in 

communications during the 9am-10am window. One application is etcdctl, a command line client 

for etcd. As shown in Fig. 2H, a total of three different etcdctl processes were executed during 

the 9am-10am window, and were clustered together (260). Fig. 2H also depicts two different 

clusters that are both named etcd2. The first cluster includes (for the 9am-l 0am window) five 

members (261) and the second cluster includes (for the same window) eight members (262). The 

reason for these two distinct clusters is that the two groups of applications behave differently 

(e.g., they exhibit two distinct sets of communication patterns). Specifically, the instances of 

etcd2 in cluster 261 only communicate with locksmithctl (263) and other etcd2 instances (in both 
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clusters 261 and 262). The instances of etcd2 in cluster 262 communicate with additional entities, 

such as etcdctl and Docker containers. As desired, user B can click on one of the clusters (e.g., 

cluster 261) and be presented with summary information about the applications included in the 

cluster, as is shown in Fig. 21 (e.g., in region 265). User B can also double click on a given 

cluster (e.g., cluster 261) to see details on each of the individual members of the cluster broken 

out. 

[00176] Suppose user B now clicks on region 245 of the interface shown in Fig. 2F. User B will 

then be shown an application launch polygraph. Launching an application is another example of 

a behavior. The launch polygraph models how applications are launched by other applications. 

Fig. 2J illustrates an example of a portion of a launch polygraph. In particular, user B has typed 

"find" into region 266, to see how the "find" application is being launched. As shown in Fig. 2J, 

in the launch polygraph for the lOam-1 lam time period, find applications (267) are always 

launched by bash (268), which is in tum always launched by systemd (269). If find is launched 

by a different application, this would be anomalous behavior. 

[00177] Fig. 2K illustrates another example of a portion of an application launch polygraph. In 

Fig. 2K, user B has searched (270) for "python ma" to see how "python marathon_lb" (271) is 

launched. As shown in Fig. 2K, in each case (during the one hour time slice of l0am-1 lam), 

python marathon _lb is launched as a result of a chain of the same seven applications each time. If 

python marathon _lb is ever launched in a different manner, this indicates anomalous behavior. 

The behavior could be indicative of malicious activities, but could also be due to other reasons, 

such as a misconfiguration, a performance-related issue, and/or a failure, etc. 

[00178] Suppose user B now clicks on region 246 of the interface shown in Fig. 2F. User B will 

then be shown an insider behavior graph. The insider behavior graph tracks information about 

behaviors such as processes started by a user interactively using protocols such as ssh or telnet, 

and any processes started by those processes. As one example, suppose an administrator logs into 

a first virtual machine in datacenter 106 (e.g., using sshd via an external connection he makes 

from a hotel), using a first set of credentials (e.g., first.last@example.com and an appropriate 

password). From the first virtual machine, the administrator connects to a second virtual machine 

(e.g., using the same credentials), then uses the sudo command to change identities to those of 

another user, and then launches a program. graphs built by data platform 12 can be used to 

associate the administrator with each of his actions, including launching the program using the 

identity of another user. 

[00179] Fig. 2L illustrates an example of a portion of an insider behavior graph. In particular, in 

Fig. 2L, user B is viewing a graph that corresponds to the time slice of 3pm-4pm on June 1. Fig. 

2L illustrates the internal/external applications that users connected to during the one hour time 
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slice. If a user typically communicates with particular applications, that information will become 

part of a baseline. If the user deviates from his baseline behavior (e.g., using new applications, or 

changing privilege in anomalous ways), such anomalies can be surfaced. 

[00180] Fig. 2M illustrates an example of a portion of a privilege change graph, which identifies 

how privileges are changed between processes. Typically, when a user launches a process (e.g., 

"ls"), the process inherits the same privileges that the user has. And, while a process can have 

fewer privileges than the user (i.e., go down in privilege), it is rare (and generally undesirable) 

for a user to escalate in privilege. Information included in the privilege change graph can be 

determined by examining the parent of each running process, and determining whether there is a 

match in privilege between the parent and the child. If the privileges are different, a privilege 

change has occurred (whether a change up or a change down). The application ntpd is one rare 

example of a scenario in which a process escalates (272) to root, and then returns back (273). The 

sudo command is another example (e.g., used by an administrator to temporarily have a higher 

privilege). As with the other examples, ntpd's privilege change actions, and the legitimate actions 

of various administrators (e.g., using sudo) will be incorporated into a baseline model by data 

platform 12. When deviations occur, such as where a new application that is not ntpd escalates 

privilege, or where an individual that has not previously/does not routinely use sudo does so, 

such behaviors can be identified as anomalous. 

[00181] Fig. 2N illustrates an example of a portion of a user login graph, which identifies which 

users log into which logical nodes. Physical nodes (whether bare metal or virtualized) are 

clustered into a logical machine cluster, for example, using yet another graph, a machine-server 

graph, an example of which is shown in Fig. 20. For each machine, a determination is made as to 

what type of machine it is, based on what kind(s) of workflows it runs. As one example, some 

machines run as master nodes (having a typical set ofworkflows they run, as master nodes) and 

can thus be clustered as master nodes. Worker nodes are different from master nodes, for 

example, because they run Docker containers, and frequently change as containers move around. 

Worker nodes can similarly be clustered. 

[00182] As previously mentioned, the polygraph depicted in Fig. 2E corresponds to activities in a 

datacenter in which, in a given hour, approximately 500 virtual machines collectively run one 

million processes, and make 100 million connections in that hour. The polygraph represents a 

drastic reduction in size ( e.g., from tracking information on 100 million connections in an hour, 

to a few hundred nodes and a few hundred edges). Using techniques described herein, such a 

polygraph can be constructed (e.g., using commercially available computing infrastructure) in 

less than an hour ( e.g., within a few minutes). Thus, ongoing hourly snapshots of a datacenter can 

be created within a two hour moving window (i.e., collecting data for the time period 8am-9am, 
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while also generating a snapshot for the time previous time period 7am-8am). The following 

describes various example infrastructure that can be used in polygraph construction, and also 

describes various techniques that can be used to construct polygraphs. 

[00183] Returning to Fig. lD, embodiments of data platform 12 may be built using any suitable 

infrastructure as a service (IaaS) (e.g., AWS). For example, data platform 12 can use Simple 

Storage Service (S3) for data storage, Key Management Service (KMS) for managing secrets, 

Simple Queue Service (SQS) for managing messaging between applications, Simple Email 

Service (SES) for sending emails, and Route 53 for managing DNS. Other infrastructure tools 

can also be used. Examples include: orchestration tools ( e.g., Kubemetes or Mesas/Marathon), 

service discovery tools (e.g., Mesos-DNS), service load balancing tools (e.g., marathon-LB), 

container tools (e.g., Docker or rkt), log/metric tools (e.g., collectd, fluentd, kibana, etc.), big data 

processing systems (e.g., Spark, Hadoop, AWS Redshift, Snowflake etc.), and distributed key 

value stores ( e.g., Apache Zookeeper or etcd2). 

[00184] As previously mentioned, in various embodiments, data platform 12 may make use of a 

collection of microservices. Each microservice can have multiple instances, and may be 

configured to recover from failure, scale, and distribute work amongst various such instances, as 

applicable. For example, microservices are auto-balancing for new instances, and can distribute 

workload if new instances are started or existing instances are terminated. In various 

embodiments, microservices may be deployed as self-contained Docker containers. A Mesos­

Marathon or Spark framework can be used to deploy the microservices (e.g., with Marathon 

monitoring and restarting failed instances of microservices as needed). The service etcd2 can be 

used by microservice instances to discover how many peer instances are running, and used for 

calculating a hash-based scheme for workload distribution. Microservices may be configured to 

publish various health/status metrics to either an SQS queue, or etcd2, as applicable. In some 

examples, Amazon DynamoDB can be used for state management. 

[00185] Additional information on various microservices used in embodiments of data platform 

12 is provided below. 

[00186] Graph generator 146 is a microservice that may be responsible for generating raw 

behavior graphs on a per customer basis periodically ( e.g., once an hour). In particular, graph 

generator 146 may generate graphs of entities (as the nodes in the graph) and activities between 

entities (as the edges). In various embodiments, graph generator 146 also performs other 

functions, such as aggregation, enrichment ( e.g., geolocation and threat), reverse DNS resolution, 

TF-IDF based command line analysis for command type extraction, parent process tracking, etc. 

[00187] Graph generator 146 may perform joins on data collected by the agents, so that both 

sides of a behavior are linked. For example, suppose a first process on a first virtual machine 
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(e.g., having a first IP address) communicates with a second process on a second virtual machine 

(e.g., having a second IP address). Respective agents on the first and second virtual machines 

may each report information on their view of the communication (e.g., the PID of their respective 

processes, the amount of data exchanged and in which direction, etc.). When graph generator 

performs a join on the data provided by both agents, the graph will include a node for each of the 

processes, and an edge indicating communication between them (as well as other information, 

such as the directionality of the communication - i.e., which process acted as the server and 

which as the client in the communication). 

[00188] In some cases, connections are process to process (e.g., from a process on one virtual 

machine within the cloud environment associated with entity A to another process on a virtual 

machine within the cloud environment associated with entity A). In other cases, a process may be 

in communication with a node (e.g., outside of entity A) which does not have an agent deployed 

upon it. As one example, a node within entity A might be in communication with node 172, 

outside of entity A In such a scenario, communications with node 172 are modeled (e.g., by 

graph generator 146) using the IP address of node 172. Similarly, where a node within entity A 

does not have an agent deployed upon it, the IP address of the node can be used by graph 

generator in modeling. 

[00189] Graphs created by graph generator 146 may be written to data store 30 and cached for 

further processing. A graph may be a summary of all activity that happened in a particular time 

interval. As each graph corresponds to a distinct period of time, different rows can be aggregated 

to find summary information over a larger timestamp. In some examples, picking two different 

graphs from two different timestamps can be used to compare different periods. If necessary, 

graph generator can parallelize its workload ( e.g., where its backlog cannot otherwise be handled 

within a particular time period, such as an hour, or if is required to process a graph spanning a 

long time period). 

[00190] Graph generator 146 can be implemented in any appropriate programming language, 

such as Java or C, and machine learning libraries, such as Spark's MLLib. Example ways that 

graph generator computations can be implemented include using SQL or Map-R, using Spark or 

Hadoop. 

[00191] SSH tracker 148 is a microservice that may be responsible for following ssh connections 

and process parent hierarchies to determine trails of user ssh activity. Identified ssh trails are 

placed by the SSH tracker 148 into data store 30 and cached for further processing. 

[00192] SSH tracker 148 can be implemented in any appropriate programming language, such as 

Java or C, and machine libraries, such as Spark's MLLib. Example ways that SSH tracker 

computations can be implemented include using SQL or Map-R, using Spark or Hadoop. 
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[00193] Threat aggregator 150 is a microservice that may be responsible for obtaining third party 

threat information from various applicable sources, and making it available to other micro­

services. Examples of such information include reverse DNS information, GeoIP information, 

lists of known bad domains/IP addresses, lists of known bad files etc. As applicable, the threat 

information is normalized before insertion into data store 30. Threat aggregator 150 can be 

implemented in any appropriate programming language, such as Java or C, using SQL/JDBC 

libraries to interact with data store 30 (e.g., for insertions and queries). 

[00194] Scheduler 152 is a microservice that may act as a scheduler and that may run arbitrary 

jobs organized as a directed graph. In some examples, scheduler 152 ensures that all jobs for all 

customers are able to run during at a given time interval (e.g., every hour). Scheduler 152 may 

handle errors and retrying for failed jobs, track dependencies, manage appropriate resource 

levels, and/or scale jobs as needed. Scheduler 152 can be implemented in any appropriate 

programming language, such as Java or C. A variety of components can also be used, such as 

open source scheduler frameworks ( e.g., Airflow), or A WS services ( e.g., the A WS Data 

pipeline) which can be used for managing schedules. 

[00195] Graph Behavior Modeler (GBM) 154 is a microservice that may compute polygraphs. In 

particular, GBM 154 can be used to find clusters of nodes in a graph that should be considered 

similar based on some set of their properties and relationships to other nodes. As described 

herein, the clusters and their relationships can be used to provide visibility into a datacenter 

environment without requiring user specified labels. GBM 154 may track such clusters over time 

persistently, allowing for changes to be detected and alerts to be generated. 

[00196] GBM 154 may take as input a raw graph ( e.g., as generated by graph generator 146). 

Nodes are actors of a behavior, and edges are the behavior relationship itself. For example, in the 

case of communication, example actors include processes, which communicate with other 

processes. The GBM 154 clusters the raw graph based on behaviors of actors and produces a 

summary (the polygraph). The polygraph summarizes behavior at a datacenter level. The GBM 

also produces "observations" that represent changes detected in the datacenter. Such observations 

may be based on differences in cumulative behavior (e.g., the baseline) of the datacenter with its 

current behavior. The GBM 154 can be implemented in any appropriate programming language, 

such as Java, C, or Golang, using appropriate libraries (as applicable) to handle distributed graph 

computations (handling large amounts of data analysis in a short amount of time). Apache Spark 

is another example tool that can be used to compute polygraphs. The GBM can also take 

feedback from users and adjust the model according to that feedback. For example, if a given 

user is interested in relearning behavior for a particular entity, the GBM can be instructed to 

"forget" the implicated part of the polygraph. 
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[00197] GBM runner 156 is a microservice that may be responsible for interfacing with GBM 

154 and providing GBM 154 with raw graphs ( e.g., using a query language, such as SQL, to push 

any computations it can to data store 30). GBM runner 156 may also insert polygraph output 

from GBM 154 to data store 30. GBM runner 156 can be implemented in any appropriate 

programming language, such as Java or C, using SQL/JDBC libraries to interact with data store 

30 to insert and query data. 

[00198] Alert generator 158 is a microservice that may be responsible for generating alerts. Alert 

generator 158 may examine observations (e.g., produced by GBM 154) in aggregate, deduplicate 

them, and score them. Alerts may be generated for observations with a score exceeding a 

threshold. Alert generator 158 may also compute (or retrieves, as applicable) data that a customer 

(e.g., user A or user B) might need when reviewing the alert. Examples of events that can be 

detected by data platform 12 (and alerted on by alert generator 158) include, but are not limited 

to the following: 

[00199] new user: This event may be created the first time a user (e.g., of node 116) is first 

observed by an agent within a datacenter. 

[00200] user launched new binary: This event may be generated when an interactive user 

launches an application for the first time. 

[00201] new privilege escalation: This event may be generated when user privileges are escalated 

and a new application is run. 

[00202] new application or container: This event may be generated when an application or 

container is seen for the first time. 

[00203] new external connection: This event may be generated when a connection to an external 

IP/domain is made from a new application. 

[00204] new external host or IP: This event may be generated when a new external host or IP is 

involved in a connection with a datacenter. 

[00205] new internal connection: This event may be generated when a connection between 

internal-only applications is seen for the first time. 

[00206] new external client: This event may be generated when a new external connection is 

seen for an application which typically does not have external connections. 

[00207] new parent: This event may be generated when an application is launched by a different 

parent. 

[00208] connection to known bad IP/domain: Data platform 12 maintains (or can otherwise 

access) one or more reputation feeds. If an environment makes a connection to a known bad IP or 

domain, an event will be generated. 
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[00209] login from a known bad IP/domain: An event may be generated when a successful 

connection to a datacenter from a known bad IP is observed by data platform 12. 

[00210] Alert generator 158 can be implemented in any appropriate programming language, such 

as Java or C, using SQL/JDBC libraries to interact with data store 30 to insert and query data. In 

various embodiments, alert generator 158 also uses one or more machine learning libraries, such 

as Spark's MLLib (e.g., to compute scoring of various observations). Alert generator 158 can 

also take feedback from users about which kinds of events are of interest and which to suppress. 

[00211] QsJobServer 160 is a microservice that may look at all the data produced by data 

platform 12 for an hour, and compile a materialized view (MV) out of the data to make queries 

faster. The MV helps make sure that the queries customers most frequently run, and data that 

they search for, can be easily queried and answered. QsJobServer 160 may also precompute and 

cache a variety of different metrics so that they can quickly be provided as answers at query time. 

QsJobServer 160 can be implemented using any appropriate programming language, such as Java 

or C, using SQL/JDBC libraries. In some examples, QsJobServer 160 is able to compute an MV 

efficiently at scale, where there could be a large number of joins. An SQL engine, such as Oracle, 

can be used to efficiently execute the SQL, as applicable. 

[00212] Alert notifier 162 is a microservice that may take alerts produced by alert generator 158 

and send them to customers' integrated Security Information and Event Management (SIEM) 

products (e.g., Splunk, Slack, etc.). Alert notifier 162 can be implemented using any appropriate 

programming language, such as Java or C. Alert notifier 162 can be configured to use an email 

service (e.g., AWS SES or pagerduty) to send emails. Alert notifier 162 may also provide 

templating support (e.g., Velocity or Moustache) to manage templates and structured 

notifications to SIEM products. 

[00213] Reporting module 164 is a microservice that may be responsible for creating reports out 

of customer data (e.g., daily summaries of events, etc.) and providing those reports to customers 

(e.g., via email). Reporting module 164 can be implemented using any appropriate programming 

language, such as Java or C. Reporting module 164 can be configured to use an email service 

(e.g., AWS SES or pagerduty) to send emails. Reporting module 164 may also provide 

templating support (e.g., Velocity or Moustache) to manage templates (e.g., for constructing 

HTML-based email). 

[00214] Web app 120 is a microservice that provides a user interface to data collected and 

processed on data platform 12. Web app 120 may provide login, authentication, query, data 

visualization, etc. features. Web app 120 may, in some embodiments, include both client and 

server elements. Example ways the server elements can be implemented are using Java 

Drop Wizard or Node.Js to serve business logic, and a combination of JSON/HTTP to manage the 
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seivice. Example ways the client elements can be implemented are using frameworks such as 

React, Angular, or Backbone. JSON, jQuery, and JavaScript libraries (e.g., underscore) can also 

be used. 

[00215] Query seivice 166 is a microseivice that may manage all database access for web app 

120. Query seivice 166 abstracts out data obtained from data store 30 and provides a JSON-based 

REST API seivice to web app 120. Query seivice 166 may generate SQL queries for the REST 

APis that it receives at run time. Query seivice 166 can be implemented using any appropriate 

programming language, such as Java or C and SQL/JDBC libraries, or an SQL framework such 

as jOOQ. Query seivice 166 can internally make use of a variety of types of databases, including 

a relational database engine 168 ( e.g., A WS Aurora) and/or data store 30 to manage data for 

clients. Examples of tables that query seivice 166 manages are OLTP tables and data 

warehousing tables. 

[00216] Cache 170 may be implemented by Redis and/or any other seivice that provides a key­

value store. Data platform 12 can use cache 170 to keep information for frontend seivices about 

users. Examples of such information include valid tokens for a customer, valid cookies of 

customers, the last time a customer tried to login, etc. 

[00217] Fig. 3A illustrates an example of a process for detecting anomalies in a network 

environment. In various embodiments, process 300 is performed by data platform 12. The 

process begins at 301 when data associated with activities occurring in a network environment 

(such as entity A's datacenter) is received. One example of such data that can be received at 301 

is agent-collected data described above (e.g., in conjunction with process 200). 

[00218] At 302, a logical graph model is generated, using at least a portion of the monitored 

activities. A variety of approaches can be used to generate such logical graph models, and a 

variety oflogical graphs can be generated (whether using the same, or different approaches). The 

following is one example of how data received at 301 can be used to generate and maintain a 

model. 

[00219] During bootstrap, data platform 12 creates an aggregate graph of physical connections 

(also referred to herein as an aggregated physical graph) by matching connections that occurred 

in the first hour into communication pairs. Clustering is then performed on the communication 

pairs. Examples of such clustering, described in more detail below, include performing Matching 

Neighbor clustering and similarity ( e.g., SimRank) clustering. Additional processing can also be 

performed (and is described in more detail below), such as by splitting clusters based on 

application type, and annotating nodes with DNS query information. The resulting graph (also 

referred to herein as a base graph or common graph) can be used to generate a variety of models, 

where a subset of node and edge types (described in more detail below) and their properties are 

33 Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00626



LACEP073 

considered in a given model. One example of a model is a UID to UID model (also referred to 

herein as a Uid2Uid model) which clusters together processes that share a username and show 

similar privilege change behavior. Another example of a model is a CType model, which clusters 

together processes that share command line similarity. Yet another example of a model is a 

PType model, which clusters together processes that share behaviors over time. 

[00220] Each hour (or any other predetermined time interval) after bootstrap, a new snapshot is 

taken (i.e., data collected about a datacenter in the last hour is processed) and information from 

the new snapshot is merged with existing data to create and ( as additional data is 

collected/processed) maintain a cumulative graph. The cumulative graph (also referred to herein 

as a cumulative PType graph and a polygraph) is a running model of how processes behave over 

time. Nodes in the cumulative graph are PType nodes, and provide information such as a list of 

all active processes and PIDs in the last hour, the number of historic total processes, the average 

number of active processes per hour, the application type of the process (e.g., the CType of the 

PType), and historic CType information/frequency. Edges in the cumulative graph can represent 

connectivity and provide information such as connectivity frequency. The edges can be weighted 

(e.g., based on number of connections, number of bytes exchanged, etc.). Edges in the 

cumulative graph (and snapshots) can also represent transitions. 

[00221] One approach to merging a snapshot of the activity of the last hour into a cumulative 

graph is as follows. An aggregate graph of physical connections is made for the connections 

included in the snapshot (as was previously done for the original snapshot used during bootstrap). 

And, clustering/splitting is similarly performed on the snapshot's aggregate graph. Next, PType 

clusters in the snapshot's graph are compared against PType clusters in the cumulative graph to 

identify commonality. 

[00222] One approach to determining commonality is, for any two nodes that are members of a 

given CmdType (described in more detail below), comparing internal neighbors and calculating a 

set membership Jaccard distance. The pairs of nodes are then ordered by decreasing similarity 

(i.e., with the most similar sets first). For nodes with a threshold amount of commonality (e.g., at 

least 66% members in common), any new nodes (i.e., appearing in the snapshot's graph but not 

the cumulative graph) are assigned the same PType identifier as is assigned to the corresponding 

node in the cumulative graph. For each node that is not classified (i.e., has not been assigned a 

PType identifier), a network signature is generated (i.e., indicative of the kinds of network 

connections the node makes, who the node communicates with, etc.). The following processing is 

then performed until convergence. If a match of the network signature is found in the cumulative 

graph, the unclassified node is assigned the PType identifier of the corresponding node in the 

cumulative graph. Any nodes which remain unclassified after convergence are new PTypes and 
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are assigned new identifiers and added to the cumulative graph as new. As applicable, the 

detection of a new PType can be used to generate an alert. If the new PType has a new 

CmdType, a severity of the alert can be increased. If any surviving nodes (i.e., present in both the 

cumulative graph and the snapshot graph) change PTypes, such change is noted as a transition, 

and an alert can be generated. Further, if a surviving node changes PType and also changes 

CmdType, a severity of the alert can be increased. 

[00223] Changes to the cumulative graph (e.g., a new PType or a new edge between two PTypes) 

can be used (e.g., at 303) to detect anomalies (described in more detail below). Two example 

kinds of anomalies that can be detected by data platform 12 include security anomalies ( e.g., a 

user or process behaving in an unexpected manner) and devops/root cause anomalies ( e.g., 

network congestion, application failure, etc.). Detected anomalies can be recorded and surfaced 

( e.g., to administrators, auditors, etc.), such as through alerts which are generated at 304 based on 

anomaly detection. 

[00224] Additional detail regarding processing performed, by various components depicted in 

Fig. ID (whether performed individually or in combination), in conjunction with 

model/polygraph construction (e.g., as performed at 302) are provided below. 

[00225] As explained above, an aggregated physical graph can be generated on a per customer 

basis periodically (e.g., once an hour) from raw physical graph information, by matching 

connections (e.g., between two processes on two virtual machines). In various embodiments, a 

deterministic fixed approach is used to cluster nodes in the aggregated physical graph (e.g., 

representing processes and their communications). As one example, Matching Neighbors 

Clustering (MNC) can be performed on the aggregated physical graph to determine which 

entities exhibit identical behavior and cluster such entities together. 

[00226] Fig. 3B depicts a set of example processes (pl, p2, p3, and p4) communicating with 

other processes (p 10 and p 11 ). Fig. 3B is a graphical representation of a small portion of an 

aggregated physical graph showing (for a given time period, such as an hour) which processes in 

a datacenter communicate with which other processes. Using MNC, processes pl, p2, and p3 will 

be clustered together (305), as they exhibit identical behavior (they communicate with pl0 and 

only pl0). Process p4, which communicates with both pl0 and pl 1, will be clustered separately. 

[00227] In MNC, only those processes exhibiting identical (communication) behavior will be 

clustered. In various embodiments, an alternate clustering approach can also/instead be used, 

which uses a similarity measure (e.g., constrained by a threshold value, such as a 60% similarity) 

to cluster items. In some embodiments, the output ofMNC is used as input to SimRank, in other 

embodiments, MNC is omitted. 
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[00228] Fig. 3C depicts a set of example processes (p4, p5, p6) communicating with other 

processes (p7, p8, p9). As illustrated, most of nodes p4, p5, and p6 communicate with most of 

nodes p7, p8, and p9 (as indicated in Fig. 3C with solid connection lines). As one example, 

process p4 communicates with process p7 (310), process p8 (311), and process p9 (312). An 

exception is process p6, which communicates with processes p7 and p8, but does not 

communicate with process p9 (as indicated by dashed line 313). IfMNC were applied to the 

nodes depicted in Fig. 3C, nodes p4 and p5 would be clustered (and node p6 would not be 

included in their cluster). 

[00229] One approach to similarity clustering is to use SimRank. In an embodiment of the 

SimRank approach, for a given node v in a directed graph, J(v) and O(v) denote the respective set 

of in-neighbors and out-neighbors of v. Individual in-neighbors are denoted as l1(v), for 1:Si:SIJ(v)I, 

and individual out-neighbors are denoted as 01(v), for 1:Si:SIO(v)I. The similarity between two 

objects a and b can be denoted by s(a,b) E [1,0]. A recursive equation (hereinafter "the SimRank 

equation") can be written for s(a,b ), where, if a=b, then s(a,b) is defined as 1, otherwise, 

s(a,b) 
1 

~ 
1 
L~~~)I L

1
1!~? s(h(a), 11-(b)) where C is a constant between O and 1. One example 

I(a) I(b) - -

value for the decay factor C is 0.8 (and a fixed number of iterations such as five). Another 

example value for the decay factor C is 0.6 (and/or a different number of iterations). In the event 

that a orb has no in-neighbors, similarity is set to s(a,b )=O, so the summation is defined to be 0 

when J(a)=0 or J(b)=0. 

[00230] The SimRank equations for a graph G can be solved by iteration to a fixed point. 

Suppose n is the number of nodes in G. For each iteration k, n2 entries Sk(*, *) are kept, where 

Sk(a,b) gives the score between a and b on iteration k. Successive computations of sk+l ( *,*) are 

made based on Sk(*, *). Starting with so(*,*), where each so(a,b) is a lower bound on the actual 

S• R k ( b) ( b) {1, if a = b, 1m an scores a, : s 0 a, = 0 .f b 
,1a=t=. 

[00231] The SimRank equation can be used to compute sk+1 (a, b) from Sk(*,*) with 

( ) c "II(a)l "II(b)I ( ) ( ) 
sk+1 a,b = 

1 11 1
L.i-i L,

1
-_1 sk(li a ,11• b) fora-f.b, and sk+1 (a,b)=l fora=b. On each 

I(a) I(b) - -

iteration k+ 1, the similarity of (a,b) is updated using the similarity scores of the neighbors of 

(a,b) from the previous iteration k according to the SimRank equation. The values Sk(*, *) are 

nondecreasing as k increases. 

[00232] Returning to Fig. 3C, while MNC would cluster nodes p4 and p5 together (and not 

include node p6 in their cluster), application of SimRank would cluster nodes p4-p6 into one 

cluster (314) and also cluster nodes p7-p9 into another cluster (315). 

[00233] Fig. 3D depicts a set of processes, and in particular server processes sl and s2, and client 

processes cl, c2, c3, c4, c5, and c6. Suppose only nodes sl, s2, cl, and c2 are present in the 
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graph depicted in Fig. 3D (and the other nodes depicted are omitted from consideration). Using 

MNC, nodes sl and s2 would be clustered together, as would nodes cl and c2. Performing 

SimRank clustering as described above would also result in those two clusters (sl and s2, and cl 

and c2). As previously mentioned, in MNC, identical behavior is required. Thus, if node c3 were 

now also present in the graph, MNC would not include c3 in a cluster with c2 and cl because 

node c3 only communicates with node s2 and not node sl. In contrast, a SimRank clustering of a 

graph that includes nodes sl, s2, cl, c2, and c3 would result (based, e.g., on an applicable 

selected decay value and number of iterations) in a first cluster comprising nodes sl and s2, and a 

second cluster of c 1, c2, and c3. As an increasing number of nodes which communicate with 

server process s2, and do not also communicate with server process sl, are included in the graph 

(e.g., as c4, c5, and c6 are added), under SimRank, nodes sl and s2 will become decreasingly 

similar (i.e., their intersection is reduced). 

[00234] In various embodiments, SimRank is modified (from what is described above) to 

accommodate differences between the asymmetry of client and server connections. As one 

example, SimRank can be modified to use different thresholds for client communications ( e.g., 

an 80% match among nodes cl-c6) and for server communications (e.g., a 60% match among 

nodes sl and s2). Such modification can also help achieve convergence in situations such as 

where a server process dies on one node and restarts on another node. 

[00235] The application of MNC/SimRank to an aggregated physical graph results in a smaller 

graph, in which processes which are determined to be sufficiently similar are clustered together. 

Typically, clusters generated as output ofMNC will be underinclusive. For example, for the 

nodes depicted in Fig. 3C, process p6 will not be included in a cluster with processes p4 and p5, 

despite substantial similarity in their communication behaviors. The application of SimRank 

(e.g., to the output ofMNC) helps mitigate the underinclusiveness of MNC, but can result in 

overly inclusive clusters. As one example, suppose (returning to the nodes depicted in Fig. 3B) 

that as a result of applying SimRank to the depicted nodes, nodes p l-p4 are all included in a 

single cluster. Both MNC and SimRank operate agnostically of which application a given process 

belongs to. Suppose processes pl-p3 each correspond to a first application (e.g., an update 

engine), and process p4 corresponds to a second application (e.g., sshd). Further suppose process 

plO corresponds to contact with AWS. Clustering all four of the processes together (e.g., as a 

result of SimRank) could be problematic, particularly in a security context (e.g., where granular 

information useful in detecting threats would be lost). 

[00236] As previously mentioned, data platform 12 may maintain a mapping between processes 

and the applications to which they belong. In various embodiments, the output of SimRank (e.g., 

SimRank clusters) is split based on the applications to which cluster members belong (such a 
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split is also referred to herein as a "CmdType split"). If all cluster members share a common 

application, the cluster remains. If different cluster members originate from different 

applications, the cluster members are split along application-type (CmdType) lines. Using the 

nodes depicted in Fig. 3D as an example, suppose that nodes cl, c2, c3, and c5 all share "update 

engine" as the type of application to which they belong (sharing a CmdType). Suppose that node 

c4 belongs to "ssh," and suppose that node c6 belongs to "bash." As a result of SimRank, all six 

nodes (cl-c6) might be clustered into a single cluster. After a CmdType split is performed on the 

cluster, however, the single cluster will be broken into three clusters (cl, c2, c3, c5; c4; and c6). 

Specifically, the resulting clusters comprise processes associated with the same type of 

application, which exhibit similar behaviors (e.g., communication behaviors). Each of the three 

clusters resulting from the CmdType split represents, respectively, a node (also referred to herein 

as a PType) of a particular CmdType. Each PType is given a persistent identifier and stored 

persistently as a cumulative graph. 

[00237] A variety of approaches can be used to determine a CmdType for a given process. As 

one example, for some applications (e.g., sshd), a one-to-one mapping exists between the 

CmdType and the application/binary name. Thus, processes corresponding to the execution of 

sshd will be classified using a CmdType of sshd. In various embodiments, a list of common 

application/binary names (e.g., sshd, apache, etc.) is maintained by data platform 12 and 

manually curated as applicable. Other types of applications ( e.g., Java, Python, and Ruby) are 

multi-homed, meaning that several very different applications may all execute using the binary 

name, "java." For these types of applications, information such as command line/ execution path 

information can be used in determining a CmdType. In particular, the subapplication can be used 

as the CmdType of the application, and/or term frequency analysis (e.g., TF/IDF) can be used on 

command line information to group, for example, any marathon related applications together 

(e.g., as a python.marathon CmdType) and separately from other Python applications (e.g., as a 

python.airflow CmdType). 

[00238] In various embodiments, machine learning techniques are used to determine a CmdType. 

The CmdType model is constrained such that the execution path for each CmdType is unique. 

One example approach to making a CmdType model is a random forest based approach. An 

initial CmdType model is bootstrapped using process parameters (e.g., available within one 

minute of process startup) obtained using one hour of information for a given customer ( e.g., 

entity A). Examples of such parameters include the command line of the process, the command 

line of the process's parent(s) (if applicable), the uptime of the process, UID/EUID and any 

change information, TTY and any change information, listening ports, and children (if any). 
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Another approach is to perform term frequency clustering over command line information to 

convert command lines into cluster identifiers. 

[00239] The random forest model can be used (e.g., in subsequent hours) to predict a CmdType 

for a process (e.g., based on features of the process). If a match is found, the process can be 

assigned the matching CmdType. If a match is not found, a comparison between features of the 

process and its nearest CmdType (e.g., as determined using a Levenstein distance) can be 

performed. The existing CmdType can be expanded to include the process, or, as applicable, a 

new CmdType can be created (and other actions taken, such as generating an alert). Another 

approach to handling processes which do not match an existing CmdType is to designate such 

processes as unclassified, and once an hour, create a new random forest seeded with process 

information from a sampling of classified processes (e.g., 10 or 100 processes per CmdType) and 

the new processes. If a given new process winds up in an existing set, the process is given the 

corresponding CmdType. If a new cluster is created, a new CmdType can be created. 

[00240] Conceptually, a polygraph represents the smallest possible graph of clusters that 

preserve a set of rules ( e.g., in which nodes included in the cluster must share a CmdType and 

behavior). As a result of performing MNC, SimRank, and cluster splitting ( e.g., CmdType 

splitting) many processes are clustered together based on commonality of behavior (e.g., 

communication behavior) and commonality of application type. Such clustering represents a 

significant reduction in graph size (e.g., compared to the original raw physical graph). 

Nonetheless, further clustering can be performed (e.g., by iterating on the graph data using the 

GBM to achieve such a polygraph). As more information within the graph is correlated, more 

nodes can be clustered together, reducing the size of the graph, until convergence is reached and 

no further clustering is possible. 

[00241] Fig. 3E depicts two pairs of clusters. In particular, cluster 320 represents a set of client 

processes sharing the same CmdType ("al"), communicating (collectively) with a server process 

having a CmdType ("a2"). Cluster 322 also represents a set of client processes having a 

CmdType al communicating with a server process having a CmdType a2. The nodes in clusters 

320 and 322 (and similarly nodes in 321 and 323) remain separately clustered (as depicted) after 

MNC/SimRank/CmdType splitting - isolated islands. One reason this could occur is where 

server process 321 corresponds to processes executing on a first machine (having an IP address 

of 1.1.1.1 ). The machine fails and a new server process 3 23 starts, on a second machine (having 

an IP address of 2.2.2.2) and takes over for process 321. 

[00242] Communications between a cluster of nodes (e.g., nodes of cluster 320) and the first IP 

address can be considered different behavior from communications between the same set of 

nodes and the second IP address, and thus communications 324 and 325 will not be combined by 
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MNC/SimRank in various embodiments. Nonetheless, it could be desirable for nodes of clusters 

320/322 to be combined (into cluster 326), and for nodes of clusters 321/323 to be combined 

(into cluster 327), as representing (collectively) communications between al and a2. One task 

that can be performed by data platform 12 is to use DNS query information to map IP addresses 

to logical entities. As will be described in more detail below, GBM 154 can make use of the DNS 

query information to determine that graph nodes of cluster 320 and graph nodes of cluster 322 

both made DNS queries for "appserverabc.example.com," which first resolved to 1.1.1.1 and 

then to 2.2.2.2, and to combine nodes 320/322 and 321/323 together into a single pair of nodes 

(326 communicating with 327). 

[00243] In various embodiments, GBM 154 operates in a batch manner in which it receives as 

input the nodes and edges of a graph for a particular time period along with its previous state, and 

generates as output clustered nodes, cluster membership edges, cluster-to-cluster edges, events, 

and its next state. 

[00244] GBM 154 may not try to consider all types of entities and their relationships that may be 

available in a conceptual common graph all at once. Instead, GBM uses a concept of models 

where a subset of node and edge types and their properties are considered in a given model. Such 

an approach is helpful for scalability, and also to help preserve detailed information (of particular 

importance in a security context) - as clustering entities in a more complex and larger graph 

could result in less useful results. In particular, such an approach allows for different types of 

relationships between entities to be preserved/more easily analyzed. 

[00245] While GBM 154 can be used with different models corresponding to different 

subgraphs, core abstractions remain the same across types of models. 

[00246] For example, each node type in a GBM model is considered to belong to a class. The 

class can be thought of as a way for the GBM to split nodes based on the criteria it uses for the 

model. The class for a node is represented as a string whose value is derived from the node's key 

and properties depending on the GBM Model. Note that different GBM models may create 

different class values for the same node. For each node type in a given GBM model, GBM 154 

can generate clusters of nodes for that type. A GBM generated cluster for a given member node 

type cannot span more than one class for that node type. GBM 154 generates edges between 

clusters that have the same types as the edges between source and destination cluster node types. 

[00247] Additionally or alternatively, the processes described herein as being used for a 

particular model can be used (can be the same) across models, and different models can also be 

configured with different settings. 

[00248] Additionally or alternatively, the node types and the edge types may correspond to 

existing types in the common graph node and edge tables but this is not necessary. Even when 
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there is a correspondence, the properties provided to GBM 154 are not limited to the properties 

that are stored in the corresponding graph table entries. They can be enriched with additional 

information before being passed to GBM 154. 

[00249] Logically, the input for a GBM model can be characterized in a manner that is similar to 

other graphs. Edge triplets can be expressed, for example, as an array of source node type, edge 

type, and destination node type. And, each node type is associated with node properties, and each 

edge type is associated with edge properties. Other edge triplets can also be used (and/or edge 

triplets can be extended) in accordance with various embodiments. 

[00250] Note that the physical input to the GBM model need not (and does not, in various 

embodiments) conform to the logical input. For example, the edges in the PtypeConn model 

correspond to edges between Matching Neighbors (MN) clusters, where each process node has 

an MN cluster identifier property. In the User ID to User ID model (also referred to herein as the 

Uid2Uid model), edges are not explicitly provided separately from nodes (as the euid array in the 

node properties serves the same purpose). In both cases, however, the physical information 

provides the applicable information necessary for the logical input. 

[00251] The state input for a particular GBM model can be stored in a file, a database, or other 

appropriate storage. The state file (from a previous run) is provided, along with graph data, 

except for when the first run for a given model is performed, or the model is reset. In some cases, 

no data may be available for a particular model in a given time period, and GBM may not be run 

for that time period. As data becomes available at a future time, GBM can run using the latest 

state file as input. 

[00252] GBM 154 outputs cluster nodes, cluster membership edges, and inter-cluster relationship 

edges that are stored (in some embodiments) in the graph node tables: node_ c, node_ cm, and 

node_icr, respectively. The type names of nodes and edges may conform to the following rules: 

[00253] * A given node type can be used in multiple different GBM models. The type names of 

the cluster nodes generated by two such models for that node type will be different. For instance, 

process type nodes will appear in both PtypeConn and Uid2Uid models, but their cluster nodes 

will have different type names. 

[00254] * The membership edge type name is "MemberOf." 

[00255] * The edge type names for cluster-to-cluster edges will be the same as the edge type 

names in the underlying node-to-node edges in the input. 

[00256] The following are example events GBM 154 can generate: new class, new cluster, new 

edge from class to class, split class (the notion that GBM 154 considers all nodes of a given type 

and class to be in the same cluster initially and if GBM 154 splits them into multiple clusters, it is 
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splitting a class), new edge from cluster and class, new edge between cluster and cluster, and/or 

new edge from class to cluster. 

[00257] One underlying node or edge in the logical input can cause multiple types of events to be 

generated. Conversely, one event can correspond to multiple nodes or edges in the input. Not 

every model generates every event type. 

[00258] Additional information regarding examples of data structures/models that can be used in 

conjunction with models used by data platform 12 is now provided. 

[00259] In some examples, a PTypeConn Model clusters nodes of the same class that have 

similar connectivity relationships. For example, if two processes had similar incoming neighbors 

of the same class and outgoing neighbors of the same class, they could be clustered. 

[00260] The node input to the PTypeConn model for a given time period includes non-interactive 

(i.e., not associated with tty) process nodes that had connections in the time period and the base 

graph nodes of other types (IP Service Endpoint (IPSep) comprising an IP address and a port), 

DNS Service Endpoint (DNSSep) and IPAddress) that have been involved in those connections. 

The base relationship is the connectivity relationship for the following type triplets: 

[00261] * Process, Connected To, Process 

[00262] * Process, ConnectedTo, IP Service Endpoint (IPSep) 

[00263] * Process, ConnectedTo, DNS Service Endpoint (DNSSep) 

[00264] * IPAddress, ConnectedTo, ProcessProcess, DNS, ConnectedTo, Process 

[00265] The edge inputs to this model are the ConnectedTo edges from the MN cluster, instead 

of individual node-to-node Connected To edges from the base graph. The membership edges 

created by this model refer to the base graph node type provided in the input. 

[00266] Class Values: 

[00267] The class values of nodes are determined as follows depending on the node type ( e.g., 

Process nodes, IPSep nodes, DNSSep nodes, and IP Address nodes). 

[00268] Process nodes: 

[00269] if exe_path containsjava then "java <cmdline_term_l> ... " 

[00270] else if exe_path contains python then "python <cmdline_term_l> ... " 

[00271] else "last_part_of_exe_path" 

[00272] IPSep nodes: 

[00273] if IP internal then "IntIPS" 

[00274] else if severity= 0 then "<IP _addr>:<protocol>:<port>" 

[00275] else "<IP _addr>:<port> _BadIP" 

[00276] DNSSep nodes: 

[00277] if IP internal = I then "<hostname>" 
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[00278] else if severity = 0 then "<hostname>:<protocol>:port" 

[00279] else "<hostname>:<port> _ BadIP" 

[00280] IPAddress nodes (will appear only on client side): 

[00281] if IP internal = I then "IPintC" 

[00282] else if severity= 0 then "ExtIPC" 

[00283] else "ExtBadIPC" 

[00284] Events: 

LACEP073 

[00285] A new class event in this model for a process node is equivalent to seeing a new CType 

being involved in a connection for the first time. Note that this does not mean the CType was not 

seen before. It is possible that it was previously seen but did not make a connection at that time. 

[00286] A new class event in this model for an IPSep node with IP _internal = 0 is equivalent to 

seeing a connection to a new external IP address for the first time. 

[00287] A new class event in this model for a DNSSep node is equivalent to seeing a connection 

to a new domain for the first time. 

[00288] A new class event in this model for an IP Address node with IP _internal = 0 and severity 

= 0 is equivalent to seeing a connection from any external IP address for the first time. 

[00289] A new class event in this model for an IP Address node with IP _internal = 0 and severity 

> 0 is equivalent to seeing a connection from any bad external IP address for the first time. 

[00290] A new class to class to edge from a class for a process node to a class for a process node 

is equivalent to seeing a communication from the source CType making a connection to the 

destination CType for the first time. 

[00291] A new class to class to edge from a class for a process node to a class for a DNSSep 

node is equivalent to seeing a communication from the source CType making a connection to the 

destination domain name for the first time. 

[00292] An IntPConn Model may be similar to the PtypeConn Model, except that connection 

edges between parent/child processes and connections between processes where both sides are 

not interactive are filtered out. 

[00293] A Uid2Uid Model may cluster processes with the same username that show similar 

privilege change behavior. For instance, if two processes with the same username had similar 

effective user values, launched processes with similar usernames, and were launched by 

processes with similar usernames, then they could be clustered. 

[00294] An edge between a source cluster and destination cluster generated by this model means 

that all of the processes in the source cluster had a privilege change relationship to at least one 

process in the destination cluster. 
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[00295] The node input to this model for a given time period includes process nodes that are 

running in that period. The value of a class of process nodes is "<username>". 

[00296] The base relationship that is used for clustering is privilege change, either by the process 

changing its effective user ID, or by launching a child process which runs with a different user. 

[00297] The physical input for this model includes process nodes (only), with the caveat that the 

complete ancestor hierarchy of process nodes active (i.e., running) for a given time period is 

provided as input even if an ancestor is not active in that time period. Note that effective user IDs 

of a process are represented as an array in the process node properties, and launch relationships 

are available from ppid_hash fields in the properties as well. 

[00298] A new class event in this model is equivalent to seeing a user for the first time. 

[00299] A new class to class edge event is equivalent to seeing the source user making a 

privilege change to the destination user for the first time. 

[00300] A Ct2Ct Model may cluster processes with the same CType that show similar launch 

behavior. For instance, if two processes with the same CType have launched processes with 

similar CTypes, then they could be clustered. 

[00301] The node input to this model for a given time period includes process nodes that are 

running in that period. The value class of process nodes is CType (similar to how it is created for 

the PtypeConn Model). 

[00302] The base relationship that is used for clustering is a parent process with a given CType 

launching a child process with another given destination CType. 

[00303] The physical input for this model includes process nodes (only) with the caveat that the 

complete ancestor hierarchy active process nodes (i.e., that are running) for a given time period is 

provided as input even if an ancestor is not active in that time period. Note that launch 

relationships are available from ppid_hash fields in the process node properties. 

[00304] An edge between a source cluster and destination cluster generated by this model means 

that all of the processes in the source cluster launched at least one process in the destination 

cluster. 

[00305] A new class event in this model is equivalent to seeing a CType for the first time. Note 

that the same type of event will be generated by the PtypeConn Model as well. 

[00306] A new class to class edge event is equivalent to seeing the source CType launching the 

destination CType for the first time. 

[00307] An MTypeConn Model may cluster nodes of the same class that have similar 

connectivity relationships. For example, if two machines had similar incoming neighbors of the 

same class and outgoing neighbors of the same class, they could be clustered. 
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[00308] A new class event in this model will be generated for external IP addresses or (as 

applicable) domain names seen for the first time. Note that a new class to class to edge Machine, 

class to class for an IPSep or DNSName node will also be generated at the same time. 

[00309] The membership edges generated by this model will refer to Machine, IP Address, 

DNSName, and IPSep nodes in the base graph. Though the nodes provided to this model are 

IP Address nodes instead of IPSep nodes, the membership edges it generates will refer to IPSep 

type nodes. Alternatively, the base graph can generate edges between Machine and IPSep node 

types. Note that the Machine to IPAddress edges have tcp_dst_ports/udp_dst_ports properties 

that can be used for this purpose. 

[00310] The node input to this model for a given time period includes machine nodes that had 

connections in the time period and the base graph nodes of other types (IP Address and 

DNSName) that were involved in those connections. 

[00311] The base relationship is the connectivity relationship for the following type triplets: 

[00312] * Machine, ConnectedTo, Machine 

[00313] * Machine, ConnectedTo, IPAddress 

[00314] * Machine, ConnectedTo, DNSName 

[00315] * IPAddress, ConnectedTo, Machine, DNS, ConnectedTo, Machine 

[00316] The edge inputs to this model are the corresponding ConnectedTo edges in the base 

graph. 

[00317] Class Values: 

[00318] Machine: 

[00319] The class value for all Machine nodes is "Machine." 

[00320] The machine_terms property in the Machine nodes is used, in various embodiments, for 

labeling machines that are clustered together. If a majority of the machines clustered together 

share a term in the machine_terms, that term can be used for labeling the cluster. 

[00321] IPSep: 

[00322] The class value for IPSep nodes is determined as follows: 

[00323] ifIP internal then "IntIPS" 

[00324] else 

[00325] if severity= 0 then "<ip_addr>:<protocol>:<port>" 

[00326] else "<IP_ addr _ BadIP>" 

[00327] IP Address: 

[00328] The class value for IpAddress nodes is determined as follows: 

[00329] if IP internal then "IntIPC" 

[00330] else 
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[00331] if severity= 0 then "ExtIPC" 

[00332] else "ExtBadIPC" 

[00333] DNSName: 

[00334] The class value for DNSName nodes is determined as follows: 

[00335] 

[00336] 

if severity = 0 then "<hostname>" 

else then "<hostname> BadIP" 

[00337] An example structure for a New Class Event is now described. 
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[00338] The key field for this event type looks as follows (using the PtypeConn model as an 

example): 

[00339] { 

[00340] "node": { 

[00341] "class": { 

[00342] "cid": "httpd" 

[00343] }, 

[00344] "key": { 

[00345] "cid": "29654" 

[00346] }, 

[00347] "type": "PtypeConn" 

[00348] } 

[00349] } 

[00350] It contains the class value and also the ID of the cluster where that class value is 

observed. Multiple clusters can be observed with the same value in a given time period. It 

contains the class value and also the ID of the cluster where that class value is observed. Multiple 

clusters can be observed with the same value in a given time period. Accordingly, in some 

embodiments, GBM 154 generates multiple events of this type for the same class value. 

[00351] The properties field looks as follows: 

[00352] { 

[00353] "set size": 5 

[00354] } 

[00355] The set_size indicates the size of the cluster referenced in the keys field. 

[00356] Conditions: 

[00357] For a given model and time period, multiple NewClass events can be generated if there 

is more than one cluster in that class. NewNode events will not be generated separately in this 

case. 

[00358] Example New Class to Class Edge Event structure: 
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[00359] The key field for this event type looks as follows (using the PtypeConn model as an 

example): 

[00360] "edge": { 

[00361] "dst_node": { 

[00362] "class": { 

[00363] "cid": "java war" 

[00364] }, 

[00365] "key": { 

[00366] "cid": "27635" 

[00367] }, 

[00368] "type": "PtypeConn" 

[00369] }, 

[00370] "src_node": { 

[00371] "class": { 

[00372] "cid": "IntIPC" 

[00373] }, 

[00374] "key": { 

[00375] "cid": "20881" 

[00376] }, 

[00377] "type": "PtypeConn" 

[00378] }, 

[00379] "type": "ConnectedTo" 

[00380] } 

[00381] } 

[00382] The key field contains source and destination class values and also source and 

destination cluster identifiers (i.e., the src/dst_node:key.cid represents the src/dst cluster 

identifier). 

[00383] In a given time period for a given model, an event of this type could involve multiple 

edges between different cluster pairs that have the same source and destination class values. 

GBM 154 can generate multiple events in this case with different source and destination cluster 

identifiers. 

[00384] The props fields look as follows for this event type: 

[00385] { 

[00386] "dst set_size": 2, 

[00387] "src set size": 1 

47 Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00640



LACEP073 

[00388] } 

[00389] The source and destination sizes represent the sizes of the clusters given in the keys 

field. 

[00390] Conditions: 

[00391] For a given model and time period, multiple NewClassToClass events can be generated 

if there are more than one pair of clusters in that class pair. NewNodeToNode events are not 

generated separately in this case. 

[00392] Combining Events at the Class Level: for a given model and time period, the following 

example types of events can represent multiple changes in the underlying GBM cluster level 

graph in terms of multiple new clusters or multiple new edges between clusters: 

[00393] * NewClass 

[00394] * NewEdgeClassToClass 

[00395] * NewEdgeNodeToClass 

[00396] * NewEdgeClassToNode 

[00397] Multiple NewClass events with the same model and class can be output if there are 

multiple clusters in that new class. 

[00398] Multiple NewEdgeClassToClass events with the same model and class pair can be 

output if there are multiple new cluster edges within that class pair. 

[00399] Multiple NewEdgeNodeToClass events with the same model and destination class can 

be output if there are multiple new edges from the source cluster to the destination clusters in that 

destination class (the first time seeing this class as a destination cluster class for the source 

cluster). 

[00400] Multiple NewEdgeClassToNode events with the same model and source class can be 

output if there are multiple new edges from source clusters to the destination clusters in that 

source class (the first time seeing this class as a source cluster class for the destination cluster). 

[00401] These events may be combined at the class level and treated as a single event when it is 

desirable to view changes at the class level, e.g., when one wants to know when there is a new 

CType. 

[00402] In some examples, different models may have partial overlap in the types of nodes they 

use from the base graph. Therefore, they can generate NewClass type events for the same class. 

NewClass events can also be combined across models when it is desirable to view changes at the 

class level. 

[00403] Using techniques herein, actions can be associated with processes and (e.g., by 

associating processes with users) actions can thus also be associated with extended user sessions. 

Such information can be used to track user behavior correctly, even where a malicious user 
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attempts to hide his trail by changing user identities (e.g., through lateral movement). Extended 

user session tracking can also be useful in operational use cases without malicious intent, e.g., 

where users make original logins with distinct usernames ( e.g., "charlie" or "<lave") but then 

perform actions under a common usemame ( e.g., "admin" or "support"). One such example is 

where multiple users with administrator privileges exist, and they need to gain superuser 

privilege to perform a particular type of maintenance. It may be desirable to know which 

operations are performed (as the superuser) by which original user when debugging issues. In the 

following examples describing extended user session tracking, reference is generally made to 

using the secure shell (ssh) protocol as implemented by openssh (on the server side) as the 

mechanism for logins. However, extended user session tracking is not limited to the ssh protocol 

or a particular limitation and the techniques described herein can be extended to other login 

mechanisms. 

[00404] On any given machine, there will be a process that listens for and accepts ssh 

connections on a given port. This process can run the openssh server program running in daemon 

mode or it could be running another program (e.g., initd on a Linux system). In either case, a new 

process running openssh will be created for every new ssh login session and this process can be 

used to identify an ssh session on that machine. This process is called the "privileged" process in 

openssh. 

[00405] After authentication of the ssh session, when an ssh client requests a shell or any other 

program to be run under that ssh session, a new process that runs that program will be created 

under (i.e., as a child ot) the associated privileged process. If an ssh client requests port 

forwarding to be performed, the connections will be associated with the privileged process. 

[00406] In modem operating systems such as Linux and Windows, each process has a parent 

process ( except for the very first process) and when a new process is created the parent process is 

known. By tracking the parent-child hierarchy of processes, one can determine if a particular 

process is a descendant of a privileged openssh process and thus if it is associated with an ssh 

login session. 

[00407] For user session tracking across machines (or on a single machine with multiple logins) 

in a distributed environment, it is established when two login sessions have a parent-child 

relationship. After that, the "original" login session, if any, for any given login session can be 

determined by following the parent relationship recursively. 

[00408] Fig. 3F is a representation of a user logging into a first machine and then into a second 

machine from the first machine, as well as information associated with such actions. In the 

example of Fig. 3F, a user, Charlie, logs into Machine A (331) from a first IP address (332). As 

part of the login process, he provides a username (333). Once connected to Machine A, an 
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openssh privileged process (334) is created to handle the connection for the user, and a terminal 

session is created and a bash process (335) is created as a child. Charlie launches an ssh client 

(336) from the shell, and uses it to connect (337) to Machine B (338). As with the connection he 

makes to Machine A, Charlie's connection to Machine B will have an associated incoming IP 

address (339), in this case, the IP address of Machine A And, as part of the login process with 

Machine B, Charlie will provide a username (340) which need not be the same as username 333. 

An openssh privileged process (341) is created to handle the connection, and a terminal session 

and child bash process (342) will be created. From the command line of Machine B, Charlie 

launches a curl command (343), which opens an HTTP connection (2028) to an external Machine 

C (345). 

[00409] Fig. 3G is an alternate representation of actions occurring in Fig. 3F, where events 

occurring on Machine A are indicated along line 350, and events occurring on Machine Bare 

indicated along line 351. As shown in Fig. 3G, an incoming ssh connection is received at 

Machine A (352). Charlie logs in (as user "x") and an ssh privileged process is created to handle 

Charlie's connection (353). A terminal session is created and a bash process is created (354) as a 

child of process 3 53. Charlie wants to ssh to Machine B, and so executes an ssh client on 

Machine A (355), providing credentials (as user "y") at 356. Charlie logs into Machine B, and an 

ssh privileged process is created to handle Charlie's connection (357). A terminal session is 

created and a bash process is created (358) as a child of process 357. Charlie then executes curl 

(359) to download content from an external domain (via connection 360). 

[00410] The external domain could be a malicious domain, or it could be benign. Suppose the 

external domain is malicious (and, e.g., Charlie has malicious intent). It would be advantageous 

(e.g., for security reasons) to be able to trace the contact with the external domain back to 

Machine A, and then back to Charlie's IP address. Using techniques described herein (e.g., by 

correlating process information collected by various agents), such tracking of Charlie's activities 

back to his original login (330) can be accomplished. In particular, an extended user session can 

be tracked that associates Charlie's ssh processes together with a single original login and thus 

original user. 

[00411] As described herein, software agents (such as agent 112) may run on machines (such as 

a machine that implements one of nodes 116) and detect new connections, processes, and/or 

logins. As also previously explained, such agents send associated records to data platform 12 

which includes one or more datastores ( e.g., data store 30) for persistently storing such data. 

Such data can be modeled using logical tables, also persisted in datastores ( e.g., in a relational 

database that provides an SQL interface), allowing for querying of the data. Other datastores such 

as graph oriented databases and/or hybrid schemes can also be used. 
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[00412] The following identifiers are commonly used in the tables: 

[00413] * MID 

[00414] * PID hash 

LACEP073 

[00415] An ssh login session can be identified uniquely by an (MID, PID _ hash) tuple. The MID 

is a machine identifier that is unique to each machine, whether physical or virtual, across time 

and space. Operating systems use numbers called process identifiers (Pills) to identify processes 

running at a given time. Over time processes may die and new processes may be started on a 

machine or the machine itself may restart. The PID is not necessarily unique across time in that 

the same PID value can be reused for different processes at different times. In order to track 

process descendants across time, one should therefore account for time as well. In order to be 

able to identify a process on a machine uniquely across time, another number called a PID _ hash 

is generated for the process. In various embodiments, the PID _ hash is generated using a 

collision-resistant hash function that takes the PID, start time, and (in various embodiments, as 

applicable) other properties of a process. 

[00416] Input data collected by agents comprises the input data model and is represented by the 

following logical tables: 

[00417] * connections 

[00418] * processes 

[00419] * logins 

[00420] A connections table may maintain records of TCP/IP connections observed on each 

machine. Example columns included in a connections table are as follows: 

Column Name Description 

MID Identifier of the machine that the connection was observed on. 

start time Connection start time. 
-

PID hash Identifier of the process that was associated with the connection. 
-

src IP addr Source IP address (the connection was initiated from this IP address). 
- -

src_port Source port. 

dst IP addr Destination IP address (the connection was made to this IP address). 
- -

dst_port Destination port. 

Prot Protocol (TCP or UDP). 
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Direction of the connection (incoming or outgoing) with respect to this 

machine. 

[00421] The source fields (IP address and port) correspond to the side from which the connection 

was initiated. On the destination side, the agent associates an ssh connection with the privileged 

ssh process that is created for that connection. 

[00422] For each connection in the system, there will be two records in the table, assuming that 

the machines on both sides of the connection capture the connection. These records can be 

matched based on equality of the tuple (src_IP _addr, src_port, dst_IP _addr, dst_port, Prot) and 

proximity of the start_time fields (e.g., with a one minute upper threshold between the start_time 

fields). 

[00423] A processes table maintains records of processes observed on each machine. It may have 

the following columns: 

Column Name Description 

MID Identifier of the machine that the process was observed on. 

PID hash Identifier of the process. 
-

start time Start time of the process. 
-

exe_path The executable path of the process. 

PPID hash Identifier of the parent process. 
-

[00424] A logins table may maintain records of logins to machines. It may have the following 

columns: 

Column Name Description 

MID Identifier of the machine that the login was observed on. 

sshd PID hash Identifier of the sshd privileged process associated with login. 
- -

login_time Time of login. 

login_ usemame Username used in login. 
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[00425] Output data generated by session tracking is represented with the following logical 

tables: 

[00426] * login-local-descendant 

[00427] * login-connection 

[00428] * login-lineage 

[00429] Using data in these tables, it is possible to determine descendant processes of a given ssh 

login session across the environment (i.e., spanning machines). Conversely, given a process, it is 

possible to determine if it is an ssh login descendant as well as the original ssh login session for it 

if SO. 

[00430] A login-local-descendant table maintains the local (i.e., on the same machine) 

descendant processes of each ssh login session. It may have the following columns: 

Column Name Description 

MID Identifier of the machine that the login was observed on. 

sshd PID hash Identifier of the sshd privileged process associated with login. 
- -

login_time Time of login. 

1 ogin _ username Username used in login. 

[00431] A login-connections table may maintain the connections associated with ssh logins. It 

may have the following columns: 

Column Name Description 

MID Identifier of the machine that the process was observed on. 

sshd PID hash Identifier of the sshd privileged process associated with the login. 
- -

login_time Time of login. 

login_ username The username used in the login. 

src IP addr Source IP address (connection was initiated from this IP address). 
- -

src_port Source port. 

dst IP addr Destination IP address (connection was made to this IP address). 
- -
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I dstyort I Destination port. 

[00432] A login-lineage table may maintain the lineage of ssh login sessions. It may have the 

following columns: 

Column Name Description 

MID Identifier of the machine that the ssh login was observed on. 

sshd PID hash Identifier of the sshd privileged process associated with the login. 
- -

parent_MID Identifier of the machine that the parent ssh login was observed on. 

parent_ sshd _ PID _ hash Identifier of the sshd privileged process associated with the parent 

login. 

origin_MID Identifier of the machine that the origin ssh login was observed on. 

origin_sshd_PID _hash Identifier of the sshd privileged process associated with the origin 

login. 

[00433] The parent_MID and parent_sshd_PID _hash columns can be null if there is no parent 

ssh login. In that case, the (MID, sshd_PID_hash) tuple will be the same as the (origin_MID, 

origin_sshd_PID _hash) tuple. 

[00434] Fig. 3H illustrates an example of a process for performing extended user tracking. In 

various embodiments, process 361 is performed by data platform 12. The process begins at 362 

when data associated with activities occurring in a network environment (such as entity A's 

datacenter) is received. One example of such data that can be received at 362 is agent-collected 

data described above (e.g., in conjunction with process 200). At 363, the received network 

activity is used to identify user login activity. And, at 364, a logical graph that links the user 

login activity to at least one user and at least one process is generated (or updated, as applicable). 

Additional detail regarding process 361, and in particular, portions 363 and 364 of process 361 

are described in more detail below (e.g., in conjunction with discussion of Fig. 3J). 

[00435] Fig. 31 depicts a representation of a user logging into a first machine, then into a second 

machine from the first machine, and then making an external connection. The scenario depicted 

in Fig. 31 is used to describe an example of processing that can be performed on data collected by 

agents to generate extended user session tracking information. Fig. 31 is an alternate depiction of 

the information shown in Figs. 3F and 3G. 
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[00436] At time tl (365), a first ssh connection is made to Machine A (366) from an external 

source (367) by a user having a username of "X." In the following example, suppose the external 

source has an IP address of 1.1.1.10 and uses source port 10000 to connect to Machine A (which 

has an IP address of 2.2.2.20 and a destination port 22). External source 367 is considered an 

external source because its IP address is outside of the environment being monitored (e.g., is a 

node outside of entity A's datacenter, connecting to a node inside of entity A's datacenter). 

[00437] A first ssh login session LS 1 is created on machine A for user X. The privileged openssh 

process for this login is Al (368). Under the login session LS 1, the user creates a bash shell 

process with PID _hash A2 (369). 

[00438] At time t2 (370), inside the bash shell process A2, the user runs an ssh program under a 

new process A3 (371) to log in to machine B (372) with a different username ("Y"). In particular, 

an ssh connection is made from source IP address 2.2.2.20 and source port 10001 (Machine A's 

source information) to destination IP address 2.2.2.21 and destination port 22 (Machine B's 

destination information). 

[00439] A second ssh login session LS2 is created on machine B for user Y. The privileged 

openssh process for this login is B 1 (373). Under the login session LS2, the user creates a bash 

shell process with PID_hash B2 (374). 

[00440] At time t3 (376), inside the bash shell process B2, the user runs a curl command under a 

new process B3 (377) to download a file from an external destination (378). In particular, an 

HTTPS connection is made from source IP address 2.2.2.21 and source port 10002 (Machine B's 

source information) to external destination IP address 3.3.3.30 and destination port 443 (the 

external destination's information). 

[00441] Using techniques described herein, it is possible to determine the original user who 

initiated the connection to external destination 378, which in this example is a user having the 

username X on machine A (where the extended user session can be determined to start with ssh 

login session LS 1 ). 

[00442] Based on local descendant tracking, the following determinations can be on machine A 

and B without yet having performed additional processing (described in more detail below): 

[00443] * A3 is a descendant of Al and thus associated with LSI. 

[00444] * The connection to the external domain from machine B is initiated by B3. 

[00445] * B3 is a descendant of B 1 and is thus associated with LS2. 

[00446] * Connection to the external domain is thus associated with LS2. 

[00447] An association between A3 and LS2 can be established based on the fact that LS2 was 

created based on an ssh connection initiated from A3. Accordingly, it can be determined that LS2 

is a child of LS 1. 
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[00448] To determine the user responsible for making the connection to the external destination 

( e.g., if it were a known bad destination), first, the process that made the connection would be 

traced, i.e., from B3 to LS2. Then LS2 would be traced to LS 1 (i.e., LS 1 is the origin login 

session for LS2). Thus the user for this connection is the user for LS 1, i.e., X. As represented in 

Fig. 31, one can visualize the tracing by following the links (in the reverse direction of arrows) 

from external destination 378 to Al (368). 

[00449] In the example scenario, it is assumed that both ssh connections occur in the same 

analysis period. However, the approaches described herein will also work for connections and 

processes that are created in different time periods. 

[00450] Fig. 3J illustrates an example of a process for performing extended user tracking. In 

various embodiments, process 380 is performed periodically (e.g., once an hour in a batch 

fashion) by ssh tracker 148 to generate new output data. In general, batch processing allows for 

efficient analysis of large volumes of data. However, the approach can be adapted, as applicable, 

to process input data on a record-by-record fashion while maintaining the same logical data 

processing flow. As applicable the results of a given portion of process 380 are stored for use in a 

subsequent portion. 

[00451] The process begins at 381 when new ssh connection records are identified. In particular, 

new ssh connections started during the current time period are identified by querying the 

connections table. The query uses filters on the start_time and dst_port columns. The values of 

the range filter on the start_time column are based on the current time period. The dst_port 

column is checked against ssh listening port(s). By default, the ssh listening port number is 22. 

However, as this could vary across environments, the port(s) that openssh servers are listening to 

in the environment can be determined by data collection agents dynamically and used as the filter 

value for the dst_port as applicable. In the scenario depicted in Fig. 31, the query result will 

generate the records shown in Fig. 3K. Note that for the connection between machine A and B, 

the two machines are likely to report start_time values that are not exactly the same but close 

enough to be considered matching ( e.g., within one minute or another appropriate amount of 

time). In the above table, they are shown to be the same for simplicity. 

[00452] At 382, ssh connection records reported from source and destination sides of the same 

connection are matched. The ssh connection records (e.g., returned from the query at 381) are 

matched based on the following criteria: 

[00453] * The five tuples (src_IP, dst_IP, IP _prot, src_port, dst_port) of the connection records 

must match. 
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[00454] * The delta between the start times of the connections must be within a limit that would 

account for the worst case clock difference expected between two machines in the environment 

and typical connection setup latency. 

[00455] * If there are multiple matches possible, then the match with the smallest time delta is 

chosen. 

[00456] Note that record 390 from machine A for the incoming connection from the external 

source cannot be matched with another record as there is an agent only on the destination side for 

this connection. Example output of portion 382 of process 380 is shown in Fig. 3L. The values in 

the dst_PID _ hash column (391) are that of the sshd privileged process associated with ssh logins. 

[00457] At 383, new logins during the current time period are identified by querying the logins 

table. The query uses a range filter on the login _time column with values based on the current 

time period. In the example depicted in Fig. 31, the query result will generate the records depicted 

in Fig. 3M. 

[00458] At 384, matched ssh connection records created at 382 and new login records created at 

383 are joined to create new records that will eventually be stored in the login-connection table. 

The join condition is that dst_MID of the matched connection record is equal to the MID of the 

login record and the dst_PID _ hash of the matched connection record is equal to the 

sshd_PID_hash of the login record. In the example depicted in Fig. 31, the processing performed 

at 384 will generate the records depicted in Fig. 3N. 

[00459] At 385, login-local-descendant records in the lookback time period are identified. It is 

possible that a process that is created in a previous time period makes an ssh connection in the 

current analysis batch period. Although not depicted in the example illustrated in Fig. 31, 

consider a case where bash process A2 does not create ssh process A3 right away but instead that 

the ssh connection A3 later makes to machine Bis processed in a subsequent time period than the 

one where A2 was processed. While processing this subsequent time period in which processes 

A3 and BI are seen, knowledge of A2 would be useful in establishing that BI is associated with 

A3 (via ssh connection) which is associated with A2 (via process parentage) which in turn would 

be useful in establishing that the parent of the second ssh login is the first ssh login. The time 

period for which look back is performed can be limited to reduce the amount of historical data 

that is considered. However, this is not a requirement (and the amount of look back can be 

determined, e.g., based on available processing resources). The login local descendants in the 

lookback time period can be identified by querying the login-local-descendant table. The query 

uses a range filter on the login _time column where the range is from 

start_time_of_current_period - lookback_time to start_time_of_current_period. (No records as a 
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result of performing 385 on the scenario depicted in Fig. 31 are obtained, as only a single time 

period is applicable in the example scenario.) 

[00460] At 386, new processes that are started in the current time period are identified by 

querying the processes table. The query uses a range filter on the start_time column with values 

based on the current time period. In the example depicted in Fig. 31, the processing performed at 

386 will generate the records depicted in Fig. 30. 

[00461] At 387, new login-local-descendant records are identified. The purpose is to determine 

whether any of the new processes in the current time period are descendants of an ssh login 

process and if so to create records that will be stored in the login-local-descendant table for them. 

In order to do so, the parent-child relationships between the processes are recursively followed. 

Either a top down or bottom up approach can be used. In a top down approach, the ssh local 

descendants in the lookback period identified at 385, along with new ssh login processes in the 

current period identified at 384 are considered as possible ancestors for the new processes in the 

current period identified at 386. 

[00462] Conceptually, the recursive approach can be considered to include multiple sub-steps 

where new processes that are identified to be ssh local descendants in the current sub-step are 

considered as ancestors for the next step. In the example scenario depicted in Fig. 31, the 

following descendancy relationships will be established in two sub-steps: 

[00463] Sub-step 1: 

[00464] Process A2 is a local descendant of LSI (i.e., MID= A, sshd_PID_hash = Al) because it 

is a child of process Al which is the login process for LS 1. 

[00465] Process B2 is a local descendant ofLS2 (i.e., MID= B, sshd_PID _hash= Bl) because it 

is a child of process B 1 which is the login process for LS2. 

[00466] Sub-step 2: 

[00467] Process A3 is a local descendant of LSI because it is a child of process A2 which is 

associated to LS 1 in sub-step 1. 

[00468] Process B3 is a local descendant ofLS2 because it is a child of process Bl which is 

associated to LS2 in sub-step 1. 

[00469] Implementation portion 3 87 can use a datastore that supports recursive query 

capabilities, or, queries can be constructed to process multiple conceptual sub-steps at once. In 

the example depicted in Fig. 31, the processing performed at 387 will generate the records 

depicted in Fig. 3P. Note that the ssh privileged processes associated with the logins are also 

included as they are part of the login session. 

[00470] At 388, the lineage of new ssh logins created in the current time period is determined by 

associating their ssh connections to source processes that may be descendants of other ssh logins 

58 Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00651



LACEP073 

(which may have been created in the current period or previous time periods). In order to do so, 

first an attempt is made to join the new ssh login connections in the current period (identified at 

384) with the combination of the login local descendants in the lookback period (identified at 

385) and the login local descendants in the current time period (identified at 386). This will 

create adjacency relationships between child and parent logins. In the example depicted in Fig. 

31, the second ssh login connection will be associated with process A3 and an adjacency 

relationship between the two login sessions will be created (as illustrated in Fig. 3Q). 

[00471] Next, the adjacency relationships are used to find the original login sessions. While not 

shown in the sample scenario, there could be multiple ssh logins in a chain in the current time 

period, in which case a recursive approach (as in 387) could be used. At the conclusion of portion 

388, the login lineage records depicted in Fig. 3R will be generated. 

[00472] Finally, at 389, output data is generated. In particular, the new login-connection, login­

local-descendant, and login-lineage records generated at 384, 387, and 388 are inserted into their 

respective output tables (e.g., in a transaction manner). 

[00473] An alternate approach to matching TCP connections between machines running an agent 

is for the client to generate a connection GUID and send it in the connection request ( e.g., the 

SYN packet) it sends and for the server to extract the GUID from the request. If two connection 

records from two machines have the same GUID, they are for the same connection. Both the 

client and server will store the GUID (if it exists) in the connection records they maintain and 

report. On the client side, the agent can configure the network stack ( e.g. using IP tables 

functionality on Linux) to intercept an outgoing TCP SYN packet and modify it to add the 

generated GUID as a TCP option. On the server side, the agent already extracts TCP SYN 

packets and thus can look for this option and extract the GUID if it exists. 

[00474] Example graph-based user tracking and threat detection embodiments associated with 

data platform 12 will now be described. Administrators and other users of network environments 

(e.g., entity A's datacenter 104) often change roles to perform tasks. As one example, suppose 

that at the start of a workday, an administrator (hereinafter "Joe Smith") logs in to a console, 

using an individualized account (e.g., usemame=joe.smith). Joe performs various tasks as 

himself ( e.g., answering emails, generating status reports, writing code, etc.). For other tasks 

(e.g., performing updates), Joe may require different/additional permission than his individual 

account has (e.g., root privileges). One way Joe can gain access to such permissions is by using 

sudo, which will allow Joe to run a single command with root privileges. Another way Joe can 

gain access to such permissions is by su or otherwise logging into a shell as root. After gaining 

root privileges, another thing that Joe can do is switch identities. As one example, to perform 

administrative tasks, Joe may use "su help" or "su database-admin" to become (respectively) the 

59 Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00652



LACEP073 

help user or the database-admin user on a system. He may also connect from one machine to 

another, potentially changing identities along the way (e.g., logging in as joe.smith at a first 

console, and connecting to a database server as database-admin). When he's completed various 

administrative tasks, Joe can relinquish his root privileges by closing out of any additional shells 

created, reverting back to a shell created for user joe.smith. 

[00475] While there are many legitimate reasons for Joe to change his identity throughout the 

day, such changes may also correspond to nefarious activity. Joe himself may be nefarious, or 

Joe's account Goe.smith) may have been compromised by a third party (whether an "outsider" 

outside of entity A's network, or an "insider"). Using techniques described herein, the behavior 

of users of the environment can be tracked (including across multiple accounts and/or multiple 

machines) and modeled (e.g., using various graphs described herein). Such models can be used to 

generate alerts (e.g., to anomalous user behavior). Such models can also be used forensically, 

e.g., helping an investigator visualize various aspects of a network and activities that have 

occurred, and to attribute particular types of actions ( e.g., network connections or file accesses) 

to specific users. 

[00476] In a typical day in a datacenter, a user (e.g., Joe Smith) will log in, run various 

processes, and (optionally) log out. The user will typically log in from the same set ofIP 

addresses, from IP addresses within the same geographical area (e.g., city or country), or from 

historically known IP addresses/geographical areas (i.e., ones the user has 

previously/occasionally used). A deviation from the user's typical (or historical) behavior 

indicates a change in login behavior. However, it does not necessarily mean that a breach has 

occurred. Once logged into a datacenter, a user may take a variety of actions. As a first example, 

a user might execute a binary/script. Such binary/script might communicate with other nodes in 

the datacenter, or outside of the datacenter, and transfer data to the user (e.g., executing "curl" to 

obtain data from a service external to the datacenter). As a second example, the user can similarly 

transfer data (e.g., out of the datacenter), such as by using POST. As a third example, a user 

might change privilege (one or more times), at which point the user can send/receive data as per 

above. As a fourth example, a user might connect to a different machine within the datacenter 

(one or more times), at which point the user can send/receive data as per the above. 

[00477] In various embodiments, the above information associated with user behavior is broken 

into four tiers. The tiers represent example types of information that data platform 12 can use in 

modeling user behavior: 

[00478] 1. The user's entry point (e.g., domains, IP addresses, and/or geolocation information 

such as country/city) from which a user logs in. 

[00479] 2. The login user and machine class. 
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[00480] 3. Binaries, executables, processes, etc. a user launches. 

[00481] 4. Internal servers with which the user (or any of the user's processes, child processes, 

etc.) communicates, and external contacts (e.g., domains, IP addresses, and/or geolocation 

information such as country/city) with which the user communicates (i.e., transfers data). 

[00482] In the event of a security breach, being able to concretely answer questions about such 

information can be very important. And, collectively, such information is useful in providing an 

end-to-end path (e.g., for performing investigations). 

[00483] In the following example, suppose a user ("UserA") logs into a machine ("Machine0l") 

from a first IP address ("IP0I"). Machine0l is inside a datacenter. UserA then launches a script 

("runnable.sh") on Machine0l. From Machine0l, UserA next logs into a second machine 

("Machine02") via ssh, also as User A, also within the datacenter. On Machine02, UserA again 

launches a script ("new_runnable.sh"). On Machine02, UserA then changes privilege, becoming 

root on Machine02. From Machine02, UserA (now as root) logs into a third machine 

("Machine03") in the datacenter via ssh, as root on Machine03. As root on Machine03, the user 

executes a script ("collect_data.sh") on Machine03. The script internally communicates (as root) 

to a MySQL-based service internal to the datacenter, and downloads data from the MySQL-based 

service. Finally, as root on Machine03, the user externally communicates with a server outside 

the datacenter ("ExternalOl"), using a POST command. To summarize what has occurred, in this 

example, the source/entry point is IP0l. Data is transferred to an external server ExternalOl. The 

machine performing the transfer to External0l is Machine03. The user transferring the data is 

"root" (on Machine03), while the actual user (hiding behind root) is UserA. 

[00484] In the above scenario, the "original user" (ultimately responsible for transmitting data to 

ExternalOl) is UserA, who logged in from IP0l. Each of the processes ultimately started by 

UserA, whether started at the command line (tty) such as "runnable.sh" or started after an ssh 

connection such as "new_runnable.sh," and whether as UserA, or as a subsequent identity, are all 

examples of child processes which can be arranged into a process hierarchy. 

[00485] As previously mentioned, machines can be clustered together logically into machine 

clusters. One approach to clustering is to classify machines based on information such as the 

types of services they provide/binaries they have installed upon them/processes they execute. 

Machines sharing a given machine class (as they share common binaries/services/etc.) will 

behave similarly to one another. Each machine in a datacenter can be assigned to a machine 

cluster, and each machine cluster can be assigned an identifier (also referred to herein as a 

machine class). One or more tags can also be assigned to a given machine class (e.g., 

database_servers_west or prod_web_frontend). One approach to assigning a tag to a machine 

class is to apply term frequency analysis (e.g., TF/IDF) to the applications run by a given 
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machine class, selecting as tags those most unique to the class. Data platform 12 can use 

behavioral baselines taken for a class of machines to identify deviations from the baseline ( e.g., 

by a particular machine in the class). 

[00486] Fig. 3S illustrates an example of a process for detecting anomalies. In various 

embodiments, process 392 is performed by data platform 12. As explained above, a given session 

will have an original user. And, each action taken by the original user can be tied back to the 

original user, despite privilege changes and/or lateral movement throughout a datacenter. Process 

392 begins at 393 when log data associated with a user session (and thus an original user) is 

received. At 394, a logical graph is generated, using at least a portion of the collected data. When 

an anomaly is detected (395), it can be recorded, and as applicable, an alert is generated (396). 

The following are examples of graphs that can be generated (e.g., at 394), with corresponding 

examples of anomalies that can be detected (e.g., at 395) and alerted upon (e.g., at 396). 

[00487] Fig. 4A illustrates a representation of an embodiment of an insider behavior graph. In the 

example of Fig. 4A, each node in the graph can be: (1) a cluster of users; (2) a cluster of launched 

processes; (3) a cluster of processes/servers running on a machine class; ( 4) a cluster of external 

IP addresses (of incoming clients); or (5) a cluster of external servers based on DNS/IP/etc. As 

depicted in Fig. 4A, graph data is vertically tiered into four tiers. Tier 0 ( 400) corresponds to 

entry point information (e.g., domains, IP addresses, and/or geolocation information) associated 

with a client entering the datacenter from an external entry point. Entry points are clustered 

together based on such information. Tier 1 (401) corresponds to a user on a machine class, with a 

given user on a given machine class represented as a node. Tier 2 ( 402) corresponds to launched 

processes, child processes, and/or interactive processes. Processes for a given user and having 

similar connectivity ( e.g., sharing the processes they launch and the machines with which they 

communicate) are grouped into nodes. Finally, Tier 3 (403) corresponds to the 

services/servers/domains/IP addresses with which processes communicate. A relationship 

between the tiers can be stated as follows: Tier 0 nodes log in to tier 1 nodes. Tier 1 nodes launch 

tier 2 nodes. Tier 2 nodes connect to tier 3 nodes. 

[00488] The inclusion of an original user in both Tier 1 and Tier 2 allows for horizontal tiering. 

Such horizontal tiering ensures that there is no overlap between any two users in Tier 1 and Tier 

2. Such lack of overlap provides for faster searching of an end-to-end path ( e.g., one starting with 

a Tier 0 node and terminating at a Tier 3 node). Horizontal tiering also helps in establishing 

baseline insider behavior. For example, by building an hourly insider behavior graph, new 

edges/changes in edges between nodes in Tier 1 and Tier 2 can be identified. Any such changes 

correspond to a change associated with the original user. And, any such changes can be surfaced 

as anomalous and alerts can be generated. 
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[00489] As explained above, Tier 1 corresponds to a user (e.g., user "U") logging into a machine 

having a particular machine class ( e.g., machine class "M"). Tier 2 is a cluster of processes 

having command line similarity ( e.g., CType "C"), having an original user "U," and running as a 

particular effective user (e.g., user "Ul"). The value ofUl may be the same as U (e.g., joe.smith 

in both cases), or the value ofUl may be different (e.g., U=joe.smith and Ul=root). Thus, while 

an edge may be present from a Tier 1 node to a Tier 2 node, the effective user in the Tier 2 node 

may or may not match the original user (while the original user in the Tier 2 node will match the 

original user in the Tier 1 node). 

[00490] A change from a user U into a user Ul can take place in a variety of ways. Examples 

include where U becomes Ul on the same machine (e.g., via su), and also where U sshes to other 

machine(s). In both situations, U can perform multiple changes, and can combine approaches. 

For example, U can become Ul on a first machine, ssh to a second machine (as Ul), become U2 

on the second machine, and ssh to a third machine (whether as user U2 or user U3). In various 

embodiments, the complexity of how user U ultimately becomes U3 ( or US, etc.) is hidden from 

a viewer of an insider behavior graph, and only an original user ( e.g., U) and the effective user of 

a given node (e.g., US) are depicted. As applicable (e.g., if desired by a viewer of the insider 

behavior graph), additional detail about the path (e.g., an end-to-end path of edges from user U to 

user US) can be surfaced (e.g., via user interactions with nodes). 

[00491] Fig. 4B illustrates an example of a portion of an insider behavior graph ( e.g., as rendered 

in a web browser). In the example shown, node 405 (the external IP address, 52.32.40.231) is an 

example of a Tier 0 node, and represents an entry point into a datacenter. As indicated by 

directional arrows 406 and 407, two users, "aruneli_prod" and "harish_prod," both made use of 

the source IP 52.32.40.231 when logging in between 5pm and 6pm on Sunday July 30 (408). 

Nodes 409 and 410 are examples of Tier 1 nodes, having aruneli_prod and harish_prod as 

associated respective original users. As previously mentioned, Tier 1 nodes correspond to a 

combination of a user and a machine class. In the example depicted in Fig. 4B, the machine class 

associated with nodes 409 and 410 is hidden from view to simplify visualization, but can be 

surfaced to a viewer of interface 404 (e.g., when the user clicks on node 409 or 410). 

[00492] Nodes 414-423 are examples of Tier 2 nodes - processes that are launched by users in 

Tier 1 and their child, grandchild, etc. processes. Note that also depicted in Fig. 4B is a Tier 1 

node 411 that corresponds to a user, "root," that logged in to a machine cluster from within the 

datacenter (i.e., has an entry point within the datacenter). Nodes 425-1 and 425-2 are examples of 

Tier 3 nodes - internal/external IP addresses, servers, etc., with which Tier 2 nodes 

communicate. 
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[00493] In the example shown in Fig. 4B, a viewer of interface 404 has clicked on node 423. As 

indicated in region 426, the user running the marathon container is "root." However, by 

following the directional arrows in the graph backwards from node 423 (i.e. from right to left), 

the viewer can determine that the original user, responsible for node 423, is "aruneli_prod," who 

logged into the datacenter from IP 52.32.40.231. 

[00494] The following are examples of changes that can be tracked using an insider behavior 

graph model: 

[00495] * A user logs in from a new IP address. 

[00496] * A user logs in from a geolocation not previously used by that user. 

[00497] * A user logs into a new machine class. 

[00498] * A user launches a process not previously used by that user. 

[00499] * A user connects to an internal server to which the user has not previously connected. 

[00500] * An original user communicates with an external server ( or external server known to be 

malicious) with which that user has not previously communicated. 

[00501] * A user communicates with an external server which has a geolocation not previously 

used by that user. 

[00502] Such changes can be surfaced as alerts, e.g., to help an administrator determine 

when/what anomalous behavior occurs within a datacenter. Further, the behavior graph model 

can be used (e.g., during forensic analysis) to answer questions helpful during an investigation. 

Examples of such questions include: 

[00503] * Was there any new login activity (Tier 0) in the timeframe being investigated? As one 

example, has a user logged in from an IP address with unknown geolocation information? 

Similarly, has a user started communicating externally with a new Tier 3 node (e.g., one with 

unknown geolocation information). 

[00504] * Has there been any suspicious login activity (Tier 0) in the timeframe being 

investigated? As one example, has a user logged in from an IP address that corresponds to a 

known bad IP address as maintained by Threat aggregator 150? Similarly, has there been any 

suspicious Tier 3 activity? 

[00505] * Were any anomalous connections made within the datacenter during the timeframe 

being investigated? As one example, suppose a given user ("Frank") typically enters a datacenter 

from a particular IP address (or range of IP addresses), and then connects to a first machine type 

(e.g., bastion), and then to a second machine type (e.g., database_prod). If Frank has directly 

connected to database _prod (instead of first going through bas ti on) during the timeframe, this can 

be surfaced using the insider graph. 

[00506] * Who is (the original user) responsible for running a particular process? 
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[00507] An example of an insider behavior graph being used in an investigation is depicted in 

Figs. 4C and 4D. Fig. 4C depicts a baseline of behavior for a user, "Bill." As shown in Fig. 4C, 

Bill typically logs into a datacenter from the IP address, 71.198.44.40 (427). He typically makes 

use of ssh (428), and sudo (429), makes use of a set of typical applications (430) and connects (as 

root) with the external service, api.lacework.net (431). 

[00508] Suppose Bill's credentials are compromised by a nefarious outsider ("Eve"). Fig. 4D 

depicts an embodiment of how the graph depicted in Fig. 4C would appear once Eve begins 

exfiltrating data from the datacenter. Eve logs into the datacenter (using Bill's credentials) from 

52.5.66.8 (432). As Bill, Eve escalates her privilege to root (e.g., via su), and then becomes a 

different user, Alex (e.g., via su alex). As Alex, Eve executes a script, "sneak.sh" (433), which 

launches another script, "post.sh" ( 434), which contacts external server 435 which has an IP 

address of 52.5.66.7, and transmits data to it. Edges 436-439 each represent changes in Bill's 

behavior. As previously mentioned, such changes can be detected as anomalies and associated 

alerts can be generated. As a first example, Bill logging in from an IP address he has not 

previously logged in from ( 436) can generate an alert. As a second example, while Bill does 

typically make use of sudo (429), he has not previously executed sneak.sh (433) or post.sh (434) 

and the execution of those scripts can generate alerts as well. As a third example, Bill has not 

previously communicated with server 435, and an alert can be generated when he does so (439). 

Considered individually, each of edges 436-439 may indicate nefarious behavior, or may be 

benign. As an example of a benign edge, suppose Bill begins working from a home office two 

days a week. The first time he logs in from his home office (i.e., from an IP address that is not 

71.198.44.40), an alert can be generated that he has logged in from a new location. Over time, 

however, as Bill continues to log in from his home office but otherwise engages in typical 

activities, Bill's graph will evolve to include logins from both 71.198.44.40 and his home office 

as baseline behavior. Similarly, if Bill begins using a new tool in his job, an alert can be 

generated the first time he executes the tool, but over time will become part of his baseline. 

[00509] In some cases, a single edge can indicate a serious threat. For example, if server 432 (or 

435) is included in a known bad IP listing, edge 436 (or 439) indicates compromise. An alert that 

includes an appropriate severity level ( e.g., "threat level high") can be generated. In other cases, a 

combination of edges could indicate a threat (where a single edge might otherwise result in a 

lesser warning). In the example shown in Fig. 4D, the presence of multiple new edges is 

indicative of a serious threat. Of note, even though "sneak. sh" and "post. sh" were executed by 

Alex, because data platform 12 also keeps track of an original user, the compromise of user B's 

account will be discovered. 
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[00510] Fig. 4E illustrates a representation of an embodiment of a user login graph. In the 

example of Fig. 4E, tier O (440) clusters source IP addresses as belonging to a particular country 

(including an "unknown" country) or as a known bad IP. Tier 1 (441) clusters user logins, and 

tier 2 (442) clusters type of machine class into which a user is logging in. The user login graph 

tracks the typical login behavior of users. By interacting with a representation of the graph, 

answers to questions such as the following can be obtained: 

[00511] * Where is a user logging in from? 

[00512] * Have any users logged in from a known bad address? 

[00513] * Have any non-developer users accessed development machines? 

[00514] * Which machines does a particular user access? 

[00515] Examples of alerts that can be generated using the user login graph include: 

[00516] * A user logs in from a known bad IP address. 

[00517] * A user logs in from a new country for the first time. 

[00518] * A new user logs into the datacenter for the first time. 

[00519] * A user accesses a machine class that the user has not previously accessed. 

[00520] One way to track privilege changes in a datacenter is by monitoring a process hierarchy 

of processes. To help filter out noisy commands/processes such as "su -u," the hierarchy of 

processes can be constrained to those associated with network activity. In a *nix system, each 

process has two identifiers assigned to it, a process identifier (PID) and a parent process identifier 

(PPID). When such a system starts, the initial process is assigned a PID 0. Each user process has 

a corresponding parent process. 

[00521] Using techniques described herein, a graph can be constructed (also referred to herein as 

a privilege change graph) which models privilege changes. In particular, a graph can be 

constructed which identifies where a process Pl launches a process P2, where Pl and P2 each 

have an associated user Ul and U2, with Ul being an original user, and U2 being an effective 

user. In the graph, each node is a cluster of processes (sharing a CType) executed by a particular 

( original) user. As all the processes in the cluster belong to the same user, a label that can be used 

for the cluster is the user's username. An edge in the graph, from a first node to a second node, 

indicates that a user of the first node changed its privilege to the user of the second node. 

[00522] Fig. 4F illustrates an example of a privilege change graph. In the example shown in Fig. 

4F, each node (e.g., nodes 444 and 445) represents a user. Privilege changes are indicated by 

edges, such as edge 446. 

[00523] As with other graphs, anomalies in graph 443 can be used to generate alerts. Three 

examples of such alerts are as follows: 
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[00524] * New user entering the datacenter. Any time a new user enters the datacenter and runs a 

process, the graph will show a new node, with a new CType. This indicates a new user has been 

detected within the datacenter. Fig. 4F is a representation of an example of an interface that 

depicts such an alert. Specifically, as indicated in region 447, an alert for the time period 1 pm-

2pm on June 8 was generated. The alert identifies that a new user, Bill ( 448) executed a process. 

[00525] *Privilege change. As explained above, a new edge, from a first node (user A) to a 

second node (user B) indicates that user A has changed privilege to user B. 

[00526] * Privilege escalation. Privilege escalation is a particular case of privilege change, in 

which the first user becomes root. 

[00527] An example of an anomalous privilege change and an example of an anomalous 

privilege escalation are each depicted in graph 450 of Fig. 4G. In particular, as indicated in 

region 451, two alerts for the time period 2pm-3pm on June 8 were generated (corresponding to 

the detection of the two anomalous events). In region 452, root has changed privilege to the user 

"daemon," which root has not previously done. This anomaly is indicated to the user by 

highlighting the daemon node (e.g., outlining it in a particular color, e.g., red). As indicated by 

edge 453, Bill has escalated his privilege to the user root (which can similarly be highlighted in 

region 454). This action by Bill represents a privilege escalation. 

[00528] An Extensible query interface for dynamic data compositions and filter applications will 

now be described. 

[00529] As described herein, datacenters are highly dynamic environments. And, different 

customers of data platform 12 (e.g., entity A vs. entity B) may have different/disparate 

needs/requirements of data platform 12, e.g., due to having different types of assets, different 

applications, etc. Further, as time progresses, new software tools will be developed, new types of 

anomalous behavior will be possible (and should be detectable), etc. In various embodiments, 

data platform 12 makes use of predefined relational schema (including by having different 

predefined relational schema for different customers). However, the complexity and cost of 

maintaining/updating such predefined relational schema can rapidly become problematic -

particularly where the schema includes a mix of relational, nested, and hierarchical (graph) 

datasets. In other embodiments, the data models and filtering applications used by data platform 

12 are extensible. As will be described in more detail below, in various embodiments, data 

platform 12 supports dynamic query generation by automatic discovery of join relations via static 

or dynamic filtering key specifications among composable data sets. This allows a user of data 

platform 12 to be agnostic to modifications made to existing data sets as well as creation of new 

data sets. The extensible query interface also provides a declarative and configurable 

specification for optimizing internal data generation and derivations. 
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[00530] As will also be described in more detail below, data platform 12 is configured to 

dynamically translate user interactions (e.g., received via web app 120) into SQL queries (and 

without the user needing to know how to write queries). Such queries can then be performed 

(e.g., by query service 166) against any compatible backend (e.g., data store 30). 

[00531] Fig. 4H illustrates an example of a user interacting with a portion of an interface. When 

a user visits data platform 12 (e.g., via web app 120 using a browser), data is extracted from data 

store 30 as needed ( e.g., by query service 166), to provide the user with information, such as the 

visualizations depicted variously herein). As the user continues to interact with such 

visualizations ( e.g., clicking on graph nodes, entering text into search boxes, navigating between 

tabs (e.g., tab 455 vs. 465)), such interactions act as triggers that cause query service 166 to 

continue to obtain information from data store 30 as needed (and as described in more detail 

below). 

[00532] In the example shown in Fig. 4H, user A is viewing a dashboard that provides various 

information about entity A users ( 455), during the time period March 2 at midnight - March 25 at 

7pm (which she selected by interacting with region 456). Various statistical information is 

presented to user A in region 457. Region 458 presents a timeline of events that occurred during 

the selected time period. User A has opted to list only the critical, high, and medium events 

during the time period by clicking on the associated boxes (459-461). A total of 55 low severity, 

and 155 info-only events also occurred during the time period. Each time user A interacts with an 

element in Fig. 4H (e.g., clicks on box 461, clicks on link 464-1, or clicks on tab 465), her 

actions are translated/formalized into filters on the data set and used to dynamically generate 

SQL queries. The SQL queries are generated transparently to user A (and also to a designer of 

the user interface shown in Fig. 4H). 

[00533] User A notes in the timeline ( 462) that a user, Harish, connected to a known bad server 

(examplebad.com) using wget, an event that has a critical severity level. User A can click on 

region 463 to expand details about the event inline (which will display, for example, the text 

"External connection made to known bad host examplebad.com at port 80 from application 

'wget' running on host devl .lacework.intemal as user harish") directly below line 462. User A 

can also click on link 464-1, which will take her to a dossier for the event (depicted in Fig. 41). 

As will be described in more detail below, a dossier is a template for a collection of 

visualizations. 

[00534] As shown in interface 466, the event ofHarish using wget to contact examplebad.com 

on March 16 was assigned an event ID of 9291 by data platform 12 (467). For convenience to 

user A, the event is also added to her dashboard in region 476 as a bookmark (468). A summary 

of the event is depicted in region 469. By interacting with boxes shown in region 470, user A can 
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see a timeline of related events. In this case, user A has indicated that she would like to see other 

events involving the wget application (by clicking box 471). Events of critical and medium 

security involving wget occurred during the one hour window selected in region 472. 

[00535] Region 473 automatically provides user A with answers to questions that may be helpful 

to have answers to while investigating event 9291. If user A clicks on any of the links in the 

event description (474), she will be taken to a corresponding dossier for the link. As one 

example, suppose user A clicks on link 475. She will then be presented with interface 477 shown 

in Fig. 4J. 

[00536] Interface 477 is an embodiment of a dossier for a domain. In this example, the domain is 

"examplebad.com," as shown in region 478. Suppose user A would like to track down more 

information about interactions entity A resources have made with examplebad.com between 

January 1 and March 20. She selects the appropriate time period in region 479 and information in 

the other portions of interface 477 automatically update to provide various information 

corresponding to the selected time frame. As one example, user A can see that contact was made 

with examplebad.com a total of 17 times during the time period (480), as well as a list of each 

contact ( 481 ). Various statistical information is also included in the dossier for the time period 

(482). If she scrolls down in interface 477, user A will be able to view various polygraphs 

associated with examplebad.com, such as an application-communication polygraph ( 483). 

[00537] Data stored in data store 30 can be internally organized as an activity graph. In the 

activity graph, nodes are also referred to as Entities. Activities generated by Entities are modeled 

as directional edges between nodes. Thus, each edge is an activity between two Entities. One 

example of an Activity is a "login" Activity, in which a user Entity logs into a machine Entity 

(with a directed edge from the user to the machine). A second example of an Activity is a 

"launch" Activity, in which a parent process launches a child process (with a directed edge from 

the parent to the child). A third example of an Activity is a "DNS query" Activity, in which 

either a process or a machine performs a query (with a directed edge from the requestor to the 

answer, e.g., an edge from a process to www.example.com). A fourth example of an Activity is a 

network "connected to" Activity, in which processes, IP addresses, and listen ports can connect 

to each other (with a directed edge from the initiator to the server). 

[00538] As will be described in more detail below, query service 166 provides either relational 

views or graph views on top of data stored in data store 30. Typically, a user will want to see data 

filtered using the activity graph. For example, if an entity was not involved in an activity in a 

given time period, that entity should be filtered out of query results. Thus, a request to show "all 

machines" in a given time frame will be interpreted as "show distinct machines that were active" 

during the time frame. 
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[00539] Query service 166 relies on three main data model elements: fields, entities, and filters. 

As used herein, a field is a collection of values with the same type (logical and physical). A field 

can be represented in a variety of ways, including: 1. a column of relations (table/view), 2. a 

return field from another entity, 3. an SQL aggregation (e.g., COUNT, SUM, etc.), 4. an SQL 

expression with the references of other fields specified, and 5. a nested field of a JSON object. As 

viewed by query service 166, an entity is a collection of fields that describe a data set. The data 

set can be composed in a variety of ways, including: 1. a relational table, 2. a parameterized SQL 

statement, 3. DynamicSQL created by a Java function, and 4. join/project/aggregate/subclass of 

other entities. Some fields are common for all entities. One example of such a field is a "first 

observed" timestamp (when first use of the entity was detected). A second example of such a 

field is the entity classification type (e.g., one of: 1. Machine (on which an agent is installed), 2. 

Process, 3. Binary, 4. UID, 5. IP, 6. DNS Information, 7. ListenPort, and 8. PType). A third 

example of such a field is a "last observed" timestamp. 

[00540] A filter is an operator that: 1. takes an entity and field values as inputs, 2. a valid SQL 

expression with specific reference(s) of entity fields, or 3. is a conjunct/disjunct of filters. As will 

be described in more detail below, filters can be used to filter data in various ways, and limit data 

returned by query service 166 without changing the associated data set. 

[00541] As mentioned above, a dossier is a template for a collection of visualizations. Each 

visualization ( e.g., the box including chart 484) has a corresponding card, which identifies 

particular target information needed ( e.g., from data store 30) to generate the visualization. In 

various embodiments, data platform 12 maintains a global set of dossiers/cards. Users of data 

platform 12 such as user A can build their own dashboard interfaces using preexisting 

dossiers/cards as components, and/or they can make use of a default dashboard (which 

incorporates various of such dossiers/cards). 

[00542] A JSON file can be used to store multiple cards (e.g., as part of a query service catalog). 

A particular card is represented by a single JSON object with a unique name as a field name. 

[00543] Each card may be described by the following named fields: 

[00544] TYPE: the type of the card. Example values include: 

[00545] * Entity (the default type) 

[00546] * SQL 

[00547] * Filters 

[00548] * DynamicSQL 

[00549] * graphFilter 

[00550] * graph 

[00551] * Function 
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[00552] * Template 

[00553] PARAMETERS: a JSON array object that contains an array of parameter objects with 

the following fields: 

[00554] * name (the name of the parameter) 

[00555] * required (a Boolean flag indicating whether the parameter is required or not) 

[00556] * default (a default value of the parameter) 

[00557] * props (a generic JSON object for properties of the parameter. Possible values are: 

"utype" (a user defined type), and "scope" (an optional property to configure a namespace of the 

parameter)) 

[00558] * value (a value for the parameter - non-null to override the default value defined in 

nested source entities) 

[00559] SOURCES: a JSON array object explicitly specifying references of input entities. Each 

source reference has the following attributes: 

[00560] * name (the card/entity name or fully-qualified Table name) 

[00561] * type (required for base Table entity) 

[00562] * alias ( an alias to access this source entity in other fields ( e.g., returns, filters, groups, 

etc)) 

[00563] RETURNS: a required JSON array object of a return field object. A return field object 

can be described by the following attributes: 

[00564] * field (a valid field name from a source entity) 

[00565] * expr (a valid SQL scalar expression. References to input fields of source entities are 

specified in the format of#{Entity.Field}. Parameters can also be used in the expression in the 

format of ${Parameter Name}) 

[00566] * type (the type of field, which is required for return fields specified by expr. It is also 

required for all return fields of an Entity with an SQL type) 

[00567] * alias (the unique alias for return field) 

[00568] * aggr (possible aggregations are: COUNT, COUNT_ DISTINCT, DISTINCT, MAX, 

MIN, A VG, SUM, FIRST_ VALUE, LAST_ VALUE) 

[00569] * case (JSON array object represents conditional expressions "when" and "expr") 

[00570] * fieldsFrom, and, except (specification for projections from a source entity with 

excluded fields) 

[00571] * props (general JSON object for properties of the return field. Possible properties 

include: "filterGroup," "title," "format," and "utype") 

[00572] PROPS: generic JSON objects for other entity properties 
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[00573] SQL: a JSON array of string literals for SQL statements. Each string literal can contain 

parameterized expressions ${ParameterName} and/or composable entity by #{Entity Name} 

[00574] GRAPH: required for graph entity. Has the following required fields: 

[00575] * source (including "type," "props," and "keys") 

[00576] * target (including "type," "props," and "keys") 

[00577] * edge (including "type" and "props") 

[00578] JOINS: a JSON array of join operators. Possible fields for a join operator include: 

[00579] * type (possible join types include: "loj" - Left Outer Join, "join" - Inner Join, "in" -

Semi Join, "implicit" - Implicit Join) 

[00580] * left (a left hand side field of join) 

[00581] * right (a right hand side field of join) 

[00582] * keys (key columns for multi-way joins) 

[00583] * order (a join order of multi-way joins) 

[00584] FKEYS: a JSON array ofFilterKey(s). The fields for a FilterKey are: 

[00585] * type ( type of FilterKey) 

[00586] * fieldRefs (reference(s) to return fields of an entity defined in the sources field) 

[00587] * alias (an alias of the FilterKey, used in implicit join specification) 

[00588] FILTERS: a JSON array of filters (conjunct). Possible fields for a filter include: 

[00589] * type (types of filters, including: "eq" - equivalent to SQL =, "ne" - equivalent to SQL 

<>, "ge" - equivalent to SQL >=, "gt" - equivalent to SQL >, "le" - equivalent to SQL <=, "lt" -

equivalent to SQL <, "like" - equivalent to SQL LIKE, "not_like" - equivalent to SQL NOT 

LIKE, "rlike" - equivalent to SQL RLIKE (Snowflake specific), "not_rlike" - equivalent to SQL 

NOT RLIKE (Snowflake specific), "in" - equivalent to SQL IN, "not_in" - equivalent to SQL 

NOT IN) 

[00590] * expr (generic SQL expression) 

[00591] * field (field name) 

[00592] * value (single value) 

[00593] * values (for both IN and NOT IN) 

[00594] ORDERS: a JSON array of ORDER BY for returning fields. Possible attributes for the 

ORDER BY clause include: 

[00595] * field (field ordinal index (1 based) or field alias) 

[00596] * order (asc/desc, default is ascending order) 

[00597] GROUPS: a JSON array of GROUP BY for returning fields. Field attributes are: 

[00598] * field ( ordinal index ( 1 based) or alias from the return fields) 

[00599] LIMIT: a limit for the number of records to be returned 
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[00600] OFFSET: an offset of starting position of returned data. Used in combination with limit 

for pagination. 

[00601] Suppose customers of data platform 12 (e.g., entity A and entity B) request new data 

transformations or a new aggregation of data from an existing data set (as well as a 

corresponding visualization for the newly defined data set). As mentioned above, the data models 

and filtering applications used by data platform 12 are extensible. Thus, two example scenarios 

of extensibility are (1) extending the filter data set, and (2) extending a FilterKey in the filter data 

set. 

[00602] Data platform 12 includes a query service catalog that enumerates cards available to 

users of data platform 12. New cards can be included for use in data platform 12 by being added 

to the query service catalog ( e.g., by an operator of data platform 12). For reusability and 

maintainability, a single external-facing card ( e.g., available for use in a dossier) can be 

composed of multiple (nested) internal cards. Each newly added card (whether external or 

internal) will also have associated FilterKey(s) defined. A user interface (UI) developer can then 

develop a visualization for the new data set in one or more dossier templates. The same external 

card can be used in multiple dossier templates, and a given external card can be used multiple 

times in the same dossier ( e.g., after customization). Examples of external card customization 

include customization via parameters, ordering, and/or various mappings of external data fields 

(columns). 

[00603] As mentioned above, a second extensibility scenario is one in which a FilterKey in the 

filter data set is extended (i.e., existing template functions are used to define a new data set). As 

also mentioned above, data sets used by data platform 12 are composable/reusable/extensible, 

irrespective of whether the data sets are relational or graph data sets. One example data set is the 

User Tracking polygraph, which is generated as a graph data set (comprising nodes and edges). 

Like other polygraphs, User Tracking is an external data set that can be visualized both as a 

graph (via the nodes and edges) and can also be used as a filter data set for other cards, via the 

cluster identifier (CID) field. 

[00604] As mentioned above, as users such as user A navigate through/interact with interfaces 

provided by data platform 12 (e.g., as shown in Fig. 4H), such interactions trigger query service 

166 to generate and perform queries against data store 30. Dynamic composition of filter datasets 

can be implemented using FilterKeys and FilterKey Types. A FilterKey can be defined as a list 

of columns and/or fields in a nested structure (e.g., JSON). Instances of the same FilterKey Type 

can be formed as an Implicit Join Group. The same instance of a FilterKey can participate in 

different Implicit Join Groups. A list of relationships among all possible Implicit Join Groups is 
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represented as a Join graph for the entire search space to create a final data filter set by traversing 

edges and producing Join Path(s). 

[00605] Each card ( e.g., as stored in the query service catalog and used in a dossier) can be 

introspected by a /card/describe/CardID REST request. 

[00606] At runtime (e.g., whenever it receives a request from web app 120), query service 166 

parses the list of implicit joins and creates a Join graph to manifest relationships ofFilterKeys 

among Entities. A Join graph (an example of which is depicted in Fig. 4K) comprises a list of 

Join Link(s). A Join Link represents each implicit join group by the same FilterKey type. A Join 

Link maintains a reverse map (Entity-to-FilterKey) of FilterKeys and their Entities. As 

previously mentioned, Entities can have more than one FilterKey defined. The reverse map 

guarantees one FilterKey per Entity can be used for each JoinLink. Each JoinLink also maintains 

a list of entities for the priority order of joins. Each JoinLink is also responsible for creating and 

adding directional edge(s) to graphs. An edge represents a possible join between two Entities. 

[00607] At runtime, each Implicit Join uses the Join graph to find all possible join paths. The 

search of possible join paths starts with the outer FilterKey of an implicit join. One approach is to 

use a shortest path approach, with breadth first traversal and subject to the following criteria: 

[00608] * Use the priority order list of Join Links for all entities in the same implicit join group. 

[00609] * Stop when a node (Entity) is reached which has local filter(s). 

[00610] * Include all join paths at the same level (depth). 

[00611] * Exclude join paths based on the predefined rules (path of edges). 

[00612] Fig. 4L illustrates an example of a process for dynamically generating and executing a 

query. In various embodiments, process 485 is performed by data platform 12. The process 

begins at 486 when a request is received to filter information associated with activities within a 

network environment. One example of such a request occurs in response to user A clicking on 

tab 465. Another example of such a request occurs in response to user A clicking on link 464-1. 

Yet another example of such a request occurs in response to user A clicking on link 464-2 and 

selecting (e.g., from a dropdown) an option to filter (e.g., include, exclude) based on specific 

criteria that she provides (e.g., an IP address, a username, a range of criteria, etc.). 

[00613] At 487, a query is generated based on an implicit join. One example of processing that 

can be performed at 487 is as follows. As explained above, one way dynamic composition of 

filter datasets can be implemented is by using FilterKeys and FilterKey Types. And, instances of 

the same FilterKey Type can be formed as an Implicit Join Group. A Join graph for the entire 

search space can be constructed from a list of all relationships among all possible Join Groups. 

And, a final data filter set can be created by traversing edges and producing one or more Join 

Paths. Finally, the shortest path in the join paths is used to generate an SQL query string. 
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[00614] One approach to generating an SQL query string is to use a query building library 

(authored in an appropriate language such as Java). For example, a common interface "sqlGen" 

may be used in conjunction with process 485 is as follows. First, a card/entity is composed by a 

list of input cards/entities, where each input card recursively is composed by its own list of input 

cards. This nested structure can be visualized as a tree of query blocks(SELECT) in standard 

SQL constructs. SQL generation can be performed as the traversal of the tree from root to leaf 

entities (top-down), calling the sqlGen of each entity. Each entity can be treated as a subclass of 

the Java class(Entity). An implicit join filter (EntityFilter) is implemented as a subclass of Entity, 

similar to the right hand side of a SQL semi-join operator. Unlike the static SQL semi-join 

construct, it is conditionally and recursively generated even if it is specified in the input sources 

of the JSON specification. Another recursive interface can also be used in conjunction with 

process 485, preSQLGen, which is primarily the entry point for Entity Filter to run a search and 

generate nested implicit join filters. During preSQLGen recursive invocations, the applicability 

of implicit join filters is examined and pushed down to its input subquery list. Another top-down 

traversal, pullUpCachable, can be used to pull up common sub-query blocks, including those 

dynamically generated by preSQLGen, such that SELECT statements of those cacheable blocks 

are generated only once at top-level WITH clauses. A recursive interface, sqlWith, is used to 

generate nested subqueries inside WITH clauses. The recursive calls of a sqlWith function can 

generate nested WITH clauses as well. An sqlFrom function can be used to generate SQL FROM 

clauses by referencing those subquery blocks in the WITH clauses. It also produces 

INNER/OUTER join operators based on the joins in the specification. Another recursive 

interface, sqlWhere, can be used to generate conjuncts and disjuncts oflocal predicates and semi­

join predicates based on implicit join transformations. Further, sqlProject, sqlGroupBy, 

sqlOrderBy, and sqlLimitOffset can respectively be used to translate the corresponding directives 

in JSON spec to SQL SELECT list, GROUP BY, ORDER BY, and LIMIT/OFFSET clauses. 

[00615] Returning to process 485, at 488, the query (generated at 487) is used to respond to the 

request. As one example of the processing performed at 488, the generated query is used to query 

data store 30 and provide (e.g., to web app 120) fact data formatted in accordance with a schema 

( e.g., as associated with a card associated with the request received at 486). 

[00616] Although the examples described herein largely relate to embodiments where data is 

collected from agents and ultimately stored in a data store such as those provided by Snowflake, 

in other embodiments data that is collected from agents and other sources may be stored in 

different ways. For example, data that is collected from agents and other sources may be stored in 

a data warehouse, data lake, data mart, and/or any other data store. 
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[00617] A data warehouse may be embodied as an analytic database ( e.g., a relational database) 

that is created from two or more data sources. Such a data warehouse may be leveraged to store 

historical data, often on the scale of petabytes. Data warehouses may have compute and memory 

resources for running complicated queries and generating reports. Data warehouses may be the 

data sources for business intelligence ('BI') systems, machine learning applications, and/or other 

applications. By leveraging a data warehouse, data that has been copied into the data warehouse 

may be indexed for good analytic query performance, without affecting the write performance of 

a database (e.g., an Online Transaction Processing ('OLTP') database). Data warehouses also 

enable the joining data from multiple sources for analysis. For example, a sales OLTP application 

probably has no need to know about the weather at various sales locations, but sales predictions 

could take advantage of that data. By adding historical weather data to a data warehouse, it would 

be possible to factor it into models of historical sales data. 

[00618] Data lakes, which store files of data in their native format, may be considered as 

"schema on read" resources. As such, any application that reads data from the lake may impose 

its own types and relationships on the data. Data warehouses, on the other hand, are "schema on 

write," meaning that data types, indexes, and relationships are imposed on the data as it is stored 

in the EDW. "Schema on read" resources may be beneficial for data that may be used in several 

contexts and poses little risk oflosing data. "Schema on write" resources may be beneficial for 

data that has a specific purpose, and good for data that must relate properly to data from other 

sources. Such data stores may include data that is encrypted using homomorphic encryption, data 

encrypted using privacy-preserving encryption, smart contracts, non-fungible tokens, 

decentralized finance, and other techniques. 

[00619] Data marts may contain data oriented towards a specific business line whereas data 

warehouses contain enterprise-wide data. Data marts may be dependent on a data warehouse, 

independent of the data warehouse (e.g., drawn from an operational database or external source), 

or a hybrid of the two. In embodiments described herein, different types of data stores (including 

combinations thereof) may be leveraged. Such data stores may be proprietary or may be 

embodied as vendor provided products or services such as, for example, Google BigQuery, 

Druid, Amazon Redshift, IBM Db2, Dremio, Databricks Lakehouse Platform, Cloudera, Azure 

Synapse Analytics, and others. 

[00620] The deployments ( e.g., a customer's cloud deployment) that are analyzed, monitored, 

evaluated, or otherwise observed by the systems described herein ( e.g., systems that include 

components such as the platform 12 of Fig. ID, the data collection agents described herein, 

and/or other components) may be provisioned, deployed, and/or managed using infrastructure as 

code ('IaC'). IaC involves the managing and/or provisioning of infrastructure through code 
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instead of through manual processes. With IaC, configuration files may be created that include 

infrastructure specifications. IaC can be beneficial as configurations may be edited and 

distributed, while also ensuring that environments are provisioned in a consistent manner. IaC 

approaches may be enabled in a variety of ways including, for example, using IaC software tools 

such as Terraform by HashiCorp. Through the usage of such tools, users may define and provide 

data center infrastructure using JavaScript Object Notation(' JSON'), Y AML, proprietary 

formats, or some other format. In some embodiments, the configuration files may be used to 

emulate a cloud deployment for the purposes of analyzing the emulated cloud deployment using 

the systems described herein. Likewise, the configuration files themselves may be used as inputs 

to the systems described herein, such that the configuration files may be inspected to identify 

vulnerabilities, misconfigurations, violations of regulatory requirements, or other issues. In fact, 

configuration files for multiple cloud deployments may even be used by the systems described 

herein to identify best practices, to identify configuration files that deviate from typical 

configuration files, to identify configuration files with similarities to deployments that have been 

determined to be deficient in some way, or the configuration files may be leveraged in some 

other ways to detect vulnerabilities, misconfigurations, violations of regulatory requirements, or 

other issues prior to deploying an infrastructure that is described in the configuration files. In 

some embodiments the techniques described herein may be use in multi-cloud, multi-tenant, 

cross-cloud, cross-tenant, cross-user, industry cloud, digital platform, and other scenarios 

depending on specific need or situation. 

[00621] In some embodiments, the deployments that are analyzed, monitored, evaluated, or 

otherwise observed by the systems described herein ( e.g., systems that include components such 

as the platform 12 of Fig. ID, the data collection agents described herein, and/or other 

components) may be monitored to determine the extent to which a particular component has 

experienced "drift" relative to its associated IaC configuration. Discrepancies between how cloud 

resources were defined in an IaC configuration file and how they are currently configured in 

runtime may be identified and remediation workflows may be initiated to generate an alert, 

reconfigure the deployment, or take some other action. Such discrepancies may occur for a 

variety of reasons. Such discrepancies may occur, for example, due to maintenance operations 

being performed, due to incident response tasks being carried out, or for some other reason. 

Readers will appreciate that while IaC helps avoid initial misconfigurations of a deployment by 

codifying and enforcing resource creation, resource configuration, security policies, and so on, 

the systems described herein may prevent unwanted drift from occurring during runtime and after 

a deployment has been created in accordance with an IaC configuration. 
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[00622] In some embodiments, the deployments (e.g., a customer's cloud deployment) that are 

analyzed, monitored, evaluated, or otherwise observed by the systems described herein (e.g., 

systems that include components such as the platform 12 of Fig. ID, the data collection agents 

described herein, and/or other components) may also be provisioned, deployed, and/or managed 

using security as code ('SaC'). SaC extends IaC concepts by defining cybersecurity policies 

and/or standards programmatically, so that the policies and/or standards can be referenced 

automatically in the configuration scripts used to provision cloud deployments. Stated 

differently, SaC can automate policy implementation and cloud deployments may even be 

compared with the policies to prevent "drift." For example, if a policy is created where all 

personally identifiable information ('PIT') or personal health information ('PHI') must be 

encrypted when it is stored, that policy is translated into a process that is automatically launched 

whenever a developer submits code, and code that violates the policy may be automatically 

rejected. 

[00623] In some embodiments, SaC may be implemented by initially classifying workloads (e.g., 

by sensitivity, by criticality, by deployment model, by segment). Policies that can be instantiated 

as code may subsequently be designed. For example, compute-related policies may be designed, 

access-related policies may be designed, application-related policies may be designed, network­

related policies may be designed, data-related policies may be designed, and so on. Security as 

code may then be instantiated through architecture and automation, as successful implementation 

of SaC can benefit from making key architectural-design decisions and executing the right 

automation capabilities. Next, operating model protections may be built and supported. For 

example, an operating model may "shift left" to maximize self-service and achieve full-life-cycle 

security automation ( e.g., by standardizing common development toolchains, CI/CD pipelines, 

and the like). In such an example, security policies and access controls may be part of the 

pipeline, automatic code review and bug/defect detection may be performed, automated build 

processes may be performed, vulnerability scanning may be performed, checks against a risk­

control framework may be made, and other tasks may be performed all before deploying an 

infrastructure or components thereof. 

[00624] The systems described herein may be useful in analyzing, monitoring, evaluating, or 

otherwise observing a GitOps environment. In a GitOps environment, Git may be viewed as the 

one and only source of truth. As such, GitOps may require that the desired state of infrastructure 

(e.g., a customer's cloud deployment) be stored in version control such that the entire audit trail 

of changes to such infrastructure can be viewed or audited. In a GitOps environment, all changes 

to infrastructure are embodied as fully traceable commits that are associated with committer 

information, commit IDs, time stamps, and/or other information. In such an embodiment, both an 
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application and the infrastructure (e.g., a customer's cloud deployment) that supports the 

execution of the application are therefore versioned artifacts and can be audited using the gold 

standards of software development and delivery. Readers will appreciate that while the systems 

described herein are described as analyzing, monitoring, evaluating, or otherwise observing a 

GitOps environment, in other embodiments other source control mechanisms may be utilized for 

creating infrastructure, making changes to infrastructure, and so on. In these embodiments, the 

systems described herein may similarly be used for analyzing, monitoring, evaluating, or 

otherwise observing such environments. 

[00625] As described in other portions of the present disclosure, the systems described herein 

may be used to analyze, monitor, evaluate, or otherwise observe a customer's cloud deployment. 

While securing traditional datacenters requires managing and securing an IP-based perimeter 

with networks and firewalls, hardware security modules ('HSMs'), security information and 

event management (' SIEM') technologies, and other physical access restrictions, such solutions 

are not particularly useful when applied to cloud deployments. As such, the systems described 

herein may be configured to interact with and even monitor other solutions that are appropriate 

for cloud deployments such as, for example, "zero trust" solutions. 

[00626] A zero trust security model (a.k.a., zero trust architecture) describes an approach to the 

design and implementation of IT systems. A primary concept behind zero trust is that devices 

should not be trusted by default, even if they are connected to a managed corporate network such 

as the corporate LAN and even if they were previously verified. Zero trust security models help 

prevent successful breaches by eliminating the concept of trust from an organization's network 

architecture. Zero trust security models can include multiple forms of authentication and 

authorization ( e.g., machine authentication and authorization, human/user authentication and 

authorization) and can also be used to control multiple types of accesses or interactions (e.g., 

machine-to-machine access, human-to-machine access). 

[00627] In some embodiments, the systems described herein may be configured to interact with 

zero trust solutions in a variety of ways. For example, agents that collect input data for the 

systems described herein (or other components of such systems) may be configured to access 

various machines, applications, data sources, or other entity through a zero trust solution, 

especially where local instances of the systems described herein are deployed at edge locations. 

Likewise, given that zero trust solutions may be part of a customer's cloud deployment, the zero 

trust solution itself may be monitored to identify vulnerabilities, anomalies, and so on. For 

example, network traffic to and from the zero trust solution may be analyzed, the zero trust 

solution may be monitored to detect unusual interactions, log files generated by the zero trust 

solution may be gathered and analyzed, and so on. 
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[00628] In some embodiments, the systems described herein may leverage various tools and 

mechanisms in the process of performing its primary tasks (e.g., monitoring a cloud deployment). 

For example, Linux eBPF is mechanism for writing code to be executed in the Linux kernel 

space. Through the usage of eBPF, user mode processes can hook into specific trace points in the 

kernel and access data structures and other information. For example, eBPF may be used to 

gather information that enables the systems described herein to attribute the utilization of 

networking resources or network traffic to specific processes. This may be useful in analyzing 

the behavior of a particular process, which may be important for observability/SIEM. 

[00629] The systems described may be configured to collect security event logs ( or any other 

type of log or similar record of activity) and telemetry in real time for threat detection, for 

analyzing compliance requirements, or for other purposes. In such embodiments, the systems 

described herein may analyze telemetry in real time ( or near real time), as well as historical 

telemetry, to detect attacks or other activities of interest. The attacks or activities of interest may 

be analyzed to determine their potential severity and impact on an organization. In fact, the 

attacks or activities of interest may be reported, and relevant events, logs, or other information 

may be stored for subsequent examination. 

[00630] In one embodiment, systems described herein may be configured to collect security 

event logs (or any other type oflog or similar record of activity) and telemetry in real time to 

provide customers with a SIEM or SIEM-like solution. SIEM technology aggregates event data 

produced by security devices, network infrastructure, systems, applications, or other source. 

Centralizing all of the data that may be generated by a cloud deployment may be challenging for 

a traditional SIEM, however, as each component in a cloud deployment may generate log data or 

other forms of machine data, such that the collective amount of data that can be used to monitor 

the cloud deployment can grow to be quite large. A traditional SIEM architecture, where data is 

centralized and aggregated, can quickly result in large amounts of data that may be expensive to 

store, process, retain, and so on. As such, SIEM technologies may frequently be implemented 

such that silos are created to separate the data. 

[00631] In some embodiments of the present disclosure, data that is ingested by the systems 

described herein may be stored in a cloud-based data warehouse such as those provided by 

Snowflake and others. Given that companies like Snowflake offer data analytics and other 

services to operate on data that is stored in their data warehouses, in some embodiments one or 

more of the components of the systems described herein may be deployed in or near Snowflake 

as part of a secure data lake architecture (a.k.a., a security data lake architecture, a security data 

lake/warehouse). In such an embodiment, components of the systems described herein may be 

deployed in or near Snowflake to collect data, transform data, analyze data for the purposes of 
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detecting threats or vulnerabilities, initiate remediation workflows, generate alerts, or perform 

any of the other functions that can be performed by the systems described herein. In such 

embodiments, data may be received from a variety of sources ( e.g., EDR or EDR-like tools that 

handle endpoint data, cloud access security broker ('CASB') or CASB-like tools that handle data 

describing interactions with cloud applications, Identity and Access Management ('IAM') or 

IAM-like tools, and many others), normalized for storage in a data warehouse, and such 

normalized data may be used by the systems described herein. In fact, the systems described 

herein may actually implement the data sources (e.g., an EDR tool, a CASB tool, an IAM tool) 

described above. 

[00632] In some embodiments one data source that is ingested by the systems described herein is 

log data, although other forms of data such as network telemetry data (flows and packets) and/or 

many other forms of data may also be utilized. In some embodiments, event data can be 

combined with contextual information about users, assets, threats, vulnerabilities, and so on, for 

the purposes of scoring, prioritization and expediting investigations. In some embodiments, input 

data may be normalized, so that events, data, contextual information, or other information from 

disparate sources can be analyzed more efficiently for specific purposes ( e.g., network security 

event monitoring, user activity monitoring, compliance reporting). The embodiments described 

here offer real-time analysis of events for security monitoring, advanced analysis of user and 

entity behaviors, querying and long-range analytics for historical analysis, other support for 

incident investigation and management, reporting (for compliance requirements, for example), 

and other functionality. 

[00633] In some embodiments, the systems described herein may be part of an application 

performance monitoring (' APM') solution. APM software and tools enable the observation of 

application behavior, observation of its infrastructure dependencies, observation of users and 

business key performance indicators ('KPis') throughout the application's life cycle, and more. 

The applications being observed may be developed internally, as packaged applications, as 

software as a service ('SaaS'), or embodied in some other ways. In such embodiments, the 

systems described herein may provide one or more of the following capabilities: 

[00634] The ability to operate as an analytics platform that ingests, analyzes, and builds context 

from traces, metrics, logs, and other sources. 

[00635] Automated discovery and mapping of an application and its infrastructure components. 

[00636] Observation of an application's complete transactional behavior, including interactions 

over a data communications network. 

[00637] Monitoring of applications running on mobile (native and browser) and desktop devices. 
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[00638] Identification of probable root causes of an application's performance problems and 

their impact on business outcomes. 

[00639] Integration capabilities with automation and service management tools. 

[00640] Analysis of business KPis and user journeys (for example, login to check-out). 

[00641] Domain-agnostic analytics capabilities for integrating data from third-party sources. 

[00642] Endpoint monitoring to understand the user experience and its impact on business 

outcomes. 

[00643] Support for virtual desktop infrastructure ('VDI') monitoring. 

[00644] In embodiments where the systems described herein are used for APM, some 

components of the system may be modified, other components may be added, some components 

may be removed, and other components may remain the same. In such an example, similar 

mechanisms as described elsewhere in this disclosure may be used to collect information from 

the applications, network resources used by the application, and so on. The graph based 

modelling techniques may also be leveraged to perform some of the functions mentioned above, 

or other functions as needed. 

[00645] In some embodiments, the systems described herein may be part of a solution for 

developing and/or managing artificial intelligence(' AI') or machine learning ('ML') 

applications. For example, the systems described herein may be part of an AutoML tool that 

automate the tasks associated with developing and deploying ML models. In such an example, 

the systems described herein may perform various functions as part of an AutoML tool such as, 

for example, monitoring the performance of a series of processes, microservices, and so on that 

are used to collectively form the AutoML tool. In other embodiments, the systems described 

herein may perform other functions as part of an AutoML tool or may be used to monitor, 

analyze, or otherwise observe an environment that the AutoML tool is deployed within. 

[00646] In some embodiments, the systems described herein may be used to manage, analyze, or 

otherwise observe deployments that include other forms of AI/ML tools. For example, the 

systems described herein may manage, analyze, or otherwise observe deployments that include 

AI services. AI services are, like other resources in an as-a-service model, ready-made models 

and AI applications that are consumable as services and made available through APis. In such an 

example, rather than using their own data to build and train models for common activities, 

organizations may access pre-trained models that accomplish specific tasks. Whether an 

organization needs natural language processing ('NLP'), automatic speech recognition(' ASR'), 

image recognition, or some other capability, AI services simply plug-and-play into an application 

through an API. Likewise, the systems described herein may be used to manage, analyze, or 

otherwise observe deployments that include other forms of AI/ML tools such as Amazon 
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Sagemaker (or other cloud machine-learning platform that enables developers to create, train, and 

deploy ML models) and related services such as Data Wrangler (a service to accelerate data prep 

for ML) and Pipelines (a CI/CD service for ML). 

[00647] In some embodiments, the systems described herein may be used to manage, analyze, or 

otherwise observe deployments that include various data services. For example, data services 

may include secure data sharing services, data marketplace services, private data exchanges 

services, and others. Secure data sharing services can allow access to live data from its original 

location, where those who are granted access to the data simply reference the data in a controlled 

and secure manner, without latency or contention from concurrent users. Because changes to data 

are made to a single version, data remains up-to-date for all consumers, which ensures data 

models are always using the latest version of such data. Data marketplace services operate as a 

single location to access live, ready-to-query data ( or data that is otherwise ready for some other 

use). A data marketplace can even include a "feature stores," which can allow data scientists to 

repurpose existing work. For example, once a data scientist has converted raw data into a metric 

( e.g., costs of goods sold), this universal metric can be found quickly and used by other data 

scientists for quick analysis against that data. 

[00648] In some embodiments, the systems described herein may be used to manage, analyze, or 

otherwise observe deployments that include distributed training engines or similar mechanisms 

such as, for example, such as tools built on Dask. Dask is an open source library for parallel 

computing that is written in Python. Dask is designed to enable data scientists to improve model 

accuracy faster, as Dask enables data scientists can do everything in Python end-to-end, which 

means that they no longer need to convert their code to execute in environments like Apache 

Spark. The result is reduced complexity and increased efficiency. The systems described herein 

may also be used to manage, analyze, or otherwise observe deployments that include 

technologies such as RAPIDS (an open source Python framework which is built on top ofDask). 

RAPIDS optimizes compute time and speed by providing data pipelines and executing data 

science code entirely on graphics processing units (GPUs) rather than CPUs. Multi-cluster, 

shared data architecture, DataFrames, Java user-defined functions (UDF) are supported to enable 

trained models to run within a data warehouse. 

[00649] In some embodiments, the systems described herein may be leveraged for the specific 

use case of detecting and/or remediating ransomware attacks and/or other malicious action taken 

with respect to data, systems, and/or other resources associated with one or more entities. 

Ransomware is a type of malware from cryptovirology that threatens to publish the victim's data 

or perpetually block access to such data unless a ransom is paid. In such embodiments, 

ransomware attacks may be carried out in a manner such that patterns ( e.g., specific process-to-
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process communications, specific data access patterns, unusual amounts of encryption/re­

encryption activities) emerge, where the systems described herein may monitor for such patterns. 

Alternatively, ransomware attacks may involve behavior that deviates from normal behavior of a 

cloud deployment that is not experiencing a ransomware attack, such that the mere presence of 

unusual activity may trigger the systems described herein to generate alerts or take some other 

action, even without explicit knowledge that the unusual activity is associated with a ransomware 

attack. 

[00650] In some embodiments, particular policies may be put in place the systems described 

herein may be configured to enforce such policies as part of an effort to thwart ransom ware 

attacks. For example, particular network sharing protocols (e.g., Common Internet File System 

('CIFS'), Network File System ('NFS')) may be avoided when implementing storage for backup 

data, policies that protect backup systems may be implemented and enforced to ensure that 

usable backups are always available, multifactor authentication for particular accounts may be 

utilized and accounts may be configured with the minimum privilege required to function, 

isolated recovery environments may be created and isolation may be monitored and enforced to 

ensure the integrity of the recovery environment, and so on. As described in the present 

disclosure, the systems described herein may be configured to explicitly enforce such policies or 

may be configured to detect unusual activity that represents a violation of such policies, such that 

the mere presence of unusual activity may trigger the systems described herein to generate alerts 

or take some other action, even without explicit knowledge that the unusual activity is associated 

with a violation of a particular policy. 

[00651] Readers will appreciate that ransomware attacks are often deployed as part of a larger 

attack that may involve, for example: 

[00652] Penetration of the network through means such as, for example, stolen credentials and 

remote access malware. 

[00653] Stealing of credentials for critical system accounts, including subverting critical 

administrative accounts that control systems such as backup, Active Directory (' AD'), DNS, 

storage admin consoles, and/or other key systems. 

[00654] Attacks on a backup administration console to tum off or modify backup jobs, change 

retention policies, or even provide a roadmap to where sensitive application data is stored. 

[00655] Data theft attacks. 

[00656] As a result of the many aspects that are part of a ransom ware attack, embodiments of the 

present disclosure may be configured as follows: 

[00657] The systems may include one or more components that detect malicious activity based 

on the behavior of a process. 
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[00658] The systems may include one or more components that store indicator of compromise 

('IOC') or indicator of attack ('IOA') data for retrospective analysis. 

[00659] The systems may include one or more components that detect and block fileless malware 

attacks. 

[00660] The systems may include one or more components that remove malware automatically 

when detected. 

[00661] The systems may include a cloud-based, SaaS-style, multi tenant infrastructure. 

[00662] The systems may include one or more components that identify changes made by 

malware and provide the recommended remediation steps or a rollback capability. 

[00663] The systems may include one or more components that detect various application 

vulnerabilities and memory exploit techniques. 

[00664] The systems may include one or more components that continue to collect suspicious 

event data even when a managed endpoint is outside of an organization's network. 

[00665] The systems may include one or more components that perform static, on-demand 

malware detection scans of folders, drives, devices, or other entities. 

[00666] The systems may include data loss prevention (DLP) functionality. 

[00667] In some embodiments, the systems described herein may manage, analyze, or otherwise 

observe deployments that include deception technologies. Deception technologies allow for the 

use of decoys that may be generated based on scans of true network areas and data. Such decoys 

may be deployed as mock networks running on the same infrastructure as the real networks, but 

when an intruder attempts to enter the real network, they are directed to the false network and 

security is immediately notified. Such technologies may be useful for detecting and stopping 

various types of cyber threats such as, for example, Advanced Persistent Threats (' APTs'), 

malware, ransomware, credential dumping, lateral movement and malicious insiders. To continue 

to outsmart increasingly sophisticated attackers, these solutions may continuously deploy, 

support, refresh and respond to deception alerts. 

[00668] In some embodiments, the systems described herein may manage, analyze, or otherwise 

observe deployments that include various authentication technologies, such as multi-factor 

authentication and role-based authentication. In fact, the authentication technologies may be 

included in the set of resources that are managed, analyzed, or otherwise observed as interactions 

with the authentication technologies may monitored. Likewise, log files or other information 

retained by the authentication technologies may be gathered by one or more agents and used as 

input to the systems described herein. 

[00669] In some embodiments, the systems described herein may be leveraged for the specific 

use case of detecting supply chain attacks. More specifically, the systems described herein may 
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be used to monitor a deployment that includes software components, virtualized hardware 

components, and other components of an organization's supply chain such that interactions with 

an outside partner or provider with access to an organization's systems and data can be 

monitored. In such embodiments, supply chain attacks may be carried out in a manner such that 

patterns (e.g., specific interactions between internal and external systems) emerge, where the 

systems described herein may monitor for such patterns. Alternatively, supply chain attacks may 

involve behavior that deviates from normal behavior of a cloud deployment that is not 

experiencing a supply chain attack, such that the mere presence of unusual activity may trigger 

the systems described herein to generate alerts or take some other action, even without explicit 

knowledge that the unusual activity is associated with a supply chain attack. 

[00670] In some embodiments, the systems described herein may be leveraged for other specific 

use cases such as, for example, detecting the presence of ( or preventing infiltration from) 

cryptocurrency miners (e.g., bitcoin miners), token miners, hashing activity, non-fungible token 

activity, other viruses, other malware, and so on. As described in the present disclosure, the 

systems described herein may monitor for such threats using known patterns or by detecting 

unusual activity, such that the mere presence of unusual activity may trigger the systems 

described herein to generate alerts or take some other action, even without explicit knowledge 

that the unusual activity is associated with a particular type of threat, intrusion, vulnerability, and 

so on. 

[00671] The systems described herein may also be leveraged for endpoint protection, such the 

systems described herein form all of or part of an endpoint protection platform. In such an 

embodiment, agents, sensors, or similar mechanisms may be deployed on or near managed 

endpoints such as computers, servers, virtualized hardware, internet of things ('IotT') devices, 

mobile devices, phones, tablets, watches, other personal digital devices, storage devices, thumb 

drives, secure data storage cards, or some other entity. In such an example, the endpoint 

protection platform may provide functionality such as: 

[00672] Prevention and protection against security threats including malware that uses file-based 

and fileless exploits. 

[00673] The ability to apply control (allow/block) to access of software, scripts, processes, 

microservices, and so on. 

[00674] The ability to detect and prevent threats using behavioral analysis of device activity, 

application activity, user activity, and/or other data. 

[00675] The ability for facilities to investigate incidents further and/or obtain guidance for 

remediation when exploits evade protection controls 
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[00676] The ability to collect and report on inventory, configuration and policy management of 

the endpoints. 

[00677] The ability to manage and report on operating system security control status for the 

monitored endpoints. 

[00678] The ability to scan systems for vulnerabilities and report/manage the installation of 

security patches. 

[00679] The ability to report on internet, network and/or application activity to derive additional 

indications of potentially malicious activity. 

[00680] Example embodiments are described in which policy enforcement, threat detection, or 

some other function is carried out by the systems described herein by detecting unusual activity, 

such that the mere presence of unusual activity may trigger the systems described herein to 

generate alerts or take some other action, even without explicit knowledge that the unusual 

activity is associated with a particular type of threat, intrusion, vulnerability, and so on. Although 

these examples are largely described in terms of identifying unusual activity, in these examples 

the systems described herein may be configured to learn what constitutes 'normal activity' -

where 'normal activity' is activity observed, modeled, or otherwise identified in the absence of a 

particular type of threat, intrusion, vulnerability, and so on. As such, detecting 'unusual activity' 

may alternatively be viewed as detecting a deviation from 'normal activity' such that 'unusual 

activity' does not need to be identified and sought out. Instead, deviations from 'normal activity' 

may be assumed to be 'unusual activity'. 

[00681] Readers will appreciate that while specific examples of the functionality that the systems 

described herein can provide are included in the present disclosure, such examples are not to be 

interpreted as limitations as to the functionality that the systems described herein can provide. 

Other functionality may be provided by the systems described herein, all of which are within the 

scope of the present disclosure. For the purposes of illustration and not as a limitation, additional 

examples can include governance, risk, and compliance ('GRC'), threat detection and incident 

response, identity and access management, network and infrastructure security, data protection 

and privacy, identity and access management ('IAM'), and many others. 

[00682] In order to provide the functionality described above, the systems described herein or the 

deployments that are monitored by such systems may implement a variety of techniques. For 

example, the systems described herein or the deployments that are monitored by such systems 

may tag data and logs to provide meaning or context, persistent monitoring techniques may be 

used to monitor a deployment at all times and in real time, custom alerts may be generated based 

on rules, tags, and/or known baselines from one or more polygraphs, and so on. 
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[00683] Although examples are described above where data may be collected from one or more 

agents, in some embodiments other methods and mechanisms for obtaining data may be utilized. 

For example, some embodiments may utilize agentless deployments where no agent ( or similar 

mechanism) is deployed on one or more customer devices, deployed within a customer's cloud 

deployment, or deployed at another location that is external to the data platform. In such 

embodiments, the data platform may acquire data through one or more APis such as the APis 

that are available through various cloud services. For example, one or more APis that enable a 

user to access data captured by Amazon CloudTrail may be utilized by the data platform to 

obtain data from a customer's cloud deployment without the use of an agent that is deployed on 

the customer's resources. In some embodiments, agents may be deployed as part of a data 

acquisition service or tool that does not utilize a customer's resources or environment. In some 

embodiments, agents (deployed on a customer's resources or elsewhere) and mechanisms in the 

data platform that can be used to obtain data from through one or more APis such as the APis 

that are available through various cloud services may be utilized. In some embodiments, one or 

more cloud services themselves may be configured to push data to some entity ( deployed 

anywhere), which may or may not be an agent. In some embodiments, other data acquisition 

techniques may be utilized, including combinations and variations of the techniques described 

above, each of which is within the scope of the present disclosure. 

[00684] Readers will appreciate that while specific examples of the cloud deployments that may 

be monitored, analyzed, or otherwise observed by the systems described herein have been 

provided, such examples are not to be interpreted as limitations as to the types of deployments 

that may be monitored, analyzed, or otherwise observed by the systems described herein. Other 

deployments may be monitored, analyzed, or otherwise observed by the systems described 

herein, all of which are within the scope of the present disclosure. For the purposes of illustration 

and not as a limitation, additional examples can include multi-cloud deployments, on-premises 

environments, hybrid cloud environments, sovereign cloud environments, heterogeneous 

environments, DevOps environments, DevSecOps environments, GitOps environments, quantum 

computing environments, data fabrics, composable applications, composable networks, 

decentralized applications, and many others. 

[00685] Readers will appreciate that while specific examples of the types of data that may be 

collected, transformed, stored, and/or analyzed by the systems described herein have been 

provided, such examples are not to be interpreted as limitations as to the types of data that may 

be collected, transformed, stored, and/or analyzed by the systems described herein. Other types 

of data can include, for example, data collected from different tools ( e.g., DevOps tools, 

DevSecOps, GitOps tools), different forms of network data (e.g., routing data, network 
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translation data, message payload data, Wi-Fi data, Bluetooth data, personal area networking 

data, payment device data, near field communication data, metadata describing interactions 

carried out over a network, and many others), data describing processes executing in a container, 

lambda, EC2 instance, virtual machine, or other execution environment), information describing 

the execution environment itself, and many other types of data. 

[00686] In some embodiments, one or more of the components described above may be deployed 

using a secure access service edge ('SASE') model or similar model. In a SASE model, the 

services, functionality, or components described above may be deployed at edge devices (or 

relatively close to such edge device) such as a user's laptop, tablet, smartphone, or other device. 

In such a way, network security controls may be delivered on such edge devices. SASE 

capabilities may be delivered as a service based upon the identity of the entity, real-time context, 

enterprise security/compliance policies and continuous assessment of risk/trust throughout the 

sessions, where the identity of entities can be associated with people, groups of people, devices, 

applications, services, IoT systems or edge computing locations, and so on. In these 

embodiments, one or more of the components described above may be deployed at or near the 

edge devices, and the edge devices may even include local applications that are configured to 

utilize one or more of the components described above where the components are not deployed 

on the edge devices themselves. 

[00687] For further explanation, Fig. 5 sets forth a flowchart illustrating an example method of 

configuring cloud deployments based on learnings obtained by monitoring other cloud 

deployments in accordance with some embodiments of the present disclosure. The cloud 

deployments 508, 514 may be similar to the cloud deployments described above, where a 

particular cloud deployment can include a variety of components 510, 512 such as one or more 

applications, one or more data sources, networking resources, processing resources, and other 

resources. Such components 510, 512 may, in some embodiments, be deployed in the cloud 

deployments 508, 514 using one or more as-a-service models where software, infrastructure, 

platforms, databases, and other components as delivered as services. Configuring cloud 

deployments 508, 514 based on learnings obtained by monitoring other cloud deployments may 

be carried out using the systems described above. As such, one or more of the steps depicted in 

Fig. 5 may be performed by the systems described above. 

[00688] The example method depicted in Figure 5 includes determining 502 normal behavior for 

one or more components 510 in a first cloud deployment 508. Determining 502 normal behavior 

for one or more components 510 in a first cloud deployment 508 may be carried out, for 

example, as described in greater detail above (at times described as identifying 'normal activity') 

by the systems described above (also referred to herein as a 'data platform'). 
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[00689] The example method depicted in Figure 5 also includes determining 504 normal 

behavior for one or more components 512 in one or more other cloud deployments 514. 

Determining 504 normal behavior for one or more components 512 in one or more other cloud 

deployments 514 may also be carried out, for example, as described in greater detail above (at 

times described as identifying 'normal activity') by the systems described above. 

[00690] In some embodiments, a customer-specific data platform may be used to analyze, 

monitor, or otherwise observe a particular customer's cloud deployment (or some other 

deployment). Within such a cloud deployment, various clusters may exist. For example, a 

collection of microservices may form a cluster by virtue of those microservices communicating 

only (or mostly) with each other. Likewise, one or more cloud computing instances (e.g., one or 

more EC2 instances) and a database may form a cluster by virtue of the EC2 instances accessing 

the database as the only source of data utilized by the EC2 instances. Using the techniques and 

mechanisms described above, such clusters may be identified. Although clusters may be 

identified and characteristics associated with the cluster may be learned, limited insights may be 

gained if only a particular customer's cloud deployment is analyzed, monitored, or otherwise 

observed. In accordance with embodiments of the present disclosure, cross-customer analysis 

may be leveraged to gain deeper insights than would be gained if only a single customer's cloud 

deployment is analyzed, monitored, or otherwise observed. 

[00691] In some embodiments, cross-customer analysis may be carried out by gathering 

information related to cloud deployments (or some other deployments) for multiple customers 

and comparing such information. Using the example described above, information describing 

clusters identified in a first customer's cloud deployment may be compared to information 

describing clusters identified in a second customer's cloud deployment for the purposes of 

identifying similar or identical clusters in each customer's cloud deployment. 

[00692] Consider an example in which each customer's deployment included a web server that 

was deployed in one or more EC2 instances. In such an example, a particular cluster that 

represents the web server may be identified in each customer's deployment. For example, a first 

cluster in the first customer's deployment may represent a first web server and a second cluster in 

the second customer's deployment may represent a second web server. Because the first cluster 

and the second cluster would have similar characteristics (e.g., each cluster receives data 

communications using HTTP or HTTPS or any other suitable communication protocol, each 

cluster communicates with a web browser, each cluster requires similar computing resources, and 

so on), the first cluster and the second cluster may be identified as being identical clusters by 

comparing the characteristics of each cluster that each cluster. This process may be repeated 
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across the cloud deployments for many customers such that a collection of 'web server' clusters 

(in this example) may be identified. 

[00693] Readers will appreciate that although the example described above relates to an 

embodiment where a collection of 'web server' clusters are identified in different customer's 

cloud deployments, identifying the nature or type (e.g., a web server) of the clusters is not 

required. In fact, by comparing the characteristics of different clusters to each other, similar or 

identical clusters may be identified even if the exact nature/type of those clusters is not known. 

For example, a comparison of the characteristics of multiple clusters may only reveal that the 

cluster are identical, even if such a comparison does not reveal that clusters are 'web server' 

clusters. Multiple clusters that have been identified as being identical ( or sufficiently similar as 

measured by a threshold) will be referred to throughout the remainder of this document as a 

"cluster set," where the clusters that are members of the cluster set may be deployed across 

multiple customer's cloud deployments. 

[00694] In some embodiments, information describing each member of the cluster set may be 

utilized to identify distributions across the cluster set. Distributions may be identified for 

traditional resource consumption metrics such as, for example, CPU usage, memory usage, 

network bandwidth usage, and others. A distribution may reveal, for example, that all members 

of the cluster set utilize between 10-60 Mb/s of network bandwidth, with the vast majority of 

members of the cluster set utilize between 45-60 Mb/s of network bandwidth. Readers will 

appreciate that distributions may also be identified for other quantifiable characteristics of each 

cluster. Such quantifiable characteristics can include, for example, the failure rate of a cluster or 

particular components thereof, an identification of communication protocols used by a cluster or 

particular components thereof, an identification of the types of communications endpoints that a 

cluster or particular components thereof communicate with (e.g., endpoints that reside on the 

public internet v. endpoints that are in a private network), characteristics that can be classified by 

a binary value (e.g., does any component in the cluster perform privileged operations), 

information describing the various privileges that are given to a particular cluster, and many 

more. 

[00695] In some embodiments, the distributions may be used to identify 'normal' behavior for a 

particular cluster. Consider an example in which the cluster set is identified, where each member 

of the cluster set represents a payroll system deployed in a particular customer's cloud 

deployment. In such an example, a distribution may be identified which indicates that all 

members of the cluster communicate with (and has privileged access to) the same set of cloud 

services, including: 1) a cloud database service ( e.g., Amazon Aurora, Microsoft Azure SQL 

Database, Amazon Relational Database Service, Google Cloud SQL, Amazon DynamoDB ), 2) a 
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vendor provided SaaS offering that provides bill payment services, and 3) a vendor provided 

SaaS offering that provides accounting services. In such an example, by looking at each member 

of the cluster set and identifying that each member communicates with the same set of cloud 

services, a baseline may be established that identifies 'normal' behavior for each member of the 

cluster set, at least with respect to the specific characteristic (i.e., what cloud services are utilized 

by members) that the distribution is based on. As such, if monitoring a particular cluster revealed 

that some member of the cluster set accessed a source code repository cloud service (e.g., GitHub 

Enterprise on A WS), this sort of access would be outside of the typical distribution for this 

cluster set and could serve as the basis for raising an alert, denying access to the service, or 

initiating some other alerting/remediation workflow. Readers will appreciate that many 

distributions may be created for each cluster set, where each distribution is based on one or more 

characteristics of the members of the cluster set. 

[00696] The example method depicted in Figure 5 also includes recommending 506, based on the 

normal behavior for one or more components 512 in one or more other cloud deployments 514, a 

change to the first cloud deployment 508. Recommending 506 a change to the first cloud 

deployment 508 may be carried out, for example, in response to determining that the normal 

behavior in one or more other cloud deployments 514 differs from the normal behavior for one or 

more components 510 in a first cloud deployment 508. In such an example, changes to the first 

cloud deployment 508 may be recommended that (if implemented) would cause the first cloud 

deployment 508 to be more similar to the other cloud deployments 514. For example, if the 

normal behavior in one or more other cloud deployments 514 indicates that all computing 

resources (e.g., virtual machines, container, serverless computing resources) communicate with 

each other using a particular secure data communications protocol and the normal behavior for 

one or more components 510 in a first cloud deployment 508 is for computing resources to 

communicate using some other data communications protocol, a change may be recommended 

that involves reconfiguring the computing resources to communicate using the particular secure 

data communications protocol. 

[00697] Readers will appreciate that in some embodiments the mere fact that normal behavior in 

a first cloud deployment 508 deviates from normal behavior in one or more other cloud 

deployments 514 may be sufficient rationale for recommending 506 a change to the first cloud 

deployment 508. That is, a departure from normality and standard practices alone may result in 

recommending 506 a change to the first cloud deployment 508. In other embodiments, 

recommending 506 a change to the first cloud deployment 508 may only occur where the normal 

behavior in one or more other cloud deployments 514 is determined to be superior to the normal 

behavior in the first cloud deployment 508. For example, recommending 506 a change to the 
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first cloud deployment 508 may only be carried where the normal behavior in one or more other 

cloud deployments 514 is representative of a stronger security posture than the normal behavior 

in the first cloud deployment 508. 

[00698] Consider an example in which a particular threat was detected (in part by detecting a 

deviation from normal behavior for one or more components 512) in a particular customer's 

cloud deployment 514, where the threat turned out to be a ransomware attack, which may in 

some embodiments include an encryption component and/or a data theft or leakage component. 

In such an example, if an identical (or sufficiently similar, following a general recognized pattern 

or 'fingerprint') threat is detected in the first customer's cloud deployment 508 (in part by 

detecting a similar deviation from deviation from normal behavior for one or more components 

510), information describing the remedial actions (e.g., disabling encryption, increasing the 

frequency of backups, locking down a backup system, blocking transmission of data exernally, 

etc.) that were taken by the particular customer 514 may even recommended 506 as changes to 

be made to the first cloud deployment 508. Furthermore, if many customers had experienced the 

same attack and the data platform could determine with sufficient certainty that the first cloud 

deployment 508 was experiencing the same attack, workflows may be automatically initiated to 

carry out various remedial actions. 

[00699] For further explanation, Fig. 6 sets forth a flowchart illustrating an additional example 

method of configuring cloud deployments based on learnings obtained by monitoring other cloud 

deployments in accordance with some embodiments of the present disclosure. The example 

depicted in Fig. 6 is similar to the example depicted in Fig. 5, as the example depicted in Fig. 6 

also includes determining 502 normal behavior for one or more components 510 in a first cloud 

deployment 508, determining 504 normal behavior for one or more components 512 in one or 

more other cloud deployments 514, and recommending 506 a change to the first cloud 

deployment 508 based on the normal behavior for one or more components 512 in one or more 

other cloud deployments 514. 

[00700] In some embodiments, customers (and their corresponding deployments) may be 

modeled into logical groups such that cross customer learning could be carried out only across 

customers in the same logical group, or other customers in the same logical group may be given a 

greater weighting for the purposes of cross customer learning. For example, a logical group may 

be tied to a customer's business function (e.g., the customer is a financial company, the customer 

is a health care company, the customer is a services company, the customer has inventory to 

manage, the customer sells to retail customers, and so on). Likewise, a logical group may be tied 

to a customer's cloud deployment (e.g., the deployment uses a particular combination of 

resources, the deployment uses a particular set of cloud-services, the deployment utilizes 
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availability zones and regions in a particular way, and so on). In such an example, a particular 

customer may be associated with multiple logical groups and cross customer learning for the 

particular customer may only involve other customers that are in the same ( or sufficiently 

similar) logical groups. As such, the particular customer's resources (e.g., people, cloud 

deployment) may only be included in cluster sets with resources associated with other customers 

that are in the same ( or sufficiently similar) logical groups. 

[00701] To that end, the example method depicted in Fig. 6 also includes identifying 604, from 

the other cloud deployments, cloud deployments that are similar to the first cloud deployment 

508. Identifying 604 cloud deployments that are similar to the first cloud deployment 508 may 

be carried out, for example, by taking an inventory of the various components in each cloud 

deployment 508, 514 and identifying cloud deployments that have similar components, portions 

of the cloud deployment that have similar deployments, and so on. Alternatively, identifying 604 

cloud deployments that are similar to the first cloud deployment 508 may be carried out, for 

example, by identifying cloud deployments that are associated with customers in the same 

industry as the customer associated with the first cloud deployment 508, by identifying cloud 

deployments that are associated with a similar intended functionality as the first cloud 

deployment 508 ( e.g., both cloud deployment are intended to provide an online store for an 

online retailer), and so on. In the examples in the preceding sentence, it may be assumed that 

two cloud deployments should be relatively similar even without inspecting the cloud 

deployments themselves. In such examples, similarity may be judge based on the application of 

rules, policies, heuristics, or similar mechanism. Alternatively, similarity may be detected via 

machine learning techniques as where information describing the activity of various components 

in many cloud deployments are fed as input to one or more machine learning models which 

subsequently identifies clusters across various cloud deployments that are similar. 

[00702] In the example depicted in Fig. 6, recommending 506 the change to the first cloud 

deployment 508 may be based on the normal behavior for the cloud deployments that are similar 

to the first cloud deployment. Recommending 606 the change to the first cloud deployment 508 

based on the normal behavior for the cloud deployments that are similar to the first cloud 

deployment 508 may be carried out, for example, by ignoring normal behavior for dissimilar 

cloud deployments and only taking into consideration those cloud deployments that have been 

identified 604 as being sufficiently similar to the first cloud deployment 508. 

[00703] The example method depicted in Fig. 6 also includes identifying 602, from the other 

cloud deployments, one or more highly rated cloud deployments. A cloud deployment may be 

identified 602 as being 'highly rated' in the sense that fewer than a threshold number of 

vulnerabilities have been detected in the cloud deployment over some period of time, fewer than 
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a threshold number of outages (or less than a threshold amount of downtime) has been detected 

in the cloud deployment over some period of time, fewer than a threshold number of regulatory 

violations (or attempted violations) have been detected in the cloud deployment over some period 

of time, or identified 602 based on some other standard. In fact, comparisons may be relative 

(rather than comparing some quantifiable aspect of the other deployments operation) such that, 

for example, the 15% of cloud deployments with the fewest detected vulnerabilities over some 

period of time as identified 602 as being 'highly rated'. In other embodiments, identifying 602 

one or more highly rated cloud deployments may be carried out through the use of machine 

learning techniques where information describing the activity of various components in many 

cloud deployments are fed as input to one or more machine learning models which subsequently 

identifies deployments that have the best performance against a combination of one or more 

metrics (e.g., vulnerabilities, availability, cost). In such a way, the best-of-breed cloud 

deployments may be identified 602. 

[00704] In the example depicted in Fig. 6, recommending 506 the change to the first cloud 

deployment 508 may be based on the normal behavior for the highly rated cloud deployments. 

Recommending 608 the change to the first cloud deployment 508 based on the normal behavior 

for the highly rated cloud deployments may be carried out, for example, by ignoring normal 

behavior for cloud deployments that are not highly rated and only taking into consideration those 

cloud deployments are highly rated. 

[00705] Readers will appreciate that although the example in Fig. 6 is depicted where identifying 

604 cloud deployments that are similar to the first cloud deployment 508 and identifying 602 one 

or more highly rated cloud deployments are alternatives to each other, in other embodiments both 

steps may be performed. In such embodiments, recommending 506 the change to the first cloud 

deployment 508 may be based on the normal behavior other cloud deployments that are both 

highly rated and similar to the first cloud deployment 508. 

[00706] For further explanation, Fig. 7 sets forth a flowchart illustrating an additional example 

method of configuring cloud deployments based on learnings obtained by monitoring other cloud 

deployments in accordance with some embodiments of the present disclosure. The example 

depicted in Fig. 7 is similar to the examples depicted in Fig. 5 and Fig. 6, as the example depicted 

in Fig. 7 also includes determining 502 normal behavior for one or more components 510 in a 

first cloud deployment 508, determining 504 normal behavior for one or more components 512 in 

one or more other cloud deployments 514, and recommending 506 a change to the first cloud 

deployment 508 based on the normal behavior for one or more components 512 in one or more 

other cloud deployments 514. 
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[00707] The example method depicted in Fig. 7 also includes ranking 702 the first cloud 

deployment 508 relative to the other cloud deployments 514. Ranking 702 the first cloud 

deployment 508 relative to the other cloud deployments 514 may be carried out, for example, by 

identifying how well the cloud deployment 508 compares to other cloud deployments 514 with 

respect to one or more metrics. For example, cloud deployments may be ranked based on a 

weighted combination of multiple metrics (e.g., reliability, cost, regulatory compliance) such that 

the best-of-breed deployments may be identified. In such an example, the ranking of the first 

cloud deployment 508 relative to the other cloud deployments 514 may be presented to an 

administrator or other user associated with the first cloud deployment 508 for analysis by the 

administrator or other user. 

[00708] The example method depicted in Fig. 7 also includes comparing 704 the trajectory of the 

first cloud deployment 508 to the trajectory of the other cloud deployments 514. The trajectory 

of a particular cloud deployment 508, 514 may be determined, for example, by evaluating the 

particular cloud deployment's 508, 514 performance over time as measured by one or more 

metrics. For example, the performance of each cloud deployment may be periodically scored 

based on a weighted combination of multiple metrics (e.g., reliability, cost, regulatory 

compliance). In such an example, the trajectory for a particular cloud deployment may be 

determined by determining the extent to which the score associated with a particular cloud 

deployment is changing over time. For example, if the first cloud deployment's 508 scoring is 

improving over time while the other cloud deployments' 514 scores are remaining the same over 

time, the trajectory of the first cloud deployment 508 may be determined to be better than the 

trajectory of the other cloud deployments 514 (in embodiments where a higher score is 

considered to be better). 

[00709] Readers will appreciate that ranking 702 the first cloud deployment 508 relative to the 

other cloud deployments 514 and comparing 704 the trajectory of the first cloud deployment 508 

to the trajectory of the other cloud deployments 514 are just two examples of the sort of analytics 

that can be performed by comparing the performance of multiple cloud deployments 508, 514. 

Readers will appreciate that other analytics may also be put in place due to the availability of 

information describing the performance of multiple cloud deployments 508, 514. 

[00710] For further explanation, Fig. 8 sets forth a flowchart illustrating an additional example 

method of configuring cloud deployments based on learnings obtained by monitoring other cloud 

deployments in accordance with some embodiments of the present disclosure. The example 

depicted in Fig. 8 is similar to the examples depicted in Figs. 5-7, as the example depicted in Fig. 

8 also includes determining 502 normal behavior for one or more components 510 in a first cloud 

deployment 508, determining 504 normal behavior for one or more components 512 in one or 
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more other cloud deployments 514, and recommending 506 a change to the first cloud 

deployment 508 based on the normal behavior for one or more components 512 in one or more 

other cloud deployments 514. 

[00711] The example method depicted in Fig. 8 also includes identifying 802 other cloud 

deployments 514 to exclude from consideration when recommending changes to the first cloud 

deployment 508. Readers will appreciate that other cloud deployments 514 may be excluded 

from consideration when recommending changes to the first cloud deployment 508 for a variety 

of reasons. For example, another cloud deployment 514 may be so dissimilar to the first cloud 

deployment 508 that there may be very little to learn that is relevant to the first cloud deployment 

508, another cloud deployment 514 may be deficient for a variety of reasons such that there may 

be very little high quality takeaways from evaluating the other cloud deployment 514 that are 

relevant to the first cloud deployment 508, another cloud deployment 514 may be a relatively 

recent deployment such that any takeaways from evaluating the other cloud deployment 514 may 

not be reliable and proven over time, or for some other reason. In such an example, identifying 

802 other cloud deployments 514 to exclude from consideration when recommending changes to 

the first cloud deployment 508 may be carried out by filtering the set of other cloud deployments 

514 according to some criteria, or carried out in some other way. In the example depicted in Fig. 

8, recommending 506 the change to the first cloud deployment 508 may therefore include 

recommending 806 changes based on the other cloud deployments 514 that are not excluded 

from consideration. 

[00712] The example method depicted in Fig. 8 also includes identifying 804 a response to a 

recommended change in one or more other cloud deployments 514. Identifying 804 a response 

to a recommended change in one or more other cloud deployments 514 may be carried out, for 

example, by tracking the status of a recommended change that was recommended for another 

cloud deployment 514 to determine whether the recommended change was actually implemented. 

Consider an example in which a recommendation was made to have another cloud deployment 

514 switch from using a first IaaS offering to a second IaaS offering in response to detecting 

some condition in the cloud deployment 514. In such an example, identifying 804 a response to 

a recommended change in one or more other cloud deployments 514 may be carried out by 

determining whether the recommended change was actually implemented and a switch was made 

to utilize the second IaaS offering as part of the cloud deployment 514. Readers will appreciate 

that by repeatedly identifying 804 responses to recommended changes in one or more other cloud 

deployments 514 can be used by the systems described above as an indication as to the systems 

described above are making useful recommendations. For example, if identifying 804 a response 

to a recommended change in one or more other cloud deployments 514 reveals that a very small 
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percentage of administrators actually implement the recommended change, this may indicate that 

the recommend change is not particularly valuable and may be used as feedback in determining 

whether to make the recommended change if the condition that triggered the recommendation is 

encountered again. Alternatively, if identifying 804 a response to a recommended change in one 

or more other cloud deployments 514 reveals that a very large percentage of administrators 

actually implement the recommended change, this may indicate that the recommend change is 

valuable and may be used as feedback in determining whether to make the recommended change 

if the condition that triggered the recommendation is encountered again. In such a way, the 

response from other customer's may be used to drive recommendations that are made regarding 

the first cloud deployment 508. 

[00713] In the example depicted in Fig. 8, recommending 506 the change to the first cloud 

deployment 508 recommending 808 the change to the first cloud deployment 508 based on the 

response to the recommended change in one or more other cloud deployments 514. 

Recommending 808 the change to the first cloud deployment 508 based on the response to the 

recommended change in one or more other cloud deployments 514 may be carried out, for 

example, only if a predetermined percentage of previous recipients of similar recommendations 

have actually implemented the recommended change, as described above. 

[00714] Readers will appreciate that while the examples described in the preceding two 

paragraphs relate to an example in which the response to a recommended change in one or more 

other cloud deployments 514 is expressed in terms of whether the recommended change was or 

was not implemented, in other embodiments the response to a recommended change in one or 

more other cloud deployments 514 may be measured in other ways. For example, a response to a 

recommended change in one or more other cloud deployments 514 may represent whether the 

recommended change did or did not resolve the condition that caused the recommendation to be 

generated in the first place. In other embodiments, the response to a recommended change in one 

or more other cloud deployments 514 may be measured or determined using different criteria. 

[00715] Although some of the figures described above depict only a single other cloud 

deployment 514, a single other cloud deployment 514 is included for ease of illustration but in no 

way represents a limitation of the embodiments described herein. In fact, most embodiments will 

include multiple other cloud deployments 514 that may be monitored and learned from. 

[00716] Readers will appreciate that while many of the embodiments described above relate to 

embodiments where cross-customer learnings are used to generate recommendations for changes 

to the first cloud deployment 508, in other embodiments the cross-customer learning may be used 

to initiate, based on the normal behavior for the one or more other cloud deployments, a change 

to the first cloud deployment. Initiating such changes may be carried out, for example, by 
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initiating one or more remediation workflows that implement the changes. As was the case with 

recommendations, initiating a change to the first cloud environment may be based on the normal 

behavior for similar cloud deployments, based on the normal behavior for the highly rated cloud 

deployments, based on the cloud deployments to exclude from consideration when 

recommending changes to the first cloud deployment, and so on. 

[00717] For further explanation, Fig. 9 sets forth a flowchart illustrating an example method of 

learning from similar cloud deployments in accordance with some embodiments of the present 

disclosure. The example method depicted in Fig. 9 may be carried out by the systems described 

above (also referred to as a 'data platform' above). As such, the systems described above may 

include computer program instructions executing on computer hardware, virtualized hardware, or 

some other execution environment ( e.g., one or more containers, one or more serverless compute 

instances), where the computer program instructions carry out the steps described in Fig. 9 when 

the computer program instructions are executed. 

[00718] The example depicted in Fig. 9 includes a plurality of cloud deployments, including a 

first cloud deployment 910 and one or more additional cloud deployments 912, which in this 

illustration includes three cloud deployments 914a, 914b, 914n, although more or fewer cloud 

deployments may be included in the set of additional cloud deployments 912 in other 

embodiments. Such cloud deployments may be embodied as described above and may include a 

variety of components such as, for example, software applications, storage resources, computing 

resources, networking resources, and other resources. In each cloud deployment, each of the 

resources may be delivered as services provided by a public cloud, private cloud, hybrid cloud, 

and so on. 

[00719] The example method depicted in Fig. 9 includes identifying 902, for at least a portion of 

a first cloud deployment 910, one or more additional cloud deployments 912 to utilize for cross­

customer learning. Cross-customer learning, as the phrase is used here, can generally be 

described as the process of learning about the cloud deployments of different customers, different 

organizations, or some other entity for the benefit of tailoring another entity's cloud deployment. 

For example, the cloud deployments of Customer A, Customer B, Customer C, Customer D, and 

Customer F may be evaluated and the information gathered about their deployments may be 

leveraged to help shape the cloud deployment of Customer F. In such an example, lessons 

learned by other customers may be used to help guide a particular customer's design, 

deployment, and management of their cloud deployments, which may be particularly useful for 

organizations that are pivoting to the cloud from on-premises based deployments. 

[00720] Identifying 902 one or more additional cloud deployments 912 to utilize for cross­

customer learning may be carried out, for example, by identifying cloud deployments for other 
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customers that are in similar industries as the customer associated with the first cloud deployment 

910, by identifying highly rated ( as described above) cloud deployments, by identifying cloud 

deployments (or portions thereof) that are similar to the first cloud deployment 910 (or some 

portion thereof), or in some other way. In some embodiments, identifying 902 one or more 

additional cloud deployments 912 to utilize for cross-customer learning may be carried out using 

machine learning techniques as one or more machine learning models may be used to identify 

cloud deployments that are similar to the first cloud deployment 910, to identify best-of-breed 

cloud deployments, and so on. In such a way, identifying 902 one or more additional cloud 

deployments 912 to utilize for cross-customer learning may result in a subset of curated, relevant, 

and/or exemplary cloud deployments being utilized for cross-customer learning rather than using 

the entire set of available cloud deployments being utilized for cross-customer learning (although 

some embodiments could utilize all cloud deployments for cross-customer learning). 

[00721] The example method depicted in Fig. 9 also includes receiving 904 information 916 

describing one or more actions associated with the additional cloud deployments 912. The one or 

more actions associated with the additional cloud deployments 912 may be embodied as actions 

taken by components within the additional cloud deployments 912. For example, a particular 

software service accessing a data store may be an example of an action that is associated with the 

additional cloud deployments 912, especially where the software service and the data store are 

components of a particular additional cloud deployment 914a. Likewise, a message, request, or 

other form of data communications that are exchanged between the additional cloud deployments 

912 and actors that are external to the additional cloud deployments 912 may be an example of 

an action that is associated with the additional cloud deployments 912. For example, a server 

that is external to any of the additional cloud deployments 912 may send requests to access some 

software service within a particular additional cloud deployment 914a. 

[00722] In other embodiments, the one or more actions associated with the additional cloud 

deployments 912 may include one or more user interactions with the additional cloud 

deployments 912. Such user interactions can include a description of which resources are 

accessed and/or utilized by particular users, particular business units ( e.g., the finance department 

of a business, the engineering department of a business), particular personas ( e.g., a system 

administrator, a software developer, a human resources manager), and so on. The one or more 

actions associated with the additional cloud deployments 912 may also include, for example, one 

or more interactions involving external applications, external computing devices, or similar 

external actor and the additional cloud deployments 912. Such user interactions can include, for 

example, a description of which resources within the additional cloud deployments 912 are 

accessed and/or utilized by particular external application, what IP address is associated with an 
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external entity that is communicating with the additional cloud deployments 912, a description of 

the specific requests that an external actor is issuing to the resources within the additional cloud 

deployments 912, and so on. 

[00723] In the example method depicted in Fig. 9, receiving 904 information 916 describing one 

or more actions associated with the additional cloud deployments 912 may be carried out by 

receiving (directly or indirectly) such information 916 from the additional cloud deployments 

912 themselves. In fact, the additional cloud deployments 912 may be queried for such 

information. In other embodiments, the information 916 describing one or more actions 

associated with the additional cloud deployments 912 may be retained by the systems described 

above as part of monitoring the additional cloud deployments 912. In such an example, receiving 

904 information 916 describing one or more actions associated with the additional cloud 

deployments 912 may be carried out by querying a data repository (e.g., a data warehouse) that 

contains such information that was gathered while monitoring the additional cloud deployments 

912. Readers will appreciate that information 916 may be received 904 describing other types of 

actions associated with the additional cloud deployments 912. 

[00724] The example method depicted in Fig. 9 also includes receiving 906 information 918 

describing configurations associated with the additional cloud deployments 912. The 

information 918 describing configurations associated with the additional cloud deployments 912 

may be embodied, for example, as information describing how components within a cloud 

deployment are organized (including which other components they may communication with), 

information describing what permissions are granted to various users, information describing the 

manner in which internal (i.e., occurring entirely within the cloud deployment) data 

communications and/or external (i.e., occurring at least partially external to the cloud 

deployment) data communications are carried out, and so on. Such information 918 may be 

received 906 in a similar manner as described above with respect to step 904. 

[00725] The example method depicted in Fig. 9 also includes identifying 908, based on the 

configurations and the one or more actions, one or more configurations to adopt for the first 

cloud deployment 910. Readers will appreciate that by identifying 908 one or more 

configurations to adopt for the first cloud deployment 910 in such a way, the configuration of the 

first cloud deployment 910 may be influenced by the monitoring of the additional cloud 

deployments 912. In such an example, once the configurations that the first cloud deployment 

910 should adopt have been identified 908, the first cloud deployment 910 (or associated entities) 

may be reconfigured to implement such configurations. 

[00726] Identifying 908 one or more configurations to adopt for the first cloud deployment 910 

may be carried out, for example, by identifying configurations in the additional cloud 
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deployments 912 that were effective in dealing with various threats, securing vulnerabilities, or 

otherwise contributed to a healthy cloud deployment. Some configurations associated with the 

additional cloud deployments 912 may have been put in place in response to some action. For 

example, a configuration to always backup data stored in a first storage service ( e.g., A WS S3) to 

a second, distinct storage service ( e.g., A WS Glacier) may have been put in place in response to 

some attack that was directed to a particular cloud deployment's 914a S3 buckets. In such an 

embodiment, if the first cloud deployment 910 also leverages S3 as its object store, it may be 

desirable for the first cloud deployment 910 to adopt a configuration setting that would result in 

its S3 buckets being backed up to Glacier so that the first cloud deployment 910 can be ready to 

survive a similar attack that was experienced by the particular cloud deployment 914a. 

[00727] For further explanation, Fig. 10 sets forth a flowchart illustrating an example method of 

learning from similar cloud deployments in accordance with some embodiments of the present 

disclosure. The example method depicted in Fig. 10 is similar to the example depicted in Fig. 9, 

as the example depicted in Fig. 10 also includes identifying 902 one or more additional cloud 

deployments 912 to utilize for cross-customer learning, receiving 904 information 916 describing 

one or more actions associated with the additional cloud deployments 912, receiving 906 

information 918 describing configurations associated with the additional cloud deployments 912, 

and identifying 908 one or more configurations to adopt for the first cloud deployment 910. 

[00728] In the example method depicted in Fig. 10, receiving 904 information 916 describing 

one or more actions associated with the additional cloud deployments 912 can include receiving 

1002 information describing a security threat to one or more of the additional cloud deployments 

912. The security threat may be embodied, for example, as a ransomware attack that was 

directed to one or more of the additional cloud deployments 912, as a denial of service attack that 

was directed to one or more of the additional cloud deployments 912, as an SQL injection attack 

that was directed to one or more of the additional cloud deployments 912, or as some other 

security threat. The information describing a security threat to one or more of the additional 

cloud deployments 912 can include, for example, information describing where an attack 

originated from, information describing the components within the cloud deployment that were 

targeted by an attack, information describing data access patterns that were associated with an 

attack, or some other information that would be useful in detecting subsequent security threats. 

[00729] In the example method depicted in Fig. 10, receiving 906 information 918 describing 

configurations associated with the additional cloud deployments 912 can include receiving 1004 

information describing configuration settings used to combat the security threat. The 

configuration settings used to combat the security threat may be embodied, for example, as 

configuration settings that caused the additional cloud deployments 912 to blacklist certain IP 
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addresses or network domains, as configuration settings that caused the additional cloud 

deployments 912 to close vulnerabilities that allowed an attack to succeed, or some other 

configuration that would be useful in detecting/preventing/mitigating a security threat. 

[00730] In the example method depicted in Fig. 10, receiving 904 information 916 describing 

one or more actions associated with the additional cloud deployments 912 can also include 

receiving 1006 information describing a detected vulnerability associated with one or more of the 

additional cloud deployments 912. The detected vulnerability may be embodied, for example, as 

a vulnerability to some known security threat, as a vulnerability to some data loss event, as a data 

breach vulnerability, or as some other vulnerability. The information describing a detected 

vulnerability of one or more of the additional cloud deployments 912 can include, for example, 

information describing vulnerable components, information describing data communications 

protocols, endpoints, or other data communications components that expose vulnerabilities, or 

some other information that would be useful in detecting a vulnerability. 

[00731] In the example method depicted in Fig. 10, receiving 906 information 918 describing 

configurations associated with the additional cloud deployments 912 can also include receiving 

1008 information describing configuration settings used to address the vulnerability. The 

configuration settings used to address the vulnerability may be embodied, for example, as 

configuration settings that caused the additional cloud deployments 912 to blacklist certain IP 

addresses or network domains, as configuration settings that caused certain components within 

the additional cloud deployments 912 to not connect to external data communications networks, 

as configuration settings that caused certain components to be accessible only by using enhanced 

authentication protocols, or as some other configuration that would be useful in detecting, 

preventing, or otherwise mitigating a vulnerability. 

[00732] For further explanation, Fig. 11 sets forth a flowchart illustrating an example method of 

learning from similar cloud deployments in accordance with some embodiments of the present 

disclosure. The example method depicted in Fig. 11 is similar to the examples depicted in Fig. 9 

and Fig. 10, as the example depicted in Fig. 11 also includes identifying 902 one or more 

additional cloud deployments 912 to utilize for cross-customer learning, receiving 906 

information 918 describing configurations associated with the additional cloud deployments 912, 

and identifying 908 one or more configurations to adopt for the first cloud deployment 910. 

[00733] In the example method depicted in Fig. 11, receiving 906 information 918 describing 

configurations associated with the additional cloud deployments 912 can include receiving 1102 

information describing permissions for one or more users of the additional cloud deployments 

912. The one or more users of the additional cloud deployments 912 may be embodied, for 

example, as individual users (e.g., Bob Smith), as a collection of user (e.g., Finance Group, 
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Marketing Group), and so on. The one or more users of the additional cloud deployments 912 

may also be embodied as different personas within an organization, where each persona is 

associated with a certain role. For example, there may be 'software developer' personas, 

'database administrator' personas, 'customer support' personas, and many others. Receiving 

1102 information describing permissions for one or more users of the additional cloud 

deployments 912 may be carried out, for example, by receiving (directly or indirectly) 

information from one or more of the additional cloud deployments 912 that described what 

resources a particular user/persona/group can access, what level of privileges they have with 

respect to a particular resource, and any other information describing the user/persona/group's 

privileges. In fact, such information may be retained in a data warehouse during monitoring of 

the additional cloud deployments 912 and received 1102 by querying such a data warehouse. 

[00734] The example method depicted in Fig. 11 also includes determining 1104, based on the 

information describing permissions for one or more users of the additional cloud deployments, 

that one or more users of the first cloud deployment 910 are over-permissioned. A particular 

user may be over-permissioned in the sense that the user has privileges or permissions beyond 

those that should be associated with the user. Consider the example of two distinct personas 

within an organization: 1) a software engineer, and 2) an accounts payable administrator. In such 

an example, the software engineer might have sufficient privileges to access a code repository, a 

dev/test environment, a code documentation tool, and so on. The accounts payable administrator, 

however, might have sufficient privileges to access bill paying software, a financial ledger, and 

so. The software developer having access to bill paying software or the accounts payable 

administrator having access to a code repository may be examples of the users being over­

permissioned, as the user has access to resources that they should not be able to access. Such 

situations can create vulnerabilities as an over-permissioned user ( or a malicious actor using the 

over-permissioned user's credentials) may intentionally or unintentionally perform some harmful 

act that they would not be capable of performing if they weren't over-permissioned. 

[00735] Determining 1104 that one or more users of the first cloud deployment 910 are over­

permissioned may be carried out, for example, by examining the information describing 

permissions for one or more users of the additional cloud deployments 912 to determine whether 

similar users in the additional cloud deployments 912 have different/fewer privileges. As such, a 

user in a first cloud deployment 910 may be determined to be over-permissioned if other cloud 

deployments 912 are giving similar users fewer permissions than such a user has in the first cloud 

deployment 910. 

[00736] In the example method depicted in Fig. 11, identifying 908 one or more configurations 

to adopt for the first cloud deployment 910 can include identifying 1106 a reduced privilege level 
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to give to the one or more users. Identifying 1106 a reduced privilege level to give to the one or 

more users may be carried out, for example, by giving an over-permissioned user of the first 

cloud deployment 910 privileges that are similar to those held by similar users in the additional 

cloud deployments 912. 

[00737] For further explanation, Fig. 12 sets forth a flowchart illustrating an example method of 

learning from similar cloud deployments in accordance with some embodiments of the present 

disclosure. The example method depicted in Fig. 12 is similar to the examples depicted in Figs. 

9-11, as the example depicted in Fig. 12 also includes identifying 902 one or more additional 

cloud deployments 912 to utilize for cross-customer learning, receiving 906 information 918 

describing configurations associated with the additional cloud deployments 912, and identifying 

908 one or more configurations to adopt for the first cloud deployment 910. 

[00738] The example method depicted in Fig. 12 also includes receiving 1202 information 1204 

describing one or more deployment processes associated with the additional cloud deployments 

912. The information 1204 describing one or more deployment processes associated with the 

additional cloud deployments 912 can include, for example, information describing how a 

particular component within an additional cloud deployment was created ( e.g., who requested 

that the component be created, when was the request to create the component issued). In 

addition, in some embodiments such information 1204 can include information describing the 

software development processes that were used to develop software that will be deployed in a 

particular cloud deployment (e.g., was a code repository used, who has access to the repository, 

who committed the last change to some code before deployment). In such a way, the information 

1204 describing one or more deployment processes associated with the additional cloud 

deployments 912 can describe the processes that are being implemented in other cloud 

deployments. Such information 1204 may be used, for example, to determine whether the 

development and deployment processes associated with the first cloud deployment 910 are 

abnormal, to use as the basis for making recommended changes to the development and 

deployment processes associated with the first cloud deployment 910, to initiate remediation 

workflows to back out changes to the first cloud deployment 910 that deviated from normal 

activity or violated some policy, and so on. 

[00739] The example method depicted in Fig. 12 also includes identifying 1206 abnormally 

configured components in the first cloud deployment 910. Abnormally configured components 

in the first cloud deployment 910 may be embodied as components that are configured in a way 

that deviates from typical configurations observed by monitoring the additional cloud 

deployments 912. Monitoring the additional cloud deployments 912 may reveal, for example, 

that a connection to a server that is contained in another cloud deployment 914a should always 
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go through an authentication server that is contained in another cloud deployment 914a. In such 

an example, if an examination of the first cloud deployment 910 reveals that an authentication 

server has been bypassed by a connection to a server, this may be an indication of a breach or 

misconfiguration regardless of customer's network topology. In such an example, the component 

(i.e., the server) may be identified 1206 as being abnormally configured based on its deviation 

from typical configurations observed in the additional cloud deployments 912. 

[00740] Although the examples described above relate to embodiments where one or more 

configurations to adopt for the first cloud deployment 910 are identified 908 using the 

information described above, in other embodiments such information may be used for other 

purposes. For example, information gained by observing additional cloud deployments 912 may 

be leveraged to identify best-of-breed deployments, similar deployments, and so on. 

[00741] In some embodiments, the distributions that identify 'normal' behavior for a particular 

cluster set may be used for a variety of purposes. For example, anomaly detection may be 

performed by identify members of the cluster set that are operating outside of a particular typical 

distribution. Likewise, best practices may be identified using distributions and members of the 

cluster set that are not adhering to best practices may be identified if they are operating outside of 

a particular typical distribution. Vulnerabilities may also be identified using distributions, for 

example, by identifying members of the cluster set that have over-privileged users or components 

that may be able access things that they should not be able to access. Readers will appreciate that 

that deviation from an established baseline of normal behavior, normal activity, normal 

configuration, or other form of normal operation may be indicative of many other things, all of 

which may be detected through the usage of the distributions described above paired with the 

monitoring of particular clusters. 

[00742] In some embodiments, the distributions that identify 'normal' behavior for a particular 

cluster set may be used to not only detect threats, vulnerabilities, compromise, and things of that 

nature, but the distributions that identify 'normal' behavior for a particular cluster set may be 

used to optimize the operation or configuration of a particular cluster. For example, cloud 

deployments that utilize fewer resources may be examined and characteristics that are common 

across such the cloud deployments may be identified as being high efficiency characteristics. 

Likewise, cloud deployments that are the subject of fewer alerts may be examined and 

characteristics that are common across such the cloud deployments may be identified as being 

high efficiency characteristics. 

[00743] In some embodiments, historical information may also be retained and utilized to show 

the trajectory of a particular one or more clusters. For example, historical information may be 

used to compare the current state of a particular cluster (as measured by one or more quantifiable 
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characteristics associated with the cluster) with a previous state of the cluster such that trends 

and/or trajectories may be identified. Consider an example in which a particular characteristic 

associated with a cluster identifies how many users are accessing the cluster. Historical 

information associated with the cluster may be compared to current ( or most recent) information 

associated with the cluster to determine, for example, that more or less users are accessing the 

cluster, that the number of users that are accessing the cluster is increasing or decreasing at a 

certain rate, and so on. In some situations, some changes may be acceptable (e.g., if the cluster 

represents an interface to an online store, and increase in the number of users accessing the 

online store may be perfectly acceptable given an expansion in the organization's customer base) 

whereas in other situations changes may be troubling (e.g., if the cluster represents a source code 

repository and more users are accessing the repository in spite of a contraction in the number of 

developers that are employed by an organization) and my require alerts, further investigation, or 

some other remediation workflow. 

[00744] In some embodiments, historical information may also be retained and utilized to show 

the trajectory of a particular cluster relative to other members of a cluster set. For example, 

historical information may be used to compare the failure rate of particular cluster (as measured 

by one or more quantifiable characteristics associated with the cluster) over time with the failure 

rate over time of other clusters in the cluster set. Such a comparison may reveal, for example, 

that a particular cluster was previously failing at a rate that was in line with the failure rate of 

other members of the cluster set, but that the particular cluster has more recently been failing 

more/less than other members of the cluster set. As such, through the use of such techniques a 

determination may be made as to whether a particular cluster is becoming more/less healthy than 

other members of the cluster set, more/less secure than other members of the cluster set, 

more/less efficient than other members of the cluster set, more/less reliable than other members 

of the cluster set, more/less compliant with relevant regulations than other members of the cluster 

set, slower/faster than other members of the cluster set, and so on. Such an analysis may be part 

of identifying best-of-breed deployments, best practices, providing remediation actions, 

providing recommendations, or utilized for a variety of other purposes. 

[00745] Although the examples described above relate to embodiments where components 

within a cloud deployment are analyzed, monitored, or otherwise observed, in other 

embodiments the techniques described herein may be applied to other entities. For example, the 

techniques described above may be applied to analyze, monitor, or otherwise observe different 

personas with an organization, different users with an organization, different user groups with an 

organization, and so on. Using such techniques, 'normal' behaviors for a particular persona (e.g., 

a database administrator, a network administrator) can be identified, 'normal' behaviors for a 
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particular user group ( e.g., users that are part of an organization's finance department, users that 

are part of an organization's engineering department) can be identified, and so on. 

[00746] In some embodiments, by identifying 'normal' behaviors (i.e., those behaviors that are 

consistent with standard distributions for particular characteristics associated with an entity) with 

different personas, different users, different user groups, or other entities, abnormal behavior may 

also be identified. Consider an example in which a group of users is identified as a cluster by 

virtue of those users accessing the same set of applications ( e.g., all of the users access a set of 

applications that are finance-related applications). Further assume that similar clusters are 

identified for other customers, such that a cluster set may be formed. In such an example, a 

distribution may be identified for the set of applications that members of the cluster typically 

access. For example, each member of the cluster set may typically access an accounting 

application, a spreadsheet application, a payroll application, and so on. If one member of the 

cluster set consists of one or more users that also access an organization's source code repository, 

such behavior may be determined to be outside of the typical distribution for members of the 

cluster set. In response to making some determination, alerts may be generated, access to the 

source code repository may be blocked for the users in the cluster, a remediation workflow may 

be initiated, or some other action may be taken. 

[00747] In some embodiments, the techniques described above may be particularly useful for 

identifying over-privileged users, user groups, personas, or other entity. Identifying over­

privileged users, user groups, personas may be carried out, at least in part, by identifying what set 

of privileges is 'normal' for a particular entity to have based on evaluating what privileges are 

given to similar or identical members of a cluster set. That is, an evaluation may be made as to 

what privileges are given to users, user groups, personas, or other entity by one or more other 

customers. If the set of privileges given to a particular customer's users, user groups, personas, 

or other entity are not consistent with ( e.g., the set of privileges are much greater than) the 

privileges given to similar or identical users, user groups, personas, or other entity of another 

customer (i.e., the other members of the cluster set), a determination may be made that the 

particular customer's users, user groups, personas, or other entities are over-privileged. In some 

embodiments, an evaluation as to whether a user, user group, persona, or other entity is over­

privileged may also include identifying privileges that the user has and comparing that with the 

privileges that the user actually utilizes. If some privileges are never used, this may be taken as 

an indication that the user is over-privileged. 

[00748] In some embodiments, the cross customer techniques described above may be used to 

provide additional context to issues identified in a particular customer's cloud deployment, to 

provide recommendations to a particular customer, or even to drive remediation actions. 
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Consider an example in which a particular threat was detected in a first customer's cloud 

deployment, where the threat turned out to be a ransomware attack, which may in some 

embodiments include an encryption component and/or a data theft or leakage component. In 

such an example, if an identical (or sufficiently similar, following a general recognized pattern or 

'fingerprint') threat is detected in a second customer's cloud deployment, additional context may 

be provided by including information in an alert that is delivered to the second customer that 

indicates that the threat matches the profile of a ransomware attack that was detected in the first 

customer's cloud deployment. In fact, information describing the remedial actions (e.g., 

disabling encryption, increasing the frequency of backups, locking down a backup system, 

blocking transmission of data externally, etc.) that were taken by the first customer may even be 

included in the alert to the second customer or otherwise recommended to the second customer. 

Furthermore, if many customers had experienced the same attack and the data platform could 

determine with sufficient certainty that the second customer's cloud deployment was 

experiencing the same attack, workflows may be automatically initiated to carry out various 

remedial actions. 

[00749] In some embodiments, the way other customers investigated or responded to a particular 

alert may also be used when presenting alerts to a particular customer. Consider an example in 

which a particular threat was detected in ten different customer's cloud deployments. In such an 

example, assume that 9 of the 10 customers ignored the alert. In such an example, the conditions 

that are indicative of the particular threat are detected in a particular customer's cloud 

deployment, when raising the alert to the particular customer, information may be included in the 

alert indicating that most other customers ignored the alert. In such an embodiment, it is the 

behavior of users of the data platform - not components in a cloud deployment - that is being 

monitored and evaluated for the benefit of other customers. In other embodiments, information 

indicating that customers do or do not ignore a particular alert may be used when scoring or 

ranking the alert. For example, alerts that are ignored by most customers may be ranked as less 

critical than alerts that are acted upon by most customers. In addition, the particular security 

stance of a particular customer may be utilized when determining the extent to which their usage 

of the data platform should be utilized when guiding other customers. If a first customer has 

relatively poor security practices, for example, the first customer's usage of the data platform 

may be ignored (or given less weight) for the purposes of guiding other customers. If a second 

customer has relatively good security practices, however, the second customer's usage of the data 

platform may be taken into consideration (or given more weight) for the purposes of guiding 

other customers. Likewise, if users that ignored the alert experienced a security breach while 

users that did not ignore the alert did not experience a security breach, such an outcome could be 
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taken into consideration when ranking the alert, determining what information to include in the 

alert, and so on. 

[00750] In addition to using other customers interactions with the data platform to score, rank, 

suppress, or provide context for the alerts provided to other customers, the remediation actions 

taken by other customers may also be used for guiding a particular customer. Consider an 

example in which a particular threat was detected in ten different customer's cloud deployments. 

In such an example, assume that 9 of the 10 customers investigated the threat by accessing a 

particular customer support page. In this example, if the conditions that are indicative of the 

threat are detected in a particular customer's cloud deployment, information may be included in 

an alert indicating that most other customers that received the alert investigated the alert by 

accessing the particular customer support page. Likewise, if other customers successfully 

resolved the issue, information may be included in an alert indicating the solution that was 

implemented by other customers. 

[00751] In some embodiments, the way customers investigated or responded to a particular alert 

may be used with other information to determine whether the customer's responses were actually 

correct. Consider an example in which an alert is sent to 10 customers identifying a vulnerability 

that would allow crypto miners to use the customer's resources for solving complex 

computational problems for the purposes of acquiring cryptocurrency. In such an example, 

assume that 9 of 10 customers ignored the alert. Further assume that in this example, the 9 

customers that ignored the alert subsequently had their cloud resources utilized by hackers for 

crypto mining, whereas the 1 customer that did not ignore the alert did not suffer such an attack. 

In such an example, the data platform described above should not cease issuing alerts when 

detecting this vulnerability by virtue of 9 of 10 customers ignoring the alert. Instead, by taking 

the ultimate outcome for each customer into consideration, rather than suppressing the alert, the 

data platforms should respond by taking actions that would make it more likely that customers 

would not ignore these alerts. For example, the severity level of the alert may be raised, a user of 

the data platform may be required to confirm receipt of the alert, contextual information could be 

included in the alert indicating that recipients that do not respond to the alert end up having their 

systems hijacked by crypto miners, or some other action may be taken. 

[00752] In some embodiments, a customer's interactions may be analyzed to improve how alerts 

are delivered to a customer. For example, if an evaluation of customer interactions with the data 

platform indicates that most customer ignore alerts issued between 11 :00 PM- 7:00 AM whereas 

most customers take action in response to alerts issued between 7:01 AM- 10:59 PM, then alerts 

that are issued between 11:00 PM- 7:00 AM may be reissued between 7:01 AM- 10:59 PM. 

Likewise, if a particular class of alerts (e.g., those related to vulnerability threats) are largely 
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acted upon whereas another class of alerts (e.g., those related to a lack of compliance with 

regulatory requirements) are largely ignored, the manner in which alerts are generated may be 

altered. For example, alerts that are related to a lack of compliance with regulatory requirements 

may be issued to additional users, such as some user that is designated as having a compliance 

persona within a customer's organization. In other embodiments, other aspects of the customer's 

interactions with the data platform may be used to improve the manner in which the data 

platform interacts with customers ( e.g., what type of devices received alerts, were alerts delivered 

in a primary or secondary window, do the parties that the alerts were sent to have other 

obligations at the time of alert as determined from an inspection of their calendar, and so on). 

While the example described above related to embodiments where the interactions of multiple 

customers with the data platform is analyzed, in other embodiments a single customer's 

interaction with the date platform may serve as the basis for altering the way that the data 

platform interacts with the customer. 

[00753] In some embodiments, the same or additional cross customer learning techniques may be 

applied to earlier stages of a software development pipeline and even before an actual cloud 

deployment is in place for a particular customer. Stated differently, the same or additional cross 

customer learning techniques may be applied to things other than a deployed system. For 

example, cross customer learning may be applied to development processes, testing processes, 

deployment processes, and so on 

[00754] Readers will appreciate that developing, testing, and deploying software in cloud 

environment comes with a few requirements that were not always present in software 

development. In particular, software is always expected to be running but the software is also 

expected to continue to be updated with fixes, new features, or other improvements. As such, it 

is not desirable to cease running a software application, install a new version, and begin running 

the new version. As a result of these changes to the software development paradigm, the 

software development processes, software testing and validation processes, and deployment 

processes tend to be fairly independent of each other. In some embodiments, each of these 

processes may be analyzed, monitored, or otherwise observed by the data platforms described 

herein. Because each of these processes are analyzed, monitored, or otherwise observed by the 

data platforms described herein, an opportunity exists to leverage cross customer learning to 

these processes. 

[00755] In some embodiments, the development processes for a particular customer may be 

analyzed, monitored, or otherwise observed by the data platforms described herein. For example, 

interactions with a code repository may be monitored, permissions granted to each user of the 

code repository may be monitored, the number of people that are checking in and checking out 
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code may be monitored, the extent to which code revisions are documented may be monitored, 

and so on. In such an example, the development processes for a particular customer may be 

learned and compared to normal behavior for other customers. Through such comparisons, 

inefficiencies may be identified, vulnerabilities may be identified, and other shortcomings may 

be identified. In response to the identification of inefficiencies, vulnerabilities, or other 

shortcoming, alerts may be issued, remediation workflows may be initiated, or some other action 

may be taken. 

[00756] In some embodiments, the testing processes for a particular customer may be analyzed, 

monitored, or otherwise observed by the data platforms described herein. For example, the 

number of tests that are run may monitored, the type of tests that are run may be monitored, the 

number of people that are running tests and evaluating test results may be monitored, the 

processes through which the results of testing are communicated with developers may be 

monitored, and so on. In such an example, the testing processes for a particular customer may be 

learned and compared to normal behavior for other customers. Through such comparisons, 

inefficiencies may be identified, vulnerabilities may be identified, and other shortcomings may 

be identified. In response to the identification of inefficiencies, vulnerabilities, or other 

shortcoming, alerts may be issued, remediation workflows may be initiated, or some other action 

may be taken. 

[00757] In some embodiments, the results of testing may be carried forward and utilized when an 

application is deployed. Consider an example in which testing reveals that the code performs 

some action that appears to create a possible vulnerability, but further testing and validation 

reveals that a vulnerability is not created. When this piece of code is subsequently deployed, it 

presumably will perform the same action (i.e., the action that was flagged during testing) that 

appears to create a possible vulnerability. Rather than raising an alert, initiating some 

investigative action, initiating a remedial action, or responding in a similar way, by carrying 

forward the knowledge gained during testing (i.e., that a vulnerability was not, in fact, created) 

the possible vulnerability may be ignored based on the conclusions reached during testing. 

[00758] In some embodiments, the deployment processes for a particular customer may be 

analyzed, monitored, or otherwise observed by the data platforms described herein. In such an 

example, the deployment processes for a particular customer may be learned and compared to 

normal behavior for other customers. Through such comparisons, inefficiencies may be 

identified, vulnerabilities may be identified, and other shortcomings may be identified. In 

response to the identification of inefficiencies, vulnerabilities, or other shortcoming, alerts may 

be issued, remediation workflows may be initiated, or some other action may be taken. 
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[00759] In some embodiments, some forms of static analysis may be used (in conjunction with 

other features of the data platform) to detect anomalies, vulnerabilities, threats, 

misconfigurations, violations of regulatory requirements, and many other things. Consider an 

example in which a cloud deployment is deployed using IaC. In such an example, one or more 

configuration files may be examined, and the state of the cloud deployment may be monitored to 

identify situations in which the state of the cloud deployment drifts from the configuration of the 

cloud deployment that was described in the configuration file. As such, the intended 

configuration of the cloud deployment (at least as expressed in one or more configuration files) 

may be used as a baseline to measure the current cloud deployment, such that alerts may be 

issued or other remediation workflows may be initiated when a customer's cloud deployment 

deviates from its codified state. 

[00760] In some embodiments, other forms of code other than an IaC configuration may be 

examined to detect anomalies, vulnerabilities, threats, misconfigurations, violations of regulatory 

requirements, and many other things. For example, the source code that has been deployed in a 

customer's environment may be examined to determine all the things that the code could do. 

This information may be compared to a polygraph for the customer's cloud deployment, which 

identifies all things that a customer's cloud deployment does do, as learned by monitoring and 

observing the customer's cloud deployment. Consider an example in which a polygraph for a 

customer's cloud deployment indicates that a first microservice in their cloud deployment only 

communicates with other internal microservices. In such an example, however, assume that the 

source code for the first microservice includes a messaging library that it uses to communicate 

with the other internal microservices. Further assume in this example, however, that examining 

the source code for the first microservice reveals that the messaging library also includes 

functions that enable a user of the library to send messages to recipients on an external network 

using standard internet protocols ( e.g., TCP/IP, HTTPS, and so on). In such an example, 

although the polygraph for the customer's cloud deployment reveals that the first microservice 

only communicates with other internal microservices, the presence of functions that could be 

used for communications with external services, machines, and other entities may be undesirable. 

As such and in accordance with some embodiments of the present disclosure, the data platform 

may be configured to alert a customer or initiate some other workflow upon detecting that source 

code includes features that, if executed, would rise to the level of anomalous or otherwise 

unusual activity. For example, the data platform may prompt the customer to delete or disable 

the library functions described above that enable undesirable data communications. 

[00761] In another example, assume that some source code has all the necessary capabilities ( e.g. 

hashing functions, mathematical calculations, etc.) to mine cryptocurrency, as the mining process 
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may only require performing standard computations. During a crypto miner attack, however, the 

source code may be subverted such that the code runs in a loop to perform the standard 

computations required for mining cryptocurrency. An evaluation as to what functions the source 

code can perform may therefore not reveal anything concerning but monitoring the actual 

operation of the source code may reveal that the source code is operating in an undesirable way. 

Likewise, static analysis may reveal things like a non-incrementing counter or other mechanism 

that would result in an infinite loop or similar operation. As such and in accordance with some 

embodiments of the present disclosure, the data platform may be configured to alert a customer 

or initiate some other workflow upon detecting that source code includes features that, if or when 

executed, rise to the level of anomalous or otherwise unusual activity. 

[00762] In another example, assume that some source code has all the necessary capabilities to 

carry out the steps required for a ransomware attack, as the ransomware attack may only require 

performing standard operations like reading data, encrypting data, sending data, communicating 

externally, and so on. During a ransomware attack, however, the source code may be subverted 

such that the code does far more encryption than would be expected in a typical code module. 

An evaluation as to what functions the source code can perform may therefore not reveal 

anything concerning but monitoring the actual operation of the source code may reveal that the 

source code is operating in an undesirable way. Likewise, static analysis may reveal that all 

paths through the source result in data being encrypted, or that all paths through the source code 

results in some atypical pattern (e.g., equal amounts of reading data, encrypting data, and writing 

data, or unusual external data flows), which may rise to the level of being unusual or concerning 

behavior. As such and in accordance with some embodiments of the present disclosure, the data 

platform may be configured to alert a customer or initiate some other workflow upon detecting 

that source code includes features that, if or when executed, rise to the level of anomalous or 

otherwise unusual activity. 

[00763] In some embodiments, the data platforms described above may be used to identify 

discriminates between two entities that may otherwise appear to be similar or identical. In the 

examples described herein, 'discriminates' may be embodied as characteristics of entities that, 

when not similar or identical, prevent the entities from being similar or identical. For example, 

many customers may have many Java processes. If the data platform were to identify the set of 

things that each Java process does for each customer and identify that set of things as the 

'normal' or acceptable set of things that any Java process was allowed to do, this set would be far 

too large. As such, the data platform may be configured to look at things like command line 

arguments and know that one or more Java processes with one set of jar files and command line 

arguments is actually a separate program from one or more Java processes with another set of jar 
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files and command line arguments. In other words, the data platform may identify discriminates 

(in the example, a first discriminate being distinct command line arguments and a second 

discriminate may be that the jar files for each process are distinct) between two sets of Java 

processes to determine that the Java processes are not actually similar or identical entities. As 

such, any attempt to engage in cross customer learning based on a first set of Java processes in a 

first customer's environment and a second set of Java processes in a second customer's 

environment may result in undesirable outcomes. Through the use of discriminates, however, a 

decision can be reached that these two sets of Java processes are not related and attempts to learn 

through an examination of these distinct entities would be undesirable. 

[00764] In some embodiments, the usage of discriminates described above may be extended to 

other entities. For example, if a first user in a first customer's environment is a database 

administrator and a second user in a second customer's environment is also a database 

administrator, these users may initially be determined to be similar enough such that cross 

customer learning can take place. In such an example, however, if an examination of their 

activities, privileges, or something else reveals that they are not actually occupying the same 

roles, cross customer learning with respect to these two users may be disabled. In such 

embodiments, the data platform described above, and models leveraged by such a data platform 

may be used to identify discriminates that may be used to decouple multiple users, applications, 

microservices, devices, or other entities that would otherwise be candidates for cross customer 

learning. 

[00765] In some embodiments, the data platforms may be configured to analyze, monitor, or 

otherwise observe environments other than cloud deployments. In fact, the data platforms 

described here could apply the principles and techniques described herein to any environment 

such as, for example, an on-premises environment, a hybrid cloud environment, or some special 

purpose environment. As one example of a special purpose environment, consider an example in 

which the data platforms described herein are used to analyze, monitor, or otherwise observe a 

container orchestration environment such as a Kubernetes cluster (which may be deployed on­

premises, in a public cloud, or in some other way). In such an example, the data platform may be 

configured to ingest Kubernetes audit logs via one or more agents or in some other way. 

Through the ingestion and subsequent analysis of such audit logs, the data platform may model 

normal behaviors of a Kubernetes cluster, normal behavior of a cluster administrator, and so on. 

As described above, any deviations from such normal behaviors may result in an alert being 

generated or some other remediation workflow being initiated. For example, if the ingestion and 

subsequent analysis of audit logs revealed that workloads are deployed and deleted according to 

some pattern, a customer deploying or deleting a workload in a manner that is inconsistent with 
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the identified pattern may result in an alert being generated or some other remediation workflow 

being initiated. In fact, by evaluating audit logs from multiple customer's Kubernetes clusters, 

cross customer learning can be carried out to help define normal behavior for a Kubernetes 

cluster, a Kubernetes administrator, or some other entity associated with a Kubernetes cluster. 

For example, evaluating audit logs from the Kubernetes deployment of multiple customers may 

reveal that one entity (presumed to be a Kubernetes administrator, or related group of such 

administrators) is generally responsible for creating and deleting nodes from the cluster whereas 

another entity (perhaps a developer) is responsible for deploying new versions of the code that is 

executing in a container that is supported by the cluster. In such an example, if a single entity ( or 

related group of entities) is observed creating nodes and modifying the code that is executing on 

a node by deploying a new container, an alert may be generated or some other remediation 

workflow may be initiated as a consequence of observing this atypical pattern. 

[00766] One or more embodiments may be described herein with the aid of method steps 

illustrating the performance of specified functions and relationships thereof. The boundaries and 

sequence of these functional building blocks and method steps have been arbitrarily defined 

herein for convenience of description. Alternate boundaries and sequences can be defined so long 

as the specified functions and relationships are appropriately performed. Any such alternate 

boundaries or sequences are thus within the scope and spirit of the claims. Further, the 

boundaries of these functional building blocks have been arbitrarily defined for convenience of 

description. Alternate boundaries could be defined as long as the certain significant functions are 

appropriately performed. Similarly, flow diagram blocks may also have been arbitrarily defined 

herein to illustrate certain significant functionality. 

[00767] To the extent used, the flow diagram block boundaries and sequence could have been 

defined otherwise and still perform the certain significant functionality. Such alternate definitions 

of both functional building blocks and flow diagram blocks and sequences are thus within the 

scope and spirit of the claims. One of average skill in the art will also recognize that the 

functional building blocks, and other illustrative blocks, modules and components herein, can be 

implemented as illustrated or by discrete components, application specific integrated circuits, 

processors executing appropriate software and the like or any combination thereof. 

[00768] While particular combinations of various functions and features of the one or more 

embodiments are expressly described herein, other combinations of these features and functions 

are likewise possible. The present disclosure is not limited by the particular examples disclosed 

herein and expressly incorporates these other combinations. 
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CLAIMS 

What is claimed is: 

1. A method ofleaming from similar cloud deployments, the method comprising: 

identifying, for at least a portion of a first cloud deployment, one or more additional cloud 

deployments to utilize for cross-customer learning; 

receiving information describing configurations associated with the additional cloud 

deployments; and 

identifying, based on the configurations, one or more configurations to adopt for the first 

cloud deployment. 

2. The method of claim 1 further comprising: 

receiving information describing one or more actions associated with the additional cloud 

deployments; and 

wherein identifying the one or more configurations to adopt for the first cloud 

deployment is further based on the one or more actions. 

3. The method of claim 2 wherein: 

receiving information describing one or more actions associated with the additional cloud 

deployments further comprises receiving information describing a security threat to one 

or more of the additional cloud deployments; and 

receiving information describing configurations associated with the additional cloud 

deployments further comprises receiving information describing configuration settings 

used to combat the security threat. 

117 Netskope Ex. 1005 
Netskope v. Fortinet IPR2026-00515 

Page 00710



LACEP073 

4. The method of claim 2 wherein: 

receiving information describing one or more actions associated with the additional cloud 

deployments further comprises receiving information describing a detected vulnerability 

associated with one or more of the additional cloud deployments; and 

receiving information describing configurations associated with the additional cloud 

deployments further comprises receiving information describing configuration settings 

used to address the vulnerability. 

5. The method of claim 1 wherein receiving information describing configurations 

associated with the additional cloud deployments further comprises receiving information 

describing permissions for one or more users of the additional cloud deployments. 

6. The method of claim 4 further comprising: 

determining, based on the information describing permissions for one or more users of the 

additional cloud deployments, that one or more users of the first cloud deployment are 

over-permissioned; and 

wherein identifying one or more configurations to adopt for the first cloud deployment 

further comprises identifying a reduced privilege level to give to the one or more users. 

7. The method of claim 1 further comprising identifying abnormally configured components 

in the first cloud deployment. 

8. The method of claim 1 further comprising receiving information describing one or more 

deployment processes associated with the additional cloud deployments. 

9. A system for learning from similar cloud deployments, the system including computer 

program instructions that, when executed, cause the system to carry out the steps of: 

identifying, for at least a portion of a first cloud deployment, one or more additional cloud 

deployments to utilize for cross-customer learning; 
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receiving information describing configurations associated with the additional cloud 

deployments; and 

identifying, based on the configurations, one or more configurations to adopt for the first 

cloud deployment. 

10. The system of claim 9 further comprising computer program instructions that, when 

executed, cause the system to carry out the step of: 

receiving information describing one or more actions associated with the additional cloud 

deployments; and 

wherein identifying the one or more configurations to adopt for the first cloud 

deployment is further based on the one or more actions .. 

11. The system of claim 10 wherein: 

receiving information describing one or more actions associated with the additional cloud 

deployments further comprises receiving information describing a security threat to one 

or more of the additional cloud deployments; and 

receiving information describing configurations associated with the additional cloud 

deployments further comprises receiving information describing configuration settings 

used to combat the security threat. 

12. The system of claim 10 wherein: 

receiving information describing one or more actions associated with the additional cloud 

deployments further comprises receiving information describing a detected vulnerability 

associated with one or more of the additional cloud deployments; and 

receiving information describing configurations associated with the additional cloud 

deployments further comprises receiving information describing configuration settings 

used to address the vulnerability. 
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13. The system of claim 9 wherein receiving information describing configurations associated 

with the additional cloud deployments further comprises receiving information describing 

permissions for one or more users of the additional cloud deployments. 

14. The system of claim 9 further comprising computer program instructions that, when 

executed, cause the system to carry out the step of: 

determining, based on the information describing permissions for one or more users of the 

additional cloud deployments, that one or more users of the first cloud deployment are 

over-permissioned; and 

wherein identifying one or more configurations to adopt for the first cloud deployment 

further comprises identifying a reduced privilege level to give to the one or more users. 

15. The system of claim 9 further comprising computer program instructions that, when 

executed, cause the system to carry out the step identifying abnormally configured 

components in the first cloud deployment. 

16. The system of claim 9 further comprising computer program instructions that, when 

executed, cause the system to carry out the step receiving information describing one or 

more deployment processes associated with the additional cloud deployments. 

17. A computer program product for learning from similar cloud deployments, the computer 

program product disposed on a computer readable medium, the computer program 

product including computer program instructions that, when executed, carry out the steps 

of: 

identifying, for at least a portion of a first cloud deployment, one or more additional cloud 

deployments to utilize for cross-customer learning; 

receiving information describing configurations associated with the additional cloud 

deployments; and 

identifying, based on the configurations, one or more configurations to adopt for the first 

cloud deployment. 
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18. The computer program product of claim 17 further comprising computer program 

instructions that, when executed, carry out the step of: 

receiving information describing one or more actions associated with the additional cloud 

deployments; and 

wherein identifying the one or more configurations to adopt for the first cloud 

deployment is further based on the one or more actions. 

19. The computer program product of claim 18 wherein: 

receiving information describing one or more actions associated with the additional cloud 

deployments further comprises receiving information describing a security threat to one 

or more of the additional cloud deployments; and 

receiving information describing configurations associated with the additional cloud 

deployments further comprises receiving information describing configuration settings 

used to combat the security threat. 

20. The computer program product of claim 18 further comprising computer program 

instructions that, when executed, carry out the step of creating a polygraph associated 

with the first cloud deployment. 
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ABSTRACT 

Learning from similar cloud deployments, including: identifying, for at least a portion of a first 

cloud deployment, one or more additional cloud deployments to utilize for cross-customer 

learning; receiving information describing configurations associated with the additional cloud 

deployments; and identifying, based on the configurations, one or more configurations to adopt 

for the first cloud deployment. 
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Warnings: 

Information: 

Total Files Size (in bytes)~ 4459095 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Attorney Docket Number LACEP073 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2: 

D Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 11 I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name 

I El fJLFAR I f=RLINGSSON 

Residence Information (Select One) • US Residency Non US Residency Active US Military Service 

City !='ALO ALTO I State/Province I ~A I Country of ResidencJ I f.Js 

Mailing Address of Inventor: 

Address 1 5201 AMERICA CENTER DRIVE 

Address 2 $UITE200 

City I t,AN JOSE I State/Province I FA 

Postal Code I ~5002 I Countryi I 1us 
Inventor b I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name 

I El fi'IJOU I J:;HEN 

Residence Information (Select One) @ US Residency Non US Residency Active US Military Service 

City ~UPERTINO I State/Province I ~A I Country of ResidencJ I 1-Js 

Mailing Address of Inventor: 

Address 1 5201 AMERICA CENTER DRIVE 

Address 2 $UITE200 

City I t,AN JOSE I State/Province I FA 

Postal Code I ~5002 I Countryi I 1us 
All Inventors Must Be Listed - Additional Inventor Information blocks may be 
generated within this form by selecting the Add button. I 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number LACEP073 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

D An Address is being provided for the correspondence Information of this application. 

Customer Number 82115 

Email Address I I Add Email I I Remove Email I 

Application Information: 

Title of the Invention EARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Attorney Docket Number LACEP073 I Small Entity Status Claimed □ 
Application Type Non provisional 

Subject Matter Utility 

Total Number of Drawing Sheets (if any) 
I f9 I Suggested Figure for Publication (if any) 11 

Filing By Reference: 
Only complete this section when filing an application by reference under 35 U.S.C. 111 (c) and 37 CFR 1.57(a). Do not complete this section if 
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be 
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information" and "Foreign Priority Information"). 

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this 
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). 

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country 
filed application 

Publication Information: 
□ 

□ 

Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attached application not be published under 

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the 
subject of an application filed in another country, or under a multilateral international agreement, that requires 
publication at eighteen months after filing. 

Representative Information: 

. 

. 

i-

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer 
Number will be used for the Representative Information during processing. 

Please Select One: • Customer Number I US Patent Practitioner lo Limited Recognition (37 CFR 11.9) 

Customer Number ~82115 
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Attorney Docket Number LACEP073 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate 
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes 
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78. 
When referring to the current application, please leave the "Application Number" field blank. 

Prior Application Status !='ending . I Remove I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

I Continuation in part of . 17504311 ~021-10-18 

Prior Application Status Pending . I Remove I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

I j:laims benefit of provisional . 63243013 ~021-09-10 

Additional Domestic Benefit/National Stage Data may be generated within this form 
I Add I by selecting the Add button. 

Foreign Priority Information: 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application 

that is eligible for retrieval under the priority document exchange program (PDXi the information will be used by the Office to 

automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the POX program, applicant bears the ultimate 

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 

property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1 ). 

I Remove I 
Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable) 

I I I 
Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. I Add I 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March 

□ 16,2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 
16, 2013, will be examined under the first inventor to file provisions of the AIA. 
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Attorney Docket Number LACEP073 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written 
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see 
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant 
application (see paragraph Bin subsection 1 below). 

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or B or both in subsection 2 below. 

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an 
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind 
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange (PDXl - Unless box A in subsection 2 (opt-out of authorization) is checked, the 
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office 
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of 
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office 
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign 
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed 
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the 
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h) 
(1 ). 

B. Search Results from U.S. Application to EPO - Unless box Bin subsection 2 (opt-out of authorization) is checked, 
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search 
results from the instant patent application when a European patent application claiming priority to the instant patent 
application is filed. See 37 CFR 1.14(h)(2). 

The applicant is reminded that the EPO's Rule 141(1) EPC (European Patent Convention) requires applicants to submit a 
copy of search results from the instant application without delay in a European patent application that claims priority to 
the instant application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with 

any documents and information identified in subsection 1A above. 

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant 

application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the 
application in accordance with 37 CFR 1.14. 
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Attorney Docket Number LACEP073 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Tille 37 of CFR 
to have an assignment recorded by the Office. 

Applicant 11 I Remove I 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

I Clear I 

• Assignee 
I 

Legal Representative under 35 U.S.C. 117 
I 

Joint Inventor 

Person to whom the inventor is obligated to assign. I Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

1~1 
Name of the Deceased or Legally Incapacitated Inventor: I 

If the Applicant is an Organization check here. ~ 
Organization Name I ~CEWORK, INC. 

Mailing Address Information For Applicant: 

Address 1 5201 AMERICA CENTER DRIVE 

Address 2 $UITE200 

City SANJOSE State/Province CA 

Country I 1-Js Postal Code 95002 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button. I Add I 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 
37 of CFR to have an assignment recorded by the Office. 
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Attorney Docket Number LACEP073 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

Assignee 11 

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent 
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application 
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the 
patent application publication. 

I Remove I 
If the Assignee or Non-Applicant Assignee is an Organization check here. □ 

Prefix Given Name Middle Name Family Name Suffix 

I B I I I I B 
Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 

Address 2 

City 11 State/Province 

Countryi 11 Postal Code 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting the Add button. I Add I 

Signature: Remove 

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b ). However, if this Application 
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1.14(c). 

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic 
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a 
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given 
power of attorney (e.g., see US PTO Form PTO/AIA/81) on behalf of all joint inventor-applicants. 

See 37 CFR 1.4(d) for the manner of making signatures and certifications. 

Signature liEdward J _ Lenart/ Date (YYYY-MM-DD) 12022-02-14 

First Name ~dward J_ I Last Name I ~enart Registration Number ~3665 

Additional Signature may be generated within this form by selecting the Add button. I Add I 
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Attorney Docket Number LACEP073 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

This collection of information is required by 37 CFR 1. 76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of lime you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent 
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information 
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S. 
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of 
the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy 
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of 
Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative 
tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom 
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform 
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 
552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use, 
to the International Bureau of the World Intellectual Property Organization, pursuant to the PatentCooperationTreaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181) 
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an 
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of 
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C. 
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1. 14, as a routine use, 
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes 
aware of a violation or potential violation of law or regulation. 
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DOCKET NUMBER: LACEP073 

ASSIGNMENT-STATEMENT 

Title of Invention: LEARNING FROM SIMILAR CLOUD DEPLOYMENTS 

As a below named inventor, I hereby declare that: 

This declaration is directed to the attached application, or (if following box is checked): 

[ ] United States application or PCT international application number ____________ _ 
filed on _______ _ 

The above-identified application was made or authorized to be made by me. 

I believe that I am the original inventor or an original joint inventor of a claimed invention in the 
application. 

I have reviewed and understand the contents of the application, including the claims. 

I am aware of the duty to disclose to the United States Patent and Trademark Office all information 
known to me to be material to patentability as defined in 37 CFR Section 1.56. 

Whereas, I ("ASSIGNOR") have made certain inventions, improvements, and discoveries (herein referred 
to as the "Invention") disclosed in the above-identified patent application and further identified by the 
Docket Number provided above in the header of this document; 

Whereas, Lacework, Inc., (herein referred to as the "ASSIGNEE"), a corporation organized and existing 
under the laws of the State of Delaware, with a principal office at 6201 America Center Drive, Suite 200, 
San Jose, CA 95002 (herein referred to as "Lacework"), desires to acquire, and each undersigned inventor 
desires to grant to Lacework, the entire worldwide right, title, and interest in and to the Invention and in 
and to any and all patent applications and patents directed thereto; 

Now, therefore, for good and valuable consideration, the receipt and sufficiency thereof being hereby 
acknowledged, I hereby sell or have sold, assign or have assigned, and otherwise transfer or have 
transferred to the ASSIGNEE, its successors, legal representatives, and assigns, my entire worldwide 
right, title, and interest in and to the Invention, the above-identified United States patent application, and 
any and all other patent applications and patents for the Invention which may be applied for or granted 
therefor in the United States and in all foreign countries and jurisdictions, including all divisions, 
continuations, reissues, reexaminations, renewals, extensions, counterparts, substitutes, and extensions 
thereof, and all rights of priority resulting from the filing of such applications and granting of such 
patents. In addition, I hereby authorize and request the Director of the United States Patent and 
Trademark Office to issue any United States Patent, and foreign patent authorities to issue any foreign 
patent, granted for the Invention, to the ASSIGNEE, its successors, legal representatives, and assigns, my 
entire worldwide right, title, and interest in and to the same to be held and enjoyed by the ASSIGNEE, its 
successors, legal representatives, and assigns to the full end of the terms for which any and all such 
patents may be granted, as fully and entirely as would have been held and enjoyed by me had this 
Assignment not been made; and I agree to execute any and all documents and instruments and perform all 
lawful acts reasonably related to recording this Assignment or perfecting title to the Invention and all 
related patents and applications, in the ASSIGNEE, its successors, legal representatives, and assigns, 
whenever requested by the ASSIGNEE, its successors, legal representatives, or assigns. 
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DOCKET NUMBER: LACEP073 

I acknowledge my prior and ongoing obligations to sell, assign, and transfer my rights under this 
Assignment to the ASSIGNEE and am unaware of any reason why I may not have the full and 
unencumbered right to sell, assign, and transfer my rights hereby sold, assigned, and transferred, and have 
not executed, and will not execute, any document or instrument in conflict herewith. I also hereby grant 
the ASSIGNEE, its successors, legal representatives, and assigns, the right to insert in this Assignment 
any further identification (including, but not limited to, patent Application Number) which may be 
necessary or desirable for recordation of this Assignment. This Assignment is governed by the 
substantive laws of the State of Delaware, and any disputes will be resolved in a Delaware state court or 
federal court sited in Delaware. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 
U.S.C. § 1001 by fine or imprisonment of not more than five (5) years, or both. 

Signature: -~/_@ __ ~~t~vti_·!A4-ff-SS_b1A, ___ ~/ _______ Date: _0_2_1I_l_l2_0_22 __ _ 

(1) Legal Name oflnventor: ULFAR ERLINGSSON 

Signature: -~/~~Hit=bll"----'-'{b=~----~/ _______ Date: 02/11/2022 

(2) Legal Name of Inventor: YIJOU CHEN 
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