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METHOD AND SYSTEM TO MONITOR
PERSONS UTILIZING WIRELESS MEDIA

RELATED APPLICATIONS

This application is a continuation-in-part of U.S. patent
application Ser. No. 11/105,931, filed on Apr. 13, 2005
entitled “Method and System to Configure and Utilize
Geographical Zones”, which in turn claims the benefit of the
prior filing date of U.S. Provisional Patent Application No.
60/625,467, filed Nov. 5, 2004. This application is related to
U.S. patent application Ser. No. 11/158,720 entitled
“Method and System to Monitor and Control Devices Uti-
lizing Wireless Media”. The contents of those applications
are incorporated by reference herein.

BACKGROUND

1. Field of the Disclosure

This disclosure relates to systems and methods for moni-
toring persons, such as children within a specific to geo-
graphical zone. In particular, it relates to utilizing a wireless
portable device to monitor other persons within a discrete
location defined by a geographical zone. The geographical
zone data being configured in the wireless portable device.

2. General Background of the Disclosure

Personal tracking and monitoring systems have become
increasingly popular and more economically accessible to
businesses and individuals. Most locator systems utilize
ground positioning system (GPS) technology. GPS tracking
and monitoring systems that permit the monitoring of a
person are used by parents who wish to have knowledge of
their children’s whereabouts and welfare. These systems can
also be used by individuals monitoring elderly or mentally
disabled persons. Likewise, pet owners are benefiting from
such GPS tracking devices. In distributed businesses, where
workers travel to temporarily work on site, there is also a
great need and applicability of monitoring systems for
individuals.

SUMMARY OF THE DISCLOSURE

A PDA as provided herein, is a portable wireless device
with high computing power. The PDA is portable by an
individual, and communicates with other PDAs wirelessly.
Thus, the owner of a PDA may monitor other individuals
carrying associated PDAs. Accordingly, a portable device
can be provided to the monitored person, where the portable
device is configurable with events that may occur in relation
to a geographical zone or in relation to other parameters in
the environment of the monitored person.

Unlike previous systems, which lacked processing power
at the client level and infrastructure to provide exception-
based information, the PDA reports only relevant informa-
tion. Furthermore, the PDA can calculate its position based
on geographical zone. A PDA can not only monitor the
location and events related to motion or idling of the person
carrying the portable device, but also the environment
parameters and conditions surrounding the person carrying
the portable device. The PDA is designed to be event driven,
transmitting data only when exceptions are met, thus con-
stant tracking is no longer necessary. Only important events
are transmitted and reported to the monitoring individual.

Furthermore, the monitoring individual (e.g. the parent)
can also be provided with a portable device that is networked
with the portable device of the monitored person (e.g. the
child). For example, a parent may desire to constantly
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2

monitor air quality where his son is located. A manager
would like to monitor any fire hazards that can be associated
with any give transportation truck within his company. An
insurance company may desire remotely monitor the speed
at which an insured travels.

The portable device as disclosed herein is not limited to
recognizing the movement of the PDA in relation to whether
the PDA is within or outside the transmission range of a
static beacon. Rather, the PDA can calculate its position in
relation to a geographical zone simply by utilizing GPS data.

In one aspect, there is a method of selectively communi-
cating with a first portable device within pre-defined geo-
graphical zones. A geographical zone is defined utilizing
pre-determined attributes. Data representative of the geo-
graphical zone is loaded to the first portable device. The first
portable device is provided with a ground positioning unit
receiver, the ground positioning unit receiver permitting the
first portable device obtain geographical coordinates of the
position of the first portable device. The first portable device
is configured to determine its location relation to the geo-
graphical zone. The microprocessor in the first portable
device is programmed to determine the occurrence of an
event related to status of the portable device in relation to the
geographical zone. Finally, the microprocessor in the first
portable device is configured to transmit an event message
indicating the occurrence of the event to the second portable
device.

The method can further comprise permitting the plurality
of devices to transmit a signal to the first portable device
indicating the occurrence of the event; and permitting a
microprocessor in the first portable device to execute a
preconfigured operation if the microprocessor in the first
portable device determines that the event occurred triggers
the execution of the preconfigured operation.

The event occurred can be surpassing a speed threshold
level, entering a geographical zone, exiting a geographical
zone, malfunction of equipment associated to an individual
carrying the first portable device, or poor health conditioned
of the individual carrying the first portable device as mea-
sured by an instrument associated by the individual.

In another aspect, the method can further comprise con-
figuring a microprocessor in the second portable device to
execute an operation if the microprocessor in the second
portable device determines that the event occurred triggers
the execution of the preconfigured operation.

The first and the second portable devices can be a cell
phone, a smart phone, or a personal data assistant. The
geographical zone can be home environment, a work envi-
ronment, a state, a city, a commercial neighborhood, a
residential neighborhood, or a school zone.

In another aspect, the data representative of each geo-
graphical zone is a plurality of coordinates, wherein the
portable device creates a further representation of the geo-
graphical zone using the plurality of coordinates by per-
forming a series of steps. These steps comprise mapping the
coordinates on a pixilated image so as to assign one pixel to
each coordinate of the plurality of coordinates, wherein the
distance between each assigned pixel is configurable, con-
necting the plurality of assigned pixels with lines forming a
contiguous and connected line that encloses an area in the
pixilated image, and activating the pixels that lie on the lines
in order to form a contiguous array of pixels that enclose a
shape in the pixilated image.

The data representative of each geographical zone can be
a plurality of waypoints, each waypoint in the plurality of

RAVE/MSI, EX1007, p. 17
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waypoints being defined by a geographical coordinate and a
radius. Furthermore, the geographical coordinate can be
represented by a latitude and longitude, and the radius is
represented by a distance magnitude.

In another aspect, the data representative of each geo-
graphical zone is a pixilated image. The pixilated image can
be created by the steps of allowing a user to identify a
geometrical zone in a computer map using two coordinate
attributes, dividing the identified geometrical area into a
grid, allowing a user to select at least one section from
within the grid in order to define a geographical area, and
associating the at least one section to a pixel in a pixilated
computer image such that the pixels selected by the user in
the identified geometrical area are identified as being in the
geographical zone. The grid can divided into a number of
sections so as to achieve a high enough resolution to be able
to correctly delineate the geographical zone.

In another aspect, the method further comprises executing
a pre-programmed operation such as making a telephone
call, reporting to a control center, starting an alarm. The first
portable device can be programmed to determine if certain
conditions have occurred in the geographical zone, and
when a condition occurs the portable device reports the
occurrence to a control center. In addition, the method can
further comprise providing a module communicatively
coupled to at least one device with the geographical zone,
the module behaving as a hub for communication between
the at least one device and the first portable device.

In another aspect, the method is further exemplified in that
communication signal between the first portable device and
the plurality of devices is a Bluetooth signal, an infrared
signal, a short range radio signal, wireless universal serial
bus, or Wi-Fi. The plurality of devices are measuring instru-
ments that measure the levels of carbon monoxide, chlorine,
smoke, smog, oxygen in the air, or temperature.

In one aspect, there is a method of selectively communi-
cating with a portable device in a remote environment. The
method comprises providing an monitored portable device
associated with an environment, enabling communication
between the monitored portable device and a plurality of
instruments located at the environment, enabling wireless
communication between the monitored portable device and
a monitoring portable device through a communications
network, the monitoring device being located remote from
the environment, programming a microprocessor in the
monitored portable device to determine the occurrence of an
event related to data obtained from one of the plurality of
instruments, and permitting the microprocessor in the moni-
tored portable device to transmit an event message indicat-
ing the occurrence of the event to the monitoring portable
device.

In one aspect there is a system of selectively communi-
cating with a portable device in a remote environment. The
system comprises a first portable device associated with a
geographical zone, and a second portable device wirelessly
communicated with the first portable device through a
communications network, wherein the second portable
device is remote from the geographical zone. The first
portable device includes a microprocessor that determines
the occurrence of an event related to status of the portable
device in relation to the geographical zone and transmits an
event message indicating the occurrence of the event to the
second portable device.
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4
BRIEF DESCRIPTION OF THE DRAWINGS

By way of example, reference will now be made to the
accompanying drawings.

FIG. 1 illustrates the high-level architecture of a computer
system and a PDA for monitoring and communicating with
persons.

FIG. 2A illustrates a communication link configuration in
which an individual having a PDA can monitor and com-
municate with another person having a second PDA.

FIG. 2B illustrates a communication link configuration in
which an individual having a PDA can monitor and com-
municate with another person having a second PDA.

FIG. 3 illustrates a component layout of the PDA used in
a system for monitoring and communicating with a person.

FIG. 4 illustrates a window of the PDA configuration
application where the user may select parameters to config-
ure multiple events.

FIG. 5A illustrates a map of a geographical zone divided
into a grid.

FIG. 5B illustrates a pixilated image representing a geo-
graphical zone.

FIG. 5C illustrates a map image representing a geographi-
cal zone and the location of multiple PDAs.

FIG. 6 illustrates a component diagram of a backend
control system.

FIG. 7 illustrates a logical component hierarchy of the
system.

FIG. 8A illustrates the high-level design of communica-
tion networks used by multiple PDAs when using the
irregular boundaries software.

FIG. 8B illustrates geographical zones in which multiple
PDAs may operate.

FIG. 9 illustrates a manager that utilizes the PDA to
interact with different worker PDAs at multiple worksite
environments.

FIG. 10 illustrates a worksite environment in which the
PDA executes operations depending on the proximity of
other PDA’s to the worksite environment.

DETAILED DESCRIPTION

The method and system described below utilizes a per-
sonal data acquisition and reporting system capable of
measuring, time-tagging, logging, analyzing and controlling
parameters and events associated with the user’s activities.
The system can comprise a PDA that communicates over
cellular and satellite communication networks in combina-
tion with GPS positioning satellites capable of providing
position and status information on a global scale.

The PDA of an individual may interconnect with the
PDAs of multiple other individuals and to receive and
transmit information relative to the environment of each
individual. The PDA may operate in multiple environments
and interact with devices of each environment. The PDA
uses GPS information combined with the information on the
pre-stored geographical zones for changing the configura-
tions relative to the changing environments. These pre-
stored zones can be configured to form geographical bound-
aries into many shapes as the user desires.

Therefore, family members can be provided with PDAs as
disclosed herein, that would allow each member to know the
location of the other member. Further, each member would
be able to know the information obtained from devices local
to the environment in which each PDA is located. Thus, if
the PDA were located in a vehicle, the PDA would com-
municate with the vehicle devices such a fuel valve through
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a local communications link (implemented by Bluetooth,
short range radio, etc). Then, other PDAs can receive
information on the status of the devices of the vehicle.

The PDA allows interaction with and control of a wide
range of peripheral devices, including operating according
to preconfigured geographical zones and events. The PDA
may monitor and analyze health parameters heart rate,
temperature, blood pressure, blood-sugar content, body
implant transducers and medication devices, and can moni-
tor emergency notifications. Furthermore, the PDA may
detect geographical boundaries crossings, route and sched-
ule adherence of a individual or host vehicle, reporting of
position, speed, mileage, direction of travel, acceleration and
altitude of the PDA, an individual or a host vehicle. The
PDA can also monitor and analyze hazardous environmental
conditions, including the detection of Oxygen, Carbon Mon-
oxide, Chlorine, Natural Gas, smog and smoke concentra-
tions. Furthermore, the PDA may monitor and remotely
control home appliances.

The portable device has substantial computing power so
as to execute pre-programmed operations based on data
obtained from devices associated with the each environ-
ment. Thus, the PDA has the features, flexibility, and capa-
bility of an intelligent device. The PDA contains an at least
32-bit processor which can interface with at least one
modem (cellular, satellite, and others), at least one Global
Positioning System (GPS) receiver, at least one memory
module, and other peripheral devices. The processor permits
the PDA the placement of logical analysis and decision-
making capability in the PDA rather than a remote, server-
based control center. Other components of the PDA may
include, but are not limited is at least one GPS antenna, at
least one modem antenna, at least one serial port for com-
munication and configuration.

Among its many capabilities, the central processing unit
of the PDA can be configured to manage configurable
operations including operations to report, observe, recog-
nize, process, and analyze numerous configurable opera-
tions, give and respond to various commands, effectuate
numerous events in its local installation, and contain a
history recording component.

The PDA is configurable to include as few or as many
configurable logical events as the user desires. Events may
be based on rules using a combination of the GPS position
and one other factor such as time or speed.

Configurable operations refer to those actions that the
CPU in the PDA will execute in response to an event. For
example, a PDA that receives a home appliance event signal
of malfunction could be configured to immediately dial the
service company. Other configurable operations include, but
are not limited to, the turning on or off of an ignition to a
vehicle; the temperature level or change thereof; the fuel
tank level or change thereof; etc. The configurable opera-
tions or combinations thereof can be processed in order to
transmit a specific message, respond to a specific query or
command, enable or disable a specific mechanism, or rec-
ognize a specific event. The configurable operations occur in
many situations. These situations include, but are not limited
to where configurable operations occur in response to a
command; where configurable operations occur in response
to a query, configurable operations occur upon recognition
of pre-selected conditions.

In cases where a first PDA monitors the environment and
location of a second PDA mounted or located on a vehicle,
the first PDA can receive event information related to the
occurrence of an event related to the vehicle. For example,
the turning on or off of an ignition to a vehicle; the
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temperature level or change thereof; the fuel tank level or
change thereof; the pressing of a button or level within a
vehicle, wherein the button is associated with an emergency
event; locking or unlocking of a door or latch, the opening
or closing of a window, turning on or off of a LED signal
light, the turning or off of various relays, the turning on or
off of an alarm; the change of the power level of the battery;
a bar code scanned by a connected scanner; passenger
loading or unloading; cargo loading or unloading; vehicle
part malfunction; vehicle diagnostics code received; impact
detected; airbag deployed; seatbelts latched/unlatched; tire
air pressure high/low; and other mechanisms in the vehicle
or object.

Configurable boundaries or geographical zones can also
be used and are configurable to any shape the user desires.
For example, the boundary or zone can trace the border of
a state line or trace the route of a selected highway or path.
The boundary or zone can trace the border of the premises
of a school zone, a no-fly zone, a city, etc. The boundary or
zone can also be a geometric shape or non-geometric shape.
A further benefit of the present disclosure is that the PDA
can be updated and configured locally or over-the-air.

The PDA is designed to be event driven, transmitting data
only when exceptions are met. Exceptions are configured in
the PDA as events. The event-driven approach limits the
amount of data sent over-the-air and preserves bandwidth.
This is accomplished using rules and thresholds that can be
configured for any combination of internal and external data
sources. When a rule is broken or threshold exceeded, a
customer-defined event can be generated. The transmissions
of these events are controlled by the transmission rules and
operating configuration of the device.

An instrument module can be mounted, attached, manu-
factured, or otherwise included upon/in various articles or
electrical devices, or in the PDA itself. Such articles or
electrical devices may include entertainment equipment,
computer systems, environment condition sensors, health
monitors any other item where monitoring or controlling its
operation is beneficial. Within the context of the monitoring
system, the instrument module works to collect, process, and
communicate information about the article or electrical
devices to which the instrument module is connected.

FIG. 1 illustrates the high-level architecture of a computer
system and a PDA for monitoring and communicating with
persons. PDA 105, 106 and 107 are networked together
through various communications networks and a control
center. In one embodiment, PDAs 105, 106 and 107 are
networked similar to a local area network where each PDA
is anode. PDAs 105, 106 and 107 receive radio signals from
a GPS constellation 131 allowing the PDA 105 to identify its
geographical position and geocode if necessary. PDAs 105,
106 and 107 can communicate wirelessly to various net-
works through multiple wireless devices integrated in the
PDASs’ hardware. In one embodiment, such communications
network is a cellular network including multiple cellular
base stations 120 and service providers 135. In another
embodiment, such communications network is a cellular
network including multiple cellular base stations with SMS
receivers 125 and service providers 140. In another embodi-
ment, such communications network is a satellite network
including multiple satellite receivers and transmitters 130
and satellite ground stations 145. In yet another embodi-
ment, such communications network is a short range radio
communications network.

The communications network permits PDAs 105, 106 and
107 to communicate with a backend control system 150.
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PDAs 105, 106 and 107 send event information to backend
control system 150 and respond to commands sent to each
of the PDAs by the backend control system 150 through the
communications network. The backend control system 150
includes a plurality of gateways 151, 152, 153 and 154
which interact with a codec 155. The codec 155 is the central
codifier and decodifier of the backend control system 150
and allows the backend control system to adapt and com-
municate with any communications network. The modular
design enables the introduction of new hardware and net-
work protocols without having to change monitoring and
reporting software. The backend control system 150 also
includes an asynchronous routing system 159 that allows
incoming and outgoing communications to be handled asyn-
chronously and efficiently. In one embodiment, the asyn-
chronous routing system 159 includes a plurality of routing
services 156, at least one database 157 and a web server 158.
The messages routed by the routing services 156 are directly
communicated to a client console 176. The client console
176 presents instrument and PDA 105 information to the
operator. The client console 176 sends to commands to the
PDA 105 through the backend control system 150 and a
communication network.

Multiple applications may connect to the central database
157 to provide further system functionality. An administra-
tor console 175 permits operators to add, edit or delete PDA
information, instrument module information, instrument
information, user information, etc. A history processor con-
sole 174 allows an operator to view reports and replay event
data. An operations data processor 173 permits an operator
to define geographical zones and waypoints for operation of
the PDA 105. A configuration utility 172 permits operators
to easily configure PDA 105, features and functionality.

Information on environment devices can be presented to
the operator through alternative mediums besides a PDA
105. In one embodiment, environment device information
can be presented to an operator through a website or an
email by transmitting such information from a web server
158 to a web client 171. In another embodiment, environ-
ment device information can be presented to the operator by
sending a text or voice messages to another predetermined
wireless device 177.

In another embodiment, PDA 105 can communicate with
multiple instruments or devices thorough an instrument
module 195. Instrument module 195 can be connected to a
plurality of instruments or environment devices that the user
would like to monitor or interact with. Depending upon
configuration of the PDA 105, the PDA 105 can execute
operations to turn on/off an instrument, query a measure-
ment from the instrument, etc.

In one embodiment, the instrument module 195 includes
a cellular modem that allows it to communicate over cellular
network with the PDA 105. The instrument module 195 can
then transmit event signals, exceptions, and acknowledg-
ments, to the PDA 105. In another embodiment, the instru-
ment module 195 communicates with the PDA 105 through
the Internet 160. The instrument module can include an
Ethernet card that allows the PDA 105 to connect to the
Internet 160 and transmit information through a gateway to
the PDA 105 over a cellular network. In yet another embodi-
ment, the instrument module connects via WiFi, Bluetooth,
wireless USB, etc, to the PDA 105 if the PDA 105 is in
optimal proximity.

The instrument module 195 can also be connected to the
internet 160 in order to have connectivity with the web
server 158 and the backend control system 150. The instru-
ment module 195 can be configured to report a specific event
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or occurrence related to any of the environment devices
associated with the instrument module 195. The instrument
module 195 reports such information through the internet
160 to the backend control system 150 and to the PDA 105.
If the PDA 105 is within the vicinity, the instrument module
195 can transmit directly to the PDA 105. Furthermore, all
the event information received by the backend control
system 150 can be relayed to networked PDAs 106 and 107.

FIG. 2A illustrates a communication link configuration in
which an individual having a PDA can monitor and com-
municate with another person having a second PDA. In one
embodiment, through the use of the PDA 106 a parent can,
monitor the location, movement, and vehicle conditions of
his daughter carrying PDA 105. The PDA 105 communi-
cates with the one of a plurality of base stations 120, which
in turn communicates with the service provider 135. The
backend control system 150 receives the communication
signals from the service provider 135 and maps the correct
destination if any. PDA 106 can receive information related
to PDA 105 if PDA 106 is listed as a monitored PDA. The
backend control system 150 reroutes an event message, text
message or any other information originating from PDA 105
to PDA 106. The information can be relayed back through
the cellular communications network, or any other commu-
nications network to which PDA 105 is connected.

In another embodiment, an SMS network is used instead
of a cellular network. For example, PDA 105 can be con-
figured to trigger the sending of a text message if PDA 105
detects that the traveling speed is greater than a predefined
speed limit. Then, the monitoring PDA 106 can receive a
text message indicating that PDA 105 is speeding.

FIG. 2B illustrates a communication link configuration in
which an individual having a PDA can monitor and com-
municate with another person having a second PDA. In one
embodiment, a user can be a doctor that utilizes PDA 106 to
monitor the conditions of a patient utilizing PDA. 105. The
PDA 105 is wirelessly connected to instrument module 195.
The instrument module 195 can be installed in the hospital
room, in the home, or integrated within the same housing of
the PDA 105. The PDA 105 interacts with the instrument
module through a wireless link of a known protocol such as
Bluetooth, short-range radio, etc.

The instrument module 195, in turn, is connected to
various instruments associated to the patient. In one embodi-
ment, these various instruments can be a heart monitor, an
insulin level reader, blood pressure monitor, etc. The instru-
ment module 195 can be connected to a local area network
or any other means of networking within a specific envi-
ronment.

In one embodiment, if the instrument module 195
receives a signal from any of the connected instruments, the
instrument module 195 would determine if a preconfigured
event has occurred at an instrument. For example, if the
heart rate of a patient starts speeding up beyond a threshold
level, the instrument module may be configured to execute
an operation upon the detection of the signal by heart
monitor. Thus, through the internet connection 160 the
instrument module 195 can automatically notify the PDA
105 and/or PDA 106 that the heart rate is high. For this end
the instrument module 195 may send an email message over
the Internet to the monitoring PDA 106. If the PDA 105
and/or PDA 106 are within the vicinity of the instrument
module 195, the notification can be made through a direct
wireless link to the PDA 105 or to the PDA 106. As such, the
instrument module 195 may be configured to interact with
any configured instrument and to execute an operation
before notifying the PDA 105 or 106.
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In another embodiment, the instrument module 195 can
be configured with an to detect the presence of the PDA 105
and of the PDA 106, receiving a message by the PDA 105
or PDA 106, or calculating a time to take a measurement. If
the instrument module 195 receives any information that can
be reported to a PDA, the instrument module 195 immedi-
ately sends the information. Once the event message is
received by the PDA 105 or the PDA 106, a preprogrammed
operation can be executed.

In one embodiment, the PDA 105 can be programmed to
emit a signal to the instrument module indicating when the
PDA is within the range of the instrument module 195. The
PDA 105 can recognize that it is within the home environ-
ment 190 by obtaining GPS position data and determining if
it is within a preconfigured boundary. Using preconfigured
irregular boundaries can be used, such as a neighborhood, or
school zone, a worksite, etc. In another embodiment, the
instrument module 195 simply assumes that the PDA 105 is
always present.

The PDA 105 can also be configured with an operation to
be executed when a configured event occurs. Such operation
can be requesting information from the instrument module
195, commanding an operation at the instrument module
195, etc.

Accordingly, PDA 106 can not only monitor the location
and events related to motion of the person carrying the PDA
105, but also the environment parameters and conditions
surrounding the person carrying the PDA 105. For example,
a parent may desire to constantly monitor air quality where
his son is located. A manager would like to monitor any fire
hazards that can be associated with any give transportation
truck within his company.

Hardware Configuration

FIG. 3 illustrates a component layout of the PDA used in
a system for monitoring and communicating with a person.
In one embodiment, the PDA 105 has a cell phone module
240 and a data acquisition module 242. The cell phone
module 240 contains at least one cellular modem 220, at
least one CPU 210, and at least on audio processing unit 214.
In another embodiment, a satellite communications modem
can be included in the cell phone module 240 to provide the
most affordable and complete global coverage.

The CPU 210 is a high performance processor with
enough computing power to quickly perform complex cal-
culations. In one embodiment, the processor 210 is at least
a 32-bit processor. The processor 210 includes at least 32
Kilo-bytes of RAM. For example, a Motorola MMC2114
32-Bit RISC processor with two built-in UART’s is con-
templated. However, a similar or more advanced processor
is also contemplated.

The data acquisition module 242 may include a global
positioning system (GPS) receiver 215, a data system micro-
processor 212, a memory module 280, and a communica-
tions link 244. The GPS receiver 215 is capable of posi-
tioning accuracy to within a few feet or less. For example,
a 12-Channel Trimble SQ, Lapaic UV40, or small-range
accurate receivers are contemplated. The memory module
280 includes at least two additional memory chips, wherein
each additional memory chip is at least 128 Kb.

In one embodiment, the cellular modem 220 is the pri-
mary means for communication with the backend control
system 150. The cellular modem 220 may be a GSM,
CDMA or similar modem. The satellite modem or trans-
ceiver 230 can be external to the PDA 105 and connected to
the PDA 105 by a serial port 340. Alternatively, the satellite
modem 230 can be internal to the PDA 105.
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The satellite modem 230 is primarily used only when
there is little or no cellular coverage or when the user
specifies use of the satellite modem 230. The efficient use of
the satellite modem 230 functions to lower the cost of the
tracking system to the user. One embodiment contemplates
a satellite modem 230 such as a Sky Wave DMR-200
satellite modem. Similar contemplated satellite modems
include features such as a built-in omni-directional antenna,
provide worldwide coverage, and efficiently interfaces with
the PDA’s processor 210.

In one embodiment the communications link 244 is a
Bluetooth transceiver 215 has a range of at least twenty
meters. For example, in one embodiment, a National Semi-
conductor Simply Blue LMX9820 Class 2 Bluetooth mod-
ule is contemplated. However, similar or more advanced
Bluetooth receivers are contemplated any other radio con-
nectivity which does not require a line of sight. The Blue-
tooth transceiver can be installed to utilize different capa-
bilities such as integrating and supporting multiple wireless
peripherals, acting as a short-range radio to download data,
or to serve as a local, traveling wireless “hotspot.”

The power source 235 can be a fused main power-in
source with an operating voltage range between 12 and 24
volts. One embodiment contemplates low power consump-
tion (65 mA or less) during normal operation. Furthermore,
the PDA 105 includes a circuitry for charging an optional
backup battery. If the primary power source 235 supply
reaches a minimum acceptable voltage, the PDA 105 will
automatically switch to backup power as well transmit a
message identifying that the power source 235 is a critical
level.

An instrument module 195 can be packaged separately
from the PDA 105, or alternatively, an instrument module
195 can be in the same housing. The instrument module and
the PDA 105 communicate through the PDA’s communica-
tions link 244 and the instrument module’s communications
link 260. Communications links 244 and 260 are coupled
through a wireless communications protocol such as Wire-
less USB, WiFi, Bluetooth, etc., which permit the PDA 105
and the instrument module 195 to communicate in distances
of over 300 ft. The instrument module 195 can further have
communications links to devices such as a glucose trans-
ducer 272. Communication links provided in the instrument
module 195 can be connected to other devices that for
example measure environment conditions, regulate appli-
ances on/off state, and monitor automobile functions.

The instrument module 195 can be further equipped with
a microprocessor and a memory module. The microproces-
sor can be configured to analyze and compute the occurrence
of events, execution of operations and computer programs.

The PDA 105 and the PDA 106 can communicate with the
instrument module 195 over a cellular communications
network. The instrument module 195 can be installed on a
cellular network and be further equipped with cellular
modem that would permit the instrument module to interface
with the cellular network.

Event Configuration

Any one of the PDAs disclosed in this system have
numerous features, functions, and capabilities described
below. Each PDA 105 is an intelligent device that can be
configured to report, observe, and analyze numerous logical
events. Each PDA 105 is also configurable to give and
respond to various commands, and contains a configurable
history-recording component. In order to perform the
desired functions, a PDA 105 is configured by loading
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software that executes desired operations based on the
occurrence of an event. Therefore, the execution of opera-
tions is exception-based.

All configurations to the PDAs can be done locally or
over-the-air. Thus, the user is able to configure any features
including the entire operating system of the PDA 105 over
the air. This over-the-air configuration can be accomplished
through use of the cellular modem 220, or any other wireless
means. In one embodiment, during over-the-air or local
configuration, the PDA continues to operate normally. This
means the PDA 105 can be configured with losing little to no
operability. Over-the-air configuration commands change
the parameters used for processing physical and logical
events on the fly. In one approach, over-the-air operating
system updates are achieved using two executable code
spaces, and a temporary code space for loading new code.
Once the uploading of new code into the temporary code
space is completed, the PDA 105 reboots, copies the new
code into the secondary executable code space and resumes
execution with the most recent update.

FIG. 4 illustrates a window of the PDA configuration
application where the user may select parameters to config-
ure multiple events. In particular, an exemplary screen shot
of the user interface for configuring the configured events on
the PDA is shown. The screen shot serves only as an
example of a general interface which the user can interact
with to configure the PDA. The user interface permits
configuring the PDA and does not require the user to know
scripts or hard-coded parameters. Instead, a software appli-
cation that the user can easily interface with logical win-
dows, tabs, fields, checkboxes and radio buttons to configure
the PDA is disclosed.

The window 400 shows an exemplary list of events that
can be configured on the PDA 105. The present system and
method contemplate a variety of configurable logical events
not depicted in the screen shot. Each event has a correspond-
ing field box in which the user can fill in the appropriate
value.

The user has the ability to configure each event 436-445
by indicating the preferences in each of the checkboxes
provided. For example, the configuration of the events in the
PDA may entail enabling the input or feature in check boxes
424, assigning the events as a priority event in checkboxes
425, assigning one or more outputs to the events in check-
boxes 426, or linking the occurrence of the events to a
messaging sent via the cellular network by checking the
appropriate box from a plurality of checkboxes 427. The
user interface may be part of an application that resides in
the configuration utility 172 (FIG. 1). Exemplary events can
be configured such as Zone Boundary Enter 435, Zone
Boundary Exit 436, and Smart Time reporting 437 or
Scheduled Time reporting 438.

In one embodiment, events are based on rules using a
combination of the GPS position of the PDA and one other
factor such as time or speed. In another embodiment, events
are based on reaching a certain point in time that was
preprogrammed in the PDA, or any other exception that is
programmed to trigger an operation by the PDA. Transmit-
ting an event message is an example of an operation trig-
gered by the occurrence of an event and may include the
transmission of a message that the event itself has occurred
in combination with information such as includes latitude,
longitude, speed, direction, time, health condition, home
appliance measurements, environment conditions, or any
other measurements that can be received from the instru-
ment module 195.
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The PDA is configurable to include as few or as many
logical events as the user desires. In one embodiment, an
event can be to report the last known location of the PDA for
a specified interval of time to the backend control system
150.

In another embodiment, the configured event is the reach-
ing of a measurement level threshold. For example, the
measurement can be of carbon monoxide, insulin any other
blood content levels, heart rate, respiratory rate, room tem-
perature, number of packages produced at an assembly line
per day, etc.

For illustration purposes, PDA 105 (FIG. 1) can be used.
The measurements can be taken periodically, by the instru-
ment module 195, and then reported to the PDA 105. In one
embodiment, the instrument module 195 transmits every
measurement received from the instrument. In another
embodiment, the instrument module 195 is equipped with
logic that determines if the measurement taken has sur-
passed a predetermined threshold, and if so, the instrument
module 195 transmits an event message to the PDA 105.

The instrument module 195 can also be configured to take
measurements from connected instruments or devices at
predetermined times. For instance, an instrument module
195 can be programmed to measure the air quality of a room
every morning at 6 A.M. Then, the instrument module
reports the measurement to the PDA 105, and the PDA 105
determines if an event has occurred. A configured event can
be, for example, that the air quality is poor. An operation
pre-programmed on the PDA 105 can include displaying a
message on a display of the PDA 105 indicating that the air
filters in the room must be changed.

In another example, the instrument module 195 may be
configured to measure the glucose level at 9 P.M. every other
night from an instrument connected to an elder person. The
instrument module 195 can determine if the glucose level
surpasses a threshold level of being too high or too low, and
then the instrument module 195 transmits an alarm message
to the PDA 105. Alternatively, every measurement is sent to
the PDA 105, which only reports an alarm to the user that the
preprogrammed threshold levels have been surpassed.

Yet another measurement can be the speed of a vehicle
measured by a speedometer that is connected to an instru-
ment module 195 placed in the vehicle. The PDA 105 can be
configured to send reports dependent on the measured speed
of the vehicle. Thus, each time the speed threshold is
exceeded, the instrument module 195 detects the change
immediately transmits the speed level to the PDA 105.

A user can configure the PDA 105 for at least two different
settings concerning speed. Specifically, the user can select
the excessive speed and a speed filter time. The excessive
speed is configurable for the user to select a maximum speed
threshold for the vehicle or article. Thus, each time the speed
threshold is exceeded, events are generated, recording when
the threshold was exceed, the maximum speed reached when
above the threshold and when the unit crossed below the
threshold. When the PDA 105 crosses back below the
threshold, the event message indicating this occurrence as
well as a third message indicating the maximum speed
reached during the period when the PDA 105 was above the
speed threshold is transmitted. The speed time filter gives
the user the option to set a time period in terms of seconds
to allow the vehicle or article to cross the speed threshold
without sending a message. This filter also acts to make data
transmission efficient. For example, the user can set the
speed time filter for fifteen seconds which allows the vehicle
to speed for 15 seconds without sending a report. This
scenario is beneficial for instances when the vehicle is
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speeding to pass another vehicle or accelerating to merge
into traffic. Similar to the other logical events, the event
message also includes information such as the latitude,
longitude, speed, direction, and time.

Another measurement can be the idling of an instrument
such as a car engine, a computer monitor, etc. The instru-
ment module 195 can be configured to send reports depen-
dent on the amount of time the instrument has been idled. In
addition, the PDA 105 can also be configured to send a
message to the backend control system 150 with an event
message of excessive idle, such that the backend control
system 150 may then transmit to preloaded and configured
receivers such as another PDA or a cell phone. The infor-
mation relayed from the instrument module 195 to the PDA
105 can include the length time of idle.

In another embodiment, an event is reaching a time when
a scheduled reporting must be performed. This feature sets
the PDA 105 with a reporting feature on an interval based
upon a date and time reference. Thus, the user can configure
the PDA 105 to report any parameters or data on pre-selected
days and hours of the week. For example, a user could use
the scheduled reporting feature to configure the PDA 105 to
only report at 8 AM, 12 PM and 4 PM on weekdays and only
once per weekend day. Thus, even when the PDA 105 has
received multiple messages from the instrument module
195, the PDA 105 will only report the events during the
times specified by the user.

In another embodiment, the configured event is the turn-
ing on, or turning off of an instrument. For example, as the
air conditioning unit turns on automatically, the instrument
module 195 may be configured to detect that the air condi-
tioning unit has turned on. The instrument module 195 then
sends a message to the PDA 105 indicating that the AC has
turned on. The PDA 105 may be further configured to
immediately query the room temperature from the instru-
ment module 195 which in turn measures the temperature
utilizing a thermometer connected to the instrument module
195. The instrument module 195 transmits a signal to the
PDA 140 with the current room temperature, and then the
PDA 140 calculates whether an alarm should be generated.
If the air conditioning unit turned on and the temperature
does not warrant the turning on of the air conditioning unit,
then the PDA may display an alert message on its display
and send an event message to the backend control system
150. The instrument module 195 may receive turn on and
turn off signals from various instruments and peripheral
devices such as kitchen and home appliances, lights in a
room, pool systems, heating units, to name a few.

In yet another embodiment, the configured event can be
the receipt or sending of a message at a communications
device. Communication devices include a facsimile
machine, a computer system connected to the Internet,
telephone, etc.

While the event configuration discussed above is applied
primarily to the PDA 105, the logic to detect the occurrence
of an event, and the logic to execute a specific operation
because of the occurrence of the event can be implemented
at the instrument module 195, and any other PDA or portable
device with the same characteristics as described herein.
Therefore, the event configuration may be solely imple-
mented on the PDA 105, solely implemented on the instru-
ment module 195, or implemented as a combination in both
the instrument module 195 and the PDA 105.

Geofencing

Various events can be configured based on “geofencing”
events. Geofencing entails creating configurable boundaries
or geographical zones in which a PDA 105 operates and
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relates to the instrument module 195. Furthermore, the
entering or leaving a geographical area that has been
geofenced can be an event itself, and can be programmed in
the PDA 105. In another embodiment, once a zone is entered
by the PDA 105, the PDA 105 can switch communication
modes and adapt to the new zone such that the PDA 105
interacts only with the peripheral devices within the entered
zone. Furthermore, the PDA 105 can adapt to the new zone
by loading a specific configuration for that zone such that it
interacts with zone-specific instruments through the instru-
ment module 195 that operates in that zone.

An event related to a geographical zone can trigger
communication from one PDA to another. For example, as
previously stated, the traveling inside a geographical zone,
or traveling outside of a geographical zone can be an event
programmed on PDA 105. If PDA 106 is monitoring the
movement, position and surroundings of PDA 105, PDA 105
can transmit to an alert warning, signal, alarm, or siren
indicating the occurrence of the event. PDA 106 can in turn
receive the message and analyze whether it should be
reported to the user or not.

A configurable boundary or geographical zone may be
constructed through a combination of waypoints and/or
zones. Because of this combination, the configurable bound-
ary or geographical zone can be constructed in a very
specific shape and outline specific borders or routes. A
waypoint is a circular area defined by a geographical center
point and radius. The area defined by the waypoint is
configurable by changing the radius and the position of the
geographical center point. Thus, the boundary created by the
waypoints and zones is configurable.

In one embodiment, the PDA 105 is loaded with a
plurality of waypoints, each waypoint defined by a coordi-
nate and a radius. A zone can be defined by a plurality of
waypoints. Thus, for example, a city can be defined by two
waypoints. Using GPS data, the PDA 105 will calculate
whether it is in any of the two waypoints defining the city.
If the PDA 105 determines that it is inside one of the two
waypoints, then the PDA 105 assumes that it is within the
limits of the city. A greater number of waypoints will
increase the resolution of how the zone is defined. Thus if
two waypoints are used, the resolution can be increased by
adding ten extra waypoints that further define the delineation
of the city boundary.

A zone can be an irregular region defined by a series of
line segments enclosing an area. In one embodiment, each
zone contains 3 to 256 or more deflection points for creating
the line segments defining this irregular area. The number of
deflection points, however, is only limited by the memory of
the PDA 105. Thus, the number of deflection points can be
a much larger number for high-resolution zones. In one
embodiment, this irregular area can create a configurable
boundary or a geographical zone. The properties of a zone
include a name, description and a flag determining if the
zone is an off-limits zone or an enclosed zone.

In one embodiment, a geographical zone can be created
selecting a plurality of coordinates and downloading the
coordinates to the PDA 105. The plurality of coordinates
may be in the Mercator system. Next, the PDA 105 assigns
each coordinate to a pixel in a pixilated image that is loaded
in the PDA 105. In order to perform the assignment, the PDA
105 utilizes logic to define a “bounding” square or box
around the plurality of coordinates. Then the bounding box
is pixilated and the pixels where the coordinates fall are
marked as activated. Once the pixels for each coordinate are
assigned, lines are extended from one pixel to the next so as
to form an enclosed area in the pixilated image. The pixels
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the lie in the path of the lines between the activated pixels
are also activated. Thus an enclosed and contiguous line of
pixels is formed.

Waypoints and zones are built by the operations data
processor 173. Once a waypoint has been built, it can be
used in PDA loads. In one embodiment, a PDA load is a
collection of zones and waypoints slated to be loaded on a
PDA 105. These loads are loaded on to the PDAs with the
configuration utility 172.

FIG. 5A illustrates a map of a geographical zone divided
into a grid. A pixel map 502 is first presented to the user as
a geographical map on a screen connected to a computing
device. In one embodiment, the computing device is the
operation data processor 173 (FIG. 1), and the user is a
systems operator that inputs general geographical zones (e.g.
city limits) that can be selectable by any user having a PDA
105. In another embodiment, the computing device is a
home computer and the user is the PDA 105 user who
configures the different geographical zones on his computer.
The home computer connects to the configuration utility
through a direct secure connection via an application
installed on the home computer. Alternatively, the home
computer can be connected through the Internet using a web
browser.

The computer application or interface allows the user to
customize the boundaries by interacting with a map and
visualize the created zones or boundaries. The configuration
application displays a map on which the user selects a
rectangular shape 503 around the geographical area 504 that
the user desires to define. In another embodiment, the user
may define a customized shape. The rectangular shape is
then divided into smaller rectangles such that the area of the
rectangle is divided into a grid. Each pixel in the grid can be
activated to be part of the geographical zone.

In one embodiment, the user may activate each pixel by
double-clicking on each pixel. In another embodiment, the
user may select a smaller rectangular region and mark the
smaller rectangular region as being part of the geographical
zone 504 so that the pixels contained in the smaller geo-
graphical zone are activated. In yet another embodiment, the
user may select a circular area as being part of the geo-
graphical zone 504, and all pixels in such circular area
would be activated. In another embodiment, the user may
define any customized geometrical or non-geometrical
shape.

The user can also select the resolution of the area defi-
nition. In other words, when the selected area is subdivided
into a grid of rectangles, the grid includes a much higher
number of vertical and horizontal lines, thus increasing the
number of grid rectangles obtained from the subdivision.
The increase in number or rectangles increases the resolu-
tion because each rectangle covers less geographical area. A
user who desires to have great detail in defining the area may
reduce the size of the grid rectangles and thus increase
resolution of the area.

An increased resolution of the area can allow a user, for
example, to define a the geographical area of a house, where
the geographical area covered is much smaller than that for
a state. The perimeter around the geographical area of the
house can have details that can only be identified by very
high resolution. On the other hand, a user who is concerned
with roughly knowing that a state has been entered does not
need great resolution of the state area. Therefore, the reso-
lution necessitated to define the area of a state can be
configured to be low.

Each selected rectangles is then mapped to a pixel. Thus,
once all the desired pixels are selected by the user as being
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part of the geographical zone 504, the rectangular shape 503
is mapped into a pixilated computer image. In one embodi-
ment, the pixilated computer image contains the same num-
ber of pixels as the number of sections in the grid. The
pixilated computer image can then be loaded to the PDA
105. The PDA 105 can be programmed to determine the
position of the entity with a simple calculation of whether
the pixel in which the PDA’s location falls is activated or
deactivated. In another embodiment, the geographical zone
is defined by selecting a rectangular region and a circular
region. The circular region can be defined by a waypoint.

An irregular zone or geographical zone may be defined by
a collection of waypoints and pixilated images. Furthermore,
each irregular zone may have additional parameters such as
speed threshold of the entity, flagged as a “no-fly zone,”
color coded in order of danger or security threat, commu-
nication enabled or disabled, etc.

When the PDA 105 enters or exits waypoints and zones,
an event message can be transmitted indicating what refer-
ence point or zone has been entered or exited. The event
message can include latitude, longitude, speed, direction,
time, state of the inputs, odometer, event reason or source,
and any other relevant information. Thus, the zone bound-
aries and waypoints allow the user to enter multiple zones
and interact with instruments of that zone. In addition, the
zones and boundaries allow a user having a PDA 105 to
receive information of the location of another user wearing
a second PDA. Therefore, a PDA user can have the capa-
bility to monitor the location of another PDA user that
travels through configurable boundaries or geographical
zones such as state borders or a specified route.

In one embodiment, the waypoint and zone events are
configurable to take one or more actions. For example, upon
entering a zone, the PDA 105 may be configured to indicate
the name of the new zone by either displaying on an
integrated screen or by emiting a sound or prerecording with
the name of the song. In addition, another operation can be
carried out because of the event of entering the zone. For
example, the PDA 105 can be configured to compute
whether the entered zone is a new time zone, and if so,
indicate the new time zone and the current time.

FIG. 5B illustrates a pixilated image representing a geo-
graphical zone. In one embodiment, after all the deflection
points for a given zone are uploaded, the zone is saved in the
memory module 280 of the PDA 105 in the form of a pixel
map 500. The pixel map 500 is created by first drawing a
square around the entire area of the zone. The square is then
divided into an 80/80-pixel map. Each pixel 505 is a square.
These squares are then used to draw the outline shape 510
of the zone 515. A geographical area is then mapped to each
pixel 505 of the pixel map 500.

In another embodiment, if the pixilated image is created
in the configuring computer, the image is simply loaded onto
the PDA 105, and the PDA 105 does not need to build or
construct the image by itself.

A position fix 520 in the pixel map 500 is mapped from
the current geographical location of the PDA 105. A test can
be performed to for each zone for each position fix 520 in
order to determine if the PDA 105 is inside the zone 515 or
outside the zone 515. Thus, for each zone 515, the test starts
with a simple check if the position fix 520 is inside or outside
the pixel map 500. If the current position fix 520 is inside the
pixel map 500, a more extensive test is completed by
plotting the position fix 520 inside the bounding box and
drawing four lines in four directions (north, south, east and
west) from the position fix 520 to the borders of the pixel
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map 500. Subsequently, the number of zone boundary
crossings 530 is counted for each of the four lines 525.

Multiple boundary crossing tests are performed for accu-
racy. If a given line 525 crosses an odd number of zone
boundaries 510, the position fix 520 is considered inside the
zone 515. If a given line 525 crosses an even number of zone
boundaries, the position fix 520 is considered outside the
zone 515. If at least three out of the four boundary crossing
tests agree, the zone boundary crossings 530 are used to
determine if the position fix 520 is inside or outside the zone.
If three out of the four boundary tests do not agree, the
position fix 520 is considered outside the zone 515.

Position fixes 520 that are on the special locations in the
pixel map 500 can yield specific location results. In one
embodiment, position fixes 520 that land on a zone boundary
510 are determined to be outside the zone boundary 510. In
another embodiment, position fixes 520 that land on a zone
boundary 510 are determined to be inside the zone boundary
510. In one embodiment, position fixes 520 that land on a
“long and narrow protrusion” which is only one pixel wide
can be considered to always be inside the zone 515. In
another embodiment, position fixes 520 that land on a “long
and narrow protrusion” which is only one pixel wide can be
considered to always be outside the zone 515.

FIG. 5C illustrates a map image representing a geographi-
cal zone and the location of multiple PDAs. The map image
can be displayed on a website posted on the Internet, an
intranet, an application installed on a client computer to the
backend control system 150, or on a PDA. In one embodi-
ment, the map is produced and displayed by the client
console 176 that provides real-time PDA location mapping,
location tracking, PDA control and PDA message/event
handling.

In one embodiment, the client console 176 connects to
map databases and PDA databases by configuring multiple
parameters. The client console 176 can provide the ability to
configure mapping parameters used by the client console
176. The client console 176 also provides with the ability to
define the console location, default zoom levels when dis-
playing the various program-generated maps, the map set to
be used and whether or not street locations are displayed
when mapping a location.

In one approach, the client console 176 displays all
available PDAs on one master map. In another embodiment,
the client console 176 allows a user to view PDAs by groups
or individually. In another embodiment, the client console
allows a user to view all PDAs that come within an area
displayed by the map. In another embodiment, the client
console 176 allows a user to view all PDAs that are within
a waypoint. In another embodiment, the client console 176
allows a user to view all PDAs that are within a geographical
zone.

The client console 176 allows a user to employ a variety
of mapping tools to help manage PDA location processing.
Provided tools in the client console 176 include map zoom
in/out, map pan, map feature label, map ruler, map location
at selected point, map legend, center map on selected point,
find a map feature and center map on it, display information
for a selected custom dataset element, display information
for a selected PDA, display information for a standard map
feature and print the displayed map. Further, the displayed
map can use color-coding for both location symbol and
location identification to indicate special conditions relating
to the PDA, or to differentiate among PDAs in the zone.
Special situations that are color-coded include PDA moving,
PDA stopped, PDA not reporting, PDA location is old and
PDA has a priority message active.
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Commands to the PDA

The PDA 105 is also configurable to respond to various
queries and set commands sent over the air by the backend
control system 150, by a client console 176, or another PDA.
For example, a query command requests PDA 105 to return
the last valid GPS position, speed, and direction of travel,
time, and any other data received from the instrument
module 195 or populated by calculation of the PDA 105. In
another example, PDA 106 can command PDA 105 to block
display a “Come back Home” message. In another example,
PDA 106 can command PDA 105 to interact with instrument
module 195 in order to administer medication to a patient
using PDA 105.

The PDA 105 is also configurable to respond to various
query commands sent over the satellite modem. Upon
receiving a query command, the PDA 105 returns the state
of its data, connecting instruments and last measurements
and status signals from the connecting instruments.
Examples of other forms of query commands that are sent to
the PDA 105 are Input from the Instrument Module, Output
to the Instrument Module, Measurements received, GPS
information, Firmware Version Query, Satellite Status
Query, etc.

Another optional command is the alarm acknowledge-
ment. This command is sent to the PDA 105 to terminate the
sending of a priority event (panic, medical or roadside
assistance are examples of priority events). When the alarm
acknowledgement is received, no further priority messages
for the current event are transmitted.

In another embodiment, the command may be to send a
text message, from the PDA 105 through the communication
network to another PDA or any other device configured to
receive and interpret text messages, such as a pager, a
cellular phone or another wireless device.

In an effort to combat GPS drift, two parameters are
included to filter GPS positions received from the GPS
receiver. The two filters are based upon maximum allowed
speed and maximum allowed acceleration. The parameters
can be customized to the type of installation. If a packet is
received from the GPS receiver and either of these two
parameters is exceeded, the position packet is thrown out.

The PDA 105 may also include a history-reporting com-
ponent as part of responding to commands. Whenever the
PDA 105 cannot transmit data packets due to a lack of
coverage via the principle communication network, the
packets are stored in one of at least two history logs on
on-board flash memory storage device of the PDA 105.
When the PDA 105 determines that the PDA 105 is within
the range of transmission, or if the PDA 105 determines that
the communication link has been re-established, any packets
stored in memory are sequentially transmitted, beginning
with those messages identified as a priority.

Commands to the Instrument Module

Much like a PDA can receive commands from multiple
sources, the instrument module 195 is also configurable to
respond to various queries and set commands sent over the
air or through the Internet. Most commands received by the
instrument module 195 can originate from PDA 105.

In one embodiment, a command is a configuration com-
mand to configure functionalities of the instrument module
195 as previously discussed. Examples of configuration
commands include Configure Timed Reporting, Upload
New Firmware, Set Excess/Highest Threshold level of a
substance in a blood sample, Enable Short-Range Radio
Communication, Configure Excessive Idle Event, Set Criti-
cal Power Level, Configure Smart Timed Reporting, Con-
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figure Scheduled Reporting, Query instrument status, Query
instrument measurement, Turn on instrument, Turn off
instrument, etc.

The instrument module 195 may also include a history-
reporting component as part of responding to commands
Whenever the instrument module 195 cannot transmit data
packets due to a lack of coverage via the principle commu-
nication links, the packets are stored in one of at least two
history logs on on-board flash memory storage device. When
the instrument module 195 determines that the PDA 105 is
within the range of transmission, or if the PDA 105 queries
the instrument module 195, then the instrument module 195
determines that the communication link has been re-estab-
lished, any packets stored in memory are sequentially trans-
mitted, beginning with those messages identified as a pri-
ority. For example, an emergency from a measurement from
an instrument 140 would be a priority message which would
be the first message transmitted when the connection is
re-established.

The instrument module 195 may also receive commands
from the backend control system 150 through the Internet.
These messages would be commands requesting specific
information such as production rate in a fabric where the
instrument module 195 is connected to the packaging
machines. In yet another embodiment, the instrument mod-
ule 195 can be configured to connect to the Internet and
report a measurement to the backend control system 150 in
case of an extreme urgency. For example, if the instrument
module 195 receives a measurement from a instrument or
device indicating that there is high levels of smoke in the
room, the instrument module 195 may utilize an internet
connection or any other networking connection such as a
direct gateway in order to connect to the backend control
system 150. The backend control system would in turn
receive the event message and relay the message to the PDA
105.

Backend Control System

The backend control system allows the system to be more
comprehensive and have large-scale connectivity with other
computing systems. The backend control system is not,
however, necessary for the implementation of the monitor-
ing and controlling of instruments or peripherals within an
environment. This is because all of the monitoring and
controlling functionality can reside in the PDA.

FIG. 6 illustrates a component diagram of a backend
control system. This includes a plurality of gateway systems
151-153, a codec 155, and an asynchronous routing system
159. In turn, the asynchronous routing system 159, includes
a web server 156, a plurality of router systems 620, 622, a
real time database 630, a history database 642, and a
resources database 670.

In one embodiment, the real time database 630 can
maintain records of the most recent information from a PDA
such as location, speed, direction, associated instruments,
associated geographical zones, etc. The history database 642
maintains records of all events and transactions that were
received and sent from the asynchronous routing system
159. Finally, the resources database 670 keeps records of all
the instrument modules and PDAs that are part of the
system.

The backend control system 150 can be configured to run
on any combination of computer servers. In one embodi-
ment, the plurality of communication gateway systems
151-153 runs on independent computer systems. In another
embodiment, the communication gateways 151-153 run on
a common computer system.
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The communications gateway systems 151-153 direct
data flow from each of the PDAs 105 into the backend
control system 150. The gateway systems 151-153 also
direct commands and queries to the appropriate PDA 105.
Each gateway establishes and maintains a communication
link with a communications network 651-653. In one
embodiment, the gateway is a Universal Datagram Protocol/
Internet Protocol (UDP/IP) packet receiver and sender 151
which connects to an internet/cellular network 651. There
may be more than one UDP/IP gateway 151 transmitting and
receiving data. The UDP/IP gateway 151 allows the backend
control system 150 to communicate with PDAs 105 over
GSM/GPRS, CDMA/1xRTT and CDPD networks using
UDP packets.

In another embodiment, the gateway system is a Short
Message Peer to Peer (SMPP) gateway 152 that connects
with a Short Message Service (SMS) network 652. A plu-
rality of SMPP gateway systems 152 transmit and receive
data for PDAs that communicate over SMS networks using
an SMPP protocol. Each SMPP gateway system 152 opens
and maintains a continuous connection to the service pro-
vider’s Short Message Service Center (SMSC) for incoming
data so that reception of PDA 105 data from the SMSC can
be guaranteed.

In another embodiment, the gateway system is a satellite
gateway 153 that connects to a satellite network 653. As
illustrated in FIG. 1A, the satellite network 653 may include
one or more satellites 130 and, at least on ground station
145. The satellite gateway 153 transmits and receives data
for PDAs that communicate through satellite communica-
tion. In one embodiment, the satellite communication pro-
tocol may be that of Inmarsat satellites using eight-byte
packets of data. The satellite gateway 153 gateway opens
and maintains a continuous connection to the satellite net-
work 653.

The communication between the asynchronous routing
system and PDAs 105 are channeled through an appropriate
gateway system 151-154. An appropriate gateway system
151-154 is selected based on a unique combination of PDA
manufacturer, communications protocol and service pro-
vider. For example, a PDA 105 that uses CDPD communi-
cation would be routed through a different gateway system
151-154 than a PDA 105 that uses SMS communications
protocol. Likewise, PDAs 105 that use the same communi-
cation protocol such as CDPD, but have a different service
provider would have separate gateways.

As the gateway system 151-153 receives each inbound
packet of data, the gateway system 151-153 tags each packet
with the date and time of arrival, the PDA 105 manufacturer
information, the PDA’s 105 address information, and
repackages the packet for transmission to the codec 155. The
gateway 151-153 then writes the repackaged data into a
queue 665 that is read by a codec 155.

When the gateway system 151-153 receives an outbound
packet from an outbound queue 661-664, the gateway sys-
tem 151-153 uses the address information to send the packet
to the target PDA 105. If required, the gateway system
151-153 verifies before transmission that the gateway sys-
tem 151-153 has an open and valid connection to the
corresponding network 651-653. Each gateway system 151-
153 has at least one corresponding outbound queue 661-663.
For example, each UDP/IP gateway 151 has at least one
outbound UDP/IP queue 661. Each SMPP gateway 152 has
at least on outbound SMS queue 662. Each satellite gateway
153 has at least one outbound satellite 663. Each SMTP mail
gateway 154 has at least one outbound SMTP queue 664.
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After a packet is placed in the inbound queue 665, the data
coming from various networks is decoded into a standard
data format. Likewise, before a packet is placed in an
outbound queue 661-664, the data going to different com-
munications networks is coded from the standard data
format, into a network specific format. The coding and
decoding of data is carried out by the codec (coder-decoder)
155. The codec 155 permits the greater flexibility because
the introduction of new communication network protocols is
transparent to the asynchronous routing system 159. Thus, if
a new PDA model uses a new communication network
protocol, the backend control system does not need to be
upgraded. The system upgrades needed would be a codec
155 update and a new gateway if necessary.

When a packet comes into the asynchronous routing
system 159, each inbound packet that the codec 155 receives
is first examined to determine the PDA model. If the codec
155 supports the specified PDA model, the data is translated
from the PDA 105 proprietary format into the standard
system format. Once the codec 155 has interpreted the data,
the codec 155 then writes the data into a response queue 610.
If the codec 155 does not recognize the PDA model, the
codec 155 then logs the unsupported data and emails the data
to a designated system or network technician.

When a packet is sent from the asynchronous routing
system 159 the codec 155 determines the PDA model to
which the packet is sent. If the codec 155 supports the
specified PDA model, the data is translated from the stan-
dard system format into the PDA 105 proprietary format.
Likewise, if the packet is sent to another device that is not
a PDA 105, the codec determines if it supports that device,
and if so, translates to the appropriate format. Once the
codec 155 has interpreted and encoded the data, the codec
155 then places the packet into the queue that corresponds
to the appropriate type of network communication protocol.
An SMS packet data would be placed into the outbound
SMS queue 662. If the codec 155 does not support the PDA
105 model, the codec 155 then logs the unsupported data and
emails the data to a designated system or network techni-
cian.

Once a packet is processed by the codec 155, it then gets
processed depending if it is an outbound or inbound packet.
Outbound packets are placed in the appropriate outbound
queue 661-664. Inbound packets are received by the asyn-
chronous routing system 159 in a response queue 610. The
response queue 610 feeds the packets to the response router
620. The response router 620 determines if a client console
176 is tracking PDA 105 or the instrument module 195
associated with the incoming message. If so, the response
router 620 routes the incoming message to the appropriate
client console 176. Thus, the client console 176 receives the
message before any other process in the asynchronous
routing system 159. If no client console 176 is tracking the
PDA 105 or the instrument module 195 associated with the
incoming message, the response router 620 places the
incoming message into a new event queue 621. The new
event queue 620 feeds a new event router 622. The new
event router 622 analyzes each incoming message and
determines if the incoming message is associated to a new
priority event for the PDA 105. The new event router 622
determines if the incoming message is associated to a new
event by searching a real time database 630 for a similar
event associated to the PDA 105 or an the instrument module
195. If no event is recorded for the PDA 105, or the event
is of high priority, the new event router 622 sends a routing
request to all client consoles 176 that have permission to
view the incoming message. The request is intermittently
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sent until at least one client console 176 accepts the routing
request. Once the routing request is accepted, the client
console 176 adds the PDA 105 to an inventory in the client
console 176 so that the incoming message can be handled.

Asynchronously, a history queue 640 receives the
inbound and outbound messages for all PDAs 105 and all of
the messages from the instrument module 195. The inbound
messages are fed from the history queue 640 to the history
recorder 641. The history recorder 641 geocodes all packets
that have a valid latitude and longitude. The geocoded
information is saved in a history database 641 to be used
later for reporting and statistical analysis. Furthermore, the
history recorder 641 timestamps all the incoming messages
and tags them as being from either the PDA 105 or the
instrument module 195.

In one approach, incoming messages from PDAs 105 or
an instrument module 195 may also be forwarded to an
email address, or any other communications device. To
achieve this functionality, the history recorder 641 also
transmits the geocoded locations and event message infor-
mation to remote notify routers 681 by placing the geocoded
locations in a remote notify queue 680. The remote notify
router 681 that receives the geocoded location and event
information queries the resources database 670 to find out if
the configuration information or event information received
requires a notification to a PDA 105, the instrument module
195 or communications device 177. If a notification is
required, the remote notify router 681 retrieves the contact
information for the appropriate PDA 105, the instrument
module 195 or the communications device 177. The remote
notify router 681 then formats and encodes the message sent
to the PDA 105, the instrument module 195 or the commu-
nications device 177. The message is placed in the outbound
SMTP queue 664 to be sent through the SMTP gateway 154.
The message can be placed in the outbound SMS queue 662
to be sent through the SMPP gateway 152.

The real time database 630 is also updated with the new
event information associated with the incoming message.
Thus, the real time database 630 contains the latest infor-
mation reported on a given PDA 105. The real time database
630 is connected to a web server 158. The web server 158
is directly connected to the internet 160 and allows users of
a web tracking application 171 to make location requests,
command requests 632 and report requests 633. When a web
server 158 receives a location request 631 from the web
tracking application 171, the web server 158 queries the
history database 642. The history database 642 contains all
events in a chronological order. The web server 158 retrieves
all transactions related to the web tracking application 171
query and forwards the data to the web tracking application
171 for displaying in a web browser.

When a web server 158 receives a location request 631
from the web tracking application 171, the web server 158
queries the real time database 630 for the corresponding
PDA 105 information. The real time database 630 provides
PDA information as related to the very last incoming mes-
sage from the incumbent PDA 105. The web tracking
application 171 may also send a command request 632 such
as querying the position of the PDA 105. The command
request 632 is sent to the command receiver 690 which in
turn process the position request command by tagging the
appropriate PDA 105 information. The message is encoded
by the codec 155, placed in the appropriate outbound queue
661-663 and sent through the corresponding gateway system
151-154 to the PDA 105. The PDA 105 will then send back
a response, and the backend control system 150 then pro-
cesses it updating the real time database 630. After the real
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time database 630 has been updated, the web server 631 may
refresh the contents of the web tracking application 171
showing the new position of the PDA 105.

In another embodiment, the web tracking application 171
can monitor the location of an instrumentation module 140.
The real time database 630 may be connected to the
resources database 670 to query the position of the instru-
mentation module. In another embodiment, the position
information is the instrument module 195 is only located in
the resources database 670 because it is assumed that the
position of the instrumentation module is static. Then, the
web tracking application 171 connects directly to the
resources database 670 and queries the position of the
instrument module 195 which can be treated as a constant
attribute of each instrument module 195.

The web tracking application 171 can monitor the loca-
tion of a plurality of PDAs and can display the location of
each member PDA related to a single account. In other
words, PDAs can be associated as families or networks,
where each PDA is a member, and tracking one PDA in the
client console 176 or in the web tracking application 171,
permits the tracking of any of the associated PDA members.

The resources database 670 stores relational information
of PDAs and instrumentation modules. As stated previously,
PDA 105 may be related in a network of PDAs, to PDA 106,
and 107. Similarly, all relational information associated to
one PDA permits the database to search and find all other
related PDAs, preferences, permissions, etc.

The command receiver 690 processes all commands per-
taining to all outbound messages to be sent to PDAs and to
instrument modules. The command receiver may receive
command messages from the client consoles 176, the admin-
istrator consoles 175, or from the web server 158. When the
command receiver 690 receives a command message, the
command receiver 690 tags each outbound message with the
correct PDA 105 address. Likewise, the command receiver
690 may tag the message with the correct instrument module
195 address by searching the resources database 670 and
retrieving the address information. Each message is sent by
the command receiver 690 to the codec 155 for encoding.

In one embodiment, all of the commands that are pro-
cessed by the command receiver 690 are ultimately sent
remotely to the PDA 105 or to the instrument module 195.
An exemplary command is a Position Query. Upon receiving
this query command, the PDA 105 returns the last valid
position, speed, direction, time and input state.

In another embodiment, the command is directed to a
PDA 105 or to the instrument module 195 to request a
Measurement Query. Upon receiving this query command,
the PDA 105 or the instrument module 195 can return the
last updated measurement of a specific instrument or con-
nected device. In another embodiment, the Measurement
Query command triggers the instrument module 195 to take
another measurement and relay it back to the backend
control system 150. In one approach, for any given mea-
surement, the response can be “High,” “Low,” or the actual
magnitude.

Commands can also be from PDA to PDA and are
transmitted and received after a screening process through
the back end control system 150. Namely, the backend
control system 150 checks in the resources database 670 for
the correct permissions, preferences, settings, network
mode, of the PDA sending and receiving the command.

In another embodiment, the command is an Alarm
Acknowledgment. This command can be sent to the PDA
105 or to the instrument module 195 to indicate the PDA 105
or the instrument module 195 that an emergency signal has
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been received and acknowledged. The emergency signal can
be related any event panic, roadside assistance, or medical
assistance. When the alarm acknowledgement is received,
no further emergency messages for the current event are
transmitted from the PDA 105 or the instrument module 195.
Other exemplary commands sent to the PDA 105 or to the
instrument module 195 are setting the reporting time inter-
val, setting the IP address, and uploading new firmware.

The asynchronous routing system 159 interacts with vari-
ous control consoles. Reporting consoles 174 connect to the
resources database 670 to display instrument module infor-
mation. Administrator consoles 175 also can connect to the
resources database 670 to retrieve instrument module 195,
PDA 105, and user information. Administrator consoles 175
also connect to the command receiver 691 to send com-
mands to the PDA 105. Operations data processors 173
connect to the resources database 670 in order to retrieve
configuration information for a specific user, PDA 105, or
instrument module 195. Finally, the client console 176 can
also receive information for a PDA 105 from the response
router 620 or from a new event router 621, and then retrieves
information associated to the PDA 105 or the instrument
module 195 from the resources database 670. The client
console also transmits command to a PDA 105 by sending
the command to the command receiver 691.

Logical Hierarchy

FIG. 7 illustrates a logical component hierarchy of the
system. The logical component hierarchy illustrates the
relation among different logical components and their func-
tionality in relation to each other. For example, a logical
component block 702 represents an account related to a
member. A member is represented by logical component
block 704. The account can be established with the backend
control system 150, or with a host of a portal that allows
integration of all logical components in a single database.
The host to the portal can, in one approach, reside in a server
computer. In another embodiment, the host of the portal can
be the instrument module 195. In yet another embodiment,
the host portal can be another PDA.

The relation between logical component block 702 and
logical component block 704 is a many-to-many relation.
Thus, an account can be related to multiple members, such
that members belonging to an account can access informa-
tion and maintain configurations pertaining to that account.
In another embodiment, a member can have multiple
accounts. A member may subscribe to different accounts if
he utilizes, for example, two PDAs and has an account for
each PDA 105.

Multiple accounts created for a monitoring member
would permit that member to subscribe one PDA per
account, and distribute the PDAs to each person that he
monitoring member would like to monitor. In another
approach, multiple members can sign up to have a joint
account, and all the information for the PDAs and any
associated instrument modules 195 would be under on single
account.

Whichever scheme is chosen, the PDAs associated to
members and accounts can be networked together and the
pertaining information stored in relational databases. The
backend control system 150 can, for example, access the
resources database 670 to access the relational information
of members and accounts to determine which PDAs are
associated with which PDAs. As a result, when the backend
control system 150 processes a received message by one
PDA, the backend control system 150 can relay the data in
the message to the correct PDA.
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In another embodiment, the PDAs are networked together
under the logical hierarchy scheme, and a smaller contact
database can be stored locally in the PDA. Thus, the backend
control system 150 would not need to be involved. Rather,
each PDA would have a contacts list, and the messages can
be transmitted directly through the cellular network to other
PDAs without the need of utilizing gateways and the back-
end control system 150 for routing or processing of the
message. Therefore, a PDA 105 can be configured with a
calling number for the monitoring PDA 106, such that when
an event occurs, PDA 105 automatically dials monitoring
PDA 106. The PDA may also send a text message, or any
other messaging supported by communications network
such as a cellular network or another network.

Member access to an account is controlled by permis-
sions. Each member has assigned permissions. Logical
component block 706 shows the relation between members
and the assigned permissions. Members with administrator
privileges can grant other members privileges. The owner of
a PDA 105 can be assigned with administrator privileges.
The owner can grant permission to a doctor to interface,
utilizing the doctor’s PDA, with a health monitor that is
connected to the owner’s PDA 105. In another example, the
owner can grant permission to an insurance company, uti-
lizing a web tracking application, to view the driving habits
of the owner of the PDA 105 by monitoring the PDA 105.

Permissions permit a member to access configuration
capabilities to a device, as well as information received from
the devices within an account. For example, logical com-
ponent block 710 corresponds to remote notifications which
can be received by a member having permissions to receive
such notification. Alternatively, a member having the correct
permissions can configure the sending and receiving of
remote notifications. The notifications are received by the
PDA 105 or another PDA within the network of PDA 105.
In one approach, the notification relates to the occurrence of
an event. The notification can be an email, SMS message, an
instant message, a voice message, a network popup, and
alphanumeric page, etc.

Logical component block 712 corresponds to real time
tracking functionality. If the member has the correct per-
missions, the member can track and monitors assets, receive
process flow updates, update delivery schedules on his PDA
105. Likewise, in logical component block 714, a member
with correct permissions can monitor assets and manage
communication with other member utilizing a PDA 105.
Finally, permissions of logical component block 712 can
permit a user to access historical data as shown in logical
component block 716. Exemplary historical data is account-
ing data show in logical component block 720. Only mem-
bers with the right permissions have detailed accounting
data that corresponds to inbound and outbound traffic as well
as which devices generated the traffic. A web server with
previously granted permission, as shown in logical compo-
nent block 718, may also access the historical data.

Logical component block 720 corresponds to devices that
belong to a given member. Although those devices will most
commonly be PDA 105 devices, the portal is not limited to
the support of PDA 105 devices. The configuration of
devices is entered in the backend control system 150 or any
other portal host and then downloaded to the devices either
serially or wirelessly. Devices are configured to interface
with and collect information from an unlimited number of
internal and external data sources. These interfaces can be
wired directly to the PDA 105, or transmit data wirelessly
via Bluetooth or cellular transmissions.
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PDA 105 devices are designed to be event driven, trans-
mitting data only when exceptions are met. This approach
limits the amount of data sent over-the-air and preserves
bandwidth. This is accomplished using rules and thresholds
that can be configured for any combination of internal and
external data sources. When a rule is broken or threshold
exceeded, a customer-defined event can be generated. The
transmissions of these events are controlled by the trans-
mission rules and operating configuration of the device.

Events are configured in relation to interaction with other
devices such as peripherals corresponding to logical com-
ponent block 722, GPS devices corresponding to logical
component block 724, environments corresponding to logi-
cal component block 726, geofences corresponding to logi-
cal component block 728, and operating configurations
corresponding to logical component block 730.

Peripheral devices can include any external monitoring
device such as a measurement instrument that can pass
information to the host device, such as the instrument
module 195. Peripheral devices include health monitoring
devices, environment condition sensors, process flow sys-
tems, vehicles and devices on a vehicle, etc.

Monitored Zones

A user can monitor an individual carrying a PDA 105 in
relation to a geographical zone. Such user may use PDA 106,
a website, an application, or any other of user interface that
would permit receiving and sending communication to the
monitored PDA 105. Such information can be regarding
various aspects related to the environment in which PDA
105 is located and, in particular, as it relates to the geo-
graphical zone where PDA 105 is located. In one embodi-
ment, PDA 105 can include a zone database that permits the
PDA 105 to compute whether PDA 105 is inside or outside
of the geographical zone. The geographical zone can define
an environment such as a home environment, an office
environment, a vehicle, a restaurant, etc. Geofences can be
built and configured to delineate the perimeter of any
environment or geopolitical subdivision such as a city,
county, district, etc. Geofences can be waypoints, zones,
routes, or a collection of waypoints, a collection of zones, a
collection of routes, or any combination thereof.

FIG. 8A illustrates the high-level design of communica-
tion networks used by multiple PDAs when using the
geofencing software. A geofencing software 840 loaded on
the PDA 105, 106 and 107 can be configure to determine
whether the PDA is inside or outside a geographical zone or
a plurality of geographical zones. The geofencing software
utilizes GPS data, geographical zones loaded on the PDA,
and preconfigured event data to analyze if a entering or
leaving a zone is an event in itself.

In one embodiment, each PDA communicates indirectly
through communications networks and servers. For
example, PDA 105 may communicate PDA 106 of a mes-
sage by first sending the message to the cellular network
842, then the message is routed through the Internet 160 to
a gateway 846, which in turn permits the message to be
relayed to a control center 844. At the control center, the
message is processed and analyzed to find out the final
recipient. Then the message gets routed back through the
gateway 846, to the Internet 160, through the cellular
network 842 and to the PDA 106.

Once the message arrives to gateway 846, it is decoded
and transferred to the control center 844 where the geofenc-
ing software 840 also exists. The control center 844 can be
programmed with event software such that if the message of
the occurrence of an event arrives to the control center 844,
the control center looks up the correct PDAs to contact in the
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resources database 670 and any other parties that must be
contacted, such as the police or 911.

In another embodiment, PDA 105 is equipped with
enough intelligence and information such that PDA 105
analyzes the destination information and sends a message to
PDA 106 which does not have to be routed to the control
center 844. For example, PDA 105 may send a voice
message that is routed through the cellular network and back
to PDA 106 if both PDA 106 and 105 are within the same
cellular network 842.

FIG. 8B illustrates geographical zones in which multiple
PDAs may operate. In one embodiment, where a family of
with multiple members (e.g. father, mother, son, and daugh-
ter) each have a PDA, a parent can own a PDA 106 which
monitors all of the other PDAs. Each family member owns
and carries a PDA, each having installed the geofencing
software 840 and a scheduled mapping of the areas in which
they will spend their time during the day. The daughter
carrying PDA 108 has configured a zone 820 around her
school district. The zone 820 is the zone of permissible
travel for the weekdays. The PDA has scheduling and
calendaring logic that permits the calculation of weekend
days. Thus, on weekend days, the PDA 108 may have
another zone of permissible travel configured, such as for
example, the city limits in which parent and daughter live.
Furthermore, parent may configure regular paths of travel
from home to school and back. An event can be programmed
in PDA 108, such that if daughter’s PDA 108 deviates from
such predefined paths, PDA 108 sends a signal to PDA 106
indicating a warning of path deviation. In another embodi-
ment, the alarm can comprise of an email to both parents
indicating that the daughter may be in danger. The parents
can then immediately call her to find out about the unex-
pected event.

Depending on the level of caution that the monitoring
individual may choose to configure for the monitored PDAs,
the events can take different levels of priority. For example,
a PDA can have some events configured to be event that
must be reported (e.g. PDA traveled more than a thousand
miles). Other events are conditionally reported, and others
can be ignored and only recorded and reported when the
monitoring PDA requests such information (e.g. how many
miles traveled today).

In another embodiment, the son may own a motorcycle
and carry a PDA 107 when traveling on the motorcycle. The
PDA 107 can also be installed with the geofencing software
840. Thus, the parent can monitor multiple events that occur
in connection with PDA 107 in relation to the geographical
zones programmed in the sons PDA 107. Thus, the parents’
PDA 106 can receive data related to the detection and
reporting of position, speed, direction of travel, and accel-
eration. The parent may utilize the configuration software to
delineate specific areas where the son can travel, and areas
where the son cannot travel. For example, an area of
non-permissible travel can be outside of city limits, or a
particular area where there is known gang activity. Further-
more, the PDA 107 can be in wireless connection with
devices in the motorcycle that permits PDA 107 to monitor
functionalities and operations of the motorcycle. A report-
able event can occur when the city speed limits are
exceeded. The PDA 107 can be preprogrammed with the
current city speed limits and depending on the location, the
PDA can recognize and set the speed threshold level
dynamically. The PDA 107 can also detect if a corner is
turned at excessive speeds and trigger a text message to the
monitoring PDA 106. The schedule times, area boundaries,
speed limits, and acceleration parameters are determined by
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the parents and can be changed at any time through the
internet/cellular system. In addition, the location of each
child can be monitored on the Internet continuously, if
desired.

In yet another embodiment, the individual carrying moni-
toring PDA 106 can further monitor the health condition of
his or her elderly parent carrying PDA 105. By way of
illustration, the elderly parent lives alone and exhibits the
beginning symptoms of Alzheimer’s disease. PDA 105 can
be configured with a geographical zone 810 around the
perimeter of the house 190, effectively geofencing the
house. If PDA 105 leaves the area, an event is immediately
sent to PDA 106 reporting that presumably the elderly parent
has exited the premises of the house and is wondering in the
neighborhood. PDA 106 can immediately visualize on a map
on the PDA 106 screen the whereabouts of PDA 105 and go
pick up the lost elderly parent.

Each PDA can detect its position in relation to a geo-
graphical boundary by utilizing GPS information in combi-
nation with the pre-stored geographical zones in memory.
Therefore, the PDA does not need to signal the instrument
module 195 or any other device in each environment to
establish the PDAs presence. Rather, the PDA calculates its
position based on the GPS data and “knows” whether it is in
anew location. The data obtained from the GPS receiver 215
is utilized geocode the position of the PDA. The position of
each PDA can be geocoded periodically and then calculated
to be within the geographical zone. Each geographical zone
has associated coordinate data which is compared with the
data obtained from the GPS receiver 215 to determine
whether the PDA is in the geographical zone.

As each PDA moves from one location to another (e.g.
from a home environment to a vehicle environment), the
PDA recognizes the new location and switches to an opera-
tion mode pertinent to that location. For example, if the PDA
leaves the premises of the home environment 190, and enters
the premises of a vehicle, the PDA will cease from inter-
acting with home appliances and start interacting with
vehicle parts. In effect, the PDA would have a location-
specific behavior.

Thus, if for example, PDA 105 determines that it is either
within geographical zone 810, then the PDA 105 loads the
configuration that corresponds to the home environment
190. Namely, as soon as the determination is made that the
PDA 105 in the home environment 190, the PDA 105
assumes that communication with the instrument module
812 is possible and starts sending and receiving information
from the health monitoring and measuring devices.

Where a family of with multiple members (e.g. father,
mother, son, and daughter) each have a PDA, the configu-
ration of each PDA can be different. For example, each PDA
can be configured with multiple geographical zones corre-
sponding to user-specific locations such as home and school
for the son, and home, school and neighborhood for the
daughter. The daughter’s PDA 108 could include the geo-
graphical area for an unsafe neighborhood and event alarms
indicating that the unsafe neighborhood has been entered
along with instructions on how to leave the dangerous
neighborhood. When the PDA 108 belonging to the daughter
is in an unsafe geographical area, the portable device can
report it to one of the parent’s PDA 105.

Similarly, the peripheral devices with which the PDA 105
communicates can vary from family member to family
member.

Thus, the parent can configure his own PDA to recognize
his home environment and his work environment. The
parent can select boundaries that define the environments in
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which he or she wants to operate and have control. For
example, the parent’s PDA 106 could be configured to
interact with the alarm system, kitchen appliances and fire
detector. A child’s portable device can be configured to
interact only with the fire detector and the television. Thus,
the child’s device would not communicate with kitchen
appliances. Nevertheless, both the parent’s portable device
and the child’s portable device would receive an alarm from
the fire detector. Moreover, the instrument module 195 with
which each of the family member’s PDA communicates can
also be different.
Worksite Zones

In another embodiment, a manager can supervise a busi-
ness that requires representatives to be deployed to different
worksites (e.g. construction and home improvement/repair
businesses).

FIG. 9 illustrates a manager that utilizes the PDA to
interact with different worker PDAs at multiple worksite
environments. The manager 914 carries a monitoring PDA
106 that allows him to monitor the activities of the desig-
nated worksites for the day. Using the PDA 106, the manager
914 can remotely communicate with the several crews at
different worksites, monitor their location, the geographical
zones in which they are located, the condition of they trucks
or vehicles, the materials in the trucks, personnel, and if
desired, the condition of a particular aspect of the worksite.

The manager 914 can monitor and control the activities of
three crews, where each crew supervisor has a PDA 105,
106, and 108. As mentioned before, one possible medium of
communication can be a cellular network 910. The PDAs
can then communicate regarding events occurring at each of
their sites as well as reporting tot he manager’s PDA 106 of
important events. The PDAs of each crew can be equipped
with a real-time process flow and schedule update software
that recognizes the completion of certain tasks as events and
notify the manager’s PDA 106 of such completion. PDA 106
can also have configured critical material deliveries and
work assignment for key tradesman. As the work day
progresses, each supervisor’s task plan is updated on their
PDA. The updates can occur by input of the crew supervisor,
or by notification from an instrument module 195 tempo-
rarily installed at the worksite.

The geofencing software 840 is loaded into each of the
supervisors PDAs such that their location in relation to each
worksite is geocoded and notified to the PDA 106. For
example, if a supervisor carrying PDA 108 is on worksite
with the crew, and supervisor carrying PDA 107 is approach-
ing the worksite to deliver the materials, PDA 108 can
receive a message indicating the materials delivery. In one
embodiment, PDA 107 has an programmed event that trig-
gers the sending of an event message to PDA 108 once a
given geographical zone boundary has been crossed. Thus,
PDA 107 can use direct mobile-to-mobile communications
with PDA 108. In another embodiment, PDA 108 notifies a
backend control system 150, which in turn notifies PDA 107
of the arrival.

FIG. 10 illustrates a worksite environment in which the
PDA executes operations depending on the proximity of
other PDA’s to the worksite environment. In one embodi-
ment, the manager 1008 of a transfer center 1010 owns a
PDA 106 that communicates with an instrument module (not
shown) and devices in the transfer center 1010. The instru-
ment module can be connected to a cellular network 1012
that permits connectivity with the PDA 106. In another
embodiment, instrument module connects thought the Inter-
net to the PDA 106. In another embodiment, the PDA 106
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can communicate with PDA 105 according to a mobile-to-
mobile communication scheme.

In one example, the transfer center 1010 receives cargo
from various states and counties. The driver of an incoming
truck 1002 can also be provided with a PDA 105 that
communicates with the transfer center 1010. The PDA 105
of the driver has a daily schedule and multiple delivery
zones loaded in memory. The delivery zones can be bound-
aries corresponding to zones in which the truck approaches
and to which it is traveling.

For instance, truck 1002 is entering zone 1030. As it
enters zone 1030, the PDA 105 may be configured to send
an event message to the monitoring PDA 106 or to the
transfer center 1010 indicating that it has entered a first zone
1030. At the transfer center 1010, the instrument module or
another computing device receives the event message that
the truck 1002 has entered zone 1030. The instrument
module can be configured to trigger an operation when truck
1002 enters zone 1030. Such operation can be, for example,
to send a message to PDA 106 indicating that truck 1002 has
entered zone 1030. In another embodiment, another opera-
tion that can be configured on the instrument module can be
to start a process in preparation for the arrival of truck 1002.
Such preparation may involve preparing equipment and
personnel to receive the cargo. In another embodiment, the
operation by the instrument module may be to send a
notification to a web server to post on a web page the
estimated time of arrival of truck 1002 and its cargo.

As the truck moves closer to the transfer center 1010,
further preparation can be carried out. Multiple triggers
permit timely and sequenced preparations for the arrival of
truck 1002, with the allocation of unloading docks, special
tools and equipment, and personnel as required by truck
1002. As other trucks arrive to the transfer center 1010, other
events can be configured to occur depending on the truck’s
information.

The approaching to the transfer center 1010 can continu-
ously create events that trigger preconfigured operations to
occur. For example, once the truck enters zone 1020, the
PDA 105 sends a message with condition of the cargo, more
accurate estimated time of arrival, traffic conditions, etc. The
instrument module 195 at the transfer center 1010 receives
the information from the PDA 105 and executes a corre-
sponding operation depending on the event configured on
the instrument module. As the truck enters zone 1012, the
PDA 105 sends another event message to the instrument
module indicating that zone 1012 has been entered. The
instrument module commands the gate doors to open to
truck 1002 to enter the transfer center.

Each of the event messages sent to the instrument module
at the transfer center 1010, can be paralleled with an event
message sent to the monitoring PDA 106 providing updated
information of the activities between the PDA 105 and the
instrument module at the transfer center 1010.

Each of the zones configured in a PDA 105 can be
waypoints, irregular zones, or a combination of multiple
waypoints, irregular boundaries, etc. Therefore, in one
embodiment, the zones can be a state boundary, the county
boundary, the city boundary, and the business land boundary.
As the truck enters the state, certain events can be configured
to occur. Likewise, as the truck 1002 enters the county
boundaries other events can occur and as a result an opera-
tion is executed. For example, after entering the county
boundaries, the PDA 105 can shut off the freezer and start
defrosting the products. As the truck 1002 enters the city or
the vicinity of the destination, other events can occur.
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In yet another embodiment, the manager 1008 can com-
municate with that location over the cellular network 1012
and remotely trigger preparation equipment to receive the
arrival. The PDA 106 of the manager may communicate
with the instrument module at the transfer center 1010
location and trigger equipment to be deployed, personnel to
be notified of an arrival, etc.

While the above description contains many specifics,
these should not be construed as limitations on the scope of
the disclosure, but rather as an exemplification of one
embodiment thereof. For example, the PDA is any wireless
or handheld device that can be equipped with enough
computing power, memory and communications mecha-
nisms as to be able to perform the operations described
herein. As such, the PDA can be a cellular phone, a pager,
a Blackberry device, personal data assistant, a laptop, a
notebook, a digital music player, and any other portable
device.

The method and system described above contemplate
many applications of the present disclosure. The present
disclosure includes a system which has the capability to
monitor a plurality of PDAs or devices at a given geographi-
cal location or environment. A geographical location may be
a home environment, a business environment, a territory, a
country, a land, a region, a province, a terrain, a building,
and edifice, a house, a shop, a tent, and any other locality.
Movable environments in which the PDA can operate
include a vehicle, aircraft, airborne items, animals, persons,
cargo, specialized and/or volatile cargo such as chemicals,
weapons, or hazardous materials.

Within an environment of a monitored PDA, Objects or
devices that can be used to generate event messages include,
but are not limited to, poisoning detecting devices, health
monitoring devices, environment control and monitoring
devices, military equipment, vehicle operational devices,
home appliances, electronic devices, computer devices, etc.

Monitored parameters can be temperature, pressure,
humidity, blood pressure, EKG, air pressure, lock control,
etc. The PDA is contemplated to be of many different sizes
including nano- and/or micro scale-PDA.

Furthermore, the disclosure includes any combination or
sub-combination of the elements from the different species
and/or embodiments disclosed herein. One skilled in the art
will recognize that these features, and thus the scope of this
disclosure, should be interpreted in light of the following
claims and any equivalents thereto.

We claim:

1. A method of selectively communicating with a first
portable device within pre-defined geographical zones, com-
prising:

defining a geographical zone utilizing latitude and longi-

tude attributes;

loading data representative of the geographical zone to the

first portable device, wherein the data representative of
the geographical zone includes the latitude and longi-
tude attributes mapped to corresponding pixels in a
pixilated computer image of the geographical zone
stored in the first portable device;

providing the first portable device with a ground posi-

tioning unit receiver, the ground positioning unit
receiver permitting the first portable device to obtain
geographical coordinates of the position of the first
portable device;

configuring the first portable device to determine the

location of the first portable device in relation to the
pixilated computer image of the geographical zone by
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determining a relative position of the geographical
coordinates and the pixel data representative of the
geographical zone;

programming a microprocessor in the first portable device

to determine the occurrence of an event related to a
status of the portable device in relation to the geo-
graphical zone; and

permitting the microprocessor in the first portable device

to transmit an event message indicating the occurrence
of the event to a second portable device.

2. The method of claim 1, further comprising permitting
at least one of a plurality of devices to transmit a signal to
the first portable device indicating the occurrence of the
event; and

permitting a microprocessor in the first portable device to
execute a preconfigured operation if the microproces-
sor in the first portable device determines that the event
occurred triggers the execution of the preconfigured
operation.

3. The method of claim 1, wherein the event occurred is
surpassing a speed threshold level, entering a geographical
zone, exiting a geographical zone, malfunction of equipment
associated to an individual carrying the first portable device,
or poor health condition of the individual carrying the first
portable device as measured by an instrument associated by
the individual.

4. The method of claim 1, further comprising configuring
a microprocessor in the second portable device to execute an
operation if the microprocessor in the second portable
device determines that the event occurred triggers the execu-
tion of the preconfigured operation.

5. The method of claim 1, wherein the first portable device
is a cell phone, a smart phone, or a personal data assistant.

6. The method of claim 1, wherein the second portable
device is a cell phone, a smart phone, or a personal data
assistant.

7. The method of claim 1, wherein the geographical zone
is home environment, a work environment, a state, a city, a
commercial neighborhood, a residential neighborhood, or a
school zone.

8. The method of claim 1, wherein the data representative
of each geographical zone is a plurality of coordinates,
wherein the portable device creates a further representation
of the geographical zone using the plurality of coordinates
by performing the steps of:

mapping the coordinates on the pixilated computer image

so as to assign one pixel to each coordinate of the
plurality of coordinates, wherein the distance between
each assigned pixel is configurable;

connecting the plurality of assigned pixels with lines

forming a contiguous and connected line that encloses
an area in the pixilated image; and

activating the pixels that lie on the lines in order to form

a contiguous array of pixels that enclose a shape in the
pixilated image.

9. The method of claim 1, wherein the data representative
of each geographical zone is a plurality of waypoints, each
waypoint in the plurality of waypoints being defined by a
geographical coordinate and a radius; wherein the geo-
graphical coordinate is represented by a latitude and longi-
tude, and the radius is represented by a distance magnitude.

10. The method of claim 1, wherein the data representa-
tive of each geographical zone is a pixilated image created
performing the steps of:
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allowing a user to identify a geometrical zone in a
computer map using two coordinate attributes;
dividing the identified geometrical area into a grid,;
allowing a user to select at least one section from within
the grid in order to define a geographical area; and
associating the at least one section to a pixel in the
pixilated computer image such that the pixels selected
by the user in the identified geometrical area are
identified as being in the geographical zone.

11. The method of claim 10, wherein the grid is divided 10

into a number of sections so as to achieve a high enough
resolution to be able to correctly delineate the geographical
zone.

12. The method of claim 1, further comprising executing

a pre-programmed operation, wherein the pre-programmed 15

operation is making a telephone call, reporting to a control
center, or starting an alarm.

13. The method of claim 1, wherein the first portable
device is programmed to determine if certain conditions

5

34

have occurred in the geographical zone, and when a condi-
tion occurs the portable device reports the occurrence to a
control center.

14. The method of claim 1, further comprising providing
a module communicatively coupled to a plurality of devices
with the geographical zone, the module behaving as a hub
for communication between the plurality of devices and the
first portable device.

15. The method of claim 14, wherein the communication
signal between the first portable device and the plurality of
devices is a Bluetooth signal, an infrared signal, a short
range radio signal, wireless universal serial bus, or Wi-Fi.

16. The method of claim 14, wherein the plurality of
devices are measuring instruments that measure the levels of
carbon monoxide, chlorine, smoke, smog, oxygen in the air,
or temperature.
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