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METHOD AND SYSTEM TO MONITOR AND 
CONTROL DEVICES UTILIZING WIRELESS 

MEDIA 

RELATED APPLICATIONS 

This application is a continuation-in-part of US. patent 
application Ser. No. 11/105,931, ?led on Apr. 13, 2005 
entitled “Method and System to Con?gure and UtiliZe Geo 
graphical Zones”, Which in turn claims the bene?t of the prior 
?ling date of US. Provisional Patent Application No. 60/625, 
467, ?led Nov. 5, 2004. This application is related to US. 
Utility Patent Application entitled “Method and System to 
Monitor Persons UtiliZing Wireless Media” Ser. No. 11/158, 
667, Express Mail Label No. EV641286437US). The con 
tents of those applications are incorporated by reference 
herein. 

1. Field of the Disclosure 
This disclosure relates to systems and methods for moni 

toring and controlling devices, such as home appliances, or 
any other devices that are speci?c to a location. In particular, 
it relates to utiliZing a Wireless portable device to control and 
monitor multiple devices Within a discrete location de?ned by 
a geographical Zone. The geographical Zone data being con 
?gured in the Wireless portable device. 

2. Background of the Disclosure 
Systems and methods for monitoring and controlling per 

sonal devices are becoming Widely used. Some systems uti 
liZe Wireless devices that are generally single purpose devices 
With little to no computing poWer. Modern business and lif 
estyle scenarios require a high amount of bandWidth to carry 
heavy streaming of data to be analyzed by an ever-growing 
server based infrastructure. Current monitoring devices lack 
the computing poWer or the necessary con?guration to attend 
every environment in Which an individual operates. 

SUMMARY OF THE DISCLOSURE 

A PDA as provided herein, is a portable Wireless device 
With high computing poWer. The PDA is portable by an indi 
vidual, and communicates With other devices Wirelessly. Fur 
thermore, the PDA has the capability to store multiple con 
?gurations to control and monitor multiple environments. 
Each environment can also contain a multitude of devices that 
could be monitored and analyZed by the PDA. The PDA is an 
intelligent device that is only required to send data When an 
exception is met, threshold is exceeded or an anomaly is 
recogniZed. This system requires minimal bandWidth as Well 
as a modest infrastructure to support the business case as 
mentioned above. 

In one aspect, there is a method of selectively communi 
cating With devices Within pre-de?ned geographical Zones. A 
plurality of geographical Zones is de?ned, each Zone being 
de?ned by predetermined attributes. At least one device 
Within each geographical Zone is associated With a portable 
device With Which it can communicate. The portable device is 
provided With a ground positioning unit receiver. Data repre 
sentative of the plurality of geographical Zones is loaded to 
the portable device. Geographical coordinates of the portable 
device are obtained from the ground positioning unit receiver. 
The location of the portable device is determined in relation to 
at least one of the plurality of geographical Zones. Commu 
nication With the at least one device associated to the at least 
one geographical Zone is established When the portable 
device determines it is Within the at least one geographical 
Zone. The predetermined attributes can be latitude and longi 
tude attributes. 
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2 
The portable device can be anyone of a cell mobile phone, 

a smart phone, or a personal data assistant. The geographical 
Zone is at least one of a home environment, a Work environ 
ment, a state, a city, a commercial neighborhood, a residential 
neighborhood, or a school Zone. 

In another aspect, the method further comprises providing 
a module communicatively coupled to at least one device 
associated to the at least one geographical Zone, the module 
behaving as a hub for communication betWeen the at least one 
device and the portable device. 
The communication signal betWeen the portable device 

and the plurality of devices can be any one of a Bluetooth 
signal, an infrared signal, a short range radio signal, Wireless 
universal serial bus, or Wi-Fi. The at least one device can be 
a measuring instrument that measures the levels of at least one 
of carbon monoxide, chlorine, smoke, smog, oxygen in the 
air, or temperature. 

In another aspect, the method further comprises the steps of 
permitting the at least one device to transmit a signal to the 
portable device indicating the occurrence of the event, and 
permitting a microprocessor in the portable device to execute 
a precon?gured operation if the microprocessor in the por 
table device determines that the event occurred triggers the 
execution of the precon?gured operation. 

In another aspect, the data representative of each geo 
graphical Zone is a plurality of coordinates, Wherein the por 
table device creates a further representation of the geographi 
cal Zone using the plurality of coordinates by performing the 
steps of: mapping the coordinates on a pixilated image so as 
to assign one pixel to each coordinate of the plurality of 
coordinates, Wherein the distance betWeen each assigned 
pixel is con?gurable, connecting the plurality of assigned 
pixels With lines forming a contiguous and connected line that 
encloses an area in the pixilated image, and activating the 
pixels that lie on the lines in order to form a contiguous array 
of pixels that enclose a shape in the pixilated image. 

In yet another aspect, the data representative of each geo 
graphical Zone is a plurality of Waypoints, each Waypoint in 
the plurality of Waypoints being de?ned by a geographical 
coordinate and a radius; Wherein the geographical coordinate 
is represented by a latitude and longitude, and the radius is 
represented by a distance magnitude. 

In another aspect, data representative of each geographical 
Zone is a pixilated image created performing the steps of 
alloWing a user to identify a geometrical Zone in a computer 
map using tWo coordinate attributes, dividing the identi?ed 
geometrical area into a grid, alloWing a user to select at least 
one section from Within the grid in order to de?ne a geo 
graphical area, and associating the at least one section to a 
pixel in a pixilated computer image such that the pixels 
selected by the user in the identi?ed geometrical area are 
identi?ed as being in the geographical Zone. When the grid is 
built or constructed by dividing the geometrical area, multiple 
sections are derived such that a high enough resolution to be 
able to correctly delineate the geographical Zone is achieved. 

In another aspect, the portable device is programmed to 
determine if certain conditions have occurred in the geo 
graphical Zone, and When a condition occurs the portable 
device reports the occurrence to a control center or to a second 

portable device. A pre-programmed operation can be 
executed such as making a telephone call, reporting to a 
control center, starting an alarm. 

In one aspect, there is a method of selectively communi 
cating With devices in a remote environment. The method 
comprises providing an instrument module associated With a 
geographical location, enabling communication betWeen the 
instrument module and a plurality of instruments located at 
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the geographical location, enabling Wireless communication 
betWeen the instrument module and the portable device 
through a communications network, loading to the portable 
device data identifying the plurality of instruments associated 
With each geographical location and data identifying the cor 
responding instrument module, programming a microproces 
sor in the instrument module to determine the occurrence of 
an event related to data obtained from one of the plurality of 
instruments, and permitting the microprocessor in the instru 
ment module to transmit an event mes sage indicating the 
occurrence of the event to the portable device. The micropro 
cessor in the portable device can execute a precon?gured 
operation if the microprocessor in the portable device deter 
mines that the event occurred triggers the execution of the 
precon?gured operation. 

In one aspect, there is a system of selectively communicat 
ing With devices in a remote environment. The system com 
prises an instrument module associated With a geographical 
location, at least one instrument communicatively connected 
to the instrument module, the at least one instrument located 
at the geographical location, and a portable device Wirelessly 
connected to the instrument module through a communica 
tions netWork, Wherein the portable device is loaded With data 
identifying the at least one instrument and the corresponding 
instrument module. The instrument module includes a micro 
processor that determines the occurrence of an event related 
to data obtained from the at least one instrument and transmits 
an event message indicating the occurrence of the event to the 
portable device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

By Way of example, reference Will noW be made to the 
accompanying draWings. 

FIG. 1 illustrates the high-level architecture of a computer 
system and a PDA for controlling and monitoring devices. 

FIG. 2 illustrates an exemplary environment in Which a 
PDA can monitor and control devices. 

FIG. 3 illustrates a component layout of the PDA used in a 
system for controlling and monitoring devices. 

FIG. 4 illustrates a WindoW of the PDA con?guration appli 
cation Where the user may select parameters to con?gure 
multiple events. 

FIG. 5A illustrates a map of a geographical Zone divided 
into a grid. 

FIG. 5B illustrates a pixilated image representing a geo 
graphical Zone. 

FIG. 6 illustrates a component diagram of a backend con 
trol system. 

FIG. 7 illustrates a logical component hierarchy of the 
system. 

FIG. 8 illustrates multiple environments in Which the PDA 
may operate. 

FIG. 9 illustrates a manager that utiliZes the PDA to interact 
With different processes at a remote location con?gured 
Within the PDA. 

FIG. 10 illustrates a Worksite environment in Which the 
PDA operates depending on the proximity of other PDA’s to 
the Worksite environment. 

DETAILED DESCRIPTION 

The method and system described beloW utiliZes a personal 
data acquisition and reporting system capable of measuring, 
time-tagging, logging, analyZing and controlling parameters 
and events associated With the multiple electronic devices. 
The system can comprise a PDA that communicates over 
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4 
cellular and satellite communication netWorks in combina 
tion With GPS positioning satellites capable of providing 
position and status information on a global scale. The PDA 
alloWs interaction With and control of a Wide range of periph 
eral devices, including operating according to precon?gured 
geographical Zones and events. The PDA may monitor and 
analyZe health parameters heart rate, temperature, blood pres 
sure, blood-sugar content, body implant transducers and 
medication devices, and can monitor emergency noti?ca 
tions. Furthermore, the PDA may detect geographical bound 
aries crossings, route and schedule adherence of a individual 
or host vehicle, reporting of position, speed, mileage, direc 
tion of travel, acceleration and altitude of the PDA, an indi 
vidual or a host vehicle. The PDA can also monitor and 
analyZe haZardous environmental conditions, including the 
detection of Oxygen, Carbon Monoxide, Chlorine, Natural 
Gas, smog and smoke concentrations. Furthermore, the PDA 
may monitor and remotely control home appliances. 
The PDA may operate in multiple environments and inter 

act With devices of each environment. The PDA uses GPS 
information combined With the information on the pre- stored 
geographical Zones for changing the con?gurations relative to 
the changing environments. These pre-stored Zones can be 
con?gured to form geographical boundaries into many 
shapes as the user desires. The PDA adapts and interacts 
differently With the devices of each environment. 

Therefore, if the PDA Were located in a vehicle, the PDA 
Would communicate With the vehicle devices such a fuel 
valve through a local communications link (implemented by 
Bluetooth, short range radio, etc). 
The portable device has substantial computing poWer so as 

to execute pre-programmed operations based on data 
obtained from devices associated With the each environment. 
Thus, the PDA has the features, ?exibility, and capability of 
an intelligent device. The PDA contains an at least 32-bit 
processor Which can interface With at least one modem (cel 
lular, satellite, and others), at least one Global Positioning 
System (GPS) receiver, at least one memory module, and 
other peripheral devices. The processor permits the PDA the 
placement of logical analysis and decision-making capability 
in the PDA rather than a remote, server-based control center. 
Other components of the PDA may include, but are not lim 
ited is at least one GPS antenna, at least one modem antenna, 
at least one serial port for communication and con?guration. 
Among its many capabilities, the central processing unit of 

the PDA can be con?gured to manage con?gurable opera 
tions including operations to report, observe, recogniZe, pro 
cess, and analyZe numerous con?gurable events or con?g 
urable operations, give and respond to various commands, 
effectuate numerous events in its local installation, and con 
tain a history recording component. 
The PDA is con?gurable to include as feW or as many 

con?gurable logical events as the user desires. Events may be 
based on rules using a combination of the GPS position and 
one other factor such as time or speed. 

Con?gurable operations refer to those actions that the CPU 
in the PDA Will execute. For example, a PDA that receives a 
home appliance event signal of malfunction could be con?g 
ured to immediately dial the service company. Other con?g 
urable events or con?gurable operations include, but are not 
limited to, the turning on or off of an ignition to a vehicle; the 
temperature level or change thereof; the fuel tank level or 
change thereof; etc. The con?gurable operations or combina 
tions thereof can be processed in order to transmit a speci?c 
message, respond to a speci?c query or command, enable or 
disable a speci?c mechanism, or recogniZe a speci?c event. 
The con?gurable events or con?gurable operations occur in 
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many situations. These situations include, but are not limited 
to Where con?gurable events or con?gurable operations occur 
in response to a command; Where con?gurable events or 
con?gurable operations occur in response to a query, or Where 
con?gurable or con?gurable operations events occur upon 
recognition of pre-selected conditions. 

Con?gurable boundaries or geographical Zones can also be 
used and are con?gurable to any shape the user desires. For 
example, the boundary or Zone can trace the border of a state 
line or trace the route of a selected highWay or path. The 
boundary or Zone can trace the border of the premises of a 
school Zone, a no-?y Zone, a city, etc. The boundary or Zone 
can also be a geometric shape or non-geometric shape. A 
further bene?t of the present disclosure is that the PDA can be 
updated and con?gured locally or over-the-air. 

The PDA is designed to be event driven, transmitting data 
only When exceptions are met. Exceptions are con?gured in 
the PDA as events. The event-driven approach limits the 
amount of data sent over-the-air and preserves bandWidth. 
This is accomplished using rules and thresholds that can be 
con?gured for any combination of internal and external data 
sources. When a rule is broken or threshold exceeded, a 
customer-de?ned event can be generated. The transmissions 
of these events are controlled by the transmission rules and 
operating con?guration of the device. 
An instrument module can be mounted, attached, manu 

factured, or otherWise included upon/in various articles or 
electrical devices. Such articles or electrical devices may 
include entertainment equipment, computer systems, envi 
ronment condition sensors, health monitors any other item 
Where monitoring or controlling its operation is bene?cial. 
Within the context of the monitoring system, the instrument 
module Works to collect, process, and communicate informa 
tion about the article or electrical devices to Which the instru 
ment module is connected. 

FIG. 1 illustrates the high-level architecture of the commu 
nications links of a PDA for controlling and monitoring 
devices. A PDA 105 receives radio signals from a GPS con 
stellation 131 alloWing the PDA 105 to identify its geographi 
cal position and geocode if necessary. The PDA 105 can 
communicate Wirelessly to various netWorks through mul 
tiple Wireless devices integrated in the PDA’s 105 hardWare. 
In one embodiment, such communications netWork is a cel 
lular netWork including multiple cellular base stations 120 
and service providers 135. In another embodiment, such com 
munications netWork is a cellular netWork including multiple 
cellular base stations With SMS receivers 125 and service 
providers 140. In another embodiment, such communications 
netWork is a satellite netWork including multiple satellite 
receivers and transmitters 130 and satellite ground stations 
145. In yet another embodiment, such communications net 
Work is a short range radio communications netWork. 

The communications netWork permits the PDA 105 to 
communicate With a backend control system 150. The PDA 
105 sends event information to backend control system 150 
and responds to commands sent to the PDA 105 by the back 
end control system 150 through the communications net 
Work. The backend control system 150 includes a plurality of 
gateWays 151, 152, 153 and 154 Which interact With a codec 
155. The codec 155 is the central codi?er and decodi?er of the 
backend control system 150 and alloWs the backend control 
system to adapt and communicate With any communications 
netWork. The modular design enables the introduction of neW 
hardWare and netWork protocols Without having to change 
monitoring and reporting softWare. The backend control sys 
tem 150 also includes an asynchronous routing system 159 
that alloWs incoming and outgoing communications to be 
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6 
handled asynchronously and e?iciently. In one embodiment, 
the asynchronous routing system 159 includes a plurality of 
routing services 156, at least one database 157 and a Web 
server 158. The messages routed by the routing services 156 
are directly communicated to a client console 176. The client 
console 176 presents instrument and PDA 105 information to 
the operator. The client console 176 sends to commands to the 
PDA 105 through the backend control system 150 and a 
communication netWork. 

Multiple applications may connect to the central database 
157 to provide further system functionality. An administrator 
console 175 permits operators to add, edit or delete PDA 105 
information, instrument information, user information, etc. A 
history processor console 174 alloWs an operator to vieW 
reports and replay event data. An operations data processor 
173 permits an operator to de?ne geographical Zones and 
Waypoints for operation of the PDA 105. A con?guration 
utility 172 permits operators to easily con?gure PDA 105 
features and functionality. 

Instrument information can be presented to the operator 
through alternative mediums besides a PDA 105. In one 
embodiment, instrument information can be presented to an 
operator through a Website or an email by transmitting such 
information from a Web server 158 to a Web client 171. In 

another embodiment, instrument information can be pre 
sented to the operator by sending a text or voice messages to 
another predetermined Wireless device 177. 
The PDA 105 can communicate With multiple instruments 

or devices thorough an instrument module 195. In one 
embodiment, instrument module 195 is connected to a plu 
rality of instruments or devices that the user Would like to 
monitor or interact With. For example, the instrument module 
195 can be connected to a television unit 192, a garage door 
opener 194, and to a fax machine 196. Depending upon con 
?guration of the PDA 105, the PDA 105 can execute opera 
tions to turn on/ off an instrument, query a measurement from 
the instrument, etc. The instrument module 195 can also be 
connected to the internet 160 in order to have connectivity 
With the Web server 158 and the backend control system 150. 
The instrument module 195 can be con?gured to report a 
speci?c event or occurrence related to any of the instruments 
associated With the instrument module 195. The instrument 
module 195 reports such information through the internet 160 
to the backend control system 150 and to the PDA 105. If the 
PDA 105 is Within the vicinity, the instrument module 195 
can transmit directly to the PDA 105. 

FIG. 2 illustrates an exemplary environment in Which a 
PDA 105 can monitor and control devices. In one embodi 
ment, the environment can be a home environment 190. The 
instrument module 195 can be installed in the home environ 
ment 190 in order to provide control and monitoring capa 
bilities to the PDA 105. The PDA 105 interacts With the 
instrument module 195 through a Wireless link of a knoWn 
protocol such as Bluetooth, short-range radio, etc. 
The instrument module 195, in turn, is connected to various 

instruments in the home environment. In one embodiment, 
these various instruments can be a television unit 192, a 
garage door opener 194, and a fax machine 196. The instru 
ment module 195 is connected through a local area netWork or 
any other means of netWorking Within a speci?c environment. 

In one embodiment, if the instrument module 195 receives 
a signal from any of the connected instruments, the instru 
ment module 195 Would determine if there a precon?gured 
event has occurred at the instrument. For example, if a fax has 
arrived at the connected fax machine 196, the instrument 
module 195 may be con?gured to execute an operation upon 
the receipt of a fax. For example, the instrument module 195 
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may, through the intemet connection 160 notify the PDA 105 
that a fax has been received. If the PDA 105 is Within the 
vicinity of the instrument module 195, the noti?cation can be 
made through a direct Wireless link to the PDA 105. 

In another embodiment, the instrument module 195 can be 
con?gured With an event, such as detecting the presence of the 
PDA 105, receiving a message by the PDA 105, or calculating 
a time to take a measurement. Once the event occurs, the PDA 
105 may execute a preprogrammed operation. For example, 
in receiving a message from the PDA indicating that the PDA 
105 is present Within the vicinity of the instrument module 
195, the instrument module 195 then emits a signal to the 
garage door opener 194 to open the garage door. The garage 
door opener 194 receives the appropriate electrical signal 
from the instrument module 195 in order to operate such that 
the garage door is opened. 
As such, the instrument module 195 may be con?gured to 

interact With any con?gured instrument and to execute an 
operation. Other examples of instruments Within a home envi 
ronment 190 With Which the instrument module 195 can 
interact are an alarm system, a heating unit, an air condition 
ing unit, a dishWasher, a clothes dryer, a vault, etc. 

In one embodiment, the PDA 105 can be programmed to 
emit a signal to the instrument module indicating When the 
PDA is Within the range of the instrument module 195. The 
PDA 105 can recogniZe that it is Within the home environment 
190 by obtaining GPS position data and determining if it is 
Within a precon?gured boundary. Using precon?gured 
irregular boundaries can be used, such as a neighborhood, or 
school Zone, a Worksite, etc. In another embodiment, the 
instrument module 195 simply assumes that the PDA 105 is 
alWays present. 

The PDA 105 can also be con?gured With an operation to 
be executed When a con?gured event occurs. Such operation 
can be requesting information from the instrument module 
195, commanding an operation at the instrument module 195, 
etc. 

HardWare Con?guration 
FIG. 3 illustrates a component layout of a PDA used in a 

system for controlling and monitoring devices. In one 
embodiment, the PDA 105 has a cell phone module 240 and 
a data acquisition module 242. The cell phone module 240 
contains at least one cellular modem 220, at least one CPU 
210, and at least on audio processing unit 214. In another 
embodiment, a satellite communications modem can be 
included in the cell phone module 240 to provide the most 
affordable and complete global coverage. 

The CPU 210 is a high performance processor With enough 
computing poWer to quickly perform complex calculations. 
In one embodiment, the processor 210 is at least a 32-bit 
processor. The processor 210 includes at least 32 Kilo-bytes 
of RAM. For example, a Motorola MMC2114 32-Bit RISC 
processor With tWo built-in UART’s is contemplated. HoW 
ever, a similar or more advanced processor is also contem 
plated. 

The data acquisition module 242 may include a global 
positioning system (GPS) receiver 215, a data system micro 
processor 212, a memory module 280, and a communications 
link 244. The GPS receiver 215 is capable of positioning 
accuracy to Within a feW feet or less. For example, a 12-Chan 
nel Trimble SQ, Lapaic UV40, or small-range accurate 
receivers are contemplated. The memory module 280 
includes at least tWo additional memory chips, Wherein each 
additional memory chip is at least 128 Kb. 

In one embodiment, the cellular modem 220 is the primary 
means for communication With the backend control system 
150. The cellular modem 220 may be a GSM, CDMA or 
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similar modem. The satellite modem or transceiver 230 can 
be external to the PDA 105 and connected to the PDA 105 by 
a serial port 340. Alternatively, the satellite modem 23 0 can be 
internal to the PDA 105. 

The satellite modem 230 is primarily used only When there 
is little or no cellular coverage or When the user speci?es use 

of the satellite modem 230. The ef?cient use of the satellite 
modem 230 functions to loWer the cost of the tracking system 
to the user. One embodiment contemplates a satellite modem 
230 such as a Sky Wave DMR-200 satellite modem. Similar 
contemplated satellite modems include features such as a 
built-in omni-directional antenna, provide WorldWide cover 
age, and ef?ciently interfaces With the PDA’s processor 210. 

In one embodiment the communications link 244 is a Blue 
tooth transceiver 215 has a range of at least tWenty meters. For 
example, in one embodiment, a National Semiconductor 
Simply Blue LMX9820 Class 2 Bluetooth module is contem 
plated. HoWever, similar or more advanced Bluetooth receiv 
ers are contemplated any other radio connectivity Which does 
not require a line of sight. The Bluetooth transceiver can be 
installed to utiliZe different capabilities such as integrating 
and supporting multiple Wireless peripherals, acting as a 
short-range radio to doWnload data, or to serve as a local, 
traveling Wireless “hotspot.” 
The poWer source 235 can be a fused main poWer-in source 

With an operating voltage range betWeen 12 and 24 volts. One 
embodiment contemplates loW poWer consumption (65 mA 
or less) during normal operation. Furthermore, the PDA 105 
includes a circuitry for charging an optional backup battery. If 
the primary poWer source 235 supply reaches a minimum 
acceptable voltage, the PDA 105 Will automatically sWitch to 
backup poWer as Well transmit a message identifying that the 
poWer source 235 is a critical level. 

An instrument module 195 can be packaged separately 
from the PDA 105, or alternatively, an instrument module 195 
can be in the same housing. The instrument module and the 
PDA 105 communicate through the PDA’s communications 
link 244 and the instrument module’s communications link 
260. Communications links 244 and 260 are coupled through 
a Wireless communications protocol such as Wireless USB, 
WiFi, Bluetooth, etc., Which permit the PDA 105 and the 
instrument module 195 to communicate in distances of over 
300 ft. The instrument module 195 can further have commu 
nications links 272, 274 and 276. These links 272, 274 and 
276 permit the instrument module to connect to various 
devices that, for example, measure environment conditions, 
regulates appliances on/off state, and monitors automobile 
functions. 

The instrument module 195 can be further equipped With a 
microprocessor and a memory module. The microprocessor 
can be con?gured to analyZe and compute the occurrence of 
events, execution of operations and computer programs. 
The PDA 105 can communicate With the instrument mod 

ule 195 over a cellular communications netWork. The instru 
ment module 195 can be installed on a cellular netWork and be 
further equipped With cellular modem that Would permit the 
instrument module to interface With the cellular netWork. 

Event Con?guration 
The PDA 105 has numerous features, functions, and capa 

bilities described beloW. The PDA 105 is an intelligent device 
that can be con?gured to report, observe, and analyZe numer 
ous logical events. The PDA 105 is also con?gurable to give 
and respond to various commands, and contains a con?g 
urable history-recording component. In order to perform the 
desired functions, a PDA 105 is con?gured by loading soft 
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Ware that executes desired operations based on the occurrence 
of an event. Therefore, the execution of operations is excep 
tion-based. 

All con?gurations to the PDA 105 can be done locally or 
over-the-air. Thus, the user is able to con?gure any features 
including the entire operating system of the PDA over the air. 
This over-the-air con?guration can be accomplished through 
use of the cellular modem 220, or any other Wireless means. 
In one embodiment, during over-the-air or local con?gura 
tion, the PDA 105 continues to operate normally. This means 
the PDA 105 can be con?gured With losing little to no oper 
ability. Over-the-air con?guration commands change the 
parameters used for processing physical and logical events on 
the ?y. In one approach, over-the-air operating system 
updates are achieved using tWo executable code spaces, and a 
temporary code space for loading neW code. Once the upload 
ing of neW code into the temporary code space is completed, 
the PDA reboots, copies the neW code into the secondary 
executable code space and resumes execution With the most 
recent update. 

FIG. 4 illustrates a WindoW of the PDA con?guration appli 
cation Where the user may select parameters to con?gure 
multiple events. In particular, an exemplary screen shot of the 
user interface for con?guring the con?gured events on the 
PDA 105 is shoWn. The screen shot serves only as an example 
of a general interface Which the user can interact With to 
con?gure the PDA 105. The user interface permits con?gur 
ing the PDA and does not require the user to knoW scripts or 
hard-coded parameters. Instead, a softWare application that 
the user can easily interface With logical WindoWs, tabs, 
?elds, checkboxes and radio buttons to con?gure the PDA is 
disclosed. 

The WindoW 400 shoWs an exemplary list of events that can 
be con?gured on the PDA 105. The present system and 
method contemplate a variety of con?gurable logical events 
not depicted in the screen shot. Each event has a correspond 
ing ?eld box in Which the user can ?ll in the appropriate value. 

The user has the ability to con?gure each event 436-445 by 
indicating the preferences in each of the checkboxes pro 
vided. For example, the con?guration of the events in the 
PDA 105 may entail enabling the input or feature in check 
boxes 424, assigning the events as a priority event in check 
boxes 425, assigning one or more outputs to the events in 
checkboxes 426, or linking the occurrence of the events to a 
messaging sent via the cellular netWork by checking the 
appropriate box from a plurality of checkboxes 427. The user 
interface may be part of an application that resides in the 
con?guration utility 172 (FIG. 1). Exemplary events can be 
con?gured such as Zone Boundary Enter 435, Zone Bound 
ary Exit 436, and Smart Time reporting 437 or Scheduled 
Time reporting 438. 

In one embodiment, events are based on rules using a 
combination of the GPS position of the PDA 105 and one 
other factor such as time or speed. In another embodiment, 
events are based on reaching a certain point in time that Was 
preprogrammed in the PDA 105, or any other exception that 
is programmed to trigger an operation by the PDA 105. Trans 
mitting an event message is an example of an operation trig 
gered by the occurrence of an event and may include the 
transmission of a message that the event itself has occurred in 
combination With information such as includes latitude, lon 
gitude, speed, direction, time, health condition, home appli 
ance measurements, environment conditions, or any other 
measurements that can be received from the instrument mod 
ule 195. 

The PDA 105 is con?gurable to include as feW or as many 
logical events as the user desires. In one embodiment, an 
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10 
event can be to report the last knoWn location of the PDA for 
a speci?ed interval of time to the backend control system 150. 

In another embodiment, the con?gured event is the reach 
ing of a measurement level threshold. For example, the mea 
surement can be of carbon monoxide, insulin any other blood 
content levels, heart rate, respiratory rate, room temperature, 
number of packages produced at an assembly line per day, etc. 
The measurements can be taken periodically, by the instru 

ment module 195, and then reported to the PDA 105. In one 
embodiment, the instrument module 195 transmits every 
measurement received from the instrument. In another 
embodiment, the instrument module 195 is equipped With 
logic that determines if the measurement taken has surpassed 
a predetermined threshold, and if so, the instrument module 
195 transmits an event message to the PDA 105. 
The instrument module 195 can also be con?gured to take 

measurements from connected instruments or devices at pre 
determined times. For instance, an instrument module 195 
can be programmed to measure the air quality of a room every 
morning at 6 A.M. Then, the instrument module reports the 
measurement to the PDA 105, and the PDA 105 determines if 
an event has occurred. A con?gured event can be, for 
example, that the air quality is poor. An operation pre-pro 
grammed on the PDA 105 can include displaying a message 
on a display of the PDA 105 indicating that the air ?lters in the 
room must be changed. 

In another example, the instrument module 195 may be 
con?gured to measure the glucose level at 9 RM. every other 
night from an instrument connected to an elder person. The 
instrument module 195 can determine if the glucose level 
surpasses a threshold level of being too high or too loW, and 
then the instrument module 195 transmits an alarm message 
to the PDA 105. Alternatively, every measurement is sent to 
the PDA 105, Which only reports an alarm to the user that the 
preprogrammed threshold levels have been surpassed. 

Yet another measurement can be the speed of a vehicle 
measured by a speedometer that is connected to an instrument 
module 195 placed in the vehicle. The PDA 105 can be 
con?gured to send reports dependent on the measured speed 
of the vehicle. Thus, each time the speed threshold is 
exceeded, the instrument module 195 detects the change 
immediately transmits the speed level to the PDA 105. 
Another measurement can be idling of an instrument such as 
a car engine, a computer monitor, etc. The instrument module 
195 can be con?gured to send reports dependent on the 
amount of time the instrument has been idled. In addition, the 
PDA 105 can also be con?gured to send a message to the 
backend control system 150 With an event message of exces 
sive idle, such that the backend control system 150 may then 
transmit to preloaded and con?gured receivers such as 
another PDA or a cell phone. The information relayed from 
the instrument module 195 to the PDA 105 can include the 
length time of idle. 

In another embodiment, an event is reaching a time When a 
scheduled reporting must be performed. This feature sets the 
PDA 105 With a reporting feature on an interval based upon a 
date and time reference. Thus, the user can con?gure the PDA 
105 to report any parameters or data on pre-selected days and 
hours of the Week. For example, a user could use the sched 
uled reporting feature to con?gure the PDA 105 to only report 
at 8 AM, 12 PM and 4 PM on Weekdays and only once per 
Weekend day. Thus, even When the PDA 105 has received 
multiple messages from the instrument module 195, the PDA 
105 Will only report the events during the times speci?ed by 
the user. 

In another embodiment, the con?gured event is the turning 
on, or turning off of an instrument. For example, as the air 
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conditioning unit turns on automatically, the instrument mod 
ule 195 may be con?gured to detect that the air conditioning 
unit has turned on. The instrument module 195 then sends a 
message to the PDA 105 indicating that the AC has turned on. 
The PDA 105 may be further con?gured to immediately 
query the room temperature from the instrument module 195 
Which in turn measures the temperature utiliZing a thermom 
eter connected to the instrument module 195. The instrument 
module 195 transmits a signal to the PDA 140 With the current 
room temperature, and then the PDA 140 calculates Whether 
an alarm should be generated. If the air conditioning unit 
turned on and the temperature does not Warrant the turning on 
of the air conditioning unit, then the PDA may display an alert 
message on its display and send an event message to the 
backend control system 150. The instrument module 195 may 
receive turn on and turn off signals from various instruments 
and peripheral devices such as kitchen and home appliances, 
lights in a room, pool systems, heating units, to name a feW. 

In yet another embodiment, the con?gured event can be the 
receipt or sending of a message at a communications device. 
Communication devices include a facsimile machine, a com 
puter system connected to the Internet, telephone, etc. 

While the event con?guration discussed above is applied 
primarily to the PDA 105, the logic to detect the occurrence of 
an event, and the logic to execute a speci?c operation because 
of the occurrence of the event can be implemented at the 
instrument module 195. Therefore, the event con?guration 
may be solely implemented on the PDA 105, solely imple 
mented on the instrument module 195, or implemented as a 
combination in both the instrument module 195 and the PDA 
105. 

Geofencing 
Various events can be con?gured based on “geofencing” 

events. Geofencing entails creating con?gurable boundaries 
or geographical Zones in Which a PDA 105 operates and 
relates to the instrument module 195. Furthermore, the enter 
ing or leaving a geographical area that has been geofenced 
can be an event itself, and can be programmed in the PDA 
105. In another embodiment, once a Zone is entered by the 
PDA 105, the PDA 105 can sWitch communication modes 
and adapt to the neW Zone such that the PDA 105 interacts 
only With the peripheral devices Within the entered Zone. 
Furthermore, the PDA 105 can adapt to the neW Zone by 
loading a speci?c con?guration for that Zone such that it 
interacts With Zone-speci?c instruments through the instru 
ment module 195 that operates in that Zone. 

A con?gurable boundary or geographical Zone may be 
constructed through a combination of Waypoints and/or 
Zones. Because of this combination, the con?gurable bound 
ary or geographical Zone can be constructed in a very speci?c 
shape and outline speci?c borders or routes. A Waypoint is a 
circular area de?ned by a geographical center point and 
radius. The area de?ned by the Waypoint is con?gurable by 
changing the radius and the position of the geographical 
center point. Thus, the boundary created by the Waypoints and 
Zones is con?gurable. 

In one embodiment, the PDA 105 is loaded With a plurality 
of Waypoints, each Waypoint de?ned by a coordinate and a 
radius. A Zone can be de?ned by a plurality of Waypoints. 
Thus, for example, a city can be de?ned by tWo Waypoints. 
Using GPS data, the PDA 105 Will calculate Whether it is in 
any of the tWo Waypoints de?ning the city. If the PDA 105 
determines that it is inside one of the tWo Waypoints, then the 
PDA 105 assumes that it is Within the limits of the city. A 
greater number of Waypoints Will increase the resolution of 
hoW the Zone is de?ned. Thus if tWo Waypoints are used, the 
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resolution can be increased by adding ten extra Waypoints that 
further de?ne the delineation of the city boundary. 
A Zone can be an irregular region de?ned by a series of line 

segments enclosing an area. In one embodiment, each Zone 
contains 3 to 256 or more de?ection points for creating the 
line segments de?ning this irregular area. In one embodiment, 
this irregular area can create a con?gurable boundary or a 
geographical Zone. The properties of a Zone include a name, 
description and a ?ag determining if the Zone is an off-limits 
Zone or an enclosed Zone. 

In one embodiment, a geographical Zone can be created 
selecting a plurality of coordinates and doWnloading the coor 
dinates to the PDA 105. The plurality of coordinates may be 
in the Mercator system. Next, the PDA 105 assigns each 
coordinate to a pixel in a pixilated image that is loaded in the 
PDA 105. In order to perform the assignment, the PDA 105 
utiliZes logic to de?ne a “bounding” square or box around the 
plurality of coordinates. Then the bounding box is pixilated 
and the pixels Where the coordinates fall are marked as acti 
vated. Once the pixels for each coordinate are assigned, lines 
are extended from one pixel to the next so as to form an 

enclosed area in the pixilated image. The pixels the lie in the 
path of the lines betWeen the activated pixels are also acti 
vated. Thus an enclosed and contiguous line of pixels is 
formed. Greater 

Waypoints and Zones are built by the operations data pro 
cessor 173. Once a Waypoint has been built, it can be used in 
PDA loads. In one embodiment, a PDA load is a collection of 
Zones and Waypoints slated to be loaded on a PDA 105. These 
loads are loaded on to the PDAs With the con?guration utility 
172. 

FIG. 5A illustrates a map of a geographical Zone divided 
into a grid. A pixel map 502 is ?rst presented to the user as a 
geographical map on a screen connected to a computing 
device. In one embodiment, the computing device is the 
operation data processor 173 (FIG. 1), and the user is a sys 
tems operator that inputs general geographical Zones (e.g. 
city limits) that can be selectable by any user having a PDA 
105. In another embodiment, the computing device is a home 
computer and the user is the PDA 105 user Who con?gures the 
different geographical Zones on his computer. The home 
computer connects to the con?guration utility through a 
direct secure connection via an application installed on the 
home computer. Alternatively, the home computer can be 
connected through the Internet using a Web broWser. 
The computer application or interface alloWs the user to 

customiZe the boundaries by interacting With a map and visu 
aliZe the created Zones or boundaries. The con?guration 
application displays a map on Which the user selects a rect 
angular shape 503 around the geographical area 504 that the 
user desires to de?ne. In another embodiment, the user may 
de?ne a customiZed shape. The rectangular shape is then 
divided into smaller rectangles such that the area of the rect 
angle is divided into a grid. Each pixel in the grid can be 
activated to be part of the geographical Zone. 

In one embodiment, the user may activate each pixel by 
double-clicking on each pixel. In another embodiment, the 
user may select a smaller rectangular region and mark the 
smaller rectangular region as being part of the geographical 
Zone 504 so that the pixels contained in the smaller geo 
graphical Zone are activated. In yet another embodiment, the 
user may select a circular area as being part of the geographi 
cal Zone 504, and all pixels in such circular area Would be 
activated. In another embodiment, the user may de?ne any 
customiZed geometrical or non-geometrical shape. 
The user can also select the resolution of the area de?ni 

tion. In other Words, When the selected area is subdivided into 
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a grid of rectangles, the grid includes a much higher number 
of vertical and horizontal lines, thus increasing the number of 
gridrectangles obtained from the subdivision. The increase in 
number or rectangles increases the resolution because each 
rectangle covers less geographical area. A user Who desires to 
have great detail in de?ning the area may reduce the siZe of 
the grid rectangles and thus increase resolution of the area. 
An increased resolution of the area can alloW a user, for 

example, to de?ne a the geographical area of a house, Where 
the geographical area covered is much smaller than that for a 
state. The perimeter around the geographical area of the 
house can have details that can only be identi?ed by very high 
resolution. On the other hand, a user Who is concerned With 
roughly knoWing that a state has been entered does not need 
great resolution of the state area. Therefore, the resolution 
necessitated to de?ne the area of a state can be con?gured to 
be loW. 

Each selected rectangles is then mapped to a pixel. Thus, 
once all the desired pixels are selected by the user as being 
part of the geographical Zone 504, the rectangular shape 503 
is mapped into a pixilated computer image. In one embodi 
ment, the pixilated computer image contains the same num 
ber of pixels as the number of sections in the grid. The pixi 
lated computer image can then be loaded to the PDA 105. The 
PDA 105 can be programmed to determine the position of the 
entity With a simple calculation of Whether the pixel in Which 
the PDA’ s location falls is activated or deactivated. In another 
embodiment, the geographical Zone is de?ned by selecting a 
rectangular region and a circular region. The circular region 
can be de?ned by a Waypoint. 
An irregular Zone or geographical Zone may be de?ned by 

a collection of Waypoints and pixilated images. Furthermore, 
each irregular Zone may have additional parameters such as 
speed threshold of the entity, ?agged as a “no-?y Zone,” color 
coded in order of danger or security threat, communication 
enabled or disabled, etc. 
When the PDA 105 enters or exits Waypoints and Zones, an 

event message can be transmitted indicating What reference 
point or Zone has been entered or exited. The event message 
can include latitude, longitude, speed, direction, time, state of 
the inputs, odometer, event reason or source, and any other 
relevant information. Thus, the Zone boundaries and Way 
points alloW the user to enter multiple Zones and interact With 
instruments of that Zone. In addition, the Zones and bound 
aries alloW a user having a PDA 105 to receive information of 
the location of another user Wearing a second PDA. There 
fore, a PDA user can have the capability to monitor the loca 
tion of another PDA user that travels through con?gurable 
boundaries or geographical Zones such as state borders or a 

speci?ed route. 
In one embodiment, the Waypoint and Zone events are 

con?gurable to take one or more actions. For example, upon 
entering a Zone, the PDA 105 may be con?gured to indicate 
the name of the neW Zone by either displaying on an integrated 
screen or by emiting a sound or prerecording With the name of 
the song. In addition, another operation can be carried out 
because of the event of entering the Zone. For example, the 
PDA 105 can be con?gured to compute Whether the entered 
Zone is a neW time Zone, and if so, indicate the neW time Zone 
and the current time. 

FIG. 5B illustrates a pixilated image 500 representing a 
geographical Zone. In one embodiment, after all the de?ec 
tion points for a given Zone are uploaded, the Zone is saved in 
the memory module 280 of the PDA 105 in the form of a pixel 
map 500. The pixel map 500 is created by ?rst draWing a 
square around the entire area of the Zone. The square is then 
divided into an 80/80-pixel map. Each pixel 505 is a square. 
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These squares are then used to draW the outline shape 510 of 
the Zone 515. A geographical area is then mapped to each 
pixel 505 of the pixel map 500. 

In another embodiment, if the pixilated image is created in 
the con?guring computer, the image is simply loaded onto the 
PDA 105, and the PDA 105 does not need to build or construct 
the image by itself. 
A position ?x 520 in the pixel map 500 is mapped from the 

current geographical location of the PDA 105. A test can be 
performed to for each Zone for each position ?x 520 in order 
to determine if the PDA 105 is inside the Zone 515 or outside 
the Zone 515. Thus, for each Zone 515, the test starts With a 
simple check if the position ?x 520 is inside or outside the 
pixel map 500. If the current position ?x 520 is inside the 
pixel map 500, a more extensive test is completed by plotting 
the position ?x 520 inside the bounding box and draWing four 
lines in four directions (north, south, east and West) from the 
position ?x 520 to the borders of the pixel map 500. Subse 
quently, the number of Zone boundary crossings 530 is 
counted for each of the four lines 525. 

Multiple boundary crossing tests are performed for accu 
racy. If a given line 525 crosses an odd number of Zone 
boundaries 510, the position ?x 520 is considered inside the 
Zone 515. If a given line 525 crosses an even number of Zone 

boundaries, the position ?x 520 is considered outside the Zone 
515. If at least three out of the four boundary crossing tests 
agree, the Zone boundary crossings 530 are used to determine 
if the position ?x 520 is inside or outside the Zone. If three out 
of the four boundary tests do not agree, the position ?x 520 is 
considered outside the Zone 515. 

Position ?xes 520 that are on the special locations in the 
pixel map 500 can yield speci?c location results. In one 
embodiment, position ?xes 520 that land on a Zone boundary 
510 are determined to be outside the Zone boundary 510. In 
another embodiment, position ?xes 520 that land on a Zone 
boundary 510 are determined to be inside the Zone boundary 
510. In one embodiment, position ?xes 520 that land on a 
“long and narroW protrusion” Which is only one pixel Wide 
can be considered to alWays be inside the Zone 515. In another 
embodiment, position ?xes 520 that land on a “long and 
narroW protrusion” Which is only one pixel Wide can be con 
sidered to alWays be outside the Zone 515. 
Commands to the PDA 
The PDA 105 is also con?gurable to respond to various 

queries and set commands sent over the air. The position 
query commands the PDA 105 to return the last valid GPS 
position, speed, and direction of travel, time, and any other 
data received from the instrument module 195 or populated 
by calculation of the PDA 105. The PDA 105 is also con?g 
urable to respond to various query commands sent over the 
satellite modem. 
Upon receiving a query command, the PDA 105 returns the 

state of its data, connecting instruments and last measure 
ments and status signals from the connecting instruments. 
Examples of other forms of query commands that are sent to 
the PDA 1 05 are Input from the Instrument Module, Output to 
the Instrument Module, Measurements received, GPS infor 
mation, Firmware Version Query, Satellite Status Query, etc. 

Another optional command is the alarm acknowledge 
ment. This command is sent to the PDA 105 to terminate the 
sending of a priority event (panic, medical or roadside assis 
tance are examples of priority events). When the alarm 
acknowledgement is received, no further priority messages 
for the current event are transmitted. 

In another embodiment, the command may be to send a text 
message, from the PDA 105 through the communication net 
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