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1
SYSTEMS AND METHODS FOR USING A
NETWORK ACCESS DEVICE TO SECURE A
NETWORK PRIOR TO REQUESTING
ACCESS TO THE NETWORK BY THE
NETWORK ACCESS DEVICE

COPYRIGHT NOTICE

Contained herein is material that is subject to copyright

2

FIG. 2 is a flow diagram showing a method in accordance
with various embodiments for determining a potential net-
work security issues and denying access based upon the
potential network insecurity;

FIG. 3 is a flow diagram showing a method in accordance
with some embodiments for determining potential network
security issues and attempting to mitigate the potential
network insecurity;

FIG. 4 is a flow diagram showing a method for mitigating

protection. The copyright owner has no objection to the 10 potentigl network security issues in accordance with some
facsimile reproduction of the patent disclosure by any per- embodlmepts; ) )
son as it appears in the Patent and Trademark Office patent ,F.IG'. Sisa ﬂOW diagram showmg .anothe.r method for
files or records, but otherwise reserves all rights to the mitigating apoten.tlal network security issues in accordance
copyright whatsoever. Copyright © 2021, Fortinet, Inc. with Othelj embodlments; and .
’ ’ 15 FIG. 6 is a flow diagram showing yet another method for
FIELD mitigating potential network security issues in accordance
with yet other embodiments.

Embodiments discussed generally relate to. securing net- DETAILED DESCRIPTION
works against access from off network devices. In some ,,
cases, embodiments discussed relate to systems and methods Various embodiments provide systems and methods for
for identifying potential threats included in a remote net- securing networks against access from off network devices.
work by a network access device prior to requesting access In some cases, embodiments discussed relate to systems and
to a known secure network via the remote network. methods for identifying potential threats included in a

25 remote network by a network access device prior to request-
BACKGROUND ing access to a known secure network via the remote
network.

It is not uncommon for corporate devices to be taken on The popularity of telework has increased dramatically.
the road and used to access the corporate network from Such telework has increased the possibility of a secure
remote locations. Such use of a corporate device invites the 30 network becoming open to attack via one or more unsecure
possibility that nefarious access to the corporate network devices on a remote network through which the telework is
may be achieved via an unsecure device on the remote being supported. As just some examples, a remote network
access network via the corporate device. may include one or more Internet of Things (IoT) type of

Thus, there exists a need in the art for more advanced device such as, for example, televisions, cameras, micro-
approaches, devices and systems for monitoring and 3> phones, and the like. o
addressing network functionality. Ina typlcal scenario, a secure corporate device is con-

nected directly to a secure corporate network. In this sce-
SUMMARY nario one network administrator controls both the secure
corporate device and the secure corporate network. This

Various embodiments provide systems and methods for 40 network administrator. can assure that access to aqd from the
securing networks against access from off network devices. secure corporate deVl,Ce 15 careﬁillly guarded using access
In some cases, embodiments discussed relate to systems and credentials. However, in the growing telework scenarios, the

. e . O SY . secure corporate device is taken outside of the secure
methods for identifying potential threats included in a
. . corporate network by a user, and used to access the secure
remote network by a network access device prior to request- 4 o te network vi te networks that
. . rporate network via one or more remote networks that are
ing access to a known secure network via the remote not under control of the network administrator. For example,
nethrk. . . the user may access the secure corporate network using the

Thls. summary provides or.ﬂy a general outline of some secure network device (e.g., a corporate access device
embodiments. Many other objects, features, advantages and known to the administrator of the secure corporate network)
other embodiments will become more fully apparent from 50 via a home network maintained by the user. This home
the fOllOWing detailed deSCriptiOn, the appended claims and network may connect a number of network devices, that in
the accompanying drawings and figures. some cases have either not been secured or are incapable of

being secured. In such a scenario, allowing access via the
BRIEF DESCRIPTION OF THE DRAWINGS home network raises the potential of threat to the secure
55 corporate network via access through one of the unsecured

A further understanding of the various embodiments may network devices on the home network.
be realized by reference to the figures which are described
in remaining portions of the specification. In the figures, Terminology
similar reference numerals are used throughout several
drawings to refer to similar components. In some instances, 60  The phrase “known network™ or “on-network™ is used in
a sub-label consisting of a lower-case letter is associated its broadest sense to mean a network that is controlled,
with a reference numeral to denote one of multiple similar governed, and/or owned by an entity that is responsible for
components. When reference is made to a reference numeral the security of the network. Thus, for example, a known
without specification to an existing sub-label, it is intended network may be a corporate network that is controlled by a
to refer to all such multiple similar components. 65 network administration of the corporation. As another

FIGS. 1A-1C illustrate a network architecture in accor-
dance with some embodiments;

example, a known network may include all network devices
within a corporate network that are protected by a network
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security appliance (e.g., FORTIGATE). Such a known net-
work includes a number of network devices that are known
to and/or approved of by the aforementioned network
administration. In contrast, the phrase “remote network™ or
“off-network™ is a network that includes one or more ele-
ments that are: not known to, not governed by, and/or not
controlled by the entity that is responsible for the known
network. Thus, for example, a remote network may be a
home network that is not controlled by the entity that is not
responsible for the security of the known network. The
phrase “known access device” is a device that includes a
module governing access to a known network via a remote
network.

The terms “connected” or “coupled” and related terms,
unless clearly stated to the contrary, are used in an opera-
tional sense and are not necessarily limited to a direct
connection or coupling. Thus, for example, two devices may
be coupled directly, or via one or more intermediary media
or devices. As another example, devices may be coupled in
such a way that information can be passed there between,
while not sharing any physical connection with one another.
Based on the disclosure provided herein, one of ordinary
skill in the art will appreciate a variety of ways in which
connection or coupling exists in accordance with the afore-
mentioned definition.

If the specification states a component or feature “may”,
“can”, “could”, or “might” be included or have a character-
istic, that particular component or feature is not required to
be included or have the characteristic.

As used in the description herein and throughout the
claims that follow, the meaning of “a,” “an,” and “the”
includes plural reference unless the context clearly dictates
otherwise. Also, as used in the description herein, the
meaning of “in” includes “in” and “on” unless the context
clearly dictates otherwise.

The phrases “in an embodiment,” “according to one
embodiment,” and the like generally mean the particular
feature, structure, or characteristic following the phrase is
included in at least one embodiment of the present disclo-
sure, and may be included in more than one embodiment of
the present disclosure. Importantly, such phrases do not
necessarily refer to the same embodiment.

As used herein, a “network element” is used in its
broadest sense to mean any device in virtual or physical
form that is included in a network. Thus, network elements
may include, but are not limited to, [oT devices, cameras,
printers, scanners, fax machines, personal computers,
phones, or the like. Based upon the disclosure provided
herein, one of ordinary skill in the art will recognize a
variety of network elements that may be used in relation to
various embodiments.

As used herein, a “network appliance” or a “network
device” generally refers to a device or appliance in virtual or
physical form that is operable to perform one or more
network functions. Such a network device may, for example,
be a network security device that may reside within the
particular network that it is protecting or network security
may be provided as a service with the network security
device residing in the cloud. Some network security devices
may be implemented as general-purpose computers or serv-
ers with appropriate software operable to perform the one or
more security functions. Other network security devices
may also include custom hardware (e.g., one or more custom
Application-Specific Integrated Circuits (ASICs)). For
example, while there are differences among network secu-
rity device vendors, network security devices may be clas-
sified in three general performance categories, including
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entry-level, mid-range, and high-end network security
devices. Each category may use different types and forms of
central processing units (CPUs), network processors (NPs),
and content processors (CPs). NPs may be used to accelerate
traffic by offloading network traffic from the main processor.
CPs may be used for security functions, such as flow-based
inspection and encryption. Entry-level network security
devices may include a CPU and no co-processors or a
system-on-a-chip (SoC) processor that combines a CPU, a
CP and an NP. Mid-range network security devices may
include a multi-core CPU, a separate NP Application-Spe-
cific Integrated Circuits (ASIC), and a separate CP ASIC. At
the high-end, network security devices may have multiple
NPs and/or multiple CPs. A network security device is
typically associated with a particular network (e.g., a private
enterprise network) on behalf of which it provides the one or
more security functions. Non-limiting examples of security
functions include authentication, next-generation firewall
protection, antivirus scanning, content filtering, data privacy
protection, web filtering, network traffic inspection (e.g.,
secure sockets layer (SSL) or Transport Layer Security
(TLS) inspection), intrusion prevention, intrusion detection,
denial of service attack (DoS) detection and mitigation,
encryption (e.g., Internet Protocol Secure (IPSec), TLS,
SSL), application control, Voice over Internet Protocol
(VoIP) support, Virtual Private Networking (VPN), data leak
prevention (DLP), antispam, antispyware, logging, reputa-
tion-based protections, event correlation, network access
control, vulnerability management, and the like. Such secu-
rity functions may be deployed individually as part of a point
solution or in various combinations in the form of a unified
threat management (UTM) solution. Non-limiting examples
of network security appliances/devices include network
gateways, VPN appliances/gateways, UTM appliances (e.g.,
the FORTIGATE family of network security appliances),
messaging security appliances (e.g., FORTIMAIL family of
messaging security appliances), database security and/or
compliance appliances (e.g., FORTIDB database security
and compliance appliance), web application firewall appli-
ances (e.g., FORTIWEB family of web application firewall
appliances), application acceleration appliances, server load
balancing appliances (e.g., FORTIBALANCER family of
application delivery controllers), network access control
appliances (e.g., FORTINAC family of network access
control appliances), vulnerability management appliances
(e.g., FORTISCAN family of vulnerability management
appliances), configuration, provisioning, update and/or man-
agement appliances (e.g.,, FORTIMANAGER family of
management appliances), logging, analyzing and/or report-
ing appliances (e.g., FORTIANALYZER family of network
security reporting appliances), bypass appliances (e.g.,
FORTIBRIDGE family of bypass appliances), Domain
Name Server (DNS) appliances (e.g., FORTIDNS family of
DNS appliances), wireless security appliances (e.g., FORTI-
WIFI family of wireless security gateways), virtual or physi-
cal sandboxing appliances (e.g., FORTISANDBOX family
of security appliances), and DoS attack detection appliances
(e.g., the FORTIDDOS family of DoS attack detection and
mitigation appliances).

Some embodiments discussed herein can be implemented
as software instructions executable by a hardware processor.
In some embodiments, such software instructions form part
of an operating system providing software control in a
networking environment. One example of such an operating
system is FORTIOS family of operating systems offering
control of various network functions including security
fabric. Of note, while the embodiments discussed herein are
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generally described as being implemented as software
instructions executable by a hardware processor, it will be
noted that such is not limiting and that other embodiments
implemented with hardware accelerators are possible in
accordance with other embodiments.

Example embodiments will now be described more fully
hereinafter with reference to the accompanying drawings, in
which exemplary embodiments are shown. This disclosure
may, however, be embodied in many different forms and

6

unsecure network element and/or blocking access to the
processing device from the unsecure network element. Such
mitigation may include two or more of the aforementioned
processes.

In various instances of the aforementioned embodiments,
the methods further include: using, by the processing device,
a network connection between the processing device and the
known network; and while using the network connection
between the processing device and the known network,

should not be construed as limited to the embodiments set 10 scanning the remote network through which access to the
forth herein. known network is established, wherein the scanning is
Thus, for example, it will be appreciated by those of configured to identify an unsecure network element on the
ordinary skill in the art that the diagrams, schematics, remote network. In some cases, such methods further
illustrations, and the like represent conceptual views or include: upon identifying an unsecure network element on
processes illustrating systems and methods embodying vari- 15 the remote network while using the network connection
ous aspects of the present disclosure. The functions of the between the processing device and the known network,
various elements shown in the figures may be provided disconnecting and/or isolating, by the processing device, the
through the use of dedicated hardware as well as hardware processing device from the known network. In some cases,
capable of executing associated software and their functions the methods further include: upon disconnecting the pro-
may be carried out through the operation of program logic, 20 cessing device from the known network by the processing
through dedicated logic, through the interaction of program device, providing a message to a user of the processing
control and dedicated logic. device requesting the user to access the known network via
Various embodiments provide methods for reducing net- another remote network.
work threats. The methods include receiving a request to Other embodiments provide systems that include: a pro-
access a known network; scanning a remote network 25 cessing resource, and a non-transitory computer-readable
through which access to the known network is to be estab- medium coupled to the processing resource. The non-tran-
lished, where the scanning is configured to identify an sitory computer-readable medium has stored thereon
unsecure network element on the remote network; based at instructions that when executed by the processing resource
least in part on identifying at least one unsecure network cause the processing resource to: receive a request to access
element on the remote network, denying access to theknown 30 a known network; scan a remote network through which
network; and based at least in part upon on failure to identify access to the known network is to be established, where the
any unsecure network element on the remote network, scanning is configured to identify an unsecure network
requesting a grant of access from the known network to the element on the remote network; based at least in part on
processing device. identifying at least one unsecure network element on the
In some instances of the aforementioned embodiments, 35 remote network, deny access to the known network; and
access by the processing device to the known network is based at least in part upon on failure to identify any unsecure
granted upon a combination of the requesting a grant of network element on the remote network, request a grant of
access from the known network to the processing device and access from the known network to the processing device.
a correct authorization credential presented by the process- In some instances of the aforementioned embodiments,
ing device to the known network. In various instances of the 40 access to the known network is granted upon a combination
aforementioned embodiments, the unsecure network ele- of the requesting a grant of access from the known network
ment is an Internet of Things (IoT) device. In some instances to the processing device and a correct authorization creden-
of the aforementioned embodiments, administration of the tial presented by the processing device to the known net-
processing device and the known network is controlled by a work. In various instances of the aforementioned embodi-
common administration entity. In various instances of the 45 ments, the unsecure network element is an Internet of Things
aforementioned embodiments, the methods further include: (IoT) device.
upon denying access to the known network by the process- Yet other embodiments provide a non-transitory com-
ing device, providing a message to a user of the processing puter-readable storage medium embodying a set of instruc-
device requesting the user to access the known network via tions, which when executed by one or more processing
another remote network. 50 resources of a computer system, causes the one or more
In some instances of the aforementioned embodiments, processing resources to perform a method comprising:
the methods further include: mitigating a security issue of receiving a request to access a known network; scanning a
the unsecure network element; and based at least in part remote network through which access to the known network
upon mitigating the security issue of the unsecure network is to be established, where the scanning is configured to
element, requesting a grant of access from the known 55 identify an unsecure network element on the remote net-
network to the processing device. In some cases, mitigating work; based at least in part on identifying at least one
a security issue of the unsecure network element includes unsecure network element on the remote network, denying
disconnecting, by the processing device, the processing access to the known network; and based at least in part upon
device from the current remote network and connecting, by on failure to identify any unsecure network element on the
the processing device, the processing device to another 60 remote network, requesting a grant of access from the
remote network. In various cases, mitigating a security issue known network to the processing device.
of the unsecure network element includes starting a virtual In some instances of the aforementioned embodiments,
private network application. In such cases, requesting the the non-transitory computer-readable storage medium
grant of access from the known network to the processing embodying the set of instructions, which when executed by
device is done over a virtual private network. In yet other 65 one or more processing resources of the computer system,

cases, mitigating a security issue of the unsecure network
element includes isolating the processing device from the

causes the one or more processing resources to perform the
method further comprising: upon denying access to the
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known network by the processing device, providing a mes-
sage to a user of the processing device requesting the user to
access the known network via another remote network. In
various instances of the aforementioned embodiments, the
non-transitory computer-readable storage medium embody-
ing the set of instructions, which when executed by one or
more processing resources of the computer system, causes
the one or more processing resources to perform the method
further comprising: mitigating a security issue of the unse-

8

controlled by the same entity that owns and controls known
network 102. In such an embodiment, the users may be
employees of the entity. Based upon the disclosure provided
herein, one of ordinary skill in the art will recognize a
variety of relationships between users, known access
devices 112, and known network 102 that may be possible
in accordance with different embodiments.

One or more of known access devices 112 (e.g., known
access device 112a) can be removed from known network

cure nf:twork elemgnt; . and based at least in part upon 10 102, and connected to one or more of remote networks 104.
mitigating the security issue of the unsecure network ele- Kn device 112 b d1 both
ment, requesting a grant of access from the known network OWI aceess device 11a call be USed 10 access ofe or bo
to the processing device. In some cases, mitigating the of secure netwgrk accessible resource(s) 114 and unsecure
security issue of the unsecure network element includes nf:twork accessible resource(s) 116 of known network 102
starting a virtual private network application, and wherein 15 V14 @ r.emote network 104. Such access to secure network
requesting the grant of access from the known network to the a.ccesmble resource(s) 114 and/or unsecure petwork acces-
processing device is done over a virtual private network. sible resource(s) 116 of known network 102 is based at least
In various instances of the aforementioned embodiments in part upon other network devices included in the particular
the method further includes: using a network connection remote network 104 through which known access device
between the processing device and the known network; and 20 112a is attempting to connect to known network 102.
while using the network connection between the processing Remote network 104a is connected to a number of type I
device and the known network, scanning the remote network network elements 116 (e.g., type I network element 1164,
through which access to the known network is established, type I network element 1165, . . . , and type I network
where the scanning is configured to identify an unsecure element 116%), and to a number of type II network elements
network element on the remote network. In some instances 25 118 (e.g., type II network element 1184, type II network
of the aforementioned embodiments, the methods further element 1185, . . . , and type Il network element 118r). As
include: upon identifying an unsecure network element on  yged herein, a type 1 network element 116 is a network
the remote network while using the network connection  element that is considered a potential threat and without
bf:tween the processing de?Vlce and the known petwork, purpose to known network 102. For example, a type I
disconnecting and/or isolating the processing device from 30 network element may be, but is not limited to, an 10T device
the known network. .. . . .
. . . such as a television that is deemed by the entity controlling
Turning to FIG. 1A, a network architecture 100 is shown K twork 102 not to h Gility © ¢ ¥
in accordance with various embodiments. Network archi- OWn nEewor fot to fave ui 1.ty 0 @ USEr o1 secure
tecture 100 includes a known network 102 and a number of network device 112a when performing tasks for an entity
remote networks 104 (e.g., remote network 104a, remote 35 controlling known network 102. . .
network 1045, and remote network 104¢). Such networks In cpntrast, atype H.network element 118 is considered a
may each include a number of network devices as are known ~ Potential threat, but with some purpose to known network
in the art. Further, the number of remote networks 104 is not 102. For example, a type Il network element 118 may be, but
limited to three, but may be one, two, or a number greater is not limited to, a printer or scanner that would have use to
than three. 40 a user of secured network device 112a when performing
Known network 102 may, for example, be a corporate tasks for an entity controlling known network 102. Based
network. Known network 102 includes a number of unse- upon the disclosure provided herein, one of ordinary skill in
cure network accessible resource(s) 115 and a number of the art will recognize a variety of type I network elements
secure network accessible resource(s) 114. Secure network that may be used and processed in accordance with different
accessible resource(s) 114 may include a number of network 45 embodiments.
resources, gateways, databases, applications, or the like that Remote network 1044 does not include any devices other
require a defined level of authorization and/or security to than known access device 112a and a network gateway
access. This defined level of security is controlled by a device (not shown). Remote network 104¢ is connected to a
network administration that defines security within known number of type I network eclements 118 (e.g., type II
network 102. Thus, to access secure network accessible 50 network element 118¢, type Il network element 1184, . . .,
resource(s) 114, an accessing device must become autho- and type II network element 118x). Access to known net-
rized to known network 102. Such authorization may work 102 by known access device 112a will be allowed
involve, but is not limited to, presenting a security credential depending upon which or remote networks 104 is used, any
to known network. In contrast, unsecure network accessible mitigation that may be performed on one or both of type I
resource(s) 115 include a number of network resources, 55 network elements 116 and type I network elements 118, and
gateways, databases, or the like that do not require autho- an access policy implemented by known network 102 as
rization to access. Thus, to access unsecure network acces- more fully described below.
sible resource(s) 115, an accessing device is not required to Turning to FIG. 15, a conceptual drawing of a known
be authorized to known network 102. access device 142 is shown in accordance with some
A number of known access devices 112 (known access 60 embodiments. Known access device 142 may be used in
device 1124, known access device 112¢, . . . , known access place of one or more of known access devices 112. As
device 112n) are connected to known network 102 at any shown, known access device 142 includes a known network
given time. Such devices are directly connected to known access control module 152. In some embodiments, known
network 102 and allow users to access one or both of secure network access control module 152 includes instructions
network accessible resource(s) 114 and unsecure network 65 executable by a processor (not shown) of known access

accessible resource(s) 116 depending upon authorization. In
one embodiment, known access devices 112 are owned and

device 142 to receive a request to access known network
102. In some cases, known network access control module
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152 additionally prepares an authorization credential that
will be presented to known network 102 as part of requesting
access.

Known network access control module 152 determines
whether the requested connection will result in a direct
connection to known network 102, or whether the request
connection will be made via a remote network 104. Where
the attempted connection to known network 102 is behind a
secure gateway (i.e., is on-network), the user or the devices

10

element identification module 154 signals the condition to
known network access control module 152 that then presents
the authorization credential from known access device 142
to known network 102. Where the authorization is correct,
known network 102 and known access device 142 perform
a connection to known network 102.

Alternatively, in some embodiments where network ele-
ment identification module 154 identifies one or more unse-
cure network elements (i.e., a type I network element 118)

has been authenticated against a AAA server (i.e., an authen- 10 on remote network 104, network element identification
tication server) or is otherwise accessing from within known module 154 signals known network access control module
network 102 (i.e., a direct connection), known network 152 that disconnects from known access device 142 from
access control module 152 provides the authorization cre- known network 102, and signals the disconnect to a user I/O
dential for known network 102 to the network gateway of module 156. In response, user /O module 156 provides a
known network 102. Where the authorization is correct, 15 message to a user of known access device 142 to use another
known network 102 and known access device 142 perform remote network 104 to access known network 102. User I/O
a connection to known network 142. module may control one or more of an audio speaker or a
known access device 142 is allowed continual access to display included as part of known access device 142 to
the known network until a change in the network connection provide the message to the user.
is detected by known network access control module 152. 20  In other embodiments where network element identifica-
Such a change in network connection can include, but is not tion module 154 identifies the addition of an unsecure
limited to, any process of disconnecting known access network element (i.e., a type I network element 118) when
device 142 from known network 102. Once a change in initially considering connection to known network 102,
network connection is detected, known network access network element identification module 154 signals known
control module 152 disconnects and/or isolates (e.g., blocks 25 unsecure network element mitigation module 158 of the
all communication) known access device 142 from known condition. In turn, network element mitigation module 158
network 102. operates to cure any of the identified unsecure network

Alternatively, where known network access control mod- elements and returns a message to network element identi-
ule 152 determines that the attempted connection to known fication module 154 of its success or failure in curing. Where
network 102 is via a remote network 104 (i.e., an indirect 30 unsecure network element mitigation module indicates 158
connection), a network element identification module 154 a cure, the newly identified unsecured network element is
scans remote network 104 through known access device 142 ignored and the connection between known access device
is requesting connection to known network 102 for any type 142 and known network 102 is made. Alternatively, where
1 network elements 116. Network element identification unsecure network element mitigation module indicates 158
module 154 may use any process and/or circuitry known in 35 a failure to cure or remediate, network element identification
the art for identifying network elements 116, 118 on the module 154 signals the failure to cure to known network
selected remote network 104. Type I network elements 116 access control module 152. In turn, network access control
may include any network element that is not identified by the module 152 denies the connection between known access
module as acceptably secure. In some embodiments, one or device 142 and known network 102. Network access control
more types of network printers and/or one or more types of 40 module 152 further signals the denial to user I/O module
network scanners may be considered acceptably secure (and 156. In response, user I/O module 156 provides a message
thus designated type II network elements 118), and in the to a user of known access device 142 to use another remote
same embodiment, all other network elements are not con- network 104 to access known network 102.
sidered acceptably secure (and thus designated type I net- known access device 142 is allowed continual access to
work elements 116). 45 known network 102 via remote network 104 until a change

A known network policy application module 160 is pro- in the network connection is detected by known network
grammable to include a list of network elements that are access module 152. Such a change in network connection
considered type I network elements 116 because either they can include, but is not limited to, addition of an unsecure
do not offer a meaningful threat to known network 102 network element to remote network 104 or a change in
and/or because they are needed by a user accessing known 50 connection to known network 102. Such a change in con-
network 102 and any threat is understood and controlled. A nection may be, but is not limited to, any process of
network administration associated with user network 102 disconnecting known access device 142 from known net-
may program known network policy application module work 102. Once a change in network connection is detected
160, and known network policy application module 160 is by known network access control module 152, known
accessible to network element identification module 154 for 55 access device 142 is disconnected and/or isolated (e.g., all
use in detecting and classifying network elements 116, 118 communication from known access device 142 is blocked)
in the selected remote network 104. from known network 102.

Any network elements 116, 118 on remote network 104 Network element identification module 154 continues to
through which known access device 142 is attempting to operate while known access device 142 is connected to
access known network 102 that are not identified as accept- 60 known network 102 via remote network 104. In some
ably secure in network element identification module 154 embodiments where network element identification module
are identified as “unsecure” network elements. Network 154 identifies the addition of an unsecure network element
element identification module 154 determines whether any (i.e., a type I network element 118) since the last time a scan
unsecure network elements are included in remote network was performed, network element identification module 154
104 through which known access device 142 is attempting 65 signals known network access control module 152 that

to access known network 102. Where no unsecure network
elements are detected in remote network 104, network

disconnects from known access device 142 from known
network 102, and signals the disconnect to a user I/O module
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156. In response, user [/O module 156 provides a message
to a user of known access device 142 to use another remote
network 104 to access known network 102.

In other embodiments where network element identifica-
tion module 154 identifies the addition of an unsecure
network element (i.e., a type I network element 118) since
the last time a scan was performed, network element iden-
tification module 154 signals known unsecure network ele-
ment mitigation module 158 of the condition. In turn,
network element mitigation module 158 operates to cure any
of the identified unsecure network elements and returns a
message to network element identification module 154 of its
success or failure in curing. Where unsecure network ele-
ment mitigation module indicates 158 a cure, the newly
identified unsecured network element is ignored and the
connection between known access device 142 and known
network 102 continues. Alternatively, where unsecure net-
work element mitigation module indicates 158 a failure to
cure, network element identification module 154 signals the
failure to cure to known network access control module 152.
In turn, network access control module 152 disconnects
known access device 142 from known network 102. Net-
work access control module 152 further signals the discon-
nect to user [/O module 156. In response, user [/O module
156 provides a message to a user of known access device
142 to use another remote network 104 to access known
network 102.

Turning to FIG. 1C, an example computer system 144 in
which or with which embodiments of the present disclosure
may be utilized is shown. As shown in FIG. 1C, computer
system 144 includes an external storage device 170, a bus
172, a main memory 174, a read-only memory 176, a mass
storage device 178, one or more communication ports 180,
and one or more processing resources (e.g., processing
circuitry 182). In one embodiment, computer system 144
may represent some portion of a known access device 142.
Those skilled in the art will appreciate that computer system
144 may include more than one processing resource and
communication port 180. Non-limiting examples of process-
ing circuitry 182 include, but are not limited to: Intel
Quad-Core, Intel i3, Intel i5, Intel i7, Apple M1, AMD
Ryzen, or AMD® Opteron® or Athlon MP® processor(s),
Motorola® lines of processors, FortiSOC™ system on chip
processors or other future processors. Processor 1070 may
include various modules associated with embodiments of the
present disclosure.

Communication port 180 can be any of an RS-232 port for
use with a modem-based dialup connection, a 10/100 Eth-
ernet port, a Gigabit, 10 Gigabit, 25G, 40G, and 100G port
using copper or fiber, a serial port, a parallel port, or other
existing or future ports. Communication port 180 may be
chosen depending on a network, such as a Local Area
Network (LAN), Wide Area Network (WAN), or any net-
work to which the computer system connects.

Memory 174 can be Random Access Memory (RAM), or
any other dynamic storage device commonly known in the
art. Read only memory 176 can be any static storage
device(s) e.g., but not limited to, a Programmable Read Only
Memory (PROM) chips for storing static information e.g.
start-up or BIOS instructions for the processing resource.

Mass storage device 178 may be any current or future
mass storage solution, which can be used to store informa-
tion and/or instructions. Non-limiting examples of mass
storage solutions include Parallel Advanced Technology
Attachment (PATA) or Serial Advanced Technology Attach-
ment (SATA) hard disk drives or solid-state drives (internal
or external, e.g., having Universal Serial Bus (USB) and/or
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Firewire interfaces), e.g. those available from Seagate (e.g.,
the Seagate Barracuda 7200 family) or Hitachi (e.g., the
Hitachi Deskstar 7K144), one or more optical discs, Redun-
dant Array of Independent Disks (RAID) storage, e.g. an
array of disks (e.g., SATA arrays), available from various
vendors including Dot Hill Systems Corp., LaCie, Nexsan
Technologies, Inc. and Enhance Technology, Inc.

Bus 172 communicatively couples processing resource(s)
with the other memory, storage and communication blocks.
Bus 172 can be, e.g. a Peripheral Component Interconnect
(PCI)/PCI Extended (PCI-X) bus, Small Computer System
Interface (SCSI), USB or the like, for connecting expansion
cards, drives and other subsystems as well as other buses,
such a front side bus (FSB), which connects processing
resources to software system.

Optionally, operator and administrative interfaces, e.g., a
display, keyboard, and a cursor control device, may also be
coupled to bus 172 to support direct operator interaction
with computer system. Other operator and administrative
interfaces can be provided through network connections
connected through communication port 180. External stor-
age device 170 can be any kind of external hard-drives,
floppy drives, IOMEGA® Zip Drives, Compact Disc-Read
Only Memory (CD-ROM), Compact Disc-Re-Writable
(CD-RW), Digital Video Disk-Read Only Memory (DVD-
ROM). Components described above are meant only to
exemplify various possibilities. In no way should the afore-
mentioned exemplary computer system limit the scope of
the present disclosure.

While embodiments of the present disclosure have been
illustrated and described, numerous modifications, changes,
variations, substitutions, and equivalents will be apparent to
those skilled in the art. Thus, it will be appreciated by those
of ordinary skill in the art that the diagrams, schematics,
illustrations, and the like represent conceptual views or
processes illustrating systems and methods embodying vari-
ous non-limiting examples of embodiments of the present
disclosure. The functions of the various elements shown in
the figures may be provided through the use of dedicated
hardware as well as hardware capable of executing associ-
ated software. Similarly, any switches shown in the figures
are conceptual only. Their function may be carried out
through the operation of program logic, through dedicated
logic, through the interaction of program control and dedi-
cated logic, or even manually, the particular technique being
selectable by the entity implementing the particular embodi-
ment. Those of ordinary skill in the art further understand
that the exemplary hardware, software, processes, methods,
and/or operating systems described herein are for illustrative
purposes and, thus, are not intended to be limited to any
particular named. While the foregoing describes various
embodiments of the disclosure, other and further embodi-
ments may be devised without departing from the basic
scope thereof.

Turning to FIG. 2, a flow diagram 200 shows a method in
accordance with various embodiments for determining a
potential network security issues. Following flow diagram
200, it is determined whether a request to access a known
network is received (block 202). This is determined by a
module operating on the known access device that is con-
figured to detect a request to access a particular network. In
some cases, such a request includes preparing an authori-
zation credential that will be presented to the known net-
work as part of requesting access.

It is determined whether the requested connection will
result in a direct connection to the known network, or
whether the request connection will be made via a remote
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network (block 204). Where the attempted connection to
known network 102 is behind a secure gateway (i.e., is
on-network), the user or the devices has been authenticated
against a AAA server (i.e., an authentication server) or is
otherwise accessing from within the known network (i.e., a
direct connection)(block 204), the authorization credential
for the known network is provided from the known access
device to the network gateway of the known network. Where
the authorization is correct, the known network and the

14

the network connection is detected. Such a change in net-
work connection can include, but is not limited to, addition
of an unsecure network clement to the remote network
(blocks 222-224) or a change in connection to the known
network (block 226). Such a change in connection may be,
but is not limited to, any process of disconnecting the known
access device from the known network. Once a change in
network connection is detected (block 226), the known
access device is disconnected from the known network

known access device perform a connection to the known 10 (block 228). To the extent the connection between the
network (block 206). It is noted that in some cases where the known access device and the known network is to be
authorization credential fails the known access device may renewed, the processes of blocks 202 et seq. are repeated.
be granted a limited access connection (e.g., access to only The module executing on the known access device that is
unsecured network accessible resources) on the known responsible for identifying unsecure network elements
network. 15 (block 222) continues to operate while known access device
The known access device is allowed continual access to is connected to the known network via the remote network.
the known network until a change in the network connection Where it is found that any unsecure network element has
is detected (block 208). Such a change in network connec- been added to the remote network (block 224), a message is
tion can include, but is not limited to, any process of displayed to a user of the known access device requesting
disconnecting the known access device from the known 20 thatthey reconnect via another remote network that does not
network. Once a change in network connection is detected include any unsecure network elements (block 226) and the
(block 208), the known access device is disconnected (or known access device is disconnected from the known net-
otherwise isolated) from the known network (block 210). To work (block 228). To the extent the connection between the
the extent the connection between the known access device known access device and the known network is to be
and the known network is to be renewed, the processes of 25 renewed, the processes of blocks 202 et seq. are repeated.
blocks 202 et seq. are repeated. Alternatively, where it is determined that unsecure net-
Alternatively, where the attempted connection to the work elements are included in the remote network through
known network is via a remote network (i.e., an indirect which the known access device is attempting to access the
connection) (block 204), a module executing on the known known network (block 214), a connection of the known
access device scans the remote network through which the 30 access device to the known network via the remote network
known access device is requesting connection to the known is denied (block 216) and a message is displayed to a user
network for unsecure network elements (block 212). Such of the known access device requesting that they reconnect
unsecure network elements may be any network element via another remote network that does not include any
that is not identified by the module as “acceptably secure”. unsecure network elements (block 218).
Such acceptably secure network elements are also referred 35  Turning to FIG. 3, a flow diagram 300 shows a method in
to herein as type II network elements. In contrast, network accordance with various embodiments for determining
elements that are not specifically designated as acceptably potential network security issues and attempting to mitigate
secure are referred to herein as type I network elements. the potential network security issues. Following flow dia-
What network elements are considered acceptably secure gram 300, it is determined whether a request to access a
may be designated by a network administration of the 40 known network is received (block 302). This is determined
known network and programmed into the module executing by a module operating on the known access device that is
on the known access device. This functions similar to a configured to detect a request to access a particular network.
“white list” of network elements. In some embodiments, one In some cases, such a request includes preparing an autho-
or more types of network printers and/or one or more types rization credential that will be presented to the known
of network scanners may be considered acceptably secure, 45 network as part of requesting access.
and in the same embodiment, all other network elements are It is determined whether the requested connection will
not considered acceptably secure. result in a direct connection to the known network, or
Any network elements on the remote network through whether the request connection will be made via a remote
which the known access device is attempting to access the network (block 304). Where the attempted connection to the
known network that are not identified as acceptably secure 50 known network is via a network gateway in the known
in the module executing on the known access device are network (i.e., a direct connection) (block 304), the authori-
designated as “unsecure” network elements. It is determined zation credential for the known network is provided from the
whether any unsecure network elements are included in the known access device to the network gateway of the known
remote network through which the known access device is network. Where the authorization is correct, the known
attempting to access the known network (block 214). Where 55 network and the known access device perform a connection
no unsecure network elements are included (block 214), the to the known network (block 306). It is noted that in some
authorization credential for the known network is provided cases where the authorization credential fails the known
from the known access device to the network gateway of the access device may be granted a limited access connection
known network. Where the authorization is correct, the (e.g., access to only unsecured network accessible resources,
known network and the known access device perform a 60 but isolated from secure network accessible resources) on
connection to the known network (block 220). Again, it is the known network.
noted that in some cases where the authorization credential The known access device is allowed continual access to
fails the known access device may be granted a limited the known network until a change in the network connection
access connection (e.g., access to only unsecured network is detected (block 308). Such a change in network connec-
accessible resources) on the known network. 65 tion can include, but is not limited to, any process of

The known access device is allowed continual access to
the known network via the remote network until a change in

disconnecting the known access device from the known
network. Once a change in network connection is detected
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(block 208), the known access device is disconnected from
the known network (block 310). To the extent the connection
between the known access device and the known network is
to be renewed, the processes of blocks 302 et seq. are
repeated.

Alternatively, where the attempted connection to the
known network is via a remote network (i.e., an indirect
connection) (block 204), a module executing on the known
access device scans the remote network through which the

16

Examples of such mitigation processes are discussed below
in relation to FIGS. 4-6. The mitigation process of block 380
may include any one of the processes discussed below in
relation to FIGS. 4-6, combinations of two or more of the
processes discussed below in relation to FIGS. 4-6, and/or
other processes for reducing or eliminating a potential
security threat caused by an identified unsecure network
element on the remote network. Based upon the disclosure
provided herein, one of ordinary skill in the art will recog-

known access device is requesting connection to the known 10 nize other possible mitigation processes that may be used in
network for unsecure network elements (block 312). Such relation to different embodiments.
unsecure network elements may be any network element It is determined whether the attempt to mitigate the
that is not identified by the module as acceptably secure. In identified unsecure network elements worked (block 316).
some embodiments, one or more types of network printers The attempt to mitigate may be considered to have worked
and/or one or more types of network scanners may be 15 where, for example, the unsecure network element is
considered acceptably secure, and in the same embodiment, removed from the remote network, a virtual private network
all other network elements are not considered acceptably (VPN) is implemented between the known access device
secure. and the known network (i.e., the VPN application is installed
Any network elements on the remote network through and running on the known access device and network traffic
which the known access device is attempting to access the 20 is being routed via the VPN application), and/or the status of
known network that are not identified as acceptably secure the identified unsecure network element(s) is/are changed
in the module executing on the known access device are from unsecure to secure. This change in status of an unse-
designated as “unsecure” network elements. It is determined cure network element to a secure network element may
whether any unsecure network elements are included in the include, but is not limited to, the network administration of
remote network through which the known access device is 25 the known network identified the unsecure network element
attempting to access the known network (block 314). Where as a type Il network element instead of a type I network
no unsecure network elements are included (block 314), the element, and/or adding updated password protection to
authorization credential for the known network is provided allow access to the unsecure network element. Based upon
from the known access device to the network gateway of the the disclosure provided herein, one of ordinary skill in the
known network via the remote network. Where the autho- 30 art will recognize a variety of ways and reasons for modi-
rization is correct, the known network and the known access fying the status of an unsecure network element.
device perform a connection to the known network (block Where all of the security issues for the identified unsecure
320). Again, it is noted that in some cases where the network element(s) are cured or remediated (block 316), the
authorization credential fails the known access device may processes of blocks 320 et seq. are performed. Alternatively,
be granted a limited access connection (e.g., access to only 35 where less than all of the security issues for the identified
unsecured network accessible resources) on the known unsecure network element(s) are cured (block 316), a mes-
network. sage is displayed to a user of the known access device
The known access device is allowed continual access to requesting that they reconnect via another remote network
the known network via the remote network until a change in that does not include any unsecure network elements (block
the network connection is detected. Such a change in net- 40 317) and the connection to the known network is either
work connection can include, but is not limited to, addition denied (i.e., when the connection between the known access
of an unsecure network element to the remote network device and the known server had not yet been established)
(blocks 322-324) or a change in connection to the known or the connection is terminated (i.e., when the connection
network (block 326). Such a change in connection may be, between the known access device and the known server had
but is not limited to, any process of disconnecting the known 45 previously been established).
access device from the known network. Once a change in Turning to FIG. 4, a flow diagram 400 shows a method for
network connection is detected (block 326), the known mitigating a potential network security issue in accordance
access device is disconnected from the known network with some embodiments. Following flow diagram 400, upon
(block 318). To the extent the connection between the identifying an unsecure network element (i.e., block 314 of
known access device and the known network is to be 50 FIG. 3), it is determined whether a connection has already
renewed, the processes of blocks 302 et seq. are repeated. been established between the known access device and the
The module executing on the known access device that is known network (block 402). Where a connection was pre-
responsible for identifying unsecure network elements viously established (block 402), the secure network device
(block 322) continues to operate while known access device is disconnected from the known network (block 404). In any
is connected to the known network via the remote network. 55 case of whether a previous connection between the secure
Where it is found that any unsecure network element has network device and the known network existed (block 402),
been added to the remote network (block 324), an attempt to a module executing on the known access device scans for
mitigate any identified unsecure network elements (block other remote networks available to the known access device
380). This process of mitigation and follow on processes are (block 406).
discussed more fully below. 60  Where no other remote networks are available to the
Alternatively, where it is determined that unsecure net- known access device (block 408), a failure to cure or
work elements are included in the remote network through remediate the identified unsecure network element(s) is
which the known access device is attempting to access the indicated (block 420) and the processing is returned to block
known network (block 314), an attempt is made to mitigate 316 of FIG. 3. Alternatively, where another remote network
the security issues resulting from the unsecure network 65 is available to the known access device (block 408), a

elements (block 380). Block 380 is shown in dashed lines as
it may be done using a number of different processes.

connection is made to the next alternative remote network
(bock 410). A module executing on the known access device
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scans the remote network through which the known access
device is requesting connection to the known network for
unsecure network elements (block 412). Such unsecure
network elements may be any network element that is not
identified by the module as acceptably secure. In some
embodiments, one or more types of network printers and/or
one or more types of network scanners may be considered
acceptably secure, and in the same embodiment, all other
network elements are not considered acceptably secure.

It is determined whether any unsecure network elements
are included in the remote network through which the
known access device is attempting to access the known
network (block 414). Where no unsecure network elements
are included (block 414), an indication that the identified
unsecure network elements have been cured is provided
(block 416) and the processing is returned to block 316 of
FIG. 3. Alternatively, where any unsecure network elements
are identified in the remote network (block 414), known
access device is disconnected from the selected remote
network (block 418) and the processes of blocks 408 et seq.
are repeated.

Turning to FIG. 5, a flow diagram 500 shows another
method for mitigating potential network security issues in
accordance with other embodiments. Following flow dia-
gram 500, upon identifying an unsecure network element
(i.e., block 314 of FIG. 3), it is determined whether a
connection has already been established between the known
access device and the known network (block 502). Where a
connection was previously established (block 502), the
secure network device is disconnected from the known
network (block 504). In any case of whether a previous
connection between the secure network device and the
known network existed (block 502), it is determined
whether a VPN application is available on the known access
device (block 506). Where a VPN application does not exist
(block 506), a failure to cure the identified unsecure network
element(s) is indicated (block 512) and the processing is
returned to block 316 of FIG. 3.

Alternatively, where a VPN application exists on the
known access device (block 506), the VPN application is
invoked and the known access device is reconnected to the
known network via the remote network using VPN func-
tionality (i.e., the VPN application is running on the known
access device and network traffic is being routed via the
VPN) (block 508). As a secure link is available that avoids
the unsecure network elements on the remote network, a
cure of the identified unsecure network elements is indicated
(block 510) and the processing is returned to block 316 of
FIG. 3.

Turning to FIG. 6, a flow diagram 600 shows yet another
method for mitigating potential network security issues in
accordance with yet other embodiments. Following flow
diagram 600, upon identifying an unsecure network element
(i.e., block 314 of FIG. 3), it is determined whether a
connection has already been established between the known
access device and the known network (block 602). Where a
connection was previously established (block 602), the
secure network device is disconnected from the known
network (block 604). In any case of whether a previous
connection between the secure network device and the
known network existed (block 602), a first/next of the
identified unsecure network elements is selected (block
606).

A module executing on the known access device isolates
the known access device from the selected unsecure network
element (block 608). It is determined whether the isolation
was sufficient to protect the known network (block 610).
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Where the isolation was not sufficient (block 610), a failure
to cure the identified unsecure network element(s) is indi-
cated (block 616) and the processing is returned to block 316
of FIG. 3.

Alternatively, where the block was sufficient (block 610),
it is determined whether another identified unsecure network
element remains to be processed (block 612). Where another
unsecure network element remains (block 612), the pro-
cesses of blocks 606 ct seq. are performed for the next
unsecure network element. Alternatively, where no other
unsecure network elements remain to be processed (block
612), a cure of the identified unsecure network elements is
indicated (block 614) and the processing is returned to block
316 of FIG. 3.

In conclusion, the present invention provides for novel
systems, devices, and methods. While detailed descriptions
of one or more embodiments of the invention have been
given above, various alternatives, modifications, and equiva-
lents will be apparent to those skilled in the art without
varying from the spirit of the invention. Therefore, the above
description should not be taken as limiting the scope of the
invention, which is defined by the appended claims.

What is claimed is:

1. A method for reducing network threats, the method
comprising:

receiving, by a processing device, a request to access a

known network from a known access device connected
through a remote network, wherein the known network
is a private network that authorizes credentials associ-
ated with the known access device, and the remote
network is external to the known network;

scanning, by the processing device of the known access

device, the remote network through which access to the
known network is to be established, wherein the scan-
ning is configured to identify an unsecure network
element on the remote network;

based at least in part on identifying at least one unsecure

network element on the remote network, denying, by
the processing device, access to the known network;
and

based at least in part upon on failure to identify any

unsecure network element on the remote network,
requesting a grant of access from the known network to
the processing device.

2. The method of claim 1, wherein access by the process-
ing device to the known network is granted upon a combi-
nation of the requesting a grant of access from the known
network to the processing device and a correct authorization
credential presented by the processing device to the known
network.

3. The method of claim 1, wherein the unsecure network
element is an Internet of Things (IoT) device.

4. The method of claim 1, wherein administration of the
processing device and the known network is controlled by a
common administration entity.

5. The method of claim 1, the method further comprising:

upon denying access to the known network by the pro-

cessing device, providing a message to a user of the
processing device requesting the user to access the
known network via another remote network.

6. The method of claim 1, the method further comprising:

mitigating a security issue of the unsecure network ele-

ment; and

based at least in part upon mitigating the security issue of

the unsecure network element, requesting a grant of
access from the known network to the processing
device.
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7. The method of claim 6, wherein mitigating the security
issue of the unsecure network element includes connecting,
by the processing device, the processing device to another
remote network.

8. The method of claim 1, the method further comprising:

using, by the processing device, a network connection

between the processing device and the known network;
and

while using the network connection between the process-

20

receiving, by a processing device, a request to access a
known network from a known access device connected
through a remote network, wherein the known network
is a private network that authorizes credentials associ-
ated with the known access device, and the remote
network is external to the known network;

scanning, by the processing device of the known access
device, the remote network through which access to the
known network is to be established, wherein the scan-
ning is configured to identify an unsecure network

ing device and the known network, scanning, by the 10 | ¢ on th te network:
processing device, the remote network through which crement ofl e remote NELWork,
access to the known network is established, wherein the based at least in part on identifying at least one unsecure
scanning is configured to identify an unsecure network network element on the remote network, denying
clement on the remote network access to the known network; and
9. The method of claim 8, the method further comprising: 15 based at least in part upon on failure to identify any
upon identifying an unsecure network element on the unsecure network element on the remote network,
remote network while using the network connection requesting a grant O.f access from the known network to
between the processing device and the known network, 1 Stheﬁocesslng deVl.ce. dabl
disconnecting, by the processing device, the processing i ¢ hon-transitory - computer-readable  storage
device from the known network 5o medium embodying the set of instructions of claim 14,
10. The method of claim 9, the method further compris- which when executed by one or more processing resources
ing: ’ ’ of the computer system, causes the one or more processing
upon disconnecting the processing device from the known resource(si to Perform the meﬁholzinfurther comirlsmglzl
network by the processing device, providing a message upon .enyglg aceess 1o dt © Known netwtor y the fpfﬁ A
to a user of the processing device requesting the user to 25 cessing device, provicing a message 1o a user ot tie
access the known network via another remote network. processing deVlC? requesting the user to access the
11. A system comprising: known network via another remote network.
a I;rocessing resource: ’ 16. The non-transitory computer-readable storage
a non-transitory computer-readable medium coupled to medlum embodying the set of instructions .Of claim 15,
fhe processing resource, wherein the non-transitory 30 which when executed by one or more processing resources
computer-readable medium has stored thereon instruc- of the computer system, causes the one or [OTe processing
tions that when executed by the processing resource resources 1o perform. the. method further comprising:
cause the processing resource to: mitigating a security issue of the unsecure network ele-
receive a request to access a known network from a ment; and . e o
known access device connected through a remote 35 based at least in part upon mitigating the se?curlty issue of
network, wherein the known network is a private the unsecure network element, requesting a grant of
network that authorizes credentials associated with ZCC?SS from the known network to the processing
the known access device, and the remote network is cvice. .
external to the known network: 17. The non-transitory computer-readable storage
scan the remote network through which access to the 40 medlum embodying the set of instructions .Of claim 15,
known network is to be established. wherein the which when executed by one or more processing resources
scanning is configured to identify an ,unsecure net- of the computer system, causes the one or more processing
work element on the remote network: resources to perform the method further comprising:
based at least in part on identifying at least one unse- u51(111g 2 ne‘gvcljlrkklclonnectlon lijtwegn the processing
cure network element on the remote network, deny 43 levice and the known network; an
access to the known network: and while using the network connection between the process-
based at least in part upon on failure to identify any ing device and the kl?own network, scanning the remote
unsecure network element on the remote network network through which access to the known network is
request a grant of access from the known network to f:stab.hshed, wherein the scanning is configured to
the processing device 50 identify an unsecure network element on the remote
12. The system of claim 11, wherein access to the known 1 sneth&ilcl)rk. . dabl
network is granted upon a combination of the requesting a d'. eb I(lior}-tra?ﬁltoryt iﬂomptutert-.rea a fe 1 ;toral%‘e
grant of access from the known network to the processing mﬁ, lllllm hem N ylrig q be set ol anstruchions ol claim 4,
device and a correct authorization credential presented by WHIC When executed by One or MOore processing resources
the processing device to the known network. 55 of the computer system, causes the one or more processing
13. The system of claim 11, wherein the unsecure network resources o perform the method further comprising:
element is an Internet of Things (IoT) device. upon identifying an unsecure network element on .the
14. A non-transitory computer-readable storage medium {)emote nelzltwork Wh.ﬂe Esmg the dnﬁwkcljf k connectlolil
embodying a set of instructions, which when executed by etween the processing device and the known network,
60 disconnecting the processing device from the known

one or more processing resources of a computer system,
causes the one or more processing resources to perform a
method comprising:

network.
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. 111,916,902 B2 Page 1 of 1
APPLICATION NO. 1 17/185542

DATED : February 27, 2024

INVENTOR(S) : Emilio Borbolla Galindo

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Claims

Claim 1:

Column 18, Line 44, after “the processing device” insert --, wherein mitigating a security issue of the
unsecure network element includes starting, by the processing device, a virtual private network
application, and wherein requesting the grant of access from the known network to the processing
device is done over a virtual private network--

Claim 11:

Column 19, Line 28, delete “a processing resource” and insert in place thereof --one or more
processing resources--

Column 19, Line 30, delete “processing resource” and insert in place thereof --one or more processing
resources--

Column 19, Line 32, delete “processing resource” and insert in place thereof --one or more processing
resources--

Column 19, Line 33, delete “processing resource” and insert in place thereof --one or more processing
resources--

Column 19, Line 50, after “the processing device” insert --, wherein mitigating a security issue of the
unsecure network element includes starting, by the processing device, a virtual private network
application, and wherein requesting the grant of access from the known network to the processing
device is done over a virtual private network--

Claim 14:

Column 20, Line 18, after “the processing device” insert --, wherein mitigating a security issue of the
unsecure network element includes starting, by the processing device, a virtual private network
application, and wherein requesting the grant of access from the known network to the processing
device is done over a virtual private network--

Signed and Sealed this
Eighth Day of September, 2026

s

John A. Squires
Director of the United States Patent and Trademark Olffice
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