UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 11,916,902 B2 Page 1 of 1
APPLICATION NO. : 17/185542
DATED : February 27, 2024

INVENTOR(S) : Emilio Borbolla Galindo

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Claims

Claim 1:

Column 18, Line 44, after “the processing device” insert --, wherein mitigating a security issue of the
unsecure network element includes starting, by the processing device, a virtual private network
application, and wherein requesting the grant of access from the known network to the processing
device is done over a virtual private network--

Claim 11:

Column 19, Line 28, delete “a processing resource” and insert in place thereof --one or more
processing resources--

Column 19, Line 30, delete “processing resource” and insert in place thereof --one or more processing
resources--

Column 19, Line 32, delete “processing resource” and insert in place thereof --one or more processing
resources--

Column 19, Line 33, delete “processing resource” and insert in place thereof --one or more processing
resources--

Column 19, Line 50, after “the processing device” insert --, wherein mitigating a security issue of the
unsecure network element includes starting, by the processing device, a virtual private network
application, and wherein requesting the grant of access from the known network to the processing
device is done over a virtual private network--

Claim 14:

Column 20, Line 18, after “the processing device” insert --, wherein mitigating a security issue of the
unsecure network element includes starting, by the processing device, a virtual private network
application, and wherein requesting the grant of access from the known network to the processing
device is done over a virtual private network--
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APPLICATION NO.: 17/185,542

ISSUE DATE © February 27, 2024
INVENTOR(S)

Emilio Borbolla Galindo

It is certified that an error appears or errors appear in the above-identified patent and that said Letters Patent
is hereby corrected as shown below:

Claim 1:

Column 18, Line 44, after "the processing device" insert --, wherein mitigating a security issue of the unsecure
network element includes starting, by the processing device, a virtual private network application, and wherein
requesting the grant of access from the known network to the processing device is done over a virtual private

network--

Claim 11:
Column 19, Line 28, delete "a processing resource" and insert in place thereof --one or more processing
resources--

Column 19, Line 30, delete "processing resource" and insert in place thereof --one or more processing
resources--

Column 19, Line 32, delete "processing resource" and insert in place thereof --one or more processing
resources--

Column 19, Line 33, delete "processing resource" and insert in place thereof --one or more processing
resources--

Column 19, Line 50, after "the processing device" insert --, wherein mitigating a security issue of the unsecure
network element includes starting, by the processing device, a virtual private network application, and wherein
requesting the grant of access from the known network to the processing device is done over a virtual private
network--

Claim 14:

Column 20, Line 18, after "the processing device" insert --, wherein mitigating a security issue of the unsecure
network element includes starting, by the processing device, a virtual private network application, and wherein
requesting the grant of access from the known network to the processing device is done over a virtual private

network--
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22313-1450 or email InformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. If filing this completed
form by mail, send to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. The United States Patent and
Trademark Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The USPTO’s
system of records is used to manage all applicant and owner information including name, citizenship, residence,
post office address, and other information with respect to inventors and their legal representatives pertaining to
the applicant's/owner’s activities in connection with the invention for which a patent is sought or has been
granted. The applicable Privacy Act System of Records Notice for the information collected in this form is
COMMERCE/PAT-TM-7 Patent Application Files, available in the Federal Register at 78 FR 19243 (March 29,
2013), hitps:/ A www.govinfo.gov/content/pke/FR-2013-03-29/pdf/2013-07341 .pdf.

Routine uses of the information in this record may include disclosure to: 1) law enforcement, in the event that
the system of records indicates a violation or potential violation of law; 2) a federal, state, local, or international
agency, in response to its request; 3) a contractor of the USPTO having need for the information in order to
perform a contract; 4) the Department of Justice for determination of whether the Freedom of Information Act
(FOIA) requires disclosure of the record; 5) a Member of Congress submitting a request involving an individual to
whom the record pertains, when the individual has requested the Member’s assistance with respect to the
subject matter of the record; 6) a court, magistrate, or administrative tribunal, in the course of presenting
evidence, including disclosures to opposing counsel in the course of settlement negotiations; 7) the
Administrator, General Services Administration (GSA), or their designee, during an inspection of records
conducted by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and any
other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make
determinations about individuals; 8) another federal agency for purposes of National Security review (35 U.S.C.
181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)); 9) the Office of Personnel
Management (OPM) for personnel research purposes; and 10) the Office of Management and Budget (OMB) for
legislative coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or
examine your submission, which may result in termination of proceedings, abandonment of the application,
and/or expiration of the patent.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Fortinet, Inc. Examiner: Champakesan, Badri Narayanan
First Inventor: Emilio Borbolla Gallindo Group Art Unit: 2496

Patent No.: 11,916,902 Confirm. No. 4198

Serial No.: 17/185,542 Docket No. FORT-041900

Filed: February 25, 2021

For: SYSTEMS AND METHODS FOR USING A
NETWORK ACCESS DEVICE TO SECURE
A NETWORK PRIOR TO REQUESTING
ACCESS TO THE NETWORK BY THE
NETWORK ACCESS DEVICE

Commissioner for Patents
Office of Data management Attention: Certificates of Correction Branch

P.O. Box 1450
Alexandria, VA 22313-1450

REQUEST FOR EXPEDITED ISSUANCE OF CERTIFICATE OF CORRECTION OF

PATENT FOR OFFICE MISTAKE

This is a request for expedited issuance of a Certificate of Correction for Patent
Trademark Office (“Office””) mistake under 37 CFR 1.322(a). Form PTO/SB/44 is submitted
concurrently herewith, identifying the locations of the errors in the printed patent and corrections

thereto.
Pursuant to MPEP 1480.01, this request should be expedited based on the evidence below

showing the errors are attributable solely to the Office.

Evidence of the Errors being Attributable Soley to the Office:

The errors in the above-referenced patent are omissions for which the correct wording
and source of the errors can be found in the records of the Office (i.e., the Image File Wrapper
(IFW) for the above-captioned patent application). Specifically, during prosecution, the
Examiner proposed an Examiner’s amendment that added the limitations of two dependent

claims to all independent claims, and the dependent claims containing these limitations would be
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canceled. The undersigned documented the proposed Examiner’s amendment in a Word
document provided to the Examiner via an email dated October 20, 2023. See Office Action
Appendix dated 10/30/26 and Email Correspondence dated 10/30/26 of the IFW. While the

Office correctly canceled the dependent claims that included these limitations, due to a clerical
error on the part of the Office, the agreed-upon amendments were not ultimately added to the
independent claims. Further evidence of the Office error is reflected in the Notice of Allowance,
which acknowledges the Examiner’s Amendment and cites language from the portions of the
unentered Examiner’s amendment in the reasons for allowance. See Notice of Allowance and

Fees Due (PTOL-85) dated 10/30/23 of the IFW.

Conclusion
For the foregoing reasons, the undersigned respectfully requests expedited issuance of a
Certificate of Correction for Office mistake under 37 CFR 1.322(a) and MPEP 1480.01. The
Office is invited to call the undersigned attorney at (833) 596-4529 x706 if there remains any

issue with expedited issuance of the requested Certificate of Correction.

Respectfully submitted,

Jaffery Watson Hamilton & DeSanctis LLP

Date August 12, 2026 By /Michael A. DeSanctis/
Michael A. DeSanctis, Esq.
Reg. No. 39,957
Ph: (833) 596-4529 x706
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PRIOR TO REQUESTING ACCESS TO THE NETWORK BY THE NETWORK ACCESS DEVICE

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT# 11916902
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CONFIRMATION # 4198 FILEDBY Michael DeSanctis
PATENT CENTER # 80174199 FILING DATE  02/25/2021
CUSTOMER # 176502 FIRST NAMED  Emilio Borbolla Galindo
INVENTOR
CORRESPONDENCE - AUTHORIZED BY  Michael DeSanctis
ADDRESS
Documents TOTAL DOCUMENTS: 2
SIZE
DOCUMENT PAGES DESCRIPTION (KB)
FORT-041900 - Request for Request for Certificate of
2 : 20 KB
CoC.pdf Correction
FORT-041900 - Certificate of Request for Certificate of
: 2 : 795 KB
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Digest
DOCUMENT MESSAGE DIGEST(SHA-512)
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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grants to the person(s) having title to this patent the right to exclude others from making,
using, offering for sale, or selling the invention throughout the United States of America or
importing the invention into the United States of America, and if the invention is a process,
of the right to exclude others from using, offering for sale or selling throughout the United

States of America, products made by that process, for the term set forth in 35 u.s.c. 154(a)(2)

or (¢)(x), subject to the payment of maintenance fees as provided by 35 U.s.c. 41(b). See the

Maintenance Fee Notice on the inside of the cover.
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Maintenance Fee Notice

If the application for this patent was filed on or after December 12, 1980, maintenance fees
are due three years and six months, seven years and six months, and eleven years and six
months after the date of this grant, or within a grace period of six months thereafter upon
payment of a surcharge as provided by law. The amount, number and timing of the mainte-
nance fees required may be changed by law or regulation. Unless payment of the applicable
maintenance fee is received in the United States Patent and Trademark Office on or before
the date the fee is due or within a grace period of six months thereafter, the patent will expire
as of the end of such grace period.

Patent Term Notice

If the application for this patent was filed on or after June 8, 1995, the term of this patent
begins on the date on which this patent issues and ends twenty years from the filing date of
the application or, if the application contains a specific reference to an earlier filed applica-
tion or applications under 35 U.s.C. 120, 121, 365(c), or 386(c), twenty years from the filing date
of the earliest such application (“the twenty-year term”), subject to the payment of mainte-
nance fees as provided by 35 u.s.c. 41(b), and any extension as provided by 35 v.s.c. 154(b) or
156 or any disclaimer under 35 v.s.c. 253.

If this application was filed prior to June 8, 1995, the term of this patent begins on the date
on which this patent issues and ends on the later of seventeen years from the date of the
grant of this patent or the twenty-year term set forth above for patents resulting from appli-
cations filed on or after June 8, 1995, subject to the payment of maintenance fees as provided
by 35 u.s.c. 41(b) and any extension as provided by 35 u.s.c. 156 or any disclaimer under
35 U.S.C. 253.
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SYSTEMS AND METHODS FOR USING A
NETWORK ACCESS DEVICE TO SECURE A
NETWORK PRIOR TO REQUESTING
ACCESS TO THE NETWORK BY THE

2

FIG. 2 is a flow diagram showing a method in accordance
with various embodiments for determining a potential net-
work security issues and denying access based upon the
potential network insecurity;

NETWORK ACCESS DEVICE 5 FIG. 3 is a flow diagram showing a method in accordance

with some embodiments for determining potential network

COPYRIGHT NOTICE security issues and attempting to mitigate the potential
network insecurity;

Contained herein is material that is subject to copyright FIG. 41is a flow diagram showing a method for mitigating
protection. The copyright owner has no objection to the 10 potential network security issues in accordance with some
facsimile reproduction of the patent disclosure by any per- embodlmepts; ) )
son as it appears in the Patent and Trademark Office patent ‘F_IG'A Sisa ﬂOVY diagram showmg _anothe_r method for
files or records, but otherwise reserves all rights to the m.ltlgatmgapoten.tlal network security issues in accordance
copyright whatsoever. Copyright © 2021, Fortinet, Inc. with Othef embod1ments; and .

’ ’ IS5 FIG. 6 is a flow diagram showing yet another method for
FIELD mitigating potential network security issues in accordance
with yet other embodiments.

Embodiments discussed generally relate to' securing net- DETAILED DESCRIPTION
works against access from off network devices. In some 5,
cases, embodiments discussed relate to systems and methods Various embodiments provide systems and methods for
for identifying potential threats included in a remote net- securing networks against access from off network devices.
work by a network access device prior to requesting access In some cases, embodiments discussed relate to systems and
to a known secure network via the remote network. methods for identifying potential threats included in a

25 remote network by a network access device prior to request-
BACKGROUND ing access to a known secure network via the remote
network.

It is not uncommon for corporate devices to be taken on The popularity of telework has increased dramatically.
the road and used to access the corporate network from Such telework has increased the possibility of a secure
remote locations. Such use of a corporate device invites the 30 network becoming open to attack via one or more unsecure
possibility that nefarious access to the corporate network devices on a remote network through which the telework is
may be achieved via an unsecure device on the remote  being supported. As just some examples, a remote network
access network via the corporate device. may include one or more Internet of Things (IoT) type of

Thus, there exists a need in the art for more advanced device such as, for example, televisions, cameras, micro-
approaches, devices and systems for monitoring and 3> Phones, and the like. o
addressing network functionality. In a typlcal scenario, a secure corporate device is con-

nected directly to a secure corporate network. In this sce-
SUMMARY nario one network administrator controls both the secure
corporate device and the secure corporate network. This

Various embodiments provide systems and methods for 40 network administrator can assure that access to anFl from the
securing networks against access from off network devices. secure corporate dev1ge 1S carefglly guarded using access
In some cases, embodiments discussed relate to systems and credentials. However, mn th? growing tele\_zvork scenarios, the

. o . . . secure corporate device is taken outside of the secure
methods for identifying potential threats included in a
. . corporate network by a user, and used to access the secure
remote network by a network access device prior to request- 5 o te network vi te networks that
. . rporate network via one or more remote networks that are
ing access to a known secure network via the remote not under control of the network administrator. For example,
network. ) ) the user may access the secure corporate network using the

This summary provides only a general outline of some secure network device (e.g., a corporate access device
embodiments. Many other objects, features, advantages and  kpown to the administrator of the secure corporate network)
other embodiments will become more fully apparent from 50 via a home network maintained by the user. This home
the following detailed description, the appended claims and network may connect a number of network devices, that in
the accompanying drawings and figures. some cases have either not been secured or are incapable of

being secured. In such a scenario, allowing access via the
BRIEF DESCRIPTION OF THE DRAWINGS home network raises the potential of threat to the secure
55 corporate network via access through one of the unsecured

A further understanding of the various embodiments may network devices on the home network.
be realized by reference to the figures which are described
in remaining portions of the specification. In the figures, Terminology
similar reference numerals are used throughout several
drawings to refer to similar components. In some instances, 60  The phrase “known network™ or “on-network™ is used in
a sub-label consisting of a lower-case letter is associated its broadest sense to mean a network that is controlled,
with a reference numeral to denote one of multiple similar governed, and/or owned by an entity that is responsible for
components. When reference is made to a reference numeral the security of the network. Thus, for example, a known
without specification to an existing sub-label, it is intended network may be a corporate network that is controlled by a
to refer to all such multiple similar components. 65 network administration of the corporation. As another

FIGS. 1A-1C illustrate a network architecture in accor-
dance with some embodiments;

example, a known network may include all network devices
within a corporate network that are protected by a network
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security appliance (e.g., FORTIGATE). Such a known net-
work includes a number of network devices that are known
to and/or approved of by the aforementioned network
administration. In contrast, the phrase “remote network™ or

4

entry-level, mid-range, and high-end network security
devices. Each category may use different types and forms of
central processing units (CPUs), network processors (NPs),
and content processors (CPs). NPs may be used to accelerate

“off-network™ is a network that includes one or more ele- 5 traffic by offloading network traffic from the main processor.
ments that are: not known to, not governed by, and/or not CPs may be used for security functions, such as flow-based
controlled by the entity that is responsible for the known inspection and encryption. Entry-level network security
network. Thus, for example, a remote network may be a devices may include a CPU and no co-processors or a
home network that is not controlled by the entity that is not system-on-a-chip (SoC) processor that combines a CPU, a
responsible for the security of the known network. The 10 CP and an NP. Mid-range network security devices may
phrase “known access device” is a device that includes a include a multi-core CPU, a separate NP Application-Spe-
module governing access to a known network via a remote cific Integrated Circuits (ASIC), and a separate CP ASIC. At
network. the high-end, network security devices may have multiple

The terms “connected” or “coupled” and related terms, NPs and/or multiple CPs. A network security device is
unless clearly stated to the contrary, are used in an opera- 15 typically associated with a particular network (e.g., a private

tional sense and are not necessarily limited to a direct
connection or coupling. Thus, for example, two devices may
be coupled directly, or via one or more intermediary media
or devices. As another example, devices may be coupled in
such a way that information can be passed there between,
while not sharing any physical connection with one another.
Based on the disclosure provided herein, one of ordinary
skill in the art will appreciate a variety of ways in which
connection or coupling exists in accordance with the afore-
mentioned definition.

If the specification states a component or feature “may”,
“can”, “could”, or “might” be included or have a character-
istic, that particular component or feature is not required to
be included or have the characteristic.

As used in the description herein and throughout the
claims that follow, the meaning of “a,” “an,” and “the”
includes plural reference unless the context clearly dictates
otherwise. Also, as used in the description herein, the
meaning of “in” includes “in” and “on” unless the context
clearly dictates otherwise.

The phrases “in an embodiment,” “according to one
embodiment,” and the like generally mean the particular
feature, structure, or characteristic following the phrase is
included in at least one embodiment of the present disclo-
sure, and may be included in more than one embodiment of
the present disclosure. Importantly, such phrases do not
necessarily refer to the same embodiment.

As used herein, a “network element” is used in its
broadest sense to mean any device in virtual or physical
form that is included in a network. Thus, network elements
may include, but are not limited to, IoT devices, cameras,
printers, scanners, fax machines, personal computers,
phones, or the like. Based upon the disclosure provided
herein, one of ordinary skill in the art will recognize a
variety of network elements that may be used in relation to
various embodiments.

As used herein, a “network appliance” or a “network
device” generally refers to a device or appliance in virtual or
physical form that is operable to perform one or more
network functions. Such a network device may, for example,
be a network security device that may reside within the
particular network that it is protecting or network security
may be provided as a service with the network security
device residing in the cloud. Some network security devices
may be implemented as general-purpose computers or serv-
ers with appropriate software operable to perform the one or
more security functions. Other network security devices
may also include custom hardware (e.g., one or more custom
Application-Specific Integrated Circuits (ASICs)). For
example, while there are differences among network secu-
rity device vendors, network security devices may be clas-
sified in three general performance categories, including

9
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enterprise network) on behalf of which it provides the one or
more security functions. Non-limiting examples of security
functions include authentication, next-generation firewall
protection, antivirus scanning, content filtering, data privacy
protection, web filtering, network traffic inspection (e.g.,
secure sockets layer (SSL) or Transport Layer Security
(TLS) inspection), intrusion prevention, intrusion detection,
denial of service attack (DoS) detection and mitigation,
encryption (e.g., Internet Protocol Secure (IPSec), TLS,
SSL), application control, Voice over Internet Protocol
(VoIP) support, Virtual Private Networking (VPN), data leak
prevention (DLP), antispam, antispyware, logging, reputa-
tion-based protections, event correlation, network access
control, vulnerability management, and the like. Such secu-
rity functions may be deployed individually as part of a point
solution or in various combinations in the form of a unified
threat management (UTM) solution. Non-limiting examples
of network security appliances/devices include network
gateways, VPN appliances/gateways, UTM appliances (e.g.,
the FORTIGATE family of network security appliances),
messaging security appliances (e.g., FORTIMAIL family of
messaging security appliances), database security and/or
compliance appliances (e.g., FORTIDB database security
and compliance appliance), web application firewall appli-
ances (e.g., FORTIWEB family of web application firewall
appliances), application acceleration appliances, server load
balancing appliances (e.g., FORTIBALANCER family of
application delivery controllers), network access control
appliances (e.g., FORTINAC family of network access
control appliances), vulnerability management appliances
(e.g., FORTISCAN family of vulnerability management
appliances), configuration, provisioning, update and/or man-
agement appliances (e.g., FORTIMANAGER family of
management appliances), logging, analyzing and/or report-
ing appliances (e.g., FORTIANALYZER family of network
security reporting appliances), bypass appliances (e.g.,
FORTIBRIDGE family of bypass appliances), Domain
Name Server (DNS) appliances (e.g., FORTIDNS family of
DNS appliances), wireless security appliances (e.g., FORTI-
WIFI family of wireless security gateways), virtual or physi-
cal sandboxing appliances (e.g., FORTISANDBOX family
of security appliances), and DoS attack detection appliances
(e.g., the FORTIDDOS family of DoS attack detection and
mitigation appliances).

Some embodiments discussed herein can be implemented
as software instructions executable by a hardware processor.
In some embodiments, such software instructions form part
of an operating system providing software control in a
networking environment. One example of such an operating
system is FORTIOS family of operating systems offering
control of various network functions including security
fabric. Of note, while the embodiments discussed herein are

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00022



US 11,916,902 B2

5

generally described as being implemented as software
instructions executable by a hardware processor, it will be
noted that such is not limiting and that other embodiments
implemented with hardware accelerators are possible in

6

unsecure network element and/or blocking access to the
processing device from the unsecure network element. Such
mitigation may include two or more of the aforementioned
processes.

accordance with other embodiments. 5 In various instances of the aforementioned embodiments,
Example embodiments will now be described more fully the methods further include: using, by the processing device,
hereinafter with reference to the accompanying drawings, in a network connection between the processing device and the
which exemplary embodiments are shown. This disclosure known network; and while using the network connection
may, however, be embodied in many different forms and between the processing device and the known network,
should not be construed as limited to the embodiments set 10 scanning the remote network through which access to the
forth herein. known network is established, wherein the scanning is
Thus, for example, it will be appreciated by those of configured to identify an unsecure network element on the
ordinary skill in the art that the diagrams, schematics, remote network. In some cases, such methods further
illustrations, and the like represent conceptual views or include: upon identifying an unsecure network element on
processes illustrating systems and methods embodying vari- 15 the remote network while using the network connection
ous aspects of the present disclosure. The functions of the between the processing device and the known network,
various elements shown in the figures may be provided disconnecting and/or isolating, by the processing device, the
through the use of dedicated hardware as well as hardware processing device from the known network. In some cases,
capable of executing associated software and their functions the methods further include: upon disconnecting the pro-
may be carried out through the operation of program logic, 20 cessing device from the known network by the processing
through dedicated logic, through the interaction of program device, providing a message to a user of the processing
control and dedicated logic. device requesting the user to access the known network via
Various embodiments provide methods for reducing net- another remote network.
work threats. The methods include receiving a request to Other embodiments provide systems that include: a pro-
access a known network; scanning a remote network 25 cessing resource, and a non-transitory computer-readable
through which access to the known network is to be estab- medium coupled to the processing resource. The non-tran-
lished, where the scanning is configured to identify an sitory computer-readable medium has stored thereon
unsecure network element on the remote network; based at instructions that when executed by the processing resource
least in part on identifying at least one unsecure network cause the processing resource to: receive a request to access
element on the remote network, denying access to the known 30 a known network; scan a remote network through which
network; and based at least in part upon on failure to identify access to the known network is to be established, where the
any unsecure network element on the remote network, scanning is configured to identify an unsecure network
requesting a grant of access from the known network to the element on the remote network; based at least in part on
processing device. identifying at least one unsecure network element on the
In some instances of the aforementioned embodiments, 35 remote network, deny access to the known network; and
access by the processing device to the known network is based at least in part upon on failure to identify any unsecure
granted upon a combination of the requesting a grant of network element on the remote network, request a grant of
access from the known network to the processing device and access from the known network to the processing device.
a correct authorization credential presented by the process- In some instances of the aforementioned embodiments,
ing device to the known network. In various instances of the 40 access to the known network is granted upon a combination
aforementioned embodiments, the unsecure network ele- of the requesting a grant of access from the known network
ment is an Internet of Things (IoT) device. In some instances to the processing device and a correct authorization creden-
of the aforementioned embodiments, administration of the tial presented by the processing device to the known net-
processing device and the known network is controlled by a work. In various instances of the aforementioned embodi-
common administration entity. In various instances of the 45 ments, the unsecure network element is an Internet of Things
aforementioned embodiments, the methods further include: (IoT) device.
upon denying access to the known network by the process- Yet other embodiments provide a non-transitory com-
ing device, providing a message to a user of the processing puter-readable storage medium embodying a set of instruc-
device requesting the user to access the known network via tions, which when executed by one or more processing
another remote network. 50 resources of a computer system, causes the one or more
In some instances of the aforementioned embodiments, processing resources to perform a method comprising:
the methods further include: mitigating a security issue of receiving a request to access a known network; scanning a
the unsecure network element; and based at least in part remote network through which access to the known network
upon mitigating the security issue of the unsecure network is to be established, where the scanning is configured to
element, requesting a grant of access from the known 55 identify an unsecure network element on the remote net-
network to the processing device. In some cases, mitigating work; based at least in part on identifying at least one
a security issue of the unsecure network element includes unsecure network element on the remote network, denying
disconnecting, by the processing device, the processing access to the known network; and based at least in part upon
device from the current remote network and connecting, by on failure to identify any unsecure network element on the
the processing device, the processing device to another 60 remote network, requesting a grant of access from the
remote network. In various cases, mitigating a security issue known network to the processing device.
of the unsecure network element includes starting a virtual In some instances of the aforementioned embodiments,
private network application. In such cases, requesting the the non-transitory computer-readable storage medium
grant of access from the known network to the processing embodying the set of instructions, which when executed by
device is done over a virtual private network. In yet other 65 one or more processing resources of the computer system,

cases, mitigating a security issue of the unsecure network
element includes isolating the processing device from the

causes the one or more processing resources to perform the
method further comprising: upon denying access to the
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known network by the processing device, providing a mes-
sage to a user of the processing device requesting the user to
access the known network via another remote network. In
various instances of the aforementioned embodiments, the
non-transitory computer-readable storage medium embody-
ing the set of instructions, which when executed by one or
more processing resources of the computer system, causes
the one or more processing resources to perform the method
further comprising: mitigating a security issue of the unse-
cure network element; and based at least in part upon
mitigating the security issue of the unsecure network ele-
ment, requesting a grant of access from the known network
to the processing device. In some cases, mitigating the
security issue of the unsecure network element includes

8

controlled by the same entity that owns and controls known
network 102. In such an embodiment, the users may be
employees of the entity. Based upon the disclosure provided
herein, one of ordinary skill in the art will recognize a
variety of relationships between users, known access
devices 112, and known network 102 that may be possible
in accordance with different embodiments.

One or more of known access devices 112 (e.g., known
access device 112a) can be removed from known network
102, and connected to one or more of remote networks 104.
Known access device 112a can be used to access one or both
of secure network accessible resource(s) 114 and unsecure
network accessible resource(s) 116 of known network 102
via a remote network 104. Such access to secure network

starting a virtual private network application, and wherein 15 )
requesting the grant of access from the known network to the accessible resource(s) 114 and/or unsecure network acces-
processing device is done over a virtual private network. sible resource(s) 116 of known network 102 is based at least
In various instances of the aforementioned embodiments in part upon other network devices included in the particular
the method further includes: using a network connection remote network 104 through which known access device
between the processing device and the known network; and 20 112a is attempting to connect to known network 102.
while using the network connection between the processing Remote network 104« is connected to a number of type I
device and the known network, scanning the remote network network elements 116 (e.g., type I network element 116a,
through which access to the known network is established, type I network element 116b, . . . , and type I network
where the scanning is configured to identify an unsecure  element 116n), and to a number of type II network elements
network element on the remote network. In some instances 25 118 (e.g., type II network element 118a, type II network
of the aforementioned embodiments, the methods further element 118b, . . . , and type II network element 118n). As
include: upon identifying an unsecure network elementvon used herein, a type I network element 116 is a network
the remote network while using the network connection element that is considered a potential threat and without
bgtween the processing dE?VlCG and the known petwork, purpose to known network 102. For example, a type I
disconnecting and/or isolating the processing device from 30 network element may be, but is not limited to, an IOT device
the known network. . . . .
. . . such as a television that is deemed by the entity controlling
Turning to FIG. 1A, a network architecture 100 is shown K K 102 not to h tility t ; d
in accordance with various embodiments. Network archi- nown netwgr not to have utility 1o a user of secure
. network device 112a when performing tasks for an entity
tecture 100 includes a known network 102 and a number of .
remote networks 104 (e.g., remote network 104a, remote 35 controlling known network 102. . .
network 104b, and remote network 104¢). Such networks In cpntrast, atype II'network element 118 is considered a
may each include a number of network devices as are known ~ Potential threat, but with some purpose to known network
in the art. Further, the number of remote networks 104 is not ~ 102. For example, a type II network element 118 may be, but
limited to three, but may be one, two, or a number greater is not limited to, a printer or scanner that would have use to
than three. 40 a user of secured network device 112a when performing
Known network 102 may, for example, be a corporate tasks for an Cl’ltity COHtI‘Ollil’lg known network 102. Based
network. Known network 102 includes a number of unse- upon the disclosure provided herein, one of ordinary skill in
cure network accessible resource(s) 115 and a number of the art will recognize a variety of type II network elements
secure network accessible resource(s) 114. Secure network that may be used and processed in accordance with different
accessible resource(s) 114 may include a number of network 45 embodiments.
resources, gateways, databases, applications, or the like that Remote network 1045 does not include any devices other
require a defined level of authorization and/or security to than known access device 112a and a network gateway
access. This defined level of security is controlled by a device (not shown). Remote network 104¢ is connected to a
network administration that defines security within known number of type II network elements 118 (e.g., type II
network 102. Thus, to access secure network accessible 50 network element 118¢, type II network element 1184, . . .,
resource(s) 114, an accessing device must become autho- and type II network element 118x). Access to known net-
rized to known network 102. Such authorization may work 102 by known access device 112a will be allowed
involve, but is not limited to, presenting a security credential depending upon which or remote networks 104 is used, any
to known network. In contrast, unsecure network accessible mitigation that may be performed on one or both of type I
resource(s) 115 include a number of network resources, 55 network elements 116 and type II network elements 118, and
gateways, databases, or the like that do not require autho- an access policy implemented by known network 102 as
rization to access. Thus, to access unsecure network acces- more fully described below.
sible resource(s) 115, an accessing device is not required to Turning to FIG. 1b, a conceptual drawing of a known
be authorized to known network 102. access device 142 is shown in accordance with some
A number of known access devices 112 (known access 60 embodiments. Known access device 142 may be used in
device 112b, known access device 112c, . . ., known access place of one or more of known access devices 112. As
device 112n) are connected to known network 102 at any shown, known access device 142 includes a known network
given time. Such devices are directly connected to known access control module 152. In some embodiments, known
network 102 and allow users to access one or both of secure network access control module 152 includes instructions
network accessible resource(s) 114 and unsecure network 65 executable by a processor (not shown) of known access

accessible resource(s) 116 depending upon authorization. In
one embodiment, known access devices 112 are owned and

device 142 to receive a request to access known network
102. In some cases, known network access control module

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00024



US 11,916,902 B2

9

152 additionally prepares an authorization credential that
will be presented to known network 102 as part of requesting
access.

Known network access control module 152 determines
whether the requested connection will result in a direct
connection to known network 102, or whether the request
connection will be made via a remote network 104. Where
the attempted connection to known network 102 is behind a
secure gateway (i.e., is on-network), the user or the devices
has been authenticated against a AAA server (i.e., an authen-
tication server) or is otherwise accessing from within known
network 102 (i.e., a direct connection), known network
access control module 152 provides the authorization cre-
dential for known network 102 to the network gateway of
known network 102. Where the authorization is correct,
known network 102 and known access device 142 perform
a connection to known network 142.

known access device 142 is allowed continual access to
the known network until a change in the network connection

10

element identification module 154 signals the condition to
known network access control module 152 that then presents
the authorization credential from known access device 142
to known network 102. Where the authorization is correct,
known network 102 and known access device 142 perform
a connection to known network 102.

Alternatively, in some embodiments where network ele-
ment identification module 154 identifies one or more unse-
cure network elements (i.e., a type I network element 118)
on remote network 104, network element identification
module 154 signals known network access control module
152 that disconnects from known access device 142 from
known network 102, and signals the disconnect to a user I/O
module 156. In response, user I/O module 156 provides a
message to a user of known access device 142 to use another
remote network 104 to access known network 102. User I/O
module may control one or more of an audio speaker or a
display included as part of known access device 142 to
provide the message to the user.

is detected by known network access control module 152. 20  In other embodiments where network element identifica-
Such a change in network connection can include, but is not tion module 154 identifies the addition of an unsecure
limited to, any process of disconnecting known access network element (i.e., a type I network element 118) when
device 142 from known network 102. Once a change in initially considering connection to known network 102,
network connection is detected, known network access network element identification module 154 signals known
control module 152 disconnects and/or isolates (e.g., blocks 25 unsecure network element mitigation module 158 of the
all communication) known access device 142 from known condition. In turn, network element mitigation module 158
network 102. operates to cure any of the identified unsecure network

Alternatively, where known network access control mod- elements and returns a message to network element identi-
ule 152 determines that the attempted connection to known fication module 154 of its success or failure in curing. Where
network 102 is via a remote network 104 (i.e., an indirect 30 unsecure network element mitigation module indicates 158
connection), a network element identification module 154 a cure, the newly identified unsecured network element is
scans remote network 104 through known access device 142 ignored and the connection between known access device
is requesting connection to known network 102 for any type 142 and known network 102 is made. Alternatively, where
I network elements 116. Network element identification unsecure network element mitigation module indicates 158
module 154 may use any process and/or circuitry known in 35 a failure to cure or remediate, network element identification
the art for identifying network elements 116, 118 on the module 154 signals the failure to cure to known network
selected remote network 104. Type I network elements 116 access control module 152. In turn, network access control
may include any network element that is not identified by the module 152 denies the connection between known access
module as acceptably secure. In some embodiments, one or device 142 and known network 102. Network access control
more types of network printers and/or one or more types of 40 module 152 further signals the denial to user I/O module
network scanners may be considered acceptably secure (and 156. In response, user I/O module 156 provides a message
thus designated type II network elements 118), and in the to a user of known access device 142 to use another remote
same embodiment, all other network elements are not con- network 104 to access known network 102.
sidered acceptably secure (and thus designated type I net- known access device 142 is allowed continual access to
work elements 116). 45 known network 102 via remote network 104 until a change

A known network policy application module 160 is pro- in the network connection is detected by known network
grammable to include a list of network elements that are access module 152. Such a change in network connection
considered type I network elements 116 because either they can include, but is not limited to, addition of an unsecure
do not offer a meaningful threat to known network 102 network element to remote network 104 or a change in
and/or because they are needed by a user accessing known 50 connection to known network 102. Such a change in con-
network 102 and any threat is understood and controlled. A nection may be, but is not limited to, any process of
network administration associated with user network 102 disconnecting known access device 142 from known net-
may program known network policy application module work 102. Once a change in network connection is detected
160, and known network policy application module 160 is by known network access control module 152, known
accessible to network element identification module 154 for 55 access device 142 is disconnected and/or isolated (e.g., all
use in detecting and classifying network elements 116, 118 communication from known access device 142 is blocked)
in the selected remote network 104. from known network 102.

Any network elements 116, 118 on remote network 104 Network element identification module 154 continues to
through which known access device 142 is attempting to operate while known access device 142 is connected to
access known network 102 that are not identified as accept- 60 known network 102 via remote network 104. In some
ably secure in network element identification module 154 embodiments where network element identification module
are identified as “unsecure” network elements. Network 154 identifies the addition of an unsecure network element
element identification module 154 determines whether any (i.e., a type I network element 118) since the last time a scan
unsecure network elements are included in remote network was performed, network element identification module 154
104 through which known access device 142 is attempting 65 signals known network access control module 152 that

to access known network 102. Where no unsecure network
elements are detected in remote network 104, network

disconnects from known access device 142 from known
network 102, and signals the disconnect to a user I/O module
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156. In response, user /O module 156 provides a message
to a user of known access device 142 to use another remote
network 104 to access known network 102.

In other embodiments where network element identifica-
tion module 154 identifies the addition of an unsecure
network element (i.e., a type I network element 118) since
the last time a scan was performed, network element iden-
tification module 154 signals known unsecure network ele-
ment mitigation module 158 of the condition. In turn,
network element mitigation module 158 operates to cure any
of the identified unsecure network elements and returns a
message to network element identification module 154 of its
success or failure in curing. Where unsecure network ele-
ment mitigation module indicates 158 a cure, the newly
identified unsecured network element is ignored and the
connection between known access device 142 and known
network 102 continues. Alternatively, where unsecure net-
work element mitigation module indicates 158 a failure to
cure, network element identification module 154 signals the
failure to cure to known network access control module 152.
In turn, network access control module 152 disconnects
known access device 142 from known network 102. Net-
work access control module 152 further signals the discon-
nect to user I[/O module 156. In response, user I/O module
156 provides a message to a user of known access device
142 to use another remote network 104 to access known
network 102.

Turning to FIG. 1C, an example computer system 144 in
which or with which embodiments of the present disclosure
may be utilized is shown. As shown in FIG. 1C, computer
system 144 includes an external storage device 170, a bus
172, a main memory 174, a read-only memory 176, a mass
storage device 178, one or more communication ports 180,
and one or more processing resources (e.g., processing
circuitry 182). In one embodiment, computer system 144
may represent some portion of a known access device 142.
Those skilled in the art will appreciate that computer system
144 may include more than one processing resource and
communication port 180. Non-limiting examples of process-
ing circuitry 182 include, but are not limited to: Intel
Quad-Core, Intel i3, Intel i5, Intel i7, Apple M1, AMD
Ryzen, or AMD® Opteron® or Athlon MP® processor(s),
Motorola® lines of processors, FortiSOC™ system on chip
processors or other future processors. Processor 1070 may
include various modules associated with embodiments of the
present disclosure.

Communication port 180 can be any of an RS-232 port for
use with a modem-based dialup connection, a 10/100 Eth-
ernet port, a Gigabit, 10 Gigabit, 25G, 40G, and 100G port
using copper or fiber, a serial port, a parallel port, or other
existing or future ports. Communication port 180 may be
chosen depending on a network, such as a Local Area
Network (LAN), Wide Area Network (WAN), or any net-
work to which the computer system connects.

Memory 174 can be Random Access Memory (RAM), or
any other dynamic storage device commonly known in the
art. Read only memory 176 can be any static storage
device(s) e.g., but not limited to, a Programmable Read Only
Memory (PROM) chips for storing static information e.g.
start-up or BIOS instructions for the processing resource.

Mass storage device 178 may be any current or future
mass storage solution, which can be used to store informa-
tion and/or instructions. Non-limiting examples of mass
storage solutions include Parallel Advanced Technology
Attachment (PATA) or Serial Advanced Technology Attach-
ment (SATA) hard disk drives or solid-state drives (internal
or external, e.g., having Universal Serial Bus (USB) and/or
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Firewire interfaces), e.g. those available from Seagate (e.g.,
the Seagate Barracuda 7200 family) or Hitachi (e.g., the
Hitachi Deskstar 7K144), one or more optical discs, Redun-
dant Array of Independent Disks (RAID) storage, e.g. an
array of disks (e.g., SATA arrays), available from various
vendors including Dot Hill Systems Corp., LaCie, Nexsan
Technologies, Inc. and Enhance Technology, Inc.

Bus 172 communicatively couples processing resource(s)
with the other memory, storage and communication blocks.
Bus 172 can be, e.g. a Peripheral Component Interconnect
(PCD/PCI Extended (PCI-X) bus, Small Computer System
Interface (SCSI), USB or the like, for connecting expansion
cards, drives and other subsystems as well as other buses,
such a front side bus (FSB), which connects processing
resources to software system.

Optionally, operator and administrative interfaces, e.g., a
display, keyboard, and a cursor control device, may also be
coupled to bus 172 to support direct operator interaction
with computer system. Other operator and administrative
interfaces can be provided through network connections
connected through communication port 180. External stor-
age device 170 can be any kind of external hard-drives,
floppy drives, IOMEGA® Zip Drives, Compact Disc-Read
Only Memory (CD-ROM), Compact Disc-Re-Writable
(CD-RW), Digital Video Disk-Read Only Memory (DVD-
ROM). Components described above are meant only to
exemplify various possibilities. In no way should the afore-
mentioned exemplary computer system limit the scope of
the present disclosure.

While embodiments of the present disclosure have been
illustrated and described, numerous modifications, changes,
variations, substitutions, and equivalents will be apparent to
those skilled in the art. Thus, it will be appreciated by those
of ordinary skill in the art that the diagrams, schematics,
illustrations, and the like represent conceptual views or
processes illustrating systems and methods embodying vari-
ous non-limiting examples of embodiments of the present
disclosure. The functions of the various elements shown in
the figures may be provided through the use of dedicated
hardware as well as hardware capable of executing associ-
ated software. Similarly, any switches shown in the figures
are conceptual only. Their function may be carried out
through the operation of program logic, through dedicated
logic, through the interaction of program control and dedi-
cated logic, or even manually, the particular technique being
selectable by the entity implementing the particular embodi-
ment. Those of ordinary skill in the art further understand
that the exemplary hardware, software, processes, methods,
and/or operating systems described herein are for illustrative
purposes and, thus, are not intended to be limited to any
particular named. While the foregoing describes various
embodiments of the disclosure, other and further embodi-
ments may be devised without departing from the basic
scope thereof.

Turning to FIG. 2, a flow diagram 200 shows a method in
accordance with various embodiments for determining a
potential network security issues. Following flow diagram
200, it is determined whether a request to access a known
network is received (block 202). This is determined by a
module operating on the known access device that is con-
figured to detect a request to access a particular network. In
some cases, such a request includes preparing an authori-
zation credential that will be presented to the known net-
work as part of requesting access.

It is determined whether the requested connection will
result in a direct connection to the known network, or
whether the request connection will be made via a remote
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network (block 204). Where the attempted connection to
known network 102 is behind a secure gateway (i.e., is
on-network), the user or the devices has been authenticated
against a AAA server (i.e., an authentication server) or is
otherwise accessing from within the known network (i.e., a
direct connection)(block 204), the authorization credential
for the known network is provided from the known access
device to the network gateway of the known network. Where
the authorization is correct, the known network and the

14

the network connection is detected. Such a change in net-
work connection can include, but is not limited to, addition
of an unsecure network element to the remote network
(blocks 222-224) or a change in connection to the known
network (block 226). Such a change in connection may be,
but is not limited to, any process of disconnecting the known
access device from the known network. Once a change in
network connection is detected (block 226), the known
access device is disconnected from the known network

known access device perform a connection to the known 10 (block 228). To the extent the connection between the
network (block 206). It is noted that in some cases where the known access device and the known network is to be
authorization credential fails the known access device may renewed, the processes of blocks 202 et seq. are repeated.
be granted a limited access connection (e.g., access to only The module executing on the known access device that is
unsecured network accessible resources) on the known responsible for identifying unsecure network elements
network. 15 (block 222) continues to operate while known access device
The known access device is allowed continual access to is connected to the known network via the remote network.
the known network until a change in the network connection Where it is found that any unsecure network element has
is detected (block 208). Such a change in network connec- been added to the remote network (block 224), a message is
tion can include, but is not limited to, any process of displayed to a user of the known access device requesting
disconnecting the known access device from the known 20 that they reconnect via another remote network that does not
network. Once a change in network connection is detected include any unsecure network elements (block 226) and the
(block 208), the known access device is disconnected (or known access device is disconnected from the known net-
otherwise isolated) from the known network (block 210). To work (block 228). To the extent the connection between the
the extent the connection between the known access device known access device and the known network is to be
and the known network is to be renewed, the processes of 25 renewed, the processes of blocks 202 et seq. are repeated.
blocks 202 et seq. are repeated. Alternatively, where it is determined that unsecure net-
Alternatively, where the attempted connection to the work elements are included in the remote network through
known network is via a remote network (i.e., an indirect which the known access device is attempting to access the
connection) (block 204), a module executing on the known known network (block 214), a connection of the known
access device scans the remote network through which the 30 access device to the known network via the remote network
known access device is requesting connection to the known is denied (block 216) and a message is displayed to a user
network for unsecure network elements (block 212). Such of the known access device requesting that they reconnect
unsecure network elements may be any network element via another remote network that does not include any
that is not identified by the module as “acceptably secure”. unsecure network elements (block 218).
Such acceptably secure network elements are also referred 35  Turning to FIG. 3, a flow diagram 300 shows a method in
to herein as type II network elements. In contrast, network accordance with various embodiments for determining
elements that are not specifically designated as acceptably potential network security issues and attempting to mitigate
secure are referred to herein as type I network elements. the potential network security issues. Following flow dia-
What network elements are considered acceptably secure gram 300, it is determined whether a request to access a
may be designated by a network administration of the 40 known network is received (block 302). This is determined
known network and programmed into the module executing by a module operating on the known access device that is
on the known access device. This functions similar to a configured to detect a request to access a particular network.
“white list” of network elements. In some embodiments, one In some cases, such a request includes preparing an autho-
or more types of network printers and/or one or more types rization credential that will be presented to the known
of network scanners may be considered acceptably secure, 45 network as part of requesting access.
and in the same embodiment, all other network elements are It is determined whether the requested connection will
not considered acceptably secure. result in a direct connection to the known network, or
Any network elements on the remote network through whether the request connection will be made via a remote
which the known access device is attempting to access the network (block 304). Where the attempted connection to the
known network that are not identified as acceptably secure 50 known network is via a network gateway in the known
in the module executing on the known access device are network (i.e., a direct connection) (block 304), the authori-
designated as “unsecure” network elements. It is determined zation credential for the known network is provided from the
whether any unsecure network elements are included in the known access device to the network gateway of the known
remote network through which the known access device is network. Where the authorization is correct, the known
attempting to access the known network (block 214). Where 55 network and the known access device perform a connection
no unsecure network elements are included (block 214), the to the known network (block 306). It is noted that in some
authorization credential for the known network is provided cases where the authorization credential fails the known
from the known access device to the network gateway of the access device may be granted a limited access connection
known network. Where the authorization is correct, the (e.g., access to only unsecured network accessible resources,
known network and the known access device perform a 60 but isolated from secure network accessible resources) on
connection to the known network (block 220). Again, it is the known network.
noted that in some cases where the authorization credential The known access device is allowed continual access to
fails the known access device may be granted a limited the known network until a change in the network connection
access connection (e.g., access to only unsecured network is detected (block 308). Such a change in network connec-
accessible resources) on the known network. 65 tion can include, but is not limited to, any process of

The known access device is allowed continual access to
the known network via the remote network until a change in

disconnecting the known access device from the known
network. Once a change in network connection is detected

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00027



US 11,916,902 B2

15

(block 208), the known access device is disconnected from
the known network (block 310). To the extent the connection
between the known access device and the known network is
to be renewed, the processes of blocks 302 et seq. are

16
Examples of such mitigation processes are discussed below
in relation to FIGS. 4-6. The mitigation process of block 380
may include any one of the processes discussed below in
relation to FIGS. 4-6, combinations of two or more of the

repeated. 5 processes discussed below in relation to FIGS. 4-6, and/or
Alternatively, where the attempted connection to the other processes for reducing or eliminating a potential
known network is via a remote network (i.e., an indirect security threat caused by an identified unsecure network
connection) (block 204), a module executing on the known element on the remote network. Based upon the disclosure
access device scans the remote network through which the provided herein, one of ordinary skill in the art will recog-
known access device is requesting connection to the known 10 nize other possible mitigation processes that may be used in
network for unsecure network elements (block 312). Such relation to different embodiments.
unsecure network elements may be any network element It is determined whether the attempt to mitigate the
that is not identified by the module as acceptably secure. In identified unsecure network elements worked (block 316).
some embodiments, one or more types of network printers The attempt to mitigate may be considered to have worked
and/or one or more types of network scanners may be 15 where, for example, the unsecure network element is
considered acceptably secure, and in the same embodiment, removed from the remote network, a virtual private network
all other network elements are not considered acceptably (VPN) is implemented between the known access device
secure. and the known network (i.e., the VPN application is installed
Any network elements on the remote network through and running on the known access device and network traffic
which the known access device is attempting to access the 20 is being routed via the VPN application), and/or the status of
known network that are not identified as acceptably secure the identified unsecure network element(s) is/are changed
in the module executing on the known access device are from unsecure to secure. This change in status of an unse-
designated as “unsecure” network elements. It is determined cure network element to a secure network element may
whether any unsecure network elements are included in the include, but is not limited to, the network administration of
remote network through which the known access device is 25 the known network identified the unsecure network element
attempting to access the known network (block 314). Where as a type II network element instead of a type I network
no unsecure network elements are included (block 314), the element, and/or adding updated password protection to
authorization credential for the known network is provided allow access to the unsecure network element. Based upon
from the known access device to the network gateway of the the disclosure provided herein, one of ordinary skill in the
known network via the remote network. Where the autho- 30 art will recognize a variety of ways and reasons for modi-
rization is correct, the known network and the known access fying the status of an unsecure network element.
device perform a connection to the known network (block Where all of the security issues for the identified unsecure
320). Again, it is noted that in some cases where the network element(s) are cured or remediated (block 316), the
authorization credential fails the known access device may processes of blocks 320 et seq. are performed. Alternatively,
be granted a limited access connection (e.g., access to only 35 where less than all of the security issues for the identified
unsecured network accessible resources) on the known unsecure network element(s) are cured (block 316), a mes-
network. sage is displayed to a user of the known access device
The known access device is allowed continual access to requesting that they reconnect via another remote network
the known network via the remote network until a change in that does not include any unsecure network elements (block
the network connection is detected. Such a change in net- 40 317) and the connection to the known network is either
work connection can include, but is not limited to, addition denied (i.e., when the connection between the known access
of an unsecure network element to the remote network device and the known server had not yet been established)
(blocks 322-324) or a change in connection to the known or the connection is terminated (i.e., when the connection
network (block 326). Such a change in connection may be, between the known access device and the known server had
but is not limited to, any process of disconnecting the known 45 previously been established).
access device from the known network. Once a change in Turning to FIG. 4, a flow diagram 400 shows a method for
network connection is detected (block 326), the known mitigating a potential network security issue in accordance
access device is disconnected from the known network with some embodiments. Following flow diagram 400, upon
(block 318). To the extent the connection between the identifying an unsecure network element (i.e., block 314 of
known access device and the known network is to be 50 FIG. 3), it is determined whether a connection has already
renewed, the processes of blocks 302 et seq. are repeated. been established between the known access device and the
The module executing on the known access device that is known network (block 402). Where a connection was pre-
responsible for identifying unsecure network elements viously established (block 402), the secure network device
(block 322) continues to operate while known access device is disconnected from the known network (block 404). In any
is connected to the known network via the remote network. 55 case of whether a previous connection between the secure
Where it is found that any unsecure network element has network device and the known network existed (block 402),
been added to the remote network (block 324), an attempt to a module executing on the known access device scans for
mitigate any identified unsecure network elements (block other remote networks available to the known access device
380). This process of mitigation and follow on processes are (block 406).
discussed more fully below. 60  Where no other remote networks are available to the
Alternatively, where it is determined that unsecure net- known access device (block 408), a failure to cure or
work elements are included in the remote network through remediate the identified unsecure network element(s) is
which the known access device is attempting to access the indicated (block 420) and the processing is returned to block
known network (block 314), an attempt is made to mitigate 316 of FIG. 3. Alternatively, where another remote network
the security issues resulting from the unsecure network 65 is available to the known access device (block 408), a

elements (block 380). Block 380 is shown in dashed lines as
it may be done using a number of different processes.

connection is made to the next alternative remote network
(bock 410). A module executing on the known access device
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scans the remote network through which the known access
device is requesting connection to the known network for
unsecure network elements (block 412). Such unsecure
network elements may be any network element that is not
identified by the module as acceptably secure. In some
embodiments, one or more types of network printers and/or
one or more types of network scanners may be considered
acceptably secure, and in the same embodiment, all other
network elements are not considered acceptably secure.

It is determined whether any unsecure network elements
are included in the remote network through which the
known access device is attempting to access the known
network (block 414). Where no unsecure network elements
are included (block 414), an indication that the identified
unsecure network elements have been cured is provided
(block 416) and the processing is returned to block 316 of
FIG. 3. Alternatively, where any unsecure network elements
are identified in the remote network (block 414), known
access device is disconnected from the selected remote
network (block 418) and the processes of blocks 408 et seq.
are repeated.

Turning to FIG. 5, a flow diagram 500 shows another
method for mitigating potential network security issues in
accordance with other embodiments. Following flow dia-
gram 500, upon identifying an unsecure network element
(i.e., block 314 of FIG. 3), it is determined whether a
connection has already been established between the known
access device and the known network (block 502). Where a
connection was previously established (block 502), the
secure network device is disconnected from the known
network (block 504). In any case of whether a previous
connection between the secure network device and the
known network existed (block 502), it is determined
whether a VPN application is available on the known access
device (block 506). Where a VPN application does not exist
(block 506), a failure to cure the identified unsecure network
element(s) is indicated (block 512) and the processing is
returned to block 316 of FIG. 3.

Alternatively, where a VPN application exists on the
known access device (block 506), the VPN application is
invoked and the known access device is reconnected to the
known network via the remote network using VPN func-
tionality (i.e., the VPN application is running on the known
access device and network traffic is being routed via the
VPN) (block 508). As a secure link is available that avoids
the unsecure network elements on the remote network, a
cure of the identified unsecure network elements is indicated
(block 510) and the processing is returned to block 316 of
FIG. 3.

Turning to FIG. 6, a flow diagram 600 shows yet another
method for mitigating potential network security issues in
accordance with yet other embodiments. Following flow
diagram 600, upon identifying an unsecure network element
(i.e., block 314 of FIG. 3), it is determined whether a
connection has already been established between the known
access device and the known network (block 602). Where a
connection was previously established (block 602), the
secure network device is disconnected from the known
network (block 604). In any case of whether a previous
connection between the secure network device and the
known network existed (block 602), a first/next of the
identified unsecure network elements is selected (block
606).

A module executing on the known access device isolates
the known access device from the selected unsecure network
element (block 608). It is determined whether the isolation
was sufficient to protect the known network (block 610).
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Where the isolation was not sufficient (block 610), a failure
to cure the identified unsecure network element(s) is indi-
cated (block 616) and the processing is returned to block 316
of FIG. 3.

Alternatively, where the block was sufficient (block 610),
it is determined whether another identified unsecure network
element remains to be processed (block 612). Where another
unsecure network element remains (block 612), the pro-
cesses of blocks 606 et seq. are performed for the next
unsecure network element. Alternatively, where no other
unsecure network elements remain to be processed (block
612), a cure of the identified unsecure network elements is
indicated (block 614) and the processing is returned to block
316 of FIG. 3.

In conclusion, the present invention provides for novel
systems, devices, and methods. While detailed descriptions
of one or more embodiments of the invention have been
given above, various alternatives, modifications, and equiva-
lents will be apparent to those skilled in the art without
varying from the spirit of the invention. Therefore, the above
description should not be taken as limiting the scope of the
invention, which is defined by the appended claims.

What is claimed is:

1. A method for reducing network threats, the method
comprising:

receiving, by a processing device, a request to access a

known network from a known access device connected
through a remote network, wherein the known network
is a private network that authorizes credentials associ-
ated with the known access device, and the remote
network is external to the known network;

scanning, by the processing device of the known access

device, the remote network through which access to the
known network is to be established, wherein the scan-
ning is configured to identify an unsecure network
element on the remote network;

based at least in part on identifying at least one unsecure

network element on the remote network, denying, by
the processing device, access to the known network;
and

based at least in part upon on failure to identify any

unsecure network element on the remote network,
requesting a grant of access from the known network to
the processing device.

2. The method of claim 1, wherein access by the process-
ing device to the known network is granted upon a combi-
nation of the requesting a grant of access from the known
network to the processing device and a correct authorization
credential presented by the processing device to the known
network.

3. The method of claim 1, wherein the unsecure network
element is an Internet of Things (IoT) device.

4. The method of claim 1, wherein administration of the
processing device and the known network is controlled by a
common administration entity.

5. The method of claim 1, the method further comprising:

upon denying access to the known network by the pro-

cessing device, providing a message to a user of the
processing device requesting the user to access the
known network via another remote network.

6. The method of claim 1, the method further comprising:

mitigating a security issue of the unsecure network ele-

ment; and

based at least in part upon mitigating the security issue of

the unsecure network element, requesting a grant of
access from the known network to the processing
device.
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7. The method of claim 6, wherein mitigating the security
issue of the unsecure network element includes connecting,
by the processing device, the processing device to another
remote network.

8. The method of claim 1, the method further comprising:

using, by the processing device, a network connection
between the processing device and the known network;
and

while using the network connection between the process-
ing device and the known network, scanning, by the
processing device, the remote network through which
access to the known network is established, wherein the
scanning is configured to identify an unsecure network
element on the remote network.

9. The method of claim 8, the method further comprising:

upon identifying an unsecure network element on the
remote network while using the network connection
between the processing device and the known network,
disconnecting, by the processing device, the processing
device from the known network.

10. The method of claim 9, the method further compris-

ing:
upon disconnecting the processing device from the known
network by the processing device, providing a message
to a user of the processing device requesting the user to
access the known network via another remote network.
11. A system comprising:
a processing resource;
a non-transitory computer-readable medium coupled to
the processing resource, wherein the non-transitory
computer-readable medium has stored thereon instruc-
tions that when executed by the processing resource
cause the processing resource to:
receive a request to access a known network from a
known access device connected through a remote
network, wherein the known network is a private
network that authorizes credentials associated with
the known access device, and the remote network is
external to the known network;

scan the remote network through which access to the
known network is to be established, wherein the
scanning is configured to identify an unsecure net-
work element on the remote network;

based at least in part on identifying at least one unse-
cure network element on the remote network, deny
access to the known network; and

based at least in part upon on failure to identify any
unsecure network element on the remote network,
request a grant of access from the known network to
the processing device.

12. The system of claim 11, wherein access to the known
network is granted upon a combination of the requesting a
grant of access from the known network to the processing
device and a correct authorization credential presented by
the processing device to the known network.

13. The system of claim 11, wherein the unsecure network
element is an Internet of Things (IoT) device.

14. A non-transitory computer-readable storage medium
embodying a set of instructions, which when executed by
one or more processing resources of a computer system,
causes the one or more processing resources to perform a
method comprising:
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receiving, by a processing device, a request to access a
known network from a known access device connected
through a remote network, wherein the known network
is a private network that authorizes credentials associ-
ated with the known access device, and the remote
network is external to the known network;

scanning, by the processing device of the known access
device, the remote network through which access to the
known network is to be established, wherein the scan-
ning is configured to identify an unsecure network
element on the remote network;

based at least in part on identifying at least one unsecure
network element on the remote network, denying
access to the known network; and

based at least in part upon on failure to identify any
unsecure network element on the remote network,
requesting a grant of access from the known network to
the processing device.

15. The non-transitory

computer-readable  storage

medium embodying the set of instructions of claim 14,
which when executed by one or more processing resources
of the computer system, causes the one or more processing
resources to perform the method further comprising:

upon denying access to the known network by the pro-
cessing device, providing a message to a user of the
processing device requesting the user to access the
known network via another remote network.

16. The non-transitory computer-readable storage

medium embodying the set of instructions of claim 15,
which when executed by one or more processing resources
of the computer system, causes the one or more processing
resources to perform the method further comprising:

mitigating a security issue of the unsecure network ele-
ment; and

based at least in part upon mitigating the security issue of
the unsecure network element, requesting a grant of
access from the known network to the processing
device.

17. The

non-transitory computer-readable storage

medium embodying the set of instructions of claim 15,
which when executed by one or more processing resources
of the computer system, causes the one or more processing
resources to perform the method further comprising:

using a network connection between the processing
device and the known network; and

while using the network connection between the process-
ing device and the known network, scanning the remote
network through which access to the known network is
established, wherein the scanning is configured to
identify an unsecure network element on the remote
network.

18. The

non-transitory =~ computer-readable storage

medium embodying the set of instructions of claim 14,
which when executed by one or more processing resources
of the computer system, causes the one or more processing
resources to perform the method further comprising:

upon identifying an unsecure network element on the
remote network while using the network connection
between the processing device and the known network,
disconnecting the processing device from the known
network.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/185,542 02/25/2021 Emilio Borbolla Galindo FORT-041900 4198
176502 7590 02/27/2024 . | EXAMINER |
FORTINET/Jaffery Watson Mendonsa & Hamilton LLP
7501 Village Square Drive, Suite 206 CHAMPAKESAN, BADRI NARAYANAN
Castle Pines, CO 80108
| ART UNIT | PAPER NUMBER |
2496
| NOTIFICATION DATE | DELIVERY MODE |
02/27/12024 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

eofficeaction@appcoll.com
mike.desanctis@jwmhlaw.com
paralegals@jwmhlaw.com
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APPLICATION NO.

ISSUE DATE

PATENT NO.

17/185,542

27-Feb-2024

FORTINET/Jaffery Watson Mendonsa & Hamilton LLP

7501 Village Square Drive, Suite 206

Castle Pines, CO 80108

11916902

EGRANT NOTIFICATION

Your electronic patent grant (eGrant) is now available, which can be accessed via Patent Center at https:/

patentcenter.uspto.gov

The electronic patent grant is the official patent grant under 35 U.S.C. 153. For more information, please visit

https://www.uspto.gov/electronicgrants
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
17/185,542 02/27/2024 11916902 FORT-041900 4198
176502 7590 02/07/2024

FORTINET/Jaffery Watson Mendonsa & Hamilton LLP
7501 Village Square Drive, Suite 206
Castle Pines, CO 80108

ISSUE NOTIFICATION

The projected patent number and issue date are specified above. The patent will issue electronically. The
electronically issued patent is the official patent grant pursuant to 35 U.S.C. § 153. The patent may be accessed
on or after the issue date through Patent Center at https://patentcenter.uspto.gov/. The patent will be available in
both the public and the private sides of Patent Center. Further assistance in electronically accessing the patent,
or about Patent Center, is available by calling the Patent Electronic Business Center at 1-888-217-9197.

The USPTO is implementing electronic patent issuance with a transition period, during which period the
USPTO will mail a ceremonial paper copy of the electronic patent grant to the correspondence address of
record. Additional copies of the patent (i.e., certified and presentation copies) may be ordered for a fee from the
USPTO’s Certified Copy Center at https://certifiedcopycenter.uspto.gov/index.html. The Certified Copy Center
may be reached at (800)972-6382.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 34 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Center (https:/
patentcenter.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.
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INVENTOR(S) (Please see PATENT CENTER site https:/patentcenter.uspto.gov for additional inventors):
Emilio Borbolla Galindo, Merida, MEXICO;

APPLICANT(s) (Please see PATENT CENTER site https:/patentcenter.uspto.gov for additional applicants):

Fortinet, Inc., Sunnyvale, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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PARYT B - FEE(S) TRANSMITTAL
Cornaplete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to:  Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Cormissioner for Patents
P.O. Box 1450
Alexandria, Virginia 223131450
INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE Gf 'E‘qu-fed} Blocks 1 through 3 shouid be completed where appropriate.
All further corres po ¢ will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (1) specifving a new
cerrespondence address. separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may seony &hnrtlv after issue
fee pavment, any desnred ﬂmtmumg application should preferahly be filed prior to payment of this issue fee in srder not (0 jeopardize copendency.
be used for domestic mail

Note: A cestificate of mall ings of the

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block ! for any change of address} Fee Tmn'\imlh’i- This ¢ be used for any other accompanying
pape

nment o formal drawing, must

have its own certificate of

ing or transmis
{76502 7590 10/30/2023

FORTINET/Jaffery Watson Mendounsa & Hamilton LLP
7501 Village Square Drive, Suite 206

Certificate of \/ialimg or Transmission
by certify that this Feels) Ivdnsp 118 beiag deposited with the United
Postal Service with sw sstage for first class mail in an envelope

I here

z;ddressed to the Mail Stop 18 L address above, or being wansmitted to
Castle Pines, CO 80108 the USPTO via BFS-Web or by facsimile to {(571) 273-288S, on the dare helow.
April Piepenburg {Typed or printed tame)
/April Piepenburg/ [E—
1,”23/24 (Date)
E APPLICATION NG, FILING DATE FIRST NAMED INVENTOR l ATTORNEY DOCKET NQO. CONFIRMATION NG,
17/183.542 02/25/2021 Emilio Borbella Galindo FPORT-041900 4198

TITLE OF INVENTION: SYSTEMS AND METHODS FOR USING A NETWORK ACCESS DEVICE TO SECURE A NETWORE PRIOR TQ REQUESTING ACCESS TO
THE NETWORK BY THE NETWORK ACCESS DEVICE

E APPLN. TYPE ENTITY STATUS i E PUBLICATION FEE DUE I PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATEDUE
aonprovisional UNDISCOUNTED 50.00 SO00 51200 01/36/2024
E EXAMDER ; ART UNIT E CLASS-SURCLASS !
CHAMPAKESAN, BADRI NARAYANAN 2496 725-004000
i. Change of correspondence address or indication of "Fee Address” (37 2. Yor priniing on the patent front page, list
CFR 1. ng, (1) The names of up to 3 registered patent attorneys Jaffery Watson
i ‘

or agents OR. aitemdL ely. _ .
(2) The name of a le firm (having as a member a Mendonsa & Hamilton
registered attorney or agent) and the names of up o 2y 1 1»
pistered patent atiorneys or agents. I{ no pame is R
d, no name will be printed.

bk Change of correspo: ce address (or Change of Correspo
Address form PTO/AIA/22 or PTO/SB/122) attached.

(¥ "Pee Address” indication {or "Fee Address” Indication form PTO/
ALAMAT or PTQYSBIAT, Rev 03-02 or more recent) aitached. Use of 8
Customer Number is reguired.

3. ASSIGNEE NAME AND RESIDENCE DATA TC BE PRINTED ON THE PATENT {print or type)
PLEASE NOTE: Unless an assignee is i ed below, no Asmgnee data will appear on the patent. I an assignee is identifs
recorded, or filed for recordation, as set forth in 37 CFR 3.1t and 37 CFR 3. Ri(a). Completion of this form is NOT a substitute fmr '1'

(%)

ccument must have been previousty
2 an assignment.

(A) NAME OF ASSIGNEE (B} RESIDENCE: (CITY and STATE OR COUNTRY)
Fortinet, Inc. Sunnyvale, CA

Please check the appropriate assignee category or categeries {will not be printed on the patent; : - ¥ Individual £ E Corporation or other private group entity ! 3 Government

4. Fees submitted: & fssue Fee LdPublication Fee {if required;

4b. Method of Payment: {Please first reapply any previously paid fee shown abave}

L& Electronic Paym

nt via Patent Center or EFS-Web L4 Enclosed check L} Non-electronic payment by credit card {Attach form PT(O-2038)

' The Director is hereby authorized to charge the reqguired fee(s), any deficiency, or credit any overpayment to Deposit Account No.

%

. Change in Estity States (from status indicated above)

7§ Apolicant cer NOTE: Absent a valid certification of Micro Entity Status {see forms PTO/SB/15A and 15B), issue
) ppleant cer fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: if the application was previcusly under micro entity status, checking this box will be taken

to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a porif
entity staius, as dpph(:;blﬂ

ving micro entity status. See 37 CFR 1.29

bk Applicant asserfing smail entity status. See 37 CFR 1.27

ation of 1oss of entitlement to small or micro

i Applicant changing {o regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

- A o~ . £
Authorized Signaere_/ Michael A, DeSanctis/ Dae  1/23{24
Typed or printed name Michael A DeSanctis Repistration No. 39,957
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UNITED STATES
PATENT AND TRAREMARK OFFICE

T O T A AT A TR NI DEOTinT
SLEG I ONEG AERNOIVLENGEEMEN T Reekif
APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
17/185,542 01/23/2024 05:19:47 PM Z ET FORT-041900

Title of Invention

SYSTEMS AND METHODS FOR USING A NETWORK ACCESS DEVICE TO SECURE A NETWORK
PRIOR TO REQUESTING ACCESS TO THE NETWORK BY THE NETWORK ACCESS DEVICE

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # -
under 35 USC 111(a)

CONFIRMATION # 4198 FILED BY  April Piepenburg
PATENT CENTER # 64058092 FILING DATE (02/25/2021
CUSTOMER # 176502 FIRST NAMED Emilio Borbolla Galindo
INVENTOR
CORRESPONDENCE - AUTHORIZED BY Michael DeSanctis
ADDRESS

Documents TOTAL DOCUMENTS: 1
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This Acknowledgement Recsipt evidencss raceint on the noted date by the USPTE of the indicated documents, characterizad
by the applicant, and including page counts, where applicabla. {t serves as evidence of receipt sinlar to a Post Card, as
described in MPEP 504

New Applications Under 38 LS. 1

i anew applicadion is beng filed and tha application incluges tha necessary components for filing date {see 37 CFR 1.585(b)-(d}
and MPEP 508}, & Filing Receipt (37 CGFR 1.54) wili ba issued in dus courss and the date shown on this Acknowledgement
Raceint will establish the filing dale of the appilication

National Stags of an international Apptication under 358 U8.C. 37
i a timely subrmission 1o enter the national stage of an inlernational application is compiiant with the conditions of 35 US.C.

371 and othar applicable requirernenis a Form FOT/DO/EDA03 indicating acceptance of the application as a national stage
submussion urder 35 LLS.CL 371 will be issued in addition 0 the Fiing Recsipt, In dus cowsa,

New Infernational Application Filed with the USPTO as 3 Receiving Oifics

i a new intemalional appiication i being filed and the international application includes the necessary compoenants for an
international g cale {see POT Article 11 and MPEP 1810), = Notifization of the International Application Number and of the
international Filing Date {(Form PCT/RGTIE) will he issuad in dus courss, subject {o praseriptions congaming nalional security,
and the date shown on this Acknowledgement Receipl will esiablish the internationsd filing date of the application.
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371 and other applicable requirements a Form PCT/DO/EG/SOS indicaling acceptance of the application as a national slags

asubmiasion under 35 US.C 371 will be issuad in addition to the Filing Recelpl, in due course.

New International Application Flled with the USPTQ as a Recelving Oftics
if a new international application is baing
international fing dake

filed and the inlemalional application includes the necessary components for an

International Filing Date (Form PCTAO0E) will be issued in due course, subject 1o prescriptions conceming nalional securily,
and the dale shown on this Acknowladgement Receipt will astablish the internationat filing date of the applicalion.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.usp‘(,o.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
176502 7590 10/30/2023
FORTINET/Jaffery Watson Mendonsa & Hamilton LLP CHAMPAKESAN, BADRI NARAYANAN
7501 Village Square Drive, Suite 206
Castle Pines, CO 80108 | ART UNIT | PAPER NUMBER |
2496
DATE MAILED: 10/30/2023
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
17/185.542 02/25/2021 Emilio Borbolla Galindo FORT-041900 4198

TITLE OF INVENTION: SYSTEMS AND METHODS FOR USING A NETWORK ACCESS DEVICE TO SECURE A NETWORK PRIOR TO REQUESTING ACCESS TO
THE NETWORK BY THE NETWORK ACCESS DEVICE

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 01/30/2024

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

176502 7590 10/30/2023 . Certificate of Mailing or Transmission
FORTINET/] affery Watson Mendonsa & Hamilton LLP 1 hereby certify that this Fee(s) Transmittal is being deposited with the United
H : H States Postal Service with sufficient postage for first class mail in an envelope
7501 Vll_lage Square Drive, Suite 206 addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
astle Pines, e via -Web or by facsimile to - , on the date below.
Castle P CO 80108 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date bel
(Typed or printed name
(Signature)
(Date;
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
17/185,542 02/25/2021 Emilio Borbolla Galindo FORT-041900 4198

TITLE OF INVENTION: SYSTEMS AND METHODS FOR USING A NETWORK ACCESS DEVICE TO SECURE A NETWORK PRIOR TO REQUESTING ACCESS TO
THE NETWORK BY THE NETWORK ACCESS DEVICE

| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 01/30/2024
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
CHAMPAKESAN, BADRI NARAYANAN 2496 726-004000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys

or agents OR, alternatively, 1
(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of upto 2

- e . N N .. 2 registered patent attorneys or agents. If no name is
Fee Address” indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.

AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

| Change of correspondence address (or Change of Correspondence
Address form PTO/AIA/122 or PTO/SB/122) attached.

(9%}

|95}

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. Fees submitted: [Jissue Fee [JPublication Fee (if required)
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

[ Electronic Payment via Patent Center or EFS-Web [ Enclosed check [) Non-electronic payment by credit card (Attach form PTO-2038)

[ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant certifying micro entity status. See 37 CFR 1.29

NOTE: If the application was previously under micro entity status, checking this box will be taken

" Applicant asserting small entity status. See 37 CFR 1.27 to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

| Applicant changing to regular undiscounted fee status. entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

w\vw.uspw.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. [ CONFIRMATION NO. |
17/185.542 02/25/2021 Emilio Borbolla Galindo FORT-041900 4198
| EXAMINER |
176502 7590 10/30/2023
FORTINET/Jaffery Watson Mendonsa & Hamilton LLP CHAMPAKESAN, BADRI NARAYANAN
7501 Village Square Drive, Suite 206
Castle Pines, CO 80108 | ART UNIT PAPER NUMBER |

2496

DATE MAILED: 10/30/2023

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) turnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
. . 17/185,542 Borbolla Galindo, Emilio
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
Badri - Champakesan 2496 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.
1.4] This communication is responsive to 10-12-2023.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2 An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3.} The allowed claim(s) is/are 1-7,9-17 and 19-20 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll by J Some*  ¢) J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. (O Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5.[] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(J including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.(J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.4} Notice of References Cited (PTO-892) 5. ¥} Examiner's Amendment/Comment

2.0 Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3.00J Examiner's Comment Regarding Requirement for Deposit 7.0 Other -

of Biological Material .

4. Interview Summary (PTO-413),
Paper No./Mail Date.

/BADRINARAYANAN /
P'Examiner, Art Unit 2496

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20231020
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Application/Control Number: 17/185,542 Page 2
Art Unit: 2496

Notice of Pre-AIA or AIA Status
1. The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AIA.

Continued Examination Under 37 CFR 1.114
1. A request for continued examination under 37 CFR 1.114 was filed in this application
after appeal to the Patent Trial and Appeal Board, but prior to a decision on the appeal. Since this
application is eligible for continued examination under 37 CFR 1.114 and the fee set forth in 37
CFR 1.17(e) has been timely paid, the appeal has been withdrawn pursuant to 37 CFR 1.114 and
prosecution in this application has been reopened pursuant to 37 CFR 1.114. Applicant’s

submission filed on 10-12-2023 has been entered.

Response to Amendments
1. The amended claims 1-7, 9-17, 19-20 were considered under 35 USC 112, 101 and 103 for

patentability over closest and analogous prior arts have been fully considered and are persuasive.

Allowable Subject Matter
1. Amended claims 1-7, 9-17, 19-20 are allowed in light of applicant’s arguments, approved
examiner’s proposed amendments and in light of prior art(s) made of record. Claims 8 and 18

are cancelled.

Examiner’s Amendment
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Application/Control Number: 17/185,542 Page 3
Art Unit: 2496

2. An examiner’s amendment to the record appears below. Should the changes and/or
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the
payment of the issue fee. Authorization for this examiner’s amendment was given in an
interview with Mike DeSanctis (attorney) for filed amended claims: See 17185542-

_Examiner_sAmendments.pdjf.

Reasons for Allowance
3. None of the other prior arts of record teach by themselves or in any combination, would
have anticipated nor render obvious by combination the claimed invention of the present
application at or before the time it was filed. The prior arts of record fail to teach: receiving, by a
processing device, a request to access a known network from a known access device connected
through a remote network, wherein the known network is a private network that authorizes
credentials associated with the known access device, and the remote network is external to the
known network;
scanning, by the processing device of the known access device, the remote network through
which access to the known network is to be established, wherein the scanning is configured to
identify an unsecure network element on the remote network; based at least in part on identifying
at least one unsecure network element on the remote network, denying, by the processing device,
access to the known network; and based at least in part upon on failure to identify any unsecure
network element on the remote network, requesting a grant of access from the known network to
the processing device, wherein mitigating a security issue of the unsecure network element

includes starting, by the processing device, a virtual private network application, and wherein
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Application/Control Number: 17/185,542 Page 4
Art Unit: 2496

requesting the grant of access from the known network to the processing device is done over a

virtual private network.

Therefore, independent claim 1 and their corresponding dependent claims are allowed in light of
applicant’s arguments, approved examiner’s amendments and prior arts of record. The same

amendments and reasoning are applicable to other independent claim(s) mutatis mutandis.

Any comments considered necessary by applicant must be submitted no later than the payment
of the issue fee and, to avoid processing delays, should preferably accompany the issue fee.
Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”

Conclusion
The prior art made of record and not relied upon is considered pertinent to applicant's disclosure.
See form PTO-892 Notice of References Cited.
Any inquiry concerning this communication or earlier communications from the examiner
should be directed to Badri -- Champakesan whose telephone number is (571)270-3867. The
examiner can normally be reached on M-F: 7:45am-5pm (EST).
Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at

http://www.uspto.gov/interviewpractice.
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Application/Control Number: 17/185,542 Page 5
Art Unit: 2496

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Ortiz-Criado Jorge can be reached on 5712723787. The fax phone number for the organization
where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be
obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see https://ppair-my.uspto.gov/pair/PrivatePair. Should you have questions on access to
the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-
free). If you would like assistance from a USPTO Customer Service Representative or access to
the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000.

/BADRINARAYANAN /
P'Examiner, Art Unit 2496.
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Application No. Applicant(s)
17/185,542 Borbolla Galindo, Emilio
. L. . i AIA (First Invent
Exarminer-Initiated Interview Summary :::?fner G:it to Fi(le;r;a::se T | Peee
Champakesan 2496 Yes Tof1

' B'é.dn - Champakéé.anw .”I;"nmar;l. Eiémlner ‘ "Telepﬁbnlc
Mike DeSanctis Attorney

Date of Interview: 20 October 2023

Issues Discussed:

Other

The examiner proposed to include claim 8 into the independent claims after discussing the prior arts of
record in detail and updated search in response to the filed rce. The attomey obtained the client's
approval the filed the same. Agreement reached.

/BADRINARAYANAN /
P'Examiner, Art Unit 2496

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions:It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office

PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 20231020
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Notice of Referernces Cited

Application/Control No.

Applicant(s)/Patent Under

17/185,542 Reexamination

Borbolla Galindo, Emilio
Examiner Art Unit
Badri - Champakesan 2496 Page 1 of 1

U.S. PATENT DOCUMENTS

* CounteryOg:dme-er\T:n[:lbL;TEiiL Code MIVEI)— E\l;f{YY Name CPC Classification US Classification
* | A | US-9043879-B1 05-2015 Reeves; Raymond Emilio H04W12/08 726/4
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HO4L 0272 | 2013-01-01
HO4L 0236 | 2013-01-01
HO4L 1433 | 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
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Badri - Champakesan 2496
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CLAIMS

Final |Original|Final OriginallFinaI Original|Final |Original|Final OriginallFinaI OriginallFinaI Original|Final |Original
1 10 19
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3 12
4 13
5 14
6 15
7 16
- 8 17
9 - 18
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 18
/BADRINARAYANAN / 24 October 2023 . . -
P'Examiner, Art Unit 2496 O.G. Print Claim(s) | O.G. Print Figure
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the search.
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- NPL search in IP.com 08/22/2022 D.wW
H04L63/0876, 0236, 0272, 1433 08/22/2022 D.W
Searched text, classification, inventive name search, inventor, family bc
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search, PCT report in search tool and web.
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H04L63/0876 OR H04L63/0236 OR H04L63/0272 OR H04L63/1433 | 10/24/2023 bc
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Galindo
Serial No.: 17/185,542
Filed: February 25, 2021

For: SYSTEMS AND METHODS FOR USING A
NETWORK ACCESS DEVICE TO SECURE
A NETWORK PRIOR TO REQUESTING
ACCESS TO THE NETWORK BY THE
NETWORK ACCESS DEVICE

Examiner: Champakesan, Badri Narayanan
Group Art Unit: 2496

Confirm. No. 4198

Docket No. FORT-041900

PROPOSED EXAMINER’S AMENDMENT

Dear Examiner Champakesan,

Below, I have proposed below amendments to independent claims 1, 12, and 15 to place them

into the form you indicated would be allowable (i.e., by incorporating the limitations of

dependent claim 8 into each of them). Additionally, I have proposed a few additional

amendments to correct issues I spotted during a final review of the claims. I assume you will

shortly issue a Notice of Allowance concurrently with an Examiner’s Amendment; however, if

further discussion would be helpful, please feel free to contact me. Thank you again for your

proactive outreach regarding this matter.

Best regards,
Mike DeSanctis

Reg. No. 39,957

7501 Village Square Dr., Suite 206
Castle Pines, CO 80108

(303) 856-7155
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Amendments to the Claims
Please cancel claims 8 and 18.

Please amend claims 1, 12 and 15.

1. (Currently Amended) A method for reducing network threats, the method comprising:

receiving, by a processing device, a request to access a known network from a known
access device connected through a remote network, wherein the known network is a private
network that authorizes credentials associated with the known access device, and the remote
network is external to the known network;

scanning, by the processing device of the known access device, the remote network
through which access to the known network is to be established, wherein the scanning is
configured to identify an unsecure network element on the remote network;

based at least in part on identifying at least one unsecure network element on the remote
network, denying, by the processing device, access to the known network; and based at least in
part upon on failure to identify any unsecure network element on the remote network, requesting
a grant of access from the known network to the processing device, wherein mitigating a

security issue of the unsecure network element includes starting, by the processing device, a

virtual private network application, and wherein requesting the grant of access from the

known network to the processing device is done over a virtual private network.

2. (Original) The method of claim 1, wherein access by the processing device to the known
network is granted upon a combination of the requesting a grant of access from the known
network to the processing device and a correct authorization credential presented by the

processing device to the known network.
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3. (Original) The method of claim 1, wherein the unsecure network element is an Internet of

Things (IoT) device.

4. (Original) The method of claim 1, wherein administration of the processing device and the

known network is controlled by a common administration entity.

5. (Original) The method of claim 1, the method further comprising:
upon denying access to the known network by the processing device, providing a
message to a user of the processing device requesting the user to access the known network via

another remote network.

6. (Original) The method of claim 1, the method further comprising:
mitigating a security issue of the unsecure network element; and
based at least in part upon mitigating the security issue of the unsecure network element,

requesting a grant of access from the known network to the processing device.

7. (Original) The method of claim 6, wherein mitigating the security issue of the unsecure
network element includes connecting, by the processing device, the processing device to another

remote network.

8. (Cancelled)

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00059



9. (Original) The method of claim 1, the method further comprising:

using, by the processing device, a network connection between the processing device and
the known network; and

while using the network connection between the processing device and the known
network, scanning, by the processing device, the remote network through which access to the
known network is established, wherein the scanning is configured to identify an unsecure

network element on the remote network.

10. (Original) The method of claim 9, the method further comprising:
upon identifying an unsecure network element on the remote network while using the
network connection between the processing device and the known network, disconnecting, by

the processing device, the processing device from the known network.

11. (Original) The method of claim 10, the method further comprising:
upon disconnecting the processing device from the known network by the processing
device, providing a message to a user of the processing device requesting the user to access the

known network via another remote network.

12. (Currently Amended) A system comprising:
[[a]] one or more processing reseuree resources;
a non-transitory computer-readable medium coupled to the processing resource, wherein

the non-transitory computer-readable medium has stored thereon instructions that when executed
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by the one or more processing reseuree resources cause the one or more processing reseuree
resources to:

receive a request to access a known network from a known access device connected
through a remote network, wherein the known network is a private network that authorizes
credentials associated with the known access device, and the remote network is external to the
known network;

scan the remote network through which access to the known network is to be established,
wherein the scanning is configured to identify an unsecure network element on the remote
network;

based at least in part on identifying at least one unsecure network element on the remote
network, deny access to the known network; and

based at least in part upon on failure to identify any unsecure network element on the
remote network, request a grant of access from the known network to the processing device,

wherein mitigating a security issue of the unsecure network element includes starting, by

the processing device, a virtual private network application, and wherein requesting the

grant of access from the known network to the processing device is done over a virtual

private network.

13. (Original) The system of claim 12, wherein access to the known network is granted upon a
combination of the requesting a grant of access from the known network to the processing device

and a correct authorization credential presented by the processing device to the known network.
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14. (Original) The system of claim 12, wherein the unsecure network element is an Internet of

Things (IoT) device.

15. (Currently Amended) A non-transitory computer-readable storage medium embodying a
set of instructions, which when executed by one or more processing resources of a computer
system, causes the one or more processing resources to perform a method comprising:

receiving, by a processing device, a request to access a known network from a known
access device connected through a remote network, wherein the known network is a private
network that authorizes credentials associated with the known access device, and the remote
network is external to the known network;

scanning, by the processing device of the known access device, the remote network
through which access to the known network is to be established, wherein the scanning is
configured to identify an unsecure network element on the remote network;

based at least in part on identifying at least one unsecure network element on the remote
network, denying access to the known network; and

based at least in part upon on failure to identify any unsecure network element on the
remote network, requesting a grant of access from the known network to the processing device,

wherein mitigating a security issue of the unsecure network element includes starting, by

the processing device, a virtual private network application, and wherein requesting the

grant of access from the known network to the processing device is done over a virtual

private network.
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16. (Original) The non-transitory computer-readable storage medium embodying the set of
instructions of claim 15, which when executed by one or more processing resources of the
computer system, causes the one or more processing resources to perform the method further
comprising;

upon denying access to the known network by the processing device, providing a
message to a user of the processing device requesting the user to access the known network via

another remote network.

17. (Original) The non-transitory computer-readable storage medium embodying the set of
instructions of claim 15, which when executed by one or more processing resources of the
computer system, causes the one or more processing resources to perform the method further
comprising;

mitigating a security issue of the unsecure network element; and

based at least in part upon mitigating the security issue of the unsecure network element,

requesting a grant of access from the known network to the processing device.

18. (Cancelled)

19. (Original) The non-transitory computer-readable storage medium embodying the set of
instructions of claim 15, which when executed by one or more processing resources of the
computer system, causes the one or more processing resources to perform the method further
comprising;

using a network connection between the processing device and the known network; and
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while using the network connection between the processing device and the known
network, scanning the remote network through which access to the known network is
established, wherein the scanning is configured to identify an unsecure network element on the

remote network.

20. (Original) The non-transitory computer-readable storage medium embodying the set of
instructions of claim 15, which when executed by one or more processing resources of the
computer system, causes the one or more processing resources to perform the method further
comprising:

upon identifying an unsecure network element on the remote network while using the
network connection between the processing device and the known network, disconnecting the

processing device.
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PE2E SEARCH - Search History (Prior Art)

Ref #

Hits

[Search Query

DBs

Default
Operator

Plurals

British
[Equivalents

Time Stamp

L1

L2

L3

L4

LS

L6

762

589

74

1246

(("FORTINET") near3
("INC"))).AS, AANM.

(("BORBOLLA") near3
("GALINDO") near3
("Emilio"))).INV.

((("BORBOLLA") near3
("GALINDO") near3
("Emilio"))).INV. AND
(unsecure adj3
element).clm.

(detect$3 determin$3
find$3 obtain$3 scan$5
pars$3 examin$6)
WITH (unsecure
insecure unsafe
illegitimate
unauthorized
unauthenticated
unverified
non$1verified) WITH
(device$1 entit$3
element$1 system$1
module$1) WITH
(remote intermediate
intermediary proxy
broker) WITH (network)
AND (@ad @pd
@ptad)<20210205

(H04L63/0876 OR
H04L63/0236 OR
H04L63/0272 OR
H04L63/1433).cpc.
AND (detect$3
determin$3 find$3
obtain$3 scan$5 pars$3
examin$6) WITH
(unsecure insecure
unsafe illegitimate
unauthorized
unauthenticated
unverified
non$1verified) WITH
(device$1 entit$3
element$1 system$1
module$1) WITH
(remote intermediate
intermediary proxy
broker) WITH (network)
AND (@ad @pd
@ptad)<20210205

(detect$3 determin$3

(USPAT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT,;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2023/01/06
11:05 AM

2023/01/06
11:05 AM

2023/01/06
11:13 AM

2023/01/06
11:19 AM

2023/01/06
01:43 PM

2023/01/06

10/24/2023 11:42:50 AM

Workspace: 17185542
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L7

L8

L9

989

724

678

find$3 obtain$3 scan$5
pars$3 examin$6)
WITH (unsecure
insecure unsafe
illegitimate
unauthorized
unauthenticated
unverified non$1verified
rogue attack) WITH
(device$1 entit$3
element$1 system$1
module$1) WITH
(remote intermediate
intermediary proxy
broker) WITH (network)
AND (@ad @pd
@ptad)<20210205

(detect$3 determin$3
find$3 obtain$3 scan$5
pars$3 examin$6)
WITH (unsecure
insecure unsafe
illegitimate
unauthorized
unauthenticated
unverified non$1verified
rogue attack) near15
(device$1 entit$3
element$1 system$1
module$1) WITH
(remote intermediate
intermediary proxy
broker) WITH (network)

AND (@ad @pd
@ptad)<20210205

(detect$3 determin$3
find$3 obtain$3 scan$s
pars$3 examin$6)
WITH (unsecure
insecure unsafe
illegitimate
unauthorized
unauthenticated
unverified non$1verified
rogue attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near15
(network) AND (@ad
@pd @ptad)<20210205

(detect$3 determin$3
find$3 obtain$3 scan$5
pars$3 examin$6)
near15 (unsecure

USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT,;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

02:04 PM

OR ON ON 2023/01/06

02:05 PM

OR ON ON 2023/01/06

02:05 PM

OR ON ON 2023/01/06

02:05 PM

10/24/2023 11:42:50 AM
Workspace: 17185542
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L10

L11

L12

155

662

29

insecure unsafe
illegitimate
unauthorized
unauthenticated
unverified non$1verified
rogue attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near15
(network) AND (@ad
@pd @ptad)<20210205

(H04L63/0876 OR
H04L63/0236 OR
H04L63/0272 OR
H04L63/1433).cpc.
AND (detect$3
determin$3 find$3
obtain$3 scan$5 pars$3
examin$6) near15
(unsecure insecure
unsafe illegitimate
unauthorized
unauthenticated
unverified non$1verified
rogue attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near15
(network) AND (@ad
@pd @ptad)<20210205

(detect$3 determin$3
find$3 obtain$3 scan$s
pars$3 examin$6)
near15 (unsecure
insecure unsafe
illegitimate
unauthorized rogue
attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near15
(network) AND (@ad
@pd @ptad)<20210205

(detect$3 determin$3
find$3 obtain$3 scan$5
pars$3 examin$6)
NEAR (unsecure
insecure unsafe

(US-PGPUB; USPAT,;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

OR

OR

OR

ON ON 2023/01/06

02:06 PM

ON ON 2023/01/06

02:07 PM

ON ON 2023/01/06

02:08 PM

10/24/2023 11:42:50 AM
Workspace: 17185542
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L13

L14

L15

L16

L17

407

131

1277

illegitimate
unauthorized rogue
attack) near5 (device$1
entit$3 element$1
system$1 module$1)
near5 (remote
intermediate
intermediary proxy
broker) near5 (network)

AND (@ad @pd
@ptad)<20210205

(detect$3 determin$3
find$3 obtain$3 scan$5
pars$3 examin$6)
near5 (unsecure
insecure unsafe
illegitimate
unauthorized rogue
attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near5 (network)

AND (@ad @pd
@ptad)<20210205

(detect$3 determin$3
find$3 obtain$3 scan$s
pars$3 examin$6)
nearS (unsecure
insecure unsafe
illegitimate
unauthorized rogue
attack) near5 (device$1
entit$3 element$1
system$1 module$1)
near5 (remote
intermediate
intermediary proxy
broker) near5 (network)
AND (@ad @pd
@ptad)<20210205

(20050278777;2020006
7949;20090307753;).pn

(8707395;20180213574
)-pn.

(detect$3 determin$3
find$3 obtain$3 scan$s
pars$3 examin$6)
WITH (unsecure
insecure unsafe
illegitimate
unauthorized

(US-PGPUB; USPAT,;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

OR ON ON 2023/01/06

02:08 PM

OR ON ON 2023/01/06

02:09 PM

OR ON ON 2023/01/06

02:36 PM

OR ON ON 2023/01/06

02:38 PM

OR ON ON 2023/10/24

11:39 AM

10/24/2023 11:42:50 AM
Workspace: 17185542
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L18

L19

L20

159

677

30

unauthenticated
unverified non$1verified
rogue attack) WITH
(device$1 entit$3
element$1 system$1
module$1) WITH
(remote intermediate
intermediary proxy
broker) WITH (network)

AND (@ad @pd
@ptad)<20210205

(H04L63/0876 OR
H04L63/0236 OR
H04L63/0272 OR
H04L63/1433).cpc.
AND (detect$3
determin$3 find$3
obtain$3 scan$5 pars$3
examin$6) near15
(unsecure insecure
unsafe illegitimate
unauthorized
unauthenticated
unverified non$1verified
rogue attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near15
(network) AND (@ad
@pd @ptad)<20210205

(detect$3 determin$3
find$3 obtain$3 scan$s
pars$3 examin$6)
near15 (unsecure
insecure unsafe
illegitimate
unauthorized rogue
attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near15
(network) AND (@ad
@pd @ptad)<20210205

(detect$3 determin$3
find$3 obtain$3 scan$5
pars$3 examin$6)
NEAR (unsecure
insecure unsafe
illegitimate
unauthorized rogue
attack) near5 (device$1

(US-PGPUB; USPAT,;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

OR

OR

OR

ON

ON

ON

ON

ON

ON

2023/10/24
11:39 AM

2023/10/24
11:39 AM

2023/10/24
11:39 AM

10/24/2023 11:42:50 AM
Workspace: 17185542
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L21

L22

L23

417

133

entit$3 element$1
system$1 module$1)
near5 (remote
intermediate
intermediary proxy
broker) near5 (network)

AND (@ad @pd
@ptad)<20210205

(detect$3 determin$3
find$3 obtain$3 scan$5
pars$3 examin$6)
near5 (unsecure
insecure unsafe
illegitimate
unauthorized rogue
attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near5 (network)

AND (@ad @pd
@ptad)<20210205

(detect$3 determin$3
find$3 obtain$3 scan$s
pars$3 examin$6)
nearS (unsecure
insecure unsafe
illegitimate
unauthorized rogue
attack) near5 (device$1
entit$3 element$1
system$1 module$1)
near5 (remote
intermediate
intermediary proxy
broker) near5 (network)
AND (@ad @pd
@ptad)<20210205

(H04L63/0876 OR
H04L63/0236 OR
H04L63/0272 OR
H04L63/1433).cpc.
AND (detect$3
determin$3 find$3
obtain$3 scan$5 pars$3
examin$6) near15
(unsecure insecure
unsafe illegitimate
unauthorized
unauthenticated
unverified non$1verified
rogue attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15

(US-PGPUB; USPAT,;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; FPRS; EPO:
IBM_TDB)

OR

OR

OR

ON ON 2023/10/24

11:39 AM

ON ON 2023/10/24

11:39 AM

ON ON 2023/10/24

11:41 AM

10/24/2023 11:42:50 AM
Workspace: 17185542
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L24

(remote intermediate
intermediary proxy
broker) near15
(network) SAME
(mitigat$3 solv$3
respon$4
counter$1measure)
SAME (vnc virtual adj3
network) AND (@ad
@pd @ptad)<20210205

(H04L63/0876 OR
H04L63/0236 OR
H04L63/0272 OR
H04L63/1433).cpc.
AND (detect$3
determin$3 find$3
obtain$3 scan$5 pars$3
examin$6) near15
(unsecure insecure
unsafe illegitimate
unauthorized
unauthenticated
unverified non$1verified
rogue attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near15
(network) SAME
(mitigat$3 solv$3
respon$4
counter$1measure)
SAME (vnc virtual adj3
network) SAME
(unsecure) WITH
(network device
element node system)

AND (@ad @pd
@ptad)<20210205

(US-PGPUB; USPAT;
USOCR; FPRS; EPO;
IBM_TDB)

OR

ON ON 2023/10/24

11:42 AM

PE2E SEARCH - Search History (Interference)

Ref #

Hits

Search Query

DBs

Default
Operator

Plurals British

Equivalents

Time Stamp

N1

108

(detect$3 determin$3
find$3 obtain$3 scan$5
pars$3 examin$6)
near5 (unsecure
insecure unsafe
illegitimate
unauthorized rogue
attack) near5 (device$1
entit$3 element$1
system$1 module$1)

near5 (remote

(US-PGPUB; USPAT)

OR

ON ON 2023/10/24

11:39 AM

10/24/2023 11:42:50 AM
Workspace: 17185542
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N2

N3

N4

364

150

intermediate
intermediary proxy
broker) near5 (network)

AND (@ad @pd
@ptad)<20210205

(detect$3 determin$3
find$3 obtain$3 scan$5
pars$3 examin$6)
near5 (unsecure
insecure unsafe
illegitimate
unauthorized rogue
attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near5 (network)

AND (@ad @pd
@ptad)<20210205

(H04L63/0876 OR
H04L63/0236 OR
H04L63/0272 OR
H04L63/1433).cpc.
AND (detect$3
determin$3 find$3
obtain$3 scan$5 pars$3
examin$6) near15
(unsecure insecure
unsafe illegitimate
unauthorized
unauthenticated
unverified non$1verified
rogue attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near15
(network) AND (@ad
@pd @ptad)<20210205

(H04L63/0876 OR
H04L63/0236 OR
H04L63/0272 OR
H04L63/1433).cpc.
AND (detect$3
determin$3 find$3
obtain$3 scan$5 pars$3
examin$6) near15
(unsecure insecure
unsafe illegitimate
unauthorized
unauthenticated
unverified non$1verified
rogue attack) near15

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

OR

ON

ON

ON

ON

ON

ON

2023/10/24
11:39 AM

2023/10/24
11:40 AM

2023/10/24
11:41 AM

10/24/2023 11:42:50 AM
Workspace: 17185542
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N5 0

(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near15
(network) SAME
(mitigat$3 solv$3
respon$4
counter$1measure)
SAME (vnc virtual adj3
network) AND (@ad
@pd @ptad)<20210205

(H04L63/0876 OR
H04L63/0236 OR
H04L63/0272 OR
H04L63/1433).cpc.
AND (detect$3
determin$3 find$3
obtain$3 scan$5 pars$3
examin$6) near15
(unsecure insecure
unsafe illegitimate
unauthorized
unauthenticated
unverified non$1verified
rogue attack) near15
(device$1 entit$3
element$1 system$1
module$1) near15
(remote intermediate
intermediary proxy
broker) near15
(network) SAME
(mitigat$3 solv$3
respon$4
counter$1measure)
SAME (vnc virtual adj3
network) SAME
(unsecure) WITH
(network device
element node system)

AND (@ad @pd
@ptad)<20210205

(US-PGPUB; USPAT)

OR

ON

ON

2023/10/24
11:42 AM

10/24/2023 11:42:50 AM
Workspace: 17185542
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From:

To: i i, Bag

Subject: Re: Proposed Examiner"s Amendment for USSN 17/185,542 (Our Ref.: FORT-041900)
Date: Fnday, October 20, 2023 6:00: 49 PM

Attachments: £} - PrOness 10

¢t PLEASE CONSIDER THE SOURCE before

FLAUTIGN: This email has originated frov & o
§respondmg, clicking on links, or opening attachments

Badri,

| apologize for missing the amendments to the claims submitted with the RCE. |
assumed this matter was still on appeal and used the claims contained in the claims
appendix of the appeal brief.

In any event, | am now attaching a revised proposed Examiner's Amendment.
Please let me know if any further claim amendments are needed.
Have a nice weekend.

Best regards,
Mike

Mike DeSanctis

Jaffery Watson Mendonsa & Hamilton LLP
7501 Village Square Drive, Suite 206
Castle Pines, CO 80108
https://www.jwmhlaw.com

direct: +1 (303) 856-7155

mobile: +1 (720) 838-5700

email: mike.desanctis@jwmhlaw.com

Privileged & Confidential Communication

This transmission may contain confidential or privileged Attorney-Client information.
This information may neither be copied nor disclosed to third parties without the prior
written consent of the sender. Unauthorized use or disclosure of this information shall
be regarded as a breach of confidentiality and appropriately redressed. If you

have received this correspondence in error, please delete it and notify the

sender immediately.

From: Mike DeSanctis <mike.deSanctis@jwmhlaw.com>

Sent: Friday, October 20, 2023 11:37 AM

To: Champakesan, Badri <Badri.Champakesan@USPTO.GOV>

Subject: Re: Proposed Examiner's Amendment for USSN 17/185,542 (Our Ref.: FORT-041900)

Badri,

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00076



Confirming receipt with thanks. Hoping to turn this back around to you by the end of
the day - if not, by Monday at the latest.

Best regards,
Mike

Mike DeSanctis

Jaffery Watson Mendonsa & Hamilton LLP
7501 Village Square Drive, Suite 206
Castle Pines, CO 80108
https://www.jwmhlaw.com

direct: +1 (303) 856-7155

mobile: +1 (720) 838-5700

email: mike.desanctis@jwmhlaw.com

Privileged & Confidential Communication

This transmission may contain confidential or privileged Attorney-Client information.
This information may neither be copied nor disclosed to third parties without the prior
written consent of the sender. Unauthorized use or disclosure of this information shall
be regarded as a breach of confidentiality and appropriately redressed. If you

have received this correspondence in error, please delete it and notify the

sender immediately.

From: Champakesan, Badri <Badri.Champakesan@USPTO.GOV>

Sent: Friday, October 20, 2023 8:28 AM

To: Mike DeSanctis <mike.deSanctis@jwmhlaw.com>

Subject: RE: Proposed Examiner's Amendment for USSN 17/185,542 (Our Ref.: FORT-041900)

Hi Mike,

Got your voice message. Please see attached. The yellow shaded portion which was already
filed as part of RCE was missing. I added only the claim 8 limitation per our discussion and
this is what we require to move forward. Please see attached. I made changes only for claim 1
and please make similar changes to other independent claims.

Best,
Badri.

From: Mike DeSanctis <mike.deSanctis@jwmhlaw.com>

Sent: Thursday, October 19, 2023 5:42 PM

To: Champakesan, Badri <Badri.Champakesan@USPTO.GOV>

Subject: Proposed Examiner's Amendment for USSN 17/185,542 (Our Ref.: FORT-041900)

AUTIGN: This email has originated frovs & @ : PLEASE CONSIDER THE SOURCE before

éresponding, clicking on links, or opening attachments.
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Dear Examiner Champakesan,

| am attaching a Word document containing a proposed Examiner's Amendment for
the above-referenced patent application.

Best regards,
Mike

Mike DeSanctis

Jaffery Watson Mendonsa & Hamilton LLP
7501 Village Square Drive, Suite 206
Castle Pines, CO 80108

direct: +1 (303) 856-7155
mobile: +1 (720) 838-5700
email: ks gas NI

TIFV NS ey
R

Privileged & Confidential Communication

This transmission may contain confidential or privileged Attorney-Client information.
This information may neither be copied nor disclosed to third parties without the prior
written consent of the sender. Unauthorized use or disclosure of this information shall
be regarded as a breach of confidentiality and appropriately redressed. If you

have received this correspondence in error, please delete it and notify the

sender immediately.
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UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

vAV‘lszra]:J\Sd;z,g\g‘]’gmia 22313-1450
[ APPLICATION NUMBER FILING OR 371(C) DATE [ FIRST NAMED APPLICANT A | ATTY. DOCKET NO./TITLE |
17/185,542 02/25/2021 Emilio Borbolla Galindo FORT-041900
CONFIRMATION NO. 4198
176502 . POA ACCEPTANCE LETTER
7501 Vilago Sauare Drve, Suto 205 ]

Castle Pines, CO 80108
Date Mailed: 10/25/2023

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 10/19/2023.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/dtdinh/
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Page 1l of?2
UNITED STATES ., P.0.Box 1450
m PATENT AND TRADEMARK OFFICE Alesandia, Y ispio.gov

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE /TIME ATTORNEY DOCKET #
17/185,542 10/19/2023 06:19:51 PM ET FOR-1037

Title of Invention

SYSTEMS AND METHODS FOR USING A NETWORK ACCESS DEVICE TO SECURE ANETWORK
PRIOR TO REQUESTING ACCESS TO THE NETWORK BY THE NETWORK ACCESS DEVICE

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # -
under 35 USC 111(a)
CONFIRMATION # 4198 FILED BY  April Piepenburg
PATENT CENTER # 63038115 FILING DATE  02/25/2021
CUSTOMER # 176502 FIRST NAMED  Emilio Borbolla Galindo
INVENTOR
CORRESPONDENCE - AUTHORIZED BY Michael DeSanctis
ADDRESS

Documents TOTAL DOCUMENTS: 3
DOCUMENT PAGES DESCRIPTION SIZE (KB)
FORT-041900_373C.pdf 3 Assignee showing of ownership 116 KB

per 37 CFR 3.73

FORT_041900_Authorized 2 Internet Communications 102 KB
Internet Comm F orm.pdf Authorization

FORT-041900_POA.pdf 1 Power of Attorney 230 KB
Digest

DOCUMENT MESSAGE DIGEST(SHA-512)
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FORT-041900_373C.pdf CA362EA5089911F798961D5B8CEFF3BFCCO01A3241EF977023
C95898B6CEBA46F8EOE4D066633E3EB08B135D46F6BF8C811
F98682280AD97E337090BC1438D963

FORT_041900_Authorized FADB035F1C63BB6850ECA57701306542E4D680AE1096C12C6
Internet Comm Form.pdf 0D66930200E893A5CF89CA18FF94117373D3DAEBIOEALIEBCS
EDB48538A9F41120DBCA2CF924FA68

FORT-041900_POA.pdf 9179A9215091C172D39AA8BBF4FDCCO078BCI90EE6529A03854
14E96D050B746AECOACS58576B22EAE484962B901A2ADEB997
ECD4D12CCB824F2D99F07C209403B6

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a imely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/E0O/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/R0/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
Applicant/Patent Owner: EMilio Borbolla Galindo

Application No./Patent No.: 17/185,542 Filed/Issue Date: 2/25/21

Titled: SYSTEMS AND METHODS FOR USING A NETWORK ACCESS DEVICE TO SECURE A NETWORK PRIOR TO REQUESTING ACCESS TO THE NETWORK BY THE NETWORK ACCESS DEVICE

Fortinet, Inc. a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)
states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4} is evidenced by either (choose one of options A or B below):

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel 055415 , Frame 0499 , or for which a copy
thereof is attached.

B. |:] A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
4. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
5. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

D Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Michael A. DeSanctis/ 10/19/23

Signature Date

Michael A. DeSanctis 39,957

Printed or Typed Name Title or Registration Number
[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Doc Code: ECOMM.AUTH/ECOMM.WTDW
Doc Description: Internet Communications Authorized/Internet Communications Authorization Withdrawn

PTO/SB/439 (11-15)

/" AUTHORIZATION FOR INTERNET | Application No. 17185542
COMMUNICATIONS IN A PATENT | Filing Date 2021-02-25
APPLICATION OR REQUEST TO First Named Inventor Borbolla Galindo, Emilio
WITHDRAW AUTHORIZATION FOR [ Artunit 249
Practitioner Docket No. |FORT-041900
To: Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

|. To authorize permission for Internet Communications.

with the undersigned and practitioners in accordance with 37 CFR 1.33 and 37 CFR 1.34 concerning any subject
matter of this application via video conferencing, instant messaging, or electronic mail. | understand that a copy of
these communications will be made of record in the application file. (MPEP 502.03)

Il. To withdraw authorization for Internet Communications.

The authorization given on , to the USPTO to communicate with the undersigned and
any practitioner in accordance with 37 CFR 1.33 and 37 CFR 1.34 concerning any subject matter of this application
via Internet communications such as video conferencing, instant messaging, or electronic mail is hereby
withdrawn. | understand that the withdrawal is effective when approved rather than when received.

I am the

applicant.

attorney or agent of record. Registration number 39,957

attorney or agent acting under 37 CFR 1.34. Registration number

/Michael A. DeSanctis/ 10/19/23
Signature Date
Michael A. DeSanctis (303) 856-7155
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Juristic entities
must be represented by a patent practitioner (see 37 CFR 1.31, which is applicable to any paper filed on or after September 16, 2012, that is
presented on behalf of a juristic entity, regardless of application filing date). Submit multiple forms if more than one signature is required, see
below*.

* Total of ___ 1 forms are submitted.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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D"cuSign En (‘iope ED D/BBSJB‘; CD14-46B9-0F 73-A2590E2887E4

FTO/ALA/BZE (D7-13)

Docurment Descr iption: Power of Altorney Approved for use through 01/31/2018. OMB 0651-0035
U.8. Patent and Trademark Office; U EPARTMENT OF COMMERCE

5. no persons are required to respond o a collection of information unless i displays a valid OMB controt number

Under the Paperwork Reduction Act of 16¢

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previgus powers of altorney given in the application identified in either the attached transmitial lefter or
ihe boxsas below.

Application Number Filing Date
17/185,542 2/25/21

{Note: The boxes above may ke left blank if information is provided on form PTO/AIA/SZA)

i hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our atiomey(s) or agent(s), and
1o transact all business in the Uniled Siates Patent and Trademark Office connecied therewith for the application referenced in
the attached transmittai letter {form PTO/AIA/SZA) or identified above:

1176502
OR

i hereby appoint Practitioner(s) named in the aftached list (form PTO/AIAB2C) as my/our atiorney(s) or agent(s}, and 1o transad
ali business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter form PTO/AIA/BZA) or identified above. (Note: Compiete form PTO/AIA/SZC )

Please recognize or change the correspondencs address for the application identified in the attached transmittal
letter or the boxes above to!

The address associated with the above-menticned Customer Number
OR

D The address associated with Customer Number
OR

E’j Firm or
individual Name

Address

City | State § Zip

Country

Teiephone

| Email !

{ am the Appilicant {if the Applicant is a hristic entity, list the Apglicant name in the box):

Fortinet inc.

D invenior or Joint inventor (fitle not required below)

D Legal Representative of 3 Deceased or Legally Incapacitated Inventor (litie not required below)
Assignee or Person to Whom the Inventor is Under an Obiigation to Assign {(provide signer's litie if applicant is a juristic entity}
D Person Who Otherwise Shows Sufficient Proprietary interest (e.49., a petition under 37 CFR 1.48(0}2) was granted in the

application or is concurrently being filed with this document) (provide signer's titie if applicant is a juristic entity)

SIGNATURE of Applicant for Patent

B e DO Py . . N N . N . .
The undersigned (whose titfe is supplied peiﬁw) is authorized {o act on behalf of the applicant {e.g., where the applicant is a juds

Signane Vham { popLy I Date (Optional
Name vt ERgoor e
Title Senior Vice President of Liligation and Compiliance

NOTYE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature reguirements
and certifications. If more than one applicant, use multipie forms.

Tgeag of 1 forms are submitted.

Thls colt eriao'l ot P'ormano': s reqa ired b), 3‘1‘ SFF‘ 1.131,

1.32, and 1.33. The information is required to obtain or refain 3 benetit by the public which is to file {and by the
1.8.C. 122 and 37 CFR 1.11 and 1.14. Thi Hection is eslimaied o {ake 3 minuies fo complete,
m to the USPTO. Time will var pending upen the individual case. Any commenis on the amournit
17 this burden, should be sent to the Chief information Giticer, U.S. Pa and Trademark Gtfice, U.S.
223‘3 1459. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRES;- SEND TC: Commissioner

Depadmer't of Commerce, P 0 2ox 1 1513 Alexandria, VA
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if vou need assistance In completing the form, call 1-800-FTO-8188 and sefect option 2.
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Doc code: RCEX PTO/SB/30EFS (01-22)

Doc description: Request for Continued Examination (RCE) Approved for use through 05/31/2024. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF GCOMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application Filing .y Docket Number g Art

N II7I185,542 Dats D021-02-25 i applicable, | FOR1037 Unit | 498
First Named| - i Borbolla Galindo Examiner Badri Narayanan CHAMPAKESAN

Inventor Name
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Attorney Docket No.: FOR-1037

I hereby certify that this correspondence is being electronically transmitted to the USPTO on the
date shown below.

Date: 10/12/2023 Signature: /Kym Y. Moore/ (Kym Y. Moore)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): E.B. Galindo Confirmation No.: 4198
Serial No.: 17/185,542 Group Art Unit: 2496
Filed: 02/25/2021 Examiner: B.N. CHAMPAKESAN

For: SYSTEMS AND METHODS FOR USING A NETWORK ACCESS DEVICE TO
SECURE A NETWORK PRIOR TO REQUESTING ACCESS TO THE NETWORK
BY THE NETWORK ACCESS DEVICE

MAIL STOP RCE
Commissioner for Patents
P. 0. Box 1450
Alexandria, VA 22313-1450

AMENDMENT IN RESPONSE TO
OFFICE ACTION OF MARCH 9, 2023

Sir:
In response to the Office Action (final) of March 9, 2023,
Applicant submits the following amendments and remarks:
Amendments to the Claims begin on page 2 of this paper.

Remarks begin on page 9 of this paper.
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AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions of
the claims in the present application:

Listing of Claims:

1. (Currently Amended) A method for reducing
network threats, the method comprising:
receiving, by a processing device, a request to access

a known network from a known access device connected through a

remote network, wherein the known network is a private network

that authorizes credentials associated with the known access

device, and the remote network is external to the known network;

scanning, by the processing device of the known access

device, [[a]] the remote network through which access to the
known network is to be established, wherein the scanning is
configured to identify an unsecure network element on the remote
network;

based at least in part on identifying at least one
unsecure network element on the remote network, denying, by the
processing device, access to the known network; and

based at least in part upon on failure to identify any
unsecure network element on the remote network, requesting a

grant of access from the known network to the processing device.

2. (Original) The method of claim 1, wherein access
by the processing device to the known network is granted upon a
combination of the requesting a grant of access from the known
network to the processing device and a correct authorization
credential presented by the processing device to the known

network.
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3. (Original) The method of claim 1, wherein the

unsecure network element is an Internet of Things (IoT) device.

4. (Original) The method of claim 1, wherein
administration of the processing device and the known network is

controlled by a common administration entity.

5. (Original) The method of claim 1, the method
further comprising:
upon denying access to the known network by the
processing device, providing a message to a user of the
processing device requesting the user to access the known

network via another remote network.

6. (Original) The method of claim 1, the method
further comprising:
mitigating a security issue of the unsecure network
element; and
based at least in part upon mitigating the security
issue of the unsecure network element, requesting a grant of

access from the known network to the processing device.

7. (Original) The method of claim 6, wherein
mitigating the security issue of the unsecure network element
includes connecting, by the processing device, the processing

device to another remote network.

8. (Original) The method of claim 6, wherein
mitigating the security issue of the unsecure network element
includes starting, by the processing device, a virtual private

network application, and wherein requesting the grant of access
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from the known network to the processing device is done over a

virtual private network.

9. (Original) The method of claim 1, the method
further comprising:

using, by the processing device, a network connection
between the processing device and the known network; and

while using the network connection between the
processing device and the known network, scanning, by the
processing device, the remote network through which access to
the known network is established, wherein the scanning is
configured to identify an unsecure network element on the remote

network.

10. (Original) The method of claim 9, the method
further comprising:
upon identifying an unsecure network element on the
remote network while using the network connection between the
processing device and the known network, disconnecting, by the

processing device, the processing device from the known network.

11. (Original) The method of claim 10, the method
further comprising:
upon disconnecting the processing device from the
known network by the processing device, providing a message to a
user of the processing device requesting the user to access the

known network via another remote network.

12. (Currently Amended) A system comprising:

a processing resource;
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a non-transitory computer-readable medium coupled to
the processing resource, wherein the non-transitory computer-
readable medium has stored thereon instructions that when
executed by the processing resource cause the processing
resource to:

receive a request to access a known network from

a known access device connected through a remote network,

wherein the known network is a private network that authorizes

credentials associated with the known access device, and the

remote network is external to the known network;

scan [[a]] the remote network through which
access to the known network is to be established, wherein the
scanning is configured to identify an unsecure network element
on the remote network;

based at least in part on identifying at least
one unsecure network element on the remote network, deny access
to the known network; and

based at least in part upon on failure to
identify any unsecure network element on the remote network,
request a grant of access from the known network to the

processing device.

13. (Original) The system of claim 12, wherein
access to the known network is granted upon a combination of the
requesting a grant of access from the known network to the
processing device and a correct authorization credential

presented by the processing device to the known network.

14. (Original) The system of claim 12, wherein the

unsecure network element is an Internet of Things (IoT) device.

15. (Currently Amended) A non-transitory computer-

readable storage medium embodying a set of instructions, which
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when executed by one or more processing resources of a computer
system, causes the one or more processing resources to perform a
method comprising:

receiving , by a processing device, a request to

access a known network from a known access device connected

through a remote network, wherein the known network is a private

network that authorizes credentials associated with the known

access device, and the remote network is external to the known

network;

scanning, by the processing device of the known access

device, [[a]] the remote network through which access to the
known network is to be established, wherein the scanning is
configured to identify an unsecure network element on the remote
network;

based at least in part on identifying at least one
unsecure network element on the remote network, denying access

to the known network; and

based at least in part upon on failure to identify any
unsecure network element on the remote network, requesting a

grant of access from the known network to the processing device.

16. (Original) The non-transitory computer-readable
storage medium embodying the set of instructions of claim 15,
which when executed by one or more processing resources of the
computer system, causes the one or more processing resources to
perform the method further comprising:

upon denying access to the known network by the
processing device, providing a message to a user of the
processing device requesting the user to access the known

network via another remote network.
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17. (Original) The non-transitory computer-readable
storage medium embodying the set of instructions of claim 15,
which when executed by one or more processing resources of the
computer system, causes the one or more processing resources to
perform the method further comprising:

mitigating a security issue of the unsecure network
element; and

based at least in part upon mitigating the security
issue of the unsecure network element, requesting a grant of

access from the known network to the processing device.

18. (Original) The non-transitory computer-readable
storage medium embodying the set of instructions of claim 17,
wherein mitigating the security issue of the unsecure network
element includes starting a virtual private network application,
and wherein requesting the grant of access from the known
network to the processing device is done over a virtual private

network.

19. (Original) The non-transitory computer-readable
storage medium embodying the set of instructions of claim 15,
which when executed by one or more processing resources of the
computer system, causes the one or more processing resources to
perform the method further comprising:

using a network connection between the processing
device and the known network; and

while using the network connection between the
processing device and the known network, scanning the remote
network through which access to the known network is
established, wherein the scanning is configured to identify an

unsecure network element on the remote network.
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20. (Original) The non-transitory computer-readable
storage medium embodying the set of instructions of claim
15, which when executed by one or more processing resources
of the computer system, causes the one or more processing
resources to perform the method further comprising:
upon identifying an unsecure network element on the
remote network while using the network connection between the
processing device and the known network, disconnecting the

processing device from the known network.

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00098



Atty. Dckt. No.: FOR-1037

REMARKS

Claims 1-20 were pending in the present application.
In the Office Action, claims 1-20 were rejected. The
claims have been amended as listed herein. No claims have
been added or deleted. Accordingly, claims 1-20 remain

pending in the present application.

Applicant requests entry of the amendments and

responds to the Office Action with the following remarks:

Claim Rejections — 35 USC § 103

Claims 1-4, 6, 9-10, 12-15, 17 and 19-20

Claims 1-4, 6, 9-10, 12-15, 17 and 19-20 were rejected
under pre-AIA 35 U.S.C. 103 (a) as being unpatentable over
Loza (US Pub. No. 2005/0278777), in view of Bansal (US Pub.
No. 2020/0067949) and further in view of Dupont et al. (US

Pub. No. 2009/0307753, referred to herein as "Dupont").

In response, Applicant respectfully traverses the

rejections.

More specifically, amended claim 1, which is
representative of claim 15, is directed to (in relevant

part) :

receiving, by a processing device, a request to access
a known network from a known access device connected
through a remote network, wherein the known network is

9 of 13
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a private network that authorizes credentials
associated with the known access device, and the
remote network is external to the known network;

scanning, by the processing device of the known access
device, the remote network through which access to the
known network is to be established, wherein the
scanning is configured to identify an unsecure network
element on the remote network. (emphasis added)

Loza generally discusses enforcing secure network

connections.

Bansal generally discusses security and control of
Internet of Things and zeroconf devices using cloud

services.

Dupont generally discusses a network access control
system for connecting to a network using remote access

control.

However, Loza, Bansal and Dupont fail to teach or
suggest the limitations as recited in claim 1. Namely,
Applicant has amended the claims to further characterize
the remote network and the known network being accessed
through the known access device. In the Advisory Action of
4/12/23, Examiner argued that Applicant “arguments to not
indicate why an external network is not considered to be a
remote network.” With the clarifications entered herein,
Applicant submits that Loza fails to teach a remote network

that is also external to the private network. As a result,
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the remote network of Loza fails to disclosure the remote

network of amended claim 1, other than in terminology.

Furthermore, the “remote network” relied upon by
Examiner in Loza is merely “remote” to the server. In
fact, it is the local network, relative to the remote
server that is actually scanned. Thus, Examiner’s
rejection cannot stand for this additional reason, on a

separate basis.

None of the references of record cure the
deficiencies. Therefore, Applicant respectfully submits
that claim 1, similar claim 15, and all related claims, are

patentable over the prior art as applied.

Claims 5, 7, 11 and 16

Claims 5, 7, 11 and 16 were rejected under 35 U.S.C.
103 as being unpatentable over Loza in view of Bansal and
Dupont and further in view of Sahay et. al. (US Pat. No.
8707395, referred to herein as “Sahay”).

In response, Applicant respectfully traverses the
rejections. Because claims 5, 7, 11 and 16 are each
dependent upon an allowable base claim as discussed above,
these claims are patentable over the combination of Loza in
view of Bansal and Dupont in view of Sahay for at least the

same reasons as the base claim. Moreover, Sahay fails to
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cure the deficiencies of Loza in view of Bansal and Dupont
concerning the base claim. Furthermore, the dependent
claims recite additional limitations that are neither
disclosed nor suggested by the cited references. Applicant
reserves the right to address these additional limitations
separately i1if need be.

Claims 8 and 18

Claims 8 and 18 are rejected under 35 U.S.C. 103 as
being unpatentable over Loza in view of Bansal, Dupont and
Sahay and further in view of Bareket et. al. (US Pub. No.
20180213574, referred to herein as “Bareket”).

In response, Applicant respectfully traverses the
rejections. Because claims 8 and 18 are each dependent
upon an allowable base claim as discussed above, these
claims are patentable over the combination of Loza in view
of Bansal, Dupont and Sahay in view of Bareket for at least
the same reasons as the base claim. Moreover, Bareket
fails to cure the deficiencies of Loza in view of Bansal,
Dupont and Sahay concerning the base claim. Furthermore,
the dependent claims recite additional limitations that are
neither disclosed nor suggested by the cited
references. Applicant reserves the right to address these

additional limitations separately if need be.
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Conclusion

Accordingly, Applicant respectfully requests
reconsideration and allowance of the claims as now
presented. Applicant’s attorney believes this application
is in condition for allowance. Should any unresolved
issues remain, Examiner is invited to call Applicant’s
attorney at the telephone number indicated below.

Respectfully submitted,
10/12/2023 /Dorian Cartwright/

Dorian Cartwright
Reg. No. 53,853

Customer Number 176502
(800) 810-8030
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E AMENDMENT PAID FOR
Total B ; x _ _
Z| e 20 winus | ** 20 -0 x $100 - 0
4 « ) i
I-IEJ JQ?S&?‘?%E‘ 3 Minus 3 =0 x $480 - 0
< | U] Application Size Fee (37 CFR 1.16(s))
(_J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REX/IFA#E'I:‘NG PRNEL\I/,\IAOBLIlEgLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
L | Total * : *x - -
= | B7CFR1.16()) Minus — X $ 0 -
all N ;
E (27(’(}8&6?1%3‘?)1 Minus = x $0 =
= | U Application Size Fee (37 CFR 1.16(s))
< [J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. PSS
== f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /LATORIA M JORDAN/

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/31 (12-22)

Approved for use through 05/31/2024. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

NOTICE OF APPEAL FROM THE EXAMINER TO Docket Number {Optional)

THE PATENT TRIAL AND APPEAL BOARD FORT-041900

| hereby certify that this correspondence is being facsimile transmitted | First Named Inventor

to the USPTO, transmitted via the USPTO's patent electronic filing Borbolla Galindo

system, or deposited with the United States Postal Service with Application Number Filed

sufficient postage as first class mail in an envelope addressed to 17185542 02/25/2021

"Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313- For

1450" [37 CFR 1.8(a)] on SYSTEMS AND! FOR USING A NETWORK ACCESS DEVICE TO SECURE ANETWORK PRIOR TO REQUESTING AC
Signature Art Unit Examiner

Typed or printed name 2496 CHAM PAKESAN

Applicant hereby appeals to the Patent Trial and Appeal Board from the last decision of the examiner.

The fee for this Notice of Appeal is (37 CFR 41.20(b)(1)) $ 840

D Applicant asserts small entity status. See 37 CFR 1.27. Therefore, the fee shown above is reduced
by 60%, and the resulting fee is: S

I:] Applicant certifies micro entity status. See 37 CFR 1.29. Therefore, the fee shown above is reduced
by 80%, and the resulting fee is: S
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously.

|:| A check in the amount of the fee is enclosed.
\:‘ Payment by credit card. Form PTO-2038 is attached.

\:] The Director is hereby authorized to charge any fees which may be required, or credit any overpayment
to Deposit Account No.

Payment made via USPTO's patent electronic filing system (Patent Center or EFS-Web).

D A petition for an extension of time under 37 CFR 1.136(a) (PTO/AIA/22 or equivalent) is enclosed.
For ions of timeinr ination proceedings, see 37 CFR 1.550.

WARNING: Information on this form may become public. Credit card information should not be included
on this form. Provide credit card information and authorization on PTO-2038.

| am the

u applicant attorney or agent of record ‘:‘ attorney or agent acting under 37 CFR 1.34

Reg per 47629 Registration number

signature /Douglas M. Hamilton/

Typed or printed name Douglas M. Hamilton
Telephone Number 7202664728

Date 04/12/2023

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit multiple
forms if more than one signature is required, see below*.

D * Total of forms are submitted.

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an
information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB Control
Number. The OMB Control Number for this information collection is 0651-0031. Public burden for this form is estimated to average 12 minutes per response, including
the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the information
collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions for reducing this burden to the
Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email InformationCollection@uspto.gov. DO
NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. The United States Patent and
Trademark Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The USPTO'’s
system of records is used to manage all applicant and owner information including name, citizenship,
residence, post office address, and other information with respect to inventors and their legal representatives
pertaining to the applicant's/owner’s activities in connection with the invention for which a patent is sought or
has been granted. The applicable Privacy Act System of Records Notice for the information collected in this
form is COMMERCE/PAT-TM-7 Patent Application Files, available in the Federal Register at 78 FR 19243
(March 29, 2013). hitps://www.govinfo.gov/content/pkg/FR-2013-03-29/pdf/2013-07341.pdf

Routine uses of the information in this record may include disclosure to: 1) law enforcement, in the event that
the system of records indicates a violation or potential violation of law; 2) a Federal, state, local, or international
agency, in response to its request; 3) a contractor of the USPTO having need for the information in order to
perform a contract; 4) the Department of Justice for determination of whether the Freedom of Information Act
(FOIA) requires disclosure of the record; 5) a Member of Congress submitting a request involving an individual
to whom the record pertains, when the individual has requested the Member's assistance with respect to the
subject matter of the record; 6) a court, magistrate, or administrative tribunal, in the course of presenting
evidence, including disclosures to opposing counsel in the course of settlement negotiations; 7) the
Administrator, General Services Administration (GSA), or their designee, during an inspection of records
conducted by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and
any other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make
determinations about individuals; 8) another federal agency for purposes of National Security review (35 U.S.C.
181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)); 9) the Office of Personnel
Management (OPM) for personnel research purposes; and 9) the Office of Management and Budget (OMB) for
legislative coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or
examine your submission, which may result in termination of proceedings, abandonment of the application,
and/or expiration of the patent.

Additional Uses

Additional USPTO uses of the information in this record may include disclosure to: 1) the International Bureau
of the World Intellectual Property Organization, if the record is related to an international application filed under
the Patent Cooperation Treaty; 2) the public i) after publication of the application pursuant to 35 U.S.C. 122(b),
ii) after issuance of a patent pursuant to 35 U.S.C. 151, iii) if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is referenced by either
a published application, an application open to public inspections, or an issued patent, or iv) without publication
of the application or patent under the specific circumstances provided for by 37 CFR 1.14(a)(1)(v)-(vii); and/or
3) the National Archives and Records Administration, for inspection of records.
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Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
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New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

V\’\VWAIISP[DAgDV

| APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/185,542 02/25/2021 Emilio Borbolla Galindo FORT-041900(20065) 4198
176502 7590 03/17/2023 | EXAMINER |
Douglas M. Hamilton
HDC Fortinet CHAMPAKESAN, BADRI NARAYANAN
224 S. Main Street, 114
Springville, UT 84663 [ axronm | eaerNUMBER |
2496
| NOTIFICATION DATE | DELIVERY MODE |
03/17/2023 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

dhamilton@hdciplaw.com
miquelchamilton@hamiltonshome.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
Advisory Action 17/185,542 Borbolla Galindo, Emilio
Before the Filing of an Appeal Brief |Examiner Art Unit AlA (FITF) Status
Badri - Champakesan 2496 Yes

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 09 March 2023 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.
NO NOTICE OF APPEAL FILED

1. The reply was filed after a final rejection. No Notice of Appeal has been filed. To avoid abandonment of this application, applicant must timely file
one of the following replies: (1) an amendment, affidavit, or other evidence, which places the application in condition for allowance;
(2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3) a Request for Continued Examination (RCE) in compliance with
37 CFR 1.114 if this is a utility or plant application. Note that RCEs are not permitted in design applications. The reply must be filed within one of
the following time periods:
a) O The period for reply expires months from the mailing date of the final rejection.
b) The period for reply expires on: {1) the mailing date of this Advisory Action; or (2) the date set forth in the final rejection, whichever is later.
In no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
[9) Ja prior Advisory Action was mailed more than 3 months after the mailing date of the final rejection in response to a first after-final reply filed
within 2 months of the mailing date of the final rejection.The current period for reply expires months from the mailing date of
the prior Advisory Action or SIX MONTHS from the mailing date of the final rejection, whichever is earlier.
Examiner Note: If box 1 is checked, check either box (a), (b) or {c). ONLY CHECK BOX (b) WHEN THIS ADVISORY ACTION IS THE
FIRST RESPONSE TO APPLICANTS FIRST AFTER-FINAL REPLY WHICH WAS FILED WITHIN TWO MONTHS OF THE FINAL
REJECTION. ONLY CHECK BOX {(c) IN THE LIMITED SITUATION SET FORTH UNDER BOX (c). See MPEP 706.07(f).

Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate
extension fee have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The
appropriate extension fee under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally
set in the final Office action; or {2) as set forth in (b) or (c) above, if checked. Any reply received by the Office later than three months after the
mailing date of the final rejection, even if timely filed, may reduce any earned patent term adjustment. See 37 CFR 1.704(b).
NOTICE OF APPEAL
2. [J The Notice of Appeal was filed on . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of filing the Notice
of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since a Notice of
Appeal has been filed, any reply must be filed within the time period set forth in 37CFR 41.37(a).
AMENDMENTS
3. The proposed amendments filed after a final rejection, but prior to the date of filing a brief, will not be entered because
a) d They raise new issues that would require further consideration and/or search {see NOTE below);
b) ] They raise the issue of new matter (see NOTE below);
c) O They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for
appeal; and/or
d) (] They present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: (See 37 CFR 1.116 and 41.33(a)).
4. [J The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324).
5. Applicant's reply has overcome the following rejection(s):
6. Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment canceling the non-allowable
claim(s).
7.0 For purposes of appeal, the proposed amendment(s):(a)[:]will not be entered, or (b)DwiII be entered, and an explanation of how the
new or amended claims would be rejected is provided below or appended.
AFFIDAVIT OR OTHER EVIDENCE
8.(JaA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

9. [ The affidavit or other evidence filed after final action, but before or on the date of filing a Notice of Appeal will not be entered because applicant
failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and was not earlier presented. See 37
CFR 1.116(e).

10. [J The affidavit or other evidence filed after the date of filing the Notice of Appeal, but prior to the date of filing a brief, will not be entered because
the affidavit or other evidence failed to overcome all rejections under appeal and/or appellant fails to provide a showing of good and sufficient
reasons why it is necessary and was not earlier presented. See 37 CFR 41.33(d)(1).

11. (0 The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.

REQUEST FOR RECONSIDERATION/QTHER

12. The request for reconsideration has been considered but does NOT place the application in condition for allowance because:

See Continuation Sheet.

13. [ Note the attached Information Disclosure Staterments). (PTO/SB/08) Paper No(s).
14. (J oOther: .
STATUS OF CLAIMS
15. The status of the claim(s) is {or will be) as follows:

Claim(s) allowed:

Claim(s) objected to:

Claim(s) rejected:1-20.

Claim(s) withdrawn from consideration:

/BADRINARAYANAN /
P'Examiner, Art Unit 2496

U.S. Patent and Trademark Office
PTOL-303 (Rev. 08-2013) Advisory Action Before the Filing of an Appeal Brief Paper No. 20230313

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00117



Continuation Sheet (PTOL-303) Application No. 17/185,542

Continuation of REQUEST FOR RECONSIDERATION/OTHER 12. The request for reconsideration has
been considered but does NOT place the application in condition for allowance because: The attorney
argues that "the method involves a processing device to which one network is known and the other is
remote. The processing device receives a request to access the known network that will involve
connecting through the remote network, and engages in scanning the remote network to determine if it is
secure. Loza is quite dissimilar to this. In particular, Loza involves "an agent (A) installed on a machine
connected to the Internet/network . ..", and this machine is referred to in Loza as a "network connected
machine". Loza at 110038 and 0040. It is this network connected machine that "starts assessing security
of its own external network connectivity by using its built-in scanner (S)." Loza at 110041. Thus, the
network connected machine scans its known, local network - not a remote network. This is in direct
contradiction to that set forth in claim 1 where the processing resource which receives the request to
connect to the known network scans the remote network. Accordingly, Loza does not disclose, teach, or
suggest each and every element of claim 1. Additionally, none of the other cited references provide the
disclosure missing from Loza, and in fact are not even alleged to provide the missing disclosure." The
examiner strongly refutes the arguments. The argument's main allegation is that the other scanned
external network is not a remote network. The network connected machine starts scanning the external (
i.e., remote) network once it gets the external (i.e., remote) IP address as envisaged in paras. [0038-42].
The network connected machine is not responsible for the security of, or not known or not governed by the
external network (i.e., remote) as indicated by the application's spec. [0014, 16] "a remote network may
include one or more Internet of Things (IoT) type of device such as, for example, televisions, cameras,
microphones, and the like... the phrase "remote network" or "off-network" is a network that includes one or
more elements that are: not known to, not governed by, and/or not controlled by the entity that is
responsible for the known network. Thus, for example, a remote network may be a home network that is
not controlled by the entity that is not responsible for the security of the known network. The phrase "
known access device" is a device that includes a module governing access to a known network via a
remote network". The arguments do not indicate why an external network is not considered to be a'
remote' network. Furthermore, a local/external network whose channel is sought by a connecting device to
connect to the external resource(s), shall consider the local network as remote - as the security of such a
network connection is not known, not governed nor controlled by the connecting entity, as the entity seeks
the external IP. Furthermore, the spec. [0016] is contradictory to the attorney's arguments. The entity (
network connected machine), shall scan the security of the its external network, is typically 'remote' to
such a network as envisaged in the prior art (US 20180213574, BAREKET et al; Fig. 1) - this prior art is
used only for knowledge and clarification purposes and not for rejection per se. See MPEP 2145 |.
ARGUMENT DOES NOT REPLACE EVIDENCE WHERE EVIDENCE IS NECESSARY: The arguments of
counsel cannot take the place of evidence in the record. In re Schulze, 346 F.2d 600, 602, 145 USPQ 716
, 718 (CCPA 1965); In re Geisler, 116 F.3d 1465, 43 USPQ2d 1362 (Fed. Cir. 1997) ("An assertion of
what seems to follow from common experience is just attorney argument and not the kind of factual
evidence that is required to rebut a prima facie case of obviousness."). See MPEP § 716.01(c) and 2145
IV. Therefore the rejection is maintained. Further, the attorney has not filed the response under AFCP
program, so a PTO-2323 is not issued.
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CONSIDERED: /B.N./

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Galindo Examiner: WOLDEMARIAM
Serial No.: 17/185,542 Group Art Unit: 2496
Filed: February 25, 2021 Confirm. No. 4198

For: SYSTEMS AND METHODS FOR USING | Docket No. FORT-041900(20065)
A NETWORK ACCESS DEVICE TO
SECURE A NETWORK PRIOR TO
REQUESTING ACCESS TO THE
NETWORK BY THE NETWORK ACCESS
DEVICE

Mail Stop Amendment
Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT and RESPONSE

Sir:

This Amendment is in response to the final Office Action mailed January 12,
2023.

Amendments to the Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 7 of this paper.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Galindo Examiner: WOLDEMARIAM
Serial No.: 17/185,542 Group Art Unit: 2496
Filed: February 25, 2021 Confirm. No. 4198

For: SYSTEMS AND METHODS FOR USING | Docket No. FORT-041900(20065)
A NETWORK ACCESS DEVICE TO
SECURE A NETWORK PRIOR TO
REQUESTING ACCESS TO THE
NETWORK BY THE NETWORK ACCESS
DEVICE

Mail Stop Amendment
Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT and RESPONSE

Sir:

This Amendment is in response to the final Office Action mailed January 12,
2023.

Amendments to the Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 7 of this paper.
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Amendments to the Claims:

1. (Original) A method for reducing network threats, the method
comprising:

receiving, by a processing device, a request to access a known network;

scanning, by the processing device, a remote network through which
access to the known network is to be established, wherein the scanning is configured to
identify an unsecure network element on the remote network;

based at least in part on identifying at least one unsecure network element
on the remote network, denying, by the processing device, access to the known network;
and

based at least in part upon on failure to identify any unsecure network
element on the remote network, requesting a grant of access from the known network to

the processing device.

2. (Original) The method of claim 1, wherein access by the processing
device to the known network is granted upon a combination of the requesting a grant of
access from the known network to the processing device and a correct authorization

credential presented by the processing device to the known network.

3. (Original) The method of claim 1, wherein the unsecure network

element is an Internet of Things (IoT) device.

4. (Original) The method of claim 1, wherein administration of the
processing device and the known network is controlled by a common administration

entity.

5. (Original) The method of claim 1, the method further comprising:
upon denying access to the known network by the processing device,
providing a message to a user of the processing device requesting the user to access the

known network via another remote network.

20of9
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6. (Original) The method of claim 1, the method further comprising:

mitigating a security issue of the unsecure network element; and

based at least in part upon mitigating the security issue of the unsecure
network element, requesting a grant of access from the known network to the processing

device.

7. (Original) The method of claim 6, wherein mitigating the security issue
of the unsecure network element includes connecting, by the processing device, the

processing device to another remote network.

8. (Original) The method of claim 6, wherein mitigating the security issue
of the unsecure network element includes starting, by the processing device, a virtual
private network application, and wherein requesting the grant of access from the known

network to the processing device is done over a virtual private network.

9. (Original) The method of claim 1, the method further comprising:

using, by the processing device, a network connection between the
processing device and the known network; and

while using the network connection between the processing device and the
known network, scanning, by the processing device, the remote network through which
access to the known network is established, wherein the scanning is configured to

identify an unsecure network element on the remote network.

10. (Original) The method of claim 9, the method further comprising:

upon identifying an unsecure network element on the remote network
while using the network connection between the processing device and the known
network, disconnecting, by the processing device, the processing device from the known

network.

11. (Original) The method of claim 10, the method further comprising:
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upon disconnecting the processing device from the known network by the
processing device, providing a message to a user of the processing device requesting the

user to access the known network via another remote network.

12. (Original) A system comprising:

a processing resource;

a non-transitory computer-readable medium coupled to the processing
resource, wherein the non-transitory computer-readable medium has stored thereon
instructions that when executed by the processing resource cause the processing resource
to:

receive a request to access a known network;

scan a remote network through which access to the known network is to
be established, wherein the scanning is configured to identify an unsecure network
element on the remote network;

based at least in part on identifying at least one unsecure network element
on the remote network, deny access to the known network; and

based at least in part upon on failure to identify any unsecure network
clement on the remote network, request a grant of access from the known network to the

processing device.

13. (Original) The system of claim 12, wherein access to the known
network is granted upon a combination of the requesting a grant of access from the
known network to the processing device and a correct authorization credential presented

by the processing device to the known network.

14. (Original) The system of claim 12, wherein the unsecure network

element is an Internet of Things (IoT) device.

15. (Original) A non-transitory computer-readable storage medium

embodying a set of instructions, which when executed by one or more processing

40f 9

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00123



resources of a computer system, causes the one or more processing resources to perform
a method comprising:

receiving a request to access a known network;

scanning a remote network through which access to the known network is
to be established, wherein the scanning is configured to identify an unsecure network
element on the remote network;

based at least in part on identifying at least one unsecure network element
on the remote network, denying access to the known network; and

based at least in part upon on failure to identify any unsecure network
clement on the remote network, requesting a grant of access from the known network to

the processing device.

16. (Original) The non-transitory computer-readable storage medium
embodying the set of instructions of claim 15, which when executed by one or more
processing resources of the computer system, causes the one or more processing
resources to perform the method further comprising:

upon denying access to the known network by the processing device,
providing a message to a user of the processing device requesting the user to access the

known network via another remote network.

17. (Original) The non-transitory computer-readable storage medium
embodying the set of instructions of claim 15, which when executed by one or more
processing resources of the computer system, causes the one or more processing
resources to perform the method further comprising:

mitigating a security issue of the unsecure network element; and

based at least in part upon mitigating the security issue of the unsecure
network element, requesting a grant of access from the known network to the processing

device.

18. (Original) The non-transitory computer-readable storage medium

embodying the set of instructions of claim 17, wherein mitigating the security issue of the
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unsecure network element includes starting a virtual private network application, and
wherein requesting the grant of access from the known network to the processing device

is done over a virtual private network.

19. (Original) The non-transitory computer-readable storage medium
embodying the set of instructions of claim 15, which when executed by one or more
processing resources of the computer system, causes the one or more processing
resources to perform the method further comprising:

using a network connection between the processing device and the known
network; and

while using the network connection between the processing device and the
known network, scanning the remote network through which access to the known
network is established, wherein the scanning is configured to identify an unsecure

network element on the remote network.

20. (Original) The non-transitory computer-readable storage medium
embodying the set of instructions of claim 15, which when executed by one or more
processing resources of the computer system, causes the one or more processing
resources to perform the method further comprising:

upon identifying an unsecure network element on the remote network
while using the network connection between the processing device and the known

network, disconnecting the processing device from the known network. .
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REMARKS/ARGUMENTS

Claims 1-20 were pending. No claims have been amended, added, or canceled.
Hence, claims 1-20 remain pending. Claims 1-4, 6, 9-10, 12-15, 17, and 19-20 stand
rejected under 35 USC 103 as allegedly obvious over a combination of US Pat. Pub. No.
2005/0278777 (hereinafter "Loza"), US Pat. Pub. No. 2020/0067949 (hereinafter
"Bansal"), and US Pat. Pub. No. 2009/0307753 (hereinafter "Dupont”). Claims 5, 7, 11,
and 16 stand rejected under 35 USC 103 as allegedly obvious over a combination of
Loza, Bansal, Dupont, and US Pat. No. 8,707,395 (hereinafter "Sahay"). Claims 8 and 18
stand rejected under 35 USC 103 as allegedly obvious over a combination of Loza,
Bansal, Dupont, Sahay, and US Pat. Pub. No. 2018/0213574 (hereinafter “Bekeret").
Applicant respectfully amends in part and traverses in part to overcome the rejections.

As originally presented, claim 1 sets forth a method that includes, inter alia,

receiving, by a processing device, a request to access a known network, and scanning,

by the processing device, a remote network through which access to the known

network is to be established. Thus, the method involves a processing device to which

one network is known and the other is remote. The processing device receives a request
to access the known network that will involve connecting through the remote network,
and engages in scanning the remote network to determine if it is secure.

Loza is quite dissimilar to this. In particular, Loza involves “an agent (A)
installed on a machine connected to the Internet/network . . .”, and this machine is
referred to in Loza as a “network connected machine”. Loza at {0038 and 0040. It is
this network connected machine that “starts assessing security of its own external
network connectivity by using its built-in scanner (S).” Loza at {{{0041. Thus, the

network connected machine scans its known, local network — not a remote network.

This is in direct contradiction to that set forth in claim 1 where the processing resource
which receives the request to connect to the known network scans the remote network.

Accordingly, Loza does not disclose, teach, or suggest each and every element of claim 1.
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Additionally, none of the other cited references provide the disclosure missing
from Loza, and in fact are not even alleged to provide the missing disclosure. For
example, Bansal uses a security solution running on a user device connected to a local
network to look for potentially vulnerable and compromised machines on the local

network. See e.g., Bansal at 0014. This is cumulative to Loza where the processing

machine is scanning the local network — not a remote network as set forth in claim 1.
Dupont similarly fails to provide the disclosure missing from Loza. Hence, for at least
this reason, the combination of Loza, Bansal, and Dupont fail to disclose, teach, or
suggest each and every limitation of claim 1 and as such the rejection of claim 1 should
be withdrawn and the claim allowed. Such allowance is respectfully requested herein.
Further, claims 2-11 properly depend from allowable claim 1, and are thus in
condition for allowance for at least this reason. Such allowance is respectfully requested
herein. Additionally, independent claims 12 and 15 each include a limitation similar to
that discussed above in relation to claim 1, and for at least this reason are also in
condition for allowance. Such allowance is respectfully requested herein. Further,
claims 13-14 properly depend from allowable claim 12,and claims 16-20 properly depend
from allowable claim 15, and for at least this reason are also in condition for allowance.

Such allowance is respectfully requested herein.
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CONCLUSION

In view of the foregoing, Applicant respectfully asserts that all claims now
pending in the application are in condition for allowance. Such allowance is respectfully
requested herein.

If the Examiner believes a telephone conference would expedite

prosecution of this application, please telephone the undersigned at 720-266-4728.

Respectfully submitted,

/Douglas Mark Hamilton/

Douglas M. Hamilton
Attorney for Applicant
Reg. No. 47,629

HDC Intellectual Property Law, LLP
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Application/Control Number: 17/185,542 Page 2
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DETAILED ACTION
Notice of Pre-AIA or AIA Status
1. The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AIA.

Response to Arguments
1. Applicant's arguments filed 11-18-2022 have been fully considered but they are not
persuasive. The applicant argues that “US Pat. Pub. No. 2021/0234860 (hereinafter "Bansal”)...
In this case the cited art, Bansal, is a continuation-in-part which is commonly understood to
repeat some substantial portion or all of a parent application and add matter not disclosed in the
parent application. See e.g., MPEP 201.08. In accordance with 35 USC 102(d) the difference in
when material in the continuation-in-part application was first available results in two different
effective filing dates: the first effective date is the filing date of the continuation-in-part
application for all material added to the parent application; and the second effective filing date
is the filing date (or the effective date) of the parent application for all material included in the
parent application. In this case, Bansal was itself filed April 15, 2021, and is a continuation-in-
part of US Pat. Application No. 16/922,353 (hereinafter the "Parent Application”) that was filed
July 7, 2020.1 Thus, the two effective dates for Bansal under 35 USC 102 are: April 15, 2021 for
all material added to the Parent application, and July 7, 2020 for all included in the Parent
Application. The Examiner has cited paragraph 0014 of Bansal as including disclosure essential
to maintaining all of the rejections under 35 USC 103. Review of Bansal and the Parent
Application reveal that paragraph 0014 was not included in the Parent Application, but rather

was added in the filing of Bansal itself. Accordingly, the effective date of paragraph 0014 is
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April 15, 2021 which is well after the filing date of the present application (i.e., September 25,
2020). As the effective date of Bansal does not precede the filing date of the present application,
the rejections under 35 USC 103 are improper and should be withdrawn. For at least this
reason, Applicant respectfully requests withdrawal of the rejections of claims 1-20 under 35
USC 103, and allowance thereof. The Parent Application itself claims priority to other US patent
applications extending back to 2016, but such is not relevant to the effective date as prior art in
this particular response.” After careful review and consideration of the remarks, the examiner

strongly disagrees with the remarks put forth. The attorney refers to an incorrect reference US

PG Pub. 2021/0234860 (corresponding to App. # 17231060) however, the reference cited in the
rejection is/was Bansal (U.S. Patent Application Publication No. 20200067949 (corresponding
to US Application# 16/668,323 and belong to a different family than the one quoted by the
attorney) which has an effective filing date (EFD) of 10-30-2019 which is before the EFD of this
current application 17185542 which 02-25-2021. Therefore the rejection is legally valid and
legitimate. Furthermore, the attorney has not filed any arguments regarding the cited references
in the non-final rejection per se. Also, the examiner tried to propose amendments towards
prosecution of the case and the attorney declined the same (see email thread attached in the file

wrapper). Therefore all the rejections are maintained.

Claim Rejections - 35 USC § 103
2. In the event the determination of the status of the application as subject to AIA 35 U.S.C.
102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, any correction of the
statutory basis for the rejection will not be considered a new ground of rejection if the prior art

relied upon, and the rationale supporting the rejection, would be the same under either status.
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3. The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness
rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the
claimed invention is not identically disclosed as set forth in section 102, if the
differences between the claimed invention and the prior art are such that the
claimed invention as a whole would have been obvious before the effective filing
date of the claimed invention to a person having ordinary skill in the art to which
the claimed invention pertains. Patentability shall not be negated by the manner in
which the invention was made.

4, Claims 1-4, 6, 9-10, 12-15, 17 and 19-20 are rejected under 35 U.S.C. 103 as being
unpatentable over Loza (U.S. Patent Application Publication No. 20050278777), in view of
Bansal (U.S. Patent Application Publication No. 20200067949) and further in view of Dupont
et. al. (U.S. Patent Application Publication No. 20090307753), hereinafter Dupont.
Regarding claim 1, Loza discloses A method for reducing network threats (Par. [0013], In
accordance with another aspect, the invention provides a method of providing a warning of an
insecure network connection between a client device and a server), the method comprising:
receiving, by a processing device, a request to access a known network (Par. [0048],
In a number of situations, a program or agent on the remote user's machine (i.e. processing
device) may automatically connect to a security scanner upon the user's attempt (i.e. request) to
connect to the corporate server.);
scanning, by the processing device, a remote network through which access to the
known network is to be established (Par. [0040], Network connected machine starts
assessing security of its own external network connectivity by using its built-in scanner (S).),
wherein the scanning is configured to identify an unsecure network element on the remote

network (Par. [0041], The built-in security scanner identifies a number and a severity level of
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discovered, if any, security vulnerabilities for this particular machine's external network
connection.);

denying, by the processing device, access to the known network (Par. [0042], Based
on a security policy, an agent (A) installed on this particular machine that is connected to the
Internet/network may notify a user that this particular location that is used to connect to the
Internet/network is insecure, or prevent user's machine to establish any network connection.);
and

Loza discloses a method of scanning a remote network for vulnerabilities and denying
access to a known network if vulnerabilities are found. Loza fails to explicitly disclose that the
vulnerabilities is relate to at least one unsecured network element.

However, Bansal teaches identifying at least one unsecure network element on the
remote network (Par. [0014], The application discovers all hosts on the network and uses a
cloud service such as via a cloud-based system to detect potentially malicious IOTs with known
vulnerabilities. Based on an enterprise policy or user's preferences, the solution can alert if any
IOT device tries to communicate with the user's device or if the user's device itself broadcasts
services running on the device such as screen sharing/file sharing).

Loza and Bansal are analogous references to the claimed invention as they both pertain to
a method of scanning a network and identifying vulnerabilities. Therefore, it would have been
obvious to one of ordinary skill in the art, before the effective filing date of the claimed
invention, to modify Loza using the method of identifying an unsecured network element as
taught by of Bansal. Such modification enables protecting the known network since attackers
can gain access to secured networks through an unsecured network element on a remote network

that a user is using to connect to the secured network.
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The combination of Loza and Bansal teaches a method of scanning a network and
identifying an unsecure element. The combination fails to teach the actions to be taken if no
vulnerabilities are discovered.

However, Dupont teaches based at least in part upon on failure to identify any
unsecure network element on the remote network (Fig. 7, block 705), requesting a grant of
access from the known network to the processing device (Par. [0060], A successful scan 705
is accompanied by host characteristics that identify the client host to NACS (i.e. requesting
access). 715. RAD & agent information is combined to create a host identity 720. NACS
commands the RAD to remove the filters for the affected session 725 and the process continues
to post-connect monitoring of FIG. 8).

Loza, Bansal and Dupont are analogous references to the claimed invention as they
pertain to a method of scanning a network and identifying vulnerabilities. Therefore, it would
have been obvious to one of ordinary skill in the art, before the effective filing date of the
claimed invention, to modify the combination of Loza and Bansal using the method of requesting
access to a network after the scanning confirms that there are no unsecured elements in the
network. Such modification will reduce network threats since the network where remote access

is requested from is confirmed to be secure.

Regarding claim 2, The combination of Loza, Bansal and Dupont teaches the method of claim
1,

The combination teaches a method of scanning a remote network and granting access to a
known network if no vulnerabilities are detected. The combination does not teach presenting a

correct authorization credential.
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However, Dupont further teaches wherein access by the processing device to the
known network is granted (Par. [0060], NACS commands the RAD to remove the filters for
the affected session 725 and the process continues to post-connect monitoring of FIG. 8.) upon a
combination of the requesting a grant of access from the known network to the processing
device (Par. [0060], subsequent to a successful scan process. A successful scan 705 is
accompanied by host characteristics that identify the client host to NACS) and a correct
authorization credential presented by the processing device to the known network (Par.
[0047], If authentication 310 is successful 325, the process flows to capture user identity 335,
capture RAD location 340, and determine authorization 345. The process continues to role check
of FIG. 4. In each case, RADIUS is used to provide authentication for connecting users and to
integrate RAD with NACS.).

Therefore, it would have been obvious to one of ordinary skill in the art, before the
effective filing date of the claimed invention, to further modify the combined teaching of Loza,
Bansal and Dupont in claim 1 by using the method of presenting authorization credential as
taught by Dupont. Such modification will further reduce the threat to the known network since

both the user/device and the network from which connection is requested from are authenticated.

Regarding claim 3, The combination of Loza, Bansal and Dupont teaches the method of claim
1,

The combination teaches scanning a network to detect an unsecured network element.
The combination does not explicitly teach the unsecured element is an IoT device.

However, Bansal further teaches wherein the unsecure network element is an Internet

of Things (IoT) device (Par. [0014], The application discovers all hosts on the network and uses
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a cloud service such as via a cloud-based system to detect potentially malicious IOTs with
known vulnerabilities.).

Therefore, it would have been obvious to one of ordinary skill in the art, before the
effective filing date of the claimed invention, to further modify the combined teaching of Loza,
Bansal and Dupont in claim 1 by using the method of detecting an unsecured IoT device in a
network as taught by Bansal. IoT devices are abundant in many remote networks, and preventing

threat from such devices will increase the security of a known network.

Regarding claim 4, The combination of Loza, Bansal and Dupont teaches the method of claim
L,

Loza further discloses wherein administration of the processing device (i.e. The
benefit of this method would be that the IT administrator would not need to manually install the
security measure on the machine, but by setting the policy could require it prior to granting
access (i.e. administering the processing device)) and the known network (This would enable
an IT administrator to set a policy, so as to automatically prevent access further into a network
(i.e. administration of network)) is controlled by a common administration entity (IT

administrator).

Regarding claim 6, The combination of Loza, Bansal and Dupont teaches the method of claim
L,

The combination taches a method of denying access to a known network if unsecured
network elements are discovered in a remote network. The combination does not teach

mitigating the vulnerabilities and requesting access.
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However, Dupont further teaches the method further comprising:

mitigating a security issue of the unsecure network element (Par. [0058], Users may
be required 620 to disconnect to remediate 630 or remediate from the restricted network while
still connected 625); and

based at least in part upon mitigating the security issue of the unsecure network
element (Par. [0058], Once remediation is complete,), requesting a grant of access from the
known network to the processing device (Par. [0058], user returns to scanning by policy step
605. If the user does disconnect to remediate, he then returns to the steps of FIG. 2 with another
connect attempt (i.e. requesting grant of access).).

Therefore, it would have been obvious to one of ordinary skill in the art, before the
effective filing date of the claimed invention, to further modify the combined teaching of Loza,
Bansal and Dupont in claim 1 by using the method of mitigating vulnerabilities and requesting
access as taught by Dupont. Such modification will enable to selectively allow users to connect

to a known network if vulnerabilities are mitigated and not permanently block them.

Regarding claim 9, The combination of Loza, Bansal and Dupont teaches the method of claim
1,

The combination taches a method of granting access to a known network if no unsecured
network elements are discovered in a remote network. The combination does not teach scanning
the remote network after access has been granted.

However, Dupont further teaches the method further comprising:

using, by the processing device, a network connection between the processing device

and the known network (Fig. 7, Par. [0060], A successful scan 705 is accompanied by host
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characteristics that identify the client host to NACS. 715. RAD & agent information is combined
to create a host identity 720. NACS commands the RAD to remove the filters for the affected
session 725 (i.e. using network connection) and the process continues to post-connect monitoring
of FIG. 8); and

while using the network connection between the processing device and the known
network (Par. [0061], FIG. 8 is a simplified flow chart of an embodiment of post-connect
monitoring 800), scanning, by the processing device, the remote network through which
access to the known network is established (Par. [0061], Passive monitoring 805 determines
the client state 810 within NACS and involves optional periodic vulnerability scanning 815
where a client may be marked at-risk 820), wherein the scanning is configured to identify an
unsecure network element on the remote network (Par. [0061], Again, if a client fails a
security compliance scan or is found to be disabled 810, it proceeds to be filtered or disconnected
825.).

Therefore, it would have been obvious to one of ordinary skill in the art, before the
effective filing date of the claimed invention, to further modify the combined teaching of Loza,
Bansal and Dupont in claim 1 by using the method of scanning a network after access has been
granted as taught by Dupont. Such modification will further reduce threat to a known network by
continuously monitoring a remote network and identifying potential vulnerabilities that might

arise after access has been granted.

Regarding claim 10, The combination of Loza, Bansal and Dupont teaches the method of claim

9,
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The combination taches a method of continuously monitoring a remote network after
access has been granted. The combination fails to teach disconnecting the processing device if
vulnerabilities are discovered.

However, Dupont further teaches the method further comprising:

upon identifying an unsecure network element on the remote network while using
the network connection between the processing device and the known network (Par. [0061],
Passive monitoring 805 determines the client state 810 within NACS and involves optional
periodic vulnerability scanning 815 where a client may be marked at-risk 8§20.), disconnecting,
by the processing device, the processing device from the known network (Par. [0061], If a
client is marked at risk, it may be disconnected or have filters reapplied to its session 825. Again,
if a client fails a security compliance scan or is found to be disabled 810, it proceeds to be
filtered or disconnected 825.).

Therefore, it would have been obvious to one of ordinary skill in the art, before the
effective filing date of the claimed invention, to further modify the combined teaching of Loza,
Bansal and Dupont in claim 9 by using the method of disconnecting a device from a known
network when vulnerabilities are discovered as taught by Dupont. Such modification allows

reducing threats to known network by isolating vulnerable devices.

Regarding claim 12, Loza discloses A system comprising (Par. [0010], a system for enforcing
secure network connection for remote/mobile users comprises:):
a processing resource (Par. [0010], an agent installed on a machine connected to the

network and accepting connections from remote users);
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receive a request to access a known network (Par. [0048], In a number of situations, a
program or agent on the remote user's machine (i.e. processing device) may automatically
connect to a security scanner upon the user's attempt (i.e. request) to connect to the corporate
server.);

scan a remote network through which access to the known network is to be
established (Par. [0040], Network connected machine starts assessing security of its
own external network connectivity by using its built-in scanner (S).), wherein the scanning is
configured to identify an unsecure network element on the remote network (Par. [0041],
The built-in security scanner identifies a number and a severity level of discovered, if any,
security vulnerabilities for this particular machine's external network connection.);

deny access to the known network (Par. [0042], Based on a security policy, an agent
(A) installed on this particular machine that is connected to the Internet/network may notify a
user that this particular location that is used to connect to the Internet/network is insecure, or
prevent user's machine to establish any network connection.); and

Loza discloses a method of scanning a remote network for vulnerabilities and denying
access to a known network if vulnerabilities are found. Loza fails to explicitly disclose that the
vulnerabilities is relate to at least one unsecured network element.

However, Bansal teaches a non-transitory computer-readable medium coupled to the
processing resource, wherein the non-transitory computer-readable medium has stored
thereon instructions that when executed by the processing resource cause the processing
resource to (Par. [0054], Moreover, some exemplary embodiments may include a non-

transitory computer-readable storage medium having computer readable code stored thereon for
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programming a computer, server, appliance, device, processor, circuit, etc. each of which may
include a processor to perform functions as described and claimed herein):

identifying at least one unsecure network element on the remote network (Par.
[0014], The application discovers all hosts on the network and uses a cloud service such as via a
cloud-based system to detect potentially malicious IOTs with known vulnerabilities. Based on an
enterprise policy or user's preferences, the solution can alert if any IOT device tries to
communicate with the user's device or if the user's device itself broadcasts services running on
the device such as screen sharing/file sharing).

Loza and Bansal are analogous references to the claimed invention as they both pertain to
a method of scanning a network and identifying vulnerabilities. Therefore, it would have been
obvious to one of ordinary skill in the art, before the effective filing date of the claimed
invention, to modify Loza using the method of identifying an unsecured network element as
taught by of Bansal. Such modification enables protecting the known network since attackers
can gain access to secured networks through an unsecured network element on a remote network
that a user is using to connect to the secured network.

The combination of Loza and Bansal teaches a method of scanning a network and
identifying an unsecure element. The combination fails to teach the actions to be taken if no
vulnerabilities are discovered.

However, Dupont teaches based at least in part upon on failure to identify any
unsecure network element on the remote network (Fig. 7, block 705), request a grant of
access from the known network to the processing device (Par. [0060], A successful scan 705
is accompanied by host characteristics that identify the client host to NACS (i.e. requesting

access). 715. RAD & agent information is combined to create a host identity 720. NACS
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commands the RAD to remove the filters for the affected session 725 and the process continues
to post-connect monitoring of FIG. 8).

Loza, Bansal and Dupont are analogous references to the claimed invention as they
pertain to a method of scanning a network and identifying vulnerabilities. Therefore, it would
have been obvious to one of ordinary skill in the art, before the effective filing date of the
claimed invention, to modify the combination of Loza and Bansal using the method of requesting
access to a network after the scanning confirms that there are no unsecured elements in the
network. Such modification will reduce network threats since the network where remote access

is requested from is confirmed to be secure.

Regarding claim 15, Loza discloses perform a method (Par. [0013], a method of providing a
warning of an insecure network connection between a client device and a server.) comprising:
receiving a request to access a known network (Par. [0048], In a number of situations,
a program or agent on the remote user's machine (i.e. processing device) may automatically
connect to a security scanner upon the user's attempt (i.e. request) to connect to the corporate
server.);
scanning a remote network through which access to the known network is to be
established (Par. [0040], Network connected machine starts assessing security of its
own external network connectivity by using its built-in scanner (S).), wherein the scanning is
configured to identify an unsecure network element on the remote network (Par. [0041],
The built-in security scanner identifies a number and a severity level of discovered, if any,

security vulnerabilities for this particular machine's external network connection.);
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denying access to the known network (Par. [0042], Based on a security policy, an agent
(A) installed on this particular machine that is connected to the Internet/network may notify a
user that this particular location that is used to connect to the Internet/network is insecure, or
prevent user's machine to establish any network connection.); and

Loza discloses a method of scanning a remote network for vulnerabilities and denying
access to a known network if vulnerabilities are found. Loza fails to explicitly disclose that the
vulnerabilities is relate to at least one unsecured network element.

However, Bansal teaches A non-transitory computer-readable storage medium
embodying a set of instructions, which when executed by one or more processing resources
of a computer system, causes the one or more processing resources to (Par. [0054],
Moreover, some exemplary embodiments may include a non-transitory computer-readable
storage medium having computer readable code stored thereon for programming a computer,
server, appliance, device, processor, circuit, etc. each of which may include a processor to
perform functions as described and claimed herein)

identifying at least one unsecure network element on the remote network (Par.
[0014], The application discovers all hosts on the network and uses a cloud service such as via a
cloud-based system to detect potentially malicious IOTs with known vulnerabilities. Based on an
enterprise policy or user's preferences, the solution can alert if any IOT device tries to
communicate with the user's device or if the user's device itself broadcasts services running on
the device such as screen sharing/file sharing).

Loza and Bansal are analogous references to the claimed invention as they both pertain to
a method of scanning a network and identifying vulnerabilities. Therefore, it would have been

obvious to one of ordinary skill in the art, before the effective filing date of the claimed
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invention, to modify Loza using the method of identifying an unsecured network element as
taught by of Bansal. Such modification enables protecting the known network since attackers
can gain access to secured networks through an unsecured network element on a remote network
that a user is using to connect to the secured network.

The combination of Loza and Bansal teaches a method of scanning a network and
identifying an unsecure element. The combination fails to teach the actions to be taken if no
vulnerabilities are discovered.

However, Dupont teaches based at least in part upon on failure to identify any
unsecure network element on the remote network (Fig. 7, block 705), requesting a grant of
access from the known network to the processing device (Par. [0060], A successful scan 705
is accompanied by host characteristics that identify the client host to NACS (i.e. requesting
access). 715. RAD & agent information is combined to create a host identity 720. NACS
commands the RAD to remove the filters for the affected session 725 and the process continues
to post-connect monitoring of FIG. 8).

Loza, Bansal and Dupont are analogous references to the claimed invention as they
pertain to a method of scanning a network and identifying vulnerabilities. Therefore, it would
have been obvious to one of ordinary skill in the art, before the effective filing date of the
claimed invention, to modify the combination of Loza and Bansal using the method of requesting
access to a network after the scanning confirms that there are no unsecured elements in the
network. Such modification will reduce network threats since the network where remote access

is requested from is confirmed to be secure.
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System claim 13 is related to the system using the method as claimed in method claim 2.

Therefore, system claim 13 is rejected for the same reason of obviousness as used for claim 2.

System claim 14 is related to the system using the method as claimed in method claim 3.

Therefore, system claim 14 is rejected for the same reason of obviousness as used for claim 3.

Apparatus claim 17 is related to the apparatus using the method as claimed in method
claim 6. Therefore, apparatus claim 17 is rejected for the same reason of obviousness as used for

claim 6.

Apparatus claim 19 is related to the apparatus using the method as claimed in method
claim 9. Therefore, apparatus claim 19 is rejected for the same reason of obviousness as used for

claim 9.

Apparatus claim 20 is related to the apparatus using the method as claimed in method
claim 10. Therefore, apparatus claim 20 is rejected for the same reason of obviousness as used

for claim 10.

5. Claims 5, 7, 11 and 16 are rejected under 35 U.S.C. 103 as being unpatentable over Loza
in view of Bansal and Dupont and further in view of Sahay et. al. (U.S. Patent No. 8707395 B2),

hereinafter Sahay.
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Regarding claim S, The combination of Loza, Bansal and Dupont teaches the method of claim
1,

Loza further discloses the method further comprising:

upon denying access to the known network by the processing device, providing a
message to a user of the processing device requesting the user to (Par. [0053], It will also be
understood that the present invention can be used as a trigger to provide a message to a user to
download and properly install a particular security measure on the remote machine, as directed
by a corporate IT policy etc. This would enable an IT administrator to set a policy, so as to
automatically prevent access further into a network until the security measure is installed and
working on the remote machine) .

Loza discloses a method of providing a message to the user of the processing device to
install security measured. Loza fails to disclose providing a message that requests a user to
change the remote network.

However, Sahay teaches access the known network via another remote network ( Col.
7, lines 37-44, In step 318, the client device may continue to be monitored for its security
context, and the access controller may reassign the client device to another access zone or VLAN
based on one or more triggering events. The triggering events may include, for example, a
change in the security context, a security violation by the client device, a security violation
detected in the network, and an operator-initiated request to reassign the client device.).

Therefore, It would have been obvious to one of ordinary skill in the art before the
effective filing date of the claimed invention to modify the combined teaching of Loza, Bansal

and Dupont using a method of proving a message to a user requesting to access a known network
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via another network as taught by Sahay. Such modification helps reduce threat to a known

network by preventing access from a vulnerable remote network.

Regarding claim 7, The combination of Loza, Bansal and Dupont teaches the method of claim
6, Dupont in the combination teaches mitigating the security issue of the unsecure network
element. The combination fails to teach connecting to another remote network as one of the
mitigating actions.

However, Sahay teaches wherin mitigating the security issue of the unsecure network
element includes connecting, by the processing device, the processing device to another
remote network (Col. 7, lines 37-44, the access controller may reassign the client device to
another access zone or VLAN based on one or more triggering events. The triggering events may
include, for example, a change in the security context, a security violation by the client device, a
security violation detected in the network, and an operator-initiated request to reassign the client
device.).

Therefore, It would have been obvious to one of ordinary skill in the art before the
effective filing date of the claimed invention to modify the combined teaching of Loza, Bansal
and Dupont using a method of proving a message to a user requesting to access a known network
via another network as taught by Sahay. Such modification helps reduce threat to a known

network by preventing access from a vulnerable remote network.

Regarding claim 11, The combination of Loza, Bansal and Dupont teaches the method of claim

10,
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Loza further discloses upon disconnecting the processing device from the known
network by the processing device, providing a message to a user of the processing device
(Par. [0053], It will also be understood that the present invention can be used as a trigger to
provide a message to a user to download and properly install a particular security measure on the
remote machine, as directed by a corporate IT policy etc. This would enable an IT administrator
to set a policy, so as to automatically prevent access further into a network until the security
measure is installed and working on the remote machine)

Loza discloses a method of providing a message to the user of the processing device to
install security measured. Loza fails to disclose providing a message that requests a user to
change the remote network.

However, Sahay teaches access the known network via another remote network ( Col.
7, lines 37-44, In step 318, the client device may continue to be monitored for its security
context, and the access controller may reassign the client device to another access zone or VLAN
based on one or more triggering events. The triggering events may include, for example, a
change in the security context, a security violation by the client device, a security violation
detected in the network, and an operator-initiated request to reassign the client device.).

Therefore, It would have been obvious to one of ordinary skill in the art before the
effective filing date of the claimed invention to modify the combined teaching of Loza, Bansal
and Dupont using a method of proving a message to a user requesting to access a known network
via another network as taught by Sahay. Such modification helps reduce threat to a known

network by preventing access from a vulnerable remote network.
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Apparatus claim 16 is related to the apparatus using the method as claimed in method
claim 5. Therefore, apparatus claim 16 is rejected for the same reason of obviousness as used for

claim 5.

6. Claims 8 and 18 are rejected under 35 U.S.C. 103 as being unpatentable over Loza in
view of Bansal, Dupont and Sahay and further in view of Bareket et. al. (U.S. Patent Application

Publication No. 20180213574 A1), hereinafter Bareket.

Regarding claim 8, The combination of Loza, Bansal and Dupont teaches the method of claim
6.

The combination teaches method of mitigating security vulnerabilities of unsecured
network. The combination fails to teach starting a VPN application and requesting access to a
known network through the VPN.

However, Bareket teaches wherein mitigating the security issue of the unsecure
network element includes starting, by the processing device, a virtual private network
application, and wherein requesting the grant of access from the known network to the
processing device is done over a virtual private network ( Par. [0066], As shown at 106, the
probe agent 222 automatically initializes (invokes, launches) the VPN client 224 according to the
determined accessibility, i.e. the probe agent 222 invokes the VPN client 224 in case the
accessibility is determined valid (feasible). The VPN client 224 then establishes the VPN link
with the VPN server 214 over the unsecure wireless network 210. The data transmitted over the

VPN link (tunnel) and/or part of it may be encrypted to increase information security of the
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transmitted data to prevent interception and/or altering of the transmitted data by a

potential malicious party that may be monitoring the unsecure wireless network 210. ).
Therefore, it would have been obvious to one of ordinary skill in the art, before the

effective filing date of the claimed invention, to modify the combined teaching of Loza, Bansal

and Dupont in claim 6 by starting a VPN application and requesting access through the VPN

application as taught by Bareket. Such modification will make the known network more secure

since a VPN provides a secure encrypted connection.

Apparatus claim 18 is related to the apparatus using the method as claimed in method
claim 8. Therefore, apparatus claim 18 is rejected for the same reason of obviousness as used for

claim 8.

Conclusion
THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time policy as
set forth in 37 CFR 1.136(a). A shortened statutory period for reply to this final action is set to
expire THREE MONTHS from the mailing date of this action. In the event a first reply is filed
within TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the shortened
statutory period will expire on the date the advisory action is mailed, and any extension fee
pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of the advisory action. In
no event, however, will the statutory period for reply expire later than SIX MONTHS from the

mailing date of this final action.
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Any inquiry concerning this communication or earlier communications from the examiner
should be directed to Badri -- Champakesan whose telephone number is (571)270-3867. The
examiner can normally be reached M-F: 8:30am-5pm (EST). Examiner interviews are available
via telephone, in-person, and video conferencing using a USPTO supplied web-based
collaboration tool. To schedule an interview, applicant is encouraged to use the USPTO
Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor, Jorge
L. Ortiz-Criado can be reached on 5712727624. The fax phone number for the organization
where this application or proceeding is assigned is 571-273-8300. Information regarding the
status of published or unpublished applications may be obtained from Patent Center.
Unpublished application information in Patent Center is available to registered users. To file and
manage patent submissions in Patent Center, visit: https://patentcenter.uspto.gov. Visit
https://www.uspto.gov/patents/apply/patent-center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For additional
questions, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you
would like assistance from a USPTO Customer Service Representative, call 800-786-9199 (IN

USA OR CANADA) or 571-272-1000.

/BADRINARAYANAN /
P'Examiner, Art Unit 2496.
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the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions:It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.
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From: ho_;_g lﬂam

To: 34 i

Subject: RE App 17185542 (FORT-041900(20065))
Date: Wednesday, November 30, 2022 1:11:43 PM

. PLEASE CONSIDER THE SOURCE before

2N This email has originated i+
responding, clicking on links, or opening attachments.

Hi &

Douglas Mark Hamiiton

HDC intellectual Property Law, LLP
14405 W, Colfax Avenue
Denver, CC 80401

direct 720-268
fax 303-265-95600

From: Champakesan, Badri <Badri.Champakesan@USPTO.GOV>
Sent: Tuesday, November 29, 2022 8:19 AM

To: Doug Hamilton <DHamilton@hdciplaw.com>

Subject: RE: App. 17185542 (FORT-041900(20065))

If you can bring in claim 8 into the independent claims, we can proceed for compact
prosecution of the case.

From: Doug Hamilton <{:
Sent: Tuesday, November 29, 2022 10:09 AM
To: Champakesan, Badri < uoak 3
Subject: Re: App. 17185542 (FORT- 041900(20065))
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CAUTRION: This email has originated irass & soiscs '{t. PLEASE CONSIDER THE SOURCE before
responding, clicking on links, or opening attachments

What amendments do you need?

From: Champakesan, Badri <8agiihan
Sent: Tuesday, November 29, 2022 8:07:04 AM

To: Doug Hamilton

Subject: RE: App. 17185542 (FORT-041900(20065))

Amendments towards prosecution of the app.

Sent: Tuesday, November 29, 2022 9:52 AM
To: Champakesan, Badri <& BIOGL
Subject: Re: App. 17185542 (FORT- 041900(20065))

i{}. PLEASE CONSIDER THE SOURCE before

CALRON: This email has originated frows & ssuveg aut
responding, clicking on links, or opening attachments.

Thanks for the email. 1 am away from the office. What do you need to discuss?

From: Champakesan, Badri <§z
Sent: Tuesday, November 29, 2022 7:45:50 AI\/I
To: Doug Hamilton; quigu
Subject: App. 17185542 (FORT- 041900(20065))

Hi,
Am trying to reach you regarding the above app. but in vain. Please reach me via 571-270-

3867 if you would like to discuss this app.

Thank You,
Badri.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Galindo Examiner: WOLDEMARIAM
Serial No.: 17/185,542 Group Art Unit: 2496
Filed: February 25, 2021 Confirm. No. 4198

For: SYSTEMS AND METHODS FOR USING | Docket No. FORT-041900(20065)
A NETWORK ACCESS DEVICE TO
SECURE A NETWORK PRIOR TO
REQUESTING ACCESS TO THE
NETWORK BY THE NETWORK ACCESS
DEVICE

Mail Stop Amendment
Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT and RESPONSE

Sir:
This Amendment is in response to the Office Action mailed August 29, 2022.
Amendments to the Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 7 of this paper.
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Amendments to the Claims:

1. (Original) A method for reducing network threats, the method
comprising:

receiving, by a processing device, a request to access a known network;

scanning, by the processing device, a remote network through which
access to the known network is to be established, wherein the scanning is configured to
identify an unsecure network element on the remote network;

based at least in part on identifying at least one unsecure network element
on the remote network, denying, by the processing device, access to the known network;
and

based at least in part upon on failure to identify any unsecure network
element on the remote network, requesting a grant of access from the known network to

the processing device.

2. (Original) The method of claim 1, wherein access by the processing
device to the known network is granted upon a combination of the requesting a grant of
access from the known network to the processing device and a correct authorization

credential presented by the processing device to the known network.

3. (Original) The method of claim 1, wherein the unsecure network

element is an Internet of Things (IoT) device.

4. (Original) The method of claim 1, wherein administration of the
processing device and the known network is controlled by a common administration

entity.

5. (Original) The method of claim 1, the method further comprising:
upon denying access to the known network by the processing device,
providing a message to a user of the processing device requesting the user to access the

known network via another remote network.
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6. (Original) The method of claim 1, the method further comprising:

mitigating a security issue of the unsecure network element; and

based at least in part upon mitigating the security issue of the unsecure
network element, requesting a grant of access from the known network to the processing

device.

7. (Original) The method of claim 6, wherein mitigating the security issue
of the unsecure network element includes connecting, by the processing device, the

processing device to another remote network.

8. (Original) The method of claim 6, wherein mitigating the security issue
of the unsecure network element includes starting, by the processing device, a virtual
private network application, and wherein requesting the grant of access from the known

network to the processing device is done over a virtual private network.

9. (Original) The method of claim 1, the method further comprising:

using, by the processing device, a network connection between the
processing device and the known network; and

while using the network connection between the processing device and the
known network, scanning, by the processing device, the remote network through which
access to the known network is established, wherein the scanning is configured to

identify an unsecure network element on the remote network.

10. (Original) The method of claim 9, the method further comprising:

upon identifying an unsecure network element on the remote network
while using the network connection between the processing device and the known
network, disconnecting, by the processing device, the processing device from the known

network.

11. (Original) The method of claim 10, the method further comprising:

30f9
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upon disconnecting the processing device from the known network by the
processing device, providing a message to a user of the processing device requesting the

user to access the known network via another remote network.

12. (Original) A system comprising:

a processing resource;

a non-transitory computer-readable medium coupled to the processing
resource, wherein the non-transitory computer-readable medium has stored thereon
instructions that when executed by the processing resource cause the processing resource
to:

receive a request to access a known network;

scan a remote network through which access to the known network is to
be established, wherein the scanning is configured to identify an unsecure network
element on the remote network;

based at least in part on identifying at least one unsecure network element
on the remote network, deny access to the known network; and

based at least in part upon on failure to identify any unsecure network
clement on the remote network, request a grant of access from the known network to the

processing device.

13. (Original) The system of claim 12, wherein access to the known
network is granted upon a combination of the requesting a grant of access from the
known network to the processing device and a correct authorization credential presented

by the processing device to the known network.

14. (Original) The system of claim 12, wherein the unsecure network

element is an Internet of Things (IoT) device.

15. (Original) A non-transitory computer-readable storage medium

embodying a set of instructions, which when executed by one or more processing
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resources of a computer system, causes the one or more processing resources to perform
a method comprising:

receiving a request to access a known network;

scanning a remote network through which access to the known network is
to be established, wherein the scanning is configured to identify an unsecure network
element on the remote network;

based at least in part on identifying at least one unsecure network element
on the remote network, denying access to the known network; and

based at least in part upon on failure to identify any unsecure network
clement on the remote network, requesting a grant of access from the known network to

the processing device.

16. (Original) The non-transitory computer-readable storage medium
embodying the set of instructions of claim 15, which when executed by one or more
processing resources of the computer system, causes the one or more processing
resources to perform the method further comprising:

upon denying access to the known network by the processing device,
providing a message to a user of the processing device requesting the user to access the

known network via another remote network.

17. (Original) The non-transitory computer-readable storage medium
embodying the set of instructions of claim 15, which when executed by one or more
processing resources of the computer system, causes the one or more processing
resources to perform the method further comprising:

mitigating a security issue of the unsecure network element; and

based at least in part upon mitigating the security issue of the unsecure
network element, requesting a grant of access from the known network to the processing

device.

18. (Original) The non-transitory computer-readable storage medium

embodying the set of instructions of claim 17, wherein mitigating the security issue of the

50f9

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00171



unsecure network element includes starting a virtual private network application, and
wherein requesting the grant of access from the known network to the processing device

is done over a virtual private network.

19. (Original) The non-transitory computer-readable storage medium
embodying the set of instructions of claim 15, which when executed by one or more
processing resources of the computer system, causes the one or more processing
resources to perform the method further comprising:

using a network connection between the processing device and the known
network; and

while using the network connection between the processing device and the
known network, scanning the remote network through which access to the known
network is established, wherein the scanning is configured to identify an unsecure

network element on the remote network.

20. (Original) The non-transitory computer-readable storage medium
embodying the set of instructions of claim 15, which when executed by one or more
processing resources of the computer system, causes the one or more processing
resources to perform the method further comprising:

upon identifying an unsecure network element on the remote network
while using the network connection between the processing device and the known

network, disconnecting the processing device from the known network. .
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REMARKS/ARGUMENTS

Claims 1-20 were pending. No claims have been amended, added, or canceled.
Hence, claims 1-20 remain pending. Claims 1-4, 6, 9-10, 12-15, 17, and 19-20 stand
rejected under 35 USC 103 as allegedly obvious over a combination of US Pat. Pub. No.
2005/0278777 (hereinafter "Loza"), US Pat. Pub. No. 2021/0234860 (hereinafter
"Bansal"), and US Pat. Pub. No. 2009/0307753 (hereinafter "Dupont”). Claims 5, 7, 11,
and 16 stand rejected under 35 USC 103 as allegedly obvious over a combination of
Loza, Bansal, Dupont, and US Pat. No. 8,707,395 (hereinafter "Sahay"). Claims 8 and 18
stand rejected under 35 USC 103 as allegedly obvious over a combination of Loza,
Bansal, Dupont, Sahay, and US Pat. Pub. No. 2018/0213574 (hereinafter “Bekeret").
Applicant respectfully amends in part and traverses in part to overcome the rejections.

In order to be used in an art rejection under 35 USC §103, the date of each of the
references cited by an examiner must qualify under 35 USC §102 as preceding the filing
date of the present application. In this case, the effective date of Bansal under 35 USC
§102 does not precede the filing date of the present application and as such the rejection
fails and should be withdrawn.

More particularly, “35 U.S.C. 102(d) defines ‘effectively filed’ for the purpose of
determining whether a particular U.S. patent document is prior art under 35 U.S.C.

102(a)(2) to a claimed invention”, and explains as follows:

A U.S. patent document is considered to have been effectively filed for
purposes of its prior art effect under 35 U.S.C. 102(a)(2) with respect to
any subject matter it describes on the earlier of: (1) The actual filing
date of the patent or the application for patent; or (2) if the patent or
application for patent is entitled to claim the benefit of, or priority to,
the filing date of an earlier U.S. provisional, U.S. nonprovisional,
international (PCT), or foreign patent application, the filing date of the
earliest such application that describes the subject matter of the
claimed invention. Thus, a U.S. patent document is effective as prior
art as of the filing date of the earliest application to which benefit or
priority is claimed and which describes the subject matter relied upon,
regardless of whether the earliest such application is a U.S. provisional
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or nonprovisional application, an international (PCT) application, or a
foreign patent application.

MPEP 2151 (emphasis added). In this case the cited art, Bansal, is a continuation-in-part
which is commonly understood to repeat some substantial portion or all of a parent
application and add matter not disclosed in the parent application. See e.g., MPEP
201.08. In accordance with 35 USC 102(d) the difference in when material in the
continuation-in-part application was first available results in two different effective filing
dates: the first effective date is the filing date of the continuation-in-part application for

all material added to the parent application; and the second effective filing date is the

filing date (or the effective date) of the parent application for all material included in the

parent application.

In this case, Bansal was itself filed April 15, 2021, and is a continuation-in-part of
US Pat. Application No. 16/922,353 (hereinafter the “Parent Application”) that was filed
July 7, 2020.! Thus, the two effective dates for Bansal under 35 USC 102 are: April 15,
2021 for all material added to the Parent application, and July 7, 2020 for all included in
the Parent Application.

The Examiner has cited paragraph 0014 of Bansal as including disclosure
essential to maintaining all of the rejections under 35 USC 103. Review of Bansal and
the Parent Application reveal that paragraph 0014 was not included in the Parent
Application, but rather was added in the filing of Bansal itself. Accordingly, the effective
date of paragraph 0014 is April 15, 2021 which is well after the filing date of the present
application (i.e., September 25, 2020). As the effective date of Bansal does not precede
the filing date of the present application, the rejections under 35 USC 103 are improper
and should be withdrawn. For at least this reason, Applicant respectfully requests

withdrawal of the rejections of claims 1-20 under 35 USC 103, and allowance thereof.

! The Parent Application itself claims priority to other US patent applications extending back to 2016, but
such is not relevant to the effective date as prior art in this particular response.
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CONCLUSION

In view of the foregoing, Applicant respectfully asserts that all claims now
pending in the application are in condition for allowance. Such allowance is respectfully
requested herein.

If the Examiner believes a telephone conference would expedite

prosecution of this application, please telephone the undersigned at 720-266-4728.

Respectfully submitted,

/Douglas Mark Hamilton/

Douglas M. Hamilton
Attorney for Applicant
Reg. No. 47,629

HDC Intellectual Property Law, LLP
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Application/Control Number: 17/185,542 Page 2
Art Unit: 2496

DETAILED ACTION

Notice of Pre-AlA or AIA Status
1. The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AlA.

Claim Rejections - 35 USC § 103
2. In the event the determination of the status of the application as subject to AIA 35 U.S.C. 102
and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any correction of the statutory
basis for the rejection will not be considered a new ground of rejection if the prior art relied upon, and
the rationale supporting the rejection, would be the same under either status.
3. The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness rejections
set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed invention is
not identically disclosed as set forth in section 102, if the differences between the claimed invention
and the prior art are such that the claimed invention as a whole would have been obvious before the
effective filing date of the claimed invention to a person having ordinary skill in the art to which the
claimed invention pertains. Patentability shall not be negated by the manner in which the invention
was made.

4. Claims 1-4, 6, 9-10, 12-15, 17 and 19-10 are rejected under 35 U.S.C. 103 as being unpatentable
over Loza (U.S. Patent Application Publication No. 20050278777 A1), in view of Bansal (U.S. Patent
Application Publication No. 20200067949 A1l ) and further in view of Dupont et. al. (U.S. Patent

Application Publication No. 20090307753 A1), hereinafter Dupont.
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Regarding claim 1, Loza discloses A method for reducing network threats (Par. [0013], In
accordance with another aspect, the invention provides a method of providing a warning of an insecure
network connection between a client device and a server), the method comprising:

receiving, by a processing device, a request to access a known network (Par. [0048], In a
number of situations, a program or agent on the remote user's machine (i.e. processing device) may
automatically connect to a security scanner upon the user's attempt (i.e. request) to connect to the
corporate server.);

scanning, by the processing device, a remote network through which access to the known
network is to be established (Par. [0040], Network connected machine starts assessing security of its
own external network connectivity by using its built-in scanner (S).), wherein the scanning is configured
to identify an unsecure network element on the remote network (Par. [0041], The built-in security
scanner identifies a number and a severity level of discovered, if any, security vulnerabilities for this
particular machine's external network connection.);

denying, by the processing device, access to the known network (Par. [0042], Based on a
security policy, an agent (A) installed on this particular machine that is connected to the
Internet/network may notify a user that this particular location that is used to connect to the
Internet/network is insecure, or prevent user's machine to establish any network connection.); and

Loza discloses a method of scanning a remote network for vulnerabilities and denying access to
a known network if vulnerabilities are found. Loza fails to explicitly disclose that the vulnerabilities is
relate to at least one unsecured network element.

However, Bansal teaches identifying at least one unsecure network element on the remote
network (Par. [0014], The application discovers all hosts on the network and uses a cloud service such as
via a cloud-based system to detect potentially malicious I0Ts with known vulnerabilities. Based on an

enterprise policy or user's preferences, the solution can alert if any IOT device tries to communicate
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with the user's device or if the user's device itself broadcasts services running on the device such as
screen sharing/file sharing).

Loza and Bansal are analogous references to the claimed invention as they both pertain to a
method of scanning a network and identifying vulnerabilities. Therefore, it would have been obvious to
one of ordinary skill in the art, before the effective filing date of the claimed invention, to modify Loza
using the method of identifying an unsecured network element as taught by of Bansal. Such
modification enables protecting the known network since attackers can gain access to secured networks
through an unsecured network element on a remote network that a user is using to connect to the
secured network.

The combination of Loza and Bansal teaches a method of scanning a network and identifying an
unsecure element. The combination fails to teach the actions to be taken if no vulnerabilities are
discovered.

However, Dupont teaches based at least in part upon on failure to identify any unsecure
network element on the remote network (Fig. 7, block 705), requesting a grant of access from the
known network to the processing device (Par. [0060], A successful scan 705 is accompanied by host
characteristics that identify the client host to NACS (i.e. requesting access). 715. RAD & agent
information is combined to create a host identity 720. NACS commands the RAD to remove the filters
for the affected session 725 and the process continues to post-connect monitoring of FIG. 8).

Loza, Bansal and Dupont are analogous references to the claimed invention as they pertain to a
method of scanning a network and identifying vulnerabilities. Therefore, it would have been obvious to
one of ordinary skill in the art, before the effective filing date of the claimed invention, to modify the
combination of Loza and Bansal using the method of requesting access to a network after the scanning
confirms that there are no unsecured elements in the network. Such modification will reduce network

threats since the network where remote access is requested from is confirmed to be secure.
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Regarding claim 2, The combination of Loza, Bansal and Dupont teaches the method of claim 1,

The combination teaches a method of scanning a remote network and granting access to a
known network if no vulnerabilities are detected. The combination does not teach presenting a correct
authorization credential.

However, Dupont further teaches wherein access by the processing device to the known
network is granted (Par. [0060], NACS commands the RAD to remove the filters for the affected
session 725 and the process continues to post-connect monitoring of FIG. 8.) upon a combination of the
requesting a grant of access from the known network to the processing device (Par. [0060],
subsequent to a successful scan process. A successful scan 705 is accompanied by host characteristics
that identify the client host to NACS) and a correct authorization credential presented by the
processing device to the known network (Par. [0047], If authentication 310 is successful 325, the
process flows to capture user identity 335, capture RAD location 340, and determine authorization 345.
The process continues to role check of FIG. 4. In each case, RADIUS is used to provide authentication for
connecting users and to integrate RAD with NACS.).

Therefore, it would have been obvious to one of ordinary skill in the art, before the effective
filing date of the claimed invention, to further modify the combined teaching of Loza, Bansal and Dupont
in claim 1 by using the method of presenting authorization credential as taught by Dupont. Such
modification will further reduce the threat to the known network since both the user/device and the

network from which connection is requested from are authenticated.

Regarding claim 3, The combination of Loza, Bansal and Dupont teaches the method of claim 1,
The combination teaches scanning a network to detect an unsecured network element. The

combination does not explicitly teach the unsecured element is an loT device.
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However, Bansal further teaches wherein the unsecure network element is an Internet of
Things (loT) device (Par. [0014], The application discovers all hosts on the network and uses a cloud
service such as via a cloud-based system to detect potentially malicious 10Ts with known
vulnerabilities.).

Therefore, it would have been obvious to one of ordinary skill in the art, before the effective
filing date of the claimed invention, to further modify the combined teaching of Loza, Bansal and Dupont
in claim 1 by using the method of detecting an unsecured loT device in a network as taught by Bansal.
loT devices are abundant in many remote networks, and preventing threat from such devices will

increase the security of a known network.

Regarding claim 4, The combination of Loza, Bansal and Dupont teaches the method of claim 1,

Loza further discloses wherein administration of the processing device (i.e. The benefit of this
method would be that the IT administrator would not need to manually install the security measure on
the machine, but by setting the policy could require it prior to granting access (i.e. administering the
processing device)) and the known network (This would enable an IT administrator to set a policy, so as
to automatically prevent access further into a network (i.e. administration of network)) is controlled by

a common administration entity (IT administrator).

Regarding claim 6, The combination of Loza, Bansal and Dupont teaches the method of claim 1,

The combination taches a method of denying access to a known network if unsecured network
elements are discovered in a remote network. The combination does not teach mitigating the
vulnerabilities and requesting access.

However, Dupont further teaches the method further comprising:
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mitigating a security issue of the unsecure network element (Par. [0058], Users may be
required 620 to disconnect to remediate 630 or remediate from the restricted network while still
connected 625); and

based at least in part upon mitigating the security issue of the unsecure network element (Par.
[0058], Once remediation is complete,), requesting a grant of access from the known network to the
processing device (Par. [0058], user returns to scanning by policy step 605. If the user does disconnect
to remediate, he then returns to the steps of FIG. 2 with another connect attempt (i.e. requesting grant
of access).).

Therefore, it would have been obvious to one of ordinary skill in the art, before the effective
filing date of the claimed invention, to further modify the combined teaching of Loza, Bansal and Dupont
in claim 1 by using the method of mitigating vulnerabilities and requesting access as taught by Dupont.
Such modification will enable to selectively allow users to connect to a known network if vulnerabilities

are mitigated and not permanently block them.

Regarding claim 9, The combination of Loza, Bansal and Dupont teaches the method of claim 1,

The combination taches a method of granting access to a known network if no unsecured
network elements are discovered in a remote network. The combination does not teach scanning the
remote network after access has been granted.

However, Dupont further teaches the method further comprising:

using, by the processing device, a network connection between the processing device and the
known network (Fig. 7, Par. [0060], A successful scan 705 is accompanied by host characteristics that
identify the client host to NACS. 715. RAD & agent information is combined to create a host identity 720.
NACS commands the RAD to remove the filters for the affected session 725 (i.e. using network

connection) and the process continues to post-connect monitoring of FIG. 8); and
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while using the network connection between the processing device and the known network
(Par. [0061], FIG. 8 is a simplified flow chart of an embodiment of post-connect monitoring 800),
scanning, by the processing device, the remote network through which access to the known network
is established (Par. [0061], Passive monitoring 805 determines the client state 810 within NACS and
involves optional periodic vulnerability scanning 815 where a client may be marked at-risk 820), wherein
the scanning is configured to identify an unsecure network element on the remote network (Par.
[0061], Again, if a client fails a security compliance scan or is found to be disabled 810, it proceeds to be
filtered or disconnected 825.).

Therefore, it would have been obvious to one of ordinary skill in the art, before the effective
filing date of the claimed invention, to further modify the combined teaching of Loza, Bansal and Dupont
in claim 1 by using the method of scanning a network after access has been granted as taught by
Dupont. Such modification will further reduce threat to a known network by continuously monitoring a

remote network and identifying potential vulnerabilities that might arise after access has been granted.

Regarding claim 10, The combination of Loza, Bansal and Dupont teaches the method of claim

The combination taches a method of continuously monitoring a remote network after access
has been granted. The combination fails to teach disconnecting the processing device if vulnerabilities
are discovered.

However, Dupont further teaches the method further comprising:

upon identifying an unsecure network element on the remote network while using the
network connection between the processing device and the known network (Par. [0061], Passive
monitoring 805 determines the client state 810 within NACS and involves optional periodic vulnerability

scanning 815 where a client may be marked at-risk 820.), disconnecting, by the processing device, the
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processing device from the known network (Par. [0061], If a client is marked at risk, it may be
disconnected or have filters reapplied to its session 825. Again, if a client fails a security compliance scan
or is found to be disabled 810, it proceeds to be filtered or disconnected 825.).

Therefore, it would have been obvious to one of ordinary skill in the art, before the effective
filing date of the claimed invention, to further modify the combined teaching of Loza, Bansal and Dupont
in claim 9 by using the method of disconnecting a device from a known network when vulnerabilities are
discovered as taught by Dupont. Such modification allows reducing threats to known network by

isolating vulnerable devices.

Regarding claim 12, Loza discloses A system comprising (Par. [0010], a system for enforcing
secure network connection for remote/mobile users comprises:):

a processing resource (Par. [0010], an agent installed on a machine connected to the network
and accepting connections from remote users);

receive a request to access a known network (Par. [0048], In a number of situations, a program
or agent on the remote user's machine (i.e. processing device) may automatically connect to a security
scanner upon the user's attempt (i.e. request) to connect to the corporate server.);

scan a remote network through which access to the known network is to be established (Par.
[0040], Network connected machine starts assessing security of its own external network connectivity
by using its built-in scanner (S).), wherein the scanning is configured to identify an unsecure network
element on the remote network (Par. [0041], The built-in security scanner identifies a number and a
severity level of discovered, if any, security vulnerabilities for this particular machine's external network
connection.);

deny access to the known network (Par. [0042], Based on a security policy, an agent (A)

installed on this particular machine that is connected to the Internet/network may notify a user that this
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particular location that is used to connect to the Internet/network is insecure, or prevent user's machine
to establish any network connection.); and

Loza discloses a method of scanning a remote network for vulnerabilities and denying access to
a known network if vulnerabilities are found. Loza fails to explicitly disclose that the vulnerabilities is
relate to at least one unsecured network element.

However, Bansal teaches a non-transitory computer-readable medium coupled to the
processing resource, wherein the non-transitory computer-readable medium has stored thereon
instructions that when executed by the processing resource cause the processing resource to (Par.
[0054], Moreover, some exemplary embodiments may include a non-transitory computer-readable
storage medium having computer readable code stored thereon for programming a computer, server,
appliance, device, processor, circuit, etc. each of which may include a processor to perform functions as
described and claimed herein):

identifying at least one unsecure network element on the remote network (Par. [0014], The
application discovers all hosts on the network and uses a cloud service such as via a cloud-based system
to detect potentially malicious IOTs with known vulnerabilities. Based on an enterprise policy or user's
preferences, the solution can alert if any IOT device tries to communicate with the user's device or if the
user's device itself broadcasts services running on the device such as screen sharing/file sharing).

Loza and Bansal are analogous references to the claimed invention as they both pertain to a
method of scanning a network and identifying vulnerabilities. Therefore, it would have been obvious to
one of ordinary skill in the art, before the effective filing date of the claimed invention, to modify Loza
using the method of identifying an unsecured network element as taught by of Bansal. Such
modification enables protecting the known network since attackers can gain access to secured networks
through an unsecured network element on a remote network that a user is using to connect to the

secured network.
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The combination of Loza and Bansal teaches a method of scanning a network and identifying an
unsecure element. The combination fails to teach the actions to be taken if no vulnerabilities are
discovered.

However, Dupont teaches based at least in part upon on failure to identify any unsecure
network element on the remote network (Fig. 7, block 705), request a grant of access from the known
network to the processing device (Par. [0060], A successful scan 705 is accompanied by host
characteristics that identify the client host to NACS (i.e. requesting access). 715. RAD & agent
information is combined to create a host identity 720. NACS commands the RAD to remove the filters
for the affected session 725 and the process continues to post-connect monitoring of FIG. 8).

Loza, Bansal and Dupont are analogous references to the claimed invention as they pertain to a
method of scanning a network and identifying vulnerabilities. Therefore, it would have been obvious to
one of ordinary skill in the art, before the effective filing date of the claimed invention, to modify the
combination of Loza and Bansal using the method of requesting access to a network after the scanning
confirms that there are no unsecured elements in the network. Such modification will reduce network

threats since the network where remote access is requested from is confirmed to be secure.

Regarding claim 15, Loza discloses perform a method (Par. [0013], a method of providing a
warning of an insecure network connection between a client device and a server.) comprising:

receiving a request to access a known network (Par. [0048], In a number of situations, a
program or agent on the remote user's machine (i.e. processing device) may automatically connect to a
security scanner upon the user's attempt (i.e. request) to connect to the corporate server.);

scanning a remote network through which access to the known network is to be established
(Par. [0040], Network connected machine starts assessing security of its

own external network connectivity by using its built-in scanner (S).), wherein the scanning is configured
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to identify an unsecure network element on the remote network (Par. [0041], The built-in security
scanner identifies a number and a severity level of discovered, if any, security vulnerabilities for this
particular machine's external network connection.);

denying access to the known network (Par. [0042], Based on a security policy, an agent (A)
installed on this particular machine that is connected to the Internet/network may notify a user that this
particular location that is used to connect to the Internet/network is insecure, or prevent user's machine
to establish any network connection.); and

Loza discloses a method of scanning a remote network for vulnerabilities and denying access to
a known network if vulnerabilities are found. Loza fails to explicitly disclose that the vulnerabilities is
relate to at least one unsecured network element.

However, Bansal teaches A non-transitory computer-readable storage medium embodying a
set of instructions, which when executed by one or more processing resources of a computer system,
causes the one or more processing resources to (Par. [0054], Moreover, some exemplary embodiments
may include a non-transitory computer-readable storage medium having computer readable code
stored thereon for programming a computer, server, appliance, device, processor, circuit, etc. each of
which may include a processor to perform functions as described and claimed herein)

identifying at least one unsecure network element on the remote network (Par. [0014], The
application discovers all hosts on the network and uses a cloud service such as via a cloud-based system
to detect potentially malicious IOTs with known vulnerabilities. Based on an enterprise policy or user's
preferences, the solution can alert if any IOT device tries to communicate with the user's device or if the
user's device itself broadcasts services running on the device such as screen sharing/file sharing).

Loza and Bansal are analogous references to the claimed invention as they both pertain to a
method of scanning a network and identifying vulnerabilities. Therefore, it would have been obvious to

one of ordinary skill in the art, before the effective filing date of the claimed invention, to modify Loza
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using the method of identifying an unsecured network element as taught by of Bansal. Such
modification enables protecting the known network since attackers can gain access to secured networks
through an unsecured network element on a remote network that a user is using to connect to the
secured network.

The combination of Loza and Bansal teaches a method of scanning a network and identifying an
unsecure element. The combination fails to teach the actions to be taken if no vulnerabilities are
discovered.

However, Dupont teaches based at least in part upon on failure to identify any unsecure
network element on the remote network (Fig. 7, block 705), requesting a grant of access from the
known network to the processing device (Par. [0060], A successful scan 705 is accompanied by host
characteristics that identify the client host to NACS (i.e. requesting access). 715. RAD & agent
information is combined to create a host identity 720. NACS commands the RAD to remove the filters
for the affected session 725 and the process continues to post-connect monitoring of FIG. 8).

Loza, Bansal and Dupont are analogous references to the claimed invention as they pertain to a
method of scanning a network and identifying vulnerabilities. Therefore, it would have been obvious to
one of ordinary skill in the art, before the effective filing date of the claimed invention, to modify the
combination of Loza and Bansal using the method of requesting access to a network after the scanning
confirms that there are no unsecured elements in the network. Such modification will reduce network

threats since the network where remote access is requested from is confirmed to be secure.

System claim 13 is related to the system using the method as claimed in method claim 2.

Therefore, system claim 13 is rejected for the same reason of obviousness as used for claim 2.
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System claim 14 is related to the system using the method as claimed in method claim 3.

Therefore, system claim 14 is rejected for the same reason of obviousness as used for claim 3.

Apparatus claim 17 is related to the apparatus using the method as claimed in method claim 6.

Therefore, apparatus claim 17 is rejected for the same reason of obviousness as used for claim 6.

Apparatus claim 19 is related to the apparatus using the method as claimed in method claim 9.

Therefore, apparatus claim 19 is rejected for the same reason of obviousness as used for claim 9.

Apparatus claim 20 is related to the apparatus using the method as claimed in method claim 10.

Therefore, apparatus claim 20 is rejected for the same reason of obviousness as used for claim 10.

5. Claims 5, 7, 11 and 16 are rejected under 35 U.S.C. 103 as being unpatentable over Loza in view
of Bansal and Dupont and further in view of Sahay et. al. (U.S. Patent No. 8707395 B2), hereinafter

Sahay.

Regarding claim 5, The combination of Loza, Bansal and Dupont teaches the method of claim 1,

Loza further discloses the method further comprising:

upon denying access to the known network by the processing device, providing a message to
a user of the processing device requesting the user to (Par. [0053], It will also be understood that the
present invention can be used as a trigger to provide a message to a user to download and properly
install a particular security measure on the remote machine, as directed by a corporate IT policy etc. This
would enable an IT administrator to set a policy, so as to automatically prevent access further into a

network until the security measure is installed and working on the remote machine) .
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Loza discloses a method of providing a message to the user of the processing device to install
security measured. Loza fails to disclose providing a message that requests a user to change the remote
network.

However, Sahay teaches access the known network via another remote network ( Col. 7, lines
37-44, In step 318, the client device may continue to be monitored for its security context, and the
access controller may reassign the client device to another access zone or VLAN based on one or more
triggering events. The triggering events may include, for example, a change in the security context, a
security violation by the client device, a security violation detected in the network, and an operator-
initiated request to reassign the client device.).

Therefore, It would have been obvious to one of ordinary skill in the art before the effective
filing date of the claimed invention to modify the combined teaching of Loza, Bansal and Dupont using a
method of proving a message to a user requesting to access a known network via another network as
taught by Sahay. Such modification helps reduce threat to a known network by preventing access from a

vulnerable remote network.

Regarding claim 7, The combination of Loza, Bansal and Dupont teaches the method of claim 6,

Dupont in the combination teaches mitigating the security issue of the unsecure network
element. The combination fails to teach connecting to another remote network as one of the mitigating
actions.

However, Sahay teaches wherin mitigating the security issue of the unsecure network element
includes connecting, by the processing device, the processing device to another remote network (Col.
7, lines 37-44, the access controller may reassign the client device to another access zone or VLAN based

on one or more triggering events. The triggering events may include, for example, a change in the
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security context, a security violation by the client device, a security violation detected in the network,
and an operator-initiated request to reassign the client device.).

Therefore, It would have been obvious to one of ordinary skill in the art before the effective
filing date of the claimed invention to modify the combined teaching of Loza, Bansal and Dupont using a
method of proving a message to a user requesting to access a known network via another network as
taught by Sahay. Such modification helps reduce threat to a known network by preventing access from a

vulnerable remote network.

Regarding claim 11, The combination of Loza, Bansal and Dupont teaches the method of claim
10,

Loza further discloses upon disconnecting the processing device from the known network by
the processing device, providing a message to a user of the processing device (Par. [0053], It will also
be understood that the present invention can be used as a trigger to provide a message to a user to
download and properly install a particular security measure on the remote machine, as directed by a
corporate IT policy etc. This would enable an IT administrator to set a policy, so as to automatically
prevent access further into a network until the security measure is installed and working on the remote
machine)

Loza discloses a method of providing a message to the user of the processing device to install
security measured. Loza fails to disclose providing a message that requests a user to change the remote
network.

However, Sahay teaches access the known network via another remote network ( Col. 7, lines
37-44, In step 318, the client device may continue to be monitored for its security context, and the
access controller may reassign the client device to another access zone or VLAN based on one or more

triggering events. The triggering events may include, for example, a change in the security context, a
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security violation by the client device, a security violation detected in the network, and an operator-
initiated request to reassign the client device.).

Therefore, It would have been obvious to one of ordinary skill in the art before the effective
filing date of the claimed invention to modify the combined teaching of Loza, Bansal and Dupont using a
method of proving a message to a user requesting to access a known network via another network as
taught by Sahay. Such modification helps reduce threat to a known network by preventing access from a

vulnerable remote network.

Apparatus claim 16 is related to the apparatus using the method as claimed in method claim 5.

Therefore, apparatus claim 16 is rejected for the same reason of obviousness as used for claim 5.

6. Claims 8 and 18 are rejected under 35 U.S.C. 103 as being unpatentable over Loza in view of
Bansal, Dupont and Sahay and further in view of Bareket et. al. (U.S. Patent Application Publication No.

20180213574 A1), hereinafter Bareket.

Regarding claim 8, The combination of Loza, Bansal and Dupont teaches the method of claim 6,

The combination teaches method of mitigating security vulnerabilities of unsecured network.
The combination fails to teach starting a VPN application and requesting access to a known network
through the VPN.

However, Bareket teaches wherein mitigating the security issue of the unsecure network
element includes starting, by the processing device, a virtual private network application, and
wherein requesting the grant of access from the known network to the processing device is done over
a virtual private network ( Par. [0066], As shown at 106, the probe agent 222 automatically initializes

(invokes, launches) the VPN client 224 according to the determined accessibility, i.e. the probe
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agent 222 invokes the VPN client 224 in case the accessibility is determined valid (feasible). The VPN
client 224 then establishes the VPN link with the VPN server 214 over the unsecure wireless
network 210. The data transmitted over the VPN link (tunnel) and/or part of it may be encrypted to
increase information security of the transmitted data to prevent interception and/or altering of the
transmitted data by a potential malicious party that may be monitoring the unsecure wireless
network 210. ).

Therefore, it would have been obvious to one of ordinary skill in the art, before the effective
filing date of the claimed invention, to modify the combined teaching of Loza, Bansal and Dupont in
claim 6 by starting a VPN application and requesting access through the VPN application as taught by
Bareket. Such modification will make the known network more secure since a VPN provides a secure

encrypted connection.

Apparatus claim 18 is related to the apparatus using the method as claimed in method claim 8.

Therefore, apparatus claim 18 is rejected for the same reason of obviousness as used for claim 8.

Conclusion
1. The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure.

Watkins (U.S. Patent Application Publication No. 20040268145 A1) teaches a method of
receiving a network access request from a remote device and scanning the device of the remote user
before granting access to the enterprise network.

Maarseveen (U.S. Patent Application Publication No.US 20220231990 A1) teaches a method of

detecting and isolating network devices that are found to be malicious.
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2. Any inquiry concerning this communication or earlier communications from the examiner
should be directed to Dawit Woldemariam whose telephone number is (571)272-2560. The examiner
can normally be reached on 7:30 AM - 5:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Jorge Ortiz-Criado, can be reached on (571)272-7624. The fax phone number for the organization where
this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

/Dawit Woldemariam/
Art Unit 2496

/JORGE L ORTIZ CRIADO/
Supervisory Patent Examiner, Art Unit 2496
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(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT,;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT,;
USOCR; EPO; JPO)

(US-PGPUB; USPAT,;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

OR

OR

OR

OR

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON 2022/08/16

09:12 PM

ON 2022/08/16

09:12 PM

ON 2022/08/16

09:13 PM

ON 2022/08/16

09:13 PM

ON 2022/08/16

09:19 PM

ON 2022/08/16

09:19 PM

ON 2022/08/16

09:21 PM

ON 2022/08/16

09:24 PM

ON 2022/08/16

09:24 PM

ON 2022/08/16

09:28 PM

ON 2022/08/16

09:34 PM

08/22/2022 06:32:50 PM
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L30

L31

L32

L33

L34

L35

L36

L37

L38

L42

122

12

11

49

34

scann$4 near4
(unsecure malicious)
near2 (network) AND
enterprise andL1

scann$4 near4
(unsecure malicious)
near2 (network) AND
enterprise AND L1

scann$4 near4
(unsecure malicious)
near2 (network) AND
(deny$3 near2 access)
AND L1

scann$4 near4
(unsecure malicious)
near2 (network) SAME
vpn AND L1

scann$4 near4
((unsecure malicious
open) near2 (network))
AND (access$3 near2
((enterprise secure$3)
near2 network)) AND
L1

("2004/0019803").urpn.
AND (PGPB | USPT |
USOC).dbnm.

scann$4 near4
((unsecure malicious
open) near2 (network))
SAME (detect$3 near4
(malicious rogue )
near4 (device element
)) AND L1

scann$4 near4
((unsecure malicious
open) near2 (network))
AND (detect$3 near4
(malicious rogue )
near4 (device element
)) AND L1

(receiv$3 accept$3
obtain$3 retriev$3
acquir$3 intercept$3)
near2 (request
communication query)
SAME ((scan$5 ) near2
network) AND
((identify$3 detect$3)
near2 (unsecure
malicious) WITH
(element device
component))

(receiv$3 accept$3
obtain$3 retriev$3

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT,;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT,;
USOCR; EPO; JPO)

(US-PGPUB; USPAT,;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

OR

OR

OR

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2022/08/16
09:34 PM

2022/08/16
09:34 PM

2022/08/16
09:36 PM

2022/08/16
09:37 PM

2022/08/16
09:39 PM

2022/08/16
09:40 PM

2022/08/16
10:01 PM

2022/08/16
10:01 PM

2022/08/18
01:42 PM

2022/08/18
01:45 PM

08/22/2022 06:32:50 PM
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L43 4

L46 245

L47 35

L49 1

L50 1157

L51 4

acquir$3 intercept$3)
near2 (request
communication query)
AND ((scan$5 ) near2
(remote external public
unknown ) adj3
network) AND
((identify$3 detect$3)
near2 (unsecure
malicious) WITH
(element device
component))

(receiv$3 accept$3
obtain$3 retriev$3
acquir$3 intercept$3)
near4 (request
communication query)
AND ((scan$5) near2
(remote external public
unknown ) adj3
network) AND
((identify$3 detect$3)
near2 (unsecure
malicious) WITH
(element device
component))

((scan$5 read$3 ) near4
((remote external public
unknown ) WITH
network)) AND
((identify$3 detect$3)
near2 (unsecure
malicious) WITH
(element device
component))

((scan$5 read$3 ) near4
((remote external public
unknown ) WITH
network)) AND
((identify$3 detect$3)
near2 (unsecure
malicious) WITH
(element device
component)) AND L1

(enterprise near2
telework) SAME
(remote near2 access)
AND L1

scan$4 WITH ((remote
external unknown) ADJ
network)

scan$4 WITH ((remote
external unknown) ADJ
network) AND
(access$4 near2
(enterprise ADJ

(US-PGPUB; USPAT,;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

OR

OR

OR

OR

OR

OR

ON ON 2022/08/18

01:48 PM

ON ON 2022/08/18

01:53 PM

ON ON 2022/08/18

01:53 PM

ON ON 2022/08/18

02:22 PM

ON ON 2022/08/18

02:30 PM

ON ON 2022/08/18

02:30 PM

08/22/2022 06:32:50 PM
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network))

L52 189 scan$4 WITH ((remote |(US-PGPUB; USPAT; |OR ON ON 2022/08/18
external unknown) ADJ |USOCR; EPO; JPO) 02:31 PM
network) AND L1

L53 170 scan$4 WITH ((remote |(US-PGPUB; USPAT; |OR ON ON 2022/08/18
external unknown) ADJ |USOCR; EPO; JPO) 02:40 PM
network) SAME
(secur$4 protect$3)
near4 (network)

L54 97 scan$4 WITH ((remote |(US-PGPUB; USPAT; |OR ON ON 2022/08/18
external unknown) ADJ |USOCR; EPO; JPO) 02:40 PM
network) SAME
(secur$4 protect$3)
near4 (network) AND
L1

L55 3 scan$4 WITH ((remote |(US-PGPUB; USPAT; |OR ON ON 2022/08/18
external unknown) ADJ |USOCR; EPO; JPO) 02:43 PM
network) SAME
(secur$4 protect$3)
near4 (network) AND
((remote ADJ access)
telework) AND L1

L56 111 ("2005/0278777").urpn. |(US-PGPUB; USPAT; |OR ON ON 2022/08/18
AND (PGPB | USPT| [USOCR) 02:53 PM
USOC).dbnm.

L57 1 "6959184".PN. (US-PGPUB; USPAT; |OR ON ON 2022/08/18

USOCR) 02:58 PM

L58 2 "20020104023" (US-PGPUB; USPAT; |OR ON ON 2022/08/18

USOCR) 03:07 PM

L59 28 scan$4 WITH ((remote |(US-PGPUB; USPAT; |OR ON ON 2022/08/18
external unknown) ADJ |USOCR; EPO; JPO) 03:08 PM
network) SAME
(secur$4 protect$3)
near4 (network) AND
((remote ADJ access)
telework)

L60 1 ("Loza" NEAR2 (US-PGPUB; USPAT; |OR ON ON 2022/08/18
"Boris").in. USOCR; EPO; JPO) 03:22 PM

L61 58 scan$4 WITH ((remote |(US-PGPUB; USPAT; |OR ON ON 2022/08/18
external unknown) USOCR; EPO; JPO) 03:25 PM
ADJ3 network) AND
((remote ADJ access)
telework) AND L1

L62 5 scan$4 adj3 ((remote  |(US-PGPUB; USPAT; |OR ON ON 2022/08/18
external unknown) USOCR; EPO; JPO) 03:33 PM
ADJ3 network) AND
((remote ADJ access)
telework) AND L1

L63 22 scan$4 NEAR3 (US-PGPUB; USPAT; |OR ON ON 2022/08/18
((remote external USOCR; EPO; JPO) 08:20 PM
unknown insecure)

ADJ3 network) AND

((remot$4 ADJ

access$3) telework)
08/22/2022 06:32:50 PM Page 5 of 36
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L64 0

L65 0

L66 0

L68 151

L69 0

L70 6

L71 61

L72 345

AND L1

scan$4 NEAR3
((remote external
unknown insecure)
ADJ3 network) AND
(request$3 near4
access) WITH (secure
corporate enterprise)
AND L1

scan$4 NEAR3
((remote external
unknown insecure)
ADJ3 network) AND
(request$3 near4
access) near8 (secure
corporate enterprise)
AND L1

scan$4 NEAR3
((remote external
unknown insecure)
ADJ3 network) AND
(request$3 near4
access) near8 (secure
corporate enterprise)

scan$4 NEAR3
((remote external
unknown insecure)
ADJ3 network) AND L1

(request$3 near4
access) WITH (secure
corporate enterprise
compant$3) adj2
network AND scan$4
NEAR3 ((remote
external unknown
insecure) ADJ3
network) AND L1

(access) WITH (secure
corporate enterprise
compant$3) adj2
network AND scan$4
NEAR3 ((remote
external unknown
insecure) ADJ3
network) AND L1

(( request$3 attempt$3)
WITH (access connect)
WITH network) AND
(scan$4 NEAR3
((remote external
unknown insecure)
ADJ3 network)) AND L1

(scan$4 WITH ((remote
external unknown
insecure) ADJ3

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

OR

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2022/08/18
08:23 PM

2022/08/18
08:24 PM

2022/08/18
08:24 PM

2022/08/18
08:24 PM

2022/08/18
08:28 PM

2022/08/18
08:28 PM

2022/08/18
08:34 PM

2022/08/18
08:37 PM

08/22/2022 06:32:50 PM
Workspace: Securing Network

Page 6 of 36

Dw

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011

Page 00209




L73 42

L76 57188

L77 85

L80 13

L81 283

L82 47

L83 5

L84 40

network)) AND L1

(scan$4 WITH ((remote
external unknown
insecure) ADJ3
network)) AND
((detect$3 identify$3)
WITH (malicious
harmful insecure) WITH
(element component
device)) AND L1

(HO04L63/0876
H04L63/0236
H04L63/0272
HO04L63/1433
H04L63/1408
HO04L63/1416
H04L63/1425).CPC.

(scan$4 WITH ((remote
external unknown
insecure) ADJ3
network)) AND
((detect$3 identify$3)
WITH (malicious
harmful insecure) WITH
(element component
device)) AND L76

scan$4 WITH ((remote
external unknown) ADJ
network) SAME
(secur$4 protect$3)
near4 (network) AND
((remote ADJ access)
telework) AND L76

scan$4 WITH ((remote
external unknown
insecure) WITH
network) AND ((remote
ADJ access) telework)
AND L76

scann$4 adj3 ((remote
external unknown
insecure) adj3 network)
AND L76

request$3 near2 access
SAME (scann$4 WITH
((remote external
unknown insecure) adj3
network) ) AND L76

("6658394" | "6721721"
| "6785732" | "6879978"
| "6895551" | "6996845"
| "20020010855" |
"20020038430" |
"20020104023" |
"20020129161" |

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR)

OR

OR

OR

OR

OR

OR

OR

OR

ON ON 2022/08/18

08:38 PM

ON ON 2022/08/18

08:42 PM

ON ON 2022/08/18

08:42 PM

ON ON 2022/08/18

08:50 PM

ON ON 2022/08/18

08:52 PM

ON ON 2022/08/18

09:00 PM

ON ON 2022/08/18

09:01 PM

ON ON 2022/08/18

09:02 PM

08/22/2022 06:32:50 PM
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L85 57487

L86

223

L87 105

L88 1978

L89 411

L90 24

"20030028803" |
"20030050970" |
"20030097591" |
"20030154269" |
"20030233581" |
"20040078564" |
"20040088581" |
"20040243802").pn. OR
("7841007").urpn. AND
(PGPB | USPT |
USOC).dbnm.

scann$4 WITH ((remote
external unknown
insecure) adj3 network)
AND (enterprise
corporate company
secure) near3 network
L76

scann$4 WITH ((remote
external unknown
insecure) adj3 network)
AND (enterprise
corporate company
secure) near3 network
AND L76

scann$4 WITH ((remote
external unknown
insecure) adj3 network)
AND ((remot$4 near2
(access$4 connect$5))
telework) AND
(enterprise corporate
company secure) near3
network AND L76

(connect$3 access$4)
WITH (secure
enterprise corporate)
WITH network AND
(scann$3 WITH
(external insecure
public unknown home)
WITH network)

(connect$3 access$4)
WITH (secure
enterprise corporate)
WITH network AND
(scann$3 WITH
(external insecure
public unknown home)
WITH network) AND
L76

(scann$3 WITH (public
insecure external home)
near2 network WITH
(vulerability malicious))
AND L76

(US-PGPUB; USPAT,;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT,;
USOCR; EPO; JPO)

(US-PGPUB; USPAT,;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

OR

OR

OR

OR

OR

OR

ON ON 2022/08/18

09:06 PM

ON ON 2022/08/18

09:06 PM

ON ON 2022/08/18

09:09 PM

ON ON 2022/08/18

09:18 PM

ON ON 2022/08/18

09:18 PM

ON ON 2022/08/18

09:25 PM

08/22/2022 06:32:50 PM
Workspace: Securing Network

Page 8 of 36
bDw

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00211




L91 111

L92 135

L93 1

L94 298

L95 0

L96 3

L97 27

L98 43

L99 33

("2005/0278777").urpn.
AND (PGPB | USPT |
USOC).dbnm.

("5784555" | "5862475"
| "6134315" | "6292833"
| "6445794" |
"6553496").pn. OR
("6959184").urpn. AND
(PGPB | USPT |
USOC).dbnm.

("Enforcing Secure
Network
ConnectioN").ti.

(scann$3 WITH (remote
insecure external)
near2 network) AND
L76

("2022/0141247").urpn.
AND (PGPB | USPT |
USOC).dbnm.

("2019/0081981").urpn.
AND (PGPB | USPT |
USOC).dbnm.

((request$3 attempt$3)
near3 (access connect))
SAME ((scann$3
reconnaissance) WITH
(remote insecure
external public) near2
network) AND L76

("2004/0268145").urpn.
AND (PGPB | USPT |
USOC).dbnm.

("6744808" | "7178166"
| "7197125" | "7284000"
| "7348961" | "7477747"
| "7627123" | "8707395"
| "20010034719" |
"20020010857" |
"20020031230" |
"20020069278" |
"20020103783" |
"20020178119" |
"20030023864" |
"20030048468" |
"20030158823" |
"20030221012" |
"20040078597" |
"20040083394" |
"20040128508" |
"20040158741" |
"20040268145"
"20050021498" |
"20050228886" |
"20050273346" |

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

USPAT;

USPAT,;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

OR

OR

OR

OR

OR

OR

OR

OR

OR

ON ON 2022/08/19

11:40 AM

ON ON 2022/08/19

12:38 PM

ON ON 2022/08/19

12:45 PM

ON ON 2022/08/19

12:50 PM

ON ON 2022/08/19

01:13 PM

ON ON 2022/08/19

01:13 PM

ON ON 2022/08/19

01:16 PM

ON ON 2022/08/19

01:28 PM

ON ON 2022/08/19

01:37 PM

08/22/2022 06:32:50 PM
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L100 10813

L101 6220

L102 38

L103 22

L104 26

L105 236

L106 38

L107

58

L108 29

"20060005032" |
"20060105810" |
"20060156405" |
"20060174115" |
"20060177063" |
"20060179307" |
"20060242685").pn. OR
("10764264").urpn.
AND (PGPB | USPT |
USOC).dbnm.

((request$3 attempt$3)
near3 (access connect))
AND ( (remote insecure
external public) near2
network) AND L76

L100 AND (malicious
insecure harmful)

(identify$3 detect$3)
WITH (unsecure
malicious harmful
suspect suspecious)
WITH (element device )
WITH (remote unsecure
) near2 network AND
L76

((identify$3 detect$3)
WITH (unsecure
malicious harmful
suspect suspecious)
WITH (element device )
WITH (remote unsecure
) near2 network) AND
(scann$3) AND L76

("2016/0241574").urpn.
AND (PGPB | USPT |
USOC).dbnm.

(scann$3 WITH
(network) WITH (user
near2 device)) AND L76

((remote near2 access)
telework) AND
(scann$3 WITH
(network) WITH (user
near2 device)) AND L76

((remot$5 near2
access$3) telework)
AND (scann$3 WITH
(network) WITH (user
near2 device)) AND L76

scann$3 near4 ((remote
external public
unsecure insecure)
near3 network) AND
(request$3 near2
access) AND L1

(US-PGPUB;
USOCR)

USPAT;

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

USPAT;

USPAT;

(US-PGPUB;
USOCR)

USPAT;

(US-PGPUB;
USOCR)

USPAT;

(US-PGPUB;
USOCR)

USPAT;

(US-PGPUB; USPAT;

USOCR)

(US-PGPUB;
USOCR)

USPAT;

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

OR

OR

OR

OR

OR

OR

OR

OR

OR

ON ON 2022/08/19

06:12 PM

ON ON 2022/08/19

06:12 PM

2022/08/19
07:10 PM

ON ON

ON ON 2022/08/19

07:28 PM

ON ON 2022/08/19

07:33 PM

ON ON 2022/08/19

07:38 PM

ON ON 2022/08/19

07:40 PM

ON ON 2022/08/19

07:40 PM

ON ON 2022/08/19

08:05 PM

08/22/2022 06:32:50 PM
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L109 40

L110

555

L111 10

L112

23

L113 884

scann$3 near4 ((remote
external public
unsecure insecure)
near3 network) AND
(request$3 near2
access) AND L76

(DETECT$3 identify$3
scann$3) near4
(insecure malicious )
near2 (element$3
device$3 component$3)
WITH (network)

(DETECT$3 identify$3
scann$3) near4
(insecure malicious )
near2 (element$3
device$3 component$3)
WITH ((remote public
home insecure
unsecure open) adj3
network)

(DETECT$3 identify$3
scann$3) near4
(insecure malicious )
near2 (element$3
device$3 component$3)
SAME ((remote public
home insecure
unsecure open) adj3
network)

("4292580" | "5175732"
| "56319776" | "5440723"
| "5490249" | "5657473"
| "56802277" | "5842002"
| "5878560" | "5960170"
| "5978917" | "5983348"
| "6013455" | "6088803"
| "6092194" | "6094677"
| "6108799" | "6154844"
| "6269330" | "6272641"
| "6279113" | "6298445"
| "6357008" | "6424627"
| "6442696" | "6484315"
| "6487666" | "6493756"
| "6550012" | "6775657"
| "6831893" | "6832367"
| "6895550" | "6898632"
| "6907396" | "6941348"
| "6971097" | "6981279"
| "7007107" | "7028179"
| "7043757" | "7058791"
| "7058822" | "7069316"
| "7080407" | "7080408"
| "7093002" | "7093239"
| "7096498" | "7100201"
| "7107617" | "7159149"
| "7213260" | "7231667"

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT,;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR)

OR

OR

OR

OR

OR

ON ON 2022/08/19

08:18 PM

ON ON 2022/08/19

08:19 PM

ON ON 2022/08/19

08:42 PM

ON ON 2022/08/19

08:43 PM

ON ON 2022/08/19

08:44 PM

08/22/2022 06:32:50 PM
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| "7240364" | "7240368"
| "7243371" | "7249175"
| "7287278" | "7308716"
| "7328453" | "7346486"
| "7356736" | "7386888"
| "7392542" | "7409719"
| "7418729" | "7424745"
| "7428300" | "7441272"
| "7448084" | "7458098"
| "7464404" | "7464407"
| "7467408" | "7478428"
| "7480773" | "7487543"
| "7496960" | "7496961"
| "7519990" | "7523493"
| "7530104" | "7540025"
| "7546638" | "7565550"
| "7568233" | "7584455"
| "7603715" | "7607171"
| "7639714" | "7644441"
| "7657419" | "7676841"
| "7698548" | "7707633"
| "7712136" | "7730011"
| "7739740" | "7779463"
| "7784097" | "7832008"
| "7836502" | "7849506"
| "7854007" | "7869073"
| "7877803" | "7904959"
| "7908660" | "7930738"
| "7937387" | "7937761"
| "7949849" | "7958558"
| "7996556" | "7996836"
| "7996904" | "7996905"
| "8006305" | "8010667"
| "8020206" | "8028338"
| "8042184" | "8045094"
| "8045458" | "8069484"
| "8087086" | "8151263"
| "8171553" | "8176049"
| "8176480" | "8201169"
| "8201246" | "8204984"
| "8214905" | "8220055"
| "8225288" | "8225373"
| "8233882" | "8234640"
| "8234709" | "8239944"
| "8260914" | "8266091"
| "8266395" | "8271978"
| "8286251" | "8290912"
| "8291499" | "8307435"
| "8307443" | "8312545"
| "8321936" | "8321941"
| "8332571" | "8347380"
| "8353031" | "8365286"
| "8365297" | "8370938"
| "8370939" | "8375444"
| "8381299" | "8387046"
| "8397306" | "8402529"
| "8418230" | "8464340"
| "8479174" | "8479276"
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| "8479291" | "8479294"
| "8510827" | "8510828"
| "8510842" | "8516478"
| "8516590" | "8516593"
| "8522236" | "8522348"
| "8528086" | "8533824"
| "8539582" | "8549638"
| "8555391" | "8561177"
| "8566476" | "8566946"
| "8584094" | "8584234"
| "8584239" | "8595834"
| "8612659" | "8627476"
| "8635696" | "8682054"
| "8682812" | "8689333"
| "8695096" | "8713631"
| "8713681" | "8726392"
| "8739280" | "8756696"
| "8775715" | "8776180"
| "8776229" | "8782792"
| "8789172" | "8789178"
| "8793278" | "8793787"
| "8799997" | "8805947"
| "8806647" | "8832352"
| "8832829" | "8839245"
| "8850060" | "8850570"
| "8850571" | "8863279"
| "8875295" | "8881234"
| "8881271" | "8881282"
| "8898788" | "8910238"
| "8935779" | "8949257"
| "8984478" | "8984638"
| "8990939" | "8990944"
| "8997219" | "9003402"
| "9009822" | "9009823"
| "9027125" | "9027135"
| "9071638" | "9087199"
| "9092616" | "9092625"
| "9104867" | "9106630"
| "9106694" | "9117079"
| "9118715" | "9159035"
| "9171160" | "9176843"
| "9189627" | "9195829"
| "9197664" | "9213651"
| "9223972" | "9225740"
| "9241010" | "9251343"
| "9262635" | "9268936"
| "9275229" | "9282109"
| "9292686" | "9294501"
| "9300686" | "9306960"
| "9306974" | "9311479"
| "9355247" | "9356944"
| "9363280" | "9367681"
| "9398028" | "9413781"
| "9426071" | "9430646"
| "9432389" | "9438613"
| "9438622" | "9438623"
| "9459901" | "9467460"
| "9483644" | "9495180"
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| "9497213" | "9507935"
| "9516057" | "9519782"
| "9536091" | "9537972"
| "9560059" | "9563488"
| "9565202" | "9591015"
| "9591020" | "9594904"
| "9594905" | "9594912"
| "9609007" | "9626509"
| "9628498" | "9628507"
| "9633134" | "9635039"
| "9641546" | "9654485"
| "9661009" | "9661018"
| "9674298" | "9680862"
| "9690606" | "9690933"
| "9690935" | "9690936"
| "9736179" | "9740857"
| "9747446" | "9756074"
| "9773112" | "9781144"
| "9787700" | "9787706"
| "9792196" | "9824209"
| "9824211" | "9824216"
| "9825976" | "9825989"
| "9838408" | "9838411"
| "9838416" | "9838417"
| "9846776" | "9876701"
| "9888016" | "9888019"
| "9910988" | "9912644"
| "9912681" | "9912684"
| "9912691" | "9912698"
| "9916440" | "9921978"
| "9934376" | "9934381"
| "9946568" | "9954890"
| "9973531" |
"10002252" |
"10019338" |
"10019573" |
"10025691" |
"10025927" |
"10027689" |
"10027690" |
"10027696" |
"10033747" |
"10033748" |
"10033753" |
"10033759" |
"10050998" |
"10068091" |
"10075455" |
"10083302" |
"10084813" |
"10089461" |
"10097573" |
"10104102" |
"10108446" |
"10121000" |
"10122746" |
"10133863" |
"10133866" |
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"10146810" |

"10148693" |

"10165000" |

"10169585" |

"10176095" |

"10176321" |

"10181029"

"10191858" |

"10191861" |

"10192052" |

"10198574" |

"10200384" |

"10210329" |

"10216927" |

"10218740" |

"10242185" |

"10726127" |

"20010005889" |
"20010047326" |
"20020013802" |
"20020018903" |
"20020038430" |
"20020091819" |
"20020095607" |
"20020116627" |
"20020144156" |
"20020162015" |
"20020166063" |
"20020169952"
"20020184528" |
"20020188887" |
"20020194490" |
"20030021728" |
"20030074578" |
"20030084318" |
"20030101381" |
"20030115483" |
"20030188190" |
"20030191957" |
"20030200460" |
"20030212902" |
"20030229801" |
"20030237000" |
"20040003323" |
"20040006473" |
"20040015712" |
"20040019832" |
"20040025016" |
"20040047356" |
"20040083408" |
"20040088581" |
"20040093513" |
"20040111531" |
"20040117478" |
"20040117624" |
"20040128355" |
"20040165588" |
"20040236963" |
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"20040243349" |
"20040249911" |
"20040255161" |
"20040268147" |
"20050005159" |
"20050021740" |
"20050033960" |
"20050033989" |
"20050050148" |
"20050086523" |
"20050091513" |
"20050091533" |
"20050091652" |
"20050108562" |
"20050114663" |
"20050125195"
"20050149726" |
"20050157662" |
"20050183143" |
"20050201297" |
"20050210533" |
"20050238005" |
"20050240781" |
"20050262562" |
"20050265331" |
"20050283839" |
"20060010495" |
"20060015416" |
"20060015715" |
"20060015747" |
"20060021029" |
"20060021054" |
"20060031476" |
"20060047665" |
"20060070130" |
"20060075252" |
"20060075496" |
"20060095968" |
"20060101516"
"20060101517"
"20060112416" |
"20060117385" |
"20060123477" |
"20060130060" |
"20060143709" |
"20060150249" |
"20060161983"
"20060161987"
"20060161989"
"20060164199" |
"20060173992" |
"20060179147" |
"20060184632" |
"20060191010"
"20060221956" |
"20060236127" |
"20060236393" |
"20060242709" |
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"20060248519" |
"20060248528" |
"20060248582" |
"20060251104" |
"20060288417" |
"20070006226" |
"20070006288" |
"20070006313" |
"20070011174" |
"20070016951" |
"20070019286" |
"20070033645" |
"20070038943" |
"20070055837" |
"20070064689" |
"20070074169" |
"20070094676" |
"20070094730" |
"20070101435"
"20070128855" |
"20070142030" |
"20070143565" |
"20070143827" |
"20070156895" |
"20070157180" |
"20070157306" |
"20070168988" |
"20070171824" |
"20070174915" |
"20070192500" |
"20070192858" |
"20070198275" |
"20070208822" |
"20070220607" |
"20070240218" |
"20070240219" |
"20070240220" |
"20070240222" |
"20070250930" |
"20070256132" |
"20070271446" |
"20070300227" |
"20080005782" |
"20080018122" |
"20080028463" |
"20080040710" |
"20080046781" |
"20080065854" |
"20080066179" |
"20080072326" |
"20080077793" |
"20080080518" |
"20080086720" |
"20080098476" |
"20080120722" |
"20080123676"
"20080127348" |
"20080134178" |
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"20080134334" |
"20080141376" |
"20080184367" |
"20080184373" |
"20080189787" |
"20080201778" |
"20080209557" |
"20080215742" |
"20080222729" |
"20080235793" |
"20080244569" |
"20080263665" |
"20080294808" |
"20080295172" |
"20080301810" |
"20080307524" |
"20080313738" |
"20080320594" |
"20090003317" |
"20090007100" |
"20090013408" |
"20090031423" |
"20090036111" |
"20090037835" |
"20090044024" |
"20090044274" |
"20090064332" |
"20090077666" |
"20090083369" |
"20090083855" |
"20090089860" |
"20090089879" |
"20090094697" |
"20090106754" |
"20090113425" |
"20090125976"
"20090126015" |
"20090126016" |
"20090133125" |
"20090144823" |
"20090158430" |
"20090158432" |
"20090172661" |
"20090172815" |
"20090187992" |
"20090193293" |
"20090198651" |
"20090198670" |
"20090198689" |
"20090199274" |
"20090199296" |
"20090204964" |
"20090228233" |
"20090241187" |
"20090241190" |
"20090254990" |
"20090265692" |
"20090271867" |
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"20090276771" |
"20090300415" |
"20090300761" |
"20090320011" |
"20090328185" |
"20090328221" |
"20100005146" |
"20100011205" |
"20100017546" |
"20100030996" |
"20100031353" |
"20100031360" |
"20100037314" |
"20100043073" |
"20100054278" |
"20100058474" |
"20100064044" |
"20100077481" |
"20100083376" |
"20100100718" |
"20100115621" |
"20100132038" |
"20100154056" |
"20100180344" |
"20100191888"
"20100192223" |
"20100220863" |
"20100235647" |
"20100235831" |
"20100251104" |
"20100254622" |
"20100281102" |
"20100281541" |
"20100281542" |
"20100287260" |
"20100299665" |
"20100299754" |
"20100306173" |
"20100306560" |
"20110004737" |
"20110004935" |
"20110022695" |
"20110025504" |
"20110041179" |
"20110047542" |
"20110047544" |
"20110047594" |
"20110047620" |
"20110055907" |
"20110060947" |
"20110078794" |
"20110078797" |
"20110082962" |
"20110093951" |
"20110099620" |
"20110099633" |
"20110099635" |
"20110113231" |
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"20110145918"
"20110145920" |
"20110145934"
"20110153909" |
"20110167422" |
"20110167493" |
"20110167494"
"20110173213"
"20110173460" |
"20110219449" |
"20110219450" |
"20110225624" |
"20110225655" |
"20110247072" |
"20110265182" |
"20110289582" |
"20110296412" |
"20110296440" |
"20110299413" |
"20110302587" |
"20110307954" |
"20110307955" |
"20110307956" |
"20110314546" |
"20110321040" |
"20110321165" |
"20110321166" |
"20120011508"
"20120023593" |
"20120047576" |
"20120054869" |
"20120066698" |
"20120079596" |
"20120084859" |
"20120096553" |
"20120110667" |
"20120117652"
"20120121154" |
"20120124426" |
"20120131156" |
"20120144489" |
"20120159454"
"20120174186" |
"20120174196" |
"20120174218"
"20120198279" |
"20120198514"
"20120210423" |
"20120216046" |
"20120216069" |
"20120222114" |
"20120222121" |
"20120254993" |
"20120254995" |
"20120255002" |
"20120255003" |
"20120255012" |
"20120255015" |
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"20120255016" |
"20120255017" |
"20120255021" |
"20120260304" |
"20120260342" |
"20120260345" |
"20120265976" |
"20120266244" |
"20120278886" |
"20120291029" |
"20120297057" |
"20120297489" |
"20120311708"
"20120317566" |
"20120330801" |
"20120331553" |
"20130007325" |
"20130014259" |
"20130036470" |
"20130036472" |
"20130042153" |
"20130047257" |
"20130055256" |
"20130074185" |
"20130086235" |
"20130086299" |
"20130086684" |
"20130091571" |
"20130097699" |
"20130097706" |
"20130111587" |
"20130111593" |
"20130117741" |
"20130117848" |
"20130117849" |
"20130117852" |
"20130117855" |
"20130139264" |
"20130159662" |
"20130160125" |
"20130160127" |
"20130160130"
"20130160131" |
"20130167236"
"20130174214" |
"20130179971" |
"20130185789" |
"20130185795" |
"20130185798" |
"20130191915" |
"20130191924" |
"20130196649" |
"20130227680" |
"20130227691" |
"20130246370" |
"20130247186" |
"20130263260" |
"20130282776" |
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"20130283370" |
"20130291109" |
"20130298243" |
"20130298244" |
"20130312098" |
"20130312099" |
"20130318038" |
"20130318073" |
"20130325791" |
"20130325792" |
"20130325871" |
"20130325872" |
"20130326625" |
"20130333033" |
"20130333040" |
"20130347131" |
"20140006734" |
"20140007097" |
"20140019963" |
"20140032875" |
"20140053260" |
"20140053261" |
"20140075522" |
"20140089266" |
"20140096134" |
"20140115578" |
"20140115652"
"20140130158"
"20140137180"
"20140157407" |
"20140169762" |
"20140179360" |
"20140181131" |
"20140189687" |
"20140189866" |
"20140189882"
"20140208123" |
"20140230024" |
"20140237600" |
"20140245423" |
"20140259169" |
"20140280245" |
"20140283037" |
"20140283063" |
"20140289105" |
"20140304819" |
"20140310810" |
"20140325644" |
"20140328204" |
"20140337836" |
"20140344926" |
"20140351810"
"20140351935" |
"20140359239" |
"20140380473" |
"20140380474" |
"20150007312" |
"20150013008" |
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"20150095661" |
"20150096022" |
"20150096023" |
"20150096024" |
"20150096025" |
"20150121135"
"20150128266" |
"20150172300" |
"20150180886" |
"20150186645" |
"20150199513" |
"20150199514" |
"20150199531" |
"20150199532" |
"20150220735" |
"20150244732" |
"20150304716" |
"20150317495" |
"20150318986" |
"20150372980" |
"20160004869" |
"20160006756" |
"20160044000" |
"20160048680"
"20160057123"
"20160103698"
"20160127393"
"20160191547"
"20160191550" |
"20160261612" |
"20160285914" |
"20160301703"
"20160335110"
"20160371105"
"20170083703" |
"20170124326" |
"20170213030" |
"20170344496" |
"20170364677" |
"20180013770" |
"20180048660" |
"20180121316"
"20180288077").pn. OR
("11113086").urpn.
AND (PGPB | USPT |

USOC).dbnm.

L114 5 ("20020104023" (US-PGPUB; USPAT; |OR ON ON 2022/08/20
"20050027837" USOCR; EPO; JPO) 10:31 AM
"7089426".pn.)

L115 29 scann$3 near4 ((remote | (US-PGPUB; USPAT; |OR ON ON 2022/08/20
external public USOCR; EPO; JPO) 11:18 AM
unsecure insecure)
near3 network) AND
(request$3 near2
access) AND L1

L116 111 scann$3 near4 ((remote | (US-PGPUB; USPAT; |OR ON ON 2022/08/20
external public USOCR; EPO; JPO) 11:19 AM
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L117 46

L118 13

L119 3023

L120 3020

L121

137

L122 2120

L123 22

L124 0

L125 2

unsecure insecure)
near3 network) AND
((connect$3 access$4
communicati$3) WITH
(enterprise secure)
WITH network ) AND L1

scann$3 near4 ((remote
external public
unsecure insecure)
near3 network) AND
((identify$ detect$3
recogniz$3 find$3
determin$3) WITH
(unsecure insecure
malicious harmful
attcker) WITH
(device$3 element$3
computer component))
AND L1

("2018/0124095").urpn.
AND (PGPB | USPT |
USOC).dbnm.

(network port) near4
scann$3 AND L1

L119 AND ((request$3
demand$3 query$3)
WITH (access
connection) WITH
(enterprise private
corporate known) witth
network)

L119 AND ((request$3
demand$3 query$3)
near3 (access
connection) near4
(enterprise private
corporate known) near2
network)

(network port) near2
scann$3 AND L1

L122 AND ((request$3
demand$3 query$3)
near3 (access
connection) near4
(enterprise private
corporate known) near2
network)

scann$3 near3 (network
) WITH (insecure
unsupported
unidentified malicious
blacklist$3) adj3
(element$3 device$3
component$3) AND L1

scann$3 near3 (network

(US-PGPUB; USPAT,;
USOCR; EPO; JPO)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;

OR

OR

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON 2022/08/20

11:23 AM

ON 2022/08/20

02:45 PM

ON 2022/08/20

02:49 PM

2022/08/20
02:50 PM

ON

ON 2022/08/20

02:52 PM

ON 2022/08/20

02:54 PM

2022/08/20
02:54 PM

ON

ON 2022/08/20

03:16 PM

ON 2022/08/20
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L126

L127

L128

L129

L130

L131

30

187

238

40

568

120

) SAME (insecure
unsupported
unidentified malicious
blacklist$3) adj3
(element$3 device$3
component$3) AND L1

scann$3 near3 (network
) SAME (insecure
unsupported
unidentified malicious
blacklist$3 vulnerable)
adj3 (element$3
device$3 component$3)
AND L1

scann$3 near3 (network
) AND (insecure
unsupported
unidentified malicious
blacklist$3 vulnerable)
adj3 (element$3
device$3 component$3)
AND (request$3 near2
(access connection
communication)) AND
L1

(identify$4 detect$3
discover$4) near5
(unsecure malicious
harm$4 hostile ) near4
(component element
device ) WITH network
AND L1

(identify$4 detect$3
discover$4) near5
(unsecure malicious
harm$4 hostile ) near4
(component element
device ) WITH network
AND L1 AND honeypot

(identify$4 detect$3
discover$4) nears
(unsecure malicious
harm$4 hostile ) near4
(component element
device ) WITH network
AND (grant$3 allow$4
deny$3) near3 (access
connection ) andL1

(identify$4 detect$3
discover$4) near5
(unsecure malicious
harm$4 hostile ) near4
(component element
device ) WITH network
AND (grant$3 allow$4
deny$3) near3 (access

USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

03:16 PM

2022/08/20
03:18 PM

2022/08/20
03:22 PM

2022/08/20
05:48 PM

2022/08/20
05:49 PM

2022/08/20
05:59 PM

2022/08/20
05:59 PM

08/22/2022 06:32:50 PM
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L132 40

L133 2

L134 19

L135 24

L136 1

L137 1

L138 43

connection ) AND L1

(identify$4 detect$3
discover$4) near5
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) WITH network
AND (grant$3 allow$4
deny$3) near3 (access
connection ) AND L1

(identify$4 detect$3
discover$4) near5
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) WITH network
AND (grant$3 allow$4
deny$3) near3 (access
connection ) AND
(remot$5 near2 access)
AND L1

(identify$4 detect$3
discover$4) near5
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) AND (grant$3
allow$4 deny$3) near3
(access connection )
AND (remot$5 near2
access) AND L1

(identify$4 detect$3
discover$4) near5
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) AND (remot$5
near2 access) AND L1

(identify$4 detect$3
discover$4) nears
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) SAME
(external ADJ network)
AND L1

(identify$4 detect$3
discover$4) near5
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) SAME
((external unsecure
public unknown) ADJ
network) AND L1

(identify$4 detect$3

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT,;

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON 2022/08/20
06:00 PM

ON 2022/08/20
06:02 PM

ON 2022/08/20
06:03 PM

ON 2022/08/20
06:05 PM

ON 2022/08/20
06:06 PM

ON 2022/08/20
06:06 PM

ON 2022/08/20

08/22/2022 06:32:50 PM
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L139 4

L140 2

L141 4

L142

54

L143

33724

L144 549

discover$4) near5
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) AND ((external
unsecure public
unknown) ADJ network)
AND L1

(identify$4 detect$3
discover$4) near5
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) AND ((external
unsecure public
unknown) ADJ network)
AND iot AND L1

("2020/0280568").urpn.
AND (PGPB | USPT |
USOC).dbnm.

(identify$4 detect$3
discover$4) WITH
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) AND ((external
unsecure public
unknown) ADJ network)
AND iot AND L1

(identify$4 detect$3
discover$4) WITH
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) AND ((external
unsecure public
unknown) ADJ network)
AND L1

(identify$4 detect$3
discover$4) WITH
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) AND
((request$3 query$3)
near2 (access
connection))L1

(identify$4 detect$3
discover$4) WITH
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) AND
((request$3 query$3)
near2 (access
connection)) andL1

USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

OR

OR

OR

OR

OR

OR

06:06 PM

ON ON 2022/08/20

06:08 PM

ON ON 2022/08/20

06:08 PM

ON ON 2022/08/20

06:09 PM

ON ON 2022/08/20

06:09 PM

ON ON 2022/08/20

06:12 PM

ON ON 2022/08/20

06:12 PM

08/22/2022 06:32:50 PM
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L145 199

L149 0

L150 2

L151 28

L152 226

(identify$4 detect$3
discover$4) WITH
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device ) AND
((request$3 query$3)
near2 (access
connection)) AND L1

((identify$4 detect$3
discover$4) WITH
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device )) SAME (remote
near2 network) AND L1

((identify$4 detect$3
discover$4) WITH
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device )) SAME
((remote external home
public unsecure) near2
network) AND L1

("8191143" | "8606219"
| "8844041" | "9420513"
| "20030219008" |
"20030233567" |
"20040117624" |
"20040236547" |
"20060193284" |
"20060200862" |
"20070079376" |
"20070153763" |
"20070283042" |
"20100172259" |
"20100207732" |
"20120304297" |
"20120309420" |
"20130217358" |
"20130217411" |
"20140201808"
"20140304770" |
"20140378059" |
"20150024787" |
"20160029217" |
"20160149935"
"20160192136" |
"20160316426").pn. OR
("9781604").urpn. AND
(PGPB | USPT |
USOC).dbnm.

((identify$4 detect$3
discover$4) WITH

(unsecure malicious
harm$4 hostile ) ADJ

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

2022/08/20
06:12 PM

ON

2022/08/20
07:24 PM

ON

2022/08/20
07:24 PM

ON

2022/08/20
07:28 PM

ON

2022/08/20
07:35 PM

ON

08/22/2022 06:32:50 PM
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L153 226

L154 52

L155 67

L156

123

L157

22

L158 8

L159 0

(component element
device )) AND ((remote
external home public
unsecure) near2
network) AND L1

((identify$4 detect$3
discover$4) WITH
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device )) AND ((remote
external home public
unsecure) near2
network) AND L1

((identify$4 detect$3
discover$4) ADJ
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device )) AND ((remote
external home public
unsecure) near2
network) AND L1

((identify$4 detect$3
discover$4) ADJ
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device )) AND network
AND L1

((identify$4 detect$3
discover$4) adj2
(unsecure malicious
harm$4 hostile ) ADJ2
(component element
device )) AND network
AND L1

(remote external) WITH
( network adj2 scan)
AND ((connect$3
access$3) near2
(enterprise company
corporate secure) adj2
network)

(remote external) WITH
(scan$3 ADJ network)
AND ((connect$3
access$3) near2
(enterprise company
corporate secure) adj2
network)

scann$3 near4 network
near4 before near4
requesting near4
access

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

OR

OR

OR

OR

OR

OR

OR

ON ON 2022/08/20

07:34 PM

ON ON 2022/08/20

07:37 PM

ON ON 2022/08/20

07:39 PM

ON ON 2022/08/20

07:42 PM

ON ON 2022/08/20

08:03 PM

ON ON 2022/08/20

08:05 PM

ON ON 2022/08/20

08:14 PM

08/22/2022 06:32:50 PM
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L160 7

L161 37

L162 2

L163 2

L164 32

L165 475

scann$3 WITH network
WITH before WITH
requesting WITH
access

("2006/0090196").urpn.
AND (PGPB | USPT |
USOC).dbnm.

((identify$4 detect$3
discover$4) WITH
(unsecure malicious
harm$4 hostile ) ADJ
(component element
device )) WITH (remote
external home public)
ADJ network

("2020/0280568").urpn.
AND (PGPB | USPT |
USOC).dbnm.

("9166997" | "9246934"
| "9256739" | "9628507"
| "9654485" |
"10521584" |
"10673880" |
"10742667" |
"10785239" |
"20060212932" |
"20070209074" |
"20080010225" |
"20140201836"
"20150074806" |
"20160028758"
"20160057166" |
"20160072836" |
"20160149938"
"20160205122" |
"20160219066" |
"20170187742" |
"20170289187" |
"20180020023" |
"20180159876" |
"20180198819" |
"20180205755" |
"20190342307" |
"20200092325" |
"20200099704" |
"20200120118" |
"20200177618" |
"20200280568").pn. OR
("11032304").urpn.
AND (PGPB | USPT |
USOC).dbnm.

scan$4 AND
((identify$3 detect$3
discover$4) near2
(malicious unsecure
hostile infected) near2

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB;
USOCR)

USPAT,;

(US-PGPUB;
USOCR)

USPAT;

(US-PGPUB;
USOCR)

USPAT;

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

OR ON ON 2022/08/20

08:14 PM

OR ON ON 2022/08/20

08:17 PM

OR ON ON 2022/08/20

08:26 PM

OR ON ON 2022/08/20

08:27 PM

OR ON ON 2022/08/20

08:27 PM

OR ON ON 2022/08/20

08:30 PM

08/22/2022 06:32:50 PM
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L166 435

L167 118

L168 483

L169 69

L170 8

L171 26

L172 6

L173

(device element
component computer
iot)) WITH network

(scan scanning) AND
((identify$3 detect$3
discover$4) near2
(malicious unsecure
hostile infected) near2
(device element
component computer
iot)) WITH network

(scan scanning) AND
((identify$3 detect$3
discover$4) near2
(malicious unsecure
hostile infected) ADJ
(device element
component computer
iot)) WITH network

(request$3 adj2 access)
near2 (remote near2
device)

(request$3 adj2 access)
near2 (remote near2
device) AND L1

(request$3 adj2 access)
near2 (remote near2
device) WITH (secure
enterprise private
controlled ) ADJ
network AND L1

(discover$3 detect$3
identify$3) WITH
(malicious infected
rogue harmful
suspecious hostile )
adj2 (device element
component computer iot
member) WITH (remote
external home public
endpoint) ADJ network

("2020/0092254").urpn.
AND (PGPB | USPT |
USOC).dbnm.

("7295524" | "7336670"
| "7813354" | "8132234"
| "8694624" | "8893246"
| "20050030929" |
"20060068811" |
"20060085543" |
"20090222920" |
"20090235354" |
"20120331544" |
"20140282905" |
"20140325615").pn. OR

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

(US-PGPUB;
USOCR)

USPAT,;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

USPAT;

OR

OR

OR

OR

OR

OR

OR

OR

ON ON 2022/08/20

08:33 PM

ON ON 2022/08/20

08:34 PM

ON ON 2022/08/20

08:52 PM

ON ON 2022/08/20

08:52 PM

ON ON 2022/08/20

08:53 PM

ON ON 2022/08/21

11:37 AM

ON ON 2022/08/21

11:51 AM

ON ON 2022/08/21

12:11 PM

08/22/2022 06:32:50 PM
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L174 46

L175 6

L176 29

L177 61

L178 26

("9088894").urpn. AND
(PGPB | USPT |
USOC).dbnm.

(discover$3 detect$3
identify$3) WITH
(malicious infected
rogue harmful
suspecious hostile )
adj2 (device element
component computer iot
member) WITH
(((remote external home
public endpoint) ADJ
network) hotspot
subnet)

("2020/0092254").urpn.
AND (PGPB | USPT |
USOC).dbnm.

(discover$3 detect$3
identify$3) ADJ
(malicious infected
rogue harmful
suspecious hostile )
adj2 (device element
component computer iot
member) SAME
(((remote external home
public endpoint) ADJ
network) hotspot
subnet)

("2016/0212099").urpn.
AND (PGPB | USPT |
USOC).dbnm.

("8490163" | "8903593"
| "9117075" | "9185095"
| "9798876" | "9961574"
| "10505959" |
"20050086500" |
"20120210429"
"20130097701" |
"20130247187" |
"20140143873"
"20140230058" |
"20150096019" |
"20160148103" |
"20160212099"
"20160261465"
"20160269436" |
"20160283854" |
"20160285897" |
"20170024660" |
"20170046510" |
"20170142119"
"20170265053" |
"20180039779").pn. OR
("11223625").urpn.

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

OR

OR

OR

OR

OR

ON ON 2022/08/21

12:19 PM

ON ON 2022/08/21

12:39 PM

ON ON 2022/08/21

12:41 PM

ON ON 2022/08/21

12:49 PM

ON ON 2022/08/21

03:11 PM

08/22/2022 06:32:50 PM
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L179 2365

L180 36

L181 30

L182 491

L183 79

L184 153601

L185 17

L186 170

AND (PGPB | USPT |
USOC).dbnm.

(disconnect$3) WITH
(remote near2 device)

(disconnect$3) WITH
(remote near2 device)
AND L1

(discover$3 detect$3
identify$3) ADJ
(malicious infected
rogue harmful
suspecious hostile )
adj2 (device element
component computer iot
member) SAME
(((remote external home
public endpoint iot) ADJ
network) hotspot
subnet)

(discover$3 detect$3
identify$3) ADJ
(malicious infected
rogue harmful
suspecious hostile )
adj2 (device element
component computer iot
member) AND
(((remote external home
public endpoint iot) ADJ
network) hotspot
subnet)

(discover$3 detect$3
identify$3) ADJ
(malicious infected
rogue harmful
suspecious hostile )
adj2 (device element
component computer iot
member) AND
(((remote external home
public endpoint iot) ADJ
network) hotspot
subnet) AND
(request$3 adj2 access)

(request$3 adj2 access)
WITH (private
enterprise protected
secure$2) adn2 network
WITH (agent)

(request$3 adj2 access)
WITH (private
enterprise protected
secure$2) adj2 network
WITH (agent)

((network ADJ access

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;

OR

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2022/08/21
03:23 PM

2022/08/21
03:23 PM

2022/08/21
06:42 PM

2022/08/21
06:42 PM

2022/08/21
06:47 PM

2022/08/21
06:54 PM

2022/08/21
06:54 PM

2022/08/21

08/22/2022 06:32:50 PM
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ADJ control) NAC) USOCR) 07:31 PM
WITH SCANNS$3

L187 180 (remote WITH network |(US-PGPUB; USPAT; |OR ON ON 2022/08/21
WITH scann$3 WITH USOCR) 07:50 PM
agent)

L188 2 (remote WITH network |(US-PGPUB; USPAT; |OR ON ON 2022/08/21
WITH scann$3 WITH USOCR) 07:53 PM
agent) SAME
(request$3 adj2 access)

L189 107 ("2006/0174323").urpn. |(US-PGPUB; USPAT; |OR ON ON 2022/08/21
AND (PGPB | USPT| [USOCR) 07:55 PM
USOC).dbnm.

L190 202 (scan scanning) near2 [(US-PGPUB; USPAT; |OR ON ON 2022/08/21
network SAME USOCR; EPO; JPO) 08:23 PM
(request$3 near2
access)

L191 2 "20080046989" (US-PGPUB; USPAT; |OR ON ON 2022/08/21

USOCR; EPO; JPO) 08:31 PM

L192 3 chang$3 near2 (remote [(US-PGPUB; USPAT; |OR ON ON 2022/08/21
ADJ network) SAME USOCR; EPO; JPO) 10:08 PM
(private enterprise
secured$2)

L193 8 (mitigat$3) WITH (US-PGPUB; USPAT; [OR ON ON 2022/08/21
(security adj2 (issue USOCR; EPO; JPO) 10:09 PM
vulnerability)) SAME
(request$3 adj2 access)

L194 521 connect$3 WITH (US-PGPUB; USPAT; [OR ON ON 2022/08/21
(another different new) |USOCR; EPO; JPO) 10:15 PM
adj2 (remote public)

ADJ network

L195 278 L194 AND (enterprise |(US-PGPUB; USPAT; |OR ON ON 2022/08/21
private secure) ADJ USOCR; EPO; JPO) 10:15 PM
network

L196 30 L194 AND (enterprise |(US-PGPUB; USPAT; |OR ON ON 2022/08/21
private secure) ADJ USOCR; EPO; JPO) 10:17 PM
network AND L1

L197 121 ("2009/0307753").urpn. |(US-PGPUB; USPAT; |OR ON ON 2022/08/22
AND (PGPB | USPT| [USOCR) 10:51 AM
USOC).dbnm.

L198 146 (discover$3 detect$3 (US-PGPUB; USPAT; |OR ON ON 2022/08/22
identify$3) ADJ3 USOCR) 10:54 AM
(malicious infected
rogue harmful
suspecious hostile )
adj2 (device element
component computer iot
member) AND
((provid$3 display$3)
adj2 message)

L199 0 (discover$3 detect$3 (US-PGPUB; USPAT; (OR ON ON 2022/08/22
identify$3) ADJ3 USOCR) 10:57 AM
(malicious infected
rogue harmful
suspecious hostile )
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L200 2

L201 58

L205 81

L207 32

L208 37

L209 103

L210 5990

L212 898

L213 16733

L214 41

adj2 (iot) AND
((provid$3 display$3)
adj2 message)

(discover$3 detect$3
identify$3) ADJ3
(malicious infected
rogue harmful
suspecious hostile )
WITH (iot) AND
((provid$3 display$3)
adj2 message)

(discover$3 detect$3
identify$3) ADJ3
(malicious infected
rogue harmful
suspecious hostile )
adj2 (device element
component computer iot
member) AND
((provid$3 display$3)
adj2 message WITH
user)

(start$3 launch$3)
WITH VPN ADJ
application

(start$3 launch$3)
WITH VPN ADJ
application AND
(request$3 near2
access)

(start$3 launch$3
initiat$4 begin boot$3 )
WITH VPN ADJ
application AND
(request$3 near2
access)

(start$3 launch$3
initiat$4 begin boot$3 )
WITH VPN ADJ
application

(start$3 launch$3
initiat$4 begin boot$3 )
WITH VPN

L210 AND enterprise
AND (request$3 adj3
access)

(connect$3) near2
(another different)
near2 (network) AND
enterprise

(connect$3) near2
(another different)
near2 (network) SAME
enterprise AND L1

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB; USPAT;
USOCR)

(US-PGPUB;
USOCR)

USPAT;
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SYSTEMS AND METHODS FOR USING A NETWORK ACCESS DEVICE TO SECURE A NETWORK
PRIOR TO REQUESTING ACCESS TO THE NETWORK BY THE NETWORK A CCESS DEVICE

ABSTRACT OF THE DISCLOSURE
Various approaches for securing networks against access from off network
devices. In some cases, embodiments discussed relate to systems and methods for identifying
potential threats included in a remote network by a network access device prior to requesting

access to a known secure network via the remote network.

33
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WHAT IS CLAIMED IS:

1. A method for reducing network threats, the method comprising:

receiving, by a processing device, a request to access a known network;

scanning, by the processing device, a remote network through which access to the
known network is to be established, wherein the scanning is configured to identify an unsecure
network element on the remote network;

based at least in part on identifying at least one unsecure network element on the
remote network, denying, by the processing device, access to the known network; and

based at least in part upon on failure to identify any unsecure network element on
the remote network, requesting a grant of access from the known network to the processing

device.

2. The method of claim 1, wherein access by the processing device to the
known network is granted upon a combination of the requesting a grant of access from the
known network to the processing device and a correct authorization credential presented by the

processing device to the known network.

3. The method of claim 1, wherein the unsecure network element is an

Internet of Things (IoT) device.

4. The method of claim 1, wherein administration of the processing device

and the known network is controlled by a common administration entity.

5. The method of claim 1, the method further comprising:
upon denying access to the known network by the processing device, providing a
message to a user of the processing device requesting the user to access the known network via

another remote network.

6. The method of claim 1, the method further comprising:

mitigating a security issue of the unsecure network element; and
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based at least in part upon mitigating the security issue of the unsecure network

clement, requesting a grant of access from the known network to the processing device.

7. The method of claim 6, wherein mitigating the security issue of the
unsecure network element includes connecting, by the processing device, the processing device

to another remote network.

8. The method of claim 6, wherein mitigating the security issue of the
unsecure network element includes starting, by the processing device, a virtual private network
application, and wherein requesting the grant of access from the known network to the

processing device is done over a virtual private network.

9. The method of claim 1, the method further comprising:

using, by the processing device, a network connection between the processing
device and the known network; and

while using the network connection between the processing device and the known
network, scanning, by the processing device, the remote network through which access to the
known network is established, wherein the scanning is configured to identify an unsecure

network element on the remote network.

10. The method of claim 9, the method further comprising:
upon identifying an unsecure network element on the remote network while using
the network connection between the processing device and the known network, disconnecting,

by the processing device, the processing device from the known network.

11.  The method of claim 10, the method further comprising:
upon disconnecting the processing device from the known network by the
processing device, providing a message to a user of the processing device requesting the user to

access the known network via another remote network.

12. A system comprising:

a processing resource;
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a non-transitory computer-readable medium coupled to the processing resource,
wherein the non-transitory computer-readable medium has stored thereon instructions that when
executed by the processing resource cause the processing resource to:

receive a request to access a known network;

scan a remote network through which access to the known network is to
be established, wherein the scanning is configured to identify an unsecure network element on
the remote network;

based at least in part on identifying at least one unsecure network element
on the remote network, deny access to the known network; and

based at least in part upon on failure to identify any unsecure network
element on the remote network, request a grant of access from the known network to the

processing device.

13.  The system of claim 12, wherein access to the known network is granted
upon a combination of the requesting a grant of access from the known network to the processing
device and a correct authorization credential presented by the processing device to the known

network.

14. The system of claim 12, wherein the unsecure network element is an

Internet of Things (IoT) device.

15. A non-transitory computer-readable storage medium embodying a set of
instructions, which when executed by one or more processing resources of a computer system,
causes the one or more processing resources to perform a method comprising:

receiving a request to access a known network;

scanning a remote network through which access to the known network is to be
established, wherein the scanning is configured to identify an unsecure network element on the
remote network;

based at least in part on identifying at least one unsecure network element on the

remote network, denying access to the known network; and
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based at least in part upon on failure to identify any unsecure network element on
the remote network, requesting a grant of access from the known network to the processing

device.

16.  The non-transitory computer-readable storage medium embodying the set
of instructions of claim 15, which when executed by one or more processing resources of the
computer system, causes the one or more processing resources to perform the method further
comprising:

upon denying access to the known network by the processing device, providing a
message to a user of the processing device requesting the user to access the known network via

another remote network.

17. The non-transitory computer-readable storage medium embodying the set
of instructions of claim 15, which when executed by one or more processing resources of the
computer system, causes the one or more processing resources to perform the method further
comprising:

mitigating a security issue of the unsecure network element; and

based at least in part upon mitigating the security issue of the unsecure network

element, requesting a grant of access from the known network to the processing device.

18.  The non-transitory computer-readable storage medium embodying the set
of instructions of claim 17, wherein mitigating the security issue of the unsecure network
clement includes starting a virtual private network application, and wherein requesting the grant
of access from the known network to the processing device is done over a virtual private

network.

19.  The non-transitory computer-readable storage medium embodying the set
of instructions of claim 15, which when executed by one or more processing resources of the
computer system, causes the one or more processing resources to perform the method further
comprising:

using a network connection between the processing device and the known

network; and
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while using the network connection between the processing device and the known
network, scanning the remote network through which access to the known network is
established, wherein the scanning is configured to identify an unsecure network element on the

remote network.

20.  The non-transitory computer-readable storage medium embodying the set
of instructions of claim 15, which when executed by one or more processing resources of the
computer system, causes the one or more processing resources to perform the method further
comprising:

upon identifying an unsecure network element on the remote network while using
the network connection between the processing device and the known network, disconnecting

the processing device from the known network.
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SYSTEMS AND METHODS FOR USING A NETWORK ACCESS DEVICE TO SECURE A NETWORK
PRIOR TO REQUESTING ACCESS TO THE NETWORK BY THE NETWORK A CCESS DEVICE

COPYRIGHT NOTICE

[0001] Contained herein is material that is subject to copyright protection. The copyright
owner has no objection to the facsimile reproduction of the patent disclosure by any person as it
appears in the Patent and Trademark Office patent files or records, but otherwise reserves all

rights to the copyright whatsoever. Copyright © 2021, Fortinet, Inc.

Field

Embodiments discussed generally relate to securing networks against access from
off network devices. In some cases, embodiments discussed relate to systems and methods for
identifying potential threats included in a remote network by a network access device prior to

requesting access to a known secure network via the remote network.

BACKGROUND

[0002] It is not uncommon for corporate devices to be taken on the road and used to access
the corporate network from remote locations. Such use of a corporate device invites the
possibility that nefarious access to the corporate network may be achieved via an unsecure

device on the remote access network via the corporate device.

[0003] Thus, there exists a need in the art for more advanced approaches, devices and

systems for monitoring and addressing network functionality.
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SUMMARY

[0004] Various embodiments provide systems and methods for securing networks against
access from off network devices. In some cases, embodiments discussed relate to systems and
methods for identifying potential threats included in a remote network by a network access

device prior to requesting access to a known secure network via the remote network.

[0005] This summary provides only a general outline of some embodiments. Many other
objects, features, advantages and other embodiments will become more fully apparent from the

following detailed description, the appended claims and the accompanying drawings and figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] A further understanding of the various embodiments may be realized by reference to
the figures which are described in remaining portions of the specification. In the figures, similar
reference numerals are used throughout several drawings to refer to similar components. In
some instances, a sub-label consisting of a lower-case letter is associated with a reference
numeral to denote one of multiple similar components. When reference is made to a reference
numeral without specification to an existing sub-label, it is intended to refer to all such multiple

similar components.
[0007] FIGS. 1A-1C illustrate a network architecture in accordance with some embodiments;

[0008] FIG. 2 is a flow diagram showing a method in accordance with various embodiments
for determining a potential network security issues and denying access based upon the potential

network insecurity;

[0009] FIG. 3 is a flow diagram showing a method in accordance with some embodiments for
determining potential network security issues and attempting to mitigate the potential network

insecurity;

[0010] FIG. 4 is a flow diagram showing a method for mitigating potential network security

issues in accordance with some embodiments;
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[0011] FIG. 5 is a flow diagram showing another method for mitigating a potential network

security issues in accordance with other embodiments; and

[0012] FIG. 6 is a flow diagram showing yet another method for mitigating potential network

security issues in accordance with yet other embodiments.

DETAILED DESCRIPTION

[0013] Various embodiments provide systems and methods for securing networks against
access from off network devices. In some cases, embodiments discussed relate to systems and
methods for identifying potential threats included in a remote network by a network access

device prior to requesting access to a known secure network via the remote network.

[0014] The popularity of telework has increased dramatically. Such telework has increased the
possibility of a secure network becoming open to attack via one or more unsecure devices on a
remote network through which the telework is being supported. As just some examples, a
remote network may include one or more Internet of Things (IoT) type of device such as, for

example, televisions, cameras, microphones, and the like.

[0015] In a typical scenario, a secure corporate device is connected directly to a secure
corporate network. In this scenario one network administrator controls both the secure corporate
device and the secure corporate network. This network administrator can assure that access to
and from the secure corporate device is carefully guarded using access credentials. However, in
the growing telework scenarios, the secure corporate device is taken outside of the secure
corporate network by a user, and used to access the secure corporate network via one or more
remote networks that are not under control of the network administrator. For example, the user
may access the secure corporate network using the secure network device (e.g., a corporate
access device known to the administrator of the secure corporate network) via a home network
maintained by the user. This home network may connect a number of network devices, that in

some cases have either not been secured or are incapable of being secured. In such a scenario,

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00276



allowing access via the home network raises the potential of threat to the secure corporate

network via access through one of the unsecured network devices on the home network.

Terminology

[0016] The phrase “known network™ or “on-network™ is used in its broadest sense to mean a
network that is controlled, governed, and/or owned by an entity that is responsible for the
security of the network. Thus, for example, a known network may be a corporate network that is
controlled by a network administration of the corporation. As another example, a known
network may include all network devices within a corporate network that are protected by a
network security appliance (e.g., FORTIGATE). Such a known network includes a number of
network devices that are known to and/or approved of by the aforementioned network
administration. In contrast, the phrase “remote network™ or “off-network™ is a network that
includes one or more elements that are: not known to, not governed by, and/or not controlled by
the entity that is responsible for the known network. Thus, for example, a remote network may
be a home network that is not controlled by the entity that is not responsible for the security of
the known network. The phrase “known access device” is a device that includes a module

governing access to a known network via a remote network.

[0017] The terms “connected” or “coupled” and related terms, unless clearly stated to the
contrary, are used in an operational sense and are not necessarily limited to a direct connection or
coupling. Thus, for example, two devices may be coupled directly, or via one or more
intermediary media or devices. As another example, devices may be coupled in such a way that
information can be passed there between, while not sharing any physical connection with one
another. Based on the disclosure provided herein, one of ordinary skill in the art will appreciate a
variety of ways in which connection or coupling exists in accordance with the aforementioned

definition.

[0018] If the specification states a component or feature “may”, “can”, “could”, or “might” be
included or have a characteristic, that particular component or feature is not required to be

included or have the characteristic.

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00277



[0019] As used in the description herein and throughout the claims that follow, the meaning of
“a,” “an,” and “the” includes plural reference unless the context clearly dictates otherwise. Also,
as used in the description herein, the meaning of “in” includes “in” and “on” unless the context

clearly dictates otherwise.

ER TS

[0020] The phrases “in an embodiment,” “according to one embodiment,” and the like
generally mean the particular feature, structure, or characteristic following the phrase is included
in at least one embodiment of the present disclosure, and may be included in more than one
embodiment of the present disclosure. Importantly, such phrases do not necessarily refer to the

same embodiment.

[0021] As used herein, a “network element” is used in its broadest sense to mean any device in
virtual or physical form that is included in a network. Thus, network elements may include, but
are not limited to, IoT devices, cameras, printers, scanners, fax machines, personal computers,
phones, or the like. Based upon the disclosure provided herein, one of ordinary skill in the art
will recognize a variety of network elements that may be used in relation to various

embodiments.

[0022] As used herein, a “network appliance” or a “network device” generally refers to a
device or appliance in virtual or physical form that is operable to perform one or more network
functions. Such a network device may, for example, be a network security device that may
reside within the particular network that it is protecting or network security may be provided as a
service with the network security device residing in the cloud. Some network security devices
may be implemented as general-purpose computers or servers with appropriate software operable
to perform the one or more security functions. Other network security devices may also include
custom hardware (e.g., one or more custom Application-Specific Integrated Circuits (ASICs)).
For example, while there are differences among network security device vendors, network
security devices may be classified in three general performance categories, including entry-level,
mid-range, and high-end network security devices. Each category may use different types and
forms of central processing units (CPUs), network processors (NPs), and content processors
(CPs). NPs may be used to accelerate traffic by offloading network traffic from the main
processor. CPs may be used for security functions, such as flow-based inspection and

encryption. Entry-level network security devices may include a CPU and no co-processors or a
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system-on-a-chip (SoC) processor that combines a CPU, a CP and an NP. Mid-range network
security devices may include a multi-core CPU, a separate NP Application-Specific Integrated
Circuits (ASIC), and a separate CP ASIC. At the high-end, network security devices may have
multiple NPs and/or multiple CPs. A network security device is typically associated with a
particular network (e.g., a private enterprise network) on behalf of which it provides the one or
more security functions. Non-limiting examples of security functions include authentication,
next-generation firewall protection, antivirus scanning, content filtering, data privacy protection,
web filtering, network traffic inspection (e.g., secure sockets layer (SSL) or Transport Layer
Security (TLS) inspection), intrusion prevention, intrusion detection, denial of service attack
(DoS) detection and mitigation, encryption (e.g., Internet Protocol Secure (IPSec), TLS, SSL),
application control, Voice over Internet Protocol (VoIP) support, Virtual Private Networking
(VPN), data leak prevention (DLP), antispam, antispyware, logging, reputation-based
protections, event correlation, network access control, vulnerability management, and the like.
Such security functions may be deployed individually as part of a point solution or in various
combinations in the form of a unified threat management (UTM) solution. Non-limiting
examples of network security appliances/devices include network gateways, VPN
appliances/gateways, UTM appliances (e.g., the FORTIGATE family of network security
appliances), messaging security appliances (e.g., FORTIMAIL family of messaging security
appliances), database security and/or compliance appliances (e.g., FORTIDB database security
and compliance appliance), web application firewall appliances (e.g., FORTIWEB family of web
application firewall appliances), application acceleration appliances, server load balancing
appliances (e.g., FORTIBALANCER family of application delivery controllers), network access
control appliances (e.g., FORTINAC family of network access control appliances), vulnerability
management appliances (e.g., FORTISCAN family of vulnerability management appliances),
configuration, provisioning, update and/or management appliances (e.g., FORTIMANAGER
family of management appliances), logging, analyzing and/or reporting appliances (e.g.,
FORTIANALYZER family of network security reporting appliances), bypass appliances (e.g.,
FORTIBRIDGE family of bypass appliances), Domain Name Server (DNS) appliances (e.g.,
FORTIDNS family of DNS appliances), wireless security appliances (e.g., FORTIWIFI family

of wireless security gateways), virtual or physical sandboxing appliances (e.g.,
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FORTISANDBOX family of security appliances), and DoS attack detection appliances (e.g., the
FORTIDDOS family of DoS attack detection and mitigation appliances).

[0023] Some embodiments discussed herein can be implemented as software instructions
executable by a hardware processor. In some embodiments, such software instructions form part
of an operating system providing software control in a networking environment. One example of
such an operating system is FORTIOS family of operating systems offering control of various
network functions including security fabric. Of note, while the embodiments discussed herein
are generally described as being implemented as software instructions executable by a hardware
processor, it will be noted that such is not limiting and that other embodiments implemented with

hardware accelerators are possible in accordance with other embodiments.

[0024] Example embodiments will now be described more fully hereinafter with reference to
the accompanying drawings, in which exemplary embodiments are shown. This disclosure may,
however, be embodied in many different forms and should not be construed as limited to the

embodiments set forth herein.

[0025] Thus, for example, it will be appreciated by those of ordinary skill in the art that the
diagrams, schematics, illustrations, and the like represent conceptual views or processes
illustrating systems and methods embodying various aspects of the present disclosure. The
functions of the various elements shown in the figures may be provided through the use of
dedicated hardware as well as hardware capable of executing associated software and their
functions may be carried out through the operation of program logic, through dedicated logic,

through the interaction of program control and dedicated logic.

[0026] Various embodiments provide methods for reducing network threats. The methods
include receiving a request to access a known network; scanning a remote network through
which access to the known network is to be established, where the scanning is configured to
identify an unsecure network element on the remote network; based at least in part on identifying
at least one unsecure network element on the remote network, denying access to the known
network; and based at least in part upon on failure to identify any unsecure network element on
the remote network, requesting a grant of access from the known network to the processing

device.
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[0027] In some instances of the aforementioned embodiments, access by the processing device
to the known network is granted upon a combination of the requesting a grant of access from the
known network to the processing device and a correct authorization credential presented by the
processing device to the known network. In various instances of the aforementioned
embodiments, the unsecure network element is an Internet of Things (IoT) device. In some
instances of the aforementioned embodiments, administration of the processing device and the
known network is controlled by a common administration entity. In various instances of the
aforementioned embodiments, the methods further include: upon denying access to the known
network by the processing device, providing a message to a user of the processing device

requesting the user to access the known network via another remote network.

[0028] In some instances of the aforementioned embodiments, the methods further include:
mitigating a security issue of the unsecure network element; and based at least in part upon
mitigating the security issue of the unsecure network element, requesting a grant of access from
the known network to the processing device. In some cases, mitigating a security issue of the
unsecure network element includes disconnecting, by the processing device, the processing
device from the current remote network and connecting, by the processing device, the processing
device to another remote network. In various cases, mitigating a security issue of the unsecure
network element includes starting a virtual private network application. In such cases,
requesting the grant of access from the known network to the processing device is done over a
virtual private network. In yet other cases, mitigating a security issue of the unsecure network
element includes isolating the processing device from the unsecure network element and/or
blocking access to the processing device from the unsecure network element. Such mitigation

may include two or more of the aforementioned processes.

[0029] In various instances of the aforementioned embodiments, the methods further include:
using, by the processing device, a network connection between the processing device and the
known network; and while using the network connection between the processing device and the
known network, scanning the remote network through which access to the known network is
established, wherein the scanning is configured to identify an unsecure network element on the
remote network. In some cases, such methods further include: upon identifying an unsecure

network element on the remote network while using the network connection between the
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processing device and the known network, disconnecting and/or isolating, by the processing
device, the processing device from the known network. In some cases, the methods further
include: upon disconnecting the processing device from the known network by the processing
device, providing a message to a user of the processing device requesting the user to access the

known network via another remote network.

[0030] Other embodiments provide systems that include: a processing resource, and a non-
transitory computer-readable medium coupled to the processing resource. The non-transitory
computer-readable medium has stored thereon instructions that when executed by the processing
resource cause the processing resource to: receive a request to access a known network; scan a
remote network through which access to the known network is to be established, where the
scanning is configured to identify an unsecure network element on the remote network; based at
least in part on identifying at least one unsecure network element on the remote network, deny
access to the known network; and based at least in part upon on failure to identify any unsecure
network element on the remote network, request a grant of access from the known network to the

processing device.

[0031] In some instances of the aforementioned embodiments, access to the known network is
granted upon a combination of the requesting a grant of access from the known network to the
processing device and a correct authorization credential presented by the processing device to the
known network. In various instances of the aforementioned embodiments, the unsecure network

element is an Internet of Things (IoT) device.

[0032] Yet other embodiments provide a non-transitory computer-readable storage medium
embodying a set of instructions, which when executed by one or more processing resources of a
computer system, causes the one or more processing resources to perform a method comprising:
receiving a request to access a known network; scanning a remote network through which access
to the known network is to be established, where the scanning is configured to identify an
unsecure network element on the remote network; based at least in part on identifying at least
one unsecure network element on the remote network, denying access to the known network; and
based at least in part upon on failure to identify any unsecure network element on the remote

network, requesting a grant of access from the known network to the processing device.
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[0033] In some instances of the aforementioned embodiments, the non-transitory computer-
readable storage medium embodying the set of instructions, which when executed by one or
more processing resources of the computer system, causes the one or more processing resources
to perform the method further comprising: upon denying access to the known network by the
processing device, providing a message to a user of the processing device requesting the user to
access the known network via another remote network. In various instances of the
aforementioned embodiments, the non-transitory computer-readable storage medium embodying
the set of instructions, which when executed by one or more processing resources of the
computer system, causes the one or more processing resources to perform the method further
comprising: mitigating a security issue of the unsecure network element; and based at least in
part upon mitigating the security issue of the unsecure network element, requesting a grant of
access from the known network to the processing device. In some cases, mitigating the security
issue of the unsecure network element includes starting a virtual private network application, and
wherein requesting the grant of access from the known network to the processing device is done

over a virtual private network.

[0034] In various instances of the aforementioned embodiments the method further includes:
using a network connection between the processing device and the known network; and while
using the network connection between the processing device and the known network, scanning
the remote network through which access to the known network is established, where the
scanning is configured to identify an unsecure network element on the remote network. In some
instances of the aforementioned embodiments, the methods further include: upon identifying an
unsecure network element on the remote network while using the network connection between
the processing device and the known network, disconnecting and/or isolating the processing

device from the known network.

[0035] Turning to FIG. 1A, a network architecture 100 is shown in accordance with various
embodiments. Network architecture 100 includes a known network 102 and a number of remote
networks 104 (e.g., remote network 104a, remote network 104b, and remote network 104c).
Such networks may each include a number of network devices as are known in the art. Further,
the number of remote networks 104 is not limited to three, but may be one, two, or a number

greater than three.

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00283



[0036] Known network 102 may, for example, be a corporate network. Known network 102
includes a number of unsecure network accessible resource(s) 115 and a number of secure
network accessible resource(s) 114. Secure network accessible resource(s) 114 may include a
number of network resources, gateways, databases, applications, or the like that require a defined
level of authorization and/or security to access. This defined level of security is controlled by a
network administration that defines security within known network 102. Thus, to access secure
network accessible resource(s) 114, an accessing device must become authorized to known
network 102. Such authorization may involve, but is not limited to, presenting a security
credential to known network. In contrast, unsecure network accessible resource(s) 115 include a
number of network resources, gateways, databases, or the like that do not require authorization to
access. Thus, to access unsecure network accessible resource(s) 115, an accessing device is not

required to be authorized to known network 102.

[0037] A number of known access devices 112 (known access device 112b, known access
device 112c, . . ., known access device 112n) are connected to known network 102 at any given
time. Such devices are directly connected to known network 102 and allow users to access one
or both of secure network accessible resource(s) 114 and unsecure network accessible
resource(s) 116 depending upon authorization. In one embodiment, known access devices 112
are owned and controlled by the same entity that owns and controls known network 102. In such
an embodiment, the users may be employees of the entity. Based upon the disclosure provided
herein, one of ordinary skill in the art will recognize a variety of relationships between users,
known access devices 112, and known network 102 that may be possible in accordance with

different embodiments.

[0038] One or more of known access devices 112 (e.g., known access device 112a) can be
removed from known network 102, and connected to one or more of remote networks 104.
Known access device 112a can be used to access one or both of secure network accessible
resource(s) 114 and unsecure network accessible resource(s) 116 of known network 102 via a
remote network 104. Such access to secure network accessible resource(s) 114 and/or unsecure
network accessible resource(s) 116 of known network 102 is based at least in part upon other
network devices included in the particular remote network 104 through which known access

device 112a is attempting to connect to known network 102.
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[0039] Remote network 104a is connected to a number of type I network elements 116 (e.g.,
type I network element 116a, type I network element 116b, . . ., and type I network element
116n), and to a number of type II network elements 118 (e.g., type II network element 118a, type
II network element 118b, . . ., and type II network element 118n). As used herein, a type I
network element 116 is a network element that is considered a potential threat and without
purpose to known network 102. For example, a type I network element may be, but is not
limited to, an IOT device such as a television that is deemed by the entity controlling known
network 102 not to have utility to a user of secured network device 112a when performing tasks

for an entity controlling known network 102.

[0040] In contrast, a type II network element 118 is considered a potential threat, but with
some purpose to known network 102. For example, a type II network element 118 may be, but is
not limited to, a printer or scanner that would have use to a user of secured network device 112a
when performing tasks for an entity controlling known network 102. Based upon the disclosure
provided herein, one of ordinary skill in the art will recognize a variety of type II network

elements that may be used and processed in accordance with different embodiments.

[0041] Remote network 104b does not include any devices other than known access device
112a and a network gateway device (not shown). Remote network 104c is connected to a
number of type II network elements 118 (e.g., type II network element 118c, type II network
element 118d, . . ., and type II network element 118x). Access to known network 102 by known
access device 112a will be allowed depending upon which or remote networks 104 is used, any
mitigation that may be performed on one or both of type I network elements 116 and type II
network elements 118, and an access policy implemented by known network 102 as more fully

described below.

[0042] Turning to Fig. 1b, a conceptual drawing of a known access device 142 is shown in
accordance with some embodiments. Known access device 142 may be used in place of one or
more of known access devices 112. As shown, known access device 142 includes a known
network access control module 152. In some embodiments, known network access control
module 152 includes instructions executable by a processor (not shown) of known access device

142 to receive a request to access known network 102. In some cases, known network access
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control module 152 additionally prepares an authorization credential that will be presented to

known network 102 as part of requesting access.

[0043] Known network access control module 152 determines whether the requested
connection will result in a direct connection to known network 102, or whether the request
connection will be made via a remote network 104. Where the attempted connection to known
network 102 is behind a secure gateway (i.e., is on-network), the user or the devices has been
authenticated against a AAA server (i.e., an authentication server) or is otherwise accessing from
within known network 102 (i.e., a direct connection), known network access control module 152
provides the authorization credential for known network 102 to the network gateway of known
network 102. Where the authorization is correct, known network 102 and known access device

142 perform a connection to known network 142.

[0044] known access device 142 is allowed continual access to the known network until a
change in the network connection is detected by known network access control module 152.
Such a change in network connection can include, but is not limited to, any process of
disconnecting known access device 142 from known network 102. Once a change in network
connection is detected, known network access control module 152 disconnects and/or isolates

(e.g., blocks all communication) known access device 142 from known network 102.

[0045] Alternatively, where known network access control module 152 determines that the
attempted connection to known network 102 is via a remote network 104 (i.e., an indirect
connection), a network element identification module 154 scans remote network 104 through
known access device 142 is requesting connection to known network 102 for any type I network
elements 116. Network element identification module 154 may use any process and/or circuitry
known in the art for identifying network elements 116, 118 on the selected remote network 104.
Type I network elements 116 may include any network element that is not identified by the
module as acceptably secure. In some embodiments, one or more types of network printers
and/or one or more types of network scanners may be considered acceptably secure (and thus
designated type Il network elements 118), and in the same embodiment, all other network
clements are not considered acceptably secure (and thus designated type I network elements

116).

Netskope Ex. 1002
Netskope v. Fortinet IPR2027-00011
Page 00286



[0046] A known network policy application module 160 is programmable to include a list of
network elements that are considered type I network elements 116 because either they do not
offer a meaningful threat to known network 102 and/or because they are needed by a user
accessing known network 102 and any threat is understood and controlled. A network
administration associated with user network 102 may program known network policy application
module 160, and known network policy application module 160 is accessible to network element
identification module 154 for use in detecting and classifying network elements 116, 118 in the

selected remote network 104.

[0047] Any network elements 116, 118 on remote network 104 through which known access
device 142 is attempting to access known network 102 that are not identified as acceptably
secure in network element identification module 154 are identified as “unsecure” network
elements. Network element identification module 154 determines whether any unsecure network
elements are included in remote network 104 through which known access device 142 is
attempting to access known network 102. Where no unsecure network elements are detected in
remote network 104, network element identification module 154 signals the condition to known
network access control module 152 that then presents the authorization credential from known
access device 142 to known network 102. Where the authorization is correct, known network

102 and known access device 142 perform a connection to known network 102.

[0048] Alternatively, in some embodiments where network element identification module 154
identifies one or more unsecure network elements (i.e., a type I network element 118) on remote
network 104, network element identification module 154 signals known network access control
module 152 that disconnects from known access device 142 from known network 102, and
signals the disconnect to a user I/O module 156. In response, user I/O module 156 provides a
message to a user of known access device 142 to use another remote network 104 to access
known network 102. User I/O module may control one or more of an audio speaker or a display

included as part of known access device 142 to provide the message to the user.

[0049] In other embodiments where network element identification module 154 identifies the
addition of an unsecure network element (i.e., a type I network element 118) when initially
considering connection to known network 102, network element identification module 154

signals known unsecure network element mitigation module 158 of the condition. In turn,
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network element mitigation module 158 operates to cure any of the identified unsecure network
elements and returns a message to network element identification module 154 of its success or
failure in curing. Where unsecure network element mitigation module indicates 158 a cure, the
newly identified unsecured network element is ignored and the connection between known
access device 142 and known network 102 is made. Alternatively, where unsecure network
element mitigation module indicates 158 a failure to cure or remediate, network element
identification module 154 signals the failure to cure to known network access control module
152. In turn, network access control module 152 denies the connection between known access
device 142 and known network 102. Network access control module 152 further signals the
denial to user I/O module 156. In response, user I/O module 156 provides a message to a user of

known access device 142 to use another remote network 104 to access known network 102.

[0050] known access device 142 is allowed continual access to known network 102 via remote
network 104 until a change in the network connection is detected by known network access
module 152. Such a change in network connection can include, but is not limited to, addition of
an unsecure network element to remote network 104 or a change in connection to known
network 102. Such a change in connection may be, but is not limited to, any process of
disconnecting known access device 142 from known network 102. Once a change in network
connection is detected by known network access control module 152, known access device 142
is disconnected and/or isolated (e.g., all communication from known access device 142 is

blocked) from known network 102.

[0051] Network element identification module 154 continues to operate while known access
device 142 is connected to known network 102 via remote network 104. In some embodiments
where network element identification module 154 identifies the addition of an unsecure network
element (i.e., a type I network element 118) since the last time a scan was performed, network
element identification module 154 signals known network access control module 152 that
disconnects from known access device 142 from known network 102, and signals the disconnect
to a user I/O module 156. In response, user I/O module 156 provides a message to a user of

known access device 142 to use another remote network 104 to access known network 102.

[0052] In other embodiments where network element identification module 154 identifies the

addition of an unsecure network element (i.e., a type I network element 118) since the last time a
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scan was performed, network element identification module 154 signals known unsecure
network element mitigation module 158 of the condition. In turn, network element mitigation
module 158 operates to cure any of the identified unsecure network elements and returns a
message to network element identification module 154 of its success or failure in curing. Where
unsecure network element mitigation module indicates 158 a cure, the newly identified
unsecured network element is ignored and the connection between known access device 142 and
known network 102 continues. Alternatively, where unsecure network element mitigation
module indicates 158 a failure to cure, network element identification module 154 signals the
failure to cure to known network access control module 152. In turn, network access control
module 152 disconnects known access device 142 from known network 102. Network access
control module 152 further signals the disconnect to user I/O module 156. In response, user I/O
module 156 provides a message to a user of known access device 142 to use another remote

network 104 to access known network 102.

[0053] Turning to Fig. 1C, an example computer system 144 in which or with which
embodiments of the present disclosure may be utilized is shown. As shown in FIG. 1C, computer
system 144 includes an external storage device 170, a bus 172, a main memory 174, a read-only
memory 176, a mass storage device 178, one or more communication ports 180, and one or more
processing resources (e.g., processing circuitry 182). In one embodiment, computer system 144
may represent some portion of a known access device 142. Those skilled in the art will
appreciate that computer system 144 may include more than one processing resource and
communication port 180. Non-limiting examples of processing circuitry 182 include, but are not
limited to: Intel Quad-Core, Intel i3, Intel i5, Intel i7, Apple M1, AMD Ryzen, or AMD®
Opteron® or Athlon MP® processor(s), Motorola® lines of processors, FortiSOC™ system on
chip processors or other future processors. Processor 1070 may include various modules

associated with embodiments of the present disclosure.

[0054] Communication port 180 can be any of an RS-232 port for use with a modem-based
dialup connection, a 10/100 Ethernet port, a Gigabit, 10 Gigabit, 25G, 40G, and 100G port using
copper or fiber, a serial port, a parallel port, or other existing or future ports. Communication
port 180 may be chosen depending on a network, such as a Local Area Network (LAN), Wide

Area Network (WAN), or any network to which the computer system connects.
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[0055] Memory 174 can be Random Access Memory (RAM), or any other dynamic storage
device commonly known in the art. Read only memory 176 can be any static storage device(s)
e.g., but not limited to, a Programmable Read Only Memory (PROM) chips for storing static

information e.g. start-up or BIOS instructions for the processing resource.

[0056] Mass storage device 178 may be any current or future mass storage solution, which can
be used to store information and/or instructions. Non-limiting examples of mass storage
solutions include Parallel Advanced Technology Attachment (PATA) or Serial Advanced
Technology Attachment (SATA) hard disk drives or solid-state drives (internal or external, e.g.,
having Universal Serial Bus (USB) and/or Firewire interfaces), e.g. those available from Seagate
(e.g., the Seagate Barracuda 7200 family) or Hitachi (e.g., the Hitachi Deskstar 7K144), one or
more optical discs, Redundant Array of Independent Disks (RAID) storage, e.g. an array of disks
(e.g., SATA arrays), available from various vendors including Dot Hill Systems Corp., LaCie,

Nexsan Technologies, Inc. and Enhance Technology, Inc.

[0057] Bus 172 communicatively couples processing resource(s) with the other memory,
storage and communication blocks. Bus 172 can be, e.g. a Peripheral Component Interconnect
(PCI) / PCI Extended (PCI-X) bus, Small Computer System Interface (SCSI), USB or the like,
for connecting expansion cards, drives and other subsystems as well as other buses, such a front

side bus (FSB), which connects processing resources to software system.

[0058] Optionally, operator and administrative interfaces, e.g., a display, keyboard, and a
cursor control device, may also be coupled to bus 172 to support direct operator interaction with
computer system. Other operator and administrative interfaces can be provided through network
connections connected through communication port 180. External storage device 170 can be any
kind of external hard-drives, floppy drives, IOMEGA® Zip Drives, Compact Disc - Read Only
Memory (CD-ROM), Compact Disc - Re-Writable (CD-RW), Digital Video Disk - Read Only
Memory (DVD-ROM). Components described above are meant only to exemplify various
possibilities. In no way should the aforementioned exemplary computer system limit the scope of

the present disclosure.

[0059] While embodiments of the present disclosure have been illustrated and described,
numerous modifications, changes, variations, substitutions, and equivalents will be apparent to

those skilled in the art. Thus, it will be appreciated by those of ordinary skill in the art that the
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diagrams, schematics, illustrations, and the like represent conceptual views or processes
illustrating systems and methods embodying various non-limiting examples of embodiments of
the present disclosure. The functions of the various elements shown in the figures may be
provided through the use of dedicated hardware as well as hardware capable of executing
associated software. Similarly, any switches shown in the figures are conceptual only. Their
function may be carried out through the operation of program logic, through dedicated logic,
through the interaction of program control and dedicated logic, or even manually, the particular
technique being selectable by the entity implementing the particular embodiment. Those of
ordinary skill in the art further understand that the exemplary hardware, software, processes,
methods, and/or operating systems described herein are for illustrative purposes and, thus, are
not intended to be limited to any particular named. While the foregoing describes various
embodiments of the disclosure, other and further embodiments may be devised without departing

from the basic scope thereof.

[0060] Turning to FIG. 2, a flow diagram 200 shows a method in accordance with various
embodiments for determining a potential network security issues. Following flow diagram 200,
it is determined whether a request to access a known network is received (block 202). This is
determined by a module operating on the known access device that is configured to detect a
request to access a particular network. In some cases, such a request includes preparing an

authorization credential that will be presented to the known network as part of requesting access.

[0061] It is determined whether the requested connection will result in a direct connection to
the known network, or whether the request connection will be made via a remote network (block
204). Where the attempted connection to known network 102 is behind a secure gateway (i.e., is
on-network), the user or the devices has been authenticated against a AAA server (i.e., an
authentication server) or is otherwise accessing from within the known network (i.e., a direct
connection)(block 204), the authorization credential for the known network is provided from the
known access device to the network gateway of the known network. Where the authorization is
correct, the known network and the known access device perform a connection to the known
network (block 206). It is noted that in some cases where the authorization credential fails the
known access device may be granted a limited access connection (e.g., access to only unsecured

network accessible resources) on the known network.
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[0062] The known access device is allowed continual access to the known network until a
change in the network connection is detected (block 208). Such a change in network connection
can include, but is not limited to, any process of disconnecting the known access device from the
known network. Once a change in network connection is detected (block 208), the known access
device is disconnected (or otherwise isolated) from the known network (block 210). To the
extent the connection between the known access device and the known network is to be renewed,

the processes of blocks 202 et seq. are repeated.

[0063] Alternatively, where the attempted connection to the known network is via a remote
network (i.e., an indirect connection) (block 204), a module executing on the known access
device scans the remote network through which the known access device is requesting
connection to the known network for unsecure network elements (block 212). Such unsecure
network elements may be any network element that is not identified by the module as
“acceptably secure”. Such acceptably secure network elements are also referred to herein as type
II network elements. In contrast, network elements that are not specifically designated as
acceptably secure are referred to herein as type I network elements. What network elements are
considered acceptably secure may be designated by a network administration of the known
network and programmed into the module executing on the known access device. This functions
similar to a “white list” of network elements. In some embodiments, one or more types of
network printers and/or one or more types of network scanners may be considered acceptably
secure, and in the same embodiment, all other network elements are not considered acceptably

secure.

[0064] Any network elements on the remote network through which the known access device
is attempting to access the known network that are not identified as acceptably secure in the
module executing on the known access device are designated as “unsecure” network elements. It
is determined whether any unsecure network elements are included in the remote network
through which the known access device is attempting to access the known network (block 214).
‘Where no unsecure network elements are included (block 214), the authorization credential for
the known network is provided from the known access device to the network gateway of the
known network. Where the authorization is correct, the known network and the known access

device perform a connection to the known network (block 220). Again, it is noted that in some
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cases where the authorization credential fails the known access device may be granted a limited
access connection (e.g., access to only unsecured network accessible resources) on the known

network.

[0065] The known access device is allowed continual access to the known network via the
remote network until a change in the network connection is detected. Such a change in network
connection can include, but is not limited to, addition of an unsecure network element to the
remote network (blocks 222-224) or a change in connection to the known network (block 226).
Such a change in connection may be, but is not limited to, any process of disconnecting the
known access device from the known network. Once a change in network connection is detected
(block 226), the known access device is disconnected from the known network (block 228). To
the extent the connection between the known access device and the known network is to be

renewed, the processes of blocks 202 et seq. are repeated.

[0066] The module executing on the known access device that is responsible for identifying
unsecure network elements (block 222) continues to operate while known access device is
connected to the known network via the remote network. Where it is found that any unsecure
network element has been added to the remote network (block 224), a message is displayed to a
user of the known access device requesting that they reconnect via another remote network that
does not include any unsecure network elements (block 226) and the known access device is
disconnected from the known network (block 228). To the extent the connection between the
known access device and the known network is to be renewed, the processes of blocks 202 et

seq. are repeated.

[0067] Alternatively, where it is determined that unsecure network elements are included in the
remote network through which the known access device is attempting to access the known
network (block 214), a connection of the known access device to the known network via the
remote network is denied (block 216) and a message is displayed to a user of the known access
device requesting that they reconnect via another remote network that does not include any

unsecure network elements (block 218).

[0068] Turning to FIG. 3, a flow diagram 300 shows a method in accordance with various
embodiments for determining potential network security issues and attempting to mitigate the

potential network security issues. Following flow diagram 300, it is determined whether a
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request to access a known network is received (block 302). This is determined by a module
operating on the known access device that is configured to detect a request to access a particular
network. In some cases, such a request includes preparing an authorization credential that will

be presented to the known network as part of requesting access.

[0069] It is determined whether the requested connection will result in a direct connection to
the known network, or whether the request connection will be made via a remote network (block
304). Where the attempted connection to the known network is via a network gateway in the
known network (i.e., a direct connection) (block 304), the authorization credential for the known
network is provided from the known access device to the network gateway of the known
network. Where the authorization is correct, the known network and the known access device
perform a connection to the known network (block 306). It is noted that in some cases where the
authorization credential fails the known access device may be granted a limited access
connection (e.g., access to only unsecured network accessible resources, but isolated from secure

network accessible resources) on the known network.

[0070] The known access device is allowed continual access to the known network until a
change in the network connection is detected (block 308). Such a change in network connection
can include, but is not limited to, any process of disconnecting the known access device from the
known network. Once a change in network connection is detected (block 208), the known access
device is disconnected from the known network (block 310). To the extent the connection
between the known access device and the known network is to be renewed, the processes of

blocks 302 et seq. are repeated.

[0071] Alternatively, where the attempted connection to the known network is via a remote
network (i.e., an indirect connection) (block 204), a module executing on the known access
device scans the remote network through which the known access device is requesting
connection to the known network for unsecure network elements (block 312). Such unsecure
network elements may be any network element that is not identified by the module as acceptably
secure. In some embodiments, one or more types of network printers and/or one or more types
of network scanners may be considered acceptably secure, and in the same embodiment, all other

network elements are not considered acceptably secure.
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[0072] Any network elements on the remote network through which the known access device
is attempting to access the known network that are not identified as acceptably secure in the
module executing on the known access device are designated as “unsecure” network elements. It
is determined whether any unsecure network elements are included in the remote network
through which the known access device is attempting to access the known network (block 314).
Where no unsecure network elements are included (block 314), the authorization credential for
the known network is provided from the known access device to the network gateway of the
known network via the remote network. Where the authorization is correct, the known network
and the known access device perform a connection to the known network (block 320). Again, it
is noted that in some cases where the authorization credential fails the known access device may
be granted a limited access connection (e.g., access to only unsecured network accessible

resources) on the known network.

[0073] The known access device is allowed continual access to the known network via the
remote network until a change in the network connection is detected. Such a change in network
connection can include, but is not limited to, addition of an unsecure network element to the
remote network (blocks 322-324) or a change in connection to the known network (block 326).
Such a change in connection may be, but is not limited to, any process of disconnecting the
known access device from the known network. Once a change in network connection is detected
(block 326), the known access device is disconnected from the known network (block 318). To
the extent the connection between the known access device and the known network is to be

renewed, the processes of blocks 302 et seq. are repeated.

[0074] The module executing on the known access device that is responsible for identifying
unsecure network elements (block 322) continues to operate while known access device is
connected to the known network via the remote network. Where it is found that any unsecure
network element has been added to the remote network (block 324), an attempt to mitigate any
identified unsecure network elements (block 380). This process of mitigation and follow on

processes are discussed more fully below.

[0075] Alternatively, where it is determined that unsecure network elements are included in the
remote network through which the known access device is attempting to access the known

network (block 314), an attempt is made to mitigate the security issues resulting from the
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unsecure network elements (block 380). Block 380 is shown in dashed lines as it may be done
using a number of different processes. Examples of such mitigation processes are discussed
below in relation to FIGS. 4-6. The mitigation process of block 380 may include any one of the
processes discussed below in relation to FIGS. 4-6, combinations of two or more of the processes
discussed below in relation to FIGS. 4-6, and/or other processes for reducing or eliminating a
potential security threat caused by an identified unsecure network element on the remote
network. Based upon the disclosure provided herein, one of ordinary skill in the art will
recognize other possible mitigation processes that may be used in relation to different

embodiments.

[0076] It is determined whether the attempt to mitigate the identified unsecure network
elements worked (block 316). The attempt to mitigate may be considered to have worked where,
for example, the unsecure network element is removed from the remote network, a virtual private
network (VPN) is implemented between the known access device and the known network (i.e.,
the VPN application is installed and running on the known access device and network traffic is
being routed via the VPN application), and/or the status of the identified unsecure network
element(s) is/are changed from unsecure to secure. This change in status of an unsecure network
element to a secure network element may include, but is not limited to, the network
administration of the known network identified the unsecure network element as a type II
network element instead of a type I network element, and/or adding updated password protection
to allow access to the unsecure network element. Based upon the disclosure provided herein,
one of ordinary skill in the art will recognize a variety of ways and reasons for modifying the

status of an unsecure network element.

[0077] Where all of the security issues for the identified unsecure network element(s) are cured
or remediated (block 316), the processes of blocks 320 et seq. are performed. Alternatively,
where less than all of the security issues for the identified unsecure network element(s) are cured
(block 316), a message is displayed to a user of the known access device requesting that they
reconnect via another remote network that does not include any unsecure network elements
(block 317) and the connection to the known network is either denied (i.e., when the connection

between the known access device and the known server had not yet been established) or the
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connection is terminated (i.e., when the connection between the known access device and the

known server had previously been established).

[0078] Turning to FIG. 4, a flow diagram 400 shows a method for mitigating a potential
network security issue in accordance with some embodiments. Following flow diagram 400,
upon identifying an unsecure network element (i.e., block 314 of FIG. 3), it is determined
whether a connection has already been established between the known access device and the
known network (block 402). Where a connection was previously established (block 402), the
secure network device is disconnected from the known network (block 404). In any case of
whether a previous connection between the secure network device and the known network
existed (block 402), a module executing on the known access device scans for other remote

networks available to the known access device (block 406).

[0079] Where no other remote networks are available to the known access device (block 408),
a failure to cure or remediate the identified unsecure network element(s) is indicated (block 420)
and the processing is returned to block 316 of FIG. 3. Alternatively, where another remote
network is available to the known access device (block 408), a connection is made to the next
alternative remote network (bock 410). A module executing on the known access device scans
the remote network through which the known access device is requesting connection to the
known network for unsecure network elements (block 412). Such unsecure network elements
may be any network element that is not identified by the module as acceptably secure. In some
embodiments, one or more types of network printers and/or one or more types of network
scanners may be considered acceptably secure, and in the same embodiment, all other network

clements are not considered acceptably secure.

[0080] It is determined whether any unsecure network elements are included in the remote
network through which the known access device is attempting to access the known network
(block 414). Where no unsecure network elements are included (block 414), an indication that
the identified unsecure network elements have been cured is provided (block 416) and the
processing is returned to block 316 of FIG. 3. Alternatively, where any unsecure network
elements are identified in the remote network (block 414), known access device is disconnected
from the selected remote network (block 418) and the processes of blocks 408 et seq. are

repeated.
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[0081] Turning to FIG. 5, a flow diagram 500 shows another method for mitigating potential
network security issues in accordance with other embodiments. Following flow diagram 500,
upon identifying an unsecure network element (i.e., block 314 of FIG. 3), it is determined
whether a connection has already been established between the known access device and the
known network (block 502). Where a connection was previously established (block 502), the
secure network device is disconnected from the known network (block 504). In any case of
whether a previous connection between the secure network device and the known network
existed (block 502), it is determined whether a VPN application is available on the known access
device (block 506). Where a VPN application does not exist (block 506), a failure to cure the
identified unsecure network element(s) is indicated (block 512) and the processing is returned to

block 316 of FIG. 3.

[0082] Alternatively, where a VPN application exists on the known access device (block 506),
the VPN application is invoked and the known access device is reconnected to the known
network via the remote network using VPN functionality (i.e., the VPN application is running on
the known access device and network traffic is being routed via the VPN) (block 508). As a
secure link is available that avoids the unsecure network elements on the remote network, a cure
of the identified unsecure network elements is indicated (block 510) and the processing is

returned to block 316 of FIG. 3.

[0083] Turning to FIG. 6, a flow diagram 600 shows yet another method for mitigating
potential network security issues in accordance with yet other embodiments. Following flow
diagram 600, upon identifying an unsecure network element (i.e., block 314 of FIG. 3), it is
determined whether a connection has already been established between the known access device
and the known network (block 602). Where a connection was previously established (block
602), the secure network device is disconnected from the known network (block 604). In any
case of whether a previous connection between the secure network device and the known
network existed (block 602), a first/next of the identified unsecure network elements is selected

(block 606).

[0084] A module executing on the known access device isolates the known access device from
the selected unsecure network element (block 608). It is determined whether the isolation was

sufficient to protect the known network (block 610). Where the isolation was not sufficient
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(block 610), a failure to cure the identified unsecure network element(s) is indicated (block 616)

and the processing is returned to block 316 of FIG. 3.

[0085] Alternatively, where the block was sufficient (block 610), it is determined whether
another identified unsecure network element remains to be processed (block 612). Where
another unsecure network element remains (block 612), the processes of blocks 606 et seq. are
performed for the next unsecure network element. Alternatively, where no other unsecure
network elements remain to be processed (block 612), a cure of the identified unsecure network

elements is indicated (block 614) and the processing is returned to block 316 of FIG. 3.

[0086] In conclusion, the present invention provides for novel systems, devices, and methods.
While detailed descriptions of one or more embodiments of the invention have been given above,
various alternatives, modifications, and equivalents will be apparent to those skilled in the art
without varying from the spirit of the invention. Therefore, the above description should not be

taken as limiting the scope of the invention, which is defined by the appended claims.
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For further information sss 37 CFR 1.33{a}

[] An Address is being provided for the correspondence information of this application.

Cusiomer

Number 176502

Email Address

Application Information:

- : SYSTEMS AND METHODS FOR USING A NETWORK AGCESS DEVICE TO SECURE A

Title of the nvention NETWORK PRIOR TO REQUESTING ACCESS TO THE NETWORK BY THE NETWORK ACCESS
DEVICE

Attorney Docket Number! FORT-041900(20085) Small Entity Status Claimed [ |

Application Type Nonprovisional

Subject Matter Utility

Total Number of Drawing Sheets {if any) 7 Suggested Figure for Publication {if any}
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Application Numnber

SYSTEMS AND METHODS FOR USING A NETWORK ACCESS DEVICE TO SECURE A NETWORK PRIOR

Titie of INVeNtion |+ or o UESTING ACCESS TO THE NETWORK BY THE NETWORK ACCESS DEVICE

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C 111 and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic henefit or foreign priority information must be
provided in the appropriate section{s) below {i.e,, “Domestic Benefit/National Stage information” and “Foreign Priority information”).

For the purposes of a filing date under 37 {FR 1.53(b}, the description and any drawings of the present application are replacad by this
raference to the praviously filed application, subject to conditions and reguirements of 37 CFR 1.57(3).

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Propery Authority or Country
filed application

Publication Information:

[[] RequestEarly Publication (Fee required at time of Request 37 CFR 1.219)

Requesi Not to Publish. | nereby request that the attached application not be published under

35 U.8.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filad in another country, or under a multilateral international agreement, that requires
publication at eighieen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of altormney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorey in the application {see 37 CFR 1.32}.

Either enter Customer Number or complete the Representative Name section palow. If boih sections are completed the cusiomer
Number will be used for the Reprasantative information during processing.

Please Select One: (@ Customer Number [ (O Us patent Practitioner () Limited Recognition (37 CFR 11.9)

Customer Numbsr 178502

Domestic Benefit/National Stage Information:

This section aliows for the applicant to either claim benefit under 35 U.8.C. 1198(e}, 120, 121, 385(c}, or 388{c} or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Datla Sheel constitutes
the specific reference required by 35 U.8.C. 118{e) or 128, and 37 CFR 1.78.

When referring to the current application, please leave the "Application Number” field blank.

Prior Application Status

Filing or 371(c) Dale
Application Number Coniinuity Type Prior Application Number (YYYY-MM-DD)

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add bution.
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SYSTEMS AND METHODS FOR USING A NETWORK ACCESS DEVICE TO SECURE A NETWORK PRIOR
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Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitules the claim for priorily as required by 35 U.S.C. 118(b) and 37 CFR 1.58, When priorily is claimed 1o a foreign application
that is eligible for retrieval under the priorily documeant exchiange program (PDX}I the information wiil be used by the Gffice to
automatically atternpt retrieval pursuant to 37 CFR 1.55(1)(1) and (2). Under the PDX program, applicant bears the uiltimate
responsibiiity for ensuring that a copy of the foreign application is received by the Office from the paniicipating foreign intellectual
property office, or a certified copy of the foreign priority apgplication is filed, within the time period specified in 37 CFR 1.55(@)(1).

Application Number C‘;oumrg.li Filing Dale OYYYY-MM-DD) Access Code’ (it applicable}

Additional Foreign Priority Data may be generated within this form by selecting the
Add butfon.

Statement under 37 CFR 1.55 or 1.78 for AlA {First Inventor to File) Transition
Applications

This application (1) claims priorily to or the benefit of an application filed before March 186, 2013 and (2) also

contains, or contained at any time, a claim 1o & claimed invention that has an effeclive filing date on or afier March
[] 18, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

18, 2013, will be examined under the first inventor to file provisions of the AlA.
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Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided writien
authority to permit a participating foreign intellectual property (IP) office aceess o the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should appilicant choose not fo provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A of B or both in subsection 2 below.

application. Afler the initial filing of an application, an Application Data Sheet cannot be used 1o provide or rescind
authorization for access by a foreign 1P office(s). Instead, Form PTO/SB/38 or PTO/SB/ES must be used as appropriate.

1. Authorization to Permit Access by a Foreign intelieciual Property Office(s)

A. Priority Document Exchange {PDX] - Unless box A in subsection 2 (opt-out of authorization) is checkad, the
undersigned hereby grants the USPTO authority o provide the European Patent Office (EPQ), the Japan Patent Office
(IPC), the Korean Intellactual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIPQ), the World infellectual Property Organization (WIFPO), and any other foreign intellectual property office
participating with the USPTO in g bilateral or mutltilateral priority document exchange agreement in which a forsign
apphication claiming priority to the instant patent application is filed, acecess to: (1) the instant patent application-as-filed
and iis refated bibliographic data, (2) any foreign or domesstic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

02

B. Search Results from U.8. Application to ERQ - Unless box B in subsection 2 {opi-oul of authorization) is checked,
the undersigned hereby grants the USPTO authority o provide the EPO access {o the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
apphication is filed. See 37 CFR 1.14(){2).

The applicant is reminded that the EPO's Rule 141(1) EPC (European Patent Convention) requires applicants o submit a
copy of search results from the instant application without delay in a Eurcpean patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign intellectual Property Office(s)

A. Appilicant DOES NOT authorize the USPTC 1o permit a participating foreign 1P office access 1o the instant
{71 application-as-filed. I this box is checked, the USPTO will not be providing a participating forsign 1P office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO {o transmit to the EPQ any search resulis from the instant patent
[] appiication. If this box is checked, the USPTO will not be providing the EPO with search resulis from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access io the
application in accordance with 37 CFR 1.14.
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Application Numnber
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Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1
If the applicant is the inventor {or the reraining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information 1o be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and addrass of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. if the applicantis an
applicant under 37 CFR 1.48 {(assignee, person to whom the inventor is obligated 1o assign, or person who otherwise shows sufficient
proprietary inferest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

® Assignes () iLegal Representative under 35 U.S.C. 117 (O Joint Inventor
O Person to whom the inventor is obligataed to assign. O Person who shows sufiicient proprietary interest

if applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

MName of the Deceased or Legally incapacitated Inventor:

if the Applicant is an Organization check here. X

Organization Name

Fortinet, Inc.

Mailing Address Information For Applicant:

Address 1 899 Kifer Rd.

Address 2

City Sunnyvale State/Province CA
Country i us Postai Code 94086
Phone Number Fax Number

Email Address

Additionai Applicant Data may be generated within this form by selecting the Add bution.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Titie
37 of CFR to have an assignment recorded by the Office.
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Application Numnber

Titie of invention SYSTEMS AND METHODS FOR USING A NETWORK ACCESS DEVICE TO SECURE A NETWORK PRIOR
TO REQUESTING ACCESS TO THE NETWORK BY THE NETWORK ACCESS DEVICE

Assignes 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
apptication publication. An assigneea-applicant identified in the "Applicant information” section will appear on the patent application
publication as an applicant. For an assignes-applicant, compiete this section only if identification as an assignee is also desived on the
patent application pubiication.

it the Assignee or Non-Applicant Assignee is an Organization check here. N
Organization Name

Fortinet, inc.

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1 899 Kifer Rd.

Address 2

City Sunryvale State/Province CA
Country| us Postal Code 94088
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add bution.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). Howsver, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, than this form must
also be signed in accordance with 37 CFR 1.14{c}.

This Application Data Sheel must be signed by a patent practitioner if one or more of the applicants is a juristic
antity (2.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of altorney (2.g., see USPTO Form PTO/AIA/ST) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature  {/Douglas M. Hamiitor/ Date (YYYY-MM-DD)| 2021-02-25

First Name | Douglas M. Last Name EHamilton Registration Number | 47628

Additional Signature may be generaied within this form by selecting the Add butlton.
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This collection of information is required by 37 CFR 1.76. The information i8 required to obtain or retain a benefit by the public which
is 1o file {(and by the USPTO {0 process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.14. This
collection is estimated 1o take 23 minutes o compiete, including gathering, preparing, and submitling the completed appiication data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require o
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Gfficer, U.S. Patent and
Trademark Office, U.S. Depariment of Commaearce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1458, Alexandria, VA 22313-1458.
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Privacy Act Statement

93-579) requires that you be given certain it

The Privacy Actof 1974 (P 1 formation in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the reguirements of the Act, please be advised that: (1} the general authority for the collection of this information
is 35 U.S.C 2{b}{(2); {2) furnishing of the information solicited is voluntary; and (3} the prindipal purpose for which the information is used by the U.5. Patent and
Tradernark Office is to process and/or examine your submission related to a patent application or patent. if you do not furnish the requested information, the US.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

Th

nformation provided by you in this form will be subject to the following routine uses:

&

1 Theinformation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 1.5.C. 552} and the Privacy
Act {5 US.C 552a). Records from this system of records may be disciosed to the Departrment of Justice to determine whether the Freedom of
information Act requires disdlosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, indluding disclosures to opposing counsel in the course of settfernent negotiations.

the record pertaing, when the individual has requested assistance from the Member with respact to the subject matter of the record.

4

routine use, 1o a contractor of the Agency having need for the information in order to perform
be reguired to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C

A
a contract. Redipients of information s
5

52a{m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disdosed, as a routine use,
1o the international Bureau of the World intellectual Property Organization, pursuant o the Patent CooperationTreaty,

&, Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181}
and for review pursuant to the Atomic Energy Act {42 US.C 218(0).

-~

A record from this system of records may be disdosed, as a routine use, 1o the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibifity to recommend improvements in records management practices and
programs, under authority of 44 1.5.C. 2904 and 2905, Such disdosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant {i.e, GSA or Commerce) directive, Such disclosure shall not be used to make determinations about

8. Arecord from this system of records may be disdlosed, as a routine use, 1o the public after either publication of the application pursuant to 35 US.C
122({b) or issuance of a patent pursuant to 35 1.5.C 151, Further, a record may be disciosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published agplication, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disdlosed, as a routine use, 1o a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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Post Card, as described in MPEP 503.
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If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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