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REMOTE ACCESS COMPUTER SECURITY

FIELD AND BACKGROUND OF THE
INVENTION

[0001] The present invention relates to computer security
and, more particularly, but not exclusively to an apparatus
and method of remote access computer security.

[0002] In the days before this era of remote access to
computer services, an organization would usually have a
tightly controlled and hard-wired network that would pro-
vide the organization with a certain degree of physical
security as network access could be limited to users that
were physically located in the organization’s premises.
Usually, users would also be required to type in a name and
a password, thus adding another layer to the physical secu-
rity of the network.

[0003] In this era of remote access to information tech-
nology services, millions of users access computer services
through remote communication to server computers, say to
computers that provide users with a cloud based SaaS
(Software as a Service) service, as known in the art.
[0004] Indeed, wide adoption of ubiquitous cloud-based
Software-as-a-Service (SaaS) and other cloud based infor-
mation technology services and the productivity and cost
reduction benefits that they bring with them, have spurred
many enterprises to allow mobile workforce to remotely
access protected enterprise computing services.

[0005] As a result, the recent years have seen a growing
number of sophisticated cyber attacks that targeted organi-
zational computing resources and cloud services.

[0006] Organizations have invested a lot in data security
too, though. For example, the security of some protected
data processing resources has been enhanced using physical
tokens or biometric methods. However, most client devices
are either not in control of the organizations or are still not
equipped with such capacities.

[0007] Thus, despite a growing level of threat and a record
breaking proliferation of cyber attacks, many organizations
still rely on relatively weak authentication methods for
policing user access to their computing resources. In most
cases, password protection is still the only method used to
control access to computer systems, computer networks, and
other data processing resources.

SUMMARY OF THE INVENTION

[0008] According to one aspect of the present invention
there is provided a computer implemented method of remote
access computer security, the method comprising steps a
computer processor is programmed to perform, the steps
comprising: by a computer, receiving and combing data on
a client device, data on a user of the client device, data on
a network, and data on an information technology service,
determining a policy for controlling remote access to the
information technology service based on the combined data,
and controlling remote access of the user to the information
technology service using the remote client device over the
network, based on the determined policy.

[0009] According to a second aspect of the present inven-
tion there is provided an apparatus of remote access com-
puter security, the apparatus comprising: a processor of a
computer, a data receiver, implemented on the processor,
configured to receive and combine data on a client device,
data on a user of the client device, data on a network, and
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data on an information technology service, a policy deter-
miner, in communication with the data receiver, configured
to determine a policy for controlling remote access to the
information technology service based on the combined data,
and an access controller, configured to control remote access
of the user to the information technology service using the
client device over the network, based on the determined
policy.

[0010] According to a third aspect of the present invention
there is provided a non-transitory computer readable
medium storing computer processor executable instructions
for performing steps of remote access computer security on
a computer, the steps comprising: by the computer, receiving
and combing data on a client device, data on a user of the
client device, data on a network, and data on an information
technology service, determining a policy for controlling
access to the information technology service based on the
combined data, and controlling access of the user to the
information technology service using the client device over
the network, based on the determined policy.

[0011] Unless otherwise defined, all technical and scien-
tific terms used herein have the same meaning as commonly
understood by one of ordinary skill in the art to which this
invention belongs. The materials, methods, and examples
provided herein are illustrative only and not intended to be
limiting.

[0012] Implementation of the method and system of the
present invention involves performing or completing certain
selected tasks or steps manually, automatically, or a combi-
nation thereof. Moreover, according to actual instrumenta-
tion and equipment of preferred embodiments of the method
and system of the present invention, several selected steps
could be implemented by hardware or by software on any
operating system of any firmware or a combination thereof.

[0013] For example, as hardware, selected steps of the
invention could be implemented as a chip or a circuit. As
software, selected steps of the invention could be imple-
mented as a plurality of software instructions being executed
by a computer using any suitable operating system. In any
case, selected steps of the method and system of the inven-
tion could be described as being performed by a data
processor, such as a computing platform for executing a
plurality of instructions.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The invention is herein described, by way of
example only, with reference to the accompanying drawings.
With specific reference now to the drawings in detail, it is
stressed that the particulars shown are by way of example
and for purposes of illustrative discussion of the preferred
embodiments of the present invention only, and are pre-
sented in order to provide what is believed to be the most
useful and readily understood description of the principles
and conceptual aspects of the invention. The description
taken with the drawings making apparent to those skilled in
the art how the several forms of the invention may be
embodied in practice.

[0015]

[0016] FIG. 1A is a simplified block diagram schemati-
cally illustrating an exemplary apparatus for remote access
computer security, according to an exemplary embodiment
of the present invention.

In the drawings:
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[0017] FIG. 1B is a simplified block diagram schemati-
cally illustrating an exemplary system for remote access
computer security, according to an exemplary embodiment
of the present invention.

[0018] FIG. 2 is a simplified flowchart schematically
illustrating an exemplary method of remote access computer
security, according to an exemplary embodiment of the
present invention.

[0019] FIG. 3 is a simplified flowchart schematically
illustrating a first exemplary implementation scenario of
remote access computer security, according to an exemplary
embodiment of the present invention.

[0020] FIG. 4 is a simplified flowchart schematically
illustrating a second exemplary implementation scenario of
remote access computer security, according to an exemplary
embodiment of the present invention.

[0021] FIG. 5 is a simplified flowchart schematically
illustrating a third exemplary implementation scenario of
remote access computer security, according to an exemplary
embodiment of the present invention.

[0022] FIG. 6 is a simplified block diagram schematically
illustrating an exemplary computer readable memory storing
computer executable instructions for performing steps of
remote access computer security, according to an exemplary
embodiment of the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0023] The present embodiments comprise an apparatus
and method of remote access computer security.

[0024] As described hereinabove, despite a growing num-
ber of threats and a record breaking proliferation of cyber
attacks, many organizations still rely on relatively weak
authentication methods for policing users’ remote access to
their computing resources. In most cases, password protec-
tion is still the only method used by organizations to control
access to their computer systems, computer networks, cloud
based computing services, and other data processing
resources owned or subscribed to by the organizations.
[0025] According to some exemplary embodiments of the
present invention, an organization may control remote
access of users to the organization’s information technology
services (say to an information system, database, cloud
service that the organization subscribes to, etc.), based on a
criterion that is based on a combination of parameters.
[0026] According to the exemplary embodiments, an
exemplary computer implemented method of remote access
computer security, includes steps that a processor of com-
puter (say a dedicated server computer), is programmed to
perform.

[0027] In the exemplary method, there is received and
combined data on a client device (say a laptop, tablet, smart
phone, etc.)—say on the device’s configuration and data on
a user of the client device—say the user’s username or
biometric data, as described in further detail hereinbelow.
[0028] In the method, there is further received and com-
bined with the data on the device and the user, data on an IT
(Information Technology) service (say a cloud service that
the user is connected to or intends to connect to), and on a
network (say a network used by the user when connected to
the service), as described in further detail hereinbelow.
[0029] The data on the device’s configuration may
include, for example, data listing applications installed on
the client device, data on statuses of applications installed on
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the client device (say that a specific application used for
encrypting files on the client device is stopped or removed),
etc., as described in further detail hereinbelow.

[0030] The data on the network may include, for example,
data identifying an access point that the user’s client device
is connected to, data that lists access points revealed in a
scan carried out by the client device, data that indicates that
a one or more access points as malicious, etc., as described
in further detail hereinbelow.

[0031] The data on the IT service may include, for
example, the service’s status (say that the service is under
hackers attack), the service’s configuration (say a use of a
vulnerable program by the service), a user-specific configu-
ration of the service (say that a specific user connected to the
service can access all documents on the service), etc.
[0032] Optionally, the data on the user, device, network
and service is stored in a database that is also referred to
hereinbelow as a context database. The context database
stores a plurality of records. Each one of records holds a
specific combination of user, device, network and service
attributes, thus recording a specific circumstance in which
the device, network and service is used by the specific user,
as described in further detail hereinbelow.

[0033] Inthe method, when a user attempts to access an I'T
service (say a cloud service), there is determined a policy for
controlling access to the service based on the combined data,
say using one or more of the records stored in the context
database and a database of policies, as described in further
detail hereinbelow.

[0034] Then, the remote access of the user to the infor-
mation technology service using the client device over the
network is controlled based on the determined policy, as
described in further detail hereinbelow.

[0035] Optionally, the policy is periodically re-determined
while the user is still connected to the service (say every two
minutes), as described in further detail hereinbelow.
[0036] In one example, an user-employee who wishes to
access a cloud service on which the user’s employer stores
confidential documents, using a laptop computer on which a
specific document reader is installed by the employer, is
allowed access to the cloud service over any network, as
long as the reader is active on that laptop.

[0037] However, in the example, if the reader is disabled
or removed from the user’s laptop, the user is allowed to
access the cloud service using the laptop only over the
employer’s internal, local area network that is installed in
the employer’s main office, and the user is not all owed to
access the service using any other client device.

[0038] Thus, with the exemplary embodiment, user access
to a information technology service may be controlled
before and during the service’ use by the user, based on a
data combination that includes data on the user, data on the
client device, and data on the network, as well as data on the
information technology service.

[0039] The principles and operation of an apparatus and
method according to the present invention may be better
understood with reference to the drawings and accompany-
ing description.

[0040] Before explaining at least one embodiment of the
invention in detail, it is to be understood that the invention
is not limited in its application to the details of construction
and the arrangement of the components set forth in the
following description or illustrated in the drawings.
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[0041] The invention is capable of other embodiments or
of being practiced or carried out in various ways. Also, it is
to be understood that the phraseology and terminology
employed herein is for the purpose of description and should
not be regarded as limiting.

[0042] Reference is now made to FIG. 1A, which is a
simplified block diagram schematically illustrating an exem-
plary apparatus for remote access computer security, accord-
ing to an exemplary embodiment of the present invention.
[0043] An apparatus 1000 for remote access computer
security, according to one exemplary embodiment of the
present invention, is implemented on a computer that com-
municates with client devices such as a smart mobile phone,
a tablet computer, a laptop computer, etc., as described in
further detail hereinbelow.

[0044] Optionally, the computer is actually one or more
computers, say one or more server computers of an organi-
zation, one or more computers that provide data security
services for one or more parties, etc., as described in further
detail hereinbelow.

[0045] The computer is used for controlling remote access
of users to an information technology (IT) service using
client devices such as a laptop computer, a tablet computer,
a smart phone, etc., or any other computer that is used by a
user for accessing the service. The computer that is used for
controlling the access, is also referred to hereinbelow as an
access control computer.

[0046] The IT service may include, but is not limited, to a
cloud information technology service, a database, an infor-
mation system, a software development tool, etc., or any
other service implemented on the access control computer,
on a computer in communication with the access control
computer, or on both.

[0047] In a first example the service is an organization’s
information system, database, software development tool,
etc., or any combination thereof. In the example, the service
is implemented on a computer that is also used by the
organization for the controlling of remote access to the
service using a client device (say an employee’s smart phone
or laptop)—i.e. on the access control computer.

[0048] In a second example, the service is rather imple-
mented on a computer other than the organization’s com-
puter used to control the access, say on a server computer
used by a party other than the organization (say by a cloud
services provider, as known in the art), say to store docu-
ments uploaded by the organization to the service.

[0049] Optionally in the second example, the apparatus
1000 controls remote access of users that are the organiza-
tion’s employees to the service using client devices over one
or more networks, say by dynamically communicating
changes to the service’s user-specific authorization data to
the service. The changes may be communicated before the
user is allowed access to the service, afterwards—when the
user is already using the service, or rather both before and
after the user is allowed the access, as described in further
detail hereinbelow.

[0050] The apparatus 1000 includes the access control
computer’s one or more computer processors and one or
more of the additional parts described in further detail
hereinbelow, say the parts denoted 110-130 in FIG. 1A.
[0051] The additional parts may be implemented as soft-
ware—say by programming the computer processor to
execute steps of the methods described in further detail
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hereinbelow, by hardware—say by electric circuits, com-
puter memories, etc., or any combination thereof.

[0052] Thus, in one exemplary embodiment, the exem-
plary apparatus 1000 includes a computer processor of the
access control computer.

[0053] The apparatus 1000 further includes a data receiver
110, implemented on the computer processor.

[0054] The data receiver 110 receives and combines data
on a client device (say on the client device’s configuration)
and data on a user of the client device (say the user’s
username or biometric data).

[0055] The data receiver 110 may receive the data on the
client device and the data on the user from the client device,
from a computer other than the client device (say from a
computer used by an organization’s System administrator or
Database Administrator), etc., or any combination thereof,
as described in further detail hereinbelow.

[0056] The data on the client device’s configuration may
include, but is not limited to data listing applications
installed on the device, data on statuses of applications
installed on the device (say that a specific application used
for encrypting files on the client device is stopped or
removed), etc., as described in further detail hereinbelow.
[0057] The data on the client device may additionally or
alternatively include data on one or more activities carried
out by the user on the client device, say a repeated attempt
to stop an anti-virus program installed on the device, etc., as
described in further detail hereinbelow.

[0058] The data receiver 110 further receives and com-
bined with the data on the user and the client device, data on
a network—say a name of an access point used for the
access, and data on an information technology service—say
on a cloud service or database that the user is connected to
or that the user attempts to connect to.

[0059] The data on the network may include, but is not
limited to data identifying the access point that the user’s
client device is connected to, data identifying access points
revealed in a scan carried out by the client device, data that
indicates that a specific access point is malicious, etc., as
described in further detail hereinbelow.

[0060] The data on the service may include but is not
limited to: the service’s status (say that the service is under
hackers attack), the service’s configuration (say a use of a
vulnerable software component by the service), a user-
configuration (say that a specific user connected to the
service can access all documents on the service), etc.
[0061] The data receiver 110 may receive the data on the
network and the data on the service from the client device,
from a computer used by an organization’s System Admin-
istrator or Database Administrator, from a computer that the
information technology service is implemented on, from a
client device other than the user’s, etc., or any combination
thereof.

[0062] Optionally, the data receiver 110 stores the data on
the user, device, network and information technology ser-
vice in a database also referred to hereinbelow as a context
database.

[0063] The context database stores a plurality of records.
Optionally, each one of the records holds a specific combi-
nation of user, device, network and service attributes, thus
recording a specific circumstance of device, network and
service used by the specific user, as described in further
detail hereinbelow.
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[0064] Optionally, prior to storing the data on the context
database, the data receiver 110 transforms the received data,
as described in further detail hereinbelow and as illustrated,
for example, in FIG. 5.

[0065] The apparatus 1000 further includes a policy deter-
miner 120, in communication with the data receiver 110.
[0066] When the user attempts to access a service (say a
cloud service), the policy determiner 120 determines a
policy for controlling access to the information technology
service based on the combined data, say using one or more
of the records stored in the context database, as described in
further detail hereinbelow.

[0067] Optionally, for determining the policy, the policy
determiner 120 further uses a database of policies predefined
in advance, say by an operator or programmer of the
apparatus 1000, say using the policy data definer, as
described in further detail hereinbelow.

[0068] In one example, the policy determiner 120 deter-
mines the policy by selecting a policy defined for the specific
combination of data on the user (say username), client
device (say that the device in 108 jail broken), network (say
an access point’s name), and service (say a specific service
name) from the database of policies.

[0069] Specifically, in the example, the data receiver 110
receives the user’s username (say: Jon S') from the service,
and the policy determiner 120 uses the username to select
one or more relevant records, recently (say in the last hour
or two) updated in the context database by the data receiver
110.

[0070] In the example, based on the records selected from
the context database, the policy determiner 120 concludes
that the users client device is an iOS jail broken device, that
the user is connected to an access point called: CORO-001',
and that the service that the user attempts to access, is often
used by the user.

[0071] Then, the policy determiner 120 selects a policy
defined for an attribute combination (say a relational data-
base key) that includes the username’s data (Jon S'), the
device’ data (:Jail Broken'), the network’s data (:CORO-
001") and the service’s data (:Often Used') from the database
of policies.

[0072] Optionally, the policy determiner 120 uses addi-
tional data for selecting the policy from the database of
policies.

[0073] For example, based on a white list of allowable
access points predefined in advance by an administrator of
the apparatus 1000, the policy determiner 120 may find the
:CORO-001" access point to be allowable. Based on that
finding, the policy determiner 120 would rather use a more
general attribute combination that includes the username’s
data (:Jon S"), the device’ data (:Jail Broken'), the network’s
data (:Allowable') and the service’s data (:Often Used').
[0074] In the example, the policy dictates that the user be
allowed access to the service, but be restricted to reading
only.

[0075] The apparatus 1000 further includes an access
controller 130, in communication with the policy determiner
120.

[0076] The access controller 130 controls remote access of
the user to the information technology service using the
client device over the network, based on the policy deter-
mined by the policy determiner 120, as described in further
detail hereinbelow.
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[0077] The controlling of the access by the access con-
troller 130 may include, but is not limited to, suspending the
users access to the service from the client device, suspending
the user’s access to the service from all client devices,
restricting the user’s access to specific activities, etc., as
described in further detail hereinbelow.

[0078] For example, the access controller 130 may block
or allow the user’s attempt to login into the service, modify
a user-specific configuration on the service while the user is
already logged in (say for revoking the user’s authorization
to update files or access certain file libraries), disconnect the
user from the service, etc.

[0079] In one example, the policy determined by the
policy determiner 120 is a policy defined for the specific
combination of the user’s username, client device’s being
108 jail broken, a specific access point used by the user in
a recent time period of say, three minutes (i.e. network data),
and a name of a specific service used by the user.

[0080] In the example, the policy dictates a restricting of
the access to the service to user’s own libraries only.
Accordingly, the access controller 130 modifies a user-
specific configuration that defines what the user can do on
the service, such that the user is blocked from accessing any
documents or data that do not reside in the specific user’s
libraries stored on the cloud service.

[0081] Thus, with the apparatus 1000, a users remote
access to an [T service such as an organization’s computing
resource (say a database or a cloud service account) may be
controlled based on a data combination that includes data on
the user, data on the device used by the user, data on the
network used by the user, and data on the service.

[0082] Optionally, when carrying out one or more of the
steps of the exemplary method or prior to carrying out one
or more of the steps, the data receiver 110 communicates
with the client device (say a smart mobile phone, tablet
computer, or laptop computer, etc., as known in the art) in
use by a user (say the employee).

[0083] Optionally, the receiving of the data on the client
device by the data receiver 110 includes communicating
with a client application that runs on the client device, for
receiving at least a part of the data on the device. The client
application extracts at least a part of the data on the client
device, say from configuration data of the client device, and
sends the extracted data to the data receiver 110, as
described in further detail hereinbelow.

[0084] Optionally, the client application extracts the data
on the client device from configuration data of the client
device using operating system APIs (Application Program-
ming Interfaces), as known in the art.

[0085] Optionally, the receiving of the data on the network
by the data receiver 110 includes communicating with a
client application that runs on the client device, for receiving
at least a part of the data on the network. The client
application extracts at least a part of the data on the network
(say on an access point that the client device is connected
t0), on the client device, say from communication data that
pertains to the network, while the client device is connected
to the network.

[0086] Optionally, the receiving of the data on the network
by the data receiver 110 includes communicating with a
client application that runs on the client device, for receiving
at least a part of the data. The client application extracts at
least a part of the data on the network from a scan for access
points, carried out by the client device. The client applica-
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tion may thus provide the apparatus 1000 with a list of
access points in the user’s vicinity, as found by the scan
carried out by the client device, as described in further detail
hereinbelow.

[0087] Optionally, the receiving 210 of the data on the
client device includes receiving 210 data that indicates
installation of a client application that extracts data on the
client device from configuration data of the client device, on
the client device.

[0088] Inone example, the received data that indicates the
installation is a digital certificate received by the data
receiver 110 from the client device, as described in further
detail hereinbelow.

[0089] Optionally, the receipt of the data that indicates
installation of the client application is used to distinguish
between monitored client device and unmonitored client
devices, when controlling the remote access of client devices
to the information technology service.

[0090] For example, the receipt of the data that indicates
installation of the client application may be used as a
prerequisite for the remote access, such that absent the
receipt of the data that indicates the installation, the user is
not allowed access to the information technology service, as
described in further detail hereinbelow.

[0091] Optionally, the data receiver 110 further commu-
nicates with one or more client devices other than that
user’s, with a computer on which the service is imple-
mented, etc., say for receiving the data on the service, the
data on the network, data on other networks, etc., as
described in further detail hereinbelow.

[0092] In a first example, the data receiver 110 receives at
least a part of the data on the service by querying configu-
ration database tables of a database used on the computer
that implements the service, say for data on configuration of
the service, on current load on the service (say the number
of users), etc.

[0093] Ina second example, the data receiver 110 receives
at least a part of the data on the service by querying
configuration tables of a database used on the computer that
implements the service. In the example, the data receiver
110 queries the configuration tables for data on a user-
configuration (say a user-specific configuration) of the ser-
vice, say on authorizations granted to each active (i.e. logged
in) user.

[0094] Optionally the apparatus 1000 further includes a
policy data definer (not shown), in communication with the
policy determiner 120.

[0095] The policy data definer is operable by an operator,
administrator or programmer of apparatus 1000, to define
and update policies for the policy determiner 120 to use.
[0096] In one example, the policy data definer is used by
the operator to define the policies using user-device-net-
work-service specific database records, each of which
records defines a policy specific for one user-device-net-
work-service combination. Each one of the records is thus a
unique record that is specific for one user-device-network-
service circumstance, as described in further detail herein-
below.

[0097] Optionally, the apparatus 1000 further includes a
user authenticator (not shown), in communication with the
data receiver 110.

[0098] The user authenticator authenticates data on the
user as received from the client device (say username,
password, or biometric data provided by the user on the
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client device) say using an Identity Provider (IDP), also
known as an Identity Assertion Provider, as known in the art.
[0099] Optionally, the IDP itself provide at least a part of
the data on the user to the data receiver 110 (either directly
or through the user authenticator), say by providing data
extracted by the IDP from social networking services such
as Facebooku or tweeter 1 to the data receiver 110 directly
or to the user authenticator.

[0100] Optionally, working in tandem, the parts of the
apparatus 1000 carry out the steps of the exemplary method
illustrated using FIG. 2 hereinbelow, such that the steps of
the exemplary method are repeated periodically. In one
example, the steps are repeated every time period (say two
minutes), as defined in advance by a user, operator or
programmer of the apparatus 1000. In a second example the
steps are repeated whenever new data on a user, client
device, network, service, or any combination thereof is
received by the data receiver 110.

[0101] As a result, the data receiver 110 periodically
updates the combined data with newly received data, the
policy determiner 120 re-determines the policy in light of
the updated combined data, and the access controller 130
controls the access based on the re-determined policy while
the user is still connected to the IT service.

[0102] An organization may thus be able to dynamically
monitor, condition, and control remote access to the orga-
nization’s internal information technology services (say
databases, file systems, etc.), external information technol-
ogy services (say cloud service accounts), or both, in a
continuous or nearly continuous manner.

[0103] Thus in one example, when a user is an organiza-
tion’s employee who is connected to a cloud service with the
employee’s laptop via an access point operated by an
organization, the user can access all documents stored by the
organization on the cloud service.

[0104] However, if while interacting with the service, the
user switches to a public access point of a restaurant or bar,
or to the user’s private smart phone, in a few seconds time,
the service’s user-configuration data that pertains to the user
is updated by the access controller 130. As a result, the user
can no longer access some of the organization’s documents
stored on the cloud service, (say documents classified by the
organization as sensitive or stored in a specific library).
[0105] Reference is now made to FIG. 1B, which is a
simplified block diagram schematically illustrating an exem-
plary system for remote access computer security, according
to an exemplary embodiment of the present invention.
[0106] An exemplary system according to one exemplary
embodiment of the present invention, includes apparatus
1000 implemented on a first computer 1210. The apparatus
1000 is also referred to hereinbelow as a context provider
1000.

[0107] The exemplary system provides for a controlling of
remote access of a user to a computing service 1280 (say to
a cloud based service such as a SaaS application) that is
implemented on computer 1290 that is remote from both the
first computer 1210 and a client device 1230 used by a user
to access the service 1280.

[0108] With the system, the controlling of access is based
on a data combination that includes data on the user, on the
client device 1230, on a network that is used by the user for
accessing the service 1280 or that is revealed in a scan
carried out by the device 1230, and data on the service 1280,
as described in further detail hereinbelow.
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[0109] The context provider (i.e. apparatus 1000 serving
as a part of the first exemplary system) may be used by a
specific organization, or rather be used as a cloud based
security service that provides data security services to two or
more organizations.

[0110] The exemplary system further includes a client
application 1220 implemented on the client device 1230 (say
a smart phone, laptop computer, tablet computer, etc., as
described in further detail hereinabove). The client applica-
tion 1220 is also referred to hereinbelow as a context
monitoring agent 1220.

[0111] Optionally, for receiving at least a part of the data
on the client device 1230, the apparatus 1000 communicates
with the context monitoring agent 1220. The context moni-
toring agent 1220 runs on the client device 1230 and extracts
at least a part of the data on the client device 1230.

[0112] In one example, the context monitoring agent 1220
extracts at least a part of the data from configuration data of
the client device 1230 using operating system APIs (Appli-
cation Programming Interfaces), by directly reading operat-
ing system files, etc., as known in the art.

[0113] Optionally, for receiving at least a part of the data
on the network, the apparatus 1000 communicates with the
context monitoring agent 1220. The context monitoring
agent 1220 extracts at least a part of the data on the network
from communication data (say an access point’s SSID) that
pertains to the network, while the device 1230 is connected
to the network.

[0114] Optionally, for receiving at least a part of the data
on the network, the apparatus 1000 communicates with the
context monitoring agent 1220, and the context monitoring
agent 1220 extracts at least a part of the data on the network
from a scan for access points, which scan is carried out by
the client device 1230.

[0115] Optionally, for receiving at least part of the data on
the service, the apparatus 1000 communicates with the
computer 1290 that the service 1280 is implemented on, for
receiving data on a status of the service (say an overload of
users), on a configuration of the service, etc., as described in
further detail hereinabove.

[0116] Optionally, the apparatus 1000 communicates with
the client device 1230 for receiving data (say a digital
certificate) 1225 that indicates installation of the context
monitoring agent 1220.

[0117] Optionally, the receipt of the data that indicates
installation of the context monitoring agent 1220 is used as
a prerequisite for the remote access, such that absent the
receipt of the data that indicates the installation, the user is
not allowed access to the service 1280, as described in
further detail hereinabove.

[0118] Optionally, the apparatus 1000 further communi-
cates with client devices other than that user’s, with one or
more other computers, or both, for receiving at least a part
of the data on the device 1230, service 1280, network, other
networks, etc., or any combination thereof, as described in
further detail hereinabove.

[0119] Based on a combination of data that includes the
data on the client device 1230, the device’s 1230 user, the
network, and the service 1280, the apparatus 1000 (i.e.
context provider of the system) determines an access control
policy, and controls access of the user to the service 1280
using the client device 1230 over the network.

[0120] In one example, when the user attempts to login
into the service 1280, the computer 1290 on which the
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service 1280 is implemented redirects the user’s client
device 1230 to the context provider (i.e. apparatus 1000).
Then, communication between the client device 1230 and
the service 1280 flows through the computer 1210 that
implements the context provider 1000. As a result, the
context provider 1000 controls the user’s remote access to
the service 1280 using the client device 1230 over the
network used for the access, say by allowing or blocking the
user’s login attempt.

[0121] In a second example, the context provider 1000
controls the user’s remote access to the service 1280 by
modifying configuration data of the service 1280, on the
service 1280 (i.e. on the computer 1290 that implements the
service 1280), say by revoking the user’s authorization to
update or access certain files.

[0122] That is to say that in the second example, the
context provider 1000 controls the accessing by modifying
user-configuration (say user-specific configuration) of the
service 1280, say for changing the authorizations granted to
the user’s account on the service 1280. Optionally, the
authorizations are changed while the user is still login, as
described in further detail hereinabove.

[0123] In one example, with the exemplary system, the
user undergoes a two-step authorization process, as
described in further detail hereinbelow. The process
includes:

[0124] 1) An authentication step in which, a standard
authentication protocol such as a Security Assertion Markup
Language (SAML) protocol is used by the apparatus 1000 to
authenticate the user, as the user tries to access the service
1280, i.e. for receiving and authenticating data on the user.
[0125] In one exemplary case, an existing identity provid-
ers (IdP) is also in place, SAML authentication chaining
capabilities (such as SAML chaining) are leveraged by the
apparatus 1000. In the exemplary case, the user’s original
authentication request is automatically redirected to the IdP
that is used as a single-sign-on (SSO) authority, as known in
the art.

[0126] However, the apparatus 1000 further increases con-
fidence in the security of the established session between the
user’s device 1230 and the service 1280 by verifying that the
context monitoring agent 1220 is installed on the device
1230, using a digital certificate, as described in further detail
hereinbelow.

[0127] 2) Combining data on the user, the device, the
network used by the device 1230 (and thus by the user) for
accessing the service 1280, and the service 1280, to deter-
mine an access policy and control the user’s access to the
service 1280 based on the determined policy, as described in
further detail hereinabove.

[0128] Reference is now made to FIG. 2 which is a
simplified flowchart schematically illustrating an exemplary
method of remote access computer security, according to an
exemplary embodiment of the present invention.

[0129] An exemplary method of remote access computer
security, according to an exemplary embodiment of the
present invention, may be executed by one or more proces-
sors of a computer. Optionally, the computer is actually one
or more computers, say one or more server computers of an
organization, one or more computers that provide data
security services for one or more parties, etc., as described
in further detail hereinabove.

[0130] The computer is used for controlling remote access
of users to an information technology (IT) service using
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client devices such as a laptop computer, a tablet computer,
a smart phone, etc., or any other computer that is used by a
user for accessing the service. The computer user to control
the access is also referred to hereinbelow as an access
control computer.

[0131] The IT service may include, but is not limited, to a
cloud information technology service, a database, an infor-
mation system, a software development tool, etc., or any
other service implemented on the access control computer,
on a computer in communication with the access control
computer, or on both.

[0132] In a first example the service is an organization’s
information system, database, a software development tool,
etc., or any combination thereof. In the first example, the
service is implemented on the computer that is also used by
the organization for the controlling of remote access to the
service using a client device (say an employee’s smart phone
or laptop)—i.e. on the access control computer.

[0133] In a second example, the service is rather imple-
mented on a computer other than the organization’s com-
puter used to control the access, say on a server computer
used by a party other than the organization (say by a cloud
services provider, as known in the art), to store documents
uploaded by the organization to the service.

[0134] Optionally in the second example, the access con-
trol computer controls remote access of users that are the
organization’s employees to the service using client devices
over one or more networks, say by communicating changes
to the service’s user-specific authorization data to the ser-
vice. The changes may be communicated before the user is
allowed access to the service, afterwards—when the user is
already using the service, or rather both before and after the
user is allowed the access, as described in further detail
hereinbelow.

[0135] The exemplary method includes steps that at least
one computer processor of the computer used to control the
access to the information technology service (i.e. the access
control computer) is programmed to perform, as described
in further detail hereinbelow.

[0136] In the method, there is received 210 and combined
210 data on a client device—say on the client device’s
configuration and data on a user of the client device—say the
users username or biometric data, say by the data receiver
110 of apparatus 1000, as described in further detail here-
inabove.

[0137] The data on the client device and data on the user
may be received 210 from the client device, from a computer
other than the client device (say from a computer used by an
organization’s System administrator or Database Adminis-
trator), etc., or any combination thereof.

[0138] The data on the configuration may include but is
not limited to: data listing applications installed on the client
device, data on statuses of applications installed on the client
device (say that a specific application used for encrypting
files on the client device is stopped or removed), etc., as
described in further detail hereinbelow.

[0139] The data on the client device may additionally or
alternatively include data on one or more activities of the
user on the client device—say an attempt to stop an anti-
virus program, an attempt to remove restrictions imposed by
the device’s operating system (say an iOS jailbreak), etc., as
described in further detail hereinbelow.

[0140] Also, received 210 and combined 210 with the data
on the user and the client device, is data on a network—say
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an SSID (Service Set Identifier) of an access point used for
the access, and data on an information technology service—
say on a cloud service or database that the user is connected
to or that the user attempts to connect to.

[0141] The data on the network may include but is not
limited to: data that identifies the access point that the user’s
client device is connected to, data that list access points
revealed in a scan carried out by the client device, data that
indicates that a specific access point is malicious, etc., as
described in further detail hereinabove.

[0142] The data on the service may include but is not
limited to: the service’s status (say that the services website
is hacked), on the service’s configuration (say on a use of a
vulnerable software component by the service), a user-
configuration (say that a specific user connected to the
service can access all documents on the service), etc.
[0143] The data on the network and the data on the service
may be received 210 from the client device, from a computer
used by an organization’s System Administrator or Database
Administrator, from a computer that the information tech-
nology service is implemented on, from a client device other
than the user’s, etc., or any combination thereof.

[0144] Optionally, the data on the user, device, network
and service is stored (say by the data receiver 110) in a
database also referred to hereinbelow as a context database.
The context database stores a plurality of records. Option-
ally, each one of the records holds a specific combination of
user, device, network and service attributes, thus recording
a specific circumstance of device, network and service used
by the specific user, as described in further detail hereinbe-
low.

[0145] Optionally, prior to storing the data on the context
database, the received 210 data is transformed (say by the
data receiver 110), as described in further detail hereinbe-
low, and as illustrated, for example in FIG. 5.

[0146] Further in the method, there is determined 220 a
policy for controlling access to the information technology
service based on the combined data, say by the policy
determiner 120 of apparatus 1000 and using one or more of
the records stored in the context database, as described in
further detail hereinabove.

[0147] Optionally, for determining 220 the policy, there is
further used a database of policies predefined in advance
(say by an administrator of apparatus 1000), as described in
further detail hereinabove.

[0148] In one example, the policy is determined 220 by
selecting a policy defined for the specific combination of
data on the user (say username), client device (say indication
that the device is iOS jail broken), network (say access
point’s name), and service (say a specific cloud service
name) from the database of policies, as described in further
detail hereinabove.

[0149] Specifically, in the example, the user’s username
(say :Jon S') is received 210 from the service and used for
selecting one or more records, recently (say in the last five
minutes) added or updated (say by the data receiver 110) in
the context database, for the user’s username.

[0150] Based on the selected records, there is concluded
(say by the policy determiner 120) that the users client
device is an 108 jail broken device, that the user is connected
to an access point called :Dragon Bar—Free', and that the
service is never used by the user.

[0151] Then, there is selected 220 (say by the policy
determiner 120) a policy defined for an attribute combina-

Netskope Ex. 1009
Netskope v. Fortinet IPR2027-00011
Page 00015



US 2020/0244646 Al

tion that includes the usernames data (:Jon S'), the device ’s
data (:Jail Broken'), the network’s data (:Dragon Bar—Free')
and the service’s data (:Never Used') from the database of
policies.

[0152] Optionally, for selecting 220 the policy from the
database of policies, there is further used additional data, say
by the policy determiner 120, as described in further detail
hereinabove.

[0153] For example, based on absence of the :Dragon
Bar—Free' access point from both a white list and a black
list, that are predefined in advance by an administrator of the
apparatus 1000, the policy determiner 120 may find the
:Dragon Bar—Free' access point to require further clear-
ance.

[0154] Based on that finding, the policy determiner 120
would rather use a more general attribute combination that
includes the username’s data (:Jon S'), the device’ data (:Jail
Broken'), the network’s data (:Awaiting Clearance') and the
service’s data (:Often Used").

[0155] Then, the access of the user to the information
technology service using the remote client device over the
network is controlled 230 based on the determined 220
policy, say by the access controller 130, as described in
further detail hereinabove.

[0156] Depending on what the determined 220 policy
dictates, the controlling 230 of the access may include, but
is not limited to, suspending the user’s access to the service
from the client device, suspending the users access to the
service from all client devices, restricting the user’s access
to specific activities, etc.

[0157] For example, the user’s attempt to login into the
service may be blocked or allowed, a user-specific configu-
ration on the service may be modified while the user is
already logged in, say for revoking the user’s authorization
to update files or access certain file libraries, the user may be
disconnected from the service or from several services (say
using an SLO (Single Logout)), etc., as known in the art.
[0158] In one example, the determined 220 policy is a
policy defined for the specific combination of user (i.e the
user’s username), client device data (say that the device is
0S8 jail broken), network used for the access (say a specific
access point name), and a specific cloud service (say amazon
webservicest).

[0159] In the example, the policy dictates a restricting of
the access to the service to reading only. Accordingly, a
user-specific configuration that defines what the user can do
on the service is modified 230, such that the user is blocked
230 from updating any documents or data that reside on the
cloud service.

[0160] Thus, with the method, remote user access to an
information technology service such as an organization’s
computing resource (say a software development tool or a
cloud service account) may be controlled 230 based on a
data combination that includes data on the user, the client
device, the network, and the information technology service.
[0161] In one example, a user-employee who wishes to
access a cloud service on which an organization stores
confidential documents, using a laptop computer on which a
specific document reader is installed by the organization, is
allowed access to the cloud service over any network, as
long as the reader is active on the laptop.

[0162] However, in the example, if the specific reader is
disabled or removed from the laptop, the user is allowed to
access the cloud service using the laptop only when con-
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nected to the organization’s internal, wired computer net-
work, but cannot update files on the cloud service, and
cannot access the service using any other client device.

[0163] Optionally, when carrying out one or more of the
steps of the exemplary method or prior to carrying out one
or more of the steps, the access control computer commu-
nicates with the client device (say a smart mobile phone,
tablet computer, or laptop computer, etc., as known in the
art) in use by a user (say the employee).

[0164] Optionally, the receiving 210 of the data on the
client device includes communicating with a client applica-
tion that runs on the client device, for receiving at least a part
of the data on the client device. The client application
extracts at least a part of the data on the client device, say
from configuration data of the client device, as described in
further detail hereinbelow. Then, the client application sends
the extracted data, say to the data receiver 110 of apparatus
1000, as described in further detail hereinabove.

[0165] In one example, the client application identifies a
software component that contains vulnerabilities on the
client device, say an outdated software or operating system,
a disabled anti-virus program, a disabled firewall, traces of
Appleu i0S jail breaking (say of installation of certain
kernel patches), etc., as known in the art. Then, the client
application sends data that indicates the vulnerabilities
found on the client device, say to the data receiver 110 of
apparatus 1000, as described in further detail hereinabove.

[0166] Optionally, the receiving 210 of the data on the
network includes communicating with a client application
that runs on the client device, for receiving at least a part of
the data on the network. The client application extracts at
least a part of the data on the network (say on an access point
that the client device is connected to), on the client device,
say from communication data that pertains to the network,
while the client device is connected to the network. Then,
the client application sends the extracted data, say to the data
receiver 110 of apparatus 1000, as described in further detail
hereinabove.

[0167] In one example, the client application may deter-
mine if the network is risky—say rogue (say using a white
list or a black list received from apparatus 1000), compro-
mised (say using anti-virus software), under a man-in-the-
middle attack (say by inspecting data packets received by
the client device) etc., as known in the art. Then, the client
application sends data that indicates that the network is risky
to the data receiver 110 of apparatus 1000, as described in
further detail hereinabove.

[0168] Optionally, the receiving 210 of the data on the
network includes communicating with a client application
that runs on the client device, for receiving at least a part of
the data on the network. The client application extracts at
least a part of the data on the network from a scan for access
points, carried out by the client device, as described in
further detail hereinabove. Then, the client application sends
the extracted data, say to the data receiver 110 of apparatus
1000, as described in further detail hereinabove.

[0169] Optionally, the receiving 210 of the data on the
client device includes receiving 210 data that indicates
installation of a client application that extracts data on the
client device from configuration data of the client device, on
the client device, as described in further detail hereinabove.
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[0170] In one example, the received 210 data that indi-
cates the installation, is a digital certificate received 210
from the client device, as described in further detail here-
inbelow.

[0171] Optionally, the receipt 210 of the data that indicates
installation of the client application is used to distinguish
between monitored client device and unmonitored client
devices when controlling the remote access of client devices
to the information technology service, as described in fur-
ther detail hereinabove.

[0172] For example, the receipt 210 of the data that
indicates installation of the client application may be used as
a prerequisite for the remote access, such that absent the
receipt 210 of the data that indicates the installation, the user
is not allowed access to the information technology service,
as described in further detail hereinbelow.

[0173] Optionally, the exemplary method further includes
a preliminary step in which the client application is down-
loaded and installed on the client device, say from the
Appleu AppStore or from Googlet Play, sent to the user (say
as an email attachment), by the data receiver 110 or another
part of apparatus 1000, etc.

[0174] In a first example, the downloaded application
already includes the digital certificate. In a second example,
the digital certificate is downloaded afterwards, say from a
certificate authority, say using functionality provided by the
downloaded client application.

[0175] Optionally, in the method, one or more client
devices other than that user’s, a computer on which the
service is implemented, etc., are communicated, say for
receiving 210 the data on the service, on the network, on one
or more other computer networks, etc., as described in
further detail hereinabove.

[0176] In a first example, at least a part of the data on the
service is received 210 by querying one or more configu-
ration database tables of a database used on the computer
that implements the IT service, say for data on configuration
of'the service, on current load on the service (say the number
of users), etc.

[0177] In a second example, at least a part of the data on
the service is received 210 by querying one or more con-
figuration database tables of a database used on the com-
puter that implements the service, for data on user-configu-
ration of the service, say on authorizations granted to each
active (i.e. logged in) user.

[0178] Optionally, the method further includes a prelimi-
nary step in which an operator, administrator or programmer
is allowed to define and update policies to be used in the
policy determination 220, say by the policy data definer of
apparatus 1000, as described in further detail hereinabove.
[0179] In one example, the policy data definer is used by
the operator to define the policies using unique user-device-
network-service specific database records, each of which
records defines a policy specific for one user-device-net-
work-service combination, as described in further detail
hereinbelow.

[0180] Optionally, the steps of the exemplary method are
repeated periodically, say every two or three minutes, or
rather whenever receiving 210 new data on a user, client
device, network, service, or any combination thereof.
[0181] As a result, the received 210 data may is periodi-
cally updated 210 with newly received 210 data, the policy
is re-determined 220 in light of the updated 210 data, and the
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access is controlled 230 based on the re-determined 220
policy, even as the user is still connected to the information
technology service.

[0182] As aresult, an organization may be able to monitor,
condition, and control remote access to the organization’s IT
technology services (say databases, file systems, etc.), exter-
nal IT services (say cloud service accounts, Software as a
Service (SaaS) accounts), or both, in a continuous or nearly
continuous manner.

[0183] Thus, in one example, when a user is an organiza-
tion’s employee who is connected to a cloud service with the
employee’s laptop via an access point operated by an
organization, the user can access all documents stored by the
organization on the cloud service.

[0184] However, if while interacting with the service, the
user switches to a public access point of a restaurant or bar,
or to the users smart phone, in a few minutes time, the
service’s user-configuration data that pertains to the user is
updated as a part of controlling 230 the access. As a result,
the user can no longer access some of the organization’s
documents stored on the cloud service (say documents
classified by the organization as sensitive or stored in a
specific library).

[0185] Reference is now made to FIG. 3 which is a
simplified flowchart schematically illustrating a first exem-
plary implementation scenario of remote access computer
security, according to an exemplary embodiment of the
present invention.

[0186] In a first exemplary implementation scenario,
according to an exemplary embodiment of the present
invention, when a user attempts to login 300 into an infor-
mation technology service (say a cloud service), the user is
automatically redirected 301 to the context provider 1000, as
described in further detail hereinabove.

[0187] When the user’s successfully connects to the con-
text provider 1000 (say upon an SSL (Secure Sockets Layer)
connection and handshake), the context provider 1000
requests 302 a digital certificate that indicates installation of
the context monitoring agent 1220 from the client device, as
described in further detail hereinabove.

[0188] In the first exemplary scenario, the receipt of the
data that indicates the installation of the context monitoring
agent 1220 on the client device is prerequisite for the remote
access. Thus, absent receipt of the data that indicates the
installation, the user is not allowed access to the information
technology service, as described in further detail herein-
above.

[0189] If the digital certificate is received from the client
device, the context provider 1000 determines 303 an access
policy for the user, as described in further detail herein-
above.

[0190] The access policy is determined 303 based on a
data combination that includes data on the user, data on the
users client device, data on a network that the user uses for
accessing the service, and data on the service, as described
in further detail hereinabove. The data is received by the
context provider (i.e. apparatus 1000) from the context
monitoring agent 1220 installed on the client device, from
the service, from one or more other client devices, etc., as
described in further detail hereinabove.

[0191] Then, the context provider 1000 controls 304 the
remote access of the user to the service using the client
device and the network, as described in further detail here-
inabove.
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[0192] In the first exemplary scenario, the context pro-
vider 1000 continues to monitor the connection between the
client device and the service throughout the time period of
the connection, say by periodically receiving new data on
the device and on the network from the context monitoring
agent 1220, from the service, or from both.

[0193] When new data on the device or network is
received by the context provider 1000, the context provider
1000 combines the new data with previously received data
on the user, device, network and service, as described in
further detail hereinbelow. Then, the context provider 1000
uses the newly combined data to re-determine 303 the
policy, and controls 304 the access according to the re-
determined 303 policy.

[0194] Reference is now made to FIG. 4 which is a
simplified flowchart schematically illustrating a second
exemplary implementation scenario of remote access com-
puter security, according to an exemplary embodiment of the
present invention.

[0195] A second exemplary implementation scenario,
according to an exemplary embodiment of the present
invention, is based on the SAML (Security Assertion
Markup Language) standard that defines a framework for
exchanging security information between parties. SAML
allows service providers to delegate authentication to sepa-
rate online Identity providers (IdP).

[0196] For example, SAML or similar standards may be
used to authenticate an application user to a cloud service
associated with the application (say an client agent such as
a native application downloaded earlier from the cloud
service).

[0197] An SAML scenario if tailored for such cases may
thus include in one example, the services identifying a login
attempt by a user, and a redirection of the user to an IdP, for
authentication. Then, the user establishes an authentication
session by logging into the IdP, and the IdP builds the
authentication response and posts the response to the ser-
vice. Finally, the service receives the IdP’s response, vali-
dates the response, and allows the user to login to the device.

[0198] The second exemplary implementation scenario
combines such an SAML scenario with the method imple-
mented by apparatus 1000, say when the apparatus 1000 is
used as the context provider 1000 of the system illustrated
using FIG. 1B hereinabove.

[0199] In the second scenario, a user attempts to login 401
into an information technology service (say into a SaaS
service, as known in the art).

[0200] Then, the service automatically generates an
SAML authentication request for the user, and redirects 402
the users client device and the generated SAML authenti-
cation request to the context provider 1000.

[0201] Next, the context provider 1000 requests 403 a
digital certificate that indicates installation of the context
monitoring agent 1220 from the client device, as described
in further detail hereinabove.

[0202] In this scenario too, the receipt of the data that
indicates the installation of the context monitoring agent
1220 on the client device is prerequisite for the remote
access. Thus, absent receipt of the data that indicates the
installation, the user is not allowed access to the information
technology service, as described in further detail herein-
above.
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[0203] If the digital certificate is received from the client
device, the context provider 1000 determines 403 an access
policy for the user, as described in further detail herein-
above.

[0204] The access policy is determined 403 based on a
data combination that includes data on the user, data on the
user’s client device, data on a network that the user uses for
accessing the service, and data on the service, as described
in further detail hereinabove. The data is received by the
context provider (i.e. apparatus 1000) from the context
monitoring agent 1220 installed on the client device, from
the service, from other client devices, etc., as described in
further detail hereinabove.

[0205] If the digital certificate is received from the client
device, the context provider 1000 chains the authentication
request and redirects 404 the request to the IdP, as known in
the art.

[0206] Upon receiving 405 an SAML Assertion Response
from the IdP, the context provider 1000 forwards the
response to the service, and authorizes 406 the user’s access
to the service, thus controlling 406 the user’s access, as
described in further detail hereinabove.

[0207] Optionally, during the users connection with the
device, the context provider 1000 periodically re-determines
an access policy for the user (say based on data received
while the user is connected to the service).

[0208] Based on the re-determined policy, the context
provider 1000 may dynamically controls 406 the user’s
access, say by changing user-configuration that defines what
the user is allowed to do on the service, while the use is still
connected to the service, as described in further detail
hereinabove.

[0209] Thus, in the scenario, whenever new data on the
device or network is received by the context provider 1000,
the context provider 1000 combines the new data with
previously received data on the user, device, network and
service. Then, the context provider 1000 uses the newly
combined data to re-determine the policy, and starts con-
trolling 406 the access according to the re-determined
policy, as described in further detail hereinabove.

[0210] Reference is now made to FIG. 5 which is a
simplified flowchart schematically illustrating a third exem-
plary implementation scenario of remote access computer
security, according to an exemplary embodiment of the
present invention.

[0211] In a third exemplary implementation scenario,
according to an exemplary embodiment of the present
invention, the data receiver 110 of apparatus 1000 receives
510 data from one or more sources (say client devices, other
computers, etc.), as described in further detail hereinabove.
[0212] The received 510 data include data on the user, data
on a client device that the user uses, data on a service that
the user wishes to access or is already connected to, and data
on one or more network (say the network that the device is
connected to or a network in vicinity of the client device),
as described in further detail hereinabove.

[0213] Optionally, the data receiver 110 receives 510 at
least a part of the data on the user from the user’s client
device, say a username, a password, biometric data (say a
biometric template extracted from the users fingerprint, as
known in the art), etc., as taken from the user on the device,
say using a client application of a cloud service.

[0214] Optionally, the data receiver 110 receives 510 at
least a part of the data on the user from other computers, say
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from a computer that the service is implemented on (say data
entered by the user when trying to login), from an IdP, from
a social networking service like Facebooku, etc., as
described in further detail hereinabove.

[0215] Optionally, the data receiver 110 receives 510 at
least a part of the data on the client device from the client
device, say from a client application installed on the client
device, say from the client application also referred to
hereinabove as the context monitoring agent 1220, as
described in further detail hereinabove.

[0216] Thus, in one example, the client application
extracts the data on the client device from configuration data
of the client device’s operating system, say using an API
(Application Programming Interface) or by reading tables,
files, or logs of the client device’s operating system, as
known in the art.

[0217] The configuration data may include, but is not
limited to: data that lists applications installed on the client
device, data on statuses of applications installed on the client
device (say that a specific application used for encrypting
files on the client device is stopped or removed), etc., as
described in further detail hereinabove.

[0218] The data on the client device that is extracted by the
client application, may additionally or alternatively include
data on the user’s activities, say on the user’s attempt to stop
an anti-virus program installed on the device, to remove
restrictions imposed by the device’s operating system (say
an i0S jail break), etc.

[0219] Optionally, the data receiver 110 receives 510 at
least a part of the data on the network from the user’s client
device, say from the client application installed on the client
device (say the client application also referred to herein-
above as the context monitoring agent 1220), as described in
further detail hereinabove.

[0220] The data on the network may include but is not
limited to: data identifying the access point that the user’s
client device is connected to, data identifying access points
revealed in a scan carried out by the client device, data that
indicates that a specific access point as malicious, etc., as
described in further detail hereinabove.

[0221] Optionally, the data receiver 110 receives 510 at
least a part of the data on the network from one or more other
computers, as described in further detail hereinabove.

[0222] For example, the data on the network may include
data received from a database of malicious access points that
is available from SaaS data security software companies,
data from a data security program installed on client devices
other than the user’s, network topography data from a
system administrator’s computer, etc.

[0223] Optionally, the data receiver 110 receives 510 at
least a part of the data on the service from the service, say
by querying the service system tables or files using an API,
or other interface provided by the services provider.

[0224] The data on the service may include but is not
limited to: the service’s status (say that the service is under
hackers attack), the service’s configuration (say a use of a
vulnerable software component by the service), a user-
configuration (say that a specific user connected to the
service can access all documents on the service), etc.

[0225] The data mentioned hereinabove may be received
510 by pushing—say when the client device or other com-
puter sends a part of the data to apparatus 1000, by pulling—
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say when the data receiver 110 queries Facebooku for data
on the user, queries the service for configuration data, etc.,
or any combination thereof.

[0226] In the exemplary scenario, whenever data that
pertains to a user, a client device, a network, a service or any
combination thereof, is received 510 by the data receiver
110, the data receiver 110 transforms 512 the received 510
data, say using one or more rules predefined by an admin-
istrator or programmer of apparatus 1000.

[0227] Optionally, the transformation 512 of the received
510 data includes a conversion of the data into a format
different from the format that the data is received 510 in, say
by changing file format, fonts, etc., as known in the art.
[0228] Optionally, the transformation 512 of the received
510 includes translating terms or changing different terms of
a same meaning into a common term, say using an on-line
dictionary, as known in the art.

[0229] In the exemplary scenario, the data receiver 110
stores the transformed 512 data in a database also referred to
hereinabove as a context database, such that the data is
consolidated into one or more database records, as a part of
an on-going data consolidation process.

[0230] More specifically, the data receiver 110 attempts to
the match 513 one or more parts of the received 510 and
transformed 512 data with data that already reside in the
context database.

[0231] Thus, in one example of that attempt at matching
513, when data received 510 from a client device in use by
a user —:Mike K' indicates that the user is connected to a
network called :ABC111', the data receiver 110 tries to find
513 a record that pertains to a user :Mike K' in the context
database. If the context database holds more than one record
that pertains to the user :Mike K', the data receiver 110 uses
513 the most recently inserted one of the records.

[0232] If the most recently inserted record that pertains to
:Mike K' does not include an attribute (i.e. field) that pertains
to a network yet, the data receiver 110 inserts the network
name :ABC111" in that field, thus merging 514 the received
510 data on the network with the record.

[0233] However, if the context database holds no record
that pertains to :Mike K', or the most recently inserted record
already includes an attribute that pertains to a network, but
the attribute is of another network (say :NZ Mall'), the data
receiver 110 inserts 515 a new record for :Mike K' with a
network attribute—: ABC111".

[0234] Similarly, shortly thereafter, the user :Mike K'
attempts to login to a specific cloud service (say :Dropboxu)
account, and the most recent record added or updated for the
user :Mike K' is similarly added the service attribute :Drop-
box', unless already holding another service name. If the
most recent record added or updated for the user :Mike K'
already holds another service name, a new record for the
user :Mike K' with a service attribute :Dropbox' is added to
the context database.

[0235] As more data is received 510 by the data receiver
110, and as a result of the on-going consolidation process,
the context database stores a plurality of records, such that
each one of the records holds a specific combination of user,
device, network and service attributes. Thus, each one of the
records of the context database represents a specific circum-
stance of device, network and service use by the specific
user.

[0236] Further in the exemplary scenario, there is deter-
mined 520 a policy for controlling access to the information

Netskope Ex. 1009
Netskope v. Fortinet IPR2027-00011
Page 00019



US 2020/0244646 Al

technology service based on the combined data as stored in
the context database, say by the policy determiner 120 of
apparatus 1000, as described in further detail hereinabove.
[0237] Optionally, for determining 520 the policy, there is
further used a database of policies predefined in advance
(say by an administrator of apparatus 1000), as described in
further detail hereinabove.

[0238] In one example, the policy is determined 520 by
selecting a policy defined for the specific combination of
data on the user (say :Mike K'), client device (say :Safe'),
network (say :ABC111"), and service (say :Dropbox') from
the database of policies, as described in further detail
hereinabove.

[0239] Optionally, the policy determiner 120 uses addi-
tional data for selecting the policy from the database of
policies, as described in further detail hereinabove.

[0240] In one example, based on absence of :ABCI111"
from a white list as well as from a black list, both of which
lists are predefined in advance by an administrator of the
apparatus 1000, the policy determiner 120 may find the
access point to require further clearance. Based on the
finding, the policy determiner 120 would rather use a more
general attribute combination that includes the username’s
data (:Mike K"), the device’s data (:Safe), the network’s data
(:Awaiting Clearance') and the service’s data (:Dropbox").

[0241] Then, the access of the user to the information
technology service using the remote client device over the
network is controlled 530 based on the determined 520
policy, say by the access controller 130, as described in
further detail hereinabove.

[0242] Reference is now made to FIG. 6 which is a
simplified block diagram schematically illustrating an exem-
plary computer readable memory storing computer execut-
able instructions for performing steps of remote access
computer security, according to an exemplary embodiment
of the present invention.

[0243] According to an exemplary embodiment of the
present invention, there is provided a non-transitory com-
puter readable medium 6000, such as a CD-ROM, a USB-
Memory, a Hard Disk Drive (HDD), a Solid State Drive
(SSD), etc.

[0244] The computer readable medium 6000 stores com-
puter executable instructions, for performing steps of remote
access computer security on a computer. The computer may
actually include one or more computers, as described in
further detail hereinabove. The steps may thus be performed
on one or more computer processor(s) of the computer, as
described in further detail hereinabove.

[0245] The computer executable instructions include a
step of receiving 610 and combining 610 data on a client
device—say on the client device’s configuration, and data
on a user of the client device—say the users username or
biometric data, as described in further detail hereinabove.
[0246] The data on the client device and data on the user
may be received 610 from the client device, from a computer
other than the client device (say from a computer used by an
organization’s System administrator or Database Adminis-
trator), etc., or any combination thereof, as described in
further detail hereinabove.

[0247] The data on the configuration may include but is
not limited to: data listing applications installed on the client
device, data on statuses of applications installed on the client
device (say that a specific application used for encrypting
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files on the client device is stopped or removed), etc., as
described in further detail hereinabove.

[0248] Further in receiving 610 step, there is received 610
and combined 610 with the data on the user and the client
device, data on a network—say on an access point used for
the access, and data on an information technology service—
say on a cloud service or database that the user is connected
to or that the user attempts to connect to.

[0249] The data on the network may include but is not
limited to: data identifying the access point that the user’s
client device is connected to, data identifying access points
revealed in a scan carried out by the client device, data that
indicates that a specific access point is malicious, etc., as
described in further detail hereinabove.

[0250] The data on the service may include but is not
limited to: the service’s status (say that the service’s website
is hacked), configuration (say on a vulnerable software
component used by the service), user-configuration (say that
a specific user connected to the service can access all
documents on the service or has unused access keys), etc.
[0251] The data on the network and the data on the service
may be received 610 from the client device, from a computer
used by an organization’s System Administrator or Database
Administrator, from a computer that the service is imple-
mented on, from a client device other than the user’s, etc.,
or any combination thereof.

[0252] The computer executable instructions further
include a step of determining 620 a policy for controlling
access to the information technology service based on the
combined 610 data, as described in further detail herein-
above.

[0253] The computer executable instructions further
include a step of controlling 630 the access of the user to the
information technology service using the remote client
device over the network, based on the determined 620
policy, as described in further detail hereinabove.

[0254] The controlling 630 of the access may include, but
is not limited to: suspending the user’s access to the service
from the client device, suspending the user’s access to the
service from all client devices, restricting the user’s access
to specific activities, etc., as known in the art, as described
in further detail hereinabove.

[0255] Optionally, when performing one or more of the
steps or prior to performing one or more of the steps, the
computer communicates with the client device (say a smart
mobile phone, tablet computer, or laptop computer, etc., as
known in the art) in use by a user (say the employee).

[0256] Inone example, the receiving 610 of the data on the
client device may include communicating with a client
application that runs on the client device, for receiving 610
a least a part of the data on the client device. The client
application extracts at least a part of the data on the client
device, say from configuration data of the client device, as
described in further detail hereinabove.

[0257] In a second example, the receiving 610 of the data
on the network includes communicating with a client appli-
cation that runs on the client device, for receiving 620 at
least a part of the data on the network. The client application
extracts at least a part of the data on the network (say on an
access point that the client device is connected to), on the
client device, say from communication data that pertains to
the network, while the client device is connected to the
network.
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[0258] In a third example too, the receiving 610 of the data
on the network includes communicating with a client appli-
cation that runs on the client device, for receiving 610 at
least a part of the data on the network. The client application
extracts at least a part of the data on the network from a scan
for access points, carried out by the client device, as
described in further detail hereinabove.

[0259] In a fourth example, the receiving 610 of the data
on the client device includes receiving 610 data (say a digital
certificate) that indicates installation of a client application
that extracts data on the client device from configuration
data of the client device, on the client device, as described
in further detail hereinabove.

[0260] Optionally, when executing the policy determining
620 and access controlling 630 steps, the receipt 610 of the
data that indicates installation of the client application is
used as a prerequisite for the remote access. Thus, in one
example, in absence of the receipt 610 of the data that
indicates the installation, the user is not allowed access to
the information technology service, as described in further
detail hereinabove.

[0261] Optionally, the step of receiving 610 and combin-
ing 610 the data includes communicating with one or more
client devices other than that user’s, with a computer on
which the service is implemented, etc., say for receiving 610
the data on the user, device, service, network, one or more
other computer networks, etc., as described in further detail
hereinabove.

[0262] In a first example, at least a part of the data on the
service is received 610 by querying configuration database
tables of a database used on the computer that implements
the information technology service, say for data on configu-
ration of the service, on current load on the service (say the
number of users), etc.

[0263] In a second example, at least a part of the data on
the service is received 610 by querying configuration data-
base tables of a database used on the computer that imple-
ments the service, for data on user-configuration of the
service, say on authorizations granted to each active (i.e.
logged in) user.

[0264] Optionally, the steps of computer instructions are
repeated periodically, say every two or three minutes, or
rather whenever receiving 610 new data on the user, client
device, network, service, or any combination thereof, as
described in further detail hereinabove.

[0265] Thus, the received 610 data method is periodically
updated 610 with newly received 610 data, the policy is
re-determined 620 in light of the updated 610 data, and the
access is controlled 630 based on the re-determined 620
policy while the user is still connected to the information
technology service.

[0266] An organization may thus be able to dynamically
monitor, condition, and control remote access to the orga-
nization’s internal information technology services (say
databases or files), external information technology services
(say cloud service accounts), or both, continuously or nearly
continuously, as described in further detail hereinabove.
[0267] It is expected that during the life of this patent
many relevant devices and systems will be developed and
the scope of the terms herein, particularly of the terms
‘Computer_, ‘Smart Phone_, ‘Tablet_, ‘Laptop_, ‘Access
Point_, ‘Information Technology Service , ‘Network ,
‘Security Assertion Markup Language (SAML)_, ‘Identity
Provider (IdP)_, ‘Cloud Service_, ‘Software as a Service
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(SaaS)_, ‘CD-ROM_, ‘USB Memory_, ‘Hard Disk Drive
(HDD)_, “Solid State Drive (SSD)_, ‘File_, ‘Database_and
‘API (Application Programming Interface)_, is intended to
include all such new technologies a priori.

[0268] It is appreciated that certain features of the inven-
tion, which are, for clarity, described in the context of
separate embodiments, may also be provided in combination
in a single embodiment. Conversely, various features of the
invention, which are, for brevity, described in the context of
a single embodiment, may also be provided separately or in
any suitable subcombination.

[0269] Although the invention has been described in con-
junction with specific embodiments thereof; it is evident that
many alternatives, modifications and variations will be
apparent to those skilled in the art. Accordingly, it is
intended to embrace all such alternatives, modifications and
variations that fall within the spirit and broad scope of the
appended claims.

[0270] All publications, patents and patent applications
mentioned in this specification are herein incorporated in
their entirety by reference into the specification, to the same
extent as if each individual publication, patent or patent
application was specifically and individually indicated to be
incorporated herein by reference. In addition, citation or
identification of any reference in this application shall not be
construed as an admission that such reference is available as
prior art to the present invention.

What is claimed is:

1. A computer implemented method of remote access
computer security, the method comprising steps a computer
processor is programmed to perform, the steps comprising:

by a computer, receiving and combing data on a client

device, data on a user of the client device, data on a
network, and data on an information technology ser-
vice;

determining a policy for controlling remote access to the

information technology service based on the combined
data; and

controlling remote access of the user to the information

technology service using the remote client device over
the network, based on the determined policy.

2. The method of claim 1, wherein the data on the client
device comprises data on configuration of the client device.

3. The method of claim 1, wherein the data on the client
device comprises data listing at least one application
installed on the client device.

4. The method of claim 1, wherein the data on the client
device comprises data on a status of at least one application
installed on the client device.

5. The method of claim 1, wherein said receiving of the
data on the client device comprises communicating with a
client application running on the client device and extracting
at least a part of the data on the client device from configu-
ration data of the client device.

6. The method of claim 10, wherein said receiving of the
data on the client device comprises receiving data indicating
installation of a client application extracting data on the
client device from configuration data of the remote client
device, on the client device.

7. The method of claim 1, wherein said receiving of the
data on the client device comprises receiving a digital
certificate indicating installation of a client application
extracting data on the client device from configuration data
of the client device, on the client device.
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8. The method of claim 1, wherein said receiving of the
data on the network comprises communicating with a client
application running on the client device and extracting at
least a part of the data on the network, on the client device,
from communication data pertaining to the network, while
the client device is connected to the network.

9. The method of claim 1, wherein said receiving of the
data on the network comprises communicating with a client
application running on the client device and extracting at
least a part of the data on the network from a scan for access
points carried out by the client device.

10. The method of claim 1, wherein said receiving of the
data on the network comprises receiving data on the network
from at least one client device other than the client device in
use by the user.

11. The method of claim 1, wherein said receiving of the
data on the information technology service comprises
receiving data on configuration of the information technol-
ogy service.

12. The method of claim 1, wherein said receiving of the
data on the information technology service comprises
receiving data on user-configuration of the information
technology service.

13. The method of claim 1, further comprising: while the
user is communicating with the information technology
service using the client device over the network, periodically
updating the combined data with new data, re-determining
the policy in light of the updated combined data, and
controlling the access based on the re-determined policy.

14. An apparatus of remote access computer security, the
apparatus comprising:

a processor of a computer;

a data receiver, implemented on the processor, configured

to receive and combine data on a client device, data on
a user of the client device, data on a network, and data
on an information technology service;

a policy determiner, in communication with said data
receiver, configured to determine a policy for control-
ling remote access to the information technology ser-
vice based on the combined data; and

an access controller, configured to control remote access
of the user to the information technology service using
the client device over the network, based on the deter-
mined policy.

15. The apparatus of claim 14, wherein said data receiver
is further configured to receive at least a part of the data on
the client device, by communicating with a client applica-
tion running on the client device and extracting at least a part
of'the data on the client device from configuration data of the
client device.

16. The apparatus of claim 24, wherein said data receiver
is further configured to receive at least a part of the data on
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the client device, by receiving data indicating installation of
a client application extracting data on the client device from
configuration data of the client device, on the client device.

17. The apparatus of claim 14, wherein said data receiver
is further configured to receive at least a part of the data on
the client device, by receiving a digital certificate indicating
installation of a client application extracting data on the
client device from configuration data of the client device, on
the client device.

18. The apparatus of claim 14, wherein said data receiver
is further configured to receive at least a part of the data on
the network, by communicating with a client application
running on the client device and extracting data on the
network, on the client device, from communication data
pertaining to the network, while the client device is con-
nected to the network.

19. The apparatus of claim 14, wherein said data receiver
is further configured to receive at least a part of the data on
the network, by communicating with a client application
running on the client device and extracting data on the
network from a scan for access points carried out by the
client device.

20. The apparatus of claim 14, wherein said data receiver
is further configured to receive at least a part of the data on
the network, by receiving data on the network from at least
one client device other than the client device in use by the
user.

21. The apparatus of claim 14, wherein said data receiver
is further configured to receive at least a part of the data on
the information technology service, by receiving data on
configuration of the information technology service.

22. The apparatus of claim 14, wherein said data receiver
is further configured to receive at least a part of the data on
the information technology service, by receiving data on
user-configuration of the information technology service.

23. A non-transitory computer readable medium storing
computer processor executable instructions for performing
steps of remote access computer security on a computer, the
steps comprising:

by the computer, receiving and combing data on a client

device, data on a user of the client device, data on a
network, and data on an information technology ser-
vice;

determining a policy for controlling access to the infor-

mation technology service based on the combined data;
and

controlling access of the user to the information technol-
ogy service using the client device over the network,
based on the determined policy.

#* #* #* #* #*
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