US 20100005297A1

a9 United States
a2y Patent Application Publication o) Pub. No.: US 2010/0005297 A1

Ganesan 43) Pub. Date: Jan. 7, 2010
(54) MASHSSL: A NOVEL MULTI PARTY Publication Classification
AUTHENTICATION AND KEY EXCHANGE (51) Int.Cl
MECHANISM BASED ON SSL HO4L 9/32 (2006.01)
HO4L 29/06 (2006.01)
(76)  Inventor: Ravi Ganesan, Half Moon Bay, CA  (52) U.8.CL .coooovvoviveeeeeeeee, 713/169; 713/171
US
(US) 57 ABSTRACT
Correspondence Address: The present invention provides a method that allows three
SUGHRUE MION, PLLC parties to mutually authenticate each other and share an

2100 PENNSYLVANIA AVENUE, N.W., SUITE encrypted channel. The invention is based on a novel twist to

800 the widely used two party transport level SSL protocol. One
WASHINGTON, DC 20037 (US) party, typically a user at a browser, acts as a man in the middle
between the other two parties, typically two web servers with
regular SSL. credentials. The two web servers establish a
(21)  Appl. No.: 12/098,754 standard mutually authenticated SSL connection via the
user’s browser, using a novel variation of the SSI. handshake

(22) Filed: Apr. 7,2008 that guarantees that a legitimate user is in the middle.

One MashSS1L Scenario

« Set-up: Two web servers with

regular SSL certificates. Talk via
user's browser. @

— Alice unscrambies R
* Handshake: Iﬂl

Server 1 __SuambielRY Rt Server?2
Rf Pf R3 H2, Certd, Request Certd T ?T‘ Rf
sreryitiR 3, Cenl2}, | Sy, Ceartt
‘ . encrypi{Dione| secref)
haster master
Masier secret
secret

* At end of handshake both servers and

yser are are mutually authenticated.

« All further communication after

handshake i1s encrypted with secret.

Netskope Ex. 1013
Netskope v. Fortinet IPR2027-00011
Page 00001



Patent Application Publication Jan. 7,2010 Sheet1 of 9 US 2010/0005297 A1

FIGURE 1
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FIGURE 2
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FIGURE 3

MashSSL-Handshake-XML1
<?xml version="1.0" encoding="UTF-8"7>
<mashssl-handshake-1 version = “1.0™>

<ssl-handshake-1-client-hello>
<ssl-session-id>
<random>
<gmt-unix-time>
<ssl-client-hello-random> //May be scrambled
<frandom>
<ciphersuites>
</ciphersuites>
<compression-list>
<fcompression-list>
</ssl-handshake-1-client-hello>

<mashssl-additions-1>

<mashssl-principals>
<mashssl-user-id> //unique to this user
<mashssl-client-name>
<mashssl-server-name>

</mashssl-principals>

<mashssl-user-client-random> //also scrambled; used to derive mashssl-user-client-key//

<client-certificate> //May be different from the SSL certificate

<scramble-options>
<scrambling-on> //TRUE or FALSE
<high-entropy-scrambling-key> //TRUE or FALSE
<authentication-information> //PASSWORD, OTP, OOB, PKI, SC
<using-cached-key-at-user> //TRUE or FALSE

</scramble-options>

<scramble-options-requested-of-other-server>
<request-scrambling-on> //MUST-HAVE, PREFERRED, DONT-CARE
<request-high-entropy-user-key>//MUST-HAVE, PREFERRED, DONT-CARE
<request-authentication-information>//ordered list
<request-using-cached-key-at-user>//MUST-HAVE, PREFERRED, DONT-CARE

</scramble-options-requested-of-other-server>

</mashssl-additions-1>
</mashssl-handshake-1>
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FIGURE 4

MashSSL-Message-2
<?xml version="1.0" encoding="UTF-8"?>
<mashssl-handshake-2 version = “1.0">

<ssl-handshake-2-server-hello>
<ssl-session-id> //Fresh session-id, unless reusing existing parameters //
<random>
<gmt-unix-time>
<ssl-serverhello-random> //Tag, or tag/value scrambled, if scrambling is on //
</random>
<ciphersuite>
<compression-choice>
<server-certificate>
<certificate-request>
</ssl-handshake-2-server-hello>

<mashssl-additions-2>
<mashssl-principals>
<mashssl-user-id>
<mashssl-client-name>
<mashssl-server-name>
</mashssl-principals>
<server-certificate>
<mashssl-low-entropy-scrambling-verify> //e.g. Validation of correct password entry//
<mashssl-user-server-random> //used to derive mashssl-user-server-key//
<scramble-options>
<scrambling-on> //TRUE or FALSE //
<high-entropy-scrambling-key> //TRUE or FALSE//
<authentication-information> //PASSWORD, OTP, OOB, PKI, SC//
<using-cached-key-at-user> //TRUE or FALSE //
</scramble-options>
</mashssl-additions-1>

</mash-ssl-handshake-2>
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FIGURE 5§

MashSSL-Handshake-3XML
<?xml version="1.0" encoding="UTF-8"7>
<mashssl-handshake-3 version = “1.0”>

<ssl-handshake-3-client-key-exchange>
<ssl-session-id>
<client-certificate>
<client-key-exchange> //pre-master-secret encrypted with server public key//
<certificate-verify> //rhash signed with client private key //
<Finished>
</ssl-handshake-3-client-key-exchange>

<mashssl-additions-3>
<mashssl-principals>
<mashssl-user-id>
<mashssl-client-name>
<mashssl-server-name>
</mashssl-principals>
<mashssl-data-for-user> //data encrypted with mashssl-user-client-key//
<mashssl-data-for server> //data encrypted with master-secret//

</mashssl-additions-3>

</ mashssl-handshake-3>
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FIGURE 6

MashSSL-Handshake-XML4
<?xml version="1.0" encoding="UTF-8"7?>
<mashssl-handshake-4 version = “1.0”>

<ssl-handshake-4-server-finished>
<ssl-session-id>
<Finished>

</ssl-handshake-4-server-finished>

<mashssl-additions-4>
<mashssl-principals>
<mashssl-user-id>
<mashssl-client-name>
<mashssl-server-name>
</mashssl-principals>
<mashssl-data-for-user> //data encrypted with mashssl-user-server-key//
<mashssl-data-for client> //data encrypted with master-secret//
</mashssl-additions-4>

</ mashssl-handshake-4>
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FIGURE 7

MashSSL-Application-Data-XML
<?xml version="1.0" encoding="UTF-8"7>
<mashssl-application-data version = “1.0">
<ssl-session-id>
<mashssl-direction-origin> //CLIENT or SERVER//
<mashssl-principals>
<mashssl-user-id>
<mashssl-client-name>
<mashssl-server-name>
</mashssl-principals>
<mashssl-data-for-user> //data encrypted with mashssl-user-client or server-
key//
<mashssl-data-for-other-server> //data encrypted with master-secret//
<mashssl-application-data>
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FIGURE 8

MashSSL-Handshake-XML2abbreviated
<?xml version="1.0" encoding="UTF-8"?>
<mashssl-handshake-2abbreviated version = “1.0">

<ssl-handshake-2-server-hello>
<ssl-session-id> //Same session-id as in ssl-handshake-1-client-hello //
<random>
<gmt-unix-time>
<ssl-serverhello-random>
</random>
<Finished>
</ssl-handshake-2-server-hello>

<mashssl-additions-2>
<mashssl-principals>
<mashssl-user-id>
<mashssl-client-name>
<mashssl-server-name>
</mashssl-principals>
<server-certificate>
<mashssl-user-server-random> //used to derive mashssl-user-server-key//
<mashssl-low-entropy-scrambling-verify> /fe.g. Validation of correct
password
<scramble-options>
<scrambling-on> //TRUE or FALSE //
<high-entropy-scrambling-key> //TRUE or FALSE//
<authentication-information> //PASSWORD, OTP, OOB, PKI, SC //
<using-cached-key-at-user> /[TRUE or FALSE //
</scramble-options>
<mashssl-data-for-user> //data encrypted with mashssl-user-server-key//
<mashssl-data-for-client> //data encrypted with master-secret//
</mashssl-additions-1>

</mash-ssl-handshake-2abbreviated>
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FIGURE 9

MashSSL-Handshake-XML3abbreviated
<?xml version="1.0" encoding="UTF-8"?>
<mashssl-handshake-3abbreviated version = “1.0">

<ssl-handshake-3-client-key-exchange>
<ssl-session-id>
<Finished>
</ssl-handshake-3-client-key-exchange>

<mashssl-additions-3>
<mashssl-principals>
<mashssl-user-id>
<mashssl|-client-name>
<mashssl-server-name>
</mashssl-principals>
<mashssl-data-for-user> //data encrypted with mashssl-user-client-key//
<mashssl-data-for server> //data encrypted with master-secret//
</mashssl-additions-3>

</ mashssl-handshake-3abbreviated>
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MASHSSL: A NOVEL MULTI PARTY
AUTHENTICATION AND KEY EXCHANGE
MECHANISM BASED ON SSL

TECHNICAL FIELD

[0001] This invention relates to cryptography. More par-
ticularly it relates to mutual authentication and key distribu-
tion.

BACKGROUND OF THE INVENTION

Authentication and Man in the Middle Phishing

[0002] Many authentication techniques exist which allow
an entity (e.g. a user or a web server) to prove its identity to
another entity. Often these systems are based on the existence
of a shared secret. For instance, revealing knowledge of a
shared password is a very common method. Or, one can have
‘one time passwords’ which are generated based on a shared
secret, with both parties having the ability to compute the one
time password.

[0003] Some systems do not rely on shared secrets, and
instead use a technique called public-key cryptography. Here
the user proves knowledge of a secret, for instance, by using
it to sign a message, but does not reveal the secret itself. The
signature is typically verified using information that is unique
to the user, but is public. Public key cryptography is typically
implemented using a technology called digital certificates. In
general, systems based on public key cryptography are con-
sidered more secure, but are not as widely used because they
are cumbersome (especially for human users; as opposed to
computer servers).

[0004] Almost all these techniques are vulnerable to the
insertion of an attacker in between the legitimate parties.
Such an attack is known as a man in the middle (MITM)
attack. This has led to the widespread incidence of so-called
phishing attacks. Two types of phishing attacks exist, off line
and real time. In the off-line case, the MITM simply fools the
user into giving up their secret, and at a later time, can enter
the password into the legitimate web site. In the on-line case,
the man in the middle attacker ferries traffic back and forth in
real time. In this case even if the secret is short lived, e.g. a
hardware token with a secret number that changes every thirty
seconds, the session can be phished. Both such attacks have
been widely observed in practice.

[0005] It is important to note that the use of stronger tech-
niques like public key cryptography by themselves do not
guarantee protection against a man in the middle. Consider a
simple example. Assume the web server requires the user to
use public key cryptography to sign a fresh challenge in order
to authenticate. In this case a real time MITM could simply
get the challenge from the web server, transmit that challenge
to the user, who will sign it and return it to the MITM, who
returns it the legitimate web server. The web server is satisfied
and will let the MITM access the system! While this simple
use of public key cryptography is easily seen to be insecure,
more secure protocols exist which prevent MITMs. For
instance the Secure Sockets Layer (SSL) protocol when used
with mutual authentication (defined later), can thwart a
MITM attacker. While SSL is very widely used, it is rarely
used with mutual authentication.

The Secure Sockets Layer Protocol

[0006] The SSL protocol (which has been renamed the
Transport Layer Security or TLS protocol) is one of the most
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widely used security protocols on the Internet. As is evident
from the name it has been designed to be a two entity protocol
most generally used to secure “sockets” (or more generally
the “transport layer” in a communication protocol). For
instance, on the Internet, which uses TCP/IP, SSL is used to
take a “TCP socket” between two entities and make it a
“secure socket”. Once such a “secure socket” has been estab-
lished, application level protocols like HTTP can be run
between the two entities over the secure socket (HTTP over
SSL is at times referred to as HTTPS for brevity).

[0007] Note that while SSL is described as an end to end
protocol, the actual packets carrying the SSL traffic might go
through many intermediate hops. e.g. in the classic case
where TCP/IP is used as the transport the IP packets might
traverse many different nodes. However, the intermediate
nodes play no part in processing the SSL messages, and for
them it is simply data being transported. Similarly, others
have proposed or implemented SSL as a two entity protocol
used over wireless, used over datagram services, used over
the SOAP standard, etc. All these variations of SSL do not
change the fundamental two entity end to end authentication
and key exchange purpose of SSL, and the presence of inter-
mediate points play no role in the processing of SSL. This
work has no bearing on our invention, which will introduce an
active man in the middle necessary for correct protocol func-
tioning.

[0008] There have also been numerous implementations of
what are sometimes referred to as ‘SSL proxies’. Here there is
aproxy or gateway between the end points. However, there is
no longer one SSL connection between the end points.
Rather, there is a SSL. connection from one end point to the
gateway, and then another SSL. connection between the gate-
way and the other end point. This also has no bearing on our
work, which is focussed on a single SSL session with end to
end security.

[0009] SSL canbeused to perform three functions to secure
a connection between Entity 1 and Entity 2:

[0010] 1. Entity 1 (often a user at a browser) can authen-
ticate Entity 2 (often a web service), if Entity 2 has a
trusted digital certificate.

[0011] 2. Provide for encrypted communication between
Entity 1 and Entity 2.

[0012] 3. Can optionally be used to authenticate Entity 1
to Entity 2 (mutual authentication), if Entity 1 has a
trusted digital certificate.

[0013] In general when Entity 1 is a user at a browser, and
Entity 2 is a web server, then only the first two steps are used.
As an example, any user can visit the USPTO at http://sas.
uspto.gov/ptosas/ and set up a HTTP over SSL connection.
However, at that point, while the user has authenticated the
USPTO web site (and has an encrypted session), the USPTO
has not authenticated the user. For this to happen the user
would need a digital certificate.

[0014] In practice it is easy for organizations/servers to
possess digital certificates. For instance in the example above,
the USPTO could have purchased the digital certificate it uses
to secure its web site for literally less than ten dollars and have
setitup in a few minutes. On the other hand, it has proven very
difficult for individual users to obtain, carry and use certifi-
cates. As an example, the USPTO has a program to issuer
customers with certificates. (see https://sas.uspto.gov/enroll/
traditional-client-zf-create.html), and it can be easily seen
that giving users certificates and managing them on an ongo-
ing fashion is difficult and costly.
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[0015] For these reasons, SSL is typically used to authen-
ticate a web site (e.g. USPTO) to a user’s browser, but not
typically the other way around. The exception to this would
be when SSL is used to secure server to server communica-
tion. As it is simple for both servers to be set up with digital
certificates, in such cases SSL is often used with mutual
authentication.

[0016] SSL works in two steps, first Entity 1 and Entity 2
perform a ‘handshake’ in the course of which the authentica-
tion and the key exchange for encryption are performed, and
avariety of other parameters are exchanged. Once the ‘hand-
shake’ is complete the two parties can communicate securely
using a shared master_secret. As it is relevant to our future
discussion, we will describe the SSL handshake (with mutual
authentication). Our description is meant to convey the
essence of the protocol, and is not meant to be a detailed
description for which we refer the reader to the Internet stan-
dard.

[0017] FIG.1 shows the standard SSL handshake. To begin
with, it is assumed that both entities (referred to as Server 1
and Server 2 for convenience) have digital certificates issued
by authorities the other party trusts. The protocol begins with
a handshake mechanism which consists of four message
exchanges:

[0018] SSL-Handshake-1 (aka CLIENT-HELLO)
Server 1 sends a message to Server2 which among other
things contains a random number, which we call R1.
[R1]

[0019] SSL-Handshake-2 (aka SERVER-HELLO)
Server 2 replies with another random number R2, its
own digital certificate, and a request for mutual authen-
tication (somewhat misleadingly called the Certificate-
Request). [R2, Cert2, Request Cert1]

[0020] SSL-Handshake-3 (aka CLIENT-KEY-EX-
CHANGE) Server 1 verifies the authenticity of Server
2’s certificate, and in the process extracts Server 2’s
public key. It then encrypts a third random number
which we call R3 with this public key. It further signs a
running_hash of all messages exchanged up to that point
with its own private key. Server 1 then sends the
encrypted R3, the signed running hash, and its own
certificate to Server 2. [encrypt(R3,Cert2),Sign(run-
ning_hash,Cert1), Certl]. Server 1 also combines R1,
R2 and R3 to create a master_secret.

[0021] SSL-Handshake-4 (SERVER-FINISHED) On
receiving the above message, Server 2 uses its own pri-
vate key to recover R3 from the encrypted packet. It then
verifies the authenticity of Certl and extracts Serverl’s
public key, which it then uses to verify the signature on
the running_hash. If the signature was valid, then at this
point Server 2 has authenticated Server 1. It then com-
bines R1, R2 and R3 to create the master_secret. Finally,
it sends a message to Server 1 encrypted with the mas-
ter_secret. encrypt(Done, master_secret). On receiving
this message Server 1 will attempt to decrypt it using the
master_secret it independently computed in Step 3. If
the decryption is correct then Server 1 has authenticated
Server2.

[0022] Both parties have now authenticated each other
and share a secret the master_secret, which they can use
for further communication with each other.

[0023] What we have described is the handshake with
mutual authentication which assumes both parties have cer-
tificates. Often one side, typically a user at a browser, will not
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have a certificate, but the other side, e.g. the USPTO web site,
will have a certificate. In this case the web site will not request
mutual authentication, and the browser will not sign the run-
ning_hash. Otherwise the rest of the protocol remains the
same. While this has some value, the MITM protection only
comes into play when mutual authentication is used. This is
why phishing has been widespread in spite of SSL being
deployed widely.

[0024] In the event that two entities have previously
exchanged a master_secret, which they have retained, the
protocol provides a way for them to resume communications
over a new transport, using the existing parameters. In this
“abbreviated handshake™:

[0025] The first handshake message from the first entity
to the second entity contains the SessionID of the pre-
vious session.

[0026] Ifthe second entity is willing and able to resume
the previous session, the reply contains the same Ses-
sionlD, and a message encrypted with the previous mas-
ter_secret.

[0027] If the first entity successfully decrypts the mes-
sage then it in effect authenticates the second entity. It
then responds with its own message encrypted with the
master_secret. The second entity can decrypt this mes-
sage thus authenticating the first entity.

[0028] This allows the two entities to resume the session
without having to perform any operations involving public
key cryptography (which is resource intensive).

OBIJECTIVES OF THE INVENTION

[0029] This invention has the following objectives:

[0030] Create athree entity protocol where all three enti-
ties are mutually authenticated and can communicate
securely. While our invention applies generally, the spe-
cific use case of most interest is when the three entities
are a user at a browser, communicating simultaneously
to two web services.

[0031] Do so without creating a need for entirely new
cryptographic protocols, new software, new standards,
new trust infrastructures (e.g. certificate authorities to
issue certificates). In other words, create a three party
protocol that can reuse as a building block a very widely
available security standard, namely SSL..

[0032] Do so in a fashion that minimizes to the furthest
extent possible the actual changes to SSL processing, so
as to retain and inherit the security properties and ben-
efits of ubiquitous deployment that SSL. has. While it
would be far easier to meet the goals by introducing
many arbitrary changes and extensions, it is much
harder, but necessary, to devise a scheme that has maxi-
mal impact with minimal changes.

[0033] Do so in a fashion where only two of the entities
require digital certificates, while the third (e.g. the user
at the browser), can have a less cumbersome credential
while retaining much of the security of digital certifi-
cates. (though we do not preclude the third entity from
also using a digital certificate)

[0034] Do so in a fashion that allows two of the three
entities to securely reuse keys from a previous run of the
protocol with a different third entity to gain very signifi-
cant performance benefits.

[0035] Additional objects, advantages, novel features of
the present invention will become apparent to those skilled in
the art from this disclosure, including the following detailed
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description, as well as by practice of the invention. While the
invention is described below with reference to preferred
embodiment(s), it should be understood that the invention is
not limited thereto. Those of ordinary skill in the art having
access to the teachings herein will recognize additional
implementations, modifications, and embodiments, as well as
other fields of use, which are within the scope of the invention
as disclosed and claimed herein and with respect to which the
invention could be of significant utility.

SUMMARY DISCLOSURE OF THE INVENTION

[0036] As described earlier SSL is a two party transport
level protocol, which was specifically designed to eliminate
man in the middle attacks (when used with mutual authenti-
cation).

[0037] Our firstinnovation is to alter SSL to become a three
party protocol, MashSSL, with an active man in the middle,
whose actions are necessary for the correct functioning of the
protocol. We cryptographically bind the two connections the
man in the middle has with each end into a single secure
connection.

[0038] Our second innovation is to introduce the concept of
scrambling and unscrambling during the SSI, handshake.
Namely, as was seen above, the SSI, mutual authentication
and key exchange mechanism relies on a handshake based on
four sets of message exchanges. We scramble the messages en
route, and only successful unscrambling before processing
will ensure correct SSL processing. We illustrate this concept
with an example that shows one of the many ways this scram-
bling can proceed, in FIG. 2
[0039] In this example, two web servers are communicat-
ing using HTTP via a user’s browser which is ferrying the
traffic back and forth. Server 1 scrambles the R1 in the first
message in such a way that the user at the browser is required
to unscramble it. Observe that if the unscrambling is not
successful, then Server 2 will receive a random number which
is different from R1. As both parties MUST use the same R1,
R2 and R3 to generate the master_secret, the protocol will fail
without the intervention of the man in the middle. If the
handshake does complete successfully then Server 1 has
authenticated the user and Server 2. Server 2 has authenti-
cated Server 1, and knows that the user was authenticated by
Server 1.
[0040] Our third innovation is to develop many variants of
what messages are scrambled and when. Some of the varia-
tions (many others will be obvious to those skilled in the art)
are:
[0041] Instead of Server 1 scrambling R1, Server 2
scrambles R2 before sending to user.
[0042] Server 1 scrambles R1 before sending to the user,
AND, Server 2 scrambles R2 before sending to the user.
[0043] Server 1 sends an unscrambled R1, but the user
scrambles it before sending it to Server 2. Server 2 must
unscramble it successfully before processing.
[0044] Server 1 sends a scrambled R1 to the user. The
user unscrambles it, but re-scrambles it before sending it
on to Server 2.
[0045] Different parts of the SSL handshake instead of
R1 and R2 are scrambled and unscrambled.
[0046] Several of the above techniques can be combined
and even layered.
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[0047] These myriad combinations result in protocols with
very different security properties that can be used in different
contexts, but all retain the same underlying scrambling/un-
scrambling methodology.

[0048] Our fourth innovation is in allowing the above sys-
tem to be used with almost any form of scrambling and
unscrambling, including the use of existing authentication
credentials. For instance, in the example we showed above,
the scrambling may be achieved by encrypting R1 with the
user’s password. Only the legitimate user who knows the
password can unscramble (decrypt) R1 correctly. The sort of
credentials can include passwords, PKI, smart cards, token
authenticators, SMS, out of band phone systems, etc.

[0049] Our fifth innovation provides for significant pro-
cessing efficiency. As was noted above, the two party trans-
port level SSL protocol allows for the parameters agreed to as
part of a handshake to be reused using an ‘abbreviated hand-
shake’. In this abbreviated handshake the two parties simply
prove to the other that they have knowledge of the prior
master_secret. In MashSSL we extend this reuse across dif-
ferent third entities. This is to account for the scenario where
two web services may often be cooperating using MashSSL
for different end users. In our novel extension of this reuse
facility the scrambling/unscrambling parameters are unique
to each three-entity session, each with a unique man in the
middle, but the master secret is used by the two end entities to
authenticate each other. For instance assume the protocol is
first run between Bank ABC, User Alice and Brokerage XYZ.
Subsequently it is run between Bank ABC, User Bob and
Brokerage XYZ. Now it is advantageous for Bank ABC and
Brokerage XYZ to reuse the old master_secret for perfor-
mance improvements, but they need to authenticate the new
entity in the middle, and would not want to make available to
one user any secrets used during a run of the protocol for a
different user. This can be achieved by changing R1/R2 and
the scrambling/unscrambling parameters, but retaining the
same master_secret.

[0050] Our sixth innovation is to allow end points who have
established a MashSSL connection and established a master-
secret via a user to now use those parameters to establish a
connection directly between themselves.

[0051] Extending this three party protocol to four or more
parties to make it a multi-party protocol is a straightforward
application of these innovations which will be obvious to
anyone skilled in the art.

BRIEF DESCRIPTION OF DRAWINGS

[0052] FIG. 1 depicts two servers conducting a standard
SSL handshake.

[0053] FIG. 2 depicts two servers conducting a MashSSL
handshake using as an example, the scrambling of part of the
first handshake message, in accordance with the present
invention.

[0054] FIG. 3 depicts the first MashSSI, XML handshake
message sent in the preferred embodiment, in accordance
with the present invention.

[0055] FIG. 4 depicts the second MashSSL. XML hand-
shake message sent in the preferred embodiment, in accor-
dance with the present invention.

[0056] FIG. 5 depicts the third MashSSI, XML handshake
message sent in the preferred embodiment, in accordance
with the present invention.
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[0057] FIG. 6 depicts the fourth MashSSL XML handshake
message sent in the preferred embodiment, in accordance
with the present invention.

[0058] FIG. 7 depicts the MashSSL XML application data
message sent in the preferred embodiment, in accordance
with the present invention.

[0059] FIG. 8 depicts the abbreviated XML message sent in
place of the second handshake message when reuse of param-
eters has been requested in the preferred embodiment, in
accordance with the present invention.

[0060] FIG.9 depicts the abbreviated XML message sent in
place of the third handshake message when reuse of param-
eters has been requested in the preferred embodiment, in
accordance with the present invention.

PREFERRED EMBODIMENT(S) OF THE

INVENTION
[0061] The set up for our preferred embodiment is as fol-
lows:
[0062] A Userataweb browser. The user shares different

authentication credentials with two web services.

[0063] The first web service is called the Client (in keep-
ing with SSL terminology) and has a digital certificate

[0064] The second web service is called the Server and
also has a digital certificate.

[0065] We will describe the interactions by presenting the
messages that are exchanged, and explaining how they are
processed. Each message contains two portions, the first indi-
cating the portion of the message that is taken from the origi-
nal SSL protocol and the second the MashSSI, additions.
Note however, that the scrambling is happening to parts of the
SSL message.

[0066] The MashSSL part of the interaction starts with the
Client sending the User MashSSL-Handshake-XMIL.1 as
shown in FIG. 3. The message consists of the traditional SSL.
parameters, and MashSSI specific information. The latter
explicitly has information on whether the Client has
scrambled the message, and if so how they have done it. [t also
has options requested of the Server in how the Client would
like the Server to handle the scrambling between the Server
and the User. If the Client has chosen to scramble there are
two main variants:

[0067] The scrambling is with a high-entropy key which
is not vulnerable to dictionary attacks. In this case the
‘tag’ <ssl-client-hellp-random> and the actual random
number that follows it, are both scrambled. This way a
legitimate user will know when the unscrambling is
successful as it will see the tag.

[0068] If however the scrambling is with a low entropy
key (e.g. a weak password), then only the random part is
scrambled, so that the attacker who is guessing pass-
words will not know when they have succeeded. In this
case the random number, after unscrambling, will come
back to the Client (encrypted with its public key) so that
it can verify that unscrambling happened correctly.

[0069] Upon receiving this message the User will, if scram-
bling is turned on, unscramble the message using their cre-
dential with the Client. The user also unscrambles the mash-
ssl-user-client-random random number, which the Client and
the User can use to communicate securely. Observe that the
Server need not be given this key.

[0070] After unscrambling (or directly if the message did
not involve scrambling), the User will pass the message on to
the Server. The Server will examine the message, and if the
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various parameters are acceptable and it is in a position to
participate in the connection, will reply to the User with the
MashSSL.-Handshake-2 as shown in FIG. 4.

[0071] The User will once again examine this message for
scrambling, and if it is scrambled, will proceed to unscramble
it. The user also unscrambles the mashssl-user-server-ran-
dom random number, which the Server and the User can use
to communicate securely. Observe that the Server need not be
given this key.

[0072] After unscrambling, the User will pass on the mes-
sage to the Client. At this point the Client and the Server have
successfully exchanged the first two random numbers. The
Client computes the appropriate SSL responses and then pro-
ceeds to send the User MashSSL-Handshake-3XML to the
User, as shown in FIG. 5.

[0073] The user strips this message of the <mashssl-data-
for-user> tag and value which could contain data destined for
the User. The rest of the message is passed on to the Server.
[0074] This message, which includes the Client’s signa-
ture, authenticates the Client to the Server, and also sends the
Server a pre-master-secret, from which the Client and the
Server can both derive the master-secret. Observe that the
User has no way of computing this master-secret. The Server
then replies to the User with the MashSSIL.-Handshake-
XML4 as shown in FIG. 6.

[0075] The User strips this message of the <mashssl-data-
for User> tag and associated value, and sends on to the Client.
The Client on successfully verifying the Finished message in
the SSL part of the handshake has authenticated the Server. At
the conclusion of the protocol all three parties have either
explicitly or implicitly authenticated each other. The only
exception to this case would be if neither the Client nor the
Server requests scrambling, in which case the User remains
unauthenticated. The User shares (different) keys with the
Client and the Server for communication, and the Client and
the Server share the master-secret.

[0076] Communications can continue between the Client,
the User and the Server, using the MashSSL-Application-
Data-XML message (alternately the Client and the Server can
now agree to use the parameters they just established to
directly communicate), as shown in FIG. 7.

[0077] Now if a different user visits the same Client web
service and causes the Client to decide to establish a Mash-
SSL session with the same Server web service, the Client and
the Server can take advantage of the fact that they already
share parameters from the previous MashSSL session.
[0078] The first message from the Client to the New User to
the Server is the same as the MashSSIL.-Handshake-XMIL1
message, as shown in FIG. 3, except that the <ssl-session-id>
value is the same as the value agreed on during the previous
session. Further, the random value in the <ssl-client-hello-
random> tag is DIFFERENT from any used before. And the
scrambling aspects remain the same.

[0079] If the Server is willing and able to reuse those
parameters, than the Server responds via the user with an
MashSSI.-Handshake-XMI 2abbreviated message, as shown
in FIG. 8. Again, the <ssl-serverhello-random> value is DIF-
FERENT, and the scrambling aspects remain the same.
[0080] The Client validates (using the Finished message)
that the Server is in possession of the correct master-secret,
and replies with MashSSI[.-Handshake-XMI 3abbreviated, as
shown in FIG. 9.

[0081] The Server uses the Finished message to validate
that the Client was indeed in possession of the master-secret.
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The Client and the User and the Server can now communicate
further using the MashSSL-Application-Data-XML mes-
sage. Note that the mashssl-user-client-key and mashssl-
server-client-key will be unique to this session.

[0082] This approach of reusing parameters allows the Cli-
ent and the Server to literally establish millions of MashSSL
sessions without having to reestablish parameters. This is a
huge performance benefit for major web services that have to
frequently communicate on behalf of different users.

What is claimed is:

1. A method for mutual authentication and key exchange
between three entities, the method comprising:

(a) the first entity sending the SSL Client-Hello handshake
message to the third entity, via a second entity, which it
has authenticated;

(b) the third entity replying with the SSL. Server-Hello
handshake message to the first entity, via the second
entity, which it has authenticated;

(c) the first entity replying with the SSL Client-Key-Ex-
change handshake message to the third entity, via the
second entity, which it has authenticated;

(d) the third entity replying with the SSI, Server-Finished
handshake message to the first entity, via the second
entity which it has authenticated;

(e) the first entity and the third entity use the information in
the handshake messages to derive a master-secret
according to the SSL protocol, where this master-secret
is not known to the second entity; and

(f) the first entity and the third entity can communicate
securely using the master-secret so derived.

2. The method according to claim 1, wherein either the first
entity and/or the third entity send the messages via the second
entity, without authenticating the second entity.

3. A method for mutual authentication and key exchange
between three entities according to claim 1, wherein addi-
tional data are sent in some or all of the messages in addition
to the SSL handshake messages.

4. A method for mutual authentication and key exchange
between three entities according to claim 3, wherein the addi-
tional data parameters in the handshake messages are used by

(a) the first entity and the second entity to agree on a
shared-secret not known to the third entity by the end of
the handshake messages;

(b) the third entity and the second entity agreeing on a
shared-secret not known to the first entity by the end of
the handshake messages; and

(c) the first, second and third entities agreeing on a shared-
secret known to all three.

5. A method for mutual authentication and key exchange
between three entities according to claim 4, wherein the three
entities can send messages to each other encrypted with one
of'the shared secrets such that only the other entities who have
that shared secret can decrypt the message.

6. A method for mutual authentication and key exchange
between three entities according to claim 1, wherein any of
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the SSL handshake messages being sent between the first and
third entities via the second entity, can be fully or partially
scrambled and then unscrambled before processing.

7. A method for mutual authentication and key exchange
between three entities according to claim 3, wherein the par-
tial or full scrambling of any of the handshake messages is
done by either the first entity or the third entity, and the
unscrambling is done by the second entity.

8. A method for mutual authentication and key exchange
between three entities according to claim 3, wherein the par-
tial or full scrambling of any of the handshake messages is
done by the second entity and the unscrambling is done by the
first entity or third entity.

9. A method for mutual authentication and key exchange
between three entities according to claim 3, wherein the first
or third entity can send the second entity a partially or fully
scrambled message; the second entity unscrambles the mes-
sage, and then re-scrambles the message before sending it on,
and the final recipient unscrambles the message.

10. A method for mutual authentication and key exchange
between three entities according to claim 3, wherein the par-
tial or full scrambling and unscrambling of the messages is
carried out using symmetric encryption or assymetric encryp-
tion or hashing or keyed hashing or other similar crypto-
graphic functions.

11. A method for mutual authentication and key exchange
between three entities according to claim 3, wherein the par-
tial or full scrambling and unscrambling of the messages is
carried out using keys derived from authentication credentials
such as passwords, one time passwords, digital certificates,
smartcards, biometrics, out of band authentication, or any
other authentication credential.

12. A method for mutual authentication and key exchange
between three entities according to claim 1, wherein the first
entity and the third entity can reuse the master secret estab-
lished during communications via a third entity, during com-
munications with a different third entity.

13. A method for mutual authentication and key exchange
between three entities according to claim 1, wherein the first
entity and the third entity can reuse a shared secret established
during communications via a third entity, to establish a secure
direct communication between them, which does not go via
the third entity.

14. A method for mutual authentication and key exchange
between three entities according to claim 1, wherein addi-
tional data providing parameters for MashSSL are sent in all
messages in addition to the SSL handshake messages.

15. A method for mutual authentication and key exchange
between three entities according to claim 1, wherein the
authentication of the first entity and third entity can be per-
formed using their SSL digital certificates.

16. A method for mutual authentication and key exchange
between three entities according to claim 1, wherein there are
more than three entities participating.
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