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(57) ABSTRACT

Architectures and techniques that allow a firmware agent to
operate as a tamper-resistant agent on a host platform that
may be used as a trusted policy enforcement point (PEP) on
the host platform to enforce policies even when the host
operating system is compromised. The PEP may be used to
open access control and/or remediation channels on the host
platform. The firmware agent may also act as a local policy
decision point (PDP) on the host platform in accordance
with an authorized enterprise PDP entity by providing
policies if a host trust agent is non-responsive and may
function as a passive agent when the host trust agent is
functional.
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TECHNIQUES FOR AUTHENTICATED POSTURE
REPORTING AND ASSOCIATED ENFORCEMENT
OF NETWORK ACCESS

TECHNICAL FIELD

[0001] Embodiments of the invention relate to networked
electronic devices. More particularly, embodiments of the
invention relate to techniques for enforcement of network
access policies.

BACKGROUND

[0002] As threats from malware (e.g., computer viruses,
Trojan horses, worms) continue to grow, network security
continues to be a challenge to network administrators.
Current detection techniques are generally reactive and are
designed to react to known malware that has been spread.
That is, when new malware is discovered, identifying char-
acteristics are used to identify future instances of the mal-
ware. Applying this detection technique to a network may
allow spread of malware under some conditions.

[0003] Current network access control architectures are
typically limited to static role designations that usually
correspond to a particular class of device (e.g. access
requester, Policy Enforcement Point, access server, Policy
Decision Point). Furthermore, the definition of the network
boundary is implicitly defined by the topology of devices
acting as Policy Enforcement Points.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Embodiments of the invention are illustrated by
way of example, and not by way of limitation, in the figures
of the accompanying drawings in which like reference
numerals refer to similar elements.

[0005] FIG. 1 is a high-level block diagram of a host
platform coupled with network components.

[0006] FIG. 2 is a flow diagram of one embodiment of a
technique for network access granted based on platform
posture.

[0007] FIG. 3 is a block diagram of one embodiment of an
embedded firmware agent.

[0008] FIG. 4 is a block diagram of one embodiment of a
trusted module.

DETAILED DESCRIPTION

[0009] In the following description, numerous specific
details are set forth. However, embodiments of the invention
may be practiced without these specific details. In other
instances, well-known circuits, structures and techniques
have not been shown in detail in order not to obscure the
understanding of this description.

[0010] Described herein are architectures and techniques
that allow a firmware agent to operate as a tamper-resistant
agent on a host platform that may be used as a trusted policy
enforcement point (PEP) on the host platform to enforce
policies even when the host operating system is compro-
mised. In one embodiment, this PEP may be used to open
access control and/or remediation channels on the host
platform. The firmware agent may also act as a local policy
decision point (PDP) on the host platform by providing
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policies if a host trust agent is non-responsive and may
function as a passive agent when the host trust agent is
functional.

[0011] FIG. 1 is a high-level block diagram of a host
platform coupled with network components. The host plat-
form device of FIG. 1 is intended to represent a broad range
of electronic devices that may be coupled with a network.
Additional components (not illustrated in FIG. 1) may be
included in various embodiments of the host platform
device.

[0012] A service processor, labeled firmware agent 125 in
the FIG. 1, may be used for tamper resistant posture report-
ing and remediation of host platform 100. In one embodi-
ment, firmware agent 125 has two properties: 1) no code
executing within host operating system 110 can tamper with
firmware agent code, prevent firmware agent code from
running, or circumvent operation of the firmware agent; and
2) firmware agent 125 has exclusive access to host resources
including, for example, traffic filters 120 on a network
interface card and unrestricted access to other resources
including, for example, a disk controller and host physical
random access memory.

[0013] With these properties, firmware agent 125 (or ser-
vice processor) or hardware enforced partition containing
one or more control circuits on host platform 100 may serve
as a tamper-resistant execution environment on host plat-
form 100. Firmware agent 125 may host code that attests to
the integrity of the software on host platform 100. Such
integrity attestations may be quantified in terms of assertions
that can be made about the code and components running on
host platform 100, that they are the correct image, uncom-
promised, and have not been circumvented.

[0014] These assertions may be used to determine the
security posture of host platform 100. Described herein are
architectures and techniques that use firmware agent 125 to
report the security posture of host platform 100 and possibly
limit access to a network given the security posture of host
platform 100. This may allow platform 100 to function as a
policy enforcement point (PEP) acting on behalf of a net-
work administrator so a vulnerable or possibly compromised
platform may have restricted access to the network. Addi-
tionally, firmware agent 125 may have a dedicated network
stack for out-of-band remote manageability of platform 100
if host operating system 110 malfunctions or is compro-
mised by an attack. Such remote management may be used
to remotely fix host platform 100 when the security posture
of host platform 100 is determined to be vulnerable or
compromised.

[0015] In a Network Access Control (NAC) exchange,
client trust agent 105 may execute on host platform 100 as
an access requestor (AR). Trust agent 105 may initiate a
(e.g., layer 2) network connection to Network Access Server
(NAS) 145 thereby communicating the intent to connect to
the network. NAS 145 can further offload the decision
process to network access policy decision point (PDP) 150.
Firmware agent 125 may prevent any other traffic from
entering or exiting host platform 100 other than the network
access control channel, via leveraging traffic filtering capa-
bilities (e.g., filter(s) 120) on host platform 100 or network
interface card (NIC).

[0016] This provides a first level of protection to host
platform 100 (and to the network). The control channel
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connection may be routed to network access PDP 150, which
may be equipped to make network access control decisions.
Responses from network access PDP 150 either allow or
prevent access based, at least in part, on evaluation of
credentials and posture information conveyed from host
platform 100. Posture information may be collected by
software agents 102 and/or by firmware agent 125.

[0017] In one embodiment, a secure enrollment procedure
may be performed to cryptographically bind the identities of
host platform 100 with firmware agent 125. In one embodi-
ment, host platform 100 and firmware agent 125 identities
may be represented as cryptographic identities and those
identities may be further protected using Trusted Platform
Module (TPM) 130. In the example of FIG. 1 TPM 130 may
conform to the TPM Specifications, version 1.2, published
Oct. 2, 2003, available from the Trusted Computing Group
of Portland, Oreg. as well as related and subsequent speci-
fications and/or standards.

[0018] Binding may allow firmware agent 125 to report
the posture information for each specific host environment
(consisting of one or more hardware-software combina-
tions). In one embodiment, each host environment may have
network access control reporting mechanisms and associ-
ated posture credentials. The reporting capabilities of host
platform 100 and firmware agent 125 may be used to
exchange posture information with network access PDP 150.

[0019] In one embodiment, a mechanism for providing
host platform 100 to firmware agent 125 bindings may
include: 1) establishing unique identities for host platform
100 and for firmware agent 125, for example, using Public-
Key/Private-Key Identity Certificates, for host platform 100
and for firmware agent 125 and may support use of a
multi-owner TPM 150; and 2) creation of an attribute
certificate that may include components from both host
platform and firmware agent certificates including, for
example, serial numbers, identifying strings, and subjects
that may be signed both by the host(s) and by the firmware
agent, or, with firmware agent signing on the identity of the
host(s). At this point, there may be an established authenti-
cated binding between the host environment(s) and firmware
agent 125.

[0020] To provide enhanced security, the firmware agent
and host environments may be mutually distrustful and may
require additional protections to disambiguate interaction
with the host/firmware agent endpoints. An alternate enroll-
ment may include provisioning of symmetric keys by firm-
ware agent 125 and at network access PDP 150. These
symmetric keys may be used to generate additional key
material for providing confidentiality and authentication
data transfer between firmware agent 125 and network
access PDP 150.

[0021] Firmware agent 125 may configure traffic filters
(HW or SW) 120 via, for example, an exclusive internal bus
to allow only the control channel data flow for the network
access messages originating from host environments. In one
embodiment firmware agent 125 may retain primary control
over filters 120. In one embodiment, by default filters 120
block all access by host system 100, but firmware agent 125
may enable only network access control exchanges as one of
the first actions performed after booting (e.g., in a layer 2
solution, this restriction may, for example, allow only
EAPOL, management, and control messages to flow through
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the filters). This initial configuration may be set, for
example, by network administration policy when host plat-
form 100 is configured for enterprise usage.

[0022] 1In one embodiment, host platform 100 may supply
multiple signed default policies to firmware agent 125 in
order to allow more flexible access control policies for initial
network authentication. These policies may be signed, and
optionally encrypted for confidentiality, by the network
administrative domain. This signature, and optionally
encryption, may be verified by firmware agent 125. In one
embodiment, firmware agent 125 may only accept default
policies that have been appropriately signed and can be
verified.

[0023] Such default policies may supply any number of
filter configurations (e.g. L2 Extensible Authentication Pro-
tocol Over LAN (EAPOL), L3 Virtual Private Network
(VPN), L4 VPN, Transport Layer Security (TLS) web
server, Remote Authentication Dial-In User Service
(RADIUS) server, Internet Service Provider (ISP) server)
that may enable posture assessment via any number of
roaming scenarios from any number of networks. Default
filters may be designated for expiration after a period of time
so that they can be securely refreshed by a PDP on subse-
quent NAC connection attempts.

[0024] In one embodiment, host trust agent 105 may
establish a secure (authenticated and optionally, confidenti-
ality protected) intra-platform channel to firmware agent 125
to gather integrity measurements made by software agents
102 pertaining to, for example, host resident applications,
platform hardware. Firmware agent 125 may report col-
lected posture information by leveraging TPM 130 and other
local reporting capabilities. Also, host platform 110 may
employ techniques for measuring firmware agent 125 and
report these metrics as part of the host integrity report. Host
platform 110 may use the authenticated channel to determine
whether attribute-value pair (AVP) requests/responses have
been communicated with the desired host(s).

[0025] The posture measurements may be sent as AVPs or
type-length values (TLVs) that are signed with a private/
symmetric key of firmware agent 125, and optionally,
encrypted for confidentiality protection, using symmetric
keys provisioned in the binding step. This may ensure that
the data submitted by firmware agent 125 is no modified
en-route and provides assurance to a PDP component that
the data is submitted by an entity possessing the pertinent
keying material. In one embodiment, an unpredictable nonce
(Nonceg;,,, . 18 included in the data to be signed to prove
liveliness of the PDP, and ensure that an intermediary rogue
trust agent cannot capture and replay the measurements. A
nonce for the PDP (Nonceppp) may also be included in the
calculation of this digital signature.

[0026] In one embodiment, the signature may be per-
formed on a final hash value of data to be signed. Trust agent
105 may also collect other posture information from oper-
ating system 110 and software agents 102. Note that if a
rogue trust agent modifies or does not send firmware agent
125 integrity measurements, this action can be detected at
the server (based, at least in part, on associated security
credentials), and appropriate remedial action can be taken.
Because of the security association between network access
PDP 150 and firmware agent 125, no checks of trust agent
105 may be needed. However, firmware agent 125 may
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provide some integrity measurements of trust agent 105 to
further strengthen the exchange.

[0027] In one embodiment, host trust agent 105 may
initiate a network access request that may establish a secure
data channel for further communications between trust agent
105 and network access PDP 150, by employing any number
of standards or proprietary protocols for authentication of
each side. Note that network element 145 typically allows
control channels data to flow and reach a PDP. Network
access PDP 150 may send an unpredictable (random) nonce
session identifier (Nonceprp), to establish proof-of-liveness
for firmware agent 125.

[0028] Firmware agent 125 may include the Nonce,,, in
a digital signature AVP sent from firmware agent 125 to
network access PDP 150. In one embodiment, the nonces are
at least 32 octets. Optionally, this element can be confiden-
tiality protected using symmetric keys provisioned in the
binding described above. Other nonce sizes and/or security
protocols may also be supported.

[0029] 1In one embodiment, AVPs collected by trust agent
client 105 may be exchanged over the authenticated channel.
Posture information sent by firmware agent 125 to network
access PDP 150 may be evaluated trust server 155, first for
integrity and authenticity of the data, using digital signature
verification, and optionally, decrypting the message if con-
fidentiality was protected using encryption. Trust server 155
may compare the posture AVPs with administrative policies
160, which may include AVPs 165 to determine whether to
allow host platform 100 connect to additional network
resources.

[0030] In one embodiment, network access PDP 150 may
use the secure channel to return signed, and optionally
encrypted, result, to firmware agent 125. This signed result
may be calculated over one of more of the following: AVPs
to software agents 102 and to firmware agent 125 on the host
platform 100, and Noncey, ... Firmware agent 125 may
verify the integrity and authenticity of the AVPs and inter-
pret the AVPs. Firmware agent 125 may also check that the
Nonceg,,, . 15 the same as the Noncer, .. . that was sent
previously. These AVPs can provide firmware agent 125
with functionality parameters including, for example, access
control lists, filters, to be installed by firmware agent 125
and/or instructions on how to fix or remediate host platform
100.

[0031] In one embodiment, if access to the network is
denied, the return AVPs may contain instructions for reme-
diation. Network access PDP 150 may return access control
lists to set filters 120. These filters may allow fine granular
access control to the network. Alternatively, network access
PDP 150 may return a Universal Resource Locator (URL)
that host platform 100 may use to download patches from
specified servers. Firmware agent 125 may use an out of
band network connection to download and verify patches.

[0032] Also, the connection to the network may pass, in
which case network access PDP 150 can return Layer 3 or
Layer 4 traffic rules to host platform 100, which may be
applied with a high degree of assurance via firmware agent
125. Note that failsafe rules or default network policies can
be enforced by firmware agent 125 if no results are received
or if some malware launches a denial of service attack on the
network access control communication. In either case, an
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attack can be detected and network administrators may be
informed via the out of band access. Other rules could
include application specific rules used within an application
aware firewall, virus signatures, email scanners, and other
application level services which can be implemented within
a firmware agent partition or other protected software.

[0033] In one embodiment, if platform 100 is limited in
the number of filters that can be installed (e.g. via hardware),
it is possible that returned access control lists can be
supplied in parts, so the host can choose which filters should
be configured at any point in time. This way, a large number
of applications may be granted network access by network
access PDP 150, but host platform 100 may only provide
firmware agent 125 with those signed filters that are needed
for the currently active applications.

[0034] In one embodiment, individual filter AVPs can be
designated by network access PDP 150 or firmware agent
125 to expire after a specified period of time (e.g., absolute
time, or time since last PDP exchange) to remove the
possibility of their reuse outside of the time period, allowing
old filters be automatically removed on subsequent PDP
exchanges. In this way, limited resources, such as hardware
filters, can be better utilized by the system as a whole.

[0035] The architectures and techniques described herein
may provide one or more of the following advantages. If the
host platform supports a reduced set of hardware resources
(e.g., filters), the network access PDP may transmit multiple
signed access control list (ACL) segments to the host
platform in response to attribute-value pairs (AVPs), and the
firmware agent may selectively use the limited hardware
resources. Resources controlled by the firmware agent may
be situated, for example, in a service partition, or can be
integrity checked.

[0036] The network access PDP may provide multiple
signed filter sets to the host platform and the firmware agent
may apply one or more of the multiple filter sets under
different connectivity scenarios. This may allow the host
platform to apply consistent policies irrespective of connec-
tivity. The architecture described herein is generally secure
because various forms of attack, such as denial of service
(DOS), rogue trust agent, or circumvention, may be detected
by the firmware agent, and failsafe actions can be taken.

[0037] In one embodiment, if operating system 110 is
compromised or non-responsive, firmware agent 125 may
perform the role of an access requestor on the network so
that firmware agent 125 may open an out of band (OOB)
channel for remediation. Firmware agent 125 may also
engage in authentication challenge-response exchanges that
establish the capabilities and trust with network access PDP
150. Host operating system 110 may not have network
access in this situation.

[0038] The architecture and techniques described herein
may leverage access media and/or protocols available to the
host platform including, for example, virtual private network
(VPN) tunnels and roaming scenarios, where only the host
stack may have the capabilities to access a home network.
This may enable posture assessment via any number of
roaming scenarios from any number of networks. The archi-
tecture and techniques described herein may also reduce
flash memory requirements for the firmware agent by not
requiring implementation of a large variety of network
access control or authentication protocols.
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[0039] The architectures and techniques described herein
may also allow firmware agent 125 to detect circumvention
of the physical network interfaces under control of firmware
agent 125, for example, by a user plugging in a Universal
Serial Bus (USB) based network interface, over which
firmware agent 125 may have no control, and then report this
violation to network access PDP 150 so the host system may
be provided restricted network access. The architectures and
techniques described herein may allow firmware agent 125
and network access PDP 150 to mutually authenticate each
other, and establish cryptographic “proof-of-liveness” in
both directions. This may defeat replay and delayed mes-
sages attacks on the host platform.

[0040] FIG. 2 is a flow diagram of one embodiment of a
technique for network access granted based on platform
posture. In response to a power on event, 200, or a network
link change event, 205, a firmware agent may set network
filters to a predefined default policy, 210. The default policy
may be, for example, to allow the host platform to access
only specified network resources until an acceptable security
policy can be verified.

[0041] The firmware agent may measure the host security
posture, 240, by detecting and/or measuring specified host
platform parameters. The firmware agent may also deter-
mine the host security posture by communicating with a
trust agent and/or software agents on the host platform that
detect and/or measure specified host platform parameters. In
one embodiment, the firmware agent may us a nonce and/or
cryptographically sign the resulting security posture data,
245.

[0042] In one embodiment, the host platform may initiate
a network connection, 215. In response to the initiation, the
firmware agent and/or a network interface may establish a
secure control channel, 220, between the host platform and
a network access policy decision point or other network
entity. The host trust agent may collect host posture infor-
mation from software agents, 225.

[0043] The host platform may communicate the posture
information to the network access PDP (or other network
entity) using the secure control channel, 260. In one embodi-
ment the host platform may communicate with the PDP
through the firmware agent as described above. The PDP
may evaluate the posture information, 265. The evaluation
by the PDP may include validity and proof of liveness. The
evaluation also includes a security evaluation of the host
platform based on the security posture information received
from the host platform.

[0044] The PDP may generate, or otherwise provide, a
policy to the host platform based on the posture information,
270. In one embodiment, the policy provided by the PDP
may include one or more access control lists that the
firmware agent may use to control network access by the
host platform.

[0045] 1In one embodiment, the PDP may indicate under
what conditions the filter rules may be applied. For example,
if the host is connecting via LAN vs. WLAN different filter
files may be applied where there is a differential in granted
access. When location information is available such as
connection through a particular portal or physical location,
the host may supply a filter rule appropriate for the location
as indicated by the PDP and verified by the firmware agent.
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[0046] The host platform may receive a policy through a
control channel that is passed to the firmware agent, 275. In
one embodiment, the firmware agent verifies the policy
signature and/or proof of liveness using the nonces, 280. If
the verification is successful the firmware agent may install
the policy, 295. In one embodiment, installation of the policy
may include the firmware agent updating network filters
based on an access control list received from the network
PDP. In one embodiment, if verification is not successful, the
firmware agent may install a default ACL or take other
default remediation steps.

[0047] FIG. 3 is a block diagram of one embodiment of an
embedded firmware agent. In the example of FIG. 3 the
embedded firmware agent may be an Extensible Firmware
Interface (EFI) as defined by the EFI Specifications, version
1.10, published Nov. 26, 2003, available from Intel Corpo-
ration of Santa Clara, Calif. In alternate embodiments, other
firmware components can also be used.

[0048] In one embodiment, the embedded firmware agent
may include agent bus 300 coupled with system interface
305. System interface 305 may provide an interface through
which the embedded firmware agent may communicate with
the host system in the manner described above. The embed-
ded firmware agent may further include bi-directional agent
bus interface 350 that may be coupled with bus 300 to allow
the embedded firmware agent to communicate with other
system components.

[0049] In one embodiment, the embedded firmware agent
may further include dynamic memory 310 that may be
coupled with agent bus 300. Dynamic memory 310 may
provide storage for instructions and/or data to be used during
operation. The embedded firmware agent may further
include non-volatile storage 320 that may be coupled with
agent bus 300 to store static data and/or instructions. In one
embodiment, the embedded firmware agent may include
control circuitry 330 coupled with agent bus 300 that may
perform control operations and/or execute instructions pro-
vided by dynamic memory 310 and/or non-volatile storage
320. Thus, the firmware agent may include sufficient func-
tionality to perform operations independent of the host
platform and/or host operating system.

[0050] FIG. 4 is a block diagram of one embodiment of a
trusted module. In the example of FIG. 4 the trusted module
may be a Trusted Platform Module (TPM) as defined by the
TPM Specifications, version 1.2, published Oct. 2, 2003,
available from the Trusted Computing Group of Portland,
Oreg. In alternate embodiments, other implementations of
the trusted module, for example, a secure storage device, can
be used to provide support for security operations.

[0051] In one embodiment, the trusted module may
include bus 400 coupled with system interface 405. System
interface may provide an interface through which the trusted
module communicates with the host system. The trusted
module may include random number generator 410 coupled
with bus 400 to generate random numbers for cryptographic
operations and non-volatile storage 415 coupled with bus
400 to store data and/or instructions for use in operation of
the trusted module.

[0052] The trusted module may further include platform
configuration registers 420, which may be used to store
protected information related to the integrity of the host
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system. In one embodiment, the trusted module also
includes a storage component coupled with bus 400 to store
attestation identity key (AIK) 425. In one embodiment, AIK
425 may be a 2048-bit RSA key that can be used to digitally
sign information and cryptographic keys generated by the
trusted platform module and/or the host system. Other AIK
configurations can also be used.

[0053] Program code 430 may be stored in memory, either
volatile or non-volatile, coupled with bus 400. Program code
430 includes instructions that cause the trusted module to
operate to provide security operations. In one embodiment,
execution engine 435 is coupled with bus 400 to execute
program code 430. The trusted module may further include
opt-in module 440 that allows a user of the host system to
enable or disable operation of the trusted module. Opt-in
module 440 can be, for example, a physical switch on the
host system.

[0054] In one embodiment, the trusted module may
include RSA engine 445 coupled with bus 400 that performs
RSA security operations. The trusted module may further
include key generator 450 coupled with bus 400 that may
generate one or more keys for cryptographic operations.
SHA-I engine 455 may also be coupled with bus 400 and
may perform Secure Hash Algorithm operations for use in
security functionality provided by the trusted module.

[0055] Reference in the specification to “one embodi-
ment” or “an embodiment” means that a particular feature,
structure, or characteristic described in connection with the
embodiment is included in at least one embodiment of the
invention. The appearances of the phrase “in one embodi-
ment” in various places in the specification are not neces-
sarily all referring to the same embodiment.

[0056] While the invention has been described in terms of
several embodiments, those skilled in the art will recognize
that the invention is not limited to the embodiments
described, but can be practiced with modification and alter-
ation within the spirit and scope of the appended claims. The
description is thus to be regarded as illustrative instead of
limiting.

What is claimed is:
1. A method comprising:

determining a security profile of a host electronic device;

transmitting the security profile to a remote device via a
network interface; and

applying network access limitations from the remote
device by components of the host electronic device in
response to a reply to the security profile.

2. The method of claim 1 further comprising applying a
default access control limitation if no access control limi-
tations have been received from a remote device.

3. The method of claim 2 wherein further comprising:

verifying whether a network access control list provided
by the host electronic device satisfies constraints speci-
fied by the remote device; and

selectively applying the access control list provided by the
host electronic device if the constraints are satisfied.

4. The method of claim 1 wherein the remote device
comprises a network access policy decision point (PDP).
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5. The method of claim 1 wherein the network access
limitations comprise one or more access control lists (ACLs)
received from a network access policy decision point (PDP).

6. The method of claim 1 wherein transmitting the secu-
rity profile to a remote device via a network interface
comprises:

establishing a secure connection between a trusted firm-
ware agent resident on the host electronic device and a
network access policy decision point (PDP) via the
network interface, wherein the host electronic device
includes an untrustworthy component;

transmitting the security profile to the network access
PDP; and

receiving one or more access control lists from the

network access PDP.

7. The method of claim 6 wherein the untrustworthy
component comprises a hardware platform running an
untrusted operating system.

8. The method of claim 6 wherein establishing a secure
connection between a firmware agent resident on the host
electronic device and a network access PDP comprises
cryptographically binding the firmware agent with the net-
work access PDP.

9. The method of claim 8 further comprising crypto-
graphically binding the firmware agent with a trusted plat-
form module resident on the host electronic device through,
at least in part, generation, storage and certification of
cryptographic keys used in cryptographic binding of the
firmware agent to the network access PDP.

10. The method of claim 6 wherein at least one of the one
or more access control lists from the network access PDP
include usage constraints related to one or more of: location
of'the host electronic device, type of connection, time of day,
firmware agent mode, host electronic device mode.

11. The method of claim 10 wherein the at least one access
control list is cryptographically bound to a pre-selected
configuration of the host electronic device and/or the firm-
ware agent.

12. The method of claim 1 wherein determining a security
profile of a host electronic device comprises:

requesting with a firmware agent resident on the host
electronic device, integrity measurements from a host
trust agent and/or one or more security agents resident
on the host electronic device; and

compiling, with the firmware agent, the security profile
including information corresponding to the integrity
measurements.

13. The method of claim 12 wherein the one or more
security agents comprise at least one software entity to
determine a pre-selected characteristic of the host electronic
device.

14. The method of claim 12 wherein the one or more
security agents comprise at least one hardware entity to
determine a pre-selected characteristic of the host electronic
device.

15. An article comprising a computer-readable medium
having stored thereon instructions that, when executed,
cause one or more processors including at least a firmware
agent resident on a host electronic device to:

determine a security profile of the host electronic device;
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transmit the security profile to a remote device via a
network interface; and

apply network access limitations from the remote device
by components of the host electronic device in response
to a reply to the security profile.

16. The article of claim 15 further comprising instructions
that, when executed, cause the firmware agent to apply a
default access control limitation if no access control limi-
tations have been received from a remote device.

17. The article of claim 16 wherein further comprising
instructions that, when executed, cause the firmware agent
to:

verify whether a network access control list provided by
the host electronic device satisfies constraints specified
by the remote device; and

selectively apply the access control list provided by the
host electronic device if the constraints are satisfied.
18. The article of claim 15 wherein the remote device
comprises a network access policy decision point (PDP).
19. The article of claim 15 wherein the network access
limitations comprise one or more access control lists (ACLs)
received from a network access policy decision point (PDP).
20. The article of claim 15 wherein the instructions that
cause the one or more processors to transmit the security
profile to a remote device via a network interface comprise
instructions that, when executed, cause the one or more
processors to:

establish a secure connection between a trusted firmware
agent resident on the host electronic device and a
network access policy decision point (PDP) via the
network interface, wherein the host electronic device
includes an untrustworthy component;

transmit the security profile to the network access PDP;
and

receive one or more access control lists from the network

access PDP.

21. The article of claim 20 wherein the untrustworthy
component comprises a hardware platform running an
untrusted operating system.

22. The article of claim 20 wherein the instructions that
cause the one or more processors to establish a secure
connection between a firmware agent resident on the host
electronic device and a network access PDP comprise
instructions that, when executed cause the one or more
processors to cryptographically bind the firmware agent with
the network access PDP.

23. The article of claim 22 further comprising crypto-
graphically binding the firmware agent with a trusted plat-
form module resident on the host electronic device through,
at least in part, generation, storage and certification of
cryptographic keys used in cryptographic binding of the
firmware agent to the network access PDP.

24. The article of claim 20 wherein at least one of the one
or more access control lists from the network access PDP
include usage constraints related to one or more of: location
of'the host electronic device, type of connection, time of day,
firmware agent mode, host electronic device mode.

25. The article of claim 24 wherein the at least one access
control list is cryptographically bound to a pre-selected
configuration of the host electronic device and/or the firm-
ware agent.
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26. The article of claim 15 wherein the instructions that
cause the one or more processors to determine a security
profile of a host electronic device comprise instructions that,
when executed, cause the one or more processors to:

request with a firmware agent resident on the host elec-
tronic device, integrity measurements from a host trust
agent and/or one or more security agents resident on the
host electronic device; and

compile, with the firmware agent, the security profile
including information corresponding to the integrity
measurements.

27. The article of claim 26 wherein the one or more
security agents comprise at least one software entity to
determine a pre-selected characteristic of the host electronic
device.

28. The article of claim 26 wherein the one or more
security agents comprise at least one hardware entity to
determine a pre-selected characteristic of the host electronic
device.

29. An apparatus comprising:
a network interface;

a processor coupled with the network interface to support
one or more software agents; and

a firmware agent coupled with the processor and the
network interface to gather security information from
the one or more security agents and to transmit a report
including a security profile corresponding to the secu-
rity information to a remote device via the network
interface and to configure the network interface accord-
ing to access control information received from the
remote device via the network interface.

30. The apparatus of claim 29 wherein at least one of the
security agents comprises a software agent to be executed by
the processor.

31. The apparatus of claim 29 wherein at least one of the
security agents comprises a hardware agent coupled with the
processor.

32. The apparatus of claim 29 wherein the remote device
comprises a network access policy decision point (PDP).

33. The apparatus of claim 29 wherein the network access
limitations comprise one or more access control lists (ACLs)
received from a network access policy decision point (PDP).

34. The apparatus of claim 33 wherein at least one of the
one or more access control lists from the network access
PDP include usage constraints related to one or more of:
location of the host electronic device, type of connection,
time of day, firmware agent mode, host electronic device
mode.

35. The apparatus of claim 34 wherein the at least one
access control list is cryptographically bound to a pre-
selected configuration of the firmware agent.

36. A system comprising:
a network interface;
a cable connected to the network interface;

a processor coupled with the network interface to support
one or more software agents; and
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a firmware agent coupled with the processor and the
network interface to gather security information from
the one or more security agents and to transmit a report
including a security profile corresponding to the secu-
rity information to a remote device via the network
interface and to configure the network interface accord-
ing to access control information received from the
remote device via the network interface.

37. The system of claim 36 wherein at least one of the
security agents comprises a software agent to be executed by
the processor.

38. The system of claim 36 wherein at least one of the
security agents comprises a hardware agent coupled with the
processor.
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39. The system of claim 36 wherein the remote device
comprises a network access policy decision point (PDP).

40. The system of claim 36 wherein the network access
limitations comprise one or more access control lists (ACLs)
received from a network access policy decision point (PDP).

41. The system of claim 40 wherein at least one of the one
or more access control lists from the network access PDP
include usage constraints related to one or more of: location
of'the host electronic device, type of connection, time of day,
firmware agent mode, host electronic device mode.

42. The system of claim 41 wherein the at least one access
control list is cryptographically bound to a pre-selected
configuration of the firmware agent.
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