US 20080109679A1

a2y Patent Application Publication o) Pub. No.: US 2008/0109679 A1

a9 United States

Wright et al.

43) Pub. Date: May 8, 2008

(54) ADMINISTRATION OF PROTECTION OF
DATA ACCESSIBLE BY A MOBILE DEVICE

(76) Inventors: Michael Wright, Sandy, UT (US); Peter
Boucher, Orem, UT (US); Gabe Nault,
Draper, UT (US); Merrill Smith,
Riverton, UT (US); Sterling K.
Jacobson, Saratoga Springs, UT (US);
Jonathan Wood, Orem, UT (US);
Robert Mims, West Valley City, UT
(US)

Correspondence Address:
KING & SCHICKLI, PLLC
247 NORTH BROADWAY
LEXINGTON, KY 40507 (US)

(21) Appl. No.: 11/926,371

(22) Tiled: Oct. 29, 2007

Related U.S. Application Data

(60) Division of application No. 10/413,443, filed on Apr.
11, 2003.
Continuation-in-part of application No. 10/377,265,
filed on Feb. 28, 2003, now Pat. No. 7,308,703.

Publication Classification

(51) Int.CL
GOG6F  11/07 (2006.01)
(52) US.CL oo 714/37; 714/E11

(57) ABSTRACT

The administration of protection of data on a client mobile
computing device by a server computer system such as within
an enterprise network or on a separate mobile computing
device is described. Security tools are described that provide
different security policies to be enforced based on a location
associated with a network environment in which a mobile
device is operating. Methods for detecting the location of the
mobile device are described. Additionally, the security tools
may also provide for enforcing different policies based on
security features. Examples of security features include the
type of connection, wired or wireless, over which data is
being transferred, the operation of anti-virus software, or the
type of network adapter card. The different security policies
provide enforcement mechanisms that may be tailored based
upon the detected location and/or active security features
associated with the mobile device. Examples of enforcement
mechanisms are adaptive port blocking, file hiding and file
encryption.

|

02 . . .
1 ./ Receive notification of |

an efror Qeourance,

Y
1104 Retrieve diagnostic

' information (e.g.
" crash dump)
associated with the
errar.

1105 Determines the one
\ or more sofiware
~-| modules where the
efTor or errors have

ocourred,

1106 Dtxv.fnioad's a debhug
version for each of
~— the cffected
software modules or
portions.

1197 Optionally, display
S| debug ontputtoa
screen on the
mohile device.

L
{
|

1110 —- from debug versions

; 1100
Y ;
Install debug
versions of the =
software in which
the error occurred.

———
Capture oufput
of the software.
]
Analyze the debug
output .

i

Provide instructions
for corrective action 1114
or diagnosis, ——

AMAZON-1008
Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

May 8, 2008 Sheet 1 of 19

Patent Application Publication

S89

- — B /(
nog m;mmwm,m} w

JiomlaN  — - 291

PHM

A0M

I \\\\\\\\W
vad |
i
v A
vl — ,\ { 550008 YI0M10U
Fuipracad uoness
aseq Je[n{[aa
SR “8'2) JUIQd §$200Y
4 I0MIIN SSIPIM
781 4
\\
801
Em
\
$01 I0AI0S 2UIS
/ Juiddoys jeuroquy |
99— e ﬁ
dopjseg \ 891
—— // \ B
@FL smdwoy = = ; Iaadag sjeiodio)
I jjoogsioN 5180 L

(RS E

\ Ja 1410 d 55200V

|

H b
[{@wapoN H9¢
“WBPOA 9]4R.)

“1sd F9)
Eotooﬂzov

bt ——

9r1

J0mIan] bl

~

paiim

NH0MIN
SSO[SIIAN

\om
doygsa(q

w

[A4 WETIGTE]

0e1
o

(q11°708 &

b EIINETN

| SSSJII M

Mg $8390°)

y

\
\

871

wrog

AIOMFB N

$5300V PAIA =

e I zzl

. /

/
Ve

i

|

Aamdwio))

auryL

T
A

M
9z

o

IR}

PSRIEINING

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

May 8, 2008 Sheet 2 of 19

Patent Application Publication

ka0 B

TS me
g wafg eie(
vislgo eEa

(012 ‘opsoufelq
“ Sdnoln
‘wyeT apesodady
95177 USSR BURIA
W35

‘52101104 ANIN0ag
"§°2) WoISAg
ostidIopur S Bia
3§I5S220 Y BIR(Y

S[NPORN
ooEjIal0y Tas))

oy —

/
~

i

3
|

Ve bld
Ve
4 ] i\ N
—
anpopy Juewesioug SInPOR ez
Aoljad feuoldo ||~ " ™ uownausig | ||~
— | siscube|q
ainpoy Bumas ‘ T
Aoljod jeuondg | :
_ Pl b —— N SN
SINPOVY !
gee juswsBeuepy A21j0d | SPON L4 —szz
Va I m sisoubely |
9z » v D
w -
sinpoN | aInpoyy . orz
- 5 P EZLOLI i SINPON. | |
(24 uonngsiq Asliod u uojezZuoInY | Buyonuop
N L L
i /
R S 44
cee SNpoOW
sojjsoubeiq sjouey

sotas(d FiomiaN |
juEHg] -t \
HIsat -

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

May 8, 2008 Sheet 3 of 19

Patent Application Publication

S|Npoy
Qoupraju] I8}

Vi

81z —

¥

"UOIIBO07]

107Ul $OHIIBY,] A1N0S
JO $10JE3IPU] SUIpn]oL
(s)uonro0] Arotuay

7

9T

(414
JNPOA [CHUOD @ \\
JIaIIa0I0y U !
ALorjod PO
Suyies Ao10d
J -
Plc — »
I
01z ¥ )
; Y i
|
Elzhigny JInpo :o.;uﬂuﬁm
UOHBUIULIZIA( U0IIB007] ,
soImyea § ALmoss i
! s P
- o , = Lt
30¢C

i T ._w

CFT —~ |

Y o

e QNP o[poy

/. sonsoude 1)

UCHEZLIOINY
— J

HAISAS

]

134138

RN .\\/ P

— \\
SITICEIN]
//// P A

e

| N I90[qO wed

£ 1240 vy

T 3lg0 mrg

1103190 weg

IO T
oISy

7

ozz !

108euBy 94T}

J
90¢C

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



"20TARP JULT]D 31O ST O]

4 {szesaggos “Korjod “3'9) uopgrWIC)Yl A11N298 NGLLSI]

=

(=

r~

o

=)

<

v

=

S~

o]

>

<>

o

2 L78 ™ _
= -
(=

s Y43
[

=

- - y

2 ﬂ “9gussow J
3 es59
=

20! puog 1o puy ON
o

>

<>

o

=3

)

=

1sanbai
snjeIs aloudl 1o
afessatll JoLs puayg

zisanbol snjels.

\$N atpy 2011s pejepdn /

\ U3 901A2p LSO

spepdn ou |A s{iqow a1 0] ejqesrjdde

(oaumyos ‘Korjod "g9)
UCHBILIOTT) AJn095 SEL]

ogne m&yﬂ

; 2
BTGNS} A ommmauV

OIESIUn ES
oN [JESIUNUILOD \H\
e

¥oe

"907ARP B[TQOM JHET[O B WOL
RULIOJUT TONRZIIOINE Y3im 15anbal sme)s aap09y

Ht DI

Patent Application Publication

A

i

283 9] 40j UONRULIO LT JURUIATRUEL JUSIO WEUELY

H

-——1 “aofjod 5y s

zit ,
% ! \
ON \ S EETS ,
\ //ﬁ HE
&\ pordAioua ag 01 ™
. Aattod \A:EWM\
60—
.
olc *£anied agy 6y 12adsa1 [jia ad1ADp dfqow
N " pajetoosse a1 o1 poadsar gy suoissiuzad a1 195
3
o ‘noyeniojur opydesdoydin
e AL 90TASP SHYOTH JUIL[O PIJE
Ut - cuondLsous 1oy pereudisap Sugeq (sayepda s1eagjos
‘Loyod "$'3) uoprULIOiu) Hnoas v} salsuodsyy
&

"A[210035 WSISAS J3AISS B1f) BUTI0RILGD Ul
90¢ ~—| 9SIL30j UOHBLLICH HONRZIIOLIND ()M 951A3P 3fiqom
Jus[o pojeudisop 3y} opisodd IsuuERI 30038 B U]

*Aotjod
[t BY} YA POJEIDOSSE OIARP BIGOTT SN0 © ﬂm:mmmvhg

“aolaop o[Iqotl
woidde (sedmjea} 4110095 10, iR HO1E0]
anao vodn paseq Sorjod Anoos v sulgagy

- © 0} 2[4
we | Iy

o0 A vE DI

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



Patent Application Publication May 8, 2008 Sheet 5 of 19 US 2008/0109679 A1
F1G. 3C '3 330
- 332
-
_ 333
Has a network connectid No End
been activated? nd-
: \Y Yes
334
Send status request with authorization e

information to the server system.

{(e.g. pol 1cy, software
ge for user) avaijat

me

v
Download new security 337
information, T
344,
}
338 —
/ Decrypt security
_ Yas information using
“Is security information _| cryptographic

encrypted? information stored
in memory on the

device.

\ 343 '
Authenticate that the recerved | _ .

security information is from ¢
an authorized server,

1
Install security information
for execution on the client
mobile device.

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

May 8, 2008 Sheet 6 of 19

Patent Application Publication

96¢

4¢ "D

1es Konjod Huinoas oy Surolojuy

F 3

.HBSQEOO Istjjoue pue

237A5p S[IOTU S} UL} UQISESS UONEIIUNTUINIOS DL}
Ul S3INEAY AJLIIDAS 910 10 310 Jo swS ATlaLj0e 2]
aip uo paseq Aotjod £1noss jue1no B Suruuiaag

&

“$910d1003 JSTI0UR PUR 99[A9D B[1GOUT
AU} US3MIDq UCISSaS HOIBIUNIIIOD B Ul $21M783]
ANInoas alow 1o suo Josmm)s iAo sy Suuiuisia g

A

06E -

d4¢ "DId

308 Larjod Ljunoes sya Suaoyug

88¢€

9gc -

a1} uo paseq £s1j0d Ljunoas jire1ms v Furmuregac)

350307 ]
2]1qOLU Y} UM PIJRIDOSSE Saxmjua) A)LNoas arous
SUQ Y} JO SNJRIS AJIATIOR 3] PUE UOTIEDO] PaJ0slap

&

¥8E —~

ARINDOS QIOUL 3 SUO JO SHIL)S AUANOR a1} SUjUILRIa(Y

“123udios I3YioUe PUB 351A3D 2]1GOW
31 UIBAMYBG BOISSIS UOIBIIUNIULIOD B Ul Sainjen)

!
“

8L

‘Funeiado si 90TASp 81O © (OIYMm U] JUSLIUCIIAUR

JI0MISU B 1l PLJEIonsse HOIIEd0] B 3unosja(]

03¢ - A

ade Dld

99€ —

‘188 Aorjod Aanoss oy Suposojuyg

oL

"90JABP SO SU] JO UOIJRIG] POIOSIAP 2] YiM
aouepIonok vt Lorjod A)noss jusnns e Jupupuusye]

A

9t 7

"Bupetado si 9071AGP 9[1GOW © YSIgMm UT JMATHUVIEALD
JI0MIBU € 1f}is POJRIDOSSE LONEIO] B SUIID0I3(]

pog -

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

Patent Application Publication May 8, 2008 Sheet 7 of 19

d¥ Old

_ |sauen _ _ WO _
| srowsy || w3 [ “oev |
ESSjRAM O YOMIEN }I0A D] UOIJISULST SSAISIM
ssaip, Bunieoy  yomgan Buweoy o) uoposuLRD) SSIRIA
s$ajalip SWOoH WIOMAN BLLIGH D) UCHIBUUDT) SSjRJIAN
WO ICM)EN O &) LORIBULA) PRUIAA
_ aWoH YIOM]aN SWOH 0} UCTIoaUtc) paiipy]
uoieao _ aLUBN JUaA]
S8y Jusay
a8 A|leonewojne aue sfuyas piaiys uolieao ayj 'pajoaisp
S| JuBAa UB Usyp 'sa|ny juaag sy sAe(dsip mojag 1s) ayL
saNy JuaA]

T

sBuiag a[ny juang _

Vv Old

Rd 129 O

x4

rsbumes

aleuB]Y
SLUO
YOM

9[IQON @

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

Patent Application Publication May 8, 2008 Sheet 8 of 19

dg Ol

7 |

a ysiu : %8N ﬁ dwelg _

:uosduosaq

aep

ylompen ay) 4o uojdinsap asagiaa a10W Y "plaY SWEN 2y Liyim Bujuyep sie nok
LIDAEDCT HI0MIBN U} JO} SWEL LOUS E J8)U2) “UO[EID| Homau anbjun e Apuap)
1ELf} STjISURjIRIBLD omBU J1nads Bl SLEep 6} NOA MO||E SUOREI0T HOMIBN

*play Uohduosag aU usim paoed ag ues uoneso’

UOI1e20™ YJOMISN m m

& & wed
del slool meR w3 94 m

xjgl 7]

)

VS Old

"indul jesn pealadal
aUl Uiim aoueplodoe
u| Aotjod ayy
jO 10adse ay) Bupepdn

05—

A

‘Aonjod e Jo yosdse

Z0G — | Ue 10} el@yio Bujuyap
indui Jasn Buinieoay

/

009

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

Patent Application Publication May 8, 2008 Sheet 9 of 19

ds old

o6 9ld

7 |

7 |

— ysiutg _ — aN _

S8A F#A
o] 3] AVMALYD-13N
UmEN _ 1alyjuap| seonag

‘18piADid 821Aas B Uojew pinoys Jaljuap) ay] Jayisum

0} se ucieuBjsap e pue SSaUPPE 4| 50 SLIEU 31) S8y Uojeuuol om} salnbal
fayjed s vojuyep aowias e Aoads o) "UDJJE0] yUoMIBU AN0A 10 BIIALAS YIOMIBU
8y) epiacid JeUy s18A18S aljloeds ay) Ayioads of noA MO||E SUCKIULAP 33A1BG

Qutline f

uoijuyaq a29ia19g Aemajer) @

)

I

SIBM0S L|EWOE [Af
sianeg SNIM [A]
818G dIHd [A]

sisnlag SNQ [A]
skemales [A]
vooEEyg sanes |

JaeBs neA sadd) saag
au)] jo Yoes Joy sHojelp uogeinBluos yym pejussald ag |im NOA “Mojgq J§]| 8L
WDJj UBHEI0T }IOMEN Sil} 40 sinbyuco o 8| pjnom NoA 124) 58a1A18S aU) 108]8g

£l
Sa2IAIBG 109198 [

=

I Qutline

XxE -

mwu £ g

UeH spel e T A (e

o weacd
defi sool meR w3 e )

BHEN &

BEIN

=)

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

Patent Application Publication May 8, 2008 Sheet 10 of 19

4G Old

35 'Ol

7 |

7]

_ sl : XaN : e w

Sunuuuy

"UD[E207 YOMBN E{Uj AJRUSP] ABES 0 JBDJO UE UOYEDD| YIoM]BU SUf LM juacad
8t pNoys ey} srapinod as)Aas Jo Jaguin sy SEI[RU| Of 8NjeA JUaLINU B ieyug

juswalinbay adiAleg @

— usiuld : waN g

ON
S8
[A] (€21 P e 0L) GuIANTS
sap (Zo0oL) taanuas
o) (L'z'1'01) eu3ngas
sap (@L'1oL) 1ugadas
_ Bumag _ upydussag

sbumos SNa @

X4

sBuies sSNO

Qutline

B < =i
- dpH Sipol woi wd oy (W]

B & weEs
defl spol e W el

x[=]

9

HEE

=)

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

May 8, 2008 Sheet 11 of 19

Patent Application Publication

5

“BLI}ID U0 paseq
UO[RS0] 311 SUIUISIS (][

_ doo'7 pug T||A [+¥=1 | B
J Inad

8ig Vo DI

-

N S

1syatered
STH} 31A% UOTRA0]
I3NI0 S1Y} OJBIO0SSY

asystesed iy QA
UOTIED0] 1R B1BIDUSSY

-goyotsiud
SIYE A UOLIROO]
JUBIIND QUf} OJBIOOSEY

OSSOSO |

] i
— d s1g - !
l r\; /1%~w 19 M
129 531 sa “ Opy
B ™~
e / d .,//N
e - - .
- / \ £ UOEIO] Iajoue //
xmaccmocm Juo1mo a1 § NiMm PajRISOSSE Jos 91 Ul ta%ﬁ::ou\
}1a PRIBIOOSSE Jas ay) Ul udiapanoy ® yorew () eyaurered saoq.
B yorew () 1ejomered ssoc] oN < 7
~. x /\// P 7
/ - 019 —~ .
809 — N s -
4 N
— | ¥ /
909 «r\; NO1T =3110] h (AL
L J /
q \
J40M3o N [RISWHOHAUT y
Y0 ‘BRI papvalas-aid B ym // / h
N 1 souepicode u] siswernd } \\ — 009
A
| HI0MIBY Paofos o
A/ ! \T.WLM -ad NjosseTegQ 8T T S~ T
N e L —

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

€9 "I m P

“UOJE0] PNBIDP |

F1%20] pULap |

RETHT Ry
01 pogueyd sey
UGTIEI0] OU3 B
spnpout 3urpes
Aoijod oy S4RON |

Actmuoﬂ
T %u:mmw 1OYIOUE I §

ON N

Patent Application Publication May 8, 2008 Sheet 12 of 19

® 0} pagdueyo sey .
BONEO0] AU IR |
ampoui gumos |

Koyjod atpy AJuopN

A
0£9

AT ON

/ N H

.

.// \\\
EETN u\ N

- .
\ N - I
~
/ \\%Emm o sioowered //

FUONEBIO] N
- I
JUSLIND Y M §] 1|AZ oY) JO Iy josqns Jo siajpueied >
SAK

it P2IBIo0SSE SUOLBOO] AUl :w\oa.@
. P

o

099 —

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

May 8,2008 Sheet 13 of 19

Patent Application Publication

T T \\\\ ////
T . q e ~. e e e e |
o L dwrp - o aswoneoop ot b
N i .\ f spgissod yo s oo ”H.mw.m_wocwmmwﬁww S
: LOTYROO] 2UO LBY] 310U vaﬁ%\ — S Sy} 01} \
o - e o 31 4 UONRIO] 1a8 b
( ey — //,/\\\\ N\
09 — P4d=3 R —
\ ) sax | E0
o ﬂ ¥ i
- ‘SORpISINL JoS M Q01RO J|nByap e
: U0 HO[RIJHOU R | o m S.:c:mun, o ;
TSUGHRd0] ON KLeydsiq (Lreuond) _ HEo0 195 V_/
a[qissod Jo 38 % S
B U} UOIBI0[ Q0B J T 7
e e 7
TN 819 - 0%
\ + e
/ w 7 /
£9 - DIOSO N A 3/ N
8£9 | \ {PIOUSON AIpITeA -

¢ wvoaaoguafeisar ay) §] ‘UonBOO] >
{ruot P

A N Sunussaidal aferane oy 103

-

STO[IEI0]
JO Ioquunt 91}
\__ 93 ]=3401

- 29014

rmm/ "UO1BI0] 1B} 104 stojswmered N oy} Jo senjua pajiFlom |
sy Jo sfuroar o) 9jndwod ‘UCHEOO] §oBD 10

4

A5 1

L -

Poieinnsse U33g savy SUOHBRIG] Aural MO UL

I

aowrered pJ oyl Jo Suv Evj

§

T— LY

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

Patent Application Publication May 8, 2008 Sheet 14 of 19

L BId

soedg Jeuiay]

NENRICE]
HIoMIIN A.

L

1 podpay

L 80L

I 3

ki

smdug 19314 IBati]

\

SJEIPOLION]

y X
i

' I0AL(T

jodsuri]
|

™,
i

~
\

\

014

A

[4¥2

EALQ

soedg toyuayjddy

00L —

1

FOL < ‘ surBug apy Loy

70L < 3jnpoy
S0BJISIU] 198N}

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

Patent Application Publication May 8, 2008 Sheet 15 of 19

JNIOMIBN
8 9ld woid / oL
g19y0ed
818
028 \
NE Y 018
E8
S8ITNdA | subug isyi 19308ed \
L waisAg o4 \
28] SIAN ﬂ M. ! 8]00L
> Joyd 8|14 | dl/dDlL L Jusuisbeueiy
A
e —— P sed AL m )
] : g8
¥Z8 m | Nmm\ — |
,_‘ - [ | wllll%li. m soedg [eway|
| T 13 [ T
gza——  soosupm L zie | | 08 o soedg Jesn
. A U ¥ \ ¥
4 m N seiny sig ™ se|ny jestoed <
3 m SN T~—gpg
I19pIACId 20IAIeS ¢ auibuzy A3j04
.V—.WI\\I; Umgm\mml_ il.l.lem
7y «—> sojjsoubelq | Bulssesoid 8Ny |WWOY [e———--——-——- :
1 1 LY
i )i aoepaqu| Jasn \ \ ¥
f / \ ) & W
»  uopeoyddy 8 ¢08 808 [A %] Q3
08 lanlegs nm..v
D =
\ DUodZ 5
[ =—] e Y]
————({ ™
008 058 ~gpR

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

May 8,2008 Sheet 16 of 19

Patent Application Publication

T ’ ‘Eorod oes
PC6 —— - tim pajeidosse oalqo viep v Ul a0y Aunoass

yoes 0j Surpuodssiiod piay] B Ui Sfea B ugIssy |
. 4

‘quiod $53008 M0AURU )

756 \Lﬁ 7O S241EaY AJLIND3S 20T 20 UG 1)) SUIRR(]

t6 ‘DI

. . - - AT IBS ik
pajeIoosse 102{Go Biep © Ul 2TBMIJOS Aunoss
oyl 01 Suipuodssi10o Pia) € Ul sujea B ugiss

I 21 >

Yo

"30IABPD A[1QOUW 21} U0
Jusnuna Apueiing s1u (fyderdopdlo paoueyna
1117708 10aIP N A TU0HORISP U0ISIY
ssnapa-nie “§9) sumadosd aremgjos ALrmo
| yoiym wegsds Suyeiedo woy suiuielo

76

06—

Vo Dl

“Korod yoro s paleioosse jos(qo wep Joydepe

(3T sy ur pjoy puelq mdepe ue 0] onjEA ® udissy
— i .
[ N "OITATP
016 - — aj1qouL 911 uo s13depe I0AaU 31 JO puRlg
)
slespiey oyl wssss Funeiado sy Moy suwiwILA(] |
4
m
- . m
“Sonjod oBS m pajeioosse 00[qo ejep 1depe
806 — 1 sy pjey ssejo Jodepe ue 03 anua v uFissY

S|

906 [ “30IAGp 3O 3] U0 S1depe 10agau 541 JO
Sl (D 'SUdD WSD BTUT08 ‘€'708 ‘911708 ¥9)
ssefe oy 1oafqo Brep 1odepe S} WOl UG

————{orjod qIes M [HIR0USSE oS goT

b0G — —|  BYep J03depe UB Ui SE3[3IA 10 PO JO 2NfRA

2d4 1mdepn Ur )i UOKOOUUOD DY 94RID0SSY

.ﬁ “201A0D 2[1Gour 24 U0 wWajsAs Bunesedo aygi

i

a1y uo paseq Iajdepe ssafoils 10 Potim b

i
M woly patitgoe apdepr Jromjou o1 JO SOESHIBIORIEYD
|
i
i
|

M PIIBISDSSE 51 UGHIDSULOD B IAIYM SuiIEa(]

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

May 8, 2008 Sheet 17 of 19

Patent Application Publication

8601 | “uorpeodde
Jjo c::m‘w‘mw AL ,A‘laon b
7 cait
Eﬁ% S~ ¢ - =SSR
posh 8 —— - up o3 wopeanAde sy | ;mﬁm g m_:m _f. ﬂmﬁwwuhﬁgwux
: 7 il 0 sanhni aaros
{ 01 uoneoyjdde A0y - Saj %&éﬁ?s E&%A&QQ , ) :
§COT :c:wmﬂl&ur “ < ‘ -
S sigy Suisn oryudl <o 5 ‘1114 — F60! «422
saomgan e doig m N \Hc e TRTIRG A
\\ Fpioa ad T ey u:w ‘dopysa uBEvm ‘Bunaap
0901 S 1 95n 03 uonuesijdde s
01 L . vmbowm:‘mb /Q chu JUETE h_:u muAQ\Ar N tBa Mesmoid 72) |
VoL ord Tl aqojuoneoydde |9 TH _/ \ ‘uopeoydde o 3saubo aA1953y |
Sy Jog olggen | Sa4 9501
HIOMIST MOV |
FLOL o
. {7 Jo Adoa o - -
| poydiGousun isssooy N 4.\\\// e Peoi !
i 5 u ~ -~
e - Wmmmuur Mmg \.w sy 0} mvuuu/m// o1y e
O 105194 paydaiate maf) EERN /ém Loyjod jusims mmcmw | 10 jsanbaa aare0ay]
TEOT Aju u;ca Jarimy 9,530(] - o
N oo Adoo | < e
c . ——
paidiious mmoorul@xx_ 534 8701 T 0g01 ON 0701
0z01 T ODIAIRS {IoAjou
e Sy - i 4
~{  SIy} Juisn oQyen}  e—————— P101 )
pompupdosg | N L Gpu1aL LS _ﬁ
- nworr&u 302U ST~ ‘ . gy
3101 SE— e oo st sone >t ‘dLIH ‘d0d dy 39) 00iaiss
“ paliaJsEen 5q Em: Sorjod jusano so0er oAU Jof Jsenbar aataoay
oy aniaaos yaomgow | ~ .\\\\/; -
siy3 3uisn apgyen SIX - G107
10390 MO]) Y bool
0101 ) e ) A rfiod s1gy 1940 1U3s.. \ 1iod RS0 © 1040 BIED I3JSUBL]
“ od S[Y3 101 JE«.: ) 4 A.i !
w320 pIEMI0 | Y :\‘L/c%:m PAALANaIaq 01 218p 2

Hiom3al _: dosg

8001 o | 1a0d sy 103 ongyEn ) s 9001

Z001 7 N

- JUIAT

~ — e

Bc%w Aotjoc ;nbso\vqc S A

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

May 8,2008 Sheet 18 of 19

Patent Application Publication

—
_ ! 1sanbal Jo add
Lol «_ | SHUI 103 paysiqeiss | o
T eneinio urgra e
€01 DI _ wonbal dguws _ 8e01 B ocor
| I —— T "
B G|IJ_ \\\\;mu:vE mE/_, T il ]
- R G o L | 1590b0Y 2410 |
R Ty satjod juaimno sa0er !
/// \\\ !
~ ) SLOT \
vw/o— 7801 - /// smcm el o e
S guoheoifdde mﬂ:wwﬁmc/ = T .
: AAONEO! ) .~ FRL SIT} 0} §S200E ™ _ ‘uonestjdde
9|14 21 SPIH |=——<7Dass3008 3G 0} 2{1 2} MO[{E gy g A
/m 4 01 21 3t MOUE < M!\ic:/m Lonjod qusima wu\oﬁ‘l T30 sdfrBuisn oy e |

ON g £otjod ,Eu.::ov@nu\w.\lg

T
-

LEPN

PLOl —
e ‘o113 Jo Adoo H»!J
pardLiousun s5000y v 0N f/r j
aidifespp

T b

\mﬁmz passa00e oy 0} S
7L01 /w®/~/ s3oa papldious mope”
b::/ﬁvxm; HBLRTS20(]

\\\//
T ,,Jomc_

/// e - N ﬁ//\ -
| ey oq apiry e ON ﬁ

" opi go Adoo
poydious s5a00y

ON
T PPOT — asot i
\\ . N T T i

e FSTAIRS NIOAGOU STER S - I BERETNTY SRENE
o AIOIAIS SO TR 3L SIU3 03 553058 HA 3[AISS Hi0IRU

Aﬁwm poRysuen o4 03 m:wv\; A e Aomod jueimo m%mﬂ/\.{n’ Joadle ape
syiagppe Lorod yue iy ss0( S - 10§ 150nbau 0AT009Y]
ey o 9¥01 - “
. L

haN - i
n,_mv— 3 SpiH ‘\\\_ “
- ‘\w\l\\\v ON

EN

D

o 30 £dos parddiououn (40 Xf g |
SETEITEIN goutias e e S .

0601

o 1STL paliajsuey aq :ﬂuﬁ/ ﬂ\ \
I i >
S U0I8IAA peiddmus mope L L _

7 v&?iomu aysues] | »,_swuwwmm@wmw/ mom%z N

8807

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 A1

May 8,2008 Sheet 19 of 19

Patent Application Publication

Ol

-

¥LIT

‘sysouBerp 1o
UOHOE JA021100 10]
SUOOILISUT SplAlsd

3

- ndmo
fingap o szAeuy

ﬁ

i

‘aITMJOS A1) JO
SUOJSIoA Ingop wicy
mdjuo smmden

-— 0111

ﬁ

|

"PALINDOG 10118 2i])
YoTtjaL Uf SIRmIIDS
o[} JU SUOISIA
sngep [jeisu]

t

"9C1A9p 21Gow

QY] 1O U33U05

g o} jndiic Sogep

Lepdsip “Ajeuondp
f

“suoniod
10 52 RPULL S1EMYOS |
JO Y23 10J uoisIdA
dnyap e speopsmo(]
4

TGRS
3AEY $10AID 10 JOIED

2IBMYJOS5 20Ul 10
Qo oY) ssunuIzlag
a

10118

211 YMm PaIBIDOSSE
(dump yser -

‘3°9) uoneULICjUI
SUSOUEEIP SARLN9 Y

4

"SOURIRIO0 J0133 Ue
30 LOLEDLHOU 241809

POIOOLJO Y} e

oL} 2JaYM SINPOW |

N
\

9011

AMAZON-1008

Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 Al

ADMINISTRATION OF PROTECTION OF DATA
ACCESSIBLE BY A MOBILE DEVICE

[0001] This application claims priority and benefit as a
divisional application of U.S. patent application Ser. No.
10/413,443, entitled “Administration of Protection of Data
Accessible by a Mobile Device,” filed on Apr. 11, 2003.

[0002] This application claims priority under 35 U.S.C. §
120 as a continuation-in-part of pending U.S. patent applica-
tion Ser. No. 10/377,265 entitled “Protection of Data Acces-
sible by a Mobile Device,” filed on Feb. 28, 2003, having
inventors Michael Wright, Peter Boucher, Gabe Nault, Mer-
rill Smith, Sterling Jacobsen, Jonathan Wood and Robert
Mims, which is hereby incorporated by reference.

[0003] This application claims the benefit of priority under
35U.S.C. § 119(e) to U.S. provisional patent application No.
60/434,485, filed on Dec. 18, 2002, entitled “System And
Method For Protecting Data Based On Location Of Mobile
Devices” having inventors Michael Wright, Peter Boucher,
Gabe Nault, Merrill Smith, Sterling Jacobsen, and Jonathan
Wood, which is hereby incorporated by reference.

[0004] This application also claims the benefit of priority
under 35 U.S.C. § 119(e) to U.S. provisional patent applica-
tion No. 60/438,556, filed on Jan. 6, 2003, entitled “Remote
Management For Protecting And Accessing Data Based On A
Connection Type Or An Environment Of A Mobile Device”
having inventors Michael Wright, Peter Boucher, Gabe Nault,
Merrill Smith, Sterling Jacobsen, Jonathan Wood and Robert
Mims, which is hereby incorporated by reference.

BACKGROUND

Field of Invention

[0005] This application relates to the field of security of
data accessible by mobile devices. Mobile devices are using
wired and wireless technologies to access networks at work,
at home, or in public ‘hot spots.” Those same mobile devices
have documents, spreadsheets, e-mail, and other files with
valuable company information if not valuable personal infor-
mation in them.

[0006] The availability of wired and wireless network
access points (NAP) allow mobile devices like laptop com-
puters and personal digital assistants (PDAs) to enable users
today to be more mobile, providing access to corporate net-
works, e-mail, home networks and the Internet from any-
where. With the advent of the IEEE 802.11 standard for
wireless communication, and other popular wireless tech-
nologies, software products that protect against unwanted
access to information stored on mobile devices and corporate
servers is highly desirable.

[0007] Traditional security architectures assume that the
information assets being protected are ‘tethered’—wired to a
particular network infrastructure such as a company’s net-
work infrastructure. But mobile users can pick up valuable
corporate information, such as that stored on their laptops,
and walk away from the corporate network, and connect to
other networks with different security policies. Users with
laptops and mobile devices want to take advantage of wireless
technologies, to connect wherever they are—at work, at
home, in the conference room of another company, at the
airport, a hotel, a highway or at the coffee shop on the corner.
The mobile device’s network environment is constantly
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changing as the user moves about. Each environment has
different needs in terms of security. Each environment pre-
sents different challenges to protect the information on the
mobile device while allowing access to e-mail, the Internet,
and company Virtual Private Networks (VPNs).

[0008] Personal firewalls are designed to deal with static
environments. A personal firewall could be ideally suited for
mobile users if users knew how to adapt their configuration
for their particular mobile application. Unfortunately, secu-
rity settings for one situation can compromise data security in
another. The configuration of popular personal firewalls typi-
cally requires a level of expertise on how the technology
actually works that average users do not possess. Addition-
ally, personal firewalls don’t protect against all 802.11 intru-
sions. For example, when a user configures a personal firewall
off to surfthe Internet through their wireless device, their files
may be vulnerable to unauthorized malicious wireless attacks
on their computer.

[0009] Solutions which secure data in transit, for example a
(VPN) connection, from a corporate server to a mobile client
device do not protect the data once it is stored on the mobile
device. For example, an executive could be retrieving sensi-
tive files or emails from the corporate network, and the VPN
will stop eavesdroppers from seeing the data in transit, but
once the data is stored on the executive’s remote device,
hackers in the parking lot could break into the remote device
and copy or maliciously alter the data. With the onset of new
powerful mobile devices that can store corporate data, 1T
managers see their network perimeters having to extend to the
new limits of these mobile wireless connections.

[0010] Simple to use, mobile-aware security tools provid-
ing different levels of security protection for different loca-
tions and/or security features are highly desirable. It is desir-
able to provide technology that automatically senses the
network environment of the mobile device, associates the
network environment with a location, and adjusts its security
configuration and settings accordingly. It is also highly desir-
able to take security features in a particular network environ-
ment into account. For example, setting a security policy
based on whether the data is being received over a wireless
network adapter or over a wired one is highly desirable. This
would allow unprecedented ease of use allowing users to
move between different environments without needing to
manually change security parameters, adjust difficult-to-con-
figure firewalls, disable and enable network file sharing fea-
tures, or worry about remembering what security protocols
are currently set. Furthermore, enterprises seek a centralized
approach to the administration of security policies used by the
mobile devices storing company data and accessing company
data stored on the enterprises’ systems via network environ-
ments not under the control of the enterprise.

SUMMARY OF INVENTION

[0011] Thepresentinvention provides one or more embodi-
ments of a system for providing administration of protection
of data accessible by one or more mobile devices based upon
criteria such as a location associated with a network environ-
ment in which each mobile device is operating and/or security
features associated with each of the mobile devices. Further-
more, the present invention provides one or more embodi-
ments of a method for providing administration of protection
of data accessible by one or more mobile devices based upon

AMAZON-1008
Amazon.com Services LLC v. Headwater Research LLC, IPR2027-00015



US 2008/0109679 Al

criteria such as a location associated with a network environ-
ment and/or security features associated with each of the
mobile devices. The one or more embodiments of the present
invention may also be embodied as instructions stored in one
or more computer usable mediums some examples of which
are a memory, a disk, a compact disc, a field programmable
gate array, a flash card or an integrated circuit.

[0012] The present invention also provides one or more
embodiments of a system for remotely diagnosing one or
more mobile devices, and a method for remotely diagnosing
one or more mobile devices.

[0013] As discussed above, the present invention provides
for the administration of the protection of data accessible by
a mobile device. Mobile devices include portable computing
devices that access a network or another computer. Mobile
devices include devices that access a network or another
computer through a wired connection as well as portable
computing devices that access a network or another computer
through a wireless connection. For example, a notebook com-
puter accessing a network through a T1 line or phone line atan
airport is a mobile device. The same notebook computer may
also access a network through a wireless connection to a
network access point (NAP). A portable computing device
having a wireless connection capability is often referred to in
this connection context as a wireless device which is a type of
mobile device.

[0014] Inone or more embodiments in accordance with the
present invention, the protection of data is administered
through one or more security policies. One function of a
security policy is determining accessibility of data for the
mobile device. For example, based on the current location
associated with the mobile device, a file resident on the device
may be encrypted or may be hidden as required or recom-
mended by a security policy. Additionally, a security policy
may not allow a particular network service or application or
both to be used based upon either or both of a particular
detected location or the activity status of a security feature.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] FIG. 1 illustrates one or more examples of location
categories which may be assigned to a mobile device in accor-
dance with an embodiment of the present invention.

[0016] FIG. 2A illustrates a computer system for adminis-
tering the protection of data accessible by one or more mobile
devices based on either or both of a location associated with
the mobile device or a security feature in accordance with an
embodiment of the present invention.

[0017] FIG. 2B illustrates a system in a client mobile device
for protecting data accessible by the mobile device based on
either or both of a location associated with the mobile device
or a security feature in accordance with an embodiment of the
present invention.

[0018] FIG. 3A illustrates a method for managing one or
more security policies for the protection of data accessible by
a mobile device based upon criteria in accordance with an
embodiment of the present invention.

[0019] FIG. 3B illustrates a method for distributing a secu-
rity policy by a server computer system for the protection of
data accessible by a mobile device in accordance with an
embodiment of the present invention.
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[0020] FIG. 3C illustrates a method for obtaining security
information by a mobile client device from a server system in
accordance with an embodiment of the present invention.

[0021] FIG. 3D illustrates a method for protecting data
accessible by a mobile device based on a location associated
with a network environment in which the mobile device is
operating in accordance with an embodiment of the present
invention.

[0022] FIG. 3E illustrates a method for protecting data
accessible by a mobile device based on a location associated
with a network environment in which the mobile device is
operating and a security feature in accordance with another
embodiment of the present invention.

[0023] FIG. 3F illustrates a method for protecting data
accessible by a mobile device based on a security feature in
accordance with another embodiment of the present inven-
tion.

[0024] FIG. 4A illustrates an example of a graphical user
interface displaying examples of locations in accordance with
an embodiment of the present invention.

[0025] FIG. 4B illustrates an example of a graphical user
interface displaying examples of combinations of a location
and a security feature, each combination forming the basis of
selecting a security policy in accordance with an embodiment
of the present invention.

[0026] FIG. 5A illustrates a method for defining criteria for
an aspect of a security policy in accordance with an embodi-
ment of the present invention.

[0027] FIG. 5B illustrates a graphical user interface
example illustrating a method for defining criteria with
respect to environmental network parameters or characteris-
tics to define a location in accordance with an embodiment of
the present invention.

[0028] FIG. 5C illustrates a graphical user interface
example displaying the network services in further illustra-
tion of the method example described in FIGS. 5B, 5D, 5E
and SF.

[0029] FIG. 5D illustrates a graphical user interface
example for configuring parameters associated with one of
the selected network services, in this example Gateway ser-
vices, of the method example described in FIGS. 5B, 5C, 5E
and 5F in accordance with an embodiment of the present
invention providing for further configuration of the selection
of services.

[0030] FIG. 5E illustrates another graphical user interface
example for configuring parameters associated with one of
the selected network services, in this example Domain Name
System (DNS) Servers, of the method described in FIGS. 5B,
5C, 5D and 5F in accordance with an embodiment of the
present invention providing for further configuration of the
selection of services.

[0031] FIG. 5F illustrates an example user interface for
indicating a minimum number of network services or service
providers to be present within the network environment for a
valid location identification in continuing illustration of the
example of a method in accordance with an embodiment of
thepresent invention illustrated in FIGS. 5B, 5C, 5D, and 5E.
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[0032] FIG. 6A illustrates a method for detecting location
based upon a defined criteria in accordance with an embodi-
ment of the present invention.

[0033] FIG. 6B illustrates one version of the method in
accordance with this embodiment of the present invention
illustrated in FIG. 6A in which the criteria is a matching
criteria.

[0034] FIG. 6C illustrates one version of the method in
accordance with this embodiment of the present invention
illustrated in FIG. 6A in which the criteria is a weighted
average of N network parameters.

[0035] FIG. 7 illustrates a system in a mobile client device
for protecting data accessible by a mobile device in accor-
dance with an embodiment of the present invention.

[0036] FIG. 8 illustrates a server system embodiment for
administering the protection of data accessible by a mobile
device in accordance with another embodiment of the present
invention interacting with a system in a client mobile device
for protecting data accessible by the mobile device in accor-
dance with another embodiment of the present invention.

[0037] FIG. 9A illustrates an example of a method for
determining whether the security feature of a connection type
of wireless or wired is in effect for a communication session
between the mobile device and another computer in accor-
dance with an embodiment of the present invention.

[0038] FIG.9B illustrates an example of a method for deter-
mining whether the security feature of a security software
program is currently executing on a mobile device for a com-
munication session between the mobile device and another
computer in accordance with an embodiment of the present
invention.

[0039] FIG.9C illustrates an example of a method for deter-
mining one or more security features of a network access
point with which the mobile device is communicating in
accordance with an embodiment of the present invention.

[0040] FIGS. 10A and 10B illustrates a method of enforc-
ing a security policy using illustrative examples of events in
accordance with an embodiment of the present invention.

[0041] FIG. 11 illustrates an embodiment of a method for
providing remote diagnostic support from a server computer
system to a mobile client device in accordance with an
embodiment of the invention.

DETAILED DESCRIPTION

[0042] FIG. 1 illustrates one or more examples of location
categories 102, 104, 106, 108 which may be assigned based
on the network environment in which a mobile device is
operating in accordance with an embodiment of the present
invention. One example of a location category is “Home”104.
The network environment in which each of the mobile
devices 148, 150 communicates via a network connection at
a user’s home is detected. Upon detection of this home net-
work environment, each of the mobile devices is assigned a
location indicator or type of “Home”104. In the illustrated
example, each of the laptop 148 and the PDA 150 communi-
cating with the illustrated wireless network access point will
have its location set to “Home.”

[0043] The location “Work™106 is an example of a location
associated with a network environment maintained by a

May 8, 2008

user’s employer. In the illustrated example, a notebook com-
puter 164 has a wired CAT-5 Ethernet connection 168 to the
corporate server of his or her employer. However, the note-
book computer 164 may also communicate with the server
112 through a wireless NAP 162 as illustrated.

[0044] Oneexample of alocation category is “Mobile”102.
For example, at an airport, a mobile device such as the illus-
trated notebook computer 122 accesses a network environ-
ment respectively through a wired connection 126 (in this
example a T1 line) to a wired network access point 128. This
wired network access point 128 may provide access to an
Internet shopping site server 110 because the user desires to
browse the site while waiting for departure. The notebook
computer 122 and the personal digital assistant (PDA) 124
have a wireless connection to a wireless NAP 130, in this
example an 802.11b connection through which they may
communicate at the airport. Additionally, as discussed below,
the security policy associated with the “Mobile” location may
take into account the connection type of wired or wireless. In
this example, the network environment provided at the airport
does not match with a defined environment associated with a
location such as “Work”106 or “Home”104 so “Mobile”102
is assigned or associated with the PDA 124 and the notebook
computer 122 as a default location.

[0045] The last location example is “Alternate”108. In one
example, a specific environment (e.g. an environment asso-
ciated with a university computer lab or an environment asso-
ciated with a type of network class) may be associated with
“Alternate.” Similarly, a “Custom” or another named location
may also be defined. In this example, the wireless network
access point 182 is associated with a cellular base station
providing network access through a General Packet Radio
Services (GPRS) system, Global System for Mobile commu-
nication (GSM) system, third generation wireless 3G system
or other kind of mobile wireless communication system.

[0046] FIGS. 2A and 2B illustrate interaction between a
computer system 200 (FIG. 2A) acting in a server role with
respect to a mobile computer system 201 (FIG. 2B) acting in
a client role for the purposes of managing security with
respect to the client system in accordance with an embodi-
ment of the invention. Similarly, FIGS. 2A and 2B also illus-
trate interaction between the server computer system 200 and
the mobile client computer system 201 for the purpose of
providing diagnostic assistance to the client computer sys-
tem. The system 200 in FIG. 2A may be implemented as
software executing in a standalone computer having a pro-
cessor being accessible to memory, the processor being com-
municatively coupled with one or more network interfaces, a
display and input/output devices such as a keyboard and a
pointing device. Similarly, the system 200 may be imple-
mented by a series of networked computers as may typically
be implemented by an enterprise. Additionally, the system
200 in FIG. 2A may also be implemented in another mobile
computing device. The server or server-side system 200
allows an administrator to manage and distribute policies and
software upgrades, analyze logs, and perform remote diag-
nostics. The client system 201 in FIG. 2B may be imple-
mented as software executing in a mobile computing device
having a processor being accessible to memory, the processor
being communicatively coupled with one or more network
interfaces, a display and input/output devices such as a key-
board and a pointing device. The client side system 201
monitors the user’s changes in location and/or security fea-
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tures and applies the appropriate policies automatically as the
user moves about or different security features are activated
or deactivated. The client 201 enforces the policies set up by
the administrator, and performs diagnostics. The client 201
can also create and manage policies for the client mobile
device when run in a self-managed mode. The server system
200 is discussed first.

[0047] FIG. 2A illustrates a system 200 for administering
protection of data accessible by a mobile device based on
either or both of a location associated with a network envi-
ronment in which the mobile device is operating or an activity
status of a security feature associated with the mobile device
or the environment in which it is communicating in accor-
dance with an embodiment of the present invention. The
illustrated system embodiment 200 comprises an authoriza-
tion module 232, a policy distribution module 234, a policy
management module 236, illustrated here with an optional
policy setting module 238 and an optional policy enforcement
module 244, a remote diagnostics module 224 and a user
interface module 240. The system embodiment 200 protects
data accessible by the mobile device that may be resident (See
FIG. 2B, 220) or data 242 that is accessible by the mobile
device over a network 204. Examples of such data may
include security policies, corporate data, group files indicat-
ing the organization of personnel into various groups, client
device management data, and diagnostic information related
to the mobile devices or computers internal to the corporate
network. As is apparent, these are examples of information
valuable to a company. As illustrated, each of these modules
has a communication interface or is communicatively
coupled to each of the other modules and has access to data
objects 242 stored in memory 242 of the server system 200
and also has access to a network 204 (e.g. Internet).

[0048] The policy management module 236 manages secu-
rity policies. One aspect of managing security policies is
defining the policies. In this example, the policy management
module 236 comprises instructions for establishing this pre-
defined criteria based upon user input processed by the com-
municatively coupled user interface module 240. Defining
policies includes the creation of policies and the modification
of policies. Examples of aspects of a policy includes specifi-
cation of rules and permissions (e.g. policy override), defin-
ing one or more locations associated with network environ-
ments, defining or identifying security features to be
monitored, ports to be monitored, network services to be
monitored, applications to be monitored, enforcement
mechanisms to be put in place for a particular policy, level
identification for a policy or policy aspect for flexibility
(optional, recommended, mandatory, invisible), and feed-
back (e.g. custom error messages) to alert an administrator
via a user interface screen using the server system 200 of
certain conditions or to alert a client device user via a user
interface screen of certain conditions.

[0049] There may be several layers of policies. There may
be abase policy applicable to a group of entities. Examples of
entities may be users or the mobile devices themselves. In
these examples, the group may include one instance of an
entity. The attributes of the base policy may be incorporated
into other policies which add on additional attributes. For
example, a base policy for the group including engineers in
the user interface design department may be allowed access to
files on a certain disk drive. Another policy based on location
that incorporates the attributes of the base policy may only
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allow access to encrypted versions of the files if a mobile
device through which a Ul design engineer is logged in is
operating in a “Home” network location. The optional policy
setting module 238 is discussed below in the discussion of the
client policy setting module 212 of FIG. 2B. The optional
policy enforcement module 244 is discussed below in the
discussion of the client policy enforcement control module
214 of FIG. 2B.

[0050] Inoneembodiment, the policy management module
236 is provided with an enterprise’s existing group structures.
The policy management module 236 compensates for a fail-
ing in the traditional makeup of groups. Since groups are not
hierarchical, it is common for one person to be a member of
several groups, and if each group has its own security policy,
anissue arises as to how to determine which policy to apply to
a particular user. The policy management module 236 inputs
a prioritized list of groups from a memory location 242. The
policy management module 236 searches the groups in pri-
ority order of the list. Thus, if a person is a member of
“engineering” and “executive staff)” that person will get the
security policy for whichever of those two groups comes first
in the prioritized list. There is a default policy for users who
are not members of any of the groups on the prioritized list.
Further, there is a highest priority group that always has the
highest priority. An example of such a group is a “stolen
mobile device” group that always has the highest priority,
because it doesn’t matter what other groups the device is
associated with if the device is in the hands of a thief.

[0051] Thepolicy distribution module 234 distributes secu-
rity information to the one or more client mobile devices. The
policy distribution module 234 has a communication inter-
face or is communicatively coupled to the policy manage-
ment module 236 for receiving notifications of updated secu-
rity information. Examples of security information are
versions of existing policies, policies, or software. An
example of communication interface is a bus between a pro-
cessor executing one or more of the modules and a memory
controller responsible for memory reads/writes. Another
example is one module reading a parameter stored in a
memory location by another module. Of course, other com-
munication interfaces known to those of ordinary skill in the
art may also be used.

[0052] In this embodiment, the authorization module 232
authorizes a communication exchange between the client
mobile device and the policy distribution or policy manage-
ment modules. The authorization module 232 is a further
safeguard against unauthorized or rogue mobile devices try-
ing to hijack the security policies or corporate data. Various
authorization protocols and techniques may be used. One
example is a simple username and password verification
scheme. Another example of a type of authorization protocol
is a cryptographic authentication protocol. The authorization
module 232 may also be used to authorize a communication
exchange between the client system 201 and the remote diag-
nostics module 224.

[0053] The remote diagnostics module 224 is illustrated in
the context of a server computer system embodiment 200 in
FIG. 2A concerned with security or protection of data acces-
sible by mobile client devices. However, the remote diagnos-
tics module 224 may also function to provide diagnostic
support for computer problems generally encountered by
mobile client devices independently of security related soft-
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ware. In this embodiment, the remote diagnostics module 224
provides diagnostic assistance and/or corrective instructions
with respect to problems not only associated with security but
also provides such support with other problems generally
encountered by mobile client devices. The remote diagnostics
module 224 has a communication interface or is communi-
catively coupled with the user interface module 240, the
authorization module 232, the policy management module
236 and the policy distribution module 234. This allows a
person using the mobile device to get the device repaired
where they are as opposed to having to mail the device or wait
until he or she is back in the office to get help.

[0054] Theremote diagnostics module 224 comprises three
modules or sub-modules: a monitoring module 226, a diag-
nosis module 228, and a diagnosis distribution module 230.
The monitoring module 226 receives diagnostic information
such as events or audit logs from a client device and stores the
information in a data object (242) for the client device. In one
embodiment, a client diagnostics module (e.g. FIG. 2B, 246)
periodically and automatically initiates tests. Results includ-
ing errors from these tests are reported over a network 204
(e.g. Internet) to the remote diagnostics module 224. Other
examples of diagnostic information retrieved from the client
are debug output files, examples of which include system
event logs, crash dumps, and diagnostic outputs from a client
diagnostics module (e.g. 246, FIG. 2B). This information
may be received periodically over a network 204 from the
client diagnostics module 246, or upon an initial network
connection by the mobile device with the server, or because
the client diagnostics module 246 requests diagnostic assis-
tance.

[0055] The diagnosis module 228 analyzes diagnostic
information stored for the mobile device. For example the
diagnosis module 228 may perform analysis according to
pre-stored diagnostic programs or according to an interactive
user environment or a combination of the two. The diagnosis
module 228 may provide a repair to a problem in the client
device, determine that a trend is occurring for the device, or
determine that preventive maintenance is to be scheduled for
the client device. In one example, the diagnosis module 228
initiates requests to the client mobile device for additional
information. The additional information may be based on
input received via the user interface module 240 or according
to a pre-stored diagnosis method. In one embodiment, the
diagnosis module 228 provides requested information to the
user interface module 240 responsive to user input. In another
embodiment, the diagnosis module 228 may provide
requested information transmitted via the diagnostics distri-
bution module 230 over the network 204 to the client mobile
device responsive to requests received at a user interface
module on the client device (e.g. FIG. 2B, 218). Once a
diagnosis has been made with respect to a problem, support
information may be distributed to the mobile device under the
control of the diagnosis distribution module 230. For
example, support information may be in the form of instruc-
tions or code to the client device to repair a problem or
perform maintenance. This provides an advantage of taking
corrective or preventive actions without requiring user inter-
vention or action. Another example of support information
that may be forwarded are messages for display by the client
device providing a diagnostic report or requesting specific
input from a user of the device.
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[0056] Either or both of the monitoring module 226 or the
diagnosis module 228 may initiate tests and/or queries to
determine the readiness or robustness of the existing client
device population. Trends may be noted. Again, these tests
may be run during a connection with a device without requir-
ing user intervention.

[0057] The remote diagnostics module 224 may also probe
a particular client to verify its status. For example, client
configuration information may be retrieved such as the cur-
rent version of the security policy software components on
the client device, the current policy settings on the device, and
attributes in accordance with those settings, for example,
which ports are blocked. This information may be stored for
later assistance in a diagnostics situation or for use with a
current diagnostics situation.

[0058] FIG. 2B illustrates a system 201 for protecting data
accessible by a mobile device based on a location associated
with a network environment in which the mobile device is
operating in accordance with an embodiment of the present
invention. Additionally, the system 201 in FIG. 2B illustrates
a system for determining and enforcing security policies
based upon the activity status of a security feature in a com-
munication session between the mobile device and another
computer. The illustrated system embodiment 201 comprises
alocation detection module 208, a policy setting module 212,
security features determination module 210, a policy enforce-
ment control module 214, a layer manager 206, a user inter-
face module 218, memory location(s) 216, an authorization
module 245, and a client diagnostics module 246. The system
201 protects data accessible by the mobile device that may be
in resident memory 220 on the device or be data 242 acces-
sible over a network 204. In this illustrated example, each of
these modules has a communication interface or is commu-
nicatively coupled to each of the other modules. Resident
memory 220 may be accessed by one or more of these mod-
ules.

[0059] The authorization module 245 provides authoriza-
tion information to the authorization module 232 of the server
system 200 to establish communication exchanges with the
client mobile device for the exchange of security information
or diagnostic information or both. The client diagnostics
module 246 collects diagnostic information which is sent to
the remote diagnostics module 224 of the server system
embodiment 200.

[0060] The layer manager 206 has a communication inter-
face to one or more modules 208, 210, 212, 214, 245, 246. A
layer manager 206 processes network traffic which may
include inbound data (e.g. 242, FIG. 2A) accessible over a
network and outbound copies of data objects from resident
memory 220. In this embodiment, the layer manager 206
processes information in one or more layers of a model for
communications between computers in a network. An
example of such a model is the Open Systems Interconnection
(OSI]) data communications model. The seven layers of the
OSI model are the physical layer, the data-link layer, the
network layer, the transport layer, the session layer, the pre-
sentation layer, and the application layer. Another example is
the layered Internet Protocol stack. It is represented as four
layers including the subnetwork layer, the Internet layer, the
transport layer, and the application layer.

[0061] In this embodiment, the layer manager 206 has a
communication interface, for example a software interface or
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buffers for storing parameters, to a location detection module
208. The layer manager 206 forwards network parameters to
the location detection module 208. The location detection
module 208 detects or determines the location associated
with the current network environment based upon criteria
defined in a downloaded policy from the server system 200. In
this example, the policy setting module 212 receives, installs
and updates the security information including security poli-
cies and/or software updates received from the policy man-
agement module 236 via the policy distribution module 234
over the network connection 204. The policy setting module
212 may define criteria or if permissions set by the policy
management module 236 allow, supplemental policy defini-
tions or customization of policy definitions based upon user
input processed by the mobile device user interface module
218. Similarly, if operating in a standalone mode not under
the control of the server system, the policy setting module 212
defines an aspect of a policy such as location criteria or
security features criteria based upon user input processed by
user interface module 218.

[0062] Inthis embodiment, memory locations 216, includ-
ing indicators of security features and/or location indicators,
have a communication interface (e.g. a bus between a proces-
sor executing one or more of the modules and a memory
controller responsible for memory reads/writes) to the loca-
tion detection module 208, the security features determina-
tion module 210, the policy setting module 212, the policy
enforcement control module 214, the authorization module
245, and the client diagnostics module 246. The location
detection module 208 has a communication interface to the
policy setting module 212. In the embodiment, the policy
setting module 212 determines a security policy based upon
the location detected by the location detection module 208
and communicated via a communication interface. In one
example of the communication interface, the policy setting
module 212 may read a current location indicator 216
updated in a memory location 216 by the location detection
module 208. The policy setting module 212 may then read the
location indicator 216 periodically or responsive to a notifi-
cation message from the location detection module 208. In
another example, the location detection module 208 may pass
the currently detected location to the policy setting module
212 as a parameter in a message. Of course, other communi-
cation interfaces known to those of ordinary skill in the art for
use in notifying the policy setting module 212 of the current
location may also be used.

[0063] 1In an alternate embodiment, an optional policy set-
ting module 238 may operate on a server computer system
such as the one illustrated in FIG. 2A that determines the
selection of the current security policy for the mobile device
based on criteria information received from the mobile device
including location and activity status of one or more security
features or based on network parameters forwarded by the
layer manager 206. In this embodiment, a module on the
client device such as the policy enforcement control module
214 receives commands from the policy setting module 238
and executes them on the mobile device.

[0064] The policy setting module 212 also has a communi-
cation interface to a policy enforcement module 214. The
policy enforcement module 214 comprises instructions for
enforcing the security policy currently set by the policy set-
ting module 212. The enforcement module 214 comprises
instructions for one or more enforcement mechanisms asso-
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ciated with a security policy. Again, in an alternate embodi-
ment, an optional policy enforcement module 244 in a server
computer system 200 with which the client device has a
network connection 204 may send instructions to the mobile
device for the enforcement of a security policy as determined
by the optional policy setting module 238 for the local device
on the server side.

[0065] Inthis embodiment, a userinterface module 218 has
a communication interface to one or more of these modules
208, 210, 212, 214, 245, 246. In one embodiment, the user
interface module 218 receives input from a user input device
such as a keyboard, mouse, or touchpad, and causes user
interfaces to be displayed for use by a user for establishing
criteria for defining an aspect of a security policy as allowed
by permissions associated with the policy or when operating
in a standalone mode not under the control of the server
system 200.

[0066] The illustrated system 201 embodiment in accor-
dance with the present invention further comprises a security
feature module 210 for determining whether one or more
security features have an activity status of inactive or active in
a communication session between the mobile device and
another computer. An example of a security feature is a con-
nection type of wired or wireless. In one example, this con-
nection type may be indicated by the association of the port
over which data is communicated with a wireless or wired
network adapter or network interface card (NIC). In another
example, this connection type may be indicated by the asso-
ciation of a local IP address with data communicated over a
wireless or wired network adapter or network interface card
(NIC). These classes or categories may be further subdivided
into network classes subdivided further into types of wireless
connections (e.g. 802.11, GPRS, GSM, 3G, etc.) and types of
wired connections (e.g. modem, digital subscriber line
(DSL), T1 line). In other embodiments, policies may be set
based on particular features besides simply connection type.
For example, a different security policy may be applied for
different brands of NICs or particular classes (e.g. 802.3,
802.11a, 802.11b, GPRS, GSM) of NICs. Furthermore, dif-
ferent security policies may be assigned based on the operat-
ing system employed or the version of the operating system
because different systems or versions provide different secu-
rity features. Furthermore, different policies may be
employed based on the security features (e.g. a firewall) pro-
vided by different types of network access points (NAP).
Additionally, the presence or absence of upgraded NIC sup-
port for enhanced security protocols (e.g. 802.111), or the
presence or absence of security software such as virtual pri-
vate network (VPN), or antivirus software, or intrusion-de-
tection software may be the basis for setting different policies
on a particular port, network adapter or data.

[0067] As with the location detection module 208, the secu-
rity features module 210 has a communication interface to the
policy setting module 212 in this embodiment as well as the
memory locations 216. In one example, the activity status of
active or inactive for a security feature may be indicated by an
activity status indicator field for the feature stored in the
memory locations 216. The policy setting module 212 may be
notified of the active features via the communication interface
implemented in the same manner described in any one of the
examples discussed above with respect to the location detec-
tion module 208 or in any manner known to those of ordinary
skill in the art.
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[0068] The policy setting module 212 communicates the
current security policy to the policy enforcement control
module 214 via a communication interface implemented in
the same manner described in any one of the examples dis-
cussed above with respect to the location detection module
208 or in any manner known to those of ordinary skill in the
art. The policy enforcement module 214 comprises one or
more enforcement mechanism modules as specified by the
policy. For example, in a communication session between the
mobile device and another computer in which data is being
transferred over a wireless connection, based on this connec-
tion type, in one example, the enforcement module 214 may
prevent certain files from being transferred over the wireless
connection as opposed to the cases in which the data is being
transferred over a wired connection, or the case in which
802.111 cryptography is being used over the wireless connec-
tion. Again, in an alternate embodiment the policy enforce-
ment control module 244 may operate as part of a separate
computer system that transfers commands over a network to
the mobile device. In the illustrated embodiment of F1G. 2B,
a remote diagnostics module 246 processes events and per-
forms audits relating to processing performed by one or more
of'the modules. The remote diagnostics module 246 transmits
over a network 204 diagnostic information to the remote
diagnostic module 224 on the server computer system.
Examples of tasks that the diagnostics module 246 performs
in order to obtain diagnostics information are as follows:

[0069] Verify that correct files are in correct locations.

[0070] Verify (e.g. checksum) all files to verify no corrup-
tion.

[0071] Verify time/date stamps for correct versions.
[0072] Check for outdated installation (INF, PNF) files.
[0073] Verify that all registry entries are correct and correct

any errors found. For example, it is verified whether the
indications of the installation of the network interface cards
(NICs) is accurate.

[0074] Examples of other tasks that the client diagnostics
module 246 may perform to provide diagnostic information
to the remote diagnostics module 224 on the server computer
system 200 include enabling and disabling advanced debug-
ging and sending debugging output to the server computer
system 200. For example, enabling and disabling advanced
debugging includes turning on system event logging with
options including which parameters to log, when to log, etc.
and allowing a debug version of a system component to be
installed. In this example, the system event log or portions of
it and any special debug output files that debug components
generate are sent to the remote diagnostics module 224 on the
server.

[0075] FIG. 11 illustrates an embodiment of a method for
providing remote diagnostic support from a server computer
system to a mobile client device in accordance with an
embodiment of the invention. In one embodiment, the method
may be performed by a combination of diagnostic software
modules in a server computer system (e.g. remote diagnostics
module 224 in FIG. 2A) and by diagnostic software on the
mobile client device such as the client diagnostics module
246 in the system embodiment of FIG. 2B. For illustrative
purposes, the method will be discussed in the context of
FIGS. 2A and 2B. The remote diagnostic module 224
receives 1102 a notification of an error occurrence on a client
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mobile device. The client diagnostics module 246 retrieves
1104 the diagnostic information such as a crash dump or
system error log associated with the error and forwards it to
the server computer system. The remote diagnostics module
224 determines the one or more software modules 1105 in
which the error or errors have occurred, and downloads 1106
a debug version for each of the effected software modules or
portions. Optionally, the client diagnostics module 246 may
request that the user interface module 218 cause the debug
output to be displayed 1107 on a screen of the mobile device.
This feature allows the mobile device user to possibly assistin
the diagnostic/debugging process. Debug versions of the soft-
ware in which the error occurred are downloaded from the
server system and installed 108 on the client device. The
output from these debug versions, for example time stamped
values of parameters, are captured 1110 and sent to the remote
diagnostics module 224. The diagnosis module 228 uses pre-
stored diagnostic programs to analyze 112 the output from the
debug versions, or provides information as requested by user
input from user interface module 240, or analyzes 1112 the
data through a combination of stored programs and interac-
tive directives. Once the diagnostic information is analyzed,
support information is provided 1114 from the diagnosis
distribution module 230 over the network 204 to the client
diagnostics module 246. Some examples of support informa-
tion are software instructions for corrective action or mes-
sages of an instructive or diagnostic nature which the client
diagnostics module 246 sends to the client user interface
module 218 to cause to be displayed on the screen of the
mobile device.

[0076] The client diagnostics module 246 may also run
tests with respect to the security policies. For example, tests
may be run that attempt to communicate to the outside world
on blocked ports or an IP address may be pinged. Output may
be saved in a debug output file and sent to a screen on the
mobile computing device and/or sent to the remote diagnos-
tics module 224 on the server computer system.

[0077] Alternatively, in the embodiment of FIG. 2B, any
one of the modules (e.g. 206, 208, 210, 212, 214, 218, 245)
may have an event logging module and/or an auditing module
which sends diagnostic information to the remote diagnostics
module 224. In one example, each of the event logging mod-
ule or the auditing module may record events pertinent to its
respective module (e.g. location detection module 208). In
another example, either or both of the event logging module
or the auditing module may process events and perform audits
relating to the processing performed by more than one of the
modules.

[0078] For illustrative purposes only, the method embodi-
ments illustrated in FIGS. 3A and 3B are discussed in the
context of the system embodiment of FIG. 2A. FIG. 3A
illustrates a method for managing one or more security poli-
cies for the protection of data accessible by a mobile device
based upon criteria in accordance with an embodiment of the
present invention. In the system embodiment of FIG. 2A, the
policy management module 236 defines 302 a security policy
applicable to a client mobile device based upon criteria. One
example of criteria is the location associated with the network
environment in which the mobile device is operating. Other
examples of criteria are the presence or the activity status of
one or more security features. Of course, a combination of
location and one or more security features may also form a
criteria basis for defining a security policy. The policy man-
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agement module 236 designates 304 one or more client
devices associated with the policy. In one example, this asso-
ciation may be based on an entity or class to which the
security policy is applicable. An example of an entity is a
group with one or more members. An example of a member
may be a user of the client mobile device. A policy may be set
that is applicable to the group of all engineers in the software
development department. Another example of a member is
the mobile device itself. For example, the capabilities of
different mobile devices may be the basis for classifying them
into different groups. In a secure manner, the policy manage-
ment module 236 provides 306 the one or more designated
client mobile devices with authorization information for use
in contacting the server system securely. One example of
authorization information is an encrypted token provided by
the authorization module 232 to the mobile client device
during a trusted connection between the two. An example of
atrusted connection may be an internal connection behind the
firewall of and within the internal network of the enterprise
with which both the server system and the mobile client
device system are associated. In one embodiment, an author-
ity server within the firewall in the internal network provides
the authorization information. When a client mobile device
connects via the Internet, it interacts with one or more of the
enterprise side servers external to the firewall. The client
contacts the external servers to retrieve policies and instruc-
tions. The external servers also perform key/identity manage-
ment, client disable methods (e.g. unmanaged mode) and
policy persistence. The external servers communicate with
the authority server through the firewall for client manage-
ment information such as a key, a user, a group, and version
information associated with a client mobile device system. In
a similar manner, responsive to security information such as a
policy or software being designated for encryption, the policy
management module 236 provides 308 the designated client
mobile device with cryptographic information which the cli-
ent device can store and use to decrypt the security informa-
tion. An example of cryptographic information is akey foruse
with a cryptographic authentication protocol. In one example,
Microsoft® web keys may be used. The policy management
module 236 sets 310 the permissions for the one or more
associated mobile devices with respect to the one or more
policies. In one aspect, permissions typically relate to the
allowable modification that may be made to a downloaded
policy or client software by the client mobile device. Permis-
sions may be applied to various policies and to the criteria
upon which policies are defined. For example, there may be
permissions set for a policy, but permissions may also be set
with respect to a location. Some examples of permissions
specific to policies are as follows:

[0079] Ability to see the tray icon

[0080] Ability to shut down the service

[0081] Ability to go to unmanaged mode

[0082] Ability to go to self-managed mode

[0083] Ability to change to a different policy server, or get

a policy from another server in the same enterprise

[0084] Ability to not pull down new policies when they are
available

[0085] Ability to get software updates directly from a ven-
dor
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[0086]
[0087]
[0088]

[0089] Ability to see/modify server-defined global objects
(for each type of object)

Ability to launch the settings application
Ability to modify visual settings
Ability to modify feedback levels

[0090] Ability to create new global objects (for each type of
object)

[0091] Ability to see/modify global objects in the policy
(for each type of object)

[0092] Ability to change the global objects used in the
policy (for each type of object)

[0093] Ability to remove adapters from the policy.

[0094] Some examples of permissions specific to locations
are as follows:

[0095]
[0096]
[0097]
[0098]

[0099] 1In one embodiment, in setting the permissions, for
flexibility, a permission setting or a level of identification for
each of the permissions may also be set. Some examples of
these possible settings or levels are as follows:

Ability to manually switch to a location
Ability to override a location.
Ability to manually switch to a different location

Ability to change enforcement mechanisms.

[0100] Modifiable: The user has permission to modify the
setting freely.

[0101] Recommended: The user has permission to modify
the setting, but the application will recommend the policy’s
default.

[0102] Mandatory: The user does not have permission to
modify the setting.

[0103] Hidden: The user does not have permission to view
or modify the setting.

[0104] The policy management module 236 determines
309 whether the security information is to be encrypted. If
not, the policy management module 236 stores 312 the secu-
rity policy. If it is to be encrypted, the policy is encrypted 311.
Similarly the policy management module 236 may also
encrypted other types of security information such as soft-
ware updates before they are stored. For example, the security
policy may be stored as a data object in a memory 242 acces-
sible via an internal enterprise network. In another example,
security policies may be included in XML documents which
may themselves be encrypted. In an alternate embodiment,
the policy management module 236 may store the policy
unencrypted, the policy distribution module 234 makes the
determination of whether encryption applies to the policy or
other security information, and the policy distribution module
234 encrypts the security information before distributing it.
Additionally, in the embodiment of FIG. 2A, the policy man-
agement module 236 manages the one or more client devices
for security purposes. One aspect of client management is that
the policy management module 236 maintains 314 client
management information for the mobile device and the one or
more policies associated with it. The following list of infor-
mation fields is an example of the types of information which
may be included in client management information.
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[0105] User Name

[0106] Group

[0107] Connection state, which is one of:
[0108] Connected

[0109] Last connected time

[0110] Never connected

[0111] Policy for this user

[0112] Policy version for this user
[0113] Software version for this user
[0114] Current enforcement mechanisms
[0115] Diagnostic level, including diagnostic options avail-

able in the client settings

[0116] Diagnostic information

[0117] Auditing level

[0118] Auditing information

[0119] Locations Previously Detected

[0120] The information may be organized in a data object

stored in a memory 242 accessible to the server computer
system.

[0121] Through a user interface, a system administrator
provides input indicating actions to be taken with respect to
managing clients. In the embodiment of FIG. 2A, the user
interface module 240 provides the input to the policy man-
agement module 236. In one example, a graphical user inter-
face (GUI) for managing mobile client devices provides a list
of information identifying directly or indirectly all mobile
client devices that have connected to the server system, and
has controls for managing them. Information displayed may
bebased on information sent during client-server negotiation.
Below are some examples of actions to be taken for one or
more client devices selected in accordance with user input.

[0122] Remove this client device from the current list of
connected client devices (although the client device is re-
added the next time he connects).

[0123] Change auditing level (to one of the options
described below).

[0124] Change the diagnostic level.

[0125] View the diagnostic or event log for this client
device.

[0126] Reassign this client device to another group.
[0127] Define Properties (e.g. required hardware, required

software, data accessibility rights, data visibility rights.)

[0128] FIG. 3B illustrates a method for distributing a secu-
rity policy by a server computer system for the protection of
data accessible by a mobile device in accordance with an
embodiment of the present invention. In one embodiment,
each of the client mobile devices sends a status request upon
network access starting up to the server system. The status
request provides information regarding the client mobile
device, examples of which are authorization information,
policies and their version numbers resident on the device, and
diagnostic information. In the illustrative context of FIG. 2A,
the authorization module 232 receives 322 the status request
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with authorization information from a client mobile device,
and it determines 324 whether a communication exchange
with this mobile device is authorized. If not, the status request
is ignored 326 or an error message is sent 326. If the commu-
nication exchange is an authorized one, the policy distribu-
tion module 234 determines 328 if security information (e.g.
a policy or software) applicable to the mobile client device
has been updated since the last status request. If not, the status
request is ignored 325 or a no update message is sent 325.
Responsive to a new policy, a new version, or new software
being available that is applicable to the requesting client
device, the policy distribution module 234 distributes 327 the
updated security information to the mobile device over the
network (e.g. Internet) 204. In an alternate embodiment (not
shown), the distribution module 234 determines if the infor-
mation has been designated to be encrypted. If not, it distrib-
utes 327 the security information to the client device. Ifitis to
be encrypted, the security information is encrypted and then
distributed 327 to the client device.

[0129] FIG. 3C illustrates a method for obtaining security
information by a mobile client device from a server system in
accordance with an embodiment of the present invention. In
the embodiment of FIG. 2B, the client policy setting module
212 determines whether a network connection has been 332
activated. If not, a communication session with the server is
not sought 333. However, responsive to a network connection
being activated, the authorization module 245 on the client
device sends 334 sends a status request checking if new
security information is available along with authorization
information to the server system 200.

[0130] For authentication purposes, in one embodiment,
when the server system is installed, a key is generated and
stored in an encrypted file. This encrypted file is copied and
distributed to the clients and any other servers in the server
system. In one example, the key generation uses a pseudo-
random number generator code. This key may be used fortwo
purposes: authentication of clients and authentication of a
downloaded security information such as policies by a client
as discussed below. Clients installed by some other enterprise
will have a different key, and clients installed in an unman-
aged mode will not have a key.

[0131] Responsive to it being determined 335 that new
security information, for example a policy, software, or a
message, is available, the new security information is down-
loaded 337. The client policy setting module 212 determines
338 if the security information is encrypted 338. If so, the
security information is decrypted 340 using cryptographic
information stored in memory (e.g. 220) that was previously
downloaded in a secure session within the enterprise’s inter-
nal network. For example, on the server side, a SHA1 hash of
the file is performed, and the result is appended to the file. In
this example, the file data is encrypted with the key for
example using the Advanced Encryption Standard (AES). On
the client side, a hash is performed with the key, and a com-
parison of the result made.

[0132] After the decryption or if none was needed, the
security information is authenticated 341 by the client sys-
tem, for example by the authorization module 245 in the
embodiment of FIG. 2B. In one example, after the client
decrypts the security information, which will be a policy in
this illustration, a SHA1 hash of the policy is performed, and
compared to the SHA1 hash found at the end of the decrypted
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file. If the comparison succeeds, then the client can safely
conclude that the policy was generated on an authorized
server, and that the policy has not been corrupted (nor tam-
pered with). Next, the security information is installed 342 for
execution on the client mobile device.

[0133] Inan alternate embodiment, a session may be estab-
lished between the server system 200 and the client system
201 using protocols. The protocols are designed to be exten-
sible and straightforward to allow addition of new verbs later.
An example “Establish Session” protocol that may be used to
authenticate the client as a first step in all client-server trans-
actions is illustrated below:

[0134]
UID

1. c—>>s: protocol version, (user identification)

[0135] 2. s>e: random challenge
[0136] 3.c—>s: SHA1(random challenge, key)

[0137] The server computes the same SHA1 hash, and if it
doesn’t match what the client sent, then the server drops the
connection with no further ado. Otherwise, after this protocol
is finished, the server has authenticated the client.

[0138] Responsive to a session not being authorized or
being established, in this embodiment, the client diagnostics
module 246 creates 328 an audit event noting failure to estab-
lish the session. Responsive to a session being established, the
client policy setting module 212 sends an update query to the
server system. Two examples of update query protocols may
be used as discussed below:

[0139] The “Query Policy Update” protocol is used to find
out if'a new policy is available for download.

[0140]

version

1. c—>>s: the “Query Policy Update” verb, policy

[0141] 2. s—>c: message indicating either “there is a
newer version,” or “your version is up-to-date.”

[0142] The “Query Software Update” protocol can be
required as a step in all first connections or periodically as
designated by the administrator.

[0143] 1.c—>>s: the “Query Software Update” verb, soft-
ware version s—>c: message indicating either “there is a
newer version,” or “your version is up-to-date”

[0144] As in FIG. 3C, responsive to it being determined
(e.g. 335) that new security information, for example a policy,
software, or a message, is available, the new security infor-
mation is downloaded (e.g. 337). Two examples of download
protocols that may be used are illustrated below:

[0145] After performing “Establish Session” protocol, and
optionally the “Query Policy Update” protocol, then the
“Download Policy” protocol may be used to retrieve the
software update.

[0146] 1.c—>>s: the “Download Policy” verb

[0147] 2.s—>c: the encrypted policy file

[0148] After performing “Establish Session” protocol, and
optionally the “Query Software Update” protocol, then the
“Download Software” protocol may be used to retrieve the
software update.
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[0149] 1.c—>>s: the “Download Software” verb
[0150] 2.s—>c: the encrypted software update file

[0151] Attimes, the server takes the initiative and “pushes™
security information to at least one client. In one example, a
protocol is used not to actually push a software update or a
policy, but to notify clients that a software update is available
as illustrated below. In one example, a multicast notification
may be transmitted and in another example, a broadcast noti-
fication may be transmitted. The transmission may be to all
currently connected clients in one instance. In another, the
notification may be transmitted to all currently connected
clients and to all other clients at that last known locations
stored in client device profiles in memory 242.

[0152] s—>all ¢’s: protocol version: “Push Software”
verb, software version, software update size, total number of
clients, max number of simultaneous clients, SHA1 (protocol
version, software version, software update size, total number
of clients, max number of simultaneous clients, key) or for a
policy:

[0153] s—>all ¢’s: protocol version, “Push Policy” verb,
policy version, policy size, total number of clients, max num-
ber of simultaneous clients, SHA1 (protocol version, policy
version, policy size, total number of clients, max number of
simultaneous clients, key).

[0154] The clients use the “software update size,” or the
“policy size”, “total number of clients,” and “max number of
simultaneous clients” to calculate a randomized waiting
period before attempting to download the software update or
policy. An example of a calculation for the randomized wait-

ing period is as follows:

[0155] a) Calculate the number of excess users (“total num-
ber of clients” —*“max number of simultaneous clients™).

[0156] b) Usethe “software update size” or “policy size” to
calculate an estimated download time.

[0157] c¢) Calculate a pseudo-random waiting period
between zero and the estimated download time.

[0158] d) Multiply the waiting period by the number of
excess users, and wait for the resulting amount of time.

[0159] If more than “max number of simultaneous clients”
connect at any one time, the overflow connections are
dropped bythe server, and the clients calculate another ran-
domized waiting period before attempting to download the
software update or policy again.

[0160] The interaction between a server system and a client
system in administering protection of data can also provide a
benefit of decreasing downloads to clients to keep them cur-
rent. For example, one embodiment of a method in accor-
dance with the present invention provides for anti-virus file
scanning between a client and server. A benefit of this
embodiment is that this approach decreases the latency typi-
cally found in responding to new computer viruses. In this
embodiment, a software application on the client mobile
device processes all incoming file and email transfers. The
software calculates signatures of each file received and for-
wards these to a centralized server (e.g. corporate server). The
server compares incoming signatures against its current data-
base of virus signatures and responds to the client device with
its results. In this way, the client device uses the latest virus
signatures with which the server has been updated.
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[0161] Another aspect of the invention provides for allow-
ing managed mobile clients to do secure “peer to peer”” com-
munications and file transfers via an intermediate policy
server. One embodiment of a method for allowing managed
mobile clients to do secure “peer to peer” communications
and file transfers in accordance with the invention is
described next. This embodiment illustrates the ability for a
client to send a file to another client who may or may not be
available on line. In the latter case, the files are transferred and
cached to the policy server. When the receiving client comes
on line, the files would then be transferred to it. Text messages
may be handled in a similar fashion to files and queued where
appropriate. This embodiment may provide that communica-
tions between clients would be encrypted according to a
policy defined by the policy server administrator. This
embodiment may also provide that the type, size, format and
other attributes of transferred files would be controllable by
the policy server administrator. Files transfers and/or user-to-
user communications may be subject to other policies. Addi-
tionally, files transferred between users may be checked for
malicious software by the policy server prior to be forwarded
to the recipient. For email between users who are on the same
corporate domain, email APIs may be used to redirect email
and attachments through an encrypted channel to the policy
server to the corporate mail server.

[0162] To address the problem ofusers on the road demand-
ing changes to be made immediately to their policy when the
policy server is unavailable from their location, a method for
placing a client device temporarily in self-manage mode in
accordance with an embodiment of the invention comprises
the following:

[0163]

[0164] 2. A policy management module 236 in the associ-
ated server computer system 200 of the client generates a
response key as an update flag which is read by an adminis-
trator over the phone to the user, who types it in to the client
device.

[0165] 3. The client authorization module 245 stores the
update flag. The client system 201 enters a self-managed
mode, allowing the user to edit and modify the client’s secu-
rity policies.

1. The client generates a random challenge key.

[0166] 4. The client remains in this mode until it enters a
location from which the policy server is available.

[0167] 5. When the client enters a location from which the
policy server is available, a new policy is automatically down-
loaded and the client exits self-manage mode (i.e., becomes
managed again).

[0168] When the client enters a location tagged with the
update flag, a new policy is automatically downloaded and the
client becomes managed again.

[0169] For illustrative purposes only, the method embodi-
ments illustrated in FIGS. 3D, 3E and 3F are discussed in the
context of the system embodiment of FIG. 2B.

[0170] FIG. 3D illustrates a method 360 for protecting data
accessible by a mobile device based on a location associated
with the mobile device in accordance with an embodiment of
the present invention. In the system embodiment of FIG. 2B,
the location detection module 208 detects 362 a location
associated with a network environment in which a mobile
device is operating. The policy setting module 212 deter-
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mines 364 what security policy is to be the currently enforced
or current security policy based upon the detected location
associated with the mobile device. The policy enforcement
module 214 enforces 366 the current security policy.

[0171] FIG. 3E illustrates a method 380 for protecting data
accessible by a mobile device based on a location associated
with the mobile device and a security feature in accordance
with another embodiment of the present invention. In the
system embodiment of FIG. 2B, the location detection mod-
ule 208 detects 382 a location associated with a network
environment in which a mobile device is operating. Further-
more, in the system embodiment of FIG. 2B, the security
features module 210 determines 384 whether one or more
security features have an activity status of active or inactive in
a communication session between the mobile device and
another computer. The policy setting module 212 determines
386 the current security policy based upon the detected loca-
tion and the activity status of the one or more security features
associated with the mobile device. The policy enforcement
module 214 enforces 388 the current security policy that has
been set by the policy setting module 212.

[0172] FIG. 3F illustrates a method 390 for protecting data
accessible by a mobile device based on a security feature in
accordance with another embodiment of the present inven-
tion. In the system embodiment of FIG. 2B, the security
features module 210 determines 392 whether one or more
security features have an activity status of active or inactive in
a communication session between the mobile device and
another computer. The policy setting module 212 determines
394 the current security policy based upon the activity status
of'the one or more security features. The policy enforcement
module 214 enforces 396 the current security policy that has
been set by the policy setting module 212.

[0173] A system embodiment such as that in FIG. 2B may
execute one or more of the method embodiments shown in
FIG. 3A, 3B or 3C on a continuous basis such as may be
implemented for example using a periodic time setting or a
loop. As a user moves through different network environ-
ments associated with different locations, the location detec-
tion module 208 continues detecting or monitoring the loca-
tion using one or more location detection methods. Similarly
the security module 210 continuously monitors the activity
status with respect to one or more security features. With each
change in location or security feature or both, the policy
setting module 212 determines whether a change in the cur-
rent security policy is necessary. The policy enforcement
module 214 is notified of the change and enforces the new
security policy set as the current policy. A notification of a
change in policy, location, security feature or a combination
of any of these may be sent by the policy setting module 212
or policy enforcement module 214 to the user interface mod-
ule 218 which may then cause a notification indicating the
change to be displayed in order to provide the user an oppor-
tunity to intervene in the policy change if he desires and is
allowed to do so. Whether a notification is displayed or not,
the security policy change in this embodiment is performed
automatically without requiring user intervention.

[0174] FIG. 4A illustrates an example of a graphical user
interface displaying examples of locations in accordance with
an embodiment of the present invention. The examples illus-
trated correspond to those shown in FIG. 1, “Mobile”102,
“Home’104, “Work”106 and “Alternate”108.
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[0175] FIG. 4B illustrates an example of a graphical user
interface displaying examples of combinations of a location
and a security feature, each combination forming the basis of
selecting a security policy in accordance with an embodiment
of the present invention. In this example, a location and a
connection type detected are matched with an indicator. This
indicator serves the dual role of a location indicator and a
security feature indicator. As illustrated, the combination of
having a “Wired connection to Home Network™ results in an
indicator or category of “Home.” A “Wireless Connection to
Home Network” results in an indicator or category of “Home
Wireless” signifying that the associated policy accounts for
security risks associated with a wireless connection.

[0176] Security policies may be stored as data objects
accessible over a network 242 in FIG. 2A or in resident
memory 220 in FIG. 2B. In another example, security policies
may be stored as XML documents. A security policy may
have associated with it or be associated with more than one
location or security feature. For example, a security policy
may be defined as a container having an object type of “loca-
tion” and a data object type of “security feature” In one
example, the “location” data object has attributes of “security
features” and rules defining the policy associated with the
location type. One example in which the security feature of
adapter type is included in the location data type definition is
illustrated below

Policy
Locations
Location (list)

Adapters
Wired Adapter
Wireless Adapter

Permissions

Rules

File Encryption

[0177] Intheillustrated example, network adapters are gen-
eralized into the two categories of wired and wireless and
when the policy is put into action on the mobile device,
whatever adapters exist on the mobile device inherit the prop-
erties of these two prototype adapters in the policy object.

[0178] FIGS. 5A through 5F are discussed for illustrative
purposes only in the context of the policy management mod-
ule 236 and user interface module 240 of FIG. 2A. However
the optional policy setting module 238 of the server system in
FIG. 2A may also provide the same functionality as the policy
management module 236 in defining an aspect of a policy.
Similarly, the policy setting module 212 and user interface
module 218 in FIG. 2B may provide similar functionality in
defining an aspect of a policy as the policy management
module 236 and user interface module 240 as allowed by the
permissions set by the policy management module 236.

[0179] FIG. 5A illustrates a method 500 for defining crite-
ria for an aspect of a security policy in accordance with an
embodiment of the present invention. An example of an
aspect of a policy is a location or a security feature. Another
example is a component to be monitored such as a port or port
group or a file. Some examples of a file are an e-mail, a text
message, a TIFF file, or a Word document. For illustrative
purposes only, the method embodiment is discussed in the
context of the system of FIG. 2A. The policy management
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module 236 receives 502 user input from the user interface
module 240 defining criteria for an aspect of a policy, and the
policy management module 236 updates 504 the aspect of the
policy in accordance with the received user input. FIGS. 5B,
5C, 5D, 5E and 5F illustrate graphical user interfaces illus-
trating an example of how an aspect of a policy may be
defined.

[0180] FIG. 5B illustrates a graphical user interface
example illustrating a method for defining criteria with
respect to environmental network parameters or characteris-
tics to define a location in accordance with an embodiment of
the present invention. In the embodiment of FIG. 2A, the
policy management module 236 may receive from the user
interface module 240 a user-selected name for a location to be
defined via such a graphical user interface as this illustrated
example. A user-provided description may also be received
for this location via the illustrated interface. In one example,
the network parameters are defined based upon user input
received from user interface module 240 for each location to
be defined. For additional locations in which the client user is
allowed to define a location associated with a network envi-
ronment of if the device is operating in a standalone mode,
responsive to a selection of a button indicating the user wants
the location to be defined, a “Stamp” button in this embodi-
ment, one or more network parameters are determined. In the
example in the context of FIG. 2B, responsive to the “Stamp”
request, the policy setting module 212 requests a snapshot of
the current network environment parameters which it
receives in the example of FIG. 2B from the layer manager
206. Examples of network parameters are identifications of
network services such as Gateways, Domain Name System
(DNS) Servers, (Dynamic Host Control Protocol) DHCP and
Domain servers. Other examples include identifications for
Windows® Internet Naming Service (WINS) servers. Alter-
natively, the policy management module 236 may receive the
“stamped” network parameters from the policy setting mod-
ule 212 or the location detection module 208 on the client
device after a snapshot has been taken in order to define
locations.

[0181] FIG. 5C illustrates a graphical user interface
example displaying the network services identified in a net-
work snapshot in further illustration of the method example
described in FIGS. 5B, 5D, 5E and 5F. In the example in the
context of FIG. 2A, the policy management module 236
directs the user interface module 240 to display the types of
servers which the user interface module 240 causes to be
displayed in such an interface as the illustrated example of
FIG. 5C. The displayed user interface example of FIG. 5C
illustrates by check marks user input that has been received
via an input device identifying those services selected for
further configuration.

[0182] FIG. 5D illustrates a graphical user interface
example for configuring parameters associated with one of
the selected network services, in this example Gateway ser-
vices, of the method example described in FIGS. 5B, 5C, 5E
and 5F in accordance with an embodiment of the present
invention providing for further configuration of the selection
of services. FIG. 5D presents an example user interface for
configuring a “Gateway Service Definition.” In this embodi-
ment, the service definition specifies the specific servers that
provide network service for this location. In this example, for
each service provider entry, a service definition may be
defined by a service identifier having a value of a NETBIOS
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name such as “NET-GATEWAY” or an IP address. In the
example in the context of FIG. 2A, a service identifier desig-
nation is received by the policy management module 236
from the user interface module 240. In the illustrated example
of FIG. 5D, the service identifier designation indicates
whether or not a particular service identifier provided by a
service provider during location detection in operation of the
mobile device must match this service identifier by a “Yes” or
a “No” input designation. The policy management module
236 stores the service identifiers and their corresponding
service identifier designations so that they are associated with
the location being defined.

[0183] FIG. 5E illustrates another graphical user interface
example for configuring parameters associated with one of
the selected network services, in this example Domain Name
System (DNS) Servers, of the method described in FIGS. 5B,
5C, 5D and 5F in accordance with an embodiment of the
present invention providing for further configuration of the
selection of services. In this example, the parameter associ-
ated with each of these identified servers is an IP address, and
user input designates by “Yes” or “No” whether the IP
Address is a parameter to be associated with the location
associated with this network environment.

[0184] FIG. 5F illustrates an example user interface for
indicating a minimum number of network services or service
providers to be present within the network environment for a
valid location identification in continuing illustration of the
example of amethod in accordance with the present invention
illustrated in FIGS. 5B, 5C, 5D, and 5E. In the example in the
context of FIG. 2A, the minimum number is received by the
user interface module 240 and forwarded to the policy man-
agement module 236. This minimum number may include the
number of service providers whose service identifiers must
match plus a number of service providers whose identifiers
may optionally match according to a user defined criteria.
These one or more network parameters identifying the loca-
tion are stored in a data object (e.g. look-up table) in memory
242 for the associated client device. Similarly, they may be
stored in a data object in resident memory 220, particularly
for locations defined by the client system 201.

[0185] FIG. 6A illustrates a method 600 for detecting loca-
tion based upon a defined criteria in accordance with an
embodiment of the present invention. The defined criteria
may be based on network parameters such as the examples of
a Domain, Gateway, DHCP, DNS1, DNS2, DNS3, and WINS
servers as discussed with reference to FIGS. 5B-5F. Addition-
ally, the criteria may include one network parameter or a
combination of network parameters available within the same
layer of a communication model or across layers of a com-
munication model. Examples of such parameters include a
MAC address associated with the data-link layer of the OSI
model or the subnetwork layer of the Internet Protocol Stack
(IPS), an IP address typically associated with the network
layer of the OSI model and the Internet layer of the IPS model,
aport value typically associated with the transport layer in the
OSI or IPS models, and an application parameter (e.g. an
application identifier or information derived by an applica-
tion) typically associated with the application layer in the OSI
or IPS models.

[0186] For illustrative purposes only, the method embodi-
ments illustrated in FIGS. 6A, 6B and 6C are discussed in the
context of the system embodiment of FIG. 2B. The layer
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manager 206 obtains 604 a set of N pre-selected network
parameters from the network environment 602 to which the
mobile device is connected and forwards them to the location
detection module 208. The location detection module 208
processes 606 each of the N parameters received. Such pro-
cessing may be done in a loop 606, 620. For each parameter,
it is determined 608 whether it matches a counterpart in the
set associated with the current location. If yes, the location
detection module 208 associates 616 the current location with
this parameter. For example the association may be accom-
plished using a lookup table. The next parameter is selected
618 forreview (e.g. K=K +1). Ifthe parameter value does not
match the predefined value for the current location, it is deter-
mined 610 if it matches the predefined value for another
location. If so, associate 612 this other location with this
parameter (e.g. in a lookup table). Otherwise, associate 614 a
default location with this parameter in a lookup table. After
the N parameters have been processed, the location is deter-
mined 621 based on criteria.

[0187] FIG. 6B illustrates one version 660 of the method in
accordance with this embodiment of the present invention
illustrated in FIG. 6A in which the criteria is a matching
criteria. It is determined 622 whether all the locations asso-
ciated with a subset M of the N parameters are the same. If
they are, it is determined 624 whether this location is the
current location. If it is, then the next set of N parameters is
processed (See 604 in FIG. 6A). The following example
illustrates a subset M of N parameters that may be used to
identify a network.

[0188] (Minimum of 3 Matches)

[0189] Domain: AcmeBananas (Must Match, #1)

[0190] Gateway: 10.0.0.254 (Should Match, #1)

[0191] DHCP: 10.0.0.12

[0192] DNSI1:10.0.123.1 (One of the DNS’s Must Match,
#2)

[0193]
[0194]

DNS2:10.0.123.2
DNS3:10.0.132.1
[0195] WINS: 10.0.0.212 (Should Match, #2)

[0196] Suppose N=7, and M=3 in order to define this
location as “work” for the mobile device of an Acme Bananas
employee. The Domain of “AcmeBananas” may be defined as
aparameter that is required to match. Additionally, the second
required match for the subset M may be that any one of, but at
least one of, the three DNS servers’ IP addresses must match
its counterpart in the defined criteria for this “work™ location.
For the third required match in this example of M =3, the
match may be selected from a set parameters. In the example
above, if either of the Gateway IP address or the WINS server
IP address matches, the three required matches have been
found satisfying the defined criteria for the “work™ location.

[0197] Anevent logging module may be helpful in tracking
which parameters match successfully on a consistent basis. In
the above example, the client user or an administrator may
view the event log and see that there has never been a match
for DNS3 since the “work” location was defined. This may
indicate that a check of the IP address for DNS3 may be in
order to verify it was entered correctly. In another example,
this trend may be noted by the monitoring module 226 on the
server side or the client diagnostics module 246 on the device.
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If it is not the current location, it is determined 626 if it is
another defined location. If so, then the policy setting module
is notified 628 that the location has changed to this other
defined location, and the next set of N parameters is processed
604.

[0198] In different examples, M may have different num-
bers. For example, it may be one. Perhaps for a home wireless
network, the MAC address for a network access point is the
only parameter tested to identify the home network environ-
ment. All other locations may be assigned a Mobile location
designation. M may be the minimum number described with
respect to FIG. 5F representing a number of network envi-
ronment parameters to be examined.

[0199] Similarly, a location detection test may detect loca-
tion based on parameters from different layers in a model for
communications between computers in a network. For
example, the N parameters in the illustrated Acme Bananas
example may also define a MAC address, a layer 2 data-link
parameter, a TCP port, a layer 4 transport parameter and a
layer 7 application parameter including information derived
by the application in the criteria for a location. The two
additional terms below illustrate an example.

[0200] DNSI1: 00-01-03-32-72-AB
[0201] POP3:10.0.0.35:99

[0202] Assume for this example, that Acme Bananas oper-
ates its POP3 mail service on port 99, a layer 4 parameter,
instead of a standard port 10. In this example, the MAC
address: 00-01-03-32-72-AB for DNS1 is a layer 2 parameter.
Each of these parameters may be required to match or may be
a discretionary parameter, such as the Gateway IP address or
WINS server IP address in the example above, whose match
may be used in a location detection test. For this illustrative
example, we refer to the system of FIG. 2B again for purposes
of illustration and not limitation. The location detection mod-
ule 208 may have an application proxy that emulates a POP3
client in order to verify that the POP3 service is actually
running on the specified server on port 99 in this example
(which is not the standard POP3 port of port 110). This
information is a layer 7 or application layer parameter upon
which a location detection decision may be based. As seen in
this example, different layers can provide additional verifica-
tion of parameters received at other layers. Here the layer 7
parameter is verifying the layer 4 parameter. Here are other
examples of criteria to be used for identifying a location:

[0203] 1) The Default Gateway IP address and MAC
address must both match the stored values, or

[0204] 2) The DHCP server IP address and MAC address
must both match the stored values, or

[0205] 3) The Default Gateway IP address and the DHCP
server IP address must both match the stored values, or

[0206] 4) The local IP address must match the stored value.

[0207] Ifit was determined 622 that all the locations asso-
ciated with the M parameters were not the same, the policy
setting module is notified 630 that a default location is the
current location, and the next set of N parameters is processed
604.

[0208] FIG. 6C illustrates another version 670 of the
method embodiment in FIG. 6 A in which the criteria 621 for
determining location is a weighted average of N network
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parameters. It is determined 632 how many locations have
been associated with any of the current set of N parameters.
For each location, the average of the weighted values is com-
puted 634 for the N parameters for that location. It is deter-
mined 636 for each of the averages associated with a location,
if the average is above a valid threshold. If it is, then the
location is stored 638 in a set of possible locations. The
processing would repeat 640 if there are more than one loca-
tion associated with any of the N parameters. It is determined
642 whether there is more than one location in the set of
possible locations. If not, then the location in the set is set 644
to the current detected location. Responsive to the determi-
nation that there are more than one locations in the possible
set, optionally, a notification may be displayed 648 on a user
interface (e.g. 240 or 218). The location is set 650 to a default
location.

[0209] Inavariationofthe method embodiment of FIG. 6C,
instead of an average, each of the N parameters may be
assigned a confidence or weighted value. Parameters of more
significance receive higher confidence values. An average or
a sum of'the confidence values may be computed to determine
location. Consider the example of Acme Bananas again.
Assume percentages or percentiles are assigned to each of the
seven parameters in accordance with a user-defined location
definition for “work.” Assume the domain name has a confi-
dence value 0f 0.4, each of the DNS servers has a value 0o 0.4,
and the WINS server has a confidence value of 0.25. Assum-
ing a threshold of one as a sum of the confidence values is the
threshold criteria for associating this network environment
with the location “work,” if the domain name, at least one of
the DNS servers’ IP addresses, and the WINS IP address
match their predetermined counterparts, the sum of their con-
fidence values exceeds one. “Work™ is associated with the
mobile device operating in this network environment.

[0210] Those of ordinary skill in the art will recognize that
in another version, the method embodiments illustrated in
FIGS. 6A, 6B, and 6C may also be applied in defining criteria
for activation state of security features which define or trigger
the setting of a particular security policy. Also, in another
version, the method embodiment of FIGS. 6A, 6B, and 6C
may be used to define criteria for setting a policy based on a
combination of network parameters for a location and active
security features. Another method of location detection
involves a cryptographic authentication protocol (CAP)
between the mobile device and a server for which a successtul
exchange identifies the client as being in a known environ-
ment. For example, in FIG. 1, one of the mobile devices
depicted may exchange a key with the Internet shopping site
110. A custom location of “shopping” may be associated with
the mobile device and the policy associated with the “shop-
ping” location may be enforced when communicating with
the servers under the control of this Internet shopping site. In
another example, a ctyptographic authentication protocol
(e.g. occurring when a network connection is initiated) may
be one of several network characteristics to be verified to
establish the location of “work106. Types of cryptographic
authentication protocol protocols that may be used are those
employing private keys, public keys or both (i.e., asymmetric
or symmetrical authentication protocols may be used.) Simi-
larly, other cryptographic authentication protocols include
Secure Sockets Layer (SSL) certificates. For example, the
location detection module 208 of FIG. 2B verifies that the
internet shopping site is the proper or authentic site using the
public key. In another example the location detection module
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208 determines whether the mobile device is operating in the
“work™ location network environment. The location detec-
tion module 208 sends a random challenge such as a number
encrypted using the corporate server’s (e.g. 112) public key.
The corporate server decrypts the random challenge using its
private key. The server performs a hash function (e.g. SHA1)
of the random challenge result from its decryption and a
random nonce such as a number. The server forwards the hash
result and the random nonce back to the location detection
module 208. The location detection module 208 performs a
hash of the random challenge it originally sent and the ran-
dom nonce received from the server. It then compares this
second hash result with the one received from the server. A
match indicates that this is the corporate server 112 of the
user’s employer, the location detection module 208 associ-
ates “work” with the mobile device. Similarly, the authoriza-
tion module 245 may perform the cryptographic authentica-
tion protocol and send a notification to the location detection
module 208 of the successful result which indicates the
“work” location.

[0211] Inanother embodiment, detection of a location may
be based upon identifying one or more Network Access
Points (NAP) with which a mobile device is associated or
whose range it has roamed within based on the known pres-
ence of the one or more NAPs. The presence of the NAPs may
be stored in a look-up table accessible by the mobile device.
The MAC address of the NAP may be exchanged in an asso-
ciation or authentication protocol between the mobile device
and the NAP.

[0212] Consider the example, in a workplace of a complex
of'buildings, that there may be several wireless NAPs. One of
the parameters for determining a “work™ location (e.g. 106)
may be a MAC address which must match one of these
wireless NAPs. Furthermore, the MAC address in this
example may be used to define sub-locations within the work
environment. For example, a particular NAP may be in the
software lab while another is in a conference room. The
policy for the “software lab” environment allows a mobile
device accessing a corporate server to access certain files
while a mobile device trying to access the files via the con-
ference room NAP receives a notification that these files
cannot be found. In another version of this last scenario, the
policy associated with the conference room sub-location may
allow the files to be accessed in the conference room if a
virtual private network (VPN), as indicated by a port, a layer
2 tunneling parameter, a layer 3 tunneling parameter or an
application parameter, is used to access these certain files
copied from certain network drives. In addition to or instead
of'the MAC address, the IP address of each wireless NAP may
be used as a basis for location detection as well. Other
examples of parameters that may be used as a basis for loca-
tion detection are known (wired equivalency protection)
WEP keys for NAPs, 802.1X protocols, and a Cisco® dis-
covery protocol. Similarly, a Service Set Identifier (SSID)
may also be used alone or in combination, for example with
the MAC address and IP address of a NAP in its segment, as
a basis for location detection as well. Based upon the SSID,
the location detection module 208 determines the name of the
NAP being used. There can be a policy that defines a set of
SSIDs that can be used at a particular location by a given
mobile device.

[0213] FIG. 7 illustrates a system 700 for protecting data
accessible by a mobile device in accordance with an embodi-
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ment of the present invention. The system 700 comprises a
policy rule engine 704 embodied as a software application
that has a communication interface (e.g. a software interface)
to a user interface module 702 and a communication interface
to a filter engine 710 embodied in a driver software program
706 operating in the kernal space of an operating system. In
one example, the filter engine 710 may be embodied within a
Network Driver Interface Specification (NDIS) driver 706
typically used in a Windows® operating system.

[0214] Inthis embodiment, the filter engine acts as a layer
manager in processing parameters at the network layer in the
OSI or IPS models. Network packets from the network inter-
face card (NIC) are received by a Miniport Driver 708. The
Miniport Driver 708 has a communication interface to the
filter engine 710 and forwards packets to the filter engine 710.
The filter engine 710 detects one or more parameters in a
packet. For example, the filter engine may detect an IP source
address for the packet. Additionally, the MAC address of the
server as well as that of the network access point that routed
the packet may be detected. Also, the filter engine may read
the packet header for a port address or determine the port
group with which the packet is associated. The filter engine
710 has a communication interface to a transport driver 712
software program. Information that the transport driver 712
may determine is session information associated with the
transport layer in the OSI model. Session information usually
defines a session by an IP address and a port address.

[0215] Inthis embodiment, the filter engine 710 also acts by
analogy as a policy enforcement module 214 under the con-
trol of the policy rule engine 704. The policy rule engine in
this embodiment is analogous to the policy setting module
212 in FIG. 2B. The policy rule engine 704 has a communi-
cation interface to filter engine 710 from which it receives
notification of a detected location or a detected security fea-
ture or attribute. An example of a security feature which may
have been detected is that a certain port is using a wireless
connection. The policy rule engine 704 selects the security
policy based on either of the detected location or the detected
security feature or both. The filter engine 710 is instructed by
the policy rule engine 704 to execute one or more enforce-
ment mechanisms in accordance with the current settings or
policy.

[0216] For example, if the current security policy does not
allow file sharing to be activated for the mobile device, but
allows Internet access, the filter engine 710 checks packets for
port destination. If the port is associated with file sharing, the
packets for that port are dropped. If the packets are for Inter-
net access, they are allowed. The policy rule engine 704 may
apply different rules with respect to inbound packets than for
outbound packets. For example, if the file sharing request is
initiated by the client device in outbound packets, inbound
packets responsive to that request as determined by an IP
address, a port identifier, IP subnet address, or an application
parameter may be forwarded if the policy allows. However,
an inbound initial request for file sharing may be dropped and
not processed at all.

[0217] In another example, the policy rule engine 704
directs the filter engine 710 to drop all packets associated with
a port identifier, representing for example, a TCP port, a port
group type such as web surfing ports, or a TCP port range,
using a wireless connection. The filter engine 710 drops all
packets on that port but allows access, for example Internet
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access and e-mail, over other ports associated with a wired
local area network (LAN) connection.

[0218] In another example, no communication with other
computers may be allowed so that the filter engine 710 drops
all packets. In yet another example, the policy allows all
packets to be passed through which the filter engine 710 does.

[0219] The user interface module 702 is analogous to the
user interface module 218 in FIG. 2B. For example, it pro-
cesses input and output to assist a user in defining a policy
aspect or in viewing and responding to notifications.

[0220] FIG. 8 illustrates a system 800 in accordance with
another embodiment of the invention comprising a server
system embodiment for administering the protection of data
accessible by a mobile device interacting with a system in a
client mobile device for protecting data accessible by a
mobile device. The server system allows an administrator to
manage and distribute policies and software upgrades, ana-
lyze logs, and perform remote diagnostics. As with the other
client system embodiments, the client system embodiment
obtains policy updates from the policy server, updates a local
or working policy in accordance with the updates, monitors
changes in the mobile device’s network environment associ-
ated with different locations, and applies the appropriate poli-
cies automatically as the user moves about. Similarly, the
client system applies the appropriate policies automatically
as the security features of the mobile device or a network
environment become active and inactive. The client side sys-
tem also receives software updates from the server and pro-
vides its status, usage and error logs to the server.

[0221] As illustrated, the server system embodiment com-
prises a policy server 850 having an administrator user inter-
face 846. This system is communicatively coupled over a
network with the client side system through a communication
port 842. Also, as is apparent to those of ordinary skill in the
art, the policy server 850 may be implemented in one or more
computers or computer systems. For example, it may com-
prise an authority server executing on one machine for estab-
lishing communication sessions and a number of computers
with which client devices may communicate in order to
obtain their updates and receive diagnostic assistance.

[0222] The client side system embodiment comprises a
policy engine 832 operating in application space having a
communication interface to management tools 816 of the
operating system, a communication interface to a file filter
824 operating in the kernel space that controls access to the
file system 826, a communication interface to a user interface
module 802, a communication interface with the layered ser-
vice provider (LSP) 814, and also having a communication
interface to a packet filter engine 818 operating within a driver
834. In this example, the driver 834 is an NDIS intermediate
driver 834 operating within the kernel of the operating system
of the mobile device. The packet filter engine 818 has a
communication interface with the layered service provider
(LSP) 814 operating in application space.

[0223] The policy engine 832 further comprises a diagnos-
tics module 844, a rule processing module 808, Rules 840 and
representative examples of rules subsets, packet rules 810 and
file rules 812. In addition to the packet filter engine 818, the
driver 834 further comprises an application filter 822, in this
example, implemented as a transport driver interface (TDI)
filter 822 and a VPN module 820 embodied here as a VPN
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Lite 820 implementation discussed below. The TDI filter 822
comprises a communication interface with the packet rules
subset 810 and the file rules 812 subset in this example. It also
communicates with the packet filter engine 818 as part of the
driver 834. The TDI filter 822 further comprises a communi-
cation interface with a Windows Socket (Winsock) layer 828
in application space. The Winsock layer communicates with
layered service provider 814 implemented in this example as
a Windows socket filter, the layered service provider 814
having a communication interface as well with one or more
applications 830 in application space.

[0224] 1In this embodiment, network environment location
detection is performed by the policy engine 832, in accor-
dance with rules implementing one or more location detec-
tion tests in the Rules set 840, based on network parameters
obtained by the NDIS driver for OSI layers 2-5, and by the
layered service provider for OSI layers 6 and 7. For example,
the layered service provider 814 (LSP) captures information
about network applications starting and stopping and what
ports the applications will be using. This information is pro-
vided to the filter 818 and the policy engine 832 to provide
application awareness. Furthermore, the policy engine 832, in
accordance with the current security policy, provides to the
layered service provider 814 rules with respect to applica-
tions. For example, the engine 832 may provide a list of which
applications can or cannot access the network, as well as the
target IP addresses and ports that they are or not allowed to
use. The layered service provider 814 then enforces the cur-
rent policy in accordance with these rules applicable to appli-
cations.

[0225] 1In this example, layered service provider 814 is a
windows socket filter is used to determine which application
(e.g. browser e-mail application such as Outlook Exchange®)
is accessing the network and what networking services the
application will be using. An example of an application’s
network service usage could include Outlook Express open-
ing a specific set of Winsock ports, each using a separate
protocol and target I.P. address. The layered service provider
814 will pass this information to the packet filter engine 818,
which then informs the policy engine 832 using an event
signaling mechanism. An example of an event signaling
mechanism is to used named events to signal the policy
engine 832 that some event has occurred.

[0226] Filtering of specific applications provides further
resolution for location detection and enforcement mecha-
nisms. The context of Microsoft® Networking provides an
example of the benefits of such a filter. Several applications
such as Exchange and Microsoft® File Sharing can and do
use the same TCP and UDP ports. The NDIS filter driver 834
cannot determine which application is active based solely on
TCP and UDP ports. The NDIS filter driver will act on the low
level information i.e. TCP or UDP port numbers. When the
packet arrives at the TDI layer 822, the TDI filter driver 822
determines based on one or more application parameters for
which Microsoft Networking application a packet is destined
and ifthe packet should be forwarded or filtered. For example,
the LSP provides to the driver, via IOCTL calls, “sessions”
which provide information about applications opening ports
for sending, listening (receiving), and details such as what
protocol is being used and the target I.P. address of sent
packets. Once the application closes the Winsock port, the
LSP can inform the packet driver that the session is now
closed. These sessions allow the driver to be able to detect
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what incoming and outgoing packets should be allowed
through the system and which packets should be forwarded or
filtered.

[0227] A benefit of this embodiment is that it allows the
NDIS filter driver to do low level filtering based on port or
protocol information and not have the overhead of application
specific parsing. A modular approach to packet and applica-
tion filtering is allowed.

[0228] The policy engine 832 also has a communication
interface to management tools 816 of the operating system.
The management tools 816 provide information to the policy
engine 832 such as the types of adapters connected to the
mobile device and specific information about each of them
such as their brand name. The policy engine 832 also receives
from the management tools 816 the local IP address associ-
ated with each adapter. Additionally management tools 816
alert the policy engine 832 regarding which applications are
running. For example, a process table maintained by the
operating system may be monitored and notifications sent by
the management tools 816 to the policy engine 832. For
example, it may be determined whether 802.111 wired
equivalency protection (WEP) software is running on a net-
work adapter card through which wireless data is being sent
and received. In this way, the policy engine 832 determines
which security features are available in a system.

[0229] The Policy Engine 832 may create a security policy
that is not inconsistent with the policies downloaded from the
policy server 850. Additionally, modification and local man-
agement of policies as allowed, for example in accordance
with permissions of policies set by the policy server 850. The
Policy Engine 832 receives user input and sends output via a
communication interface with the user interface module 802
to display and change policy settings responsive to user input.

[0230] Rules 840 comprise rules that define one or more
security policies to be enforced by the Policy Engine 832. The
policy engine 832 comprises a rule processing module 808
which executes tasks in accordance with determinations to be
made as set by the rules for the current security policy and for
directing the appropriate results dictated by the rules of the
current policy.

[0231] In one embodiment, rules are pairings of logically
grouped conditions with results. The following are examples
of conditions, which may be connected by logical operators:

[0232] Check for the existence of a registry key

[0233] Check for a registry value

[0234] Check for the existence of a file

[0235] Check for a currently running application

[0236] Check for a currently running service

[0237] Check for the existence of network environment

settings (includes a list of environments)

[0238] Verify that specified applications are running
[0239] Verify that specified protocols are enabled
[0240] Verify that specified VPN is running

[0241] The following are examples of results:
[0242] Can/Can’t use the network

[0243] Can/Can’t use the machine
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[0244] Locked in to a certain location

[0245]
[0246]
[0247]

[0248] Examples of subsets of rules are illustrated in FIG.
8, packet rules 810 and file rules 812. These subsets illustrate
examples of enforcement mechanisms that may work at dif-
ferent layers of a communication model, for example at the
network layer and at the application layer.

Can/Can’t access the file
Can/Can’t use the application

Only transfer encrypted version of file.

[0249] One example of an enforcement mechanism is
referred to as stateful filtering. In one example, a security
policy is called a type of shield or is referred to as a particular
type of shield level. The state may hereafter be referred to as
the shield state or shield.

[0250] If the filtering is performed on a packet basis, it is
referred to as stateful packet filtering. In stateful packet fil-
tering, a packet filter such as the packet filter engine 818 as it
name suggests filters packets based on a state set by the
currently enforced policy with respect to a parameter.
Examples of such a parameter include source 1.P. addresses
(for received packets) or target I.P. addresses (for sent pack-
ets), port numbers, port types or a port group. A port group is
alist of ports that are used by a particular application, network
service or function. For example, a port group can be created
that includes all the ports for a particular instant messaging
application, or for all supported instant messaging applica-
tions, or for all applications used internally at a company.
Examples of port groups that may be selected for processing
by a policy include web surfing ports, gaming ports, FTP and
SMTP ports, file sharing and network ports, and anti-virus
updates and administration ports. A port group can contain
individual port items or other port groups.

[0251] 1In this example, we discuss a version of stateful
filtering called adaptive port blocking. In this example, there
are rules comprising a mapping between a set of ports, port
types, and actions. The ports are the actual port numbers, the
port types enumerate the possible port types e.g. UDP, TCP,
IP, or Ethertype, and the actions are what is to be done with
this particular port e.g. filter, forward, or inform. The inform
action will post an event to the policy engine 832 when a
packet is sent or received on the specified port. Filter and
forward action control the sending and receiving of packets
on the specified port.

[0252] 1Inone example, apolicy is in effect that each port is
in one of three modes: open, closed, or stateful. When the port
is open, all traffic (both incoming and outgoing) on that port
is permitted to flow through the packet filter. When the port is
closed, all traffic on that port is blocked (both incoming and
outgoing) When the port is stateful, all outgoing traffic on that
port is permitted to flow through the packet filter, and incom-
ing responses to that outgoing traffic are allowed back
through, but unsolicited incoming traffic is blocked. In
another example, incoming and outgoing traffic may be
blocked on a basis, examples of which are a network service
or an application.

[0253] 1In the system embodiment illustrated in FIG. 8,
components such as the policy engine 832, the packet filter
engine 818, the layered service provider 814 and the TDI filter
822 may be employed for supporting stateful filtering. In one
example, a session is created when a mobile device initiates
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communications with a particular remote or a specified set of
remote computing devices. The stateful filtering, as may be
performed by the packet filter engine 818 and/or the TDI filter
822 in accordance with rules 840, for example rules in the
subset of the packet rules 810, applicable to the current policy,
may use the transport protocol to determine when a session is
starting and the address of the remote device. Forward and
filter decisions in accordance with rules in the set of rules 840
or the subset of the packet rules 810 may be based upon the
session information obtained at session startup. Additionally,
forward and filter decisions may be based on application
parameters received via the layered service provider 814.
This provides the benefit of more refined application filtering
as illustrated in the example discussed above.

[0254] The policy engine will pass the rules to the packet
filter engine as commands using the existing IOCTL inter-
face. In one example, the policy engine determines based
upon its current rules which ports or range of ports should do
stateful filtering. These rules are then passed to the packet
filter engine 818 by an IOCTL command. In another example,
the policy engine 832 determines that rules of the current
security policy do not support certain applications accessing
anetwork. These rules are passed to the packet filter engine as
well as the TDI filter 822 for application specific filtering. The
policy engine 832 may also pass rules about application-
specific network access to the layered service provider 814
via an JOCTL interface.

[0255] Each component of the system may also provide
health checks on the others. For example, the policy engine
832, the layered service provider 814, the file filter 824, and
the packet filter engine 818 report whether any of the other
services have been disabled or removed from the system to
the diagnostics module 844. This information may be relayed
to the policy server 850 as it indicates a possible compromise
of the protective system. The policy server 850 in that case
provides diagnostic support information to the diagnostics
module 844.

[0256] Stateful packet filtering deals with packets with dif-
ferent types of address. Outgoing packets have three different
types of addresses: directed, multicast, or broadcast. Directed
addresses are specific devices. Broadcast packets are typi-
cally used to obtain network configuration information
whereas multicast packets are used for group applications
such as NetMeeting®.

[0257] To establish session state information with a
directed address is straightforward. The IP address and the
port number are recorded in a session control block. When the
remote responds the receive side of the filter engine will
forward the packet because a session control block will exist
for that particular session.

[0258] When the outgoing packet is a multicast packet
there is a problem. Multicast packets are sent to a group;
however, a multicast address is not used as a source address.
Hence any replies to the outgoing multicast will have directed
addresses in the source IP address. In this case the filter engine
will examine the port to determine a response to a given
multicast packet. When a response to the specified port is
found session control block will be completed i.e. the source
address of this incoming packet will be used as the remote
address for this particular session. However, more than one
remote may respond to a given multicast packet, which will
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require a session control block be created for that particular
remote. The broadcast packets may be handled in the same
manner as the multicast.

[0259] The file rules subset 812 have a communications
interface such as an IOCTL interface with a file filter 824
having a communication control interface with a file system
826. The file filter 824 may implement one or more filter
related enforcement mechanisms. A policy may protect files
based on the location in which they are created and/or modi-
fied as well as the location in which the mobile device is
operating. The policy specifies a set of locations in which the
files are to be made available, and whenever the mobile device
is not operating in one of those locations, those files are
unavailable. In another embodiment, policies may require
that files be encrypted only if they were copied from certain
network drives.

[0260] One reason for requiring that all files created and/or
modified in one of the specified locations is so that copies of
sensitive files or data derived from the sensitive files are also
protected. Specific mechanisms for protecting the files
include file hiding and file encryption.

[0261] When the mobile device is operating in one of the
specified locations, the files can be located (e.g., they are not
hidden). When the mobile device is operating in some other
location, the files are hidden. One purpose of this mechanism
is to prevent the user from accidentally revealing the contents
of sensitive files while in locations where access to those files
is not authorized.

[0262] One mechanism for hiding the files is to simply
mark them “hidden” in their Windows properties pages, and
to cache the access control list (ACL) on the file and then
modify the permissions to deny all access by non-adminis-
trators. Other versions may use the file-system filter to more
effectively render the files unavailable.

[0263] Inoneembodiment, files that are subject to location-
based protection by the policy are always stored encrypted.
When the mobile device is associated with one of the speci-
fied locations, the files can be decrypted. When the mobile
device is associated with some other location, the files cannot
be decrypted. This mechanism provides a benefit of prevent-
ing unauthorized persons who may have stolen the device
from gaining access to sensitive files.

[0264] One mechanism for encrypting the files is to simply
mark them “encrypted” in their properties pages, and to rely
on the file hiding feature (see above) to stop the files from
being decrypted in an unauthorized location. Other versions
may use the file-system filter to more effectively encrypt the
files in a way that does not depend on the operating system to
prevent them from being decrypted in an unauthorized loca-
tion.

[0265] Policies can have rules controlling the use of VPNs.
For example, a rule can require that when the VPN is in use,
all other ports are closed. This prevents hackers near the user
from co-opting the user’s device and coming in to the corpo-
rate network over the user’s VPN connection. In one embodi-
ment, a lightweight web-based VPN is used that allows traffic
from selected applications (e.g., email) to be encrypted with
Transport Layer Security (TLS).

[0266] In one embodiment, a VPN Lite 820 having a com-
munication interface with the packet filter engine 818 estab-
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lishes a TLS-encrypted, authenticated connection with the
server, and then sends and receives traffic over this connec-
tion. The layered service provider 814 diverts the outgoing
traffic from the application to a VPN client piece, and incom-
ing traffic from the VPN client piece to the application.

[0267] 1In oneimplementation example in accordance with
the present invention a layer is inserted into the Winsock
environment, which opens up a Transport Layer Security
(TLS) or Secure Socket Layer (SSL) socket to the VPN
server, and tunnels all application network traffic through that
connection to the VPN server. The applications are unaware
that the VPN is active. The VPN has a very small footprint,
since TLS is included in Windows®. In this example, using
the Winsock Environment, all communication between client
and server is routed through a secure channel. Unlike current
clientless VPNs, all existing applications are supported

[0268] As seen in the embodiment of FIG. 8, the packet
filter engine 818 and the layered service provider 814 com-
prise implementation examples of functionality analogous to
that of layer manager 206 in FIG. 2B. The policy engine 832
performs implementation examples of functions of determin-
ing location analogous to those of the location detection mod-
ule 208, of determining policies analogous to those of the
policy setting module 212 and of identifying active security
features analogous to those of the security features determi-
nation module 210. Furthermore, the packet filter engine 818,
the TDI Filter 822, and the layered service provider 814 also
perform implementation examples of enforcement mecha-
nisms that the policy enforcement control module 214 may
analogously perform.

[0269] The diagnostics module 844 of the policy engine
832 performs similar functions discussed with respect to the
client diagnostics module 246 of FIG. 2B. For example, it
provides status, configuration, error logs, audit logs, and
debug information to the server system. Similarly, it would
assist a server side remote diagnostics module such as module
224 in FIG. 2A in debugging an error, for example in a method
such as that described in FIG. 11.

[0270] 1In one embodiment, policy documents are XML
documents. XML allows great flexibility in design, usage,
and enhancement of policies. Using the flexibility of XML as
the means to distribute enterprise wide policies simplifies the
complex problem of distributing and enforcing enterprise
wide policies. Policies are defined by the enterprise including
but not limited to program usage, network access, hardware
restrictions, VPN access, data access, and many other poli-
cies. The definition of these polices is performed at the enter-
prise level using XML Schemas and documents. The policies
may then be distributed to the enterprise clients via various
forms of data transfer. Furthermore, the policies may also be
protected from hacking by encryption or signatures (i.e.
XKMS, XMLDSIG, XMLENC, or proprietary encryptions).
The policy is then enforced on the client by a process that can
interpret the policy distributed by the enterprise. This
approach allows a policy to be extensible and easily changed
by the administrator. Furthermore, policy management, com-
pilation and interpretation is performed by policy aware
application interfaces. Also, the administrator can configure
elements of the policy such that they are configurable by the
end user. In one example, the XML schema or XSD is derived
from the standard XML schema http://www.w3.0rg/2001/
XMLSchema (May 2001). In this example, a schema defines
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one set of types that is used by both the server (group) and the
client policies. Policies may be signed to ensure integrity.
Additionally individual policy elements will be signed to
ensure integrity of policy enforcement.

[0271] 1In one embodiment, a very thin client host applica-
tion resides on a client mobile device. For example, it may be
part of the policy setting module 212 for the embodiment of
FIG. 2B or part of the policy engine 832 in FIG. 8. The central
policy server or server system pushes execution instructions
to the client, described by XML. As a result, a small relatively
stable execution environment is available as part of the client
device. When additional or different functionality is needed
on the client, this new functionality is pushed to the client in
an XML format.

[0272] For example, assume version vX.01 of a product
supports two types of security policies. For version X.02 it is
necessary to implement a third type of security policy. The
implementation and associated behaviors of the policy would
be described within XML and published to the clients via the
policy server. Clients running vX.01 would then effectively
be upgraded without user intervention. In another example,
this approach could be used for instantiating portions of an
application to clients in a cafeteria style—e.g. they want
feature 1, 2, 3, 6, 8 and not 4, 5, 7. If the client requires a
change to their implementation, they change their menu
selections and implementation and behaviors are pushed to
their respective client instances.

[0273] For illustrative purposes only, the illustrated method
embodiments illustrated in FIGS. 9A, 9B and 9C are dis-
cussed in the context of the system embodiment of FIG. 8.

[0274] FIG. 9A illustrates an example of a method 900 for
determining whether the security feature of a connection type
of wireless or wired is in effect for a communication session
between the mobile device and another computer in accor-
dance with an embodiment of the present invention. The
policy engine 832 determines 902 whether a connection is
associated with a wired or wireless adapter based on one or
more characteristics of the network adapter obtained from the
operating system on the mobile device. For example, the
management tools 816 of the operating system may retrieve
these network characteristics from a look-up table in memory
(e.g. a registry in a Windows® operating system) responsive
to a query from the policy engine 832. The policy engine 832
associates 904 the connection with an adapter type value of
wired or wireless in an adapter data object associated with
each policy. In a similar manner, the policy engine 832 may
also determine 906 from the operating system the class (e.g.
802.11b, 802.3, 802.11a, 802.11 g, GSM, GPRS, 3G) of the
network adapters on the mobile device, and assign 908 a value
to an adapter class field in the adapter data object associated
with each policy. Furthermore, the policy engine 832 may
determine 910 from the operating system the hardware brand
of'the network adapters on the mobile device, and assign 912
a value to an adapter brand field in the adapter data object
associated with each policy.

[0275] FIG. 9B illustrates an example of a method 920 for
determining whether the security feature of a security soft-
ware program is currently executing on a mobile device for a
communication session between the mobile device and
another computer in accordance with an embodiment of the
present invention. In one example, the policy engine 832
determines 922 from the operating system of the mobile
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device which security software programs (e.g. anti-virus,
intrusion detection, VPN driver, 802.1 I enhanced cryptogra-
phy) are currently running on the mobile device. For example,
the management tools 816 operating in the operating system
space may identify which security programs are running
based on process tables the operating system maintains for
each running software program responsive to a query from
the policy engine 832. The policy engine 832 then assigns 924
a value in a field corresponding to the security software in a
data object associated with each policy.

[0276] FIG. 9C illustrates an example of a method 930 for
determining one or more security features ofa network access
point with which the mobile device is communicating in
accordance with an embodiment of the present invention. In
one example for determining the security features of the
access point, network management software such as Simple
Network Management Protocol (SNMP) is used to query the
access point to obtain its operational characteristics.

[0277] Tt is determined 932 whether one or more security
features of the network access point are operational in a
communication session with the mobile device. For example,
the policy engine 832 may determine whether the security
feature of a security software program is currently executing
on a network access point for a communication session in
accordance with an embodiment of the present invention. In
one instance, the policy engine 832 determines 932 from the
operating system of the mobile device the security software
associated with a network access point. One manner in which
this may be done is that the management tools 816 operating
in the operating system space may identify processes execut-
ing on the mobile device in cooperation with security pro-
grams running on a wired or wireless network access point
based on the process tables again responsive to a query from
the policy engine 832. In another manner, the operating sys-
tem management tools 816 may query the network access
point regarding security software running in its LAN. The
policy engine 832 assigns 934 a valuein a field corresponding
to the security feature such as the security software, in a data
object associated with each policy.

[0278] FIGS. 10A and 10B illustrate a method of enforcing
a security policy using illustrative examples of events in
accordance with an embodiment of the present invention. For
discussion purposes only, the illustrated method embodiment
illustrated in FIGS. 10A and 10B is discussed in the context of
the system embodiment of FIG. 8. In the event 1002 that data
is to be transferred 1004 over a certain port, it is determined
1006 whether the current policy allows data to be received
and/or sent over this port. Responsive to a determination that
the current policy does not allow data transtfer over this port,
drop 1008 all network traffic, in this example embodied as
packets, for this port. Responsive to a determination that the
current policy does allow data transfer over this port, forward
1010 all network traffic, again in the form of packets in this
example, for this port.

[0279] The type of network service being used may be
monitored. An example of a type of network service is a
service protocol for transferring data over a network. In the
event 1002 that a request is received 1014 for processing data
using a network service (e.g. File Transfer Protocol (FTP),
Post Office Protocol (POP), Internet Mail Access Protocol
(IMAP), Virtual Private Network (VPN), HTTP, HTTPS,
SMTP, Telnet, etc.), the policy engine 832 determines 1016
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whether the current policy allows this network service or a
specific version of it, to execute. Responsive to a determina-
tion that the current policy, as defined in the embodiment of
FIG. 8 above in the packet rules 810, allows this network
service, the packet filter engine 818 allows network traffic
embodied in packets using this network service to be trans-
ferred 1018. Responsive to a determination that the current
policy, as defined in the embodiment of FIG. 8 above in the
packet rules 810, does not allow or prohibits this network
service, the packet filter engine 818 blocks 1020 all network
traffic embodied in the example in packets for this network
service.

[0280] Inthe event 1002 that a request is received 1024 for
a file, the policy engine 832 determines 1026 whether the
current policy allows access to this file. As defined in the
embodiment of FIG. 8, the file rules 812 may define this
aspect of the current policy. The file may be located in resi-
dent memory (see 220) or be accessible over a network (see
242). Responsive to a determination that the current policy
allows access to this file, the policy engine 832 determines
1030 further whether only an encrypted version of the file is
allowed to be accessed. Again, in FIG. 8, the file rules 812
may define this aspect of the current policy. Responsive to a
determination that only an encrypted file is allowed to be
accessed, the file filter 824 allows access to 1032 an encrypted
copy of the file. Responsive to a determination that encryption
of the file is not required, the file filter 824 allows access to
1034 an unencrypted copy of the file. Responsive to a deter-
mination that the current policy does not allow or prohibits
access to this file, the policy engine 832 hides 1028 the file.
The file may be hidden in various ways known to those of
ordinary skill in the art. Examples include sending a notifi-
cation that the file was not found instead of the file descriptor.

[0281] Inthe event 1002 that a request is received 1054 for
processing data for an application (e.g. a browser, e-mail,
NetMeeting, Remote Desktop, File Sharing or games), the
policy engine 832 determines 1056 whether the current policy
allows this application or a specific version of it, to execute.
Responsive to a determination that the current policy, as
defined in the embodiment of FIG. 8 above in the packet rules
810, allows this application, the packet filter engine 818
allows 1060 network traffic embodied in packets using this
application to be transferred. Furthermore, the TDI filter 822
also monitors application parameters and allows the traffic
associated with this application to be forwarded for further
processing by the mobile device. Responsive to a determina-
tion that the current policy, as defined in the embodiment of
FIG. 8 above in the packet rules 810, does not allow or
prohibits this application, the packet filter engine 818 blocks
1058 all network traffic embodied in the example in packets
for this application. Furthermore, in the embodiment of FIG.
8, the TDI filter 822 also monitors application parameters to
block any network traffic at the upper layers for the prohibited
application that may have bypassed the packet filter engine
818.

[0282] Inthe event 1002 that a request is received 1092 for
opening an application (e.g. a game such as solitaire or mine-
sweeper), the policy engine 832 determines 1094 whether the
current policy allows this application or a specific version of
it, to be opened. Responsive to a determination that the cur-
rent policy, as defined in the embodiment of FIG. 8 above in
the packet rules 810, allows this application to be opened, the
file filter 824 allows 1096 the application to be opened.
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Responsive to the policy rules not allowing this application to
be opened, the file filter 824 prevents 1098 the application
from being opened.

[0283] Inthe event 1002 of a request 1050 for a file using a
type of network service for transfer, it is determined 1044
whether the current policy allows access to this file. Ifno, hide
1046 thefile. Ifyes, itis determined 1048 whether the file may
be transferred using this type of network service. If not, the
policy engine 832 again hides 1046 the file. Ifaccess to the file
is allowed for this network service type, it is determined 1086
whether the current policy only allows an encrypted version
of'the file to be transferred using this type of network service.
If an encrypted version is required, transfer 1088 the
encrypted copy or version. Otherwise, transfer 1090 an unen-
crypted copy of the file.

[0284] 1Inthe event 1002 of a request 1076 for a file using a
type of application for transfer, it is determined 1080 whether
the current policy allows access to this file. If no, hide 1078
the file. If yes, it is determined 1082 whether the file may be
accessed using this type of application. If not, the policy
engine 832 again hides 1084 the file. If access to the file is
allowed for this application type, it is determined 1070
whether the current policy only allows an encrypted version
of'the file to be accessed. If an encrypted version is required,
access 1072 the encrypted copy or version. Otherwise, access
1074 an unencrypted copy of the file.

[0285] 1In the event 1002 of any other request 1036, the
policy engine 832 performs the task of determining 1038
whether the current policy allows the request or prohibits it.
Based on the outcome of this determination, the appropriate
version of a policy enforcement module 214 such as the
packet filter engine 818, the layered service provider 814, the
file filter 824 either alone or in combination, enforce the
policy by denying 1040 the request or satistying 1042 the
request with the criteria established by the current policy for
this type of request.

[0286] The foregoing description of the embodiments of
the present invention has been presented for the purposes of
illustration and description. It is not intended to be exhaustive
or to limit the present invention to the precise form disclosed.
Many modifications and variations are possible in light of the
above teaching. It is intended that the scope of the present
invention be limited not by this detailed description, but
rather by the hereto appended claims. As will be understood
by those familiar with the art, the present invention may be
embodied in other specific forms without departing from the
spirit or essential characteristics thereof. Likewise, the par-
ticular naming and division of the modules, routines, features,
attributes, methodologies and other aspects are not manda-
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tory or significant, and the mechanisms that implement the
present invention or its features may have different names,
divisions and/or formats. Furthermore, as will be apparent to
one of ordinary skill in the relevant art, the modules, routines,
features, attributes, methodologies and other aspects of the
present invention can be implemented as software, hardware,
firmware or any combination of the three. Of course, wher-
ever a component, an example of which is a module, of the
present invention is implemented as software, the component
can be implemented as a standalone program, as part of a
larger program, as a plurality of separate programs, as a
statically or dynamically linked library, as a kernel loadable
module, as a device driver, and/or in every and any other way
known now or in the future to those of ordinary skill in the art
of computer programming.

[0287] Additionally, the present invention is in no way lim-
ited to implementation in any specific programming lan-
guage, or for any specific operating system or environment.
Accordingly, the disclosure of the present invention is
intended to be illustrative, but not limiting, of the scope of the
present invention, which is set forth in the following claims.

1. A system for remotely diagnosing one or more mobile
devices comprising:

a monitoring module for monitoring diagnostic data
received over a network from one or more remotely
located mobile client devices;

a diagnosis module for analyzing the diagnostic data; and

a distribution module for transmitting support information
to the one or more mobile devices.
2. A method for remotely diagnosing one or more mobile
devices comprising:

monitoring diagnostic data received over a network from
one or more mobile client devices;
analyzing the diagnostic data; and

transmitting support information to the one or more mobile
devices.
3. A method for remotely diagnosing one or more mobile
computing devices comprising:

one or more mobile computing devices transmitting diag-
nostic data over a network to the server computer sys-
tem;

the mobile device receiving support information including
instructions from the server computer system; and

the mobile device executing the instructions.
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