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Check 
Yourself 

pro=sor-mcmory bus 
A bus that connects 
processor and memory 
ond thot is short, generlllly 
high ~ed. ond motched 
to the memory sylt<em so 
as to muimi-u memory• 
proctssor bandwidth. 

backplane bus A bus 
that is d .. igncd to allow 
pro«ssors, mffl'.lory. and 
1/0 devices to coexist on a 
single bus. 

c1tapter • 11orac• and otl\er t/ 0 ToPlca 

gigabyte continues to decline, it will be interesting to see whether the higher 
performance and energy efficiency of flash memory will yield opportunities in the 
desktop and server markets as wcll. 

Which of the following are tnie about flash memory? 

I. Like DRAM, flash is a semiconductor memory. 

2. Like disks, flash does not lose information if it loses power. 

3. The read access time of NOR flash is similar to DRAM. 

4. The read bandwidth of NAN D flash is similar to disk. 

II Connecting Processors, Memory, and 
1/ 0 Devices 

In a computer system, the various subsystem, mu,1 have interfaces to one another. 
For example, the memory and processor need 10 communicate, as do the proces­
sor and the 1/0 devices. For many years, this has been done with a bus. A bus is a 
shared communication link, ,vhich uses one set of wires to connect mulLiplc sub­
systems. The two major advantages of the bus organization are versatility and low 
cost. By defining a single connection scheme, new devices can easily be added, and 
peripherals can e,·en be moved bet ween computer systems that use the same kind 
of bus. Furthermore, buses arc cost-effective, because a single set of wires is shared 
in multiple ways. 

The major disadvantage of a bus is that it creates a communication bottleneck, 
possibly limiting the maximum 1/0 throughput. When 1/0 must pass through 
a single bus, the bandwidth of that bus limits the maximum 1/0 throughput. 
Designing a bus system capable of meeting the demands of the processor as well 
as connecting large numbers of 1/0 devices to the machine presents a major 
challenge. 

Buses are traditionally classified as processor-memory bu~s or //0 buses. 
Processor-memory buses are short, genera!J), high speed, and matched to the 
memory system so as to maximize memory-processor bandwidth. UO buses. by 
contrast, can be lengthy, can have many types of devices connected to them, and 
often have a 1vide range in the data bandwidth of the devices connected 10 them.1 /O 
buses do not typically interface directly to the memory but use either a processor­
memory or a backplane bus to connect to memory. Other buses with different 
characteristics have emerged for special functions, such as graphics buses. 

One reason bus design is so difficult is that the maximum bus speed is largely 
limited by physical factors: the length of the bus and the number of devices. These 
physical limits prevent us from running the bus arbitrarily fast. In addition, the 
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1.5 connectln& Proces10<1, Memory, - 1/0 O.Vlees 

need to suppon a range of devkes with widely varying latencies and data transfer 
rates also makes bus design challenging. 

As it became difficult to run many par.allcl wires at high speed due to clock skew 
and reflection (sec ■ Appendix C), the industry transitioned from parallel shared 
buses to high-speed seria.l point-to-point interconnections with switches. Thus, 
such 1/0 networks have generally replaced 1/0 buse, in our systems. 

As a result of 1his transit ion, this section has been revised in this edition to 
emphasize the general problem of connecting 1/0 devices, processors, and mem­
ory. rather than focusing exclusively on buses. 

Connection Basics 

Let's consider a typical 1/0 tramaction. A transaction includes two parts: sending 
the address and receiving or sending the data. Bus transactions are typically 
defined by what they do to memory. A read transaction transfers data from mem­
ory (to either the processor or an 1/0 device) , and a write trnnsaction writes data 
ro the memory. Oearly. this terminology is confusing. To avoid this. we'll try to 
use the terms input and 0111p111. which arc alwa)'S defined from the pcrspecti\-c of 
the processor: an input operation is inputting data from the device to memory, 
where the processor can read it, and an output operation is outputling data to a 
device from memory where the processor wrote it. 

The 1/0 interconnect serves as a way of expanding the machine and connecting 
new peripherals. To make this easier. the computer industry has developed se,·cral 
standards. The standards serve as a specification for the computer manufacturer 
and for the peripheral manufacturer. A standard ~ssurcs the computer designer 
that peripherals will bl' a,•ailablc for a new machine. and it ensures thl' peripheral 
builder tl1at users will be able to hook up their new equipment. Figure 6.8 sum­
marizes the key characteristics of the five popular 1/0 standards: Firewire, USS. PCI 
Express (PCle), Serial ATA (SATA), and Serial Attached SCSI (SAS). They connect a 
variety of devices to the desktop computer, from keyboards to cameras to disks. 

Traditional buses arc synchronous. That means the bus includes a clock in 
the control lines and a fixed protocol for contmu1licating that is relative to the 
clock. For example, for performing a read from memory, we might ha,·e a protocol 
that transmits the address and read command on the first clock cycle, using the 
control lines to indicate the type of request. The memory might then be required 
to respond with the data word on the fifth clock. This type of protocol can be 
implemented easily in a small finite-state machine. Because the protocol is predeter­
mined and involves little logic, the bus ,can run fast, and the interface logic will 
be small. Synchronous buses have two major disadvantages, however. First, every 
device on the bus must run at the same dock rate. Second. because of clock skew 
problems, synchronous buses cannot be long if they are fust (see■ Appendix C). 

These problems led to asp1chronous interconnects, which are not clocked. 
Because they arc not clocked, asynchronous interconnects can accommodate a 
wide variety of devices, and the bus can be lengthened without worrying about 

583 

1/ 0 transaction 
A 5«1ucocc of o~rations 
ovn-lhcintc rconnca that 
indud« • request and may 
indude a !'n'ponse, tither 
of which may carry data. 
A crnnsaction is initiated 
bya single request and 
may tm many individual 
bus operations. 

synchronous bus A bus 
lh•t include$• clock in 
!ht control lines and 
a fixed protocol for 
communicating !hat is 
relative to the clock. 

asynchnmous 
in1trconncc1 U~s a 
handshaking protoool 
for coordiniling 1131\gc 
rolher than a dock; can 
accommodate a wide 
variety of devius of 
differing spc:ros. 
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584 Ctlapter I stor-,e and Other t/ 0 ToPlcs 

Serlal 
CharacterlaUc Flrewlre (13M) USB 2.0 PCI Expre11 AJA 

Intended use 

Devices per 
channel 

Basic oaca 
wlCM (Sl&1\81S) 

EJCtemal 

63 

4 
l 127 

2 

Internal 

1 

2 per IMO 

lnterna 

1 

4 t 

External 

4 

4 

0.2 MB/sec (10w speed). . 
TlleOretical peak 50 MB/sec (f'ire-.rire 400J 1.5 MB/sec (full speed). 250 MB/sec per lane (ll<), 
bano..ldtl'I or 100 MB/ .. c CForewifo I •·-;_:·60 MB/sec (hlCI'>~ lo cards com• as 

+ 
800) _j_ sPCedl 1.x, 2". 4K, Ill<. 16K. or 32• 

He>t pwgllble Ytt Yes Depenos on rcwm factor 
Ma,Jmum bu 
lengtll (coppe 4.5 meters 5 meters 0.5 meters 

Wife) + 1 meter 8 meters 

Standard name IEEE 1394. 1394b USB lmpl-to,s. PCi.s!G 
Forum SATA-IO no committee 

F1GUR£ 1.8 Key cl\anderl1tlc1 of five clomlaant 1/ 0 atan-. Thc, inttrxkd us, <c>lumn indi<oios wh<th<r it i• d«igll<'<l to be, 

used with C1blc-s uttrn:al to thC' romputcr or just iruiOC' tbc- computer " 'ilh s.hon cablc-s or wir<' on printN! cir-cui1 bouW. PClf' can suppon 
:t:1inulL11\f'OU> rt"ads ~nd wn1t"S. so some- publ.c.11M>r» doublt the ba.nd\\tdth ptt lant ~umtng a SO/SO s.plic o( re-ad vrrsus wmt b.tmh,ddth. 

handshaking protocol 
A series of steps used to 
coordinate asynchronous 
bus transfers in which 
the sender and receiver 
proceed to the nat step 
only when both parties 
agree that the current step 
bas been completed. 

clock skew or synchroniz.,tion problems. All the examples in Figure 6.8 are 
asynchronous. 

To coordin.ite the transmission of d.1ta between sender and receiver, an asyn­
chronous bus uses a hand!.hakjng protocol. A handshaking protocol consists of a 
series of steps in which the sender and rcceh·cr proceed to the next step only when 
both parties agree. The protocol is implemented with an additional set of control 
lines. 

The 1/ 0 Interconnects of the x86 Processors 

Figure 6.9 shows the 1/0 system of a traditional PC. The processor connects to 
peripherals via two majn chjps. The chip next to the processor is the memor)• 
controller hub. commonly called the 11or1/r bridge, and the one connected to it is 
the 1/0 controller hub, called the south bridge. 

The north bridge is basically a DMA controller, connecting the processor to 
memory, possibly a graphics card, and the south bridge chip. The south bridge 
connects the north bridge to a cornucopia of 1/0 buses. Intel, AMD, NVIDIA, and 
others offer a wide variety of these chip sets to connect the prOCC$SOr to the outside 
world. 

Figure 6.10 shows three examples of the chip sets. Note that AMD swallowed 
the north bridge chip in the Optcron and later products, thereby reducing the chip 
count and the latency to memory and graphics cards by skipping a chip crossing. 

As Moore's law continues, an increasing number of 1/0 controllers that were 
formerly available as optional c.irds that connected to 1/0 buses ha"e been co-opted 
into these chip sets. For example, the AMD Opteron X4 and the Intel Nehalem 
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Main 
mel110f)' 
OIMMs 

lnlel Xeon 5300 
processor 

• . , Conaectln& Proc-•, Memory, - 1/0 DeVICff 

[ Intel Xeon 5300 l 
, processor : 
'----- r------

Front Side Bus (1333 MHz. 10.5GB/ sec) 
FBDDR2667 
(5.3 GB/sec) 

___ ,__ __ 

SerialATA 
(300 MB/ sec) 

Memory PCle x16 (or 2 PCle XS) 
controler 4 GB/ sec 

hub 
(north bndge) 

5000P 
PCle x8 

2GB/ sec) 

PC!ex4 
1 GB/sec 
PClex4 

110 
1 GB/sec 

con1rol1...- PCI-X bus 
LPC hub (1 GB/ sec) 

(1 MB/sec) (south bndge) PCl·X bus 
Keyt>oard.------I Entrepnse South (1 GB/ sec) 
mouse.... Bridge 2 t-------

USB 2.0 Parallel ATA 
(60 MB/ sec) (100 MB/ sec) 

AGURE 6.9 orc-,iutlOfl of tlHI 1/ 0 •Ytt- on an Intel Mn'er u11nc t!HI Intel 5000P clllp 
Mt. tr )'OU assume rc~s Jnd \\Titcs arc r.ich h.ilf th(' traffic, you on doublC' lh<" ~rxh .. rid1h per hnk for 
PCI<. 

include the nonh bridge inside the microprocessor, and the south bridge chip of 
the In1cl 975 includes a RAID controller (sec Section 6.9). 

These U0 in terconnects provide electrical conncctivi1y among U0 devices, 
processors, and memory, and also define the lowest-level protocol for commu­
nication. Above this basic level, we must define hardware and software protocols 
for controlling data transfers between 1/0 devices and memory, and for the pro­
cessor to specify commands to the 1/0 devices. These topics are cowrcd in the next 
section. 

Both networks and buses connect components together. \.Vhich of the following Check 
are true about them? Yourself 

l. 1/0 networks and U0 buses are almost always standardized. 

2. 1/0 networks and 1/0 buses are almost always synchronous. 
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Front Side Bus (64 Oil) 

Product namo 

PIiis 

Memory type. speed 

Memory buses. widths 

Chapter I Stora&• and Other 1/ 0 To,lcs 

Intel 975X chip HI 

Perlormance PC 

800/1066 MHz 

Memory controller hub ("norUI brlqe" ) 

Blackblld 5000P MCH 97SX MCH 

1432 1202 

ODR2 FBDIMM 667 /533 DDR2 800/667 /533 

4 x 72 1 x 72 

AMO 5110X Crouflret 

Server/Perfoonance PC 

Number of OIMMs. ORAM/DIMM 16. 1 GB/2 GB/4 GB 4.1 GB/2 GB 

Maxlmum memory cac,aoty 64 GB 8G8 

Memory error correction avaMable? Yes No 

Pelo/External Grllf)l'llcs Interface 1 PCIO Jll6 o, 2 Pele X 1 PCle x16 o, 2 PCII x8 

Soulll bndge Interface PCIC xB. ESI PCIO x8 

1/ 0 conlloller hUb ("aoulll bl1d&e") 

Product name 6321 ES8 ICH7 580X Crossfire 

Pad<age sll.e. pins 1284 652 549 

PCI bus: wldlh, speed Two 64-bll. 133 MHz 32-M. 33 MHz. 6 masters 

PCI Express po<IS Three PCle X4 Two Pelo x16. Four PCI Xl 

Elllemet MM: oonuouer. intl!rface 1000/100/10 Ml>ft 

use 2.0 po,u. con1101Iers 6 8 10 

AJA ports. Sl)(l<!d one 100 Two 100 one 133 

5erlal ATA ports 6 2 4 

AC.97 audio controller. ,nterface Yes Yes 

1/0 ma~ement SM>us 2.0. GPIO SMoos 2.0. GPIO ASF 2.0. GPIO 

AGURE 1.10 TWo 1/0 clllp Mta from Intel and - from AMO. Noi, 1tu1 thr nor1h bndgr fon<11ocu •~ included on ch< AMO 
mkroproctuor. ,is the)' art on the mott r«t"nl lntd Nchakm. 

II Interfacing 1/ 0 Devices to the Processor, 
Memory, and Operating System 

A bus or network protocol define:. how a word or block of data should be commu­
nicated on a set of wires. This s1ill leaves several other tasks that must be performed 
to actually cause data to be transferred from a device and into the memory address 
space of some user program. This section focusrs on these tasks and will answer 
such questions as the following: 

■ How is a user 1/0 request tTansformed into a device command and commu­
nicated to the device? 

■ How is data actually transferred to or from a memory locat ion? 

■ What is the role of the o~rating system? 
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6.6 lftterfaclllg 1/ 0 DeVlcH to Ute ProcHsor, Memory, - Operating System 

As we will see in answering these questions, the operating system plays a major role 
in handling 1/0, acting as the interface between the hardware and the program that 
request~ 1/0. 

The rcsponsibili1ic, of the operating system arise from three characleristics of 
1/0 systems: 

I. Multiple programs using the processor share the 1/0 system. 

2. 1/0 systems often use interrupts {externally generated exceptions) to com­
municate information abolll 1/0 operations. Because interrupts cause a 
transfer to kernel or supervisor mode, they must be handled by the operat­
ing system (OS). 

3. The low-level con1rol of an t/ 0 device is complex, because it requires man­
aging a set of concurrent events and because the requirements for correct 
device control are orten very detailed. 

The three charactcris1ics of 1/0 systems above lead to several diffcrenl functions 
the OS must provide: 

■ The OS guaran~ cs that a user's program accesses only the portions of an 
1/0 device to which the user has rights. For example, the OS must 1101 allow a 
program to read o r write a file on disk if the 01\tncr of the file has not granted 
access to this program. In a system with shared 1/0 devices, protection could 
not be provided if user programs could perform 1/0 directly. 

■ The OS provides abstractions for accessing devices by supplying routines that 
handle low-level device operations. 

■ The OS handles the interrupts generated by 1/0 devices. just as it hand!~ the 
exceptions generated by a program. 

■ The OS tries to provide equitable access to the shared 1/0 resources, as well as 
schedule accesses to enhance sy~tcm throughput. 

To perform these functions on behalf of user programs, the O)X'rating system 
must be able to communicate with the 1/0 devices and to prevent the user program 
from communicating wi th the 1/0 de,•ices directly. Three types of communicat ion 
arc required 

I. ·n,e OS must be able to give commands to the 1/0 devices. These commands 
include not only operations like read and wri1e, but also other operations to 
be done on the device, such as a disk se-ek. 

Hardware/ 
Software 
Interface 

587 
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mm,ory-map~d 1/0 
An 1/0 schemt in which 
portions of address &paa 
art as.signed to 1/0 d,viocs, 
• nd reads and writes 10 

thost add~ art 
in1trpre~ as oommands 
to th<, 1/0 device. 

Cllapter • storac• and Otller t/ O Topics 

2. The device must be able to notify the OS when the 1/0 device has completed 
an operation or has encountered an error. For example, when a disk completes 
a seek, it will notify the OS. 

3. Data must be transferred between memory and an 1/0 device. For example, 
the block being read on a disk read must be moved from disk to memory. 

In the next few subsections, we will sec how these communicat ions are performed. 

Giving Commands to 1/0 Devices 
To give a command lO an 1/0 device, the processor must be able to address the 
device and to supply one o r more command words. T1vo methods are used to 
address the device: memory-mapped 1/0 and special 1/0 instructions. In memory­
mapped 1/0, portions of the address space are assigned to 1/0 devices. Reads and 
writes to those addresses are inte rpreted as commands 10 the 1/0 device. 

For example, a write operation can be used to send data to an 1/0 device where 
the data will be interpreted as a command. WbCD the processor places the address 
and data on the memory bus, the memory system ignores the operation because 
the address indicates a portion of the memory space used for 1/0. The de,•ice 
controller, however, sees the operation, records the data, and transn1its it to the 
device as a command. Use/ programs are prevented from issuing 1/0 operations 
directly, because the OS docs not provide access 10 the add ress space assigned to 
the l/0 devices, and tl1us the addresses arc protected by the addre&s tr;mslation. 
Memory-mapped 1/0 can also be used to transmit data by writing or reading to 
select 3ddre-:se<. The device use• the :1ddress to determine the type of command, 
and the data may be provided by a write or obtained by a read. In any event, the 
address encodes both the device identity and the type of transmission between 
processor and device. 

Actually performing a read or write of data to fulfill II program request usually 
requires several separate J/0 operations. Furthermore, the processor may have to 
interrogate the status of the device between individual conunands to determine 
whetl1er the command completed successfully. For example, a simple p rinter has 
two 1/0 device registers-one for status information and one for data to be printed. 
The Status register contains a done bir, set by the printer when it has printed a 
character, and an error bir, indicating that the printer is jammed o r out of paper. 
Each byte of data to be printed is put into the Data register. The processor must 
then wait until the printer sets the done bit before it can place another character in 
the buffer. The processor must also check the error bit to detennine if a problem 
has occurred. Each of these operations requires a separate 1/0 device access. 
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II.I lnterfac:lq 1/ 0 DeVlcu to Ille Pro«nor, Memory, - Operatln, System 

Elaboration: Thealtemativetomemory,mapped 1/0istousededieated 1/ 0lnstructlons 
In the processor. These 1/0 instructions can specify both the deviee number and the 
command word (or the location of the command word in memory). The processor 
communicates the device address via a set of wires normally included as part of the 1/0 
bus. The actual command can be transmilled over the data lines in the bus. Examples 
of computers with 1/0 Instructions are the Intel ~86 and the ISM 370 compu1ers. 8y 
making the 1/0 instrucuons illegal to execute when not In kernel or supervisor mode. 
user programs can be pre11ented from accessing the devices directly. 

Communicating with the Processor 

The process of periodically checking status bits to see if it is lime for the next 
1/0 operation, as in the previous example, is called polling. Polling is the simplest 
way for an 1/0 device to communicate with the processor. The 1/0 device simply 
puts the i11formation in a Status register, and the processor must come and get the 
information. The processor is totally in control and does all the work. 

PoUing can be used in several different wa)'S. Real-time embedded applications 
poll the 1/0 devices, since the 1/0 rates are predetermined and it makes 1/0 over­
head more predictable, which is hclpn.,1 for real time. As we will see, this allows 
polling to be used even when the 1/0 rate is somewhat higher. 

The disadv-,rntage of polling is that it can waste a lot of processor time. because 
processors arc so much faster than 1/0 devic,s. The processor may read the St;itus 
register many times, only to find that the device has not yet completed a compara­
tively slow 1/0 operation, or that the mouse has not budged since the last time it 
\vas polled. When the device completes an operation, we must still read the status 
to determine whether it was successful. 

The overhead in, a poUing interface was recognized long ago, leading 10 the 
invention of interrupts to notify the processor when an 1/0 device requires atten­
tion from the processor. Interrupt-driven 1/0, which is used by almost all sy~tems 
for at least some devices, employs 1/0 interrupts to indicate to the processor that 
an 1/0 device needs attention. When a device wants to notify the processor that 
it has completed some operation or needs attention, it causes the processor to be 
interrupted. 

An 1/0 interrupt is just like the exceptions we saw in Chapters 4 and 5, with two 
importan t distinctions: 

I. An 1/0 interrupt is ;isynchronous with respect to the instruction execution. 
That is, the i nterrupl is not associated with any instruction and docs not 
prevent the insmiction completion. This is very different from either page 
fault exceptions or exceptions such as arithmetic overflow. Our control 
unit need only check for a pending 1/0 interrupt at the time it starts a new 
inst met ion. 

589 

UO instruction 
A dtdicartd instruction 
that is used to give a 
command 10 an 1/0 
devict and that specifies 
bolh lhe deviet numb(r 
and the command word 
(or the location of the 
command word in 
memory). 

polling The proctss of 
periodically checking the 
status of an 1/0 device 
to determine the need to 
suvice the device. 

intcrrupt-drhen UO An 
UO scheme that employs 
interrupts to indicate to 
the proc:essor that an 1/0 
device nttds attention. 
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2. In addition to the fact that an 1/0 interrupt has occurred, we would like to 
convey further information,such as the identity of the device generating the 
interrupt. Furthermore, the interrupts represent devices that may ha\"C dif­
ferent priorities and whose interrupt requests have different urgencies asso­
ciated with them. 

To communicntte information to the processor, such as the identity of the device 
raising the interrupt, a system can use either vectored interrupts or an exception 
Cause register. When the processor recognizes the interrupt, the device can send 
either the vector address or a status field to place in the Cause register. As a result, 
when the OS gets control, it knows the identity of the device that caused the 
interrupt and mn immediately interrogate the device. An interrupt mechanism 
eliminates the need for the processor to poll the device and instead allows the 
processor to focus on executing programs. 

Interrupt Priority Levels 

To deal with the different priorities of the 1/0 devices, most interrupt mechanisms 
have several levels of priority; UNIX operating systems use four to six levels. These 
priorities indicate the order in which the processor should process interrupts. 
Both internally generated exceptions and external 1/0 intcm1pts have priorities; 
typicaUy, 1/0 interrupts have lower priority than internal exceptions. There may 
be multiple 1/0 interrupt priorities, with high-speed devices associated with the 
higher priorities. 

To support priority levels for interrupts, MIPS provides the primitives that let 
the operating system implement the policy, similar to the way that MIPS handles 
TLB misses. Figure 6.11 shows the key registers, and Section B.7 in Appendix 8 
gives more details. 

The Status register determines who can interrupt the computer. If the interrupt 
enable bit is 0, then none can interrupt. A more refined blocking of intcrruptS is 
available in the interrupt mask field. Ther; is a bit in the mask corresponding to 
each bit in the pending interrupt field of the Cause register. To enable the corre­
sponding interrupt, there must be a I in the mask field at that bit position. Once 
an interrupt occurs, the operating system can find the reason in the exception code 
field of the Status register: 0 means an interrupt occurred, with other values for the 
exceptions mentioned in Chapter 5. 

Here are the steps that must occur in handling an in terrupt: 

I. Logically AND the pending interrupt field and the interrupt mask field to 
see which enabled interrupts could be the culprit. Copic-S are made of these 
two registers using the mf cO instruction. 

2. Select the higher priority of these interrupts. The software convention is that 
the leftmost is the highest priority. 
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AGIIR.E 6.11 TIie CaUM alld Status re&11ters. Thi, ,·mion of lh< Cau,c r<gisitr romspond, to 
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<"nablc bil.s to iuppon n<"t<d intcnuptt ~ion 8.7 in Appc-nd1x B ~s mor<" d<1aih about thnc rqisttrs. 

3. Save the interrupt mask field of the S1atus register. 

4. Change the interrupt mask field to disable all interrupts of equal or lower 
priority. 

5. Save the processor state needed to handle the interrupt. 

6. To allow higher-priority interrnpts, set the interrupt enable bit of the Cause 
register to I. 

7. Call the appropriate in terrupt routine. 
e 

8. Before restoring state, set the interrupt enable bit of the Cause register to 0. 
This allows you to restore the interrupt mask field. 

Appendix B shows an exception handler for a simple 1/0 task on pages 8-36 to 
8-37. 

How do the i11terrupr priority Je.,els ( JPLs) correspond to these mechanisms? 
The I Pl, is an operating system invention. It is stored in the memory of the process, 
and every process is gi,·en an IPL. At the lowest IPL, all interrupts are permitted. 
Conversely, at the highest IPL, all interrupts arc blocked. Raising and lowering 1hc 
IPL involves changes to the interrupt mask field of the Status register. 
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direa memory acuss 
(OMA) A mechanisrn 
that provides a device 
controller with the ability 
to transfer data directly 
to or from the memory 
without involving th, 
processor. 

Cl\apter 8 Stora&• and otller 1/ 0 ToPlcs 

Elaboration: The two least significant bits of the pending Interrupt and interrupt mask 
fields are for software interrupts. which are lower priority. These are typically used l)'J 
higher.priority interrupts to leave work for lower-priority interrupts to do once the lmmed1• 
ate reason for the interrupt Is handled. Once the hig)'ler,pnortty Interrupt Is finished, the 
lower-priority tasks will be noticed and handled. 

Transferring the Data between a Device and Memory 
We have seen two different methods that enable a device to communicate with 
the processor. These two techniques-polling and 1/0 interrupts-form the basis 
for two methods of implementing the transfer of data between the 1/0 device and 
memory. Both these techniques work best with lower-bandwidth devices, where 
we arc more interested in reducing the cosl of the device controller and interface 
than in providing a high-bandwidth transfer. Both polling and interrupt-driven 
transfers put the burden of moving data and managing the transfer on the proccs• 
sor. After looking at these two schemes, we will examine a scheme more suitable for 
higher-performance devices or collections of devices. 

We can use the processor to transfer data between a de,•ice and memory based 
on polling. In real-time applications, the processor loads dala from 1/0 device 
registers and stores them inlo memory. 

An alternative mechanism is to make the Lransfer of data interrupt driven. 
lo this case, the OS would still 1ransfer data in small numbers of bytes from or 
to the de¥ice. But because the 1/0 operation is interrupt driven, the OS simply 
works on other tasks whi le data is being read from or written to the device. When 
the OS recognizes an interrupt from the device, it reads the status to check for 
errors. If there arc none, the OS can supply the next piece of data, for example, by 
a sequence of memory-mapped writes. When the last byte of an 1/0 request has 
been transmitted and the 1/0 operation is completed, the OS can inform the pro­
gram. The processor and OS do all the work in this process, accessing the device 
and memory for each data item transferred. 

Interrupt-driven 1/0 relieves 1he processor from having to wait for every 1/0 
event, although if we used this method for transferring data from or to a hard disk. 
1hc overhead could still be intolerable, since it could consume a large fraction of 
the processor when the disk was transferring. foor high-bandwidth devices like hard 
disks, the transfers consist primarily of relatively large blocks of data (hundreds 
to tbou1><1nds of bytes). Thus, computer designers invenled a mechanism for 
offloading the processor and having the device controller transfer data directly to 
or from the memory without involving the processor. This mechanism is called 
direct memory access (OMA). The interrupt mechanism is still used by the device 
to communicate with the processor, but only on completion of the 1/0 transfer or 
when an error occurs. 

OMA is implemented with a specialized controller that transfers data between 
an 1/0 device and memory independent of the processor. The OMA controller 
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becomes lhe master and dirc(ls the reads or writes between itself and memory. 
There arc three steps in a DMA transfer: 

I. The processor sets up the DMA by supplying the identity of lhe device, lhc 
operation to perform on the device, the memory address lhat is the source 
or destinalion of lhe data to be transferred, and lhe number of bytes to 
tr.111sfer. 

2. The DMA starts the operation on the device and arbitrates for the 
in1,erconnec1. When lhc data is available (from the device or memory), it 
transfers lhe data. The DMA device supplies the memory address for the 
reaid or the wri te. If lhe request requires more lhan one tran~fer, lhe OMA 
unit generates the next memory address and initiates the next transfer. Using 
this mechanism, a DMA unit can complete an entire transfer, which may 
be thousands of bytes in length, without bothering the processor. Many 
DMA controllers contain some memory to allow them to deal nexibly either 
with delays in transfer or with those incurred while waiting to become lhe 
master. 

3. Once lhe OMA transfer is complete, the controller interrupts the processor, 
which can then determine by interrogating the DMA device or examining 
memory whed1cr the entire operation cornplNcd successfully. 

There •may be multiple OMA devices in a compuler system. For example, in a 
system w.ith a single processor-memory bus and multiple 1/0 buses, each 1/0 bus 
controller will often contain a OMA processor that handles any transfers between 
a device on the 1/0 bus and the memory. 

Unlike either polling or interrupt-driven 1/0, OMA can be used to interface a 
hard disk without consuming all the processor cycles for a single 1/0. Of course, if 
the processor is also contending for memory, it will be dclared when the memory 
is busy doing a OMA transfer. By using caches, the processor can avoid having to 
access memory most of the time, thereby leaving most of the memory bandwidth 
free for u:se by 1/0 devices. 

El_aboration: To further recluoe the neecl to interrupt the processor ancl occupy it in 
handling an 1/0 request that may involve cloing several actual operations. the 1/0 con­
troller ca, be made more intelligent. Intelligent controllers are often catlecl l/0 proces• 
sors (as well as //0 conrrollers or channel conuollers). These specialized processors 
basically execute a series of 1/0 operations. called an //0 program. The program may 
be stored In the 1/0 processor. or 1t may be stored in memory ancl fetched by the 1/0 
processor. When using an t/0 processor. the operating system typically sets up an 1/0 
program that indicates the 1/0 operations to be clone as well as the size and transfer 
aclclress for any reads or wntes. The 1/0 processor then takes the operations from the 
1/0 program ancl Interrupts the processor only when the entire program Is completed. 
OMA processors are essentially special-purpose processors (usually single-chip and 
nonprogrammable). while 1/0 processors are often implemented with general-purpose 
microprocessors. which run a speclahzecl t/0 program. 
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master A unit on the 
1/0 inttrconntct lhat can 
initiate transfer requests. 
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Direct Memory Access and the Memory System 
When OMA is incorporated into an 1/0 system. the relationship between the 
memory system and processor ch3nges. Without OMA, all accesses to the memory 
system come from the processor and thus proceed through address translation and 
cache access as if the processorgenerated the references. With OMA, there is:mothcr 
path to the memory system-one that does not go through the address translation 
mechanism or the cache h ierarchy. This difference generates some problems in 
both virtual memory systems and systems with caches. These problems are usually 
solved with a combination of hardware techniques and software support. 

The difficulties in having OMA in a virtual memory system 3rise because pages 
have both a physical 311d a virtual address. OMA also creates problems for systems 
with caches, because there can be two copies of a data item: one in the cache and 
one i11 memory. Because the DMA processor issues memory requests directly to the 
memory r-Jther than through the processor cache, the value of 3 memory location 
seen by the OMA unit and the processor may differ. Consider a read from disk that 
the OMA unit places directly into memory. If some of the locations into which the 
OMA writes arc in the C3chc. the processor will receive the old value when it does 3 
read. Simil3r]y, if the cache is write-back, the OMA may rC3d a value direct ly from 
memory when a newer value is in the cache, and the value 1111s not been written 
back. This is called the stale d11tn problem o r col1ere11ce problem (see Chapter 5). 

We have looked at three different methods for transferring data between an 1/0 
device and memory. In moving from polling to an interrupt-driven to a DMA 
interface, we shift the burden for managing an 1/0 operation from the processor to 
a progressi,·cl)• more intelligent 1/0 controller. These methods have the advantage 
of freeing up processor cycles. Their disadvantage is that they incrc3Se the cost of 
the 1/0 system. Because of this, n given computer system can choose which point 
along this spectrum is appropriate for the 1/0 devices connected to it. 

Before discussing the design of 1/0 systems, let's look briefly at performance 
measures of them in the next section. 

In ranking the three W3)'S of doing 1/0, which statements arc true? 

1. If we want the lowest latency for an 1/0 operation to a single 1/0 device, the 
order is polling, OMA, and interrupt driven. 

2. In tcnns of lowest impact on processor utilization from 3 single 1/0 device, 
the order is DMA, interrupt driven. and polling. 
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In a system with virtual memory, should OMA work with virtual addresses or 
physical addresses? The obvious problem with virtual addresses is that the OMA 
unit will need to translate the virtual addresses to physical addresses. The major 
problem with the use of a physical address in a DMA transfer is that the transfer 
cannot casil)• cross a page boundary. If an 1/0 request crossed a page boundary. 
then the memory locations to which it was being transferred would not necessarily 
be contiguous in the virtual memory. Consequent!)•, if we use physical addresses, 
we must constrain all OMA transfers to stay within one page. 

One method to allow the system to initiate OMA transfers that cross page 
boundaries is to make the DMA work on virtual add resses. In such a system, the 
Dl\lA unit has a small number of map entries that provide virtual -to-physical 
mapping for a transfer. The operating SJ18lem provides the mapping when the 1/0 
is initiated. By using this mapping, the OMA unit need not worry about the loca­
tion of the virtual pages involved in the transfer. 

Another technique is for the operating system to break the DMA transfer into 
a series or trans(crs, each confined within a single physical page. The trans(crs arc 
then c/111i11<'d together and handed to an 1/0 processor or intelligent DMA unit that 
executes the entire sequence of transfers; alternatively, the operating system can 
individually request the transfers. 

Whichever method is used, the opeirating system must stiU cooperate by not 
remapping pages ,vhile a OMA transfer uwolving that page is in progress. 

The coherency problem fo r 1/0 data is avoided by using one of three major tech­
niques. One approach is to route the 1/0 activity through the cache. This ensures 
that reads see the latest value while writes update any data in the cache. Routing 
all 1/0 through the cache is expensive and potentially has a large negath-c perfor­
mance inlpact on the processor, since the UO data is rarely used immediately and 
may displace useful data that a running program needs. A second choice is to bn\'C 

the OS selectively inv.ilidate the cache fo.r an 1/0 read or force write-backs to occur 
for an 1/0 write (often called cache flus/1i11g). This approach requires some small 
amount of hardware support and is pr·obably more efficient if the software can 
perform the function easily and efficiently. Bec.iusc this flushing of large parts of 
the cache need only happen on OMA block accesses, it will be relatively infrequent. 
The third approach is to provide a hardware mechanism for selectively Rush ing 
(or invalidating) cache entries. Hardware invalidation to ensure cache coherence 
is typical in multiprocessor systems, and tbe san,e technique can be used for 1/0; 
Chapter 5 discusses this topic in detail. 

Hardware/ 
Software 
Interface 

Hardware/ 
Software 
Interface 

595 

Page 18 of 18




