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Abstract— A critical issue in the digital world is the simple 
and hassle free interaction of services through an identity of 
individual without using large number of physical identities 
and usernames/passwords. Such an identity system is expected, 
from where, people can retrieve any of the identities necessary 
to access every available service with adequate security. 
Success of such identity depends on its usability in the current 
and probable future wireless technology. Authentication is 
another important issue for acceptance of this system.    

This paper proposes a concept of identity mechanism 
through which individuals can exercise exactly the similar real 
world roles in the digital world. The concept enhances the 
privacy of individual by mini mum disclosure of identifying 
information. It focuses on the possible use of widely accepted 
mobile phone technology to authenticate user to such identity 
system and to interact services through it.  

Index Terms— Authentication mechanism, role based 
identity, service interaction. 

I. INTRODUCTION

Identification is necessary to access various value added 
services from service providers. Interactions of these 
services are required to play certain roles of human being in 
life. Physical identities cannot be used while accessing 
services in the digital world. Moreover, different types of 
services require different types and forms of identifications. 
To make the service access simple, easy and hassle-free, a 
unique identity entity is required from where user can 
retrieve the appropriate type of identification. Mobile phone 
penetration is expected to reach 100% in many of the 
European countries [1]. It has become a foremost electronic 
device for communication worldwide because of its 
mobility and seamless and secure access provision to 
networks. Therefore, we focus on accessing the proposed 
identity and hence, services through SIM card 
authentication. The proposed identity mechanism has the 
potential to replace all the present physical identities, 
usernames and passwords.       

The paper will first postulate the need for a role based 
identity and illustrate its proposed generic architecture. It 
will then address the security aspect of this identity and 
justify why mobile phone has the potential to serve as an 
identifier. The next section will discuss how service 
interactions through role based identity will be realized. The 
paper will provide a critical analysis on different aspects of 
proposed role based identity concept and conclude with the 
review of main points and comments on future research.  

II. HUMAN  ROLES IN LIFE

Every human being plays numerous roles in life to live. 
As a student, we are attending an education institute; as a 
researcher or engineer, we are working in a company; as a 
consumer, we are buying things with cash or credits; we are 
maintaining social relationships with family, relatives, 
neighbors and colleagues. While exercising these roles in 
life, we are interacting with many service providers to 
receive different types of services. Analyzing these 
scenarios, it can be said that every human being plays roles 
basically in three different areas, personal, professional and 
social areas. Therefore in reality, leading everyday life is 
nothing but playing some personal roles, professional roles 
and social roles. 

III. FROM REAL WORLD TO DIGITAL  WORLD

To carry out these personal, professional and social roles, 
an individual needs to interact with many other people and 
many interfaces of numerous service points in the real 
world. During these interactions, we need to present our 
identifications to others that represent our identity in this 
world. Now-a-days, people are carrying a good number of 
physical identities, for example, passport/personal ID, credit 
cards, bank cards, student card, office ID, driving license 
etc. with them. In addition to these, a bunch of usernames 
and passwords are used everyday for identification to access 
many web sites and other electronic services which is very 
troublesome. Everyday, more and more real life services are 
available digitally. So, we are heading into an extremely 
worrisome world of identification. A unique identity 
mechanism needs to be developed in the digital realm where 
individuals would be able to control and manage their 
various digital profiles, assigning the appropriate attributes 
to each according to their context. In real world, it is 
difficult to selectively verify or reveal portions of one's 
identity: most forms of identification contain more 
information than is needed for any transaction. The identity 
system must disclose the least identifying information 
possible, as it ensures the least possible damage in the event 
of a breach. It needs to be addressed while designing a 
unique identity mechanism. We are now thinking of such a 
system where every real life services are available digitally 
and can be accessed from anywhere by using digital 
identifications. Individuals need to practice the similar roles 
in the digital world that they are currently practicing in the 
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VIII. CRITICAL ANALYSIS 

The proposed identity mechanism conforms to the 
fundamental principles of Kim Cameron’s “The Laws of 
Identity” [7]. In this concept, user controls how much 
identifying information it would reveal to the service 
providers.  As the services are accessed through relevant 
identity (PID, CID or SID) and their relevant identifiers, 
minimal disclosure of only necessary identifying 
information is ensured. Any sustainable identity system 
should have this criterion. Accessing this identity through 
mobile phone provides the major advantage over the other 
available identity mechanisms. Mobile phone acts as a 
primary identifier to “My digital identity”.  It is available 24 
h/7 days a week, as compared to about 4 h average usage of 
a PC. Thus, it provides the always online functionality with 
availability. As, SIM card may also provide need to know 
authentication, some services that require minimum security 
can be available to the users as soon as they enter the 
proposed identity repository by mobile phone. Deployment 
of have to know authentication mechanism in SIM (ESIM) 
not only enhances the security to access financial services 
but also increases the acceptability of this identity to users. 
Another very useful feature of such identity concept is 
portability of identifier from one device to another, 
especially to the devices that has no direct connectivity to 
“My digital identity”. Thus, this identity can be accessed 
from anywhere and service continuity is possible in 
heterogeneous wireless environment. In case of losing or 
theft of SIM, we can use our PC to access “My digital 
identity” which is an optional access possibility to “My 
digital identity”. It obviously requires some security 
modification or enhancement.  

The proposed identity mechanism will certainly create 
values for the users, network operators and service 
providers. User can use a unique identity mechanism that is 
simple, easy to use, digital in nature but available anywhere 
and portable to any device. It has the potential to replace all 
the physical identities in the real world. Network operators 
can also earn revenues by providing space for the repository 
and through the additional data transfer requirements. Users 
can access service readily. As there are trust relationships 
among the parties involved in transactions here, the 
possibilities for fake transactions will reduced significantly. 
Once “My digital identity” repositories are known to the 
service providers, new offers can even be posted directly to 
these repositories. 

Sxip 2.0 and Microsoft Cardspace are two identity 
solutions developed by Sxip identity and Microsoft 
Corporation [8], [9]. They provide the movement of identity 
data over the internet. In addition to effortless movement of 
identity over the internet, the proposed mechanism supports 
the portability of identity data among the devices. Gemalto, 
one of the leading digital security providers, is using high 
capacity SIM card for storing digital certificates or rights 
[10]. The identity repository can be used instead to store 
these rights that can be accessed through mobile phone.  
Thus, some overheads during data transfer can be avoided. 
The mechanism also ensures the portability of rights. There 
are many identities based on chips cards, like, memory cards 
and smart cards [11]. There are multiple chip cards, 

provided by multiple entities and single chip card, shared by 
few entities. If the proposed identity repository is available 
in the network which can be accessed anytime and from 
anywhere through an always online mobile phone, such 
various identity based chip cards might not be necessary at 
all. User needs only one card, a SIM card.        
 

IX.  CONCLUSION 

The paper introduced a new concept of a role based 
identity repository, its security and service interaction 
architectures. Part of the identity is placed in mobile phone 
SIM card to meet the highest security requirements. 
Authentication to this identity and thereby service access 
through mobile phone is one of the main features of this 
concept. The paper also indicated various usefulness of such 
mechanism. The concept of a unique identity repository in 
the network will obviously enhance the user experience in 
seamless service interaction in heterogeneous wireless 
networks. In our future work, we will focus on establishing 
a use case on seamless user experience in heterogeneous 
wireless networks.  
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