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ATTENDED DISPENSING ENVIRONMENT
UTILIZING MOBILE PAYMENT

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application claims the benefit of U.S.
patent application No. 61/698,912, filed Sep. 10, 2012, and
entitled “ATTENDED DISPENSING ENVIRONMENT
UTILIZING MOBILE PAYMENT,” the disclosure of which
is hereby incorporated by reference as if set forth verbatim
herein in its entirety and relied upon for all purposes.

TECHNICAL FIELD

[0002] The subject matter described herein relates gener-
ally to a fueling environment or other attended vending envi-
ronment where goods or services are dispensed. More par-
ticularly, subject matter described herein relates to use of a
mobile phone or other portable device to effect payment for
an attended vending transaction.

BACKGROUND

[0003] Transaction processing within a retail attended fuel-
ing environment conventionally includes interaction between
a customer and an attendant operating a fuel dispenser. In
such environments, after fuel is dispensed to a customer, the
attendant requests a post-payment from the customer. In some
examples, the attendant can carry a handheld controller to
process credit card or other payment methods from the cus-
tomer based on information regarding the fuel dispensing
transaction. The fuel dispenser can provide the information to
the handheld electronically by way of a forecourt controller.
Such controllers are communicatively coupled to one or more
fuel dispensers and other devices, such as the attendant’s
handheld, a point-of-sale (POS) terminal, etc., and/or can
connect to one or more banks (e.g., a payment server thereof)
to process post-payment from a customer.

[0004] The forecourt controller typically connects to the
handhelds via a wireless connection, such as WiFi connection
to an associated local area network (LAN) and/or a Bluetooth
connection. In addition, the forecourt controller connects to
the fuel dispensers via local wiring and to payment servers,
loyalty servers, and/or other remote devices via a network
such as the Internet. Thus, for example, the forecourt control-
ler can provide information regarding the fuel dispensing of a
customer to the handheld of an attendant. The handheld pro-
cesses payment from the customer by reading a credit card or
other form of payment and transmitting the information to the
forecourt controller. The forecourt controller accordingly
communicates payment information for authorization to the
payment server, and approves or rejects the transaction, an
indication of which is received by the forecourt controller and
transmitted to the handheld.

[0005] Various aspects of vending machine systems using
mobile devices are disclosed in U.S. Pat. Nos. 8,032,414,
7,574,377, and 7,664,885, incorporated herein by reference
for all purposes.

SUMMARY

[0006] The following presents a simplified summary of one
or more aspects of the subject matter disclosed herein to
provide a basic understanding thereof. This summary is not
an extensive overview of all contemplated aspects, and is
intended to neither identify key or critical elements of all
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aspects nor delineate the scope of any or all aspects. Its sole
purpose is to present some concepts of one or more aspects in
a simplified form as a prelude to the more detailed description
that follows.

[0007] Various aspects described herein are directed to pro-
cessing a payment at an attended vending machine, such as a
fuel dispenser at a service station. Attendants at the retail site
can operate handhelds for communicating with the vending
machines (e.g., fuel dispensers) to process payment for dis-
pensing goods or services, and the handhelds can effectuate
payment via mobile devices. In this regard, a handheld can
generate a transaction identifier allowing a mobile device to
process the transaction identifier to complete payment at the
handheld. In one example, the handheld generates a represen-
tation of the transaction identifier consumable by the mobile
device from the handheld, another device participating with
the vending machine in a network, a printout from such
devices, and/or the like. The attendant can initiate this pro-
cess, in one example.

[0008] For example, the generated representation can be a
visual representation, such as a quick response (QR) code, bar
code, a numeric identifier, etc. In another example, the gen-
erated representation can include a short-range communica-
tion representation, such as a near field communication
(NFC) field, a Bluetooth transmission, etc. In either case, the
mobile device consumes the transaction identifier by scan-
ning the printed representation, receiving the short-range
communication, etc. The mobile device can then acquire the
transaction identifier from the representation, and can send
the transaction identifier, or information indicated in the
transaction identifier, to a remote server to process the mobile
payment. The information can include the transaction identi-
fier or other details of the transaction, such as the vendor,
purchase amount, etc. The remote server processes payment
based on the information, and can provide a status for the
payment processing to the mobile device and/or the handheld.

[0009] To the accomplishment of the foregoing and related
ends, the one or more aspects comprise the features herein-
after fully described and particularly pointed out in the
claims. The following description and the annexed drawings
set forth in detail certain illustrative features of the one or
more aspects. These features are indicative, however, of but a
few of the various ways in which the principles of various
aspects may be employed, and this description is intended to
include all such aspects and their equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The disclosed aspects will hereinafter be described
in conjunction with the appended drawings, provided to illus-
trate and not to limit the disclosed aspects, wherein like
designations may denote like elements, and in which:

[0011] FIG.1is a diagrammatic representation of an aspect
of an example system for processing transactions at an
attended vending machine.

[0012] FIG. 2 is an aspect of an example system for com-
municating transaction information between a handheld and a
mobile device.

[0013] FIG. 3 is an aspect of an example system for pro-
cessing mobile payment with third party authorization.
[0014] FIG. 4 is an aspect of an example methodology for
providing a transaction identifier representation to a mobile
device for initiating mobile payment for the transaction.
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[0015] FIG. 5 is an aspect of an example methodology for
initiating mobile payment for a transaction at an attended
vending machine.

[0016] FIG. 6 is an aspect of an example methodology for
processing mobile payment with third party authorization.
[0017] FIG. 7 is a diagrammatic representation showing
operational aspects of a system for initiating mobile pay-
ments of transactions at attended vending machines.

[0018] FIG. 8 is an aspect of an example system in accor-
dance with aspects described herein.

[0019] FIG. 9 is an aspect of an example communication
environment in accordance with aspects described herein.

DETAILED DESCRIPTION

[0020] Reference will now be made in detail to various
aspects, one or more examples of which are illustrated in the
accompanying drawings. Each example is provided by way of
explanation, and not limitation of the aspects. In fact, it will be
apparent to those skilled in the art that modifications and
variations can be made in the described aspects without
departing from the scope or spirit thereof. For instance, fea-
tures illustrated or described as part of one example may be
used on another example to yield a still further example. Thus,
it is intended that the described aspects cover such modifica-
tions and variations as come within the scope of the appended
claims and their equivalents.

[0021] Described herein are various aspects relating to pro-
viding payment processing at an attended vending machine
by allowing an attendant handheld to produce a representa-
tion of transaction information that is consumable by a con-
sumer’s mobile device, such as a “smart phone” or tablet
computer. The mobile device can thus obtain the transaction
information and can initiate a mobile payment for goods or
services dispensed at the vending machine based on the trans-
action identifier. The representation produced by the atten-
dant handheld can include one or more visual representations
(e.g., a quick response (QR) code, a bar code, a transaction
number, etc.), one or more communicative representations
(e.g., a NFC field, radio frequency identifier (RFID) field, a
Bluetooth transmission, etc.), and/or the like.

[0022] As used in this application, the terms “component,”
“module,” “system” and the like are intended to include a
computer-related entity, such as but not limited to hardware,
firmware, a combination of hardware and software, software,
or software in execution. For example, a component may be,
but is not limited to being, a process running on a processor,
a processor, an object, an executable, a thread of execution, a
program, and/or a computer. By way of illustration, both an
application running on a computing device and the comput-
ing device can be a component. One or more components can
reside within a process and/or thread of execution and a
component may be localized on one computer and/or distrib-
uted between two or more computers. In addition, these com-
ponents can execute from various computer readable media
having various data structures stored thereon. The compo-
nents may communicate by way of local and/or remote pro-
cesses such as in accordance with a signal having one or more
data packets, such as data from one component interacting
with another component in alocal system, distributed system,
and/or across a network such as the Internet with other sys-
tems by way of the signal.

[0023] Artificial intelligence based systems (e.g., explicitly
and/or implicitly trained classifiers) can be employed in con-
nection with performing inference and/or probabilistic deter-
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minations and/or statistical-based determinations in accor-
dance with one or more aspects of the subject matter as
described hereinafter. As used herein, the term “inference”
refers generally to the process of reasoning about or inferring
states of the system, environment, and/or user from a set of
observations as captured via events and/or data. Inference can
be employed to identify a specific context or action, or can
generate a probability distribution over states, for example.
The inference can be probabilistic—that is, the computation
of a probability distribution over states of interest based on a
consideration of data and events. Inference can also refer to
techniques employed for generating higher-level events from
a set of events and/or data. Such inference results in the
construction of new events or actions from a set of observed
events or stored event data, regardless of whether the events
are correlated in close temporal proximity, and whether the
events and data come from one or several event and data
sources. Various classification schemes and/or systems (e.g.,
support vector machines, neural networks, expert systems,
Bayesian belief networks, fuzzy logic, data fusion engines,
etc.), for example, can be employed in connection with per-
forming automatic and/or inferred actions in connection with
the subject matter.

[0024] Furthermore, the subject matter can be implemented
as a method, apparatus, or article of manufacture using stan-
dard programming and/or engineering techniques to produce
software, firmware, hardware, or any combination thereof to
control a computer to implement the disclosed subject matter.
The term “article of manufacture” as used herein is intended
to encompass a computer program accessible from any com-
puter-readable device, carrier, or media. For example, com-
puter readable media can include but are not limited to mag-
netic storage devices (e.g., hard disk, floppy disk, magnetic
strips . . . ), optical disks (e.g., compact disk (CD), digital
versatile disk (DVD) . . . ), smart cards, and flash memory
devices (e.g., card, stick, key drive . . . ). Additionally it is to
be appreciated that a carrier wave can be employed to carry
computer-readable electronic data such as those used in trans-
mitting and receiving electronic mail or in accessing a net-
work such as the Internet or a local area network (LAN). Of
course, those skilled in the art will recognize many modifi-
cations can be made to this configuration without departing
from the scope or spirit of the subject matter.

[0025] Moreover, the term or is intended to mean an inclu-
sive or rather than an exclusive “or.” That is, unless specified
otherwise, or clear from the context, the phrase “X employs A
or B” is intended to mean any of the natural inclusive permu-
tations. That is, the phrase “X employs A or B” is satisfied by
any of the following instances: X employs A; X employs B; or
X employs both A and B. In addition, the articles “a” and an
as used in this application and the appended claims should
generally be construed to mean one or more unless specified
otherwise or clear from the context to be directed to a singular
form.

[0026] Various aspects or features will be presented in
terms of systems that may include a number of devices, com-
ponents, modules, and the like. It is to be understood and
appreciated that the various systems may include additional
devices, components, modules, etc. and/or may not include
all of the devices, components, modules etc. discussed in
connection with the figures. A combination of these
approaches may also be used.

[0027] FIG. 1 illustrates an example system 100 for pro-
cessing mobile payments in a vending environment. System
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100 includes one or more retail sites 102, which can each
include one or more vending machines 104 (such as a fuel
dispenser) and one or more handhelds 106 for processing
payment information. In the case of a fueling environment,
for example, retail site 102 typically includes a forecourt
controller (FCC) 108 for facilitating communication between
vending machine 104 and handheld 106 or other components
at the retail site. In one example, WiFi 110, which can repre-
sent an access point, network switch, router, and/or various
other devices to implement a WiFi network, can be used by
FCC 108 and handheld 106 to facilitate communication ther-
ebetween. In addition, WiFi 110 can provide a wired or wire-
less connection from retail site 102 to Internet or virtual
private network (VPN) 112 for communicating with addi-
tional devices. Handheld 106 can additionally or alternatively
communicate with vending machine 104 directly via a wire-
less connection (e.g., WiFi, Bluetooth, ZigBee, etc.). In addi-
tional examples, the handheld 106 can be a mobile device (or
can include a mobile radio) that communicates with retail site
102 (and vending machine 104) via mobile network 126,
Internet 112, etc. Moreover, one or more mobile devices 124
carried by or otherwise associated with a customer can be
present atretail site 102. The mobile device(s) 124, which, for
example, may be a customer’s smart phone or tablet com-
puter, can communicate with Internet 112 via a mobile net-
work 126 and/or WiFi 110.

[0028] System 100 also includes a mobile payment server
114 for processing payments initiated by mobile device 124.
The mobile payment server 114 can communicate with (and/
or provide) multiple databases that store transaction data,
such as a device identifier database 116 that stores informa-
tion regarding a plurality of mobile devices, a users database
118, that stores information regarding mobile device users
registered to initiate mobile payments via a mobile device, a
sites database 120 that stores information regarding the retail
site(s) 102 (e.g., a site identifier, vending machine identifiers,
merchant bank information, etc.), and/or other databases.
Components of system 100 can communicate with a bank 122
or one or more components thereof, such as a payment server,
as well as one or more loyalty servers hosted by the operator
of the retail site or a third party host, such as a third party
server 130.

[0029] Inan example, retail site(s) 102 can generate trans-
action information based on goods or services dispensed by
vending machine 104, such as transaction amount, goods or
services dispensed, a transaction identifier, and can submit
the transaction information to mobile payment server 114 via
internet or VPN 112. In this regard, a mobile device 124 can
initiate payment at the retail site 102, and can communicate
with mobile payment server 114 to complete the transaction
based on the information received from retail site 102 as well.

[0030] Vending machine 104 can dispense goods or ser-
vices to a customer. The vending machine 104 can be attended
such that an attendant handheld 106 is utilized to authorize
operation of the vending machine 104 and to facilitate pay-
ment for the goods or services. In one example, the vending
machine can be a full service fuel dispenser at a service
station attended by one or more attendants that can utilize
handheld 106 for communicating with a fuel dispenser as
described. The attendant can authorize dispensing at the fuel
dispenser via handheld 106 by communicating with the fuel
dispenser. In one example, handheld 106 can provide an
interface allowing selection of the desired fuel dispenser from
among several to authorize dispensing for a given customer.
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This can initiate a dispensing process for which payment can
be subsequently processed as well. Selection of the fuel dis-
penser by handheld 106 can be effectuated manually, by
scanning or otherwise inputting a code displayed on the fuel
dispenser, by reading a proximity identifier, such as NFC,
RFID, etc., and/or the like.

[0031] Thus, the attendant (not shown) can cause the hand-
held 106 to obtain information regarding the dispensing (e.g.,
once the fuel dispenser is authorized to dispense), and to
generate transaction information for processing payment.
The transaction information can include a cost (e.g., a fixed
cost or a number of units dispensed along with cost per unit),
sales tax information, and/or other information for use in
processing payment. In one example, the handheld 106 can
allow the attendant to manually enter at least a portion of the
transaction information (e.g., where the fuel dispenser is not
equipped to communicate such to the handheld 106). The
handheld 106 can also generate a transaction identifier for
associating with the transaction. The transaction identifier
can be unique for the transaction (e.g., for the vending
machine 104, retail site 102, and customer accessing such),
unique to the vending machine 104 within retail site 102,
and/or the like.

[0032] In one example, handheld 106 can cause the trans-
action information to be delivered from the retail site 102 to
the mobile payment server 114 for subsequently processing
mobile payment from a mobile device 124. In this regard,
handheld 106 can utilize WiFi 110 connection to the Internet
or VPN 112 to communicate the information to the mobile
payment server 114. In other examples, handheld 106 can
communicate the information through other devices at the
service station, such as a separate point-of-sale (POS) termi-
nal (not shown) that communicates with handheld 106 via
FCC 108 or other wired or wireless connections, and also
communicates with Internet or VPN 112. In yet other
examples, the transaction identifier can identify the retail site
102, vending machine 104, and/or other information that the
mobile payment server 114 can use to obtain remaining trans-
action information from the retail site 102, vending machine
104, etc. once engaged by mobile device 124 for initiating
payment. For example, the mobile device 124 can include the
transaction identifier in a payment initiation request to the
mobile payment server 114.

[0033] The mobile payment server 114 can receive a pay-
ment initiation request from mobile device 124, and can pro-
cess the payment based on correlating a transaction identifier
with a retail site 102 and/or a related vending machine 104. In
one example, this can include correlating the transaction
identifier received from mobile device 124 with a transaction
identifier previously received from the vending machine 104
or handheld 106 operating the vending machine (e.g., via
WiFi at the retail site 102 over Internet 102). The mobile
payment server 114 can accordingly determine transaction
information based on obtaining transaction information
received with the matching transaction identifier from the
vending machine 104 or handheld 106. In another example,
where the transaction identifier received from mobile device
124 identifies the vending machine 104, mobile payment
server 114 can request the transaction information from the
identified vending machine 104. In either case, mobile pay-
ment server 114 can communicate with bank 122 to approve
payment for the transaction. In one example, mobile payment
server 114 can communicate a confirmation or rejection for
the transaction to vending machine 104 via Internet or VPN
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112, which can be forwarded to handheld 106 or other devices
at the retail site 102 via WiFi 110.

[0034] In another example, a third party server 130 can be
employed to provide another layer of authorization for a
mobile payment. In this example, mobile payment server 114
can obtain instructions to contact third party server 130 for
payments initiated by certain mobile devices. The instruc-
tions can be tied to the mobile device identifier stored by
mobile payment server 114 (e.g., IDs in device IDs database
116), or otherwise specified by handheld 106 based on infor-
mation received during transaction or payment processing,
such as a mobile device identifier, a mobile device type, an
indication from the mobile device upon obtaining the trans-
action identifier (e.g., a credit card or credit card type used
during transaction processing), etc. In any case, mobile pay-
ment server 114 can provide transaction information to the
third party server 130 based on related instructions, and the
third party server 130 can approve or deny the transaction, or
provide additional information, such as a payment limit,
approval expiration time, etc.

[0035] In this example, third party server 130 can be a
corporate server that allows for manual approval/denial of
transactions on company mobile devices 124 or mobile
devices initiating payments using company credit cards. The
manual approval can include presenting transaction informa-
tion from the third party server 130 to an interface or other
devices with which the server 130 can communicate, such as
one or more computers ona LAN, one or more mobile devices
via Internet 112 and mobile network 126, etc. In other
examples, the third party server 130 can allow for parental
approval of transactions from their children’s mobile devices.
For example, third party server 130 can push transaction
information to a parental mobile device for approval/denial.
[0036] In other examples, the third party server 130 can
also allow programs to interface therewith for automated
approval/denial of transactions. For example, a program on a
corporate server can receive transaction information from
third party server 130, and can approve or deny the transac-
tion based on additional factors, such as time of day, day of
week, location of retail site 102 or mobile device 124, etc., to
validate the transaction according to one or more corporate
policies. In addition, mobile payment server 114 can contact
the third party server 130 for approval as part of a prepayment
and/or post-payment process, as described. In one example,
though retail site 102 may typically use post-payment pro-
cessing, handheld 106 can present the option for a pre-autho-
rization with third party server 130 before vending machine
104 dispensing. In this example, mobile device 124 can com-
municate information regarding pre-authorization to hand-
held 106 (e.g., via QR code, bar code, NFC field, Bluetooth,
etc.), and handheld 106 can pre-authorize mobile device 124
for the transaction (e.g., via mobile payment server 114 com-
municating with third party server 130 or third party server
130 directly). In one example, third party server 130 can
communicate a pre-approval maximum amount for the trans-
action back to handheld 106 or mobile payment server 114.
[0037] Inone example, to facilitate mobile payment initia-
tion at mobile device 124, handheld 106 and/or FCC 108 can
provide the transaction identifier to a mobile device, such as
mobile device 124, in a consumable format. For example,
handheld 106 can generate a readable representation of the
transaction identifier, such as a QR code, bar code, numeric
identifier, and/or the like. In another example, handheld 106
can generate a communicative representation of the transac-
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tion identifier, such as a NFC field, Bluetooth or other wire-
less transmission, etc. In any case, the mobile device 124 can
obtain and process the representation, as described further
herein, and can accordingly initiate mobile payment based on
a related transaction identifier.

[0038] In a further example, handheld 106 and mobile
device 124 can establish a wireless connection (e.g., over
which handheld 106 can transmit the communicative repre-
sentation of the transaction identifier). For example, the wire-
less communication can include a NFC connection via an
NFC field, a Bluetooth connection, etc. In this example,
mobile device 124 can communicate with mobile payment
server 114 over the wireless connection with handheld 106 so
as not to use resource of the mobile device 124 for such
communication. This can be beneficial to a user of the mobile
device 124, as can mobile device 124 communicating with
WiFi 110 as described, because many mobile service provid-
ers limit bandwidth for communicating over mobile network
126. In this example, mobile device 124 transmits data related
to initiating mobile payment, as described, which traverses
handheld 106 to reach Internet or VPN 112 and on to mobile
payment server 114; this can include handheld 106 traversing
WiFi 110 or other Internet connections at retail site 102.

[0039] Inanexample, handheld 106 can include the mobile
payment server 114 functionality to mitigate the need for a
separate server and related communication. Thus, handheld
106 can communicate with the one or more banks 122 directly
(or through one or more intermediate nodes) to process the
transaction from mobile device 124. In this example, mobile
device 124 can provide a customer code, credit card informa-
tion, and/or other related payment or authorization informa-
tion (e.g., via QR code, NFC field, etc.) to handheld 106,
which handheld 106 can utilize in communicating with bank
(s) 122 to process the transaction directly. In addition, in this
example, handheld 106 can be a payment server for multiple
handhelds at retail site 102, such that payment information at
the other handhelds can be received from mobile devices and
passed through to handheld 106 (e.g., via WiFi 110, FCC 108,
or other connections) for processing with bank(s) 122.

[0040] Further in an example, handheld 106 can obtain the
customer code from mobile device 124 and provide the cus-
tomer code with transaction information to the mobile pay-
ment server 114. The mobile payment server 114 can use this
information to coordinate payment with the mobile device
124 based on customer code. In one example, mobile pay-
ment server 114 can communicate with an application on
mobile device 124 upon receiving the transaction information
from handheld 106 to initiate the payment process, and
mobile device 124 can process payment based on user input
orotherwise. In one example, as described, mobile device 124
can display the customer code as a QR code, bar code, etc., or
otherwise render as a NFC field, Bluetooth communication,
etc. In another example, the customer code can be a QR or bar
code printed on the mobile device 124, on a car or other object
owned by the mobile device 124 user, etc. In this example, the
printed code can be associated with the customer code in
another database at mobile payment server 114. In one
example, the association can be based on mobile device 124
orother device registering the code therewith (e.g., the mobile
device 124 scans a QR code on a car of the user, and commu-
nicates the QR code or related information to mobile payment
server 114 for associating to mobile device 124 or an identi-
fier thereof). Thus, handheld 106 can scan or image the
printed code at payment time (e.g., via an integrated scanner,
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camera, etc.), and can provide the customer code with trans-
action information, as described. In similar examples, it is to
be appreciated that the car or other object owned by the
mobile device 124 user can provide the customer code in an
NFC field, Bluetooth communication, etc., consumable by
handheld 106.

[0041] FIG. 2 illustrates an example system 200 for pro-
cessing mobile payments for vending transactions. System
200 can include a handheld 202 for an attendant present at a
vending machine, and a mobile device 204 that communi-
cates therewith to process mobile payment for goods or ser-
vices dispensed at the vending machine. Handheld 202 can be
a device operated by the attendant to process instructions
related to one or more vending machines. For example, in this
regard, handheld 202 can communicate with the vending
machine (e.g., viaa FCC) and/or other devices. Mobile device
204 can be substantially any device that allows a customer to
communicate with handheld 202 and/or with other devices
via other networks (e.g., a mobile network, a WiFi network,
etc.). Thus, handheld 202 and mobile device 204 can include
one or more processors for executing instructions relating to
various components described herein, memory for storing
such instructions or information related thereto, interfaces for
facilitating user interaction, or other components found in
similar devices.

[0042] Handheld 202 can include an interface component
206 for receiving input from or outputting data to an attendant
of'a vending machine, a transaction information component
208 for obtaining data regarding a transaction with the vend-
ing machine, a transaction identifier generating component
210 for creating and/or communicating a transaction identi-
fier related to the transaction with the vending machine, and a
representation rendering component 212 for generating a rep-
resentation of the transaction identifier that is consumable by
a mobile device. Handheld 202 also includes a vending
machine communicating component 214 for communicating
with one or more vending machines over one or more net-
works or related devices, and a network communicating com-
ponent 216 for communicating with one or more other
devices via a local area network, the Internet, etc.

[0043] Mobile device 204 can include an interface compo-
nent 220 for receiving input from or outputting data to user, a
representation consuming component 222 for obtaining a
representation of a transaction identifier from a handheld at a
vending machine, a transaction identifier obtaining compo-
nent 224 for determining the transaction identifier from the
representation, and a payment initiating component 226 for
initiating a mobile payment for a transaction related to the
transaction identifier. Mobile device 204 also includes a net-
work communicating component 228 for communicating
with one or more other devices over one or more networks.

[0044] Handheld 202 can operate in conjunction with a
vending machine, as described, and vending machine com-
municating component 214 allows attendant operation of at
least some processes of the vending machine via handheld
202. For example, vending machine communicating compo-
nent 214 communicates with the vending machine over a
FCC, Bluetooth, or other connection to the vending machine.
According to an example, interface component 206 can
present various options to an attendant of the vending
machine to communicate with or on behalf of the vending
machine. In one example, the interface component 206 can
allow the attendant to process payments for items dispensed
by the vending machine. Thus, once goods or services are
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dispensed or at least engaged to begin dispensing, interface
component 206 can display or otherwise allow selection of an
option to process payment for the goods or services. When
this option is selected (e.g., by an attendant at the vending
machine), transaction information component 208 can obtain
information regarding the transaction from the vending
machine, such as items purchased, purchased price (e.g., total
purchase price, purchase price per units with a number of
units purchased, . . . ), an identifier of the vending machine,
the service station related to the vending machine, etc.

[0045] Transaction identifier generating component 210
can create a transaction identifier. In one example, the trans-
action identifier can be created based on at least a portion of
the transaction information. The transaction identifier can be
a string representation of the transaction information, one or
more hash values related to the transaction information, a
unique identifier that can be associated to the transaction
information at handheld 202, etc. In this regard, the transac-
tion identifier can be unique to the transaction information. In
one example, transaction identifier generating component
210 can communicate the transaction identifier and/or related
transaction information to a mobile payment server, as
described above, to allow a customer’s mobile device to ini-
tiate mobile payment of the transaction based on the transac-
tion identifier. This can be accomplished via network com-
municating component 216 transmitting the transaction
identifier and/or related information to the mobile payment
server (e.g., over a WiFi or other connection to one or more
networks providing a path to access the mobile payment
server). In another example, the transaction identifier can
include information such as a retail site identifier, vending
machine number, transaction number, etc., to allow a mobile
payment server to connect to the retail site to obtain remain-
ing transaction information upon receiving the transaction
identifier from mobile device 204.

[0046] In one example, as described, before generation of
the transaction identifier, network communicating compo-
nent 216 can communicate transaction information received
from transaction information component 208 to a third party
server (e.g., via a mobile payment server or otherwise) for
authorizing/denying the transaction for mobile device 204.
This can be part of a prepayment or post-payment process,
and in the former example, network communicating compo-
nent 216 can receive a transaction maximum approved by the
third party server. Handheld 202 can use this transaction
maximum in communicating with the vending machine via
vending machine communicating component 214, in one
example (e.g., to specify an amount of dispensing allowed).
In one example, handheld 202 can determine to communicate
the transaction information based on one or more aspects of
mobile device 204, such as an identifier or type thereof, a
credit card used by a mobile payment application, instruc-
tions received from mobile payment server based on provided
transaction information, etc.

[0047] Representation rendering component 212 can then
generate one or more representations of the transaction iden-
tifier for consumption by one or more mobile devices to
process payment for the transaction. For example, this can be
performed based on a command issued via interface compo-
nent 206 (e.g., a mobile payment command). In one example,
representation rendering component 212 can generate and/or
display (e.g., on a display of handheld 202) a QR code, bar
code, numeric identifier, etc. that is representative of the
transaction identifier. In one example, the QR code, bar code,
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etc. can be generated by the mobile payment server based on
the transaction information, and can be provided to the hand-
held 202 for rendering. Representation consuming compo-
nent 222 of mobile device 204 can obtain the representation
from handheld 202. In one example, representation consum-
ing component 222 can include or can utilize a camera or
scanner integrated with mobile device 204 to read the QR
code, bar code, numeric identifier, etc. In another example,
interface component 220 can be used to manually enter the
transaction identifier or representative numeric code into
mobile device 204.

[0048] It is to be appreciated that the transaction identifier
can be along string, and the longer the string, the more unique
possibilities. Thus, the transaction identifier in many cases
can represent the retail site, a vending machine number, a
transaction number on the vending machine, etc., and a QR
code or bar code can allow for encoding such strings or
unique representations thereof for associating by a mobile
payment server. Where interface component 220 renders a
numeric code for manual entry at the mobile device 204 (e.g.,
in a payment application, a phone call to a mobile payment
provider, a short message service (SMS) message, etc.), a
shorter string that correlates to the transaction identifier may
be more desirable to avoid entry errors. In this example,
transaction identifier generating component 210 can request
the numeric code from the mobile payment server, which can
act as a central repository for the numeric codes, generating
unique codes for each transaction, and associating the codes
with received transaction information. In this regard, for
example, transaction identifier generating component 210
can receive the numeric code in response to transaction infor-
mation component 208 providing the transaction information
to the mobile payment server.

[0049] In another example, representation rendering com-
ponent 212 can generate an NFC field that indicates the trans-
action identifier, or other wireless signals for communicating
the transaction identifier, such as a Bluetooth signal, ZigBee,
etc. In this example, representation consuming component
222 can receive the field or wireless signal via an integrated
receiver when within a proximity of handheld 202. In one
example, this can include network communicating compo-
nents 216 and 228 establishing a wireless connection, as
described, to facilitate additional communications. In any
case, representation consuming component 222 can obtain
the representation based on an application executing on the
mobile device 204. In one example, interface component 220
can receive a command (e.g., based on user input) to execute
the application and/or initiate receipt of the representation
from the handheld 202. For example, interface component
220 canreceive acommand to read the QR code, bar code, etc.
where presented by the handheld 202. In another example, an
application on mobile device 204 allows for automatic dis-
covery and processing of the wireless signal representations.

[0050] Various other representations can be used as well,
and the above and below examples are not exhaustive. For
example, representation rendering component 212 can audi-
bly render the transaction identifier or related numeric value,
such as by using a digitized voice or other tones representing
numeric or alphanumeric values, etc., and representation con-
suming component 222 can include a microphone that
receives and processes the audio to obtain the transaction
identifier. In other examples, representation rendering com-
ponent 212 can cause rendering to occur on separate devices
at the retail site. For example, this can include a rendering on
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a screen at the service station or at the vending machine, from
which the representation consuming component 222 can
image the representation, and/or from which the user can read
and input the representation using interface component 220.
In another example, the remote rendering can involve activat-
ing a NFC, Bluetooth, or other wireless communication from
the vending machine for consumption by mobile device 204.
In yet another example, representation rendering component
212 can include the transaction identifier or a related value in
a SMS message to the mobile device 204. In this example, the
mobile device 204 can provide its phone number to the retail
site (e.g., by dialing an 800 number or otherwise advertising
via wireless signal) for receiving the SMS message.

[0051] Inany case, transaction identifier obtaining compo-
nent 224 can determine a transaction identifier based on the
representation. For example, the representation can indicate
the transaction identifier in a field thereof, and/or can include
instructions for obtaining the transaction identifier. Payment
initiating component 226 can initiate payment for the trans-
action based on the transaction identifier (e.g., by transmitting
the identifier and/or additional information to a mobile pay-
ment server), and can receive a confirmation or rejection of
the payment, as described. As described, the mobile payment
server determines transaction information that correlates to
the transaction identifier, and processes payment based on the
transaction information. In one example, interface compo-
nent 220 can display a receipt where the payment is con-
firmed. For example, payment initiating component 226 can
communicate the transaction identifier or other information
to the mobile payment server via network communicating
component 228.

[0052] Moreover, in an example, interface component 220
can display information regarding the transaction on mobile
device 204 for authorization by the user. The information can
come from handheld 202 as part of the representation render-
ing for the transaction identifier, and/or can come from the
mobile payment server based on providing the transaction
identifier thereto. In the latter example, the information can be
that previously provided by the handheld 202 for the transac-
tion. In any case, the information (e.g., payment amount,
service station to which the payment is submitted, etc.) can be
authorized using interface component 220.

[0053] In another example, mobile device 204 can dial a
number corresponding to the vending machine (e.g., a num-
ber displayed thereon or provided by the attendant), or enter
the number in the mobile application via interface component
220 to indicate that dispensing of goods from the vending
machine is desired. Once the handheld 202 authorizes the
transaction, the transaction information can be displayed by
interface component 220, which can offer options for
approval by the user of the mobile device 204. Once
approved, mobile payment processing occurs, as described
above.

[0054] Handheld 202 can allow prepayment of goods as
well. For example, interface component 206 can specify an
option for prepayment, and transaction information compo-
nent 208 can obtain the related transaction information. In
one example, this can be input via interface component 206
(e.g., aprepayment amount). In another example, the prepay-
ment information can be conveyed by mobile device 204
(e.g., via entry in interface component 220, which can result
in generation of a QR code, NFC field, etc., as described
below with respect to a customer code). Transaction identifier
generating component 210 can generate the transaction iden-
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tifier for the prepayment transaction based on the prepayment
information, and representation communication between
handheld 202 and mobile device 204 occurs, as described
above, to facilitate mobile payment processing. Once
approval is received at handheld 202, handheld 202 can
authorize dispensing from the vending machine.

[0055] In another example, mobile device 204 can present
a customer code that handheld 202 can scan to process the
payment. In this example, mobile device 204 may include a
similar component as representation rendering component
212 to provide the customer code to the handheld 202 (e.g.,
via QR code, bar code, numeric identifier, NFC field, Blue-
tooth or other wireless communication, etc.), and handheld
202 may include a component similar to representation con-
suming component 222 to obtain the representation and
determine the customer information. In another example, the
customer code can be printed on or otherwise provided by
another object owned by the user of mobile device 204 (e.g.,
on the user’s car), and can be accordingly consumed by
handheld 202. In either case, transaction information compo-
nent 208 can provide the customer code along with other
transaction specific information to a mobile payment server
to process payment, as described. This can be used where
handheld 202 implements the mobile payment server, in one
example.

[0056] In a specific example, mobile device 204 can
execute an application ready to communicate with handheld
202, when handheld 202 scans the QR code, bar code, etc.
representative of the customer code, and transaction informa-
tion component 208 provides the customer code to the mobile
payment server. Thus, the mobile payment server can associ-
ate the customer code with mobile device 204 based on a
previous registration of the customer code to mobile device
204 (e.g., based on mobile device 204 scanning the code and
providing to the mobile payment server). In this example, the
mobile payment server can contact handheld 202 via network
communicating component 216 to indicate that mobile pay-
ment has been requested of mobile device 204, and the mobile
payment server can contact mobile device 204 to request
approval of the payment via network communicating compo-
nent 228. Payment initiating component 226 can accordingly
initiate the payment, and mobile payment server can continue
processing the payment, as described above.

[0057] Furthermore, handheld 202 can process multiple
transactions at multiple stages at a given point in time. Thus,
for example, interface component 206 can approve dispens-
ing in one transaction, while representation rendering com-
ponent 212 can generate a transaction identifier or represen-
tation for another transaction. Additionally, handheld 202 can
be used to operate a plurality of vending machines at one or
more retail sites and process related transactions. For
example, for a given transaction, the interface component 206
can allow selection of a specific vending machine and the
transaction on the vending machine. Based on the selection,
the interface component 206 can provide an option to autho-
rize dispensing, check status of dispensing, process payment
for the transaction, which can cause gathering of transaction
information, generation of the transaction identifier and/or
representation, communication of the information, identifier,
and/or representation to the mobile payment server, etc.
[0058] FIG. 3 illustrates an example system 300 that facili-
tates mobile payment processing involving third party autho-
rization. System 300 includes a mobile payment server 302
for processing mobile payments for vending machine trans-
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actions, and a third party server 304 for authorizing mobile
payments based on one or more parameters of the transac-
tions. For example, mobile payment server 302 can be similar
to mobile payment server 114, and third party server 304 can
be similar to third party server 130, as described above.
Mobile payment server 302 and third party server 304 can
communicate over the Internet or other network connection,
and/or can communicate with other components not shown to
simplify explanation.

[0059] Mobile payment server 302 can include a transac-
tion information component 306 for obtaining transaction
information from a handheld or other device at a retail site for
processing mobile payment thereof, an authorization deter-
mining component 308 for determining whether third party
authorization is needed for the transaction, a transaction pro-
cessing component 310 for processing mobile payment for
the transaction, and a network communicating component
312 for communicating with one or more servers, devices,
etc., over one or more networks.

[0060] Third party server 304 includes an interface compo-
nent 320 for receiving information from a user or program-
matic entity, or rendering information thereto, an authorizing
component 322 for authorizing a transaction for a mobile
device based on received transaction information, and a net-
work communicating component 324 for communicating
with one or more servers, devices, etc. over one or more
networks. Authorizing component 322 can include a param-
eter analyzing component 330 for evaluating one or more
parameters related to received transaction information or
related to additional aspects in determining whether to autho-
rize payment for the transaction related to the mobile device.
[0061] According to an example, transaction information
component 306 can obtain transaction information from a
handheld, POS, etc. at a retail site, as described. In one
example, mobile payment server 302 can be part of a hand-
held, and thus can generate the transaction information based
on communicating with a vending machine, such as a fuel
dispenser, at the retail site. The transaction information relate
to a mobile device and/or processing a mobile payment for a
transaction, and can include one or more parameters related to
a transaction at the retail site, such as a transaction identifier,
a price, amount dispensed and price per unit, retail site iden-
tifier, retail site or transaction type, fuel dispenser identifier,
etc. Transaction information component 306 can store the
transaction information for subsequent processing based on
receiving a mobile payment initiation from the mobile device
specifying the transaction identifier. In another example,
where handheld initiates the payment for the mobile device,
transaction information component 306 can also receive one
or more parameters related to a mobile device for the trans-
action from the handheld, such as a customer code or other
information receivable by the handheld, as described.
[0062] In either case, once the transaction information and
mobile device are identified, authorization determining com-
ponent 308 can communicate with third party server 304 to
determine whether the mobile device (or related application,
credit card presented by the application, etc.), is authorized to
pay for the transaction. In an example, authorization deter-
mining component 308 can initially query one or more data-
bases to determine whether third party authorization is nec-
essary for the mobile device. In response, the authorization
determining component 308 can obtain an indication as to
whether such authorization is necessary and/or instructions or
at least a network address for querying the appropriate third

Petitioner Kiosoft Exhibit 1005

17



US 2014/0074714 Al

party server, such as third party server 304. Where authoriza-
tion determining component 308 receives an indication that
the mobile device is authorized to pay for the transaction,
transaction processing component 310 can continue process-
ing the mobile payment, as described.

[0063] In an example, authorization determining compo-
nent 308 can determine whether third party authorization is
necessary for a given mobile device or a given transaction.
For instance, mobile payment server 302 can receive an indi-
cation of required authorization from the mobile device (or a
mobile payment application operating on the mobile device),
from the third party server 304, from a network service pro-
vider of the mobile device, etc. In addition, the indication can
relate to the mobile device (e.g., to an identifier thereof), to a
credit card or other payment that can be utilized by the mobile
device, etc., and the indication and identifier can be stored in
one or more databases accessible by authorization determin-
ing component 308.

[0064] In another example, transaction information com-
ponent 306 can receive an indication in the transaction infor-
mation from the handheld that authorization is required for
the specific transaction. For example, the handheld can
acquire the information based on an indication from the
mobile device (e.g., upon processing a customer code
received from the mobile device), based on a type of the
mobile device, a type of credit card (e.g., a company card) or
other payment presented by the mobile device, or information
presented on the credit card, etc. In any case, authorization
determining component 308 can store the indication for the
given transaction.

[0065] Authorization determining component 308 can
communicate with the third party server 304 via network
communicating component 312 to determine authorization
for the mobile device. Where the indication includes an
address of third party server 304, authorization determining
component 308 can contact the server 304 based on the
address. It is to be appreciated, however, that the indication
may include other information from which an identification
of the appropriate third party server can be determined by
authorization determining component 308. In any case, net-
work communicating component 324 can receive the autho-
rization request from mobile payment server 302, which can
include an identifier of a mobile device or related payment
(e.g., a credit card number), and/or other transaction process-
ing information.

[0066] Authorizing component 322 can determine whether
to authorize payment for the mobile device. In one example,
interface component 320 can allow for manual specification
of whether to authorize the transaction. For example, autho-
rizing component 322 can cause interface component 320 to
display or otherwise communicate an authorization request to
another device (e.g., a mobile device of an authorized
employee of a corporation), and the request can include the
transaction details and information related to the mobile
device requesting payment (or related payment information,
such as a credit card number, or name on the credit card), etc.
Interface component 320 can receive an authorization speci-
fication in this example (e.g., from an operator of the third
party server 304), and can notify authorizing component 322
whether the transaction is authorized or denied.

[0067] In another example, authorization component 322
can determine whether to authorize the transaction based on
one or more parameters in the transaction information or
otherwise. For example, parameter analyzing component 330
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can evaluate parameters such as a transaction price, transac-
tion type, mobile device or related payment information pre-
sented, a location of the mobile device (e.g., received in
transaction information from the retail site, received from the
mobile device based on a request or tracking device, etc.), a
time of day, a customer code (e.g., which can be present on a
car or other object owned by a corporation), etc. If certain
conditions defined for the parameters are satisfied, authoriz-
ing component 322 can authorize or otherwise deny the trans-
action. In one example, third party server 304 can allow
specification of the parameters and related conditions for
authorization to be input via interface component 320 (e.g.,
an operator can specify that transactions of a certain type for
certain mobile devices can be authorized during certain times
of day, days of a week, etc.). In other examples, it is to be
appreciated that programs or scripts can be executed, using
interface component 320 as an application programming
interface (API), to formulate desired parameter checking to
determine authorization, to involve determinations at addi-
tional servers in the corporate network, etc.

[0068] In any case, authorizing component 322 can com-
municate an authorization or denial to mobile payment server
302 via network communicating component 324. Authoriza-
tion determining component 308 can receive authorization or
denial, and can accordingly determine whether to continue
with payment processing or indicate denial to the handheld.

[0069] In another example, where the handheld processes
prepayment for a transaction, transaction information com-
ponent 306 can obtain a customer code, mobile device iden-
tifier, payment type or information (e.g., credit card number,
etc.) or other information related to the mobile device, as
described. Authorization determining component 308 can
similarly locate third party server 304 as related to the mobile
device, as described above, and can transmit the transaction
information thereto. In this example, authorizing component
322 can determine whether to authorize prepayment and/or
an amount to authorize based on the transaction information.
The determination can be based on similar parameters and
conditions, as described above (e.g., a condition allowing for
a certain prepayment authorization amount for certain
devices for certain transaction types at given times of day, on
given days of the week, etc.). Authorizing component 322 can
communicate prepayment approval and/or amount to the
mobile payment server 302, which can store such for later
transaction payment processing. In addition, authorization
determining component 308 can communicate the informa-
tion from third party server 304 to the handheld, and the
handheld can use this information for determining how to
dispense goods to the mobile device (e.g., only dispense
goods that are less than or equal to a maximum approved
transaction amount).

[0070] Referring to FIGS. 4-6, methodologies that can be
utilized in accordance with various aspects described herein
are illustrated. While, for purposes of simplicity of explana-
tion, the methodologies are shown and described as a series of
acts, it is to be understood and appreciated that the method-
ologies are not limited by the order of acts, as some acts can,
in accordance with one or more aspects, occur in different
orders and/or concurrently with other acts from that shown
and described herein. For example, those skilled in the art will
understand and appreciate that a methodology could alterna-
tively be represented as a series of interrelated states or
events, such as in a state diagram. Moreover, not all illustrated
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acts may be required to implement a methodology in accor-
dance with one or more aspects.

[0071] FIG. 4 illustrates an example methodology 400 for
generating information for one or more transactions at one or
more vending machines. At 402, information regarding a
transaction at a vending machine can be obtained. For
example, the information can be requested from the vending
machine based on a request to obtain the information (e.g.,
specified by an attendant on a provided user interface). In one
example, the request can specify a customer or related mobile
device identifier where the vending machine hosts multiple
transactions over a short period of time. The information can
include a cost of the transaction—which can be a total cost, a
cost per unit along with a number of units dispensed, and/or
the like—a vending machine identifier, service station infor-
mation at which the vending machine resides, etc.

[0072] At 404, a transaction identifier can be generated
based in part on the information regarding the transaction. For
example, the transaction identifier can be a string representa-
tion of at least a portion of the transaction information, a hash
value or other function of the information, a generated ran-
dom or unique identifier, an identifier related to a vending
machine or service station for the transaction, or similar iden-
tifiers that can allow association of the transaction informa-
tion for subsequent retrieval based on the identifier.

[0073] At 406, the transaction identifier and/or information
regarding the transaction are optionally transmitted to a
mobile payment server. For example, the mobile payment
server can be accessible over the Internet, VPN, etc., and can
associate the transaction identifier with the information for
subsequent retrieval in mobile payment processing. In other
examples, where the transaction identifier correlates to the
vending machine, the mobile payment server can access the
vending machine to obtain transaction information when a
transaction identifier is received from a mobile device.

[0074] At 408, a representation of the transaction identifier
that is consumable by the mobile device can be rendered. As
described, this can include printing or displaying a visual
representation of the transaction identifier as a QR code, bar
code, numeric identifier, and/or the like (e.g., on paper or a
display). In another example, this can include activating a
NFC field, Bluetooth, or other wireless communication that
indicates the transaction identifier. In either case, the mobile
device can image the code, receive the field or communica-
tion, or otherwise cause entry of a numeric identifier for
determining the transaction identifier to provide to the mobile
payment server in processing the appropriate payment.

[0075] At 410, a payment confirmation or rejection is
optionally received from the mobile payment server for the
transaction. In this example, the confirmation, rejection, etc.
can be displayed at a handheld or otherwise rendered thereto
to indicate whether the payment is successful.

[0076] FIG. 5 illustrates an example methodology 500 for
initiating mobile payment of a transaction at an attended
vending machine. At 502, a representation of a transaction
identifier can be obtained from an attendant handheld at a
vending machine. The representation, as described, can be a
printed or displayed code (e.g., a QR code, bar code, etc.), a
wireless communication (e.g., NFC field, Bluetooth commu-
nication, etc.), and/or the like. Thus, the representation can be
obtained based on at least one of imaging the representation,
being within a proximity of the handheld communicating the
representation, and/or the like.
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[0077] At 504, the transaction identifier can be decoded
from the representation. In one example, this can be per-
formed by an application that processes the representation to
obtain data therefrom, such as a QR or bar code reader appli-
cation, a NFC communication application, etc. The transac-
tion identifier can be embedded within the representation or
otherwise obtainable from information received in the repre-
sentation, and/or the like.

[0078] At 506, payment for a transaction is initiated by
communicating the transaction identifier to amobile payment
server. Using the transaction identifier, as described, the
mobile payment server can obtain other information for pro-
cessing payment for the transaction. For example, the mobile
payment server matches the transaction identifier to a trans-
action at a vending machine from which the transaction iden-
tifier was received. Payment initiation can also include com-
municating payment methods to the mobile payment server,
or selecting a payment method stored thereon.

[0079] At 508, a payment confirmation or rejection can
optionally be received from the mobile payment server for the
transaction. Thus, a receipt can be sent to the customer’s
mobile device, or the mobile payment can be canceled, reini-
tiated, etc. based on receiving the confirmation or rejection, in
one example.

[0080] FIG. 6 illustrates an example methodology 600 for
processing mobile payment for a transaction with third party
authorization. At 602, information of a transaction related to
a mobile device can be obtained from a handheld at a retail
site. For example, the information can include a transaction
identifier, a mobile device identifier, a transaction amount or
type, a retail site identifier, etc. The information can be
obtained via a connection with the handheld (e.g., via an
Internet connection, a connection with a corresponding retail
site, etc.).

[0081] At 604, it can be determined that the mobile device
requires third party authorization. In one example, an indica-
tion of such can be received with the information relating to
the transaction. In another example, this can be determined
based in part on querying one or more databases or data stores
based on the mobile device identifier or an identifier of the
payment (e.g., credit card number) to determine whether
authorization is required. In either case, in an example, the
response can include information regarding a third party
server that provides the authorization.

[0082] At 606, the third party server can be communicated
with to authorize the mobile device for the transaction. This
can include transmitting at least a portion of the information
regarding the transaction to the third party server. As
described, in an example, the third party server can evaluate
this information with other parameters, such as location of the
mobile device, time of day, etc., to determine whether to
authorize the transaction. The third party server can provide
an authorization or denial based on the information, as
described.

[0083] At 608, payment for the transaction can be pro-
cessed based on the information and the authorization from
the third party server. Thus, where the mobile device is autho-
rized, payment processing continues at 608. This can include
contacting a bank related to the mobile device or a payment
method presented by the mobile device to authorize the trans-
action.

[0084] FIG. 7 illustrates an example system 700 for pro-
cessing a transaction at an attended vending machine. System
700 includes a mobile device 702, which can be similar to
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mobile devices 124 and 204, handheld 704, which can be
similar to handhelds 106 and 202, vending machine 706,
which can be similar to vending machine 104, and payment
server 708, which can be similar to mobile payment server
114.

[0085] In this example, handheld 704 can authorize dis-
pensing 710 at vending machine 706. This can include inter-
acting with handheld 704 to send an authorization communi-
cation to the vending machine 706 (e.g., via a FCC, Bluetooth
or other wireless communication, etc.). Vending machine 706
can accordingly dispense 712 goods or services, and can
optionally notify handheld 704 when dispensing is complete
714, which can indicate the end of a transaction. As described
above, it is to be appreciated that the next steps could also
occur prior to dispensing in a prepayment scenario.

[0086] Handheld 704 can request transaction information
716 from vending machine 706 following the dispensing,
including a total price of what was dispensed, a unit price and
number of units dispensed, etc. Vending machine 706 can
provide the requested information 718 to handheld 704. In
one example, it is to be appreciated the vending machine 706
can automatically provide this information to handheld 704
once dispensing is complete (e.g., as part of an indication that
dispensing is complete). Handheld 704 can generate a trans-
action identifier and representation thereof 720 based on the
transaction information to allow mobile device 702 to initiate
payment for the transaction. As described, the transaction
identifier can be associated with or can otherwise include
transaction information, or information regarding the vend-
ing machine so that payment server 708 can subsequently
obtain the transaction information.

[0087] Inthisregard, handheld 704 can transmit transaction
information 722 to payment server 708, which can store the
transaction information for processing mobile payments. The
transaction information can include the transaction identifier,
transaction cost, etc. Mobile device 702 can obtain the rep-
resentation of the transaction identifier 724, as described.
This can include imaging or scanning a QR or bar code (e.g.,
a QR code generated on the display of handheld 704), receiv-
ing an NFC or other communication, etc., and the mobile
device 702 can communicate the transaction identifier from
the representation to the payment server 708 in initiating
payment 726. Payment server 708 processes the payment 728
based on the transaction identifier and other information
received from the mobile device 702 (e.g., at the time of the
payment initiation 726 or earlier), such as credit card infor-
mation. This can include contacting a third party server (not
shown) for authorization of the payment, as described. Pay-
ment server can communicate a payment confirmation or
rejection 730 to handheld 704, and a payment confirmation or
rejection 732 to mobile device 702.

[0088] To provide a context for the various aspects of the
disclosed subject matter, FIGS. 8 and 9 as well as the follow-
ing discussion are intended to provide a brief, general
description of a suitable environment in which the various
aspects of the disclosed subject matter may be implemented.
While the subject matter has been described above in the
general context of computer-executable instructions of a pro-
gram that runs on one or more computers, those skilled in the
art will recognize that the subject innovation also may be
implemented in combination with other program modules.
Generally, program modules include routines, programs,
components, data structures, etc. that perform particular tasks
and/or implement particular abstract data types. Moreover,
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those skilled in the art will appreciate that the systems/meth-
ods may be practiced with other computer system configura-
tions, including single-processor, multiprocessor or multi-
core processor computer systems, mini-computing devices,
mainframe computers, as well as personal computers, hand-
held computing devices (e.g., personal digital assistant
(PDA), phone, watch . . . ), microprocessor-based or program-
mable consumer or industrial electronics, and the like. The
illustrated aspects may also be practiced in distributed com-
puting environments where tasks are performed by remote
processing devices that are linked through a communications
network. However, some, if not all aspects of the claimed
subject matter can be practiced on stand-alone computers. In
a distributed computing environment, program modules may
be located in both local and remote memory storage devices.
[0089] Withreference to FIG. 8, an exemplary environment
800 for implementing various aspects disclosed herein
includes a computer 812 (e.g., desktop, laptop, server, hand
held, programmable consumer or industrial electronics . . . ).
The computer 812 includes a processing unit 814, a system
memory 816 and a system bus 818. The system bus 818
couples system components including, but not limited to, the
system memory 816 to the processing unit 814. The process-
ing unit 814 can be any of various available microprocessors.
It is to be appreciated that dual microprocessors, multi-core
and other multiprocessor architectures can be employed as
the processing unit 814.

[0090] The system memory 816 includes volatile and non-
volatile memory. The basic input/output system (BIOS), con-
taining the basic routines to transfer information between
elements within the computer 812, such as during start-up, is
stored in nonvolatile memory. By way of illustration, and not
limitation, nonvolatile memory can include read only
memory (ROM). Volatile memory includes random access
memory (RAM), which can act as external cache memory to
facilitate processing.

[0091] Computer 812 also includes removable/non-remov-
able, volatile/non-volatile computer storage media. FIG. 8
illustrates, for example, mass storage 824. Mass storage 824
includes, but is not limited to, devices like a magnetic or
optical disk drive, floppy disk drive, flash memory or memory
stick. In addition, mass storage 824 can include storage media
separately or in combination with other storage media.
[0092] FIG. 8 provides software application(s) 828 that act
as an intermediary between users and/or other computers and
the basic computer resources described in suitable operating
environment 800. Such software application(s) 828 include
one or both of system and application software. System soft-
ware can include an operating system, which can be stored on
mass storage 824, that acts to control and allocate resources of
the computer system 812. Application software takes advan-
tage of the management of resources by system software
through program modules and data stored on either or both of
system memory 816 and mass storage 824.

[0093] The computer 812 also includes one or more inter-
face components 826 that are communicatively coupled to the
bus 818 and facilitate interaction with the computer 812. By
way of example, the interface component 826 can be a port
(e.g., serial, parallel, PCMCIA, USB, FireWire . . . ) or an
interface card (e.g., sound, video, network . . . ) or the like. The
interface component 826 can receive input and provide output
(wired or wirelessly). For instance, input can be received
from devices including but not limited to, a pointing device
such as a mouse, trackball, stylus, touch pad, keyboard,
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microphone, joystick, game pad, satellite dish, scanner, cam-
era, other computer and the like. Output can also be supplied
by the computer 812 to output device(s) via interface compo-
nent 826. Output devices can include displays (e.g., cathode
ray tube (CRT), liquid crystal display (LCD), light emitting
diode (LCD), plasma . . . ), speakers, printers and other
computers, among other things.

[0094] According to an example, the processing unit(s) 814
can comprise or receive instructions related to processing
mobile payments, determining whether to engage third party
authorization for a mobile device, etc., and can receive related
information from or provide related information to an inter-
face component 826 (which can include an interface compo-
nent, such as interface component 104), and/or other aspects
described herein. It is to be appreciated that the system
memory 816 can additionally or alternatively house such
instructions and the processing unit(s) 814 can be utilized to
process the instructions. Moreover, the system memory 816
can retain and/or the processing unit(s) 814 can comprise
instructions to effectuate updating of the directory objects to
ensure replication with one or more additional operating envi-
ronments, for example.

[0095] FIG. 9 is a schematic block diagram of a sample-
computing environment 900 with which the subject innova-
tion can interact. The environment 900 includes one or more
client(s) 910. The client(s) 910 can be hardware and/or soft-
ware (e.g., threads, processes, computing devices). The envi-
ronment 900 also includes one or more server(s) 930. Thus,
environment 900 can correspond to a two-tier client server
model or a multi-tier model (e.g., client, middle tier server,
data server), amongst other models. The server(s) 930 can
also be hardware and/or software (e.g., threads, processes,
computing devices). The servers 930 can house threads to
perform transformations by employing the aspects of the
subject innovation, for example. One possible communica-
tion between a client 910 and a server 930 may be in the form
of a data packet transmitted between two or more computer
processes.

[0096] The environment 900 includes a communication
framework 950 that can be employed to facilitate communi-
cations between the client(s) 910 and the server(s) 930. Here,
the client(s) 910 can correspond to program application com-
ponents and the server(s) 930 can provide the functionality of
the interface and optionally the storage system, as previously
described. The client(s) 910 are operatively connected to one
or more client data store(s) 960 that can be employed to store
information local to the client(s) 910. Similarly, the server(s)
930 are operatively connected to one or more server data
store(s) 940 that can be employed to store information local to
the servers 930.

[0097] By way of example, one or more clients 910 can
request mobile payment processing for a transaction to the
server(s) 930 via communication framework 950. The server
(s) 930 can leverage the server data store(s) 940 to determine
parameters related to the transaction or a related mobile
device, process mobile payment for the transaction, etc. The
server(s) 930 can obtain the associations and/or related
parameters and transmit such back to the client(s) 910 via
communication framework 950. The client(s) 910, in one
example, can store transaction information in the client data
store(s) 960, for example.

[0098] The various illustrative logics, logical blocks, mod-
ules, components, and circuits described in connection with
the embodiments disclosed herein may be implemented or
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performed with a general purpose processor, a digital signal
processor (DSP), an application specific integrated circuit
(ASIC), a field programmable gate array (FPGA) or other
programmable logic device, discrete gate or transistor logic,
discrete hardware components, or any combination thereof
designed to perform the functions described herein. A gen-
eral-purpose processor may be a microprocessor, but, in the
alternative, the processor may be any conventional processor,
controller, microcontroller, or state machine. A processor
may also be implemented as a combination of computing
devices, e.g., acombination of a DSP and a microprocessor, a
plurality of microprocessors, one or more microprocessors in
conjunction with a DSP core, or any other such configuration.
Additionally, at least one processor may comprise one or
more modules operable to perform one or more of the steps
and/or actions described above. An exemplary storage
medium may be coupled to the processor, such that the pro-
cessor can read information from, and write information to,
the storage medium. In the alternative, the storage medium
may be integral to the processor. Further, in some aspects, the
processor and the storage medium may reside in an ASIC.

[0099] In one or more aspects, the functions, methods, or
algorithms described may be implemented in hardware, soft-
ware, firmware, or any combination thereof. If implemented
in software, the functions may be stored or transmitted as one
ormore instructions or code on a computer-readable medium,
which may be incorporated into a computer program product.
Computer-readable media includes both computer storage
media and communication media including any medium that
facilitates transfer of a computer program from one place to
another. A storage medium may be any available media that
can be accessed by a computer. By way of example, and not
limitation, such computer-readable media can comprise ran-
dom access memory (RAM), read-only memory (ROM),
electrically erasable programmable ROM (EEPROM), com-
pact disc (CD)-ROM or other optical disk storage, magnetic
disk storage or other magnetic storage devices, or any other
medium that can be used to carry or store desired program
code in the form of instructions or data structures and that can
be accessed by a computer. Disk and disc, as used herein,
includes CD, laser disc, optical disc, digital versatile disc
(DVD), floppy disk and blu-ray disc where disks usually
reproduce data magnetically, while discs usually reproduce
data optically with lasers. Combinations of the above should
also be included within the scope of computer-readable
media.

[0100] It can thus be seen that a novel mobile payment
system for use at an attended retail site has been disclosed
above. While one or more aspects have been described above,
it should be understood that any and all equivalent realiza-
tions of the presented aspects are included within the scope
and spirit thereof. The aspects depicted are presented by way
of'example only and are not intended as limitations upon the
various aspects that can be implemented in view of the
descriptions. Thus, it should be understood by those of ordi-
nary skill in this art that the presented subject matter is not
limited to these aspects since modifications can be made.
Therefore, it is contemplated that any and all such embodi-
ments are included in the presented subject matter as may fall
within the scope and spirit thereof.

What is claimed is:

1. A handheld terminal for use in an attended vending
environment, comprising:
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a transaction information component for obtaining infor-
mation regarding a transaction at a vending machine;

a transaction identifier component for generating a trans-
action identifier for the information regarding the trans-
action; and

a rendering component for rendering a representation of
the transaction identifier consumable by a mobile
device.

2. The handheld terminal of claim 1, wherein the represen-
tation of the transaction identifier is a quick response (QR)
code, and the rendering component displays the QR code on
a display of the handheld terminal.

3. The handheld terminal of claim 1, wherein the represen-
tation of the transaction identifier is a near field communica-
tion (NFC) magnetic field, and the rendering component
broadcasts the NFC magnetic field.

4. The handheld terminal of claim 1, further comprising an
interface component for providing a selectable option for
processing a mobile payment, wherein the rendering compo-
nent renders the representation based on the interface com-
ponent determining selection of the option for processing the
mobile payment.

5. The handheld terminal of claim 4, wherein the transac-
tion information component obtains the information and the
transaction identifier component generates the transaction
identifier further based at least in part on the interface com-
ponent determining selection of the option for processing the
mobile payment.

6. The handheld terminal of claim 5, further comprising a
network communicating component for providing the trans-
action identifier to a payment server for subsequent process-
ing of payment initiated by the mobile device based at least in
part on the interface component determining selection of the
option for processing the mobile payment.

7. The handheld terminal of claim 6, wherein the network
communicating component communicates the information
regarding the transaction to a third party server to receive
third party authorization for the transaction.

8. The handheld terminal of claim 6, further comprising a
representation consuming component for obtaining a repre-
sentation of a customer code from the mobile device and
determining the customer code from the representation,
wherein the network communicating component further pro-
vides the customer code to the payment server for processing
of the payment.

9. The handheld terminal of claim 1, further comprising an
interface component for allowing selection of an option to
authorize dispensing at the vending machine, wherein the
dispensing correlates to the transaction.

10. The handheld terminal of claim 1, wherein the repre-
sentation of the transaction identifier is a numeric code dis-
played on a display of the handheld terminal.

11. The handheld terminal of claim 1, wherein the repre-
sentation of the transaction identifier is a numeric code sent to
the mobile device via short message service (SMS) message.

12. A method for operating a handheld terminal in an
attended vending environment, comprising:

utilizing processing circuitry to perform the steps of:

obtaining information regarding a transaction at a vending
machine;

generating a transaction identifier for the information
regarding the transaction; and

rendering a representation of the transaction identifier con-
sumable by a mobile device.
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13. The method of claim 12, wherein the representation of
the transaction identifier is a quick response (QR) code, and
the rendering comprises displaying the QR code on a display
of the handheld terminal.

14. The method of claim 12, wherein the representation of
the transaction identifier is a near field communication (NFC)
magnetic field, and the rendering comprises broadcasting the
NFC magnetic field as a wireless communication.

15. The method of claim 12, further comprising utilizing
the processing circuitry to perform the step of providing a
selectable option for processing a mobile payment, wherein
the rendering is based at least in part on determining selection
of the selectable option for processing the mobile payment.

16. The method of claim 15, further comprising utilizing
the processing circuitry to perform the step of providing the
transaction identifier to a payment server for subsequent pro-
cessing of payment initiated by the mobile device based at
least in part on the determining selection of the option for
processing the mobile payment.

17. The method of claim 16, further comprising utilizing
the processing circuitry to perform the step of communicating
the information regarding the transaction to a third party
server to receive third party authorization for the transaction.

18. The method of claim 16, further comprising utilizing
the processing circuitry to perform the steps of:

obtaining a representation of a customer code from the

mobile device and determining the customer code from
the representation; and

providing the customer code to the payment server for

processing of the payment.
19. The method of claim 12, further comprising utilizing
the processing circuitry to perform the step of allowing selec-
tion of an option to authorize dispensing at the vending
machine, wherein the dispensing correlates to the transaction.
20. The method of claim 12, wherein the representation of
the transaction identifier is a numeric code, and the rendering
comprises displaying the numeric code on a display of the
handheld terminal.
21. The method of claim 12, wherein the representation of
the transaction identifier is a numeric code, and the rendering
comprises sending the numeric code to the mobile device via
short message service (SMS) message.
22. A system for processing mobile payment for transac-
tions in a vending environment, comprising:
a transaction information component for obtaining infor-
mation regarding a transaction from a vending machine;

an authorization determining component for communicat-
ing with a third party server to authorize the transaction
for mobile payment by a mobile device based in part on
the information; and

a transaction processing component for processing mobile

payment for the transaction based on authorization by
the third party server.

23. The system of claim 22, wherein the authorization
determining component communicates with the third party
server based on determining that authorization is required for
the mobile device.

24. The system of claim 23, wherein the authorization
determining component determines that the authorization is
required for the mobile device based at least in part on the
information regarding the transaction.

25. The system of claim 22, wherein the authorization
determining component identifies the third party server based
on an indication previously received from the mobile device
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regarding the third party server, or an indication previously
received from the third party server regarding the mobile
device.

26. A method for processing mobile payment for transac-
tions in a vending environment, comprising:

utilizing processing circuitry to perform the steps of:

obtaining information regarding a transaction from a vend-

ing machine;

communicating with a third party server to authorize the

transaction for mobile payment by a mobile device
based in part on the information; and

processing mobile payment for the transaction based on

authorization by the third party server.

27. The method of claim 26, wherein the communicating
with the third party server is based on determining that autho-
rization is required for the mobile device.

28. The method of claim 27, wherein the determining that
the authorization is required for the mobile device is based at
least in part on the information regarding the transaction.

29. The method of claim 26, further comprising utilizing
the processing circuitry to perform the step of identifying the
third party server based on an indication previously received
from the mobile device regarding the third party server, or an
indication previously received from the third party server
regarding the mobile device

#* #* #* #* #*
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