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DIGITAL CURRENCY MINING CIRCUITRY
HAVING SHARED PROCESSING LOGIC

[0001] This application claims the benefit of provisional
patent application No. 62/073,522, filed Oct. 31, 2014, which
is hereby incorporated by reference herein in its entirety.

BACKGROUND

[0002] This relates to digital currencies, and more particu-
larly, to mining digital currencies.

[0003] Digital currencies serve as a digital medium of
exchange in which the digital currencies may be transferred in
exchange for goods and services. Crypto-currencies are
examples of digital currencies in which cryptography governs
the creation and exchange of value. An example of a cryp-
tocurrency is the bitcoin cryptocurrency that is governed by
the Bitcoin protocol. This is in contrast to traditional medi-
ums of exchange that are governed, for example, by a central
authority.

[0004] The Bitcoin protocol defines a system in which the
creation and distribution of the bitcoin cryptocurrency is gov-
erned by consensus among a peer-to-peer network. The net-
work maintains a public ledger in which new transactions are
verified and recorded by members of the network via cryp-
tography. The operations of verifying and recording transac-
tions of cryptocurrencies such as transactions in the bitcoin
cryptocurrency are sometimes referred to as mining, because
completion of each mining operation typically rewards the
miner with newly created cryptocurrency (e.g., bitcoins).
Verified transactions and newly created bitcoins are recorded
in the public ledger. The public ledger serves as an official
history of transactions. The amount of cryptocurrency owned
by any entity may be determined from the public ledger.
[0005] Bitcoin mining operations involve identifying a
solution to a cryptographic puzzle in which transactions that
are to be verified form part of the puzzle parameters. Bitcoin
mining operations are typically performed via brute-force
techniques (e.g., an exhaustive search for a puzzle solution
performed across all possible solutions). The difficulty of the
cryptographic puzzle has led to the use of dedicated circuitry
designed specifically for Bitcoin mining. Such dedicated cir-
cuitry can be expensive to design, purchase, and operate.

SUMMARY OF THE INVENTION

[0006] An integrated circuit may be provided with cryp-
tocurrency mining capabilities. The integrated circuit may
include processing circuitry that mines digital cryptocurrency
by completing a cryptographic function according to a pro-
tocol that governs the digital cryptocurrency. The integrated
circuit may include control circuitry and a number of process-
ing cores that complete the cryptographic function in parallel.
As an example, the control circuitry may control the process-
ing cores to complete a Secure Hash Algorithm 256 (SHA-
256) function in parallel for generating Bitcoin rewards based
on a Bitcoin protocol.

[0007] The integrated circuit may, for example, include
first, second, and third processing cores. Shared logic cir-
cuitry may be shared between each of the first, second, and
third processing cores. The shared logic circuitry may be
formed on a region of the integrated circuit occupied by the
first, second, and/or third processing cores. The control cir-
cuitry may provide control signals to the shared logic cir-
cuitry to control the first, second, and third processing cores to
complete the cryptographic function in parallel. The control
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circuitry may control the processing cores to complete the
cryptographic function over respective first, second, and third
different search spaces. The shared logic circuitry may, if
desired, complete a portion of the cryptographic function
corresponding to an overlap between the search spaces.
[0008] The first processing core may, for example, include
a first cryptographic hashing circuit whereas the second pro-
cessing core includes a second cryptographic hashing circuit
and the third processing core includes a third cryptographic
hashing circuit. Each of the hashing circuits may include a
sequence of rounds of cryptographic hashing logic that per-
forms a cryptographic hashing algorithm based on an initial
hash value received from the control circuitry and message
input words received from message scheduling circuitry. The
shared logic circuitry may perform a subset of the sequential
rounds (e.g., one or more leading rounds) of the crypto-
graphic hashing algorithm for at least the first, second, and
third processing cores.

[0009] Message scheduling circuitry may receive different
respective messages for each of the processing cores from the
control circuitry. The message scheduling circuitry may gen-
erate the message input words based on the received mes-
sages. In accordance with any of the above arrangements, the
shared logic circuitry may form a portion of the message
scheduling circuitry. The shared logic circuitry may generate
a selected message input word based on first, second, and
third messages received for the first, second, and third pro-
cessing cores respectively. The shared logic circuitry may
provide the selected message input word to each of the first,
second, and third processing cores. The first, second, and
third processing cores may perform at least one of the sequen-
tial rounds of the cryptographic hashing algorithm based on
the selected message input word.

[0010] If desired, partially shared logic circuitry may be
shared by the first and second processing cores but not the
third processing core. An input of the partially shared logic
circuitry may be coupled to an output of the shared logic
circuitry. The partially shared logic circuitry may generate an
additional message word based on the first and second mes-
sages and may provide the additional message word to the
first and second processing cores (e.g., without providing the
additional message word to the third core) for performing at
least one of the sequential rounds of the cryptographic hash-
ing algorithm (e.g., rounds that are subsequent to those per-
formed using the selected message word generated by the
shared logic circuitry). If desired, unshared logic circuitry
may be formed on the first processing core but not on the
second and third processing cores. An input of the unshared
logic circuitry may be coupled to an output of the partially
shared logic circuitry and the unshared logic circuitry may be
configured to generate a message word for at least one of the
sequential rounds of the first processing core.

[0011] The first processing core may generate a first hash
output value based on at least one of the message word gen-
erated by the unshared logic circuitry. The hash output value
may be combined with an initial hash value at adder circuitry
to generate a final hash value. The final hash value may be
provided to data padding circuitry or difficulty comparison
circuitry for further processing.

[0012] Inaccordance with any ofthe above arrangements, a
first round of cryptographic hashing circuitry may be imple-
mented on a given processing core and may generate a first
hash value based on an input value and a first message word
received from message scheduling circuitry. A second round
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of cryptographic hashing circuitry that is implemented on two
different processing cores may receive the first hash value
from the first round of cryptographic hashing circuitry and
may generate second and third hash values based on the first
hash value and a second message word. A final round of
cryptographic hashing circuitry may generate a first hash
output value based at least partly on the second hash value and
a third message word and may generate a second hash output
value based at least partly on the third hash value and the third
message word. For example, a number of intermediate
sequential rounds of cryptographic hashing circuitry may be
interposed between the second round and the final round. By
sharing logic circuitry among the processing cores, chip area
consumption and power efficiency may be improved relative
to scenarios where the processing cores are formed using only
dedicated logic.

[0013] Further features will be more apparent from the
accompanying drawings and the following detailed descrip-
tion.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] FIG. 1 is an illustrative diagram of a network of
nodes having cryptographic hashing circuitry that may be
used to mine digital currency in accordance with an embodi-
ment of the present invention.

[0015] FIG. 2 is an illustrative diagram of an electronic
device that may include cryptographic hashing circuitry in
accordance with an embodiment of the present invention.
[0016] FIG. 3 is an illustrative transaction of digital cur-
rency that may be verified using mining circuitry in accor-
dance with an embodiment of the present invention.

[0017] FIG. 4 is an illustrative transaction of digital cur-
rency between source and destination wallets that may be
verified using cryptographic hashing circuitry running on
mining circuitry in accordance with an embodiment of the
present invention.

[0018] FIG. 5 is an illustrative coinbase transaction in
which a portion of a reward amount is assigned to different
wallets in accordance with an embodiment of the present
invention.

[0019] FIG. 6 is an illustrative block that may be generated
by mining circuitry and recorded in a global ledger in accor-
dance with an embodiment of the present invention.

[0020] FIG. 7 is an illustrative block header that may be
generated by mining circuitry in solving a cryptographic
puzzle in accordance with an embodiment of the present
invention.

[0021] FIG. 8 is an illustrative Merkle tree that may be
calculated by mining circuitry from a set of transactions in
solving a cryptographic puzzle in accordance with an
embodiment of the present invention.

[0022] FIG. 9 is an illustrative block chain that may be
maintained by a network of nodes as a global ledger of digital
currency transactions in accordance with an embodiment of
the present invention.

[0023] FIG.101is anillustrative diagram of mining circuitry
including control circuitry and multiple processing cores for
performing cryptographic hashing functions in parallel on
corresponding portions of a search space in accordance with
an embodiment of the present invention.

[0024] FIG. 11 is an illustrative diagram of a processing
core in mining circuitry that may perform rounds of crypto-
graphic hashing (e.g., SHA-256 hashing) and that may share
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logic with neighboring cores in the mining circuitry in accor-
dance with an embodiment of the present invention.

[0025] FIG. 12 is an illustrative diagram of a round of
hashing logic that may perform a round of a hash schedule
(e.g., around of SHA-256 hashing) on an input hash value and
a word received from message scheduling circuitry to gener-
ate a hash output in accordance with an embodiment of the
present invention.

[0026] FIG. 13 is an illustrative diagram of message sched-
uling circuitry that may generate message words based on a
received message and that may provide the message words to
rounds of hashing logic of the type shown in FIG. 12 for
generating a hash output in accordance with an embodiment
of the present invention.

[0027] FIG. 14 is an illustrative diagram showing how
neighboring processing cores on mining circuitry of the type
shown in FIGS. 10-13 may share message scheduling logic
and hash scheduling logic to reduce chip area consumption in
accordance with an embodiment of the present invention.
[0028] FIG. 15 is an illustrative diagram showing how dif-
ferent rounds of hashing logic may be shared by a set of
processing cores on mining circuitry, may be partially shared
by a subset of the set of processing cores, and/or may be
formed on distinct processing cores based on commonalties
in the messages provided for each of the processing cores
(e.g., commonalties in the search space used by each of the
cores) in accordance with an embodiment of the present
invention.

DETAILED DESCRIPTION

[0029] The present invention relates to mining of digital
currencies such as crypto-currencies. Mining circuitry and
mining operations described herein may be used for any
digital medium of exchange such as digital currencies, cred-
its, rewards, or points.

[0030] FIG. 1 is an illustrative diagram of a peer-to-peer
network 100 that may operate according to the Bitcoin pro-
tocol. Network 100 includes nodes 10 that are coupled to
other nodes via paths 12. Nodes 10 may be electronic devices
such as desktop computers, laptop computers, cellular tele-
phones, servers, or other electronic devices that implement
the Bitcoin protocol. Each node 10 may communicate with
other nodes of network 100 over paths 12. Paths 12 may, for
example, include network paths such as network cables and
packet forwarding devices (e.g., switches, routers, etc.) that
couple nodes 10 to other nodes. This example is merely
illustrative. Nodes 10 of network 100 may be coupled via any
desired underlying communications technology such as
wired or wireless network technologies and network 100 may
include any desired number of nodes (e.g., tens, hundreds,
thousands, millions, or more).

[0031] Nodes 10 may communicate over paths 12 accord-
ing to the Bitcoin protocol in maintaining the cryptocurrency.
For example, nodes 10 may communicate to maintain a glo-
bal ledger of all official transactions. Each node 10 may store
a copy of the global ledger (e.g., a complete copy or only a
partial copy). Transactions added to the global ledger by each
node 10 may be verified by other nodes 10 to help ensure
validity of the ledger.

[0032] FIG. 2 is an illustrative diagram of an electronic
device 110 that may serve as a node in a peer-to-peer network
(e.g., as anode 10 of FIG. 1). As shown in FIG. 2, device 110
may include storage and processing circuitry 112. Storage
and processing circuitry 112 may include storage such as hard
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disk drive storage, nonvolatile memory (e.g., flash memory or
other electrically-programmable-read-only memory config-
ured to form a solid state drive), volatile memory (e.g., static
or dynamic random-access-memory), etc. Processing cir-
cuitry in storage and processing circuitry 112 may be used to
control the operation of device 110. This processing circuitry
may be based on one or more general purpose processing
circuits such as microprocessors, microcontrollers, and digi-
tal signal processors, or dedicated processing circuits such as
application specific integrated circuits, etc.

[0033] Device 110 may be provided with input-output
devices 114 such as buttons, speakers, microphones, displays,
and other input-output devices that accommodate user inter-
action with device 110. Input-output devices 114 may include
communications circuitry for communicating with other
devices (e.g., other nodes of a cryptocurrency network). Min-
ing circuitry 116 may perform mining operations such as
verifying cryptocurrency transactions (e.g., while sharing any
rewards or the mining operations between multiple entities
such as a user of the device). Mining circuitry 116 may record
the rewards in the global ledger. Mining circuitry 116 may, for
example, be an integrated circuit chip. Electronic device 110
may include one or more of these chips that may be operated
together or independently.

[0034] Electronic device 110 may be a desktop computer, a
server in a rack-based system, a portable electronic device
such as a tablet computer, laptop computer, or a cellular
telephone. These examples are merely illustrative. Mining
circuitry 116 may be provided to any desired electronic
device that can communicate with other nodes of a cryptocur-
rency network. For example, a flash drive that connects with
a computer may be provided with mining circuitry 116. In this
scenario, the mining circuitry 116 may operate to perform
mining operations by utilizing computer resources when the
flash drive is connected to a computer (e.g., by utilizing power
from the computer and a network connection between the
computer and nodes of a cryptocurrency network).

[0035] FIG. 3 is a diagram of an illustrative cryptocurrency
transaction 120 that may be verified using mining circuitry
such as circuitry 116 of FIG. 2. As shown in FIG. 3, transac-
tion 120 may include header information 122, a set of one or
more inputs 124, and a set of one or more outputs 126.
[0036] Header information 122 may include one or more
header fields including information that helps to identity the
transaction. For example, the header fields may include a
version number identifying the version of the Bitcoin proto-
col that is used. As another example, the header fields may
include a current timestamp and/or other information on the
transaction.

[0037] Digital currency may be stored in digital wallets that
serve as sources or destinations of transactions. For example,
a transaction may transfer funds from a source wallet to a
destination wallet. Digital wallets may be formed using any
desired data structure and may sometimes be referred to as
digital accounts. Wallets may be identified using encryption
schemes such as public-key cryptography in which a public-
private key pair is assigned to each wallet. The public key of
a wallet may serve to publicly identify the wallet (e.g., a
public address to which funds may be directed), whereas the
private key may be used by the owner of the wallet to sign
transactions (e.g., thereby verifying the authenticity of the
transactions).

[0038] Transaction 120 may identify an input 124 (e.g., a
source of funds) and a set of outputs 126 (e.g., destinations).
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The inputs and outputs may, for example, be digital wallets in
which currency is stored. The inputs may refer to an output of
a previous transaction as a source of funding or may identify
that transaction 120 is an originating transaction that creates
new currency (sometimes referred to as a coinbase transac-
tion).

[0039] FIG. 4is a diagram of an illustrative transaction 130
that transfers currency from a source wallet to a destination
wallet. Transaction 130 may be, for example, a data packet or
sequence (stream) of data packets having corresponding
header fields 124 and 126. As shown in FIG. 4, input 124 may
include a previous transaction identifier, an output identifier,
and a signature. If desired, header information 122 of FIG. 3
such as version number or timestamp information may be
included in the transaction of FIG. 5.

[0040] The previous transaction identifier may identify
which transaction of the global ledger contains the source
wallet. The previous transaction identifier may, if desired,
identify the previous transaction TXPREV by a hash (e.g.,
H(TXPREV)) or double-hash (e.g., HH(TXPREV)) or
DH(TXPREV)) of the previous transaction. The output iden-
tifier may identify which output of the identified previous
transaction serves as the source wallet of transaction 130. For
example, the outputs 126 of the previous transaction may be
enumerated and the index of the source wallet may serve as
the output identifier.

[0041] Transaction 130 may be signed to help ensure
authenticity of the transaction. For example, the private key of
the source wallet may be used to encrypt transaction 130 or a
portion of transaction 130 to generate the signature that is
stored in transaction 130. The public key of the source wallet
may be used by others (e.g., other network nodes) to decrypt
the signature and confirm the authenticity of the transaction.

[0042] The set of outputs 126 identifies one or more desti-
nation wallets and a respective amount to transfer from the
source wallet to each destination wallet. In the example of
FIG. 4, the transaction includes one destination wallet and a
corresponding amount to be transterred from the source wal-
letto the destination wallet. Multiple destination wallets (e.g.,
two, three, four, or more) may be listed along with corre-
sponding amounts to be transferred to each destination wallet
from the source wallet. If desired, the source wallet identified
by input 124 may also be listed as a destination wallet. For
example, the amount to be transferred to the destination wal-
let may be less than the amount identified by the output of the
previous transaction as belonging to the source wallet. In this
scenario, the difference between the amount of the source
wallet and the transfer amount may be assigned to the source
wallet as an additional output entry. If desired, the amount
assigned in outputs 126 to the source wallet may be less than
the difference between the originally stored amount and the
transfer amount. In this scenario, the difference between
original source amount and the sum of amounts in output 126
may serve as additional reward for any miner that verifies the
transaction (e.g., in addition to any predetermined reward
defined by the cryptocurrency protocol).

[0043] FIG. 5 is an illustrative diagram of an originating
transaction (i.e., coinbase transaction) that may generate new
digital currency. As shown in FIG. 5, transaction 140 includes
information that identifies the transaction as a coinbase trans-
action. The information may include a reserved coinbase
identifier 142, a block height 144, and an extra-nonce value
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146. If desired, header information 122 of FIG. 3 such as
version number or timestamp information may be included in
the transaction of FIG. 5.

[0044] Reserved coinbase identifier 142 may be a value that
is reserved for coinbase transactions. Block height 144 may
help identify where the coinbase transaction is located within
the global ledger (e.g., which block of a block chain that
represents the global ledger). Extra-nonce value 146 is an
arbitrary value that may be modified during mining opera-
tions.

[0045] In contrast to normal transactions such as transac-
tion 130 of FIG. 4, coinbase transaction 140 does not provide
a source of funds for outputs 126. Instead, coinbase transac-
tion 140 may create new currency. The amount of new cur-
rency created is determined by the cryptocurrency protocol.
For example, nodes of the cryptocurrency network may com-
municate and establish an agreed-upon reward that is created
for verifying transactions. The agreed-upon reward may be
determined based on the size of the global ledger (e.g., how
many recorded blocks are in the global ledger). As an
example, the reward for veritying and recording transactions
in the Bitcoin protocol may reward a number of bitcoins
(units of currency) such as 25 bitcoins. This example is
merely illustrative, as the number of bitcoins rewarded may
be less than 25 (e.g., 12.5, 6.25, etc.) or may even be zero.
[0046] In some scenarios, transactions that are verified
using mining circuitry may include fees. For example, trans-
action 130 of FIG. 4 may assign fewer bitcoins to destination
wallets than contained in the source wallet. In this scenario,
the remainder may serve as fees (e.g., an additional reward)
for a miner. This additional reward may be assigned to the
miner’s wallet in coinbase transaction 140 or may also be
partitioned by the mining circuitry between the miner’s wal-
lets and other wallets (e.g., profit-sharing wallets).

[0047] In performing mining operations to verify and
record a set of transactions, mining circuitry may generate a
block to be recorded in the global ledger as shown in FIG. 6.
Block 150 of FIG. 6 may include block header 152, coinbase
transaction TX0 (e.g., a coinbase transaction 140), and a set of
transactions 156 to be recorded.

[0048] Block header 152 may include information that
identifies block 150 and additional information generated by
the mining circuitry to complete a function such as informa-
tion satisfying a cryptographic puzzle. The additional infor-
mation may be generated to solve the function (e.g., puzzle)
for a given set of function inputs that are at least partially
determined by block header 152 and for a desired output or
range of outputs. FIG. 7 is a diagram of an illustrative block
header 152. As shown in FIG. 7, block header 152 may
include header fields 162, a previous block identifier 164, a
Merkle root 166, a timestamp 168, a difficulty value 170, and
a nonce value 172.

[0049] Header fields 162 may include any desired header
fields such as a version number of the Bitcoin protocol. Pre-
vious block identifier 164 may identify a previous block in the
global ledger (e.g., the global ledger may be a chain of blocks
152 in which each block references a previous block in the
chain). For example, the previous block identifier may be a
hash of the block header of the previous block.

[0050] Merkle root 166 may be generated from the trans-
actions of block 150 including coinbase transaction 140 and
the set of transactions 156. Merkle root 166 may provide a
compact representation of the transactions in block 150. For
example, Merkle root 166 may be a 256-bit (32 Byte) value,
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whereas the transactions of block 150 may be hundreds,
thousands, or millions of bytes.

[0051] Difficulty value 170 is a parameter of the function
(e.g., cryptographic puzzle) that is solved with block 150. For
the Bitcoin protocol, the cryptographic puzzle involves gen-
erating block header 152 such that the hash of block header
152 is less than a predetermined value. The hash may be
calculated using a protocol-determined hash function such as
the Secure Hash Algorithm (SHA). The predetermined value
may depend on difficulty value 170. For example, difficulty
value 170 may specify how many leading zeros in a binary
data representation are required in the hashed block header
value.

[0052] Mining circuitry 116 may adjust one or more of the
fields in block header 152 in order to provide block header
152 with a hash value that solves the cryptographic puzzle
(e.g., a sufficiently small hash value). For example, the min-
ing circuitry may adjust the nonce value or the timestamp
value. As another example, the mining circuitry may adjust
the extra-nonce value in the coinbase transaction of the block,
which indirectly adjusts the Merkle root. Mining circuitry
116 may perform exhaustive search by iterating over all pos-
sible solutions to the cryptographic puzzle.

[0053] Hash functions used by the cryptographic puzzle
may operate in sequential steps (sometimes referred to herein
as stages) on block header 152. If desired, a first portion 174
of'block header 152 may be processed in a first hashing stage,
whereas a second portion 176 of block header 152 may be
processed in a second, subsequent hashing stage. Each hash-
ing stage may involve a number of so-called rounds of logical
operations. Each round of logical operations may involve the
same logical functions (e.g., operating on different inputs for
each round). For example, the output of a given round of
logical operations in the hashing function may serve as an
input for a subsequent round of the logical operations. The
logical operations may iteratively be performed in this way to
produce an output of the hashing function. For example, when
a Secure Hashing Algorithm (SHA) 256 function is used,
second portion 176 of block header 152 may be operated on
by 64 rounds of SHA-256 before producing a hash output
(e.g., an initial input to logical circuitry implementing the
SHA-256 hashing algorithm may be operated on by the logic
circuitry and provided as an input to a subsequent round of
logic circuitry identical to the previous round of logical cir-
cuitry, and so on until the desired number of rounds of logic
functions have been performed). This example is merely
illustrative. The number of rounds of hashing may depend on
the hashing algorithm performed by mining circuitry 116.
[0054] Portion 174 may include header fields 162, previous
block identifier 164, and a first portion of Merkle root 166,
whereas portion 176 may include a second portion of Merkle
root 166, timestamp 168, difficulty value 170, and nonce
value 172. The SHA function may produce an output value
for the first stage based on portion 174 of block header 152.
The output value of the first stage may serve as an input to the
second stage of the SHA function along with portion 176 of
block header 152. The second stage of the SHA function may
produce the hash value of block header 152. The SHA func-
tion may be implemented using dedicated hardware circuitry
on mining circuitry 116.

[0055] Merkle root 166 may be computed by generating a
Merkle tree from the transactions of the corresponding block
150. FIG. 8 is a diagram of an illustrative Merkle tree 180
generated from a block including transactions TX0, TX1,
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TX2,TX3,TX4, TX5,TX6,and TX7. The example of FIG. 8
in which the block includes eight transactions is merely illus-
trative. A Merkle tree may be computed from any binary
number of transactions (e.g., 2, 4, 6, 8, etc.). If a block does
not contain a binary number of transactions, placeholder
transactions may be added to complete the Merkle tree. Such
placeholder transactions are used only in generating the
Merkle tree and are not added to the block.

[0056] As shown in FIG. 8, Merkle tree 180 includes leaf
nodes 182 that are each generated by computing the double
hash of a respective transaction (e.g., using the SHA func-
tion). For example, hash value HO is computed from the
(double) hash (DH) of transaction TX0 (e.g., a coinbase trans-
action), whereas hash values H1, H2, H3, H4, H5, H6, and H7
are computed from transactions TX1, TX2, TX3, TX4, TX5,
TX6, and TX7, respectively. Double hash operations may
involve performing a cryptographic hashing function H(Z) on
an input Z to generate an output Y and performing the same
cryptographic hashing function H on the output Y of the first
cryptographic hashing function to generate a double hashed
output X (e.g., X=H(H(Z))), for example.

[0057] Merkle tree 180 may be organized as a binary tree in
which each non-leaf node 184 has two child nodes. The nodes
of each successive level of the tree may be computed by
hashing nodes of a lower (previous) level. The second level of
the tree (e.g., the nodes storing hash values H8, H9, H10, and
H11) may be generated by double hashing the values stored in
leaf nodes 182. For example, hash value H8 is generated by
concatenating leaf values H0 and H1 and double hashing the
concatenated result. Similarly, the third level of the tree may
be generated by hashing the values of the second level (e.g.,
hash value H12 may be calculated by hashing the concatena-
tion of H8 and H9, whereas hash value H13 may be calculated
by hashing the concatenation of H10 and H11). The number
oflevels in the tree may depend on the number of transactions
in the block. In the example of FIG. 8, the root of Merkle tree
180 is at the fourth level and is calculated from hashing values
H12 and H13.

[0058] The hashed value at each node of Merkle tree 180
has a fixed, predetermined size (e.g., 256 bits), and is depen-
dent on the values at the children of that node. The Merkle
root therefore serves as a compact representation of all of the
transactions in the corresponding block, because any changes
to a transaction percolate upwards to the Merkle root. For
example, changes to coinbase transaction TX0 causes hash
value H8 to change, which modifies hash value H12, which
then modifies the Merkle root value. Similarly, changes to any
of' the transactions result in changes to the Merkle root value.
[0059] Mining circuitry 116 may generate some or all of
Merkle tree 180 while searching for solutions to a crypto-
graphic puzzle. For example, in iterating through extra-nonce
values in a coinbase transaction TX0, the mining circuitry
may need to re-compute the Merkle root for each new extra-
nonce value. To help reduce computation time and improve
performance, the mining circuitry may re-compute only a
portion of Merkle tree 180 during each iteration. In particular,
changes to coinbase transaction TX0 only affect hash values
HO, H8, H12, and the Merkle root, whereas the remaining
nodes of the Merkle tree are unchanged. Dotted line 186
represents the edge of the Merkle tree that separates hash
values that need to be recomputed and hash values that remain
unchanged when modifying coinbase transaction TXO0.
Nodes to the left of edge 186 need to be recomputed (portion
188 oftree 180), whereas nodes to the right of edge 186 do not
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need to be recomputed (portion 190 of tree 180). The mining
circuitry can store the constant nodes at edge 186 and reuse
the stored values to re-compute the Merkle root. In the
example of FIG. 8, hash values H1, H9, and H13 may be
stored, whereas the remaining hash values of tree portion 190
do not need to be stored. If desired, nodes to the left of edge
186 may be computed off-chip by circuitry external to mining
circuitry 116 (e.g., to save processing time, power, and chip
area on mining circuitry 116).

[0060] FIG. 9 is an illustrative diagram of a global ledger
that is formed from a block chain 200. As shown in FIG. 9,
block chain 200 may include an originating block 150' that
does not point to any previous block. For example, the previ-
ous block identifier 164 of block 150" does not identify any
other blocks. Each successive block 150 identifies the previ-
ous block in the chain as shown by arrows 202 (e.g., the
previous block identifier 164 of each block identifies the
previous block in block chain 200).

[0061] During mining operations, a device collects a set of
transactions that have not already been recorded in block
chain 200. The mining circuitry may identify the last (most
recently recorded) block in block chain 200. The mining
circuitry may subsequently generate a new block 150 from
the set of transactions such that the new block includes an
identifier 164 that identifies the last block of block chain 200
and solves the cryptographic puzzle of the cryptocurrency
protocol used by the block chain.

[0062] Itis possible for block chain 200 to include multiple
branches. For example, branch 204 may be generated when
different puzzle solutions are discovered that each have the
same previous block identifier. In this scenario, the branch
that is longer and includes more blocks serves as the global
register. In other words, branch 204 is ignored and the trans-
actions in block 150 of branch 204 are not considered to be
recorded, because branch 206 includes more blocks than
branch 204 (i.e., four connected blocks in branch 206 com-
pared to only three in branch 204).

[0063] Mining circuitry such as circuitry 116 of FIG. 2 may
be implemented as a dedicated integrated circuit (e.g., an
application-specific integrated circuit) as shown in the dia-
gram of FIG. 10. As shown in FIG. 10, integrated circuit 116
may have input-output (I/0) circuitry 212 for driving signals
off of device 116 and for receiving signals from other devices
via input-output pins 214. For example, 1/O circuitry 212 and
pins 214 may convey signals between mining circuitry 116
and other circuitry on electronic device 110 of FIG. 2. As
shown in FIG. 10, mining circuitry 116 may receive data from
off-chip processing circuitry such as processing circuitry 215.
Off-chip circuitry 215 may be used to pre-compute portions
of the hashing functions performed by circuitry 116. For
example, off-chip circuitry 215 may compute hash values of
portion 174 of block header 152 as shown in FIG. 7 and may
provide the hash value (e.g., hash value H,) to circuitry 116. In
another suitable arrangement, hash value H, may be provided
by mining control circuitry 216. Circuitry 116 may use hash
value H, as an input when performing hashing functions on
portion 176 of block header 152.

[0064] Mining circuitry 116 may include a core region 218
and control circuitry 216 that is coupled to the core region by
paths 224 such as interconnect paths. Core region 218 may
include multiple core circuits 220 that may be controlled by
control circuitry 216 to identify solutions to a cryptographic
puzzle. For example, each core circuit 220 may include dedi-
cated logic that performs a cryptographic algorithm such as
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the SHA function on inputs provided by control circuitry 216
over paths 224. Core region 218 may include any desired
number of core circuits that are operated in parallel by control
circuitry 216 (e.g., tens, hundreds, or more core circuits).
[0065] The inputs provided by control circuitry 216 to a
given core 220 may include a partially filled block header. For
example, the partially filled block header may include header
fields 162, previous block identifier 164, a current time, and
difficulty value 170. The inputs may include the Merkle root
of the transactions of the block to be solved, the transactions
themselves, or sufficient information for computing the
Merkle root (e.g., Merkle tree edge 186 of F1G. 8). The inputs
may include hash values H; computed by oft-chip processing
circuitry 215. The remaining fields of the block header and
block may be generated by core 220 in attempting to solve the
cryptographic puzzle with inputs provided by the control
circuitry.

[0066] Control circuitry 216 may partition the search space
of possible solutions to the cryptographic puzzle and assign
each core circuit 220 a different portion of the search space
(e.g., so that multiple core circuits 220 operating in parallel
can more efficiently search for solutions to the cryptographic
puzzle). The search space may be partitioned based on the
inputs provided by the control circuitry to the core circuits.
The search space may be partitioned, for example, by assign-
ing different ranges of nonce values 172 to different cores
220, by assigning different ranges of extra nonce values to
different cores 220, etc.

[0067] If desired, each core circuit 220 in mining circuitry
116 may include dedicated logic that performs cryptographic
hash functions such as Secure Hash Algorithm (SHA) func-
tions. For example, cores 220 may perform SHA-2 hash
functions (e.g., SHA-256 hash functions that are computed
with 32-bit words as a message schedule input to each round
of hashing and that outputs 256-bit hash outputs) on inputs
provided by control circuitry 216 over paths 224.

[0068] FIG. 11 is an illustrative diagram of an exemplary
core 220 in circuitry 116 of FIG. 10. In the example of FIG.
11, circuitry 220 is used for performing SHA-256 hashing on
inputs received from control circuitry 216. However, this is
merely illustrative and in general, core 220 may be used to
perform any desired hashing algorithm on inputs received
from control circuitry 216 (e.g., for use in a bitcoin protocol,
another digital currency protocol, or for use in a crypto-
graphic system unrelated to a digital currency), or core 220
may be formed separate from mining circuitry 116 (e.g.,on a
dedicated integrated circuit or integrated circuit separate
from mining circuitry 116) and may generally perform cryp-
tographic hashing functions (e.g., SHA-256 hashing) on any
desired input received from any desired source.

[0069] As shown in FIG. 11, core 220 may include com-
munications circuitry such as communications module 260
that receives a message input W from control circuitry 216 via
path 224. The message input W received from control cir-
cuitry 216 may include portions of block header 152 foruse as
an input to a SHA-256 hashing algorithm, for example. Core
220 may receive an initial hash input H, from external cir-
cuitry 215 via input/output port 214. The initial hash input H,
may be computed off-chip based on a portion of a bit coin
block header. For example, initial hash input H, may be com-
puted at circuitry 215 by hashing portion 174 of block header
152 (e.g., using single or double hashing with a SHA-256
hashing protocol). Core 220 may include storage circuitry
264 that includes volatile and/or non-volatile memory.
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[0070] Ifdesired, core 220 may include multiple sequential
hashing modules such as first hashing module 262 and second
hashing module 266. First and second hashing modules 262
and 266 may be used to perform a double SHA-256 hash
based oninitial hash H, and the message input received on line
224. For example, first hashing module 262 (sometimes
referred to herein as first SHA-256 module 262) may perform
SHA-256 hashing on initial hash H, and message input W to
produce afirst hash output H,,. The first hash output H, may be
provided to as a message input to second hashing module 266
(sometimes referred to herein as second SHA-256 module
266). Second hashing module 266 may receive constant fac-
tors as an initial hash input (e.g., constant factors determined
by the SHA-256 hashing algorithm such as one or more prime
numbers). Second hashing module 266 may perform SHA-
256 hashing on the constant factors using a message schedule
based on first hash output H,, to produce a second hash output
H,. (sometimes referred to herein as a final hash output).
[0071] In the example of FIG. 11, initial hash H;, includes
256 bits whereas message input W includes 512 bits. First
hash output H, may include 256 bits (e.g., as determined by
the SHA-256 algorithm implemented by first hashing module
262). Core 220 may include padding circuitry 268 for pad-
ding first hash output H, with a desired number of zeros so
that padded first hash output H, includes 512 bits (e.g., so that
first hash output H, can be used as the 512-bit message input
to second SHA-256 module 266). The constant factors input
to second hashing module 266 may include 256 bits. Second
hash output H; may include 256 bits (e.g., as determined by
the SHA-256 algorithm implemented by second hashing
module 266).

[0072] Core 220 may include difficulty comparison cir-
cuitry 270. Second hash output H,. may be provided to diffi-
culty comparison circuitry 270. Difficulty comparison cir-
cuitry 270 may compare second hash output H. to a
predetermined difficulty value received at input 272. Diffi-
culty value 272 may, for example, be received from control
circuitry 216 or other desired external circuitry. Difficulty
value 272 may, for example, be specified by the digital cur-
rency protocol implemented by mining circuitry 116 or by
any other source (e.g., the difficulty value may be determined
by the network of nodes operating on the bitcoin protocol and
may be adjusted over time so that a predictable number of
solutions to the cryptographic puzzles are computed by the
entire network in a given time period).

[0073] Ifsecond hash output H satisfies the predetermined
difficulty value (e.g., if a number of least significant zero bits
as specified by the Bitcoin protocol is sufficient or if value Hy
is less than the predetermined difficulty value), a found signal
may be issued on line 224 indicating that a solution has been
found for the given initial hash H, and message input W (e.g.,
for the bitcoin block header associated with the initial hash
and message). If no solution is found, the search space may be
changed (e.g., using a different timestamp field 168, nonce
field 172, extra nonce field, etc.) and computation may be
repeated until a solution is found, until the search space is
changed again, or until a new block 150 in block chain 200
(FIG. 9) is received.

[0074] Each hashing module 262 and 266 may perform
multiple rounds of SHA-256 hashing (e.g., as specified by the
SHA-256 hashing protocol). Each round of hashing may
involve performing the same logical functions on an input to
that round to produce an output for that round. Each round of
hashing may receive a portion of the message input W (e.g., a
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32-bit word of the message input or a modified 32-bit word
derived from the message input W). The output of a given
round may serve as an input for the next round (along with
another word from the message input).

[0075] In a scenario sometimes described herein as an
example (e.g., when operating under the Bitcoin or SHA-256
protocol), first hashing module 262 may perform 64 rounds of
hashing based on initial hash H, and input message W to
produce first hash output H,,. Similarly, second hashing mod-
ule 266 may perform 64 rounds of hashing based on the
constant factors and first hash output H, to produce second
hash output Hy.. In typical scenarios, each round of SHA-256
hashing performed by first hashing module 262 (or second
hashing module 266) may be performed by dedicated logic on
core 220. The output of a first round of SHA-256 logic in first
hashing module 262 may serve as an input to the second
round of SHA-256 logic in first hashing module 262 (along
with a word generated by message schedule logic based on
input message W), the output of which may serve as an input
to a third round of SHA-256 logic in first hashing module 262
(along with an additional word generated by the message
schedule logic based on input message W), etc. Each round of
SHA-256 performed by first hashing module 262 and second
hashing module 266 may include a hash input and a corre-
sponding message input. The hash input and message input
may be combined as determined by the SHA-256 protocol to
produce a hash output used as a hash input of the subsequent
round of SHA-256 hashing. Hash values output by each of the
rounds of SHA-256 logic except for the final round may
sometimes be referred to herein as intermediate hashing val-
ues, whereas hash values generated by the final round of
SHA-256 logic may sometimes be referred to herein as hash
output values or output hash values. The hash output of the
final (e.g., 64”) round may sometimes be referred to herein as
the hash output value H, or H. If desired, the hash output
value may be combined with the corresponding initial hash
value H, using adder circuitry to generate a value sometimes
referred to herein as a final hash value.

[0076] The logical operations implemented by the SHA-
256 hashing protocol may be performed by dedicated logic
hardware (e.g., hardcoded circuitry) on first and second hash-
ing modules 262 and 266, for example. Performing logical
operations using hardware may be significantly faster than
performing the same logical operations using software. FIG.
12 is an illustrative diagram of a single round of the SHA-256
hashing function logic that may be formed using dedicated
logic on core 220. The circuitry of FIG. 12 may be imple-
mented on the first and/or second hashing modules of FIG. 11
and may be repeated on the hashing module for each number
of rounds implemented by the hashing module (e.g., the cir-
cuitry of FIG. 12 may be repeated 64 times in each hashing
module). The circuitry of FIG. 12 may sometimes be referred
to herein as a hash schedule, hash scheduling circuitry, hash
schedule logic, or hash scheduling logic.

[0077] As shown in FIG. 12, SHA-256 hashing circuitry
298 may include storage circuitry such as storage circuitry
300 and 302 (e.g., register circuitry 300 and 302). Register
circuitry 300 may serve as an input register to the correspond-
ing round of SHA-256 hashing logic 306. Data stored on
register circuitry 300 may be passed to SHA-256 hashing
logic 306 and operated on according to the SHA-256 hashing
protocol (e.g., as shown in the logical diagram of FIG. 12).
The output of SHA-256 logic 306 may be passed to output
register 302. In typical arrangements, register circuitry 300
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and 302 each include eight corresponding registers A-H (e.g.,
a first register A, a second register B, a third register C, etc.)
that each stores a corresponding 32-bit hash value (e.g., reg-
ister A may store the most significant 32 bits ofinitial hash H,,
whereas register H stores the least significant 32 bits of initial
hash H,, for the first round of hashing). In other words, a 256
bit hash input H,, may be partitioned into eight 32-bit hash
values A-H each stored on a corresponding register of input
register circuitry 300. Each 32-bit hash value may be passed
to logic 306 along with portions (words) W, of message input
W. The output of logic 306 may be stored on register circuitry
302 (e.g., the output of logic 306 may be partitioned into
32-bit hash values A-H each stored on a corresponding reg-
ister of output register circuitry 302).

[0078] As an example, hash schedule logic 298 of FIG. 12
may be a first round of SHA-256 hashing logic formed on
hashing module 262. In this scenario, register 300 may
receive and store initial hash H; received over input/output
port 214 (e.g., partitioned into 32-bit hash portions A-H). A
32-bit input message word W, may be generated by message
scheduling circuitry based on input message W. Adder cir-
cuitry 304 (e.g., addition modulo 32 circuitry) may receive
word W, from the message scheduling circuitry as well as a
SHA-256 constant value K,. Constant value K, may be speci-
fied by the SHA-256 hashing protocol and may correspond to
the particular round number of SHA-256 implemented
between registers 300 and 302 (e.g., K, may have a first value
for the first round of SHA-256, a second value for the second
round of SHA-256, a third value for the 64” round of SHA-
256, etc.).

[0079] Input word W, may be provided to hash scheduling
circuitry 298 by corresponding message scheduling logic on
core 220. The message scheduling logic may receive message
input W from communications module 260 (FIG. 11) and
may perform operations on message W according to the
SHA-256 protocol to generate message input words W,. For
example, the message scheduling logic may perform logical
operations on input message W and may output a single 32-bit
word W, of the input message W after performing the logical
operations at any given time. A corresponding message input
word W, may be provided to adder 304 for each round of
SHA-256 in hashing module 262 (e.g., a first word W, may be
provided during the first round of SHA-256, a second word
W, may be provided during the second round of SHA-256,
etc.). Word W, may be the most significant word of the mes-
sage stored in the message scheduling logic at a given time.

[0080] The 32-bit hash values stored on registers 300, the
corresponding message input word W,, and the correspond-
ing round constant value K, may be passed to and processed
by logic 306 as shown and defined in FIG. 12. The processed
32-bit hash values may be stored on output registers 302. The
logical functions performed by logic blocks Ch, Z1, Ma, and
20 in logic 306 are defined as shown in FIG. 12. The arrange-
ment of logic circuitry 306 of FIG. 12 is determined by the
SHA-256 protocol and is merely illustrative. In general, any
desired logic may be formed in circuitry 306 for operating on
input hash values stored in registers 300.

[0081] The 32-bit processed hash values stored in registers
302 may be provided to a subsequent round of logic 306 (e.g.,
logic circuitry having the same configuration as shown in
FIG. 11) and the output of the subsequent round of logic may
be provided to an additional bank of register circuits. In this
way, each of the 64 rounds of SHA-256 logic on hashing
module 262 (or hashing module 266) may include corre-
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sponding logic circuitry 306 and register circuitry 300/302. In
another suitable arrangement, the output of register 302 may
loop back to register 300 for two or more of the 64 rounds of
SHA-256 hashing. After the final round of hashing 298 (e.g.,
the 64™ round), the process hash value stored on registers 302
in the 64 round of logic circuitry may be used as hash output
H, of FIG. 11 (e.g., after passing through 64 rounds of logic
306, first hash output H, may be produced as the hash value
stored on the final output register circuitry 302 of first hashing
module 262). Hash output H, may be passed to second hash-
ing module 266 (FIG. 11). Similar logic may be formed on
second hashing module 266 to generate final hash output H,
using the constant factors as the initial hash value stored on
input registers 300 of second hashing module 266 and using
words from the message input corresponding to first hash
output H,.

[0082] FIG.13 is an illustrative diagram of message sched-
uling logic 398 formed on the first and/or second hashing
modules of FIG. 11 for generating input words W, provided to
hash schedule logic 298 based on received message W. An
initial message such as 512-bit message input W of FIG. 11
may be stored in registers 400. Each register 400 may store a
corresponding 32-bit portion (word) of message W. The
stored message W may be shifted through registers 400 word-
by-word for each round of SHA-256 performed by hash
scheduling circuitry 298. The most significant 32-bit word W,
after each shift through registers 400 may be provided as
input word W, to the corresponding round of hash scheduling
logic 298. In this way, each 32-bit input word W, is based on
the message input W received from controller 216.

[0083] For example, during the first round of SHA-256
hash schedule 298 as shown in FIG. 12, a first most significant
32-bit word W, may be provided to adder 304 over path 404,
and each word stored on registers 400 may be shifted over to
the next register 400 (e.g., in a direction to the left as shown in
FIG. 13). The most significant 32-bit word W, after shifting
the words may be provided to adder 304 over path 404 and the
words may be shifted again to the next register 400. This
process may continue so that a different message input word
W, is provided to each of the 64 rounds of SHA-256 hash
scheduling logic 298. Some of the words stored on registers
400 may be passed to logic 406 and adder circuits 402 (addi-
tion modulo two adder circuits 402) and a corresponding
word may be provided to the last (least significant) register
400 in message scheduling logic 398.

[0084] In the example where message scheduling circuitry
398 is formed in first hashing module 262, the 512-bit mes-
sage initially stored on registers 400 may be message input W
received from controller 216. In the example where message
scheduling circuitry 398 is formed on second hashing module
266, the 512-bit message initially stored on registers 400 may
be first hash output H, (e.g., after padding to 512 bits using
padding circuitry 268) generated by first hashing module 262.
The arrangement of logic 406, registers 400, and adders 402
may be determined by the SHA-256 hashing protocol. This
example is merely illustrative and, if desired, any arrange-
ment of registers 400, logic 406, and adders 402 may be used
for generating message words W,.

[0085] Each core 220 in mining circuitry 116 may include
first and second hashing modules 262/266. This example is
merely illustrative and in general, cores 220 may include any
desired number of hashing modules that perform any desired
number of rounds of hashing using any desired hashing pro-
tocol. In the example of FIGS. 11-13, each core 220 may
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include 64 rounds of hash scheduling logic 298 (as shown in
FIG.12) and corresponding message scheduling logic 398 (as
shown in FIG. 13) for computing hash values in parallel (e.g.,
for finding a solution to the cryptographic puzzle more effi-
ciently than if only a single core is used). For example, the
first hashing module of a first core 220 may include 64 rounds
of hash scheduling logic 298, the first hashing module of a
second core 220 adjacent to the first core may include 64
rounds of hash scheduling logic, etc. Each round of hashing
logic may require a predetermined amount of chip area on
mining circuitry 116 and a predetermined amount of power
for computing SHA-256 hash functions. It may therefore be
desirable to be able to reduce area and power used by cores
220 for computing hash functions in parallel to reduce chip
cost and increase power efficiency.

[0086] Ifdesired, portions of message scheduling logic 398
and/or hash scheduling logic 298 may be shared across mul-
tiple cores 220. For example, register circuitry 300 and 302
and/or logic circuitry 306 from one or more rounds of hash
scheduling logic 298 in the first or second hashing module
may be shared between two or more cores 220 (e.g., so that
multiple cores use a single logic circuit for at least some of the
64 rounds of SHA-256 hashing). In this way, the total area
required by hash scheduling circuitry 298 and message
scheduling circuitry 398 across multiple cores 220 may be
reduced on integrated circuit 116 (and corresponding power
leakage may be minimized).

[0087] FIG. 14 is an illustrative block diagram showing
how multiple cores 220 in core region 218 on mining circuitry
116 may share common message scheduling logic circuitry
and common hash scheduling logic circuitry to minimize chip
area consumed by the corresponding hashing modules.
[0088] As shown in FIG. 14, core region 218 may include
adjacent hashing cores 220 (e.g., a first core 220-0, a second
core 220-1, a third core 220-2, and a fourth core 220-4). Each
core 220 may be formed on a corresponding logic region
(area) on mining circuitry 116 (e.g., first core 220-0 may be
formed on a first region of circuitry 116, second core 220-1
may be formed on a second region of circuitry 116 adjacent to
the region of first core 220-0, third core 220-2 may be formed
on a third region adjacent to second core 220-1, and fourth
core 220-3 may be adjacent to third core 220-2). The example
of FIG. 14 is merely illustrative. In general, any desired
number of adjacent cores 220 may share hash and message
scheduling logic.

[0089] Cores 220 may share a common communications
module 260 for interfacing with controller 216 if desired.
Shared communications module 260 may pass messages W
from controller 216 to message scheduling logic 398 on cores
220 (a first message W0 identifying the corresponding search
space for core 220-0, a second message W1 identifying the
corresponding search space for core 220-1, a third message
W2 identifying the corresponding search space for core 220-
2, and a fourth message W3 identifying the corresponding
search space for core 220-3). Messages W0-W3 may include
common bits (e.g., common portions) that are shared among
messages W0-W3 and uncommon bits (portions) that are
different between two or more of messages W1-W3 (e.g.,
because much of the search space represented by messages
W1-W3 may overlap). Message scheduling logic 398 in cores
220 may include shared message scheduling logic 422.
Shared message scheduling logic 422 may be shared between
each of' the cores 220 (e.g., some of all of the cores in region
218). In the example of FIG. 14, shared message scheduling
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logic may be formed in one or more of core regions 220-0,
220-1, 220-2, and 220-3 or may be distributed across each of
core regions 220-0, 220-1, 220-2, and 220-3.

[0090] Shared message scheduling logic 422 may utilize
commonalties (e.g., common bits or portions) in messages
WO0-W3 provided to different cores 220 to generate the same
message input words W, for each of cores 220-0 through
220-3 for a desired number of rounds of SHA-256 hashing
performed by hash scheduling circuitry 298. The desired
number of rounds may correspond to a number of rounds at
which the most significant words of messages W0, W1, W2,
and W3 are the same (e.g., regardless of which core the
messages were generated for when partitioning the search
space). After the desired number of rounds of SHA-256 hash-
ing, partially shared message scheduling logic 424 may be
used to generate message input words W, for a subset of the
four cores 220. Partially shared message scheduling logic 424
may be formed in a subset of core regions 220-0, 220-1,
220-2, and 220-3 or may be distributed across subsets of core
regions 220-0 through 220-3.

[0091] In the example of FIG. 14, two partially shared
message scheduling logic circuits 424 are each shared by two
cores 220. Each partially shared message scheduling logic
circuit may provide the same message input word W, to its
corresponding subset of cores 220 for a desired number of
rounds of SHA-256 hashing (e.g., a first circuit 424 may be
shared by cores 220-0 and 220-1 and may provide the same
message words W, to cores 220-0 and 220-1 for a desired
number of hash rounds subsequent to using shared message
scheduling logic 422 to generate the message words, a second
circuit 424 may be shared by cores 220-2 and 220-2 and may
provide the same message words W, to cores 220-2 and 220-3
for the desired number of hash rounds subsequent to using
shared message scheduling logic 422, etc.). The desired num-
ber of rounds for which partially shared logic 424 is used may
correspond to a number of rounds at which the most signifi-
cant words of messages W0, W1, W2, and W3 are the same
regardless of which of the cores associated with the respective
partially shared circuit 424 the messages were generated for.

[0092] After partially shared message scheduling logic has
been used to provide message input words W, to its corre-
sponding core hash scheduling logic, unshared message
scheduling logic 426 may be used to generate words W, for
each core 220 (e.g., words that are different across the cores).
In this way, unshared message logic 426 in core region 220-0
may generate words W, for hash logic 298 in core region
220-0, logic 426 in core region 220-1 may generate words W,
for hash logic 298 in core region 220-1, etc. (e.g., because
words W0, W1, W2, and W3 generated for cores 220-0,
220-1, 220-2, and 220-3, respectively, will eventually have
32-bit words that are dissimilar across cores, as the search
space for each core was partitioned by controller 216). In this
way, message scheduling logic 398 may take advantage of
shared bits across messages W0, W1, W2, and W3 to use a
single message scheduling logic circuit 422 to provide words
W, to hash circuitry 298 for the shared portions of messages
W0, W1, W2, and W3 and may take advantage of shared bits
across a subset of messages W0, W1, W2, and W3 to use
partially shared message schedule circuits 424 to provide
words W, to hash circuitry 298 for the bits shared across the
subset of messages. By using shared and partially shared
message scheduling logic, circuitry 218 may reduce the area
on chip 218 consumed by message scheduling logic 398
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relative to scenarios where separate and distinct message
scheduling circuitry is used for each core 220.

[0093] Hash scheduling logic 298 in cores 220 may include
shared hash scheduling logic 428 shared between each of the
cores 220. In the example of F1G. 14, shared hash scheduling
logic 298 may be formed in one or more of core regions
220-0, 220-1, 220-2, and 220-3 or may be distributed across
each of core regions 220-0, 220-1, 220-2, and 220-3.

[0094] Shared hash scheduling logic 428 may include a
predetermined number of rounds of SHA-256 logic. For
example, shared logic 428 may include logic for computing
the first four rounds of SHA-256 (e.g., using the logic shown
in FIG. 12). Shared logic 428 may receive hash input H, from
1/0 port 214 and may perform the logical operations as shown
in FIG. 12 based on messages W, received from message
scheduling logic 398. Shared hash scheduling logic 298 may
utilize commonalties in messages W provided to different
cores 220 to use the same logic circuits for a given number of
rounds of SHA-256 for each of the cores 220 (e.g., rounds for
which the result of SHA-256 will be the same regardless of
core because messages W0, W1, W2, and W3 generated for
those cores is the same).

[0095] Cores 220 may include partially-shared hash sched-
uling logic circuits 430 coupled to shared hash scheduling
logic 428. For example, shared hash scheduling logic 428
may include the hash logic and register circuitry associated
with a first number of the 64 rounds of SHA-256 hashing,
whereas partially shared logic 430 may include the logic and
register circuitry associated with a second number of subse-
quent rounds of SHA-256 hashing. In the example of FIG. 14,
a first partially shared hash scheduling logic circuit may be
shared between cores 220-0 and 220-1 whereas a second
partially shared hash scheduling logic circuit may be shared
between cores 220-2 and 220-3 (e.g., because cores 220-0 and
220-1 may have common words from messages W0 and W1
for the second number of rounds subsequent to the first num-
ber of rounds whereas cores 220-2 and 220-3 may have com-
mon words from messages W2 and W3 for the second number
of rounds).

[0096] Cores 220 may include unshared hash scheduling
logic circuits 432 coupled to corresponding partially shared
hash scheduling logic circuits 430. After the second number
of rounds of SHA-256 associated with partially shared hash
logic circuitry 430 have been completed, each core 220 may
compute the remaining rounds of SHA-256 using respective
unshared hash scheduling logic (e.g., because at this point,
messages W0, W1, W2, and W3 are different across each core
220 as determined by the assigned search space for each
core). Each unshared hash scheduling logic circuit 432 may
output a corresponding first hash output value H to be passed
to second hashing module 266 within that core 220 (e.g., a
first value H,° may be generated by first core 220-0, a second
value H,' may be generated by second core 220-1, a third
value H,? may be generated by third core 220-2, and a fourth
value H,*> may be generated by fourth core 220-3). If desired,
each hash output value may be added to the hash input value
H, using adder circuitry (not shown). In this way, commonal-
ties in the most significant words of messages W0-W3 may be
utilized to share hash scheduling circuitry across all or some
of cores 220 for a given number of the 64 rounds at the
beginning of SHA-256 hashing. By using shared and partially
shared hash scheduling logic, circuitry 218 may reduce the
area on chip 218 consumed by hash scheduling logic 298
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relative to scenarios where separate and distinct hash sched-
uling circuitry is used for each core 220.

[0097] The example of FIG. 14 is merely illustrative. If
desired, message scheduling logic 398 may be shared across
cores whereas hash scheduling logic 298 is not shared across
cores. Similarly, hash scheduling logic 298 may be shared
across cores whereas message scheduling logic 398 is not
shared across cores. If desired, any combination of shared
message scheduling logic 422, partially shared message
scheduling logic 398, and unshared message scheduling logic
426 may be omitted from message scheduling circuitry 398.
If desired, any combination of shared hashing circuitry 428,
partially shared hashing circuitry 430, and unshared hashing
circuitry 432 may be omitted from hashing circuitry 298.
[0098] FIG. 15 is an illustrative block diagram showing
how different rounds of SHA-256 hashing may be computed
using shared, partially shared, and unshared hashing circuitry
across cores 220 (e.g., in an arrangement similar to that shown
in FIG. 14).

[0099] As shown in FIG. 15, shared hash scheduling logic
428 may receive initial hash value H, from I/O port 214. A first
round RO of hash scheduling circuitry 298 (e.g., as shown in
FIG. 12) may process initial hash H, and a word W, from
message scheduling circuitry 398 and may provide an output
of round RO to second round R1 of hash scheduling circuitry
298. Message scheduling circuitry 398 is shown as a single
block for the sake of clarity but may, if desired, include shared
message scheduling logic 422, partially shared message
scheduling logic 424, and unshared message scheduling logic
426 interspersed with hash scheduling circuitry 298 or
formed around the periphery of hash scheduling circuitry
298. Hashing logic in SHA-256 hashing round R1 may pro-
vide an output to hashing logic round R2. Each round may
include corresponding logic circuitry 306, input register cir-
cuitry 300, and output register circuitry 302, and may receive
a corresponding word W, from message scheduling circuitry
398. Rounds R0, R1, and R2 of hashing logic 298 may form
shared hash scheduling logic 428 (as shown in FIG. 14)
because the output of rounds R0, R1, and R2 are used for
generating hash value H,, for multiple cores 220 (e.g., first
core 220-0, second core 220-1, third core 220-2, and fourth
core 220-3). In the example of FIG. 15, shared hash schedul-
ing logic 428 is formed in core region 220-3 but may, in
general, be formed in one or more of any desired core regions
220.

[0100] The output of round R2 may be passed to partially-
shared hash scheduling logic 430. Partially-shared hash
scheduling logic 430 may include multiple logic circuits that
perform round R3 of SHA-256. In the example of FIG. 15,
two hash scheduling logic circuits perform the hashing opera-
tions of round R3. The output of round R3 is provided to a
subset of the four cores and is therefore partially shared (e.g.,
logic R3 in core 220-2 provides its output to cores 220-0,
220-1, and 220-2 whereas logic R3 in core 220-3 provides its
output to core 220-3). After a predetermined number of
rounds of partial sharing, partially shared hash scheduling
logic 430 may provide outputs to unshared hash scheduling
logic 432. After 64 total rounds of SHA-256 hashing (e.g.,
after round R63), the output of hashing logic R63 may be
provided to adder circuitry (addition modulo two circuitry)
440. Adder circuitry 440 may add initial hash value H; to the
output of hash scheduling logic R63 to produce respective
first hash values H,, for each core 220. By sharing and partially
sharing one or more rounds of SHA-256 hashing logic across
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multiple cores 220, region 442 on mining circuitry 116 may
be free from logic circuitry, thereby reducing area consump-
tion and power leakage of cores 220 relative to scenarios
where no logic sharing is implemented across cores 220.
[0101] Asanexample of how messages may be provided to
shared, partially shared, and unshared hash scheduling cir-
cuitry, the input messages W provided to message scheduling
logic 398 may include, in order of significance, a 32-bit
Merkle root field, a 32-bit timestamp field, a 32-bit difficulty
value field, a 32-bit nonce field, a fixed field including one
high (e.g., logic “1”) bit followed by 319 low (e.g., logic “0”)
bits (e.g., a padding field), and a fixed field identifying the size
of the message. Four different input messages W0, W1, W2,
and W3 may be provided by controller 216 for four cores 220,
forexample. In this example, the Merkle root field, timestamp
field, difficulty value field, the fixed fields, and all but the two
least significant bits of the nonce field may be shared across
all four messages W0-W3, whereas the two least significant
bits of the nonce field may be unique to each of the four
messages (e.g., message W0 may have nonce least significant
bits (LSBs) “00,” message W1 may have nonce LSBs “01,;
message W2 may have nonce LSBs “10,” and message W3
may have nonce LLSBs “11”, representing the variation in
search space between the four cores).

[0102] A given one of messages W0-W3 may be stored in
registers 400 as shown in FIG. 13 (e.g., so that the most
significant Merkle root field is stored in the first register 400
and the last 32-bits of the fixed fields is stored in the last
register 400) or messages W0-W3 may be stored on respec-
tive registers 400. At a first round R0 of hash scheduling logic
298, the first 32-bit word of the message stored on registers
400 may be used as word input W,. Because the Merkle root
field is shared by all four messages W0-W3 (e.g., identical in
each of the words), the word W, used for round R0 of the hash
schedule would be the same for each of the four cores even
though each core has a different respective message W0, W1,
W2, or W3 generated by controller 216 (e.g., the same Merkle
root field may be used for all four cores at round R0, thereby
allowing the cores to share scheduling circuitry). The words
stored on registers 400 may subsequently shift by one register
(e.g., in a direction to the left as shown in FIG. 13). The
timestamp field may then be stored on the first register of
circuitry 398. As the word for round R0 of the hash schedule
is the same for all four cores, the hashing logic may be shared
between all four cores for round RO.

[0103] Atthe next round R1 of'hash schedule logic 298, the
timestamp field (e.g., the most significant 32-bit word after
shifting) in memory schedule logic 398 may be provided as
word input W, to round R1 of hash schedule logic 298.
Because the timestamp field is shared by all four messages
W0-W3 (and is thereby shared by all four cores), the word W,
used for round R1 of the hash schedule may be used for all
four cores thereby allowing the four cores to share round R1
hash schedule logic. The words stored on registers 400 may
subsequently shift by one register. The difficulty field may
then be stored on the first (most significant) register 400 of
circuitry 398. As the word for round R1 of the hash schedule
is the same for all four cores in this example, the same hashing
logic circuit may be shared between all four cores for round
R1.

[0104] At the subsequent round R2 of hash schedule logic
298, the difficulty field (e.g., the most significant 32-bit word
after shifting) in memory schedule logic 398 may be provided
as word input W, to round R2 of hash schedule logic 298.
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Because the difficulty field is shared by all four messages
W0-W3 in this example, the word W, used for round R2 may
be used for all four cores, thereby allowing the four cores to
share round R2 hash schedule logic circuitry. The words
stored on registers 400 may subsequently shift by one regis-
ter. The nonce field may then be stored on the first register 400
of circuitry 398.

[0105] At subsequent round R3 of hash schedule logic 298,
two different message words W, may be provided to the four
cores because there is a 2-bit divergence in the nonce word
provided by message schedule 398 (e.g., because the two
LSBs of the nonce field varies between messages W0-W3).
Round R3 of the hash schedule logic 298 will thereby be
partially shared across cores such that two cores 220 share a
first logic circuit to compute round R3 of SHA-256 and two
additional cores 220 share a second logic circuit to compute
round R3. In this scenario, the output registers 302 in the
round R3 of the hash schedule will vary between pairs of
cores 220 (e.g., registers A and E of register circuitry 302 will
store different values depending on which message word W,
is received such that two cores store a first set of bits on
registers A and E and the two other cores store a second set of
bits on registers A and E, whereas words stored on registers B,
C, D, F, G, and H will be identical between all four cores). The
words stored on registers 400 may subsequently shift by one
register.

[0106] At subsequent round R4, the high bit of the fixed
field and the first 31 low bits of the fixed field are provided as
the word W, to the partially-shared hash scheduling logic of
round R4. The output registers between pairs of cores will
vary in the bits stored on registers B and F of output register
circuitry 302. This pattern may continue for subsequent
rounds R5 and R6 in this example until no hardware is shared
and independent hash scheduling circuitry is formed in each
of'the four cores 220. This example is merely illustrative. Any
desired logic may be shared for computing rounds of SHA-
256 hashing on any desired message inputs.

[0107] The foregoing is merely illustrative of the principles
of this invention and various modifications can be made by
those skilled in the art without departing from the scope and
spirit of the invention. The foregoing embodiments may be
implemented individually or in any combination.

What is claimed is:

1. An integrated circuit, comprising:

a first processing core;

a second processing core;

shared logic circuitry that is shared between the first and

second processing cores; and

control circuitry, wherein the control circuitry is config-

ured to provide control signals to the shared logic cir-
cuitry, and wherein the control signals control the first
and second processing cores to complete a crypto-
graphic function in parallel according to a cryptocur-
rency protocol.

2. The integrated circuit defined in claim 1, wherein the
first processing core comprises a first cryptographic hashing
circuit that performs a plurality of sequential rounds of a
cryptographic hashing algorithm based on the control signals
and wherein the second processing core comprises a second
cryptographic hashing circuit that performs the plurality of
sequential rounds of the cryptographic hashing algorithm
based on the control signals.

3. The integrated circuit defined in claim 2, wherein the
shared logic circuitry performs a subset of the plurality of
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sequential rounds of the cryptographic hashing algorithm for
the first and second processing cores.

4. The integrated circuit defined in claim 3, wherein the
shared logic circuitry comprises a first register, a second
register, and cryptographic logic coupled between the first
and second registers, wherein the control signals comprise an
initial hash value, wherein the cryptographic logic generates
an intermediate hash value based on the initial hash value and
a message word input, wherein the intermediate hash value is
used by the first processing core to generate a first hash output
value, and wherein the intermediate hash value is used by the
second processing core to generate a second hash output
value that is different from the first hash output value.

5. The integrated circuit defined in claim 2, wherein the
control signals comprise a first message and a second mes-
sage that is different from the first message input, wherein the
first processing core further comprises a first message sched-
uling circuit that generates a first set of message input words
for the first hash scheduling circuit based on the first message,
and wherein the second processing core further comprises a
second message scheduling circuit that generates a second set
of'message input words for the second hash scheduling circuit
based on the second message.

6. The integrated circuit defined in claim 5, wherein the
shared logic circuitry generates a selected message input
word based on the first and second messages, wherein the
shared logic circuitry provides the selected message input
word to both the first and second cryptographic hashing cir-
cuits, and wherein the first and second cryptographic hashing
circuits perform at least one of the plurality of sequential
rounds of the cryptographic hashing algorithm based on the
selected message input word.

7. The integrated circuit defined in claim 6, wherein the
shared logic circuitry performs a subset of the plurality of
sequential rounds of the cryptographic hashing algorithm for
the first and second processing cores.

8. The integrated circuit defined in claim 1, wherein the
control circuitry is configured to control the first processing
core to complete the cryptographic function over a first search
space and wherein the control circuitry is configured to con-
trol the second processing core to complete the cryptographic
function over a second search space that is different from the
first search space.

9. The integrated circuit defined in claim 8, wherein the
shared logic circuitry is configured to complete a portion of
the cryptographic function that corresponds to an overlap
between the first and second search spaces.

10. The integrated circuit defined in claim 1, further com-
prising:

a third processing core, wherein the shared logic circuitry
is shared between the first, second, and third processing
cores, and wherein the control circuitry is configured to
provide the control signals to the shared logic circuitry to
control the first, second, and third processing cores to
complete the cryptographic function according to the
cryptocurrency protocol in parallel.

11. The integrated circuit defined in claim 10, further com-

prising:

partially shared logic circuitry shared by the first and sec-
ond processing cores but not the third processing core,
wherein an input of the partially shared logic circuitry is
coupled to an output of the shared logic circuitry.

12. The integrated circuit defined in claim 11, further com-

prising:
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unshared logic circuitry formed on the first processing core
but not on the second and third processing cores,
wherein an input of the unshared logic circuitry is
coupled to an output of the partially shared logic cir-
cuitry, and wherein the unshared logic circuitry is con-
figured to generate a hash output value.

13. The integrated circuit defined in claim 1, wherein the
first and second processing cores are configured to generate
bitcoin rewards in parallel by completing the cryptographic
function according to a Bitcoin protocol.

14. The integrated circuit defined in claim 1, wherein the
first processing core is formed on a first region of the inte-
grated circuit, the second processing core is formed on a
second region of the integrated circuit that is different from
the first region, and the shared logic circuitry is formed on
only one of the first and second regions of the integrated
circuit.

15. Digital mining circuitry for generating cryptocurrency
according to a cryptocurrency protocol, comprising:

message scheduling circuitry that generates a plurality of
message words based on at least one input message
received from control circuitry;

a first round of cryptographic hashing circuitry that gener-
ates a first hash value based on an input value and a first
message word of the plurality of message words;
second round of cryptographic hashing circuitry that
receives the first hash value from the first round of cryp-
tographic hashing circuitry and that generates second
and third hash values based on the first hash value and a
second message word of the plurality of message words;
and

a final round of cryptographic hashing circuitry that gen-
erates a firsthash output value based at least partly on the
second hash value and a third message word of the
plurality of message words and that generates a second
hash output value based at least partly on the third hash
value and the third message word.

16. The digital mining circuitry defined in claim 15,
wherein the final round of cryptographic hashing circuitry is
configured to generate a third hash output value based at least
partly on the second hash output value and the third message
word.

17. The digital mining circuitry defined in claim 15, further
comprising:

a first adder circuit that receives the first hash output value
from the final round of cryptographic hashing circuitry
and that receives an initial hash value from the control
circuitry, wherein the first adder circuit is configured to
generate a first final hash value based on the first hash
output value and the initial hash value;

a second adder circuit that receives the second hash output
value from the final round of cryptographic hashing
circuitry and that receives the initial hash value from the
control circuitry, wherein the second adder circuit is
configured to generate a second final hash value based
on the second hash output value and the initial hash
value.

18. The digital mining circuitry defined in claim 17, further

comprising:

data padding circuitry that generates an additional input
message based on the first final hash values generated by
the first adder circuit; and

a cryptographic hashing module that receives the addi-
tional input message and that performs a plurality of
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cryptographic hashing rounds based at least on the
received additional input message.

19. The digital mining circuitry defined in claim 17, further
comprising:

difficulty comparison circuitry that receives the first final
hash value from the first adder circuit, wherein the dif-
ficulty comparison circuitry is configured to perform a
comparison between the first final hash value and a
predetermined difficulty value, and wherein the diffi-
culty comparison circuitry is configured to output a
cryptographic solution found signal to the control cir-
cuitry based on the comparison.

20. Cryptocurrency mining circuitry on an integrated cir-

cuit, comprising:

a first processing core having first hashing circuitry;

a second processing core having second hashing circuitry,
wherein the first hashing circuitry and the second hash-
ing circuitry each includes a plurality of sequential
rounds of cryptographic hashing logic that performs
cryptographic hashing operations based at least on an
initial hash value and a plurality of message words;

control circuitry that controls the first and second process-
ing cores to complete a cryptographic function accord-
ing to a cryptocurrency protocol over respective first and
second search spaces, wherein the first search space is
different from the second search space; and

shared message scheduling circuitry that provides a first
message word of the plurality of message words to a first
round of cryptographic hashing logic in both the first
hashing circuitry and the second hashing circuitry.

21. The cryptocurrency mining circuitry defined in claim

20, further comprising:

a third processing core having third hashing circuitry,
wherein the third hashing circuitry includes a plurality
of sequential rounds of cryptographic hashing logic that
performs cryptographic hashing operations based at
least on the plurality of message words, wherein the
control circuitry controls the third processing core to
complete the cryptographic function over a third search
space that is different from the first and second search
spaces.

22. The cryptocurrency mining circuitry defined in claim
21, wherein the shared message scheduling circuitry provides
the first message word to a first round of cryptographic hash-
ing logic in the third processing core.

23. The cryptocurrency mining circuitry defined in claim
22, further comprising:

partially shared message scheduling circuitry that provides
a second message word to a second round of crypto-
graphic hashing logic in the first and second processing
cores without providing the second message word to the
third processing core, wherein the second round of cryp-
tographic hashing logic is subsequent to the first round
of cryptographic hashing logic.

24. The cryptocurrency mining circuitry defined in claim

23, further comprising:

unshared message scheduling circuitry that provides a
third message word to a third round of cryptographic
hashing logic in the first processing core without pro-
viding the third message word to the second and third
processing cores, wherein the third round of crypto-
graphic hashing logic is subsequent to the first and sec-
ond rounds of cryptographic hashing logic.
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25. The cryptocurrency mining circuitry defined in claim
24, wherein the shared message scheduling circuitry is con-
figured to generate the first message word based on a first
message received from the control circuitry for the first pro-
cessing core, a second message received from the control
circuitry for the second processing core, and a third message
received from the control circuitry for the third processing
core, wherein the second message is different from the first
message and the third message is different from the first and
second messages.

26. The cryptocurrency mining circuitry defined in claim
25, wherein the partially shared message scheduling circuitry
is configured to generate the second message word based on
the first and second messages received from the controller.

27. The cryptocurrency mining circuitry defined in claim
26, wherein the unshared message scheduling circuitry is
configured to generate the third message word based on the
first message received from the controller.

28. The cryptocurrency mining circuitry defined in claim
27, wherein the first message comprises a 512-bit message,
the initial hash value comprises a 256-bit initial hash value,
the cryptographic hashing operations comprise Secure Hash
Algorithm 256 (SHA-256) cryptographic hashing operations,
and the cryptocurrency protocol comprises the Bitcoin pro-
tocol.
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