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The Privacy Act of 1974 (P.L 93ft579} requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of U1is information is 35 
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the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of tM record. 
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responsibility to recommend improvements in records management practices and programs, under 
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regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
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8. A record from t~1is system of records may be disclosed, as a routine use, to tM public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1 .14, as a routine use, to tM 
public if the record was filed in an application which became abandoned or in w~1ich the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
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enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Applicant!Patent Owner: Aptiv Technologies Limited 

Application No./Patent No.: ______________ Filed/Issue Date: _H_e_r_e_w_it_h __________ _ 

Titled: FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS 

Aptiv Technologies Limited , a corporation 
--------------------

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 
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holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below): 

A. 0 An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel ______ , Frame ______ , or for which a copy 
thereof is attached. 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

2. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U .S.C. 122 and 37 CFR 1 .11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 

Microchip Ex. 1010, p. 3 
Microchip v. Aptiv 

PGR2024-00011



PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

D As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Craig A. Baldwin/ 22 October 2019 
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Craig A. Baldwin Assistant Secretary 37772 

Printed or Typed Name Title or Registration Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examine your submission, which may result in termination of proceedings 
or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Abstract 

A method to enable a vehicle's embedded USB Host system to connect to multiple 

mobile devices through a USB Hub, regardless of whether the mobile devices are configured to 

act as USB Hosts or USB Devices, without USB On the Go (OTG) controllers or additional 

5 vehicle wiring, or inhibiting the functionality of any consumer devices connected to the same 

USB Hub. Preferably, the method is configured to provide that no additional cabling is required, 

and no hardware changes are required to be made to the HU. The method can be employed 

between a vehicle's embedded USB Host, USB Hub and at least one consumer accessible USB 

port. When the consumer device is acting as a USB Host, signals between the consumer device 

10 and the vehicle's embedded USB Host are processed through a USB bridge, thereby rendering 

the consumer device compatible with the vehicle's embedded USB Host. 
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What is claimed is: 

1. A method for providing efficient communications among USB components of a data 

communication system that includes multiple USB hosts and multiple USB devices, said 

method comprising the steps of: 

2. 

providing a first input port for receiving a first USB signal from a first USB host; 

providing a second input port for receiving a second USB signal; 

routing the second USB signal from a second USB host via a USB bridge to said 

first USB host, and 

routing the second USB signal from a USB device via a USB hub to said first 

USB host. 

The method according to claim 1, wherein said second USB signal from the second USB 

host is not routed to the first USB host via the USB hub. 

3. The method according to claim 1, wherein the second USB signal is routed via only one 

of the USB bridge or the USB hub. 

15 4. The method according to claim 1, wherein the second USB signal from the second USB 

host is transmitted to the first USB host via the USB bridge and the USB hub. 

5. A method, comprising the steps of: 

providing a first USB port for communication with a USB host; 

providing a second USB port for communicating with a consumer device; 
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15 

20 

6. 

providing a signal detection circuit for receiving USB signals from the consumer 

device via said second USB port; 

determining, via the signal detection circuit, whether the USB signals emanating 

from the consumer device indicate that the consumer device is operating in a USB host 

mode and if so, routing said USB signals via a USB bridge to said first USB port; 

determining, via the signal detection circuit, whether the USB signals emanating 

from the consumer device indicate that the consumer device is operating in a USB device 

mode and if so, routing said USB signals via a USB hub to said first USB port. 

A USB communication management method for interconnecting sources of USB signals, 

said method comprising the steps of: 

receiving first USB host signals from a first USB host; 

receiving second USB signals from a second USB signal source; 

determining whether the second USB signals emanate from a second USB host; 

routing the second USB signals emanating from the second USB host via a USB 

bridge to said first USB host; and 

routing the second USB signals not determined to emanate from a USB host via a 

USB hub to said first USB host. 

7. The method according to claim 8, further comprising the steps of: 

determining whether the second USB signals emanate from a USB device; and 

routing the second USB signals determined to emanate from the USB device via a 

USB hub to said first USB host. 
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8. (Currently amended) A USB communication management method for interconnecting 

sources of USB signals, said method comprising the steps of: 

receiving a first USB host signal from a first USB host; 

receiving a second USB signal from a second USB signal source; 

determining whether the second USB signal emanates from a second USB host; 

establishing a first communication path via a USB bridge between said first USB 

host and said second USB signal source if said second signal emanates from the second 

USB host; and 

establishing a second communication path via a USB hub between said first USB 

host and said second USB signal source if said second USB signal is determined not to 

emanate from the second USB host. 

9. The method according to claim 8, further comprising the steps of: 

determining whether the second USB signal emanates from a USB device; and 

establishing the second communication path via a USB hub between said first 

USB host and said second USB signal source if said second USB signal is determined to 

emanate from the USB device. 

10. The method according to claim 8, wherein the first communication path does not include 

a USB hub and wherein the second communication path does not include a USB bridge. 
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11. A method for providing efficient communications among USB components of a data 

communication system that includes multiple USB hosts and multiple USB devices, said 

method comprising the steps of: 

providing a first port connected to a first USB host; 

providing a second port connected to a second USB host; 

providing a third port connected to a USB device; 

providing a USB hub configured to simultaneously broadcast data from the first 

USB host to the second and third ports and to transmit data from the second USB Host to 

the first USB host. 
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FLEXIBLE MOBILE DEVICE CONNECTIVITY TO 

AUTOMOTIVE SYSTEMS WITH USB HUBS 

Related Applications 

DP-322037 CON3 

This application is a continuation application and claims benefit under 35 U.S.C. § 120 of 

U.S. Patent Application No. 15/441,775, filed February 24, 2017, which claimed benefit of U.S. 

Patent Application No. 15/268,728, now U.S. Patent No. 9,619,420, filed September 19, 2016, 

which claimed benefit under 35 U.S.C. § 120 of U.S. Patent Application No. 14/487,947, now 

U.S. Patent No. 9,460,037, filed on September 16, 2014, which claimed benefit under 35 U.S.C. 

§ 119(e) of U.S. Provisional Patent Application No. 61/882,915, filed on September 26, 2013, 

the entire disclosure of each of which are hereby incorporated herein by reference. 

Background 

The present invention generally relates to Universal Serial Bus ("USB") connectivity 

between, for example, mobile consumer devices and vehicle electronic systems. More 

specifically, the present invention relates to a system which is configured to provide that 

5 consumer devices that act as either USB host or USB device can connect to a vehicle's 

embedded USB host that does not have On the Go ("OTG") capability through an embedded 

USB hub in the vehicle. 

Historically, mobile consumer devices such as media players, smart phones, tablets and 

the like have relied on connections to other devices, such as laptop or desktop personal 

10 computers ("PC's") to acquire content, exchange data, and charge the device's internal battery. 

For many years now, that has been accomplished through USB ports on each device. The use of 
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USB technology is suitable for such needs since it is commonly available, familiar to the end 

user, cost effective and ubiquitous. USB protocols require a point-to-point connection in which 

one end is the USB Host or master, and the other end is a USB Device or slave. In this way, the 

flow of messages between the two devices is managed and controlled, whereby the USB Device 

5 responds to messages initiated by the USB Host. Historically, PC's have provided USB Host 

ports for connection to simpler USB Devices such as printers, memory sticks, mobile phones, 

etc. The USB Host has a greater burden of software and hardware requirements than a USB 

Device, so it has made sense to designate the PC as the USB Host in such systems. 

In vehicle systems that employ USB connections, the same concepts apply. In such 

10 systems, the vehicle is typically the USB Host. The USB Host function is often embedded into a 

component of the vehicle infotainment system, such as into the radio or other control module. 

Typically, multiple USB ports are strategically designed into the vehicle in locations convenient 

for the driver and passengers to connect their consumer devices. Once a consumer device is 

connected to one of the ports, the device begins charging and the vehicle infotainment system 

15 can access content on the consumer device. This is useful to enable features such as streaming 

music, video and other services the device may provide. 

Such a system requires that each of the USB ports be physically connected to the 

vehicle's USB Host in a manner suitable for USB data flow. This is accomplished through 

electrical cabling which is embedded in the vehicle, and which connects each of the ports to the 

20 USB Host. Since there can be many USB ports in a vehicle, and each port requires a cable to 

connect the port to the USB Host, it is desirable to share cabling when possible to minimize cost 

and mass of the vehicle. This is accomplished through the use of USB Hubs. USB Hubs allow a 
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single USB Host to connect to multiple USB Devices over a single cable between the USB Host 

and the USB Hub. As shown in Figures I and 2, a single USB Hub can connect one USB Host 

to several USB Devices. Specifically, Figure I illustrates a system wherein a self-powered USB 

Hub having a plurality of USB ports connects to a plurality of USB Devices (via a plurality of 

5 consumer-facing USB ports), while Figure 2 illustrates a system wherein a self-powered USB 

Hub provides not only a plurality of USB ports which are in communication with a plurality of 

consumer-facing USB ports, but also a Secure Digital ("SD") card reader which is connected to a 

consumer-facing SD card connector. Other portions of Figures I and 2, such as Power 

Management, are standard in the industry and self-explanatory upon viewing Figures I and 2. 

10 Furthermore, as shown in Figure 3, multiple USB Hubs can be tiered, such that USB 

Hubs connect to other USB Hubs. Specifically, Figure 3 illustrates a vehicle system architecture 

that includes a central vehicle microcontroller (also referred to as the Head Unit or "HU"). 

Connected to the Head Unit are components or systems such as displays, the audio system, 

entertainment system and the driver controls. The Head Unit may be architected as a single 

15 module encompassing all functions or distributed such that various functions are managed by 

individual modules. The Head Unit includes a Root USB Hub which is typically connected to 

one or more downstream USB Hubs distributed throughout the vehicle. Each USB Hub has a 

plurality of downstream ports (at least one of which may be an SD reader or USB audio device), 

thereby effectively providing that each USB port in the vehicle has a connection to the USB Host 

20 or Head Unit. In Figure 3, for example, the Root Hub is embedded in the radio, and is connected 

to four (4) self-powered USB Hubs, wherein one is in the vehicle's center console, one is in the 

vehicle's center stack, and two are in the vehicle's rear seats. 
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Recently, mobile devices such as smart phones have gained in popularity. This is, in 

part, due to their usefulness as standalone computing devices. With advances in consumer 

electronic technology and increases in the speed of mobile networks, these devices are no longer 

reliant on being connected to PCs to access content. These smart mobile devices now have many 

5 of the same hardware resources, connectivity and software operating systems that only PCs had 

in past years. As has been the case with desktop PCs, accessories for these mobile devices have 

become available to aid in their ease of use. These accessories have included devices such as 

keyboards, mice, displays, touchscreen, audio systems, and other interface devices. These 

accessories commonly connect via a USB connection. By way of established convention in the 

10 consumer electronics market, these accessories are typically low cost and limited in USB 

capability to act only as a USB Device. To connect them to a smart phone, the smart phone must 

be the USB Host. Therefore, leading mobile device manufacturers and system designers have 

begun designing their mobile device products (i.e. smart phones, tablets, etc.) to support both 

USB Host and USB Device roles. In other words, the phone may configure itself such that it can 

15 function as a USB Device when it needs to be, or as a USB Host when it needs to be. Recently, 

the system level design thinking has shifted towards viewing smart phones as the USB Host, and 

any device connecting thereto as the USB Device. Again, this is not surprising since this is 

exactly how laptops and PCs work today. Extending this trend into the future, it can be predicted 

that the smart phone will act primarily as the USB Host, and will rarely or never act as a USB 

20 device. This presents some problems for automotive systems. 

As explained previously, automotive systems have a USB Host and require USB Devices 

to connect to it. If a phone acts as a USB Host, then the system will not function since by USB 
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convention, two USB Hosts cannot directly connect with each other. Automotive manufacturers 

desire compatibility with smart phones and are therefore motivated to adapt to this changing 

technology. A redesign of the USB architecture in the vehicle is thus necessary such that the 

vehicle can act either as the USB Host (when necessary to connect to USB Devices such as 

5 memory sticks, thumb drives, etc.) or USB Device (when necessary to connect to USB Hosts, 

such as a smart phone which demands to be USB Host rather than USB Device. 

The USB organization has added a standard that addresses the need for devices to act as 

either USB Host or USB Device and as such can be considered a "dual role" USB controller. It 

is referred to in USB nomenclature as "On the Go" or "OTG" for short. Any device that meets 

10 the OTG standard can act as either USB Host or USB Device and can change roles dynamically. 

Therefore, one possible approach to modifying the vehicle USB architecture to support all use 

cases is to upgrade the vehicle's USB Host to USB OTG. This solution addresses the issue but 

has some disadvantages. First, USB Hubs do not support OTG and can no longer be used in the 

system. Each consumer accessible USB port that supports OTG must have a dedicated wire link 

15 to a dedicated OTG controller in the Head Unit thus negating the wiring savings associated with 

use of USB Hubs. As a result several costly cables may need to be added to the vehicle's 

electrical system. Second, there may not be enough OTG controllers available in the Head Unit 

to connect to each of the vehicle's user accessible USB ports. This then forces the vehicle 

designer to choose a limited number of the many USB ports in the vehicle to support the OTG 

20 function and run dedicated USB cables to them. This can lead to user confusion and 

dissatisfaction since only certain consumer ports support the required functionality. Also, ports 

that support OTG may be co-located with other physically identical ports that do not. If the user 
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chooses the wrong one, the applications they desire to run from the consumer device that 

requires USB Host mode won't work. 

Another possible solution is to implement custom USB hubs wherein the USB Hub is 

able to dynamically swap its upstream port with one it's downstream ports when commanded to 

5 do so. System solutions built with this concept still require OTG controllers in the head unit but 

benefit from the fact that no additional wires need to be installed in the car. The existing USB 

cable between the USB OTG Host and the USB Hub can facilitate the necessary USB 

communications between the USB OTG controller in the Head Unit (HU) and a consumer device 

in USB Host (such as a smart phone). This solution also has some disadvantages however. For 

10 example, when the USB Hub is commanded to swap its upstream port with a downstream port, 

all other downstream ports of the USB Hubs lose their data connection with the Head Unit. 

While in this mode the Head Unit access to the other downstream ports of the hub cease. This 

may prevent use of certain vehicle system functions such as navigation or audio playback that 

may need consistent access to the other downstream ports of the hub to function. Furthermore, it 

15 requires the HU to have an available USB OTG port and a signaling path to control the hub 

upstream/downstream port configuration. 
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Summary 

An object of an embodiment of the present invention is to provide a system which is 

configured to enable a vehicle's embedded USB Host system to connect to mobile devices 

through a USB Hub, regardless of whether the mobile devices are configured to act as USB 

5 Hosts or USB Devices, without the need to provide OTG or dual role controllers in the head unit 

and without the need to provide additional cabling in the vehicle. Preferably, no hardware 

changes are required to be made to the USB Host circuits in the HU. 

An embodiment of the present invention provides a system which can be employed 

between a vehicle's embedded USB Host and at least one, but preferably multiple, consumer 

10 facing USB ports provided in the vehicle for connection to consumer devices. The system is 

configured to recognize and control whether the consumer device is required to be connected to 

each USB port as a USB Host or as a USB Device. Further, the system is able to dynamically 

switch the device connection between USB Device mode and USB Host mode when desired. In 

the case where the consumer device is acting as a USB Device, signals are routed normally 

15 through a USB Hub to the Head Unit. In the case where the consumer device is acting as a USB 

Host, signals between the consumer device and the vehicle's embedded USB Host are routed and 

processed through a USB Host to Host Bridge which is connected to the USB Hub, thereby 

rendering the consumer device compatible with the vehicle's embedded USB Host. 

The present invention is capable of being implemented in several different embodiments. 

20 For example, an embodiment of the present invention comprises a USB Hub Module having a 

USB Hub, USB Bridge, and USB routing switches implemented as discrete devices. The USB 
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Hub upstream port is configured to be connected to a vehicle's embedded USB Host (such as a 

USB Host in a Head Unit). The USB Hub Module also includes a switching device (such as 

USB analog multiplexing switches for example) that is configured to route each consumer port to 

either the Bridge or the Hub. The USB Bridge is configured to effectively control the switching 

5 device. The USB Bridge is configured, based on signals from the Head Unit, whether the 

consumer device which is connected to the USB port is acting as USB Host or USB Device. In 

the case where the consumer device is acting as USB Host, the USB Bridge controls the 

switching device to route the USB port to the Bridge. The Bridge processes the signals from the 

consumer device and provides them to the USB Hub, thereby rendering the consumer device 

10 compatible with the vehicle's embedded USB Host. In the case where the consumer device is 

acting as USB Device, the USB Bridge controls the switching device such that the switching 

device provides the signals to the USB Hub, effectively bypassing the Bridge. 

Still another embodiment of the present invention provides that the USB routing logic, 

USB Bridge, and USB Hub are integrated in a single combination USB Hub/USB Bridge 

15 Integrated Circuit (IC). 

Still other embodiments are entirely possible, some of which are described and illustrated 

herein. For example, the concept can be extended to include additional embedded USB Device 

functions such as USB HID and USB Audio. Further it is also envisioned that all consumer 

facing USB ports of the Hub Module can emulate or otherwise support dual role USB capability 

20 provided that each downstream port has a Bridge to support USB Host mode for the connected 

device and a direct connection to the USB Hub to support USB Device mode. In all cases, 

compliance to USB protocols and architectures is preferably maintained. 
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Brief Description of the Drawings 

The organization and manner of the structure and operation of the invention, together 

with further objects and advantages thereof, may best be understood by reference to the 

following description taken in connection with the accompanying drawings wherein like 

5 reference numerals identify like elements in which: 

10 

15 

Figure 1 illustrates a system wherein a multiple port self-powered USB Hub functions to 

connect a single USB Host to a plurality of USB ports; 

Figure 2 illustrates a system wherein a self-powered USB Hub provides not only a 

plurality of USB ports, but also a Secure Digital ("SD") card reader; 

Figure 3 illustrates a vehicle infotainment system structure wherein multiple USB Hubs 

are connected together or tiered, such that USB Hubs feed other USB Hubs; 

Figure 4 illustrates a system which is in accordance with an embodiment of the present 

invention, wherein a USB Hub, USB Bridge and a switching device are provided as discrete 

components; 

Figure 5 illustrates a system which is in accordance with an alternative embodiment of 

the present invention, wherein USB routing/switching logic and a USB Bridge are integrated 

with a USB Hub in a combination USB Hub/USB Bridge Integrated Circuit (IC); 

Figure 6 illustrates the different components of the combination USB Hub/Bridge IC 

shown in Figure 5; 
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5 

Figure 7 illustrates one possible endpoint configuration of the USB Bridge shown in 

Figures 5 and 6; and 

Figure 8 illustrates an example implementation of a Head Unit Software Architecture. 

Description of Illustrated Embodiments 

While this invention may be susceptible to embodiment in different forms, there are 

specific embodiments shown in the drawings and will be described herein in detail, with the 

understanding that the present disclosure is to be considered an exemplification of the principles 

of the invention, and is not intended to limit the invention to that as illustrated. 

Figure 4 illustrates a system which is in accordance with an embodiment of the present 

10 invention. The system is configured to effectively render a vehicle's embedded USB Host 

compatible with consumer devices which are configured to also act as USB Host or USB Device. 

The system is in the form of a self-powered USB Hub Module having a USB, a USB Bridge, and 

a switching device implemented as discrete devices. The USB Hub is preferably provided in the 

form of an integrated circuit (IC), and is configured (via an upstream USB port) connected to a 

15 vehicle's embedded USB Host (such as a USB Host in a Head Unit) via vehicle internal wiring, 

such as, in one embodiment, via a single USB data cable between the Head Unit and USB Hub. 

The USB Hub also includes a plurality of downstream USB ports, at least one of which is 

connected to a USB Bridge (which also is preferably provided in the form of an integrated circuit 

(IC)). At least one downstream USB port of the USB Hub is connected to a switching device 

20 (such as USB analog multiplexing switches, for example). The switching device is configured to 

be connected to at least one USB port in the vehicle for connection to a consumer device. The 
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USB Bridge is configured to effectively control the switching device although other control 

mechanisms are envisioned. The USB Hub Module is configured such that signals received 

from at least one USB port are received by the switching device, and the switching device routes 

the signals to the USB Bridge or the USB Hub. In the case where the consumer device is acting 

5 as USB Host, the USB Bridge processes the USB packets from the consumer port and provides 

them to the USB Hub, thereby rendering the consumer device compatible with the vehicle's 

embedded USB Host. In the case where the consumer device is acting as USB Device, the USB 

Bridge controls the switching device such that the switching device provides the USB signaling 

directly to the USB Hub, bypassing the Bridge. 

10 As shown in Figure 4, the system also includes Power Management structure, as well as 

some other conventional structure not specifically shown in Figure 4, but which would be readily 

assumed to be present by one having ordinary skill in the art. 

In use, the Head Unit controls the switching device via the USB Bridge hardware or any 

other convenient means of control. The HU software application may choose to enable, for 

15 example, a phone on any one of the consumer USB ports, by requesting, commanding or 

otherwise knowing the phone is required to be in USB Host mode and commanding the routing 

of the specific USB port the phone is attached to the USB Bridge. Once routed to the USB 

Bridge, the phone will detect a USB Device is connected and the phone will begin the standard 

USB enumeration sequence. The detection and enumeration processes are defined by USB 

20 standards and not explained here in detail. However, for purposes of describing the operation of 

the invention, a general understanding is provided herein. The enumeration process follows a 

strict sequence of USB descriptor requests from the USB Host and USB descriptor responses 
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from the USB Device that allow the Host to determine the capabilities and functions of the 

Device and configure the USB Device for operation. Once the complete set of device descriptors 

are known the USB Host will then load the appropriate USB driver(s) and applications to support 

in the functionality that the USB Device provides. In the scope of this invention it is envisioned 

5 that the responses to the descriptor requests made by the phone (USB Host) are either answered 

locally by the Bridge or preferably, the requests are forwarded through the Bridge to the Head 

Unit where its device drivers process the request and return the response. The descriptor 

responses from the device driver are conveyed to the USB Bridge, which then, in turn, passes 

them to the phone. By passing descriptor request to the Head Unit drivers and returning the 

10 responses from the Head Unit drivers back to the consumer device, the Bridge appears as a 

transparent component in the USB system architecture. The system capabilities are controlled by 

the Head Unit and the system remains flexible without need for changes to the Bridge firmware 

or hardware when the system designer requires changes to the descriptor responses. Once the 

consumer device completes the enumeration process, the Head Unit's USB functional 

15 capabilities are known to the consumer device and the consumer device may enable use of those 

functions over USB communication. At this point, the consumer device or the Head Unit may 

begin activating any number of supported services such as data connections, streaming audio and 

streaming video to and from the vehicle via the USB Bridge. 

Another embodiment of the present invention can be provided, wherein the bridge is 

20 configured to act as an OTG port thus negating the need for switches and/or routing logic. In 

this case there would exist one Bridge functional block for each downstream port. This 

embodiment would effectively be a more generalized case of the example illustrated in Figure 4. 
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Figure 4 shows just one Bridge that any one of the consumer USB ports can be routed to. With 

just one bridge, only one consumer USB port can be connected to a USB host at a time. 

However, if each downstream port of the Hub has a dedicated Bridge, then multiple consumer 

ports can support connection to USB Host devices at the same time. Thus, any consumer port 

5 can be in either USB Host or USB Device mode at any time independently of the others. 

Figure 5 illustrates an alternative embodiment wherein the switching device comprises 

USB routing logic, and both the USB routing logic and the USB Bridge are integrated with the 

USB Hub in a combination USB Hub/USB Bridge Integrated Circuit (IC). This configuration has 

cost and size advantages over building it with discrete components connected together on a 

10 printed circuit board. 

Figure 6 illustrates the internal components of the USB Hub/USB Bridge Integrated 

Circuit (IC) shown in Figure 5. As shown, preferably the components of the USB Bridge include 

a bridge controller as well as endpoint buffers. While the exact configuration of endpoints is 

effectively up to the system designer to choose for a particular need, a specific example of one 

15 possible endpoint configuration is shown in Figure 7; however, many others are possible. 

As shown in Figure 7, the endpoints of the Bridge may be designed to support multiple 

pipes of Bulk USB data connections between the Host A (Head Unit) and Host B (consumer 

device). In the Bridge, the IN endpoints of Device A are connected to the OUT endpoints of 

Device B and the OUT endpoints of Device A are connected to the IN endpoints of Device B. 

20 The design of the Bridge may be such that the data flow between the endpoints may be direct or 

buffered. For example, in the case of direct connection, once a USB packet is received from 
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Host A on a Device A OUT endpoint, the internal logic of the Bridge moves to packet to the 

Device B IN endpoint if it is available. If Device B IN endpoint is full or otherwise not available 

then subsequent attempts of Host A to send more packets to Device A in the Bridge will be 

rejected until such time that the Device B IN endpoint is clear and the contents of the Device A 

5 OUT buffer is moved to it. Alternatively, there may exist a local buffer in the Bridge between 

the endpoints of Device A and B. For example, packets received on an OUT endpoint of Device 

A are placed in a local memory device for temporary storage until Device B IN endpoint is ready 

for them. The OUT endpoints are thus capable of receiving multiple packets from the Host until 

the buffer is full. Likewise the IN endpoints may, at times, transmit multiple packets until the 

10 buffer is empty. Such buffers are not required, but are envisioned, to improve system throughput 

performance in certain circumstances where one of the USB Hosts is occasionally busy and not 

keeping up with USB transactions at the same rate as the other USB Host. Regardless of the 

buffer configuration, the Bridge hardware has IN and OUT endpoints on Device A mapped to 

OUT and IN endpoints respectively on Device B, thus forming a bidirectional bridge that passes 

15 USB traffic between two USB Hosts with bandwidth sufficient to support the application 

requirements of the system. 

Also shown in Figure 7, Device A and Device B provide a bidirectional Control endpoint 

connected to their respective USB Hosts. Control endpoints are required per USB standard to 

support USB defined control messages between the Host and Device both during and after the 

20 enumeration sequence. Optionally, USB endpoints may also be utilized per USB standard to 

employ messages intended to control user defined custom device specific behavior, referred to as 

Vendor Specific messages. As can be seen in Figure 7, the Control endpoints are mapped to the 
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Bridge Controller (BC). The BC logic may be implemented in hardware or preferably software. 

The BC provides the capability to send, receive and process USB standard Control endpoint 

messages as well as vendor specific messages essential to the control and operation of the 

Bridge. At system startup, the A Host requests and receives descriptors from the BC via the 

5 Control endpoint. Once complete, Host A then loads the Bridge Driver in its software stack and 

configures the custom Bridge hardware for operation. Host A can then control the functions of 

the Bridge, such as USB switch routing control. The system is now ready to accept connection 

with USB Host mode consumer devices on the B Device of the Bridge. When such a connection 

is made, the BC will notify the Bridge Driver in Host A by sending a message on the control 

IO endpoint to Host A. Further, Host B will begin sending descriptor requests on the control 

endpoint to Device B in Bridge. The BC receives theses requests, encapsulates them with 

information that identifies them as descriptor requests from Host B and passes them to the 

Bridge Driver on Host using the control endpoint. Host A Bridge Driver receives these requests, 

identifies them as descriptor requests and passes the requests on to other software components in 

15 Host A system and waits for the descriptor responses. The descriptor responses are encapsulated 

by the Bridge driver to indicate they are descriptor responses that are to be forwarded to Host B. 

The response is then sent to the BC via the control endpoint. The BC receives them, identifies 

them as descriptor responses that should be forwarded to Device B and places them on the 

control endpoint for Device B. This process of receiving and forwarding messages back and 

20 forth between the two hosts continues until the enumeration process is complete with Host B. 

From that point on the two hosts may begin to use the IN and OUT endpoints to transfer 

application data and services over the bulk endpoints. 
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Figure 8 illustrates one possible configuration of the system architecture including 

software components in the Head Unit interfacing with the Bridge/Hub. There are multiple ways 

that the operating system and software architecture can be constructed to support the functions of 

the USB Bridge/Hub. In Figure 8, a typical Linux implementation is shown including the 

5 Bridge/Hub Module and the Head Unit. The system design utilizes standard Linux Kernel 

components and configurations and should be familiar to those skilled in the art. The Head Unit 

USB Host Controller hardware is driven by the Host Controller Driver. The Host Controller 

Driver is connected to the USB Core. The USB Core connects the HCD with the standard USB 

Linux Device Drivers and the custom Bridge Driver. The Bridge Driver is configured to 

10 optionally connect directly to the User Space Application software or to the USB Gadget Driver 

depending on system architecture. The custom Bridge Driver plays a dual role of both 

controlling the functions of the Bridge hardware as well as providing a data path between the 

gadget device drivers and applications running on the Head Unit. The architecture illustrated is 

capable of handling both the operation and data paths associated with the Bridge and the Hub at 

15 the same time, thus allowing concurrent operation of consumer devices operating in USB Device 

mode with consumer devices operating in USB Host mode. In one embodiment, the Hub/Bridge 

supports simultaneous active USB data connections between the Head Unit and multiple 

consumer devices, at least one of which being in host mode while the others are in device mode. 

In another embodiment, the Hub/Bridge supports simultaneous active USB data connections 

20 between the Head Unit and some combination of embedded and consumer USB devices along 

with at least one device being in host mode. While it is understood that the software functions of 

the head unit are essential to building a complete system, the designs of which can vary 
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significantly and this example is provided only as a means of demonstrating one way to utilize 

the functionality of the present invention. 
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LINK SYSTEM FOR ESTABLISHING HIGH SPEED NElWORK COMMUNICATIONS 

AND FILE TRANSFER BElWEEN HOSTS USING 1/0 DEVICE LINKS 

FIELD OF THE INVENTION 

[0001] The present application relates generally to the establishment of a net\vork for 

communications and high speed file transfers between one or more Host systems using bridged 

connections of standard high speed peripheral devices and cables; and having a preferred 

implementation that leverages Universal Serial Bus (USB) peripheral cables and device 

components, to establish USB Host to Host and Host to multi-Host net\vorking and high speed 

file transfers. 

BACKGROUND OF THE INVENTION 

[0002] Peripheral communications protocols provide the ability to connect additional 

electronic devices directly to the CPU of a Host system. Most modem peripheral 

communications protocols provide ultra-high speed connections to ensure the transfer of data to 

meet the requirements of modem CPUs. Popular peripheral protocols include the Universal 

Serial Bus (USB) and the Peripheral Component Interconnect (PCI) among others. USB is a 

globally accepted and widely used plug-and-play interface for peripheral devices such as digital 

cameras, scanners, printers, Compact Disc (CD) players, Digital Versatile Disc (DVD) players, 

as well as modem game consoles, etc. USB connections continue to evolve, providing 

improvements in high speed data transfer ,vith power delivery. Two recently released versions of 

the USB Specification introduced multiple advantages over previous versions and other 

protocols, including full duplex communications. USB version 3.0 (hereinafter "USB 3") 

delivers high speed data rates of 5Gbps (Gigabits per second) and USB version 3.1 (hereinafter 

"USB 3.1 ") delivers lOGbps. 

[0003] Peer to peer connections between Hosts using USB version 2.0 (hereinafter "USB 2.0" 

or "USB 2") employ a fixed Host to Host cable with embedded specialized electronic 

components and dependent on various protocol conversions. The USB 2.0 Host to Host cable is, 

in reality, a virtual Ethernet cross-over cable or bridge device deployed using the USB interface 

solely as the medium for interconnection to the Host computers. As such, these cables require 

proprietary drivers and paired application software running at both ends of the connection; thus 

creating substantial throughput limitations as Internet Protocol (IP) packet processing and 

conversions are required at each Host to support the connection. As a result, despite an available 

40MBps throughput provided by the USB 2.0 port interface, actual data transfer speeds drop to 

1 
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only 12MBps. Linking additional Hosts via Ethernet connections, while possible, is not viable -

each additional host significantly increases overhead requirements and overall performance 

suffers significantly. 

[0004] A direct USB 3.0 Host to Host connection has similarly been released into the market, 

employing the familiar method of using Ethernet cross-over cable to carry encapsulated USB 3.0 

packets. Effective speed of the USB 3.0-to-Ethernet Host to Host cable using this method is 

reported to be approximately 40 MBps; a significant reduction from the available 480MBps 

provided by the USB 3 specification. New USB 3 specifications define the use of a direct link 

USB 3 Male-A to Male-A Crossover cable, which does not include the Vbus or Bus Pmver 

contingent, designed primarily for connecting two Hosts for the purposes of diagnosis and other 

restricted uses. 

BRIEF SUMMARY OF THE INVENTION 

[0005] The present application discloses a method and apparatus for establishing a Link 

System providing network communications and high speed data transfer capabilities between 

two or more coupled Host computers (hereinafter "Host" or "Host system" or USB Host 

system") employing at least two standard peripheral connections, in bridged configuration, 

creating a dedicated communication link and a dedicated data link which, in combination, form a 

private network to independently exchange control and high speed data between the coupled 

Host systems. Implementations employing the USB 3.0 SuperSpeed protocol, provide for 

network and file transfer speeds of 5Gbps; similarly the use of USB 3.1 Enhanced SuperSpeed 

protocol and components can achieve speeds of l 0Gbps. 

[0006] In using the apparatus, methods and system proposed herein, the Host systems, upon 

connection, may detect one another and establish a nehvork link consisting of several bridged 

paths for network, control, high speed data transfer, and power may be established. The Host 

systems may employ one or more protocols providing detection, negotiation, link, service, flow 

direction, high speed data transfer management, and power management. 

[0007] In a preferred embodiment, a proposed system comprises a centrally located Link 

System ,vith a standard USB 3 Type-A Male connector at each end of a link cable extending 

from the Link System. The Link System may be seen to serve as to couple the USB 3 Host ports 

by interconnecting or bridging the various opposing communications and high speed data 

exchange paths in a network environment in which control sequences from the Host application 

interact with both the Link System and opposite Host system. The Hosts, coupled through the 
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intermediary Link System, negotiate and facilitate the selection of data paths and data directional 

flow; interface elements and provisions to accommodate Data and File transportation are 

provided by native Host Operating System functionality. 

[0008] According to an aspect of the present disclosure, there is provided a method for 

transferring data over links established between a first universal serial bus Host and a second 

universal serial bus Host, wherein the link includes a first path on a physical layer of an 

interconnection architecture and a second path on the physical layer of the interconnection 

architecture. The method includes the first universal serial bus Host transferring, across the first 

path, link controls to the second universal serial bus Host and the first universal serial bus host 

transferring, across the second path, high speed data to the second universal serial bus Host. 

[0009] According to another aspect of the present disclosure, there is provided an apparatus for 

connecting a first Host and a second Host. The apparatus includes a high speed data link over a 

data bridge, a S\vitching manager adapted to create temporary interconnections between the first 

universal serial bus Host and the second universal serial bus Host, a Net\vork and Control 

Manager adapted to establish addressing and network switching, a Data Control Manager to 

direct the Data Exchange mechanism to transact Data and File Transfers behveen the first 

universal serial bus Host and the second universal serial bus Host and a detector to detect that a 

device has been coupled to the apparatus. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] A more complete understanding of aspects of the present application is to be derived 

from the detailed description provided herein and from the accompanying drawings relating to 

some embodiments of the present application, which, however, are not to be understood as 

limiting to the specific embodiments as detailed, but are for the purposes of illustration to help 

better explain and for clarity in understanding the present application. Reference will now be 

made, by way of example, to the accompanying drawings which show example implementations; 

and in which: 

[0011] FIG. la illustrates, in a schematic diagram, a USB Network Controller in accordance 

with aspects of the present application; 

[0012] FIG. 1 b illustrates, in a schematic diagram, a USB 1/0 Device Controller for Network 

and Control Management in accordance with aspects of the present application; 
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[0013] FIG. le illustrates, in a schematic diagram, a USB I/O Device Controller for Data 

Management in accordance with aspects of the present application; 

[0014] FIG. 2 illustrates a Link System in which an example USB Host system is illustrated 

along with the USB Network Interface comprising a USB Network Controller of FIG. la in 

accordance with aspects of the present application; 

[0015] FIG. 3 illustrates a Link System as an alternative to the Link System of FIG. 2 in 

accordance with aspects of the present application; 

[0016] FIG. 4 illustrates a Link System as an alternative to the Link System of FIG. 2 and the 

Link System of FIG. 3 in accordance with aspects of the present application; 

[0017] FIG. 5 illustrates a Link System featuring two coupled USB Host systems each with the 

USB Network Interface comprising a USB Network Controller of FIG. la similar to that 

illustrated in FIG. 2, in accordance with aspects of the present application; 

[0018] FIG. 6a illustrates a schematic of a further USB Link System, wherein there is a 

mirrored network interface implementation having multiple components common to each side in 

accordance with aspects of the present application; 

[0019] FIG. 6b illustrates a schematic of the operational flow of a further USB Link System, 

wherein two USB Host systems couple and engage in a High Speed File Transfer process in 

accordance with aspects of the present application; 

[0020] FIG. 7 illustrates a Link System featuring a plurality of Host Systems in accordance 

with aspects of the present application; 

[0021] FIG. 8 illustrates, in schematic form, a Link System featuring a number of support 

elements that form a pair of USB Network Interfaces for coupling a first USB Host system to a 

second USB Host system in accordance with aspects of the present application; 

[0022] FIG. 9 illustrates, in schematic form, a Link System featuring two or more separate 

pathways for Data Transfer to and from a USB Nenvork in accordance with aspects of the 

present application; and 

[0023] FIG. 10 illustrates, in schematic form, the elements and operation of an Application 

used in conjunction with a Link System featuring coupling between a first USB Host and a 

second USB Host in accordance with aspects of the present application. 
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DETAILED DESCRIPTION OF THE EMBODIMENTS 

[0024] Aspects of the present application, in some embodiments, wherein the peripheral 

communications protocol, and supporting connectors, device controllers, linking mechanism and 

components, are described in reference to an implementation of the USB protocol, may equally 

refer to another peripheral communications protocol such as PCI, and its derivatives, SCSI or 

other communications protocols designed for Host to Device communications. 

[0025] Aspects of the present application, in some embodiments, wherein Host is synonymous 

with Host system and USB Host, relate to USB Host to Host and Host to multi-Host 

communications and networking; 

[0026] Aspects of the present application, in some embodiments, wherein USB Network 

Interface relates to USB Link System comprising of two or more coupled USB Network 

interfaces for USB Host to Host and to USB Host to multi-Host Link communications and 

net\vorking. 

[0027] Aspects of the present application, in some embodiments, wherein USB Net\vork 

Interface relate to the latest version USB (USB 3) USB Link System comprising of two or more 

coupled USB Network interfaces for USB Host to Host and to USB Host to multi-Host 

communications and networking. 

[0028] Aspects of the present application, in some embodiments, relate to USB Host-to-Host 

Link System and/or Bridge and/or Switch and Host-to-multi-Host Link System, and/or multi­

Host Bridge and/or multi-Host Switch. 

[0029] Aspects of the present application, in some embodiments, relate to a system wherein 

two or more USB Network Interfaces are coupled and form a Link System wherein links are 

formed and/or established. 

[0030] Aspects of the present application, in some embodiments, relate to a system wherein 

t\vo or more Host systems are coupled by and/or through a Link System and links and or bridges 

are formed and/or established. 

[0031] Aspects of the present application, in some embodiments, relate to a system wherein 

two or more USB Network Interfaces are coupled and form a Link System wherein a Link 

System includes several individual links to the first Host, and several other individual links to a 
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second Host to form links or bridges between the Hosts and/or USB Network Interfaces w~hen 

coupled. 

[0032] Aspects of the present application, in some embodiments, relate to a system wherein 

two or more Host systems (computers) are coupled by and/or through a Link System wherein a 

Link System includes several individual links to the first Host, and several other individual links 

to a second Host and/or other Hosts to form links or bridges between the Hosts systems when 

coupled. 

[0033] Aspects of the present application, in some embodiments, relate to a system wherein 

two or more Host systems are coupled by and/or through a Link System wherein a Link System 

includes several individual links to each of several hosts in which various links or bridges are 

formed between any two or more coupled hosts, in a multi-bridge or data switch configuration. 

[0034] Aspects of the present application, in some embodiments, relate to a system wherein a 

bridge or data switch configuration provides for communications between any two coupled 

hosts, and separately and simultaneously between any two other coupled hosts, in that multiple 

individual bridges or linked data paths can be established ad hoc. 

[0035] Aspects of the present application, in some embodiments, relate to a system wherein a 

bridge or data switch configuration provides for communications and networking behveen any 

two or more coupled hosts, and separately and simultaneously between any two or more other 

coupled hosts, in that multiple individual multi-host bridges or linked data paths can be 

established ad hoc. 

[0036] Aspects of the present application, in some embodiments, relate to a system wherein a 

bridge or data switch configuration provides for communications and networking between any 

host to be bridged with any number of other coupled Hosts at the same time in a one-to-many 

Host configuration or a broadcast type configuration. 

[0037] Aspects of the present application, in some embodiments, relate to a system wherein a 

bridge or data switch configuration provides for communications and networking behveen any 

number of coupled hosts to be simultaneously bridged with any one coupled Host at the same 

time in a many-to-one Host configuration or convergence-type configuration. 

[0038] Aspects of the present application, in some embodiments, relate to a system wherein a 

bridge or data switch configuration includes and supports port-to-port and port-to-multiport and 

or Host to Host and Host to multi-Host configurations providing direct, any-to-any, one-to-many, 
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many-to-one, one-to-cascaded-many, one-to-any in hunt group, third-party coupling, and 

expansion to additional parallel or daisy-chained Link Systems. 

[0039] Aspects of the present application, in some embodiments, relate to a system wherein a 

bridge or data switch configuration in router mode provides a means to link coupled Hosts 

belonging to one separate and distinct network with coupled Hosts belonging to another separate 

and distinct network. 

[0040] Aspects of the present application, in some embodiments, relate to a system wherein a 

bridge or data s,vitch configuration in router mode provides a means to link coupled Hosts 

belonging to one separate and distinct network or virtual network with coupled Hosts belonging 

to another separate and distinct network or virtual network. 

[0041] Aspects of the present application, in some embodiments, relate to a system wherein a 

system includes a first Host and a second Host. The first host, upon being connected, detects the 

Link System and a connection is established. The second host, upon being connected, detects the 

Link System and a second connection with the Link System is established, after which a bridge 

connection through the Link System is established, and thereby coupling or connecting the first 

Host ,vith the second Host. Indeed, many more than just the first Host and the second Host may 

be connected in this manner. 

[0042] Aspects of the present application, in some embodiments, relate to a system wherein a 

system includes a first Host system, a second Host system, and a Link System. The Link System 

includes a detector to detect the established connection to the first and second Host systems and 

the Link System logic establishes two or more bridge connections from the first Host system to 

the second Host system through the Link System. Indeed, many more than just the first Host 

system and the second Host system may be connected in this manner, with potential for multiple 

Host systems, multiple Link Systems and multiple bridges. 

[0043] Aspects of the present application, in some embodiments, relate to a system wherein a 

system includes a first Host system, a second Host system, a Link System, a coupling condition, 

and a virtual network. The Host systems include a detector to detect the coupling condition 

through the Link System, and the Host logic establishes a virtual network connection or bridge to 

the second Host system as a response to the detection condition. Indeed, many more than just the 

first Host system and the second Host system may be connected in this manner, with potential 

for multiple Host systems, multiple Link Systems, multiple coupling conditions and multiple 

virtual network, network connections or bridges. 
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[0044] Aspects of the present application establish a method for transferring data between two 

or more coupled Host systems; wherein a Link System employed comprises two or more 

separate and distinct paths on the physical layer of an interconnection architecture; \vherein the 

established paths are wired, wireless, virtual, or a combination of same; wherein high speed data 

is transferred between Host systems across enumerated Universal Serial Bus channels, and 

wherein network and link controls are provided via one or more secondary or other, alternate 

communications path or paths on the same bridged link, separate from the path or paths 

establishing other bridged links for high speed data communications. 

[0045] In some embodiments, wherein a Host system coupled via a Link System is detected, 

two or more ports or Host controllers of the detected Host system are negotiated with, and it is 

determined whether to operate with the detected Host system in response to the negotiating. 

Notably, the two or more ports or Host controllers may comprise one or more endpoints. 

[0046] In some embodiments, Host logic allows operation as a Host system and with a coupled 

Host system, and a detector detects a coupled Host system via Link logic and determines 

whether to operate with the detected Host system and the Host logic on the detected host 

responds to the Link logic; and wherein Host logic resides on the Host systems and Link logic 

resides on the Link System. Notably, there may be multiple Hosts systems and potentially 

multiple Link Systems. 

[0047] In some embodiments, a cable device assembly or Link System couples a first Host 

system and a second Host system The second Host system includes Host logic to allow 

operation as a Host system, and a detector to detect a coupled cable device assembly or Link 

System, and to indicate whether the Host logic is to be coupled to the cable device assembly or 

Link System. Indeed, many more than just the first Host system and the second Host system may 

be connected in this manner. 

[0048] In some embodiments, a coupling condition of a cable device assembly or Link System 

is detected, and an indication as to whether to couple with the attached Host system or Host 

systems is made in response to the detecting. 

[0049] In an aspect of the present application, wherein more than two USB Host systems 

require coupling, the Link System takes on the role of a USB Data Bridge or USB Data S\vitch 

in terms of configuration, whereby coupled USB Host systems are interconnected through a 

series of Links on a main USB Network Bus or Buses; through the interconnection of a series of 

Links and or Buses, a basic configuration of the Link System may be expanded in many aspects. 
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[0050] In some embodiments, multiple USB Host systems are coupled by implementing 

multiple Link Systems between USB Host systems in a daisy-chain configuration wherein all 

USB Host systems, except those located at the ends of the chain, employ an additional USB Host 

Controller and additional USB ports. The additional USB Host Controllers may serve as an 

extension or bridge to the other separate Link Systems in coupling adjacent USB Host systems to 

both the network and the data links and facilities. 

[0051] In some embodiments, multiple USB Host systems are coupled by deploying a number 

of separate Link Systems to a centrally located USB Host system, wherein a number of USB 

Host Controllers and USB ports are deployed, to establish a star configuration wherein all 

coupled USB Host systems are interconnected in a Server-Client environment in which the 

centrally located Host system emulates the aforementioned bridge/data s,vitch configuration. 

[0052] In some cases, according to aspects of the present application, multiple USB Host 

systems are connected via a mix of daisy-chain, star, mesh and bridge/data switch interconnect 

configurations; in this manner, elaborate network structures can be created and implemented in 

either fixed or ad hoc installations. 

[0053] In some embodiments, a dedicated hardware-based implementation may be made, for 

example, in file sync applications. For example, in some embodiments, a personal computer or a 

Home Entertainment System can connect to a notebook computer or tablet system using a USB 

Type-A to USB Type-A cable with an embedded Link System for fast connection speeds and 

transfer of data and/or information. 

[0054] Some aspects of the present application may allow a device with a connection to a USB 

Host system to "push" data in controlled situations, particularly when the data is stored as a large 

file, as is common to media applications, wherein a user connects to a Host to rent or purchase 

movies, video, music, documents, and/or other media, etc. For example, in some embodiments, 

distribution of music and/or video downloads (for example, interactive DVD, HD-DVD, Blu 

Ray, etc.) at high speeds (for example, USB 3 speeds) via kiosk type implementations, for media 

retailing in locations such as airports, convenience stores, etc. 

[0055] In some embodiments, a USB 3 Host system may appear to be and may operate as a 

USB 3 device and may enable ,vhat would appear to be a Host to Host connection to be made, 

such that the coupled USB 3 Host system becomes transparent to a user. In some embodiments, 

standard features (systems included as part of the Host system OS), such as a USB mass storage 

device driver, a device letter, and/or a file drag and drop feature, may be used in either 
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Command Line Interface or in Graphical User Interface to provide a means by which content can 

be moved or copied between two USB Host systems. Additional user intervention in such 

applications would not be required in conjunction with the use of these standard features, thereby 

allowing seamless operation for features such as Sync-and-Go, or scheduled backups. 

[0056] In some embodiments, a file transfer may be initialized and controlled by a storage 

facility that acts as a USB Host system, that supports two or more coupled USB Hosts systems, 

and that may serve as a means to augment a current local area network and/or a file storage 

facility and/or a file sharing facility. For example, a file transfer may be initialized and controlled 

by a network storage device in a user's home to bridge fixed-place devices and portable devices, 

and/or as a file sync facility for daily document management in commercial applications. 

[0057] Aspects of the present application may cause two or more servers to connect; wherein 

each connected Host system (server) remains fully operational and able to control operations on 

other Host systems, including, but not limited to, file transfer, virus invigilation, other file 

processing or operations. 

[0058] In some aspects of the present application, a Host to Host connection supports the 

provisioning of a shared environment such as a virtual host or other sharing of system resources 

including but not limited to other attached USB Devices and other network attached devices (for 

example a USB thumb drive, or a Network Attached Storage unit (NAS). 

[0059] In a particular embodiment, a USB Host system, usually a smaller system such as a 

mobile phone, tablet or similar, may be provided with a dock, or similar resting point, may 

employ aspects of the present application to cause the establishment of a net\vork connection to 

other USB Host systems, and/or devices. Connecting using aspects of the present application 

may be considered to support sync-n-go, system resource sharing, sharing of hardware features 

such as touch interfaces, and other components, whether implemented automatically at 

connection, or via user control. 

[0060] Some aspects of the present application may employ USB 3.0 or USB 3.1 Host 

systems. In other aspects, other USB versions, such as USB 2.0, can be used to provide same or 

similar performance. Future versions and/or implementations are contemplated, using USB 

and/or other high speed or fast bus implementations and protocols. 

[0061] While some embodiments have been described with regards to particular 

implementations, in accordance with some or other embodiments, other implementations are 

possible. In addition, the order, composition and/or format of components, circuit elements or 
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other features represented in the dra\vings and/or described herein are not necessarily required to 

be arranged in the particular way as represented or described herein. According to some 

embodiments, other arrangements are possible. 

[0062] Terms such as "coupled" and "connected"' used herein, may be replaced by any 

derivative such as ·•bridged." Although seemingly having a similar contextual definition, these 

terms are not intended as interchangeable replacements for one another. More specifically, in 

particular embodiments, "connected" may be used to indicate that two or more entities and/or 

elements and/or units are in direct physical or electrical contact with each other, wherein 

"Coupled" and/or "Bridged" may mean that two or more entities are in direct physical or 

electrical contact; and where "Coupled" and/or "Bridged" may also mean that two or more 

entities and/or elements and/or units are not in direct contact \vith each other, but exist and/or 

interact in a co-operative bind with each other. 

[0063] Terms such as "block" and ··unit" are used herein, may be replaced by any derivative 

such as "element." Although seemingly having a similar contextual definition, these terms are 

not intended as interchangeable replacements for one another. More specifically, in particular 

embodiments, "block" may be used to indicate that two or more entities and/or elements and/or 

units are in relation to one another, wherein "unit" may mean two or more entities and/or 

elements and/or units are in relation to one another and that two or more entities and/or elements 

and/or units are not in relation to one another other, but exist and/or interact in a co-operative 

bind with each other. 

[0064] Some aspects of the present application may be implemented in one or any combination 

of hardware, firmware, and software. Some embodiments may employ a computing platform to 

perform the operations described herein whereby instructions may be read and executed after 

having being stored on a machine-readable medium. Machine-readable media may include any 

mechanism that can store and/or transmit information in a form readable by a machine (for 

example, a computer). For example, a machine-readable medium may include one or more of the 

follO\ving: read-only memory (ROM); random-access memory (RAM); magnetic disk storage 

media; optical storage media; flash memory devices; electrical, optical, acoustical or other form 

of propagated signals (for example carrier waves, infrared signals, digital signals, the interfaces 

that transmit and/or receive signals, etc.), and others. 

[0065] Accordingly, while some diagrams may have been used herein to describe particular 

embodiments and/or implementations thereof, the present application is not intended to be 

limited to those diagrams and/or to corresponding descriptions herein. That is to say, the 
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indicated movement or direction of any process or connection need to be or need not to be with 

or through each illustrated box or connection point or entity, or to be or not to be in exactly the 

same order as illustrated and described herein. 

[0066] In some embodiments, a USB Host may be used to operate as a USB device, wherein 

the connection from one USB Host system to another USB Host system coupled either directly 

through a Link System or by means of an alternate Network system so as to allow what ,vould 

appear to be a Host-to-Host connection established in a manner which may be transparent to a 

user. In some embodiments, standard features normally associated ,:vith those being provided by 

the Host system Operating System, including interaction with USB Devices using a USB mass 

storage device driver, device letter, and/or file drag and drop features, may be used to move or 

copy content between two Host systems. Integration with these standard mechanisms allows 

existing applications such as Sync and Go to work seamlessly and without the requirement of 

any additional user intervention. This aspect of the present application can be considered 

advantageous in that system and peripheral resource sharing for applications in consumer, 

commercial and industrial scopes are considered high value for all facets of connectivity and 

storage solutions and for virtualization solutions. 

[0067] Accordingly, while some embodiments are described herein as USB 3 embodiments, 

other aspects of the present application may not require these particular implementations. For 

example, some implementations require other USB embodiments such as USB 2.0 and, likew-ise, 

it is also contemplated that future or alternate versions and/or implementations of USB and/or 

other fast bus implementations such as PCI, and its derivations, SCSI or others thereof, may be 

performed according to some aspects of the present application. 

[0068] Accordingly, with regards to each system shmvn in a figure herein, the elements within 

the figure, in some cases, may each have a same or a different reference number, so as to suggest 

that the elements represented could be similar, same and/or different. Not,:vithstanding, an 

element may be flexible enough to have different implementations and remain working with 

some or all of the systems shown or described herein. The various elements shm,n in the figures, 

may be the same or different. Which one is referred to as a first element and which is called a 

second element is in some cases arbitrary. 

[0069] Accordingly, to some embodiments, USB 3 provides additional features including a bus 

training sequence used to establish the communications between USB ports, as part of the 

response to detecting a connection. Upon initial connection of the aspects of the present 

application, there is an exchange of information between the Host system controllers and Link 
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System controllers as is the case whenever a USB device is connected to a USB Host port (for 

example, a USB Scanner to a USB Host or a USB Device to a USB Hub). Host system 

controllers ,vill declare themselves as downstream ports (as in the normal manner) and Link 

System controllers will declare themselves as upstream ports (in a manner similar to a USB 

Device). This allows the Host system at either end of the Link System to act as a Host while both 

are connected, seemingly, to each other, although, physically through the Link System which 

appears as USB Devices to each of the respective connected Host systems. In this manner a USB 

3 peer-to-peer connection is possible, and a full scale peer-to-peer network is also possible. 

[0070] In some aspects of the present application, USB implementations use differentially 

driven receive block logic as well as differentially driven transmit block logic at either end of a 

coupled Link System, whereby the Network Manager appoints opposite ends as either the sender 

or the receiver as per the user interface Application's request Additionally, in some 

embodiments, a USB interconnect may_include two more differential pairs or multiple 

differential pairs which can be used and in some embodiments are used, for link management 

(for example Network and Control Management) and/or other lower speed and bandwidth data 

communications. 

[0071] Accordingly, in some embodiments, since USB 3 is a dual simplex connection that 

supports concurrent IN and OUT transactions, a transmitter and a receiver block logic may be 

included in a Host system, and therefore beneficial to have the same in the Link System as block 

logic such that communications for each individual host is performed separately and 

simultaneously with the Link System whether or not a data transfer is executing at the time. 

[0072] Accordingly, in some aspects of the present application, two USB Host systems (for 

example, hvo USB 3 Host systems) can be connected and/or coupled together via the Link 

System, wherein for example, in some embodiments, a personal computer (PC) configured as 

HTPC (Home Theater PC) can be connected and/or coupled with a tablet computer (for example, 

an iPad™ from Apple Inc. of Cupertino, CA) via a USB connection. In some embodiments, a 

high bandwidth connection is made behveen systems wherein it is ideal for transferring large 

media files in extremely short times. For example, such a high bandwidth connection is used for 

rapid transfers oflarge media files containing standard definition (SD) content and/or high 

definition (HD) content (for example, from a personal computer to a notebook computer for later 

playback). In some embodiments, the high band·width connection does not require any specific or 

additional support from a specification (for example, from a USB specification such as a USB 

2.0 or a USB 3.0 specification). In some embodiments, the high bandwidth connection uses 
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unmodified USB type-A receptacles (for example, unmodified USB 3.0 type-A receptacles). In 

some embodiments, the operation of the high bandwidth connection is transparent to the user. In 

some embodiments, existing USB device class drivers may be used (for example, existing USB 3 

device class drivers). In some embodiments, Host systems having ports with capability for such a 

high bandwidth connection may connect to a Link System for such an implementation. 

[0073] In some aspects the present application, aspects can be delivered in a product form that 

would match the benefits of a passive crossover cable (for example, passive USB crossover cable 

such as a passive USB 3.0 crossover cable) and may be used for the purpose of connecting two 

Host systems with the desired intention to transfer data back and forth between the coupled Host 

systems. The user's perspective, would be one of a seamless nature, in that the connection 

between two Host systems (for example coupled together by means of aspects of the present 

application configured as a Link System) would simply ,vork whenever the cable is plugged in to 

each Host system Sync and Go applications based on drive letter addressing, simply work. In 

the manner as described, the throughput efficiency is ve1y high in that the Link System is serving 

and communicating directly with only two Host systems; saving valuable bandwidth and 

Network Management resources as would occur if deploying over an IP based protocol. 

[0074] In some embodiments, performing may be considered synonymous with appearing to 

act, such that one Host system may perform as a host and the second Host system may perform 

as a device, and on command, one Host system may alternate to performing as a device, while 

the second Host system, in synchronized manner, may alternately perform as a host. In some 

embodiments, two Hosts each act simultaneously as both a host and a device. For example, a 

Host system can in some embodiments perform simultaneously as both a host and a device. 

[0075] In some embodiments, performing may be considered synonymous with appearing to 

act, such that a device configured as a bridge cable, comprised of a Link System situated in 

between the USB Male-A to USB Male-A connectorized cables, coupling the Host systems, 

perform as would an entirely passive cable (for example, a crossover cable). In some 

embodiments, the control hierarchy (which is to say, which Host system ,vill perform as the 

conventional host and which shall perform as the conventional device) may be established using, 

for example, hardware and/ or hardware controlled by software, at one or both of the coupled 

Host systems. In some embodiments, the host performing as the host and the host performing as 

the device, can be dynamically swapped using hardware and/or software and/or both, at one or 

both of the Host systems. 
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[0076] In some embodiments, performing may be considered synonymous with appearing to 

act, such that a device configured as the Host system may be presented to the coupled Host 

system as a Mass Storage Device, and/or performing as having a connection with a directly 

attached storage subsystem, wherein storage capability is provided. 

[0077] In some embodiments, performing may be considered synonymous with appearing to 

act, such that a device configured as the Host system may be presented to the coupled Host 

system as an Ethernet emulation mode communication device and/or interface, and/or 

performing as facilitating the establishment of network addressable access, and/or netvvork 

addressable access to other network addressable devices such as a network attached storage 

(NAS) subsystem, wherein storage capability is provided. 

[0078] In some embodiments, performing may be considered synonymous with appearing to 

act, such that a device configured as the Host system may be presented to the coupled Host 

system as a device. For example, in some embodiments, the coupled Host system performs as a 

storage hard disk drive (HDD) having an OS generated and/or recognizable and/or compatible 

drive letter, just as it would see any other USB storage device such as a USB thumb drive, 

wherein the coupled Host system requires no additional hard\vare or software to participate in a 

peer to peer connection. Logic may be resident at the coupled Host systems and within the Link 

System therein. 

[0079] In some embodiments, performing may be considered synonymous with appearing to 

act, such that a device configured as the Host system may be presented to the coupled Host 

system like any other network addressable host or file server (for example, a computer), and 

from the perspective of the Host system the coupled Host system may be presented like any 

other network addressable host or file server (for example, a computer). In some embodiments, 

the network interface may be generated by software (for example, a device driver) on the Host 

system, and presents the file system in the same manner as any direct attached network host or 

file server, or network attached storage (NAS) system The driver may optionally present only a 

subset of the file system (for example, the user's "My Documents" directory). 

[0080] In some embodiments, performing may be considered synonymous \vith appearing to 

act, the Link System may perform as if employing the USB over IP protocol, although not 

employing the USB over IP protocol, which is knO\:vn to have inherent large overhead issues 

affecting operational factors and transfer speeds. The present application is not intended to be 

limited to or preclude implementations from including and/or using such protocol either 

exclusively or inclusively as a supplemental protocol for any desired or required design criteria. 
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[0081] Notably, much the same could be said about the Link System performing as if 

employing the "IP over USB" protocol, in that aspects of the present application may involve 

performing as if employing the IP over USB protocol and, although it is not being employed, it is 

understood that implementations are not limited to or precluded from being employed by aspects 

of the present application or from being included and/or using such protocol either exclusively or 

inclusively as a supplemental protocol for any desired or required design criteria. 

[0082] Aspects of the present application may be considered to relate to a dual interface, such 

that some aspects may be implemented physically as a device, these aspect may then appear as a 

Host at the Application level, thereby provisioning a Virtualized Host system with the ability to 

connect to devices and other Hosts, both physical and virtual. 

[0083] Aspects of the present application provide an ability for any coupled Host system to 

connect to multiple separate and distinct Link Systems. As such, the number of separate and 

independent data links to one or many other Host systems may be seen to increase, such that the 

aggregate high speed data transfer throughput is equal to the sum of all of the transfer speed 

capability of each of the attached Link Systems. For example, if any one Host system is attached 

to any one other Host system, using four separate and independent bridged peripheral connection 

pairs supporting the data transfer, using a separate and distinct Host controller for each of the 

attached bridged peripheral connection pairs by both Host systems, whereby the average transfer 

speed on any one data link through a Link System is 400MB/s, the total potential throughput in 

this implementation would approximate 1600MB/s. Aspects of the present application may be 

seen to include facilities to transfer one file using all available data links, or multiple files 

simultaneously using all available data links. Other facilities could be included to use any 

number of the available data links in this type of embodiment, as "Send Only" data links, with all 

other data links set as "Receive Only" data links. Other functionality can be included to switch 

any data link function (i.e., "Send Only") to any other data link function in an ad hoc manner. 

Embodiments of a similar nature could be used whereby relaying or routing of data to more than 

one Host system would provide higher throughput for applications requiring real time 

duplication or redundancy. This aspect of the application can be considered as advantageous in 

that high speed data transfers may be provided for applications in consumer, commercial and 

industrial scopes at lower cost points than current competitive solutions. 

[0084] Aspects of the present application provide for establishment of a Link System deployed 

as a virtual Host system, such as that commonly deployed as a Zero Client, in which a virtual 

host is implemented via a Multi-Seat Host OS, System/application, in ,vhich the user interfaces, 
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namely video, keyboard, mouse and audio functionality and facility are delivered to the Link 

System by means of the existing USB interface, and the required USB controllers are 

implemented within the Link System for such an embodiment. Interconnection to other Desktop 

or Smart Device Host systems via the USB interface to the Link System may provide a private 

and high speed personal network for file sync, backup, etc. Additionally, an embodiment having 

specific interfaces and deployed in such a manner can be construed as a Docking Station for 

Smart Devices such as laptops, notepads, tablets, phablets, Smart Phones, etc., whereby the user 

is provided a means to implement an additional and typically larger display or screen, a more 

accommodating keyboard, mouse and audio devices. Provisioning to the home or corporate 

network can also be established through the Link System, with options for local and faster 

storage, and common or shared file storage, or for access to cloud based storage. 

[0085] Aspects of the present application, in some embodiments, relate to a system wherein a 

device bridge provides for direct logical access to system resources, including CPU, Memory 

and hard drive, as well as peripheral resources such as printers, scanners and other devices; and 

wherein direct access to system resources eliminates protocol conversions required by other 

network methods and protocols, such as Ethernet. Connections established via a bridged hub 

connection may further establish default pools of privately shared resources available to any 

connected Host w~ithout user or system intervention. This aspect of the present application can be 

considered advantageous in that system and peripheral resource sharing for applications in 

consumer, commercial and industrial scopes are valuable for virtualization and other 

connectivity solutions. 

[0086] The described implementations herein of the present application are intended to be 

examples only, and when employing USB 3.1 version of the protocol, any and or each of the 

USB connectors referenced herein may be implemented as a USB 3.1 Type-C connectors. 

[0087] The described implementations herein of the present application are intended to be 

examples only. Alterations, modifications and variations may be effected to the particular 

implementations by those skilled in the art without departing from the scope of the application, 

which is defined by the claims appended hereto. 

[0088] FIG. la illustrates, in a schematic diagram, a USB Network Controller 100 in 

accordance with aspects of the present application. As illustrated, the USB Network Controller 

100 may include at least two USB differential pair connections or ports 118 and 178 respectfully 

(for example a USB 2 differential pair connection or port 118, or a USB3 multi-differential pair 

connection or port 178) each of which is communicatively connected to USB I/O Device 
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Controller #1 110 and USB 1/0 Device Controller #2 170 respectively, which provide a 

Communication Link 136 and a Data Link 134 respectively along with combined Pmver Links 

138 with an optional separate external Po,ver supply port 198; to establish interconnection with 

one or more USB Host systems, and where upon a Virtual Network 124 may be established upon 

coupling with one or more USB Host systems. Each USB 1/0 Device Controller # 1 110, and 

USB 1/0 Device Controller #2 170 is illustrated in Figs 1 b and 1 c respectively. 

[0089] FIG. 1 b illustrates, in a schematic diagram, a USB 1/0 Device Controller# 1 110 in 

accordance with aspects of the present application. As illustrated the USB 1/0 Device Controller 

#1 110 may include Network and Control Management 112, a USB Network Interface 114, and a 

Power Interface 116. The Network and Control Management block 112 may be comprised of 

various elements; a Code Logic block 156, a Memory Block 152, a Clock 154, each of which is 

communicatively connected to each other and additionally to a Central Processing Unit 150 

(hereinafter "CPU") and also interfaces directly with the Serial 1/0 Bridge 158 in the USB 

Network Interface block 114 and additionally with the Power Manager 162 of the Power 

Interface block 116. In accordance ,vith aspects of the present application the USB 1/0 Device 

Controller #1 110 may establish a Communication Link across the Network and Control Bus 136 

for coupling with the USB 1/0 Device Controller #1 110 of one or more other USB Network 

Controllers 100. Additionally, a Power Bridge 160 may provide Vbus Power and or an 

optionally provided external power source to the shared Power Bus 138 via the Power Manager 

162 as may be directed by the USB Host system application, should the need be presented. The 

various elements of the USB 1/0 Device Controller# 1 110 may further include the establishment 

of a connection to the Virtual Network 124 which may be seen as a virtual connection and used 

as a real IP Network formed between any or all of the coupled USB Host system(s) to any other 

coupled USB Host system(s). 

[0090] FIG. le illustrates, in a schematic diagram, a USB 1/0 Device Controller #2 170 in 

accordance with aspects of the present application. As illustrated the USB 1/0 Device Controller 

#2 170 may include Data Control Management 172, a USB Network Interface 174, and a Power 

Interface 176. The Data Control Management Block 172 may be comprised of various elements; 

a Memory Block 182, a Clock 184, each of which is communicatively connected to each other 

and additionally to a Central Processing Unit 180 (hereinafter "CPU") and interfacing with a 

Code Logic Block 186 and an Optional Control Logic block 196, both of which may be located 

externally of the Data Control Management Block 172; and may also interface directly with the 

Serial 1/0 Bridge 188 in the USB Network Interface block 174 and additionally with the Power 

Manager 192 of the Power Interface block 176. In accordance with aspects of the present 
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application the USB 1/0 Device Controller #2 170 may establish a Data Link across the Data 

Bus 134 for coupling ,vith the USB 1/0 Device Controller #2 170 of one or more USB Network 

Controllers 100. Additionally, a Power Bridge 190 may provide Vbus Power and or optionally 

provided external power to the shared Power Bus 138 via the Power Manager 192 as directed by 

the USB Host system application, should the need be presented. The various elements of the 

USB 1/0 Device Controller #2 170 may further include the establishment of an optional 

connection from the Optional Control Logic block 196, to establish a Communication Link 

across the Network and Control Bus 136. One of the main features of the USB 1/0 Device 

Controller #2 170 is the ability to adapt or convert incoming USB 3 formatted data through the 

Serial 1/0 Bridge 188, which may then be altered to suit Bit-Wide delivery options ranging from 

4 to 64 as directed by means of the Bit-Wide Data Exchange 194. This conversion process may 

also be deployed in the opposite direction such that Bit-Wide Data may be adapted or converted 

to USB 3 format for compliance ,vith the USB 3 protocol. 

[0091] In operation, the USB Network Controller 100 may allow for a link between a USB 

Host system and a USB Network Bus to be provisioned. Furthermore, the USB Network 

Controller 100 may be useful when establishing a non-standard USB communications 

architecture, permitting one Host system to be directly connected to another Host system in 

typical computer net\vork topologies and interconnections. The USB Differential Pair(s) 

Connections or ports #1 118, and #2 178 may facilitate interconnection with a standard USB 

Host system (for example, a computer system) via a standard USB or USB 3 cable. The Power 

connection 198 may facilitate an interconnection ,vith a standard external power source as a 

means for more or supplemental power. The Link System interface buses including Network and 

Control Bus 136, the Data Bus 134, the Power Bus 138 may facilitate interconnections with the 

USB Network Bus, other buses, routers, switches and other similar or dissimilar networks. 

[0092] As is illustrated in FIG. lb, the Network and Control Management block 112 may 

facilitate a means by which a connection management system may be deployed to bridge USB 

Host system communications with the USB Net\vork Interface, for the purpose of 

interconnecting with and to other coupled USB Hosts systems through a Link System comprised 

of two or more coupled USB Net\vork Controllers 100. The Net\vork and Control Management 

block 112, may function as a traffic manager, wherein various communication paths physical and 

virtual are established when USB Host systems are coupled through the Link System with each 

communication path having specific and distinct operating functions and processes. 
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[0093] The Network and Control Management block 112 may receive and issue commands. 

Additionally, the Network and Control Management block 112 may detect and negotiate \vith the 

various systems within the USB Network Controller system 100 and, externally, with a coupled 

USB Host system, the Link System and the optionally provisioned internal Console port within 

the Code Logic 156, and other coupled USB Hosts and/or devices. 

[0094] The Data Control Management block 172 as shown in FIG. le may interact with the 

Bit-Wide Data Exchange unit 194 may enable fast bus communications for high speed data and 

file transfers with the Link System, performing data direction selection and path routing and 

switching; and executing data flow and data speed alterations as instructed by the Data Control 

Management block 172, and in collaboration with the direction of the Network and Control 

Management block 112. The Data Interface unit 174 may accommodate transfers of command 

and control instructions and data, but does so as a secondary and/or simultaneous parallel 

service, thereby supplementing its main service which is specifically to provision USB and USB 

3 high speed data and file transfers. Aspects of the present application include separate and 

distinct paths within the USB Link System The Link System Data Bus may be connected to the 

USB 1/0 Device Controller #2 170 to enable fast, efficient and directed data delivery to and from 

the USB Network Interfaces 100, since control and addressing functions may mainly be 

provisioned by the USB 1/0 Device Controller # 1 110 connected to the Control bus of the USB 

Network. 

[0095] The Code Logic blocks 156 and 186 may be configured to store machine code data for 

use by the Network and Control Management block 112 and the Data Control Management 

block 1 72 relating to configuration, process execution, and data path and handling instructions. 

[0096] The Virtual Network block 124 may be established as a pseudo-Control Manager 

within the coupled USB Host systems wherein functional network commands are carried out in 

sync \vith those issued at the Link System level. Functional network commands relate to control 

sequencing and operational functions provisioned by and through the N ehvork and Control 

Management block 112, and the Data Management block 172, between coupled USB Hosts 

systems, and transacted on the Link System, as directed by the Network and Control 

Management block 112, from user interaction at the USB Host system(s) Application level. 

[0097] Other aspects of the present application may include a pre-processor unit and/or a 

postprocessor unit and/or both, placed or located anywhere prior to the Bit-Wide Data Exchange 

unit 194 in the case of a pre-processor and/or placed anywhere after the Bit-Wide Data Exchange 

unit 194 in the case of a post-processor and/or a mix of both as per design criteria. For example a 
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buffer, a multiplexer/demultiplexer (mux/demux), a serializer/deserializer (SERDES), a data 

converter, a bit converter, a bit checker, etc. Notably, Fiber Optic Cable may be employed as the 

USB Transmission Line, with a benefit of reducing distance limitations as well as noise 

interference and signal degradation typically associated with high speed bus transmissions over 

copper-based cable. 

[0098] FIG. 2 illustrates a Link System 200 in which two or more USB Host systems 210 may 

be coupled in a fully addressable and managed Network architecture by deploying a USB 

Network Interface 212 over a shared USB Network Bus 218. An example USB Host system 210 

is illustrated. The USB Network Interface 212, as a portion of the Link System, may provide a 

manner for the USB Host system 210 to connect to a USB Network Bus 218. 

[0099] Aspects of the present application may include two or more network paths from the 

USB Host system 210 through the USB Network Interface 212 to the USB Network Bus 218. At 

least one of those connections may be a physical connection and all others may be either 

physical or virtual, or a combination of both. 

[00100] In the embodiment illustrated in FIG. 2, a primary physical connection may employ a 

USB Transmission line 216 (for example, a USB 3 Cable including several differential pairs) 

connecting a USB 3 Port 232 of the USB Host system 210 (for example, a Computer) to a USB 3 

Hub 244 (for example a USB3 Hub Controller) through USB Connector 242 to each of the USB 

and USB 3 1/0 Device Controllers built into the USB Network Controller 100. The USB Host 

system 210 may include the necessary physical and logical components for data storage, 

retrieval, access, and transfer duties. The components may include: an Operating System 234; a 

File System 236; one or more Data Stores 238; an Application 240; a USB 3 Host Controller 

228, and a Virtual Network Interface Controller (NIC) 230. 

[00101] A USB Network Transmission line 214, which may be connected to the Link System 

interface via USB Network Controller 100, and may include a first Link to bridge a Network Bus 

and or a Control Bus for addressing, signaling, switching and routing signals and controls, and a 

second Link to bridge a high speed Data Bus, and a third Link to bridge a Virtual Network Bus 

124 for application interfacing at the Host system, and a fourth Link to bridge a Power Bus for 

delivery to coupled Host systems or bridged device controllers for low-power or battery powered 

Host systems, may connect the USB Network Interface 212 to the USB Network Bus 218. 

[00102] In aspects of the present application, reductions may be found in distance limitations of 

the physical interconnects between the USB Host system 210 and the USB Network Bus 218. As 
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can be seen in FIG. 2, the USB Transmission line 216 may be connected to the USB Network 

Interface 212. In some embodiments, Copper USB cables serving as the USB Transmission line 

216 may be limited to specific length dimensions, so that only minimal external and internal 

signal degradation may occur due to interference and differential pair signal loss on the USB 

Transmission line 216. 

[00103] As Power and Ground signals are inclusive in USB connections, some power levels 

may be affected over distances and may not be sufficient as a power source for the attached Link 

System 200. As such, an External Power connection may be provided by way of the Power port 

254. 

[00104] In operation, the Application 240 may provide a user w~ith means to perform data and 

file transfers by means of a network facility. In some embodiments, the network facility may be 

serviced by the Virtual NIC 230 which provides typical Internet Protocol type network 

functionality with address and port interaction in accordance ,vith the OS 234 and Application 

240 requirements. 

[00105] In some aspects of the present application, the Virtual NIC 230 may be established 

when coupling the USB Host system 210 to the USB Network Bus 218. The coupling may be 

accomplished via the USB 3 port of a USB 3 Hub 244 (for example a USB3 Hub Controller) 

through to each of the USB and USB 3 I/O Device Controllers of the USB Network Controller 

100 and via the USB Network Transmission line 214, which may be connected to the Link 

System interface or USB Network Bus 218. Upon coupling, the OS 234 enumerates a Virtual 

NIC 230, and may configure and or establish an IP address and Port on the Virtual NIC 230 

which may allow for the Application 240 to interact with other coupled USB Host systems 210 

presenting IP addresses on the same family and subnet. The Application may render command 

instructions and associated system queries of the File System 236 with respect to the data in the 

Data Store 238, on both the USB Host system 210 and of that of any other coupled USB Host 

system 210. The Application 240 also renders typical file handling and file transfer commands 

typically associated with modem day computing systems such as file storage listings, file 

directory listings, file copy, move, delete, rename, compare, sync, backup, restore, etc., within 

the USB Host system 210 and ,vith or to any other coupled USB Host system 210. 

[00106] The Application 240 may interact ,vith the OS 234 of the USB Host system 210 and 

any other coupled USB Host system 210 seemingly via the Virtual NIC 230, but all 

communications concerning network and control instructions and information are conducted on 

the communications bridge linking coupled USB Network Interfaces 100 on the Network and 
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Control Bus 136. All exchanges of Data from one USB Host system 210 to any other coupled 

USB Host system 210 may transact via the data bridge linking coupled USB Network Interfaces 

212 on the Data Bus 134, thus may allow for high speed data transfers in either direction. 

[00107] USB cable lengths are relatively and prohibitively short in comparison to alternate 

net\vork wiring solutions (for example CATS, CAT6, etc.); as such, the USB Host system 210 

may be caused, by cable length, to be in close proximity to the USB Network Interface 212. 

Other inherent restrictions can impede the \vorking distance by \vhich the USB Network 

Transmission Line 214 can be accommodated, ranging from number of conductors, shielding 

requirements, and gauge and connector structure as the primary sources. 

[00108] Provisioning of Power, as in all implementations of USB interconnects, may be derived 

from the USB Host system through the USB Transmission line 216 and, ultimately, via the USB 

port 242. In situations in which additional Power is required, optional internal or external power 

sources may be connected or applied through the Power port 254, connecting to the USB 

Net\vork Controller 100 PO\ver Connection 198 and then managed by either Power Manager 162 

and or 192 as directed by the Network and Control Management 112, such that all systems are 

functioning optimally and such that any USB Host systems' data interactions are not subject to 

communication speed reductions. 

[00109] FIG. 3 illustrates a Link System 300 as an alternative to the Link System 200 of FIG. 2. 

In the Link System 300 of FIG. 3, a USB Network Interface add-in card 350 is illustrated as 

internally mounted inside a USB Host system 310. 

[00110] The USB Host system 310 has many of the same components as the USB Host system 

210 of FIG. 2, including an Operating System 334; a File System 336; one or more Data Stores 

338; an Application 340; a Virtual NIC 330; a USB 3 Host Controller 332, and a USB port 366. 

[00111] The USB Network Interface add-in card 350 may have many of the same components 

as the USB Network Interface 212 of FIG. 2. That is, the USB Net.vork Interface add-in card 

350 may include a USB port 362 (like the USB port 242 of FIG. 2), a USB Hub Controller 352 

and a USB Network Controller 100 (like the USB Network Interface 212 of FIG. 2) and a Power 

port 356 (like the Power port 254 of FIG. 2). The USB Network Interface add-in card 350 may 

be implemented as a typical add-in peripheral card. Example typical add-in peripheral cards 

include: an adapter card; an expansion card; an add-in Ethernet Network Interface Card; and an 

externally attached dongle or device. 
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[00112] The USB Host Controller 332 may allow the connection to the USB Network Interface 

add-in card 350 to connect to the USB Hub Controller 352 using the USB port 366 of the USB 

Host system 310, and the USB Port 362 of the USB Network Interface Addin Card 350, via a 

USB transmission line 316. 

[00113] A USB Net,vork Transmission line 314, which may be connected to the USB Network 

Controller 100, may connect the USB Network Interface add-in card 350 to the USB Network 

218 in a similar fashion as outlined in Link System 200 in FIG. 2. 

[00114] In operation, USB port detection, connection and enumeration by an eXtensible Host 

Controller Interface (xHCI) root host and/or an Enhanced Host Controller Interface (EHCI) root 

host ,vithin the USB Host Controller 332 may be handled by established USB specifications. 

Once connected and enumerated, the combination of the USB Host system 310 and the USB 

Network add-in card 350 form the Link System 300. Power for the USB Network add-in card 

350 may be provisioned, by way of the Power port 356, directly from an Expansion Bus of the 

USB Host system 310 and may be managed internally by a Power Manager similar to the Power 

Manager 162 and or the Po,ver Manager 192, which was described earlier, in conjunction with a 

review of the components of the USB Net\vork Controller 100 of FIG. la, lb, and le. The 

physical interface from the USB Host system 310 to the USB Network 218 may be implemented 

through a USB Network Transmission Line 314 which, as described earlier, can be made of 

various buses and also interfaces virtually with the USB Host 310 by an established Virtual 

Network as described previously. 

[00115] In some aspects of the present application, the Virtual NIC 330 may be established 

when coupling the USB Host system 310 to the USB Network 218. Once coupled, the USB 

Network Interface 114 of FIG. lb ma be detected ,vithin the Application 340, and the OS 334, 

may enumerate the I/0 port and thereafter may enable the Virtual Network driver within the 

USB Host system 310 wfoch may auto configure with an IP address and may provide access to 

various ports and resources for network activities. Upon activation, the OS may bind the Virtual 

Network Interface Controller 330, and the Application 340 may assume IP based network 

connections with other coupled USB Host systems, specifically using the Data Interface 174 in 

FIG. 1 c for all Bulk Data exchanges with other coupled USB System hosts 310 including File 

Transfers to leverage the USB 3 5Gps bandwidth enabling high speed data transfer in the range 

of 400-450 MBps. 

[00116] In some embodiments, as illustrated by FIG. 3, USB Network interfacing may provide 

significant advantages for Host-to-Host implementations wherein Host systems may be in close 
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proximity to one another, such as in office environments, library pods, and in Server rack 

installations. The increased speed and bandw-idth that may be realized by implementing a 5Gbps 

USB Network, may be seen to improve the overall usage and capability over other commonly 

used and inexpensive networking solutions. In some aspects of the present application, 

concurrent use of existing network connections and the proposed USB Network is a means by 

which data transfers, data syncs, and daily backups can be provisioned more quickly, securely 

and efficiently. 

[00117] FIG. 4 illustrates a Link System 400 as an alternative to the Link System 200 of FIG. 2 

and the Link System 300 of FIG. 3. In the Link System 400 of FIG. 4, a USB Network Interface 

add-in card 450 is illustrated as internally mounted in a USB Host system 410. 

[00118] The USB Host system 410 has many of the same components as the USB Host system 

210 of FIG. 2, including an Operating System 434; a File System 436; one or more Data Stores 

438; an Application 440; a Virtual NIC 430 and a USB Host Controller 432. 

[00119] The USB Network Interface add-in card 450 has many of the same components as the 

USB Network Interface 212 of FIG. 2. That is, the USB Net\vork Interface add-in card 450 may 

include a USB Hub Controller 452 and a USB Network Controller 100 (like the USB Network 

Interface 212 of FIG. 2) and a Power port 456 (like the Power port 254 of FIG. 2). The USB 

Network Interface add-in card 450 may be implemented as a typical add-in peripheral card. 

Example typical add-in peripheral cards include: an adapter card; an expansion card; an add-in 

Ethernet Network Interface Card; and an externally attached dongle or device. 

[00120] The USB Network Interface add-in card 350 has many of the same components as the 

USB Network Interface 212 of FIG. 2. That is, the USB Net\vork Interface add-in card 350 may 

include a USB Hub Controller 452 and a USB Network Controller 100 (like the USB Network 

Interface 212 of FIG. 2) and a Power port 356 (like the Power port 254 of FIG. 2). The USB 

Network Interface add-in card 350 may be implemented as a typical add-in peripheral card. 

Example typical add-in peripheral cards include: an adapter card; an expansion card; an add-in 

Ethernet Network Interface Card; and an externally attached dongle or device. 

[00121] The USB Network Interface add-in card 450 may have some components distinct from 

the USB Network Interface 212 of FIG. 2 and from the USB Network Interface Add-in Card 350 

of FIG. 3, including a USB 3 Host Controller 462. 

[00122] The USB Network Controller add-in card 450 may have a direct connection from the 

USB Host Controller 462 to the USB Network interface 454 by \Vay of an internal connection of 
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an onboard USB Transmission line, thereby eliminating an external USB Transmission Line to 

couple the USB Host 410 to the USB Network Interface 100 of the USB Network Controller 

add-in card 450. 

[00123] The interface between the USB Network Interface add-in card 450 and the USB Host 

system 410 may be generically, for example, a Host Expansion or Peripheral bus. The Peripheral 

bus may, for example, be a local bus compliant with the Peripheral Component Interconnect 

(PCI) Local Bus standard or the PCI Express (PCie) standard. To facilitate such an interface, the 

USB Host may include a PCI slot 464 and the USB Network Interface add-in card 450 may 

include a set 466 of PCI conductors. 

[00124] Notably, the USB bus may be considered to be an extension of the knm"n PCI bus 

and/or the knm"n PCie bus within a given Host system It is common place for modem-day 

processors to expose the PCI/PCie bus to the outside world by means of a protocol exchange, 

namely, a USB controller. The USB controller provides interconnection functionality with 

devices and other Hosts which are equipped with ubiquitous USB interfacing derived from their 

own exposed PCI/PCie buses by means of compatible USB controllers. Such interfaces allow for 

high speed data transfer and or exchange over greater distances than that specified by the 

PCI/PCie specification and at much lower cost than PCI/PCie controller implementations. Also, 

new processor designs include USB buses direct to the CPU, thereby eliminating the need for an 

additional protocol exchange via an externally mounted controller. Embodiments of the 

invention claimed may include any "high-speed bus-related protocol" establishing Host to 

Device communications, and typically, but not necessarily, having a physical implementation 

employing differential pairs to deliver signals (data) at the hardware level; and are applicable 

protocols for use by aspects of the present application. 

[00125] A USB Network Transmission line 414, which may be connected to the USB Network 

Controller 100, may connect the USB Network Interface add-in card 450 to the USB Network 

Bus 218. 

[00126] As established, and in similar fashion as explained with regards to FIG. 3, connection 

and enumeration within the USB Host Controller 462 are handled according to USB 

specifications; and once connected and enumerated, the combination of the USB Host 410 and 

the embedded USB Network Controller add-in card 450 form the Link System 400. 

[00127] Power for the Network Controller add-in card 450 may be provisioned, by way of the 

Power port 456, directly from an Expansion Bus of the USB Host 410 and may be managed 
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internally by a Power Manager similar to the Power Manager 162 and or the Power Manager 

192, which \Vas described earlier, in conjunction with a review of the components of the USB 

Network Controller 100 of FIG. la, lb, and le. The physical interface from the USB Host 

system 410 to the USB Network 218 may be implemented through a USB Network 

Transmission Line 414 which, as described earlier, can be made of various buses and also 

interfaces virtually with the USB Host 410 by an established Virtual Network as described 

previously. 

[00128] In some aspects of the present application, the Virtual NIC 430 may be established 

when coupling the USB Host system 410 to the USB N ehvork 218. Once coupled, the USB 

Network Interface 114 of FIG. 1 bis detected within the Application 440, and the OS 434, 

enumerates the I/O port and thereafter may enable the Virtual Network driver within the USB 

Host system 410 which may auto configure with an IP address and may provide access to 

various ports and resources for network activities. Upon activation, the OS may bind the Virtual 

Network Interface Controller 430, and the Application 440 may assume IP based network 

connections with other coupled USB Host systems, specifically using the Data Interface 174 in 

FIG. le for all Bulk Data exchanges with other coupled USB System hosts 410 including File 

Transfers to leverage the USB 3 5Gps bandwidth enabling high speed data transfer in the range 

of 400-450 MBps. 

[00129] FIG. 5 illustrates a Link System 500 featuring hvo Host systems, a first USB Host 

210A and a second USB Host 210B, connected to each other by means of a Host-to-Host Cable 

implemented by deploying two USB Network Interfaces, a first USB Network Interface 212A 

and a second USB Network Interface 212B. 

[00130] As previously outlined in FIG. 2, the first USB Host 210A includes various 

components for data and file transfer. The components may include: an Operating System 240A 

(not shown); a File System 236A (not shmvn); one or more Data Stores 238A (not shown); an 

Application 240A (not shown); a USB Host Controller 228A; a USB 3 Port 232A; and a Virtual 

NIC 230A. Similarly, the second USB Host 510B includes various components for data and file 

transfer. The components may include: an Operating System 240B (not shown); a File System 

236B (not shmv11); one or more Data Stores 238B (not shown); an Application 240B (not 

shown); a USB Host Controller 228B; a USB 3 Port 232B; and a Virtual NIC 230B. 

[00131] The first USB Network Interface 212A may, much like the components referenced 

earlier \vith respect to FIGS. 1 and 2, include a first USB Network Interface port 242A (not 

shown), a USB Hub Controller 244A (not shown), a USB Network Controller 1 00A (not shown), 
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and a Power port 254A (not shown). Similarly, the second USB Network Interface 212B may 

include a second USB Network Interface port 242B (not shown), a USB Hub Controller 244B 

(not shown), a USB Network Controller 1 00B (not shmvn), and a Power port 254B (not shown). 

[00132] In FIG. 5, a first USB Transmission line 216A connects a first host USB Port 232A of 

the first USB Host system 210A to the first USB Network Interface Port 242A (not sho\\TI) of 

the first USB Network Interface 212A. Similarly, a second USB Transmission line 216B 

connects a second host USB Port 232B of the second USB Host system 21 OB to the second USB 

Network Interface Port 210B (not shoWTI) of the second USB Network Interface 212B. 

[00133] A first USB Network Transmission line 214A, which may be connected to a first USB 

Network Controller l00A (not shown), may connect the first USB Network Interface 212A to a 

USB Network 218. Similarly, a USB Network Transmission line 214B, which may be connected 

to a first USB Network Controller 1 0OB (not shown), and may connect the second USB Network 

Interface 212B to the USB Network 218. 

[00134] In the first USB Network Interface 212A, an External Power connection may be 

provided by way of the first Power port 254A (not shoWTI). Similarly, in the second USB 

Network Interface 212B, an External Power connection may be provided by way of the second 

Power port 254B (not shown). 

[00135] As illustrated in FIG. 5, some embodiments relate to Host-to-Host connections for the 

purpose of deploying a Personal Area Network bet\veen Host systems of commercial, consumer 

and personal use such as Tablets, Laptops, Desktop Computers, and other smart devices 

including Smart phones and personal media players. In such an embodiment, the "bridge cable" 

use and operation resembles that of a ubiquitous USB2 Data Sync cable or an Easy Transfer 

Cable in which two host systems are coupled via a USB2-to-Ethernet converter bridged to the 

opposite side via another USB2-to-Ethernet converter, with relevance to an Ethernet cross-over 

cable; but enjoying the full transmission capacity available on the USB cable, unencumbered by 

Ethernet conversions, nor constrained by encapsulating USB transmissions ,vithin an Ethernet 

connection. This embodiment may be configured to allow remote control of the Host opposite, 

such that all resources, connections, interconnections, peripherals, devices, applications, and OS 

features and controls, are made available and usable with or without a security feature. 

[00136] In some embodiments, the first USB Host 210A may be coupled to the second USB 

Host 210B via the Link System 500 by means of physical USB Network Bus 218, and a Virtual 

Network 124 being deployed upon enumeration of the first USB Net\vork Interface 212A to the 
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first USB Host 210A and the second USB Network Interface 212B to the second USB Host 

210B. A closed loop deployment, the two USB Network Interfaces 212A, 212B are situated 

centrally and in opposition to one another, creating a USB Network architecture wherein USB 

connectivity may be provided to the USB Hosts 210A, 210B via the USB Transmission Lines 

216A, 216B at either end of the Link System 500. Application software 240A, 240B (not shm,n) 

loaded and executed ,vithin respective USB Hosts 2 lOA, 2 lOB, using typical file management 

and utility software applications, and using common OS features, either located on or previously 

added to, respective USB Hosts 210A, 210B, may provide a means by which a user of either of 

the USB Hosts 21 0A, 21 OB, may move, copy, create, delete, and list the files (among other tasks 

and utilities) located on local and remote data stores 238A, 238B (not shown). In some 

embodiments, any system resource or capability residing in, or connected to, one USB Host 

system (for example USB Host system 210A) is also made available to the other USB Host 

system (for example USB Host system 21 OB. 

[00137] In operation, links may be established through the Link System 500. These paths may 

be internal or external and may be physical or virtual. Conveniently, aspects of the present 

application may allow the Application 240A (not shown) and 240B (not sho,vn), executed on the 

first USB Host system 210A, to connect and/or interface directly with or to any of the 

established links, be they internal or external, physical or virtual for ,vhich one or more coupled 

USB Host system (for example USB Host system 210B). 

[00138] FIG. 5 also illustrates I/O encoders 510A, 520A, 510B and 520B may optionally be 

added as indicated, and may optionally be used in the operation of the apparatus. The I/O 

Encoders may be located ,vithin a device controller or without, and may encode raw data 

received by the device controller for transmission across the data bus, and may decode received 

data from across the bus for transmission to the device controller as raw data. As an example, 

the I/O encoder 520A may be located in between the USB I/O Device Controller #2A 1 70A and 

the USB Network Bus 218 for transmitting and receiving on the Data Bus 134A over the USB 

Network Bus 218 to the coupled Data Bus 134B; wherein the I/O encoder 520B located between 

USB Network Bus 218 and the USB I/O Device Controller #2B 170B having received the 

encoded data, may decode and send as raw data to USB I/O Device Controller #2B 170B. I/O 

encoders 51 0A and 51 OB may be located between USB I/O Controller# IA 11 0A and # lB 11 OB 

respectively. 

[00139] FIG. 6a illustrates a schematic of a further USB Link System 600, wherein there is a 

mirrored net,vork interface implementation having multiple components common to each side, 
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some of which have been described previously herein. As illustrated in FIG. 6a, a first USB 

Host system 2 IOA may have a first USB 3 Host Controller 228A, and a first USB connector 

232A, for example a USB 3 Type A Female connector physically coupled to a first USB mating 

connector 242A, for example a USB 3 Type A Male connector which may be connected to an 

embedded first USB 3 Hub Controller 244A; which may have two or more sets of differential 

pair transmission lines and may also have Power transmission lines, in which all transmission 

lines may be forming a connection from the first USB 3 Hub Controller 244A to the first USB 3 

Network Controller lOOA. A second USB Host system 210B may have a second USB 3 Host 

Controller 228B, and a second USB connector 232B, for example a USB 3 Type A Female 

connector physically coupled to a second USB mating connector 242B for example a USB 3 

Type A Male connector which may be connected to an embedded second USB Hub Controller 

244B; which may have t\vo or more sets of differential pair transmission lines and may also have 

Power transmission lines, in which all transmission lines may be forming a connection from the 

second USB 3 Hub Controller 244B to the second USB 3 Network Controller IOOB. 

[00140] The first USB 3 Network Controller IOOA may be connected to a second USB 3 

Network Controller IOOB via several USB Network Transmission Lines 214A (not shown) 

coupled to other several USB Network Transmission Lines 214B (not shown) forming a USB 

Network Bus 218 (not shmvn) illustrated as several independent segments coupling several 

independent process blocks and interfaces, 134, 136, 138, 124. 

[00141] The first USB connector, for example a USB 3 Type A Male connector 626A may 

connect to a first USB 3 Hub Controller 606A via two or more sets of differential pair 

transmission lines and may also include Power transmission lines (not shmm). 

[00142] Similarly, the second USB connector, for example a USB 3 Type A Male connector 

242B may connect to a second USB 3 Hub Controller 244B via two or more sets of differential 

pair transmission lines and may also include Power transmission lines (not shown). 

[00143] The first USB 3 Hub Controller 244A may connect to a first Network and Control 

Management block l IOA for example a USB 1/0 Device Controller #1, of the first USB 3 

Network Controller IOOA via t\vo or more sets of differential pair transmission lines and may 

also include Power transmission lines 604A. 

[00144] Similarly, the second USB 3 Hub Controller 244B may connect to a second Network 

and Control Management block 11 OB for example a USB 1/0 Device Controller # 1, of the 
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second USB 3 Network Controller I 0OB via two or more sets of differential pair transmission 

lines and may also include Power transmission lines 604B. 

[00145] The first USB 3 Hub Controller 244A may also connect to a first Data Control 

Management block 170A for example a USB I/O Device Controller #2, of the first USB 3 

Network Controller l00A via two or more sets of differential pair transmission lines and may 

also include Power transmission lines 612A. 

[00146] Similarly, the second USB 3 Hub Controller 244B may also connect to a second Data 

Control Management block 170B for example a USB I/O Device Controller #2, of the second 

USB 3 Network Controller IO0B via two or more sets of differential pair transmission lines and 

may also include Power transmission lines 612B. 

[00147] The first USB 3 Hub Controller 244A may also connect to both the first USB I/O 

Device Controller #1 Power Manager 162A and to the first USB I/O Device Controller #2 Pmver 

Manager 192A via t\vo or more sets Power transmission lines 608A. 

[00148] Similarly, the second USB 3 Hub Controller 244B may also connect to both the second 

USB I/O Device Controller # 1 Pmver Manager 162B and to the second USB I/O Device 

Controller #2 Power Manager 192B via two or more sets Power transmission lines 608B. 

[00149] The first Network and Control Management block 11 0A may be coupled to the second 

Network and Control Management block l IOB by a Nenvork and Control Bus 136. 

[00150] The first Pmver Management block 162A and 192A may be coupled to the second 

Power Management block 162B and 192B respectively, by a Power bus 138. 

[00151] The first Data Control Management block 170A may be coupled to the second Data 

Control Management block 170B by a Data Bus 134. 

[00152] In some aspects of the present application, as illustrated in FIG. 6a, I/O encoders 51 0A, 

520A, 5 IOB and 520B may optionally be added as indicated, and may optionally be used in the 

operation of the apparatus. The I/O Encoders, as previously described herein, may be located 

within a device controller or without, and may encode raw data received by the device controller 

for transmission across the data bus, and may decode received data from across the bus for 

transmission to the device controller as raw data. 
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[00153] Each of the first transmission lines 604A, 608A and 612A and each of the second 

transmission lines 604B, 608B and 612B may be implemented as, for example, copper traces on 

a circuit board or other embedded means ·within the Link System. 

[00154] In operation, the various blocks 11 0A and 11 OB, 162A, 192A and 162B, 192B, and 

170A and 170B in combination with the corresponding buses 136, 138 and 134 may be seen to 

form a USB Network which includes an established virtual network 124 having IP based 

addressing and using virtual Ports commonly associated with IP based networking. Physical 

network communications takes place over the Network and Control Buses 136 in which USB 1/0 

Device Controllers on either Network Controller IO0A andlO0B communicate using a serial 

protocol. The protocol may be any of the industry standard and accepted serial communications 

protocol as interconnection of Transmit and Receive signaling may be a requirement. These 

commonly used protocol may include RS-232, RS-422, RS-485, SPI, l2C, CAN, etc. Physical 

Data exchange takes place over the Data Buses 134 in which USB 3 1/0 Device Controllers #2 

on either Network Controller 1 00A and I 00B transact Bulk Data Transfer over selected 

SuperSpeed Endpoints. Transfer methods such as Bulk Data transfer, Asynchronous data transfer 

and Isochronous First-In-First-Out (FIFO) data transfer may be used for alternate forms of 

transfer such as continuous feed or Streaming Data. Different functions within an Application 

may be directed to different endpoints. Each endpoint may be selected on the basis of the 

suitability of the endpoint to perform a desired function. Similarly, data traffic may be directed to 

an endpoint that is suited to an identified data speed when coupling different versions of USB 

Hosts. 

[00155] FIG. 6b illustrates a schematic of the operational flow of a further USB Link System, 

wherein t\vo USB Host systems couple and engage in a High Speed File Transfer process in 

accordance with aspects of the present application. 

[00156] The Data Transfer process requires that Host 1, may connect to the apparatus, and may 

have all supporting devices and components enumerated and may have established an IP address 

on the Virtual Network, may couple with Host 2, which also may require being connected to the 

apparatus, and may have all supporting devices and components enumerated and may have 

established an IP address on the Virtual Network. Host I and Host 2 may now be connected via 

the Virtual Network and exchange Network and Control Commands on the Physical Network 

and Control Bus. The primary interaction in the Data Transfer process is that Host 1 may query 

Host 2 for data listing such that the User receives information regarding the Files and their 

locations on Host 2. Once decided by the User, Host 1 may transmit via the Network and Control 
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Bus endpoint a Send request to Host 2 such that a specific file, on Host 2, may be transferred. 

Host 2 may acknowledge and may create payload information and may send to Host 1. Payload 

details may include file name, byte count, and various security and checksum details. Host 2 may 

ready the Bulk Transfer Endpoint on the Data Bus and endpoint may enter standby mode in 

anticipation of the Request to Send condition set by Host 1. Host 1 may select a Bulk Transfer 

Endpoint and may establish the space needed for the incoming File. Host 1 may send to Host 2 a 

Request to Send on the Network and Control Bus. Host 2 may acknowledge the Request to Send 

command, and may engage the Bulk Transfer process to send the selected File to the expectant 

endpoint on Host 1 via the high speed Data Bus. Upon completion, Host 2 may close the Data 

Bus endpoints and may reset back to normal operation. Host 1 may upon completion of the Data 

Transfer, close the Data Bus endpoint and may assess the payload against the payload 

information previously acquired, for payload completeness, integrity and security. This process 

may continue to repeat itself should the User select numerous files or entire folders or entire 

Drive contents. 

[00157] FIG. 7 illustrates a Link System 700 featuring a plurality ofUSB Host Systems 210. 

Each USB Host system 210 of the plurality of USB Host Systems 210 may be connected, via a 

respective USB Transmission Line 216, to a USB Network S,vitch 706. The USB Network 

S,vitch 706 may also be called a USB Net\vork Router or a USB Network Bridge. At the USB 

Network Switch 706, each of the USB Transmission Lines 216 may be received at a respective 

plurality ofUSB ports (not shm,n). Within the USB Network Switch 706, a shared USB 

Network Bus 218 may be found. A plurality ofUSB Network Interfaces 212 may connect to the 

shared USB Network Bus 218 via bi-directional USB Network Transmission Lines 214. 

Furthermore, each of the plurality of USB Network Interfaces 212 may connect to a respective 

one of the USB ports 242 (not shown). 

[00158] Conveniently, the USB Network Transmission Lines 718 are located internal to the 

USB Network Switch 706. 

[00159] The USB Network Switch 706 may include a Net\vork Manager Interface 714 

connected to the shared USB Network Bus 218. 

[00160] The USB Network Bus 218 may be seen to establish a central data and file transfer 

distribution center for the plurality ofUSB Host systems 210, as is the case for most modem-day 

computer-based network systems such as, for example, Ethernet Switches, Bridges and Routers. 

Since, the USB Network Bus 218 is internal to the USB Network Switch 706, it follows that the 

Network and Control Bus and the Power Bus are internal to the USB Network Switch 706. 
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Accordingly, only the USB ports 242 (not shmvn) are exposed for coupling with the USB Host 

systems 210. 

[00161] In operation according to some aspects of the present application, the Network 

Manager Interface 714 may provide enhanced and additional control at the Console level for 

internal system configuration, security, diagnostics, and administrative control. The Network 

Manager Interface 714 may, additionally, be used to offset, or to supplement, the Network and 

Control Management of any or all of the USB Nenvork Interfaces 212. Interaction with the 

internally located USB Netvvork Interfaces 212 may be carried out through physical network 

pathways or virtual network pathways. Furthermore, a given one of the USB Host systems 210 

may facilitate communications with the Network Manager Interface 714 based on 

administration, configuration and security settings and parameters, using a Network Manager 

Console application (not shmvn) on the given one of the USB Host systems 210. 

[00162] In some aspects of the present application, as illustrated in FIG. 7, the number of USB 

Net\vork Interfaces 212 is not limited by USB specification or conventions, nor by other network 

architecture restrictions or limitations. Indeed, theoretically, an unlimited number of USB 

Network Interfaces 212 may be coupled or interconnected, either directly or through 

interconnections of differing topologies, wherein concatenation of two or more USB Network 

Switches 706 is possible. As mentioned hereinbefore, the USB Network Switches 706 may also 

be known as Bridges and/or Routers. 

[00163] In operation, through the coupling of the physical nenvork components, including the 

USB Host systems 210, the USB Transmission Lines 216, the USB ports 242 (not shown), the 

USB Network Transmission Lines 214 and the USB Network Bus 218, a Virtual Network 124 

may be seen to have been established. Notably, the specified Network Switches, Bridges, and/or 

Routers can be provisioned and/or located internally or externally and in either, or both a 

physical or virtual presence. Also, the actual location of any Network Switch, Bridge or Router 

is not to be understood as being only positioned as depicted in FIG 7., but can be located 

anywhere it is deemed to be necessary. 

[00164] It can be said that in accordance with the description of the elements and components 

described earlier herein with respect to FIG. 2, similar elements having similar functionality in 

FIG. 7 may be established as being interchangeable. . 

[00165] In some aspects of the present application, as illustrated in FIG. 7, a USB Host system 

210 having interconnection \vith the Virtual Network 124 through interconnection of Virtual 
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Router or Bridge, may optionally be used as a Network Manager and have Remote access 

capabilities with the Network Manager 714 or with any coupled USB Host system 210 should 

the system be configured in such a manner to provide this type of access and usage. 

[00166] FIG. 8 illustrates, in schematic form, a Link System 800 featuring a number of support 

elements included in each of a pair of USB Network Interfaces 212A and 212B for coupling a 

first USB Host system 21 OA to a second USB Host system 21 OB. The FIG. 8, in the 

configuration shovvn is not inclusive of some of the components that are either being referred to 

and states as not shown, or are not indicated as their functionality although pertinent to the 

overall function of the Link System is not included in the scope of this particular description of 

this or other similar embodiments, including USB 3 Hub Controllers, USB Connectors, and 

optional 1/0 encoders, etc. 

[00167] The first USB Host System 210A may be coupled, via a first USB Network Interface 

212A, to the second USB Host system 210B via a second USB Net\vork Interface 212B. The 

USB Network interface 212A and 212B has been described previously herein as it pertains to 

FIG 2. The first USB Host system 210A and the second USB Host system 210B, have also been 

described previously herein pertaining to FIG. 2, and are not shown in FIG. 8 but are understood 

to be connected via the first USB Interconnect 804A and a second USB Interconnect 804B, 

respectfully. The USB Host systems 210A and 210B (not shown) may each comprise a USB 

Host Controller; a USB Connector and a USB Transmission Line, described earlier herein, 

inclusive of several differential pairs and or multi-pairs and related Power conductors. 

[00168] The first USB Network Interface 212A may include a first Pow-er Management unit 

842A. The second USB Network Interface 212B may include a second Power Management unit 

842B. Both Power Management units 842A and 842B may be comprised of the Power Interfaces 

116 and 176 of each of the USB 1/0 Device Controller #1 and #2 within the USB Network 

Controller 100 as previously referenced herein. The first Power Management unit 842A may be 

connected to the second Power Management unit 842B via a Power Bus Link 138A and 138B 

,vithin the USB Network Bus 218, in accordance with the controls and commands issued from 

and through the Application 240 (not shown) on any of the coupled USB Host systems. 

[00169] The first USB Network Interface 212A may include a first USB Differential 

Connection in which a first USB2 endpoint 834A and a first USB 3 endpoint 832A may be 

established. The second USB Network Interface 212B may include a second USB Differential 

Connection in which a second USB2 endpoint 834B and a first USB 3 endpoint 832B may be 

established. The first endpoints 832A, 834A may be made to communicate with the second 
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endpoints 832B, 834B respectively via a Data Bus Link 134A and 134B within the USB 

Network Bus 218. 

[00170] The first USB Network Interface 212A may further include a first Port Detector 822A 

which may connect to a first Link Negotiator 824A, ,vhich may be connected to a first Link 

Manager 826A. Similarly, the second USB Network Interface 212B may further include a 

second Port Detector 822B which may connect to a second Link Negotiator 824B, w-hich may 

connect to a second Link Manager 826B. Port Detector 822A and 822B and Link Negotiator 

824A and 824B may be directed by the user Application 240 (not shown) and USB Host System 

OS 234 (not shown) as required. 

[00171] Furthermore, a first USB Net\vork Interface 212A may include a first Service 

Management Block 812A and the second USB Network Interface 212B may include a second 

Service Management Block 812B. The first Service Management Block 812A and the second 

Service Management Block 812B may communicate via Service Bus Links 810A and 810B 

respectively as each are segments of the Network and Control Bus 136A and 136B respectively, 

and may be directed by the user Application 240 (not shown) and USB Host System OS 234 (not 

shown) as required. 

[00172] The coupled Service Bus Links 136A and 136B may also be used when the first 

Service Management Block 812A and the second Service Management Block 812B 

communicate directly. Furthermore, the first Service Management Block 812A and the second 

Service Management Block 812B may employ an Addressing facility and may be directed by the 

user Application 240 (not shown) and USB Host System OS 234 (not shown) as required. 

[00173] FIG. 8 illustrates an embodiment of the present application wherein the function of the 

Power Management units 842A, 842B may provision and monitor power requirements of the 

apparatus for optimal operation with respect to use of the fastest bus; and according to various 

factors, including, but not limited to, the distance from a connecting USB Host System, and the 

capacity relating to the USB Host System Bus pmver capacity when executing data transfer 

operations. Power may be derived, primarily, from a USB Host system through the appropriate 

USB Interconnect 804A, 804B. Within one or more embodiments, additional power may be 

provided via internal or external power courses, applied or connected via additional Power 

interconnects such as, as an example, and external Power adapter. Alternatively, external power 

sources may be applied or connected via any other coupled USB Host system on the Power Bus 

138A and 138B, providing the other coupled USB Host system has sufficient regulated power 
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and capacity. Furthermore, Power Management units 842A, 842B may be directed by the user 

Application 240 (not shown) and USB Host System OS 234 (not shown) as required. 

[00174] In operation of the Link System 800 of FIG. 8, data may be passed between USB Host 

systems 21 0A and 21 OB using one of either the USB 2 endpoints 834A, 834B or the USB 3 

endpoints 832A, 832B. In either case, the data may be directed by a Data Control Manager to a 

Data Exchange unit, such as found as the Data Control Manager 172 (not shown) and the Data 

Exchange unit 194 in the USB Network Controller 100 of FIG. la and of the USB 1/0 Device 

Controller #2 in FIG. 1 c. Additionally, the data may be reformatted and prepared for transfer to 

the Data Bus 134A and 134B. A Data Control Manager, such as the Data Control Manager (not 

shown) in the USB Network Controller 100 of FIG. la and of the USB 1/0 Device Controller #2 

in FIG. 1 c, may provide an open path and directives to each USB Host system to engage the 

transfer process. In some aspects of the present application, the Data Exchange unit 194 (not 

shown) may accommodate same and mixed transfers of any combination of USB 2 and USB 3 

originating data and speeds. Optionally, Data 1/0 encoders (/decoders) 5 lOA, 510B, and 520A 

and 520B as described previously herein with respect to FIG. 5, may be provisioned within this 

embodiment as well. 

[00175] FIG. 8 does not show a Network and Control Manager 112 (not shown). However, in 

consideration of the Network and Control Manager 112 of the USB Network Controller 100 of 

FIG. la and I b, one may consider that, in operation of the Link System 800 of FIG. 8, a Network 

and Control Manager 112 (not shown) synchronize, coordinate physical interconnections, and 

Virtual interconnections, between the coupled USB Host systems. 

[00176] The Network and Control Manager 112 (not shown) may defer control to the 

Application 240 (not shown) and OS 234 (not shown). Indeed, the Network and Control 

Manager 112 (not shown) may attend, primarily, to lower level functions concerning detection 

and negotiation of the connected USB endpoints and implementing address determination and 

selection protocols along with data direction and flow control for the coupled USB Host systems 

210A and 210B. 

[00177] In operation, the first Port Detector 822A may sense the USB connection type. 

Accordingly, the first Port Detector 822A may permit or decline the connection as per Driver 

and Operating System 240A (not shown) instructions from one or more connected USB Host 

systems. If a connection is permitted, the first Link Negotiator 824A may establish a suitable 

physical and/or virtual reference for the connected USB Host system prior to being coupled ,vith 

another USB Host system The first Link Manager 826A, in tum, may establish an address on the 
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first Address Bus Link 136A. The first Link Manager 826A may also inform the first Network 

and Control Manager 112 (not shown) of the pairing of physical and/or virtual addresses for the 

USB Host System 210A and 210B and the USB Network Interfaces 212A and 212B. 

[00178] The first Service Management Blocks 812A and 812B may provide additional console­

type connections for loading and upgrading code logic of the USB Network Interfaces 212A and 

212B respectfully. The first Service Management Block 812A may also provide non-essential 

services, including control and s,vitching of external reporting mechanisms for Process 

confirmations and/or acknowledgements of services. Exchange of such service to either side of 

the USB Network Bus 218 is provided for on the Service Bus Links 136A and 136B, and may be 

managed by the Network and Control Manager 112A (not sho\\n) using logic executed by the 

first Link Manager 826A. 

[00179] Process confirmations may include error, power, security and/or mode level indication 

and reporting. One example of a means to provide confirmation in a preferred embodiment 

comprises Light Emitting Diode signaling indicators using distinct colors to provide distinct 

indications or by on-off or dimming states. 

[00180] FIG. 9 illustrates, in schematic form, a Link System 900 featuring two or more separate 

links for a Data Link for Data and File Transfer and a Communication Link for Network and 

Control communications to and from a USB Network Bus 218. The Link System 900 of FIG. 9 

includes a USB 3 SuperSpeed configuration 902 and an alternative USB 2 Hi-Speed 

configuration 904. 

[00181] The USB 3 SuperSpeed configuration 902 includes a first USB 1/0 Device Controller 

#2 910A connected to the USB Network Bus 218 via a first plurality of USB Network 

Transmission Lines 912A. Additionally, the first USB 1/0 Device Controller #2 910A may be 

connected to a first USB 3 Hub Controller 916A terminating to a USB 3 Male Type A connector 

914A via a first USB 3 Transmission Line 906A. The USB 3 SuperSpeed configuration 902 also 

includes a first USB 1/0 Device Controller # 1 920A connected to the USB Network Bus 218 via 

the first plurality of USB Network Transmission Lines 912A and may be connected to a first 

USB 3 Hub Controller 916A also terminating to a USB 3 Male Type A connector 914A via the 

USB 3 Transmission Line 906A. The target USB Host system may have a USB 3 Host 

Controller and USB 3 external Ports available for which to connect this configuration of the 

described embodiment in a USB 3 SuperSpeed configuration. 
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[00182] The USB 3 SuperSpeed configuration 902 further includes a second USB I/0 Device 

Controller #2 910B connected to the USB Network Bus 908 via a second plurality of USB 

Network Transmission Lines 912B. Additionally, the second USB I/0 Device Controller #2 

910B may be connected to a second USB 3 Hub Controller 916B and terminating to a USB 3 

Male Type A connector 914B via a second USB 3 Transmission Line 906B. The USB 3 

SuperSpeed configuration 902 also includes a second USB I/0 Device Controller #1 920B 

connected to the USB Network Bus 908 via the second plurality USB Network Transmission 

Lines 912B and may be connected to second USB 3 Hub Controller 916B and terminating to a 

USB 3 Male Type A connector 914B via a second USB 3 Transmission Line 906B. The target 

USB Host system, may have a USB 3 Host Controller and USB 3 external Ports available to 

connect, completes this configuration of the described embodiment in a USB 3 SuperSpeed 

configuration. 

[00183] The USB 2 Hi-Speed configuration 904 includes a first USB I/0 Device Controller #2 

910A in an alternative configuration connected to the USB Network Bus 218 via the first 

plurality of USB Network Transmission Lines 912A. Additionally, the first USB I/0 Device 

Controller #2 910A in an alternative configuration may be connected to a first USB 3 Hub 

Controller 916A and terminating to a USB 3 Male Type A connector 914A via a first USB 3 

Transmission Line 906A. The USB 2 Hi-Speed configuration 904 may also include a first USB 

I/0 Device Controller #1 920A connected to a first USB 3 Hub Controller 916A also terminating 

to a USB 3 Male Type A connector 914A via the USB 3 Transmission Line 906A. The target 

USB Host system may have only USB 2 Host Controller and USB 2 external Ports available for 

which to connect this configuration of the described embodiment in a USB 2 Hi-Speed 

configuration. 

[00184] The USB 2 Hi-Speed configuration 904 further includes a second USB I/0 Device 

Controller #2 910B in an alternative configuration connected to the USB Network Bus 218 via 

the first plurality of USB Network Transmission Lines 912B. Additionally, the second USB I/0 

Device Controller #2 91 OB in an alternative configuration may be connected to a second USB 3 

Hub Controller 916B and terminating to a USB 3 Male Type A connector 914B via a second 

USB 3 Transmission Line 906B. The USB 2 Hi-Speed configuration 904 may also include a 

second USB I/0 Device Controller #1 920B connected to a second USB 3 Hub Controller 916B 

also terminating to a USB 3 Male Type A connector 914B via the USB 3 Transmission Line 

906B. The target USB Host system may have only USB 2 Host Controller and USB 2 external 

Ports available for which to connect this configuration of the described embodiment in a USB 2 

Hi-Speed configuration. 
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[00185] In the Link System 900, as illustrated in FIG. 9, w~hen a USB 3 SuperSpeed 

interconnection is made to a USB Host system via the first USB 3 Transmission Line 906A and 

the first USB 3 Male Type A connector 914A, the first USB I/0 Device Controller #2 910A may 

be configured to fulfill data and file transfers behveen, both to and from, the USB Nehvork Bus 

218 via the first USB Network Transmission Lines 912A. 

[00186] In some aspects of the present application, when connected to a USB 3 SuperSpeed 

Host system, the Link System may assign all Host-side and intra-Link or network, system 

command and management data including node addressing, directional flow, flow control, 

security, configuration, sync and traffic management, messaging and critical assist and override 

functions and others, to the first USB 1/0 Device Controller # 1 920A in a separate 

Communication Link parallel to the Data Link already established via the first USB I/0 Device 

Controller #2 910A. 

[00187] Conveniently, when separate dual and parallel Links are employed, it may be shown 

that relatively high data transfer rates may be achieved when connecting to USB 3 SuperSpeed 

Host systems. These relatively high data transfer rates may be attributed to an exchange of 

control data and network management data on paths that are separate and distinct from the path 

on which the data is exchanged. 

[00188] In some aspects of the present application, both the first USB 1/0 Device Controller #2 

910A and the first USB 1/0 Device Controller #1 920A may be deployed as Data Transfer 

pathways. In this manner, the bandwidth of the first USB 1/0 Device Controller #2 910A may be 

supplemented by channeling relatively smaller size transfers to a slower secondary pathway such 

as that formed by the first USB 1/0 Device Controller# 1 920A. Additionally or alternatively, 

deploying this method, using both first USB 1/0 Device Controller #2 910A and USB 1/0 

Device Controller #1 920A for Data and File Transfers may allow for simultaneous file transfers 

in opposite directions. 

[00189] In the Link System 900, as illustrated in FIG. 9, when a USB 2 Hi-Speed 

interconnection is made to a USB Host system via the first USB 3 Transmission Line 906A and 

the first USB 3 Male Type A connector 914A, the first USB 1/0 Device Controller #2 910A may 

be configured to fulfill data and file transfers between, both to and from, the USB Network Bus 

218 via the first USB Network Transmission Lines 912A. 

[00190] In some aspects of the present application, when connected to a USB 2 Hi-Speed Host 

system, the Link System may assign all Host-side and intra-Link communications, for example 
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network, system command and management data including node addressing, directional flow, 

flow control, security, configuration, sync and traffic management, messaging and critical assist 

and override functions and others, to the first USB 1/0 Device Controller #1 920A in a separate 

Communication Link parallel to the Data Link already established via the first USB 1/0 Device 

Controller #2 91 0A. 

[00191] Conveniently, when separate dual and parallel Links are employed, it may be shown 

that relatively high data transfer rates may be achieved when connecting to USB 2 Hi-Speed 

Host systems. These relatively high data transfer rates may be attributed to an exchange of 

control data and network management data on paths that are separate and distinct from the path 

on which the data is exchanged. 

[00192] In an example of the embodiment of the invention as a USB Link System, mode 

selection between USB 3 SuperSpeed and USB 2 Hi-Speed may pertain to the version of the 

USB Protocol that is being used by the connected USB Host system at any given Endpoint, and 

may be controlled by a higher level Application on the USB Host system and by a Link System. 

The Code Logic within the Link System may provision capability for the Link System to select 

modes based on interconnect signal integrity and degradation level. 

[00193] Some aspects of the present application may include a method, apparatus and system 

wherein two or more USB data paths may be established and used simultaneously, in any 

direction, and that the network and control path established between any and all coupled Host 

systems may be implemented as a shared resource and may accommodate shared control 

management. 

[00194] FIG. 10 illustrates, in schematic form, the main components and or routine blocks and 

or Logic blocks of an Application program 1000 used to interact with the Link Systems outlined 

and described previously herein, featuring coupling between a first USB Host System 21 0A (not 

shown) and a second USB Host 210B (not sho\¾n) as per FIG. 2 and FIG. 5. 

[00195] The Application may host navigation and execution commands provided by interaction 

with both the USB Host system and or the User input in operation of the Link System and 

coupled USB Host systems. Application software involving user interaction at the local level and 

or at a network level, may include a User Interface to provide a means to navigate and execute 

pre-programmed processes or routines, involving simplistic processes or gestures, such that Data 

may be transferred from one coupled USB Host system to another, amongst other desirable 

transactions. The Local User Interface 1002, refers to that User Interface (hereinafter "UI") 
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pertaining to the USB Host system on which the Application may be running and for wfoch there 

may be a User interacting with the Application in real time and in real session. The UI may 

include a Data In/Out 1004A data transfer facility or process unit as that which may be exposed 

to the User as both a reporting facility and an input facility. The UI may also include Flow 

Control facility and a Data Storage Manager 1008A. The Flow Control facility may provide 

access to viewing and selecting USB Host system Hardware Panels for monitoring and selecting 

Protocol based Endpoints, Ports, Addresses, and Data Handling features. The Data Storage 

Manager facility may provide File and Folder monitoring and maintenance functions, more 

commonly known as File Explorer functions whereby Data Storage devices are listed, and may 

be selected for retrieving storage capacity and for listing stored contents in folder and file 

formats as defined by the OS. 

[00196] The Application program pertaining to the Link System 1000 of FIG. 10 may include a 

Traffic Manager 1010. The Traffic Manager 1010 is central to the Application in that all data 

traversing the USB Network Bus 218 (not shown) to and from the coupled USB Host systems, 

may be required that such traversals induce data traffic on all buses as previously described 

herein. For data transversal to be successfully accomplished, an ability to manage timing and 

path selection, and deselection, may be required. 

[00197] In similar functional positioning as that of the Traffic Manager 1010, the Data 

Exchange 1040 process and the Negotiate Path and Device Selection 1020 routines may be the 

only processes or routines that directly transact across, or traverse, the USB Nenvork Bus 218 

(not shown) as Local and Remote references may be considered directional indicators and may 

not have logical demarcations. That is to say that logic in any of the three routine blocks may be 

considered as both a logical endpoints of the opposing data and command structures, and as a 

logical start point to any function or routine in reaction to the opposing endpoints. 

[00198] The Data Exchange 1040 process may interact directly with the Link System's USB 

1/0 Device Controllers # 1 and #2 as previously described herein. Data within those Memory 

Blocks 152 and 182 may traverse the USB Network Bus under the instruction and direction of 

the Data Exchange process. 

[00199] The Negotiate Path and Device Selection 1020 routines may also interact directly with 

the Link System's USB 1/0 Device Controllers #1 and #2 as previously described herein. 

Selections made by the user and or the Application may translate into openings or closings of 

specific ports on the USB Host systems and may include direct communications with the USB 

Network Controller 100 as described earlier herein. 

42 

Microchip Ex. 1010, p. 85 
Microchip v. Aptiv 

PGR2024-00011



WO 2015/081448 PCT/CA2014/051179 

[00200] An Endpoint Manager 1044A routine may be used to determine the necessary endpoint 

to target for incoming and outgoing data exchanges as per the desired user action or in logical 

reaction to queries from the opposite coupled USB Host system Application. Logical control 

sequences are established by the Traffic Manager 1010 based on endpoint selection determined 

by the Local Endpoint Manager 1044A and in synchronization with the Remote Endpoint 

Manager 1044B. 

[00201] The Data Manager/Converter 1042 routine may establish the format and exchange 

information of the sending or receiving pay loads such that pay load bits are both counted, 

aligned, and packaged for transport in either direction based on the engagement and 

determination by the Traffic Manager 1010 and respective Endpoint Managers 1044A and 

1044B. The Local Data Manger/Converter 1042A may interact with the Remote Data 

Manager/Converter 1042B through interaction with the Traffic Manager 1010 Process Logic. 

[00202] Both the Local Direction Select 1022A and its counterpart the Remote Direction Select 

routines may report and react to logic selections processed by the User input from the Local UI 

1002A or the Remote UI 1002B, utility if engaged by the user, that may cause or require change 

to the Flow Control and Data Storage Manager 1008A and 1008B processes respectively, and 

confirmation of Data direction flow and Network Control sequences or routines may be 

synchronized by the Traffic Manager 1010, and subsequently may be reported or confirmed by 

the Application to both the engaged logic processes and the Local UI 1002A and or the Remote 

UI 1002B, if engaged. 

[00203] In operation of the Link System 1000 of FIG. 10, an application executing on the first 

USB Host system 21 0A (not shown) may detect, sense, negotiate and direct data transfers, 

Network commands, Control command, and Link System commands to facilitate and 

synchronize device addressing and data flow through appropriate links. Data flow through the 

first USB Host system 2 lOA (not shown) may involve a device driver exposing available 

endpoints for data transmission and available endpoints for network interconnects. 

[00204] The available endpoints identified may vary depending on the type of data transfer via 

USB protocol to coincide with the desired service mode of the USB Network Interface 212A and 

212B (not shown). Example types of data transfer include Bulk data transfer, Asynchronous data 

transfer and Isochronous First-In-First-Out (FIFO) data transfer. Different functions within the 

Application may be directed to different endpoints. Each endpoint may be selected on the basis 

of the suitability of the endpoint to perform a desired function. Similarly, data traffic may be 
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directed to an endpoint that is suited to an identified data speed when coupling different versions 

ofUSB Hosts. 

[00205] The Local Endpoint Manager 1044A may enable selection of, and switching to, various 

endpoints to meet requirements specified by an Application. The Local Endpoint Manager 

1044A may also enable, engage or require the Local Data In/Out Transfer process 1004A of the 

Local USB Host system 210A (not shnwn). 

[00206] The Local Data Manager I 042A may be engaged by an Application via requisite 

declaration ofrequired space, file name(s), directory, file type(s) and supplemental processes, 

such as byte count, checksum, and others. Direct communication between the Local Data 

Manager 1042A and the Traffic Manager 1010 may assist to allow for relatively accurate data 

transfers and relatively higher levels of security. In this way, data transfers may be seen as highly 

efficient and a reduction may be realized in collisions and transfer resends. 

[00207] In operation, activities at the Data Exchange I 040 may align to the needs of the Traffic 

Manager 1010 to support various modes of operation to allow for relatively high data transfer 

speed, relatively high bandwidth, relatively high security and relatively high data integrity for the 

attached or coupled USB Host systems 210A and 210B (not shown) respectively. 

[00208] In operation, the Traffic Manager 1010 may seek information for link or pathway 

determination for efficient data transfer. Devices, device endpoints and data paths may be taken 

into account with respect to Data Flmv direction, network and control messaging, and process 

reporting to an Application and to a USB Network Interface. 

[00209] Also in operation, the Negotiate Path and Device Selection Unit 1020 may execute 

logic when such information for link or pathway determination is sought by the Traffic Manager 

10 IO or when triggered by the Local and or Remote Direction Select I 022A and I 022B 

processes respectfully, and or by the Local and or Remote Flow Control and Data Storage 

Manager 1008A and 1008B processes respectively. 

[00210] The Local Direction Select I 022A and the Local Flow Control and Data Storage 

Manager 1008A may execute processes within a Local USB Network Interface 212A in 

conjunction ,vith an Application's requirements and events that may be triggered by the Local 

USB Host system 21 0A (not shown) and Link System 1000 logic. The Local Operating System 

234A (not shown) and a Local Application 240A (not shown) may execute at the Local USB 

Host system 2 lOA (not shown) and may interact to indicate requirements to the Local Flow· 

Control and Data Storage Manager 1008A accessed via the Application 240A and Local device 
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drivers, such that each communicates directly ,vith the Local USB Network Interface 212A (not 

shown) logic in collaboration with the Remote USB Network Interface 212B (not shown) logic 

across the Network and Control Management Bus 136A and 136B (not shown) respectfully. The 

same could be said with respect to processes triggered or executed on both the Local and or the 

Remote sides or counterparts of those referenced above. 
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CLAIMS 

1. A system for transferring data between a first host computer and a second host computer 

compnsmg: 

a first host computer capable of sending and receiving data and control information; 

a second host computer capable of sending and receiving data and control information; 

a first network interface controller comprising at least two input/output (I/0) device 

controllers and a means for receiving power to the first net\vork interface controller, wherein 

each 1/0 device controller of the first net\vork interface controller is communicatively coupled to 

the first host computer, and ,vherein a first of the at least two I/0 device controllers is 

communicatively coupled to a shared control bus and a second of the at least two 1/0 device 

controllers is communicatively coupled to a shared data bus; and 

a second network interface controller comprising at least two I/0 device controllers and a 

means for receiving power to the second network interface controller, wherein each 1/0 device 

controller is communicatively coupled to the second host computer, and wherein a first of the at 

least two 1/0 device controllers is communicatively coupled to the shared control bus and a 

second of the at least two 1/0 device controllers is communicatively coupled to the shared data 

bus; 

wherein the first net\vork interface controller and the second network interface controller 

interconnect the first host computer and the second host computer across the shared control bus 

and the shared data bus to thereby establish a network between the first host computer and the 

second host computer. 

2. The system of claim 1, wherein the first host computer and the second host computer 

each comprise installed soft\vare which when executed establishes the network between the first 

host computer and the second host computer and provides for the transfer of data and control 

information over the network. 

3. The system of claim 2, ,vherein the installed software when executed establishes a 

control link over a control path and a data link over a data path. 

4. The system of claim 3, wherein the installed software when executed establishes one or 

more further control links for security, software updates or other administrative capabilities. 

5. The system of claim 3, "lherein the installed software further comprises a network and 

control manager adapted to create a temporary interconnection between the first host computer 
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and the second host computer and to establish addressing and a data manager adapted to transact 

data and file transfers between the first host computer and the second host computer. 

6. The system of claim 1, further comprising an 1/0 encoder in at least one of the first and 

second network interface controllers for encoding raw data received by the 1/0 device controller 

communicatively coupled to the shared data bus for transmission across the shared data bus. 

7. The system of claim 1, wherein the communicative coupling between the first network 

interface controller and the first host computer is adapted for the communication of differential 

signals. 

8. The system of claim 1, wherein the communicative coupling between the first network 

interface controller and the first host computer includes a hub. 

9. The system of claim 1, \vherein the communicative coupling between the first network 

interface controller and the first host computer includes, over a single connection to the first host 

computer, a first electronic path from the first of the at least hvo 1/0 device controllers and a 

second electronic path from the second of the at least hvo 1/0 device controllers. 

10. The system of claim 1, further comprising: 

one or more further host computers each capable of sending and receiving data and 

control information; 

one or more further network interface controllers each comprising at least two 1/0 device 

controllers and a means for receiving power to the third network interface controller, wherein 

each 1/0 device controller of the one or more further network interface controllers is 

communicatively coupled to one of the one or more further host computers, and \vherein a first 

of the at least hvo 1/0 device controllers is communicatively coupled to the shared control bus 

and a second of the at least two 1/0 device controllers is communicatively coupled to the shared 

data bus; 

wherein the first network interface controller, the second network interface controller and 

the one or more further network interface controllers interconnect the first host computer, the 

second host computer and the one or more further host computers across the shared control bus 

and the shared data bus to thereby establish a network behveen the first host computer, the 

second host computer and the one or more further host computers. 
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11. The system of claim 10, wherein the net\vork is in a mesh, star, ring or bus network 

configuration. 

12. A link system apparatus for transferring data between a first host computer and a second 

host computer comprising: 

a first network interface controller comprising at least two input/output (I/0) device 

controllers and a means for receiving power to the first net\vork interface controller, wherein 

each 1/0 device controller of the first net\vork interface controller is communicatively coupled to 

a differential pair connection or an optical connection, and wherein a first of the at least two 1/0 

device controllers is communicatively coupled to a shared control bus and a second of the at 

least two 1/0 device controllers is communicatively coupled to a shared data bus; and 

a second network interface controller comprising at least two 1/0 device controllers a 

means for receiving power to the second nehvork interface controller, wherein each 1/0 device 

controller is communicatively coupled to a differential pair connection or an optical connection, 

and wherein a first of the at least two 1/0 device controllers is communicatively coupled to the 

shared control bus and a second of the at least two 1/0 device controllers is communicatively 

coupled to the shared data bus; 

wherein the first network interface controller communicatively couples to the first host 

computer and the second network interface controller communicatively couples to the second 

host computer and the link system apparatus interconnects the first host computer and the second 

host computer across the shared control bus and the shared data bus to thereby establish a 

network between the first host computer and the second host computer. 

13. The link system apparatus of claim 12, further comprising an I/0 encoder in at least one 

of the first and second network interface controllers for encoding raw data received by the 1/0 

device controller communicatively coupled to the shared data bus for transmission across the 

shared data bus. 

14. The link system apparatus of claim 12, wherein the communicative coupling between the 

first network interface controller and the first host computer includes a hub. 

15. The link system apparatus of claim 12, wherein each of the first and second net\cvork 

interface controllers further comprises a wireless transceiver and a wireless device controller. 
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16. A method for transferring data between a first host computer and a second host computer 

compnsmg: 

communicatively coupling a first input/output (I/0) device controller and a second 1/0 

device controller to a first host computer; 

communicatively coupling a third 1/0 device controller and a fourth 1/0 device controller 

to a second host computer; 

establishing a control link between the first 1/0 device controller and the third I/0 device 

controller; 

establishing a data link between the second 1/0 device controller and the fourth I/0 

device controller; and 

transferring data from the first host computer to the second host computer by 

communicating the data to the second 1/0 device controller and then over the data link to the 

fourth 1/0 device controller and then to the second host computer. 

17. The method of claim 16, wherein the data is communicated over the data link using USB 

protocol. 

18. The method of claim 16, further comprising the first host computer using a resource of 

the second host computer over the network by logical direct access. 

19. The system of claim 18, wherein the resource comprises a peripheral device. 

20. The system of claim 19, wherein the resource comprises a host resource. 
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WO 2007il47114 PCT /US2007 i071343 

PERIPHERAL SHARING USB HUB FOR A WIRELESS HOST 

BACKGROUND 

Field of the Invention 

5 [0001] The present invention relates generally to computer hardware and, more specifically, to 

Universal Serial Bus (USB) switching hubs. 

Description of the Related Art 

[0002] The Universal Serial Bus (USB) allows coupling of peripheral devices to a computer 

system. USB is a serial cable bus for data exchange between a host computer and a wide range 

10 of simultaneously accessible devices. The bus allows peripherals to be attached, configured, 

used, and detached while the host is in operation. For example, lJSB printers, scanners, digital 

cameras, storage devices, card readers, etc, may communicate with a host computer system over 

USB. USB based systems may require that a USB host controller be present in the host system, 

and that the operating system (OS) of the host system support USB and USB Mass Storage Class 

15 Devices. 

[0003] USB devices may communicate over the USB bus at low-speed (LS), full-speed (FS), or 

high-speed (HS). A connection between the USB device and the host may include four wires (a 

power line, a ground line, and a pair of data lines (D+ and D-). \.Vhen a USB device connects 

to the host, the USB device may first pull a D+ line high (the D·- line if the device is a low speed 

20 device) using a pu11 up resistor on the D+ line. The host may respond by resetting the USB 

device. lf the USB device is a high-speed USB device, the USB device may ''chirp'" by driving 

the D- line high during the reset. The host may respond to the "chirp" by alternately driving the 

D+ and D- lines high. The USB device may then electronically remove the pull up resistor and 

continue comnmnicating at high speed. W11en disconnecting, full-speed devices rnay remove the 

25 pull up resistor from the D+ line (i.e., "tri-state" the line} while high-speed USB devices may 

tri--state both the D+ and D-- lines. 

[0004] A LJSB hub may be coupled to a USB host controller to allow multiple USB devices to 

be coupled to the host system through the USB host controller. In addition, other USB hubs may 

be coupled to the USB hub to provide additional USB device connections to the USB host 

30 contro Uer. 

[0005] Some dual role peripheral devices may include a slave controHer and be capable of 

communicating with other peripheral devices coupled to them. For example, a dual role USB 

printer may be able to communicate directly with a USB camera to print pictures from the USB 

camera. The dual role USB printer may also be accessible (e.g., by a computer system) as a 
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slave pe1ipheral device. If a computer system and dual role peripheral device need to alternately 

access a peripheral device, the peripheral device may need to be unplugged from one device and 

coupled to the other. Prior art device switches may not work for high--speed peripheral devices. 

For example, mechanical switches may introduce too much capacitance or inductance to work 

5 with high-speed peripheral devices. High-speed peripheral devices also typically require smooth 

impedance to prevent ringing (mechanical switches introduce irregularities in the impedance that 

may cause 1inging). 

[0006] The Wireless USB specification (revision LO and 1.1) defines wireless lJSB. Part of 

\Vireless USB is the requirement for "association" where the USB host may be introduced to a 

10 device either by the user entering a code of some sort, or via a wired means so the host and the 

device can communicate over a secure means prior to communicating over the wireless medium. 

A media access contro11er (MAC) may have a device port on it for association and a main data 

connection port for data transfer after the radio has been associated. The device po11 may be a 

dedicated port for attachment to a USB host for association only, and rnay have no other 

15 functionality. The channelization scheme presented in the Wireless lJSB specification, version 

1.1, also references the ability to share the radio with other communication protocols such as 

Bluetooth. 

SUMMARY OF' THE INVENTION 

[0007] In various embodiments, communications between each of the downstream ports and two 

20 or more upstream ports may be controlled by a USB switching hub. In some embodiments, 

devices coupled to upstream ports (e.g., wired and/or wireless hosts) of a USB switching hub 

may enumerate the USB switching hub according to the total number of downstream ports on the 

USB switching hub. In some embodiments, when first upstream port is communicating with a 

first downstream port, a second upstream port may be communicating with a different 

25 downstream port ( as determined by a communication configuration implemented in switching 

logic in the USB switching hub). In some embodiments, v,:hen the first upstream port is 

communicating with the first downstream port, the second upstream pm1 may perceive the first 

downstream port as disconnected. For example. status registers coupled to the second upstream 

port may indicate the first dovvnstream port is disconnected (i.e., to appear that no device is 

30 electrically connected to the first downstream port). The disconnect status may prevent the 

second upstream device from attempting to reset and connect to a downstream device coupled to 

the first downstream port while a separate upstream device is communicating through the first 

upstream port with the first downstream device. By enumerating the USB switching hub 
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according to the total number of downstrearn ports, the upstream devices may not have to re­

enumerate the hub (and correspondingly each device coupled to the hub) each time a 

downstream device is switched. 

[0008] In various embodiments, a wireless host (e.g., a laptop with a wireless bridge and 

5 transceiver) and a wired host may communicate with downstream devices through the USB 

switching hub. Communications between the downstream devices and the wireless host may 

pass through wireless b1idges coupled to wireless transceivers between the wireless host and the 

USB switching hub. in some embodiments, multiple wireless hosts may communicate with 

dmvnstrearn devices through the 1JSB switching hub through one or more wireless bridges 

10 coupled to one or more upstream ports of the USB switching hub. 

[0009] In some embodiments, the USB switching hub may be used to perform association (i.e., 

exchanging an encryption key to insure secure communications) between the wireless host and a 

wireless bridge coupled to the USB switching hub. A wireless host/wireless bridge may be 

temporarily physically coupled to the upstream port to complete association with a wireless 

15 bridge coupled to the USB switching hub as a downstream device through a downstream po11. 

Other association methods are also possible (e.g., exchanging a code manually between the two 

wireless bridges without temporarily physicaliy coupling the two together). The wireless bridge 

that stays coupled to the USB switching hub during wireless communications may be internal to 

the USB switching hub. The wireless bridge may also communicate as a downstream device 

20 during association through a reversible port that may reverse to allow communications between 

the wireless bridge and the USB switching hub as an upstream device. During association, the 

wireless bridges may exchange an encryption key to be used for future wireless communications. 

BRIEF DESCRIPTION OF THE DRAWINGS 

(001()] A better understanding of the present invention rnay be obtained when the following 

25 detailed description is considered in conjunction with the foliowing drawings, in which: 

(0011] FIG. l illustrates a USB switching hub, according to an embodiment 

[0012] FIG. 2 illustrates a computer system coupled to a USB switching hub, according to an 

embodiment; 

[0013] FIG. 3 illustrates a computer system and a dual role periphera] device coupled to a USB 

30 switching hub, according to an embodiment; 

[0014] FIGs. 4a and 4b illustrate two communication configurations of the USB switching hub, 

according to an embodiment; 

[0015] FIGs. 5a, 5b, and 5c illustrate additional communication configurations of the USB 
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switching hub, according to an embodiment; 

[0016] FIG. 6 illustrates unified functions within the USB switching hub, according to an 

embodiment; 

[0017] FIG. 7 illustrates a method for switching access to a downstream port between two 

5 upstream ports, according to an embodiment; 

[0018] FIG. 8 illustrates a USB switching hub with multiple status registers, according to an 

embodiment; 

[0019] FIG. 9 shows a method for switching access to a downstream port between two upstream 

ports without reenmnerating the USB switching hub, according to an embodiment; 

10 [0020] FIG. 10 shows a method for monitoring a standby state to approve a communication 

switch, according to an embodiment; 

[0021] FIG. 11 shows a method for monitoring hub transactions to approve a communication 

switch, according to an embodiment; 

[0022] FIG. 12 shows a method for switching communications at a frame boundary, according 

15 to an embodiment; 

[0023] FIG. 13 iHustrates a computer system and a dual role peripheral device coupled to a USB 

switching bub, according to an alternate embodiment; 

[0024] FIGs. 14a and 14b illustrate two communication configurations of the USB switching 

hub, according to an alternate embodiment; 

20 [0025] FTGs. 15a, 15b, and 15c illustrate additional communication configurations of the USB 

S\,Vltching hub, according to an alternate embodiment; 

[0026] HG. 16 illustrates a USB switching hub with multiple status registers, according to an 

alternate embodiment; 

[0027] HG. 17 illustrates an alternate ernbodiment of a computer system and a peripheral device 

25 coupled to a USB switching hub; 

[0028] FIGs. l8a, 18b, and 18c illustrate the USB switching hub communicatively coupling to a 

wireless host, according to an embodiment; 

[0029] FI Gs. 18d and l8e illustrate various embodiments of the hub and switching logic; 

[0030] FIG. 19 illustrates the USB switching hub with an internal wireless bridge, according to 

30 an embodiment; 

[0031] HG. 20 illustrates the USB switching hub with an internal wireless bridge and internal 

transceiver, according to an embodiment; 

[0032] FIG. 21 illustrates the USB switching hub coupled to a plurality of wireless hosts, 
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according to an embodiment; 

[0033] FIG. 22 illustrates the USB switching hub with a reversible port, according to an 

embodiment; 

[0034] FIG. 23 illustrates a method of using the USB switching hub to support a wireless host, 

5 according to an embodiment; 

[0035] FIG. 24 illustrates a method for using the USB switching hub for associating a wireless 

host, according to an embodiment; 

[0036] FIG. 25 illustrates a method for using the USB switching hub for suppmiing multiple 

wireless hosts, according to an embodiment; 

10 [0037] FIG. 26 illustrates a method for using the USB switching hub with a reversing PHY to 

support a wireless bridge as a downstream device during association and an upstream device 

during regular communications, according to an embodiment; 

[0001] Figures 27 and 28 illustrate exemplary systems suitable for implementing vanous 

embodiments of the invention; 

15 [0002] Figure 29 is an exemplary block diagram i11ustrating one embodiment of a USB hub; 

[0003] Figure 30 is a flowchart diagram i11ustrating one embodiment of a method for switching 

logic in a USB Hub, according to one embodiment of the invention; 

[0004] Figure 31 is an exemplary block diagram illustrating one embodiment of a USB hub 

included in a USB device; and 

20 [0005] Figure 32 is an exemplary block diagram illustrating one embodiment of a USB hub 

included in a USB device which is coupled to a computer system. 

[0038] \Vhile the invention is susceptible to various modifications and alternative forms, 

specific embodiments thereof are shown by \Vay of example in the drawings and will herein be 

described in detail. It should be understood, however, that the drawings and detailed description 

25 thereto are not intended to limit the invention to the particular form disclosed, but on the 

contrary, the intention is to cover all modifications, equivalents, and alternatives falling within 

the spirit and scope of the present invention as defined by the appended claims. Note, the 

headings are for organizati.ona1 purposes only and are not meant to be used to limit or interpret 

the description or claims. Furthermore, note that the word "may" is used throughout this 

30 application in a permissive sense ( e.g., having the potential to or being able to in some 

embodiments), not a mandatory sense (i.e., must). The term "include'', and derivations 

thereof, mean ''including, but not limited to". The term "coupled" means "'directly or indirectly 

connected"'. 
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DETAILED DESCRIPTION 

[0039] FIG. 1 illustrates an embodiment of a USB switching hub. In various embodiments, 

USB switching hub 119 may control access between two or more upstream ports 117 on USB 

switching hub 119 and at least a subset of downstream ports 121 on USB switching hub 119. In 

5 some cases, a numeric label may be used to refer to a collection of similar elements, or to a 

generic version of the element (e.g .. "downstream ports 121" may be used to reference one or 

more downstream ports l2la, 121b, 121c, and 121d), 

(0040] Tn some embodiments, upstream devices coupled to upstream ports 117 may enumerate 

USB switching hub 119 according to the total number (N) of downstream ports 121. For 

10 example, USB switching hub 119 may be enumerated as a 4-port hub (corresponding to the four 

dovn1stream ports 121). In some embodiments, communications between each of downstream 

ports 121 and upstream ports 117 may be controlled by USB switching hub 119. ln some 

embodiments, when first upstream port l l 7a is communicating with first downstream port 121a, 

second upstream port 117b may communicate with second downstream port 121b. Second 

15 upstream port 117b may register first downstream port 121a as disconnected. For example, 

status registers coupled to second upstream port 117b may indicate first downstream port 12 la is 

disconnected (i.e., to appear that no device is electrically connected to first downstream port 

121a). The disconnect status may prevent second upstream device 117b from attempting to reset 

and connect to first peripheral device 121a coupled to first downstream device 121a while a 

20 separate upstream device is communicating through first upstream po1t 117a with first 

downstream device 125a. By enumerating USB switching hub 119 as a 4-port hub, the upstream 

devices may not have to re-enumerate USB switching hub 119 (and correspondingly each 

downstream and/or upstream device coupled to the USB switching hub) each time a downstream 

device is switched. 

25 [0041] In some embodiments, only one upstream device may access any one downstream device 

at a time. In some embodiments, multiple upstream devices may access separate downstream 

devices at the same time. ln some embodiments, different communication configurations may 

be implemented. For example, first upstream port 117a may be allowed access to the first three 

downstream ports (121a, 121b, and 121c) and second upstream port 117b may be aHowed access 

30 to fourth downstream polt 121d. Devices coupled to first upstream port 117a and second 

upstream port 117b may have enurnerated USB switching hub 119 as a 4-port hub, but in this 

example, a device coupled to first upstream port 117a may register fourth downstream port 121d 

as disconnected while a device coupled to second upstream port 117b may register the first three 
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downstream ports (121 a, 121 b, and 121 c) as disconnected. 

[0042] In a second communication configuration, first upstream port 117a may be allowed to 

access fourth downstream port 121 d while secoml upstrearn port 117b may be allowed to access 

the first three downstream ports (121a, 121b, and 121c). Other communication configurations 

5 are also possible ( e.g., in one communication configuration neither upstream port 117 may be 

allowed to access any downstream port 121). In some embodiments, USB switching hub 119, 

after receiving a control signal (e.g., from a computer, a different attached device, a person, a 

sensor, a 1ogic internal to 1:JSB switching hub 119, etc.), may switch bet\veen the first 

communication configuration and the second cormnunication configuration (or another 

10 communication configuration). ln some embodiments, USB switching hub 119 may not receive 

a control signal before switching communication configurations (e.g., switching access for first 

downstream device 125a from first upstream port 117a to second upstream port 117b ). 

[0043] FIG. 2 illustrates an embodiment of computer system 101 coupled to USB switching hub 

119. ln some embodiments, computer system 101 (e.g., a personal computer (PC), laptop, 

15 server, etc.) may access multiple pelipheral devices 125 coupled to USB switching hub 119. 

Computer system 101 may couple to lJSB switching hub 119 through upstream port 117a. 

Computer system 101 may receive and transmit signals, e.g., USB signals, through host 

controller 111 coupled to device pmt 115. While various embodiments may include computer 

system 101, it is to be understood that other devices that have a host controller may also access 

20 USB switching hub 119. Host controller 111, coupled to south bridge 113, may be coupled to 

other computer components (e.g., north bridge 105, central processing unit (CPU) 103, and 

system memory 107) through pelipheral component interconnect (PCI) bus 109. 

[0044] In some embodiments, USB svvitching hub 119 may have multiple downstream ports 121 

for coupling to multiple peripheral devices 125. Peripheral devices 125 may include USB 

25 printers, scanners, digital cameras, digital camera docks, consumer audio/video, storage devices, 

and card readers, among others. In some embodiments, peripheral devices 125 may couple to 

USB switching hub 119 through interface 123. In some embodiments, interface 123 may be a 

PHY intertace. Other inte1faces may also be used (e.g., UTMI or ULPI). Upstream ports 117 

and downstream pmis 121 may also have interfaces. 

30 [0045] HG. 3 illustrates an embodiment of two upstream devices (e.g., computer system 101 

and dual role peripheral device 207) coupled to USB switching hub 119. In some embodiments, 

USB switching hub 119 may include downstream switching logic 201, coupled to one or more 

hub controllers 203 (e.g., hub controllers 203a and 203b). Downstream switching logic 201 may 
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also be coupled to transaction translator circuitry 205. Transaction translator 205 may be 

electronically coupled to downstream ports 121. In some embodiments, downstrearn switching 

logic 201 may switch between two or more communication configurations. Communication 

configurations may be implemented by downstream svvitching logic 201 routing communications 

5 between upstream po11s 117 and downstream ports 121 while the communications are in the 

digital domain (as a result of the interfaces to/from USB switching hub 119). In sorne 

embodiments, communication configurations (e.g., hardvvired in the USB svvitching hub) may be 

switched as determined by logic on the USB switching hub. Other communication configuration 

imp1ernentations are also contemplated. 

10 [0046] In some embodiments, dual role peripheral device 207 may include a dual role USB 

printer or dual role USB Digital Versatile Disc (DVD) read/write drive, among others. In some 

embodiments, dual role peripheral device 207 may be coupled to an upstream port (e.g., 

upstream prn1117b) of USB switching hub ll9 through device port 210. Dua] role peripheral 

device 207 may interface through upstream port 117b with other peripheral devices (downstream 

15 peripheral devices) coupled to 1JSB switching hub 119 (e.g., using host controller 209 on dual 

role peripheral device 207). Dual role peripheral device 207 may also interface with other 

upstream devices (such as computer system 101) through a slave controller. For example, dual 

role pe1ipheral device 207 may be coupled to USB switching hub l 19 as a slave peripheral 

device (e.g., through downstream port 121c). In some embodiments, dual role peripheral device 

20 207, coupled to the USB switching hub, may simultaneously act as a host to one or more 

peripheral devices and/or as slave peripheral device to a separate host. 

[0047] In some embodiments, dual role peripheral device 207 may have an embedded host 

controller application to operate as a standalone system (e.g., to communicate with another 

peripheral device, such as a digital camera, without PC intervention). For example, a dual role 

25 USB printer may print pictures directly from a digital camera, coupled to a downstream port 121 

on USB switching hub 119, without PC intervention. In some embodiments, USB switching hub 

119 may alternately allow the computer system 101 or dual role peripheral device 207 to access 

one or more dovvnstream devices (e.g., by switching between one or more communication 

configurations). 

30 [0048] HG. 4a illustrates an embodiment of a computer system 101 electronically coupled to 

multiple peripheral devices 125. In some embodiments, USB switching hub 119 may act like a 

switch coupling multiple internal "hubs" that may share one or more downstream ports. For 

example, each potential communication configuration of the USB switching hub may represent 
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an internal "hub". in some embodiments, when computer system 101 is accessing pe1ipheral 

device 125 (e.g., peripheral device 125a) coupled to USB switching hub 119, communications 

to/from the peripheral device may be processed through a first "hub" comprised of first upstream 

port 117a, hub controller 203a, transaction translator 205, and at least a subset of the 

5 downstream ports 121. A second "hub" may be comprised of second upstream port 117b, hub 

controller 203b, transaction translator 205, and at least a subset of the downstream ports 121. Tn 

one communication configuration, computer system 10l may connect to downstream ports 121a 

and 121c (through the first "hub"), and dual role peripheral device 207 may connect to 

downstream ports 121b and 121d (through the second "hub") (as seen in FIG. 4b). Other 

10 communication configurations are also contemplated. lo some embodiments, communication 

configuration profiles designating which downstream devices to couple to each upstream port 

may be hardwired or implemented by software. For example, if implemented by software, 

communication configuration profiles for each upstream pmt (and/or upstream device) may be 

stored on a memory accessible to USB switching hub l 19. 

15 [0049] In some embodiments, computer system 101 and dual role pe1ipheral device 207 may 

communicate through USB switching hub 119 s1mu1taneously with separate downstream 

devices. For example, while computer system 101 communicates with device 125a (e.g., 

through the first "hub"), dual role pe1ipheral device 207 may communicate with device 125b 

(e.g., through the second ''hub"). In some embodiments, while peripheral device 125a is being 

20 accessed through the first "hub", a different upstream device may not be able to access 

peripheral device 125a (e.g., dual role peripheral device 207 may not be able to access peripheral 

device 125a while peripheral device 125a is being used by computer system 101). ln some 

embodiments, a signal (e.g., from an extema1 control block) may trigger downstream switching 

logic 201 to switch access for a subset of downstream ports 121 (e.g., downstream pmi 121a 

25 and/or 121c) on the first "hub" to the second "hub" (i.e., switch communication configurations). 

In some embodiments, dual role peripheral device 207 may send a control signal to 1JSB 

switching hub 119. USB switching hub 119 may then switch communication configurations to 

connect one or more downstream ports to the dua] role peripheral device. For example, when a 

user presses a button on dual role peripheral device 207 (e.g., a duai role printer). a signal may 

30 be sent through mode 211 to downstream switching logic 201 to switch access of device 125a 

from computer system 101 to dual role peripheral device 207 (i.e., to switch to a second 

communication configuration as seen in FIG. 4b). Computer system 101 may continue to 

communicate with downstream port 121c (and/or other downstream ports as determined by the 
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second communication configuration). 

[0050] In some embodiments, when activity is no longer detected between dual role peripheral 

clevice 207 and a downstream port (e.g., if dual role peripheral device 207 is turned off), 

downstream switching logic 201 may switch access of the downstream port to computer system 

5 101 (i.e., switch to a different communication configuration). In some embodiments, 

downstream switching logic 201 may switch access of the downstream p011 to a different 

upstream device. In some embodiments, instead of detecting inactivity, a signal from dual role 

peripheral device 207 may signal USB switching hub 119 to S\,Vitch. Other signals and/or logic 

may also be used in detennining when to switch cormnunication configurations. 

10 (0051] In sorne embodiments, communication configurations may be software implemented. In 

some embodiments, a microprocessor coupled to or comprised in do•,vnstream switching logic 

201 may dynamically determine, e.g'" using a dynamic communication configuration profile, 

which downstream ports to electrically couple to each upstream port. For example, the 

microprocessor may read a stored communication configuration profile and attempt to connect 

15 upstream pmts to downstream ports according to the communication configuration profile. The 

communication configuration profiles may be stored on a memory (e.g., an Electronically 

Erasable Programmable Read-Only Memory (EEPROM)) coupled to USB switching hub 119. 

In some embodiments, hub controllers 203 on iJSB switching hub 119 may have access to the 

communication configuration profiles. 

20 [0052] In some embodiments, a priority logic may be used to switch communication 

configurations. Priority logic, or other logic used to grant access, may be internal or external to 

USB switching hub 119. In some embodiments, computer system 101 may be given priority 

over all of downstream ports 121 until an external control signal is sent from dual role pe1ipheral 

clevice 207 to switch access of one or more downstream ports 121 to dual role peripheral device 

25 207. In some embodiments, different control signals may be sent to trigger different 

communication configurations (i.e., to switch access of different downstream ports to dual role 

peripheral device 207). 

[0053] ln some embodiments, host negotiation logic may be used to determine which 

communication configuration to use. In some embodiments, a default communication 

30 configuration may be used until multiple upstream devices "request" access to the same 

downstream port. Host negotiation logic rnay be used to determine which communication 

configuration to use (i.e., which communication configuration gives a particular upstream port 

access to the "requested" downstream port). 
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(0054] Tn some embodiments, a microprocessor in USB switching hub 119 may include a built 

in algorithm that auto detects downstream periphern] devices and determines how to connect the 

downstream peripheral devices. For example, instead of assigning a specific downstream port to 

an upstream port, a communication configuration profile may specify that the upstream port 

5 should have access to a digital camera if one is attached. The built in algorithm may auto--detect 

the digital camera when it is attached to one of the downstream ports and attach it to the 

appropriate upstream port (i.e., by switching to an appropriate communication configuration). 

(0055] Tn some embodiments, when downstream switching logic 201 switches communication 

configurations, and contro1 of a downstream port is switched from computer system 101 to dual 

10 role peripheral device 207, a connection between computer system 101 and respective periphera1 

device 125 (coupled to the downstream port to be switched) may be terminated by computer 

system 101. 111 some embodiments, communications between the downstream port to be 

switched and computer system 101 may be terminated by USB switching hub 119. Dual role 

peripheral device 207 may then connect to, enumerate, and communicate with the respective 

15 peripheral device 125 coupled to the switched downstream port. 

[0056] Upstream devices may see downstream ports that they are not configured to attach to as 

unattached ports (i.e., active, but vvith no device connected). In some embodiments, if only a 

predetermined number of downstream ports is ever going to be attached to a particular upstream 

port (e.g .. a number "x" ports). the upstream device may be signa1ed that the hub only has x 

20 ports. For example, if upstream port 117b is only going to be configured to attach to 

downstream ports 121c and 121d, a device attached to upstream port 117b may be signaled that 

USB switching hub 119 is only a tvvo port hub. 

[0057] Fl Gs. 5a, Sb, and 5c illustrate various embodiments of computer system 101 and two 

dual role peripheral devices coupled to USB switching hub 419. In some embodiments, multiple 

25 dua1 role peripheral devices may be coupled to USB switching hub 419. For examp1e, dual role 

printer 407 may be coupled to USB switching hub 419 through upstream port 417b and dual role 

DVD read/write drive 467 may be coupled to USB switching hub 419 through upstream port 

417c. Computer system 101 may be coupled to USB switching hub 419 through upstream port 

417a. Each of the upstream devices may be coupled to a respective hub controller 403, 

30 downstream switching logic 401, and transaction translator 405. Downstream switching logic 

401 may configure communications between each of the upstream devices (i.e., computer system 

101, dual ro1e printer 407, or dual role DVD read/write drive 467) and at 1east a subset of the 

peripheral devices 425. 
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(0058] As seen in HG. 5a, in one communication configuration profile, the computer system 

101 may be connected to downstream pmts 421a, 421b, 42le, and 42lf. In an embodiment dual 

role printer 407 may be configured to access downstream port 421c, and DVD read/write drive 

467 may be configured not to access any downstream port 421. Dual role printer 407 may gain 

5 access (i.e., have the communication configuration switched to give it access) to downstream 

port 421b through several different methods. For example, a user may press a button on dual 

role printer 407. A signal may then be sent through mode 411 to downstream switching logic 

401 in USB switching hub 419. Dovvnstream switching logic 401 may switch to the 

communication configuration seen in FIG. 5b (which allows dual role printer 407 to access 

10 downstream port 421b). ln some embodiments, if dual role printer 407 is !urned off or becomes 

inactive, downstream switching logic 401 may switch access of downstream port 421b back to 

computer system 101 (Le., switch back to the previous communication configuration). As seen 

in FIG. 5c, in one communication configuration, none of the upstream ports may be allowed to 

access any of the dovvnstream ports. 

15 (00.59] FIG. 6 illustrates an embodiment of unified functions within the USB switching hub. In 

some embodiments, instead of separate hub controllers, unified hub controUer 503 may be used. 

For example, instead of separate hub controllers handling communications for their respective 

upstream port, a unified hub controller may handle communications for each of the upstream 

ports. Similarly, unified transaction translator 505 may be used frir each respective upstream 

20 port. Also, as seen in FIG. 6, in some embodiments, an upstream port switch 551 may be used. 

For example, the upstream port switch 551 may implement various communication 

configurations instead of a downstream switching logic. 

[0060] In some embodiments, transaction translator(s) m the 1JSB switching hub (e.g., USB 

switching hub 419 or USB switching hub 519) may allow upstream ports to communicate at 

25 different communication speeds relative to the other upstream ports. For example, one upstream 

port may be coupled only to high speed devices and, therefore, communicate at high speed, 

while a separate upstream port may be coupled to only full speed devices and, therefore, 

communicate at foll speed. ln some embodiments, upstream ports may be able to communicate 

with different downstream ports at different speeds because of the transaction translators. 

30 [0061] FIG. 7 shows an embodiment of a method for svvitcbing access to a downstream port 

between two upstream pons on the USB switching hub. It should be noted that in various 

embodiments of the methods described below, one or more of the elements described may be 

performed concurrently, in a different order than shown, or may be omitted entirely. Other 
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additional elements may also be performed as desired. 

[0062] At 701, the lJSB switching hub may receive a signal (e.g., an external control signal) 

signaling the USB switching hub to switch between a first cormrnmication configuration and a 

second communication configuration. For example, switching communication configurations 

5 may switch access of a first downstream port from a first upstream port to a second upstream 

port. In some embodiments. a user may press a button on a dual role peripheral device coupled 

to the USB switching hub, and the dual role peripheral device may send an external control 

signal to the USB switching hub to signal the USB svvitching hub to switch between one or more 

communication configurations. In some embodiments, the signal may be internal (e.g., 

10 generated by logic internal to the USB switching hub). 

[0063] At 703, communication between a host coupled to the first upstream port and the first 

peripheral device coupled to the first downstream po1t may be terminated. In some 

embodiments, communication may be terminated for a subset of the downstream pelipheral 

devices. 

15 [0064] At 705, the lJSB switching hub may switch between the first communication 

configuration and the second communication configuration to give access of the first 

downstream port to the second upstream port. In some embodiments, the communication 

configuration switch may affect access for a subset of the downstream peripheral devices. 

[0065] At 707, the downstream peripheral device coupled to the first downstream port may be 

20 accessed through the second upstream port by the host coupled to the second upstream port. In 

some embodiments, the second upstream port may communicate with a subset of the 

downstream peripheral devices. For example, the host may enumerate and then communicate 

with the switched multiple downstream devices. In some embodiments, access between the first 

upstream port and a second dovvnstrearn port may continue. 

25 [0066] HG. 8 illustrates a lJSB switching bub with multiple status registers, according to an 

embodiment. In some embodiments, upstream devices (e.g., computer system 101 and dual role 

device 207) may communicate with downstream devices 125 through downstream ports 121. In 

some embodiments. each upstream device may enumerate USB switching hub 119 as a 4·-port 

hub (or according to the number of downstream ports 121 on the USB switching hub 119). In 

30 some embodiments, external signal 813 may signal downstream switching logic 201 to switch 

communications for a subset of downstream ports 121 (e.g., downstream ports 121a and 121b). 

\Vben communications are being switched, a status register (e.g., a status register in a set of 

status registers 81 la) may indicate a disconnect status for the previously connected downstream 
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port). in some embodiments, communications between the dovvnstream port and the second 

upstream device may then be established. For example, ac!ivity from downstream port 121a 

may indicate a connect event on a status register for downstream port 121a in the second set of 

status registers 8Hb. The second upstream device (e.g., dual role device 207) may detect the 

5 "connect" event when it poles status registers 81 lb and then reset the device coupled to 

downstream port 121 a. 'While the second upstream device is communicating through 

downstream port l 21 a, other upstream devices coupled to other upstream ports may detect a 

"disconnect" for downstream port 121a when they poll their respective set of status registers 

811. 

10 [0067] In some embodiments, intelligent port routing switch (IPRS) 821 may delay switching 

communications for downstream port 125a if there is an active transfer in progress between 

downstream port 125a and first upstream port 117a. In some embodiments, IPRS 821 may delay 

switching comnrnnications for downstream port 125a if there is an active transfer in progress 

bet\veen downstream port 125 and second upstream port 117b. In some embodirnents, IPRS 821 

l 5 may be implemented in hanhvare and/or firmware on lJSB switching hub 119. In sorne 

embodiments, the lPRS may be implemented in software on computer system 101. The WRS 

may include software and drivers that have knowledge of current USB traffic to delay a request 

to switch a device that is in use. ln some embodiments, the lPRS may be entirely outside of any 

traffic monitoring internal to USB switching hub 119. 

20 f00681 IPRS 821 may delay switching communications between other downstream ports 125 if 

there are pending or active transfers in progress. In some embodiments, lPRS 821 may monitor 

communications at the hub controller 203 level or may monitor communications at the 

downstream switching logic level. Other placements between downstream polts 121 and 

upstream ports 117 may also be used. In some embodiments, instead of relying on intelligent 

25 monitoring or an external method for delaying switching communications, lPRS 821 may 

operate to delay switching such that switching takes place at the USB frame boundary (when, by 

definition, no traffic is pem1itted to be in progress). In such embodiments, switching may be 

delayed until the frame boundary on a predetermined basis, not as a result of intelligent 

monitoring. 

30 [0069] In some embodiments, external signal 813 (e.g., from a user, from computer system 101, 

or from mode 211 on dual role device 207) may signal downstream switching logic 201 to 

switch communications between a downstream port 121 and the upstream ports 117. Other 

sources of external signal 813 are also contemplated (e.g., the external signal may originate from 
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a physical switch coupled to USB S'vvitching hub 119). In some embodiments, the physical 

switch may have switches, push buttons and/or other mechanical components to allow a user to 

assign one or more downstream ports 121 to specific up:;,tream port 117. In some embodiments, 

external signal 813 may be sent from computer system l0L For example, an application 

5 executing on computer system 101 may allow a user to interact with computer system 101 to 

assign one or more do'vvnstream ports 121 to specific upstream port 117. in some embodiments, 

computer system lOl may also receive signals back from USB switching hub 119 to 

communicate with the user. For example, if there are transfers between a related downstream 

port and an upstream port, lJSB switching hub 119 may communicate this status to the user, and 

10 USB switching hub 119 may wait until it receives confirmation from the user to proceed with the 

switch (e.2:., a si2:nal rnav be sent from com1Juter svstem 101 confirn1ing the switch after a user 
U ~ V ~ ~ 

selects a graphical "Proceed" box on a computer screen coupled to computer system 119.) 

[0070] FIG. 9 shows an embodiment of a method for switching access to downstream po1t 121 

bet\veen two upstream ports without reenumerating USB switching hub 1 l9. It should be noted 

15 that in vaiious embodiments of the methods described below, one or more of the elements 

described rnay be performed concurrent1y, in a different order than shown, or may be omitted 

entirely. Other additional clements may also be performed as desired. 

[0071] At 901, a peripheral device may be coupled to a downstream port of a USB switching 

hub. ln some embodiments, the peripheral device may be a USB device. The lJSB device may 

20 also be coupled to an upstream device (i.e., the USB device may be a dual role USB device). 

[0072] At 903, a first upstream device may be coupled to first upstream port 117a of the USB 

switching hub 119. 

[0073] At 905, a second upstream device may be coupled to second upstream polt 117b of USB 

switching hub 119. 

25 [0074] At 907, the first upstream device may enumerate USB switching hub 119 using a first 

hub configuration for USB switching hub 119. For example, if USB S'vvitching hub 119 has four 

downstream ports 12 l, the first upstrearn device may enumerate 1JSB switching hub 119 as a 4-

port hub. 1n some embodiments, the first upstream device may enumerate USB switching hub 

119 with fewer downstream ports 121 than the total number of downstream ports 121 on USB 

30 switching hub 119 (e.g., if one or more downstream ports 121 is permanently inactive or 

reserved for another use). 

[0075] At 909, the second upstream device may enumerate USB switching hub 119 using a hub 

configuration substantially similar to the first hub configuration for USB switching hub 119. 
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(0076] At 911, the downstream port coupled to the peripheral device may be assigned to the 

second upstream port. In some embodiments, comnnmications between the peripheral device 

and the first upstream port may be switched to the second upstream port. In some embodiments, 

if device 125a is a digital camera, it may be initially coupled to computer system 101 (Le., 

5 communications to/from the digital camera may be routed to first upstream po1t 117a in 

downstream switching logic 201 while the communications are ln the digital domain). External 

signal 813 (e.g., from a user through computer system lOl) may signal downstream switching 

logic 201 to svvitch communications between device 125a and two upstream ports 117. 

[0077] At 913, a disconnect status may be indicated on a status register, corresponding to the 

10 switched do\Nnstream port, coupled to hub control1er 203a of first upstream port 117a. 

Communications may be terminated between downstream device 125a and an upstream device 

coupled to first upstream port 117a. 

[0078] At 915, a connect event may be indicated on a status register, corresponding to the 

switched downstream port, coupled to hub controller 203b of second upstream port 117b. When 

15 second upstream device 207 (e.g., a dual role printer) reads the connect event on the status 

register, it will reset device 125a coupled to downstream port 121a. Downstream device 125a 

may connect to upstream device 207 for fmiher communications (e.g., to print pictures directly 

from the digital camera). 

[0079] At 917, switching communications of a downstream port 121 may be delayed if there is 

20 an active transfer in progress between a downstream port 12 I and the first upstream port. 

Switching communications may be delayed by JPRS 821. 

[0080] At 919, switching communications of a downstrearn port 121 may be delayed if there is 

an active transfer in progress between a downstream port 121 and second upstream port 117b. 

Switching communications may be delayed by IPRS 821. 

25 [0081] HG. 10 shows an embodiment of a method for monitoring a standby state to approve a 

communication switch. It should be noted that in vmious embodiments of tbe methods 

described below, one or more of the elements described may be pe1fonned concurrently, in a 

different order than shovvn, or may be omitted entirely. Other additional elements may also be 

performed as desired. 

30 [0082] At 10(>1, IPRS 821 may monitor status registers 811 to determine if peripheral device 

125 is actively being used by an upstream device. For example, IPRS 821 may determine if a 

corresponding status register has a ·'selective suspend" or a standby state indicated for 

con-esponding downstream p01t 121. 
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(0083] At 1003, downstream switching logic 201 may check TPRS 821 prior to making a switch 

for an indication as to whether there are current communications between a downstream port 121 

to be switched or between downstream ports 121 coupled to upstream port 117 for which a 

downstream port 121 will be switched. In some embodiments, downstream switching logic 201 

5 may query IPRS 821 to determine if multiple downstream pmts 121 may be switched. 

[0084] At 1005, IPRS 821 may indicate to downstream switching logic 201 whether a switch of 

communications for one or more downstream ports 121 may proceed. For example, logic on 

TPRS 821 may <letennine which downstream ports 121 the status should be checked (e.g., 

downstream ports 121 to be svvitched and downstream pons 121 coupled to the upstream port 

10 117 being switched to). In some embodiments, IPRS 821 may check the corresponding status 

register when downstream switching logic 201 inquires as to a specific downstream port. 

[0085] At 1007, if a "selective suspend" or a standby state is not indicated, IPRS 821 may 

continue to monitor the corresponding status register for a predetermined amount of time after 

lPRS 821 receives an inqui1y from downstream switching logic 201 that a switch is desired. At 

15 the end of the predetennined amount of time, if the "selective suspend" or a standby state is still 

not indicated, IPRS 821 may indicate to downstream port controUer 201 that it may switch 

despite the apparent active status. Tn some embodiments, if the "selective suspend" or a standby 

state is not indicated, an indication may be sent to computer system 10 l to ask the user if a 

switch should be made despite the apparent active status of one or more affected peripheral 

20 devices 125. If the user approves the switch, downstream switching logic 201 may proceed with 

the switch. 

[0086] HG. 11 shows an embodiment of a method for monitoring hub transactions to approve a 

communication switch. It should be noted that in various embodiments of the methods 

described below, one or more of the elements described may be performed concurrently, in a 

25 different order than shown, or may be omitted entirely. Other additional elements may also be 

performed as desired. 

[0087] At 1101, TPRS 821 may monitor transactions through l.JSB switching hub 119 to 

determine if any of the communications are going to/from relevant peripheral devices (e.g., 

coupled to a downstream port 121 to be switched or already coupled to upstream port 117 for 

30 which peripheral device 125 will be switched to). In some embodiments, the presence of 

communications and the type of communications may be monitored by IPRS 821. IPRS 821 

may monitor communications at any of various points of USB switching hub 119 (e.g., coupled 

to hub contro1lers 203, downstream switching logic 201, and/or coupled directly to downstream 
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ports 121 and/or upstream ports 117). IPRS 82 l may monitor communications using additional 

internal logic. In some embodiments, IPRS 821 may not interfere with communications between 

downstream ports 121 and upstream ports 117. 

[0088] At 1103, downstream switching logic 201 may check IPRS 821 prior to making a switch 

5 for an indication as to whether there are current communications between a downstream po1t 121 

to be switched or between downstream ports 121 coupled to upstream pmt 117 for which a 

downstream port 121 will be switched. 

(0089] At 1105, TPRS 821 may indicate to downstream switching logic 201 whether a switch of 

communications for one or more downstream ports 121 may proceed. 

10 (0090] FIG. 12 shows an embodiment of a method for switching comnmnications at a frarne 

boundary. It should be noted that in various embodiments of the methods described below, one 

or more of the elements described may be performed concurrently, in a different order than 

shown, or may be omitted entirely. Other additional elements may also be performed as desired. 

L0091j At 1201, IPRS 821 may coordinate a communications switch by downstream switching 

15 logic 201 to occur on a frame boundary of communications between upstream port 117 and 

related downstream ports 121. In some embodiments, lPRS 821 may inteiface with one or more 

hub contro11ers 203 to determine the timing of the frame boundaries. For example, a microframe 

timer may be used. In some embodirnents, IPRS 821 may interface with other parts of 1JSB 

switching hub 119 to determine a time to affim1 a request to switch from downstream switching 

20 logic 201. 

(0092] At 1203, downstream switching logic 201 may check iPRS 821 prior to making a switch 

for an indication as to whether a frame boundary is occurring for communications to/from the 

relevant downstream ports 121. 

[0093] At 1205, IPRS 821 may indicate to downstream switching logic 201 whether a switch of 

25 communications for one or more downstream ports 121 may proceed. 

[0094] Referring again to FIGs. 3, 4a-4b, 5a-5c, and 8, it should be noted that the positions of 

the downstream switching logic (201 in FIGs. 3, 4a-4b and 8, and 401 in FIGs. 5a-5c) and the 

transaction translator logic (205 in FTGs. 3, 4a-4b and 8, and 405 in FIGs. 5a-5c) vvith respect to 

each other may be reversed, that is, the transaction translator logic may be configured between 

30 the hub controller(s) and the downstream switching logic. Furthermore, an individual 

transaction translator block may be configured for each upstream port (and corresponding hub 

controller.) Examples of alternate embodiments showing this configuration are found in FlGs. 

13, 14a-14b, 15a--15c, and 16. 
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(0095] FTG. 13 illustrates an alternate embodiment of the configuration shown in FTG. 3, in 

which two upstream devices (e.g., computer system 101 and dual role peripheral device 207) are 

coupled to USB switching hub 119. In some embodiments, USB switching hub 119 may include 

respective transaction translator circuitry 205a and 205b for each upstream port 117a and 117b, 

5 coupled to corresponding hub controller 203a and 203b, respectively. Transaction translator 

circuitry 205a and 205b may also be coupled to downstream switching logic 201, which may be 

electronically coupled to downstream ports 121. In some embodiments, downstream switching 

logic 201 may switch between tvvo or more communication configurations. Communication 

configurations may be implemented by downstream switching logic 201 routing cormnunications 

10 between upstream ports 117 and downstream ports 121 while the communications are in the 

digital domain (as a result of the interfaces to/from USB switching hub 119), as also described 

for the embodiment of FIG. 3. In some embodiments, communication configurations (e.g., 

hardwired in the USB switching bub) may be switched as detennined by logic on the USB 

switching hub. Other communication configuration implementations are also contemplated. 

15 (0100] As also described for the embodiment of FIG. 3, in some embodiments, dual role 

peripheral device 207 may include a dual role USB printer or dual role USB Digital Versatile 

Disc (DVD) read/write drive, arnong others. In some embodiments, dual role peripheral device 

207 may be coupled to an upstream pmt (e.g., upstream port 117b) of USB switching hub 119 

through device port 210. Dual role peripheral device 207 may interface through upstream port 

20 117b with other peripheral devices (downstream peripheral devices) coupled to USB switching 

hub 119 (e.g., using host controller 209 on dual role peripheral device 207). Dual role peripheral 

device 207 may also interface with other upstream devices (such as computer system 101) 

through a slave controller. For example, dual role peripheral device 207 may be coupled to USB 

switching hub 119 as a slave peripheral device (e.g., through downstream port 121c). In some 

25 embodiments, dual role peripheral device 207, coupled to the USB switching hub, may 

simultaneously act as a host to one or more peripheral devices and/or as slave peripheral device 

to a separate host. 

[0101] In some embodiments, dual role pe1ipberal device 207 may have an embedded host 

controller application to operate as a standalone system (e.g., to communicate with another 

30 peripheral device, such as a digital camera, without PC intervention). For example, a dual role 

USB printer may print pictures directly from a digital camera, coupled to a downstream port 121 

on LTSB switching hub 119, without PC intervention. In some embodiments, USB switching hub 

119 may alternately allow the computer system 101 or dual role peripheral device 207 to access 
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one or more downstrearn devices (e.g., by switching betvveen one or more communication 

configurations). 

(0102] FIGs. 14a and 14b illustrate alternate embodiments of the embodiments shown in FIGs. 

4a and 4b of a computer system electronically coupled to multiple peripheral devices. In some 

5 embodiments, USB switching hub 119 may act like a switch coupling multiple internal "hubs'' 

that may share one or more downstream ports. For example, each potential communication 

configuration of the USB switching hub may represent an internal "'bub". In some embodiments, 

when computer system 101 is accessing peripheral device 125 (e.g., peripheral device l 25a) 

coupled to USB switching hub 119, communications to/from the peripheral device may be 

10 processed through a first "hub" comprised of first upstream port 117a, hub controller 203a, 

transaction translator 205a, and at least a subset of the downstream ports 121. A second "hub" 

may be comprised of second upstream port 117b, hub controller 203b, transaction translator 

205b, and at least a subset of the downstream ports 121. In one communication configuration, 

computer system l 01 may connect to downstream ports 121a and 121c (through the first "hub"), 

15 and dual role peripheral device 207 may connect to downstream ports 121b and 121d (through 

the second ''hub") (as seen in FIG. 14b). Other communication configurations are also 

contemplated. ln some embodiments, communication configuration profiles designating which 

downstream devices to couple to each upstream port may be hardwired or implemented by 

software. For example, if implemented by software, communication configuration profiles for 

20 each upstream port (and/or upstream device) may be stored on a memory accessible to USB 

switching hub 119. 

(0103] In some embodiments, computer system 101 and dual role pe1ipheral device 207 may 

communicate through USB switching hub 119 simultaneously with separate downstream 

devices. For example, while computer system 101 communicates with device 125a (e.g., 

25 through the first "hub"), dual role peripheral device 207 may communicate with device 125b 

(e.g., through the second '"hub"). In some embodiments, while peripheral device 125a is being 

accessed through the first "hub", a different upstream device may not be able to access 

peripheral device 125a (e.g., dual role peripheral device 207 may not be able to access peripheral 

device 125a \Vhile peripheral device l 25a is being used by computer system 101). in sorne 

30 embodiments, a signal (e.g., from an extema1 control b1ock) may trigger downstream switching 

logic 201 to switch access for a subset of downstream ports 121 (e.g., downstream port 121a 

and/or 121c) on the first "hub" to the second "hub" (i.e., switch communication configurations). 

In some embodiments, dual role peripheral device 207 may send a control signal to USB 
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switching hub 119. lJSB switching hub l l 9 may then switch communication configurations to 

connect one or more downstream ports to the dual role peripheral device. For example, when a 

user presses a button on dual role peripheral device 207 (e.g., a dual role printer), a signal may 

be sent through mode 211 to downstream switching logic 201 to switch access of device 125a 

5 from computer system 101 to dual role peripheral device 207 (i.e., to switch to a second 

communication configuration as seen in FIG. 14b). Computer system 101 may continue to 

communicate with downstream port 12l c (and/or other downstream ports as determined by the 

second communication configuration). 

[0104] In some embodiments, when activity is no longer detected between dual role peripheral 

10 device 207 and a downstream port (e.g., if dual role peripheral device 207 is turned off), 

downstream switching logic 201 may switch access of the downstream port to computer system 

101 (i.e., switch to a different communication configuration). In some embodiments, 

downstream switching logic 201 may switch access of the downstream p011 to a different 

upstream device. In some embodiments, instead of detecting inactivity, a signal from dual role 

l 5 peripheral device 207 may signal USB switching hub 119 to svvitch. Other signals and/or logic 

may also be used in determining when to switch communication configurations. 

(0105] In sorne embodiments, comrnunication configurations may be software implemented. In 

some embodiments, a microprocessor coupled to or comprised in downstream switching logic 

201 may dynamically determine, e.g'" using a dynamic communication configuration profile, 

20 which downstream ports to electrically couple to each upstream port. For example, the 

microprocessor may read a stored communication configuration profile and attempt to connect 

upstream ports to downstream pmts according to the communication configuration profile. The 

communication configuration profiles may be stored on a memory (e.g., an Electronically 

Erasable Programmable Read--Only Memory (EEPROM)) coupled to USB switching hub 119. 

25 In some embodiments, hub controllers 203 on iJSB switching hub 119 may have access to the 

communication configuration profiles. 

[0106] In some embodiments, a priority logic may be used to switch communication 

configurations. Priority logic, or other logic used to grant access, may be internal or external to 

USB switching hub 119. In some embodiments, computer system 101 may be given priority 

30 over all of downstream ports 121 until an external control signal is sent from dual role peripheral 

clevice 207 to switch access of one or more downstream ports 121 to dual role peripheral device 

207. In some embodiments, different control signals may be sent to trigger different 

communication configurations (i.e., to switch access of different downstream ports to dual role 
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peripheral device 207). 

[0107] In some embodiments, host negotiation logic may be used to determine which 

communication configuration to use. In some embodiments, a default communication 

configuration may be used until multiple upstream devices "request" access to the same 

5 downstream pmt. Host negotiation logic may be used to determine which communication 

configuration to use (i.e., which communication configuration gives a paiticular upstream port 

access to the "requested" downstream port). 

(0108] Tn some embodiments, a microprocessor in USB switching hub 119 may include a built 

in algorithm that auto detects downstream peripheral devices and determines how to connect the 

10 downstream peripheral devices. For example, instead of assigning a specific downstream port to 

an upstream port, a communication configuration profile may specify that the upstream port 

should have access to a digital camera if one is attached. The built in algorithm may auto--detect 

the digital camera when it is attached to one of the downstream ports and attach it to the 

appropriate upstream port (i.e., by switching to an appropriate communication configuration). 

15 (0109] Tn some embodiments, when downstream switching logic 201 switches communication 

configurations, and control of a downstream port is switched from computer system 101 to dual 

role peripheral device 207, a connection betvveen computer system 101 and respective peripheral 

device 125 (coupled to the downstream port to be switched) may be terminated by computer 

system 101. In some embodiments, communications between the downstream port to be 

20 switched and computer system 101 may be terminated by USB switching hub 119. Dual role 

peripheral device 207 may then connect to, enumerate, and communicate with the respective 

peripheral device 125 coupled to the switched downstream port. 

[OHO] Upstream devices may see downstream ports that they are not configured to attach to as 

unattached ports (i.e., active, but vvith no device connected). In some embodiments, if only a 

25 predetermined number of downstream ports is ever going to be attached to a particular upstream 

port (e.g .. a number "x" ports). the upstream device may be signaled that the hub only has x 

ports. For example, if upstream pmt I 17b is only going to be configured to attach to 

downstream ports 121c and 121d, a device attached to upstream port 117b may be signaled that 

USB switching hub 119 is only a two port hub. 

30 [Olll] FlGs. 15a, 15b, and 15c illustrate various alternate embodiments of the embodiments 

shown in FlGs. 5a, 5b, and 5c of a computer system 101 and two dual role peripheral devices 

coupled to USB switching hub 419. Tn some embodiments, multiple dual role peripheral devices 

may be coupled to lJSB switching hub 419. For example, dual role printer 407 may be coupled 
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to USB switching hub 419 through upstream port 417b and dual role DVD read/write drive 467 

may be coupled to USB switching hub 419 through upstrearn port 417c. Computer system 101 

may be coupled to USB switching hub 419 through upstream port 417a. Each of the upstream 

devices may be coupled to a respective hub controller 403 (403a, 403b and 403c, as shown), a 

5 respective transaction translator 405 (405a, 405b, and 405c, as shown), and downstream 

switching logic 401. Downstream switching logic 401 may configure comrmmications between 

each of the upstream devices (i.e., computer system 101, dual role printer 407, or dual role DVD 

read/write drive 467) and at least a subset of the peripheral devices 425. 

[0H2] As seen in FIG. 15a. in one communication configuration profile, the computer system 

10 101 may be connected to downstream ports 421a, 421b, 421e, and 421f. ln an embodiment, dual 

role printer 407 may be configured to access downstream port 421c. and DVD read/write drive 

467 may be configured not to access any downstream port 421. Dual role printer 407 may gain 

access (l.e., have the communication configuration switched to give it access) to downstream 

port 421b through several different methods. For example, a user may press a button on dual 

15 role printer 407. A signal may then be sent through mode 411 to downstream switching logic 

401 in USB switching hub 419. Downstream switching logic 401 may switch to the 

communication configuration seen in FIG. 15b (which allows dual role printer 407 to access 

downstream pmt 421b). In some embodiments, if dual role printer 407 is turned off or becomes 

inactive, downstream switching logic 401 may switch access of downstream pmt 421b back to 

20 computer system 101 (i.e., switch back to the previous communication configuration). As seen 

in FIG. 15c, in one communication configuration, none of the upstream ports rnay be allowed to 

access any of the downstream ports. 

[0H3] HG. 16 :illustrates an alternate embodiment of the USB switching hub with multiple 

status registers shown in FIG. 8. fa this embodiment, each hub controller (203a and 203b) is 

25 coupled to corresponding transaction translator circuitry (205a and 205b, respectively). 

Translator circuitry 205a and 205b, may be coupled to downstream switching logic 201, which 

may be electrica11y coupled to downstream ports 121a, 121b, 12lc, and 121d. Switching hub 

l l 9 may operate according to the same principles and procedures as described for the 

embodiment of switching hub 119 shown in FIG. 8. 

30 [0H4] HG. 17 iUustrates another embodiment of the configuration shown in HG. 13, in which 

two upstream devices (e.g., computer system 101 and dual role peripheral device 207) are 

coupled to USB switching hub 119. While in the embodiment of FIG. 13 (and in the 

embodiments of HG. 3, FIGs. 4a-4b and FlGs. 14a-14b) the downstream control of USB 
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switching hub 119 is linked with dual role device 207, alternate embodiments may be configured 

with other switching control means. For example, as illustrated in FIG. 17, switching control of 

USB switching hub 119 may be performed using a dedicated downstream device, for example 

HID class device 125e, coupled to a dedicated downstream port, for example dedicated 

5 downstream port 12le. Another control mechanism may comprise an additional HID device 

(not shown) configured at the hub control1er level vvithin the hierarchy of the configuration 

shovvn in HG. 17 (for example, at hub contro11er 203a or 203b). However, operating the 

additional HlD device for controlling the switching of USB S\lvitching hub 119 may require 

custom ddvers and a USB--IF class extension to the hub c1ass, which may be covered under a 

10 vendor-specific implementation. Mechanisms other than an HID may also be possible with a 

semi-custom hub driver. Alternatively, a composite device comprising a hub controller and HID 

controller may be configured to control switching of USB switching hub 119, shown in FIG. 17 

as HID contro11er/HUB controller composite devices 204a and 204b. Whi1e FIG. 17 illustrates a 

variety of configurations associated with possible control mechanisms for controlling S\vitching 

15 of USB switching hub 119, various embodiments may include only one of, or any combination 

of these configurations and/or mechanisms. 

[0115] HGs. 18a, 18b, and 18c illustrate the USB switching hub 119 communicatively coupling 

to a wireless host 1809, according to an embodiment. FIG. 18c illustrates an embodiment of the 

USB switching bub 119 communicatively coupled to a wireless bost 1809 and a wired host 

20 1801. The USB switching hub 119 may be operab1e to aUow communication between multiple 

upstream devices ( e.g., wired and/or wireless hosts) and downstream devices l 25. For example, 

the USB switching hub 119 may facilitate communication between the wired host 180L wireless 

host 1809. and downstream devices 125a, 125b, and 125c attached through downstream ports 

l2la, 121b, and 121c. In some embodiments, downstream devices 125 may be wireless USB 

25 devices. Other numbers and types of wired and/or wireless hosts and downstream devices are 

also contemplated. The USB switching hub 119 may implement various communication 

configurations through the hub and switching 1ogic 1813 that allow the wired and/or wireless 

hosts to access subsets or all of the downstream devices l 25a-c. For example, in one 

communication configuration, the wired host 1801 may access a downstream device (e.g., USB 

30 device 125a) substantially simultaneously as the wireless host 1809 is accessing another 

downstream device (e.g., USB device 125b). ln some embodiments, the wired host 1801 and the 

wireless host 1809 may not substantial1y simultaneously access the same downstream device. 

[0116] In some embodiments, wireless host 1809 (e.g., a laptop with a wireless bridge 1812. and 
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transceiver 1808) may communicate with one or more downstream devices 125a-c through the 

USB switching hub 119. Communications between the downstream devices 125a--c and the 

wireless host 1809 may pass through wireless bridges 1810, 1812 coupled to wireless 

transceivers 1807, 1808 (respectively). Wired host 1801 may also communicate with one or 

5 more downstream devices 125a-c through the USB switching hub 119. In some embodiments, 

another vvireless host may be communicatively coupled through upstream port l 17a instead of 

wired host 180l. 

[0117] As seen in FIGs. 18d and 18e, different configurations of the hub and switching logic 

1813 may be used. The hub and switching logic 1813 may include hub controllers 203a and 

10 203b (e.g., one for each upstream port) coupled to transaction translators 205a and 205b and 

downstream switching logic 201. ln some embodiments, the order of the transaction translators 

205a,b and downstream switching logic 201 may be reversed. Other configurations are also 

contemplated. FIG. 18e illustrates another embodiment of the hub and switching logic 1813 

with status registers Sl la and 811b coupled to the hub controllers 203a,b, respectively. IPRS 

l 5 821 is also shovvn coupled to the hub controllers 203a,b. In addition, a single transaction 

translator 1899 is shown (in some embodiments. multiple transaction translators may be used). 

In some embodiments, the status registers 811a and 811b may be operable to indicate which 

downstream ports are "disconnected" for the respective communication configuration currently 

being implemented in the USB switching hub 119. In some embodiments, each upstream device 

20 may enumerate the 1JSB switching hub according to its total number of downstream ports (other 

numbers of ports for enumeration are also contemplated). The downstream switching logic 201 

may receive an external signal 813, e.g., to signal the hub and switching logic 1813 to switch 

communications for a subset of dm.vnstrearn ports 125a--c. 

[0118] In some embodiments, wireless USB hosts and devices may use association to implement 

25 secure communications. Association may include making an initial connection between a host 

(e.g., host 1809/wireless bridge 1812) and a device (e.g., wireless bridge 1810), verifying the 

host and the device to each other, and deriving an initial encryption key for future 

communications. Tn some embodiments, a wireless host 1809 and the device (e.g., wireless 

bridge 1810) may use a temporary physical connection (e.g., by both physically coupling to the 

30 USB switching hub 119 and/or connecting through a cable as seen in FIG. 18b) to make the 

initial connection, verification, and key derivation. Wireless hosts and devices may use a 

symmetric encryption algorithm such as Wireless USB Advanced Encryption Standard (AES)-

128 Counter with Cipher Block Chaining Message Authentication Code (CBC-MAC) (CCM) or 
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\Vireless USB AES-128 Counter \vith CBC-MAC (CCM). Other encryption methods such as 

public key encryption may also be used. 

(0119] In some embodiments, the wireless bridge 1810 may include a downstream device port 

1815 which may be coupled to a downstream port 121d of the USB switching hub 119. As seen 

5 in FIG. 18b, the wireless host 1809/wireless bridge 1812 may be temporarily physically coupled 

to the first upstream port (e.g., PHY 117a) to complete association with the wireless bridge 1810 

coupled as a downstream device through downstream port 121d. In various embodiments, either 

or both the host 1809 and wireless bridge 1812 may be temporarily physically coupled to the 

first upstream port 117a as the host for association (e.g., wireless bridge 1812 may be coupled to 

10 first upstream port 117 a to perform association with wireless bridge 1810 without being coupled 

to wireless host 1809 during association). Host 1809/wireless bridge 1812 and wireless bridge 

1810 may exchange an encryption key (e.g., a symmetric key) through connection 1835 (e.g., 

host 1809/wireless bridge 1812 may send an encryption key to wireless bridge 1810 or wireless 

bridge 1810 may send an encryption key to host 1809/wireless bridge 18 l2). As used herein, the 

15 term "exchange" may be used to refer to a one-way transfer. As seen in FIG. 18c, the host 

1809/wireless bridge 1812 may be physicai1y disconnected from the lJSB switching hub 119 and 

the host 1809/wireless bridge 1812 and wireless bridge 1810 may use the encryption key for 

future wireless communications. In some embodiments, instead of being physically coupled to 

the USB switching hub 119, a code may be entered into the host 1809/wireless bJidge 1812 (e.g., 

20 a code from the wireless bridge 1810). In some embodiments, the code may be read off of the 

wireless bridge 1810 and entered through a keypad into the host 1809/wireless bridge 1812. The 

host 1809/wireless bridge 1812 may generate an encryption key using the code (the wireless 

bridge 1810 may have generated the same encryption key using the code and a pre--established 

method). Other methods of association and key exchange are also contemplated. The wireless 

25 bridge 1810 may electronical1 y attach to the wireless bridge 1812 by sending the host 

1809/wireless bridge 1812 a message and then proceeding through an authenticating process 

involving their unique identifications (IDs) and the encryption key. Host software on host 

1809/wireless bridge 1812 may be notified of the "attached" wireless bridge 1810 after the 

association process is completed. In some embodiments, downstream devices 125 may include 

30 one or more wireless downstream devices that may also proceed with association with the 

wireless bridge 1810 or wireless bridge 1812 (although, in some embodiments, the downstream 

devices 125 may not separately associate but may communicate through the wireless bridge 

1810). 
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(0120] Tn some embodiments, wireless hosts and devices may use the exchanged keys to 

authenticate each other during future connection requests (e.g., see the \Vireless Universal Serial 

Bus Specification, Revision 1.0). The keys may also be used to encrypt and decrypt future 

transmissions. The device (e.g., wireless bridge 1810) and the host (e.g., host 1809/wireless 

5 bridge 1812) may establish a connection context (CC) with a unique host ID (CHID), a unique 

device ID (CDID), and connection key (CK) (a symmetric encryption key). In some 

embodiments, the CC may be created by a host device and sent to a device on the first 

connection (and/or by using an out-of-band method). The CK may be unique for each device for 

which the host is connected. The CK may be used to derive a pair-wise temporal key (PTK) 

10 through four-way handshakes (between the host and the device) for use by the host and device in 

enc1ypting/decryl)ting communications. During four--way handshakes, the host and the device 

may exchange a random nonce and an identifier of the key they are using. The device and host 

may then peiform key generation using the random nonces to generate a message integrity code 

(MIC) that are also exchanged. If the device and host verify the received MIC (based on the 

l 5 CK), the device and host may know that they are communicating vvith a device/host that has the 

previously established key and therefore can be trusted. The device and host may also use the 

exchanged nonces to generate initial session keys (which may be used as PTKs for 

encryption/decryption of future communications between the host and the device). In some 

embodiments, the wireless bridge 1810 may handle encryption/decryption for communications 

20 from the downstream devices 125 ( e.g., using one PTK for cornmunications from the devices 

l 25). ln some embodiments, the separate keys may be used for communications from each 

device 125. 

[0121] In some embodiments, a media access controUer (MAC) 1805 may be included (as part 

of a data link layer for transporting data packets) on the wireless bridge 1810 to, for example, 

25 control access to the transceiver 1807. The MAC 1811 on wireless bridge 1812 may, for 

example, control access to the transceiver 1808. The data link layer may also include a logical 

link control (LLC) for multiplexing protocols and providing flow control over the transceivers 

l 807, 1808. MAC l 805 may be coupled to the USB switching hub 119 through host interface 

1823 and upstream port 117b. MAC 1811 rnay be coupled to the host 1809 through host 

30 interface 18 l 4. 

(0122] In some embodiments, MACs 1805 and 1811 may insert source and destination 

addresses into transmitted frames to enable the receiving MAC to determine which frames are 

being sent to its device. These addresses may include MAC addresses (unique identifiers for the 
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communicating devices). MA.Cs 1805 and 1811 may also recognize the beginning and ending of 

frames received and transmitted and may detect transmission errors. Transmissions between 

wireless transceivers 1807 and 1808 may include token, data, and handshake packets (or packets 

containing a combination of these types). Other packet configurations are also contemplated. In 

5 some embodiments, the MACs 1805 and 1811 may work with the data link layer in their 

respective wireless bridges to encode/decode bit streams into/out of data packets and provide 

transmission protocol lrnovvledge and management. 

[0123] In some ernbodiments, wireless host 1809 may also communicate with other wireless 

devices in addition to the wired devices coupled to the USB switching hub 119. Wireless host 

10 1809 may also communicate with other wired peripheral devices coupled to a device wire 

adapter. 

[0124] HG. 19 illustrates an embodiment of the USB switching hub 1921 with an internal 

wireless bridge 1910. As seen in FIG. 19, the wireless bridge 1910 with MAC 1905 may be 

internal to the USB switching hub 1921. In this embodiment, the downstream device port 1915 

15 on the vvire1ess bridge may also be internal and may be internally coupled to a downstream port 

of the hub and switching logic 1813. The internal connection 1935 may be used during the 

initial association with the wireless host 1809 (e.g., when the wireless hosl 1809 is initially 

physically coupled to upstream port 117a of the USB switching hub 1921). The MAC 1905 may 

communicate with the downstream devices 125 through main interface 1923 and hub and 

20 switching logic 1813. FIG. 20 illustrates an embodiment of the USB switching hub 202 l with 

an internal wireless bridge 1910 and internal transceiver 2007. 

(0125] FIG. 21 illustrates an embodiment of the USE svvitching hub 2121 coupled to a plurality 

of wireless hosts 2109a, 210%. Multiple wireless hosts 2109a, 2109b may be coupled to the 

USB switching hub 2121 through transceiver 2107 and their respective transceivers 2108a, 

25 2108b to share downstream devices 125. The host 2109a and host 2109b may each be coupled 

separately to upstream pmt 117a to exchange an encryption key with wireless bridge 2110. 

Wireless b1idge 2110 may be coupled to two or more upstream ports 2123a and 2123b of the 

USB switching hub 2121. The encryption keys may be exchanged through connection 1935 with 

downstream device port 2115 on the wireless bridge 2110. The wireless bridge 2110 may use 

30 each respective encryption key to communicate with the wireless hosts 2109a and 2109b when 

the wireless hosts 2109a and 2109b are not physically attached to the USB switching hub 2121. 

The MACs 2111a and 2111b may coordinate with l\ilAC 2105 to communicate through 

transceivers 2107, 2108a, and 2108b. Wireless bridge 2110 may facilitate communications 
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between the \Vireless hosts 2109a,b and the dovvnstream devices 125 through upstream ports 

2123a and 2123b. ln some embodiments, each wireless hos! may communicate with a separate 

wireless bridge coupled to the USB switching hub 2121 (e.g., each separate wireless bridge 

coupled to a separate upstream port). 

5 [0126] HG. 22 illustrates an embodiment of the USB switching hub 2221 with a reversible port 

2231. The USB switching hub 2221 reversible port 2231 may include switching logic operable 

to switch upstream and downstream logic to allow the reversible port 2231 to act as a 

downstream port or an upstream port when communicating through interface 2223 (e.g., see the 

discussion below with respect to FIGs. 27-32). The reversible port 2231 may perform as a 

10 downstream port to connect wireless bridge 2210 to the USB switching hub 2221 as a 

downstream device when the wireless host 1809 is physically coupled to the USB switching hub 

2221 for association purposes (e.g., to exchange keys with wireless bridge 2210 through 

connection 2235). The reversible port 223 l may then switch over to operating as an upstream 

port for the wireless bridge 22 IO when the wireless host 1809/wireless bridge 1812 is not 

I 5 physically coupled to the 1JSB switching hub 2221 but is instead communicating with the 

downstream devices l 25a, l 25b, and l 25c through the US B switching hub 2221 in a wireless 

fashion. Input directing a switch may be received from any of a variety of sources (e.g., logic 

within the USB switching hub 2221, wireless bridge 2210, a user, etc.), and may set or invoke a 

switching condition, which may then be detected by the USB switching hub 2221. In some 

20 embodiments, the reversible port 2231 may coordinate with the hub and switching logic 1813 to 

implement switching upstream and downstream logic as needed. 

[0127] FlG. 23 illustrates a method of using the USB switching hub to support a wireless host, 

according to an embodiment. Various embodiments of the USB switching hub supporting a 

wireless host may be seen, for example, in FIGs. 18c and 19--22. The method shown in FIG. 23 

25 is described below with respect to FIGs. 18a-c, but it is to be understood that the method is also 

applicable to other embodiments described above. It should be noted that in various 

embodiments of the methods described below, one or more of the elements described may be 

perfom1ed concmTently, in a different order than shown, or may be omitted entirely. Other 

additional elements may also be pe1formed as desired. 

30 [0128] At 2301, a wireless host 1809 may perfr1rm association with a wireless bridge 1810 

coupled to the USB switching hub 119. The wireless host 1809 and wireless bridge 1810 

perfonning association may each be coupled to a separate upstream port of the USB switching 

hub 119 (e.g., see FIG. 18b). After association, the wireless host 1809 may be removed from the 
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upstream port 117a of the USB switching hub 119, and in some ernbodiments, a \Vired host 1801 

may be coupled to the upstream port 117a. 

(0129] At 2303, the wired host 1801 may enumerate the 1JSB switching hub 119 using a fast 

hub configuration for the USB switching hub 119. In some embodiments, the downstream 

5 devices 125 coupled to the USE switching hub 119 may be enumerated by the wired host 1801 

when the USB switching hub 119 is enumerated. 

[0130J At 2305, the wireless host 1809 may enumerate the USB switching hub 119 using a hub 

configuration substantially similar to the first hub configuration for the USB svvitching hub 119. 

In some embodiments, the downstream devices 125 coupled to the lJSB switching hub 119 may 

10 be enumerated by the \lvireless host 1809 when the USB switching hub 119 is enumerated. 

[0131] At 2307, the wireless host 1809 may wirelessly communicate with at least a subset of a 

plurality of downstream devices 125 coupled to the USB switching hub 119 through the wireless 

bridge 1810. 

L0132j At 2309, a wired host 1801 may communicate with at least a subset of a plurality of 

15 downstream devices 125 coupled to a USB switching hub 119. In some embodiments, the 

wireless host 1809 and the wired host 1801 may communicate substantially simultaneously with 

separate downstream devices 125 coupled to the USB switching hub 119. 

[0133] At 231 L communications may be switched between at least one of the plurality of 

downstream devices 125 and the wired host 1801 to the wireless host 1809, ln some 

20 embodiments, the USB switching hub 119 may not be re-enumerated when comrmmications are 

switched. Jn some embodiments, communications may be switched betvveen at least one of the 

plurality of downstream devices 125 and the wireless host 1809 to the wired host 1801. 

(0134] At 2313, switching comrmmications between the at least one of the plurality of 

downstream devices 125 and the wired host 1801 to the wireless host 1809 may be delayed if 

25 there is an active transfer in progress between the at least one of the plurality of downstream 

devices 125 and the wired host 1801, wherein switching communications is delayed by an 

intelligent port routing switch (e.g., see lPRS 821 in HG. 18e). ln some embodiments, 

communications may be similarly delayed when switching communications between the 

plurality of downstream devices 125 and the wireless host 1809 to the wired host 1801 if there is 

30 an active transfer in progress between the at least one of the plurality of downstream devices 125 

and the wireless host 1809. 

[0135] HG. 24 illustrates a method for using the USB switching hub for associating a wireless 

host, according to an embodiment. The method shown in FIG. 24 is described below with 
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respect to FIGs. 18a-c, but it is to be understood that the method is also applicable to other 

embodiments described above. It should be noted that in various embodiments of the methods 

described below, one or more of the elements described may be performed concurrently, in a 

different order than shown, or may be omitted entirely. Other additional elements may also be 

5 perf om1ed as desired. 

[0136] At 2401, a first wireless host 1809 (which may include host 1809 and/or associated 

wireless bridge 1812) may be coupled to a first upstream port 1 l7a of a USB switching hub 119. 

One or more dO\vnstream devices 125 may be coupled to downstream ports 12 l of the USB 

switching hub 119. 

10 (0137] At 2403, a second wireless bridge 1810 may be coupled to a downstream port 121d of the 

USB switching lmb 119. 

(0138] At 2405, the first wireless host 1809 and the second wireless bridge 1810 may perform 

association. 

L0139j At 2407, the first wireless host 1809 may be decoupled from the first upstream port 117a. 

15 For example, see FICL 18c in which wireless host 1809 has been decoupled from the USB 

switching bub 119 and wired host 1801 has been coupled to the upstream port 117a. 

[0140] At 2409, the second wireless bridge 1810 may be coupled to a second upstream port 

117b. The second v,:ireless bridge 1810 may have been coupled to the second upstream port 

117b prior to association. 

20 [0141] At 2411, the first wireless host 1809 and the second wireless bridge 1810 may 

authenticate each other. 

[0142] At 2413, the first wireless host 1809 and the second wireless bridge 1810 may 

communicate in a wireless fashion. The wireless bridge 1812 coupled to the wireless host 1809 

may cooperate with wireless bridge 1810 coupled to USB switching hub 119 to allow 

25 communications bet\lveen the \lvire1ess host 1809 and the downstream devices 125 coupled to the 

USB switching lmb 119. 

(0143] FJG. 25 illustrates a method for using the llSB switching hub for supporting multiple 

wireless hosts, according to an embodiment The method shown in FIG. 25 is described below 

with respect to FIG. 21, but it is to be understood that the method is also applicable to other 

30 embodiments described above. It should be noted that in various embodiments of the methods 

described below, one or more of the elements described may be performed concurrently, in a 

different order than shown, or may be omitted entirely. Other additional elements may also be 

performed as desired. 
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(0144] At 2501, a first wireless host 2109a may be coupled to a first upstream port 117a of a 

USB switching hub 2121. One or more downstream devices 125 may be coupled to downstream 

ports 121 of the USB switching hub 2121. 

[0145] At 2503, a second wireless bridge 2110 may be coupled to a do1.vnstream port of the USB 

5 switching hub 2121. In some embodiments, the downstream p01t may be internal to the hub 

(e.g., the wireless bridge 2110 may internally couple to the hub and switching logic 1813). 

L0146j At 2505, the first wireless host 2109a (and/or wireless bridge 2112a) and the second 

wireless bridge 2110 may perform association. 

[0147] At 2507, the first wireless host 2109a (and/or wireless bridge 2112a) may be decoupled 

10 from the first upstream port 117a. 

[0148] At 2509, a second wireless host 2109b (and/or wireless bridge 2112b) may be coupled to 

the first upstream port 117a of the USB switching hub 2121. 

[0149] At 2511, the second wireless host 2109b (and/or wireless bridge 2112b) and the second 

wireless bridge 2110 may perform association. Tn some embodiments, the second wireless 

15 bridge 2110 may use a separate encryption key when communicating with the first wireless host 

2109a than when communicating 1Nith the second wireless host 2109b. The second wireless 

bridge 2110 may use different identifiers in communications for each of the first and second 

wireless hosts 2109a,b. 

[0150] At 2513, the second wireless bridge 2110 may be coupled to a second upstream port(s). 

20 The second wireless bridge may have been coupled to the second upstream p01t(s) prior to 

association. In some embodiments, the second wireless bridge 2110 may be coupled to one 

upstream port per wireless host. For example, as seen in FIG. 21, wireless bridge 2110 is 

coupled through upstream port 2123a (for communications betvveen wireless host 2109a and at 

least a subset of downstream devices 125) and upstream port 2123b (for communications 

25 between \vireless host 2109b and at least a subset of downstream devices 125). In some 

embodiments, a separate wireless bridge may be used in the USB switching hub for each 

wireless host. 

(0151] At 2515, the first wireless host 2109a and the second wireless bridge 2110 may 

authenticate each other. 

30 (0152] At 2517, the second wireless host 2109b and the second wireless bridge 2110 may 

authenticate each other. 

(0153] At 2519, the first wireless host 2109a and second wireless host 2109b may each 

communicate with the second wireless bridge 2110 in a wireless fashion. The first wireless host 

32 

Microchip Ex. 1010, p. 142 
Microchip v. Aptiv 

PGR2024-00011



WO 2007il47114 PCT /US2007 i071343 

2109a and the second 'vvireless host 2109b may communicate with downstream devices 125 

coupled to the USB switching hub 2121 at substantially the same time (e.g., through two 

respective upstream ports 2123a.b coupled to second wireless bridge 2110). The second 

wireless bridge 2110 may coordinate communications to and from wireless bridges 2112a and 

5 2112b to allow communication between the wireless hosts 2109a,b and the downstream devices 

125. For example, unique identifiers may be used to identify communications between each 

wireless host and its respective downstream device(s). In some embodiments, first wireless host 

2109a and second wireless host 2109b may communicate with separate wireless bridges each 

coupled to a different upstream port of the USB switching hub 2121. 

10 [0154] HG. 26 illustrates a method for using the USB switching hub (e.g., see USB switching 

hub 2221 in FIG. 22) with a reversible port 2231 to support a wireless bridge 2210 as a 

downstream device during association and an upstream device dming regular communications, 

according to an embodiment. It should be noted that in various embodiments of the methods 

described below, one or more of the elements described may be performed concurrently, in a 

15 different order than shovvn, or may be omitted entirely. Other additional elements may also be 

performed as desired. 

[0155] At 2601, a wireless host 1809 may be coupled to a first upstream port 117a of a USB 

switching hub 2221. 

[0156] At 2603, a second wireless bridge 2210 may be coupled to a reversible port 2231 as a 

20 downstream device on the LTSB switching hub 2221. Jn some embodiments, the reversible port 

2231 may be signaled to perfonn as a downstream port. Logic in the USB switching hub 2221 

may be manipulated to support the reversible port 2231 as a downstream pmt. 

[0157] At 2605. the wireless host 1809 and the second wireless bridge 2210 may perform 

association. 

25 [01.58] At 2607, the wireless host 1809 may be decoupled from the first upstream port 117 a. 

[0159] At 2609, the reversible port 2231 may be reversed (e.g., through a signal sent to the 

reversible port 2231 and/or USB switching hub 2221) and the second wireless bridge 2210 may 

then be used as an upstream device on the USB switching hub 2210. 

[0160] At 2611, the wireless host 1809 and the second wireless bridge 2210 may authenticate 

30 each other. 

[0161] At 2613, the wireless host 1809 and the second wireless bridge 2210 may communicate 

in a wireless fashion. The \\fireless bridge 1812 and second wireless bridge 2210 may coordinate 

to allow communications between the wireless host 1809 and the downstream devices 125 
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coupled to the USB switching hub 2221. 

[0162] Various embodiments of a system and method for reversing logic for reversible ports in 

USB hubs are presented below. 

[0163] According to one embodiment, a USB hub may include upstream logic for sending and 

5 receiving information to and from a host controller, dovn1stream logic for sending and receiving 

information to and from a iJSB device, a plurality of ports each operable to couple to upstream 

or downstream logic and one or more USB devices, and switching logic operable to switch 

upstream and dovvnstream logic between a first port and a second port. In some embodiments, 

input may be received to the USB hub specifying a change in control of one or more devices 

10 coupled to the USB hub by a first device, e.g., coupled to a first port, to control by a second 

device, e.g., coupled to a second port. For example, if one of the devices is an on-the-go (OTG) 

or dual--role device, it may request, or be instructed, to act as the host controller of the USB hub. 

In this example, the input may be received from any of a variety of sources, and may set or 

invoke a switching condition, which may then be detected by the USB hub. 

15 [0164] Tn some embodiments, the switching condition may be invoked mechanically, such as, 

for example, by flipping, i.e., switching on or off, a mechanical switch on the USB hub, or, 

alternatively, if the USB hub is included in a device, a switch on the device. In one embodiment, 

the switching condition may include a change in orientation of the connecting cables. More 

specifically, the USB connecting cable may have a default host controUer connection (on one 

20 end) and a default device connection (on the other end). In this case, the switching condition 

may be invoked by reversing these two connections, e.g., via the change in pins associated with 

each of the connectors on each end of the cable may invoke the switching condition. 

[0165] Alternatively, or additionaUy, a user or other system may invoke the switching condition 

via electronic means; for example, the user rnay choose from a plurality of possible buttons or 

25 options, e.g., depending on the nurnber of devices coupled to the USB hub. For example, if the 

USB hub is included in a peripheral device, e.g., a cell phone, PDA, and/or a digital music 

player, among others, the user may be presented with a plurality of options on the display of the 

peripheral device and may invoke the switching condition by selecting one or more of the 

available options. More specifically, the peripheral device may include a menu associated with 

30 the USB hub; the user may select this menu, e.g., via a stylus, voice activation, and/or a keypad, 

among others means, and select from one or more options to invoke a specific change in host, 

e.g., by invoking the switching condition. Alternatively, the user may invoke the switching 

condition, e.g., similar to methods described above, among others, from a device coupled to the 
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USB hub. 

[0166] In some embodiments, the USB hub may automatically detect the switching condition. 

For example, the USB hub may have a sensing mechanism, e.g., present in the physical fayer 

(PHY) of connections to the USB hub, specifically for detecting the switching condition. In one 

5 embodiment, the switching condition may include a change of impedance in one or more pins of 

one of the connections to the USB hub, e.g .. one or more of the ports. For example. in one 

embodiment, the invoked switching condition, e.g., via the means described above, may include 

a change in impedance on the D+ and D- pins of the USB cable, e.g., connected to the pe1iphera1 

device that is requesting logic reversaL As a specific example, nonnaliy two of the pins in the 

10 PHY may have an impedance of 15 kOhms, and after tying, for example, two _pins together, the 

impedance may decrease to 7 .5 kOhms. Correspondingly, the USB hub may detect this change 

in impedance as the switching condition. Thus, the USB hub may receive input invoking a 

switching condition indicating a change in logic in the hub. 

[0167] It should be noted that in various embodiments where there are a plurality of upstream 

15 logics with associated host controllers, the input may also specify which of the coupled devices 

are to be controlled by the second device. In other words, as indicated above, the USB hub may 

have a plurality of host controllers, each controlling a respective subset of the coupled devices, 

possibly overlapping, and the input may specify that one or more of the coupled devices become 

host controllers for controlling other coupled devices, possibly including the old host controllers. 

20 ln some embodiments, the input may specify a change in subsets of devices that are controlled 

by the new host controllers. Said another way, the input may specify that control of the plurality 

of coupled devices be changed to a new set of host controllers, and each of the new and/or o1d 

host controllers may control a new respective subset of the coupled devices. 

(0168] Note that the input, the methods, and lhe switching conditions described herein may also 

25 apply to multiple host controllers. For example, the input may be received mechanically, e.g., 

via a switch, but in this case, the switch may have a plurality of options each associated with the 

new and old host controller(s) and the new controlled subset(s) of the coupled devices. 

Alternatively, or additionally, the input may be received electronically. Note further that 

switching conditions, and invoking thereof, are exemplary only and that other methods and 

30 switching conditions are envisioned. Thus, the USB hub may receive input specifying a change 

in control of the plurality of devices coupled to the USB hub from one or rnore host controllers 

to one or more other host controllers, e.g., previously acting as peripheral devices. 

(0169] In one embodiment, the upstream logic included in the USB hub may be switched from 
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receiving information from the first port, i.e., coupled to the old host controller, to receiving 

infom1ation from the second port, i.e., coupled to the new host controller. In other words, the 

USB hub may change control of the devices coupled to the hub from one device to another in 

response to the received input. In one embodiment, the hub may perfom1 this change by 

5 decoupling the first port from the upstream logic, decoupling the second port from the 

downstream logic, and coupling the second port to the upstream logic. In some embodiments, 

the hub may also allow the old host controller to act as a peripheral device to the nevv host 

controller; in other words, the hub may couple the downstream logic, e.g., the downstream logic 

that was used by the second port, to the first port. Thus, the upstream and dm.vnstrearn logic may 

10 be effectively switched between a host contro11er and a device. Correspondingly, in various 

embodiments, the new host controller may act as host to other devices, e.g., possibly including 

the o1d host controller, coupled to the hub, e.g., each with associated downstream logic. 

[0170] It should be noted that the switching is not limited to any particular two ports included in 

the hub, and, in fact, any of a plurality of logics associated with various ports may be switched. 

l 5 Thus, in one embodiment, any downstream logic, upstream logic, and/or other logics included in 

the USB hub may be switched. 

(0171] Thus, the USB hub may switch the upstream and downstream logic(s) according to the 

received input. 

(0172] Figure 27 illustrates an exemplary system suitable for implementing various 

20 embodiments. As shown, a device, e.g., device 50, may be coupled to a Universal Serial Bus 

(USB) hub, e.g., USB hub 80, or to USB switching hub 119 (as described with respect to FlGs. 

1-26), which may in tum be coupled to a host computer system, e.g., computer system 82. In 

some embodiments, the device and/or the computer system may be coupled to each other, e.g., 

via the hub, via a network. For example, the computer system 82 and/or the device 50 may be at 

25 remote location(s) and may couple to the USB hub 80 via a network, e.g., an intranet network, a 

wide-area network (WAN), the Internet, etc. 

[0173] The device 50 may be any of numerous devices capable of USB communication; for 

example, the device 50 may be or include a personal digital assistant (PDA), a portable digital 

music player, e.g., an rPODTM as provided by Apple Computer Corporation, a cell phone, a 

30 printer, a digital camera, a video player, an audio device, a recording device, e.g., a digital voice 

recorder, a personal video recorder (PVR), a set-top box, an uninterrupted power supply (UPS), 

a mass-storage device, e.g., a hard drive, a zip drive, etc., a memory medium, e.g., flash memory, 

a thumb drive, etc., a keyboard, a mouse, a joystick, a communication device, e.g., a Bluetooth 

36 

Microchip Ex. 1010, p. 146 
Microchip v. Aptiv 

PGR2024-00011



WO 2007il47114 PCT /US2007 i071343 

device, an Ethernet device, etc., a communication converter device, e.g., for converting signal 

formats, an additional llSB hub, a computer system. and a monitor, among others. In preferred 

embodiments, the device may be a dual--role device, e.g., a USB OTG device. Note that the 

above list of devices and ty11es of devices is exemplary only, and that other devices are also 

5 envisioned. 

[0174] Additionally, the computer system 82 may be any of various computer types. For 

example, the computer system 82 may include at least one memory medium on which one or 

more computer programs or software components may be stored. The memory medium may 

a]so store operating system software, as weU as other software for operation of the computer 

10 system. Various embodiments further include receiving or storing instructions and}or data 

implemented in accordance with the foregoing description upon a carrier medium. As shown, 

the computer system 82 may include one or more coupled input devices, e.g., a keyboard and 

mouse, as well as other input devices, and a display device for displaying graphics associated 

with software components executing on the computer system 82. 

15 [0175] In various embodiments, the USB hub 80 may be any of various hubs. For example, the 

USB hub 80 may be an external hub, e.g., one whereby a host, such as the device 50 and/or the 

computer system 82, may control one or more other devices coupled to the hub. In one 

embodiment, the USB hub 80 may be a root hub. Additionally, or alternatively, the USB hub 80 

may be included in the device 50 or the computer system 82. For example, the device may 

20 connect directly to a hub included in the computer system 82. Additional1y, or alternatively, the 

device may itself include a USB hub for connecting to other USB devices, e.g., the computer 

system 82 or a hub in each of the device 50 and the computer system 82. In one embodiment, 

the USB hub may include or be a portion of a USB composite or compound device. e.g., similar 

to above where the USB hub 80 may be included in the device or computer system. 

25 [0176] Figure 28 illustrates another exemplary system suitable for implementing various 

embodiments. As shown in Figure 28, the device 50 may be coupled to the USB hub 80, which 

may in turn be coupled to another device, e.g., device 75. The llSB hub may be included in one 

or both of the device 50 and the device 75, i.e., one of the devices may include the USB hub, and 

the other device may also include a similar lJSB hub; additionally, the device 75 may be or 

30 include any of the above enumerated devices capab]e of USB communication, among others. 

[Ol 77] Furthem10re, in one embodiment, the device 75 and the USB hub 80 may be internal to 

the device 50. For example, the device 50 may be a peripheral device such as a cell phone, a 

PDA, andlor a portable music player, among others, that includes the USB hub 80 for 
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communication with internal and external devices. The ceU phone, for example, may have any 

of numerous internal devices that may be coupled to the LTSB hub such as a camera, a hard drive 

or another memory medium, a Bluetooth device, a digital music file player, or any of various 

appropriate devices such as those described above, among others. Following this example, the 

5 ce11 phone may couple to an external system, such as a PDA, and an internal device, such as a 

digital camera, via the USB hub housed inside of the ce11 phone. Note that the above-described 

system(s) are exemplary only, and other devices and systems are envisioned such as those 

described herein, among others. 

[0178] Figure 29 illustrates a block diagram of an exemplary USB hub, e.g., the USB hub 80, 

10 according to one embodiment. In some embodiment:-., peripheral device(s) may couple to the 

USB hub through inte1face(s). For example, the USB hub may include physical (PHY) 

inte1faces, and/or other interfaces, e.g. USB 2.0 Transceiver Macrocell lnte1face (UTJVU) or 

UTMl+ Low Pin Interface ( ULPl), among others. In one embodiment. the USB hub may :include 

a plurality of ports, e.g., ports 2910, 2920, 2930A, 2930B, and 2930C as shown in Figure 29, for 

l 5 coupling to one or more devices, e.g .. the device 50, the device 75, and/or other device(s), e.g., 

using the inte1i'aces described above, among others. Each port may be coupled to logic for 

interpreting and transmitting signals to and from the devices. For example, a host controller may 

be coupled to upstream logic, e.g., upstream port logic 2915, which may be operable to transmit 

and receive infonnation specific to devices acting as hosts. Conversely, a device may be coupled 

20 to downstream logic, e.g., downstream port logics 2925, 2935A, 2935B, and 2935C, which may 

be operable to transmit and receive inforn1ation specific to devices acting as peripheral devices. 

1t should be noted that the hub may include one or more of each of these logics, among others. 

For example, in one embodiment, the USB hub may have a plurality of upstream logics 

associated with one or more host controllers, each of which may have separate or overlapping 

25 control over the USB devices coupled to the LTSB hub. Additionally, as indicated above, the 

USB hub may have a plurality of downstream logics associated with one or more peripheral 

devices. 

[0179] Furthermore, in some embodiments, the USB hub may include hub logic, e.g., hub logic 

2940, for receiving, transmitting, and interpreting information to and from at least one host 

30 controller and the devices. For example, the hub logic 2940 may be operable to intelligently 

route information from the host controller to the appropriate target device and vice--versa; 

additionally, the hub logic may be operable to resolve signal conflicts and collisions, e.g., signals 

sent from multiple devices at substantially the same time. In one embodiment, the USB hub may 
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include one or more switches and/or svvitching logic(s), e.g., switching logics 2950A and 2950B, 

operable to couple and/or switch upstream or downstream logics associated with two or more 

devices as will be described in more detail below. Note that the switching logic may be 

separated into multiple components, such as, for example, the two components shown in 

5 Figure29, or combined into a single switching logic component. Alternatively, the switching 

logic may be stored in a memory medium and/or distributed throughout the USB hub. Note that, 

as shown in Figure 29, the switching logic may be associated with a first pmt, e.g., the port 

2910, and a second port, e.g., the port 2920; however, this configuration is exemplary only, and, 

in fact, other systems and designs are conternp1ated. For example, the switching logic may be 

10 associated with any or all of the ports included in the USB hub thus allowing any of the included 

logics to be switched, e.g., during operation. 

[0180] As an example, in some embodiments, the USB hub may include a first port coupled to a 

host controHer with associated upstream logic and a second port coupled to a USB device with 

associated downstream 1ogic. As indicated above, there rnay be one or more additiona1 devices 

l 5 coupled to one or more additional ports included in the USB hub. Thus, the host controller may 

control a plurality of USB devices, e.g., by using the hub logic described above. lf one of the 

USB devices is a dual--role device, it may request or be requested to become the host controller 

of the hub, e.g., to control the other USB devices coupled to the USB hub as described below. 

[0181] Figure 30 illustrates an exemplary method for switching logic in a USB hub, such as the 

20 USB hub of Figure 29. The method shown in Figure 30 may be used in conjunction with any of 

the computer systems or devices described herein, among others. In various embodiments, some 

of the method elements shown may be performed concurrently, in a different order than shown, 

or may be omitted. Addit:iona] method elements may a]so be performed as desired. As shown, 

this method may operate as follows. 

25 [0182] In 3002, input may be received to the USB hub, e.g., USB hub 80, specifying a change in 

control of one or more devices coupled to the USB hub 80 ( e.g., via ports 2930A--2930C) by a 

first device, e.g., coupled to the first port 2910, to control by a second device. e.g., coupled to the 

second port 2920. For example, foHowing the descriptions above, if one of the devices is an 

OTG or dual-role device, it may request, or be instmcted, to act as the host controller of the USB 

30 hub. In this examp]e, the input may be received from any of a variety of sources, and may set or 

invoke a switching condition, which may then be detected by the USB hub. 

[0183] In some embodiments, the switching condition may be invoked mechanica11y, such as, 

for example, by flipping, i.e., switching on or off, a mechanical switch on the USB hub, or, 
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alternatively, if the USB hub is included in a device, a switch on the device. In one embodirnent, 

the switching condition may include a change in orientation of the connecting cables. More 

specifically, the USB connecting cable may have a default host controller connection (on one 

end) and a default device connection ( on the other end). ln this case. the switching condition 

5 may be invoked by reversing these two connections, e.g., via the change in pins associated with 

each of the connectors on each end of the cable may invoke the switching condition. 

[0184] Alternatively, or additionaUy, a user or other system may invoke the switching condition 

via electronic means; for example, the user may choose from a plurality of possible buttons or 

options, e.g., depending on the number of devices coupled to the USB hub. For exan1ple, if the 

lO USB hub is included in a peripheral device, e.g., a cell _phone, PDA, and/or a digital music 

player, among others, the user may be presented with a plurality of options on the display of the 

peripheral device and may invoke the switching condition by selecting one or more of the 

available options. More specifically. the peripheral device may include a menu associated with 

the USB hub; the user may select this menu, e.g., via a stylus, voice activation, and/or a keypad, 

l 5 among others means, and select from one or rnore options to invoke a specific change in host, 

e.g., by invoking the switching condition. Alternatively, the user may invoke the switching 

condition from a device coupled to the USB hub. 

[0185] In some embodiments, the USB hub may automatically detect the switching condition. 

For example, the USB hub may have a sensing mechanism, e.g., present in the physical layer 

20 (PHY) of connections to the USB bub, specifically for detecting the switching condition. In one 

embodiment, the switching condition may include a change of impedance in one or more pins of 

one of the connections to the USB hub, e.g., one or more of the ports. For example, in one 

embodiment, the invoked switching condition, e.g., via the means described above, may include 

a change in impedance on the D+ and D-- _pins of the USB cable, e.g., connected to the peripheral 

25 device that is requesting logic reversal. As a specific example, normally two of the pins in the 

PHY may have an impedance of 15 kOhms, and after tying, for example, two pins together, the 

impedance may decrease to 7 .5 kObms. Con-espondingly, the USB hub may detect this change 

in impedance as the switching condition. Thus, the USB hub may receive input invoking a 

switching condition indicating a change in logic in the hub. 

30 [0186] It should be noted that in various embodiments where there are a plurality of upstream 

logics with associated host controllers, the input may also specify which of the coupled devices 

are to be controlled by the second device. In other words, the USB hub may have a plurality of 

host controllers, each controlling a respective subset of the coupled devices, possibly 
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overlapping, and the input may specify that one or more of the coupled devices becorne host 

controllers for controlling other coupled devices, possibly including the old host controllers. In 

some embodiments, the input may specify a change in subsets of devices that are controlled by 

the new host controllers. Said another way, the input may specify that control of the plurality of 

5 coupled devices be changed to a new set of host controllers, and each of the new and/or o]d host 

controllers may control a new respective subset of the coupled devices. 

[0187] For example, the USB hub may first include two host controllers, such as a computer and 

a PDA, and a plurality of pe1ipheral devices, such as a cell phone, a printer, and a digital carnera. 

In this exarnple, the computer may control the printer and the cell phone, and the PDA may 

10 control the digital camera. Subsequently, the USB hub may receive input specifying that the cell 

phone become a new host controller, e.g., taking the place of the PDA, e.g., in order to print a 

picture. ln this case, the input may specify that the new host controller, i.e., the ce11 phone, 

control the printer and the digital camera, and that the computer control the PDA. Thus, the 

input may specify a change in control from one or more host contro11ers, in this case, the PDA, 

l 5 to one or more of the peripheral devices, in this case, the cell phone. Additiona11y, the input may 

specify a new contro1 set for each of the new controllers, e.g., the cell phone controlling the 

printer and the digital camera, and the computer controlling the PDA. 

[0188] As a simple example, the USB hub may couple to a host controller and a plurality of 

USB devices, e.g., a dual--role digital music player device controlling a dual-role PDA, a 

20 keyboard, and a digital video recorder. In this example, the USB hub may receive input 

specifying that upstream logic for controlling the keyboard be coupled to the PDA, and that the 

digital music player continue to control the digital video recorder coupled to the USB hub. 

Thus, in some embodiments, the input may specify that the miginal host controller may control a 

new subset of the coupled devices, e.g., only the digital video recorder, and the new host 

25 controller control another subset, e.g., the keyboard. 

[0189] Note that the input, the methods, and the switching conditions may also apply to multiple 

host controllers. For example, the input may be received mechanically via a switch, but in this 

case, the switch may have a plurality of options each associated with the new and oJd host 

controller(s) and the new controlled subset(s) of the coupled devices. Alternatively, or 

30 additionally, the input may be received electronically. Note further that the switching 

conditions, and :invoking thereof, are exemplary only and that other methods and switching 

conditions are envisioned. Thus, the LTSB hub may receive input specifying a change in control 

of the plurality of devices coupled to the USB hub from one or more host controllers to one or 
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more other host controllers, e.g., previously acting as peripheral devices. 

[0190] In 3004, the upstream logic included in the USB hub may be switched from receiving 

information from the first port, i.e., coupled to the old host controller, to receiving information 

from the second port, i.e., coupled to the new host controller. In other words, the USB hub may 

5 change control of the devices coupled to the hub from one device to another in response to the 

received input. In one embodiment. the hub may perform this change by decoupling the first 

port from the upstream logic, decoupling the second port from the downstream logic, and 

coupling the second pmt to the upstream logic. ln some embodiments, the hub may also allow 

the old host controller to act as a peripheral device to the new host controller; in other words, the 

10 hub may couple the downstream logic, e.g., the downstream logic that was used by the second 

port, to the first port. Thus, the upstream and downstream logic may be effectively switched 

between a host controller and a device. Correspondingly, in various embodiments, the new host 

controller may act as host to other devices, e.g., possibly including the old host contro11er, 

coupled to the hub, e.g., each with associated downstream logic. Further examples of this 

l 5 switching will be desciibed in more detail below. 

[0191] It should be noted that the switching is not limited to any paiticular tvvo ports included in 

the hub, and, in fact, any of a plurality of logics associated with various ports may be switched. 

Thus, in one embodiment, any downstream logic may be switched with any upstream logic 

and/or other logics included in the USE hub. 

20 [0192] Following the example regarding the computer, the PDA, and the cell phone, the USB 

hub may switch the upstream and downstream logic associated with the PDA and the cell phone 

respectively. The lJSB hub may also switch the control of the peripherals, e.g., the printer being 

controlled by the computer to being controlled by the cell phone, by rerouting the signals from 

the upstream logic of the computer to the upstream logic of the cell phone. In other words, the 

25 dovn1stream logic associated with the printer may be switched from receiving signals from the 

computer to receiving signals from the cell phone. Thus, after the logic is switched, the cell 

phone may control the printer and the digital camera, and the computer may control the PDA. 

[0193] Thus, the USB hub may switch the upstream and downstream logic(s) according to the 

received input. 

30 [0194] Figures 31 and 32 illustrate exemplary block diagrams of a USB hub included in a lJSB 

device, e.g., device 3100. The device may be or include any of the above-described devices. 

The TJSB hub 3108 may include a plurality of pons, e.g., reversible ports 3110 and 3114 and 

downstream ports 3116 and 3118, for coupling to at least one host controller and one or more 
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peripheral devices. The coupled devices may be internal or external to the USB device. The 

USB device may include logic for controlling devices and for acting as a peripheral device, e.g., 

dua!.-role host controller block 3104, which may be coupled to or included in a system--on--a-chip 

(SoC) 3102 that controls the peiipheral device. ln some embodiments, the peripheral device 

5 may include a mass-storage device, e.g., mass-storage 3106, e.g., a hard drive, for storing 

infonnation. As shown, the mass storage device may be coupled to the SoC 3102 outside of the 

USB hub 3108; alternatively, the mass storage device rnay be coupled to the USB hub as an 

internal or external device, e.g., USB device 3120, 3122, or 3124. Furthermore, similar to 

above, the USB hub may include hub logic 3112, e.g., for muting signals between the host 

10 controller and the coupled devices. 

[0195] As also shown, the USB hub may reverse at least two of the ports. e.g., reversible ports 

3110 and 3114, e.g., using switching logic methods and conditions. Note that, this particular 

system is exemplary only, and, in fact, further embodiments are envisioned where any of the 

ports included in the USB hub rnay be reversible. 

15 (0196] Figure 32 illustrates the USB device, e.g., the device 3100, coupled to a computer 

system, e.g., computer system 3202, e.g., similar to the computer system 82 described above. 

The computer system may include a USB host controller, e.g., USB host controller 3204, for 

managing and/or communicating with devices (e.g., USB devices 3122 and 3124) coupled to the 

computer system. The computer system may also include a port for coupling to other USB 

20 devices, e.g., port 3206. Thus, as shown, the computer system may couple to the peripheral 

device via the TJSB hub and may alternate as host controller of the coupled devices and device 

with the host controller included in the peripheral device. In other words, the computer system 

and/or the SoC 3102 may control respective subsets (or all) of the devices coupled to the USB 

hub. ln one embodiment, the computer system may act as a host, and may control the mass 

25 storage device via the SoC. In other words, the computer system may control the mass storage 

device by sending commands through the SoC. In one embodiment, the SoC may interpret the 

commands and send corresponding commands to the mass storage device for the computer 

system. In embodiments where the mass storage device is coupled to the USB hub directly, the 

computer system may control the mass storage device without using the SoC. 

30 [0197] As an example, the peripheral device may be a cell phone including an associated hard 

drive, e.g., the mass storage clevice 3106 as well as a digital camera and a Bluetooth device. The 

cell phone may have a USB port for coupling to other devices, in this case, the computer system. 

Thus, when the SoC acts as the host controller of the USB hub, the cell phone may control each 
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of the coupled devices and communicate information to the host computer as a host controller. 

Upon receiving input specifying a change in control, the USB hub may switch respective 

upstream and downstream logics associated with the cell phone and the host computer. 

Subsequently, the host computer may control respective devices in the cell phone. For example, 

5 the host computer may update files on the hard d1ive, e.g., via the SoC, take pictures using the 

digital camera, and communicate using the Bluetooth device. Alternatively, as desclibed above, 

the host controller may control a subset of these devices, and the SoC may continue to control 

another subset. 

[0198] Thus, using the systems and methods described herein, a USB hub may change control of 

10 a plurality of coupled devices from a first device acting as a host controller to a second device, 

which was previously a peripheral device. 

[0199] Embodiments of a subset or all (and portions or all) of the above may be implemented by 

program instructions stored in a memory medium or carrier medium and executed by a 

processor. A memory medium may include any of various types of memory devices or storage 

15 devices. The term "memory medium" is intended to include an installation medium, e.g., a 

Compact Disc Read Only Memory (CD-ROM), floppy disks, or tape device; a computer system 

memory or random access mei.nory such as Dynamic Random Access Memory (DRAM), Double 

Data Rate Random Access l\tlemory (DDR RAM), Static Random Access Memory (SR.AM), 

Extended Data Out Random Access Memory (EDO RAM), Rambus Random Access Memory 

20 (RAM), etc.; or a non-volatile memory sucb as a magnetic media, e.g., a bard drive, or optical 

storage. The memory medium may compdse other types of memory as well, or combinations 

thereof. In addition, the memory medium may be located in a first computer in which the 

programs are executed, or may be located in a second different computer that connects to the 

first computer over a network, such as the Internet. 1n the latter instance, the second computer 

25 may provide program instructions to the first computer for execution. The term "memory 

medium" may include two or more memory mediums that may reside in different locations, e.g., 

in different computers that are connected over a network. 

[0200] In some embodiments, a computer system at a respective participant location may 

include a memory medium(s) on vvhich one or more computer programs or software components 

30 according to one embodiment of the present invention may be stored. For example, the memory 

medium may store one or more programs that are executable to perform the methods described 

herein. The memory medium may also store operating system software, as well as other 

software for operation of the computer system. 
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(02ffl 1 Further modifications and alternative embodiments of various aspects of the invention 

may be apparent to those skilled in the art in view of this description. Accordingly, this 

clescription is to be construed as illustrative on]y and is for the purpose of teaching those skilled 

in the art the general manner of carrying out the invention. It is to be understood that the fom1s 

5 of the invention shown and described herein are to be taken as embodiments. Elements and 

mate1ials may be substituted for those illustrated and described herein, pa11s and processes may 

be reversed, and certain features of the invention may be utilized independently, alJ as would be 

apparent to one skilled in the art after having the benefit of this description of the invention. 

Changes may be made in the elements described herein without depmting from the spirit and 

10 scope of the invention as described in the following claims. 
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WHAT IS CLA lMED IS: 

L An apparatus, comprising: 

a Universal Serial Bus (USB) switching hub, comprising: 

a plurality of upstream ports; and 

a plurality of downstream ports; 

PCT /US2007 i071343 

wherein a first upstream port of the p1ura1ity of upstream pons is operable to 

coup1e to a first host; 

wherein a second upstream p01t of the plurality of upstream ports is operable to 

communicate with a wireless host; 

wherein the at least a subset of downstream ports of the plurality of downstream 

ports are accessible to the first upstream port and the second upstream port. 

2. The apparatus of any of the proceeding claims, wherein the USB switching hub 

further comprises: 

downstream switching logic coupled between the plurality of upstream p01ts and 

the plurality of downstream ports; 

wherein the plurality of downstream ports consists of N downstream ports; 

wherein the downstream switching logic is configured to electronically switch 

communications between: 

a) a dovv'nstream port of the plurality of downstream ports and a fast 

upstream port of the plurality of upstream ports to 

b) the downstream port of the plurality of downstream ports and a second 

upstream port of the plurality of upstream ports; 

wherein the USB switching hub is configured to be enumerated with a 

25 substantially similar hub configuration through each of the plurality of upstream ports; 

wherein the hub configuration includes N downstream ports. 

3. The apparatus of any of the proceeding claims, wherein the USB switching hub is 

operable to switch communications without upstream devices coupled to the first upstream port 

30 and the second upstream being required to re-enumerate the USB switching hub. 

4. The apparatus of any of the proceeding claims, wherein the second upstream port 

is coupled to a media access controller and a transceiver. 
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5. The apparatus of any of the proceeding claims, further cornpnsmg a wireless 

bridge coupled to a downstream port of the USB switching hub for association with the wireless 

host when the wireless host ls coupled to the first upstream po11. 

6. The apparatus of claim 5, wherein the vvireless bridge is interna1 to the USB 

switching hub. 

7 , . The apparatus of claim 6, wherein the wireless bridge and the transceiver are 

10 internal to the USB switching hub. 

15 

8. The apparatus of any of the proceeding claims, wherein the wire1ess host includes 

a media access contro11er and a transceiver. 

9. The apparatus of any of the proceeding claims. wherein the second port comprises 

switching logic operable to switch upstream logic and downstream logic with respect to the 

second port and at least a subset of the plurality of downstream ports, respectively. 

10. The apparatus of any of the proceeding claims, wherein the second upstream port 

20 is operable to communicatively couple to a plurality of wireless hosts. 

25 

30 

11. The apparatus of any of the proceeding claims, wherein the first host is a second 

wireless host. 

12. A method, comprising: 

communicating between a wired host and at least a subset of a plurality of downstream 

devices coupled to a Universal Serial Bus (USB) switching hub; and 

wirelessly communicating between a wireless host and at least a subset of a plurality of 

downstream devices coupled to the USB switching hub. 

13. The method of claim 12, further comprising associating a wireless host vvith a 

wireless bridge coupled to a USB switching hub. 
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and 

14. The method of claim 13, "vherein associating the wireless host comprises: 

physically coupling the wireless host to a first upstream port of the USB switching hub; 

physically coupling a wireless bridge to a downstream port of the USB switching hub; 

5 sending at least one encryption key from the wireless host to the wireless bridge through 

the lJSB switching hub. 

15. The method of claim 13, wherein associating the wireless host comprises entering 

a code from one of the wire1ess host and the wireless bridge to the other of the wire1ess host and 

10 the wireless bridge. 

16. The rnethod of claim 13, wherein associating the wireless host cornprises: 

physically coupling the \Vire1ess host to a first upstream port of the USB switching hub: 

physicaUy coupling a \vireless bridge to a downstream port of the USB switching hub; 

15 and 

implementing an association protocol between the wireless host and the wireless bridge. 

17. The method of any of claims 12-16, further comprising: 

the wired host enumerating the USB switching hub using a first hub configuration for the 

20 USB switching hub; 

25 

the wireless host enumerating the USB switching hub usrng a hub configuration 

substantially similar to the first hub configuration for the USB svvitching hub: and 

switching communications between at least one of the plurality of downstream devices 

and the wired host to the wireless host 

18. The method of claim 17, wherein the wireless host is not required to re-enumerate 

the USB switching hub when communications are switched. 

19. The method of any of claims 12-18, wherein the wired host communicates with at 

30 least a subset of a plurality of downstream devices coupled to the USB switching bub 

substantially simultaneously with the wireless host communicating with at least a subset of a 

plurality of downstream devices coupled to the USB switching hub. 
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20. A memory medium which stores program instructions that are executable to 

implement the method of any of claims 12 --- 19. 

21. A system, comprising: 

a Universal Serial Bus (USB) switching hub, comprising: 

a plurality of upstream ports; 

a p1urality of downstream ports; and 

downstream switching logic coupled between the plurality of upstream pmts and 

the plurality of downstream ports; 

wherein a first upstream port of the plurality of upstream ports is operable to couple to a 

first host; 

wherein a second upstream port of the plurality of upstream ports 1s operable to 

communicate with a second wireless host; 

wherein the at least a subset of downstream ports of the p1urality of downstream ports are 

15 accessible to the first upstream port and the second upstream port; 

20 

wherein the USB switching hub is configured to be enumerated with a substantially 

similar hub configuration by each of the plurality of upstream devices coupled to its respective 

one of the plurality of upstream po11s. 

22. The system of claim 21, wherein the USB switching hub is operab1e to S\vitch 

comnmnications without upstream devices coup1ed to the first host and the second wireless host 

being required to re--enumerate the USB switching hub. 

23. The system of any of claims 21-22, further comprising delaying switching 

25 communications of the subset of the plurality of downstream ports if there is an active transfer in 

progress bet\veen the downstream port and the first upstream port, wherein svvitching 

communications is delayed by an intelligent port routing switch. 
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10/40 

Receive a signal signaling the 
USB switching hub to switch 
between a first configuration 
and a second configuration. 

701 

,, 
Terminate communication 

between a host coupled to the 
first upstream port and the first 

peripherai device coupled to 
the downstream port. 

703 

,, 
Switch between the first 

configuration and the 
second configuration. 

705 

11" 

Access the downstream 
peripheral device through 
the second upstream port. 

707 

FIG. 7 
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12/40 

Couple a peripheral device 
to a downstream port. • 901 

Indicate a disconnect status 
on a status register coupled 
to the hub controller of the 

' first upstream port. 

Couple a first upstream device 913 
to a first upstream port. 

903 
• 

Indicate a connect event 
1 on a status register coupled 

Couple a second to the hub controller of the 
upstream device to a second upstream port. 

second upstream port. 915 
905 

Delay switching communications 
Enumerate the USB of the downstream port if there 

switching hub using a is an active transfer in progress 
first hub configuration. between the downstream port 

907 and the first upstream port. 
917 

,. 
Enumerate the USB switching Delay switching communications hub using a hub configuration 

substantially similar to the of the downstream port if there 

first hub configuration. is an active transfer in progress 

909 between a downstream port 
and the second upstream port. 

919 

Assign the downstream port 
coupled to the peripheral device 

to the second upstream port. 
911 

FIG. 9 
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13/40 

Monitor the status registers. 
1001 

,ir 

Check the IPRS prior 
to making a switch. 

1003 

,, 
Indicate to the downstream 
routing controller whether 

a switch of communications 
for one or more downstream 

ports may proceed. 
1005 

,. 
Continue monitoring the 

corresponding status registers 
for a predetermined amount of 
time, if a "selective suspend" or 
a standby state is not indicated. 

1007 

FIG, 10 
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Microchip v. Aptiv 

PGR2024-00011



WO 2007il47114 PCT /US2007 i07l 343 

14/40 

Monitor transactions through 
the USB switching hub. 

1101 

,. 
Check the !PRS prior 
to making a switch. 

1103 

,, 
Indicate to the downstream 
routing controller whether a 
switch of communications 

for one or more downstream 
ports may proceed. 

1105 

FIG. 11 
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15/40 

Coordinate a communications 
switch by the downstream 
routing controller to occur 
on a frame boundary of 

communications behiveen 
an upstream port and 

related downstream ports 
1201 

1• 

Ct,eck the IPRS prior to 
making a switch for an indication 

as to whether a frame 
boundary is occurring. 

1203 

1• 

Indicate to the downstream 
routing controller whether a 
switch of communications 

for one or more downstream 
ports may proceed. 

1205 

FIG. 12 
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Espacenet - Bibliographic data 

USB hub having mu!Uple upstream ports and capable of switching between 
different hosts and computer system using the USB hub 

inventor{s): 

Applicant{s): 

Application 
number: 

Priority number 
(s): 

JANG UANG-SH! [TVV] ±: (JANG, UANG-SH!) 

WINBONO ELECTRONICS CORP [TVV] ±: (Vl/!NBOND 
ELECTRONICS CORP) 

» international: G06F13!36; (!PC1-7): G06F13/36 
- cooperative: 
TW20000104360 20000310 

TW20000104360 20000310 

Page 1 of 1 

~Tht:!rf1 arf:.~ prtJ\l~df:.~d an LJ~)f3 hub hr~\lin~1 rT1u!tip!~~ upstrt::arr1 pf)rts and capatJlt~ of 
SV·-litchlnQ bt~tV\i:_:__~t::n cJiff\:~r~~nt h::.)~;ts and E:S c-:Jn1putr:~r r~y·~;tt~n-1 uBin9 tht:: tJ~)t1 hub 
i\cct]P:iint~ to thf! rt:!qut:!r;tt~ csf ddl~_:!tf:.~nt c,::.)n~~pt.~tf:r f1ot;ts CH tht:l r~t:!lt:'ctlt1n ol n·h:~nua! S\:\litch 

tJ-1s:.~ us;:1t]t:~ ri&1ht ~~3 svvachE.:d to a Ci .. )n1putt:1r i·:r)st that n~~quir~~~; u~;~nt; an lJ~)t3 hut\ so tJ-1at 
th~~ C()rnputf:t host c.z:1n control tht.~ data accf.!SS ::)f t:1!! thf} lJSf3 df.!V:Cf.:'~) cc~nn~~~ctt~~d tc: thfJ 
d(JV\.-'nstr~~arn port of th~~~ lJ~)E3 ~·1ub. 'Thf~ pr1~~~t~nt invt~~nuon can SfJ~f·}Ct and t;\A, .. itct: thr:! 
cc1~-r;putt~r hc..1st via th~~ Ct)ntrc..)l c.3f' Ct)n1putE.:r ~;ofl\:vart::: ::)nd achk::vt:~ t:1n aut{)rnatlc 
S~""J~tchin9 function, Furthern·1()~\~! 1 ti·1f: srJft~•\:·atf: ct:1n df~t~~rrn~nf:~ \•'-/hetht..:'r th~~~ tJ~3[3 df~\/iCf} 
currt~ntly· jn ust~:' is t:~HC)\~vf:ci tc~ bt~: r;v\ntcht~d sc) as to ;:~\/CHd irn'iut:'ncin9 lts {:~pp!icr~Uon 
funct!cJn. i\lf~O: the funcUc-.:n c1f th~~ con\/E.:ntiona! dE~tE~ Ct)r1\lr::rtt::r ls lntr:19rat~~d \·VitJ-1 tht:: 
lJ~3f3 hub tt) r:~ft\.:'cth/~~i:l t;av~::' thf:' cc:st vvlthout havlnti ovt:.~r-.. [c1n9 cablt:.:' and ~:1void 
S'.tv·~tchin~1 noist:~. ~n addit:on: basr·:!Ci c.:n ti·:f~ nun1bt:~r of t~·1f.~ dtJ'l..tv·ni;trean1 f)t)rts c1f th~~ lJ~)l~ 
hub: lt is ;ab!t:: to S'·l•/ltch gnri us~~ rr1uitlph:.~ lJ~)f3 df..~Vk~t:1s. 

https ://worldwide,espacenetcom/publicationDetails/biblio ?II =O&ND=3&adjacent=trne&l.,. 2/24/2017 

Microchip Ex. 1010, p. 207 
Microchip v. Aptiv 

PGR2024-00011



o/ it l:i ·*i 
* fit 

.. 

$Ji $1) 

~r :2;. - ' 
10 

8 g \ o 4 :j"'tfo• 

G(lb F, !;¼1 Jic; 

i 

A4 

C4 

47088? 

~•-••~••••••-•~-,.~m--•~1~•m-------------•-~~•--•~•••••~~m•~•• 

1t Al A J\ft {:{j ~ 
¾ ~ 

! 
l 
! 
~ 
l 
! 
l 
I 
l 
l 

ir 

Microchip Ex. 1010, p. 208 
Microchip v. Aptiv 

PGR2024-00011



470887 

A5 
B5 

0~~-~~-~~•~w~z•a±••~m~~g~ 
+JJ ~ 819 J)J t[ , E.. ~ ~ DJ JU ii § ITTT IE * ff ffl :7 US B ~ ffii ¾f: ~ 

ft~W-·B~~-~~ffl~~a~~~-~-#Mlt& 
7 r:h .1-,1:;; t'il US B #er. i:a rn:i s!W' 4 , W :t:-;- -t;,r., (;ft "¥' ;:;\7 * 1 ~•1·· r.:i 4fE a,,;, ~ 
K... •. :J- fl,.; ... "' 5F- ~(;cf,:.~ ::ti's n H_j 'Fl xx ~IJ -~ 1J.i(, /+"- .)J '.. .. t:J. ,.,, f-El, il,~, 
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A. 
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'* 1,f 
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A? 

B? 

Ji. , 1f a,,~~RA ( / ) 

/.~ ·~ ~ ~ ~ ~m Jlt-ffil USB ~ t~ ~, .fl~ 55Ll }~ f:r tYl 1Jt ~--­

ffil ~ ff ~ f~ J:: {~ t-1¥ :ill'z ~ {f.: ~ IRJ .:t: ,fl Fsi tJ.J ~ z us B * ** ~ .& 
l~ 8"'"i §37, LT ;,:< B #[ f.:S· ,:m _,_,, ,,¥.- f!~ ~ k{;- , :it i:iT 1-± +r~ "::K l"':l ~ f,W( ± #l:1'. ~j IR J"tj ;:i}( · >J ~'t<:: .. 7],;: W IC.~ fc'§. ,':Ji.ai .,-(;; T:;,1., ., ~ .J l'.t\ J,~ • I OJ ;;e, IJGi ......L 1l)(, ,'(__ 

us B ~ fr"i ~1Lz. T. ft J:.~. s~ us B ~ IBf. ~ ft fJ= lfx c 

r::1 :rft Ip 1>-,1 ,'t-\ t"J ~ f.>=i! LL! PC YT J?, PC ,\ 'l' ""tr if;lJI i ,;.;J%- flif< ··7 1-=l I"'- U JY _, '.J;.IJ, f.tx. U.1 h ,.,Y..., ii. O:J ll8.l J\, "El, l:Jlm K....., 

t& , ro r B rvr Pc ;ts ~ s½ flm ;, t! ,§~ 1:11 lw ~ ttt w ~ ~mHt m C rr 

fflM~·~~*••~~~~~·~MA•~~~~-* 
~~·~~~ffi~~~fuM*M~·~~=~M~~~­

x~ mt 8'0 Bf.& , nt it(Mouse)B ~ &'.'.,{irn ~ g§t {I , f=S T M4 j:tfi-EIJ 

1£ '.% 91 B~ 1i m ~ %ffi r~ ft Ji3 I~ ~ {~ (MODEM) * ii * ~ Ri • rm 
~~J~~-~~~~I~*m~~~~,•••*~•~ ,t;,ti ;:,,r. . .1e., "E. nRJ = ,;,;x; 1.,c i t· 11/• .. 71<:.: 1 .; i:i-s {JIL :J"- m -'--F ,m~ P-~ 'er - ..., 

~~mm&~fil-~~A•~-RW*Z~·~-­
JFU:b * , ~ ¥ti q ~fI , B nk ~~ 1-it tf ~ , ~ :¥ J£ &, -Om S':i l~ fJm " 

~~~~e-~m•~~®§~~~•m•~-~~~ 

~-ffi~rrm~~·*~~~~-w~m~~~*ffia~ 
Y~rr•~-$MA•~~~~m~~ffi~®~~m•• 
~ f"W' /.<! ~ AJc-, -= .f. ' oUr s --1 [:; ,!.M, ..,r $E ,':!· r+! ~ .i1:l-, --rr;. /,';:;' of&- ""!: J;,±. ::h'!1 !-'-~ nIBi 1~ w.i o:i ~ ,is.lR ir'I 7E ~i-- m i:iJ IDt n~ ' !l:-:1 m J:.-Z --'r 'ffi:: 'T.¥. r.lx vm ti\) 1.!:t 

m~~~*®·~~*@§~8~~A••~-~~fi, 
t□ ~ m ri it 8':J RS 2 3 2 ,o/-, 5ij * lID ' ~ fidJ!Hi EP ~ ~ S\J )TI[ ,,;u fr 

! 
! 
! 
I 
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l 

,......._ ! it!' ! J::. 
i!i,l ! -;j 
'It ~i 
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A? 
B7 

® • 1a :fil ~- 1tt. fr rm wu ~ 50 :9} ~~*·rm+: , wu to ~t ft )3-;;_ ~ :m: 
{jffi{fr~®.:}-:#H{ffH SCSl(Smal1 Computer System Interface)ft 

,:,;:; ' S CS I ,(·1 ... ~ .El•] i;If,f P t;J 'i:r tl~ ·01 ri0 ~ ~ 7:7 , :;p ® g{} _l;!.!.o ~s -~- i$ 
!l:U , / '1:J-1 I W j:; ; I" -"~ ~ , w::,..; I'- .,)(. ,-,; ··-- PX llffi _;,<-.;, .,<.t::. IY-

ITT 1Yt _l 1rl.t 81
] '[W ?Si: ' l1J ~ ~ LB ml ,it Q 1/U Kl tt tif: (Univ er s a 1 

Seri a 1 Bus ; .L;t ~ f'~ f-W US B) ·fr mi ttJ Ji~ ,r-& ' ~ f* ~ - ~H W t~ Z 
{ffl" olr."'- -i-:h ,-, .. , U' S B .:u: f.g1 q.p,- ~a,r ~ m. :z;: -1-- ¼It __ ...,. kt;. ___,,,, J-..a ;t.J!'>. t :-::r Y.ft 'I-~- 'l'~li :J.W JE ' ' - ,~, il@l ll".f ;!!3!. ~ --,-': ..::r:. 1J5~ Jf'.~ i!\JC «:._ R1' i'a!J JJ J:\i ilYL .....• 

f9'UB :~- if *T5 ~ t~ 51 ~~ :1: m ~ Mt « 

US B ~ ~ ~ ~ ~Q. -ffrn 'MIS TIT ff rn Mc - B'j fr Im * 1¥ :rJf: , ·o:r FJ:i 
ly J?,:. f.i;:; t-.krJ 4:;. ~ , * P i;w.- H)M [}1 .ft:{ 1-;fr. ··.:?, ~ aE ~;s; i:;.JJ + ~ •.1f., :fa f-1."1 ;w: 
1·:~ /j~ ;1~L ~-, -~ --.J,.,."<~ ~ J:i. ~ n::.:S: ':J p:.1 './J\ ""! rrn ~ Jjf";(. 00 /-..'... ::>p ~~:.; .=c )S; >f'¼. 

3( ~ ~ fi f~ {* ti{] fr tJE ~ , Y) jf- us B fr mi 11' 1§ IHrn MP ffl (plug 

& P 1 a y ) B's ~iJ fJ~ , EU Wfil A 'f% Jfil TTJ ti fr'.j it {~ iJiU fJr ~l! m trJ ~it: -ffffl , 

i1fz 3( ~ {§ rtt1rf':J ~\fili lliJJ r.fil t~ (Driver){~ f R Hi ~ '\f<k rn ~ .tl:t ·!lt , US B 

fr· NJ s(_J ti f~ , ~ ~ fr.:JLL NP tffi HP Jtl (Hot Plug-in) s1::J J)J ff~ , T:J J;{ 

~-~~w•~,~~•~m~~••a~mwm~A~ 
M~~~~ffl~~~~·•••~u•~•ffi~•®~ 
~~ , f~ lW aJ ~ 1i ,93 ~ ft ffl ~fr i!LL B':1 ii1~HI i~ 1iffi' ~ fPJ * :t:m , 1:E 

~~~-~~~·-~~-~~~~ffi~~~fflH~fflrt 
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A7 
87 

Ji. , ~a)Ji#,;q ( 3 ) 
-----· ~~ 3K ~ft , - {@l USB * Mt fl im ff ----- {Im .:t tzy ~ 

( master) , 1l {ttr pfi· ~ i~ 51 ~ ·[&. ,~ )~ U1 Iii ¥.t* ( s l ave) , :illi 1¥,' {Im .. A. 

& ta "'i9 (CO mm and S) ' US B ;E ~ m; Re q U e St S jK ~ $U .:t r_q ii ( p C) 

.:,;~ f/J;!, m SQ ( ~r,i;, ~.li:l :fi± -~ \ Flf:l ;:;~ !l!~! ..;,, t:'.,; r[J,- ~r.~ -f'"i:' ~•-~ ~ 
:!-'-;;- Pi~ ;fuJ tsi:r . Ji:.:l. J.tl: ~ [a; l~J .!ffeil. -1'-'f ,-.-::_ :f:'?r r!X :W- ~ J2S · 

( US B &~ ~ ) Z F"'"5 ~ lr. lf!r JG t~ (star topology ) rp , ,it.l J) ti ,~ 1ffiil 

:~ ;;7-~ mm it ta f q.: , PJT ff E":J us B ~ rn[ (de Vi Ce) $iG ~p ~~ ( n Ode) 9Ll tz□ 
',~4;- -"'D· '•,!)3'., o:'3 en ti;;:. ¾"" ~: :t,:rr N. -'co +,u; --fr {it §:s 1:1~ -'· ~ fl!ft .i.~ 
t::it Bs: ' (F:/ i-.h ' H~ ,P.( 1~ • , , v -ab !l.(} }..W. 1~ 1±. 7t-: 11h:.: :Ori Z l"' l'B'- .l--'¥ 

t:& ~r~ ffirH~h ~ *+fr ia: (root Hub) , :§ tF ----· {!M J;j _t Ca- - fi ) ~ T f~ 
±e n:i i,1 t~ ---!--cc- US B ··7 :li;f: ~,,,_~ti• 
¥ rn ~), :[)ff,( JG ' } K ..... ~ ~ fg[] ;,.l;:.J a 

fl tUI 1iU :::= ti mH:!11 nu EU ,EM (Hot Plug & Play)Z JJJ f!J5 <• 

~£-,,..., ll.r.l 1:B" 1 [.gf fl::~~ '°' ~ +f- LJ,., !;lj![ ~ - 6.h S "'::': lr:.o :f® ,;;;rr;;, 
Pf.J ~ H~ .?1'7 J.mU ..,P2.: ,?f.j L 100 ' ~ .JJ /J:J il'S ~ ~~ J:E S J\ - ~~ f.§.. 

gffL¾ mft ~ ;w: t~ 5G ~ mil a 

t□ !B l !Nii 9J m 2 !@j m 7G , ffr ff t":J US B ~ ml 14 a~ 14 n fr 

J5U i~ }§f 1:E f-;j ~ Z * tl-®& 12a~ 12f ff1 T' f.i t~ l 6a~ 16n 1:¼ ~ :r& ~ 

! 
! 
l 
! 
! 
l 

~- ! 
>t. l 
!)q l ~ 

* ·! 
im ! .,t 
;:i ~ :t l • ~ ! -ill- t )Ji. 
~ 

* 1f l 
! 
I 
I 
! 
I 

ir 
! 
l 
l 
! 
! 

• l 
! 
! 
! 
I 
I 
I~ 
I 
Ii 
l 
! 
I 
I 
I 
I 
I 

Microchip Ex. 1010, p. 212 
Microchip v. Aptiv 

PGR2024-00011



47088? 
A? 
B? 

Ji. , -·i' r!Jltt aA ( f ) 

A· tt * tJF: ~etc~ 2 [I! z t,.g_ ·r5 lC 1t 20) ~ 0 itJ~ w l 2a~ l 2f 
L\. r;.11' +~ ~- : 'el§· .i.6 1 n , o - ¾-: n t;ljrf ~;,t; +.·,:x '77 J:. = .,±, vo'cl """ *' 7J /J J 1}if "Fl ······ J:: i"'f· J.fil b a~ l o t ' )1E. / I n J ~ :r~ .£ - j'fff 5R' ,r,-,J,t ?1a- B,x, 

Hub)ll ~ 

EB IB 1 lMn W tfE 2 !il r.iJ Ni ~□ , EtL%' -flm )'. ~ fl™ +1 ;;.:::, US B ± 
-1:,!i +:it "-;! m, +n: t+,,! EiC -F: r ; S B fi± g;g F"~ .fr±l A' '~ I=!<{, f!.s ;;:,:;: ,r,.~1 ·7' ·ftl:i a,A C:( 
·1Bt 1:x. ITT~I W 1.-.i.: ifn, !T 'Fl u, . ~ :§! -;:A~ I~. ~ ljfgi !:cl.; W :r--r K.. Ji#· '!'§U ' r,f 

L) ¥1 {:f - U S B ~ mi Tm ·;;· , 1t Jl 1¥~ }& ~ - Z {[W J, ~ Bi 11 PB , 

~ 11 33 - fi~l .. A, ~ m~ BX ~ i@ us B ~ itt tP -ft ffl ll:t us B ~ @: Ei , 

1J?:, i~ ~ Wf Mr- Jt USB ~ f& ~ )'- 55 -{i } ... ffl fl~ Z t~ ~1 m'/5 ~l * M~ 

@ 1% 1} :gm ~ ti -®& z -r: 1$ j:¥ , EB lrt, ·@l .A,~ B~ ~x f4} us B ~ fN ;z 

~~~(switch box), 121.:-ffilfy7J:ft*t;;l~ USB ~w:tiJ:::WZ~ 

mzooA•~·~-~~~•z••~~~~•~•~~ 
~ 2 6 ~ ~ WU 3K ~ft ' US B &~ ~ 2 6 Ef fjfj ~ tSi 1~ A m Effil 2 1 ?;T {§t 

Pf ' 1~ ~□ 1~ )'- ~~ ,%£ 22 ~ f~ HJ USB ~ mt 26 B{¥ , &" {W J;j, + IJJ 

h ~ {;!J t!-4 ilif ffi: ~ 24 .. t- ~ITT]~ , ft USB ~ ta 26 :&§ i® ~~ 1% ~ 

24 i&! fi ¥.-f!lil .A~ J™ 22 , ltt H~ 1mL~ ~ ff£ 22 RP EJ f~ m USB ~ 

ili26°~@·~~ffi3~ffimz~•&xw•~$•~~ 

.kl T st ~ ~b : 

l, /\ .. ~+J]~~Jjf~ ~ 

~ ,,,,. ,.,. 4:,,, r~r, ,!.,Tl i:0'l •·'· '* ?':s- a ..... ai :t=: ~ .t.>.t; .w ffiII j£. ·• --;--- i'* m L, ~ '(ft ·t'J ~f '-!}j f::t<:. ;,"!_ ;Qi:'!_ ~ µ'ij' ll!X: ' T1 i:lj f:Jb m::::- ~ ·rt. ?A:. m 
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qll4Swf.,l,:a:iG06 Ai 
B7 

3. ~~~fflffi~~M~*·~4~ 0 

4 , filLJ§f ~ fl ( c ab 1 e) ~ ii Ft! i@ ~ rtJ ~ !lli tf-8 ~~ ' 1£ j$ 4: ii 

E Ill ' {::I, t"& f:t} )'-- '~ B~ 3 1 ~M 3 2 ' :&f fl-~ ~ ~ (data switcher) 3 4 

u ll ., B ;,i± ~ " .- ') .• ;x . S ~ [§. Jba~-.JbC <• 

it fflt 3 6 a~ 3 6 c t}J j* ;€; ~ - fIB! J-. t~J~ f~ ffl c ~nm , ¾' ~Ji ii g 
6h a ,'E. -:;,;::; ''"! ·'·rt, {..% t:ic:i 0 A " -~ +:<:-l ·= - ' U (' B '"'± ~ ~ , 3 ,. 
i:i :'J ;i.E ' ~ W if~r tll'if 1* ~ J '·i ,w. i-:E: ::r'!z' le, = □' 0 ~ i.tf J 6 a - o c 

37a~37c W 38a~38c :X~tit.±::~f+~~~ 34c 1rntz□ {~:ri~~*4 

,f 1~ fm 3 4 Z US B ~ ta: fr~ ~ it 1N ~ ffiT , .tit 8# 1tl ), .. 'm Jlffil 3 l , 

3 2 W ==~ *3+ ft ti ~ 3 4 Ff,1 Z US B -~ ~ 83 ft ffl ~ it ~ ¾" j~ 'ffi EiJ 

~o 

~-~.tlt·*ft~~lli-BA~~~~-~~~~~ 
1'81 ± ~ Fsi r;7J ~ ;~ US B * KJ% ii , 1EI 1§ ~ ~ {ml J: ft t.~ , ~ ~ 11E 
T .f,.,., I.g ,'a;; k± ift i:;e tft:j ililE -f;;!'., +:m "'·r1 $ !':l:'1 I.ti kb; us B ~ ~;s m:r ~-2 

! ~ 1~~ .t-..-:p ~ ~ iFo T!P 11?1< ti~ ... ¥:tr 17<= :rx ITT .. urt ~ !~ !fiJG *·ff~~ 0 A..,.f.i 

t~ 1: ft t¥ 5t JJU m tz ~ w~ I'. ~ ~ ~ ~ ~ ;r,: l'§J z ~ Erm :r ~ r.r , 
~ i::;rr ~ ~r.:: lffi i:e .c..-... 'i1!f rn 1-1 :i:J¥. 1:U: * itg -'7 -~~ tt; ~ -x.::: f§1 ·-'7 TIS B fi= ~ ;11J .~, •'r~ l i4r ;.¥ J.J 1~..-.1 m ~A :u.c r ...... ~ P~,,,.p K.......r ~ n,K _____.___ ...--~,.,, p-----J K-w l.. ::t-:..;., ~d-

7 
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B? 

Ji , 1f »Aitf1}] ( 6 ) 

tU ~Iii (72) , tgji 4'1' ~$ ~ ~ ,m I.?/ PW 1i~ * h f@l JJLl m ,ijf£ :i. r* ~ 
'.5K B':J ti@ fr , nf1. ITTl '~ :fll mW! 81 m: #-{ t<2 '~ ll[!,1 ± ~ , fqJ B'B' %~ B ~g tfr 

f.& Z *5 ~ §ft 5L1'c *0 ~ij t~ t~ 1M filf (52) ,, ~i ~ ~ ~U ii (52)1:& E~ ll:t ti.; 
~ii ~:w Slr-& J.T" ft-" .h- ····• m:i ·· 7 2 ) '·ii,; +i- 'Be #:I,!/ +.e· A cf~ '1:::: r-"-,, -1-. !- '""' .;.i:-:, ';,tr l:t"t. 
1wJ §; ~ ']!j[. c;J 1:'fJ -Y- ~; ~ ~ i.5t'.. A itt :r¥ rs Tl i-:i, r :rs JE .<"- _L 1~ ;..rµ. 1~ ii;r 

~~-*~~~&-••~~~·~M~R~•-~ 
:5.:l'. 'ill-Ir ..-0, Ul SB !.1:f: ~- rfil. - US B #,!: ?:s §§ " ;.., ~*1 L u, SB ~ *s EW. :.~ ~~, Cl · :-.:,::.'-z @L ., ., ~ )f9;(': ;:ir., .. L ~ · ~'!<, 1,11( ii~ 

# ~ ~f@ .. t. {.~Hr.WI~ fmi T 1$ ±$. , ~ .. t. ~ f¥5t 75iJ 1¥ ti¥~'~ 

§f~ ::1:: ti 9 , J;J Et :3- ~ f~ f~ 5t 3U ilf!:i~ :¥ ~ US B ~ lm: tp ' J1 

l 'SB ~ Y:s ~ i:-D 1:1 f- 1~ r+ ;Z., "'lLSB tt± .©" ~* :rJK 0 ;;&f lk;r n ----c {$[. ;·h ,'\;; , ::>1<=-' ,J'YX ,1r:i· , -n J--A ·--~ l"cr P:.1 -i:.:; , ~ =- x_ :;r<. rrJ _ ., ,r- t 1x, 1 · . ,1 P:.1 ff 

#: 
A, 
5:\1 
ffl 
~~ 

if: 
it. 
;;i 
11: 
~ 
:9( 
.)'t 
iJ! 
l; 
~ 
"J[ 
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:£ , 1f ff}JitaJ1 ( 7 ) 
~±-~~USBm~BZ~ffl-·R~ft-~t-0~~ 
rfr fif ~ fr US B ~ *0Uli Z T if t.$. BS US B ~ lit ~ *4 ff Jrx ~ ~ -1'f 

9!] $ ~- US B ~ if.~ ¥{~ :.r -Lt J-H ;ff , ~ -~y 1!i 1M f,~: ·1§ w {E US B * t~ 

%§ 2 r:· 1$ ±?- B-:! US B ~ mi ~ Wit ff Ifx , i~ ¥rJ ~ ~ ffl H~ :1: • t7J ~ 

~H·~~~~~T~W-~Hfum~~~~-~:1:M~ 
f.t*-1 f*,' m lJ s·, B ~ .t~~ qr., --7 f'.=f 6/;r 1* t:Z rr::i ... . ..-\.:. n9N ti& K___ w >i) ;; 

* ~ q.EJ N m z u s B ~ rJJrii , m n'~ ~- ff :_~ oo J: 1$ t¥ 1l 4( 
~~~~J~ili~~~~•~fil&~~~-~+~~-~fil -~ :;:, ~ ·F3 ~ ,;:.:«:. .... ... 1 ~ ,.,.. ... ~ :1~ ~ ~ q>t. ~ T:t.-\ :r,~ ... i .. 1 ~J --.: n~ ..:i: :~ A ........... ~. ""1' ,.. ... , 

lJ S B * ft ~i Z m fl[j ± M , fi 1iJffil ± • 1:1J ~ wLl pfr f§ Mf fr US B 

-•~z~~-~USB···~#~·-~2·*D~m 
~ U S B ~ ti ~ z .. F 1$ t.7- BS ~ :S: ~~ ~ , r.iJ - ~ W ~ ff ffi ~ {mi 

lJ S B ~ @ 0 !zs11.t , * ~ ~J:f~iJ *fil EE ~ ijffil $.JZ ffl f~ ff5ti i~ ~ t'J ffi: Z 

•~±~·~~~~~~w•~~~•ft~•~~~§~ 
·1•;:: -ict: {~ m 7 US B r-:it ~ s ::-:i, .4rc Jtc .l--1] {i';§_ , .~~ M ~5 i~F> :tt ~ mt.. J}J 
.l.i.- TJX . .'.'it: /TJ K._ c<-..., Ila- JE P .Ji... ;:i i 4 1?"<: :WJ: .'..>t W W .,. , 1,,::, fTJ 

~#~~~~*·~~~••~~~~--~•~w•~ 
ff.X: s1 ~ ~A ., 

m•*~~~~~W~M§~-~--m~M~R~ 

I 
I 
! 
l 
l 
I 

if, l 
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M ! -;j 
1t i 
ifu ! .z 
fr ! ;f I =$'. 
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Ji. ' 1t'rif1~!W ( ;?' ) 

a~•·~~M•~~•~m•~~~mm-~,~~~ 
l!Jt 8/j ~D T : 

·ms~•~~~~~*B~-•~•~~~-w~m 
Jl ff :f9 {Im f- 1W: ±~t z US B * t~ ~ , Tift T:!J if ::f f§J ffl E~ :t ~ Fs'J tU 

~ 1~. ·~ Jffil l{ t&t a·j ~ ti 71" x! !&l ; 

l O , 5 0 2. ~ 5 0 n : US B 3.: ~ t@ mU ii 

1 1 : t~ rm ·~f1 ~t ~ *l ~ 
12a~l2f: mt~~ 

lO 

'* A:, 
!k'l 

* ,~ 
im 
ct . -
ii. 
·,t 
~ 
Jii. 

* .;Ji, 
ti 
4-
Ji 
"--
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.Ii. .. 4t-a}ltt HA ( 1 ) 
l4a~14n, 26, 36a~36c, 42a--42n: USB ~.~ 

l 6 a -- l 6 n : T: {$ 1~ 

18a~l8f: l:1~±~ 

2 o : tJJ. -e Jt 1'4 

2 1 , 2 2 , 3 1 • 3 2 , 4 0 a~ 4 0 n : {~ }, ~ H~ 
24 : ~if! ffi -6 

1'9' .~ ·=· 

37a~37c, 38a~38c: USB ~~ 

44 : ~:: ~ BJ] Z ~ ~ ~ l:'. {W. ±~ Z US B !ifd,,~ ilif 

48a~4 8n : T 1$ i¥, 

0 , ~ {.;' E.!.'i!. r·h .,., "'" 6 · 7:<:: ~JR flrt I fJ_tt t.'i'ff 

62 : ~dJHI ~ mfJ ~ 

64 : ~ ril 
66: USB -®:~~ 

6 O • U S B "'U M• -'-t.U D f C ~ rii ~ jJ}t itffij 

72 : ~ T t*-

7 4 : tffi -tr ~~ ~¥ *i 

I! 

! 
I 
I 
I 
I 
I 

-~~ l iit 
~ l 
~ ! * ".? i 
if.! ! -t 
~i. t 
~ ! * ~ l .;lj-

t JJ\ 
1-f 

* Ji ! 
--- l 
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I 
I 
I 

iT 
I 
I 
I 
I 
l 

• ! 
! 
l 
l 
l 
! 
!9 
l 
!w 
! 
l 
! 
l 
! 
! 
I 

Microchip Ex. 1010, p. 218 
Microchip v. Aptiv 

PGR2024-00011



470887 

A7 
B7 

fl_ ' 1¼ ~}ljjf, HA ( f O ) 

1¥; T if ~2 m; m ~ t:;· 1Wl } ... ffi: E&l W ~ {~ Jtl ~ ·flM USB ~ ~ 

~ ff} t± J:. ~ ¥. ft JtLtt U S B ~ tfilLZ. {IBJ }, .. ffl ll~ (PC) , ~ Jtt 4-:: Jl 
89 Jl, ;f.:[j ~ rt~._ I{~ ,1·1 , +.!-r, .fit----- l~ -~~}A{!=@ t-- im fB 7 tff f,$1 ·~i , ;r_ -· J . ,T; ~ _ 1" 1.;.,_ ,/ •, IITT.l '--' -~-j __,- .IHl _l__ i'q- ¥ !<._ ~ 'I.,,< ,::._, 

4~~z•~~~~m~~~±~~g~•~®A 

~ Ml 40a~40w =:_$ w&'. fffil USB fJ ~ 4 2a~4 2n W.- ~- ff :01 J: fI¥ ±-@. 

1Nll _t {$ ±¥- 4 6 a~ 4 6 n ~1j ~ ~ @l T f.i ±1?. 4 8 a~ 4 8 n <• m ------ f WJ .A ffi: ff§J 

40a~40n n" 31J ~ J.% Jt: pg U-B Z USB ± ~ t:?t mli ~ 50a~50n ;@! t£ ¥. 

USB ~ f~ ~ .14 z- .. t.1$ r~ 46a~46n , t.C&. ~- USB ~ lH 

4 2 a~ 4 2 n 5} n U ;@! :t:ft ~ US B ~ ** ~ 4 4 ;;~ -----· T {$ f1\! 4 8 a~· 4 8 n , 

v.D ~ s !ti rrr 7G ~ 

to% wJ pfr Jlik , USB ~ Ml ~i 44 ~ff~~ ·fml J:. ff :i:¥ 

46a~46n W =:_$ ~ {@] T {f flj! 48a~48n ' 1-t tp J: {$Ji¥ 46a~46n PJ 

l[~ ff ~ Et tu ~& 5 2 ~ mu ;tt Ii *~ I 3!! :t.~ Z H~ Ff ' US B ~ ti ~ 4 4 

-t~ 
A, 
fl,!j 

""i jb 
i~ 

tlii 
¾:. 
i± 
it -~ 
~~ 
.j!j. 
Jf+ 
~ 
4 
"ff .._., 
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l 
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! 
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5 4 O $' t~ ts~ ft!j ~ 5 2 ti wiJ J:. -ft 1~ 4 6 a N 4 6 n ,/7 Wr te > ~ ~ 8zy pJ: ? 

A~tj~~~$~f~W~~~-~~~~D 0 

"''3:'. ;<- W" 0",.. 7 1:,;;-,·1 it ,(,,{). - M- IS !± an ,,,ti" ~ r= .. ,. 1~ ,;.,+.:- u ... B +.ts· 
~Fi-§-$::~ iH 1 *-I ' .,., ni~ ,:-.., i:;J 7.E h, "~ 51':J b llim ;z_ 1- r;JC S 5#; 

{fill .. A.. 'm .§mi 4 O a) , rt Bffil :f. ~ {:& ti lJ SB * ll ~ 5 4 ✓ 7.~ fql ii;~ fiJ 

~ mrl· -f.:W: :t.Gt 4 8 a~ 4 8 n ° 

im-~ ~;~ ~ 8 [Ii ' ~ *i 7F S':J nJ:: 11X ?,~ ~ 6 !:@I ~ US B ~. t~ ~ 

ft#/i D P 6 8 W ~A ~m t.#ii D M 7 0 ~ '~ ~a. 6 4 ;z -~ t.#6 £- J.l Ll fr% t~ ~ -----· 1&: 

)~ ¥ff.ii VD D ¥J1J mJ\ 1Wt irfffi DP 68, .Jl ~~ PR 64 :ti~~ 3R: @i ,, ~ ~ iu ~ 

52 Z - ON/OFF i~ 1lr1J{§ ~m , Md~~ JJ:t ON/OFF M! mu {lf 51~ * 
if{~ __t f$1. :l:~ 46a Z ~ ti M:R: ~j' :jt Y ON ft~ ~g fl (connection) 

ffr1 0 FF f-t; ::& Wr *g (di scon nectio n) , l;.{ &. ffl r§_ 64 ✓.: .. m1 fwI WU tz□ 

~ 1. 5 K ~ tm;: ( 0 ) , ~ ~ 1~ VD D Z ffl lfilf {@: {YU t:□ lf: 3 . 3 {k fff-

l3 

l 
! 
! 
! 
I 
l 

#t l 
¾. l 
llll l iK 
if ~ ! 
I'm I ;z 
i.i ~1 
-t: I :f 
l'.J{ I 11-
JA, 
~ 
;l;. 
Ji ._, 
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.Ji. ,, ,i- aJh,if.. ;q ( I 2 ) 

'' F. l" s B ,i.t-,. ~ """ 6' 6 -½- .t,w., ';$' -~ ·::r.·· '#., '·-'-1+.- ~'. .... ''"'' w Ju., l v ) 0 1 • ;x sSt =6er K__ - ilffii i'f:: t1.t' .£ 3~ f-r.1 ·1:l i* 'i:i& 5 0 ' 7] ...... 1i1m 

fm *I~ so(~ ~A i11r. 1;:;; 6s , 7o)a~ ~ tst itt ,~-- , Tu ?:?J rtt m t4 [F¼ ,~, 

;m ~,.;.;. -s: •·ffi "".tr. """"' 6 8 "O ( ... ,,. :.-err <•± '""- ±.~ """ i:: O) !"~l' kS: .:-1:. ~ :f3).:' ilffij L ' / , Q.J(, J= if,q 11tl ,,(cf< i:!6 _) , ,• C 

50a~50n , §. FJ: - __ t. {~ 1~ 46a~46n 01 ~&3 f_f-~ Ji ![ff f@L ~ 

mu , m ili'Llt'H~ ftrJ ~ 52 t~ f1HJ ::f [P] J::. {~ :E¥ 46a~46n 71¥ t~ ~ ~ 

~- ~K ~ l~t ;J[J l5J ~g (attach/detach)fll mU ** ~ (5K ~ 7G tb) , t□ 

YA ~ :ffe.J r-ri: ~{;□ , m t:-l JU Wi "T fl!¥ i=-¥ 4 8 a ~ 4 8 n z HR ~ Tift ifil ~o I t~ 
+.11, f.!·:f Q_t:: ik:: g_ f§ ;.J..P. im 7 m :l'.z~ a 
1.I. fi.J J ~ 1 f-' ;,-,,g ----:-" 71/\ IL',.,'t •'<-- .~ /f} I 

~ (Command Parser)? 4 " ~.I~ 72 :1~ ti!i ff~' J: ~ 1$. 46a~46n 

ill i';;# t-t- lJ S B w. irci AS!. 'i 4 !'11c1 , r~t N :~§ - 7 ::$<- ·r 35!. ~ 2 r-h Jim Ml:, +:1\r .,, , ,q- ,,}[ ,_ :i 71-; ,r;,Js: 15::r ., 1 F.:J J.1. :IE K.~ ::Y ....i.... -riA" I m 'l"if JR 1:.r. 

ftLl g 5 2 ~ *iw W ~ mu , tEH~ H~ §U z r- 1w :f:.y 4 6 a~ 4 6 n f¥f ~ * j,,,~ 

~ :I:.~ (Hub port) , Jt {ili P!U m M ~ fflt t¥ (Device port) ,, *- ** ~ ±~. 

ffr ti ;t us B ±.fl~ mu~ Jri i¥ USB ~ ** ~ 44 Z ti iu ti ' 31ft 

~ mil r/r ~ ti tt Jl:t US B ~ ffJ1Hm 4 4 ~ 7" ft1- 1$. 4 8 a~ 4 8 n B~ US B 

~ rn[ 4 2 a ~4 2 n ~ *4 f+ E.~l ~ fg ~ ffl~ if~~ 7 4 JfL~J ii?¥~~ mf ±.!iLffl 

~ *~ ~ :ti {ft :S- {fill J ... '~ g~ 4 0 a~ 4 0 n Z ::1: ~ t?l. mu ~ 5 0 a~ 5 0 n J* 3k 

l 4 

#f 
;t. 
llli 
~ 
'}.\" 
mJ 
.:z. 
f§_ 

1i 
~ 
.f} 
:J./i., 
~ 
¥ 
~ 

i 
! 
! 
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l 
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.IL ~ 1t"o/1itnR ( 13) 

BS t8 % , :ti @.1 ~ t§ ffiffi l'n :~ ft i¾L± rfLti mil i& 5 O a~~ 5 On , 1t'JB~ , 

~~~~~74•~~~~~~~~~~~~J~51 f~~~ lcci . ,l. n~"' tlw F. ,. -~ ,, . '[; I K.~ i]ii::J :?K: = ± 'f''u' f:9<:. .::c m. 'Pf-1" ~ r /,,.,., r.:r. 

J: {$ ±¥ 46a~46n , ftt ft~ ti ~i ±ljl , ~ Ill t¥ W ~ av- , ~ *ri 1ru ;~:., 

i¥ 1tiz ~F; f§ ! ll Ji .z t4i trJ ,, 

*B~~-~~$~~~m~~~,~ffl~~~~-

ag * J:: l=tfill =~s 7,,;;: 1 u~, ~ 0 
,1\i', ~i::J ---- ~✓:... um.! 

:tE 5E ttt ~ imi I'm ~ (pmver on)#>~ ~~,(reset);>· jl:.E, ~f-j 1t 

(Initialization)i}JfpZZ&' ?/fffBSl:{$f.$. 46a~46n ~m!fJZ#R 
+~ _,_, ";Q ·""" {..% +1rr <l:::[rl "'"" 5 2 1± w;; + R'ltr ,t,.,r1 ·&;u -'-- '::rt. ,....., ( ± >-1n ~ee t""' ~I::: ~ ,'<_ 1!1 ' ~ 1* 1:x. fP'c.l ti'& . - t:lX 1f~ T ~h 'f_, 1~ ,<'.., i:iX JE VJ\ ~IJ ~ 1'¥ 

~ 1 o ril ~ so N s N 1-t rr :z:. - ) , ~ mu ii tidfrH~~ ~ so q: 7-. ~ I 

~ 72 ~ ~ J:.1$. t-@ 46a~46n ~ r.p 7-. - m ~ r, ~~(Vu ~DJ:{~ 11¥'; 

4 ,- ) ,!..k ,re ks SP ±•fu 4 ,.. ~~ x;± -', u· s B --+- ¼!t ""'11' .«--,r !W- C: 0 +tu 8::[' ZN •Oa. ' J1-L * ,M.._ ?:ii:'l' ¥ oa :t~: ,;·o ;C_ , , .l .::r.. 1:.91; t-t. ri':'J nit .J a :rx itl.i ,i\J.-. 

50a Pfr ~;.~{Im} .. m .§ffil 40a ~ 1% USB * t&il ~ 54 Z 1:R rn lf ' i?. 

10 irJ U S B * fl ~ 5 4 PF m! ti US B ~ fl!I 4 8 a~ 4 8 n ~ ;r-4 ✓ -f~ f.ffii 0 

1lt 1'1- , ¥- i.t VJ~~; "5J ~ ti fY:J (optional) , ,~ ~ 'f Wi tD ~ W#f ' 

)iil ~ ~ fl§rJ .fili 5 2 i:iJ fl l"l~. ~ - l: ·f*-f. i:.fi'~ ( {§!j ~□ J: 1-~ tl 4 6 a)~ ~ ~,,'F; 

~ t-¥ , BX -ft ,Et-3 US B * ti ~ 4 4 Z Ml A ffl: JJ~ &-:, JJi mH:£ iii 11:t -¥ 

if!-
st 
l!ll 
ij; 
·it 
1!i.; 
-t 
ii. 
t:: 
·~ 

~ 
.f-i-
Jj{-
1-; 

* ;[ 
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.r~ ~ ~aJli#..ffA ( I Cf) 
=j -tfJ :!{ifs ;;;11.. ,.,- -;:;f; ~ ~!L ·-'· :- J~ fS ~W , 5x i:iJ-L JE .9_.x.. J'..~ l'ix. ;z .. ,... !·,·J· ¥ 0 

~ 50a-50n ~I~~, {@)\_-riH/£ 40a tU~+J.Jt~ USB ~tJ.R~ 44 

z :i®: ~ 8# ~-¾ f& , ~ tLl 53 - ¥J .'.$U ~ t~ "i:l'. C ~ ** ~ ~ 1!2- t§ 4:i-

:*** ~ 44 Z tJ] W! " 
~ {[g) ), ~ ~™ 40n ~ I. ;z HRQ t§ <"fi" ~ mb (acti ve)f& ' B. 

{IE ,A.~ nrm 4 Oa ~ 1:. 7 HACK t§ -~ ~ iVJ ~ ' ~ tffii t!l '/iliJ ~ 5 2 fitf 

..t {.$ t¥ 46a W 46n {i& iWi t-2 WJ fl= t& , t11tLl -~Im 72 t1J ~ ::t .. L 

1~ t~. 4 6 n ' i& ti ¥f- tt:cy L {~ f¥ 4 6 a ~ 4 6 n {t& ~ ti !VJ { 1p " tIIH@ ~ 

I &4 72 tJ] m 1i .ffl: ~Jr~ ti USB ± ffl ~ ftLl ~ 50a · 50n Z .r.1~ 

ifj! 46a ~ 46n , 11 JLl ~di~ ti w ~ ~ :t-¥- 1L ~ z § l'tS O fRJ 8# , 

11m .A ~ BfM 4 0 n J=. ;z lJ SB I ~ ~ ffiU ~ 5 0 n ~1 1~ US B ~ ff JR ~ 4 4 

z rri: ~ tm , :ML ~ tu us B * *~ ii 44 l' :rt z us B ~ fl 

l 6 

-;t 
;It, 
tllj 
~ 
1f 
\ITT 
..t. 
~,i 
t: 
* ·1'A 
./!} 
.>J\, 
ti; 
4-
Ji ....,.. 
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48a~48n , if f&: :.:f lr:U {~A,.~ fiil ( 40a , 40n)t1J ~ f~ Jll US B * *"~ 
ii 44 ;;.::, A st 0 

-~~~52~A~-~~,~~~@A•Ra~~·fflA 
~ H<', ..,..,__ ,.,., s .:;i-;:; ,.,r "<± 1..n -·= -<-<·· s .h, "'-J-,> ~rlc 'Tl .3.h. n1. ""'+ "'U -,.-~ LL: ~ 
1ce,. mm 'tk: JE TE 'd RJ ·fJX. ½/J f:~ ' :;f:-:f :.zE JL, Wt TiX VJ 1~ i:d rk:i ' ?. :i'& r •• L! 5f.2. 

~r je, it rEl +;]] j~ tlj ~~ ' WI ft ttff US B *** ?ffi 4 4 -F ti Z US B ~ 

g 4 8a-~4 8n ;;!. ~ iJJ tE Jt (driver) i.ED mt (unload) , EJZ ~t ~§ ru] Z B! 

/4J(f_w l~. Z 1: {~ lf!i J: , 7t: B t~ _t U S B ± ~ ~ lil ii , u 1AA , ~ rJ 

Nf< l: m ±tp.. 1m r:t 1f~ ~t H~ MI J&J - ffe.Q a:cy: Fa1 (Timeout) pg W~ ill t§ ~ , 

~ ~ J: ff f~. * ti ~rJ fE fey US B i: ffl ~ ffiti ii~ US B + ~ ~ ft[J ~ 
ti i,f :;t-: t~ ;E': Z ±111 J: ~ ~, t~ ~ mLl ~ 5 2 RP ~ fr ffr ~ .. t. {$ ±$. 

4 6 a~ 4 6 n f~Cfi 11 =~ ;7-. mtj ·fr.: , $.:i U s B ±. :{IJ1 *U ~ f£ :fE ~ - J: 

; 7 
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3i ' --~ fi)l~, RA { / l ) 
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Application Number 

Title of Invention FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2: 

D Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 11 I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

I El ~Obert r-1- J.toto I El 
Residence Information (Select One) • US Residency Non US Residency Active US Military Service 

City J:larkston I State/Province I fv11 I Country of ResidencJ I f.Js 

Mailing Address of Inventor: 

Address 1 '054 Oakhurst Ridge 

Address 2 

City I J:;larkston I State/Province I f'vll 

Postal Code I ~8348 I Countryi I 1us 
Inventor b I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

I El l3hyambabu I fl'eda I El 
Residence Information (Select One) @ US Residency Non US Residency Active US Military Service 

City ~ochester Hills I State/Province I fvlI I Country of ResidencJ I 1-Js 

Mailing Address of Inventor: 

Address 1 J 134 Cattail Circle 

Address 2 

City I ~ochester Hills I State/Province I f'vll 

Postal Code I ~8309 I Countryi I 1us 
Inventor b I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

I El J:;raig I f"etku I El 
Residence Information (Select One) @ US Residency Non US Residency Active US Military Service 
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Application Number 
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City I J:;larkston I State/Province I t,111 I Country of ResidencJ I 1-Js 

Mailing Address of Inventor: 
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Address 2 

City I J:;larkston I State/Province I f'vll 

Postal Code I ~8348 I Countryi I 1us 
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Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

D An Address is being provided for the correspondence Information of this application. 

Customer Number )2851 

Email Address I I Add Email I I Remove Email I 

Application Information: 

Title of the Invention FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS 

Attorney Docket Number DP-322037 CON 3 I Small Entity Status Claimed □ 
Application Type Non provisional 

Subject Matter Utility 

Total Number of Drawing Sheets (if any) I~ I Suggested Figure for Publication (if any) 11 
Filing By Reference: 
Only complete this section when filing an application by reference under 35 U.S.C. 111 (c) and 37 CFR 1.57(a). Do not complete this section if 
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be 
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information" and "Foreign Priority Information"). 

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this 
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). 

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country 
filed application 

I 

Publication Information: 

□ 

□ 

Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attached application not be published under 

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the 
subject of an application filed in another country, or under a multilateral international agreement, that requires 
publication at eighteen months after filing. 
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Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
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Number will be used for the Representative Information during processing. 

Please Select One: • Customer Number I US Patent Practitioner IO Limited Recognition (37 CFR 11.9) 
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Domestic Benefit/National Stage Information: 
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National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes 
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78. 
When referring to the current application, please leave the "Application Number" field blank. 

Prior Application Status !='ending . I Remove I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

I Continuation of . 15441775 ~017-02-24 

Prior Application Status Patented . I Remove I 
Application Prior Application Filing Date Issue Date 

Number 
Continuity Type 

Number (YYYY-MM-DD) 
Patent Number (YYYY-MM-DD) 

115441775 pontinuation of I· 115268728 ~016-09-19 p619420 ~017-04-11 

Prior Application Status !='atented . I Remove I 
Application Prior Application Filing Date Issue Date 

Number 
Continuity Type 

Number (YYYY-MM-DD) 
Patent Number (YYYY-MM-DD) 

115268728 pontinuation of I· 114487947 ~014-09-16 P460037 ~016-10-04 

Prior Application Status . I Remove I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 
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Additional Domestic Benefit/National Stage Data may be generated within this form 
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Application Number 

Title of Invention FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application 

that is eligible for retrieval under the priority document exchange program (PDXi the information will be used by the Office to 

automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the POX program, applicant bears the ultimate 

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 

property office, or a certified copy of the foreign priority application is filed, within the lime period specified in 37 CFR 1.55(g)(1 ). 
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Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable) 

I I I 
Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. I Add I 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March 

□ 16,2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 
16, 2013, will be examined under the first inventor to file provisions of the AIA. 
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DP-322037 CON 3 Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written 
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see 
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant 
application (see paragraph Bin subsection 1 below). 

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or B or both in subsection 2 below. 

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an 
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind 
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange (PDXl - Unless box A in subsection 2 (opt-out of authorization) is checked, the 
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office 
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of 
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office 
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign 
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed 
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the 
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h) 
(1 ). 

B. Search Results from U.S. Application to EPO - Unless box Bin subsection 2 (opt-out of authorization) is checked, 
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search 
results from the instant patent application when a European patent application claiming priority to the instant patent 
application is filed. See 37 CFR 1.14(h)(2). 

The applicant is reminded that the EPO's Rule 141(1) EPC (European Patent Convention) requires applicants to submit a 
copy of search results from the instant application without delay in a European patent application that claims priority to 
the instant application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with 

any documents and information identified in subsection 1A above. 

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant 

application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the 
application in accordance with 37 CFR 1.14. 

EFS Web 2.2.12 

Microchip Ex. 1010, p. 252 
Microchip v. Aptiv 

PGR2024-00011



PTO/AIN14 (11-15) 
Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number DP-322037 CON 3 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Tille 37 of CFR 
to have an assignment recorded by the Office. 

Applicant 11 I Remove I 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

I Clear I 

• Assignee 
I 

Legal Representative under 35 U.S.C. 117 
I 

Joint Inventor 

Person to whom the inventor is obligated to assign. 
I Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

1~1 
Name of the Deceased or Legally Incapacitated Inventor: I 

If the Applicant is an Organization check here. ~ 
Organization Name I ~ptiv Technologies Limited 

Mailing Address Information For Applicant: 

Address 1 Erin Court 

Address 2 Bishop's Court Hill 

City SI. Michael State/Province 

Country I '3B Postal Code 14004 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button. I Add I 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 
37 of CFR to have an assignment recorded by the Office. 
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Application Number 

Title of Invention FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS 

Assignee 11 

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent 
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application 
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the 
patent application publication. 

I Remove I 
If the Assignee or Non-Applicant Assignee is an Organization check here. □ 
Prefix Given Name Middle Name Family Name Suffix 

I B I I I I B 
Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 

Address 2 

City 11 State/Province 

Countryi 11 Postal Code 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting the Add button. I Add I 

Signature: Remove 

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b ). However, if this Application 
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1.14(c). 

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic 
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a 
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given 
power of attorney (e.g., see US PTO Form PTO/AIA/81) on behalf of all joint inventor-applicants. 

See 37 CFR 1.4(d) for the manner of making signatures and certifications. 

Signature liRoberl J. Myers/ Date (YYYY-MM-DD) 12019-10-22 

First Name f-oberl I Last Name I ~yers Registration Number ~9783 

Additional Signature may be generated within this form by selecting the Add button. I Add I 
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Application Number 

Title of Invention FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS 

This collection of information is required by 37 CFR 1. 76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of lime you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent 
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information 
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S. 
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of 
the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy 
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of 
Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative 
tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom 
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform 
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 
552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use, 
to the International Bureau of the World Intellectual Property Organization, pursuant to the PatentCooperationTreaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181) 
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an 
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of 
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C. 
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1. 14, as a routine use, 
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes 
aware of a violation or potential violation of law or regulation. 

EFSWeb2.2.12 

Microchip Ex. 1010, p. 256 
Microchip v. Aptiv 

PGR2024-00011



Electronic Version v1 .1 
Stylesheet Version v1 .2 

SUBMISSION TYPE: 

505734826 10/22/2019 

PATENT ASSIGNMENT COVER SHEET 

NEW ASSIGNMENT 

NATURE OF CONVEYANCE: ASSIGNMENT 

CONVEYING PARTY DATA 

Name 

ROBERT M. VOTO 

SHYAMBABU YEDA 

CRAIG PETKU 

RECEIVING PARTY DATA 

Name: APTIV TECHNOLOGIES LIMITED 

Street Address: ERIN COURT 

Internal Address: BISHOP'S COURT HILL 

City: ST. MICHAEL 

State/Country: BARBADOS 

Postal Code: 14004 

PROPERTY NUMBERS Total: 1 

Property Type Number 

Application Number: 16660083 

CORRESPONDENCE DATA 

Fax Number: 

EPASID:PAT5781640 

Execution Date 

10/21/2019 

10/21/2019 

10/21/2019 

Correspondence will be sent to the e-mail address first; if that is unsuccessful, it will be sent 
using a fax number, if provided; if that is unsuccessful, it will be sent via US Mail. 
Phone: 248-813-1203 
Email: kandace.k.powell@aptiv.com 
Correspondent Name: APTIV TECHNOLOGIES LIMITED 

Address Line 1: P.O. BOX 5052 
Address Line 2: M/C 483-400-502 
Address Line 4: TROY, MICHIGAN 48007-5052 

ATTORNEY DOCKET NUMBER: DP-322037 CON 3 

NAME OF SUBMITTER: ROBERT J. MYERS 

SIGNATURE: /Robert J. Myers/ 

DATE SIGNED: 10/22/2019 

This document serves as an Oath/Declaration (37 CFR 1.63). 

Total Attachments: 2 
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DocuSign Envelope ID: 86FA4BB0-13FA-4792-8C72-20B2F458BC60 

DP-322037 CON 3 Aptiv Technologies Limited 

Combined Declaration and Assignment fo:r 
Utility Patent and Design Patent Applications 

DECLARATION 

Docket No.: DP-322037 CON 3 

Title of Invention: Ji'LEXlBLE MOBILE DEVICE CONNECTIVITY TO 
AUTOMOTIVE SYSTEMS '\VITH USB HUBS 

As a below named inventor, I hereby declare that this declaration is directed to: 

!;gJ The attached application, or 

D United States Application Number or PCT International Application Number ____ _ 

filed on -------

The above-identified application was made or authorized to be made by me. 

I believe I am the original inventor or an original joint inventor of a claimed invention in the 

app~ication. 

I hereby acknowledge that any willful false statement made in this declaration is punishable 

under 18 U.S.C § 1001 by fine or imprisonment of not more than five (5) years, or both. 

ASSIGNMENT 

Pursuant to an agreement with my employer, I formally assign to APTIV TECHNOLOGIES 

LIMITED, the entire right, title, and interest, in all countries, in the improvements set forth in the 

attached application or in the United States Application Number of PCT International 

Application Number listed above fr1r which l executed a declaration dated as indicated below. 

Hereby executed by the undersigned on the date opposite the undersigned name: 

Legal Name 
Of Inventor 

Robert M. Voto 

Date: 
10/21/2019 
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DocuSign Envelope ID: 86FA48BD·13FA4792-8C72-2082F4588Cl)0 

DP-322037 CON 3 

Legal Name 
Of Inventor 

Legal Name 
Of Inventor 

Shyambabu Y eda 

&ru~ Pd-kv. 
------"'-"=.Jll.• ~oi,=:· '51 ...... -~ 

Craig Petku 

Aptiv Technologies Limited 

Date: 
10/21/2019 

Date: 
10/21/2019 
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United States Patent and Trademark Office 
Qfjfrc ('.f the Chi~f Fimmclal Qjjfrer 

Document Code:VVFEE 

User :C469·10 

Sale Accounting Date:i i /07 /20i 9 

Sale Item Reference Number 

16660083 

Document Number 
I2019A7822481557 

Fee Code Fee Code Description 
1201 INDEPENDENT CLAIMS IN 

EXCESS OF 3 

Effective Date 

10/22/2019 

Amount Paid 
$920.00 

Payment Method 
Deposit Account 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 16/660,083 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A N/A 300 
(37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A N/A 660 
(37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A N/A 760 
(37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 11 
(37 CFR 1.16(i)) 

minus 20= OR X 100 = 0.00 

INDEPENDENT CLAIMS 5 minus 3 = 2 X 460 = 920 
(37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($155 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2640 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR ~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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APPLICATION 
NUMBER 

16/660,083 

22851 

UNITED STATES PATENT AND TRADEMARK OFFICE 

FILING or 
37l(c)DATE 

10/22/2019 

GRPART 

UNIT FIL FEE REC'D 

2640 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

DP-322037 CON 3 11 5 
CONFIRMATION NO.1000 

FILING RECEIPT 
Aptiv Technologies Limited 
P.O. Box 5052 1111111111111111111111 m~mll!~~ 1111~,~ 111111111111111 IIII IIII 

M/C 483-400-502 
Troy, Ml 48007-5052 

Date Mailed: 11/12/2019 

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER, 
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are 
subject to collection. 

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes 
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or 
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt 
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another 
Filing Receipt incorporating the requested corrections provided that the request is grantable. 

lnventor(s) 

Applicant( s) 

Robert M. Voto, Clarkston, Ml; 
Shyambabu Veda, Rochester Hills, Ml; 
Craig Petku, Clarkston, Ml; 

Aptiv Technologies Limited, St. Michael, BARBADOS; 

Power of Attorney: The patent practitioners associated with Customer Number 22851 

Domestic Priority data as claimed by applicant 
This application is a CON of 15/441,775 02/24/2017 
which is a CON of 15/268,728 09/19/2016 PAT 9619420 
which is a CON of 14/487,947 09/16/2014 PAT 9460037 
which claims benefit of 61/882,915 09/26/2013 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 11/07/2019 
The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 16/660,083 
Projected Publication Date: 02/20/2020 
Non-Publication Request: No 
Early Publication Request: No 
Title 

FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS 

Preliminary Class 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 
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GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

16/660,083 

22851 
Aptiv Technologies Limited 
P.O. Box 5052 
M/C 483-400-502 
Troy, Ml 48007-5052 

FILING OR 3 71 (C) DATE 

10/22/2019 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Robert M. Voto DP-322037 CON 3 
CONFIRMATION NO.1000 

PUBLICATION NOTICE 

1111111111111111111111 ll]~!l]!~l!~IU~ ~!~~ )1~!11111111111111111111111111 

Title:FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS 

Publication No.US-2020-0057739-A 1 
Publication Date:02/20/2020 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set 
forth in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's 
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800) 
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office, 
Public Records Division, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and 
the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through 
the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application 
Information and Retrieval (PAIR) system. The direct link to access this status information is currently 
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only 
be obtained by applicant using the private side of PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 

Microchip Ex. 1010, p. 266 
Microchip v. Aptiv 

PGR2024-00011



, 

\.. 

Doc Code: PA.. 
Document Description: Power of Attorney PTO/AIA/82A (07-13) 

Approved for use through 03/31/2021. 0MB 0651-0035 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE 
REGISTERED PRACTITIONERS 

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the 
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of 
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is 
directed, the Power of Attorney will not be recognized in the application. 

Application Number 16/660,083 

Filing Date October 22, 2019 

First Named Inventor Robert M. Voto 

Title FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE 
SYSTEMS WITH USB HUBS 

Art Unit 

Examiner Name 

Attorney Docket Number 7021.145US4 

SIGNATURE of Applicant or Patent Practitioner 

Signature /Michael A. Collins/ Date (Optional) December 15, 2020 

Name Michael A. Collins Registration 59135 
Number 

Title (if Applicant is a 
juristic entity) 

Applicant Name (if Applicant is a juristic entity) 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If 
more than one applicant, use multiple forms. 

lvl *Total of 1 forms are submitted. 

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by 
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require 
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

ff you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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Doc Code: PA.. 
Document Description: Power of Attorney 

PTO/AIA/82B (07-13) 
Approved for use through 03/31/2021. 0MB 0651-0035 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number 

POWER OF ATTORNEY BY APPLICANT 

I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or 
the boxes below. 

I Appl;cat;on Number I Fmng Date 

I 
(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.) 

0 I hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and 
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in 
the attached transmittal letter (form PTO/AIA/82A) or identified above: I 
OR 171991 I 

□ I hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact 
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the 
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.) 
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http://www.uspto.gov/patents/init events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 
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1.□ Certified copies of the priority documents have been received. 
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application from the International Bureau (PCT Rule 17.2(a)). 
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DETAILED ACTION 

Page 2 

The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. 

Election/Restrictions 

The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. 

This application contains claims directed to the following patentably distinct species 1 

(claims 1-10) and 2 (claim 11). The species are independent or distinct because invention I is 

directed to a hub to dynamically switch/route a USB device connection between USB Device 

mode and USB Host mode, wherein the route of a signal of the device changes based on the 

mode of the device, invention 2 is directed to a hub having multiple hosts and multiple USB 

devices, wherein a host is selected to simultaneously broadcast data to multiple USB devices. In 

addition, these species are not obvious variants of each other based on the current record. 

Applicant is required under 35 U.S.C. 121 to elect a single disclosed species, or a single 

grouping of patentably indistinct species, for prosecution on the merits to which the claims shall 

be restricted if no generic claim is finally held to be allowable. Currently, no generic. 

There is a search and/or examination burden for the patentably distinct species as set 

forth above because at least the following reason(s) apply: 

Invention I is directed to a hub to dynamically switch/route a USB device connection 

between USB Device mode and USB Host mode, wherein the route of a signal of the device 

changes based on the mode of the device, invention 2 is directed to a hub having multiple hosts 
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multiple USB devices. 
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Applicant is advised that the reply to this requirement to be complete must include 

(i) an election of a species or a grouping of patentably indistinct species to be examined 

even though the requirement may be traversed (37 CFR 1.143) and (ii) identification of the 

claims encompassing the elected species or grouping of patentably indistinct species, 

including any claims subsequently added. An argument that a claim is allowable or that all 

claims are generic is considered nonresponsive unless accompanied by an election. 

The election may be made with or without traverse. To preserve a right to petition, the 

election must be made with traverse. If the reply does not distinctly and specifically point out 

supposed errors in the election of species requirement, the election shall be treated as an election 

without traverse. Traversal must be presented at the time of election in order to be considered 

timely. Failure to timely traverse the requirement will result in the loss of right to petition under 

37 CFR 1.144. If claims are added after the election, applicant must indicate which of these 

claims are readable on the elected species or grouping of patentably indistinct species. 

Should applicant traverse on the ground that the species, or groupings of patentably 

indistinct species from which election is required, are not patentably distinct, applicant should 

submit evidence or identify such evidence now of record showing them to be obvious variants or 

clearly admit on the record that this is the case. In either instance, if the examiner finds one of 

the species unpatentable over the prior art, the evidence or admission may be used in a rejection 

under 35 U.S.C. 103(a) of the other species. 
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During a telephone interview with Mr. Robert Myers (Attorney Registration Number 

69,783) on 02/10/21, a provisional election was made without traverse to prosecute invention I 

claims 1-10. 

The instant application having Application No. 16/660,083 has a total of 10 elected 

claims pending in the application; there are 4 independent claims and 6 dependent claims, which 

are ready for examination by the examiner. 

INFORMATION CONCERNING OATH/DECLARATION 

Oath/Declaration 

The applicant's oath/declaration has been reviewed by the examiner and is found to 

conform to the requirements prescribed in 37 C.F.R. 1.63. 

INFORMATION CONCERNING DRAWINGS 

Drawings 

The applicant's drawings submitted are acceptable for examination purposes. 

ACKNOWLEDGEMENT OF REFERENCES CITED BY APPLICANT 

As required by M.P.E.P. 609(C), the applicant's submissions of the Information 

Disclosure Statement 10/22/19 is acknowledged by the examiner and the cited reference has 

been considered in the examination of the claims now pending. As required by M.P.E.P 609 

C(2), a copy of the PTOL-1449 initialed and dated by the examiner is attached to the instant 

office action. 

Microchip Ex. 1010, p. 277 
Microchip v. Aptiv 

PGR2024-00011



Application/Control Number: 16/660,083 
Art Unit: 2181 

OBJECTIONS TO THE CLAIMS 

Page 5 

Claim 1-4 and 7 are objected to as being indefinite for failing to particularly point out 

and distinctly claim the subject matter which applicant regards as the invention. 

As per claim 1, limitations "routing the second USB signal from a second USB host via a 

USB bridge to said first USB host, and routing the second USB signal from a USB device via a 

USB hub to said first USB host" because they recite one signal, the second USB signal from a 

second USB host and a USB device. It's not clear if there's a mode change of the 'USB host' or 

the 'USB device'. Correction is needed. 

As per claim 7, it's depended on claim 8, which follows claim 7. Correction is needed. 

REJECTIONS BASED ON PRIOR ART 

Double Patenting 

The nonstatutory double patenting rejection is based on a judicially created doctrine 

grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or 

improper timewise extension of the "right to exclude" granted by a patent and to prevent possible 

harassment by multiple assignees. A nonstatutory double patenting rejection is appropriate where 

the conflicting claims are not identical, but at least one examined application claim is not 

patentably distinct from the reference claim(s) because the examined application claim is either 

anticipated by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 

140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 

2010 (Fed. Cir. 1993); In re Langi, 759 F.2d 887,225 USPQ 645 (Fed. Cir. 1985); In re Van 
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Ornum, 686 F.2d 937,214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 

(CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.32l(c) or 1.32l(d) may 

be used to overcome an actual or provisional rejection based on nonstatutory double patenting 

provided the reference application or patent either is shown to be commonly owned with the 

examined application, or claims an invention made as a result of activities undertaken within the 

scope of a joint research agreement. See MPEP § 717 .02 for applications subject to examination 

under the first inventor to file provisions of the AIA as explained in MPEP § 2159. See MPEP 

§§ 706.02(1)(1) - 706.02(1)(3) for applications not subject to examination under the first inventor 

to file provisions of the AIA. A terminal disclaimer must be signed in compliance with 37 CFR 

1.32l(b). 

The USPTO Internet website contains terminal disclaimer forms which may be used. 

Please visit www.uspto.gov/patent/patents-forms. The filing date of the application in which the 

form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or 

PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may be filled out completely 

online using web-screens. An eTerminal Disclaimer that meets all requirements is auto­

processed and approved immediately upon submission. For more information about eTerminal 

Disclaimers, refer to www, uspto, 2:ov /patems/process/file/efs/ 2:uidance/e TD-info-L j sp. 

Claims 1-11 are rejected on the ground of nonstatutory double patenting as being 

unpatentable over claims 1-17 of U.S. Patent No. 9,460,037; claims 1-20 of U.S. Patent No. 

9,619,420 and claims 1-6 of U.S. Patent No. 10,545,899. Although the claims at issue are not 

identical, they are not patentably distinct from each other because the claims mentioned and 
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device connection between USB Device mode and USB Host mode and a host simultaneously 

accessing multiple USB devices. 

Claim Reiections - 35 USC§ 102 

In the event the determination of the status of the application as subject to AIA 35 U.S.C. 
102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, any correction of the 
statutory basis for the rejection will not be considered a new ground of rejection if the prior art 
relied upon, and the rationale supporting the rejection, would be the same under either status. 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 

1. 

A person shall be entitled to a patent unless -

(a)(l) the claimed invention was patented, described in a printed publication, or in 
public use, on sale or otherwise available to the public before the effective filing 
date of the claimed invention. 

Claims 1-10 are rejected under 35 U.S.C. 102(a)(l) as being anticipated by Wright (US 

pat. 7,502,878), hereinafter, "Wright". 

At the outset, Applicant is reminded that claims subject to examination will be given their 
broadest reasonable interpretation in light of the supporting disclosure. In re Morris, 127 F.3d 
1048, 1054-55, 44 USPQ2d 1023,1027-28 (Fed. Cir. 1997). With this in mind, the discussion 
will focus on how the terms and relationships between the terms in the claims are met by the 
references. 

2. As per claim 1, Wright discloses a method for providing efficient communications 

among USB components of a data communication system that includes multiple USB hosts and 

multiple USB devices (see figs. 2, 4 and 5 and col. 5, line 42 to col. 6, line 21 and col. 6, lines 
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54-59), said method comprising the steps of: providing a first input port (receptacle 40A, as 

disclose in col. 5, line 66 to col. 6, line 9 and fig. 4) for receiving a first USB signal from a first 

USB host (USB host 31A transmitting data on receptacle 40A; see col. 5, line 66 to col. 6, 

line 9 and fig. 5); providing a second input port (receptacle 40B) for receiving a second USB 

signal (a type B USB host 31B transmitting data on receptacle 40B; see col. 5, line 66 to col. 

6, line 9 and fig. 5); routing the second USB signal from a second USB host (a type B USB host 

31B) via a USB bridge (multiplexer 36) to said first USB host, and routing the second USB 

signal from a USB device via a USB hub (hub logic 38) to said first USB host (see figs. 2, 4 and 

5 and col. 5, line 42 to col. 6, line 21 and col. 6, lines 54-59). 

3. As per claim 2, Wright discloses "The method according to claim l" [See rejection to 

claim 1 above], wherein said second USB signal from the second USB host is not routed to the 

first USB host via the USB hub (see fig. 5). 

4. As per claim 3, Wright discloses wherein the second USB signal is routed via only one of 

the USB bridge or the USB hub (see fig. 5 and col. 5, line 42 to col. 6, line 21 and col. 6, lines 

54-59). 

5. As per claim 4, Wright discloses wherein the second USB signal from the second USB 

host is transmitted to the first USB host via the USB bridge and the USB hub (see figs. 2, 4 and 

5 and col. 5, line 42 to col. 6, line 21 and col. 6, lines 54-59). 
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6. As per claims 5 and 8, Wright discloses a method, comprising the steps of: providing a 

first USB port (receptacle 40A of figs. 4 and 5) for communication with a USB host (a USB 

host 31A transmitting data) (see figs. 2, 4 and 5 and col. 5, line 42 to col. 6, line 21 and col. 

6, lines 54-59); providing a second USB port (receptacle 40B) for communicating with a 

consumer device (an A type USB host 31B); providing a signal detection circuit (a controller 

of hub logic 38, as disclose in col. 5, lines 62-65 and col. 6, line 52) for receiving USB signals 

from the consumer device via said second USB port (see col. 5, lines 62-65 and col. 6, line 52); 

determining, via the signal detection circuit, whether the USB signals emanating from the 

consumer device indicate that the consumer device is operating in a USB host mode (to be a B 

type USB host device) and if so, routing said USB signals via a USB bridge (multiplexer 36) to 

said first USB port (see figs. 2, 4 and 5 and col. 5, line 42 to col. 6, line 21 and col. 6, lines 54-

59); determining, via the signal detection circuit, whether the USB signals emanating from the 

consumer device indicate that the consumer device is operating in a USB device mode and if so, 

routing said USB signals via a USB hub to said first USB port (see above, which selected USB 

host mode). 

7. As per claim 6, Wright discloses a USB communication management method for 

interconnecting sources of USB signals, said method comprising the steps of: receiving first USB 

host signals from a first USB host (a USB host 31A transmitting data) (see figs. 2, 4 and 5 and 

col. 5, line 42 to col. 6, line 21 and col. 6, lines 54-59); receiving second USB signals from a 

second USB signal source (a B type USB host 31B) (see figs. 2, 4 and 5 and col. 5, line 42 to 

col. 6, line 21 and col. 6, lines 54-59); determining whether the second USB signals emanate 

from a second USB host; routing the second USB signals emanating from the second USB host 
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via a USB bridge (multiplexer 36) to said first USB host (see col. 5, line 42 to col. 6, line 21 

and col. 6, lines 54-59); and routing the second USB signals not determined to emanate from a 

USB host (hub logic 38) via a USB hub to said first USB host (see col. 5, line 42 to col. 6, line 

21 and col. 6, lines 54-59). 

8. As per claim 7, Wright discloses, further comprising the steps of: determining whether 

the second USB signals emanate from a USB device; and routing the second USB signals 

determined to emanate from the USB device via a USB hub (hub logic 38) to said first USB host 

(see figs. 2, 4 and 5 and col. 5, line 42 to col. 6, line 21 and col. 6, lines 54-59). 

9. As per claim 9, Wright discloses further comprising the steps of: determining whether the 

second USB signal emanates from a USB device; and establishing the second communication 

path via a USB hub between said first USB host and said second USB signal source if said 

second USB signal is determined to emanate from the USB device (see figs. 2, 4 and 5 and col. 

5, line 42 to col. 6, line 21 and col. 6, lines 54-59). 

10. As per claim 10, Wright discloses wherein the first communication path does not 

include a USB hub and wherein the second communication path does not include a USB bridge 

(note, there's no communication if the device is not connected; see figs. 4 and 5). 
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The following prior art made of record and not relied upon is cited to establish the level 

of skill in the applicant's art and those arts considered reasonably pertinent to applicant's 

disclosure. See MPEP 707.0S(c). 

The following reference teaches a method to enable a USB Host system to connect to 

multiple devices through a USB Hub having ports that can be changed from downstream to 

upstream, dual ports: US Pub. 2007 /0255885 (Bohm et al.) 

CLOSING COMMENTS 

CONCLUSION 

a. STATUS OF CLAIMS IN THE APPLICATION 

The following is a summary of the treatment and status of all claims in the 

application as recommended by M.P.E.P. 707.07(i): 

a (1) CLAIMS REJECTED IN THE APPLICATION 

Per the instant office action, claims 1-10 have received a first action on the merits and are 

subject of a first action non-final. 

b. DIRECTION OF FUTURE CORRESPONDENCES 

Any inquiry concerning this communication or earlier communications from the 

Examiner should be directed to Ernest Unelus whose telephone number is (571) 272-

8596. The examiner can normally be reached on Monday to Friday 9:00 AM to 5:00PM. 

IMPORTANT NOTE 

If attempts to reach the above noted Examiner by telephone are unsuccessful, 
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the Examiner's supervisor, Mr. Idriss Alrobaye, can be reached at the following 

telephone number: Area Code (571) 270-1023. 

The fax phone number for the organization where this application or proceeding 

is assigned is 571-273-8300. Information regarding the status of an application may be 

obtained from the Patent Application Information Retrieval (PAIR) system. Status 

information for published applications may be obtained from either Private PAIR or 

Public PAIR. Status information for unpublished applications is available through private 

PAIR only. For more information about the PMR system, see her//pair-direct.uspto.gov. 

Should you have questions on access to the Private PAIR system, contact the 

Electronic Business Center (EBC) at 866-217- 91 97 (toll-free). 

/Ernest Unelus/ 
Primary Examiner 

Art Unit 2181 
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wherein the route of a signal of the device changes based on the mode of the device, invention 2 is 
directed to a hub having multiple hosts and multiple USB devices, wherein a host is selected to 
simultaneously broadcast data to multiple USB devices. 
During a telephone interview with Mr. Robert Myers (Attorney Registration Number 69,783) on 02/10/21, 
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/ERNEST UNELUS/ 
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UEVICEaDEPENDENT SELECTION BET\VEEN l\10DES FOR 

ASVl\1:ME'fRIC SERIAL PROTOCOLS 

CROSS-REFERENCE TO RELATED APPLICATION 

5 [0001] This application claims the benefit of U.S. Application No. 12/551,824 entitled 

"DEVICE-DEPENDENT SELECTION BETWEEN MODES FOR ASYMMETRIC 

SERIAL PROTOCOLS", filed on September 1, 2009. 

BACKGROUND 

[0002} Tbe present disclosure relates generally to portable communication devices that 

10 communicate with accessory devices using serial protocols and in particular to 

device-dependent selection by the portable communication device between modes (or roles) 

of an asyrnrnetric serial protocoL 

[0003] ln recent years, a number of portable communication devices (PCDs) have been 

developed. Examples of PCDs include, for example, portable media players, mobile phones, 

15 personal digital assistants (PDAs), portable e-mail devices, video game players, portable 

navigation units relying on Global Positioning System (GPS) satellite data, and 

multi-function devices that can integrate numerous functions such as media storage and 

playback, mobile phone, Internet access, e-mail, personal inforrnation rnanagement, game 

play, OPS/navigation capability, and the like. Examples of multi-function PCDs include 

20 various iPhone@ and iPodc,,-;) models manufactured and sold by Apple Inc., assignee of the 

present application, as well as other portable electronic devic:es made and sold by other 

manufactures and distributors under their respective brand names. 

l0004l PCDs are frequently docked with other electronic devices, referred to herein as 

"accessories." For example, fiom time to time, a user may dock a PCD with a personal 

computer to synchronize media content and/or mdadata, personal data, ai.,d the like. A user 

may at other times dock the same PCD with other electronic devices, such as an in-vehicle 

media system, a speaker dock, or the like. The user may also dock the PCD with a charger 

that provides power to the PCD but does not include other data or infom1ation sharing 

capability. 

30 [0005j To facilitate communication between PCDs and accessories, it is common to rely on 

standard point-lo-point comnmnication protocols, such as Universal Serial Bus (USB). Tbe 
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USB specification (promulgated by USB Implementers Forum, Jnc. and available at their 

website, www.usb.org) specifies two signal contacts, refen-ed to as D+ and D--, for data 

transmission and two additional contacts for power, refem.,d to as VBus and specified as 5.0 

volts (V), and ground. In a USB connection, a "USB host" delivers power to the VBus 

5 contact while a "USB device" relies on the USB host to provide the VBus power. 

BRIEF SUMMARY 

[0006] USB is an asymmetric communication protocol, :in the sense that the USB host and 

USB device use the connection contacts differently. This can create problems when 

l O con11ecting a PCD to dii1erent accessories at different times, as some accessories may prefer 

the PCD to act as USB host whiie other accessories prefor the PCD to act as a USB device. 

For example, when some PCDs connect to a computer via USB, the computer acts as USB 

host and provides power that can be used to charge the PCD. However, if a PCD connects to 

another portable electronic apparatus, such as a digital camera, the other apparatus may 

15 expect that it will be able to act as the USB device, in which case the PCD would need to act 

as a USB host. If the PCD cannot switch to a USB host mode, its ability to connect to 

different accessories may be limited. 

[00071 Certain embodiments of the present invention provide PCDs that can automatically 

switch into one or_ another mode of an as.:,nnmetric communication protocol depending on the 

20 type of accessory connected. ln some embodiments, the accessory (which can be any 

electronic apparatus that connects to a PCD) can signal its preference for whether the PCD 

should operate in a first mode or a second mode of the asymmetric protocol. Such signaling 

can be achieved, e,g., using a hardware mechanism such as an identification resistor or a 

software mechanism such as a command protocol. The PCD can detect this preference and 

25 configure itself in the operating mode identified by the accessory. Thus, for example, if the 

asynnnetric communication protocol is a USB protocol, the accessory can indicate whether 

the PCD should operate as a USB host or a USB device. 

[0008] In some embodiments, the PCD can conform precisely to a standard protocol such 

as USB when operating in one mode (e,g., USB device mode) but deviate from that protocol 

30 when operating in another mode (e.g., USB host mode). For example, in accordance with 

standard USB protocols, the USB host supphes 5.0 V of power on a VBus line to the USB 

device. A PCD can receive 5 .0 V of power when operating as a USB device but supply a 

lower voltage ( e,g., 3.3 V) when operating as a USB host. This can reduce power 

consumption by the PCD. 

2 
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[00091 The following detailed description together with the accompanying drawings will 

provide a better understanding of the nature and advantages of the present invention. 

BRIEF DESCRIPTION OF THE DRA. WINGS 

5 {0010] FIG. 1 illustrates a PCD docked with a computer according to an embodiment of the 

present invention. 

[OOH] FIG. 2 illustrates a PCD docked with a sound system according to an embodiment 

of the present invention. 

[00121 FIG. 3 i11ustrates a PCD docked wit:.¾ a digital camera according to an embodiment 

10 of the present invention. 

[0013] FIG. 4 is a block diagram of a system according to an embodiment of the present 

invention. 

[0014] FIG. 5 is a simplified connection diagram illustrating connections that can be 

provided between an accessory and a PCD according to an embodiment of the present 

15 invention. 

[0015] FIG. 6 is a t1o-w diagram of a process for establishing a connection to an accessory 

according to an embodiment of the present invention. 

DETAILED DESCRIPTION 

20 [0016] Certain embodiments of the present invention provide PCDs that can automatically 

switch into one or another mode of an asymmetric communication protocol depending on the 

type of accessory connected, In some embodiments, the accessory (which can be any 

electronic apparatus that connects to a PCD) can signal its preference for whether the PCD 

should operate in a first mode or a second mode of the asymmetric protocoL Such signaling 

25 can be achieved, e.g, using a hardware mechanism such as an identification resistor or a 

software mechanism such as a connnand protocol. The PCD can detect this preference and 

configure itself in. the operating mode identified by the accessory. Thus, for example, if the 

as:ymmetric communication protocol is a USB protocol, the accessory can indicate whether 

the PCD should operate as a USB host or a USB device. 

30 root 7] FI Gs. 1-3 illustrate a PCD docked ( or connected) to accessories according to 

embodiments of the present invention, In FIG. 1, PCD 102 is docked with computer l 04 via 

cable 106. Cable 106 in this embodiment can include wires to carry the standard USB signals 

3 
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(D+, D-, VBUS, and ground) and can also include other wires. In one embodiment, 

connector 108 connects cable 106 to a mating receptacle (not explicitly shown) on a bottom 

surface of PCD 102. The mating receptacle of PCD 102 may include a larger number of pins 

than is required for USB communication (e.g., 30 pins in one embodiment), as described 

5 below with reference to FIG, 4. The additional pins can increase the range of accessories 

with which PCD 102 can be docked and the types of information that PCD 102 can exchange 

with an accessory when docked, In one embodiment, connector 110 connects cable 106 to a 

rnating receptacle (not explicitly shown) on a side surface of computer 104. Connector I 10 

can be, for example, a standard USB connector, and the mating receptacle can be a standard 

10 USB receptacle. ln the configuration of FIG, 1, computer 104 can act as a USB host while 

PCD 102 acts as a USB device. 

[0018] In FIG. 2, PCD 102 is docked with sound system 204. Docking can be 

accomplished by providing docking connector 206 (shown in inset 208) on a top surface of 

sound system 204 and inserting docking connector 206 into the mating receptacle (not 

15 explicitly shown) of PCD 102. ln this configmation, docking connector 206 may include 

mating pins corresponding to some or all of the pins in the mating receptacle of PCD 102. 

Depending on the implementation of sound system 204, it may be desirable for PCD 102 to 

present a USB host configuration or a USB device configuration. 

i0019] In FIG. 3, PCD l 02 is docked with digital camera 304 via cable 306. ln some 

20 embodiments, cable 306 can be similar to cable 106 of FIG. l. Connector 308 connects cable 

306 to a mating receptacle (not explicitly shown) of PCD 102. Digital camera 304 ecm 

provide a USB receptacle or a receptade with additional pins to receive a connector (not 

shown) at one end of cable 306. In some embodiments, digital camera 304 can only operate 

as a USB device, in which case it is desirable frff PCD 102 to present a USB host 

25 configuration, 

[0020] lt will be appreciated that the PCD/accessory connections described herein are 

iUustrative and that variations and modifications are possible, A PCD can connect to a wide 

range of other electronic apparatus, and the tenn "accessory" as used herein refers generally 

to any electronic apparatus with which a PCD can be connected, A PCD can operate in either 

30 a USB host or USB device mode when connected to a USB-cornpliant accessory. As 

described below, the operating mode that a PCD presents to an accessory can be controlled 

using accessory identification pins provided on the mating receptacle of PCD 102 and 

corresponding pins on cable connector 106 or docking cormecior 206, 

4 
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[0021] FIG. 4 is a block diagram of a system 400 according to an embodiment of the 

present invention. System 400 can include PCD 402 (e.g., implementing PCD 102 ofFIGs. 

1-3) and an accessory 420 (e.g., implementing any one of accessories 104, 204, 304 of FIGs. 

1--3). 

5 [0022] PCD 402 in this embodiment can provide communication and/or media playback 

capability. PCD 402 can include processor 404, storage device 406, user interface 408, 

power control module 410, battery 412, and accessory input/output (J/O) interface 414. PCD 

402 can also include other components (not explicitly shown) to provide various enhanced 

capabilities. For example, in some embodiments PCD 402 can include radio frequency (RF) 

10 transceiver components for accessing wireless voice and/or data net\.vorks (e.g., using cellular 

telephone technology, advanced data network technology such as 3G or EDGE, WiFi (IEEE 

802.11 family standards), or other mobile communication technologies, or any combination 

thereof), a GPS receiver, and/or other components. 

[00231 Storage device 406 can be implemented, e.g., using disk, flash memory, or any other 

15 non-volatile storage medium. In some embodiments, storage device 406 can store media 

assets such as audio, video, still images, or the like, that can be played by PCD 402. Storage 

device 406 can also store other information such as a user's contacts (names, addresses, 

phone numbers, etc.); scheduled appointments and events; notes; andlor other personal 

information. In some embodiments, storage device 406 can store one or more application 

20 programs to be executed by processor 404 ( e.g., video game programs, personal infom1ation 

management programs, etc.). 

[0024] User interface 408 may include input devices such as a touch pad, touch screen, 

scrol1 wheel, click wheel, dial, button, switch, keypad, microphone, or the like, as well as 

output devices such as video screen, indicator lights, speakers, headphone jacks, or the like, 

25 together with supporting electronics ( e.g., digital-to-analog or analog-to-digital converters, 

signal processors, or the like). A user can operate input devices of user interface 408 to 

invoke the fonctionality of PCD 402 and can view and/or hear output from PCD 402 via 

output devices of user interface 408. 

[0025] Processor 404, which can be implemented as one or more integrated circuits (e.g., a 

30 conventional microprocessor or microcontrolkr), can control the operation of PCD 402. In 

various embodiments, processor 404 can execute a variety of programs in response to 

program code and can maintain multiple concurrently executing programs or processes. At 

5 
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any given time, some or all of the program code to be executed can be resident in processor 

404 and/or in storage media such as storage device 406. 

[0026] Through suitable programming, processor 404 can provide various functionality for 

PCD 402. For example, in response to user input signals provided by user interface 408, 

5 processor 404 can operate a database engine to navigate a database of media assets stored in 

storage device 406 in response to user input and display lists of selected assets. Processor 

404 can respond to user selection of an asset (or assets) to be played by transferring asset 

information to a playback engine also operated by processor 404, thus allowing media 

content to be played. Processor 404 can also operate other programs to control other 

10 functions of PCD 402. 

[0027] Power control module 410 provides power management capability for PCD 402. 

For example, power control rnodule 410 can deliver power from battery 412 to accessory I/0 

interface 414 via line 411 and to other components of PCD 402 (connections not shown). 

Power control module 410 can also receive power via accessory I/0 interface 414 and line 

15 413 and deliver received po"ver to various components of PCD 402 (connections not shown); 

received power can also be delivered to battery 412, thereby aHowing battery 412 to be 

recharged via accessory I/0 interface 414. In some embodiments, power control module 410 

can be implemented using programmable or controllable circuits operating in response to 

control signals generated by program code executing on processor 404 or as a separate 

20 microprocessor or microcontroller. 

[0028J In some embodiments, power control module 410 is responsive to signals from 

sensor 416 in accessory I/0 interface 414. As described below, sensor 416 can generate a 

signal indicative of the type of accessory connected, and power control module 410 can use 

this information to detem1ine, e.g., whether to distribute power from battery 412 or received 

25 power from the accessory. P01.ver control module 4 JO can also provide other power 

management capabilities, such as regulating power consumption of other components of PCD 

402 based on the source and amount of available power, monitoring stored power in battery 

412 and generating user alerts if the stored power drops below a minimurn level, and so on. 

[0029] Accessory I/0 interface 414 can allow PCD 402 to comnrnnicate with various 

30 accessories. For exru'11ple, accessory I/0 interface 414 might support connections to a 

computer (e.g., as shown in FIG. 1), an external speaker dock (e.g., as shown in FIG. 2), a 

digital camera (e.g., as shown in FIG. 3), a radio tuner (e.g., F~if, J\M and/or satellite), an 

in--vehicle entertainment system, an external video device, or the like. In accordance v,rith 

6 

Microchip Ex. 1010, p. 314 
Microchip v. Aptiv 

PGR2024-00011



some embodiments of the invention, accessory J/O interface 414 can determine whether to 

operate in lJSB host or USB device mode when connected to an accessory. As described 

below, sensor 416 can be used to detect identifying information from a connected accessory, 

and this identi.(ying information can be used to select an operating mode. 

5 f0030J ln some embodiments, accessory I/0 interface 414 can include a connector, such as 

,.., - . · ~. l l , ,® d . 1 ® d a ;)0-pm connector corresponamg to t 1e connector usec on 1Po<1 an 1P 1one pro ucts, as 

well as supporting circuitry. The connector can provide connections fr1r power and ground as 

well as for various wired communication interfaces such as USB, Fire Wire, andior universal 

asynchronous receiveritransmitter (UART} Thus, accessory I/O interface 414 can support 

10 multiple communication channels, and a given accessory can use any or all of these channels. 

[0031] Accessory 420 includes controller 424, user interface 422, and PCD I/0 interface 

426. Accessory 420 is representative of a broad range of electronic apparatus to which PCD 

402 can be connected, and it is understood that accessories can vary widely in capability, 

complexity and fonn factor. Various accessories may include components not shown in FIG, 

15 4, including but not limited to storage devices (disk, memory, etc.); video screens, speakers, 

or ports for connecting to external audio/video devices; camera corn.ponents such as lenses, 

image sensors, and controls for same (e.g., aperture, zoom, exposure time, fra:me rate, etc.); 

microphones for recording audio ( either alone or in connection with video recording); and so 

on. 

20 [00321 Controller 424 can include, e.g., a microprocessor or microcontroller executing 

program code to perform various functions associated with accessory 420. For example, 

where accessory 420 is a personal computer syskTI (e.g., as shown in FlG. 1), the program 

code can include an operating system, a driver program associated with a USB port, and a 

content management program that allows a user to control what content is stored on PCD 402 

25 by interacting with user interface 422. of accessory 420. In the case of a personal computer, 

program code executed by controller 424 can also include various application programs 

completely unrelated to PCD 402. ln some embodiments where accessory 420 is a sound 

system (e.g., as shown in FIG. 2), program code executed by controlter 424 can include 

prograrns for digital audio decoding, analog or digital audio processing, and the Eke. In some 

30 embodiments \Vhere accessory 420 is a digital camera (e.g., as shown m FIG. 3), program 

code executed by controller 424 can include programs that allow a user to control the camera 

to capture images, display images, transfer image data to another electronic apparatus, etc. 
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[0033] User interface 422 may include input controls such as a touch pad, touch screen, 

scroll ,vheel, click wheel, dia1, button, switch, keypad, microphone, or the like, as well as 

output devices such as video screen, indicator lights, speakers, headphone jacks or the like, 

together with supporting electronics ( e.g., digital-to-analog or analog-to-digital converters, 

5 signal processors or the like). A user can operate the various input controls of user interface 

422 to invoke the fonctionality of accessory 420 and can view and/or hear output from 

accessory 420 via user interface 422. 

[0034] PCD I/0 interface 426 can allow accessory 420 to communicate with PCD 402 (or 

another PCD). In accordance with some embodiments of the invention, PCD 1/0 interface 

l O 426 can incorporate a USB interface. For example, PCD I/0 interface 426 can provide a 

standard, mini, or micro USB port In other embodiments, PCD I/0 interface 426 can include 

a cormector that mates directly with a connector included in PCD 402, such as a 30-pin 

connector that mates with the connector used on various iPod® products. Such a connector 

can bt: used to supply power to PCD 202 or receive power from PCD 202, to receive audio 

15 and/or video signals in analog and/or digital formats, and to communicate information via 

various interfaces such as USB, UART, andior FireWfre. 

[0035] Accessory 420 can be any electronic apparatus that interacts with PCD 402, 

including but not limited to any of the examples shown in FIGs. l-3. 1n some embodiments, 

accessory 420 can provide remote control over operations of PCD 402, or a remote user 

20 interface that can include both input and output controls (e.g., a display screen). Accessory 

420 in various embodi.ments can control any function of PCD 402 and can also receive media 

content from PCD 402 and present such content to the user (e.g., through audio speakers 

and/or video display screen, depending on the tyJJe of media content). in other embodiments, 

PCD 402 can control operations of accessory 420, such as retrieving image data from a 

25 digital camera incorporated into accessory 420, initiating an image capt1ire operation, etc. 

[0036] It wm be appreciated that the system configurations and eomponents described 

herein are illustrative and that variations and modifications are possible. The PCD and/or 

accessory may have other capabilities not specifically described herein (e.g., mobile phone, 

global positioning system (GPS), broadband data communication, Internet connectivity, etc.). 

30 [00:37] Further, while the PCD and accessory are described herein with reference to 

particular blocks, it is to be understood that these blocks are defined fi.)r convenience of 

description and are not intended to imply a paitieular physical an-angement of cornponent 

parts. Further, the blocks need not correspond to physically distinct components. Blocks can 
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be configured to perfom1 various operations, e.g., by programming a processor or providing 

appropriate control circuitry, and various blocks might or might not be reconfigurable 

depending on how the initial configuration is obtained. Embodiments of the present 

invention can be realized in a variety of apparatus including electronic devices implemented 

5 using any combination of circuitry and software. 

[0038] Accessory I/0 interface 414 of PCD 402 and PCD l/0 interface 426 of accessory 

420 allow PCD 402 to be connected with accessory 420 and subsequently disconnected from 

accessory 420. As used herein, PCD 402 and accessory 420 are "connected" whenever a 

communication channel is open between PCD I/0 interface 426 and accessory I/0 interface 

10 414. Su.ch connection can be achieved via direct physical connection, e.g., 'ivith mating 

connectors; indirect physical connection, e.g., via a cable; and/or wireless connection, e.g., 

via Bluetooth. PCD 402 and access01y 420 are said to be "docked" whenever an electrical 

connection is established between pins of PCD I/0 interface 426 and corresponding pins of 

accessory I/0 interface 414. Docking can be achieved directly, e.g., with mating com1ectors, 

15 or indirectly, e.g., via a cable. In the case of an indirect connection, the connectors for 

accessory 420 and PCD 402 need not have conesponding form factors or numbers or 

arrangements of pins. 

[0039] In some embodiments, PCD 402 and accessory 420 can communicate while 

connected (e.g., docked) by exchanging commands and data according to a PCD-specific 

20 protocol. The commands and data can be comrmmicated, e.g., using lJSB Human Interface 

Device (HID) as a transport or using another transport provided by accessory l/0 interface 

414 and PCD VO interface 426. The PCD-specific protocol defines a fimnat for messages to 

be exchanged bet,veen PCD 202 and accessory 220. For instance, the PCD-specific protocol 

may specify that each message (also reforred to herein as a command) is sent in a packet with 

25 a header and an optional payload. The header provides basic infonnation (e,g., a start 

indicator, length of the packet, and a command code identifying a command to be processed 

by the recipient), while the payload provides any data associated with the command; the 

amount of associated data can be different for different commands, and some commands may 

provide for variable-length payloads. In some embodiments, the commands may be defined 

30 such that any particular command code is valid in only one direction. The packet can also 

indude error-detection or error-correction codes as known in the art. 

[00401 The accessory protocol can define a number of "lingoes," where a "lingo" is a group 

of related commands that can be supported ( or unsupported) by various classes of 

accessones. In one embodiment, a command code can include a first byte identit}ing the 
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Jingo to which the command belongs and a second byte identifying the pmiicu1ar command 

within the lingo. Other command structures may also be used. It is not required that all 

accessories, or all PCDs to which an accessory can be com1ected, support every lingo defined 

\Vithin the accessory protocol. 

5 [00411 ln some embodiments, every accessory 420 and every PCD 402 that use the 

PCD-·specific protocol support at least a "general" lingo that includes commands common to 

the PCD and all accessories. The general Jingo can include commands enabling the PCD and 

the accessory to identify and authenticate themselves to each other and to provide general 

inforniation about their respective capabilities, including whi.ch (if any) other lingoes each 

10 supports. The general lingo can also include authentication commands that the PCD can use 

to verify the purported identity and capabilities of the accessory (or vice versa), and the 

accessory (or PCD) may be blocked from invoking certain (or all) commands or lingoes if the 

authentication is unsuccessful. Jn addition, in some embodiments the PCD can block the 

accessory from using USB functionality of the PCD if authentication is unsuccessful. 

15 [00421 A PCD-specific protocol can also include various other lingoes, such as a simple 

remote lingo that allows accessory 420 to send a command indicating a function of PCD 402 

to be invoked, a remote user interface lingo that can be used to communicate commands and 

data related to replicating all or part of a user interface of PCD 402 on accessory 420 (thereby 

supporting a more advanced remote control), a tuner lingo that allows a user to control a 

20 tuner accessory 420 by operating PCD 402, a storage lingo that allows accessory 420 to store 

data on PCD 402, and so on. Any lingo or combination oflingoes or other commands or 

groups of commands can be used in cormection with a PCD-specific protocol. 

100431 In some embodiment, the PCD-specific protocol can provide a software-based 

mechanism that allows an accessory lo communicate a desired configuration for an 

25 asymmehic protocol to the PCD. For example, in the case where the asymmetric protocol is 

USB, the commands can include a GetUSBAfode command, a ReturnUSBMode command 

and a SetUSBA1ode command. The GetUSBMode command can be sent by the accessory to 

the PCD to request the current USB operating mode of the PCD. The PCD can respond with 

the ReturnUSBAJode command, whose payload can include a parameter indicating the current 

30 USB mode (for example, USB host, USB device, or unconfigured). A SetUSBMode 

command can be sent by the accessory to change the USB mode; the payload of this 

command can include a parameter indicating the desired USB mode. Other commands can 

also be provided, and such commands cc=.m be part of a general lingo or a special-purpose 

lingo as desired. 
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[0044] In one embodiment using software mechanisms to control a USB configuration, the 

PCD and accessory can first connect using a transport (e.g., UART or a wireless transport) 

other than USB. The accessory can then send commands of the PCD-specific protocol to 

delennine the current USB mode of the PCD and/or to request that the PCD switch to the 

5 desired mode. 

[0045) In other embodiments, hardware mechanisms can be used to control configuration 

of the asymmetric protocol. By way of illustration, FIG. 5 is a simplified connection diagram 

i11ustrating connections that can be provided betvveen an accessory and a PCD according to 

an embodiment of the present invention. An accessory-side connector 502 is represented on 

10 the left and a PCD-side connector 504 on the right. In some (,'111bodiments, accessory~side 

connector 502 can be part of PCD I/O interface 426 of accessory 402 of FIG. 4, and 

PCD-side conr1ector 504 can be pait of accessory I/0 interface 414 of PCD 402 ofFICL 4. In 

other embodiments, features of accessory-side connector 502 can be incorporated, e.g., into 

connector 108 of FlG. 1, with only pins relevant to operation of the accessory being 

15 connected to vvires of cable 106. 

[0046} In this example, PCD-side connector 504 provides a number of pins 510. (Herein, 

multiple instances oflike objects are denoted vvith reference numbers identifying the object 

and parenthetical numbers identif'.ying the instance where needed.) These pins include a 

number of ground (Ci-ND) pins 510(1), 510(2), 510(8) and 510(10); USB D·+- pin 510(2) and 

20 D- pin 510(3) for exchanging USB signals vvith the accessory; Vsus pin 510(4) that can 

receive power (e.g., at 5.0 V) from an accessory; \/p pin 510(5) that can provide power (e.g., 

ai 3 .3 V) to an accessory; and accessory identification pins 510(6) and 510(7). Other pins, 

e.g., pin 510(9) can provide signals not relevant to the present description, such as UART 

signals, Fire Wire signals, audio and/or video output signals to the accessory in digital andior 

25 analog formats, audio input signals frmn the accessory, and so on. In one embodiment, 

PCD-side connector 504 can have a total of 30 pins; the number and arrangement of pins can 

be varied as desired. In some embodiments, ground pins 510(1 ), 510(2), 510(8) and 510( 10) 

can be made longer than all other pins 510 so that the ground connections are first to be made 

and last to be broken as PCD-side connector 504 engages with and disengages from 

30 accessory-side connector 502. Such a confi6111ration can reduce the risk of electrical damage 

to a PCD during docking and undocking. 

[0047] Similarly, accessory-side connector 502 provides a number of pins 512" These pins 

include ground pins 512(1), 512(2), 512(8) and 512(] 0); USB D+ pin 512(2) and D- pin 

512(3) for exchanging USB signals with the accessory; Vnus pin 512(4) that can provide 
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power (e.g., at 5.0 V) to a PCD; Vp pin 512(5) that can receive power (e.g., at 3.3 V) from a 

PCD; and accessory identification pins 512(6) and 512(7). Other pins, e.g., pin 512(9) can 

provide signals not relevant to the present description, such as UART signals, Fire Wire 

signals, audio and/or video input signals from the PCD in digital and/or analog fom1ats, audio 

5 output sig11a1s to the PCD, and so on. In one embodiment, accessory-side connector 502 can 

have a total of 30 pins; the number and arrangement of pins can be varied as desired. 

[0048] As shown, PCD-side connector 504 and accessory-side com1ector 502 provide the 

electrical connections required for a standard USB co111,ection (bidirectional D+ and D­

signals, VBus, and ground), although not necessarily in a form factor compliant with OSB 

10 standards. Accessories that provide a USB port with a standard form factor can he connected 

to PCD-side connector 504 using a cable (not shown in FIG. 5) that passes through the USB 

signals from accessory-side connector 502 to a standard USB connector (not shown). Any 

pins of accessory-side connector 502 that are not actually connected to the accessory can he 

left floating or tem1inated to prevent line noise as appropriate, or unused signal contacts may 

15 simply be omitted. 

l0049] FIG. 5 illustrates a technique that can be used in one embodiment to identify 

whether the PCD should operate in a lJSB host or USB device mode when connected to an 

accessory by using signals generated on accessory identification pins 510(6) and 510(7\ 

Specifically, accessory-side connector 502 includes identification resistor 520 connected 

20 between pins 512( 6) and 512(7). On PCD-side connector 504, pin 510( 6) is connected via a 

pulJ-up resistor 524 to a reference voltage ( e.g., Vp, although a different voltage can also he 

used), Pin 510(7) is connected to ground, 

l0050l In operation, 'Nhen accessory-side connector 502 is com1ected to PCD-side 

connector 504, electrical contact is achieved between pins 512(6) and 510(6) and between 

25 pins 512(7) and 510(7). A voltage difference develops between nodes 526 and 528, and this 

difference is detected by sensor 530 (e.g., implementing sensor 416 of FIG. 4). Since puH--up 

resistor 524 is fixed, the voltage diffi.~rence corresponds to the resistance (Rm) of 

identification resistor 520. Thus, sensor 530 can detect the resistance Rm. 1n some 

embodiments, sensor 530 can output an analog or digital signal indicative of the resistance. 

30 In the embodiment of FIG. 4, this signal can be delivered to power control module 410; the 

sensor signal can also be delivered to processor 404 and/or other components of PCD 402. 

f0051] In one embodiment, different resistance values Rw are associated with different 

USB operating modes of the PCl), For instance, a first resistance value can indicate that the 
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PCD should operate in a USB host rnode while a second resistance value can indicate that the 

PCD should operate in a USB device mode. Certain embodiments may also use other 

resistance values to provide other information. For example, the USB standard defines 

various configurations that a USB device can present to a USB host, such as "human 

5 interface device" (HID) configuration or "rnass storage device" configuration. Different 

resistance values Rm can be associated with each of these USB device configurations. 

Accordingly, the same PCD can present a lJSB host mode to a first accessory, a USB device 

mode in an HID configuration to a second accessory, and a USB device mode in a mass 

storage configuration to a third accessory, depending on the resistance Rm detected between 

10 pins 510(6) and 510(7) by sensor 530. 

[0052] In some embodiments, some accessories can have connectors 502 that do not 

provide an identification resistor 520. For example, pins 512(6) and 512(7) can be shorted 

together, or they can be disconnected from each other. In such embodiments, the absence of 

resistor 520 can be detected by sensor 530 and interpreted as a request for fhe PCD's 

15 "default" mode of operation. In one embodiment, the PCD operates in a mass-storage USB 

device mode by default and only switches to USB host mode if the specific resistance R1r; 

associated with PCD-as-USB host configuration is detected. 

[0053] It will be appreciated that the connector configuration described herein is illustrative 

and that variations and rnodifications are possible. Different numbers and/or arrangements of 

20 pins can be substituted. The connector fom1 factors rnay also vary. In the embodiment 

shown in FIG. 5, the PCD provides power on one pin when it is the USB host but receives 

power on a different pin when it is the USB device. Different accessories can thus connect to 

one power pin or the other, depending on whether the accessory 1s the USB device or the 

USB host, and do not need to (but may) connect to both. In other embodiments, the same pin 

25 can be operated bidirectionally, with the PCD either receiving or supplying a voltage on that 

pin depending on whether it is the USB host or the USB device. Further, although in some 

embodiments, the power level is different between PCD-as-USB host and PCD-as-USB 

device modes, this is also not required. lf the PCD as USB host does provide different 

power, any accessories operating as USB devices can be configured to accept the power as 

30 provided. For example, an accessory may have a battery or connect to an external power 

source if it requires more power than the PCD provides. Further, the PCD may use sig1ial 

levels on the USB D+/D- lines that are limited to a rnaxirnum voltage level equal to the V p 

line, and accessories can be configured to detect these voltage levels. 

13 

Microchip Ex. 1010, p. 321 
Microchip v. Aptiv 

PGR2024-00011



[0054] ln some embodiments, the accessory can simply provide a standard USB interface 

with a 1JSB connection port having any standard form factor. The accessory may be fixedly 

configured to operate as either a USB host or a USB device. For pmvoses of connecting the 

accessory to aPCD implementing the identification scheme of FIG. 5, a cable such as cable 

5 106 of FIG. 1 or cable 306 of FIG. 3 can be configured with the appropriate resistor disposed 

within the PCD connector ( e.g., connector 108 of FIG. I or connector 308 of FIG. 3). lf tht': 

accessory operates as a USB host, the V 8 us pin of cormector 502 can be connected to the 

USB VBus pin. If the accessory operates as a USB device, the Vp pin of connector 502 can 

be connected to the USB Vm;s pin, 

10 [00551 ln some embodiments, an accessory can select or change its identification resistance 

Rw to request different USB modes at different times, For example, an accessory with which 

a PCD can dock may provide both a user input device (e.g., keyboard, mouse) or other 

apparatus that presents as a USB device and a pass-through to a personal computer or other 

apparatus that presents as a USB host Except when the PCD is actually in communication 

15 with the USB host, it can be instrncted by the accessory to operate in USB host mode. ln 

some embodiments, the accessory can dynamicaHy switch the resistance Rw during 

operation. The PCT) can monitor the identification pins, detect a change in Rw, and switch its 

USB mode accordingly. 

[0056J Further, some accessories may be equipped with a standard USB On--the-Go 

20 receptade that includes an 1D pin in addition to the four standard USB pins; the ID pin 

indicates to the USB On-•the-Go accessory whether it should operate as a USB host or USB 

device. For coupling a PCD to such an accessory, a special role-selecting adapter can be 

provided (e.g., as a cable or unitary connector). One end of the adapter can include a 

connector that mates with the PCD and supplies a resistance Rm across the appropriate pins to 

25 indicate which USB mode the PCD should operate in, The other end of the adapter can 

include a connector that mates 'vvith the USB On-the-Go receptacle of the accessory and ties 

the lD pin to indicate that the accessory should operate in the other USB mode. Thus, for 

example, if Rm at one end of the adapter indicates that the PCD should operate as USB host, 

the USB On-the-Go ID pin at the other end would indicate that the accessory should operate 

30 as USB device. 

{0057] FIG. 6 is a flow diagram of a process 600 for establishing a connection to an 

accessory according to an embodiment of the present invention, Process 600 can be 

implemented, e.g., in program code executing on processor 404 of PCD 402 (FIG. 4), in 

dedicated control logic within accessory 1/0 interface 414, or in any combination thereof. 
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[00581 Process 600 starts (block 602) when accessory I/0 414 interface detects that contact 

has been established between its connector pins ( e.g., pins 5 l O of connector 504 in F1 G. 5) 

and corresponding pins of an accessory connector ( e.g., pins 512 of connector 502). At block 

604, sensor 530 can sense the resistance R1D across accessory identification pins 510(6) and 

5 510(7). 

[0059] At block 606, it is determined whether the sensed resistance RID corresponds to the 

resistance associated with a request for the USB host mode of the PCD. If so, then the PCD 

enters the USB host mode. If not, then at block 607, it is determined whether a host mode 

command (e.g., a SetUSBAfode command requesting USB host mode) has been received from 

10 the accessory. If the USB connection is not cmTently configured such that the accessory can 

use it to send PCD-specific protocol commands, another transport that has been configured 

(e.g., UART or a wireless transport) can be used fi..)r the command. If a host mode command 

is received at block 607, the PCD can enter the USB host mode even if no resistance Rm or a 

resistance RH) not associated ,vith host mode was sensed at block 606. 

15 [0060] Thus, the PCD can entersUSB host mode either in response to sensing the 

appropriate resistance Rm at block 606 or receiving a command requesting host mode at 

b1ock 607. Entering host mode can include various actions. For example, at block 608, the 

PCD can provide power to the accessory, e.g., via V p pin 510( 5). The power provided to the 

accessory can be the same as or different from standard USB power levels, as described 

20 above. Al block 610, the PCD can receive enumeration data from the accessory (which is 

operating in USB device mode) via D+/D-pins 510(2), 510(3). Enumeration can be 

implemented according to USB standards, with the accessory providing various identifiers 

such as a vendor identifier and a model identifier. In some embodiments, the enumeration 

data can also include data specific to interaction with the PCD, such as whether the accessory 

25 supports communication using a PCD-specific protocol via the tJSB connection. 

[0061] On the other hand, if block 606 results in a detem1ination that the sensed resistance 

Rm does not correspond to the resistance associated with a request fix the USB host mode of 

the PCD and block 607 results in a determination that no command requesting lJSB host 

mode has been received, then the PCD can enter a USB device mode. For example, at block 

30 612, the PCD can receive USB power (e.g., 5 V) from the accessory, e.g., via VBus pin 

510(4). At block 614, the PCD can provide enumeration data to the accessory (which is 

acting as a USB host) via D+/D- pins 510(2), 510(3). Similarly to the case where the PCD is 

acting as USB host, enumeration can be implemented according to USB standards, in this 

15 

Microchip Ex. 1010, p. 323 
Microchip v. Aptiv 

PGR2024-00011



case with the PCD providing various identifiers such as a vendor identifier and a model 

identifier, 

[0062] After enumeration completes, the PCD and accessory can begin to exchange signals 

via the USB D+ and D-- pins, regardless of which of the two is the USB host. Thus, for 

5 example, the PCD can provide USB digital audio to the accessory, or the accessory can 

transfer various data files to or from the PCD, or the like. 

[0063] In some embodiments, the PCD can control the availability of USB fonctionality 

atler enumeration. For example, at block 620, regardless of whether the PCD or accessory 

acts as lJSB host, the PCD can detet1nine whether the accessory suppo1is communkation 

10 using a PCD--specific protocol via the USB port or in some instances another port. ff the 

PCD-specific protocol is not supported, then process 600 can exit (block 622). In some 

embodiments, the PCD can permit the accessory to use at least some USB functionality even 

if the PCD-specifi.c protocol is not supported; in other embodiments, the PCD locks out 

further lJSB communication with any accessory that does not support the PCD--speciftc 

15 protocol. 

[0064] If the ?CD-specific protocol is supported, then at block 624, the PCD can receive 

identification data from the accessory. This data can include, e.g., a list of which lingoes of 

the PCD-speci:fic protocol are suppotied by the accessory, infom1ation as to the accessory's 

preferences for initial configuration (such as whether various inputs and/or outputs should be 

20 enabled or disabled), and so on. In some embodiments, the identification data can be sent by 

the accessory using one or more commands of a general Hngo of a PCD-specific protocol via 

the USB transport link that has been established. 

[0065] A,t block 626, the PCD can initiate an authentication process -with the accessory. In 

some embodiments, the authentication operation can include verifying a digital certificate 

25 provided by the accessory and testing a cryptological digital signature provided by the 

accessory against a public key associated vvith the digital certificate. In some embodiments, 

authentication operations may be facilitated using an authentication controller that can be 

embedded into PCD VO interface 432 of accessory 420 as shown in FIG. 4, In other 

embodiments, an authentication controller may be embedded in a cabk connecting the 

30 accessory to the PCD, and authentication for the USB connection can be provided by a 

controller that communicates using pins other than the USB pins. 

[0066] At block 628, it is determined whether the authentication process succeeded. If so, 

then at block 630, the PCD can unlock USB fi.mctionality for use by the accessory. For 
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example, in some embodiments, the PCD can perrnit the accessory to enumerate and send 

certain commands of the PCD-specific protocol via the USB port without first having 

successfully authenticated. Following block 630, communication can continue (block 636) 

until the connection ,s tenninated. ln sorne embodiments, an established USB connection can 

5 be used at block 636 to exchange commands of the PCD-specific protocol with l.JSB as the 

transpoti" 

[00671 In some embodiments, communication at block 636 can include changing the mode 

of the USB connection. In some embodiments, afrer initially establishing a configuration for 

the tJSB connection, the accessory can change the established configuration, e,g., by 

10 changing Rw or by sending a SetUSBMode command. Depending on implementation, 

sending of a SetUSBMode command using llSB as the transport might or might not be 

supported; ifit is not, another transpmt (e"g,, lJART or wireless) can be used. 

[0068j lt at block 628, it is determined that the authentication process failed, then at block 

632, the PCD can notify the accessory of the authentication failure, and process 600 can end 

15 (block 634). In this case, the PCD can block the accessory from accessing PCD functionality 

such as commands of the PCD-specific protocol or USB fimctions such as file access, digital 

audio transfer, or the like. Unauthorized USB fonctions can be blocked, e.g., by the PCD 

refusing to respond to requests from the accessory (or sending error messages in response to 

such requests) and/or by the PCD not initiating certain USB operations such as audio output. 

20 In some embodiments, the PCD can selectively block or pennit access to USB functionality 

regardless of whether it is currently operating in USB host or USB device mode. 

[0069] It will be appreciated that the process described herein is illustrative and that 

variations and modifications are possible. Steps described as sequential may be executed in 

parallel, order of steps may be varied, and steps may be modified, combined, added or 

25 omitted. For example, in some embodiments, the accessory and PCD can initially establish 

communication using a transport other than USB ( e.g., UART or a wireless transport) and 

can perfonn the authentication process of the PCD-specific protocol hefr1re configuring the 

USB cormection. ln some embodiments of this kind, the PCD can disregard accessory 

requests for a patiicular USB configuration if the authentication fails. 

30 [0070] Some embodiments may provide only hardware control of the USB mode (e.g., 

using an idenrification resistor), only software control (e.g., using a mode-selection command 

of a PCD-specific protocol), or a combination of the two. For example, an identification 

resistor can be used to establish an initial configuration, which can later be changed by a 
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mode-selection command. Alternatively, the PCD can disregard (or treat as error) any 

received mode-selection command that conflicts with a mode selected based on an 

identification resistor. 

[0071 j In some embodiments, a PCD operating in USB host mode can support multiple 

5 concurrently connected USB devices. If, in such an arrangement, an accessory requests that 

the PCD switch to USB device mode while other USB devices are connected, the PCD can 

disregard the request and/or generate an error message to the requesting accessory. 

[0072] Embodiments described herein thus provide flexible communication betv;een a PCD 

and a range of different accessories by allowing the PCD to operate in either a lJSB host or 

10 l.JSB device mode and allowing the accessory to signal its preferred mode to the PCD. 

[0073] While the invention has been described with respect to specific embodiments, one 

skilled in the art wi11 recognize that numerous modifications are possible. For example, a 

"PCD" refers generally to any portable electronic device wilh any fom1 of communication 

and/or media playback capability; a broad range of functionality may be incorporated. 

15 Similarly, the term ''·accessory" includes any electronic device capable of docking or 

otherwise connecting vvith a PCD. 

[0074] USB is used herein as an example of an asymmetric protocol, where the term 

"asymmetric protocol" refers generally to a protocol for connecting two electronic devices in 

vvhich each electronic device plays a distinct role. In the context of USB, the roles arc 

20 commonly known as "host" and "device," and that terminology is used herein to distinguish 

t\vo different roles. However, it is understood that a variety of asymmetric protocols exist 

and the roles can be identified under other nomenclature (such as "master'' and "slave" or 

"A-type" and "B-type" or "first mode" and "second mode"). Techniques similar to those 

described herein can be applied to any other asymmetric protocol, thus allovving a connected 

25 PCD to change its role on a per-connection basis. Accordingly, the present invention is not 

limited to the context oflJSB but can be used in connection with any asymmetric protocol 

and any transport including wired and/or wireless transports. 

[0075] Embodiments of the present invention can be realized using any combination of 

dedicated components and/or programmable processors and/or other programmable devices. 

30 The various processes described herein can be implemented on the same processor or 

different processors in any combination. Accordingly, where components are described as 

being configured to perform certain operations, such configuration can be accomplished, e.g., 

by designing electronic circuits to perfonn the operation, by programming pro,grnmmab]e 

18 

Microchip Ex. 1010, p. 326 
Microchip v. Aptiv 

PGR2024-00011



electronic circuits (such as microprocessors) to perfrmn the operation, or any combination 

thereof. Processes can communicate using a variety of techniques including but not limited 

to conventional techniques for interprocess communication, and different pa1rs of processes 

may use different techniques, or the same pair of processes may use different techniques at 

5 different times. Further, while the embodiments described above may make reforence to 

specific hardware and software components, those skilled in the art will appreciate that 

different combinations of hardware and/or software components may also be used and that 

particular operations described as being implemented in hardvvare miglit also be implemented 

in software or vice versa. 

IO [0076] Computer programs incorporating various features of the present invention may be 

encoded on various computer readable storage media; suitable media include magnetic disk 

or tape, optical storage media such as compact disk (CD) or DVD (digital versatile disk), 

flash memory, and the like. Computer readable media encoded with the program code may 

be packaged with a compatible electronic device, or the program code may be provided 

15 separately from electronic devices (e.g., via Internet download). 

[0077] Thus, although the invention has been described with respect to specific 

embodiments, it will be appreciated that the invention is intended to cover all modificatjons 

and equivalents within the scope of the following claims. 
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WHAT IS CLAIMED IS: 

1 l. A method for use in a portable communication device, the method 

2 comprising: 

3 establishing a connection to an accessory; 

4 determining whether a mode-selecting signal is received from the accessory, 

5 the mode-selecting signal indicating whether the portable communication device is to operate 

6 in a first mode or a second mode of an asymmetric communication protocol; 

7 in the event that the mode-selecting signal is received from the accessory, 

8 operating the portable communication device in the mode indicated by the mode--selecting 

9 signal; and 

10 in the event that the mode-selecting signal is not received from the accessory, 

11 operating the portable communication device in the first mode of the asymmetric 

12 con1inunicatior1 protocol. 

1 The method of claim 1 wherein the connection to the accessory is 

2 established using a connector having a plurality of pins and wherein determining whether the 

3 mode-selecting signal is received from the accessory includes: 

4 sensing a resistance across two pins of the plurality of pins; and 

5 determining whether the sensed resistance satisfies a first criterion, 

6 wherein the second mode is indicated in the event that the sensed resistance 

7 satisfies the first criterion. 

1 The method of claim 2 vvherein the two pins that are used for sensing 

2 the resistance are used exclusively for sensing the resistance. 

4. The method of claim 2 wherein the asymmetric communication 

2 protocol is a Universal Serial Bus (USB) protocol, the first mode ccmesponds to a device 

3 mode of the USB protocol, and the second mode corresponds to a host mode of the USB 

4 protocol. 

1 5. The method of claim 4 farther comprising: 

2. determining whether the sensed resistance satisfies a second criterion, 

3 wherein operating the portable communication device in a first mode of the 

4 asymmetric communication protocol includes: 
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5 

6 

7 

8 

9 

10 

1 

operating the portable communication device in a Human Interface 

Device configuration of a device mode of the USB protocol in the event that the 

sensed resistance satisfies the second criterion; and 

operating the portable communication device in a mass storage 

configuration of the device mode of the USB protocol in the event that the sensed 

resistance does not satisfy the second criterion. 

6. The method of claim 1 wherein the portable communication device 

2 forther supports a device-specific protocol, the method further comprising: 

3 initiating an authentication operation with the accessory according to the 

4 device-speci-fic protocol; 

5 detem1ining whether the authentication operation is successful; and 

6 in the event that the authentication operation is not successfoI, blocking the 

7 accessory from using at least one function associated with the asymmetric communication 

8 protocol. 

'I ,. The method of claim 1 wherein the connection to the accessory is 

2 established using a connector having a p1urality of pins and wherein: 

3 operating the portable communication device in the first mode includes 

4 receiving a first voltage level on a first power pin of the plurality of pins, and 

5 operating the portable communication device in the second mode includes 

6 providing a second voltage level on a second power pin of the plurality of pins, wherein the 

7 first voltage level is greater than the second voltage level. 

1 8. The method of claim 1 wherein detem1ining whether a mode-selecting 

2 signal is received from the accessory includes determining whether a mode--selecting 

3 command has been received from the accessory. 

1 9. A portable communication device comprising: 

2 a processor; 

3 a power control module coupled to the processor; and 

4 an accessory interface coupled to the processor and the power control module, 

5 the accessory interface including: 

6 a connector having a plurality of pins, the plurality of pins inciuding a 

7 data pin associated with an asymmetric communication protocol, a pm,ver input pin 

21 

Microchip Ex. 1010, p. 329 
Microchip v. Aptiv 

PGR2024-00011



8 

9 

10 

11 

12 

14 

L5 

16 

17 

18 

1 

coupled to the power control module, a power output pin coupled to the power control 

module, and a pair of accessory identification pins; and 

a sensor connected to detect a resistance applied across the pair of 

accessory identification pins and configured to generate an identification signal 

indicative of the detected resistance, 

wherein the power control module is configured to determine, based on the 

identification sig,.'1.a], whether to provide a first powc:r to the power output pin or to receive a 

second power from the power input pin; and 

wherein the acc(~ssory interface is configured to detem1ine, based at least in 

part on the identification signal, whether to operate in a first mode or a second mode of the 

asymmetric communication protocol. 

10. The portable communication device of claim 9 wherein the asymmetric 

2 communication protocol is a USB protocol. 

1 11. The portable communication device of claim 9 wherein the power 

2 control module is further configured such that the first power and the second power are at 

3 different voltage levels. 

p The portable communication device of claim 9 wherein the accessory 

2 interface is fi.nther configured to receive a mode-selection command from the accessory and 

3 to detennine whether to operate in the first mode or the second mode of the asymmetric 

4 communication protocol based in part on the identification signal and in part on the received 

5 mode-selection command. 

1 13. A portable communication device comprising: 

2 a processor; and 

3 an accessory interface coupled to the processor, the accessory interface being 

4 configured to selectively operate in a first mode or a second mode of an asymmetric 

5 communication protocol, 

6 the accessory interface being further configured to receive a mode-selection 

7 command from the accessory and to determine, based at least in part on the mode-selection 

8 command, whether to operate in the first mode or the second mode of the asymmetric 

9 communication protocol. 

1 14. The portable communication device of claim 13 \Vherein the 

2 asymmetric communication protocol is a USB protocol. 
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15. The portable communication device of claim 13 wherein the accessory 

2 interface includes a connector having a plurality of pins, the plurality of pins including a 

3 pov,:er input pin and a power output pin, the portable communication device farther 

4 comprising: 

5 a pow,~r control module coupled to the power input pin and the power output 

6 pm, 

7 the power control module being confi~,ured to receive power fi:-om the power 

8 input pin when the accessory interface is operating in the first mode of the asymmetric 

9 communication protocol and to provide power to the power output pin vvhen the accessory 

10 interface is operating in the second mode of the asymmetric communication protocol. 

16. An accessory for use v:ith a portable communication device, the 

2 accessory compnsmg: 

3 a controller operable in a device mode of a Universal Serial Bus (USE) 

4 protocol; 

5 a connector coupled to the contro11er and adapted to connect to a portable 

6 communication device, the connector having a plurality of pins, the plurallty of pins 

7 including a 1JSB power pin, a USB ground pin, two USB data pins, and a pair of accessory 

8 identification pins; and 

9 a resistor connected between the accessory identification pins, wherein the 

10 resistor has a resistance value indicating to the portable communication device that the 

11 portable communication device should operate in a host mode of the USB protocol. 

17. The accessory of claim 16 wherein the plurality of pins ·f .. 1rther 

2 includes a power input pin to receive pov;rcr from the portable communication device. 

18. The accessory of claim 1 7 wherein the power received from the 

2 portable communication device is at a lower voltage level than a standard VSB voltage kweL 

19. The accessory of claim 18 wherein the power received from the 

2 portable communication device is at a voltage level of approximately 3 .3 volts. 

20. A method for use in an accessory, the method comprising: 

2 establishing a connection to a portable communication device, wherein the 

3 portable communication device is switchable between a first mode and a second mode of an 

4 asy111metric comrrrnnication protocol; 

23 

Microchip Ex. 1010, p. 331 
Microchip v. Aptiv 

PGR2024-00011



5 sending a first command to the portable communication device, the first 

6 command specifying a first requested mode of operation to be used by the portable media 

7 device, the first requested mode being one of the first mode or the second mode, 

8 wherein in the event that the accessory operates in the first mode of the 

9 asyrnmetlic communication protocol, the requested mode is the second mode, and wherein in 

l 0 the event that the accessory operates in the second mode of the a.<,ymmetric communication 

11 protocol, the requested mode is the first rnode; and 

12 communicating with the portable media device using the asymmetric 

13 communication protocol. 

21. TI1e method of claim 20 fo1iher comprising: 

2 prior to sending the first command, selecting the requested mode based at least 

3 in part on a current configuration of the accessory. 

1 22. The method of claim 20 wherein the first command is sent using a 

2 transp01i that is independent of the asymmetric communication protocol. 

23. The method of claim 20 farther comprising: 

2 sending a second command to the portable communication device, the second 

3 command specifying a second requested mode of operation to be used by the portable media 

4 device, the second requested mode being different from the first requested mode. 

24. A method for use in an accessory, the method comprising: 

2 establishing a connection to a portable communication device using a 

3 connector having a plurality of pins, wherein the portable communication device is 

4 switchable between a first mode and a second mode of an asymmetric communication 

5 protocol; 

6 applying a resistance across a first pin and a second pin of the plurality of pins, 

7 wherein the resistance has a value indicating io the portable communication device that the 

8 accessory operates in the first mode of the asymmetric communication protocol; 

9 receiving power from the portable communication device via a third pin of the 

10 plurality of pins; and 

11 communicating with the portable communication device using the first mode 

12 of the asymmetric communication protocol. 
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25. The mc:t.hod of claim 24 wherein the asymmetric communication 

2 protocol is a Universal Serial Bus (USB) protocol and the first mode is a device mode of the 

3 USB protocol. 

1 26. The method of claim 25 wherein receiving the power from the portable 

2 communication device includes receiving the power at a voltage level lower than a standard 

3 voltage level of the USB protocol. 

The method of claim 25 wherein communicating with the portable 

2 communication device using the first mode of the asy11nnetric communication protocol 

3 includes sending USB-cornpliant enumeration data to the portable communication device. 

28. The method of claim 27 further comprising, after sending the 

2 lJSB-compliant enumeration data: 

3 sending a command to the portable communication device, wherein the 

4 command is one of a plurality of commands of a device-specific protocol suppotted by the 

5 portable communication device, 

6 wherein sending the command includes using the asymmetric communication 

7 protocol as a transport. 
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Response to Non-Final Office Action mailed February 18, 2021 
US Patent App No. 16/660,083 
Page 5 of9 

REMARKS 

The present amendment is responsive to the Non-Final Office Action of February 18, 2021. 

Claims 1-2 and 4-8 have been amended and claims 3 and 11 have been cancelled. Following entry 

of the preceding amendments, claims 1, 2, and 4-10 are pending. 

Election/Restrictions 

Applicant hereby confirms the election of Species I ( claims 1-10) made by Applicant's 

representative Robert Myers during a telephone call with Examiner Ernest Unelus on February 10, 

2021. This election of Species I is made without traverse and Species II (claim 11) is cancelled. 

Claim Objections 

Claims 1-4 and 7 were objected as being indefinite for failing to particularly point out and 

distinctly claim the subject matter in which is regarded as the invention. 

Applicant respectfully submits that the objection to claims 1-4 1s obviated by the 

amendment of claim 1 to recite "receiving a first USB signal from the USB device via the USB 

port while the USB device is operating in the USB host mode" and "receiving a second USB signal 

from the USB device via the USB port while the USB device is operating in the USB device 

mode". 

Applicant further submits that the objection to claim 7 is obviated by the amendment of 

claim 7 to be dependent upon claim 6. Applicant respectfully requests that the objections to claims 

1-4 and 7 be reconsidered and withdrawn. 

Claim Rejections - 35 U.S.C. §102 

Claims 1-2 and 4-10 were rejected as being anticipated by Wright (US Pat. No. 7,502,878). 

For an invention to be anticipated, it must be demonstrated that each and every element of 

the claimed invention is present in the "four comers" of a single prior art, either expressly described 

therein or under the principle of inherency. Lewmar Marine Inc. v Barient Inc., 3 USPQ2d 1766, 

1767-1768 (Fed. Cir. 1987) (emphasis added). The absence from a prior art reference of any 

claimed element negates anticipation. Kloster Speedsteel AB v. Crucible, Inc., 230 USPQ 81, 84 

(Fed. Cir. 1986). 

Microchip Ex. 1010, p. 341 
Microchip v. Aptiv 

PGR2024-00011



Response to Non-Final Office Action mailed February 18, 2021 
US Patent App No. 16/660,083 
Page 6 of9 

Amended claim 1 recites: "A method for providing efficient communications among USB 

components of a data communication system that includes a first input port, a second input port, a 

USB host, a USB bridge distinct from the USB hub, an embedded USB host, and a USB port 

connected to a USB device capable of operating in a USB Host mode and a USB device mode, 

said method comprising the steps of: 

receiving a first USB signal from the USB device via the USB port while the USB device 

is operating in the USB host mode; 

routing the first USB signal from the USB device via the USB bridge to the embedded 

USB host; 

receiving a second USB signal from the USB device via the USB port while the USB 

device is operating in the USB device mode; and 

routing the second USB signal from the USB device via a USB hub to the embedded USB 

host, wherein the first and second USB signals are routed via only one of the USB bridge or the 

USB hub". 

The Office Action points to the multiplexer 36 of Wright to show the claimed USB bridge 

and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, a first USB signal from 

the USB host 3 lB to the USB host 3 lA passes only through the multiplexer 36 while a second 

USB signal from the USB device 42 to the USB host 3 lA passes through both the hub logic 36 

and the multiplexer 36. Wright does not show that the first and second USB signals are routed via 

only one of the USB bridge or the USB hub. Since Wright does not show each and every element 

of amended claim 1, it is not anticipated. Claims 2 and 4 depend upon claim 1 and are allowable 

therewith. 

Amended claim 5 recites, in part, "determining, via the signal detection circuit, whether 

the USB signals emanating from the consumer USB device indicate that the consumer USB device 

is operating in a USB host mode and if so, routing said USB signals via a USB bridge to said first 

USB port while bypassing the USB hub" and "determining, via the signal detection circuit, 

whether the USB signals emanating from the consumer USB device indicate that the consumer 

USB device is operating in a USB device mode and if so, routing said USB signals via a USB hub 

to said first USB port while bypassing the USB bridge". 
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Again, the Office Action points to the multiplexer 36 of Wright to show the claimed USB 

bridge and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, the USB signals 

are routed from the USB host 3 lB to the USB host 3 lA only through the multiplexer 36 while the 

USB signals are routed from the USB device 42 to the USB host 3 lA through both the hub logic 

36 and the multiplexer 36. Wright does not show routing the USB signals via the hub logic 38 to 

the first USB port 40E connected to the USB device 42 while bypassing the multiplexer 36. Since 

Wright does not show each and every element of amended claim 5, it is not anticipated. 

Amended claim 6 recites, in part, "routing the second USB signals not determined to 

emanate from a USB host via a USB hub to said first USB host, wherein the second USB signal 

bypass the USB bridge". 

Once more, the Office Action points to the multiplexer 36 of Wright to show the claimed 

USB bridge and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, a first USB 

signal from the USB host 3 lB to the USB host 3 lA passes only through the multiplexer 36 while 

a second USB signal from the USB device 42 to the USB host 3 lA passes through both the hub 

logic 36 and the multiplexer 36. Wright does not show routing the USB signals via hub logic 38 

to the USB device 42 connected to the first port 40E while bypassing the multiplexer 36. Since 

Wright does not show each and every element of amended claim 6, it is not anticipated. Claim 7 

depends upon claim 6 and is allowable therewith. 

Amended claim 8 recites, in part, "establishing a first communication path via a USB 

bridge between said first USB host and said second USB signal source which bypasses a USB hub 

if said second signal emanates from the second USB host" and "establishing a second 

communication path via a USB hub between said first USB host and said second USB signal source 

which bypasses the USB bridge if said second USB signal is determined not to emanate from the 

second USB host". 

Yet again, the Office Action points to the multiplexer 36 of Wright to show the claimed 

USB bridge and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, a first 

communication path from the USB host 3 lB to the USB host 3 lA that passes only through the 

multiplexer 36 while a second communication path from the USB device 42 to the USB host 3 lA 

passes through both the hub logic 36 and the multiplexer 36. Wright does not show establishing a 

second communication path from the USB device 42 to the USB host 3 lA which bypasses the 

Microchip Ex. 1010, p. 343 
Microchip v. Aptiv 

PGR2024-00011



Response to Non-Final Office Action mailed February 18, 2021 
US Patent App No. 16/660,083 
Page 8 of9 

multiplexer 36 when the second USB signal is determined not to emanate from the USB host 3 IB. 

Claims 9 and IO depend upon claim 8 and are allowable therewith. 

Claim Rejections - Nonstatutory Double Patenting 

The Office has concluded that claims 1-2 and 4-10 are unpatentable over claims 1-17 of 

U.S. Patent No. 9,460,037, claims 1-20 of U.S. Patent No. 9,619,420, and claims 1-6 of U.S. Patent 

No. 10,545,899. Therefore, the Office has provisionally rejected these claims on the ground of 

nonstatutory obviousness-type double patenting. 

Applicant acknowledges the rejection and its provisional nature as the current claims are 

not under an indication of allowance. At such time when the claims are allowed, Applicant will 

address the rejection. 

Applicant notes that there are other arguments that may be presented to overcome the 

objections and rejections made in this Office Action, but those additional arguments have not been 

presented here in the interest of brevity. Applicant reserves the right to present any of these 

additional arguments in a later filed response or brief. 
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CONCLUSION 

Applicant respectfully submits that the claims are m condition for allowance, and 

notification to that effect is earnestly requested. The Examiner is invited to telephone Applicant's 

attorney at (952) 697 .2641 to facilitate prosecution of this application. 

Please charge any additional fees or credit any overpayment to Deposit Account No. 50-

3141 being used for payment today. 

Dated: May 17, 2021 

RJM/cas 

Respectfully submitted, 

Billion & Armitage 
7401 Metro Blvd., Suite 425 
Minneapolis, MN 55439 
(952) 697 .2630 - main phone 
(952) 697 .2631 - facsimile 

By_~/_R_o_b_er_t~J_.M____.y_e_rs~/ __ 
Robert J. Myers 
Reg. No. 69,783 
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Amendments to the Claims: 

This listing of claims will replace all prior versions and listings of claims in the application. 

Listing of Claims: 

1. (Currently amended) A method for providing efficient communications among USB 

components of a data communication system that includes multiple USB hosts and multiple 

USB devices a first input port, a second input port, a USB host, a USB bridge distinct from 

the USB hub, an embedded USB host, and a USB port connected to a USB device capable 

of operating in a USB Host mode and a USB device mode, said method comprising the 

steps of: 

providing a first input port for receiving a first USB signal from a first USB host 

the USB device via the USB port while the USB device is operating in the USB host mode; 

providing a second input port for routing the first USB signal from the USB device 

via the USB bridge to the embedded USB host; 

receiving a second USB signal;routing the second USB signal from a second the 

USB hes-t device via [[a]] the USB bridge to said first port while the USB hes-t, device is 

operating in the USB device mode; and 

routing the second USB signal from [[a]] the USB device via a USB hub to s-aia 

first USB host the embedded USB host, wherein the first and second USB signals are 

routed via only one of the USB bridge or the USB hub. 

2. (Currently amended) The method according to claim 1, wherein said second first USB 

signal from the second USB host is not routed device to the first embedded USB host -via 

bypasses the USB hub. 

3. (Cancelled) 

4. (Currently amended) The method according to claim 1, wherein the second USB signal 

from the second USB device to the embedded USB host is transmitted to the first USB host 

-via bypasses the USB bridge and the USB hub. 
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5. (Currently amended) A method, comprising the steps of: 

providing a first USB port for communication with a USB host; 

providing a second USB port for communicating with a consumer USB device; 

providing a signal detection circuit for receiving USB signals from the consumer 

USB device via said second USB port; 

determining, via the signal detection circuit, whether the USB signals emanating 

from the consumer USB device indicate that the consumer USB device is operating in a 

USB host mode and if so, routing said USB signals via a USB bridge to said first USB port 

while bypassing the USB hub; 

determining, via the signal detection circuit, whether the USB signals emanating 

from the consumer USB device indicate that the consumer USB device is operating in a 

USB device mode and if so, routing said USB signals via the USB hub to said first USB 

port while bypassing the USB bridge. 

6. (Currently amended) A USB communication management method for interconnecting 

sources of USB signals, said method comprising the steps of: 

receiving first USB host signals from a first USB host; 

receiving second USB signals from a second USB signal source; 

determining whether the second USB signals emanate from a second USB host; 

routing the second USB signals emanating from the second USB host via a USB 

bridge to said first USB host; and 

routing the second USB signals not determined to emanate from a USB host via a 

USB hub to said first USB host, wherein the second USB signal bypass the USB bridge. 

7. (Currently amended) The method according to claim [[8]] Q, further comprising the steps 

of: 

determining whether the second USB signals emanate from a USB device; and 

routing the second USB signals determined to emanate from the USB device via a 

USB hub to said first USB host. 
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8. (Currently amended) A USB communication management method for interconnecting 

sources of USB signals, said method comprising the steps of: 

receiving a first USB host signal from a first USB host; 

receiving a second USB signal from a second USB signal source; 

determining whether the second USB signal emanates from a second USB host; 

establishing a first communication path via a USB bridge between said first USB 

host and said second USB signal source which bypasses a USB hub if said second signal 

emanates from the second USB host; and 

establishing a second communication path via a USB hub between said first USB 

host and said second USB signal source which bypasses the USB bridge if said second 

USB signal is determined not to emanate from the second USB host. 

9. (Original) The method according to claim 8, further comprising the steps of: 

determining whether the second USB signal emanates from a USB device; and 

establishing the second communication path via a USB hub between said first USB 

host and said second USB signal source if said second USB signal is determined to emanate 

from the USB device. 

10. (Original) The method according to claim 8, wherein the first communication path does 

not include a USB hub and wherein the second communication path does not include a 

USB bridge. 

11. (Cancelled) 
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Amendments to the Claims: 

This listing of claims will replace all prior versions and listings of claims in the application. 

Listing of Claims: 

1. (Currently amended) A method for providing efficient communications among USB 

components of a data communication system that includes multiple USB hosts and multiple 

USB devices a first input port, a second input port, a USB hub, a USB bridge connected to 

the USB hub, an embedded USB host connected to the USB hub, a USB port connected to 

a USB device capable of operating in a USB Host mode and a USB device mode, and USB 

multiplexing switches connected to the USB port, the USB hub, and the USB bridge, said 

method comprising the steps of: 

providing a first input port for receiving a first USB signal from a first USB host 

the USB device via the USB port while the USB device is operating in the USB host mode; 

providing a second input port for routing the first USB signal via the USB 

multiplexing switches from the USB device to the embedded USB host through the USB 

bridge and the USB hub; 

receiving a second USB signal from the USB device via the USB port while the 

USB device is operating in the USB device mode; and 

routing the second USB signal from a second USB host via a USB bridge to said 

first USB host, and 

routing the second USB signal USB multiplexing switches from [[a]] the USB 

device via-a through USB hub to said first the embedded USB host, wherein the second 

USB signal from the USB device to the embedded USB host bypasses the USB bridge. 

2.-4. (Cancelled). 

5. (Currently amended) A method, comprising the steps of: 

providing a first USB port for communication with a USB host; 

providing a second USB port for communicating with a consumer USB device; 
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providing a signal detection circuit for receiving USB signals from the consumer 

USB device via said second USB port; 

determining, via the signal detection circuit, whether the USB signals emanating 

from the consumer USB device indicate that the consumer USB device is operating in a 

USB host mode and if so, routing said USB signals via a USB bridge and USB hub to said 

first USB port; and 

determining, via the signal detection circuit, whether the USB signals emanating 

from the consumer USB device indicate that the consumer USB device is operating in a 

USB device mode and if so, routing said USB signals via a USB hub to said first USB port 

while bypassing the USB bridge. 

6. (Currently amended) A USB communication management method for interconnecting 

sources of USB signals, said method comprising the steps of: 

receiving first USB host signals from a first USB host; 

receiving second USB signals from a second USB signal source; 

determining whether the second USB signals emanate from a second USB host; 

routing the second USB signals emanating from the second USB host via a USB 

bridge and USB hub to said first USB host; and 

routing the second USB signals not determined to emanate from a USB host via a 

USB hub to said first USB host, wherein the second USB signal bypass the USB bridge. 

7. (Currently amended) The method according to claim [[8]] Q, further comprising the steps 

of: 

determining whether the second USB signals emanate from a USB device; and 

routing the second USB signals determined to emanate from the USB device via a 

USB hub to said first USB host. 

8. (Currently amended) A USB communication management method for interconnecting 

sources of USB signals, said method comprising the steps of: 

receiving a first USB host signal from a first USB host; 

receiving a second USB signal from a second USB signal source; 
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determining whether the second USB signal emanates from a second USB host; 

establishing a first communication path via a USB bridge and a USB hub between 

said first USB host and said second USB signal source if said second signal emanates from 

the second USB host; and 

establishing a second communication path via a USB hub between said first USB 

host and said second USB signal source which bypasses the USB bridge if said second 

USB signal is determined not to emanate from the second USB host. 

9. (Original) The method according to claim 8, further comprising the steps of: 

determining whether the second USB signal emanates from a USB device; and 

establishing the second communication path via a USB hub between said first USB 

host and said second USB signal source if said second USB signal is determined to emanate 

from the USB device. 

10. (Currently amended) The method according to claim 8, wherein the first communication 

path does not include a U8B hub and ,,vherein the second communication path does not 

include a USB bridge. 

11. (Cancelled) 
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REMARKS 

This supplemental amendment is responsive to the Non-Final Office Action of February 18, 

2021 and adopts suggestions made by Examiner Unelus in a telephone call with Applicant's 

representative Robert Myers on May 20, 2021. Claims 1, 5-8, and 10 have been amended and 

claims 2-4 and 11 have been cancelled. Following entry of the preceding amendments, claims I 

and 5-10 are pending. 

All amendments presented herein are made to the claims as filed. The amendments and 

remarks in this supplemental response replace and supersede those presented in the Office Action 

response submitted on May 17, 2021. 

Election/Restrictions 

Applicant hereby confirms the election of Species I ( claims 1-10) made by Applicant's 

representative Robert Myers during a telephone call with Examiner Ernest Unelus on February 10, 

2021. This election of Species I is made without traverse and Species II (claim 11) is cancelled. 

Claim Objections 

Claims I and 7 were objected to as being indefinite for failing to particularly point out and 

distinctly claim the subject matter in which is regarded as the invention. 

Applicant respectfully submits that the objection to claim I is obviated by the amendment 

of claim I to recite "receiving a first USB signal from the USB device via the USB port while the 

USB device is operating in the USB host mode" and "receiving a second USB signal from the 

USB device via the USB port while the USB device is operating in the USB device mode". 

Applicant further submits that the objection to claim 7 is obviated by the amendment of 

claim 7 to be dependent upon claim 6. Accordingly, Applicant respectfully requests that the 

objections to claims I and 7 be reconsidered and withdrawn. 

Claim Rejections - 35 U.S.C. §102 

Claims I and 5-10 were rejected as being anticipated by Wright (US Pat. No. 7,502,878). 

For an invention to be anticipated, it must be demonstrated that each and every element of 

the claimed invention is present in the "four comers" of a single prior art, either expressly described 
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therein or under the principle of inherency. Lewmar Marine Inc. v Barient Inc., 3 USPQ2d 1766, 

1767-1768 (Fed. Cir. 1987) (emphasis added). The absence from a prior art reference of any 

claimed element negates anticipation. Kloster Speedsteel AB v. Crucible, Inc., 230 USPQ 81, 84 

(Fed. Cir. 1986). 

Amended claim I recites: "[a] method for providing efficient communications among USB 

components of a data communication system that includes a first input port, a second input port, a 

USB hub, a USB bridge connected to the USB hub, an embedded USB host connected to the USB 

hub, a USB port connected to a USB device capable of operating in a USB Host mode and a USB 

device mode, and USB multiplexing switches connected to the USB port, the USB hub, and the 

USB bridge, said method comprising the steps of: receiving a first USB signal from the USB 

device via the USB port while the USB device is operating in the USB host mode; routing the first 

USB signal via the USB multiplexing switches from the USB device to the embedded USB host 

through the USB bridge and the USB hub; receiving a second USB signal from the USB device 

via the USB port while the USB device is operating in the USB device mode; and routing the 

second USB signal USB multiplexing switches from the USB device through USB hub to the 

embedded USB host, wherein the second USB signal from the USB device to the embedded USB 

host bypasses the USB bridge". 

The Office Action points to the multiplexer 36 of Wright to show the claimed USB bridge 

and the hub logic 38 to show the claimed USB hub. As shown in Fig. 5 of Wright, the first signal 

from the USB host 3 IB to the USB host 3 IA passes only through the multiplexer 36 and does not 

pass though the hub logic 38 while a second USB signal from the USB device 42 to the USB host 

3 IA passes through both the hub logic 36 and the multiplexer 36. Therefore, Wright does not show 

that the first USB signal is routed via the multiplexer 36 (USB bridge) and the hub logic 38 (USB 

hub) and that the second USB signal is routed via the hub logic 38 (USB hub) while bypassing the 

multiplexer 36 (USB bridge). Since Wright does not show each and every element of amended 

claim 1, it is not anticipated. 

Amended claim 5 recites, in part, "determining, via the signal detection circuit, whether 

the USB signals emanating from the consumer USB device indicate that the consumer USB device 

is operating in a USB host mode and if so, routing said USB signals via a USB bridge and USB 

hub to said first USB port; and determining, via the signal detection circuit, whether the USB 
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signals emanating from the consumer USB device indicate that the consumer USB device is 

operating in a USB device mode and if so, routing said USB signals via a USB hub to said first 

USB port while bypassing the USB bridge". 

Again, the Office Action points to the multiplexer 36 of Wright to show the claimed USB 

bridge and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, the USB signals 

are routed from the USB host 3 lB to the USB host 3 lA only through the multiplexer 36 while the 

USB signals are routed from the USB device 42 to the USB host 3 lA through both the hub logic 

36 and the multiplexer 36. Wright does not show routing the USB signals via the hub logic 38 

(USB hub) to the first USB port 40E connected to the USB device 42 while bypassing the 

multiplexer 36 (USB bridge). Since Wright does not show each and every element of amended 

claim 5, it is not anticipated. 

Amended claim 6 recites, in part, "routing the second USB signals emanating from the 

second USB host via a USB bridge and USB hub to said first USB host; and routing the second 

USB signals not determined to emanate from a USB host via a USB hub to said first USB host, 

wherein the second USB signal bypass the USB bridge". 

Once more, the Office Action points to the multiplexer 36 of Wright to show the claimed 

USB bridge and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, a first USB 

signal from the USB host 3 lB to the USB host 3 lA passes only through the multiplexer 36 while 

a second USB signal from the USB device 42 to the USB host 3 lA passes through both the hub 

logic 36 and the multiplexer 36. Wright does not show routing the USB signals via hub logic 38 

(USB hub) to the USB device 42 connected to the first port 40E while bypassing the multiplexer 

36 (USB bridge). Since Wright does not show each and every element of amended claim 6, it is 

not anticipated. Claim 7 depends upon claim 6 and is allowable therewith. 

Amended claim 8 recites, in part, "establishing a first communication path via a USB 

bridge and a USB hub between said first USB host and said second USB signal source if said 

second signal emanates from the second USB host; and establishing a second communication path 

via a USB hub between said first USB host and said second USB signal source which bypasses 

the USB bridge if said second USB signal is determined not to emanate from the second USB 

host". 
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Yet again, the Office Action points to the multiplexer 36 of Wright to show the claimed 

USB bridge and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, a first 

communication path from the USB host 3 IB to the USB host 3 IA that passes only through the 

multiplexer 36 while a second communication path from the USB device 42 to the USB host 3 IA 

passes through both the hub logic 36 and the multiplexer 36. Wright does not show establishing a 

second communication path from the USB device 42 to the USB host 3 IA which bypasses the 

multiplexer 36 (USB bridge) when the second USB signal is determined not to emanate from the 

USB host 31B. Claims 9 and 10 depend upon claim 8 and are allowable therewith. 

For at least the reasons presented above, Applicant respectfully requests that the rejection 

of claims I and 5-10 under 35 U.S.C. §102(a)(l) be reconsidered and withdrawn and that these 

claims be allowed. 

Claim Rejections - Nonstatutory Obviousness-Type Double Patenting 

The Office has concluded that claims I and 5-10 are unpatentable over claims 1-17 of U.S. 

Patent No. 9,460,037, claims 1-20 of U.S. Patent No. 9,619,420, and claims 1-6 of U.S. Patent No. 

10,545,899. Therefore, the Office has provisionally rejected these claims on the ground of 

nonstatutory obviousness-type double patenting. 

Applicant acknowledges these rejections and their provisional nature as the current claims 

are not under an indication of allowance. At such time when the claims are allowed, Applicant will 

address the nonstatutory obviousness-type double patenting rejections. 
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CONCLUSION 

Applicant notes that there are other arguments that may be presented to overcome the 

objections and rejections made in this Office Action, but those additional arguments have not been 

presented here in the interest of brevity. Applicant reserves the right to present any of these 

additional arguments in a later filed response or brief. 

Applicant respectfully submits that the claims are m condition for allowance, and 

notification to that effect is earnestly requested. The Examiner is invited to telephone Applicant's 

attorney at (952) 697 .2641 to facilitate prosecution of this application. 

Please charge any additional fees or credit any overpayment to Deposit Account No. 

50-3141. 

Dated: May 20, 2021 

RJM/cas 

Respectfully submitted, 

Billion & Armitage 
7401 Metro Blvd., Suite 425 
Minneapolis, MN 55439 
(952) 697 .2630 - main phone 
(952) 697 .2631 - facsimile 

By_~/=R~o~b~e=rt~J~-~M=y~e=r~s/ __ 
Robert J. Myers 
Reg. No. 69,783 
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or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 

Application No. 
16/660,083 
Examiner 
ERNEST UNELUS 

Applicant(s) 
Voto et al. 
Art Unit 
2181 I AIA (FITF) Status 

Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.0 This communication is responsive to Examiner's amendment. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.0 The allowed claim(s) is/are.!_. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) □All b) 0 Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PT0-892) 

2.0 Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date 03/05/2021. 

5. 0 Examiner's Amendment/Comment 

6. 0 Examiner's Statement of Reasons for Allowance 

3. D Examiner's Comment Regarding Requirement for Deposit 7. □ Other __ 
of Biological Material . 

4.0 Interview Summary (PT0-413), 
Paper No./Mail Date. 20210806. 

/ERNEST UNELUS/ 
Primary Examiner, Art Unit 2181 

U.S. Patent and Trademark Office 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20210806 
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Application/Control Number: 16/660,083 
Art Unit: 2181 

DETAILED ACTION 

Page 2 

The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. 

EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes and/or 

additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 

1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the 

payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 

Mr. Robert Myers (Reg. No. 69,783) on August 6, 2021. The examiner proposed amendments to 

better place the application in condition for allowance, particularly adding the limitation that 

prior arts fail to teach. Mr. Myers agreed. 

The application has been amended as follows: 

Listing of Claims: 

1. (Currently amended) A method-fer-, comprising: 

providing efficient communications among USB components of a data 

communication system that includes a first input port, a second input port, a USB hub, a 

USB bridge connected to the USB hub, an embedded USB host connected to the USB hub, 

a USB port connected to a USB device capable of operating in a USB Host mode and a 

USB device mode, and USB multiplexing switches connected to the USB port, the USB 

hub, and the USB bridge, said method comprising the steps of:~ 
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receiving a first USB signal from the USB device via the USB port while the USB 

device is operating in the USB host mode; 

routing the first USB signal via the USB multiplexing switches from the USB 

device to the embedded USB host through the USB bridge and the USB hub; 

receiving a second USB signal from the USB device via the USB port while the 

USB device is operating in the USB device mode; and 

routing the second USB signal via the USB multiplexing switches from the USB 

device through U8B hub to the embedded USB host through the USB hub, wherein the 

second USB signal from the USB device to the embedded USB host bypasses the USB 

bridge. 

2.-11. (Cancelled) 

ALLOWABLE SUBJECT MATTER 

The primary reason for allowance of claim I in the instant application is that prior arts fail 

to disclose a USB hub module that includes a first input port, a second input port, a USB hub, a 

USB bridge connected to the USB hub, an embedded USB host connected to the USB hub, a USB 

port connected to a USB device capable of operating in a USB Host mode and a USB device mode, 

and USB multiplexing switches connected to the USB port, the USB hub, and the USB bridge; 

wherein the USB hub module is: receiving a first USB signal from the USB device via the USB 

port while the USB device is operating in the USB host mode; routing the first USB signal via the 

USB multiplexing switches from the USB device to the embedded USB host through the USB 

bridge and the USB hub; receiving a second USB signal from the USB device via the USB port 

while the USB device is operating in the USB device mode; and routing the second USB signal 
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via the USB multiplexing switches from the USB device to the embedded USB host through the 

USB hub, wherein the second USB signal from the USB device to the embedded USB host 

bypasses the USB bridge. 

Hence, the examiner has allowed claim 1. 

Any comments considered necessary by applicant must be submitted no later than the 

payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 

fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 

Allowance." 

CLOSING COMMENTS 

Conclusion 

a. STATUS OF CLAIMS IN THE APPLICATION 

The following is a summary of the treatment and status of all claims in the application as 

recommended by M.P.E.P. 707.07(i): 

a(l) CLAIMS ALO WED IN THE APPLICATION 

Per the instant office action, claim I has been allowed. 

b. DIRECTION OF FUTURE CORRESPONDENCES 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Ernest Unelus whose telephone number is (571) 272-8596. The 

examiner can normally be reached on Monday to Friday 9:00 AM to 5:00 PM. 
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If attempts to reach the above noted Examiner by telephone are unsuccessful, the 

Examiner's supervisor, Mr. Idriss Alrobaye, can be reached at the following telephone number: 

Area Code (571) 270-1023. 

The fax phone number for the organization where this application or proceeding is 

assigned is 571-273-8300. Information regarding the status of an application may be obtained 

from the Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. Status 

information for unpublished applications is available through Private PAIR only. For more 

information about the PMR system, see her//pair-direct.uspto.gov. Should you have questions on 

access to the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217- 91 

97 (toll-free). 

/Ernest Unelus/ 
Primary Examiner 

Art Unit 2181 
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ERNEST UNELUS Primary Examiner Telephonic 
Robert Myers (Reg. No. 69,783) Attorne of Record 

Date of Interview: 06 August 2021 

Issues Discussed: 

Proposed Amendment(s) 

The primary reason for allowance of claim 1 in the instant application is that prior arts fail to disclose a 
USB hub module that includes a first input port, a second input port, a USB hub, a USB bridge 
connected to the USB hub, an embedded USB host connected to the USB hub, a USB port connected to 
a USB device capable of operating in a USB Host mode and a USB device mode, and USB multiplexing 
switches connected to the USB port, the USB hub, and the USB bridge; wherein the USB hub module is: 
receiving a first USB signal from the USB device via the USB port while the USB device is operating in 
the USB host mode; routing the first USB signal via the USB multiplexing switches from the USB device 
to the embedded USB host through the USB bridge and the USB hub; receiving a second USB signal 
from the USB device via the USB port while the USB device is operating in the USB device mode; and 
routing the second USB signal via the USB multiplexing switches from the USB device to the embedded 
USB host through the USB hub, wherein the second USB signal from the USB device to the embedded 
USB host bypasses the USB bridge. 
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Primary Examiner, Art Unit 2181 I 
Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in 
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated 
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04 
Please further see: 
MPEP 713.04 
Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b) 
37 CFR § 1 .2 Business to be transacted in writing 

Applicant recordation instructions:lt is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete 
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete 
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general 
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the 
interview, to include an indication as to whether or not agreement was reached on the issues raised. 
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Application Number 16660083 

Filing Date 2019-10-22 
INFORMATION DISCLOSURE First Named Inventor I Voto 
STATEMENT BY APPLICANT 

Art Unit 2181 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Unelus Ernest 

Attorney Docket Number 7021.145US4 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
X from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 

information disclosure statement. See 37 CFR 1.97(e)(1). 
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That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
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public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
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application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
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information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
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request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 
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the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination 
of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in 
the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system 
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectual 
Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to 
the public if the record was filed in an application which became abandoned or in which the proceedings 
were terminated and which application is referenced by either a published application, an application 
open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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A/N 16/660,083 PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor(s): Examiner: 

Application No.: 

Robert M. Voto, et al. 

16/660,083 Group Art Unit: 

Ernest Unelus 

2181 

7021.145US4 Filed: 

Title: 

October 22, 2019 Docket No.: 

Confirmation No: 1000 

FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE 

SYSTEMS WITH USB HUBS 

This paper is being filed electronically with the U.S. Patent Office 

REPLY TO NOTICE OF ALLOWANCE 

Enclosed is a completed Part B -Fee(s) Transmittal in response to the Notice of Allowance 

for the above referenced application. The issue fee is being paid with this reply via the Electronic 

Filing System (EFS-Web). Please apply those fees and any other necessary charges or credits to 

Deposit Account No. 50-3141, referencing the attorney docket number listed above. 

COMMENTS ON EXAMINER'S REASONS FOR ALLOWANCE 

It is recognized that, in accordance with M.P.E.P. § 1302.14, the Examiner's reasons for 

allowance need not set forth all of the details as to why the claims are allowed. In the above 

referenced application, it is not conceded that the Examiner's stated reasons are the only reasons 

for which the claims are allowable. The Examiner's reasons for allowance indicate that particular 

claim elements are not disclosed or suggested by the prior art of record, yet the claim may be 

patentable for other reasons as well, including the inventive combination of all of the recited claim 

elements. It is not conceded that the specific limitations identified by the Examiner are necessary 

to distinguish the claim over the art of record or to satisfy the requirements of 35 U.S.C. § 112. 

Moreover, the Examiner does not assert, nor would it be conceded, that the Examiner's reasons 

have any bearing on the patentability of claims in any other application directed to the disclosed 

subject matter. 
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In addition, each dependent claim stands on its own and may be allowable on its own 

merits. In particular, each dependent claim may be allowable on the basis of a combination of some 

of the features recited in the dependent claim and its base claim(s), which combination of features 

may not include all of the limitations identified in the Examiner's reasons for allowance. 

If necessary, the Commissioner is hereby authorized in this, concurrent, and future replies, 

to charge payment or credit any overpayment to Deposit Account No. 50-3141 for any additional 

fees required under 37 C.F.R. §§ 1.16 or 1.17; particularly, extension of time fees. 

Dated: October 11, 2021 

RJM/lrh 

Respectfully submitted, 

Billion & Armitage 
7401 Metro Blvd., Suite 425 
Minneapolis, MN 55439 
(952) 697 .2630 - main phone 
(952) 697 .2631 - facsimile 

By /Robert J. Myers/ 
Robert J. Myers 
Reg. No. 69,783 

Page 2 of 2 
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Electronic Patent Application Fee Transmittal 

Application Number: 16660083 

Filing Date: 22-0ct-2019 

Title of Invention: 
FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH 
USB HUBS 

First Named Inventor/Applicant Name: Robert M. Voto 

Filer: Michael Allen Collins/La Tasha Hill 

Attorney Docket Number: 7021.145US4 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0 

UTILITY APPL ISSUE FEE 1501 1 1200 1200 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 1200 
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Electronic Acknowledgement Receipt 

EFSID: 43997619 

Application Number: 16660083 

International Application Number: 

Confirmation Number: 1000 

Title of Invention: 
FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH 
USB HUBS 

First Named Inventor/Applicant Name: Robert M. Voto 

Customer Number: 171991 

Filer: Michael Allen Collins/La Tasha Hill 

Filer Authorized By: Michael Allen Collins 

Attorney Docket Number: 7021.145US4 

Receipt Date: 11-OCT-2021 

Filing Date: 22-OCT-2019 

Time Stamp: 15:30:07 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $1200 

RAM confirmation Number E20210AF30423029 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

178886 

1 Issue Fee Payment (PTO-85B) 7021145US4_ISSUE-FEE.pdf no 1 
eccb609f6f507a22704 7d3ae636f1 8d7e 172 

ad14 

Warnings: 

Information: 

231192 

2 Maintenance Fee Address Change 7021145US4_FEE-ADDRESS.pd1 no 2 
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Information: 

22488 

3 Miscellaneous Incoming Letter 7021145US4_NOA-REPL Y.pdf no 2 
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40305 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Best Available Copy 

PART B - FEE(S) TRANSMITTAL 
\ 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571)-273-2885 

INSTRUCTIONS: This form should be used for transmiuing the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All 
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected 
below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any ch•nge of address) 

171991 7590 08/12/2021 

Billion & Armitage - Aptiv 
7401 Metro Blvd. 
Suite 425 
Minneapolis, MN 55439 

APPUCATION NO. FILING DATE 

16/660,083 10/22/2019 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

LaTasha Hill (Typed or printed name 

/LaTasha Hill/ (Signature 

October 19, 2021 (Date 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Robert M. Voto 7021.145US4 1000 

TITLE OF INVENTION: FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS 

APPLN.TYPE ENTITY ST A TUS ISSUE FEE DUE 
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