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STATEMENT UNDER 37 CFR 3.73(c)

To:

The document was recorded in the United States Patent and Trademark Office at
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
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to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Abstract

A method to enable a vehicle’s embedded USB Host system to connect to multiple
mobile devices through a USB Hub, regardless of whether the mobile devices are configured to
act as USB Hosts or USB Devices, without USB On the Go (OTG) controllers or additional
vehicle wiring, or inhibiting the functionality of any consumer devices connected to the same
USB Hub. Preferably, the method is configured to provide that no additional cabling is required,
and no hardware changes are required to be made to the HU. The method can be employed
between a vehicle’s embedded USB Host, USB Hub and at least one consumer accessible USB
port. When the consumer device is acting as a USB Host, signals between the consumer device
and the vehicle’s embedded USB Host are processed through a USB bridge, thereby rendering

the consumer device compatible with the vehicle’s embedded USB Host.
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What is claimed is:

1. A method for providing efficient communications among USB components of a data
communication system that includes multiple USB hosts and multiple USB devices, said
method comprising the steps of:

5 providing a first input port for receiving a first USB signal from a first USB host;
providing a second input port for receiving a second USB signal;
routing the second USB signal from a second USB host via a USB bridge to said
first USB host, and
routing the second USB signal from a USB device via a USB hub to said first

10 USB host.

2. The method according to claim 1, wherein said second USB signal from the second USB

host is not routed to the first USB host via the USB hub.

3. The method according to claim 1, wherein the second USB signal is routed via only one

of the USB bridge or the USB hub.

15 4. The method according to claim 1, wherein the second USB signal from the second USB

host is transmitted to the first USB host via the USB bridge and the USB hub.

5. A method, comprising the steps of:
providing a first USB port for communication with a USB host;

providing a second USB port for communicating with a consumer device;
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providing a signal detection circuit for receiving USB signals from the consumer
device via said second USB port;

determining, via the signal detection circuit, whether the USB signals emanating
from the consumer device indicate that the consumer device is operating in a USB host
mode and if so, routing said USB signals via a USB bridge to said first USB port;

determining, via the signal detection circuit, whether the USB signals emanating
from the consumer device indicate that the consumer device is operating in a USB device

mode and if so, routing said USB signals via a USB hub to said first USB port.

A USB communication management method for interconnecting sources of USB signals,
said method comprising the steps of:

receiving first USB host signals from a first USB host;

receiving second USB signals from a second USB signal source;

determining whether the second USB signals emanate from a second USB host;

routing the second USB signals emanating from the second USB host via a USB
bridge to said first USB host; and

routing the second USB signals not determined to emanate from a USB host via a

USB hub to said first USB host.

The method according to claim 8, further comprising the steps of:
determining whether the second USB signals emanate from a USB device; and
routing the second USB signals determined to emanate from the USB device via a

USB hub to said first USB host.
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8.

5
10
9.
15
10.

(Currently amended) A USB communication management method for interconnecting
sources of USB signals, said method comprising the steps of:

receiving a first USB host signal from a first USB host;

receiving a second USB signal from a second USB signal source;

determining whether the second USB signal emanates from a second USB host;

establishing a first communication path via a USB bridge between said first USB
host and said second USB signal source if said second signal emanates from the second
USB host; and

establishing a second communication path via a USB hub between said first USB
host and said second USB signal source if said second USB signal is determined not to

emanate from the second USB host.

The method according to claim 8, further comprising the steps of:
determining whether the second USB signal emanates from a USB device; and
establishing the second communication path via a USB hub between said first
USB host and said second USB signal source if said second USB signal is determined to

emanate from the USB device.

The method according to claim 8, wherein the first communication path does not include

a USB hub and wherein the second communication path does not include a USB bridge.
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11. A method for providing efficient communications among USB components of a data
communication system that includes multiple USB hosts and multiple USB devices, said
method comprising the steps of:

providing a first port connected to a first USB host;
5 providing a second port connected to a second USB host;
providing a third port connected to a USB device;
providing a USB hub configured to simultaneously broadcast data from the first
USB host to the second and third ports and to transmit data from the second USB Host to
the first USB host.

10
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DP-322037 CON3

FLEXIBLE MOBILE DEVICE CONNECTIVITY TO

AUTOMOTIVE SYSTEMS WITH USB HUBS

Related Applications

This application is a continuation application and claims benefit under 35 U.S.C. § 120 of
U.S. Patent Application No. 15/441,775, filed February 24, 2017, which claimed benefit of U.S.
Patent Application No. 15/268,728, now U.S. Patent No. 9,619,420, filed September 19, 2016,
which claimed benefit under 35 U.S.C. § 120 of U.S. Patent Application No. 14/487,947, now
U.S. Patent No. 9,460,037, filed on September 16, 2014, which claimed benefit under 35 U.S.C.
§ 119(e) of U.S. Provisional Patent Application No. 61/882,915, filed on September 26, 2013,

the entire disclosure of each of which are hereby incorporated herein by reference.

Background

The present invention generally relates to Universal Serial Bus (“USB”) connectivity
between, for example, mobile consumer devices and vehicle electronic systems. More
specifically, the present invention relates to a system which is configured to provide that
consumer devices that act as either USB host or USB device can connect to a vehicle’s
embedded USB host that does not have On the Go (“OTG”) capability through an embedded

USB hub in the vehicle.

Historically, mobile consumer devices such as media players, smart phones, tablets and
the like have relied on connections to other devices, such as laptop or desktop personal
computers (“PC’s”) to acquire content, exchange data, and charge the device’s internal battery.

For many years now, that has been accomplished through USB ports on each device. The use of
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USB technology is suitable for such needs since it is commonly available, familiar to the end
user, cost effective and ubiquitous. USB protocols require a point-to-point connection in which
one end is the USB Host or master, and the other end is a USB Device or slave. In this way, the
flow of messages between the two devices is managed and controlled, whereby the USB Device
responds to messages initiated by the USB Host. Historically, PC’s have provided USB Host
ports for connection to simpler USB Devices such as printers, memory sticks, mobile phones,
etc. The USB Host has a greater burden of software and hardware requirements than a USB

Device, so it has made sense to designate the PC as the USB Host in such systems.

In vehicle systems that employ USB connections, the same concepts apply. In such
systems, the vehicle is typically the USB Host. The USB Host function is often embedded into a
component of the vehicle infotainment system, such as into the radio or other control module.
Typically, multiple USB ports are strategically designed into the vehicle in locations convenient
for the driver and passengers to connect their consumer devices. Once a consumer device is
connected to one of the ports, the device begins charging and the vehicle infotainment system
can access content on the consumer device. This is useful to enable features such as streaming

music, video and other services the device may provide.

Such a system requires that each of the USB ports be physically connected to the
vehicle’s USB Host in a manner suitable for USB data flow. This is accomplished through
electrical cabling which is embedded in the vehicle, and which connects each of the ports to the
USB Host. Since there can be many USB ports in a vehicle, and each port requires a cable to
connect the port to the USB Host, it is desirable to share cabling when possible to minimize cost

and mass of the vehicle. This is accomplished through the use of USB Hubs. USB Hubs allow a
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single USB Host to connect to multiple USB Devices over a single cable between the USB Host
and the USB Hub. As shown in Figures 1 and 2, a single USB Hub can connect one USB Host
to several USB Devices. Specifically, Figure 1 illustrates a system wherein a self-powered USB
Hub having a plurality of USB ports connects to a plurality of USB Devices (via a plurality of
consumer-facing USB ports), while Figure 2 illustrates a system wherein a self-powered USB
Hub provides not only a plurality of USB ports which are in communication with a plurality of
consumer-facing USB ports, but also a Secure Digital (“SD”) card reader which is connected to a
consumer-facing SD card connector. Other portions of Figures 1 and 2, such as Power

Management, are standard in the industry and self-explanatory upon viewing Figures 1 and 2.

Furthermore, as shown in Figure 3, multiple USB Hubs can be tiered, such that USB
Hubs connect to other USB Hubs. Specifically, Figure 3 illustrates a vehicle system architecture
that includes a central vehicle microcontroller (also referred to as the Head Unit or “HU”).
Connected to the Head Unit are components or systems such as displays, the audio system,
entertainment system and the driver controls. The Head Unit may be architected as a single
module encompassing all functions or distributed such that various functions are managed by
individual modules. The Head Unit includes a Root USB Hub which is typically connected to
one or more downstream USB Hubs distributed throughout the vehicle. Each USB Hub has a
plurality of downstream ports (at least one of which may be an SD reader or USB audio device),
thereby effectively providing that each USB port in the vehicle has a connection to the USB Host
or Head Unit. In Figure 3, for example, the Root Hub is embedded in the radio, and is connected
to four (4) self-powered USB Hubs, wherein one is in the vehicle’s center console, one is in the

vehicle’s center stack, and two are in the vehicle’s rear seats.
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Recently, mobile devices such as smart phones have gained in popularity. This is, in
part, due to their usefulness as standalone computing devices. With advances in consumer
electronic technology and increases in the speed of mobile networks, these devices are no longer
reliant on being connected to PCs to access content. These smart mobile devices now have many
of the same hardware resources, connectivity and software operating systems that only PCs had
in past years. As has been the case with desktop PCs, accessories for these mobile devices have
become available to aid in their ease of use. These accessories have included devices such as
keyboards, mice, displays, touchscreen, audio systems, and other interface devices. These
accessories commonly connect via a USB connection. By way of established convention in the
consumer electronics market, these accessories are typically low cost and limited in USB
capability to act only as a USB Device. To connect them to a smart phone, the smart phone must
be the USB Host. Therefore, leading mobile device manufacturers and system designers have
begun designing their mobile device products (i.e. smart phones, tablets, etc.) to support both
USB Host and USB Device roles. In other words, the phone may configure itself such that it can
function as a USB Device when it needs to be, or as a USB Host when it needs to be. Recently,
the system level design thinking has shifted towards viewing smart phones as the USB Host, and
any device connecting thereto as the USB Device. Again, this is not surprising since this is
exactly how laptops and PCs work today. Extending this trend into the future, it can be predicted
that the smart phone will act primarily as the USB Host, and will rarely or never act as a USB

device. This presents some problems for automotive systems.

As explained previously, automotive systems have a USB Host and require USB Devices

to connect to it. If a phone acts as a USB Host, then the system will not function since by USB
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convention, two USB Hosts cannot directly connect with each other. Automotive manufacturers
desire compatibility with smart phones and are therefore motivated to adapt to this changing
technology. A redesign of the USB architecture in the vehicle is thus necessary such that the
vehicle can act either as the USB Host (when necessary to connect to USB Devices such as
memory sticks, thumb drives, etc.) or USB Device (when necessary to connect to USB Hosts,

such as a smart phone which demands to be USB Host rather than USB Device.

The USB organization has added a standard that addresses the need for devices to act as
either USB Host or USB Device and as such can be considered a “dual role” USB controller. It
is referred to in USB nomenclature as “On the Go” or “OTG” for short. Any device that meets
the OTG standard can act as either USB Host or USB Device and can change roles dynamically.
Therefore, one possible approach to modifying the vehicle USB architecture to support all use
cases is to upgrade the vehicle’s USB Host to USB OTG. This solution addresses the issue but
has some disadvantages. First, USB Hubs do not support OTG and can no longer be used in the
system. Each consumer accessible USB port that supports OTG must have a dedicated wire link
to a dedicated OTG controller in the Head Unit thus negating the wiring savings associated with
use of USB Hubs. As aresult several costly cables may need to be added to the vehicle’s
electrical system. Second, there may not be enough OTG controllers available in the Head Unit
to connect to each of the vehicle’s user accessible USB ports. This then forces the vehicle
designer to choose a limited number of the many USB ports in the vehicle to support the OTG
function and run dedicated USB cables to them. This can lead to user confusion and
dissatisfaction since only certain consumer ports support the required functionality. Also, ports

that support OTG may be co-located with other physically identical ports that do not. If the user
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chooses the wrong one, the applications they desire to run from the consumer device that

requires USB Host mode won’t work.

Another possible solution is to implement custom USB hubs wherein the USB Hub is
able to dynamically swap its upstream port with one it’s downstream ports when commanded to
do so. System solutions built with this concept still require OTG controllers in the head unit but
benefit from the fact that no additional wires need to be installed in the car. The existing USB
cable between the USB OTG Host and the USB Hub can facilitate the necessary USB
communications between the USB OTG controller in the Head Unit (HU) and a consumer device
in USB Host (such as a smart phone). This solution also has some disadvantages however. For
example, when the USB Hub is commanded to swap its upstream port with a downstream port,
all other downstream ports of the USB Hubs lose their data connection with the Head Unit.
While in this mode the Head Unit access to the other downstream ports of the hub cease. This
may prevent use of certain vehicle system functions such as navigation or audio playback that
may need consistent access to the other downstream ports of the hub to function. Furthermore, it
requires the HU to have an available USB OTG port and a signaling path to control the hub

upstream/downstream port configuration.
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Summary

An object of an embodiment of the present invention is to provide a system which is
configured to enable a vehicle’s embedded USB Host system to connect to mobile devices
through a USB Hub, regardless of whether the mobile devices are configured to act as USB
Hosts or USB Devices, without the need to provide OTG or dual role controllers in the head unit
and without the need to provide additional cabling in the vehicle. Preferably, no hardware

changes are required to be made to the USB Host circuits in the HU.

An embodiment of the present invention provides a system which can be employed
between a vehicle’s embedded USB Host and at least one, but preferably multiple, consumer
facing USB ports provided in the vehicle for connection to consumer devices. The system is
configured to recognize and control whether the consumer device is required to be connected to
each USB port as a USB Host or as a USB Device. Further, the system is able to dynamically
switch the device connection between USB Device mode and USB Host mode when desired. In
the case where the consumer device is acting as a USB Deyvice, signals are routed normally
through a USB Hub to the Head Unit. In the case where the consumer device is acting as a USB
Host, signals between the consumer device and the vehicle’s embedded USB Host are routed and
processed through a USB Host to Host Bridge which is connected to the USB Hub, thereby

rendering the consumer device compatible with the vehicle’s embedded USB Host.

The present invention is capable of being implemented in several different embodiments.
For example, an embodiment of the present invention comprises a USB Hub Module having a

USB Hub, USB Bridge, and USB routing switches implemented as discrete devices. The USB
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Hub upstream port is configured to be connected to a vehicle’s embedded USB Host (such as a
USB Host in a Head Unit). The USB Hub Module also includes a switching device (such as
USB analog multiplexing switches for example) that is configured to route each consumer port to
either the Bridge or the Hub. The USB Bridge is configured to effectively control the switching
device. The USB Bridge is configured, based on signals from the Head Unit, whether the
consumer device which is connected to the USB port is acting as USB Host or USB Device. In
the case where the consumer device is acting as USB Host, the USB Bridge controls the
switching device to route the USB port to the Bridge. The Bridge processes the signals from the
consumer device and provides them to the USB Hub, thereby rendering the consumer device
compatible with the vehicle’s embedded USB Host. In the case where the consumer device is
acting as USB Device, the USB Bridge controls the switching device such that the switching

device provides the signals to the USB Hub, effectively bypassing the Bridge.

Still another embodiment of the present invention provides that the USB routing logic,
USB Bridge, and USB Hub are integrated in a single combination USB Hub/USB Bridge

Integrated Circuit (IC).

Still other embodiments are entirely possible, some of which are described and illustrated
herein. For example, the concept can be extended to include additional embedded USB Device
functions such as USB HID and USB Audio. Further it is also envisioned that all consumer
facing USB ports of the Hub Module can emulate or otherwise support dual role USB capability
provided that each downstream port has a Bridge to support USB Host mode for the connected
device and a direct connection to the USB Hub to support USB Device mode. In all cases,

compliance to USB protocols and architectures is preferably maintained.
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Brief Description of the Drawings

The organization and manner of the structure and operation of the invention, together
with further objects and advantages thereof, may best be understood by reference to the
following description taken in connection with the accompanying drawings wherein like

reference numerals identify like elements in which:

Figure 1 illustrates a system wherein a multiple port self-powered USB Hub functions to

connect a single USB Host to a plurality of USB ports;

Figure 2 illustrates a system wherein a self-powered USB Hub provides not only a

plurality of USB ports, but also a Secure Digital (“SD”) card reader;

Figure 3 illustrates a vehicle infotainment system structure wherein multiple USB Hubs

are connected together or tiered, such that USB Hubs feed other USB Hubs;

Figure 4 illustrates a system which is in accordance with an embodiment of the present
invention, wherein a USB Hub, USB Bridge and a switching device are provided as discrete

components;

Figure 5 illustrates a system which is in accordance with an alternative embodiment of
the present invention, wherein USB routing/switching logic and a USB Bridge are integrated

with a USB Hub in a combination USB Hub/USB Bridge Integrated Circuit (IC);
Figure 6 illustrates the different components of the combination USB Hub/Bridge IC

shown in Figure 5;
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Figure 7 illustrates one possible endpoint configuration of the USB Bridge shown in

Figures 5 and 6; and

Figure 8 illustrates an example implementation of a Head Unit Software Architecture.

Description of Illustrated Embodiments

While this invention may be susceptible to embodiment in different forms, there are
specific embodiments shown in the drawings and will be described herein in detail, with the
understanding that the present disclosure is to be considered an exemplification of the principles

of the invention, and is not intended to limit the invention to that as illustrated.

Figure 4 illustrates a system which is in accordance with an embodiment of the present
invention. The system is configured to effectively render a vehicle’s embedded USB Host
compatible with consumer devices which are configured to also act as USB Host or USB Device.
The system is in the form of a self-powered USB Hub Module having a USB, a USB Bridge, and
a switching device implemented as discrete devices. The USB Hub is preferably provided in the
form of an integrated circuit (IC), and is configured (via an upstream USB port) connected to a
vehicle’s embedded USB Host (such as a USB Host in a Head Unit) via vehicle internal wiring,
such as, in one embodiment, via a single USB data cable between the Head Unit and USB Hub.
The USB Hub also includes a plurality of downstream USB ports, at least one of which is
connected to a USB Bridge (which also is preferably provided in the form of an integrated circuit
(IC)). Atleast one downstream USB port of the USB Hub is connected to a switching device
(such as USB analog multiplexing switches, for example). The switching device is configured to

be connected to at least one USB port in the vehicle for connection to a consumer device. The
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USB Bridge is configured to effectively control the switching device although other control
mechanisms are envisioned. The USB Hub Module is configured such that signals received
from at least one USB port are received by the switching device, and the switching device routes
the signals to the USB Bridge or the USB Hub. In the case where the consumer device is acting
as USB Host, the USB Bridge processes the USB packets from the consumer port and provides
them to the USB Hub, thereby rendering the consumer device compatible with the vehicle’s
embedded USB Host. In the case where the consumer device is acting as USB Device, the USB
Bridge controls the switching device such that the switching device provides the USB signaling

directly to the USB Hub, bypassing the Bridge.

As shown in Figure 4, the system also includes Power Management structure, as well as
some other conventional structure not specifically shown in Figure 4, but which would be readily

assumed to be present by one having ordinary skill in the art.

In use, the Head Unit controls the switching device via the USB Bridge hardware or any
other convenient means of control. The HU software application may choose to enable, for
example, a phone on any one of the consumer USB ports, by requesting, commanding or
otherwise knowing the phone is required to be in USB Host mode and commanding the routing
of the specific USB port the phone is attached to the USB Bridge. Once routed to the USB
Bridge, the phone will detect a USB Device is connected and the phone will begin the standard
USB enumeration sequence. The detection and enumeration processes are defined by USB
standards and not explained here in detail. However, for purposes of describing the operation of
the invention, a general understanding is provided herein. The enumeration process follows a

strict sequence of USB descriptor requests from the USB Host and USB descriptor responses
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from the USB Device that allow the Host to determine the capabilities and functions of the
Device and configure the USB Device for operation. Once the complete set of device descriptors
are known the USB Host will then load the appropriate USB driver(s) and applications to support
in the functionality that the USB Device provides. In the scope of this invention it is envisioned
that the responses to the descriptor requests made by the phone (USB Host) are either answered
locally by the Bridge or preferably, the requests are forwarded through the Bridge to the Head
Unit where its device drivers process the request and return the response. The descriptor
responses from the device driver are conveyed to the USB Bridge, which then, in turn, passes
them to the phone. By passing descriptor request to the Head Unit drivers and returning the
responses from the Head Unit drivers back to the consumer device, the Bridge appears as a
transparent component in the USB system architecture. The system capabilities are controlled by
the Head Unit and the system remains flexible without need for changes to the Bridge firmware
or hardware when the system designer requires changes to the descriptor responses. Once the
consumer device completes the enumeration process, the Head Unit’s USB functional
capabilities are known to the consumer device and the consumer device may enable use of those
functions over USB communication. At this point, the consumer device or the Head Unit may
begin activating any number of supported services such as data connections, streaming audio and

streaming video to and from the vehicle via the USB Bridge.

Another embodiment of the present invention can be provided, wherein the bridge is
configured to act as an OTG port thus negating the need for switches and/or routing logic. In
this case there would exist one Bridge functional block for each downstream port. This

embodiment would effectively be a more generalized case of the example illustrated in Figure 4.
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Figure 4 shows just one Bridge that any one of the consumer USB ports can be routed to. With
just one bridge, only one consumer USB port can be connected to a USB host at a time.
However, if each downstream port of the Hub has a dedicated Bridge, then multiple consumer
ports can support connection to USB Host devices at the same time. Thus, any consumer port

can be in either USB Host or USB Device mode at any time independently of the others.

Figure 5 illustrates an alternative embodiment wherein the switching device comprises
USB routing logic, and both the USB routing logic and the USB Bridge are integrated with the
USB Hub in a combination USB Hub/USB Bridge Integrated Circuit (IC). This configuration has
cost and size advantages over building it with discrete components connected together on a

printed circuit board.

Figure 6 illustrates the internal components of the USB Hub/USB Bridge Integrated
Circuit (IC) shown in Figure 5. As shown, preferably the components of the USB Bridge include
a bridge controller as well as endpoint buffers. While the exact configuration of endpoints is
effectively up to the system designer to choose for a particular need, a specific example of one

possible endpoint configuration is shown in Figure 7; however, many others are possible.

As shown in Figure 7, the endpoints of the Bridge may be designed to support multiple
pipes of Bulk USB data connections between the Host A (Head Unit) and Host B (consumer
device). In the Bridge, the IN endpoints of Device A are connected to the OUT endpoints of
Device B and the OUT endpoints of Device A are connected to the IN endpoints of Device B.
The design of the Bridge may be such that the data flow between the endpoints may be direct or

buffered. For example, in the case of direct connection, once a USB packet is received from
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Host A on a Device A OUT endpoint, the internal logic of the Bridge moves to packet to the
Device B IN endpoint if it is available. If Device B IN endpoint is full or otherwise not available
then subsequent attempts of Host A to send more packets to Device A in the Bridge will be
rejected until such time that the Device B IN endpoint is clear and the contents of the Device A
OUT buffer is moved to it. Alternatively, there may exist a local buffer in the Bridge between
the endpoints of Device A and B. For example, packets received on an OUT endpoint of Device
A are placed in a local memory device for temporary storage until Device B IN endpoint is ready
for them. The OUT endpoints are thus capable of receiving multiple packets from the Host until
the buffer is full. Likewise the IN endpoints may, at times, transmit multiple packets until the
buffer is empty. Such buffers are not required, but are envisioned, to improve system throughput
performance in certain circumstances where one of the USB Hosts is occasionally busy and not
keeping up with USB transactions at the same rate as the other USB Host. Regardless of the
buffer configuration, the Bridge hardware has IN and OUT endpoints on Device A mapped to
OUT and IN endpoints respectively on Device B, thus forming a bidirectional bridge that passes
USB traffic between two USB Hosts with bandwidth sufficient to support the application

requirements of the system.

Also shown in Figure 7, Device A and Device B provide a bidirectional Control endpoint
connected to their respective USB Hosts. Control endpoints are required per USB standard to
support USB defined control messages between the Host and Device both during and after the
enumeration sequence. Optionally, USB endpoints may also be utilized per USB standard to
employ messages intended to control user defined custom device specific behavior, referred to as

Vendor Specific messages. As can be seen in Figure 7, the Control endpoints are mapped to the
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Bridge Controller (BC). The BC logic may be implemented in hardware or preferably software.
The BC provides the capability to send, receive and process USB standard Control endpoint
messages as well as vendor specific messages essential to the control and operation of the
Bridge. At system startup, the A Host requests and receives descriptors from the BC via the
Control endpoint. Once complete, Host A then loads the Bridge Driver in its software stack and
configures the custom Bridge hardware for operation. Host A can then control the functions of
the Bridge, such as USB switch routing control. The system is now ready to accept connection
with USB Host mode consumer devices on the B Device of the Bridge. When such a connection
is made, the BC will notify the Bridge Driver in Host A by sending a message on the control
endpoint to Host A. Further, Host B will begin sending descriptor requests on the control
endpoint to Device B in Bridge. The BC receives theses requests, encapsulates them with
information that identifies them as descriptor requests from Host B and passes them to the
Bridge Driver on Host using the control endpoint. Host A Bridge Driver receives these requests,
identifies them as descriptor requests and passes the requests on to other software components in
Host A system and waits for the descriptor responses. The descriptor responses are encapsulated
by the Bridge driver to indicate they are descriptor responses that are to be forwarded to Host B.
The response is then sent to the BC via the control endpoint. The BC receives them, identifies
them as descriptor responses that should be forwarded to Device B and places them on the
control endpoint for Device B. This process of receiving and forwarding messages back and
forth between the two hosts continues until the enumeration process is complete with Host B.
From that point on the two hosts may begin to use the IN and OUT endpoints to transfer

application data and services over the bulk endpoints.
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Figure 8 illustrates one possible configuration of the system architecture including
software components in the Head Unit interfacing with the Bridge/Hub. There are multiple ways
that the operating system and software architecture can be constructed to support the functions of
the USB Bridge/Hub. In Figure 8, a typical Linux implementation is shown including the
Bridge/Hub Module and the Head Unit. The system design utilizes standard Linux Kernel
components and configurations and should be familiar to those skilled in the art. The Head Unit
USB Host Controller hardware is driven by the Host Controller Driver. The Host Controller
Driver is connected to the USB Core. The USB Core connects the HCD with the standard USB
Linux Device Drivers and the custom Bridge Driver. The Bridge Driver is configured to
optionally connect directly to the User Space Application software or to the USB Gadget Driver
depending on system architecture. The custom Bridge Driver plays a dual role of both
controlling the functions of the Bridge hardware as well as providing a data path between the
gadget device drivers and applications running on the Head Unit. The architecture illustrated is
capable of handling both the operation and data paths associated with the Bridge and the Hub at
the same time, thus allowing concurrent operation of consumer devices operating in USB Device
mode with consumer devices operating in USB Host mode. In one embodiment, the Hub/Bridge
supports simultaneous active USB data connections between the Head Unit and multiple
consumer devices, at least one of which being in host mode while the others are in device mode.
In another embodiment, the Hub/Bridge supports simultaneous active USB data connections
between the Head Unit and some combination of embedded and consumer USB devices along
with at least one device being in host mode. While it is understood that the software functions of

the head unit are essential to building a complete system, the designs of which can vary
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the functionality of the present invention.
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LINK SYSTEM FOR ESTABLISHING HIGH SPEED NETWORK COMMUNICATIONS
AND FILE TRANSFER BETWEEN HOSTS USING 1/O DEVICE LINKS

FIELD OF THE INVENTION

[0001] The present application relates generally to the establishment of a network for
communications and high speed file transfers between one or more Host systems using bridged
connections of standard high speed peripheral devices and cables; and having a preferred
implementation that leverages Universal Serial Bus (USB) peripheral cables and device
components, to establish USB Host to Host and Host to multi-Host networking and high speed

file transfers.
BACKGROUND OF THE INVENTION

[0002] Peripheral communications protocols provide the ability to connect additional
electronic devices directly to the CPU of a Host system. Most modern peripheral
communications protocols provide ultra-high speed connections to ensure the transfer of data to
meet the requirements of modern CPUs. Popular peripheral protocols include the Universal
Serial Bus (USB) and the Peripheral Component Interconnect (PCI) among others. USB is a
globally accepted and widely used plug-and-play interface for peripheral devices such as digital
cameras, scanners, printers, Compact Disc (CD) players, Digital Versatile Disc (DVD) players,
as well as modern game consoles, etc. USB connections continue to evolve, providing
improvements in high speed data transfer with power delivery. Two recently released versions of
the USB Specification introduced multiple advantages over previous versions and other
protocols, including full duplex communications. USB version 3.0 (hereinafter “USB 37)
delivers high speed data rates of 5Gbps (Gigabits per second) and USB version 3.1 ¢hereinaflter
“USB 3.17) delivers 10Gbps.

[0003] Peer to peer connections between Hosts using USB version 2.0 (hereinafter “USB 2.0”
or “USB 27) emplov a fixed Host to Host cable with embedded specialized electronic
components and dependent on various protocol conversions. The USB 2.0 Host to Host cable is,
in reality, a virtual Ethernet cross-over cable or bridge device deployed using the USB interface
solely as the medium for interconnection to the Host computers. As such, these cables require
proprietary drivers and paired application software running at both ends of the connection; thus
creating substantial throughput limitations as Internet Protocol (IP) packet processing and
conversions are required at each Host to support the connection. As a result, despite an available
40MBps throughput provided by the USB 2.0 port interface, actual data transfer speeds drop to
1
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only 12MBps. Linking additional Hosts via Ethernet connections, while possible, is not viable —
each additional host significantly increases overhead requirements and overall performance

suffers significantly.

[0004] A direct USB 3.0 Host to Host connection has similarly been released into the market,
employing the familiar method of using Ethernet cross-over cable to carry encapsulated USB 3.0
packets. Effective speed of the USB 3.0-to-Ethernet Host to Host cable using this method is
reported to be approximately 40 MBps; a significant reduction from the available 480MBps
provided by the USB 3 specification. New USB 3 specifications define the use of a direct link
USB 3 Male-A to Male-A Crossover cable, which does not include the Vbus or Bus Power
contingent, designed primarily for connecting two Hosts for the purposes of diagnosis and other

restricted uses.
BRIEF SUMMARY OF THE INVENTION

[0005] The present application discloses a method and apparatus for establishing a Link
System providing network communications and high speed data transfer capabilities between
two or more coupled Host computers (hereinafter “Host™ or “Host system™ or USB Host
system™ ) employing at least two standard peripheral connections, in bridged configuration,
creating a dedicated communication link and a dedicated data link which, in combination, form a
private network to independently exchange control and high speed data between the coupled
Host systems. Implementations emploving the USB 3.0 SuperSpeed protocol, provide for
network and file transter speeds of 5Gbps; similarly the use of USB 3.1 Enhanced SuperSpeed

protocol and components can achieve speeds of 10Gbps.

[0006] In using the apparatus, methods and system proposed herein, the Host systems. upon
connection, may detect one another and establish a network link consisting of several bridged
paths for network, control, high speed data transfer, and power may be established. The Host
svstems may employ one or more protocols providing detection, negotiation, link, service, flow

direction, high speed data transfer management, and power management.

[0007] In apreferred embodiment, a proposed system comprises a centrally located Link
System with a standard USB 3 Type-A Male connector at each end of a link cable extending
from the Link System. The Link System may be seen to serve as to couple the USB 3 Host ports
by interconnecting or bridging the various opposing communications and high speed data
exchange paths in a network environment in which control sequences from the Host application

interact with both the Link System and opposite Host system. The Hosts, coupled through the

Microchip Ex. 1010, p. 45
Microchip v. Aptiv
PGR2024-00011



WO 2015/081448 PCT/CA2014/051179

intermediary Link System, negotiate and facilitate the selection of data paths and data directional
flow; interface elements and provisions to accommodate Data and File transportation are

provided by native Host Operating System functionality.

[0008] According to an aspect of the present disclosure, there 1s provided a method for
transferring data over links established between a first universal serial bus Host and a second
universal serial bus Host, wherein the link includes a first path on a physical layver of an
interconnection architecture and a second path on the physical layer of the interconnection
architecture. The method includes the first universal serial bus Host transferring, across the first
path. link controls to the second universal serial bus Host and the first universal serial bus host

transferring. across the second path, high speed data to the second universal serial bus Host.

[0009] According to another aspect of the present disclosure. there is provided an apparatus for
connecting a first Host and a second Host. The apparatus includes a high speed data link over a
data bridge, a swilching manager adapted to create temporary interconnections between the first
universal serial bus Host and the second universal serial bus Host, a Network and Control
Manager adapted to establish addressing and network switching, a Data Control Manager to
direct the Data Exchange mechanism to transact Data and File Transfers between the first
universal serial bus Host and the second universal serial bus Host and a detector to detect that a

device has been coupled to the apparatus.
BRIEF DESCRIPTION OF THE DRAWINGS

[0010] A more complete understanding of aspects of the present application is to be derived
from the detailed description provided herein and from the accompanying drawings relating to
some embodiments of the present application, which, however, are not to be understood as
limiting to the specific embodiments as detailed, but are for the purposes of illustration to help
better explain and for clarity in understanding the present application. Reference will now be
made, by way of example, to the accompanying drawings which show example implementations;

and in which:

[0011] FIG. laillustrates, in a schematic diagram, a USB Network Controller in accordance

with aspects of the present application;

[0012] FIG. 1b illustrates, in a schematic diagram, a USB I/O Device Controller for Network

and Control Management in accordance with aspects of the present application;
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[0013] FIG. Icillustrates, in a schematic diagram, a USB 1/0 Device Controller for Data

Management in accordance with aspects of the present application;

[0014] FIG. 2 illustrates a Link System in which an example USB Host system is illustrated
along with the USB Network Interface comprising a USB Network Controller of FIG. 1a in

accordance with aspects of the present application;

[0015] FIG. 3 illustrates a Link System as an alternative to the Link System of FIG. 2 in

accordance with aspects of the present application;

[0016] FIG. 4 illustrates a Link System as an alternative to the Link System of FIG. 2 and the

Link System of FIG. 3 in accordance with aspects of the present application;

[0017] FIG. 5 illustrates a Link System featuring two coupled USB Host systems each with the
USB Network Interface comprising a USB Network Controller of FIG. 1a similar to that

illustrated in FIG. 2, in accordance with aspects of the present application;

[0018] FIG. 6aillustrates a schematic of a further USB Link System, wherein there is a
mirrored network interface implementation having multiple components common to each side in

accordance with aspects of the present application;

[0019] FIG. 6b illustrates a schematic of the operational flow of a further USB Link System,
wherein two USB Host systems couple and engage in a High Speed File Transfer process in

accordance with aspects of the present application:

[0020] FIG. 7 illustrates a Link System featuring a plurality of Host Systems in accordance

with aspects of the present application;

[0021] FIG. 8 illustrates, in schematic form, a Link System featuring a number of support
elements that form a pair of USB Network Interfaces for coupling a first USB Host system to a

second USB Host system in accordance with aspects of the present application;

[0022] FIG. 9 illustrates, in schematic form, a Link System featuring two or more separate
pathways for Data Transfer to and from a USB Network in accordance with aspects of the

present application; and

[0023] FIG. 10 illustrates, in schematic form, the elements and operation of an Application
used in conjunction with a Link System featuring coupling between a [irst USB Host and a

second USB Host in accordance with aspects of the present application.
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DETAILED DESCRIPTION OF THE EMBODIMENTS

[0024] Aspects of the present application, in some embodiments, wherein the peripheral
communications protocol, and supporting connectors, device controllers, linking mechanism and
components, are described in reference to an implementation of the USB protocol, may equally
refer to another peripheral communications protocol such as PCI. and its derivatives, SCSI or

other communications protocols designed for Host to Device communications.

[0025] Aspects of the present application, in some embodiments, wherein Host is synony mous
with Host system and USB Host, relate to USB Host to Host and Host to multi-Host

communications and networking:

[0026] Aspects of the present application, in some embodiments, wherein USB Network
Interface relates to USB Link System comprising of two or more coupled USB Network
interfaces for USB Host to Host and to USB Host to multi-Host Link communications and

networking.

[0027] Aspects of the present application, in some embodiments, wherein USB Network
Interface relate to the latest version USB (USB 3) USB Link Svstem comprising of two or more
coupled USB Network interfaces for USB Host to Host and to USB Host to multi-Host

communications and networking.

[0028] Aspects of the present application, in some embodiments, relate to USB Host-to-Host
Link System and/or Bridge and/or Switch and Host-to-multi-Host Link Svstem, and/or multi-

Host Bridge and/or multi-Host Switch.

[0029] Aspects of the present application, in some embodiments, relate to a system wherein
two or more USB Network Interfaces are coupled and form a Link System wherein links are

formed and/or established.

[0030] Aspects of the present application, in some embodiments, relate to a system wherein
two or more Host systems are coupled by and/or through a Link System and links and or bridges

are formed and/or established.

[0031] Aspects of the present application. in some embodiments, relate to a system wherein
two or more USB Network Interfaces are coupled and form a Link System wherein a Link

Svystem includes several individual links to the first Host, and several other individual links to a
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second Host to form links or bridges between the Hosts and/or USB Network Interfaces when

coupled.

[0032] Aspects of the present application, in some embodiments, relate to a system wherein
two or more Host systems (computers) are coupled by and/or through a Link Svstem wherein a
Link System includes several individual links to the first Host. and several other individual links
to a second Host and/or other Hosts to form links or bridges between the Hosts systems when

coupled.

[0033] Aspects of the present application, in some embodiments, relate to a system wherein
two or more Host systems are coupled by and/or through a Link System wherein a Link System
includes several individual links to each of several hosts in which various links or bridges are

formed between any two or more coupled hosts, in a multi-bridge or data switch configuration.

[0034] Aspects of the present application, in some embodiments, relate to a system wherein a
bridge or data switch configuration provides for communications between any two coupled
hosts, and separately and simultaneously between any two other coupled hosts. in that multiple

individual bridges or linked data paths can be established ad hoc.

[0035] Aspects of the present application, in some embodiments, relate to a system wherein a
bridge or data switch configuration provides for communications and networking between any
two or more coupled hosts, and separately and simultaneously between any two or more other
coupled hosts, in that multiple individual multi-host bridges or linked data paths can be

established ad hoc.

[0036] Aspects of the present application, in some embodiments, relate to a system wherein a
bridge or data switch configuration provides for communications and networking between any
host to be bridged with any number of other coupled Hosts at the same time in a one-to-many

Host configuration or a broadcast type configuration.

[0037] Aspects of the present application, in some embodiments, relate to a system wherein a
bridge or data switch configuration provides for communications and networking between any
number of coupled hosts to be simultaneously bridged with any one coupled Host at the same

time in a many-to-one Host configuration or convergence-type configuration.

[0038] Aspects of the present application, in some embodiments, relate to a system wherein a
bridge or data switch configuration includes and supports port-to-port and port-to-multiport and

or Host to Host and Host to multi-Host configurations providing direct, any-to-any, one-to-many,

6
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many-to-one, one-to-cascaded-many, one-to-any in hunt group, third-party coupling, and

expansion to additional parallel or daisy-chained Link Systems.

[0039] Aspects of the present application, in some embodiments, relate to a system wherein a
bridge or data switch configuration in router mode provides a means to link coupled Hosts
belonging to one separate and distinct network with coupled Hosts belonging to another separate

and distinct network.

[0040] Aspects of the present application, in some embodiments, relate to a system wherein a
bridge or data switch configuration in router mode provides a means to link coupled Hosts
belonging to one separate and distinct network or virtual network with coupled Hosts belonging

to another separate and distinct network or virtual network.

[0041] Aspects of the present application, in some embodiments, relate to a system wherein a
svstem includes a first Host and a second Host. The first host, upon being connected, detects the
Link System and a connection is established. The second host, upon being connected, detects the
Link System and a second connection with the Link System is established, after which a bridge
connection through the Link System is established, and thereby coupling or connecting the first
Host with the second Host. Indeed, many more than just the first Host and the second Host may

be connected in this manner.

[0042] Aspects of the present application, in some embodiments, relate to a system wherein a
system includes a first Host system, a second Host system, and a Link System. The Link System
includes a detector to detect the established connection to the first and second Host systems and
the Link System logic establishes two or more bridge connections from the first Host system to
the second Host system through the Link System. Indeed, many more than just the first Host
system and the second Host system may be connected in this manner, with potential for multiple

Host systems, multiple Link Systems and multiple bridges.

[0043] Aspects of the present application. in some embodiments. relate to a system wherein a
system includes a first Host system, a second Host system, a Link System, a coupling condition,
and a virtual network. The Host systems include a detector to detect the coupling condition
through the Link System, and the Host logic establishes a virtual network connection or bridge to
the second Host system as a response to the detection condition. Indeed, many more than just the
first Host system and the second Host system may be connected in this manner. with potential
for multiple Host systems. multiple Link Systems, multiple coupling conditions and multiple

virtual network, network connections or bridges.
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[0044] Aspects of the present application establish a method for transferring data between two
or more coupled Host systems; wherein a Link System employed comprises two or more
separate and distinct paths on the physical layer of an interconnection architecture; wherein the
established paths are wired, wireless, virtual, or a combination of same; wherein high speed data
is transferred between Host systems across enumerated Universal Serial Bus channels, and
wherein network and link controls are provided via one or more secondary or other, alternate
communications path or paths on the same bridged link, separate from the path or paths

establishing other bridged links for high speed data communications.

[0045] In some embodiments, wherein a Host system coupled via a Link System 1s detected,
two or more ports or Host controllers of the detected Host system are negotiated with, and it is
determined whether to operate with the detected Host svstem in response to the negotiating.

Notably. the two or more ports or Host controllers may comprise one or more endpoints.

[0046] In some embodiments, Host logic allows operation as a Host system and with a coupled
Host system, and a detector detects a coupled Host system via Link logic and determines
whether to operate with the detected Host svstem and the Host logic on the detected host
responds to the Link logic; and wherein Host logic resides on the Host svstems and Link logic
resides on the Link System. Notably, there may be multiple Hosts svstems and potentially

multiple Link Systems.

[0047] In some embodiments, a cable device assembly or Link System couples a first Host
svstem and a second Host system. The second Host system includes Host logic to allow
operation as a Host svstem, and a detector to detect a coupled cable device assembly or Link
System, and to indicate whether the Host logic is to be coupled to the cable device assembly or
Link System. Indeed, many more than just the first Host system and the second Host system may

be connected in this manner.

[0048] In some embodiments, a coupling condition of a cable device assembly or Link System
is detected, and an indication as to whether to couple with the attached Host system or Host

systems is made in response to the detecting.

[0049] In an aspect of the present application, wherein more than two USB Host systems
require coupling, the Link System takes on the role of a USB Data Bridge or USB Data Switch
in terms of configuration, whereby coupled USB Host svstems are interconnected through a
series of Links on a main USB Network Bus or Buses; through the interconnection of a series of

Links and or Buses, a basic configuration of the Link System mayv be expanded in many aspects.
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[0050] In some embodiments, multiple USB Host svstems are coupled by implementing
multiple Link Systems between USB Host systems in a daisy-chain configuration wherein all
USB Host systems, except those located at the ends of the chain, emplov an additional USB Host
Controller and additional USB ports. The additional USB Host Controllers may serve as an
extension or bridge to the other separate Link Systems in coupling adjacent USB Host systems to

both the network and the data links and facilities.

[0051] In some embodiments, multiple USB Host systems are coupled by deploying a number
of separate Link Systems to a centrally located USB Host svstem, wherein a number of USB
Host Controllers and USB ports are deployed, to establish a star configuration wherein all
coupled USB Host systems are interconnected in a Server-Client environment in which the

centrally located Host system emulates the aforementioned bridge/data switch configuration.

[0052] In some cases, according to aspects of the present application, multiple USB Host
systems are connecied via a mix of daisy-chain, star, mesh and bridge/data switch interconnect
configurations; in this manner, elaborate network structures can be created and implemented in

either fixed or ad hoc installations.

[0053] In some embodiments, a dedicated hardware-based implementation may be made, for
example, in file sync applications. For example, in some embodiments, a personal computer or a
Home Entertainment System can connect to a notebook computer or tablet system using a USB
Type-A to USB Type-A cable with an embedded Link System for fast connection speeds and

transfer of data and/or information.

[0054] Some aspects of the present application may allow a device with a connection to a USB
Host system to “push™ data in controlled situations, particularly when the data is stored as a large
file, as is common to media applications, wherein a user connects to a Host to rent or purchase
movies, video, music, documents, and/or other media, etc. For example, in some embodiments,
distribution of music and/or video downloads (for example, interactive DVD, HD-DVD, Blu
Ray. etc.) at high speeds (for example, USB 3 speeds) via kiosk type implementations, for media

retailing in locations such as airports, convenience stores, etc.

[0055] In some embodiments, a USB 3 Host system may appear to be and may operate as a
USB 3 device and may enable what would appear to be a Host to Host connection to be made,
such that the coupled USB 3 Host system becomes transparent to a user. In some embodiments,
standard features (svstems included as part of the Host system OS), such as a USB mass storage

device driver, a device letter, and/or a file drag and drop feature, may be used in either
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Command Line Interface or in Graphical User Interface to provide a means by which content can
be moved or copied between two USB Host systems. Additional user intervention in such
applications would not be required in conjunction with the use of these standard features, thereby

allowing seamless operation for features such as Sync-and-Go, or scheduled backups.

[0056] In some embodiments. a file transfer may be initialized and controlled by a storage
facility that acts as a USB Host system, that supports two or more coupled USB Hosts svstems,
and that may serve as a means to augment a current local area network and/or a file storage
facility and/or a file sharing facility. For example, a file transfer may be initialized and controlled
by a network storage device in a user’s home to bridge fixed-place devices and portable devices,

and/or as a file sync facility for daily document management in commercial applications.

[0057] Aspects of the present application may cause two or more servers to connect; wherein
each connected Host system (server) remains fully operational and able to control operations on
other Host systems, including, but not limited to, file transfer, virus invigilation, other [ile

processing or operations.

[0058] In some aspects of the present application, a Host to Host connection supports the
provisioning of a shared environment such as a virtual host or other sharing of system resources
including but not limited to other attached USB Devices and other network attached devices (for

example a USB thumb drive, or a Network Attached Storage unit (NAS).

[0059] In aparticular embodiment, a USB Host system, usually a smaller svstem such as a
mobile phone, tablet or similar, may be provided with a dock, or similar resting point. may
employ aspects of the present application to cause the establishment of a network connection to
other USB Host systems, and/or devices. Connecting using aspects of the present application
may be considered to support sync-n-go, system resource sharing, sharing of hardware features
such as touch interfaces. and other components, whether implemented automatically at

connection, or via user control.

[0060] Some aspects of the present application may employ USB 3.0 or USB 3.1 Host
systems. In other aspects, other USB versions, such as USB 2.0, can be used to provide same or
similar performance. Future versions and/or implementations are contemplated, using USB

and/or other high speed or fast bus implementations and protocols.

[0061] While some embodiments have been described with regards to particular
implementations, in accordance with some or other embodiments, other implementations are
possible. In addition, the order, composition and/or format of components, circuit elements or
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other features represented in the drawings and/or described herein are not necessarily required to
be arranged in the particular way as represented or described herein. According to some

embodiments, other arrangements are possible.

[0062] Terms such as “coupled” and “connected™ used herein, may be replaced by any
derivative such as “bridged.” Although seemingly having a similar contextual definition, these
terms are not intended as interchangeable replacements for one another. More specifically, in
particular embodiments, “connected” may be used to indicate that two or more entities and/or
elements and/or units are in direct physical or electrical contact with each other, wherein
“Coupled” and/or “Bridged” may mean that two or more entities are in direct physical or
electrical contact; and where “Coupled™ and/or “Bridged” may also mean that two or more
entities and/or elements and/or units are not in direct contact with each other, but exist and/or

interact in a co-operative bind with each other.

[0063] Terms such as “block™ and “unit” are used herein, may be replaced by any derivative
such as “element.” Although seemingly having a similar contextual definition, these terms are
not intended as interchangeable replacements for one another. More specifically, in particular
embodiments, “block™ may be used to indicate that two or more entities and/or elements and/or
units are in relation to one another, wherein “unit” may mean two or more entities and/or
elements and/or units are in relation to one another and that two or more entities and/or elements
and/or units are not in relation to one another other, but exist and/or interact in a co-operative

bind with each other.

[0064] Some aspects of the present application may be implemented in one or any combination
of hardware, firmware, and software. Some embodiments may employ a computing platform to
perform the operations described herein whereby instructions may be read and executed after
having being stored on a machine-readable medium. Machine-readable media may include any
mechanism that can store and/or transmit information in a form readable by a machine (for
example, a computer). For example, a machine-readable medium may include one or more of the
following: read-only memory (ROM): random-access memory (RAM): magnetic disk storage
media; optical storage media; flash memory devices; electrical, optical. acoustical or other form
of propagated signals (for example carrier waves, infrared signals, digital signals, the interfaces

that transmit and/or receive signals, etc.), and others.

[0065] Accordingly, while some diagrams may have been used herein to describe particular
embodiments and/or implementations thereof, the present application is not intended to be

limited to those diagrams and/or to corresponding descriptions herein. That is to say. the
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indicated movement or direction of any process or connection need to be or need not to be with
or through each illustrated box or connection point or entity, or to be or not to be in exactly the

same order as illustrated and described herein.

[0066] In some embodiments, a USB Host may be used to operate as a USB device, wherein
the connection from one USB Host system to another USB Host system coupled either directly
through a Link System or by means of an alternate Network system so as to allow what would
appear to be a Host-to-Host connection established in a manner which mav be transparent to a
user. In some embodiments, standard features normally associated with those being provided by
the Host svstem Operating System, including interaction with USB Devices using a USB mass
storage device driver, device letter, and/or file drag and drop features, may be used to move or
copy content between two Host svstems. Integration with these standard mechanisms allows
existing applications such as Sync and Go to work seamlessly and without the requirement of
anyv additional user intervention. This aspect of the present application can be considered
advantageous in that system and peripheral resource sharing for applications in consumer,
commercial and industrial scopes are considered high value for all facets of connectivity and

storage solutions and for virtualization solutions.

[0067] Accordingly. while some embodiments are described herein as USB 3 embodiments,
other aspects of the present application may not require these particular implementations. For
example, some implementations require other USB embodiments such as USB 2.0 and, likewise,
it is also contemplated that future or alternate versions and/or implementations of USB and/or
other fast bus implementations such as PCI, and its derivations, SCSI or others thereof. may be

performed according to some aspects of the present application.

[0068] Accordingly, with regards to each system shown in a figure herein, the elements within
the figure, in some cases, may each have a same or a different reference numbert, so as (o suggest
that the elements represented could be similar, same and/or different. Notwithstanding, an
element may be flexible enough to have different implementations and remain working with
some or all of the systems shown or described herein. The various elements shown in the figures,
may be the same or different. Which one is referred to as a first element and which is called a

second element is in some cases arbitrary.

[0069] Accordingly, to some embodiments, USB 3 provides additional features including a bus
training sequence used to establish the communications between USB ports, as part of the
response to detecting a connection. Upon initial connection of the aspects of the present

application, there is an exchange of information between the Host system controllers and Link
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System controllers as is the case whenever a USB device is connected to a USB Host port (for
example, a USB Scanner to a USB Host or a USB Device to a USB Hub). Host system
controllers will declare themselves as downstream ports (as in the normal manner) and Link
System controllers will declare themselves as upstream ports (in a manner similar to a USB
Device). This allows the Host system at either end of the Link System to act as a Host while both
are connected, seemingly, to each other, although, physically through the Link System which
appears as USB Devices to each of the respective connected Host systems. In this manner a USB

3 peer-to-peer connection is possible, and a full scale peer-to-peer network is also possible.

[0070] In some aspects of the present application, USB implementations use differentially
driven receive block logic as well as differentially driven transmit block logic at either end of a
coupled Link System, whereby the Network Manager appoints opposite ends as either the sender
or the receiver as per the user interface Application’s request. Additionally, in some
embodiments, a USB interconnect may_include two more differential pairs or multiple
differential pairs which can be used and in some embodiments are used, for link management
(for example Network and Control Management) and/or other lower speed and bandwidth data

communications.

[0071] Accordingly. in some embodiments, since USB 3 is a dual simplex connection that
supports concurrent IN and OUT transactions, a transmitter and a receiver block logic may be
included in a Host system, and thereflore beneficial to have the same in the Link System as block
logic such that communications for each individual host is performed separately and

simultaneously with the Link System whether or not a data transfer is executing at the time.

[0072] Accordingly. in some aspects of the present application, two USB Host systems (for
example, two USB 3 Host systems) can be connected and/or coupled together via the Link
System, wherein for example, in some embodiments, a personal computer (PC) configured as
HTPC (Home Theater PC) can be connected and/or coupled with a tablet computer (for example,
an 1Pad™ from Apple Inc. of Cupertino, CA) via a USB connection. In some embodiments, a
high bandwidth connection is made between systems wherein it is ideal for transferring large
media files in extremely short times. For example, such a high bandwidth connection is used for
rapid transfers of large media files containing standard definition (SD) content and/or high
definition (HD) content (for example, from a personal computer to a notebook computer for later
plavback). In some embodiments, the high bandwidth connection does not require any specific or
additional support from a specification (for example, from a USB specification such as a USB

2.0 or a USB 3.0 specification). In some embodiments, the high bandwidth connection uses
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unmodified USB type-A receptacles (for example, unmodified USB 3.0 type-A receptacles). In
some embodiments, the operation of the high bandwidth connection is transparent to the user. In
some embodiments, existing USB device class drivers may be used (for example, existing USB 3
device class drivers). In some embodiments, Host systems having ports with capability for such a

high bandwidth connection may connect to a Link System for such an implementation.

[0073] In some aspects the present application, aspects can be delivered in a product form that
would match the benefits of a passive crossover cable (for example, passive USB crossover cable
such as a passive USB 3.0 crossover cable) and may be used for the purpose of connecting two
Host systems with the desired intention to transfer data back and forth between the coupled Host
svstems. The user’s perspective, would be one of a seamless nature, in that the connection
between two Host systems (for example coupled together by means of aspects of the present
application configured as a Link System) would simply work whenever the cable is plugged in to
each Host system. Sync and Go applications based on drive letter addressing, simply work. In
the manner as described, the throughput efficiency is very high in that the Link System is serving
and communicating directly with only two Host svstems; saving valuable bandwidth and

Network Management resources as would occur if deploying over an IP based protocol.

[0074] In some embodiments, performing mayv be considered synonvmous with appearing to
act, such that one Host system may perform as a host and the second Host system may perform
as a device, and on command, one Host system may alternate to performing as a device, while
the second Host system, in synchronized manner, may alternately perform as a host. In some
embodiments, two Hosts each act simultaneously as both a host and a device. For example, a

Host system can in some embodiments perform simultaneously as both a host and a device.

[0075] In some embodiments, performing may be considered svnonymous with appearing to
act, such that a device configured as a bridge cable, comprised of a Link System situated in
between the USB Male-A to USB Male-A connectorized cables, coupling the Host systems,
perform as would an entirely passive cable (for example, a crossover cable). In some
embodiments, the control hierarchy (which is to say. which Host system will perform as the
conventional host and which shall perform as the conventional device) may be established using,
for example, hardware and/or hardware controlled by software, at one or both of the coupled
Host systems. In some embodiments, the host performing as the host and the host performing as
the device, can be dynamically swapped using hardware and/or software and/or both, at one or

both of the Host systems.
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[0076] In some embodiments, performing may be considered synonymous with appearing to
act, such that a device configured as the Host system may be presented to the coupled Host
system as a Mass Storage Device, and/or performing as having a connection with a directly

attached storage subsystem, wherein storage capability is provided.

[0077] In some embodiments. performing may be considered synonymous with appearing to
act, such that a device configured as the Host system may be presented to the coupled Host
system as an Ethernet emulation mode communication device and/or interface, and/or
performing as facilitating the establishment of network addressable access, and/or network
addressable access to other network addressable devices such as a network attached storage

(NAS) subsystem, wherein storage capability is provided.

[0078] In some embodiments, performing may be considered synonymous with appearing to
act, such that a device configured as the Host system may be presented to the coupled Host
system as a device. For example, in some embodiments, the coupled Host system performs as a
storage hard disk drive (HDD) having an OS generated and/or recognizable and/or compatible
drive letter, just as it would see any other USB storage device such as a USB thumb drive,
wherein the coupled Host system requires no additional hardware or software to participate in a
peer to peer connection. Logic may be resident at the coupled Host systems and within the Link

System therein.

[0079] In some embodiments, performing may be considered synonvmous with appearing to
act, such that a device configured as the Host system may be presented to the coupled Host
svstem like any other network addressable host or file server (for example, a computer), and
from the perspective of the Host system the coupled Host system may be presented like any
other network addressable host or file server (for example, a computer). In some embodiments,
the network interface may be generated by software (for example, a device driver) on the Host
system, and presents the file system in the same manner as any direct attached network host or
file server, or network attached storage (NAS) system. The driver may optionally present only a

subset of the file system (for example. the user’s “My Documents”™ directory).

[0080] In some embodiments, performing may be considered synonvmous with appearing to
act, the Link System mayv perform as if employing the USB over IP protocol, although not
employing the USB over IP protocol, which is known to have inherent large overhead issues
affecting operational factors and transfer speeds. The present application is not intended to be
limited to or preclude implementations from including and/or using such protocol either

exclusively or inclusively as a supplemental protocol for any desired or required design criteria.
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[0081] Notably, much the same could be said about the Link System performing as if
employing the “IP over USB” protocol, in that aspects of the present application may involve
performing as if employing the IP over USB protocol and, although it is not being employed, it is
understood that implementations are not limited to or precluded from being emploved by aspects
of the present application or from being included and/or using such protocol either exclusively or

inclusively as a supplemental protocol for any desired or required design criteria.

[0082] Aspects of the present application may be considered to relate to a dual interface, such
that some aspects may be implemented physically as a device, these aspect may then appear as a
Host at the Application level, thereby provisioning a Virtualized Host system with the ability to

connect to devices and other Hosts, both physical and virtual.

[0083] Aspects of the present application provide an ability for anv coupled Host system to
connect to multiple separate and distinct Link Systems. As such, the number of separate and
independent data links to one or many other Host systems may be seen to increase, such that the
aggregate high speed data transfer throughput is equal to the sum of all of the transfer speed
capability of each of the attached Link Systems. For example, if any one Host system is attached
to any one other Host system. using four separate and independent bridged peripheral connection
pairs supporting the data transfer, using a separate and distinct Host controller for each of the
attached bridged peripheral connection pairs by both Host systems, whereby the average transfer
speed on any one data link through a Link System is 400MB/s, the total potential throughput in
this implementation would approximate 1600MB/s. Aspects of the present application may be
seen to include facilities to transfer one file using all available data links, or multiple files
simultaneously using all available data links. Other facilities could be included to use anv
number of the available data links in this tvpe of embodiment, as “Send Only™ data links, with all
other data links set as “Receive Onlv™ data links. Other functionality can be included to switch
any data link function (i.e., “Send Only™) to any other data link function in an ad hoc manner.
Embodiments of a similar nature could be used whereby relaying or routing of data to more than
one Host system would provide higher throughput for applications requiring real time
duplication or redundancy. This aspect of the application can be considered as advantageous in
that high speed data transfers may be provided for applications in consumer. commercial and

industrial scopes at lower cost points than current competitive solutions.

[0084] Aspects of the present application provide for establishment of a Link System deploved
as a virtual Host system. such as that commonly deployed as a Zero Client, in which a virtual

host is implemented via a Multi-Seat Host OS, System/application, in which the user interfaces,
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namely video, keyboard, mouse and audio functionality and facility are delivered to the Link
System by means of the existing USB interface, and the required USB controllers are
implemented within the Link System for such an embodiment. Interconnection to other Desktop
or Smart Device Host systems via the USB interface to the Link System may provide a private
and high speed personal network for file sync. backup, etc. Additionally, an embodiment having
specific interfaces and deploved in such a manner can be construed as a Docking Station for
Smart Devices such as laptops, notepads. tablets, phablets, Smart Phones, etc., whereby the user
is provided a means to implement an additional and typically larger display or screen, a more
accommodating keyboard, mouse and audio devices. Provisioning to the home or corporate
network can also be established through the Link Svstem. with options for local and faster

storage, and common or shared file storage, or for access to cloud based storage.

[0085] Aspects of the present application, in some embodiments, relate to a system wherein a
device bridge provides for direct logical access to system resources, including CPU, Memory
and hard drive, as well as peripheral resources such as printers, scanners and other devices; and
wherein direct access to system resources eliminates protocol conversions required by other
network methods and protocols, such as Ethernet. Connections established via a bridged hub
connection may further establish default pools of privately shared resources available to any
connected Host without user or system intervention. This aspect of the present application can be
considered advantageous in that system and peripheral resource sharing for applications in
consumer, commercial and industrial scopes are valuable for virtualization and other

connectivity solutions.

[0086] The described implementations herein of the present application are intended to be
examples only, and when employing USB 3.1 version of the protocol, any and or each of the

USB connectors referenced herein may be implemented as a USB 3.1 Type-C connectors.

[0087] The described implementations herein of the present application are intended to be
examples only. Alterations, modifications and variations may be effected to the particular
implementations by those skilled in the art without departing from the scope of the application,

which is defined by the claims appended hereto.

[0088] FIG. laillustrates, in a schematic diagram, a USB Network Controller 100 in
accordance with aspects of the present application. As illustrated, the USB Network Controller
100 may include at least two USB differential pair connections or ports 118 and 178 respectfully
(for example a USB 2 differential pair connection or port 118, or a USB3 multi-differential pair

connection or port 178) each of which is communicatively connected to USB /O Device
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Controller #1 110 and USB I/O Device Controller #2 170 respectively, which provide a
Communication Link 136 and a Data Link 134 respectively along with combined Power Links
138 with an optional separate external Power supplv port 198; to establish interconnection with
one or more USB Host systems, and where upon a Virtual Network 124 mayv be established upon
coupling with one or more USB Host systems. Each USB I/0O Device Controller #1 110, and
USB I/0 Device Controller #2 170 is illustrated in Figs 1b and ¢ respectively.

[0089] FIG. 1b illustrates, in a schematic diagram, a USB I/O Device Controller #1 110 in
accordance with aspects of the present application. As illustrated the USB 1/O Device Controller
#1 110 may include Network and Control Management 112, a USB Network Interface 114, and a
Power Interface 116. The Network and Control Management block 112 may be comprised of
various elements; a Code Logic block 156, a Memory Block 152, a Clock 154, each of which is
communicativelv connected to each other and additionally to a Central Processing Unit 150
(hereinafter “CPU™) and also interfaces directly with the Serial I/O Bridge 158 in the USB
Network Interface block 114 and additionally with the Power Manager 162 of the Power
Interface block 116. In accordance with aspects of the present application the USB I/O Device
Controller #1 110 may establish a Communication Link across the Network and Control Bus 136
for coupling with the USB I/0 Device Controller #1 110 of one or more other USB Network
Controllers 100. Additionally, a Power Bridge 160 may provide Vbus Power and or an
optionally provided external power source to the shared Power Bus 138 via the Power Manager
162 as may be directed by the USB Host system application, should the need be presented. The
various elements of the USB 1/0 Device Controller #1 110 may further include the establishment
of a connection to the Virtual Network 124 which may be seen as a virtual connection and used
as a real IP Network formed between any or all of the coupled USB Host system(s) to any other

coupled USB Host system(s).

[0090] FIG. lcillustrates, in a schematic diagram, a USB I/O Device Controller #2 170 in
accordance with aspects of the present application. As illustrated the USB 1/0 Device Controller
#2 170 may include Data Control Management 172, a USB Network Interface 174, and a Power
Interface 176. The Data Control Management Block 172 may be comprised of various elements;
a Memory Block 182, a Clock 184, each of which is communicatively connected to each other
and additionally to a Central Processing Unit 180 (hereinafter “CPU") and interfacing with a
Code Logic Block 186 and an Optional Control Logic block 196, both of which may be located
externally of the Data Control Management Block 172: and may also interface directly with the
Serial I/0 Bridge 188 in the USB Network Interface block 174 and additionally with the Power

Manager 192 of the Power Interface block 176. In accordance with aspects of the present
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application the USB I/0 Device Controller #2 170 may establish a Data Link across the Data
Bus 134 for coupling with the USB I/O Device Controller #2 170 of one or more USB Network
Controllers 100. Additionally, a Power Bridge 190 may provide Vbus Power and or optionally
provided external power to the shared Power Bus 138 via the Power Manager 192 as directed by
the USB Host system application, should the need be presented. The various elements of the
USB I/0 Device Controller #2 170 may further include the establishment of an optional
connection from the Optional Control Logic block 196, to establish a Communication Link
across the Network and Control Bus 136. One of the main features of the USB I/0 Device
Controller #2 170 is the ability to adapt or convert incoming USB 3 formatted data through the
Serial I/0 Bridge 188, which may then be altered to suit Bit-Wide delivery options ranging from
4 to 64 as directed by means of the Bit-Wide Data Exchange 194. This conversion process may
also be deploved in the opposite direction such that Bit-Wide Data may be adapted or converted

to USB 3 format for compliance with the USB 3 protocol.

[0091] In operation, the USB Network Controller 100 may allow for a link between a USB
Host system and a USB Network Bus to be provisioned. Furthermore, the USB Network
Controller 100 may be usetul when establishing a non-standard USB communications
architecture, permitting one Host system to be directly connected to another Host svstem in
typical computer network topologies and interconnections. The USB Differential Pair(s)
Connections or ports #1 118, and #2 178 may facilitate interconnection with a standard USB
Host system (for example, a computer system) via a standard USB or USB 3 cable. The Power
connection 198 may facilitate an interconnection with a standard external power source as a
means for more or supplemental power. The Link System interface buses including Network and
Control Bus 136, the Data Bus 134, the Power Bus 138 may facilitate interconnections with the

USB Network Bus, other buses, routers, switches and other similar or dissimilar networks.

[0092] Asis illustrated in FIG. 1b, the Network and Control Management block 112 may
facilitate a means by which a connection management system may be deployed to bridge USB
Host system communications with the USB Network Interface, for the purpose of
interconnecting with and to other coupled USB Hosts systems through a Link System comprised
of two or more coupled USB Network Confrollers 100. The Network and Control Management
block 112, may function as a traffic manager, wherein various communication paths physical and
virtual are established when USB Host systems are coupled through the Link System with each

communication path having specific and distinct operating functions and processes.
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[0093] The Network and Control Management block 112 may receive and issue commands.
Additionally, the Network and Control Management block 112 may detect and negotiate with the
various svstems within the USB Network Controller system 100 and, externally, with a coupled
USB Host system, the Link System and the optionally provisioned internal Console port within

the Code Logic 156, and other coupled USB Hosts and/or devices.

[0094] The Data Control Management block 172 as shown in FIG. 1¢c may interact with the
Bit-Wide Data Exchange unit 194 may enable fast bus communications for high speed data and
file transfers with the Link System, performing data direction selection and path routing and
switching; and executing data flow and data speed alterations as instructed by the Data Control
Management block 172, and in collaboration with the direction of the Network and Control
Management block 112. The Data Interface unit 174 mayv accommodate transfers of command
and control instructions and data, but does so as a secondary and/or simultaneous parallel
service, thereby supplementing its main service which is specifically to provision USB and USB
3 high speed data and file transfers. Aspects of the present application include separate and
distinct paths within the USB Link System. The Link System Data Bus may be connected to the
USB I/0 Device Controller #2 170 to enable fast, efficient and directed data delivery to and from
the USB Network Interfaces 100, since control and addressing functions may mainly be
provisioned bv the USB I/0 Device Controller #1 110 connected to the Control bus of the USB
Network.

[0095] The Code Logic blocks 156 and 186 may be configured to store machine code data for
use by the Network and Control Management block 112 and the Data Control Management

block 172 relating to configuration, process execution, and data path and handling instructions.

[0096] The Virtual Network block 124 may be established as a pseudo-Control Manager
within the coupled USB Host systems wherein functional network commands are carried out in
svnc with those 1ssued at the Link System level. Functional network commands relate to control
sequencing and operational functions provisioned by and through the Network and Control
Management block 112, and the Data Management block 172, between coupled USB Hosts
systems, and transacted on the Link System, as directed by the Network and Control

Management block 112, from user interaction at the USB Host system(s) Application level.

[0097] Other aspects of the present application may include a pre-processor unit and/or a
postprocessor unit and/or both. placed or located anywhere prior to the Bit-Wide Data Exchange
unit 194 in the case of a pre-processor and/or placed anywhere after the Bit-Wide Data Exchange

unit 194 in the case of a post-processor and/or a mix of both as per design criteria. For example a
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buffer, a multiplexer/demultiplexer (mux/demux). a serializer/deserializer (SERDES), a data
converter, a bit converter, a bit checker, etc. Notably, Fiber Optic Cable may be emploved as the
USB Transmission Line, with a benefit of reducing distance limitations as well as noise
interference and signal degradation typically associated with high speed bus transmissions over

copper-based cable.

[0098] FIG. 2 illustrates a Link System 200 in which two or more USB Host systems 210 may
be coupled in a fully addressable and managed Network architecture by deploving a USB
Network Interface 212 over a shared USB Network Bus 218. An example USB Host system 210
is illustrated. The USB Network Interface 212, as a portion of the Link System, may provide a
manner for the USB Host system 210 to connect to a USB Network Bus 218.

[0099] Aspects of the present application may include two or more network paths from the
USB Host system 210 through the USB Network Interface 212 to the USB Network Bus 218. At
least one of those connections may be a physical connection and all others may be either

phvsical or virtual, or a combination of both.

[00100] In the embodiment illustrated in FIG. 2, a primary phyvsical connection may employ a
USB Transmission line 216 (for example, a USB 3 Cable including several differential pairs)
connecting a USB 3 Port 232 of the USB Host system 210 (for example, a Computer) to a USB 3
Hub 244 (for example a USB3 Hub Controller) through USB Connector 242 to each of the USB
and USB 3 1/0 Device Controllers built into the USB Network Controller 100. The USB Host
svstem 210 may include the necessary physical and logical components for data storage,
retrieval, access. and transfer duties. The components may include: an Operating Svstem 234 a
File System 236; one or more Data Stores 238: an Application 240; a USB 3 Host Controller
228, and a Virtual Network Interface Controller (NIC) 230.

[00101] A USB Network Transmission line 214, which may be connected to the Link System
interface via USB Network Controller 100, and may include a first Link to bridge a Network Bus
and or a Control Bus for addressing, signaling. switching and routing signals and controls, and a
second Link to bridge a high speed Data Bus, and a third Link to bridge a Virtual Network Bus
124 for application interfacing at the Host system, and a fourth Link to bridge a Power Bus for
delivery to coupled Host systems or bridged device controllers for low-power or battery powered

Host systems, may connect the USB Network Interface 212 to the USB Network Bus 218.

[00102] In aspects of the present application, reductions may be found in distance limitations of

the physical interconnects between the USB Host system 210 and the USB Network Bus 218. As
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can be seen in FIG. 2, the USB Transmission line 216 may be connected to the USB Network
Interface 212. In some embodiments, Copper USB cables serving as the USB Transmission line
216 may be limited to specific length dimensions, so that only minimal external and internal
signal degradation may occur due to interference and differential pair signal loss on the USB

Transmission line 216.

[00103] As Power and Ground signals are inclusive in USB connections, some power levels
may be affected over distances and may not be sufficient as a power source for the attached Link
System 200. As such, an External Power connection may be provided bv way of the Power port

254.

[00104] In operation, the Application 240 may provide a user with means to perform data and
file transfers by means of a network facility. In some embodiments, the network facility may be
serviced by the Virtual NIC 230 which provides typical Internet Protocol type network
functionality with address and port interaction in accordance with the OS 234 and Application

240 requirements.

[00105] In some aspects of the present application, the Virtual NIC 230 may be established
when coupling the USB Host system 210 to the USB Network Bus 218. The coupling may be
accomplished via the USB 3 port of a USB 3 Hub 244 (for example a USB3 Hub Controller)
through to each of the USB and USB 3 I/O Device Controllers of the USB Network Controller
100 and via the USB Network Transmission line 214. which may be connected to the Link
Svstem interface or USB Network Bus 218. Upon coupling, the OS 234 enumerates a Virtual
NIC 230, and may configure and or establish an IP address and Port on the Virtual NIC 230
which may allow for the Application 240 to interact with other coupled USB Host systems 210
presenting IP addresses on the same family and subnet. The Application may render command
instructions and associated system querties of the File System 236 with respect to the data in the
Data Store 238, on both the USB Host system 210 and of that of any other coupled USB Host
svstem 210. The Application 240 also renders typical file handling and file transfer commands
typically associated with modern day computing systems such as file storage listings, file
directory listings, file copy, move, delete, rename, compare, sync, backup, restore, etc., within

the USB Host system 210 and with or to any other coupled USB Host system 210.

[00106] The Application 240 may interact with the OS 234 of the USB Host system 210 and
any other coupled USB Host system 210 seemingly via the Virtual NIC 230, but all
communications concerning network and control instructions and information are conducted on

the communications bridge linking coupled USB Network Interfaces 100 on the Network and
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Control Bus 136. All exchanges of Data from one USB Host system 210 to anv other coupled
USB Host system 210 may transact via the data bridge linking coupled USB Network Interfaces

212 on the Data Bus 134, thus may allow for high speed data transfers in either direction.

[00107] USB cable lengths are relatively and prohibitively short in comparison to alternate
network wiring solutions (for example CATS, CAT6. etc.): as such. the USB Host system 210
may be caused, by cable length, to be in close proximity to the USB Network Interface 212.
Other inherent restrictions can impede the working distance by which the USB Network
Transmission Line 214 can be accommodated, ranging from number of conductors, shielding

requirements, and gauge and connector structure as the primary sources.

[00108] Provisioning of Power, as in all implementations of USB interconnects. may be derived
from the USB Host system through the USB Transmission line 216 and, ultimately, via the USB
port 242. In situations in which additional Power is required, optional internal or external power
sources may be connected or applied through the Power port 254, connecting to the USB
Network Controller 100 Power Connection 198 and then managed by either Power Manager 162
and or 192 as directed by the Network and Control Management 112, such that all systems are
functioning optimally and such that any USB Host systems’ data interactions are not subject to

communication speed reductions.

[00109] FIG. 3 illustrates a Link System 300 as an alternative to the Link Svstem 200 of FIG. 2.
In the Link System 300 of FIG. 3, a USB Network Interface add-in card 350 is illustrated as

internally mounted inside a USB Host system 310.

[00110] The USB Host system 310 has many of the same components as the USB Host system
210 of FIG. 2, including an Operating System 334; a File System 336; one or more Data Stores
338; an Application 340; a Virtual NIC 330; a USB 3 Host Controller 332, and a USB port 366.

[00111] The USB Network Interface add-in card 350 may have many of the same components
as the USB Network Interface 212 of FIG. 2. That is, the USB Network Interface add-in card
350 may include a USB port 362 (like the USB port 242 of FIG. 2), a USB Hub Controller 352
and a USB Network Controller 100 (like the USB Network Interface 212 of FIG. 2) and a Power
port 356 (like the Power port 254 of FIG. 2). The USB Network Interface add-in card 350 may
be implemented as a typical add-in peripheral card. Example typical add-in peripheral cards
include: an adapter card. an expansion card: an add-in Ethernet Network Interface Card: and an

externally attached dongle or device.
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[00112] The USB Host Controller 332 may allow the connection to the USB Network Interface
add-in card 350 to connect to the USB Hub Controller 352 using the USB port 366 of the USB
Host system 310, and the USB Port 362 of the USB Network Interface Addin Card 350, viaa

USB transmission line 316.

[00113] A USB Network Transmission line 314, which may be connected to the USB Network
Controller 100, may connect the USB Network Interface add-in card 350 to the USB Network

218 in a similar fashion as outlined in Link System 200 in FIG. 2.

[00114] In operation, USB port detection, connection and enumeration by an eXtensible Host
Controller Interface (xHCI) root host and/or an Enhanced Host Controller Interface (EHCI) root
host within the USB Host Controller 332 may be handled by established USB specifications.
Once connected and enumerated, the combination of the USB Host system 310 and the USB
Network add-in card 350 form the Link System 300. Power for the USB Network add-in card
350 may be provisioned, by way of the Power port 356, directly [rom an Expansion Bus of the
USB Host system 310 and may be managed internallv by a Power Manager similar to the Power
Manager 162 and or the Power Manager 192, which was described earlier, in conjunction with a
review of the components of the USB Network Controller 100 of FIG. 1a, 1b, and 1c. The
physical interface from the USB Host system 310 to the USB Network 218 may be implemented
through a USB Network Transmission Line 314 which, as described earlier, can be made of
various buses and also interfaces virtually with the USB Host 310 by an established Virtual

Network as described previously.

[00115] In some aspects of the present application. the Virtual NIC 330 may be established
when coupling the USB Host system 310 to the USB Network 218. Once coupled, the USB
Network Interface 114 of FIG. 1b ma be detected within the Application 340, and the OS 334,
may enumerate the I/O port and thereafter may enable the Virtual Network driver within the
USB Host system 310 which may auto configure with an IP address and may provide access to
various ports and resources for network activities. Upon activation, the OS may bind the Virtual
Network Interface Controller 330, and the Application 340 may assume IP based network
connections with other coupled USB Host svstems, specifically using the Data Interface 174 in
FIG. 1c for all Bulk Data exchanges with other coupled USB System hosts 310 including File
Transfers to leverage the USB 3 5Gps bandwidth enabling high speed data transfer in the range
of 400-450 MBps.

[00116] In some embodiments, as illustrated by FIG. 3, USB Network interfacing may provide

significant advantages for Host-to-Host implementations wherein Host systems may be in close
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proximity to one another, such as in office environments, library pods, and in Server rack
installations. The increased speed and bandwidth that may be realized by implementing a 5Gbps
USB Network, may be seen to improve the overall usage and capability over other commonly
used and inexpensive networking solutions. In some aspects of the present application,
concurrent use of existing network connections and the proposed USB Network is a means by
which data transfers, data syncs, and daily backups can be provisioned more quickly, securely

and efficiently.

[00117] FIG. 4 illustrates a Link System 400 as an alternative to the Link System 200 of FIG. 2
and the Link System 300 of FIG. 3. In the Link System 400 of FIG. 4, a USB Network Interface

add-in card 450 is illustrated as intemnally mounted in a USB Host system 410.

[00118] The USB Host svstem 410 has many of the same components as the USB Host system
210 of FIG. 2, including an Operating System 434; a File System 436; one or more Data Stores
438; an Application 440; a Virtual NIC 430 and a USB Host Controller 432.

[00119] The USB Network Interface add-in card 450 has many of the same components as the
USB Network Interface 212 of FIG. 2. That is. the USB Network Interface add-in card 450 may
include a USB Hub Controller 452 and a USB Network Controller 100 (like the USB Network
Interface 212 of FIG. 2) and a Power port 456 (like the Power port 254 of FIG. 2). The USB
Network Interface add-in card 450 may be implemented as a typical add-in peripheral card.
Example typical add-in peripheral cards include: an adapter card; an expansion card; an add-in

Ethernet Network Interface Card; and an externally attached dongle or device.

[00120] The USB Network Interface add-in card 350 has many of the same components as the
USB Network Interface 212 of FIG. 2. That is, the USB Network Interface add-in card 350 may
include a USB Hub Controller 452 and a USB Network Controller 100 (like the USB Network
Interface 212 of FIG. 2) and a Power port 356 (like the Power port 254 of FIG. 2). The USB
Network Interface add-in card 350 may be implemented as a typical add-in peripheral card.
Example typical add-in peripheral cards include: an adapter card, an expansion card; an add-in

Ethernet Network Interface Card; and an externally attached dongle or device.

[00121] The USB Network Interface add-in card 450 may have some components distinct {rom
the USB Network Interface 212 of FIG. 2 and from the USB Network Interface Add-in Card 350
of FIG. 3, including a USB 3 Host Controller 462.

[00122] The USB Network Controller add-in card 450 may have a direct connection from the
USB Host Controller 462 to the USB Network interface 454 by way of an internal connection of
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an onboard USB Transmission line, thereby eliminating an external USB Transmission Line to
couple the USB Host 410 to the USB Network Interface 100 of the USB Network Controller
add-in card 450.

[00123] The interface between the USB Network Interface add-in card 450 and the USB Host
system 410 may be generically, for example, a Host Expansion or Peripheral bus. The Peripheral
bus may, for example, be alocal bus compliant with the Peripheral Component Interconnect
(PCI) Local Bus standard or the PCI Express (PCle) standard. To facilitate such an interface, the
USB Host may include a PCI slot 464 and the USB Network Interface add-in card 450 mayv
include a set 466 of PCI conductors.

[00124] Notably, the USB bus may be considered to be an extension of the known PCI bus
and/or the known PCle bus within a given Host system. It is common place for modern-day
processors to expose the PCI/PCle bus to the outside world by means of a protocol exchange,
namely, a USB controller. The USB controller provides interconnection {unctionality with
devices and other Hosts which are equipped with ubiquitous USB interfacing derived from their
own exposed PCI/PCle buses by means of compatible USB controllers. Such interfaces allow for
high speed data transfer and or exchange over greater distances than that specified by the
PCI/PCle specification and at much lower cost than PCI/PCle controller implementations. Also,
new processor designs include USB buses direct to the CPU, thereby eliminating the need for an
additional protocol exchange via an externally mounted controller. Embodiments of the
invention claimed may include any “high-speed bus-related protocol™ establishing Host to
Device communications, and typically, but not necessarily, having a physical implementation
employing differential pairs to deliver signals (data) at the hardware level; and are applicable

protocols for use by aspects of the present application.

[00125] A USB Network Transmission line 414, which may be connected to the USB Network
Controller 100, mayv connect the USB Network Interface add-in card 450 to the USB Network
Bus 218.

[00126] As established, and in similar fashion as explained with regards to FIG. 3, connection
and enumeration within the USB Host Controller 462 are handled according to USB
specifications; and once connected and enumerated, the combination of the USB Host 410 and

the embedded USB Network Controller add-in card 450 form the Link System 400.

[00127] Power for the Network Controller add-in card 450 may be provisioned, by way of the
Power port 456, directly from an Expansion Bus of the USB Host 410 and may be managed
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internally by a Power Manager similar to the Power Manager 162 and or the Power Manager
192, which was described earlier, in conjunction with a review of the components of the USB
Network Controller 100 of FIG. 1a, 1b, and 1c. The physical interface from the USB Host
svstem 410 to the USB Network 218 may be implemented through a USB Network
Transmission Line 414 which, as described earlier, can be made of various buses and also
interfaces virtually with the USB Host 410 by an established Virtual Network as described

previously.

[00128] In some aspects of the present application, the Virtual NIC 430 may be established
when coupling the USB Host svstem 410 to the USB Network 218. Once coupled, the USB
Network Interface 114 of FIG. 1b is detected within the Application 440, and the OS 434,
enumerates the I/0 port and thereafter may enable the Virtual Network driver within the USB
Host system 410 which may auto configure with an IP address and may provide access to
various ports and resources for network activities. Upon activation, the OS may bind the Virtual
Network Interface Controller 430, and the Application 440 may assume IP based network
connections with other coupled USB Host systems, specifically using the Data Interface 174 in
FIG. 1c for all Bulk Data exchanges with other coupled USB System hosts 410 including File
Transfers to leverage the USB 3 5Gps bandwidth enabling high speed data transfer in the range
of 400-450 MBps.

[00129] FIG. 5 illustrates a Link System 500 featuring two Host systems, a first USB Host
210A and a second USB Host 210B, connected to each other by means of a Host-to-Host Cable
implemented by deploving two USB Network Interfaces, a first USB Network Interface 212A
and a second USB Network Interface 212B.

[00130] As previously outlined in FIG. 2, the first USB Host 210A includes various
components for data and file transfer. The components may include: an Operating System 240A
(not shown); a File System 236A (not shown); one or more Data Stores 238 A (not shown); an
Application 240A (not shown); a USB Host Controller 228A; a USB 3 Port 232A; and a Virtual
NIC 230A. Similarly, the second USB Host 510B includes various components for data and file
transfer. The components mav include: an Operating System 240B (not shown); a File System
236B (not shown); one or more Data Stores 238B (not shown); an Application 240B (not
shown); a USB Host Controller 228B; a USB 3 Port 232B; and a Virtual NIC 230B.

[00131] The first USB Network Interface 212A may, much like the components referenced
earlier with respect to FIGS. 1 and 2, include a first USB Network Interface port 242A (not
shown), a USB Hub Controller 244 A (not shown), a USB Network Controller 100A (not shown),
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and a Power port 254 A (not shown). Similarly. the second USB Network Interface 212B may
include a second USB Network Interface port 242B (not shown), a USB Hub Controller 244B
(not shown), a USB Network Controller 100B (not shown), and a Power port 254B (not shown).

[00132] In FIG. 5, a first USB Transmission line 216 A connects a first host USB Port 232A of
the first USB Host system 210A to the first USB Network Interface Port 242A (not shown) of
the first USB Network Interface 212A. Similarly, a second USB Transmission line 216B
connects a second host USB Port 232B of the second USB Host svstem 210B to the second USB
Network Interface Port 210B (not shown) of the second USB Network Interface 212B.

[00133] A first USB Network Transmission line 214 A, which may be connected to a first USB
Network Controller 100A (not shown), may connect the first USB Network Interface 212A to a
USB Network 218. Similarly, a USB Network Transmission line 214B, which may be connected
to a first USB Network Controller 100B (not shown), and may connect the second USB Network
Inter{ace 212B to the USB Network 218.

[00134] In the first USB Network Interface 212A, an External Power connection may be
provided by way of the first Power port 254 A (not shown). Similarly. in the second USB
Network Interface 212B, an External Power connection may be provided by way of the second

Power port 254B (not shown).

[00135] As illustrated in FIG. 5, some embodiments relate to Host-to-Host connections for the
purpose of deploying a Personal Area Network between Host svstems of commercial. consumer
and personal use such as Tablets. Laptops, Desktop Computers, and other smart devices
including Smart phones and personal media players. In such an embodiment, the “bridge cable™
use and operation resembles that of a ubiquitous USB2 Data Sync cable or an Easy Transfer
Cable in which two host systems are coupled via a USB2-to-Ethermnet converter bridged to the
opposite side via another USB2-to-Ethemet converter, with relevance to an Ethernet cross-over
cable; but enjoying the full transmission capacity available on the USB cable, unencumbered by
Fthernet conversions, nor constrained by encapsulating USB transmissions within an Ethernet
connection. This embodiment may be configured to allow remote control of the Host opposite,
such that all resources, connections, interconnections, peripherals, devices, applications, and OS

features and controls, are made available and usable with or withoul a security feature.

[00136] In some embodiments, the first USB Host 210A may be coupled to the second USB
Host 210B via the Link System 500 by means of physical USB Network Bus 218, and a Virtual
Network 124 being deployed upon enumeration of the first USB Network Interface 212 A to the
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first USB Host 210A and the second USB Network Interface 212B to the second USB Host
210B. A closed loop deployment, the two USB Network Interfaces 212A, 212B are situated
centrally and in opposition to one another, creating a USB Network architecture wherein USB
connectivity may be provided to the USB Hosts 210A, 210B via the USB Transmission Lines
216A, 216B at either end of the Link System 500. Application software 240A, 240B (not shown)
loaded and executed within respective USB Hosts 210A, 210B, using tvpical file management
and utility software applications, and using common OS features, either located on or previously
added to, respective USB Hosts 210A, 210B, may provide a means by which a user of either of
the USB Hosts 210A, 210B, may move, copy, create, delete, and list the files (among other tasks
and utilities) located on local and remote data stores 238A, 238B (not shown). In some
embodiments, any system resource or capability residing in, or connected to, one USB Host
svstem (for example USB Host system 210A) is also made available to the other USB Host
system (for example USB Host system 210B.

[00137] In operation, links may be established through the Link System 500. These paths may
be internal or external and may be physical or virtual. Conveniently, aspects of the present
application may allow the Application 240A (not shown) and 240B (not shown), executed on the
first USB Host system 210A, to connect and/or interface directly with or to any of the
established links, be they internal or external, physical or virtual for which one or more coupled
USB Host system (for example USB Host system 210B).

[00138] FIG. 5 also illustrates I/0 encoders 510A, 520A, 510B and 520B may optionally be
added as indicated, and may optionally be used in the operation of the apparatus. The I/O
Encoders may be located within a device controller or without, and may encode raw data
received by the device controller for transmission across the data bus, and may decode received
data from across the bus for transmission to the device controller as raw data. As an example,
the I/0 encoder 520A may be located in between the USB I/0 Device Controller #2A 170A and
the USB Network Bus 218 for transmitting and receiving on the Data Bus 134 A over the USB
Network Bus 218 to the coupled Data Bus 134B: wherein the I/O encoder 520B located between
USB Network Bus 218 and the USB 1/0 Device Controller #2B 170B having received the
encoded data, may decode and send as raw data to USB I/O Device Controller #2B 170B. /O
encoders 510A and 510B may be located between USB 1/0 Controller #1A 110A and #1B 110B

respectively.

[00139] FIG. 6aillustrates a schematic of a further USB Link System 600, wherein there is a

mirrored network interface implementation having multiple components common to each side,
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some of which have been described previously herein. As illustrated in FIG. 6a, a first USB
Host system 210A may have a first USB 3 Host Controller 228A, and a first USB connector
232A, for example a USB 3 Tvpe A Female connector phyvsically coupled to a first USB mating
connector 242A, for example a USB 3 Type A Male connector which may be connected to an
embedded first USB 3 Hub Controller 244 A; which may have two or more sets of differential
pair transmission lines and may also have Power transmission lines, in which all transmission
lines may be forming a connection from the first USB 3 Hub Controller 244 A to the first USB 3
Network Controller 100A. A second USB Host system 210B may have a second USB 3 Host
Controller 228B, and a second USB connector 232B, for example a USB 3 Type A Female
connector physically coupled to a second USB mating connector 242B for example a USB 3
Type A Male connector which may be connected to an embedded second USB Hub Controller
244B; which may have two or more sets of differential pair transmission lines and may also have
Power transmission lines, in which all transmission lines may be forming a connection from the

second USB 3 Hub Controller 244B to the second USB 3 Network Controller 100B.

[00140] The first USB 3 Network Controller 100A may be connected to a second USB 3
Network Controller 100B via several USB Network Transmission Lines 214A (not shown)
coupled to other several USB Network Transmission Lines 214B (not shown) forming a USB
Network Bus 218 (not shown) illustrated as several independent segments coupling several

independent process blocks and interfaces, 134, 136, 138, 124.

[00141] The first USB connector, for example a USB 3 Type A Male connector 626A may
connect to a first USB 3 Hub Controller 606A via two or more sets of differential pair

transmission lines and may also include Power transmission lines (not shown).

[00142] Similarly, the second USB connector, for example a USB 3 Type A Male connector
242B may connect to a second USB 3 Hub Controller 244B via two or more sets of differential

pair transmission lines and may also include Power transmission lines (not shown).

[00143] The first USB 3 Hub Controller 244 A may connect to a first Network and Control
Management block 110A for example a USB I/O Device Controller #1, of the first USB 3
Network Controller 100A via two or more sets of differential pair transmission lines and may

also include Power transmission lines 604A.

[00144] Similarly, the second USB 3 Hub Controller 244B may connect to a second Network
and Control Management block 110B for example a USB 1/0 Device Controller #1, of the
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second USB 3 Network Controller 100B via two or more sets of differential pair transmission

lines and may also include Power transmission lines 604B.

[00145] The first USB 3 Hub Controller 244 A may also connect to a first Data Control
Management block 170A for example a USB 1/0 Device Controller #2, of the first USB 3
Network Controller 100A via two or more sets of differential pair transmission lines and may

also include Power transmission lines 612A.

[00146] Similarly, the second USB 3 Hub Controller 244B mayv also connect to a second Data
Control Management block 170B for example a USB I/O Device Controller #2, of the second
USB 3 Network Controller 100B via two or more sets of differential pair transmission lines and

may also include Power transmission lines 612B.

[00147] The first USB 3 Hub Controller 244 A may also connect to both the first USB I/O
Device Controller #1 Power Manager 162A and to the first USB /O Device Controller #2 Power

Manager 192A via two or more sets Power transmission lines 608A.

[00148] Similarly. the second USB 3 Hub Controller 244B may also connect to both the second
USB I/0 Device Controller #1 Power Manager 162B and to the second USB I/O Device

Controller #2 Power Manager 192B via two or more sets Power transmission lines 608B.

[00149] The first Network and Control Management block 110A may be coupled to the second
Network and Control Management block 110B by a Network and Control Bus 136.

[00150] The first Power Management block 162A and 192A may be coupled to the second
Power Management block 162B and 192B respectively, by a Power bus 138.

[00151] The first Data Control Management block 170A mayv be coupled to the second Data
Control Management block 170B by a Data Bus 134.

[00152] In some aspects of the present application, as illustrated in FIG. 6a, I/0O encoders 510A,
520A, 510B and 520B may optionally be added as indicated, and may optionally be used in the
operation of the apparatus. The I/O Encoders, as previously described herein, may be located
within a device controller or without, and may encode raw data received by the device controller
for transmission across the data bus, and may decode received data from across the bus for

transmission to the device controller as raw data.
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[00153] Each of the first transmission lines 604A, 608A and 612A and each of the second
transmission lines 604B, 608B and 612B may be implemented as, for example, copper traces on

a circuit board or other embedded means within the Link System.

[00154] In operation, the various blocks 110A and 110B, 162A, 192A and 162B, 192B, and
170A and 170B in combination with the corresponding buses 136, 138 and 134 may be seen to
form a USB Network which includes an established virtual network 124 having IP based
addressing and using virtual Ports commonly associated with IP based networking. Phvsical
network communications takes place over the Network and Control Buses 136 in which USB 1/O
Device Controllers on either Network Controller 100A and100B communicate using a serial
protocol. The protocol may be any of the industry standard and accepted serial communications
protocol as interconnection of Transmit and Receive signaling may be a requirement. These
commonly used protocol may include RS-232, RS-422, RS-485, SPI, 12C, CAN, etc. Physical
Data exchange takes place over the Data Buses 134 in which USB 3 I/O Device Controllers #2
on either Network Controller 100A and 100B transact Bulk Data Transfer over selected
SuperSpeed Endpoints. Transfer methods such as Bulk Data transfer, Asynchronous data transfer
and Isochronous First-In-First-Out (FIFO) data transfer may be used for alternate forms of
transfer such as continuous feed or Streaming Data. Different functions within an Application
may be directed to different endpoints. Each endpoint may be selected on the basis of the
suitability of the endpoint to perform a desired function. Similarly, data traffic may be directed to
an endpoint that is suited 1o an identified data speed when coupling different versions of USB

Hosts.

[00155] FIG. 6b illustrates a schematic of the operational flow of a further USB Link System,
wherein two USB Host systems couple and engage in a High Speed File Transfer process in

accordance with aspects of the present application.

[00156] The Data Transfer process requires that Host 1, may connect to the apparatus, and may
have all supporting devices and components enumerated and may have established an IP address
on the Virtual Network, may couple with Host 2, which also mayv require being connected to the
apparatus, and may have all supporting devices and components enumerated and may have
established an IP address on the Virtual Network. Host 1 and Host 2 may now be connected via
the Virtual Network and exchange Network and Control Commands on the Physical Network
and Control Bus. The primary interaction in the Data Transfer process is that Host 1 may query
Host 2 for data listing such that the User receives information regarding the Files and their

locations on Host 2. Once decided by the User, Host | may transmit via the Network and Control
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Bus endpoint a Send request to Host 2 such that a specific file, on Host 2, may be transferred.
Host 2 may acknowledge and may create payload information and may send to Host 1. Payload
details may include file name, byte count, and various security and checksum details. Host 2 may
ready the Bulk Transfer Endpoint on the Data Bus and endpoint may enter standby mode in
anticipation of the Request to Send condition set by Host 1. Host 1 may select a Bulk Transfer
Endpoint and may establish the space needed for the incoming File. Host 1| may send to Host 2 a
Request to Send on the Network and Control Bus. Host 2 may acknowledge the Request to Send
command, and may engage the Bulk Transfer process to send the selected File to the expectant
endpoint on Host 1 via the high speed Data Bus. Upon completion, Host 2 may close the Data
Bus endpoints and may reset back to normal operation. Host 1 may upon completion of the Data
Transfer, close the Data Bus endpoint and may assess the payload against the payload
information previously acquired, for pavload completeness, integrity and security. This process
may continue to repeat itself should the User select numerous files or entire folders or entire

Drive contents.

[00157] FIG. 7 illustrates a Link System 700 featuring a plurality of USB Host Systems 210.
Each USB Host system 210 of the plurality of USB Host Svstems 210 may be connected, via a
respective USB Transmission Line 216, to a USB Network Switch 706. The USB Network
Switch 706 may also be called a USB Network Router or a USB Network Bridge. At the USB
Network Switch 706, each of the USB Transmission Lines 216 may be received at a respective
plurality of USB ports (not shown). Within the USB Network Switch 706, a shared USB
Network Bus 218 may be found. A plurality of USB Network Interfaces 212 may connect to the
shared USB Network Bus 218 via bi-directional USB Network Transmission Lines 214.
Furthermore, each of the plurality of USB Network Interfaces 212 may connect to a respective

one of the USB ports 242 (not shown).

[00158] Conveniently, the USB Network Transmission Lines 718 are located internal to the

USB Network Switch 706.

[00159] The USB Network Switch 706 may include a Network Manager Interface 714
connected to the shared USB Network Bus 218.

[00160] The USB Network Bus 218 may be seen to establish a central data and file transfer
distribution center for the plurality of USB Host systems 210, as is the case for most modern-day
computer-based network systems such as, for example, Ethernet Switches, Bridges and Routers.
Since, the USB Network Bus 218 is internal to the USB Network Switch 706, it follows that the
Network and Control Bus and the Power Bus are internal to the USB Network Switch 706.
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Accordingly, onlv the USB ports 242 (not shown) are exposed for coupling with the USB Host

systems 210.

[00161] In operation according to some aspects of the present application, the Network
Manager Interface 714 may provide enhanced and additional control at the Console level for
internal system configuration, security, diagnostics. and administrative control. The Network
Manager Interface 714 may, additionally, be used to offset, or to supplement, the Network and
Control Management of any or all of the USB Network Interfaces 212. Interaction with the
internally located USB Network Interfaces 212 may be carried out through physical network
pathways or virtual network pathways. Furthermore, a given one of the USB Host systems 210
may facilitate communications with the Network Manager Interface 714 based on
administration, configuration and security settings and parameters, using a Network Manager

Console application (not shown) on the given one of the USB Host systems 210.

[00162] In some aspects of the present application, as illustrated in FIG. 7, the number of USB
Network Interfaces 212 is not limited by USB specification or conventions, nor by other network
architecture restrictions or limitations. Indeed. theoretically, an unlimited number of USB
Network Interfaces 212 may be coupled or interconnected. either directly or through
interconnections of differing topologies, wherein concatenation of two or more USB Network
Switches 706 is possible. As mentioned hereinbefore, the USB Network Switches 706 may also

be known as Bridges and/or Routers.

[00163] In operation, through the coupling of the physical network components, including the
USB Host systems 210, the USB Transmission Lines 216, the USB ports 242 (not shown), the
USB Network Transmission Lines 214 and the USB Network Bus 218, a Virtual Network 124
may be seen to have been established. Notably, the specified Network Switches, Bridges, and/or
Routers can be provisioned and/or located internally or externally and in either, or both a
physical or virtual presence. Also, the actual location of any Network Switch, Bridge or Router
1s not to be understood as being only positioned as depicted in FIG 7., but can be located

anvwhere it is deemed to be necessary.

[00164] It can be said that in accordance with the description of the elements and components
described earlier herein with respect to FIG. 2, similar elements having similar {unctionality in

FIG. 7 may be established as being interchangeable. .

[00165] In some aspects of the present application, as illustrated in FIG. 7, a USB Host system

210 having interconnection with the Virtual Network 124 through interconnection of Virtual
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Router or Bridge, may optionally be used as a Network Manager and have Remote access
capabilities with the Network Manager 714 or with any coupled USB Host system 210 should

the system be configured in such a manner to provide this tvpe of access and usage.

[00166] FIG. 8 illustrates, in schematic form, a Link System 800 featuring a number of support
elements included in each of a pair of USB Network Interfaces 212A and 212B for coupling a
first USB Host system 210A to a second USB Host svstem 210B. The FIG. 8. in the
configuration shown is not inclusive of some of the components that are either being referred to
and states as not shown, or are not indicated as their functionality although pertinent to the
overall function of the Link System is not included in the scope of this particular description of
this or other similar embodiments, including USB 3 Hub Controllers, USB Connectors, and

optional I/O encoders, etc.

[00167] The first USB Host System 210A may be coupled, via a first USB Network Interface
212A, to the second USB Host system 210B via a second USB Network Interface 212B. The
USB Network interface 212A and 212B has been described previously herein as it pertains to
FIG 2. The first USB Host system 210A and the second USB Host system 210B, have also been
described previously herein pertaining to FIG. 2, and are not shown in FIG. 8 but are understood
to be connected via the first USB Interconnect 804 A and a second USB Interconnect 804B,
respectfully. The USB Host systems 210A and 210B (not shown) may each comprise a USB
Host Controller; a USB Connector and a USB Transmission Line, described earlier herein,

inclusive of several differential pairs and or multi-pairs and related Power conductors.

[00168] The first USB Network Interface 212A may include a first Power Management unit
842A. The second USB Network Interface 212B may include a second Power Management unit
842B. Both Power Management units 842A and 842B may be comprised of the Power Interfaces
116 and 176 of each of the USB I/O Device Controller #1 and #2 within the USB Network
Controller 100 as previously referenced herein. The first Power Management unit 842A may be
connected to the second Power Management unit 842B via a Power Bus Link 138A and 138B
within the USB Network Bus 218, in accordance with the controls and commands issued from

and through the Application 240 (not shown) on any of the coupled USB Host systems.

[00169] The {irst USB Network Interface 212A may include a first USB Differential
Connection in which a first USB2 endpoint 834 A and a first USB 3 endpoint 832A may be
established. The second USB Network Interface 212B may include a second USB Differential
Connection in which a second USB2 endpoint 834B and a first USB 3 endpoint 832B may be

established. The first endpoints 832A. 834A may be made to communicate with the second
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endpoints 832B, 834B respectively via a Data Bus Link 134A and 134B within the USB
Network Bus 218.

[00170] The first USB Network Interface 212A may further include a first Port Detector 822A
which may connect to a first Link Negotiator 824 A, which may be connected to a first Link
Manager 826A. Similarly, the second USB Network Interface 212B may further include a
second Port Detector 822B which may connect to a second Link Negotiator 824B, which may
connect to a second Link Manager 826B. Port Detector 822A and 822B and Link Negotiator
824 A and 824B may be directed by the user Application 240 (not shown) and USB Host System
OS 234 (not shown) as required.

[00171] Furthermore, a first USB Network Interface 212A may include a first Service
Management Block 812A and the second USB Network Interface 212B mayv include a second
Service Management Block 812B. The first Service Management Block 812A and the second
Service Management Block 812B may communicate via Service Bus Links 810A and 810B
respectively as each are segments of the Network and Control Bus 136A and 136B respectively ,
and may be directed by the user Application 240 (not shown) and USB Host System OS 234 (not

shown) as required.

[00172] The coupled Service Bus Links 136A and 136B may also be used when the first
Service Management Block 812A and the second Service Management Block 812B
communicate directlv. Furthermore, the first Service Management Block 812 A and the second
Service Management Block 812B mayv emplov an Addressing facility and may be directed by the

user Application 240 (not shown) and USB Host System OS 234 (not shown) as required.

[00173] FIG. 8 illustrates an embodiment of the present application wherein the function of the
Power Management units 842A, 842B may provision and monitor power requirements of the
apparatus for optimal operation with respect to use of the fastest bus; and according to various
factors, including, but not limited to. the distance from a connecting USB Host System, and the
capacity relating to the USB Host System Bus power capacity when executing data transfer
operations. Power may be derived. primarily, from a USB Host svstem through the appropriate
USB Interconnect 804 A, 804B. Within one or more embodiments, additional power may be
provided via internal or extemnal power courses, applied or connected via additional Power
interconnects such as, as an example, and external Power adapter. Alternatively, external power
sources may be applied or connected via any other coupled USB Host system on the Power Bus

138A and 138B,. providing the other coupled USB Host system has sufficient regulated power
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and capacity. Furthermore, Power Management units 842A. 842B may be directed by the user

Application 240 (not shown) and USB Host System OS 234 (not shown) as required.

[00174] In operation of the Link System 800 of FIG. 8, data may be passed between USB Host
systems 210A and 210Busing one of either the USB 2 endpoints 834 A, 834B or the USB 3
endpoints 832A. 832B. In either case. the data may be directed by a Data Control Manager to a
Data Exchange unit, such as found as the Data Control Manager 172 (not shown) and the Data
Exchange unit 194 in the USB Network Controller 100 of FIG. 1a and of the USB 1/0 Device
Controller #2 in FIG. 1¢. Additionally, the data may be reformatted and prepared for transfer to
the Data Bus 134A and 134B. A Data Control Manager, such as the Data Control Manager (not
shown) in the USB Network Controller 100 of FIG. 1a and of the USB I/0 Device Controller #2
in FIG. lc, mayv provide an open path and directives to each USB Host system to engage the
transfer process. In some aspects of the present application, the Data Exchange unit 194 (not
shown) may accommodate same and mixed transfers of any combination of USB 2 and USB 3
originating data and speeds. Optionally, Data I/O encoders (/decoders) 510A, 510B, and 520A
and 520B as described previously herein with respect to FIG. 5, mav be provisioned within this

embodiment as well.

[00175] FIG. 8 does not show a Network and Control Manager 112 (not shown). However, in
consideration of the Network and Control Manager 112 of the USB Network Controller 100 of
FIG. 1a and 1b, one may consider that, in operation of the Link System 800 of FIG. 8, a Network
and Control Manager 112 (not shown) svnchronize, coordinate physical interconnections, and

Virtual interconnections, between the coupled USB Host systems.

[00176] The Network and Control Manager 112 (not shown) may defer control to the
Application 240 (not shown) and OS 234 (not shown). Indeed, the Network and Control
Manager 112 (not shown) may attend, primarily, to lower level functions concerning detection
and negotiation of the connected USB endpoints and implementing address determination and
selection protocols along with data direction and flow control for the coupled USB Host systems

210A and 210B.

[00177] In operation, the first Port Detector 822 A may sense the USB connection type.
Accordingly, the {irst Port Detector 822A may permit or decline the connection as per Driver
and Operating System 240A (not shown) instructions from one or more connected USB Host
systems. If a connection is permitted, the first Link Negotiator 824A may establish a suitable
physical and/or virtual reference for the connected USB Host system prior to being coupled with

another USB Host system. The first Link Manager 826A. in turn, may establish an address on the
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first Address Bus Link 136A. The first Link Manager 826 A may also inform the first Network
and Control Manager 112 (not shown) of the pairing of physical and/or virtual addresses for the

USB Host System 210A and 210B and the USB Network Interfaces 212A and 212B.

[00178] The first Service Management Blocks 812A and 812B may provide additional console-
type connections for loading and upgrading code logic of the USB Network Interfaces 212A and
212B respectfully. The first Service Management Block 812A may also provide non-essential
services, including control and switching of external reporting mechanisms for Process
confirmations and/or acknowledgements of services. Exchange of such service to either side of
the USB Network Bus 218 is provided for on the Service Bus Links 136A and 136B, and may be
managed by the Network and Control Manager 112A (not shown) using logic executed by the
first Link Manager 826 A.

[00179] Process confirmations may include error, power, security and/or mode level indication
and reporting. One example of a means to provide confirmation in a preferred embodiment
comprises Light Emitting Diode signaling indicators using distinct colors to provide distinct

indications or by on-off or dimming states.

[00180] FIG. 9 illustrates, in schematic form, a Link System 900 featuring two or more separate
links for a Data Link for Data and File Transfer and a Communication Link for Network and
Control communications to and from a USB Network Bus 218. The Link System 900 of FIG. 9
includes a USB 3 SuperSpeed configuration 902 and an alternative USB 2 Hi-Speed

configuration 904.

[00181] The USB 3 SuperSpeed configuration 902 includes a first USB I/O Device Controller
#2 910A connected to the USB Network Bus 218 via a first plurality of USB Network
Transmission Lines 912A. Additionally, the first USB I/0O Device Controller #2 910A may be
connected to a first USB 3 Hub Controller 916A terminating to a USB 3 Male Type A connector
914 A via a first USB 3 Transmission Line 906A. The USB 3 SuperSpeed configuration 902 also
includes a first USB I/O Device Controller #1 920A connected to the USB Network Bus 218 via
the first plurality of USB Network Transmission Lines 912A and may be connected to a first
USB 3 Hub Controller 916A also terminating to a USB 3 Male Type A connector 914 A via the
USB 3 Transmission Line 906A. The target USB Host system may have a USB 3 Host
Controller and USB 3 external Ports available for which to connect this configuration of the

described embodiment in a USB 3 SuperSpeed contiguration.
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[00182] The USB 3 SuperSpeed configuration 902 further includes a second USB /O Device
Controller #2 910B connected to the USB Network Bus 908 via a second plurality of USB
Network Transmission Lines 912B. Additionally, the second USB I/O Device Controller #2
910B may be connected to a second USB 3 Hub Controller 916B and terminating to a USB 3
Male Type A connector 914B via a second USB 3 Transmission Line 906B. The USB 3
SuperSpeed configuration 902 also includes a second USB I/O Device Controller #1 920B
connected to the USB Network Bus 908 via the second plurality USB Network Transmission
Lines 912B and may be connected to second USB 3 Hub Controller 916B and terminating to a
USB 3 Male Type A connectlor 914B via a second USB 3 Transmission Line 906B. The target
USB Host system, may have a USB 3 Host Controller and USB 3 external Ports available to
connect, completes this configuration of the described embodiment in a USB 3 SuperSpeed

configuration,

[00183] The USB 2 Hi-Speed configuration 904 includes a first USB I/O Device Controller #2
910A in an alternative configuration connected to the USB Network Bus 218 via the first
plurality of USB Network Transmission Lines 912A. Additionally, the first USB I/0 Device
Controller #2 910A in an alternative configuration may be connected to a first USB 3 Hub
Controller 916A and terminating to a USB 3 Male Type A connector 914 A via a first USB 3
Transmission Line 906 A. The USB 2 Hi-Speed configuration 904 may also include a first USB
I/0 Device Controller #1 920A connected to a first USB 3 Hub Controller 916A also terminating
to a USB 3 Male Type A connector 914A via the USB 3 Transmission Line 906A. The target
USB Host svstem may have onlv USB 2 Host Controller and USB 2 external Ports available for
which to connect this configuration of the described embodiment in a USB 2 Hi-Speed

configuration.

[00184] The USB 2 Hi-Speed configuration 904 further includes a second USB I/O Device
Controller #2 910B in an alternative configuration connected to the USB Network Bus 218 via
the first plurality of USB Network Transmission Lines 912B. Additionally, the second USB 1/O
Device Controller #2 910B in an alternative configuration may be connected to a second USB 3
Hub Controller 916B and terminating to a USB 3 Male Type A connector 914B via a second
USB 3 Transmission Line 906B. The USB 2 Hi-Speed configuration 904 may also include a
second USB 1I/0 Device Controller #1 920B connected to a second USB 3 Hub Controller 916B
also terminating to a USB 3 Male Type A connector 914B via the USB 3 Transmission Line
906B. The target USB Host system may have only USB 2 Host Controller and USB 2 external
Ports available for which to connect this configuration of the described embodiment in a USB 2

Hi-Speed configuration.
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[00185] In the Link System 900, as illustrated in FIG. 9, when a USB 3 SuperSpeed
interconnection is made to a USB Host svstem via the first USB 3 Transmission Line 906 A and
the first USB 3 Male Type A connector 914A, the first USB I/O Device Controller #2 910A may
be configured to fulfill data and file transfers between, both to and from, the USB Network Bus
218 via the first USB Network Transmission Lines 912A.

[00186] In some aspects of the present application. when connected to a USB 3 SuperSpeed
Host system, the Link System may assign all Host-side and intra-Link or network, system
command and management data including node addressing, directional flow, flow control,
security, configuration, sync and traffic management, messaging and critical assist and override
functions and others, to the first USB I/O Device Controller #1 920A in a separate
Communication Link parallel to the Data Link already established via the first USB 1/O Device
Controller #2 910A.

[00187] Conveniently, when separate dual and parallel Links are employed, it may be shown
that relatively high data transfer rates mav be achieved when connecting to USB 3 SuperSpeed
Host systems. These relatively high data transfer rates may be attributed to an exchange of
control data and network management data on paths that are separate and distinct from the path

on which the data is exchanged.

[00188] In some aspects of the present application, both the first USB I/O Device Controller #2
910A and the first USB 1/0 Device Controller #1 920A may be deploved as Data Transfer
pathways. In this manner, the bandwidth of the first USB 1/O Device Controller #2 910A may be
supplemented by channeling relatively smaller size transfers to a slower secondary pathway such
as that formed by the first USB I/O Device Controller #1 920A. Additionally or alternatively,
deploving this method, using both first USB I/O Device Controller #2 910A and USB I/O
Device Controller #1 920A for Data and File Transfers may allow for simultaneous file transfers

in opposite directions.

[00189] In the Link System 900, as illustrated in FIG. 9, when a USB 2 Hi-Speed
interconnection is made to a USB Host system via the first USB 3 Transmission Line 906 A and
the first USB 3 Male Type A connector 914 A, the first USB /O Device Controller #2 910A may
be configured to fulfill data and file transfers between, both to and {rom, the USB Network Bus
218 via the first USB Network Transmission Lines 912A.

[00190] In some aspects of the present application, when connected to a USB 2 Hi-Speed Host

system, the Link Svstem may assign all Host-side and intra-Link communications, for example
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network, svstem command and management data including node addressing, directional flow,
flow control, security, configuration, sync and traffic management, messaging and critical assist
and override functions and others, to the first USB I/O Device Controller #1 920A in a separate
Communication Link parallel to the Data Link already established via the first USB 1/0 Device
Controller #2 910A.

[00191] Conveniently, when separate dual and parallel Links are employed, it may be shown
that relatively high data transfer rates may be achieved when connecting to USB 2 Hi-Speed
Host systems. These relatively high data transfer rates may be attributed to an exchange of
control data and network management data on paths that are separate and distinct from the path

on which the data is exchanged.

[00192] In an example of the embodiment of the invention as a USB Link System, mode
selection between USB 3 SuperSpeed and USB 2 Hi-Speed may pertain to the version of the
USB Protocol that is being used by the connected USB Host system at any given Endpoint, and
may be controlled by a higher level Application on the USB Host system and by a Link System.
The Code Logic within the Link System may provision capability for the Link System to select

modes based on interconnect signal integrity and degradation level.

[00193] Some aspects of the present application may include a method, apparatus and system
wherein two or more USB data paths may be established and used simultaneously. in any
direction, and that the network and control path established between any and all coupled Host
svstems may be implemented as a shared resource and may accommodate shared control

management.

[00194] FIG. 10 illustrates, in schematic form, the main components and or routine blocks and
or Logic blocks of an Application program 1000 used to interact with the Link Systems outlined
and described previously herein, featuring coupling between a first USB Host System 210A (not

shown) and a second USB Host 210B (not shown) as per FIG. 2 and FIG. 5.

[00195] The Application may host navigation and execution commands provided by interaction
with both the USB Host system and or the User input in operation of the Link System and
coupled USB Host systems. Application software involving user interaction at the local level and
or at a network level, may include a User Interface to provide a means to navigate and execute
pre-programmed processes or routines. involving simplistic processes or gestures, such that Data
may be transferred from one coupled USB Host system to another, amongst other desirable

transactions. The Local User Interface 1002, refers to that User Interface (hereinafter “UI™)
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pertaining to the USB Host system on which the Application may be running and for which there
may be a User interacting with the Application in real time and in real session. The Ul may
include a Data In/Out 1004 A data transfer facility or process unit as that which may be exposed
to the User as both a reporting facility and an input facility. The UT may also include Flow
Control facility and a Data Storage Manager 1008A. The Flow Control facility may provide
access to viewing and selecting USB Host system Hardware Panels for monitoring and selecting
Protocol based Endpoints, Ports, Addresses, and Data Handling features. The Data Storage
Manager facility may provide File and Folder monitoring and maintenance functions, more
commonly known as File Explorer functions whereby Data Storage devices are listed, and may
be selected for retrieving storage capacity and for listing stored contents in folder and file

formats as defined by the OS.

[00196] The Application program pertaining to the Link System 1000 of FIG. 10 may include a
Traffic Manager 1010. The Traffic Manager 1010 is central to the Application in that all data
traversing the USB Network Bus 218 (not shown) to and from the coupled USB Host systems,
may be required that such traversals induce data traffic on all buses as previously described
herein. For data transversal to be successfully accomplished, an ability to manage timing and

path selection, and deselection, may be required.

[00197] In similar functional positioning as that of the Traffic Manager 1010, the Data
Exchange 1040 process and the Negotiate Path and Device Selection 1020 routines may be the
only processes or routines that directly transact across, or traverse, the USB Network Bus 218
(not shown) as Local and Remote references may be considered directional indicators and may
not have logical demarcations. That is to say that logic in anyv of the three routine blocks may be
considered as both a logical endpoints of the opposing data and command structures, and as a

logical start point to any function or routine in reaction to the opposing endpoints.

[00198] The Data Exchange 1040 process may interact directly with the Link System’s USB
1/0 Device Controllers #1 and #2 as previously described herein. Data within those Memory
Blocks 152 and 182 may traverse the USB Network Bus under the instruction and direction of

the Data Exchange process.

[00199] The Negotiate Path and Device Selection 1020 routines may also interact directly with
the Link System’s USB 1/0 Device Controllers #1 and #2 as previously described herein.
Selections made by the user and or the Application may translate into openings or closings of
specific ports on the USB Host systems and may include direct communications with the USB

Network Controller 100 as described earlier herein.
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[00200] An Endpoint Manager 1044 A routine may be used to determine the necessary endpoint
to target for incoming and outgoing data exchanges as per the desired user action or in logical
reaction to queries from the opposite coupled USB Host syvstem Application. Logical control
sequences are established by the Traffic Manager 1010 based on endpoint selection determined
by the Local Endpoint Manager 1044A and in synchronization with the Remote Endpoint
Manager 1044B.

[00201] The Data Manager/Converter 1042 routine may establish the format and exchange
information of the sending or receiving payloads such that payload bits are both counted,
aligned, and packaged for transport in either direction based on the engagement and
determination by the Traffic Manager 1010 and respective Endpoint Managers 1044 A and
1044B. The Local Data Manger/Converter 1042A may interact with the Remote Data
Manager/Converter 1042B through interaction with the Traffic Manager 1010 Process Logic.

[00202] Both the Local Direction Select 1022A and its counterpart the Remote Direction Select
routines may report and react to logic selections processed by the User input from the Local Ul
1002A or the Remote UI 1002B, utility if engaged by the user, that may cause or require change
to the Flow Control and Data Storage Manager 1008 A and 1008B processes respectively, and
confirmation of Data direction flow and Network Control sequences or routines may be
svnchronized by the Traffic Manager 1010, and subsequently may be reported or confirmed by
the Application to both the engaged logic processes and the Local UI 1002A and or the Remote
UT 1002B, if engaged.

[00203] In operation of the Link System 1000 of FIG. 10, an application executing on the first
USB Host system 210A (not shown) may detect, sense, negotiate and direct data transfers,
Network commands, Control command, and Link System commands to facilitate and
synchronize device addressing and data (low through appropriate links. Data flow through the
first USB Host system 210A (not shown) mav involve a device driver exposing available

endpoints for data transmission and available endpoints for network interconnects.

[00204] The available endpoints identified may vary depending on the type of data transfer via
USB protocol to coincide with the desired service mode of the USB Network Interface 212A and
212B (not shown). Example tyvpes of data transfer include Bulk data transfer, Asynchronous data
transfer and Isochronous First-In-First-Out (FIFO) data transfer. Different functions within the
Application may be directed to different endpoints. Each endpoint may be selected on the basis

of the suitability of the endpoint to perform a desired function. Similarly, data traffic may be
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directed to an endpoint that is suited to an identified data speed when coupling different versions

of USB Hosts.

[00205] The Local Endpoint Manager 1044 A may enable selection of, and switching to, various
endpoints to meet requirements specified by an Application. The Local Endpoint Manager
1044 A may also enable, engage or require the Local Data In/Out Transfer process 1004A of the
Local USB Host system 210A (not shown).

[00206] The Local Data Manager 1042A may be engaged by an Application via requisite
declaration of required space, file name(s), directory, file tvpe(s) and supplemental processes,
such as byte count, checksum, and others. Direct communication between the Local Data
Manager 1042A and the Traffic Manager 1010 may assist to allow for relatively accurate data
transfers and relatively higher levels of security. In this way, data transfers may be seen as highly

efficient and a reduction may be realized in collisions and transfer resends.

[00207] In operation, activities at the Data Exchange 1040 may align to the needs of the Traffic
Manager 1010 to support various modes of operation to allow for relatively high data transfer
speed, relatively high bandwidth, relativelv high security and relatively high data integrity for the
attached or coupled USB Host systems 210A and 210B (not shown) respectively.

[00208] In operation, the Traffic Manager 1010 may seek information for link or pathway
determination for efficient data transfer. Devices, device endpoints and data paths may be taken
into account with respect to Data Flow direction, network and control messaging, and process

reporting to an Application and to a USB Network Interface.

[00209] Also in operation, the Negotiate Path and Device Selection Unit 1020 may execute
logic when such information for link or pathway determination is sought by the Traffic Manager
1010 or when triggered by the Local and or Remote Direction Select 1022A and 1022B
processes respectfully, and or by the Local and or Remote Flow Control and Data Storage

Manager 1008A and 1008B processes respectively.

[00210] The Local Direction Select 1022A and the Local Flow Control and Data Storage
Manager 1008 A may execute processes within a Local USB Network Interface 212A in
conjunction with an Application’s requirements and events that may be triggered by the Local
USB Host system 210A (not shown) and Link System 1000 logic. The Local Operating System
234A (not shown) and a Local Application 240A (not shown) may execute at the Local USB
Host system 210A (not shown) and may interact to indicate requirements to the Local Flow
Control and Data Storage Manager 1008 A accessed via the Application 240A and Local device
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drivers, such that each communicates directly with the Local USB Network Interface 212A (not
shown) logic in collaboration with the Remote USB Network Interface 212B (not shown) logic
across the Network and Control Management Bus 136A and 136B (not shown) respectfully. The

same could be said with respect to processes triggered or executed on both the Local and or the

Remote sides or counterparts of those referenced above.
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CLAIMS

1. A system for transferring data between a first host computer and a second host computer
comprising:

a first host computer capable of sending and receiving data and control information;

a second host computer capable of sending and receiving data and control information;

a first network interface controller comprising at least two input/output (I/O) device
controllers and a means for receiving power to the first network interface controller, wherein
each I/0 device controller of the first network interface controller is communicatively coupled to
the first host computer, and wherein a first of the at least two I/O device controllers is
communicatively coupled to a shared control bus and a second of the at least two I/O device
controllers is communicatively coupled to a shared data bus; and

a second network interface controller comprising at least two I/O device controllers and a
means for receiving power to the second network interface controller, wherein each I/O device
controller is communicatively coupled to the second host computer, and wherein a first of the at
least two 1/O device controllers is communicatively coupled to the shared control bus and a
second of the at least two [/O device controllers is communicatively coupled to the shared data
bus:

wherein the first network interface controller and the second network interface controller
interconnect the first host computer and the second host computer across the shared control bus
and the shared data bus to thereby establish a network between the first host computer and the

second host computer.

2. The system of claim 1, wherein the first host computer and the second host computer
each comprise installed software which when executed establishes the network between the first
host computer and the second host computer and provides for the transfer of data and control
information over the network.

3. The system of claim 2, wherein the installed software when executed establishes a

control link over a control path and a data link over a data path.

4. The svstem of claim 3, wherein the installed software when executed establishes one or
more further control links for security, software updates or other administrative capabilities.
5. The system of claim 3, wherein the installed software further comprises a network and

control manager adapted to create a temporary interconnection between the first host computer
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and the second host computer and to establish addressing and a data manager adapted to transact

data and file transfers between the first host computer and the second host computer.

6. The system of claim 1, further comprising an I/O encoder in at least one of the first and
second network interface controllers for encoding raw data received by the I/0 device controller

communicatively coupled to the shared data bus for transmission across the shared data bus.

7. The system of claim 1, wherein the communicative coupling between the first network
interface controller and the first host computer is adapted for the communication of differential

signals.

8. The system of claim 1, wherein the communicative coupling between the first network

interface controller and the first host computer includes a hub.

9. The system of claim 1, wherein the communicative coupling between the first network
interface controller and the first host computer includes. over a single connection to the first host
computer, a first electronic path from the first of the at least two I/O device controllers and a

second electronic path from the second of the at least two 1/0 device controllers.

10. The svstem of claim 1, further comprising:

one or more further host computers each capable of sending and receiving data and
control information;

one or more further network interface controllers each comprising at least two I/O device
controllers and a means for receiving power to the third network interface controller, wherein
each I/O device controller of the one or more further network interface controllers is
communicatively coupled to one of the one or more further host computers, and wherein a first
of the at least two I/O device controllers is communicatively coupled to the shared control bus
and a second of the at least two I/O device controllers is communicatively coupled to the shared
data bus:

wherein the first network interface controller, the second network interface controller and
the one or more further network interface controllers interconnect the first host computer, the
second host computer and the one or more further host computers across the shared control bus
and the shared data bus to thereby establish a network between the first host computer, the

second host computer and the one or more further host computers.
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11. The system of claim 10, wherein the network is in a mesh, star, ring or bus network
configuration.
12. A link system apparatus for transferring data between a first host computer and a second

host computer comprising:

a first network interface controller comprising at least two input/output (I/O) device
controllers and a means for receiving power to the first network interface controller, wherein
each I/0 device controller of the first network interface controller is communicatively coupled to
a differential pair connection or an oplical connection, and wherein a (irst of the at least two I/O
device controllers is communicatively coupled to a shared control bus and a second of the at
least two 1/0 device controllers is communicatively coupled to a shared data bus: and

a second network interface controller comprising at least two I/O device controllers a
means for receiving power to the second network interface controller, wherein each I/0 device
controller is communicatively coupled to a differential pair connection or an optical connection,
and wherein a first of the at least two I/O device controllers is communicatively coupled to the
shared control bus and a second of the at least two I/0 device controllers is communicatively
coupled to the shared data bus;

wherein the first network interface controller communicatively couples to the first host
computer and the second network interface controller communicatively couples to the second
host computer and the link system apparatus interconnects the first host computer and the second
host computer across the shared control bus and the shared data bus to thereby establish a

network between the first host computer and the second host computer.

13. The link system apparatus of claim 12, further comprising an /O encoder in at least one
of the first and second network interface controllers for encoding raw data received by the I/O
device controller communicatively coupled to the shared data bus for transmission across the

shared data bus.

14. The link system apparatus of claim 12. wherein the communicative coupling between the

first network interface controller and the first host computer includes a hub.

15. The link system apparatus of claim 12, wherein each of the first and second network

interface controllers further comprises a wireless transceiver and a wireless device controller.
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16. A method for transferring data between a first host computer and a second host computer
comprising:

communicatively coupling a first input/output (I/O) device controller and a second I/0
device controller to a first host computer;

communicatively coupling a third I/O device controller and a fourth I/O device controller
to a second host computer;

establishing a control link between the first I/O device controller and the third I/0 device
controller;

establishing a data link between the second I/O device controller and the fourth I/O
device controller; and

transferring data from the first host computer to the second host computer by
communicating the data to the second I/O device controller and then over the data link to the

fourth I/O device controller and then to the second host computer.

17. The method of claim 16, wherein the data is communicated over the data link using USB
protocol.
18. The method of claim 16, further comprising the first host computer using a resource of

the second host computer over the network by logical direct access.

19. The system of claim 18, wherein the resource comprises a peripheral device.
20. The system of claim 19, wherein the resource comprises a host resource.
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PERIPHERAL SHARING USB HUB FOR A WIRELESS HOST

BACKGROURD

Field of the Invention

§0801] The present invention relates generally to computer hardware and, more specitically, to
Universal Serial Bus (USB) switching hubs,

Description of the Related Art

{0002] The Universal Serial Bus (USB) allows coupling of peripheral devices to a computer
system. USB is a serial cable bus for data exchange between a host computer and a wide range
of simultanecusly accessible devices. The bus allows peripherals to be attached, configured,
used, and detached while the host is in operation. For example, USB printers, scanners, digital
cameras, storage devices, card readers, etc. may communicate with a host computer system over
USB. USB based systems may require that a USB host controller be present in the host system,
andd that the operating system (OS) of the host system support USB and USB Mass Storage Class
Devices.

{0603] USB devices may communicate over the USB bus at low-speed (L.S), full-speed (FS), or
high-speed (H5). A connection between the USB device and the host may include four wires (a
power hine, a ground line, and a pair of data lines (D4 and D-).  When a USB device connects
to the host. the USB device may first pull a D+ line high (the D- line if the device is a low speed
device) using a pull up resistor on the D+ line. The host may respond by resetting the USB
device. If the USB device is a high-speed USB device, the USB device may “chirp” by driving
the D- line high during the reset. The host may respond to the “chirp” by alternately driving the
D+ and D- lines high. The USB device may then electronically remove the pull up resistor and
continue communicating at high speed. When disconnecting, full-speed devices may remove the
pull up resistor from the D+ line (i.e., “tri-state” the line}, while high-speed USB devices may
tri-state both the D+ and D- lines.

f0604] A USB hub may be coupled to a USB hest controlier to aliow multiple USE devices to
be coupled to the host system through the USB host controller. In addition, other USB hubs may
be coupled to the USB hub to provide additional USB device connections to the USB host
controller,

f0605] Some dual role peripheral devices may include a slave controller and be capable of
comrnunicating with other peripheral devices coupled to them. For example, a duoal role USB
printer may be able to communicate directly with a USB camera to print pictures from the USB
camera. The dual role USB printer may also be accessible {e.g., by a computer system) as a

Nt
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slave peripheral device. If a computer system and dual role peripheral device need to alternately
access a peripheral device, the peripheral device may need to be unpiugged from one device and
coupled to the other. Prior art device switches may not work for high-speed peripheral devices.
For example, mechanical switches may introduce too mmuch capacitance or inductance to work
with high-speed peripheral devices. High-speed peripheral devices also typically require smooth
impedance to prevent ringing (mechanical switches introduce irregularities in the impedance that
may cause ringing).

{0606] The Wireless USB specification (revision 1.0 and 1.1} defines wireless USB. Part of
Wireless USB is the requirement for “association” where the UUSB host may be miéroduced to a
device either by the user entering a code of some sort, or via a wired means so the host and the
device can comniunicate over a secure means prior to comununicating over the wireless medinvm.
A media access controller (MAC) may have a device port on it for association and a main data
connection port for data transfer after the radio has been associated. The device port may be a
dedicated port for attachment to a USE host for association only, and may have no other
functionality, The channehization scheme presented in the Wireless USB specification, version
1.1, also references the ability to share the radio with other communication protocois such as
Bluetooth.

SUMMARY OF THE INVENTION

§0607] In various embodiments, communications between each of the downstream ports and two
ot more upstream ports may be controlled by a USB switching hub. In some embodiments,
devices coupled to upstream ports {e.g., wired and/or wireless hosts) of a USE switching hub
may enumerate the USB switching hub according to the total number of downstream ports ou the
USE switching hab. In some embodiments, when first upstream port is communicating with a
first downstream port, a second upstreamn port may be communicating with a different
downstream port (as determined by a communication configuration implemented in switching
fogic in the USB switching hub), In some embodiments, when the first upstream port is
conununicating with the first downstream port, the second upstream port may perceive the first
downstream port as disconnected. For example, status registers coupled to the second upstream
port may indicate the first downstream port is disconnected (i.e., to appear that no device is
electrically connected to the first downstream port). The disconnect status may prevent the
second upstream device from attempting to reset and connect to a downstream device coupled to
the first downstream port while a separate upstream device is conununicating through the first

upstream port with the first downstream device. By enumerating the USB switching hub
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according to the total number of downstream ports, the upstream devieces may not have to re-
emamerate the hub {(and correspondingly each device coupled to the hub} each time a
downstream device 1s switched.

f0808] In various embodiments, a wireless host (e.g., 2 laptop with a wireless bridge and
transceiver) and a wired host may conmununicate with downstream devices through the USB
switching hub. Communications between the downstream devices and the wireless host may
pass through wireless bridges coupled to wireless transceivers between the wireless host and the
USB switching hub. In some embodiments, multiple wireless hosts may communicate with
downstream devices through the USB switching hub through one or more wireless bridges
coupled to one or more upstream ports of the USB switching hub.

{060%] In some embodiments, the USB switching hub may be used to perform association (i.e,,
exchanging an encryption key to insure secure commumnications) between the wireless host and a
wireless bridge coupled to the USB switching hub. A wireless host/wireless bridge may be
temporarily physically coupled to the upstream port to complete association with a wireless
bridge coupled to the USB switching hub as a downstrearn device through a downstream port.
Other association methods are also possible {(e.g., exchanging a code manually between the two
wireless bridges without temporarily physically coupling the two together). The wireless bridge
that stays coupled to the USB switching hub during wireless comununications may be internal to
the USB switching hub. The wireless bridge may also comnunicate as a downstream device
during association through a reversible port that may reverse to allow communications between
the wireless bridge and the USB switching hub as an upstream device, During association, the
wireless bridges may exchange an encryption key to be used for future wireless communications.

BRIEF DESCRIPTION OF THE DRAWINGS

f0010] A better understanding of the present invention may be obtained when the following
detailed description is considered in conjunction with the following drawings, in which:

{0611] FIG. | itlustrates a USB switching hub, according to an embodiment;

f0812] FIG. 2 illustrates a computer system coupled to a USB switching hub, according to an
embodiment;

f0613] HIG. 3 illustrates a computer system and a dual role peripheral device coupled to a USB
switching hub, according to an embodiment;

{0614] FIGs. 4a and 4b ilfustrate two commumication configurations of the USB switching hub,
according to an embodiment;

f0615] FiGs. 5a, 5b, and 5¢ illustrate additional communication configurations of the USB
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switching hub, according to an embodiment;

[0016] FIG. 6 illustrates unified functions within the USB switching hub, according to an
embodiment;

f0617] FIG. 7 illustrates a method for switching access to a downstream port between two
upstream ports, according to an embodiment;

[0018] HIG. 8 illustrates a USB switching hub with multiple status registers, according to an
embodiment;

{001%] FIG. 9 shows a method for switching access to a downstream port between two upstream
ports without reenumerating the USB switching hub, according to an embodiment;

{0020] FIG. 10 shows a method for monitoring a standby state to approve a communication
switch, according to an embodiment;

§0021] FIG. 11 shows a method for monitoring hub transactions o approve a comununication
switch, according to an embodiment;

{0022] FIG. 12 shows a method for switching communications at a frame boundary, according
to an ernbodiment;

[0023] FIG. 13 illustrates a computer system and a dual role peripheral device coupled to a USB
switching hub, according to an alternate embodiment;

f0024] FIGs. 142 and 14b illustrate two conununication configurations of the USB switching
hub, according to an alternate embodiment;

f0025] FIGs, 15a, 15b, and 15c¢ illustrate additional communication configurations of the USB
switching hub, according to an alternate embodiment;

[0026] FIG. 16 illustrates a USB switching hub with multiple status registers, according to an
alternate embodiment;

{30271 FIG. 17 illustrates an alternate embodiment of a computer system and a peripheral device
coupled to a 1ISB switching hub;

{0028] FlGs. 18a, 18b, and 18c ilhustrate the USE switching hub communicatively coupling to a
wireless host, according to an embodiment;

§0029] FiGs. 184 and 18e iilustrate various embodiments of the hub and switching logic;,

{0036] FIG. 19 illustrates the USB switching hub with an internal wireless bridge, according to
an embodiment;

{0631] FIG. 20 iHlustrates the USB switching hub with an internal wireless bridge and internal
transceiver, according to an embodiment;

[00632] FIG. 21 illustrates the USB switching hub coupled to a plurality of wireless hosts,

4
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according to an embodiment;

{0033] FIG. 22 illustrates the USH switching hub with a reversible port, according to an
embodiment;

§0634] FIG. 23 illustrates a method of using the USB switching hub to support a wireless host,
according to an embodiment;

f0035] HIG. 24 illustrates a method for using the USB switching hub for associating a wireless
host, according to an embodiment;

{0036] FIG. 25 illustrates a method for using the USB switching hub for supporting multiple
wireless hosts, according to an embodiment;

{0037] FIG. 26 illustrates a method for using the USB switching hub with a reversing PHY to
support a wireless bridge as a downstream device during association and an upstream device
during regular communications, according to an embodiment;

{0601] Figures 27 and 28 illustrate exemplary systems suitable for implementing various
embodiments of the invention;

{0002] Figure 29 is an exemplary block diagram illustrating one embodiment of a USB hub;
{0003] Figure 30 is a flowchart diagram iilustrating one embodiment of a method for switching
fogic in a USB Hub, according to one embodiment of the invention;

f0004] Figure 31 1s an exemplary block diagram illustrating one embodiment of a USB hub
included in a USB device; and

f0605] Figure 32 is an exemplary block diagram illustrating one embodiment of a USB hub
included in a USB device which is coupled to a computer system.

f0038] While the invention is susceptible to various modifications and alterpative forms,
specific ernbodiments thereof are shown by way of example in the drawings and will herein be
described in detail, It should be understood, however, that the drawings and detailed description
thereto are not intended to himit the invention to the particolar form disclosed, but on the
contrary, the intention is to cover all modifications, equivalents, and alternatives falling within
the spirit and scape of the present invention as defined by the appended claims. Note, the
headings are for organizational purposes only and are pot meant to be used to limit or interpret
the description or claims. Furthermore, note that the word “may” is used throughout this
application in a permissive sense (e.g., having the potential tov or being able to in some
embodiments), not a mandatory sense {(i.e., must). The term “include”, and derivations
thereot, mean "including, but not limited to". The term “coupied” means “directly or indirectly

connected”.
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DETAILED DESCRIPTION

[0039] FIG. 1 illustrates an embodiment of a USB switching hub. In various embodiments,
USB switching hub 119 may control access between two or more upstream ports 117 on USB
switching hub 119 and at least a subset of downstream ports 121 on USB switching hub 119, In
some cases, a numeric label may be used to refer to a collection of similar elements, or to a
generic version of the clement (e.g.. “downstream ports 1217 may be used to reference one or
more downstrear ports 121a, 121b, 121c¢, and 121d).

{0040] n some embodiments, upstream devices coupled to upstream ports 117 may enumerate
USB switching hub 119 according to the total number (N) of downstream ports 121, For
example, USB switching hub 119 may be enumerated as a 4-port hub {corresponding to the four
downstream ports 121). In some embodiments, communications between each of downstream
ports 121 and upstream ports 117 may be controlled by USE switching hub 119. In some
embodiments, when first upstream port 1172 is communicating with first downstream port 121a,
second upstream port 117b may comununicate with second downstream port 121b.  Second
upstream port 117b may register first downstream port 121a as disconnected. For example,
status registers coupled to second upstream port 117b may indicate first downstream port 121a1s
disconnected (i.e., to appear that no device is electrically connected to first downstream port
121a}. The disconnect status may prevent second upstream device 117b from attermpting to reset
and connect to first peripheral device 121a coupled to first downstream device 121a while a
separate upstream device is comumunicating through first upstream port 1173 with first
downstream device 1252, By emurperating USB switching bub 119 as a 4-port hub, the upstream
devices may not have to re-enumerate USB switching hub 119 (and correspondingly each
downstream and/or upstream device coupled to the USB switching hub) each time a downstream
device is switched.

[0041] In some embediments, only one upstream device may access any one downsiream device
at a time. In some embodiments, multiple upstream devices may access separate downstream
devices at the same time. In some embodiments, different communication configurations may
be implemented. For example, first upstream port 117a may be allowed access to the first three
downstream ports (121a, 121b, and 121¢) and second upstream port 117b may be allowed access
to fourth downstream port 12id. Devices coupled to first upstream port 117a and second
upstrearn port 117b may have enumerated USB switching hub 119 as a 4-port hub, but in this
example, a device coupled to first upstream port 117a may register fourth downstream port 121d

as disconnected while a device coupled to second upstream port 117b may register the first three
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downstream ports (121a, 121b, and 121¢) as disconnected.

[0042] In a second communication configoration, first upstream port 117a may be allowed to
access fourth downstream port 121d while second vpstream port 117b may be allowed to access
the first three downstream ports (121a, 121b, and 121c). Other communication configurations
arc also possible {e.g., in one communication configuration neither upstream port 117 may be
allowed to access apy downstream port 121). In some embodiments, USB switching hub 119,
after receiving a conitrol signal (e.g., from a computer, a different attached device, a person, a
sensor, a logic internal to USB switching hub 119, etc.), may switch between the first
comimunication configuration and the second communication configuration {(or another
communication configuration). In some embodiments, USB switching hub 119 may not receive
a control signal before switching communication configurations {e.g., switching access for first
downstream device 125a from first upstream port 117a to second upstream port 117b).

§0043] FIG. 2 illustrates an embodiment of computer system 101 coupled to USB switching hub
119. In some embodiments, computer systern 101 {e.g., a personal computer (PC), laptop,
server, etc.) may access multiple peripheral devices 125 coupled to USB switching hub 119.
Computer system 101 may couple to USB switching hub 119 through upstream port 117a.
Computer system 101 may receive and transmit signals, e.g.. USB signals, through host
controller 111 coupled to device port 115, While various embodiments may include computer
systern 101, it is to be understood that other devices that have a host controller may also access
USB switching hub 119, Host controller 111, coupled to south bridge 113, may be coupled to
other computer components {e.g., north bridge 105, central processing unit (CPU) 103, and
system memory 107) through peripheral component interconnect (PCI) bus 109,

{0044] In some embodiments, USB switching hub 119 may have nuitiple downstream ports 121
for coupling to multiple peripheral devices 125. Peripheral devices 125 may include USB
printers, scanners, digital cameras, digital camera doclks, consumer audio/video, storage devices,
and card readers, among others. In some embodiments, peripheral devices 125 may couple to
USEB switching hub 119 through interface 123. In some embodiments, interface 123 may be a
PHY interface. Other interfaces may also be used {e.g., UTMI or ULPI). Upstream ports 117
and downstrear ports 121 may also have interfaces.

[0045] FIG. 3 illustrates an embodiment of two upstream devices {e.g., computer system 101
and dual role peripheral device 207) coupled to USB switching hub 119, Tn some embodiments,
USB switching hub 119 may include downstream switching logic 201, coupled to one or more

hub controllers 203 (e.g., hub controllers 203a and 203b). Downstream switching logic 201 may
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also be coupled to transaction translator circuitry 205. Trapsaction translator 205 may be
electronically coupled to downstream ports 121, In some embodiments, downstream switching
fogic 201 may switch between two or more communication configurations. Communication
configurations may be implemented by downstream switching logic 201 routing communications
between upstream ports 117 and dowastream ports 121 while the comimunications are in the
digital domain (as a rvesult of the interfaces to/from USB switching hub 119). In some
embodirpents, communication configurations (e.g., hardwired in the USB switching hub) may be
switched as determined by logic on the USEB switching hub. Other communication configuration
implementations are also contemplated.

{0046] In some embodiments, dual role peripheral device 207 may include a dual role USB
printer or dual role USB Digital Versatile Disc (DVD) read/write drive, among others. In some
erbodiments, dual role peripheral device 207 may be coupled to an upstream port {(e.g.,
upstream port 117b) of USB switching hub 119 through device port 210, Dual role peripheral
device 207 may interface through upstream port 117b with other peripheral devices {downstream
peripheral devices) coupled to USB switching hub 119 (e.g., using host controller 209 on dual
role peripheral device 2(7). Dual role peripheral device 207 may also interface with other
upstream devices (such as camputer system 101) through a slave coniroller. For example, dual
role peripheral device 207 may be coupled to USB switching hub 119 as a slave peripheral
device (e.g., through downstream port 121c). In some embodiments, dual role peripheral device
207, coupled to the USB switching hub, may simultanecusly act as a host to one or more
peripheral devices and/or as slave peripheral device to a separate host.

{0647] In some embodiments, dual role peripheral device 207 ruay have an embedded host
controler application to operate as a standalone system {(e.g., to conunonicate with another
peripheral device, such as a digital camera, without PC intervention). For example, a duval role
USB printer may print pictures directly from a digital camera, coupled to a downstrean: port 121
on USB switching hub 119, without PC intervention, In some embodiments, USB switching hub
119 may alternately allow the computer systern 101 or dual role peripheral device 207 to access
one or more downstream devices {e.g., by switching between one or more communication
configurations).

{0048] FIG. 4a illustrates an embodiment of a computer system 101 electronically coupled to
multiple peripheral devices 125. In some embodiments, USB switching hub 119 may act like a
switch coupling multiple internal “hubs” that may share one or more downstream ports. For

example, each potential communication configuration of the USB switching hub may represent
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an internal “hub”. In some embodiments, when computer systern 101 is accessing peripheral
device 125 {e.g., peripheral device 1252} coupled to USB switching hub 119, communications
to/from the peripheral device may be processed through a first “hub” comprised of first upstream
port 117a, hub controller 203a, transaction translator 205, and at least a subset of the
downstream ports 121, A second “hub” may be comprised of second upstrearn port 117b, hub
controller 203b, transaction translator 205, and at least a subset of the dowunstream ports 121, In
one comnmunication configuration, computer system 101 may connect to dowunstream ports 121a
and 121c (through the first “hub”), and dual role peripheral device 207 may connect to
downstream ports 121b and 121d (through the second “hub”) (as seen in FIG. 4b). Other
commmupication confignrations are also contemplated, In some embodiments, communication
configuration profiles designating which downstream devices to couple to each upstream port
may be hardwired or implemented by software, For example, if implemented by software,
comrnunication configuration profiles for each upstream port (and/or upstream device) may be
stored on a memory accessible to USB switching hub 119,

{049} In some embodirsents, computer systern 101 and dual role peripheral device 207 may
comrmunicate through USB switching hub 119 simultancously with separate downstream
devices. For example, while computer system 101 communicates with device 125a (e.g.,
through the first “hub”), dual role peripheral device 207 may communicate with device 125b
(e.g., through the second “hub”), Tu some embodiments, while peripheral device 125a is being
accessed through the first “hub”, a different upstream device may not be able to access
peripheral device 123a (e.g., dual role peripheral device 247 may not be able to access peripheral
device 125a while peripheral device 125a is being used by computer system 101). In some
embodiments, a signal (e.g., from an external control block) may trigger downstream switching
logic 201 to switch access for a subset of downstream ports 121 {e.g., downstream port 121a
and/or 121¢) on the first “hub” to the second “hub” (i.e., switch communication contigurations).
In some embodirnents, dual role peripheral device 207 may send a control signal to USB
switching hub 119. USB switching hub 119 may then switch communication configurations to
connect one or more downstream ports to the dual role peripheral device. For example, when a
user presses a button on dual role peripheral device 207 {e.g., a dual role printer), a signal may
be sent through mode 211 to downstream switching logic 201 to switch access of device 123a
from computer system 101 to dual role peripheral device 207 (i.e., to switch to a second
comrnunication coufiguration as seen in FIG, 4b).  Computer systern 101 may continue to

communicate with downstream port 121c (and/or other downstream ports as determined by the
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second communication configuration}.

{0050] In some embodiments, when activity is no longer detected between dual role peripheral
device 207 and a downstreamn port {e.g., if dual role peripheral device 207 is turned off),
downstream switching logic 201 may switch access of the downstream port ¢ computer system
101 (.e., switch to a different communication configuration). In some embodiments,
downstreamn switching logic 201 may switch access of the downstream port to a different
upstream device. In some embodiments, instead of detecting inactivity, a signal from dual role
peripheral device 207 may signal USB switching hub 119 o switch. Other signals and/or logic
may also be used in determining when to switch communication configurations.

{0051] In some embodiments, communication configurations may be software implemented. In
some embodiments, a microprocessor coupled to or comprised in downstream switching logic
201 may dynamically determine, e.g., using a dynamic communication configuration profile,
which downstream ports to electrically couple to each upstream port. For example, the
microprocessor may read a stored comimunication configuration profile and atterapt to connect
upstream ports to downstream ports according to the communication configuration profile. The
communication configuration profiles may be stored on a memory (e.g., an Electronically
Erasable Programmable Read-Only Memory (EEPROM)) coupled to USB switching hub 119,
In some embodiments, hub controllers 203 on USB switching hub 119 may have access to the
communication configuration profiles.

f0052] In some embodiments, a priority logic may be used to switch communication
configurations. Priority logic, or other logic used to grant access, may be internal or external to
USB switching hub 119.  In some embodiments, computer system 101 may be given priority
over all of downstream ports 121 until an external control signal is sent from dual role peripheral
device 207 to switch access of one or more downstream ports 121 to dual role peripheral device
207. In some embodiments, different control signals may be sent to trigger different
communication configurations {i.e., to switch access of different downstream ports to dual role
peripheral device 207},

{0653] In somc cmbodiments, host negotiation logic may be used to determine which
comrmunication configuration fo use. In some embediments, a default comrunication
configuration may be used until multiple upstream devices “request” access to the same
downstrearn port.  Host negotiation logic ynay be used to determine which comrnunication
configuration to use {i.e., which communication configuration gives a particular upstream port

access to the “requested” downstream port).
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{0054] In some embodiments, a microprocessor in USBH switching hub 119 may include a built
in algorithm that auto detects downstream peripheral devices and determines how to connect the
downstream peripheral devices. For example, instead of assigning a specific downstream port to
an upstream port, a communication configuration profile may specify that the upstream port
should have access to a digital camera if one is attached. The built in algorithm may auto-detect
the digital camera when it is attached to one of the downstream ports and attach it to the
appropriate upstream port (i.e., by switching to an appropriate comnmunication configuration).
{0055] In some embodiments, when downstream switching logic 201 switches communication
configurations, and conirol of a downstream port is switched from computer system 101 o dual
role peripheral device 207, a connection between computer systern 101 and respective peripheral
device 125 {coupled to the downstream port to be switched) may be terminated by computer
system 101, In some embodiments, communications between the downstream port o be
switched and computer system 101 may be terminated by USB switching hub 119, Dual 1ole
peripheral device 207 may then connect to, enumerate, and communicate with the respective
peripheral device 125 coupled to the switched downstream port.

[0856] Upstream devices may see downstream ports that they are not configured to attach to as
unattached ports (i.e., active, but with no device connected). In sorse emmbodiments, if only a
predetermined number of downstream ports is ever going to be attached to a particular upstream
port {e.g., a number “x” ports), the upstream device may be signaled that the hub only has x
ports, For example, if upstream port 117b is only going to be configured to attach to
downstream ports 121c and 121d, a device attached to upstream port 1176 may be signaled that
USB switching hub 119 is only a two port hub.

{0057] FIGs. 5a, 5b, and 5S¢ illustrate various embodiments of computer system 101 and two
dual role peripheral devices coupled to USB switching hub 419, Tn some embodiments, multiple
dual role peripheral devices may be coupled to USB switching hub 419, For example, dual role
printer 407 may be coupled to USB switching hub 419 through upstream port 417b and dual role
DVD read/write drive 467 may be coupled to USB switching hub 419 through upstream port
417¢c. Computer system 101 may be coupled to USB switching hub 419 through upstream port
417a. Each of the upstream devices may be coupled to a respective hub controller 403,
downstream switching logic 401, and transaction translator 405, Downstream switching logic
401 may configure communications between each of the apstream devices (i.e., comnputer systern
101, dual role printer 407, or dual role DVD read/write drive 467} and at least a subset of the

peripheral devices 425,
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[0058] As seen in FIG. Sa, in one communication configuration profile, the computer system
101 may be connected to downstream ports 421a, 421b, 421e, and 421f. In an embodiment, dual
role printer 407 may be configured to access downstream port 421c, and DVD read/write drive
467 may be configured not to access any downstream port 421, Dual role printer 407 may gain
access {i.e., have the communication configuration switched to give it aceess) to downstream
port 421b through several different methods, For example, a user may press a button on dual
role printer 407. A signal may then be sent through mode 411 to dowunstream switching logic
401 in USB switching hub 419, Downstream switching logic 401 may switch to the
comimunication configuration seen in FIG. 5b (which allows dual role printer 407 to access
downstream port 421b). In some embodiments, if dual role printer 407 is tumned off or becomes
inactive, downstream switching logic 401 may switch access of downstream port 421b back to
computer systermn 101 (i.e., switch back to the previous comumunication configuration). As seen
in FIG. S¢, in one comrunication configuration, none of the upstream ports may be allowed to
access any of the downstream ports.

{0639] FIG. 6 illustrates an embodiment of unified functions within the USB switching hub. In
some embodiments, instead of separate hub controliers, unified hub controller 503 may be used.
For example, instead of separate hub controllers handling communications for their respective
upstream port, a vnified hub controller may handle communications for each of the upstream
ports.  Similarly, unified transaction transiator 505 may be used for each respective upstream
port. Also, as seen in FIG. 6, in some embodiments, an upstream port switch 551 may be used.
For example, the upstream port switch 551 may implement various communication
configurations instead of a downstream switching logic.

[0068] In some embodiments, transaction translator(s) in the USB switching hub {e.g., USB
switching hub 419 or USB switching hub 519) may allow upstream ports 0 communicale at
different communication speeds relative to the other upstream ports. For example, one upstream
port may be coupled only to high speed devices and, therefore, communicate at high speed,
while a separate upstream port may be coupled to only full speed devices and, therefore,
commuricate at full speed. In some embodiments, upstream ports may be able to communicate
with different downstream ports at different speeds because of the transaction translators.

{0061] FIG. 7 shows an embodiment of a method for switching access to a downstream port
between two upstream ports on the USB switching hub. It should be noted that in various
embodiments of the methods described below, one or more of the elements described may be

performed concwrently, in a different order than shown, or may be omitted entirely. Other
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additional elements may also be performed as desired.
[0062] At 701, the USB switching hub may receive a signal {e.g., an external control signal)
signaling the USB switching hub to switch between a first communication configuration and a
second communication configuration. For example, switching communication configurations
5 may switch access of a first downstream port from a first upstream port to a second upstream
port. In some embodiments, a user may press a button on a dual role peripheral device coupled
to the USB switching hub, and the dual role peripheral device may send an cxternal control
signal to the USB switching hub to signal the USB swiiching hub to switch between one or more
comimunication configurations. In some embodiments, the signal may be internal {(e.g.,
i8¢ generated by logic internal to the USB switching hub).
f0663] At 703, communication between a host coupled to the first upstream port and the first
peripheral device coupled to the first downstream port may be terminated. In some
embodiments, communication may be terminated for a subset of the downstream peripheral
devices.,

15 [0064] At 705, the USB switching hub may switch between the first comrnunication
configuration and the second communication configuration to give access of the first
downstrearn port fo the second upstrearn port.  In some embodiments, the comrnunication
configuration switch may affect access for a subset of the downstream peripheral devices.
f0065] At 707, the downstrearn peripheral device coupled to the first downstreamn port may be

2( accessed through the second upstream port by the host coupled to the second upsiream port. In
some embodiments, the second upstream port may communicate with a subset of the
downstream peripheral devices. For example, the host may enumerate and then communicate
with the switched multiple downstream devices. In some embodiments, access between the first
upstream port and a second downstream port may continue,

25 [0066] FIG. 8 illustrates a USB switching hub with multiple status registers, according to an
embodiment. In some ervbodiments, upstream devices (e.g., computer system 101 and dual role
device 207} may communicate with downstrearn devices 125 through downstream ports 121, In
some embodiments. each upstream device may enumerate USE switching hub 119 as a 4-port

hub {or according to the number of downstream ports 121 on the USEB switching hub 119). In

(]
<o

some embodiments, external signal 813 may signal downstream switching logic 201 to switch
comrpunications for g subset of downstream ports 121 (e.g., downstream ports 121a and 121h).
When communications are being switched, a status register (e.g., a status register in a set of

status registers 811a) may indicate a disconnect status for the previously connected downstream
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port). In some embodiments, communications between the downstream port and the second
ppstream device may then be established. For example, activity from downstream port 121a
may indicate a connect event on a status register for downstream port 121a in the second set of
status registers 811b. The second upstream device (e.g., dual role device 207) may detect the
“connect” event when it poles status registers 811b and then reset the device coupled to
downstream port 121a.  While the second upstream device is communicating through
downstream port 121a, other upstream devices coupled to other upstream ports may detect a
“disconnect” for downstream port 121a when they poll their respective set of status registers
811

§0667] In some embodiments, intelligent port routing switch (IPRS) 821 may delay switching
communications for downstream port 125z if there is an active transfer in progress between
downstream port 125a and first upstream port 117a. In some embodiments, IPRS 8§21 may delay
switching comununications for downstream port 125z if there is an active transfer in progress
between downstream port 125 and second upstream port 117b. In some embodiments, IPRS 821
may be implemented in hardware and/or firmware on USB switching hub 119, In some
embodiments, the IPRS may be implemented in software on computer system 101, The IPRS
may include software and drivers that have knowledge of current USB traffic to delay a request
to switch a device that is in use. In some emnbodiments, the IPRS roay be entirely outside of any
traffic monitoring internal to USB switching hub 119,

[0068] IPRS 821 may delay switching communications between other downstream ports 125 if
there are pending or active transfers in progress. In some embodiments, IPRS 821 may monttor
comnunications at the hub controlier 203 level or may monitor communications at the
downstream switching logic level. Other placements between downstream ports 121 and
upstream ports 117 may also be uvsed. In some embodiments, instead of relying on intelligent
monitoring or an external method for delaying switching communications, IPRS 821 may
operate to delay switching such that switching takes place at the USB frame boundary (when, by
definition, no traffic is permitted to be in progress). In such emmbodiments, switching may be
delayed until the frame boundary on a predetermined basis, not as a result of intelligent
monitoring.

[0069] In some embodiments, external signal 813 (e.g., from a user, from computer system 101,
or from mode 211 on dual role device 207) may signal downstream switching logic 201 to
switch communications between a downstream port 121 and the upstream ports 117, Other

sources of external signal 813 are also contemplated (e.g., the external signal may originate from
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a physical switch coupled to USB switching hub 119). In some embodiments, the physical
switch may have switches, push buttons and/or other mechanical components to aliow a user to
assign one or more downstream ports 121 to specific upstream port 117, In some embodiments,
external signal 813 may be sent from computer systern 101, For example, an application
executing on computer system 101 may allow a user to interact with computer system 101 to
assign one or more downstream ports 121 to specific upstream port 117, In some embodiments,
computer systemn 101 may alse receive signals back from USB switching hub 119 to
commurricate with the user. For example, if there are transfers between a related downstream
port and an upstream port, USB switching hub 119 may commumicate this status to the user, and
USB switching hub 119 may wait until it receives confirmation from the user to proceed with the
switch {e.g., a signal may be sent from computer system 101 confirming the switch after a user
selects a graphical “Proceed” box on a computer screen coupled to computer system 119.)

{0070] FIG. 9 shows an embodiment of a method for switching access to downstream port 121
between two upstreamn ports without reenumerating USB switching hub 119, It should be noted
that in various embodiments of the methods described below, one or more of the elements
described may be performed concurrently, in a different order than shown, or may be omitted
entirely. Other additional elements may also be performed as desired.

f0071] At 901, a peripheral device may be coupled to a downstream port of a USB switching
hub. In some embodiments, the peripheral device may be a USB device. The USE device may
also be coupled to an upstream device (.., the USB device may be a dual role USB device).
§0672] At 903, a tirst upstream device may be coupled to first upstream port 117a of the USB
switching hub 119,

{00673 At 905, a second upstream device may be coupled to second upstream port 117b of USB
switching hub 119,

[0074] At 907, the first upstream device may enumerate USB switching hub 119 using a first
hub configuration for USB switching hub 119, For example, if USB switching hub 119 has four
downstream ports 121, the first upstream device may enumerate USB switching hub 119 as a 4-
port hub. In some embodiments, the first upstream device may enumerate USB switching hub
119 with fewer downstream ports 121 than the total number of downstream ports 121 on USB
switching hub 119 {(e.g., if one or more downstream ports 121 is permanently inactive or
reserved for another use}.

[0075] At 909, the second upstream device may enumerate USB switching hub 119 using a hub

configuration substantially similar to the first hub configuration for USB switching hub 119,
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{08761 At 911, the downstream port coupled to the peripheral device may be assigned to the
second upstream port. In some embodiments, communications between the peripheral device
and the first upstream port may be switched to the second upstream port. In some embodiments,
if device 125a is a digital camera, it may be initially coupied to computer system 101 (i.e.,
5 communications toffrom the digital camera may be routed to first upstream: port 117a in
downstream switching logic 201 while the communications are in the digital domain), External
signal 813 (e.g., from a user through computer system 101) may signal downstream switching
togic 201 to switch communications between device 125a and two upstream ports 117.
[0677] At 913, a disconnect status may be indicated oo a status register, corresponding to the
I switched downstream port, coupled to hub controller 203a of first opstream port 117a.
Communications may be terminated between downstream device 1252 and an upstream device
coupled to first upstream port 117a.
f0678] At 915, a connect event may be indicated on a status register, corresponding to the
switched downsiream port, coupled to hub controller 203b of second upstream port 117b. When
15  sccond upstream device 207 (e.g., a dual role printer) reads the connect event on the status
register, it will reset device 125a coupled to downstream port 121a. Downstream device 123a
may connect to upstreamn device 207 for further communications (e.g., to print pictures directly
from the digital camera},
f0679] At 917, switching communications of a downstream port 121 may be delayed if there is
2 an active transfer in progress between a downstream port 121 and the first upstream port.
Switching commumications may be delayed by IPRS 821.
f0080] At 919, switching communications of a downstream port 121 may be delayed if there is
an active transfer in progress between a downstream port 121 and second upstream port 117b.

Switching communications may be delayed by IPRS 821,

b
h

{0081] FIG. 10 shows an embodiment of a method for monitoring a standby state to approve a
comrpunication switch. It should be noted that in various embodiments of the methods
described below, one or more of the elements described may be performed concurrently, in a
different order than shown, or may be omitted entirely. Other additional elements may also be
performed as desired.

30 [0082] At 1001, IPRS 821 may monitor status registers 8§11 to determine if peripheral device
125 is actively being used by an upstream device. For example, IPRS 821 may determine if a
corresponding status register has a “‘selective suspend” or a standby state indicated for

corresponding downstream port 121,
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{0083] At 1003, downstream switching logic 201 may check TPRS 821 prior to making a switch
for an indication as to whether there are current communications between a downstream port 121
to be switched or between downstreamn ports 121 coupled to upstream port 117 for which a
downstream port 121 will be switched. In some embodiments, downstream switching fogic 201
may query IPRS 821 to determine if multiple downstream ports 121 may be switched.

f0084] At 1005, IPRS 821 may indicate to downstream switching logic 201 whether a switch of
commuiications for onc or more downstream ports 121 may proceed. For example, logic on
TPRS 821 may determine which downstream ports 121 the status should be checked (e.g.,
downstream ports 121 to be switched and downstream ports 121 coupled to the upstream port
117 being switched to). In some embodiments, IPRS 821 may check the corresponding statas
register when downstream switching logic 201 inguires as to a specific downstream port.

f0085] At 1007, if a “selective suspend” or a standby state is not indicated, IPRS 821 may
continue to monitor the corresponding status register for a predetermined amount of time after
IPRS 821 receives an inquiry trom downstream switching logic 201 that a switch is desired. At
the end of the predetermined amount of time, if the “selective suspend” or a standby state is stifl
not indicated, IPRS 821 may indicate to downstream port controller 201 that it may switch
despite the apparent active status. In some embodiments, if the “selective suspend” or a standby
state is not indicated, an indication may be sent to computer system 101 to ask the user if a
switch should be made despite the apparent active status of one or more affected peripheral
devices 125. If the user approves the switch, downstream switching logic 201 may proceed with
the switch.

{0086] FIG. 11 shows an embodiment of a method for monitoring hub transactions to approve a
compuudication switch., It should be noted that in various embodiments of the methods
described below, one or more of the elements described may be performed concurrently, in a
different order than shown, or may be omitted entirely, Other additional elements may also be
performed as desired.

f0687] At 1101, IPRS 821 may monitor transactions through USB switching hub 119 o
determine if any of the communications are going to/from relevant peripheral devices {(e.g..
coupled to a downstream port 121 to be switched or already coupled to upstream port 117 for
which peripheral device 125 will be switched to). In some embodiments, the presence of
comrpupications and the type of communications may be monitored by IPRS 821, [PRS 8§21
may roonitor communications at any of various points of USB switching hub 119 (e.g., coupled

to hub controllers 203, downstream switching logic 201, and/or coupled directly to downstream
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ports 121 and/or upstream ports 117). IPRS 821 may monitor communications using additional

internal logic. In some embodiments, IPRS 821 may not interfere with communications between

downstream ports 121 and upstream ports 117.

f0088] At 1103, downstream switching logic 201 may check IPRS 821 prior to making a switch
5 for an indication as to whether there are current communications between a downstream port 121

to be switched or between downstream ports 121 coupled to upstream port 117 for which a

downstream port 121 will be switched.

f0089] At 1103, TPRS 821 may indicate to downstream switching logic 201 whether a switch of

communications for one or more downstreamn ports 121 may proceed.

10 [00%¢] FIG. 12 shows an embodiment of a method for switching commumications at a frame
boundary. It should be noted that in various embodiments of the methods described below, one
or more of the elements described may be performed concmrently, in a different order than
shown, or may be omitted entirely. Other additional elements may also be performed as desired.
§0691] At 1201, IPRS 821 may coordinate a communications switch by downstream switching

15 logic 201 to occur on a frame boundary of communications between upstream port 117 and
related downstream ports 121, In seme embodiments, IPRS 821 may interface with one or more
bub controllers 203 to determine the timing of the frame boundaries. For example, a microframe
timer may be used. In some embodiments, IPRS 821 may interface with other parts of USB
switching hub 119 to determine a time to affivm a request to switch from downstream switching

20 logic 201.

§0692] At 1203, downstream switching logic 201 may check IPRS 821 prior to making a switch
for an indication as to whether a frame boundary is cccurring for communications to/from the
relevant downstream ports 121,

f0093] At 1203, IPRS 821 may indicate to downstream switching logic 201 whether a switch of

b
h

communications for one or more downstream ports 121 may proceed.

{0094] Referring again to F1Gs. 3, 4a-4b, 5a-5c, and 8, it should be noted that the positions of
the downstream switching logic (201 in FIGs. 3, 4a-4b and 8, and 401 in FIGs. 53-5¢) and the
transaction translator logic (205 in FIGs. 3, 4a-4b and &, and 405 in FIGs. 5a-5¢) with respect to
each other may be reversed, that is, the transaction translator logic may be configured between
30 the hub controller{s) and the downstream switching logic. Furthermore, an individual
transaction translator block may be configured for each upstream port (and corresponding hub
controller.} Examples of alternate embodiments showing this configuration are found in FIGs.

13, 14a-14b, 15a-15¢, and 16.
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{08951 FIG. 13 illustrates an alternate embodiment of the configuration shown in FIG. 3, in
which two upstream devices {e.g., computer system 101 and dual role peripheral device 207) are
coupled to USB switching hub 119, In some embodiments, USB switching hub 119 may include
respective transaction translator circuitry 205a and 205b for each upstream port 117a and 117b,
coupled to corresponding hub controller 203a and 203b, respectively. Transaction translator
circuitry 205a and 205b may also be coupled to downstream switching logic 201, which may be
electronically coupled to downstream ports 121, In some embodiments, downstream switching
togic 201 may switch between two or more communication configurations. {Comrnunication
configurations may be implemented by downstream switching logic 201 routing commumications
between upstream ports 117 and downsiream ports 121 while the comumunications are in the
digital domain (as a result of the interfaces to/from USB switching hub 119), as also described
for the embodiment of FIG. 3. In some embodiments, communication configurations (e.g.,
hardwired in the USB switching hub) may be switched as determined by logic on the USB
switching hub. Other communication configuration implementations are also contemplated.
{0168] As also described for the embodiment of FIG. 3, in some embodiments, dual role
peripheral device 207 may inclade a dual role USB printer or dual role USB Digital Versatile
Diisc (DVD) read/write drive, among others. In some embodiments, dual role peripheral device
207 may be coupled to an upstream port (2.2., upstream port 117b) of USB switching hub 119
through device port 210, Dual role peripheral device 207 may interface through upstream port
117b with other peripheral devices (downstream peripheral devices) coupled to USB switching
hub 119 (e.g., using host controller 209 on dual role peripheral device 207). Dual role peripheral
device 207 may also interface with other upstream devices {such as computer system 101)
through a slave controller. For example, dual role peripheral device 287 may be coupled to USB
switching hub 119 as a slave peripheral device {(c.g., through downstream port 121c). In some
embodiments, dual role peripheral device 207, coupled to the USB switching hub, may
simultaneously act as a host to one or more peripheral devices and/or as slave peripheral device
to a separate host,

{0181] In some embodiments, dual role peripheral device 207 may have an embedded host
controller application to operate as a standalone system (e.g., to commmunicate with another
peripheral device, such as a digital camera, without PC intervention). For example, a dual role
USB printer may print pictures directly from a digital camera, coupled to a downstream port 121
on USB switching hub 119, without PC intervention. In some embodiments, USB switching hub

119 may alternately allow the computer system 101 or dual role peripheral device 207 o access
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one or more downstream devices {e.g., by switching between one or more comrnunication
configurations).

§0802] FiGs, 14a and 14b illustrate alternate embodiments of the embodiments shown in FIGs,
4a and 4b of a computer system clectronically coupled to multiple peripheral devices. In some
embodiments, USB switching hub 119 may act like a switch coupling multiple internal “hubs”
that may share one or more downstream ports. For exaraple, each potential comrnunication
configuration of the USB switching hub may represent an internal “hub”. In some embodiments,
when computer system 101 is accessing peripheral device 125 {e.g., peripheral device 125a)
coupled to USB switching hub 119, communications to/from the peripheral device may be
processed through a first “hub” comprised of first upstream port 117a, hub controller 203a,
ransaction transiator 2052, and at least a subset of the downstream ports 121, A second “hub”
may be comprised of second upstream port 117b, hub controller 203b, transaction translator
205b, and at least a subset of the downstream ports 121, In one comrnunication configuration,
computer system 101 may connect to downsiream ports 121a and 121¢ (through the first “hub”™),
and dual role peripheral device 207 may cononect to downstreamn ports 121b and 121d (through
the second “hub”) (as seen in FIG. 1db). Other communication configurations are also
contemplated. In some embodiments, communication configuration profiles designating which
downstreamn devices to couple to each upstream port may be hardwired or implemented by
software, For example, if implemented by software, communication configuration profiles for
each upstreamn port (and/or upstream device) may be stored on a memory accessible to USB
switching hub 119,

{103} In some embodiments, computer systern 101 and dual role peripheral device 207 may
communicate through USB switching hub 119 simultaneously with separate downstream
devices. For example, while computer system 101 communicates with device 125a (e.g.,
through the first “hub™), dual role peripheral device 207 may communicate with device 125b
{e.g., through the second “hub”), In some embodiments, while peripheral device 125a is being
accessed through the first “hub”, a different upstream device may not be able to access
peripheral device 125a (e.g., dual role peripheral device 207 may not be able to access peripheral
device 125a while peripheral device 125a is being used by computer system 101). In some
embodiments, a signal (e.g.. from an external control block) may trigger downstream switching
fogic 201 to switch access for a subset of downstream ports 121 (e.g., downstream port 121a
and/or 121¢) on the first “bub” to the second “hub” (i.e., switch comimunication configurations).

In some embodirnents, dual role peripheral device 207 may send a control signal to USB
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switching hub 119. USB switching hub 119 may then switch communication configurations to
connect one of more downstream ports o the dual role peripheral device. For example, when a
user presses a button on dual role peripheral device 207 (e.g., a dual role printer), a signal may
be sent through mede 211 to downstream switching logic 201 to switch access of device 125a
from computer system 101 to dual role peripheral device 207 (i.e., to switch to a second
comrpunication configuration as seen in FIG. 14b). Computer system 101 may continue to
communicate with downstream port 121¢ (and/or other downstream ports as determived by the
second communication configuration).

{0104] In some embodiments, when activity is no longer detected between dual role peripheral

device 207 and a downstream port {(e.g., if dual role peripheral device 207 is tumned off),

downstream switching logic 201 may switch access of the downstream port to compuier system
101 (i.e., switch to a different cominunication configuration)., In some embodiments,
downstreamn switching logic 201 may switch access of the downstream port to a different
upstream device. In some embodiments, instead of detecting inactivity, a signal from dual role
peripheral device 207 may signal USB switching hub 119 to switch. Other signals and/or logic
may also be used in determining when to switch communication cenfigurations.

{0105] In some embodiments, commmunication configurations may be software implemented. In
some embodiments, a microprocessor coupled to or comprised in downstream switching logic
201 may dynamically determine, e.g., using a dynamic communication configuration profile,
which downstream ports to electrically couple to each upstream port.  For example, the
microprocessor may read a stored comnunication configuration profile and attempt fo connect
upstream ports to downstream ports according to the communication configoration profile. The
communication configuration profiles may be stored on a memory (e.g., an Electronically
Erasable Programmable Read-Only Memory (EEPROM)) coupled to USB switching hub 110,
In some embodiments, hub congrollers 203 on USB switching hub 119 may have access to the
communication configuration profiles,

{0106] In some embodiments, a priority logic may be used to switch comununication
configurations. Priority logic, or other logic used to grant access, may be internal or external to
USB switching hub 119.  In some embodiments, computer system 101 may be given priority
over all of downstream ports 121 until an external control signal is sent from dual role peripheral
device 207 to switch access of one or more downstream ports 121 to dual role peripheral device

207. In some embodiments, different control signals may be sent to trigger different

pote

communication configurations {i.c., to switch access of different downstream ports to dual role
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peripheral device 207},

{01071 In some embodiments, host negotiation logic may be used to determine which
communication configuration to use. In some embodiments, a default communication
configuration may be used until muitiple upstream devices “request” access to the same
downstream port. Host negotiation logic may be used to determine which communication
configuration to use {(i.e., which communication configuration gives a particular upstream port
access to the “requested” downstream port).

{0108] In some embodiments, a microprocessor in USH switching hub 119 may inclade a built
in algorithm that auto detects downstream peripheral devices and determines how to connect the
downstream peripheral devices. For example, instead of assigning a specific downstream port to
an upstream port, a communication configuration profile may specify that the upstream port
should have access to a digital camera if one is attached. The built in algorithm may amto-detect
the digital camera when it is attached to one of the downstream ports and attach it to the
appropriate upstream port (1.2, by switching to an appropriate communication configuration).
{0109] In some embodiments, when downstream switching logic 201 switches comrmunication
configurations, and control of a downstream port is switched from computer system 101 to dual
role peripheral device 207, a connection between computer system 101 and respective peripheral
device 125 {coupled to the downstream port to be switched) may be terminated by computer
system 101. In some embodiments, communications between the downstream port to be
switched and computer system: 101 may be terminated by USB switching hub 119, Dual role
peripheral device 207 may then connect to, enumerate, and communicate with the respective
peripheral device 125 coupled to the switched downstream port.

{0116} Upstream devices may see downstream ports that they are not configured to attach to as
unattached ports (i.e., active, but with no device connected). Tn some embodiments, if only a
predetermined number of downstream ports is ever going to be attached to a particular upstream
port {e.g., a number “x” ports), the upstream device may be signaled that the hub only has x
ports, For example, if upstream port 117b is only going to be configured to attach to
downstream ports 121c and 121d, a device attached to upstream port 117b may be signaled that
USB switching hub 119 is only a two port hub.

{0113] FIGs. 15a, 15b, and 15c illustraie various alternate embodiments of the embodiments
shown in FIGs. 5a, 5b, and 5c of a computer systern 101 and two dual role peripheral devices
coupled to USE switching hub 419, In some embodiments, multiple dual role peripheral devices

may be coupled to USB switching hub 419, For example, daal role printer 407 may be coupled
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to USB switching hub 419 through upstrearn post 417b and dual role DVD read/write drive 467
may be coupled to USB switching hub 419 through upstream port 417¢c. Computer system 101
may be coupled to USB switching hub 419 through upstream port 417a. Each of the upstream
devices may be coupled to a respective hub controller 403 (403a, 403b and 403c, as shown), a
respective transaction translator 405 (4035a, 405b, and 405¢, as shownj), and downstream
switching logic 401, Downstream switching logic 401 may configure commumications between
each of the upstream devices (i.e., cormputer system 101, dual role printer 407, or dual role DVD
read/write drive 467) and at least a subset of the peripheral devices 425,

f0112] As seen in FIG. 13a, in one communication configuration profile, the computer system
101 may be connected to downstream ports 421a, 421b, 421e, and 421f. In an embodiment, dual
role printer 407 may be configured to access downstream port 421c, and DVD read/write drive
467 may be configured not to access any downstream port 421, Dual role printer 407 may gain
access {(i.e., have the comununication configuration switched to give it access) to downstream
port 421b through several different methods. For exarople, a user may press a button on dual
role printer 407, A signal may then be sent through mode 411 to downstream switching logic
401 in USB swiiching hub 419, Downstream switching logic 401 may switch io the
communication configuration seen in FIG. 15b (which allows duval role printer 407 to access
downstream port 421b). o some embodirents, if dual role printer 407 is aurned off or becomes
inactive, downstream switching logic 401 may switch access of downstream port 421b back to
computer system 101 (l.e., switch back to the previous communication configuration). As seen
in FIG. {5¢, in one communication configuration, none of the upstream ports may be allowed (o
access any of the downstream ports.

[0113] FIG. 16 illustrates an alternate embodiment of the USB switching hub with multiple
status registers shown in FIG. 8. In this embodiment, each hub controller (203a and 203b) is
coupled to corresponding transaction translator circuitry (2053 and 203b, respectively).
Translator circuitry 205a and 205b, may be coupled to downstream switching logic 201, which
may be electrically coupled to downstream ports 121a, 121b, 121¢, and 121d. Switching hub
119 may operate according to the same principles and procedures as described for the
embodiment of switching hub 119 shown 1 FIG. 8.

[0114] HIG. 17 illustrates another embodiment of the configuration shown in FIG. 13, in which
two upstream devices (e.g., computer systern 101 and dual role peripheral device 207) are
coupled to USB switching hub 119, While in the embodiment of FIG. 13 {and in the
embodiments of FIG. 3, FIGs, 4a-4b and FIGs. 14a-14b) the downstream control of USB

g
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switching hub 119 is linked with dual role device 207, alternate embodiments may be configured
with other switching control means. For example, as illustrated in FIG. 17, switching control of
USB switching hub 119 may be performed using a dedicated downstream device, for example
HID class device 125e¢, coupled to a dedicated downsireamn port, for example dedicated
downstream port 121e.  Another control mechanism may comprise an additional HID device
(not shown) configured at the hub controller level within the hierarchy of the configuration
shown in FIG. 17 (for example, at hub controller 203a or 203b). However, operating the
additional HID device for controlling the switching of USB switching hub 119 may require
custom drivers and a USB-IF class extension to the hub class, which may be covered under a
vendor-specific implementation. Mechanisms other than an HID may also be possible with a
semi-custom hub driver. Alternatively, a composite device comprising & hub controlier and HID
controller may be configured to control switching of USB switching hub 119, shown in FIG. 17
as HID coutroller/HUB controller composite devices 204a and 204b. While FIG. 17 illustrates a
variety of configurations associated with possibie control mechanisms for controlling switching
of USB switching hub 119, various embodiments may include only one of, or any combination
of these configurations and/or mechanisms.

{0115] FIGs. 18a, 18, and 18¢ ilhustrate the USB switching hub 119 communicatively coupling
to a wireless host 1809, according to an ernbodiment. FIG. 18c¢ iHustrates an embodiment of the
USB switching hub 119 communicatively coupled to a wireless host 180% and a wired host
1801, The USB switching hub 119 may be operable to allow communication between multiple
upstream devices {e.g., wired and/or wireless hosts) and downstream devices 125. For example,
the USB switching hub 119 may facilitate communication between the wired host 1801, wireless
host 1809, and downstream devices 125a, 125b, and 125c¢ attached through downstream ports
121a, 121b, and 121c. In some embodiments, downstream devices 125 may be wireless USB
devices. Other numbers and types of wired and/or wireless hosts and downstream devices are
also contemplated. The USB switching hub 119 may implement various communication
configurations through the hub and switching logic 1813 that allow the wired and/or wireless
hosts to access subsets or all of the downstream devices [25a-c. For example, in one
commurrication configuration, the wired host 1801 may access a downstream device {e.g., USB
device 125a) substantially simultaneously as the wireless host 1809 is accessing another
downstream device (e.g., USB device 125b). Tn some embodiments, the wired host 1801 and the
wireless host 1809 may not substantially simultaneously access the same downstream device.

{0116] In some ernbodiments, wireless host 1809 (e.g., a laptop with a wireless bridge 1812 and
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transceiver 1808) may communicate with one or more downstream devices 125a-c through the
USE switching hub 119, Communications between the downstream devices 125a-c and the
wireless host 1809 may pass through wireless bridges 1810, 1812 coupled to wireless
ransceivers 1807, 1808 (respectively). Wired host 1801 may also comumunicate with one or
more downstream devices 125a-¢ through the USB switching hub 119, In some embodiments,
another wireless host may be communicatively coupled through upstreamn port 117a instead of
wired host 1801,

f0137] As seen in FIGs. 18d and 18e, different configurations of the hub and switching logic
1813 may be used. The hub and switching logic 1813 may include hub controllers 2(03a and
2030 (e.g., one for each upstream port) coupled to transaction translators 205a and 205b and
downstream switching logic 201. In some embodiments, the order of the transaction transiators
205a,b and dowanstream switching logic 201 may be reversed. Other configurations are also
contemplated, FIG. 18e illustrates another embodiment of the hub and switching logic 1813
with status registers 811a and 811b coupled to the hub controliers 203a.b, respectively. IPRS
821 is also shown coupled to the hub controllers 203ab. In addition, a single transaction
transfator 1859 is shown (in some embodiments, multiple transaction translators may be used).
In some embodiments, the statas registers 811a and 811b may be operable to indicate which
downstreamn ports are “disconnected” for the respective communication configuration currently
being implemented in the USB switching hub 119, In some embodiments, each upstream device
may enumerate the USB switching hub according to its total number of downstream ports (other
nambers of ports for enumeration are also contemplated). The downstream switching logic 201
may receive an external signal 813, e.g., to signal the hub and switching logic 1813 to switch
comimunications for a sabset of downstream ports 125a-c.

{0118] In some embodiments, wireless USB hosts and devices may use association to implement
secure comununications. Association may include making an initial connection between a host
(e.g., host 1809/wireless bridge 1812) and a device {e.g., wireless bridge 1810), verifving the
host and the device to each other, and deriving an initial encryption key for future
communications. In some embodiments, a wireless host 1809 and the device {e.g., wireless
bridge 1810) may use a temporary physical connection {(e.g., by both physically coupling to the
USB switching hub 119 and/or connecting through a cable as seen in FIG. 18h) to make the
initial connection, verification, and key derivation. Wireless hosts and devices may use a
symmetric encryption algorithm such as Wireless USB Advanced Encryption Standard (AES)-

128 Counter with Cipher Block Chaining Message Authentication Code (CBC-MAC) (CCM) or
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Wireless USB AES-128 Counter with CBC-MAC (CCM). Other encryption methods such as
public key encryption may also be used.

{0119] In some embodiments, the wireless bridge 1810 may include a downstream device port
1815 which may be coupied to a downstream port 121d of the USB switching hub 119. As seen
inn FIG. 18b, the wircless host 1809/wireless bridge 1812 may be temporarily physically coupled
to the first upstrearm port {e.g., PHY 1172} to complete association with the wireless bridge 1810
coupled as a downstream device through downstream port 121d. In various embodiments, either
or both the host 1809 and wireless bridge 1812 may be temporarily physically coupled to the
first ppstream port 117a as the host for association {(e.g., wireless bridge 1812 may be coupled to
first upstream port 117a to perform association with wireless bridge 1810 without being coupled
to wireless host 1809 during association). Host 180%/wireless bridge 1812 and wireless bridge
1810 may exchange an encrypticn key (e.g., a synmupetric key) through counection 1835 (e.g.,
host 180%/wireless bridge 1812 may send an encryption key to wireless bridge 1810 or wireless
bridge 1810 may send an encryption key to host 1809/ wireless bridge 1812). As used herein, the
terrn “exchange” may be used fo refer to a one-way transfer. As seen in FIG, i8¢, the host
180%/wireless bridge 1812 may be physically disconnected from the UUSB swiiching hub 119 and
the host 1809/wireless bridge 1812 and wireless bridge 1810 may use the encryption key for
future wireless comumunications. In some embodiments, instead of being physically coupled to
the USB switching hub 119, a code may be entered into the host 180%/wireless bridge 1812 (e.g.,
a code from the wireless bridge 1810). In some ernbodiments, the code may be read off of the
wireless bridge 1810 and entered through a keypad into the host 1809/wireless bridge 1812, The
host 1809/wireless bridge 1812 may generate an encryption key using the code {the wireless
bridge 1810 may have generated the same encryption key using the code and a pre-established
method). Other methods of association and key exchange are also contemplated. The wireless
bridge 1810 may electronically attach to the wireless bridge 1812 by sending the host
1809/ wireless bridge 1812 a message and then proceeding through an authenticating process
involving their unique identifications (IDs) and the eocryption key. Host software on host
1809/ wireless bridge 1812 may be notified of the “attached” wireless bridge 1310 after the
association process is completed. In some embodiments, downstream devices 125 may inchude
one or more wireless downstreamn devices that may also proceed with association with the
wireless bridge 1810 or wireless bridge 1812 (although, in some embodiments, the downstream
devices 125 may not separately associate but may communicate through the wireless bridge

1810).
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{01261 In some embodiments, wireless hosts and devices may use the exchanged keys to
authenticate each other duoring future connection requests {(e.g., see the Wireless Universal Serial
Bus Specification, Revision 1.03). The keys may also be vsed to encrypt and decrypt future
transmissions. The device {e.g., wireless bridge 1810} and the host (e.g., host 1809/ wireless
bridge 1812) may establish a connection context {CC) with a unique host 1D (CHID), a unique
device I (CDID), and connection key (CK) (a symmetric encryption keyj. In some
embodiments, the CC may be created by a host device and sent to a device on the fist
connection {and/or by using an out-of-band method). The CK may be unique for each device for
which the host is connected. The CK may be used to derive a pair-wise temporal key (PTK)
through four-way handshakes (between the host and the device) for use by the host and device in
encrypting/decrypting communications. During four-way handshakes, the host and the device
may exchange a random nonce and an identifier of the key they are using. The device and host
may then perform key generation using the random nonces to generate a message integrity code
{(MIC) that are also exchanged. If the device and host verify the received MIC (based on the
CK), the device and host may know that they are communicating with a device/host that has the
previously established key and therefore can be trusted. The device and host may also use the
exchanged nonces to generate initial session keys (which may be used as PTKs for
encryption/decryption of future conununications between the host and the device). In some
embodiments, the wireless bridge 1810 may handle encryption/decryption for comymunications
from the downstream devices 125 (e.g., using ove PTK for communications from the devices
125). In some embodiments, the separate keys may be uvsed for communications from each
device 125.

[0121] In some embodiments, a media access controller (MAC) 1805 may be included (as part
of a data link layer for transporting data packets) on the wireless bridge 1810 ¢, for example,
control access to the transceiver 1807. The MAC 1811 on wireless bridge 1812 may, for
example, conirol access to the transceiver 1808, The data link layer may also include a logical
link control (LEC) for multiplexing protocols and providing flow control over the transceivers
1807, 1808. MAC 805 may be coupled to the USB switching hub 119 through host interface
1823 and upstream port 117b. MAC 1811 may be coupled to the host 1809 through host
interface 1814,

{01221 In some embodiments, MACs 1805 and 1811 may insert sowce and destination
addresses into transmitted frames to enable the receiving MAC to determine which frames are

being sent to its device. These addresses may include MAC addresses (unigue identifiers for the
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commmunicating devices). MACs 1805 and 1811 may also recognize the beginning and ending of
frames received and transmitted and may detect transmission errors. Transmissions between
wireless transceivers 1807 and 1808 may include token, data, and handshake packets (or packets
containing a combination of these types). Other packet configurations are also contemplated. In
some embodiments, the MACs 1805 and 1811 may work with the data link layer in their
respective wireless bridges to encode/decode bit streams into/out of data packets and provide
transmission protocol knowledge and management.

f123] In some embodiments, wireless host 1809 may also communicate with other wireless
devices m addition to the wired devices coupled to the USB switching hub 119, Wireless host
1809 may also communicate with other wired peripheral devices coupled to a device wire
adapter.

§0124] FIG. 19 iHlustrates an embodiment of the USB gswitching hub 1921 with an internal
wireless bridge 1910, As seen in FIG. 19, the wireless bridge 1910 with MAC 1905 may be
internal fo the USB switching hub 1921, In this embodiment, the downstream device port 1915
on the wireless bridge may also be internal and may be internally coupled to a downstream port
of the hub and switching logic 1813. The internal connection 1935 may be used during the
initial association with the wireless host 1809 (e.g., when the wireless host 1809 is initially
physically coupled to upstream port 117a of the USB switching hub 1921). The MAC 1905 may
communicate with the downstream devices 125 through main interface 1923 and hub and
switching logic 1813, FIG. 20 illustrates an embodiment of the USB switching hub 2021 with
an internal wireless bridge 1910 aond jnternal transceiver 2007,

{0125] FIG. 21 illustrates an embodiment of the USB switching hub 2121 coupled to a plarality
of wireless hosts 2109a, 2109b. Multiple wireless hosts 2109a, 2109b may be coupled to the
USB switching hub 2121 through transceiver 2107 and their respective transceivers 2108a,
2108b to share downstream devices 125. The host 2100a and host 210% may each be coupled
separately to upstream port 117a to exchange an encryption key with wireless bridge 2110,
Wireless bridge 2110 may be coupled to two or more upstream ports 2123a and 2123b of the
USE switching hub 2121, The encryption keys may be exchanged through connection 1935 with
downstream device port 2115 on the wireless bridge 2110. The wireless bridge 2110 may use
each respective encryption key to communicate with the wireless hosts 2109a and 2109b when
the wireless hosts 2109a and 21096 are not physically attached to the USB switching hub 2121,
The MACs 2111a and 2111b may coordinate with MAC 2105 to communicate through

transceivers 2107, 2108a, and 2108b. Wireless bridge 2110 may facilitate communications
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between the wireless hosts 21(39ab and the dowustream devices 125 through upstream ports
2123a and 2123b. In some embodiments, each wireless host may communicate with a separate
wireless bridge coupled to the USB swiiching hub 2121 (e.g., each separate wireless bridge
coupled to a separate upstream port).

§0126] FIG. 22 illustrates an embodiment of the USB switching hub 2221 with a reversible port
2231, The USEB switching hub 2221 reversible port 2231 may include switching logic operable
to switch upstream and downstream logic to allow the reversible port 2231 to act as a
downstream port or an upstream port when communicating through interface 2223 {(e.g., see the
discussion below with respect to FIGs. 27-32). The reversible port 2231 may perform as a
downstream port to connect wireless bridge 2210 to the USB switching huob 2221 as a
downstream device when the wireless host 1809 is physically coupled to the USB switching hub
2221 for association purposes {¢.g., to exchange keys with wireless bridge 2210 through
connection 22353). The reversible port 2231 may then switch over to operating as an upstream
port for the wireless bridge 2210 when the wireless host 180%/wireless bridge 1812 is not
physically coupled to the USB switching hub 2221 but is instead communicating with the
downstream devices 125a, 125b, and 125¢ through the USB switching hub 2221 in a wireless
fashion. Input directing a switch may be received from any of a variety of sources {(e.g., logic
within the USB switching hub 2221, wireless bridge 2210, a user, etc.), and may set or jnveke a
switching condition, which may then be detected by the USB switching hub 2221. In some
embodiments, the reversible port 2231 may coordinate with the hub and switching logic 1813 to
implement switching upstream and downstream logic as needed.

f0127] FIG. 23 lustrates a method of using the USB switching hub to sopport a wireless host,
according to an embodiment. Various embodiments of the USB switching hub supporting a
wireless host may be seen, for example, in FIGs. 18c and 19-22. The method shown in FIG. 23
is described below with respect to FiIGs. 18a-c, but it is to be understood that the method is also
applicable to other embodiments described above, It should be noted that in various
embodiments of the methods described below, one or more of the elements described may be
performed concurrently, in a different order than shown, or may be omitted entirely. Other
additional elements may also be performed as destred.

f0128] At 2301, a wireless host 1809 may perform association with a wireless bridge 1810
voupled o the USB switching hub 119. The wireless host 1809 and wireless bridge 1810
performing association may each be coupled to a separate upstream: port of the USB switching

hub 119 (e.g., see FIG. 18b). After association, the wireless host 1809 may be removed from the
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upstream port 117a of the USB switching hub 119, and in some embodiments, a wired host 1801

may be coupled to the upstream port 117a.

{01298] At 2303, the wired host 1801 may enumerate the USB switching hub 119 using a first

hub configuration for the USB switching hub 119. In some embodiments, the downstream

5 devices 125 coupled to the USB switching hub 119 may be enumerated by the wired host 1801

when the USB switching hub 119 is enumerated.

F0136] At 2305, the wireless host 1809 may enumersate the USE switching hub 119 using a hub

configuration substantially stmilar to the first hub configoration for the USB switching bub 119,

In some embodiments, the downstream devices 125 coupled to the USB switching hub 119 may
i8¢ be enumerated by the wireless host 1809 when the USB switching hub 119 is enumerated.

[0131] At 2307, the wireless host 1809 may wirelessly communicate with at least a subset of a

plurality of downstream devices 125 coupled to the USB switching hub 119 through the wireless

bridge 1810.

§0132] At 2309, a wired host 1801 may communicate with at least a subset of a plurality of
15  downstream devices 125 coupled to a USB switching hub 119, In some embodiments, the

wireless host 1809 and the wired host 1801 may communicate substantially simultaneously with

separate downstream devices 125 coupled to the USB switching hub 119.

{0133} At 2311, communications may be switched between at least one of the plurality of

downstream devices 125 and the wired host 1801 to the wireless host 1809, In some
20 embodirsents, the USB switching hub 119 may not be re-enumerated when communications are

switched. Tn some embodiments, communications may be switched between at least one of the

plurality of downstream devices 125 and the wireless host 1809 to the wired host 1801,

{0134] At 2313, switching communications between the at least one of the plurality of

downstream devices 125 and the wired host 1801 to the wireless host 1809 may be delayed if

b
h

there is an active transfer in progress between the at least one of the plurality of downstream
devices 125 and the wired host 1801, wherein switching communications is delayed by an
intelligent port routing switch (e.g., see PRS 821 in FIG. 18e). In some embodiments,
comnunications may be similarly delayed when switching communications between the
plurality of downstream devices 125 and the wireless host 1809 to the wired host 1801 if there 1s
30 an active transfer in progress between the at least one of the plurality of downstream devices 125
and the wireless host 1809,

{0135} FIG. 24 illustrates a method for using the USB switching hub for associating a wireless

host, according to an embodiment. The method shown in FIG. 24 is described below with
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respect to FIGs. 18a-¢, but it is to be understood that the method is also applicable to other
embodiments described above. It should be noted that in various embodiments of the methods
described below, one or more of the elements described may be performed concurrently, in a
different order than shown, or may be omitied entirely. Other additional elements may also be
performed as desired.

{01361 At 2401, a first wireless host 1809 (which may include host 1809 and/or associated
wireless bridge 1812) may be coupled to a first upstream port 117a of a USE switching hub 119,
One or more downstream devices 125 may be coupled to downstream ports 121 of the USB
switching hub 119,

§0137] At 2403, a second wireless bridge 1810 may be coupled to a downstream port 121d of the
USB switching hub 119,

f0138] At 2403, the first wireless host 1809 and the second wireless bridge 1810 may perform
association.

§0139] At 2407, the first wireless host 1809 may be decoupled from the first upstream port 117a.
For example, see FIG. 18¢c in which wireless host 1809 has been decoupled from the USB
switching hub 119 and wired host 1801 has been coupled to the upstream port 117a.

f0140] At 2400, the second wireless bridge 1810 may be coupled to a second upstream port
117b. The second wireless bridge 1810 may have been coupled to the second upstream port
117b prior to association.

[0141] At 2411, the first wireless host 1809 and the second wircless bridge 1810 may
authenticate each other.

[0142] At 2413, the first wireless host 1809 and the second wireless bridge 1810 may
comununicate in a wireless fashion. The wireless bridge 1812 coupled to the wireless host 1809
may cooperate with wireless bridge 1810 coupled to USB switching hub 119 to allow
commurications between the wireless host 1809 and the downstream devices 125 coupled to the
USB switching hub 119,

§0143] FIG. 25 illustrates a method for using the USB switching hub for supporting multiple
wireless hosts, according to an embodiment. The method shown in FIG. 25 is described below
with respect to FIG. 21, butf it i3 to be understood that the method is also applicable to other
embodiments described above. [t should be noted that in various embodiments of the methods
described below, one or more of the elements described may be performed concurrently, in a
different order than shown, or may be omitted entirely. Other additional elements may also be

performed as desired.
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[0144] At 2501, a first wireless host 21092 may be coupled to a first upstream port 1172 of a
USE switching hub 2121, One or more downstream devices 125 may be coupled to downstream
ports 121 of the USB switching hub 2121,

f0145] At 2503, a second wireless bridge 2110 may be coupled to a downstream port of the USB
switching hub 2121. In some embodiments, the downstream port may be intemnal to the hub
{e.g., the wireless bridge 2110 may internally couple to the hub and switching logic 1813).
{0146] At 2505, the first wireless host 210%a (and/or wireless bridge 2112a} and the second
wireless bridge 2110 may perform association.

§0147]1 At 2507, the first wireless host 21093 (and/or wireless bridge 2112a) may be decoupled
from the first upstream port 117a.

F0T48] At 2509, a second wireless host 2109 (and/or wireless bridge 2112b) may be coupled to
the first upstream port 117a of the USB switching hub 2121,

{0149] At 2511, the second wireless host 2109b (and/or wireless bridge 2112b) and the second
wireless bridge 2110 may perform association. In some embodiments, the second wireless
bridge 2110 may use a separate encryption key when commmunicating with the first wireless host
2109a than when communicating with the second wireless host 2109b.  The second wireless
bridge 2110 may use different identifiers in communications for each of the first and second
wireless hosts 2109a,b.

[0156] At 2513, the second wireless bridge 2110 may be coupled to a second upstream port(s).
The second wircless bridge may have been coupled to the second upstream port(s) prior to
association. In some embodiments, the second wireless bridge 2110 may be coupled to one
upstream port per wireless host, For example, as seen in FIG. 21, wireless bridge 2110 is
coupled through upstream port 2123a (for communications between wireless host 2109a and at
least a subset of downstream devices 125) and upstream port 2123b {for communications
between wireless host 2109b and at least a subset of downstream devices 1253, In some
embodiments, a separate wireless bridge may be used in the USB switching hub for each
wireless host,

[0151] At 2515, the first wireless host 21092 and the second wireless bridge 2110 may
authenticate each other.

f0152] At 2517, the second wireless host 2109b and the second wireless bridge 2110 may
authenticate each other.

[0133] At 2519, the first wireless host 2109a and second wireless host 2109b may each

commuricate with the second wireless bridge 2110 in a wireless fashion. The first wireless host
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21{(9a and the second wireless host 2109 may commaunicate with downstream devices 125
coupled to the USB switching hub 2121 at substantially the same time (e.g., through two
respective upstream ports 2123ab coupled to second wireless bridge 21103, The second
wireless bridge 2110 may coordinate communications to and from wireless bridges 2112a and
2112b to allow communication between the wireless hosts 2109a.b and the downstream devices
125. For example, unique identifiers may be used to identify communications between each
wireless host and its respective downstream device(s). In some embodiments, first wireless host
21{(%a and second wireless host 2109b may communicate with separate wireless bridges each
coupled to a different uapstream port of the USE switching hub 2121.

{0154] FIG. 26 illustrates a method for using the USB switching hub (e.g., see USB switching
hub 2221 in FIG. 22) with a reversible port 2231 to support a wireless bridge 2210 as a
downstream device during association and an upstream device during regular cornmunications,
according to an embodiment. Tt should be noted that in various embodiments of the methods
described below, one or more of the elements described may be perforrmed concurrently, in a
different order than shown, or may be omitted entirely. Other additional elements may also be
performed as desired.

{0155] At 2601, a wireless host 1809 may be coupled to a first upstream port 117a of a USB
switching hub 2221.

f0156] At 2603, a second wireless bridge 2210 may be coupled to a reversible port 2231 as a
downsiream device on the USB switching hub 2221. In some embodiments, the reversible port
2231 may be signaled to perform as a downstream port, Logic in the USB switching hub 2221
may be manipulated to support the reversible port 2231 as a downstream post.

[0157] At 2605, the wireless host 1809 and the second wireless bridge 2210 may perform
association.

f0158] At 2607, the wireless host 1809 may be decoupled from the first upstream port 117a.
[0139] At 2609, the reversible port 2231 may be reversed (e.g., through a signal sent o the
reversible port 2231 and/or USB switching hub 2221) and the second wireless bridge 2210 may
then be used as an upstream device on the USB switching hub 2210

[0166] At 2611, the wireless host 1309 and the second wireless bridge 2210 may authenticate
each other.

[0161] At 2613, the wireless host 1809 and the second wireless bridge 2210 may communicate
iy a wireless fashion. The wireless bridge 1812 and second wireless bridge 2210 may coordinate

to allow communications between the wireless host 1809 and the downstream devices 125
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coupled to the USB switching hub 2221,

[0162] Various embodiments of a system and method for reversing logic for reversible ports in
USB hubs are presented below.

{0163] According to one embodiment, a USB hob may include upstream logic for sending and
receiving information to and from a host controller, downstream logic for sending and receiving
information to and from a USB device, a plurality of ports each operable to couple to upsiream
or downstream logic and one or more USB devices, and switching logic operable to switch
upstream and downstream logic between a first port and a second port. In some embodiments,
input may be received to the USB hub specifving a change in control of one or more devices
voupled to the USB hub by a first device, e.g., coupled to a first port, to control by a second
device, e.g., coupled to a second port. For example, if one of the devices is an on-the-go (OTG)
or dual-role device, it may request, or be instructed, to act as the host controller of the USE hub.
In this example. the input may be received from any of a variety of sources, and may set or
invoke a switching condition, which may then be detected by the USB hub,

f0164] In some embodiments, the switching condition may be invoked mechanically, such as,
for example, by flipping, i.e., swiiching on or off, a mechanical switch on the USB hub, or,
alternatively, if the USB hub is included in a device, a switch on the device. In one ernbodiment,
the switching condition may inchode a change in orientation of the connecting cables. More
specifically, the USB connecting cable may have a defauit host controller connection (on one
end) and a default device connection (on the other end). In this case, the switching condition
may be invoked by reversing these twe connections, ¢.g., via the change in pins associated with
each of the connectors on each end of the cable may invoke the switching condition.

{0165} Alternatively, or additionally, a user or other system may invoke the switching condition
via electronic means; for example, the user mway choose from a plurality of possible buttons or
options, e.g., depending on the nomber of devices coupled to the USE hub. For example, if the
USB hub is included in a peripheral device, e.g., a cell phone, PDA, and/or a digital music
player, among others, the user may be presented with a plurality of options on the display of the
peripheral device and may invoke the switching condition by selecting one or morc of the
available options. More specifically, the peripheral device may inclade a memu associated with
the USB hub; the user may select this menuy, e.g., via a stylus, voice activation, and/or a keypad,
among others rueans, and select from one or more options to invoke a specific change in host,

.g., by invoking the switching condition. Alternatively, the user may invoke the switching

(¢

condition, e.g., similar to methods described above, among others, from a device coupled to the
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USB hub.

[0166] In some embodiments, the USB hub may austomatically detect the switching condition.
For example, the USB hub may have a sensing mechanism, e.g., present in the physical layer
{(PHY) of connections to the USB hub, specifically for detecting the switching condition. In one
embodiment, the switching condition may include a change of impedance in one or more pins of
one of the connections to the USB hub, e.g.. one or more of the ports. For example, in one
embodiment, the invoked switching condition, e.g., via the means described above, may include
a change in irnpedance on the D+ and D- pins of the USB cable, e.g., connected to the peripheral
device that is requesting logic reversal. As a specific example, normally two of the pins in the
PHY may have an impedance of 15 kOhms, and after tying, for example, two pins together, the
impedance may decrease to 7.5 kOhms. Correspondingly, the USB hub may detect this change
in impedance as the switching condition. Thus, the USB hub may receive input invoking a
switching condition indicating a change in logic in the hub.

[0167] It should be noted that in various embodiments where there are a plurality of upstream
togics with associated host controllers, the input may also specify which of the coupled devices
are to be controlled by the second device. In other words, as indicated above, the USB hub may
have a plurality of host controllers, each controlling a respective subset of the coupled devices,
possibly overiapping, and the input may specify that one or more of the coupled devices become
host controliers for controlling other coupled devices, possibly including the old host controflers.
In some embodiments, the input may specify a change in subsets of devices that are controlled
by the new host controllers. Said another way, the input may specify that control of the plurality
of coupled devices be changed to a new set of host controllers, and each of the new and/or old
host controllers may control a new respective subset of the coupled devices.

{0168] Note that the input, the methods, and the switching conditions described herein may also
apply to multiple host controllers. For example, the input may be received mechanically, e.g.,
via a switch, but in this case, the switch may have a plarality of options each associated with the
new and oid host controller{s) and the new controlled subset{sj) of the coupled devices.
Alternatively, or additionally, the input may be received electromically. Note further that
switching conditions, and invoking thereof, are exemplary only and that other methods and
switching conditions are envisioned. Thus, the USB hub may receive input specifying a change
in control of the plurality of devices coupled to the USB hub from one or more host controlers
to one or more other host controllers, e.g., previously acting as peripheral devices.

§016%] In one embodimenyt, the upstream logic included in the USB hub may be switched from
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receiving information from the first pori, t.e., coupled to the old host countroller, to receiving
information from the second port, i.e., coupled to the new host controller. In other words, the
USB hub may change control of the devices coupled to the hub from one device to ancther in
response to the received input. In one embodiment, the hub may perform this change by
decoupling the first port from the upstream logic, decoupling the second port from the
downstream logic, and coupling the second port to the upstream logic. In some embodiments,
the hub may also allow the old host controller to act as a peripheral device to the new host
controller; in other words, the hub may couple the downstream logic, e.g., the downstream logic
that was used by the second port, to the first port. Thus, the upstrearn and downstream logic may
be effectively switched between a host controller and a device. Correspondingly, in varicus
embodiments, the new host controller may act as host to other devices, e.g., possibly including
the old host controller, coupled to the hub, e.g., each with associated downstream logic.

{01708} h should be noted that the switching is not limited to any particular two ports included in
the hub, and, in fact, any of a plurality of logics associated with various ports may be switched.
Thus, in one embodiment, any downstream logic, upstream logic, and/or other logies 1ocluded in
the USB hub may be switched.

§0171] Thus, the USB hub may switch the upstream and downstream logie(s) according to the
received input.

f0172] Figure 27 illustrates an exemplary system suitable for implementing various
emibodiments. As shown, a device, e.g., device 50, mav be coupled to a Universal Serial Bus
(USB) hub, e.g., USB hub 80, or to USB switching hub 119 (as described with respect to FI(Gs,
1-26), which may in turn be coupled to a host computer system, e.g., computer system 82. In
some embodiments, the device and/or the computer system may be coupled to each other, e.g.,
via the hub, via a network. For example, the computer system 82 and/or the device 50 may be at
remote location(s) and may couple to the USB hob 80 via a network, e.g., an intranet network, a
wide-area network (WAN), the Internet, etc.

f0173] The device 50 may be any of numerouns devices capable of USB communication; for
example, the device 50 may be or include a personal digital assistant (PDDA), a portable digital
rmusic player, e.g., an IPOD™ as provided by Apple Computer Corporation, a cell phone, a
printer, a digital camera, a video player, an andio device, a recording device, e.g., a digital voice
recorder, a personal video recorder (PVR), a set-top box, an uninterrupted power supply (UPS),
a mass-storage device, e.g., a hard drive, a zip drive, etc., a2 memory mediom, e.g., flash memory,

a thumb drive, etc., a kevboard, a mouse, a joystick, a communication device, e.g., 2 Bluetooth
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device, an Ethernet device, etfc., a communication converter device, e.g., for converting signal
formats, an additional USE hub, a computer system, and a monitor, among others. In preferred
embodiments, the device may be a dual-role device, e.g., a USB OTG device. Note that the
above list of devices and types of devices is exemplary only, and that other devices are also
envisioned.

{0174] Additionally, the computer system 82 may be any of various computer types. For
example, the computer system 82 may include at least one memory medium on which one or
more computer programs or software components may be stored. The memory medium may
also store operating system software, as well as other software for operation of the computer
system. Various embodiments further include receiving or storing instructions and/or data
implemented in accordance with the foregoing description upon a carrier medium. As shown,
the computer system 82 may include one or more coupled input devices, e.g., a keyboard and
mouse, as well as other input devices, and a display device for displaying graphics associated
with software components executing on the computer system 82.

{0175] In various embodiments, the USB hub 80 may be any of various hubs. For example, the
UJSB hub 80 may be an external hub, e.g., one whereby a host, sach as the device 50 and/or the
computer system 82, may control one or more other devices coupled to the hub. In one
embodiment, the USB hub 80 may be a root hub, Additionally, or alternatively, the USB hub 80
may be included in the device 50 or the computer system 82. For example, the device may
connect directly to a hub included in the computer system 82. Additionally, or alternatively, the
device may itself include a USB hub for connecting to other USE devices, e.g., the computer
system 82 or a hub in each of the device 50 and the computer system 82. In one embodiment,
the USB hub may include or be a portion of a USB comiposite or compound device, e.g., similar
to above where the USB hub 80 may be included in the device or computer system.

[0176] Figure 28 illustrates another exemplary system suitable for implementing varicus
embodiments. As shown in Figure 28, the device 50 may be coupled to the USB hub 80, which
may in turn be coupled to another device, e.g., device 75. The USE hub may be included in one
or both of the device 50 and the device 75, i.e., one of the devices may include the USEB hub, and
the other device may also include a similar USB hub; additionally, the device 75 may be or
include any of the above emumerated devices capable of USB communication, among others.
{41771 Furthermore, in one embodiment, the device 75 and the USB hub 80 may be intemal to
the device 50. For example, the device 30 may be a peripheral device such as a cell phone, a

PDA, and/or a portable music player, among others, that includes the USB hub 80 for
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communication with internal and external devices. The cell phove, for example, may have any
of mumerous internal devices that may be coupled to the USB hub such as a camera, a hard drive
or another memory medium, a Bluetooth device, a digital music file player, or any of various
appropriate devices such as those described above, among others. Following this example, the
cell phone may couple to an external system, such as a PDA, and an internal device, such as a
digital camera, via the USB hub housed inside of the cell phone. Note that the above-described
systerm(s) are exemplary only, and other devices and systems are envisioned such as those
described herein, among others,

{0178] Figure 29 illustrates a block diagram of an exemplary USB hub, e.g., the USBE hub &0,
according to one embodiment. In some embodiments, peripheral device(s) may couple to the
USB hub through interface{s). Por example, the USB hub may include physical (PHY)
interfaces, and/or other interfaces, e.g. USB 2.0 Transceiver Macrocell Interface (UTME) or
UTMI+ Low Pin Interface (ULPY), among others. In one embodiment, the USB hub may include
a plurality of ports, e.g., ports 2910, 2920, 2930A, 2930B, and 2920C as shown in Figare 29, for
coupling to one or more devices, e.g., the device 30, the device 73, and/or other device(s), e.g.,
using the interfaces described above, among others. Each port may be coupled to logic for
interpreting and transmitting signals to and from the devices. For example, a host controlier may
be coupled to upstream logic, e.g., upstream port logic 2915, which may be operable to transmit
and receive information specific to devices acting as hosts, Conversely, a device may be coupled
to downstream logic, e.g., downstream port logics 2925, 20354, 29358, and 2935C, which may
be operable to transmit and receive information specific to devices acting as peripheral devices.
it should be noted that the hub may include one or more of each of these logics, among others.
For example, in one embodiment, the USB hub may have a phlurality of upstream logics
associated with one or more host controllers, each of which may have separate or overlapping
control over the USB devices coupled to the USB hub, Additionally, as indicated above, the
USB hub may have a plurality of downstream logics associated with one or more peripheral
devices,

{01798} Furthermore, in some embodiments, the USB hab may include hub logic, e.g., hub logic
2940, for receiving. transmuitting, and interpreting information to and from at least one host
controller and the devices. For example, the hub logic 2940 may be operable to intelligently
route information from the host controller to the appropriate target device and vice-versa;
additionally, the hub logic may be operable to resolve signal conflicts and collisions, e.g., signals

sent from multiple devices at substantially the same tire. In one embodiment, the USB hub may
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include oune or more switches and/or switching logic(s), e.g., switching logics 2950A and 29508,
operable to couple and/or switch upstream or downstream logics associated with two or more
devices as will be described in more detail below. Note that the switching logic may be
separated into multiple components, such as, for example, the two components shown in
Figure29, or combined into a single switching logic component. Alternatively, the switching
togic may be stored in a memory mediam and/or distributed throaghout the USB hub. Note that,
as shown in Figure 29, the switching logic may be associated with a first port, e.g., the port
2910, and a second port, e.g., the port 2920; however, this configuration is exemplary only, and,
in fact, other systems and designs are contemplated. For example, the switching logic may be
associated with any or all of the ports included in the USB hub thus allowing any of the included
logics to be switched, e.g., during operation,

[0186] As an example, in some embodiments, the USB hub may inchide a first port coupled to a
host controller with associated upstream logic and a second port coupled to a USE device with
associated downstream logic. As indicated above, there may be one or more additional devices
coupled to one or more additional ports included in the USB hub, Thus, the host controller may
control a plarality of USB devices, e.g.. by using the hab logic described above. If one of the
USB devices is a dual-role device, it may request or be requested to become the host controller
of the hub, e.g., to control the other USB devices coupled to the USB hub as described below.
§0181] Figure 30 ilustrates an exemplary method for switching logic in a USB hub, such as the
USB hub of Figure 29, The method shown in Figure 30 may be used in conjunction with any of
the computer systems or devices described herein, among others. In various embodiments, some
of the method elements shown may be performed concurrently, in a different order than shown,
or may be omitted. Additional method elements may also be performed as desired. As shown,
this method may operate as follows,

f0182] In 3002, inpwt may be received to the USB hub, e.g., USB hub 80, specifying a change in
control of one or more devices coupled to the USB hub &0 (e.g., via ports 2930A-2930C) by a
first device, e.g., coupled to the first port 2910, to control by a second device. e.g., coupled to the
second port 2920, For example, following the descriptions above, if one of the devices is an
OTG or dual-role device, it may request, or be instructed, to act as the host controller of the USB
hub. In this example, the input may be received from any of a variety of sources, and may set or
invoke a switching condition, which may then be detected by the USB hub.

f0183] In some embodiments, the switching condition may be invoked mechanically, such as,

for example, by flipping, i.e., switching on or off, a mechanical switch on the USB hub, or,
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alternatively, if the USB hub is included in a device, a switch on the device. In one embodiment,
the switching condition may inchade a change in orientation of the connecting cables. More
specifically, the USB connecting cable may have a default host controller connection (on one
endy and a default device connection (on the other end). In this case, the switching condition
may be invoked by reversing these two connections, ¢.g., via the change in pins associated with
zach of the connectors on each end of the cable may invoke the switching coundition.

[0184] Alternatively, or additionally, a user or other system may invoke the switching condition
via electronic means; for example, the aser may choose from a plurality of possible buttons or
options, e.g., depending on the nomber of devices coupled to the USB hub. For example, if the
USB hub is included in a peripheral device, e.g., a cell phone, PDA, and/or a digital music
player, among others, the user may be presented with a plurality of options on the display of the
peripheral device and may invoke the switching condition by selecting one or more of the
available options., More specifically, the peripheral device may include a menu associated with
the USB hub; the user may select this meuny, e.g., via a stylus, voice activation, and/or a keypad,
among others means, and select from one or more options to invoke a specific change in host,
e.g., by invoking the swiiching condition. Alternatively, the user may invoke the switching
condition from a device coupled to the USB hub.

{0185} In some embodiments, the USB hub may automatically detect the switching condition.
For exampie, the USB hub may have a sensing mechanism, e.g., present in the physical layer
(PHY) of connections to the USB hub, specifically for detecting the switching condition. In one
embodiment, the switching condition may include a change of impedance in one or more pins of
oune of the connections to the USB hub, e.g., one or more of the ports. For example, in one
embodiment, the invoked switching condition, e.g., via the means described above, may include
a change in impedance on the D+ and D- pins of the USB cable, e.g., connected to the peripheral
device that is requesting logic reversal. As a specific example, normally two of the pins in the
PHY may have an impedance of 15 kOhms, and after tying, for example, two pins together, the
impedance may decrease to 7.5 kOhms. Correspondingly, the USB hub may detect this change
in impedance as the switching condition. Thus, the USE hub may receive input invoking a
switching condition indicating a change in logic in the hub.

[0186] It should be noted that in various embodiments where there are a plurality of epstream
fogics with associated host controllers, the input may also specify which of the coupled devices
are to be controlled by the second device. In other words, the USB hub may have a plurality of

host controllers, each controlling a respective subset of the coupled devices, possibly
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overlapping, and the input may specify that one or more of the coupled devices become host
controllers for controlling other coupled devices, possibly including the old host controllers. In
some embodiments, the input may specify a change in subsets of devices that are controlled by
the new host controllers, Said another way, the input may specify that control of the plurality of
coupled devices be changed to a new set of host countrollers, and each of the new and/or old host
controllers may control a new respective subset of the coupled devices.

{0187] For example, the USB hub may first include two host controllers, such as a computer and
a PDA, and a plurality of peripheral devices, such as a cell phone, a printer, and a digital camera.
In this example, the computer may control the printer and the cell phone, and the PDA may
control the digital camera. Subsequently, the USB hub may receive input specifying that the cell
phone become a new host controller, e.g., taking the place of the PDA, e.g., in order to print a
picture, In this case, the input may specify that the new host controller, i.e,, the cell phone,
control the printer and the digital camera, and that the computer control the PDA. Thus, the
input may specify a change in control from one or more host controllers, in this case, the PDA,
to one or more of the peripheral devices, in this case, the cell phove, Additionally, the input may
specify a new control set for each of the new controllers, e.g., the cell phone controlling the
printer and the digital camera, and the computer controlling the PDA.

{0188] As a simple example, the USB hub may couple to a host controller and a plurality of
USB devices, e.g., a dual-role digital music player device controlling a dual-role PDA, a
keyboard, and s digital video recorder. In this example, the USB hub may receive input
specifying that upstream logic for controlling the keyboard be coupled to the PDA, and that the
digital music plaver continue to control the digital video recorder coupled to the USB hub.
Thus, in some embodiments, the input may specify that the original host controller may control a
new subset of the coupled devices, e.g., only the digital video recorder, and the new host
controller control another subset, e.g., the keyboard.

{0189] WNote that the input, the methods, and the switching conditions may also apply to multiple
host controllers. For example, the input may be received mechanically via a switch, but in this
case, the switch may have a plurality of options each associated with the new and old host
controller(s) and the new controlled subset(s) of the coupled devices. Alternatively, or
additionally, the input may be received electronically. Note further that the switching
conditions, and invoking thereof, are exemplary only and that other methods and switching
conditions are envisioned. Thus, the USB hub may receive input specifying a change in conirol

of the plurality of devices coupled to the USB hub from one or more host controllers to one or
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more other host controllers, e.g., previously acting as peripheral devices.

[0196] In 3004, the upstream logic included in the USB hub may be switched from receiving
information from the first port, i.e., coupled to the old host controller, to receiving information
from the second port, i.e., coupled to the new host controller. In other words, the USB hub may
change control of the devices coupled to the hub from one device to another in response to the
received input. In one embodiment. the hub may perform this change by decoupling the first
port from the upstream logic, decoupling the second port from the downstream logic, and
coupling the second port to the upstream logic. In some embodiments, the hub may also allow
the old host controller to act as a peripheral device to the new host controller; in other words, the
hub may couple the downstream logic, e.g., the downstream logic that was used by the second
port, to the first port. Thus, the upstream and downsiream logic may be effectively switched
between a host controller and a device. Correspondingly, in various embodiments, the new host
controller may act as host to other devices, e.g., possibly including the old host controller,
coupled to the hub, e.g., each with associated downstream logic, Further examples of this
switching will be deseribed in more detail below.

f0191] I should be noted that the switching is not limited to any particular two ports incloded in
the hub, and, in fact, any of a plurality of logics associated with various ports may be switched.
Thus, in one embodiment, any downstream logic may be switched with any upstream logic
and/or other logics included in the USB hub.

{0192} Following the example regarding the computer, the PDA, and the cell phone, the USB
hub may switch the upstream and downstream logic associated with the PDA and the cell phone
respectively. The USB hub may also switch the control of the peripherals, e.g., the printer being
controlled by the computer to being controlled by the cell phone, by rerouting the signals from
the upstream logic of the computer to the upstream logic of the cell phone. In other words, the
downstream logic associated with the printer may be switched from receiving signals from the
computer o receiving signals from the cell phone, Thus, after the logic is switched, the cell
phone may control the printer and the digital camera, and the computer may control the PDA.
§0193] Thus, the USB hub may switch the upstream and downstream logie(s) according to the
received input.

{0194] Figures 31 and 32 illustrate exemplary block diagrams of a USB hub included in a USB
device, e.g., device 3100, The device may be or include any of the above-described devices.
The USB hub 3108 may include a plurality of ports, e.g., reversible ports 3110 and 3114 and

downstrearn ports 3116 and 3118, for coupling to at least one host controller and one or more
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peripheral devices. The coupled devices may be internal or external to the USB device. The
USB device may inchade logic for controliing devices and for acting as a peripheral device, e.g.,
dual-role host controller block 3104, which may be coupled to or included in a system-on-a-chip
(8o() 3102 that controls the peripheral device. In some embodiments, the peripheral device
may include a mass-storage device, e.g., mass-storage 3106, e.g., a hard drive, for storing
information. As shown, the mass storage device may be coupled to the 50C 3102 outside of the
USB hub 3108; alternatively, the mass storage device may be coupled to the USB hub as an
mnternal or external device, e.g.,, USB device 3120, 3122, or 3124, Futhermore, similar to
above, the USB hub may include hub logic 3112, e.g., for routing signals between the host
controller and the coupled devices.

f0195] As also shown, the USB hub may reverse at least two of the ports, e.g., reversible ports
3110 and 3114, e.g., using switching logic methods and conditions. Note that, this particular
system is exemplary only, and, in fact, further embodiments are envisioned where any of the
ports included in the USB hub may be reversible.

{0196] Figure 32 illustrates the USB device, e.g., the device 3100, coupled to a computer
system, e.g., computer system 3202, e.g., similar to the computer system 82 described above.
The computer system may include a USB host controller, e.g., USB host controller 3204, for
managing and/or conumnunicating with devices {e.g., USB devices 3122 and 3124} coupled to the
computer system. The computer system may also include & port for coupling to other USB
devices, e.g., port 3206. Thus, as shown, the computer systern may couple to the peripheral
device via the USB hub and may alternate as host controller of the coupled devices and device
with the host controlier included in the peripheral device. In other words, the computer system
and/or the SoC 3102 may control respective subsets (or all) of the devices coupled to the USB
hub. In one embodiment, the computer systern may act as a host, and may control the mass
storage device via the SoC, In other words, the computer systermn may control the mass storage
device by sending commands through the SoC. In one embodiment, the SoC may interpret the
conunands and send corresponding commands to the mass storage device for the computer
system. In embodiments where the mass storage device 1s coupled to the USB hub directly, the
computer systemn may control the mass storage device without using the SoC.

[0197] As an example, the peripheral device may be a cell phone including an associated hard
drive, e.g., the mass storage device 3106 as well as a digital camera and a Bluetooth device. The
cell phone may have a USB port for coupling to other devices, in this case, the computer system,

Thus, when the So{C acts as the host controlier of the USB hub, the cell phone may control each
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of the coupled devices and communicate information to the host computer as a host controller.
Upon receiving input specifying a change in control, the USB hub may switch respective
upstream and downstream logics associated with the cell phone and the host computer.
Subsequently, the host computer may control respective devices in the cell phone. For example,
the host computer may update files on the hard drive, e.g., via the ScC, take pictures using the
digital camera, and communicate using the Blustooth device. Alternatively, as deseribed above,
the host controller may control a subset of these devices, and the SoC may continue to control
another subset.

f0198] Thaus, using the systems and methods described herein, a USB hub may change control of
a plurality of coupled devices from a first device acting as a host controller {o a second device,
which was previously a peripheral device.

§0199] Embodiments of a subset or all {(and portions or all} of the above may be implemented by
program instructions stored in a memory medium or carrier medium and executed by a
processor. A memory medin may include any of various types of memory devices or storage
devices. The term “memory medium” is intended to include an installation medium, e.g., a
Compact Disc Read Only Memory (CD-ROM), floppy disks, or tape device; a computer system
memory or random access memory such as Dynamic Random Access Memory (DRAM), Double
Data Rate Random Access Memory (DDR RAM), Static Random Access Memory (SRAM),
Extended Data Out Random Access Memory (EDO RAM), Rambus Random Access Memory
(RAM), etc.; or a non-volatile memory such as a magnetic media, e.g., a hard drive, or optical
storage. The memory medium may comprise other types of memory as well, or combinations
thereof. In addition, the memory mediom may be located in a first computer in which the
programs are executed, or may be located in a second different computer that connects to the
first computer over a network, such as the Internet. In the latter instance, the second computer
may provide program instructions to the first computer for execution. The term “memory
medium” may include two or more memory mediums that may reside in different locations, e.g.,
in different computers that are connected over a network,

{0200] In some embodiments, a computer system at a respective participant location may
include a memory medium(s) on which one or more computer programs or software components
according to one embodiment of the present invention may be stored. For example, the memory
medium may store one or more programs that are executable to perform the methods described
herein. The memory medimm may also store operating system software, as well as other

software for operation of the computer system.
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{02017 Further modifications and alternative embodiments of various aspects of the invention
may be apparent to those skilled in the art in view of this description. Accordingly, this
description is to be construed as illustrative only and is for the purpose of teaching those skilled
in the art the general manner of carrying out the invention. K is to be understood that the forms
of the invention shown and described herein are to be taken as embodiments. Elements and
materials may be substituted for those Hustrated and described herein, parts and processes may
be reversed, and certain features of the invention may be utilized independently, all as would be
apparent to one skilled in the art after having the beunefit of this description of the invention.
Changes may be made in the elements described herein without departing from the spirit and

scope of the invention as described in the following claims.
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WHATIS CLATMED I5:

i. An apparatus, comprising:
a Universal Serial Bus (USB) switching hub, comprising:
a plarality of apstream ports; and
a plurality of downstream ports;
wherein a first upstream port of the plurality of upstream ports is operable to
couple to a first host;
wherein a second upstream port of the plurality of upstream ports is operable to
communicate with a wireless host;
wherein the at least a subset of downstream ports of the plurality of downstream

ports are accessible to the first upstream port and the second upstream port.

2. The apparatus of any of the proceeding claims, wherein the USB switching hub
further comprises:
downstream switching logic coupled between the plurality of upstream ports and
the plurality of downstream ports;
wherein the plurality of downstream ports consists of N downstream ports;
wherein the downstream switching logic is configured to electromically switch
communications between:
a) a downstream port of the plurality of downstream ports and a first
upstream port of the plarality of upstream ports to
b) the downstream port of the plurality of downstream: ports and a second
upstream port of the plurality of upstream ports;
wherein the USB switching hub is configured o be enumerated with a
substantiaily similar hub configuration through each of the plurality of upstream ports;
wherein the hub configuration includes N downstream ports.
3. The apparatus of any of the proceeding claims, wherein the USB switching hub is
operable to switch communications without upstream devices coupled to the first upstream port

and the second upstream being required to re-enumerate the USB switching hub.,

4. The apparatus of any of the proceeding claims, wherein the second upstream port

is coupled to a media access controlier and a transceiver.
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5. The apparatus of any of the proceeding claims, further comprising a wireless
bridge coupled to a downstream port of the USB switching hub for association with the wireless
f=] L=}

host when the wireless host is coupled to the first upstream port.

6. The apparatus of claim 3, wherein the wireless bridge is internal to the USB

switching hub,

7. The apparatus of claim 6, wherein the wireless bridge and the transceiver are

internal to the USB switching hub.

8. The apparatus of any of the proceeding claims, wherein the wireless host includes

a media access controller and a transceiver.,

9. The apparatus of any of the proceeding claims, wherein the second port comprises
switching logic operable to switch upstream logic and downstream logic with respect to the

second port and at least a subset of the plurality of downstrear ports, respectively.

10. The apparatus of any of the proceeding claims, wherein the second upstream port

is operable to communicatively couple to a plurality of wireless hosts.

i1, The apparatus of any of the proceeding claims, wherein the first host is a second

wireless host.

12. A wethod, comprising:

communicating between a wired host and at least a subset of a plurality of downstream
devices coupled to a Universal Serial Bus (USB) switching hub; and

wirelessly communicating between a wireless host and at least a subset of a plurality of

downstream devices coupled o the USB switching hub.

13 The method of claim 12, further comprising associating a wireless host with a

wireless bridge coupled to a USB switching hub.
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i4. The method of claim 13, wherein associating the wireless host comprises:

physically coupling the wireless host to a first upstream port of the USB switching hub;

physically coupling a wireless bridge to a downstream port of the USB switching hub;
and

sending at least one encryption key from the wireless host to the wireless bridge through

the USB switching hub.

15. The method of claim 13, wherein associating the wireless host comprises entering
a code from one of the wireless host and the wireless bridge to the other of the wireless host and

the wireless bridge.

16. The method of claim 13, wherein associating the wireless host comprises:

physically coupling the wireless host to a first upstream port of the USB switching hub;

physically coupling a wireless bridge to a downstream port of the USB switching hub;
and

implementing an association protocol between the wireless host and the wireless bridge.

17.  The method of any of claims 12-16, further comprising:

the wired host enumerating the USB switching hub using a first hub configuration for the
USB switching hub:

the wireless host enumerating the USB switching hub wusing a hub configoration
substantiaily similar to the first hub configuration for the USB switching hub; and

switching communications between at least one of the plurality of downstream devices

and the wired host to the wireless host,

i3. The method of claim 17, wherein the wireless host is not required to re-enumerate

the USB switching hub when communications are switched.

19. The method of any of claims 12-18, wherein the wired host communicates with at
feast a subset of a plurality of downstream devices coupled to the USB switching hub
substantially simultaneously with the wireless host conumunicating with at Jeast a subset of a

plurality of downstream devices coupled to the USB switching hub.
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20 A memory medium which stores program instructions that are executable to

implement the method of any of claims 12 — 19.

21. A system, comprising:
a Universal Serial Bus (USE) switching hub, comprising:
a plurality of upstream ports;
a plurality of downstream ports; and
downstream switching logic coupled between the plurality of upstream ports and
the plurality of downstream ports;
wherein a first upstream port of the plurality of upstream ports is operable to couple to a
first host;
wherein a second upstream port of the plarality of upstream ports is operable to
comrounicate with a second wireless host;
wherein the at least a subset of downstream ports of the plurality of downstream ports are
accessible to the first upstream port and the second upstream port;
wherein the USB switching hub is configured to be enumerated with a substantially
simiiar hub configuration by each of the plurality of upstream devices coupled to its respective

one of the plurality of upstream poris.

22. The system of claim 21, wherein the USB switching hub is operable to switch
communications without upstream devices coupled to the first host and the second wireless host

being required to re-enumerate the USB switching hub.

23. The system of any of claims 21-22, further comprising delaying switching
communications of the subset of the plurality of downstream ports if there is an active transfer in
progress between the downstream port and the first upstream port, wherein swilching

communications is delayed by an intelligent port routing switch.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/4 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are reguired to respond to a collection of information unless it contains a valid CMB control number.

Attorney Docket Number | DP-322037 CON 3

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System {EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Remove

Inventor [1
Legal Name

Prefix

Given Name

Middle Name

Family Name

Suffix

Robert

| 1

M.

\oto

| [

Residence Information (Select One) e US Residency

Non US Residency

Active US Military Service

City | Clarkston

State/Province ‘ IVII

Country of Residencd S

Mailing Address of Inventor:

Address 1

7054 Oakhurst Ridge

Address 2

City | Flarkston

I State/Province

[ o

Postal Code ‘ |48348

‘ Countryi

‘ ‘US

Inventor 2

Remove

Legal Name

Prefix| Given Name

Middle Name

Family Name

Suffix

‘ El Shyambabu

Yeda

| [

Residence Information (Select One) (®) US Residency

Non US Residency

Active US Military Service

Rochester Hills

City

State/Province ‘ |VII

Country of Residencd | S

Mailing Address of Inventor:

Address 1

134 Cattail Circle

Address 2

City | I:{ochester Hills

| State/Province

[

Postal Code ‘ |48309

‘ Countryi

\ ‘US

Inventor 3

Remove

Legal Name

Prefix| Given Name

Middle Name

Family Name

Suffix

‘ El Fraig

Fetku

| 0

Residence Information (Select One) (8) US Residency

Non US Residency

Active US Military Service

EFS Web 2.2.12
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PTO/AIA/4 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

Attorney Docket Number | DP-322037 CON 3

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

City | [ larkston State/Province ‘ |V|| Country of Residencd | s

Mailing Address of Inventor:

Address 1 H188 Iroquois Court

Address 2

City | Flarkston | State/Province ‘ M

Postal Code ‘ |48348 ‘ Countryi ‘ ‘US

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

GCustomer Number 2851

Email Address | AddEmail | |Remove Email

Application Information:

Title of the Invention FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS
Attorney Docket Number| DP-322037 CON 3 Small Entity Status Claimed [ |

Application Type Nonprovisional -
Subject Matter | Hility -
Total Number of Drawing Sheets (if any) 8 Suggested Figure for Publication (if any)

Filing By Reference:

Only complete this section when filing an applicaticn by reference under 35 US.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information” and “Foreign Priority Informaticn”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). )
1
Application number of the previously Filing date {YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.
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PTO/AIA/4 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

Attorney Docket Number | DP-322037 CON 3

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: ® Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number D2851

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD}
[Continuation of ~| 15441775 2017-02-24
Prior Application Status | [Patented -
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘15441775 |Continuation of | [15268728 P016—09—19 |9619420 |2017-04-11
Prior Application Status ‘ Patented - Remove
Application N Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 5268728 |Continuation of . |14487947 P014—09—16 |9460037 |2016-10—04
Prior Application Status -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
14487947 [Claims benefit of provisional ~| 61/882915 2013-09-26

Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button.

Foreign Priority Information:
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PTO/AIA/4 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

L Attorney Docket Number | DP-322037 CON 3
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office 1o
automatically attempt retrieval pursuant to 37 CFR 1.55(i){(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Remove

Application Number Countryi Filing Date (YYYY-MM-DD) Access Code (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AIlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or cantained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

18, 2013, will be examined under the first inventor to file provisions of the AlA.
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PTO/AIA/4 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

Attorney Docket Number | DP-322037 CON 3

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below)} and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of
China (SIPQO), the World Intellectual Property Organization (WIPQO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

().

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersignhed hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign |IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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PTO/AIA/4 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

Attorney Docket Number | DP-322037 CON 3

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant {1

If the applicant is the inventor {(or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 US.C 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

-

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name

Ii\ptiv Technologies Limited

Mailing Address Information For Applicant:

Address 1 Frin Court

Address 2 Bishop's Court Hill

City 5t. Michael State/Province

Countnﬂ | BB Postal Code 14004
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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PTO/AIA/M4 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

L Attorney Docket Number | DP-322037 CON 3
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

Assignee (1

patent application publication.

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information” section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the

If the Assignee or Non-Applicant Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City I State/Province

Countryi I Postal Code

Phone Number ‘ Fax Number

Email Address
Additional Assignee or Non-Applicant Assignee Data may be generated within this form by ad
selecting the Add button.

Signature:

also be signed in accordance with 37 CFR 1.14(c).

power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all jeoint inventor-applicants.
See 37 CFR 1.4(d) for the manner of making signatures and certifications.

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is hot checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or mare joint inventor-applicants who have been given

Signature [/Robert J. Myers/ Date (YYYY-MM-DD)

2019-10-22

First Name Floben Last Name H\dyers Registration Number

9783

Additional Signature may be generated within this form by selecting the Add button.

Add

EFS Web 2.2.12

Microchip Ex. 1010, p. 254

Microchip v. Aptiv
PGR2024-00011



PTO/AIA/M4 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

Attorney Docket Number

DP-322037 CON 3

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act {5U.5C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiaticns.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organizaticn, pursuant to the Patent CooperationTreaty.

6.  Arecord in this system of records may be disclosed, as a routine use, tc ancther federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
pregrams, under authority of 44 U.5.C. 2604 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpese, and any other relevant (i.e., G5A or Commerce) directive. Such disclosure shall not be used te make determinations about
individuals.

8.  Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 US.C.
122(b) or issuance of a patent pursuant to 35 US.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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505734826 10/22/2019

PATENT ASSIGNMENT COVER SHEET

Electronic Version v1.1 EPAS ID: PAT5781640
Stylesheet Version v1.2

SUBMISSION TYPE: NEW ASSIGNMENT

NATURE OF CONVEYANCE: ASSIGNMENT

CONVEYING PARTY DATA

Name Execution Date

ROBERT M. VOTO 10/21/2019
SHYAMBABU YEDA 10/21/2019
CRAIG PETKU 10/21/2019
RECEIVING PARTY DATA
Name: APTIV TECHNOLOGIES LIMITED
Street Address: ERIN COURT
Internal Address: BISHOP'S COURT HILL
City: ST. MICHAEL
State/Country: BARBADOS
Postal Code: 14004
PROPERTY NUMBERS Total: 1

Property Type Number
Application Number: 16660083

CORRESPONDENCE DATA
Fax Number:

Correspondence will be sent to the e-mail address first; if that is unsuccessful, it will be sent
using a fax number, if provided; if that is unsuccessful, it will be sent via US Mail.

Phone: 248-813-1203

Email: kandace.k.powell@aptiv.com

Correspondent Name: APTIV TECHNOLOGIES LIMITED

Address Line 1: P.O. BOX 5052

Address Line 2: M/C 483-400-502

Address Line 4: TROY, MICHIGAN 48007-5052
ATTORNEY DOCKET NUMBER: DP-322037 CON 3
NAME OF SUBMITTER: ROBERT J. MYERS
SIGNATURE: /Robert J. Myers/
DATE SIGNED: 10/22/2019

This document serves as an Oath/Declaration (37 CFR 1.63).

Total Attachments: 2
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DocuSign Envelope ID: 86FASBBD-13FA47H2-8C72-20B2F458BC60
DP-322037 CON 3 Aptiv Technologies Limited

Combined Declaration and Assignment for
Utility Patent and Design Patent Applications

DECLARATION
Daocket No.: DP-322037CON 3

Title of Invention: FLEXIBLE MOBILE DEVICE CONNECTIVITY TO
AUTOMOTIVE SYSTEMS WITH USB HUBS

As a below named inventor, [ hereby declare that this declaration is directed to:
The attached application, or

{ ] United States Application Number or PCT International Application Number
filed on

The sbove-identified application was made or authorized to be made by me.

{ believe | am the original inventor or an original joint inventor of a claimed invention in the

application.

[ hereby acknowledge that any willful false statement made in this declaration is punishable

under 18 U.S.C. §1001 by fine or imprisonment of not more than five (5) years, or both.

ASSIGNMENT

Pursuant to an agreement with my employer, [ formally assign to APTIV TECHNOLOGIES
LIMITED, the entire right, title, and interest, in all countries, in the improvements set forth in the
attached application or in the United States Application Number of PCT Intemational

Application Number listed above for which I exeeuted a declaration dated as indicated below.
Hereby executed by the undersigned on the date opposite the undersigned name:
Legai N‘aiﬂﬁ DocuSighed by:

Of Inventor bt M. Ubts 10/21/2018
A S Dhate:

Robert M. Voto
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DocuSign Envelope ID: 868FA4BBD-13FA-4792-8C72-20BZF458BC80

DP-322037 CON 3 Aptiv Technologies Limited

Legai Naﬂ"ie Tosusigned by:

Of Invent
nventor S!Mg amadite (/{L j% Date: 10/21/2018
Shyambabu Yeda
Legal Name Bosusignnd by
Of Inventor : o
(Gigrde o Lo/z/z0ns

Craig Petku
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United States Patent and Trademark Office

Oficr of the Chigf Financial Qffieey

Document Code WREE
User (048810

Sale Accounting Dater11/07/2018

Sale ltem Reference Number Effective Date

16660083 10/22/2019

Document Number Fee Code Fee Code Description Amount Paid Payment Method

12019A7822481557 1201 INDEPENDENT CLAIMS IN $920.00 Deposit Account
EXCESS OF 3
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 16/660,083
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
e o) N/A N/A N/A N/A 300
SEARCH FEE
R i) N/A N/A N/A N/A 660
EXAMINATION FEE
(37 CFR 1.16(0), (p), or (a)) N/A N/A N/A N/A 760
TOTAL CLAIMS .
(37 CFR 1.16(i)) 11 minus 20= OR [|x 100 = 0.00
INDEPENDENT CLAIMS ! *
(37 CFR 1.16(h) 5 minus 3 = 2 x 460 = 920
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(837 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* If the difference in column 1 is less than zero, enter "0” in column 2. TOTAL TOTAL 2640
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE() FEE($)
E AMENDMENT PAID FOR
L Total * i =
= (37 CF?{ Iav16(i)) Mins OR |x =
=] Independent * Minus | *** =
E (37 orR 1.16(h) OR |x =
<§( Application Size Fee (37 GFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE($) FEE($) RATE() FEE($)
E AMENDMENT PAID FOR
w Total * Minus | ** = -
= (37 oFg{ ?16@)) OR [x =
% Independent Minus - = _ OR M _
w (37 CFR 1.16(h)) = =
<§: Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO, Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL. FEE RECD I ATTY.DOCKET.NO ITOT CLAIMSIIND CLAIMSl
16/660,083 10/22/2019 2640 DP-322037 CON 3 11 5
CONFIRMATION NO. 1000
22851 FILING RECEIPT

PO Borsog 0 A AL

M/C 483-400-502
Troy, Ml 48007-5052

Date Mailed: 11/12/2019

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Robert M. Voto, Clarkston, MI;
Shyambabu Yeda, Rochester Hills, MI;
Craig Petku, Clarkston, Ml;
Applicant(s)
Aptiv Technologies Limited, St. Michael, BARBADOS;

Power of Attorney: The patent practitioners associated with Customer Number 22851

Domestic Priority data as claimed by applicant
This application is a CON of 15/441,775 02/24/2017
which is a CON of 15/268,728 09/19/2016 PAT 9619420
which is a CON of 14/487,947 09/16/2014 PAT 9460037
which claims benefit of 61/882,915 09/26/2013

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 11/07/2019

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/660,083

Projected Publication Date: 02/20/2020

Non-Publication Request: No

Early Publication Request: No

Title

FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO, Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

[ APPLICATION NUMBER FILING OR 371(C) DATE [ FIRSTNAMED APPLICANT | ATTY.DOCKETNO/TITLE |
16/660,083 10/22/2019 Robert M. Voto DP-322037 CON 3
CONFIRMATION NO. 1000
22851 PUBLICATION NOTICE

Aptiv Technologies Limited

P0. Box 5035 T

M/C 483-400-502 >/
Troy, MI 48007-5052

DV

Title:FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

Publication No.US-2020-0057739-A1
Publication Date:02/20/2020

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTQO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Doc Code: PA..
PTO/AIA/82A (07-13)

Document Description: Power of Attorney Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number 16/660,083

Filing Date October 22, 2019

First Named Inventor Robert M. Voto

Title FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE
SYSTEMS WITH USB HUBS

Art Unit

Examiner Name

Attorney Docket Number |7021.145US4

SIGNATURE of Applicant or Patent Practitioner

Signature /Michael A. Collins/ bate (Optiona | December 15, 2020
Name Michael A. Collins Eﬁ?ri]zter?“m 59135

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

*Total of ] forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

Microchip Ex. 1010, p. 267
Microchip v. Aptiv
PGR2024-00011



Doc Code: PA..

L PTO/AIA/82B (07-13)
Document Description: Power of Attorney Approved for use through 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in
the attached transmittal letter (form PTO/AIA/82A) or identified above:

OR 171991

|:| | hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address associated with the above-mentioned Customer Number
OR

|:| The address associated with Customer Number:
OR

|:| Firm or
Individual Name

Address

City | state | Zip
Country

Telephone | Email |

| am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

Aptiv Technologies Limited

[ ] inventor or Joint Inventor (title not required below)

I:l Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)
Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)

|:| Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the
application or is concurrently being filed with this document) (provide signer’s title if applicant is a juristic entity)
SIGNATURE of Applicant for Patent

The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).

Signature /Robert E. Ray/ | Date (Optional) |7/1/2020
Name Robert E. Ray
Title Assistant Secretary

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Electronic Acknowledgement Receipt

EFS ID: 41430481
Application Number: 16660083
International Application Number:
Confirmation Number: 1000
Title of Invention: FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH
USB HUBS
First Named Inventor/Applicant Name: Robert M. Voto
Customer Number: 22851
Filer: Michael Allen Collins/LaTasha Hill
Filer Authorized By: Michael Allen Collins
Attorney Docket Number: DP-322037 CON 3
Receipt Date: 18-DEC-2020
Filing Date: 22-0CT-2019
Time Stamp: 12:55:46
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment no
File Listing:
238224
1 Power of Attorney 7021145US4_POA.pdf no 2
9626305412120 CSHE03581da4b0cES A
Warnings:

Microchip Ex. 1010, p. 269
Microchip v. Aptiv
PGR2024-00011



Information:

Total Files Size (in bytes)1 238224

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO, Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

[ APPLICATION NUMBER FILING OR 371(C) DATE [ FIRSTNAMED APPLICANT | ATTY.DOCKETNO/TITLE |
16/660,083 10/22/2019 Robert M. Voto 7021.145US4
CONFIRMATION NO. 1000
171991 POA ACCEPTANCE LETTER

7401 Motro B, O

Suite 425

Minneapolis, MN 55439
Date Mailed: 12/22/2020

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 12/18/2020.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/mteklemichael/
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USI0.gov
| APPLICATION NUMBER FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE |
16/660,083 10/22/2019 Robert M. Voto DP-322037 CON 3
CONFIRMATION NO. 1000
22851 POWER OF ATTORNEY NOTICE
Aptiv Technologies Limited

76 s O L

Troy, MI 48007-5052

Date Mailed: 12/22/2020

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 12/18/2020.

+ The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/mteklemichael/
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWww.uspto.gov
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Application No. Applicant(s)

16/660,083 Voto et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
ERNEST UNELUS 2181 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on Election over the phone on 02/10/2021.
0J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)(]J This action is FINAL. 2b) ¥ This action is non-final.

3)O An election was made by the applicant in response to a restriction requirement set forth during the interview
on ____;the restriction requirement and election have been incorporated into this action.

4)(O Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayte, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-11 is/are pending in the application.
5a) Of the above claim(s) 11 is/are withdrawn from consideration.

6) (0 Claim(s) ____is/are allowed.
7) Claim(s) 1-10 is/are rejected.
8) [0 Claim(s) 1-4 and 7 is/are objected to.
9) O Claim(s) ___ are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
Application Papers
10)(] The specification is objected to by the Examiner.
11)@ The drawing(s) filed on 10/22/2019 is/are: a)™ accepted or b)(] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)d Al b)OJ Some**  ¢)J None of the:
1.0 Certified copies of the priority documents have been received.
2.1 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) Notice of References Cited (PTO-892) 3) Interview Summary (PTO-413)
o Paper No(s)/Mail Date 02/10/2021,
2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) (] Other:
Paper No(s)/Mail Date 10/22/2019. —
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20210210
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DETAILED ACTION
The present application, filed on or after March 16, 2013, is being examined under the
first inventor to file provisions of the AIA.
Election/Restrictions
The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AIA.

This application contains claims directed to the following patentably distinct species 1
(claims 1-10) and 2 (claim 11). The species are independent or distinct because invention 1 is
directed to a hub to dynamically switch/route a USB device connection between USB Device
mode and USB Host mode, wherein the route of a signal of the device changes based on the
mode of the device, invention 2 is directed to a hub having multiple hosts and multiple USB
devices, wherein a host is selected to simultaneously broadcast data to multiple USB devices. In
addition, these species are not obvious variants of each other based on the current record.

Applicant is required under 35 U.S.C. 121 to elect a single disclosed species, or a single
grouping of patentably indistinct species, for prosecution on the merits to which the claims shall
be restricted if no generic claim is finally held to be allowable. Currently, no generic.

There is a search and/or examination burden for the patentably distinct species as set
forth above because at least the following reason(s) apply:

Invention 1 is directed to a hub to dynamically switch/route a USB device connection
between USB Device mode and USB Host mode, wherein the route of a signal of the device

changes based on the mode of the device, invention 2 is directed to a hub having multiple hosts
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and multiple USB devices, wherein a host is selected to simultaneously broadcast data to

multiple USB devices.

Applicant is advised that the reply to this requirement to be complete must include
(i) an election of a species or a grouping of patentably indistinct species to be examined
even though the requirement may be traversed (37 CFR 1.143) and (ii) identification of the
claims encompassing the elected species or grouping of patentably indistinct species,
including any claims subsequently added. An argument that a claim is allowable or that all
claims are generic is considered nonresponsive unless accompanied by an election.

The election may be made with or without traverse. To preserve a right to petition, the
election must be made with traverse. If the reply does not distinctly and specifically point out
supposed errors in the election of species requirement, the election shall be treated as an election
without traverse. Traversal must be presented at the time of election in order to be considered
timely. Failure to timely traverse the requirement will result in the loss of right to petition under
37 CFR 1.144. If claims are added after the election, applicant must indicate which of these
claims are readable on the elected species or grouping of patentably indistinct species.

Should applicant traverse on the ground that the species, or groupings of patentably
indistinct species from which election is required, are not patentably distinct, applicant should
submit evidence or identify such evidence now of record showing them to be obvious variants or
clearly admit on the record that this is the case. In either instance, if the examiner finds one of
the species unpatentable over the prior art, the evidence or admission may be used in a rejection

under 35 U.S.C. 103(a) of the other species.
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During a telephone interview with Mr. Robert Myers (Attorney Registration Number
69,783) on 02/10/21, a provisional election was made without traverse to prosecute invention 1

claims 1-10.

The instant application having Application No. 16/660,083 has a total of 10 elected

claims pending in the application; there are 4 independent claims and 6 dependent claims, which

are ready for examination by the examiner.

INFORMATION CONCERNING OATH/DECLARATION

QOath/Declaration

The applicant’s oath/declaration has been reviewed by the examiner and is found to

conform to the requirements prescribed in 37 C.F.R. 1.63.

INFORMATION CONCERNING DRAWINGS

Drawings

The applicant’s drawings submitted are acceptable for examination purposes.

ACKNOWLEDGEMENT OF REFERENCES CITED BY APPLICANT

As required by MLP.E.P. 609(C), the applicant’s submissions of the Information
Disclosure Statement 10/22/19 is acknowledged by the examiner and the cited reference has
been considered in the examination of the claims now pending. As required by M.P.E.P 609
C(2), a copy of the PTOL-1449 initialed and dated by the examiner is attached to the instant

office action.
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OBJECTIONS TO THE CLAIMS

Claim 1-4 and 7 are objected to as being indefinite for failing to particularly point out

and distinctly claim the subject matter which applicant regards as the invention.

As per claim 1, limitations “routing the second USB signal from a second USB host via a
USB bridge to said first USB host, and routing the second USB signal from a USB device via a
USB hub to said first USB host” because they recite one signal, the second USB signal from a

second USB host and a USB device. It’s not clear if there’s a mode change of the ‘USB host’ or

the ‘USB device’. Correction is needed.

As per claim 7, it’s depended on claim 8, which follows claim 7. Correction is needed.

REJECTIONS BASED ON PRIOR ART

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created doctrine
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or
improper timewise extension of the “right to exclude” granted by a patent and to prevent possible
harassment by multiple assignees. A nonstatutory double patenting rejection is appropriate where
the conflicting claims are not identical, but at least one examined application claim is not
patentably distinct from the reference claim(s) because the examined application claim is either
anticipated by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg,
140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d

2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van

Microchip Ex. 1010, p. 278
Microchip v. Aptiv
PGR2024-00011



Application/Control Number: 16/660,083 Page 6
Art Unit: 2181

Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619

(CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may
be used to overcome an actual or provisional rejection based on nonstatutory double patenting
provided the reference application or patent either is shown to be commonly owned with the
examined application, or claims an invention made as a result of activities undertaken within the
scope of a joint research agreement. See MPEP § 717.02 for applications subject to examination
under the first inventor to file provisions of the AIA as explained in MPEP § 2159. See MPEP
§8§ 706.02(1)(1) - 706.02(1)(3) for applications not subject to examination under the first inventor
to file provisions of the AIA. A terminal disclaimer must be signed in compliance with 37 CFR

1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be used.
Please visit www.uspto.gov/patent/patents-forms. The filing date of the application in which the
form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/2S, or
PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may be filled out completely
online using web-screens. An eTerminal Disclaimer that meets all requirements is auto-
processed and approved immediately upon submission. For more information about eTerminal

Disclaimers, refer to www . uspio. eov/patents/orocess/file/cfs/suidance/e Th-info-Lisp.

Claims 1-11 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 1-17 of U.S. Patent No. 9,460,037; claims 1-20 of U.S. Patent No.
9,619,420 and claims 1-6 of U.S. Patent No. 10,545,899. Although the claims at issue are not

identical, they are not patentably distinct from each other because the claims mentioned and

Microchip Ex. 1010, p. 279
Microchip v. Aptiv
PGR2024-00011



Application/Control Number: 16/660,083 Page 7
Art Unit: 2181

claims 1-11 of present application are directed to a hub to dynamically switch/route a USB
device connection between USB Device mode and USB Host mode and a host simultaneously

accessing multiple USB devices.

Claim Rejections - 35 USC § 102

In the event the determination of the status of the application as subject to AIA 35 U.S.C.
102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, any correction of the
statutory basis for the rejection will not be considered a new ground of rejection if the prior art
relied upon, and the rationale supporting the rejection, would be the same under either status.

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the
basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(a)(1) the claimed invention was patented, described in a printed publication, or in
public use, on sale or otherwise available to the public before the effective filing
date of the claimed invention.

1. Claims 1-10 are rejected under 35 U.S.C. 102(a)(1) as being anticipated by Wright (US

pat. 7,502,878), hereinafter, “Wright”.

At the outset, Applicant is reminded that claims subject to examination will be given their
broadest reasonable interpretation in light of the supporting disclosure. In re Morris, 127 F.3d
1048, 1054-55, 44 USPQ2d 1023,1027-28 (Fed. Cir. 1997). With this in mind, the discussion
will focus on how the terms and relationships between the terms in the claims are met by the
references.

2. As per claim 1, Wright discloses a method for providing efficient communications

among USB components of a data communication system that includes multiple USB hosts and

multiple USB devices (see figs. 2, 4 and 5 and col. 5, line 42 to col. 6, line 21 and col. 6, lines
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54-59), said method comprising the steps of: providing a first input port (receptacle 40A, as
disclose in col. 5, line 66 to col. 6, line 9 and fig. 4) for receiving a first USB signal from a first
USB host (USB host 31A transmitting data on receptacle 40A; see col. 5, line 66 to col. 6,
line 9 and fig. 5); providing a second input port (receptacle 40B) for receiving a second USB
signal (a type B USB host 31B transmitting data on receptacle 40B; see col. 5, line 66 to col.
6, line 9 and fig. 5); routing the second USB signal from a second USB host (a type B USB host
31B) via a USB bridge (multiplexer 36) to said first USB host, and routing the second USB
signal from a USB device via a USB hub (hub logic 38) to said first USB host (see figs. 2, 4 and

5 and col. 5, line 42 to col. 6, line 21 and col. 6, lines 54-59).

3. As per claim 2, Wright discloses “The method according to claim 17 [See rejection to
claim 1 above], wherein said second USB signal from the second USB host is not routed to the

first USB host via the USB hub (see fig. 5).

4. As per claim 3, Wright discloses wherein the second USB signal is routed via only one of
the USB bridge or the USB hub (see fig. 5 and col. 5, line 42 to col. 6, line 21 and col. 6, lines

54-59).

5. As per claim 4, Wright discloses wherein the second USB signal from the second USB
host is transmitted to the first USB host via the USB bridge and the USB hub (see figs. 2, 4 and

5 and col. 5, line 42 to col. 6, line 21 and col. 6, lines 54-59).
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6. As per claims 5 and 8, Wright discloses a method, comprising the steps of: providing a
first USB port (receptacle 40A of figs. 4 and 5) for communication with a USB host (a USB
host 31A transmitting data) (see figs. 2, 4 and 5 and col. 5, line 42 to col. 6, line 21 and col.
6, lines 54-59); providing a second USB port (receptacle 40B) for communicating with a
consumer device (an A type USB host 31B); providing a signal detection circuit (a controller
of hub logic 38, as disclose in col. 5, lines 62-65 and col. 6, line 52) for receiving USB signals
from the consumer device via said second USB port (see col. 5, lines 62-65 and col. 6, line 52);
determining, via the signal detection circuit, whether the USB signals emanating from the
consumer device indicate that the consumer device is operating in a USB host mode (to be a B
type USB host device) and if so, routing said USB signals via a USB bridge (multiplexer 36) to
said first USB port (see figs. 2, 4 and 5 and col. 5, line 42 to col. 6, line 21 and col. 6, lines 54-
59); determining, via the signal detection circuit, whether the USB signals emanating from the
consumer device indicate that the consumer device is operating in a USB device mode and if so,
routing said USB signals via a USB hub to said first USB port (see above, which selected USB

host mode).

7. As per claim 6, Wright discloses a USB communication management method for
interconnecting sources of USB signals, said method comprising the steps of: receiving first USB
host signals from a first USB host (a USB host 31A transmitting data) (see figs. 2, 4 and 5 and
col. 5, line 42 to col. 6, line 21 and col. 6, lines 54-59); receiving second USB signals from a
second USB signal source (a B type USB host 31B) (see figs. 2, 4 and 5 and col. 5, line 42 to
col. 6, line 21 and col. 6, lines 54-59); determining whether the second USB signals emanate

from a second USB host; routing the second USB signals emanating from the second USB host
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via a USB bridge (multiplexer 36) to said first USB host (see col. 5, line 42 to col. 6, line 21
and col. 6, lines 54-59); and routing the second USB signals not determined to emanate from a
USB host (hub logic 38) via a USB hub to said first USB host (see col. 5, line 42 to col. 6, line

21 and col. 6, lines 54-59).

8. As per claim 7, Wright discloses, further comprising the steps of: determining whether
the second USB signals emanate from a USB device; and routing the second USB signals
determined to emanate from the USB device via a USB hub (hub logic 38) to said first USB host

(see figs. 2, 4 and 5 and col. 5, line 42 to col. 6, line 21 and col. 6, lines 54-59).

9. As per claim 9, Wright discloses further comprising the steps of: determining whether the
second USB signal emanates from a USB device; and establishing the second communication
path via a USB hub between said first USB host and said second USB signal source if said
second USB signal is determined to emanate from the USB device (see figs. 2, 4 and 5 and col.

5, line 42 to col. 6, line 21 and col. 6, lines 54-59).

10. As per elaim 10, Wright discloses wherein the first communication path does not

include a USB hub and wherein the second communication path does not include a USB bridge

(note, there’s no communication if the device is not connected; see figs. 4 and 5).

RELEVANT ART CITED BY THE EXAMINER
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The following prior art made of record and not relied upon is cited to establish the level
of skill in the applicant’s art and those arts considered reasonably pertinent to applicant’s
disclosure. See MPEP 707.05(c).

The following reference teaches a method to enable a USB Host system to connect to
multiple devices through a USB Hub having ports that can be changed from downstream to

upstream, dual ports: US Pub. 2007/0255885 (Bohm et al.)

CLOSING COMMENTS

CONCLUSION

a. STATUS OF CLAIMS IN THE APPLICATION

The following is a summary of the treatment and status of all claims in the

application as recommended by M.P.E.P. 707.07(i):

a (1) CLAIMS REJECTED IN THE APPLICATION

Per the instant office action, claims 1-10 have received a first action on the merits and are

subject of a first action non-final.

b. DIRECTION OF FUTURE CORRESPONDENCES

Any inquiry concerning this communication or earlier communications from the
Examiner should be directed to Ernest Unelus whose telephone number is (571) 272-

8596. The examiner can normally be reached on Monday to Friday 9:00 AM to 5:00PM.

IMPORTANT NOTE

If attempts to reach the above noted Examiner by telephone are unsuccessful,
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the Examiner's supervisor, Mr. Idriss Alrobaye, can be reached at the following
telephone number: Area Code (571) 270-1023.

The fax phone number for the organization where this application or proceeding
is assigned is 571-273-8300. Information regarding the status of an application may be
obtained from the Patent Application Information Retrieval (PAIR) system. Status
information for published applications may be obtained from either Private PAIR or
Public PAIR. Status information for unpublished applications is available through private
PAIR only. For more information about the PMR system, see her//pair-direct.uspto.gov.
Should you have questions on access to the Private PAIR system, contact the
Electronic Business Center (EBC) at 866-217- 91 97 (toll-free).

/Ernest Unelus/

Primary Examiner
Art Unit 2181
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16/660,083 Voto et al.
. pp . i AlA (First | t
Exarminer-Initiated Interview Summary E’F‘f,\l";'g? UNELUS o | toriie st | P29
2181 Yes 1 of 1

ERNEST UNELUS Primary Examiner Telephonic
Robert Myers Attorney

Date of Interview: 10 February 2021

Issues Discussed:

Election/Restriction

This application contains claims directed to the following patentably distinct species 1 (claims 1-10) and
2 (claim 11). The species are independent or distinct because invention 1 is directed to a hub to
dynamically switch/route a USB device connection between USB Device mode and USB Host mode,
wherein the route of a signal of the device changes based on the mode of the device, invention 2 is
directed to a hub having multiple hosts and multiple USB devices, wherein a host is selected to
simultaneously broadcast data to multiple USB devices.

During a telephone interview with Mr. Robert Myers (Attomey Registration Number 69,783) on 02/10/21,
a provisional election was made without traverse to prosecute invention 1 claims 1-10.

/ERNEST UNELUS/
Primary Examiner, Art Unit 2181

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions:It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 20210210
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.
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Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
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an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.
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Art Unit ‘ 2181

Examiner Name | Unelus Ernest

Attorney Docket Number ‘ 7021.145US4

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
X from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)}(2).

See attached certification statement.
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public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upeon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authaority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information soclicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related o a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
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Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.
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request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).
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his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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DEVICE-DEPENDENT SELECTION BETWEEN MODES FOR
ASYMMETRIC SERIAL PROTOCOLS

CROSS-REFERENCE TO RELATED APPLICATION
[6001] This application claims the benefit of U.S. Application No. 12/551,824 entitled
"ODEVICE-DEPENDENT SELECTION BETWEEN MODES FOR ASYMMETRIC
SERIAL PROTOCOLS®, filed on September 1, 2009,

BACKGROUND
{80021 The present disclosure relates generally to porfable communicaiion devices that
commumicate with accessory devices using serial protocols and in particular to
device-dependent selection by the portable coromunication device between modes {(or roles)

of an asymunetric serial profocol.

{3603} Ip recent years, a number of portable conwnunication devices (PCDs) have been
developed. Exaroples of PCDas include, for example, portable media players, mobiie phones,
personal digital assistants (PDAs), portable e-mail devices, video game players, portable
navigation uniis relying on Global Positioning System {GPS) satellite data, and
muiti-fanction devices that can integrate mumerous functions such as media storage and
playback, mobile pboune, Internet access, e-mail, persenal information management, game
play, GPS/navigation capability, and the like. Examples of mulii-function PCDs include
various iPhone® and iPod® models manufactured and sold by Apple Inc., assignee of the
present application, as well as other portable electronic devices made and sold by other

manyfactures and distributors under their respective brand names.

{60041  PCDs are frequently docked with other electronic deviees, referred to herein as
“accessories.” For example, from time to thme, a user may dock a PCD with a personal
computer to synchronize media content and/or metadats, personal data, and the like. A user
may at other times dock the same PCD with other electronic devices, such as an in-vehicle
media system, a speaker dock, or the like. The user may also dock the PCD with a charger
that provides power to the PCD but does not include other data or information sharing

capability.

[0005] To facilitate communicaiion between PCDs and accessories, it is common to rely on

standard poini-to-point communication protocols, such as Universal Serial Bus (USB). The
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USH specification {promulgated by USE finplementers Forum, Tnc. and available st their
website, www.usb.org) specifies two signal contacts, reforred to as D+ and D-, for data
transoiisaion and two additional contacts for power, referred 0 as Vpys and specified as 5.0
volts {V), and ground. In a USH connection, a “USB host” delivers power to the Viaus

5 contact while a "USB device” relies on the USB host to provide the Vpyg power.

BRIEF SUMMARY
{0806] USB is an asymmetric communication protocol, in the sense that the USB host and
USB device use the connection contacts differently, This can create problems when
10 connecting a PCD to different accessories at different times, as some aceessories may prefer
the PCD to act as USB host while other accessories prefier the PCD 1o act as 8 USBE device,
For exampie, when some PCDs connect to a computer via USB, the computer acts as USB
bost and provides power that can be used to charge the PCD. However, if a PCD connects to

another portable electronic apparatus, such as a digital camera, the other apparatus may

ot
¥

expect that it will be able to act as the USB device, in which case the PCD would need to act
as a USB host. H the PCI cannot switch to a USE host mode, itg ability to connect to

different accessories may be limifed.

{0007}  Certain embodiments of the present invention provide PCDs that can automatically
switch into one or another mode of an asymmetric corpnumication protocol depending on the

20 typeof accessory connected. In some embodiments, the accessory (which can be any
clectronic apparatus that connects to a PCD) can signal its preference for whether the PCD
should operate in a first mode or a second mode of the asymmetric protocol. Such signaling
can be achieved, e.g., using a hardware mechanism such as an identification resistor or a

software mechanism such as a cornmand protocol. The PCD can detect this preference and

b
9

configure itself in the operating mode identified by the accessory. Thus, for example, if the
asymunetric communieation protocal is a USB protocol, the accessory can fndicate whether

the PCD should operale as a USB host or a USE device.

{0008]  In some embodiments, the PCD can conform precisely to a standard protocol such
3s USB when operating in one mode (e.g., USB device mode} but deviate from that protocol

30 when operating in another mode {(e.g., USBE host mode). For example, in accordance with
standard USB protocols, the USE host supplies 5.0 V of power on a Viyg line to the USB
device. A PCD can receive 5.0 V of power when operating as a USH device but supply a
lower voltage {(e.g., 3.3 V} when operating as a USB host. This can reduce power

consumption by the PCD.
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{00691 The following detailed description together with the accompanying drawings will

provide a better understanding of the nature and advantages of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS
{001¢] FIG. 1 tllustrates 2 PCD docked with a computer according to an embodiment of the

present invention.

{6611}  FIG 2 illustrates a PCD docked with a sound system according to an embodiment

of the present invention.

[0612] FIG. 3 illustrates a PCD docked with a digital camera according to an embodiment

of the present invention.

{8013} FIG. 41s ablock diagram of a system according to an embodiment of the present

invention.

{0814} FIG. § is a simplified conmection diagram iHustrating connections that can be
provided between an accessory and a PCD according to an embodiment of the present

invention.

{0015] FIG. 6 is a flow diagram of a process for establishing a connection to an accessory

according to an embodiment of the present invention.

DETAILED DESCRIPTION
[0816] Certain embodiments of the present invention provide PCDs that can automatically
switch mto one or another mode of an asymmetric communicstion protocol depending on the
type of accessory connecied. In some embodiments, the accessory (which can be any
electronic apparatus that conmects to a PCID) can signal its preference for whether the PCD
should operate in a first mode or 3 second mode of the asymmetric protocol. Such signaling
can be achieved, e.g., using a hardware mechanism such as an identification resistor or g
software mechanism such as a command protocol. The PUD can detect this preference and
configore itself in the operating mode identified by the accessory. Thus, for example, if the
asymmetric communication protocol is a USB protocol, the accessory can indicate whether

the PCD should operate as a USE host or a USB device.

{a017]  FiGs. 1-3 illustrate a PCD docked {or connected) {o accessories according (o
embodiments of the present invention. In FIG. 1, PCD 102 is docked with computer 104 via
cable 106. Cable 106 in this cmbodiment can inchide wires to carry the standard USB signals

3
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(D4, D-, VBUS, and ground} and can also include other wires. In one embodiment,
connector 108 connects cable 106 to a mating receptacle {not explicitly shown) on a bottom
surface of PCD 102. The mating receptacle of PCD 102 may inchude a larger number of pins
than is required for USB conmumunication {e.g., 30 pins in one embodiment), as described
below with reference to FIG. 4. The additional pins can increase the range of accessories
with which PCD 102 can be docked and the types of information that PCD 102 can exchange
with an accessory when docked. In one embodiment, connector 110 connects cable 106 1o &
mating receptacie {not explicitly shown) on g side surface of computer 104. Conoector 110
can be, for example, a standard USB commector, and the mating receptacle can be a standard
USH receptacle. Inthe configuration of FIG. 1, computer 104 can act as a USE host while

PCY 102 acts as a USE device.

[8018]  InFIG. 2, PCD 102 is docked with sound system 204. Docking can be
accomplished by providing docking connector 206 (shown in inset 208) on a top surface of
sound systern 204 and inserting docking connector 206 into the mating receptacle {not
exphicitly shown) of PCD 102, In this configuration, docking comnector 206 may inchide
mating pins cotresponding to some or all of the pins in the mating receptacie of PCD 102,
Depending on the iroplementation of sound system 204, it may be desirable for PCD 102 to

present a USEH host configuration or 8 USB device configuration.

{6019)  In FIG. 3, PCD 102 is docked with digital camera 304 via cable 306. Insome
embodiments, cable 306 can be similar to cable 106 of FIG. 1. Connector 308 connects cable
306 to a mating receptacle {not explicitly shown) of PCD 102, Dhgital camera 304 can
provide a USE receptacie or a receptacie with additional ping to receive a connector (not
shown) at one end of cable 306. In some embodiments, digital camera 304 can only operate
as a USB device, in which case it is desirable for PCD 102 to present a USB host

configuration.

{86261 It will be appreciated that the PCD/accessory connections described herein are
illustrative and that variations and maodifications are possible. A PCD can connigct to a wide
range of other electronic apparatus, and the term “accessory” as used berein refers generally
to any electronic apparatus with which a PCT can be connected. A PCD can operate in either
a USH host or USB device mode when connected to a USB~compliant accessory. As
described below, the operating mode that a PCD presents to an accessory can be controlled
using accessory identification pins provided on the mating receptacle of PCI 102 and

corresponding pins on cable connecior 106 or docking connector 206.
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0021} TIG. 418 a block diagram of a system 400 according to an embodiment of the
present invention. System 400 can include PCD 402 (e.g., implementing PCD 102 of FIGs.
1-3) and an accessory 420 (e.g., implementing any one of accessories 104, 204, 304 of FIGs.

1-3).

{00221 PCD 402 in this embodiment can provide communication and/or media playback
capability. PCD 402 can include processor 404, storage device 4006, user interface 408,
power control module 410, battery 412, and accessory input/output (/0) interface 414, PCD
402 can also include other components {not explicitly shown) to provide various enhanced
capabilities. For example, in some embodiments PCD 402 can include radio frequency (RF)
transceiver components for accessing wireless voice and/or data networks (e.g., using cellular
telephone technology, advanced data network technology such as 3G or EDGE, WiF1 (IEEE
802.11 family standards), or other mobile communication technologies, or any combination

thereof), a GFS receiver, and/or other components.

[0823]  Storage device 406 can be iraplemented, e.g., using disk, flash memory, or any other
non-volatile storage medium. In some embodiments, storage device 406 can store media

res, or the like, that can be plaved by PCD 402, Storage

assets such ag audio, video, still imag
device 406 can also store other information such as a user’s contacts {(names, addresses,
phone numbers, etc.); scheduled appointments and events; notes; and/or other personal
information. In some embodiments, storage device 406 can store one or more application
programs to be executed by processor 404 {e.g., video game programs, personal information

management programs, etc.).

{0024] User interface 408 may include input devices such as a touch pad, touch screen,
scroll wheel, click wheel, dial, button, switch, keypad, microphone, or the like, as well as
output devices such as video screen, fndicator Hights, speakers, headphone jacks, or the hike,
together with supporting electronics {e.g., digital-to-analog or analog-to-digital converters,
signal processors, or the like). A user can operate input devices of user interface 408 to
invoke the functionality of PCD 402 and can view and/or hear output from PCD 402 via

output devices of user interface 408,

{80251 Processor 404, which can be implemented as one or more integrated circuits {e.g., a
conventional microprocessor or microcontrolier), can control the operation of PCD 402, In
various embodiments, processor 404 can execute a variety of programs in response {o

program code and can maintain multiple concurrently executing programs or processes. At

A
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amy given time, some or all of the program code to be executed can be resident in processor

404 and/or in storage media such as storage device 406,

{08257 Through suitable progranuming, processor 404 can provide various functionality for
PCD 402, For example, in response to user input signals provided by user interface 408,
processor 404 can operate a database engine o navigate a database of media assets stored in
storage device 406 in response to user input and display lists of selected assets. Processor

04 can respond fo user selection of an asset (or assets) to be played by transferring asset
information to a playback engine also operated by processor 404, thus allowing media
content to be played. Processor 404 can also operate other programs to control other

functions of PCD 402,

{08271 Power control module 410 provides power management capability for PCD 402,
For example, power control module 410 can deliver power from battery 412 to accessory VO
interface 414 via line 411 and to other components of PCD 402 (connections not shown).
Power control module 410 can also receive power via accessory VO interface 414 and line
413 and deliver received power to various components of PCTD 402 {connections not shown);
received power can also be delivered to batiery 412, thereby allowing battery 412 to be
recharged via accessory /O interface 414, In some embodiments, power control module 410
can be implemented using programmable or controllable circuits operating in response to
control signals generated by program code executing on processor 404 or as 3 separate

HUCTOPTOCESsor OF microcontroller.

{6028} Insome emboduments, power control module 410 is responsive to signals from
sensor 416 in accessory /O interface 414, As described below, sensor 416 can generate a
signal indicative of the type of accessory connected, and power control module 410 can use
this information to determine, e.g., whether to distribute power from battery 412 or received
power from the accessory. Power control module 410 can also provide other power
management capabilities, such as regulating power consumption of other components of PCD
402 based on the source and amount of available power, monitoring stored power in battery

412 and generating user alerts if the stored power drops below a muinimum level, and so on.

{00291 Accessory VO interface 414 can allow PCD 402 to communicate with various
accessories. For example, accessory VO interface 414 smmight support connections to a
computer {.g., s shown in FIG. 1), an external speaker dock (e.g., as shown in FIG. 2), a
digital camera {e.g., as shown in FIG. 3}, a radio tuner {e.g2., FM, AM and/or satellite), an

in-vehicle entertainment system, an external video device, or the Hke. In accordance with

[o2)
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some embodiments of the invention, accessory VO interface 414 can determine whether to
operate in USB host or USB device mode when connected o an accessory. As described
below, sensor 416 can be used to detect identifying information from a connected accessory,

and this identifying information can be used to select an operating mode.

1883¢]  In some embodiments, accessory VO interface 414 can include a connector, such as
a 30-pin conmector corresponding to the connector used on iPod® and iPhone® products, as
well as supporting circuitry. The connector can provide connections for power and ground as
well as for various wired communication interfaces such as USE, FireWire, and/or universal
asynchronous receiver/transmitter (TART). Thus, accessory VO interface 414 can support

multiple communication channels, and a given accessory can use any or all of these channels.

{8031]  Accessory 420 includes controlier 424, user interface 422, and PCD VG interface
426, Accessory 420 is representative of a broad range of electronic apparatus to which PCD
402 can be connected, and it is understood that accessories can vary widely in capability,
complexity and form factor. Various accessories may include components not shown in FIG,
4 including but not imited to storage devices (disk, memory, cte.); viden screens, speakers,
or ports for connecting to external audio/video devices; camera coroponents such as lenses,
tmage sensors, and controls for same {c.g., aperture, Zoom, exposure time, frame rate, ete.);
microphones for recording audio (either alone or in connection with video recording); and so

O

(60327 Controller 424 can include, e.g., a microprocessor or microcontroller executing
program code to perform various functions associated with accessory 420. For example,
where accessory 420 is a personal computer system {(e.g., as shown in FIG. 1}, the program
code can include an operating system, a driver program associated with a USE port, and 2
content management program that allows a user to control what content is stored on PCD 402
by interacting with user interface 422 of accessory 420. In the case of a personal computer,
program code execuied by controller 424 can also include various application programs
completely unrelated to PCD 402, In some embodiments where accessory 420 is a sound
system (e.g., a5 shown in FIG. 2), program code execuled by controller 424 can inchude
programs for digital audio decoding, analog or digital audio processing, and the like. In some
embodiments where accessory 420 is a digital camera (e.g., as shown in FIG. 3}, program
code executed by controller 424 can inchude programs that allow a user to control the camera

to capiure images, display tmages, transfer inage data to another electronic apparatus, stc.

~3
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[6033] User interface 422 may include input controls such as a touch pad, touch screen,
scroll wheel, click wheel, dial, button, switch, keypad, microphone, or the like, as well as
output devices such as video screen, indicator Hghts, speakers, headphone jacks or the like,
together with supporting electronics {e.g., digital-to-analog or analog-to-digital converters,
signal processors ot the like). A user can operate the various input conirols of user interface
422 1o invoke the functionality of accessory 420 and can view and/or hear output from

accessory 420 via user interface 422.

{00341 PCD VO interface 426 can allow accessory 420 to communicate with PCD 402 {or
another PCD). In accordance with some embodiments of the invention, PCD VO interface
426 can incorporate a USE interface. For example, PCD VG interface 426 can provide a
standard, mind, or micro USB port. In other embodiments, PCD VO interface 426 can include
a connector that mates directly with a connector included in PCD 402, such as a 30-pin
connector that mates with the connector used on various iPod®™ products. Such a connector
can be used to supply power to PCD 202 or receive power from PCD 202, to receive audio
and/or video signals in analog and/or digital formats, and {o communicate information via

various interfaces such as USB, UART, and/or FireWire.

{6035}  Accessory 420 can be any electronic apparatus that interacts with PCD 402,
inchiding but not bouted to any of the examples shown in FIGs. 1-3, In some embodiments,
accessory 420 can provide remote control over operations of PCD 402, or 2 remote user
interfzce that can include both input and output controls (e.g., a display screen). Accessory
420 in various embodiments can control any function of PCIY 402 and can also receive media
content from PCD 402 and present such content to the user (e.g., through audio speskers
and/or video display screen, depending on the type of media content). In other embodiments,
PCD 402 can control aperations of acoessory 420, such as retrieving image data from a

digital camers incorporated into accessory 420, initiating an image caplure operation, efe.

[6036] It will be appreciated that the system configurations and components described
herein are illostrative and that variations and modifications are possible. The PCD and/or
accessory may have other capabilities not specifically described herein {e.g., mobile phone,

global positioning system (GPS), broadband data communication, Intemet connectivity, eic.).

{68371 Further, while the PCD and accessory are described herein with reference to
particular blocks, it 1s to be understood that these blocks are defined for convenience of
description and are not intended to fmply a pai“m,ular physical arrangement of component

parts. Further, the blocks need not correspond to physically distinet components. Blocks can
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be configured to perform various operations, &.g., by programming a processor or providing
appropriate control circuitry, and various blocks might ot rmight not be reconfigurable
depending on how the initial configuration is obtained. Embodiments of the present
invention can be realized in a variety of apparatus including elecironic devices implemented

using any combination of circuitry and software,

{0038}  Accessory VO interface 414 of PCD 402 and PCD VO interface 426 of accessory
420 allow PCD 402 to be connected with accessory 420 and subsequently disconnected from
accessory 420. As used hergin, PCD 402 and accessory 420 are “connecied” whenever a
comwnunication channel is open between PCD /O interface 426 and accessory VO interface
414. Suoch connection can be achicved via direct physical connection, e.g., with mating
connectors; indirect physical comnection, e.g., via a cable; and/or wireless connection, e.g.,
via Bluetooth., PCD 402 and accessory 420 are said to be “docked”™ whenever an electrical
conmection is established between ping of PCD VO interface 426 and corresponding pins of
accessory 1O interface 414, Docking can be achieved divectly, e.g., with mating connectors,
or indirectly, e.g., via a cable. In the case of an indirect connection, the connectors for
aceessory 420 and PCD 402 need not have corresponding form factors or numbers oy

arrangements of pins,

{0039] Inn some embodiments, PCD 402 and accessory 420 can communicate while
connected {e.z., docked) by exchanging commands and data according to a PCD-specific
protocol. The commands and data can be comuounicated, e.g., using USB Human Interface
Bevice (HID) as a transport or using another transport provided by accessory VO interface
414 and PCD VO mterface 426. The PCD@pec"hc protocol defines a format for messages o
be exchanged between PCD 202 and accessory 220. For instance, the PCD-specific protocol
may specify that each message (also referred to herein as 2 command) is sent in a packet with
a header and an optional payioad. The header provides basic information {e.g., a start
indicator, length of the packet, and a command code identifving a command to be processed
by the recipient}, while the payload provides any data associated with the command; the
amount of associated data can be different for different commands, and some cornmands may
provide for variable-length payloads, In some embodiments, the commands may be defined
such that any particular command code is valid in only one direction. The packet can also

include error-detection or error-correction codes as known in the art.

{0040 The accessory protocol can define a nomber of “lingoes,” where a “lingo™ is a group
of related comimands that can be supported {or unsupported) by various classes of
accessories. In one embodiment, a command code can include a first byte identitying the

9
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lingo to which the command belongs and a second byte identifving the particular command
within the lingo. Other command structures may also be used. It is not required that all
accessories, or all PCDs to which an accessory can be connected, support every lingo defined

within the gccessory protocol.

{88411 Insome embodiments, every accessory 420 and every PCD 402 that use the
PCD-specific protocol support at least a “general” lingo that includes conmands common to
the PCD and all accessories. The general lingo can include commands enabling the PCD and
the accessory to identify and authenticate themselves to each other and to provide general
information about their respective capabilities, including which (if any) other lingoes each
supports. The general lingo can also include authentication commands that the PCD can use
to verify the purported identity and capabilities of the accessory {or vice versa), and the
aceessory {or PCDY) may be blocked from invoking certain (or all) commands or lingoes if the
authentication is unsuccessful. In addition, in some embodiments the PCD can block the

accessory from using USB functionality of the PCD if authentication is unsuccesaful.

{0842] A PCD-specific protocol can also include various other lingoes, such as g sirople
remote lingo that allows accessory 420 to send a command indicating a function of PCD 402
to be invoked, a rernote user interface lingo that can be used fo communicate commands and
data related (o replicating all or part of a user interface of PCD 402 on accessory 420 {thereby
supporting a more advanced remote control}, a funer lingo that allows a user to control a
tuner accessory 420 by operating PUD 402, a storage lingo that allows accessory 420 to store
data on PCD 402, and s0 on. Any lingo or combination of lingoes or other commands or

groups of commands can be used in connection with a PCspecific protocol.

186431  In some embodiment, the PCD-specific protocol can provide a software-based
mechanism that allows an accessory to communicate a desired configuration for an
asyiometric protocol to the PCID. For example, in the case where the asymuoetric protocol is
USB, the corunands can include a GetUSBMode command, a ReturnUSBMode conumand
and a SetUSRMode coromand. The GerlUSBMode cormmand can be sent by the accessory to
the PCD to request the current USE operating mode of the PCD. The PCD can respond with
the ReturnUSBMode command, whose payload can include a parameter indicating the carrent
USE mode {for exarople, USB host, USE device, or unconfigured}. A Serl/SBMode
comrnand can be sent by the accessory to change the USB 1uode; the payload of this
conunand can include a parameter indicating the desired USB mode. Other commands can
also be provided, and such commands can be part of a general ingo or a special-parpose
fingo as desired.

10

Microchip Ex. 1010, p. 318
Microchip v. Aptiv
PGR2024-00011



Ju—
Ut

20

[0044]  In one embodiment using software mechanisms to control a USB configuration, the
PCD and accessory can first connect using a transport (e.g., UART or a wireless transport)
other than USB. The accessory can then send commands of the PCD-specific protocol to
determine the current USB mode of the PCD and/or to request that the PCD switch to the

desired mode.

j6845]  In other embodiments, hardware mechanisms can be used to control configuration
of the asymmetric protocol. By way of illustration, FIG. § is a simplified connection diagram
illustrating connections that can be provided between an accessory and a PCD according to
an embodiment of the present invention. An accessory-side connector 502 18 represented on
the left and a PCD-side connector 504 on the right. In some embodiments, accessory-side
connector $02 can be part of PCD VO interface 426 of accessory 402 of FIG. 4, and
PC-side connector 504 can be part of accessory IO interface 414 of PCD 402 of FIG. 4. In
other embodiments, features of accessory-side connector 502 can be incorporated, ez, into
connector 108 of FIG. 1, with only pins relevant to operation of the accessory being

connected to wires of cable 106,

{0846]  In this example, PCD-side connector 504 provides a number of pins 510, (Herein,
multiple instances of like objects are denoted with reference mumbers identifying the object
and parenthetical numbers identitying the instance where needed.) These pins include a
number of ground (GND) pins 310(1), 510(2), 310(8) and 510(10); USB D+ pin 510(2) and
D- pin 510(3) for exchanging USR signals with the accessory; Vays pin $10{4) that can
receive power {e.g., 8t 5.0 V) from an accessory; Ve pin S10(5) that can provide power {e.g.,
at 3.3 V} to an accessory; and accessory identification pins 510(6) and 510(7). Other pins,
©.8., pin 510(9) can provide signals not relevant to the present description, such as UART
signals, FireWire signals, audio and/or video output signals to the accessory in digital and/or
analog formats, andio input signals from the accessory, and so on. In one embodiment,
PCD-side connector 504 can have a total of 30 ping; the mumber and arrangement of pins can
be varied gs desired. In some embodiments, ground pins 510(1), 314(2), 5103{&) and 510(1 1)
can be made longer than all other pins S10 so that the groond connections are first to be made
and iast to be broken as PCD-side connector 504 engages with and disengages from
accessory-side connector S02. Such a configuration can reduce the risk of electrical damage

to a PCD during docking and undocking.

{0047} Similarly, accessory-side connector 502 provides a number of pins 512. These pins
include ground ping S12(1), 512(2), 512(8) and 512(10);, USB D+ pin 512(2) and D- pin
512(3} for exchanging USB signals with the accessory; Vpyg pin 512(4) that can provide
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power {e.g., at 5.0 V) to a PCD; Vp pin 512(3) that can receive power {e.g., at 3.3 V) from a
PCD; and accessory identification pins 512(6) and 512(7). Other ping, e.g., pin 512(9) can
provide signals not relevant to the present description, such as UART signals, FireWire
signals, audio and/or video input signals from the PCD in digital and/or analog formats, audio
output signals to the PCD, and so on. In one embodiment, accessmy~side connestor 502 can

have a total of 30 pins; the number and arrangement of pins can be varied as desired.

{6048} As shown, PCD-side connector 504 and accessory-side connector 302 provide the
electrical commections required for a standard USB connection (bidirectional D+ and D-
signals, Vs, and ground), although not necessarily in a form factor compliant with USB
standards. Accessories that provide a USE port with a standard form factor can be connected
1o PCD-side connector 504 using a cable (not shown in FIG. 5) that passes through the USB
signals from accessory-side connector 502 to a standard USB connector {not shown). Any
pins of accessory-side connector 502 that are not actually connected to the accessory can be
left floating or ternunated to prevent hne noise as appropriate, or unused signal contacis rnay

simply be omitted.

[60497  FIG. 5 illustrates a technique that can be used in one embodiment to identity

whether the PCD should operate in a USB host or USB device mode when connected to an

accessory by using signals generated on accessory identification pins $10{5) and 510(7).
Specifically, accessory-side connector 502 inchudes identification resistor 520 connected

between pins 312(5) and S12(7). On PCD-side connector 304, pin S10(6) is connected via g
pull-up resistor 524 to a reference voltage (e.g., Vp, although a different voltage can also be

used), Pin 510(7}1s connected to ground.

1605301 In operation, when accessory-side connector 502 is connected to PCD-side
connecior 504, electrical contact is achieved between pins 512(6) and 510(6) and between
ping 512(7) and 5106(7). A voltage difference develops between nodes 526 and 528, and this
difference is detected by sensor 530 (e.g., implementing sensor 416 of FIG. 4). Since pull-up
resistor 524 is fixed, the voltage difference corresponds to the resistance (R} of
identification resistor 528. Thus, sensor 530 can detect the resistance R;p. In some
embodiments, sensor 530 can output an analog or digital signal indicative of the resistance.
In the embodiment of FIG. 4, this signal can be delivered to power control module 410; the

sensor signal can aise be delivered to processor 404 and/or other components of PCD 402,
[8351]  In one embodiment, different resistance values Ry are associated with different

USB operating modes of the PCD. For instance, a first resistance value can indicate that the
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PCD should operate in a USB host mode while a second resistance value can indicate that the
PCD should operate in a USB device mode. Certain embodiments may also use other
resistance values to provide other information. For example, the USB standard defines
vartous configurations that a USB device can present to a USB host, such as “human
interface device” (HID) configuration or “mass storage device” configuration. Diffevent
resistance values Ryp can be associated with each of these USB device configurations.
Accordingly, the same PCD can present a USB bost mode to a first accessory, a USE device
mode in an HID configuration io a second accessory, and a USB device mode in a mass
storage configoration to a third accessory, depending on the resistance Ryp detected between

pins 510(6) and S10(7) by sensor 530.

{#8052] In some embodiments, some accessories can have connectors 502 that do not
provide an identification resistor 520. For example, pins S12(6) and 512(7) can be shorted
together, or they can be disconnected from each other. In such embodiments, the absence of
resigtor 520 can be detected by sensor 530 and interpreted as a request for the PCDs
“default” mode of operation. In one embodiment, the PCD operates in a mass-storage USB
device mode by default and only switches to USB host mode if the specific resistance Rip

associated with PCD-as-USR host configuration is detected.

{60531 It will be appreciated that the connector configuration described herein is ilustrative
and that variations and modifications are possible. Different numbers and/or arrangements of
pins can be substituted. The connector form factors roay also vary. In the embodiment
shown in FIG. 5, the PCD provides power on one pin when it is the USB host but receives
power on a different pin when it is the USB device. Different accessories can thus connect to
one power pin or the other, depending on whether the accessory is the USB device or the
JSB host, and do not need to (but may) cormect to both. In other embodiments, the same pin
can be operated bidirectionally, with the PCD either receiving or supplying a voltage on that
pin depending on whether it is the USB host or the USB device. Further, although in some
embodiments, the power level is different between PCD-as-USB host and PCD-as-USB
device modes, this is also not required. If the PCD as USE host does provide different
power, any accessorics operating as USB devices can be configured to accept the power as
provided. For example, an asccessory may have a batery or connect {o an external power
source if if requires more power than the PCD provides. Further, the PCD may use signal
levals on the USB D+/D- lines that are limited to a maximum voltage level equal to the Vp

line, and accessories can be configured to detect these voltage levels.
o o
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[6054]  In some embodiments, the accessory can simply provide a standard USB interface
with a USE connection port having any standard form factor. The accessory may be fixedly
configared to operate as either a USB host or a USB device. For purposes of connecting the
accessory to a PCD imoplementing the identification scheme of FIG. 5, a cable such as cable
106 of FIG. 1 or cable 306 of FIG. 3 can be configured with the appropriate resistor disposed
within the PCD comnector {e.g., connector 108 of FIG. 1 or connector 308 of FIG. 3). fthe
accessory operates as a USH host, the Vays pin of connector 502 can be connected to the
USB Vaus pin. If the accessory operates as a USB device, the Vp pin of connector 502 can

be connected to the USB Veyg pin

[6055]  In some embodiments, an accessory can select or change ifs identification resistance
Rip to request different USB modes at different times. For example, an accessory with which
a PCD can dock may provide both a user input device {e.g., keyboard, mouse) or other
apparatus that presents as a USB device and a pass-through to a personal computer or other
apparatus that presents as 3 USB host. Except when the PCD is actually in communication
with the USB host, it can be instructed by the accessory to operate in USB host mode. In
some embodiments, the accessory can dynamically switch the resistance Rjp during
operation. The PCD can monitor the identification pins, detect a change in Ryp, and switch its

USB mode accordingly.

[8056] Further, some aceessories may be equipped with a standard USB On-the-Go
receptacie that fncludes an 1D pin in addition to the four standard USB pins; the ID pin
indicates to the USB On-the-Go accessory whether it should operate as a USE host or USRE
device. For coupling a PCD to such an accessory, a special role-selecting adapter can be
provided {e.z., 85 a cable or unitary connector). One end of the adapter can include a
connector that mates with the PCD and supplies a resistance R across the appropriate pins o
indicate which USB mode the FCD should operate in. The other end of the adapter can
include a connector that mates with the USB On-the-Go receptacle of the accessory and ties
the ID pin to fndicate that the accessory should operate in the other USR mode. Thus, for
example, if Ryp at one end of the adapter indicates that the PCD should operate as USB host,
the USB On-the-Go I3 pin at the other end would indicate that the accessory should operate

as USE device.

{8857} FIG. 6 is a flow diagram of a process 600 for establishing a connection to an
accessory according to an embodiment of the present invention. Process 600 can be
mplemented, e.g., in program code executing on processor 404 of PCD 402 (FIG. 4), in
dedicated control logic within accessory VO interface 414, or in any combination thereof.
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[0038]  Process 600 starts (block 602) when accessory VO 414 interface detects that contact
has been established between its connector pins {(e.g., pins 510 of connector 304 in FIG. 5)
and corresponding pins of an accessory connector (e.g., pins 512 of connector 502). At block

604, sensor 530 can sense the resistance Rjp across accessory identification pina 510(6) and

5 31007,

[005931 At block 606, it is determined whether the sensed resistance £;p corresponds to the
resistance associated with a request for the USE host mode of the PCD. If so, then the PCD
enters the USB host mode. I not, then at block 607, it is determined whether a host mode
command (e.g., a SerUSBMode command requesting USB host mode) has been received from
10 the accessory. If the USB connection is not carrently configured such that the accessory can
use it to send PCh-specific protoco! commands, another transport that has been configured
(e.g., UART or a wireless transport) can be used for the command. If a host mode commmand
is received at block 607, the PCD can enter the USB host mode even if no resistance Kjp or a

resistance K;p not associated with host mode was sensed af block 606.

15 {8866] Thus, the PCD can entersUSB host moode either in response o sensing the
appropriate resiatance Rp at block 606 or receiving & comumand requesting host mode at
block 607. Entering host mode can include various actions, For example, at block 608, the
PCD can provide power to the accessory, e.g., via Vp pin 510(5). The power provided to the
accessory can be the same as or different from standard USB power levels, as deseribed

20 above. Abblock 610, the PCD can receive enumeration data from the accessory {which is
operating in USE device mode) via D4+/D- pins S10(2), 510(3). Enumeration can be
implemented according to USE standards, with the accessory providing various identifiers
such as a vendor identifier and a model identifier. In some embodiments, the enurneration
data can aiso include data specific to interaction with the PCD, such as whether the accessory

25 supports communication using a PCD-specific protocol via the USE connection.

(0061}  On the other haod, if block 606 results in a determination that the sensed resistance
Rip does not correspond to the resistance associated with a request for the USB host mode of
the PCD and block 607 resulis in a determination that no conumand requesting USB host
mode has been received, then the PCD can enter 3 USE device mode. For example, at block
30 612, the PCD can receive USE power (e.g., 5 V) from the accessory, e.g., via Vus pin
510(4). Atblock 614, the PCE can provide enumeration data to the accessory {which is
acting as a USB host} via D+/D- pins 510{2), 510(3). Similarly to the case where the PCD is

acting as USB host, enumeration can be implemented according to USB standards, in this

st
¥4

Microchip Ex. 1010, p. 323
Microchip v. Aptiv
PGR2024-00011



i0

o
A

30

case with the PCD providing various identifiers such as a vendor identifier and a model

identifier

{00621  After emuneration completes, the PCD and accessory can begin to exchange signals
via the USE D+ and D- pins, regardiess of which of the two is the USB host. Thus, for
example, the PCD can provide USE digital andio to the accessory, or the accessory can

transfer various data files to or from the PCD, or the like.

[0863]  In some embodiments, the PCD can control the availability of USB functionality
afler enomeration. For example, at block 624, regardless of whether the PCD or accessory
acts as USH host, the PCD can determine whether the accessory supports communication
using a PCD-specific protocol via the USE port or in some instances another port. I the
PCD-specitic protocol is not supported, then process 600 can exit (block 622}, In some
embodiments, the PCD can permit the accessory to use at least some USE functiopality even
if the PCD-~specific protocol is not supported; in other embodiments, the PCD locks out
further USB communication with any accessory that does not support the PCB-specific

protocol.

{0064} If the PCDe-specific protocol is supported, then at block 624, the PCD can receive
identification data from the scce This data can include, e.g., a list of which lingoes of
the PCD-specific protocol are su m’mi’tt’d by the accessory, information as to the accessory’s
preferences for initial configuration {such as whether various inputs and/or outputs should be
enabled or di's.ab‘ied}, and so on. In some embodiments, the identification data can be sent by
the accessory using one or more commands of a general lingo of a PCD-specific protocol via

the TJSH transport link that has been established.

[8065] At hlock 626, the PCEr can initiate an authentication process with the aceessory. In
some entbodiments, the authentication operstion can include verifying a digital certificate
provided by the accessory and testing a cryptological digital signature provided by the
accessory against a public key associated with the digital certificate. In some embodiments,
authentication operations may be facilitated using an authentication controlier that can be
embedded into PCD VO interface 432 of accessory 420 as shown in FIG, 4. In other
embodiments, an authentication controller roay be embedded in a cable connecting the
accessory to the PCD, and authentication for the USB connection can be provided by a

controller that communicates using pins other than the USE pins.
{0066 At block 628, it is determined whether the authentication process succeeded. If so,
then at block 630, the PCE can unlock USB functionality for use by the accessory. For
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example, in some embodiments, the PCD can permit the accessory to enumerate and send
certain commands of the PCD-specific protocel via the USB port without first having
successfully authenticated. Following block 630, communication can continue (block 636)
unti] the connection is ferminated. In some embodiments, an established USB connection can
be used at block 636 to exchange commands of the PCD-specific protocol with USB as the

fransport.

{60671 In some embodiments, convnunication at block 636 can include changing the mode
of the USB connection. In some embodimnenis, afler initially establishing a configuraticn for
the USB connection, the accessory can change the established configuration, .., by
changing 8p or by sending a SerUSBMode coramand. Depending on implementation,
sending of a SetlSBMode command using USB as the transport might or might oot be

supported; i it is not, another transport {e.g., UART or wireless) can be used.

[B068] If at block 628, it is determined that the authentication process failed, then at block
£32, the PCD can notify the sccessory of the authentication failure, and process 600 can end
{block 634). In this case, the PCD can block the accessory from accessing PCD functionality
such as commands of the PCD-specific protocel or USB functions such as file access, digital
audio transfer, or the like. Unauthorized USB functions can be blocked, ¢.g., by the PCD
refusing to respond {o requests from the accessory (or sending error messages in response {o
such requests) and/or by the PCD not initiating certain USE operations such as audio output.
In some embodiments, the PCD can selectively block or permit access to USB functionality

regardless of whether it is currently operating in USB host or USB device mode.

{0069] It will be appreciated that the process described herein is illustrative and that
variations and modifications are possible. Steps described as sequential may be executed in
parallel, order of steps may be varied, and steps may be modified, cornbined, added or
omitted. For example, in some embodiments, the accossory and PCTY can initially establish
communication using a transport other than USB (e.g., UART or a wireless transport) and
can perform the authentication process of the PCD-specific protoco] hefore configuring the
USB commection. In some embodiments of this kind, the PCID can disregard accessory

requests for a particular USE configuration if the authentication fails.

[#370]  Some embodiments may provide only hardware control of the USB mode {e.g.,
using an identification resistor), only software control (e.g., using a mode-selection command
of a PCD-specific protocol), or a combination of the two. For example, an identification

1
H

resistor can be used to establish an initial configuration, which can later be changed by a
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mode-selection command. Alternatively, the PCD can disregard {or freat as error) any
recetved mode-selection command that conflicts with a mode selected based onan

identification resistor.

{0071] Insome embodiments, a PCD operating in USB host mode can support multiple
concurrently connected USB devices. I, in such an arrangement, an accessory reguests that
the PCD switch to USB device mode while other USR devices are connecied, the PCD can

disregard the request and/or generate an error message to the requesting accessory.

{6672] Embodiments described herein thus provide flexible communication between a PCD
and a range of different accessories by allowing the PCD to operate in either a USB host or

USB device mode and aliowing the accessory to signal its preferred mode to the PCD.

{80731  While the invention has been described with respect to specific embodiments, one
skilled in the art will recognize that numerous modifications are possible. For example, a
“PCD” refers generally {0 any portable electronic device with any form of communication
and/or media playback capability; a broad range of functionality may be incorporated.
Similarly, the term “accessory” includes any electronic device capable of docking or

ostherwise connecting with a PCD.
o

{0874] USB is used herein as an example of an asymmetric protocol, where the terrn
“agymmetric protocol” refers generally to a protocol for connecting two electronic devices in
which each electronic device plays a distinct role. In the context of USH, the roles are
cornmonly known as “host” and “device,” and that terminology is used herein fo distinguish
two different roles. However, it is understood that a variety of asymunetric protocols exist
and the roles can be identified under other nomenclature {such as “master” and “slave” or
“A-type” and “B-type” or “first mode” and “second mode”™). Techniques similar to those
described herein can be applied to any other asymmetric protocct, thus allowing a commected
PCD to change its role on a per-connection basis. Accordingly, the present invention is not
limited to the context of USEH but can be used in connection with any asymmetric protocol

and any transport including wired and/or wireless transports.

{0075} Embodiments of the present invention can be realized using any combination of
dedicated components and/or programmable processors and/or other programmable devices.
The various processes described herein can be implemented on the same processor o7
different processors in any combination. Accordingly, where components are described as
being configured to perform certain operations, such configuration can be accomplished, e.g.,

by designing electronic circuits to perform the operation, by programming programunable

8

o

Microchip Ex. 1010, p. 326
Microchip v. Aptiv
PGR2024-00011



electronic circuits (such as microprocessors) to perform the operation, or any combination
thereof. Processes can commuricate using a variety of technigues including but not Hmite

to conventional technigues for interprocess commmunication, and different pairs of processes
may use different technigues, or the same pair of processes may use different techuiques at
different times. Further, while the embodiments described above may makes reference to
specific hardware and software components, those skilled in the art will appreciate that
different combinations of hardware and/or software components may also be used and that
particular operations deseribed as being implemented in hardware might also be implemented

in software or vice versa.

[0076] Computer programs incorporating various features of the present invention may be
encoded on various compuier readable storage media; suitable media include magnetic disk
or tape, optical storage media such as compact disk (D) or DVD (digital versatils disk),
flash memory, and the like. Computer readable media encoded with the program code may
be packaged with a compatible electronic device, or the program code may be provided

separately from electronic devices {e.g., via Internst download).

[6077] Thus, although the invention has been described with respect to apecific
embodiments, it will be appreciated that the invention is intended to cover all modifications

and eguivalents within the scope of the following claims.

heat
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WHATIS CLAIMED IS:

i A method for use in a portable communication device, the method
comprising:

establishing a connection o an accessory;

deterrrining whether a mode-selecting signal is received from the accessory,
the mode-selecting signal indicating whether the portable communication device is to operate
in a first mode or 2 second mode of an asvimetric coguaunication protocol;

in the event that the mode-selecting signal is received from the accessory,
operating the portable communication device in the mode indicated by the mode-selecting
signal; and

in the event that the mode-selecting signal is not received from the accessory,
operating the portable communication device in the first mode of the asymmetric

conumunication protocol.

2. The method of clairn 1 wherein the connection to the accessory is
established using a connector having a plurality of ping and wherein determining whether the
mode-selecting signal is received from the accessory includes:

sensing a resistance across two pins of the plurality of pins; and

determining whether the sensed resistance satisfies a first criterion,

whereln the second mode is indicated in the event that the sensed resistance

satisfies the first criterion.

3. The method of claim 2 wherein the two pins that are used for sensing

the resistance are used exclusively for sensing the resistance.

4. The method of claim 2 wherein the asymmetric communication
protocol is a Universal Serial Bus (USB) protocol, the first mode corresponds to a device
mode of the USB protocol, and the second mode corresponds to a host mode of the USB

protocol.

5. The method of claim 4 further comprising:
determining whether the sensed resistance satisfies a second criterion,
wherein operating the portable communication device in a first oode of the

asymmetric comrnunication protocol includes:

20
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operating the portable communication device in a Human Interface
Device configuration of a device mode of the USE protoco! in the event that the
sensed resistance satisfies the second criterion; and

operating the portable comnmunication device in a mass siorage
configuration of the device mode of the USE protocol in the event that the sensed

resistance does not satisfy the second criterion.

6. The method of claim 1 wherein the portable communication device
further supports a device-specifie protocol, the method further comprising:

initiating an authentication operation with the acceasory according to the
device-specific protocol;

determining whether the avthentication operation s successful; and

in the event that the authentication operation is not successiul, blocking the
accessory from using at least one function associated with the agymumetric communication

protocol,

The method of claim 1 wherein the connection to the accessory is
established using a connector having a plurality of pins and wherein:

operating the portable comyuunication device in the first mode includes
receiving a first voltage level op a first power pin of the plurality of pins, and

operating the portable communication device in the second mode includes
providing a second voltage level on a second power pin of the plurality of pins, wherein the

firsi voltage Ievel is greater than the second voltage level.

3. The method of claim 1 wherein determining whether a mode~-selecting

signal is received from the accessory includes determining whether a mode-selecting

cornmand has been received from the accessory.

9. A portable communication device comprising:
a processor;
a power control module coupled to the processor; and
an accessory interface coupled to the processor and the power control module,
the accessory interface inchading:
a connector having a plurality of pins, the plurality of pins including a

data pin associated with an asymimetric coromunication protocol, a power input pin
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coupled to the power control module, a power output pin coupled to the power control
module, and a pair of accessory 1dentification pins; and
a sensor connected to detect a resistance applied across the pair of
accessory identification pins and configured {0 generate an identification signal
indicative of the detected resistance,
wherein the power control module is configured to determine, based on the
identification signal, whether to provide a first power to the power output pin or fo receive a
second power from the power input pin; and
wherein the accessory interface is configured to determine, based at least in
part on the identification signal, whether to operate in a first mode or a second mode of the

asymmetric conununication protocol.

10, The portable conununication device of claim 9 wherein the asymmetric

communication protocoi is a USE protocol.

11, The portable communication device of claim 9 wherein the power
conirol module is further configured such that the first power and the second power are at

different voltage levels.

-

12, The portable communication device of claim ¢ wherein the accessory
interface is further configured to receive a mode-selection command from the accessory and
io determine whether to operate in the first mode or the second mode of the asymmetric
communication protocol based in part on the identification sigpal and in part on the received

roode-selection command.

13, A portable communication device comprising:

a processor; and

an accessory interface coupled to the processor, the accessory interface being
configured to selectively operate in a first mode or a second mode of an asymmetric
communication protocol,

the accessory nterface being further configured to receive a mode-selection
command from the accessory and to determine, based at least in part on the mode-selection
command, whether to operate in the first mode or the second mode of the asymmetric

communication protocol.

14, The portable communication device of claim 13 wherein the

asymometric eommunication protocol is a USB protocol.
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15, The portable communmnication device of claira 13 wherein the accessory
interface includes a connector having a plurality of pins, the plurality of pins including a
power input pin and a power output pin, the portable conununication device further
COmMprising:

a power control module coupled to the power input pin and the power output
pin,

the power control module being configured to receive power from the power
input pin when the accessory interface is operating in the first mode of the asymmetric
communication protocol and to provide power to the power output pin when the accessory

interface is operating in the second mode of the asymmetric conmnunication protocol.

16. Anaccessory for use with a portable communication device, the
ACCESSOTY COmprising:

a controller operable in a device mode of a Universal Serial Bus (USB)
protocol;

a connector couplad to the controlier and adapted to conmnect to a portable
communication device, the connector having a plurality of pins, the plurality of pins
including a USE power pin, 2 USE ground pin, two USB data pins, and a pair of accessory
wlentification pins; and

a resistor connected between the accessory identification pins, wherein the
resistor has a resistance value indicating to the portable communication device that the

portable communication device should operate in a bost mode of the YSB protoeol.

17.  The accessory of claim 16 wherein the plurality of pins further

inciudes a power input pin to receive power from the portable communication device.

18.  The accessory of claim 17 wherein the power received from the

portable communication device is at a lower voltage level than a standard USB voltage level,

19.  The accessory of clatm 18 wherein the power received from the

portable communication device is at a voltage level of approximately 3.3 volts.

20, A rethod for use in an accessory, the method comyprising:
establishing a connection to a portable communication device, wherein the
portable communication device is switchable between a first rnode and s second mode of an

asymmetric communication profocol;
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sending a first command to the portable communication device, the first
conumand specifying a first requested mode of operation to be used by the portable media
device, the first requested mode being one of the first mode or the second mode,

wherein in the event that the accessory operaies in the first mode of the
asymmetric commnnication prolocol, the requested mode i3 the second mode, and wherein in
the event that the accessory operates in the second mode of the asymmetric communication
protocal, the requested mode is the first mode; and

communicating with the portabie media device using the asymmetric

commnication protocol.

21. The method of claim 20 further comprising:
prior to sending the first command, selecting the requested mode based at least

in part on a current configuration of the accessory.

22. The method of clairn 20 wherein the first compiand is senf using a

transport that is independent of the asymmetric conununication protocol.

23, Themethod of claim 20 further comprising:
sending a second command to the portable commumnication device, the second
command specifying a second requested mode of operation to be used by the portable media

device, the second requested mode being different from the first requested mode.

24, A method for use in an accessory, the method comprising:

establishing a connection to a portable communication device using a
connector having a plurality of pins, wherein the portable communication device is
switchable between a first mode and a second mode of an asymumetric communication
proiocol;

applying a resistance across a first pin and a second pin of the plurality of pins,
wherein the resistance has a value indicating to the portable communication device that the
accessory operates in the first mode of the asymmetric communication protocol;

recetving power from the portable communication device via a third pin of the
plurality of pins; and

conununicating with the poriable communication device using the first mode

of the asymmetric commurdcation protocol.
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25. The method of claim 24 wherein the asymmetric communication
protocol is a Universal Serial Bus (USB) protocol and the first mode is a device mode of the

USE protocol.

26, The method of claimn 25 wherein receiving the power from the portable
conmnunication device includes receiving the power at a voltage level lower than a standard

voltage level of the USB protocol.

27.  The method of claim 25 wherein communnicating with the portable
comrmication device using the first mode of the asymmetric communication protocol

includes sending USB-compliant enumeration data to the portable communication device.

28.  The method of claim 27 further comprising, after sending the
USB-compliant enumeration data:

sending a command to the portable communication device, wherein the
command is one of a plurality of coromands of a device-specific protoeot supported by the
portable commumication device,

wherein sending the command includes using the asymmetric communication

protoco] ag a transport.
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Response to Non-Final Office Action mailed February 18, 2021
US Patent App No. 16/660,083
Page 5 of 9

REMARKS
The present amendment is responsive to the Non-Final Office Action of February 18, 2021.
Claims 1-2 and 4-8 have been amended and claims 3 and 11 have been cancelled. Following entry

of the preceding amendments, claims 1, 2, and 4-10 are pending.

Election/Restrictions

Applicant hereby confirms the election of Species I (claims 1-10) made by Applicant’s
representative Robert Myers during a telephone call with Examiner Ernest Unelus on February 10,

2021. This election of Species I is made without traverse and Species II (claim 11) is cancelled.

Claim Objections

Claims 1-4 and 7 were objected as being indefinite for failing to particularly point out and
distinctly claim the subject matter in which is regarded as the invention.

Applicant respectfully submits that the objection to claims 1-4 is obviated by the
amendment of claim 1 to recite “receiving a first USB signal from the USB device via the USB
port while the USB device is operating in the USB host mode” and “receiving a second USB signal
from the USB device via the USB port while the USB device is operating in the USB device
mode”.

Applicant further submits that the objection to claim 7 is obviated by the amendment of
claim 7 to be dependent upon claim 6. Applicant respectfully requests that the objections to claims

1-4 and 7 be reconsidered and withdrawn.

Claim Rejections — 35 U.S.C. §102
Claims 1-2 and 4-10 were rejected as being anticipated by Wright (US Pat. No. 7,502,878).

For an invention to be anticipated, it must be demonstrated that each and every element of
the claimed invention is present in the "four corners” of a single prior art, either expressly described
therein or under the principle of inherency. Lewmar Marine Inc. v Barient Inc., 3 USPQ2d 1766,
1767-1768 (Fed. Cir. 1987) (emphasis added). The absence from a prior art reference of any
claimed element negates anticipation. Kloster Speedsteel AB v. Crucible, Inc., 230 USPQ 81, 84
(Fed. Cir. 1986).
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Response to Non-Final Office Action mailed February 18, 2021
US Patent App No. 16/660,083
Page 6 of 9

Amended claim 1 recites: “A method for providing efficient communications among USB
components of a data communication system that includes a first input port, a second input port, a
USB host, a USB bridge distinct from the USB hub, an embedded USB host, and a USB port
connected to a USB device capable of operating in a USB Host mode and a USB device mode,
said method comprising the steps of:

receiving a first USB signal from the USB device via the USB port while the USB device
is operating in the USB host mode;

routing the first USB signal from the USB device via the USB bridge to the embedded
USB host;

receiving a second USB signal from the USB device via the USB port while the USB
device is operating in the USB device mode; and

routing the second USB signal from the USB device via a USB hub to the embedded USB
host, wherein the first and second USB signals are routed via only one of the USB bridge or the
USB hub”.

The Office Action points to the multiplexer 36 of Wright to show the claimed USB bridge
and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, a first USB signal from
the USB host 31B to the USB host 31A passes only through the multiplexer 36 while a second
USB signal from the USB device 42 to the USB host 31A passes through both the hub logic 36
and the multiplexer 36. Wright does not show that the first and second USB signals are routed via
only one of the USB bridge or the USB hub. Since Wright does not show each and every element
of amended claim 1, it is not anticipated. Claims 2 and 4 depend upon claim 1 and are allowable
therewith.

Amended claim 5 recites, in part, “determining, via the signal detection circuit, whether
the USB signals emanating from the consumer USB device indicate that the consumer USB device
is operating in a USB host mode and if so, routing said USB signals via a USB bridge to said first
USB port while bypassing the USB hub” and “determining, via the signal detection circuit,
whether the USB signals emanating from the consumer USB device indicate that the consumer
USB device is operating in a USB device mode and if so, routing said USB signals via a USB hub
to said first USB port while bypassing the USB bridge”.
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Again, the Office Action points to the multiplexer 36 of Wright to show the claimed USB
bridge and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, the USB signals
are routed from the USB host 31B to the USB host 31A only through the multiplexer 36 while the
USB signals are routed from the USB device 42 to the USB host 31A through both the hub logic
36 and the multiplexer 36. Wright does not show routing the USB signals via the hub logic 38 to
the first USB port 40E connected to the USB device 42 while bypassing the multiplexer 36. Since
Wright does not show each and every element of amended claim 5, it is not anticipated.

Amended claim 6 recites, in part, “routing the second USB signals not determined to
emanate from a USB host via a USB hub to said first USB host, wherein the second USB signal
bypass the USB bridge”.

Once more, the Office Action points to the multiplexer 36 of Wright to show the claimed
USB bridge and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, a first USB
signal from the USB host 31B to the USB host 31A passes only through the multiplexer 36 while
a second USB signal from the USB device 42 to the USB host 31A passes through both the hub
logic 36 and the multiplexer 36. Wright does not show routing the USB signals via hub logic 38
to the USB device 42 connected to the first port 40E while bypassing the multiplexer 36. Since
Wright does not show each and every element of amended claim 6, it is not anticipated. Claim 7
depends upon claim 6 and is allowable therewith.

Amended claim 8 recites, in part, “establishing a first communication path via a USB
bridge between said first USB host and said second USB signal source which bypasses a USB hub
if said second signal emanates from the second USB host” and “establishing a second
communication path via a USB hub between said first USB host and said second USB signal source
which bypasses the USB bridge if said second USB signal is determined not to emanate from the
second USB host”.

Yet again, the Office Action points to the multiplexer 36 of Wright to show the claimed
USB bridge and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, a first
communication path from the USB host 31B to the USB host 31A that passes only through the
multiplexer 36 while a second communication path from the USB device 42 to the USB host 31A
passes through both the hub logic 36 and the multiplexer 36. Wright does not show establishing a
second communication path from the USB device 42 to the USB host 31A which bypasses the
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multiplexer 36 when the second USB signal is determined not to emanate from the USB host 31B.

Claims 9 and 10 depend upon claim 8 and are allowable therewith.

Claim Rejections — Nonstatutory Double Patenting

The Office has concluded that claims 1-2 and 4-10 are unpatentable over claims 1-17 of
U.S. Patent No. 9,460,037, claims 1-20 of U.S. Patent No. 9,619,420, and claims 1-6 of U.S. Patent
No. 10,545,899. Therefore, the Office has provisionally rejected these claims on the ground of
nonstatutory obviousness-type double patenting.

Applicant acknowledges the rejection and its provisional nature as the current claims are
not under an indication of allowance. At such time when the claims are allowed, Applicant will
address the rejection.

Applicant notes that there are other arguments that may be presented to overcome the
objections and rejections made in this Office Action, but those additional arguments have not been
presented here in the interest of brevity. Applicant reserves the right to present any of these

additional arguments in a later filed response or brief.
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CONCLUSION

Applicant respectfully submits that the claims are in condition for allowance, and

notification to that effect is earnestly requested. The Examiner is invited to telephone Applicant’s
attorney at (952) 697.2641 to facilitate prosecution of this application.
Please charge any additional fees or credit any overpayment to Deposit Account No. 50-

3141 being used for payment today.

Respectfully submitted,

Billion & Armitage

7401 Metro Blvd., Suite 425
Minneapolis, MN 55439
(952) 697.2630 — main phone
(952) 697.2631 — facsimile

Dated: May 17, 2021 By /Robert J. Myers/
Robert J. Myers
Reg. No. 69,783

RIJM/cas
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Amendments to the Claims:

This listing of claims will replace all prior versions and listings of claims in the application.

Listing of Claims:

1. (Currently amended) A method for providing efficient communications among USB
components of a data communication system that includes multiple USB-hostsand-multiple
USB-deviees a first input port. a second input port, a USB host, a USB bridge distinct from
the USB hub, an embedded USB host. and a USB port connected to a USB device capable

of operating in a USB Host mode and a USB device mode, said method comprising the

steps of:

providing-afirstinput-pertferreceiving a first USB signal from afirst USBhest
the USB device via the USB port while the USB device is operating in the USB host mode;

providing-asecond-input-portfor routing the first USB signal from the USB device
via the USB bridge to the embedded USB host:

receiving a second USB signal:ireuting-the-secend-USB-signal from asecend the
USB hest device via [[a]] the USB bridge-to-said-first port while the USB hest; device is
operating in the USB device mode: and

routing the second USB signal from [[a]] the USB device via a USB hub to said
first USB-host the embedded USB host, wherein the first and second USB signals are

routed via only one of the USB bridge or the USB hub.

2. (Currently amended) The method according to claim 1, wherein said seeend first USB
signal from the secend-USB hestis-netrouted device to the first embedded USB host via
bypasses the USB hub.

3. (Cancelled)

4. (Currently amended) The method according to claim 1, wherein the second USB signal
from the second USB device to the embedded USB host is-transmitted-to-the-first USB-hoest
via bypasses the USB bridge-and-the USB-hub.
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5. (Currently amended) A method, comprising the steps of:

providing a first USB port for communication with a USB host;

providing a second USB port for communicating with a consumer USB device;

providing a signal detection circuit for receiving USB signals from the consumer
USB device via said second USB port;

determining, via the signal detection circuit, whether the USB signals emanating
from the consumer USB device indicate that the consumer_USB device is operating in a
USB host mode and if so, routing said USB signals via a USB bridge to said first USB port
while bypassing the USB hub;

determining, via the signal detection circuit, whether the USB signals emanating
from the consumer USB device indicate that the consumer_USB device is operating in a
USB device mode and if so, routing said USB signals via the USB hub to said first USB
port_while bypassing the USB bridge.

6. (Currently amended) A USB communication management method for interconnecting
sources of USB signals, said method comprising the steps of:
receiving first USB host signals from a first USB host;
receiving second USB signals from a second USB signal source;
determining whether the second USB signals emanate from a second USB host;
routing the second USB signals emanating from the second USB host via a USB
bridge to said first USB host; and
routing the second USB signals not determined to emanate from a USB host via a

USB hub to said first USB host, wherein the second USB signal bypass the USB bridge.

7. (Currently amended) The method according to claim [[8]] 6, further comprising the steps
of:
determining whether the second USB signals emanate from a USB device; and
routing the second USB signals determined to emanate from the USB device via a

USB hub to said first USB host.

Microchip Ex. 1010, p. 347
Microchip v. Aptiv
PGR2024-00011



Response to Non-Final Office Action mailed February 18, 2021
US Patent App No. 16/660,083
Page 4 of 9

8. (Currently amended) A USB communication management method for interconnecting
sources of USB signals, said method comprising the steps of:
receiving a first USB host signal from a first USB host;
receiving a second USB signal from a second USB signal source;
determining whether the second USB signal emanates from a second USB host;
establishing a first communication path via a USB bridge between said first USB

host and said second USB signal source which bypasses a USB hub if said second signal

emanates from the second USB host; and
establishing a second communication path via a USB hub between said first USB

host and said second USB signal source which bypasses the USB bridge if said second

USB signal is determined not to emanate from the second USB host.

9. (Original) The method according to claim 8, further comprising the steps of:
determining whether the second USB signal emanates from a USB device; and
establishing the second communication path via a USB hub between said first USB
host and said second USB signal source if said second USB signal is determined to emanate

from the USB device.

10. (Original) The method according to claim 8, wherein the first communication path does
not include a USB hub and wherein the second communication path does not include a

USB bridge.

11. (Cancelled)
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SUPPLEMENTAL AMENDMENT AND RESPONSE

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Supplement to the amendment and response submitted on May 17, 2021 in connection
with the above-identified application and the Non-Final Office Action mailed on February 18,
2021:

Amendments to the Claims are reflected in the listing of claims that begins on page 2 of
this paper.

Remarks begin on page 5 of this paper.
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Amendments to the Claims:

This listing of claims will replace all prior versions and listings of claims in the application.

Listing of Claims:

1. (Currently amended) A method for providing efficient communications among USB

components of a data communication system that includes multiple USB-hests-and-multiple

USB-dewvices a first input port, a second input port, a USB hub, a USB bridge connected to

the USB hub. an embedded USB host connected to the USB hub. a USB port connected to

a USB device capable of operating in a USB Host mode and a USB device mode, and USB

multiplexing switches connected to the USB port, the USB hub, and the USB bridge, said

method comprising the steps of:

providingafirstinputpertferreceiving a first USB signal from afirst USBhest
the USB device via the USB port while the USB device is operating in the USB host mode;

providing—a—second—input—pert—for routing the first USB signal via the USB
multiplexing switches from the USB device to the embedded USB host through the USB
bridge and the USB hub;

receiving a second USB signal from the USB device via the USB port while the

USB device is operating in the USB device mode; and

routing the second USB signal USB multiplexing switches from [[a]] the USB

device via—a through USB hub to said-first the embedded USB host, wherein the second
USB signal from the USB device to the embedded USB host bypasses the USB bridge.

2.-4. (Cancelled).

5. (Currently amended) A method, comprising the steps of:
providing a first USB port for communication with a USB host;

providing a second USB port for communicating with a consumer USB device;
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providing a signal detection circuit for receiving USB signals from the consumer
USB device via said second USB port;

determining, via the signal detection circuit, whether the USB signals emanating
from the consumer USB device indicate that the consumer USB device is operating in a
USB host mode and if so, routing said USB signals via a USB bridge and USB hub to said
first USB port;_and

determining, via the signal detection circuit, whether the USB signals emanating
from the consumer USB device indicate that the consumer_USB device is operating in a
USB device mode and if so, routing said USB signals via a USB hub to said first USB port
while bypassing the USB bridge.

6. (Currently amended) A USB communication management method for interconnecting
sources of USB signals, said method comprising the steps of:
receiving first USB host signals from a first USB host;
receiving second USB signals from a second USB signal source;
determining whether the second USB signals emanate from a second USB host;
routing the second USB signals emanating from the second USB host via a USB
bridge and USB hub to said first USB host; and

routing the second USB signals not determined to emanate from a USB host via a

USB hub to said first USB host, wherein the second USB signal bypass the USB bridge.

7. (Currently amended) The method according to claim [[8]] 6, further comprising the steps
of:
determining whether the second USB signals emanate from a USB device; and
routing the second USB signals determined to emanate from the USB device via a

USB hub to said first USB host.

8. (Currently amended) A USB communication management method for interconnecting
sources of USB signals, said method comprising the steps of:
receiving a first USB host signal from a first USB host;

receiving a second USB signal from a second USB signal source;
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determining whether the second USB signal emanates from a second USB host;

establishing a first communication path via a USB bridge and a USB hub between
said first USB host and said second USB signal source if said second signal emanates from
the second USB host; and

establishing a second communication path via a USB hub between said first USB

host and said second USB signal source which bypasses the USB bridge if said second

USB signal is determined not to emanate from the second USB host.

9. (Original) The method according to claim 8, further comprising the steps of:
determining whether the second USB signal emanates from a USB device; and
establishing the second communication path via a USB hub between said first USB
host and said second USB signal source if said second USB signal is determined to emanate

from the USB device.

10. (Currently amended) The method according to claim 8, wherein the first-communication

path-doesnotinclade-a USB-hub-and-whereinthe-second communication path does not
include a USB bridge.

11. (Cancelled)
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REMARKS

This supplemental amendment is responsive to the Non-Final Office Action of February 18,
2021 and adopts suggestions made by Examiner Unelus in a telephone call with Applicant’s
representative Robert Myers on May 20, 2021. Claims 1, 5-8, and 10 have been amended and
claims 2-4 and 11 have been cancelled. Following entry of the preceding amendments, claims 1
and 5-10 are pending.

All amendments presented herein are made to the claims as filed. The amendments and
remarks in this supplemental response replace and supersede those presented in the Office Action

response submitted on May 17, 2021.

Election/Restrictions

Applicant hereby confirms the election of Species I (claims 1-10) made by Applicant’s
representative Robert Myers during a telephone call with Examiner Ernest Unelus on February 10,

2021. This election of Species I is made without traverse and Species II (claim 11) is cancelled.

Claim Objections

Claims 1 and 7 were objected to as being indefinite for failing to particularly point out and
distinctly claim the subject matter in which is regarded as the invention.

Applicant respectfully submits that the objection to claim 1 is obviated by the amendment
of claim 1 to recite “receiving a first USB signal from the USB device via the USB port while the
USB device is operating in the USB host mode” and “receiving a second USB signal from the
USB device via the USB port while the USB device is operating in the USB device mode”.

Applicant further submits that the objection to claim 7 is obviated by the amendment of
claim 7 to be dependent upon claim 6. Accordingly, Applicant respectfully requests that the

objections to claims 1 and 7 be reconsidered and withdrawn.

Claim Rejections — 35 U.S.C. §102
Claims 1 and 5-10 were rejected as being anticipated by Wright (US Pat. No. 7,502,878).
For an invention to be anticipated, it must be demonstrated that each and every element of

the claimed invention is present in the "four corners" of a single prior art, either expressly described
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therein or under the principle of inherency. Lewmar Marine Inc. v Barient Inc., 3 USPQ2d 1766,
1767-1768 (Fed. Cir. 1987) (emphasis added). The absence from a prior art reference of any
claimed element negates anticipation. Kloster Speedsteel AB v. Crucible, Inc., 230 USPQ 81, 84
(Fed. Cir. 1986).

Amended claim 1 recites: “[a] method for providing efficient communications among USB
components of a data communication system that includes a first input port, a second input port, a
USB hub, a USB bridge connected to the USB hub, an embedded USB host connected to the USB
hub, a USB port connected to a USB device capable of operating in a USB Host mode and a USB
device mode, and USB multiplexing switches connected to the USB port, the USB hub, and the
USB bridge, said method comprising the steps of: receiving a first USB signal from the USB
device via the USB port while the USB device is operating in the USB host mode; routing the first
USB signal via the USB multiplexing switches from the USB device to the embedded USB host
through the USB bridge and the USB hub; receiving a second USB signal from the USB device
via the USB port while the USB device is operating in the USB device mode; and routing the
second USB signal USB multiplexing switches from the USB device through USB hub to the
embedded USB host, wherein the second USB signal from the USB device to the embedded USB
host bypasses the USB bridge”.

The Office Action points to the multiplexer 36 of Wright to show the claimed USB bridge
and the hub logic 38 to show the claimed USB hub. As shown in Fig. 5 of Wright, the first signal
from the USB host 31B to the USB host 31A passes only through the multiplexer 36 and does not
pass though the hub logic 38 while a second USB signal from the USB device 42 to the USB host
31A passes through both the hub logic 36 and the multiplexer 36. Therefore, Wright does not show
that the first USB signal is routed via the multiplexer 36 (USB bridge) and the hub logic 38 (USB
hub) and that the second USB signal is routed via the hub logic 38 (USB hub) while bypassing the
multiplexer 36 (USB bridge). Since Wright does not show each and every element of amended
claim 1, it is not anticipated.

Amended claim 5 recites, in part, “determining, via the signal detection circuit, whether
the USB signals emanating from the consumer USB device indicate that the consumer USB device
is operating in a USB host mode and if so, routing said USB signals via a USB bridge and USB

hub to said first USB port; and determining, via the signal detection circuit, whether the USB
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signals emanating from the consumer USB device indicate that the consumer USB device is
operating in a USB device mode and if so, routing said USB signals via a USB hub to said first
USB port while bypassing the USB bridge”.

Again, the Office Action points to the multiplexer 36 of Wright to show the claimed USB
bridge and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, the USB signals
are routed from the USB host 31B to the USB host 31A only through the multiplexer 36 while the
USB signals are routed from the USB device 42 to the USB host 31A through both the hub logic
36 and the multiplexer 36. Wright does not show routing the USB signals via the hub logic 38
(USB hub) to the first USB port 40E connected to the USB device 42 while bypassing the
multiplexer 36 (USB bridge). Since Wright does not show each and every element of amended
claim 5, it is not anticipated.

Amended claim 6 recites, in part, “routing the second USB signals emanating from the
second USB host via a USB bridge and USB hub to said first USB host; and routing the second
USB signals not determined to emanate from a USB host via a USB hub to said first USB host,
wherein the second USB signal bypass the USB bridge”.

Once more, the Office Action points to the multiplexer 36 of Wright to show the claimed
USB bridge and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, a first USB
signal from the USB host 31B to the USB host 31A passes only through the multiplexer 36 while
a second USB signal from the USB device 42 to the USB host 31A passes through both the hub
logic 36 and the multiplexer 36. Wright does not show routing the USB signals via hub logic 38
(USB hub) to the USB device 42 connected to the first port 40E while bypassing the multiplexer
36 (USB bridge). Since Wright does not show each and every element of amended claim 6, it is
not anticipated. Claim 7 depends upon claim 6 and is allowable therewith.

Amended claim 8 recites, in part, “establishing a first communication path via a USB
bridge and a USB hub between said first USB host and said second USB signal source if said
second signal emanates from the second USB host; and establishing a second communication path
via a USB hub between said first USB host and said second USB signal source which bypasses
the USB bridge if said second USB signal is determined not to emanate from the second USB

host™.
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Yet again, the Office Action points to the multiplexer 36 of Wright to show the claimed
USB bridge and the hub logic 38 to show the USB hub. As shown in Fig. 5 of Wright, a first
communication path from the USB host 31B to the USB host 31A that passes only through the
multiplexer 36 while a second communication path from the USB device 42 to the USB host 31A
passes through both the hub logic 36 and the multiplexer 36. Wright does not show establishing a
second communication path from the USB device 42 to the USB host 31A which bypasses the
multiplexer 36 (USB bridge) when the second USB signal is determined not to emanate from the
USB host 31B. Claims 9 and 10 depend upon claim 8 and are allowable therewith.

For at least the reasons presented above, Applicant respectfully requests that the rejection
of claims 1 and 5-10 under 35 U.S.C. §102(a)(1) be reconsidered and withdrawn and that these
claims be allowed.

Claim Rejections — Nonstatutory Obviousness-Type Double Patenting

The Office has concluded that claims 1 and 5-10 are unpatentable over claims 1-17 of U.S.
Patent No. 9,460,037, claims 1-20 of U.S. Patent No. 9,619,420, and claims 1-6 of U.S. Patent No.
10,545,899. Therefore, the Office has provisionally rejected these claims on the ground of
nonstatutory obviousness-type double patenting.

Applicant acknowledges these rejections and their provisional nature as the current claims
are not under an indication of allowance. At such time when the claims are allowed, Applicant will

address the nonstatutory obviousness-type double patenting rejections.
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CONCLUSION

Applicant notes that there are other arguments that may be presented to overcome the
objections and rejections made in this Office Action, but those additional arguments have not been
presented here in the interest of brevity. Applicant reserves the right to present any of these
additional arguments in a later filed response or brief.

Applicant respectfully submits that the claims are in condition for allowance, and
notification to that effect is earnestly requested. The Examiner is invited to telephone Applicant’s
attorney at (952) 697.2641 to facilitate prosecution of this application.

Please charge any additional fees or credit any overpayment to Deposit Account No.
50-3141.

Respectfully submitted,

Billion & Armitage

7401 Metro Blvd., Suite 425
Minneapolis, MN 55439
(952) 697.2630 — main phone
(952) 697.2631 — facsimile

Dated: May 20, 2021 By /Robert J. Myers/
Robert J. Myers
Reg. No. 69,783
RJM/cas
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
171991 7590 08/12/2021
Billion & Armitage - Aptiv UNELUS, ERNEST
7401 Metro Blvd.
Suite 425 | ART UNIT PAPER NUMBER |
Minneapolis, MN 55439 2181
DATE MAILED: 08/12/2021
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
16/660,083 10/22/2019 Robert M. Voto 7021.145US84 1000

TITLE OF INVENTION: FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 11/12/2021

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

171991 7590 08/12/2021 Certificate of Mailing or Transmission

Billion & Armitage _ AptiV I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
7401 Metro Blvd. addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Suite 425 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Minneapolis, MN 55439 (Typed or printed name)
(Signature)
(Date)
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

16/660,083 10/22/2019 Robert M. Voto 7021.145US84 1000

TITLE OF INVENTION: FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 11/12/2021
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
UNELUS, ERNEST 2181 710-313000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

[ "Fee Address" indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

(98]

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity [ Government

4a. Fees submitted: (Jissue Fee (IPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

[ Electronic Payment via EFS-Web [ Enclosed check (I Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29
M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/660,083 10/22/2019 Robert M. Voto 7021.145US4 1000
| EXAMINER |
171991 7590 08/12/2021
Billion & Armitage - Aptiv UNELUS, ERNEST
7401 Metro Blvd.
Suite 425 | ART UNIT PAPER NUMBER |
Minneapolis, MN 55439 2181

DATE MAILED: 08/12/2021

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
B . 16/660,083 Voto et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
ERNEST UNELUS 2181 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to Examiner's amendment.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1. As aresult of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) JAll b) (J Some* ¢) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5.[] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.(J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. ¥} Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. ¥J Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 03/05/2021.

3.0 Examiner's Comment Regarding Requirement for Deposit 7. [J Other .

of Biological Material
4. Interview Summary (PTO-413),
Paper No./Mail Date. 20210806.
/ERNEST UNELUS/
Primary Examiner, Art Unit 2181

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20210806
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Application/Control Number: 16/660,083 Page 2
Art Unit: 2181

DETAILED ACTION
The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AIA.

EXAMINER’S AMENDMENT

An examiner’s amendment to the record appears below. Should the changes and/or
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the
payment of the issue fee.

Authorization for this examiner’s amendment was given in a telephone interview with
Mr. Robert Myers (Reg. No. 69,783) on August 6, 2021. The examiner proposed amendments to
better place the application in condition for allowance, particularly adding the limitation that
prior arts fail to teach. Mr. Myers agreed.

The application has been amended as follows:

Listing of Claims:

1. (Currently amended) A method-fer, comprising:
providing efficient communications among USB components of a data
communication system that includes a first input port, a second input port, a USB hub, a
USB bridge connected to the USB hub, an embedded USB host connected to the USB hub,
a USB port connected to a USB device capable of operating in a USB Host mode and a

USB device mode, and USB multiplexing switches connected to the USB port, the USB

hub, and the USB bridge;said-method-comprisingthe-steps-of:;

Microchip Ex. 1010, p. 372
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Application/Control Number: 16/660,083 Page 3
Art Unit: 2181

receiving a first USB signal from the USB device via the USB port while the USB
device is operating in the USB host mode;

routing the first USB signal via the USB multiplexing switches from the USB
device to the embedded USB host through the USB bridge and the USB hub;

receiving a second USB signal from the USB device via the USB port while the
USB device is operating in the USB device mode; and

routing the second USB signal via the USB multiplexing switches from the USB

device threughUSB-hub-to the embedded USB host_through the USB hub, wherein the

second USB signal from the USB device to the embedded USB host bypasses the USB

bridge.

2.-11. (Cancelled)

ALLOWABLE SUBJECT MATTER

The primary reason for allowance of claim 1 in the instant application is that prior arts fail
to disclose a USB hub module that includes a first input port, a second input port, a USB hub, a
USB bridge connected to the USB hub, an embedded USB host connected to the USB hub, a USB
port connected to a USB device capable of operating in a USB Host mode and a USB device mode,
and USB multiplexing switches connected to the USB port, the USB hub, and the USB bridge;
wherein the USB hub module is: receiving a first USB signal from the USB device via the USB
port while the USB device is operating in the USB host mode; routing the first USB signal via the
USB multiplexing switches from the USB device to the embedded USB host through the USB
bridge and the USB hub; receiving a second USB signal from the USB device via the USB port

while the USB device is operating in the USB device mode; and routing the second USB signal
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Application/Control Number: 16/660,083 Page 4
Art Unit: 2181

via the USB multiplexing switches from the USB device to the embedded USB host through the
USB hub, wherein the second USB signal from the USB device to the embedded USB host

bypasses the USB bridge.

Hence, the examiner has allowed claim 1.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”

CLOSING COMMENTS

Conclusion

a. STATUS OF CLAIMS IN THE APPLICATION

The following is a summary of the treatment and status of all claims in the application as
recommended by M.P.E.P. 707.07(i):

a(1) CLAIMS ALOWED IN THE APPLICATION

Per the instant office action, claim 1 has been allowed.

b. DIRECTION OF FUTURE CORRESPONDENCES

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Ernest Unelus whose telephone number is (571) 272-8596. The

examiner can normally be reached on Monday to Friday 9:00 AM to 5:00 PM.
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Application/Control Number: 16/660,083 Page 5
Art Unit: 2181

IMPORTANT NOTE

If attempts to reach the above noted Examiner by telephone are unsuccessful, the
Examiner's supervisor, Mr. Idriss Alrobaye, can be reached at the following telephone number:

Area Code (571) 270-1023.

The fax phone number for the organization where this application or proceeding is
assigned is 571-273-8300. Information regarding the status of an application may be obtained
from the Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For more
information about the PMR system, see her//pair-direct.uspto.gov. Should you have questions on
access to the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217- 91

97 (toll-free).

/Ernest Unelus/
Primary Examiner
Art Unit 2181
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Application No. Applicant(s)

16/660,083 Voto et al.
. pp . i AlA (First | t
Exarminer-Initiated Interview Summary E’F‘f,\l";'g? UNELUS o | toriie st | P29
2181 Yes 1 of 1

ERNEST UNELUS Primary Examiner Telephonic
Robert Myers (Reg. No. 69,783) Attorney of Record

Date of Interview: 06 August 2021

Issues Discussed:

Proposed Amendment(s)

The primary reason for allowance of claim 1 in the instant application is that prior arts fail to disclose a
USB hub module that includes a first input port, a second input port, a USB hub, a USB bridge
connected to the USB hub, an embedded USB host connected to the USB hub, a USB port connected to
a USB device capable of operating in a USB Host mode and a USB device mode, and USB multiplexing
switches connected to the USB port, the USB hub, and the USB bridge; wherein the USB hub module is:
receiving a first USB signal from the USB device via the USB port while the USB device is operating in
the USB host mode; routing the first USB signal via the USB multiplexing switches from the USB device
to the embedded USB host through the USB bridge and the USB hub; receiving a second USB signal
from the USB device via the USB port while the USB device is operating in the USB device mode; and
routing the second USB signal via the USB multiplexing switches from the USB device to the embedded
USB host through the USB hub, wherein the second USB signal from the USB device to the embedded
USB host bypasses the USB bridge.

/ERNEST UNELUS/
Primary Examiner, Art Unit 2181

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions:|t is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 20210806
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |ics60 083 Voto et al
H “ mm Examiner Art Unit
ERNEST UNELUS 2181

CPC

Symbol Type Version

GO6F 13 385 F 2013-01-01

GO6F 13 4022 | 2013-01-01

GO6F 13 4045 | 2013-01-01

GO6F 13 4282 | 2013-01-01

GO6F 2213 4004 A 2013-01-01

GO6F 2213 0042 A 2013-01-01

GO6F 2213 3812 A 2013-01-01

CPC Combination Sets

Symbol Type Set Ranking Version
NONE

Total Claims Allowed:

(Assistant Examiner) (Date) 1

/ERNEST UNELUS/ 06 August 2021 . . -
Primary Examiner, Art Unit 2181 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 4
U.S. Patent and Trademark Office Part of Paper No.: 20210806
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |ics60 083 Voto et al.

H “ mm Examiner Art Unit
ERNEST UNELUS 2181

INTERNATIONAL CLASSIFICATION
CLAIMED

GOGF

NON-CLAIMED

US ORIGINAL CLASSIFICATION

CLASS SUBCLASS

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 1
/ERNEST UNELUS/ 06 August 2021 . . -
Primary Examiner, Art Unit 2181 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 4
U.S. Patent and Trademark Office Part of Paper No.: 20210806
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |ics60 083 Voto et al

H “ mm Examiner Art Unit
ERNEST UNELUS 2181

Claims renumbered in the same order as presented by applicant [J CPA T.D. O R1.47
CLAIMS

Final |Original|Final OriginallFinaI Original|Final |Original|Final |Original]Final |Original|Final |Original|Final |Original
1 1 10
2 11
3
4
5
6
7
8
9
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 1
/ERNEST UNELUS/ 06 August 2021 . . A
Primary Examiner, Art Unit 2181 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 4
U.S. Patent and Trademark Office Part of Paper No.: 20210806
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Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims 16/660.083 Voto et al.
H“m “ “H ““m ‘H ““ . ot
ERNEST UNELUS 2181
v Rejected - | Cancelled N | Non-Elected A Appeal
= Allowed + | Restricted | | Interference O | Objected
CLAIMS
Claims renumbered in the same order as presented by applicant J cPA T.D. (J R.1.47
CLAIM DATE
Final Original | 02/12/2021 | 08/06/2021
1 1 v =
2 v -
3 v -
4 v -
5 v -
6 v -
7 v -
8 v -
9 v -
10 v -
11 N -
U.S. Patent and Trademark Office Part of Paper No.: 20210806
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Nofes 16/660,083 Voto et al.
H“m“m ‘HH“H ‘ “H““ o o
ERNEST UNELUS 2181
CPC - Searched*
Symbol Date Examiner
GO6F 13/4022, 385, 4045, 4282; GO6F 2213/4004, 3812 and GO6F 02/12/2021 E.U.
11/3051
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.
Search Notes
Search Notes Date Examiner
EAST search: US-PGPUB; USPAT; USOCR; EPO; JPO; DERWENT | 02/12/2021 E.U.
Inventor search utilizing PE2E and EAST 02/12/2021 E.U.
CPC search of GO6F 13/4022, 385, 4045, 4282; GO6F 2213/4004, 02/12/2021 E.U.
3812 and GO6F 11/3051
EAST search: US-PGPUB; USPAT; USOCR; EPO; JPO; DERWENT | 08/06/2021 E.U.
Inventor search utilizing PE2E and EAST 08/06/2021 E.U.
g;% sa?]adr(émocéfFG1()ﬁ3F015 31/4022, 385, 4045, 4282; GO6F 2213/4004, 08/06/2021 E.U.

/ERNEST UNELUS/
Primary Examiner, Art Unit 2181

U.S. Patent and Trademark Office
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes 16/660,083 Voto et al.
ERNEST UNELUS 2181
Interference Search
US Class/CPC | ;5 5 hclass/cPC Group Date Examiner
Symbol
GO6F 13/385 08/06/2021 E.U.

/ERNEST UNELUS/
Primary Examiner, Art Unit 2181

U.S. Patent and Trademark Office

Page 2 of 2

Part of Paper No.: 20210806
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EAST Search History

EAST Search History (Prior Art)

Ref Hits SearchQuery  DBs  Default Plurals Time
: - : Operator . Stamp

S174:3,035 usb with (downstream or upstream) .US-PGPUB; ‘ON  2021/08/04
: -with (port or plug or interface) USPAT; ; 111:28 :
: -USOCR; : ? :
FPRS; EPO;
IPO;
 DERWENT:
; ; IBM_TDB 5 5 5
S175:36 -S174 and bypass$4 with (host or master | US-PGPUB; ‘ON :2021/08/04 .
“or initiat$3 or slave or peripheral or 'USPAT; 111:29 ’
‘device or port or plug or interface) with USOCR; 5 : :
‘mode ‘FPRS; EPO;
3 IPO;
 DERWENT;
'IBM_TDB

S176:1,471 usb with (downstream or upstream) -US-PGPUB; ‘ON 12021/08/04
-with (port or plug or interface) with hub  USPAT; 111:58 5
: USOCR; ? i :
‘FPRS; EPO;
:JPO;
. DERWENT;
'IBM_TDB

S177 66 5176 and (host or master or initiat$3 or :US-PGPUB; ‘ON 12021/08/04
i ‘slave or peripheral or device or port or  USPAT; 112:02 :
-plug or interface) with mode with usb ~ USOCR; f 5 ?
-and (mode with (host or master or :FPRS; EPO;
(initiat$3 or slave or peripheral or device) : JPO;
“with usb).ab. ‘DERWENT;
' IBM_TDB

$178:2,655 usb with (downstream or upstream or ~ US-PGPUB; ‘ON 12021/08/04
: “switch$3 or mux or multiplex$3) with ~  USPAT; 14:32 :
‘(port or plug or interface) with hub {USOCR; % : :
3 FPRS; EPO;
JPO;
DERWENT;
$179:136  S178 and (host or master or initiat$3 or US-PGPUB; ‘ON 12021/08/04
: -slave or peripheral or device or port or  USPAT; 14:34 :
-plug or interface) with mode with usb ~ USOCR; ; :
‘and (mode with (host or master or ‘FPRS; EPQ;
_initiat$3 or slave or peripheral or device JPO;
-or dual or switch$3 or mux or :DERWENT;
“multiplex$3) with usb).ab. IBM_TDB
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5180 70

S181 228

5183 84

S18479

S1862

S179notstzz

‘mode with usb with (downstream or
‘upstream or switch$3 or mux or
‘multiplex$3) with (port or plug or
interface) with hub

:G06F13/385,4022,4045,387.cpc. and
-mode with usb with (downstream or
-upstream or switch$3 or mux or
‘multiplex$3) with (port or plug or
“interface) with hub and hub with
- (switch$3 or mux or multiplex$3) with
‘mode
:GO6F13/385,4022,4045,387.cpc. and
‘mode with usb with (downstream or
‘upstream or switch$3 or mux or
“multiplex$3) with (port or plug or
‘interface) with hub and hub with
(switch$3 or mux or multiplex$3) with
-mode with usb

- Shyambabu Yeda.in. or Robert Voto.in.
‘or Craig Petku.in.

5185 and usb with (downstream or
“upstream or plurality or multiple or
:second or another) with (port or plug
‘interface) with (hub or adapt$3) and
- bypass$4 with (host or master or
[initiat$3 or slave) with (peripheral or
‘device or port or plug interface)

:US-PGPUB;
{USPAT;
'USOCR;
'FPRS; EPO;
:JPO;

. DERWENT:;
'IBM_TDB

'US-PGPUB;
'USPAT;
'USOCR;
'FPRS; EPO;
JPO;

' DERWENT;
'IBM_TDB

- GO6F13/385,4022,4045,387.cpc. and
:mode with usb with (downstream or
‘upstream or switch$3 or mux or
“multiplex$3) with (port or plug or
‘interface) with hub

'US-PGPUB;
_USPAT;
{USOCR;
.FPRS; EPO;
:JPO;

. DERWENT;
‘IBM_TDB
 US-PGPUB;
_USPAT;
USOCR;
FPRS; EPO;
JPO;
 DERWENT;
IBM_TDB
:US-PGPUB;
{USPAT;
'USOCR;
'FPRS; EPO;
JPO;
‘DERWENT;
'IBM_TDB

' US-PGPUB;
'USPAT;
'USOCR;
'FPRS; EPO;
JPO;

. DERWENT;
{IBM_TDB
.US-PGPUB;
'USPAT;
'USOCR;
'FPRS; EPO;
JPO;

. DERWENT;
'IBM_TDB

OR  ON

OR  ON

OR  ON

2021/08/04
1437

12021/08/06
1314

12021/08/06
13:16 :

202108706
113:18 :

2021/08/06
1322

12021/08/06
14:32 :

2021/08/06
14:32 '
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5187 18,032 GO6F13/4022.coc.  US-PGPUB;

{USPAT;
'USOCR;
'FPRS; EPO;
:JPO;

. DERWENT:;
'IBM_TDB

S188 24549 GO6F13/385.coc.  USPGPUB; OR  ON

'USPAT;
"USOCR;
'FPRS; EPO;
JPO;
DERWENT;
‘IBM_TDB

oR

;ON

2021/08/06
1432

2021/08/06
14:32 :

$189:24  GO06F2213/4004,3812.cpc. and mode US-PGPUB;
: - with usb with (downstream or upstream : USPAT;
“or switch$3 or mux or multiplex$3) with :USOCR;
(port or plug or interface) with hub and  FPRS; EPO;
“hub with (switch$3 or mux or :JPO;
-multiplex$3) with mode :DERWENT;
: ‘IBM_TDB

S190 5,634 GO6F11/305l.cpc. ~  USPGPUB;

 USPAT;
'USOCR;
'FPRS; EPO;
:JPO;
‘DERWENT:

oR

12021/08/06
14:33 :

202108706
14:33 '

IBM_TDB

8/6/2021 4:41:15 PM
C:\Users\eunelus\Documents\EAST\Workspaces\14487947.wsp
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Doc code: IDS PTO/SB/08a (01-10)

o ) . ' Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 16660083
Filing Date P019-10-22

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ \oto

Art Unit ‘2181

Examiner Name ‘ Unelus Ernest

Attorney Docket Number |7021.145US4

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns Lines where
- Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages Columns,Lines where
- Cite No . Relevant Passages or Relevant
Initial Number Codel| Date of cited Document )
Figures Appear
/R |1 0070255885 A1l PO07-11-01 ohm et al.

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns, Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Apolicant of cited where Relevant T
Initial* No | Number3 Code?| Code4| Date PR Passages or Relevant
Document .
Figures Appear
/E.T/1 473123 GB A 2011-03-02 | ydon, et al.

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite s - . )
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 16660083

Filing Date 2019-10-22

First Named Inventor l Voto

Art Unit ‘2151

Examiner Name ‘ Unelus Ernest

Attorney Docket Number ‘ 7021.145U84

/E.U/ 1 Fxamination Report for IN Application No. 201647014322, dated December 17, 2020, 5 pages

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature

/ERNEST UNELUS/

Date Considered ‘ 08/06/2021

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if]

English language translation is attached.
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Application Number 16660083
Filing Date 2019-10-22

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor l Voto
Art Unit ‘ 2181

Examiner Name ‘ Unelus Ernest

Attorney Docket Number ‘ 7021.145U84

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
X from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Robert Myers/ Date (YYYY-MM-DD) 2021-03-05
Name/Print Robert Myers Registration Number F59783

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.S5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.8.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Bibliographic Data
Application No: 16/ 660,083

Foreign Priority claimed: O Yes @ No
35 USC 119 (a-d) conditions met: D Yes D No D Met After Allowance
Verified and Acknowledged: |/ERNEST UNELUS/

Examiner's Signature

Title: FLEXIBLE MOBILE DEVICE CONNECTIVITY TO
’ AUTOMOTIVE SYSTEMS WITH USB HUBS

FILING or 371(c) DATE CLASS GROUP ART UNIT ATTORNEY DOCKET NO.
10/22/2019 710 2181 7021.145US54
RULE

APPLICANTS
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INVENTORS
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Doc Code: MFEE.C.AD
Document Description: Maintenance Fee Address Change
PTO/AIA/47 (12-20)
Approved for use through 09/30/2021. OMB 0651-0016
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no person is required to respond to a collection of information unless it displays a valid OMB control number.

“FEE ADDRESS” INDICATION FORM

Address to:

Mail Stop Maintenance Fee Eax to:

Director of the United States -OR- 571-273-6500
Patent and Trademark Office

P.O. Box 1450

Alexandria, VA 22313-1450

INSTRUCTIONS: The issue fee must have been paid for the application(s) listed on this form. In addition, only an address
represented by a Customer Number can be established as the fee address for maintenance fee purposes (hereafter, fee
address). A fee address should be established when correspondence related to maintenance fees should be mailed to a

different address than the correspondence address for the application.

When to check the first box below: If you have a Customer Number to represent the fee address.

When to check the second box below: If you have no Customer Number representing the desired fee address, in which case
a completed Request for Customer Number (PTO/SB/125) must be attached to this form. For more information on Customer
Numbers, see the Manual of Patent Examining Procedure (MPEP) § 403.

For the following listed application(s), please recognize as the “Fee Address” under the provisions of 37 CFR 1.363 the
address associated with:

Customer Number: 22851

7 OR
The attached Request for Customer Number form (PTO/SB/125)
PAT?NT NUMBER APPLICATION NUMBER
(if known)

16/660,083

Completed by (check one):

: /Robert Myers/

Applicant/Inventor
PP / Signature

Attorney or Agent of record 69783 Robert Myers
"""" Reg. No. Typed or printed name
D Assignee of record of the entire interest. See
37 CFR 3.71. Statement under 37 CFR 3.73(c)
{Form PTO/AIA/96) is enclosed or was filed on

Requester’s telephone number

(Date)
October 11, 2021

Date
NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. If the assignee is a
juristic entity, this form must be signed by a patent practitioner (attorney or agent) of record. Submit multiple forms if more than one
signature is required, see below*.

*Total of 1 forms are submitted

This collection of information is required by 37 CFR 1.363. The information is required to obtain or retain a benefit by the public, which is to indicate (and for the
USPTO to process) a fee address. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 5 minutes to complete,
including gathering, preparing, and submitting the completed form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND COMPLETED FORMS TO THE PREVIOUS ADDRESS. SEND COMPLETED
FORMS TO: Mail Stop Maintenance Fee, Director of the United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (6 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arrecord related to an International Application filed under the Patent Cooperation Treaty in this system
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectual
Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(0)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to
the public if the record was filed in an application which became abandoned or in which the proceedings
were terminated and which application is referenced by either a published application, an application
open to public inspection or an issued patent.

9. A-record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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A/N 16/660,083 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Robert M. Voto, et al. Examiner: Ernest Unelus

Application No.:  16/660,083 Group Art Unit: 2181

Filed: October 22, 2019 Docket No.: 7021.145U84
Confirmation No: 1000

Title: FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE

SYSTEMS WITH USB HUBS

This paper is being filed electronically with the U.S. Patent Office

REPLY TO NOTICE OF ALLOWANCE

Enclosed is a completed Part B — Fee(s) Transmittal in response to the Notice of Allowance
for the above referenced application. The issue fee is being paid with this reply via the Electronic
Filing System (EFS-Web). Please apply those fees and any other necessary charges or credits to

Deposit Account No. 50-3141, referencing the attorney docket number listed above.

COMMENTS ON EXAMINER’S REASONS FOR ALLOWANCE

It is recognized that, in accordance with M.P.E.P. § 1302.14, the Examiner’s reasons for
allowance need not set forth all of the details as to why the claims are allowed. In the above
referenced application, it is not conceded that the Examiner’s stated reasons are the only reasons
for which the claims are allowable. The Examiner’s reasons for allowance indicate that particular
claim elements are not disclosed or suggested by the prior art of record, yet the claim may be
patentable for other reasons as well, including the inventive combination of all of the recited claim
elements. It is not conceded that the specific limitations identified by the Examiner are necessary
to distinguish the claim over the art of record or to satisfy the requirements of 35 U.S.C. § 112.
Moreover, the Examiner does not assert, nor would it be conceded, that the Examiner’s reasons
have any bearing on the patentability of claims in any other application directed to the disclosed

subject matter.
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In addition, each dependent claim stands on its own and may be allowable on its own
merits. In particular, each dependent claim may be allowable on the basis of a combination of some
of the features recited in the dependent claim and its base claim(s), which combination of features

may not include all of the limitations identified in the Examiner’s reasons for allowance.

If necessary, the Commissioner is hereby authorized in this, concurrent, and future replies,
to charge payment or credit any overpayment to Deposit Account No. 50-3141 for any additional

fees required under 37 C.F.R. §§ 1.16 or 1.17; particularly, extension of time fees.

Respectfully submitted,

Billion & Armitage

7401 Metro Blvd., Suite 425
Minneapolis, MN 55439
(952) 697.2630 — main phone
(952) 697.2631 — facsimile

Dated: October 11, 2021 By /Robert J. Myers/
Robert J. Myers
Reg. No. 69,783

RIM/Irh

Page 2 of 2
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Electronic Patent Application Fee Transmittal

Application Number:

16660083

Filing Date:

22-Oct-2019

Title of Invention:

FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH

USB HUBS

First Named Inventor/Applicant Name:

Robert M. Voto

Filer:

Michael Allen Collins/LaTasha Hill

Attorney Docket Number:

7021.145US4

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sul:,-s'l'g(tsa\)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description Fee Code Quantity Amount Suz-s'l'g(t;)l in
PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0
UTILITY APPL ISSUE FEE 1501 1 1200 1200
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1200
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Electronic Acknowledgement Receipt

EFS ID: 43997619
Application Number: 16660083
International Application Number:
Confirmation Number: 1000

Title of Invention:

FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH
USB HUBS

First Named Inventor/Applicant Name:

Robert M. Voto

Customer Number:

171991

Filer:

Michael Allen Collins/LaTasha Hill

Filer Authorized By:

Michael Allen Collins

Attorney Docket Number: 7021.145US4
Receipt Date: 11-0CT-2021
Filing Date: 22-0CT-2019

Time Stamp: 15:30:07

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $1200

RAM confirmation Number E20210AF30423029

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document .. . File Size(Bytes)/ Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
178886
1 Issue Fee Payment (PTO-85B) 7021145US4_ISSUE-FEE.pdf 1
eccb609f6f507a227047d3ae636f18d7e172]
ad14
Warnings:
Information:
231192
2 Maintenance Fee Address Change 7021145US4_FEE-ADDRESS.pdf 2
76e83c34%aece547bb14f7695fd8b1c453ed
9eb6
Warnings:
Information:
22488
3 Miscellaneous Incoming Letter 7021145US4_NOA-REPLY.pdf 2
a80110b3883192e32e746eaccf86d9f53bd4
1c22d
Warnings:
Information:
40305
4 Fee Worksheet (SB06) fee-info.pdf 2
9f6edcb6805chbf352bc23al6e88c67b5chb
6293
Warnings:
Information:
Total Files Size (in bytes){ 472871
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Best Available Copy

PART B - FEE(S) TRANSMITTAL
1
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to:  Mail Stop ISSUE FEE . By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks | through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

a4

CURRENT CORRESPONDENCE ADDRESS (Note: Usc Block 1 for any change of address)

171991 7590 08/12/2021 Certificate of Mailing or Transmission
Billion & Armitage - Aptiv [ hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
7401 Metro Blvd. addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Suite 425 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the dale below.
Minneapolis, MN 55439 LaTasha Hill (Typed or printed name
/LaTasha Hill/ (Signature)
October 19, 2021 (Date
[ APPLICATION NO. I FILING DATE I FIRST NAMED INVENTOR [ ATTORNEY DOCKET NO. I CONFIRMATION NO. |
16/660.083 10/22/2019 Robert M. Voto 7021.145U84 1000

TITLE OF INVENTION: FLEXIBLE MOBILE DEVICE CONNECTIVITY TO AUTOMOTIVE SYSTEMS WITH USB HUBS

[ APPLN, TYPE ] ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE I PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE | DATE DUE I
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 11/12/2021
{ EXAMINER I ART UNIT | CLASS-SUBCLASS l
UNELUS, ERNEST 2181 710-313000
(ljF(éh:;naggsof correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
- o O aenivaly B Cred palent omeys ) pyllion & Armitage_

a Change of comrespondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
5 R I 2 registered patent attorneys or agents. If no name is

(3 "Fee Address” indication (or "Fee Address" Indication form PTO/ liste%l\ no nml*:[)]g will be prizled. #

§B/47; Rev 03-09 or more recent) attached. Use of a Customer 3
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
APTIV TECHNOLOGIES LIMITED Barbados

Please check the appropriate assignee category or categories (will not be printed on the patent) : O individual X Corporation or other private group cntily O Government
4a. Fees submitted: sue Fee Dpublication Fee (if required) (JAdvance Order - # of Copies
4b, Method of Payment: (Please first reapply any previously paid fee shown above)

3 Electronic Payment via EFS-Web ) Enclosed check (2 Non-electronic payment by credit card (Attach form PTO-2038)

(A The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. 50-3141

5. Change in Entity Status (from status indicated abovc)

. . . . . NOTE: Absent a valid certification of Micro Entity Status (see (orms PTO/SB/15A and 15B), issue
0 Applicant certifying micro entity slatus. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
1o be a notification of loss of entitlement to micro entity status.
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

enlity status, as applicable,

a Applicant asserting small entity status. See 37 CFR 1.27

A Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature /Robert MYCI'S/ Date 2021-10-19
Typed or printed name __Robert Myers Registration No. 69783
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

Www.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/660,083 11/16/2021 11176072 7021.145US4 1000
171991 7590 10/27/2021

Billion & Armitage - Aptiv
7401 Metro Blvd.

Suite 425

Minneapolis, MN 55439

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 50 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

INVENTOR(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional inventors):

Robert M. Voto, Clarkston, MI;
Shyambabu Yeda, Rochester Hills, MI;
Craig Petku, Clarkston, MI;

APPLICANT(s) (Please see PAIR WEB site http:/pair.uspto.gov for additional applicants):

Aptiv Technologies Limited, St. Michael, BARBADOS;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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