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POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE
THE UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

| hereby revoke all previous powers of attorney given in the application identified in the
attached statement under 37 CFR 3.73(c).

| hereby appoint the practitioners of Morgan, Lewis & Bockius LLP, Customer Number
24341 as attorneys or agents to represent the undersigned and to transact all business before
the United States Patent and Trademark Office (USPTOQO) in connection with any and all patent
applications and patents assigned only to the undersigned according to the USPTO assignment
records or assignment documents attached to this form in accordance with 37 C.F.R. § 3.73(c),
said appointment to be to the exclusion of the inventor(s) and their attorney(s) in accordance
with the provisions of 37 C.F.R. § 3.71, provided that, if any one of these attorneys ceases
being affiliated with the law firm of Morgan, Lewis & Bockius LLP as partner, counsel, or
employee, then the appointment of that attorney and all powers derived therefrom shall
terminate on the date such attorney ceases being so affiliated.

Assignee Name and Address: PAYRANGE INC.

9600 NE Cascades Pkwy, Suite 280
Portland, OR 97220

SIGNATURE of Assignee of Record
The undersigned whose signature and title is supplied below is authorized to act on behalf of the assignee.

= oy
S Rt
.~

Signature
Name Paresh K. Patel, Ph.D., MBA Date February 9, 2018
Title CEO, PayRange Inc. Telephone  (855) 856-6398

A copy of this form, together with a statement under 37 C.F.R. § 3.73(c) (Form PTO/SB96 or equivalent) is
required to be filed in each application in which this form is used. The statement under 37 C.F.R. § 3.73(c) may
be completed by one of the practitioners appointed in this form if the appointed practitioner is authorized to act
on behalf of the assignee and must identify the application in which this Power of Attorney is to be filed.

DB2/23862800.1
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Doc Code: TRACK1.REQ
Document Description: TrackOne Request

PTO/SB/424 (12-11)

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION
UNDER 37 CFR 1.102(e) (Page 1 of 1)

First Named Nonprovisional Application Number (if
Inventor: PareSh K Patel known):
Eezn(;ifon' METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT EVENTS

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1. The processing fee set forth in 37 CFR 1.17(i), the prioritized examination fee set forth in 37
CFR 1.17(c), and if not already paid, the publication fee set forth in 37 CFR 1.18(d) have been
filed with the request. The basic filing fee, search fee, examination fee, and any required
excess claims and application size fees are filed with the request or have been already been
paid.

2. The application contains or is amended to contain no more than four independent claims and
no more than thirty total claims, and no multiple dependent claims.

3. The applicable box is checked below:

I. iz Original Application (Track One) - Prioritized Examination under § 1.102(e)(1)

i. (a) The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the utility application via EFS-Web.
—--OR---
(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the plant application in paper.

ii. An executed oath or declaration under 37 CFR 1.63 is filed with the application.

1. Ui Request for Continued Examination - Prioritized Examination under § 1.102(e)(2)

i. A request for continued examination has been filed with, or prior to, this form.

ii. Ifthe application is a utility application, this certification and request is being filed via EFS-Web.

iii. The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a), oris
a national stage entry under 35 U.S.C. 371.

iv. This certification and request is being filed prior to the mailing of a first Office action responsive
to the request for continued examination.

v. No prior request for continued examination has been granted prioritized examination status
under 37 CFR 1.102(e)(2).

signature /BENJAMIN Pezzner/ e May 14, 2023
?IgarmSTyped) Benjamln Pezzner Eieagﬁg:ir(;?ii; Number 7071 1

Note: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required in accordance with
37 CFR 1.33 and 11.18. Please see 37 CFR 1.4(d)} for the form of the signature. If necessary, submit multiple forms for more than one
signature, see below™.

forms are submitted.

|:| *Total of
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

Page 2

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT

ACCEPTING UNIT EVENTS

First Named Inventor/Applicant Name:

Paresh K. Patel

Filer:

Benjamin H Pezzner

Attorney Docket Number:

104402-5075-US

Filed as Small Entity

Filing Fees for Track | Prioritized Examination - Nonprovisional Application under 35 USC 111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
UTILITY FILING FEE (ELECTRONIC FILING) 4011 1 64 64

UTILITY SEARCH FEE 2111 1 280 280

UTILITY EXAMINATION FEE 2311 1 320 320

REQUEST FOR PRIORITIZED EXAMINATION 2817 1 1680 1680
Pages:
Claims:

Miscellaneous-Filing:
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0
PROCESSING FEE, EXCEPT PROV. APPLS. 2830 1 56 56
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2400
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Electronic Acknowledgement Receipt

EFS ID: 47997575

Application Number: 18197071

International Application Number:

Confirmation Number: 9843

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT

Title of Invention: ACCEPTING UNIT EVENTS

First Named Inventor/Applicant Name: Paresh K. Patel
Customer Number: 24341
Filer: Benjamin H Pezzner

Filer Authorized By:

Attorney Docket Number: 104402-5075-US
Receipt Date: 14-MAY-2023
Filing Date:
Time Stamp: 02:07:01
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $2400

RAM confirmation Number E20235D307586800

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . . . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
214104
1 Application Data Sheet WebADS.pdf no 8
825b04cadfc7d4524eea378435e15c0ce79]
4876
Warnings:
Information:
428456
5 1 04402—5075—Uchf_Speaﬁcatlon. yes 73
p db3b210498fbf1234a47bed4ff043c5e7323
a725
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 67
Claims 68 72
Abstract 73 73
Warnings:
Information:
5978985
3 Drawmgs—onlc{ bIaFk and white line 104402-5075-US_Drawings.pdf o 45
rawi ng 5 Sadc1fd26e7922d40d33b3ed03dfc67446¢€)
021c6
Warnings:
Information:
63528
4 Oath or Declaration filed 104402—5075;%5;_Declaratlon. no 1
e26c0c0114f33144a035b8daf93f43344e3bj
Warnings:
Information:
112017
5 Assignee showing of ownership per 37 104402-5075-US_373c.pdf no 1

CFR3.73

99c16c86dd77b485bdfc9482c556d517ddf|

itioner Exhibit 1




Warnings:

Information:

41808
6 Power of Attorney 104402-5075-US_POA.pdf no 1
9764c2f01ba4943c05e8f6af8b2ff06f14fag4)]
88
Warnings:
Information:
140087
7 Track One Request 104402—5075—[;?_Track_0ne. o 2
p b6d17e59ffa9ch6 1cd9a04959506197f4e69
1b98
Warnings:
Information:
50742
8 Fee Worksheet (SB06) fee-info.pdf no 2
91872200c40a044d321361ed51e457c00cf|
aldfo
Warnings:
Information:
Total Files Size (in bytes): 7029727

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/4
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Attorney Docket Number 104402-5075-US

Application Data Sheet37 CFR 1.76

Application Number

Title of Invention METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT EVENTS

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
biblicgraphic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic fermat using the Electronic Filing System (EFS) or the document
may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 37
] CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Inventor 1

Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Paresh K. Patel
Residence Information (Select One) (®) US Residency (O Non USResidency (O Active US Military Service
City Portland State/Province OR Country of Residence i us

Mailing Address of Inventor:

Address 1 9600 NE Cascades Pkwy, Suite 280

Address 2

City Portland | State/Province | OR
Postal Code | 97220 | Country i us

All Inventors Must Be Listed - Additional Inventor Information blocks may be generated

within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] AnAddressis being provided for the correspondence Information of this application.

Customer Number 24341

Email Address [ AddEmail | | Remove Email

Application Information:

Title of the Invention METHCD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT EVENTS
Attorney Docket Number | 104402-5075-US Small Entity Status Claimed X

Application Type Nonprovisional

Subject Matter Utility

Total Number of Drawing Sheets (if any) 45 Suggested Figure for Publication {if any)

Petitioner Exhibit 1002-0010
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PTO/AIA/14 (08-15)

Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

Application Data Sheet37 CFR 1.76

Attorney Docket Number

104402-5075-US

Application Number

Title of Invention METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT EVENTS

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c} and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section{s) below (i.e.,, “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previcusly
filed application

Filing date {YYYY-MM-DD)

Intellectual Property Authority or Country

Publication Information:

[ ] Request Early Publication {Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35US.C

] 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of an
application filed in another country, or under a multilateral international agreement, that requires publication at eighteen

months after filing.

Representative Information:

Representative informaticn should be provided for all practitioners having a power of attorney in the application. Providing

this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer Number
will be used for the Representative Information during processing.

Please Select One: (® Customer Number (O) US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 24341

Prefix Given Name Middle Name Family Name Suffix

Registration Number

Prefix Given Name Middle Name Family Name Suffix

Registration Number

Additional Representative Information blocks may be generated within this form by

selecting the Add button.

WEB ADS 1.0
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PTO/AIA/14 (08-15)

Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

Application Data Sheet37 CFR 1.76

Attorney Docket Number

104402-5075-US

Application Number

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT EVENTS

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.5.C. 119(e}, 120, 121, 365(c), or 386(c) or indicate National
Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes the specific

reference required by 35 U.5.C. 119(e} or 120, and 37 CFR 1.78.
When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending
' Filing or 371(c} Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
Continuation of 17973507 2022-10-25
Prior Application Status | Patented
Application iy Prior Applicaticn ) Filing Date Issue Date
Nurnber Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
17973507 Continuation of 17654732 2022-03-14 11481772 2022-10-25
Prior Application Status | Patented
Application i Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
17654732 Continuation of 17147305 2021-01-12 11501296 2022-11-15
Prior Application Status | Patented
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
17147305 Continuation of 15603400 2017-05-23 10891614 2021-01-12
Prior Application Status | Patented
Application P Prior Application ) Filing Date Issue Date
Nurmber Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15603400 Continuation of 14458199 2014-08-12 9659296 2017-05-23
Prior Application Status | Patented
Application .. Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM.DD) Patent Number (YYYY-MM-DD)
14458199 Continuation in part of 14456683 2014-08-11 9256873 2016-02-09
Prior Application Status | Patented
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM.DD) Patent Number (YYYY-MM-DD)
14456683 Continuation of 14335762 2014-07-18 9547859 2017-01-17

WEB ADS 1.0
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PTO/AIA/14 (08-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

.. Attorney Docket Number 104402-5075-US
Application Data Sheet37 CFR 1.76

Application Number

Title of Invention METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT EVENTS

Prior Application Status | Patented

Application .. Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM.DD) Patent Number (YYYY-MM-DD)
14335762 Continuation of 14214644 2014-03-14 8856045 2014-10-07

Prior Application Status | Expired

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
14214644 Claims benefit of provisional 61917936 2013-12-18

Prior Application Status | Patented

Application . Prior Application Filing Date Issue Date
Nurmber Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
14214644 Continuation in part of 29477025 2013-12-18 D755183 2016-05-03

Additional Domestic Benefit/National Stage Data may be generated within this form by
selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 US.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign applicaticn that is eligible
for retrieval under the priority document exchange program {PDX) the information will be used by the Office to automatically attempt retrieval
pursuant to 37 CFR 1.55(i){1) and (2). Under the PDX program, applicant bears the ultimate responsibility for ensuring that a copy of the foreign
application is received by the Office from the participating foreign intellectual property office, or a certified copy of the foreign priority
application is filed, within the time period specified in 37 CFR 1.55{g){1).

Application Number CountryI Filing Date (YYYY-MM-DD) Access Codel(if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the Add
button.

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16,2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

Petitioner Exhibit 1002-0013
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PTO/AIA/14 (08-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

Attorney Docket Number 104402-5075-US

Application Data Sheet37 CFR 1.76

Application Number

Title of Invention METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT EVENTS

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written authority to
permit a participating foreign intellectual property (IP) office access to the instant application-as-filed {see paragraph A in
subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant application {see
paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an application.
After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind authorization for access
by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX} - Unless box A in subsection 2 (opt-out of authoerization) is checked, the undersigned
hereby grants the USPTO authority to provide the European Patent Office {EPQO), the Japan Patent Office (JPO), the Korean
Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of China (SIPO), the World
Intellectual Property Organization (WIPQ), and any other foreign intellectual property office participating with the USPTO in a
bilateral or multilateral priority document exchange agreement in which a foreign application claiming priority to the instant
patent application is filed, access to: (1} the instant patent application-as-filed and its related bibliographic data, (2) any foreign
or domestic application to which priority or benefit is claimed by the instant application and its related bibliographic data, and
(3) the date of filing of this Authorization. See 37 CFR 1.14(h)(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search results from
the instant patent application when a European patent application claiming priority to the instant patent application is filed. See
37 CFR 1.14(h)(2).

The applicant is reminded that the EPOQ’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a copy of
search results from the instant application without delay in a European patent application that claims priority to the instant
application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with any
documents and information identified in subsection 1A above.

u B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant application.

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the application in
accordance with 37 CFR 1.14.

Petitioner Exhibit 1002-0014
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PTO/AIA/14 (08-15)
Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

Application Data Sheet37 CFR 1.76

Attorney Docket Number

104402-5075-US

Application Number

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT EVENTS

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR to have
an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. The
information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 1.43; or the
name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person who otherwise shows
sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an applicant under 37 CFR 1.46 {(assignee,
person to whom the inventor is obligated to assign, or person who otherwise shows sufficient proprietary interest) together with one or more
joint inventors, then the joint inventor or inventors who are also the applicant should be identified in this section.

(®) Assignee

O Legal Representative under 35 US.C. 117

(O Joint Inventor

Q Person to whom the inventor is obligated to assign.

O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name

PAYRANGE INC.

Mailing Address Information For Applicant:

Address 1 9600 NE Cascades Pkwy, Suite 280

Address 2

City Portland State/Province OR
CountryI us Postal Code 97220
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

WEB ADS 1.0

Petitioner Exhibit 1002-0015



PTO/AIA/14 (08-15)

Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

Application Data Sheet37 CFR 1.76

Attorney Docket Number

104402-5075-US

Application Number

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT EVENTS

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of
CFR to have an assignment recorded by the Office.

Assignee 1

Complete this section if assignee informaticn, including non-applicant assignee infermation, is desired to be included on the patent application
publication. An assignee-applicant identified in the "Applicant Information” section will appear on the patent application publication as an
applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the patent application

publication.

If the Assignee or Non-Applicant Assignee is an Organization check here.

[]

Prefix

Given Name

Middle Name

Family Name

Suffix

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Country | Postal Code
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

WEB ADS 1.0

Petitioner Exhibit 1002-0016



PTO/AIA/14 (08-15)
Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

Application Data Sheet37 CFR 1.76

Attorney Docket Number

104402-5075-US

Application Number

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT EVENTS

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application Data Sheet
is submitted with the INITIAL filing of the application and either box A or B is not checked in subsection 2 of the
“Authorization or Opt-Out of Authorization to Permit Access” section, then this form must also be signed in accordance
with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic entity (e.
g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a patent practitioner,
all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given power of attorney {(e.qg.,
see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4{(d) for the manner of making signatures and certifications.

Signature

/Benjamin Pezzner/

Date (YYYY-MM-DD)

First Name

Benjamin

Last Name

Pezzner

Registration Number 70711

Additional Signature may be generated within this form by selecting the Add button.

WEB ADS 1.0

Petitioner Exhibit 1002-0017




METHOD AND SYSTEM FOR PRESENTING
REPRESENTATIONS OF PAYMENT ACCEPTING UNIT
EVENTS
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e which is a continuation of U.S. Patent Application No. 17/147,305, filed January 12,
2021, and issued as U.S. Patent No. 11,501,296 on November 15, 2022,

e which is a continuation of U.S. Patent Application No. 15/603,400, filed May 23, 2017
and issued as U.S. Patent No. 10,891,614 on January 12, 2021,
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The present application is based on and claims priority to these applications, the disclosures of

which are hereby incorporated by reference in their entirety.
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TECHNICAL FIELD

[0002] The present application relates to the field of payment processing systems, and in
particular, to a mobile-device-to-machine payment processing system over a non-persistent

network connection.

BACKGROUND

[0003] Vending machines (or “automatic retailing” machines), in the broadest sense,
have been around for thousands of years. The first simple mechanical coin operated vending
machines were introduced in the 1880s. Modern vending machines stock many different types of
products including, but not limited to drinks (e.g., water, juice, coffee, and soda) and edible food
products/items (e.g., snacks, candy, fruit, and frozen meals), as well as a wide variety of non-

food items. In this fast paced world, vending machines are ubiquitous.

[0004] Vending machines are one type of “payment accepting unit” (payment accepting
units are also referred to herein generically as “machines”). A payment accepting unit (or
machine) is equipment that requires payment for the dispensing of products and/or services. In
addition to vending machines, payment accepting units can also be other machines that require
payment for the dispensing of a product and/or services including, but not limited to parking
meters, toll booths, laundromat washers and dryers, arcade games, kiosks, photo booths, toll
booths, transit ticket dispensing machines, and other known or yet to be discovered payment

accepting units.

[0005] In using a payment accepting unit, a user will (1) approach the payment accepting
unit, (2) determine from the face of the payment accepting unit the product (or service) he/she
desires, (3) insert payment (e.g., coins, bills, or payment cards), and (4) input his/her selection
into the payment accepting unit using a user interface (e.g., a series of buttons, a key pad, touch
screen, or other input mechanism using, for example, the column and row at which a product is
located). Based on the user’s inputted selection, technology within the payment accepting unit

provides the desired product (or service) to the user.

[0006] As the number of people with Internet-connected mobile devices proliferates, so

does the variety of uses for such devices. Mobile payment is a logical extension. There is a large
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development effort around bringing mobile payment to the retail sector in an effort to not only

provide options to the user, but also increased convenience.

SUMMARY

[0007] Disclosed herein is a payment processing system or, more specifically, a mobile-
device-to-machine payment processing system over a non-persistent network connection with
hands-free mode and manual mode (sometimes also herein called “swipe” or “swipe-to-pay”

mode).

[0008] In some implementations, a method of presenting representations of payment
accepting unit events is performed at a device (e.g., the mobile device 150, Figures 5 and 21)
with one or more processors, memory, one or more output devices, and two or more
communication capabilities. After sending a request to a payment module (e.g., the adapter
module 100, Figures 5 and 20), via a first communication capability (e.g., a short-range
communication technology/protocol such as BLE), to initiate a transaction with a payment
accepting unit (e.g., the payment accepting unit 120, Figures 5 and 19) (sometimes also herein
called “machine 120”) associated with the payment module, the method includes obtaining a
notification from the payment module via the first communication capability, where the
notification indicates an event at the payment accepting unit associated with the payment
module. In response to obtaining the notification, the method includes providing a representation
of the notification to a user of the mobile device via the one or more output devices of the mobile
device (e.g., a message displayed on a display of the mobile device, a vibration produced by a
vibration mechanism of the mobile device, an aural alert produced by a speaker of the mobile

device, and/or the like).

[0009] In some implementations, a method of retrofitting an offline-payment operated
machine to accept electronic payments is performed at a payment module (e.g., the adapter
module 100, Figures 5 and 20) with one or more processors, memory, a short-range
communication capability (e.g., a short-range communication technology/protocol such as BLE),
and a first interface module configured to couple the payment module with a control unit of an
offline-payment operated machine (e.g., the payment accepting unit 120, Figures 5 and 19)
(sometimes also herein called “machine 120”). The method includes receiving a transaction

request via the short-range communication capability from a respective mobile device to perform
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a transaction with the offline-payment operated machine. The method includes validating the
transaction request, where validation of the transaction request indicates that the respective
mobile device is authorized to initiate payment for the transaction by a remote server (e.g., the
server 130, Figures 5 and 22) via the long-range communication capability (e.g., the long-range
communication technology/protocol such as GSM, CDMA, or Wi-Fi). In accordance with a
determination that the transaction request is valid, the method includes causing the offline-
payment operated machine to perform the requested transaction by issuing a signal to perform
the transaction to the control unit of the offline-payment operated machine via the first interface

module.

[0010] In some implementations, a device (e.g., the machine 120, (Figures 5 and 19), the
adapter module 100 (Figures 5 and 20), the mobile device 150 (Figures 5 and 21), the server 130
(Figures 5 and 22), or a combination thereof) includes one or more processors and memory
storing one or more programs for execution by the one or more processors, the one or more
programs include instructions for performing, or controlling performance of, the operations of
any of the methods described herein. In some implementations, a non-transitory computer
readable storage medium storing one or more programs, the one or more programs comprising
instructions, which, when executed by a device (e.g., the machine 120, (Figures 5 and 19), the
adapter module 100 (Figures 5 and 20), the mobile device 150 (Figures 5 and 21), the server 130
(Figures 5 and 22), or a combination thereof) with one or more processors, cause the computer
system to perform, or control performance of, the operations of any of the methods described
herein. In some implementations, a device (e.g., the machine 120, (Figures 5 and 19), the adapter
module 100 (Figures 5 and 20), the mobile device 150 (Figures 5 and 21), the server 130
(Figures 5 and 22), or a combination thereof) includes means for performing, or controlling

performance of, the operations of any of the methods described herein.

[0011] The subject matter described herein is particularly pointed out and distinctly
claimed in the concluding portion of this specification. Objectives, features, combinations, and
advantages described and implied herein will be more readily understood upon consideration of
the following detailed description of the invention, taken in conjunction with the accompanying

drawings.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Figure 1 is a schematic diagram that shows three zones: a “communication zone”
(e.g., Bluetooth range), an “authorization zone,” and a “payment zone” in accordance with some

implementations.

[0013] Figure 2 is a schematic diagram that shows the three zones of Figure 1 with

multiple users therein in accordance with some implementations.

[0014] Figure 3 is a table that illustrates the hands-free credit or alert user principle in

accordance with some implementations.

[0015] Figure 4 is a flow chart showing the logging received signal strength indicator

(RSSI) information in accordance with some implementations.

[0016] Figure 5 is a block schematic that shows elements of the payment processing
system including, but not limited to, the adapter module, the machine, the mobile device, and

servers, as well as communications therebetween in accordance with some implementations.

[0017] Figure 6 is a block schematic that shows three areas of encryption used (each is
bi-directional) between the adapter module, the machine, the mobile device, and/or servers in

accordance with some implementations.

[0018] Figure 7 is a block diagram that shows communications, messaging, vending
sequence, and purchase flow between the adapter module, the mobile device, and a system

management server in accordance with some implementations.

[0019] Figure 8A is a schematic process flow diagram that shows additional elements
and features of the payment processing system (e.g., communications, messaging, vending
sequence, and purchase flow) when the user enters the “communication zone” (e.g., Bluetooth

range) in accordance with some implementations.

[0020] Figure 8B is a schematic process flow diagram that shows additional elements and
features of the payment processing system (e.g., communications, messaging, vending sequence,
and purchase flow) when the user enters the “authorization zone” in accordance with some

implementations.
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[0021] Figure 8C is a schematic process flow diagram that shows additional elements and
features of the payment processing system (e.g., communications, messaging, vending sequence,

and purchase flow) when the user enters the “payment zone” and, in particular, detailing a hands-
free mode embodiment and a swipe mode embodiment in accordance with some

implementations.

[0022] Figure 8D is a schematic process flow diagram that shows additional elements
and features of the payment processing system (e.g., communications, messaging, vending
sequence, and purchase flow) in a vending transaction including a loop for multiple transactions

in accordance with some implementations.

[0023] Figure 8E is a schematic process flow diagram that shows additional elements and
features of the payment processing system (e.g., communications, messaging, vending sequence,

and purchase flow) in the login mode in accordance with some implementations.

[0024] Figure 8F is a schematic process flow diagram that shows additional elements and
features of the payment processing system (e.g., communications, messaging, vending sequence,
and purchase flow) during boot-up of the adapter module in accordance with some

implementations.

[0025] Figure 8G is a schematic process flow diagram that shows additional elements
and features of the payment processing system (e.g., communications, messaging, vending
sequence, and purchase flow) during an account check/update process in accordance with some

implementations.

[0026] Figures 9A-9E are flow charts that show example steps and features of the
payment processing system (e.g., communications, messaging, vending sequence, and purchase

flow) in accordance with some implementations.

[0027] Figures 10A-10D show a mobile device with a graphical representation of a
mobile application shown thereon, the mobile application being used as part of the mobile-

device-to-machine payment processing system in accordance with some implementations.

[0028] Figure 11 is a perspective view of the in-line dongle adapter module in

accordance with some implementations.
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[0029] Figure 12 is a front plan view of the in-line dongle adapter module of Figure 11 in

accordance with some implementations.

[0030] Figure 13 is a back plan view of the in-line dongle adapter module of Figure 11 in

accordance with some implementations.

[0031] Figure 14 is a side view of the in-line dongle adapter module of Figure 11 in

accordance with some implementations.

[0032] Figure 15 is a first end view of a connector receptacle of the in-line dongle

adapter module of Figure 11 in accordance with some implementations.

[0033] Figure 16 is a second end view of a connector receptacle of the in-line dongle

adapter module of Figure 11 in accordance with some implementations.

[0034] Figure 17 is a perspective view taken from the first end of the in-line dongle
adapter module of Figure 11, the connectors and cables between which the in-line dongle adapter
module is inserted being shown in broken lines for illustrative purposes in accordance with some

implementations.

[0035] Figure 18 is a perspective view taken from the second end of the in-line dongle
adapter module of Figure 11, the connectors and cables between which the in-line dongle adapter
module is inserted being shown in broken lines for illustrative purposes in accordance with some

implementations.

[0036] Figure 19 is a perspective view of the in-line dongle adapter module of Figure 11

within a vending machine in accordance with some implementations.

[0037] Figure 20 is a block diagram of an adapter module in accordance with some
implementations.

[0038] Figure 21 is a block diagram of a mobile device in accordance with some
implementations.

[0039] Figure 22 is a block diagram of a server in accordance with some
implementations.
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[0040] Figure 23 is a schematic flow diagram of a process for authenticating a user to
perform a transaction in the payment processing system in accordance with some

implementations.

[0041] Figure 24A is a block diagram of a packet of information broadcast by the
payment module (sometimes also herein called the “adapter module”) in accordance with some

implementations.

[0042] Figure 24B is a block diagram of an authorization request in accordance with

some implementations.

[0043] Figure 24C is a block diagram of an authorization grant token in accordance with

some implementations.

[0044] Figure 24D is a block diagram of transaction information generated by the

payment module in accordance with some implementations.

[0045] Figure 25A illustrates a schematic flow diagram of a process for providing a

representation of a machine event at a mobile device in accordance with some implementations

[0046] Figure 25B is a schematic flow diagram of a process for processing
acknowledgment information in the payment processing system in accordance with some

implementations.

[0047] Figures 26A-26D illustrate example user interfaces for providing a representation

of a machine event at a mobile device in accordance with some implementations.

[0048] Figures 27A-27B illustrate a flowchart diagram of a method of presenting

representations of payment accepting unit events in accordance with some implementations.

[0049] Figure 28A illustrates a block diagram of an offline-payment operated machine in

accordance with some implementations.

[0050] Figure 28B illustrates signals sampled by the payment module in accordance with

some implementations.

[0051] Figures 29A-29B illustrate a flowchart diagram of a method 1600 of retrofitting
an offline-payment operated machine to accept electronic payments in accordance with some

implementations.
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[0052] Figure 30 illustrates a flowchart diagram of a method of enabling a payment

operated machine to accept electronic payments in accordance with some implementations.

[0053] Like reference numerals refer to corresponding parts throughout the several views

of the drawings.

DETAILED DESCRIPTION

[0054] Disclosed herein is a payment processing system or, more specifically, a mobile-
device-to-machine payment processing system for processing transactions over a non-persistent
network connection. The mobile-device-to-machine payment processing system disclosed herein
focuses on the unattended retail space (e.g., a payment accepting unit 120, sometimes also herein
called a “machine 120”). More specifically, the mobile-device-to-machine payment processing
system disclosed herein allows a user (having a mobile device 150 with a mobile application 140
thereon) to make a cashless purchase from a payment accepting unit 120 (having an adapter

module 100 associated therewith).

[0055] The mobile-device-to-machine payment processing system described herein can
be implemented with one or more of the following features: easy installation feature, a non-
persistent network connection feature; a manual (swipe to pay) mode feature; a hands-free mode

feature; and a multiple vending transactions (multi-vend) feature.

[0056] Easy Installation: Installation is very easy, requires no tools, requires no
configuration, and takes as little as 30 seconds. This is accomplished by using an adapter module
100 (sometimes also herein called “payment module 100”) such as an in-line dongle (a hardware
device with software thereon) design for in-line insertion within a multi-drop bus (MDB) of a
payment accepting unit 120 (e.g., a vending machine) (sometimes also herein called ‘the
machine 1207). Installation is as simple as “powering down” (turning off) the machine 120,
identifying the “wire” that connects with a payment receiving mechanism (e.g., the coin
mechanism), disconnecting the wire (so that there are two loose ends, such as a male connection
end or adapter of an MDB and a female connection end or adapter of an MDB), plugging
(inserting) the adapter module 100 in serial (“in-line”) with the wire (e.g., connecting the MDB
female adapter to a male adapter of the adapter module 100 and connecting the MDB male

adapter to a female adapter of the adapter module 100), tucking the wire and the installed adapter
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module 100 back into position, and “powering up” (turning on) the machine 120. Most vending
machines made since 1995 have this industry standard MDB technology that would allow this
easy 30-second installation. On machines without MDB technology, the adapter module 100 can
be configured or designed to work with other serial protocols or activate a switch. In essence the
adapter module 100 simulates establishing payment on payment accepting unit 120 in much the

same manner as other alternative forms of payment (e.g., cash).

[0057] Non-persistent Network Connection: Although payment accepting units (or
“machines”) that accept only cash (e.g., paper currency and coins) may not require a connection
(persistent or non-persistent) to a network, traditional payment accepting units that accept
cashless payments (e.g., credit cards, debit cards, and alternative mobile device payment
methods using, for example, smart phones) require a persistent connection to a network (wired or
wireless) to facilitate the cashless payments. In other words, without a persistent (ongoing or
accessible on demand) network connection, traditional payment accepting units cannot accept
cashless payments. Most traditional payment accepting units that accept cashless payments
include the technology to accomplish this persistent network connection that allows them to
connect to a remote server. If the network connection to a traditional machine is temporarily
interrupted, cashless payments will be temporarily unavailable. If the machine is located in a
location where no network connection is available, cashless payments is not possible. In addition
to using a mobile device 150 as an intermediary between the payment accepting units 120 and
the server 130, the mobile-device-to-machine payment processing system described herein
minimizes (i.e., the manual mode) or eliminates (i.e., the hands-free mode) user interaction with
the mobile device 150. Further, in some implementations, the mobile-device-to-machine
payment processing system described herein facilitates the acceptance of cashless payments
without requiring any network connection near the payment accepting unit 120. In some
implementations, when the mobile-device-to-machine payment processing system described
herein is located in a remote location where network connection is unavailable, the mobile-

device-to-machine payment processing system, therefore, can still accept cashless payments.

[0058] Manual (Swipe-to-Pay) Mode: Using a “swipe-to-pay” feature (or just “swipe”)
refers to a user’s action implemented on his/her mobile device 150 where he/she quickly brushes
his/her finger (or other pre-determined interaction) on the mobile device’s touch screen 152

(Figures 10A-10D) or other input devices associated with the mobile device 150. From the user’s
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perspective, when the user is within range, a pre-installed mobile application 140 automatically
connects to the payment accepting unit 120 (e.g., a vending machine). The mobile application
140 might display (on the touch screen 152) a prepaid balance that the user “swipes” to transfer
payment to the payment accepting unit 120. The user could observe the transferred funds on the
touch screen 152 of the mobile device 150 and/or on the display 122, 124 (Figure 19) of the
payment accepting unit 120. The transaction is completed just as if cash was inserted in the
machine 120 with the user inputting his selection on the payment accepting unit 120 and the
payment accepting unit 120 dispensing the product or service. After the selection is made, the
change is returned to the mobile device 150 and this may be shown on the touch screen 152 of

the mobile device 150.

[0059] Hands-Free Mode: A “hands-free pay” feature (or just “hands-free”) would most
likely be used with “favorite” payment accepting units 120 (e.g., a frequently used vending
machine at a user’s work or school). From the user’s perspective, he/she would approach the
favorite payment accepting unit 120 and notice that the display 122, 124 (Figure 19) of the
payment accepting unit 120 shows funds available, he/she would select the product or service
using the payment accepting unit’s input mechanisms (e.g., buttons 126 or a touch screen display
124 shown in Figure 19), and he/she would retrieve dispensed services or products. It would be
that simple. More specifically, when the user is within range, a pre-installed mobile application
140 automatically connects to the payment accepting unit 120 (e.g., a vending machine). The
user may leave the mobile device 150 in a pocket, purse, briefcase, backpack, or other carrier. As
the user approaches the payment accepting unit 120 and is in approximately “arm’s-length”
distance (e.g., 3 to 5 feet) of the payment accepting unit 120, the user could observe the
transferred funds on the display 122, 124 (Figure 19) of the payment accepting unit 120. The
transaction is completed just as if cash was inserted into the payment accepting unit 120 with the
user inputting his/her selection on the payment accepting unit 120 and the payment accepting
unit 120 dispensing the product or service. After the selection is made, the change is returned to

the mobile device 150. Figure 3 details when the hands-free mode would be available.

[0060] Multiple Vending Transactions (Multi-Vend): Both the manual and hands-free
modes could be used multiple times in sequence (implemented, for example, as a loop) so that a
user may make multiple purchases. After making his/her first selection and receiving his product

(or service), the user would observe that additional funds were available on the display 122, 124
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(Figure 19) on the payment accepting unit 120. He/she could make another selection (or multiple
selections) and receive additional product(s) (or service(s)). More specifically, the display 122,
124 (Figure 19) may reset as if the transaction is complete, but then, because the user is still
standing in range, the mobile application 140 would send another credit to the payment accepting
unit 120, allowing for a second purchase. When the user walks away, the system clears (e.g.,

returns unused funds to the application 140 on the mobile device 150).

[0061] The features described above, alone or in combination with other features
described herein will revolutionize the hundred billion dollar automated retail industry. The
hardware is very low cost and there are no reoccurring fees because no cellular connection is
required on the machine 120. Using the mobile-device-to-machine payment processing system
described herein, operators of machines 120 can increase frequency of visits by purchasers and

items sold with each visit.

[0062] The mobile-device-to-machine payment processing system described herein may
be implemented as an apparatus, system, and/or method for enabling payments to a machine 120
via a mobile device 150. The mobile-device-to-machine payment processing system may be
better understood with reference to the drawings, but the shown mobile-device-to-machine

payment processing system is not intended to be of a limiting nature.

DEFINITIONS

[0063] Before describing the mobile-device-to-machine payment processing system and
the figures, some of the terminology should be clarified. Please note that the terms and phrases
may have additional definitions and/or examples throughout the specification. Where otherwise
not specifically defined, words, phrases, and acronyms are given their ordinary meaning in the

art. The following paragraphs provide some of the definitions for terms and phrases used herein.

[0064] Adapter Module 100: As shown in Figures 1 and 2, the adapter module 100
(sometimes also herein called the “payment module 1007) is a physical device that is installed in
a machine 120 (a payment accepting unit 120). The shown adapter module 100 is an in-line
dongle (a hardware device with software thereon) device that may be inserted in-line within a
multi-drop bus (MDB) of a machine 120. The adapter module 100 bridges the communication

between the machine 120 and a mobile device 150. Although described as a unique component,
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it should be noted that the adapter module 100 could be implemented as a plurality of devices or
integrated into other devices (e.g., components of a machine 120). In its unique component form,
the adapter module 100 can be easily inserted into a machine 120 so that the machine 120 is able
to perform new features with the assistance of the adapter module 100. Figure 20 shows
components associated with the adapter module 100. As shown in Figure 20, the
communications unit 770 of the adapter module 100 includes short-range communication
capability 776 (e.g., Bluetooth mechanisms). The shown example may be divided into multiple
distinct components that are associated with each other or the example may be incorporated into
or drawn from other technology (e.g., a computer or a payment accepting unit) as long as the
components are associated with each other.

[0065] Mobile Device 150 and Application 140 (also referred to as a “mobile

29 CC

application,” “mobile app,” or “app”): In general, a mobile device 150 may be a user’s personal
mobile device 150. The mobile device 150 (with a mobile application 140 thereon) acts as a
communication bridge between the adapter module 100 (associated with a payment accepting
unit 120) and the server 130. The mobile device 150 and the application 140, however, are not
“trusted” in that the communications (transmissions) it passes are encrypted. Encrypted (secured)
communications are undecipherable (unencryptable, unreadable, and/or unusable) by the mobile
device 150. This keeps the communications passed between the adapter module 100 and the
server 130 secured and safe from hacking. Mobile devices include, but are not limited to smart
phones, tablet or laptop computers, or personal digital assistants (PDAs), smart cards, or other
technology (e.g., a hardware-software combination) known or yet to be discovered that has
structure and/or capabilities similar to the mobile devices described herein. The mobile device
150 preferably has an application (e.g., the application 140) running on it. The term “app” is used
broadly to include any software program(s) capable of implementing the features described
herein. Figures 10A-10D show user interfaces for the application 140 displayed by the mobile
device 150. It should be noted that the phrase “mobile device” can be assumed to include the
relevant app unless specifically stated otherwise. Similarly, it should be noted that an “app” can
be assumed to be running on an associated mobile device unless specifically stated otherwise.
Figure 21 shows components associated with the mobile device 150. The shown example may be

divided into multiple distinct components that are associated with each other or the example may
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be incorporated into or drawn from other technology (e.g., the cell phone itself) as long as the

components are associated with each other.

[0066] Payment accepting unit 120 (or Machine 120): A payment accepting unit 120 (or
the machine 120) is equipment that requires payment for the dispensing of an product and/or
service. Payment accepting units 120 may be vending machines, parking meters, toll booths,
laundromat washers and dryers, arcade games, kiosks, photo booths, toll booths, transit ticket
dispensing machines, and other known or yet to be discovered payment accepting units 120.
Some payment accepting units 120 can accept cashless payments (payments other than cash
(paper currency and coins)) by accepting payment from, for example, credit cards, debit cards,

and mobile devices.

[0067] Network Connections: For purposes of this discussion, a persistent network
connection is a wired or wireless communications connection that is ongoing (e.g., a dedicated
connection, a dedicated online connection, and/or a hardwired connection) or accessible on
demand (e.g., the ability for the machine to make a temporary connection to a server or the
ability for the user to contact a server from his mobile device). Typically the persistent network
connection has been conducted over “long-range communication technology” or “long-range
communication protocol” (e.g., hardwired, telephone network technology, cellular technology
(e.g., GSM, CDMA, or the like), Wi-Fi technology, wide area network (WAN), local area
network (LAN), or any wired or wireless communication technology over the Internet that is
known or yet to be discovered). Traditionally, machines that accept payment other than cash
require a persistent (ongoing or accessible on demand) connection to a network to facilitate
payment. This is true for machines that accept, for example, credit cards and debit cards. The
payment accepting units 120 described herein do not require a traditional persistent network
connection. The user’s mobile device 150 acts as a communication bridge between the adapter
module 100 and the server 130. Communications between user mobile devices 150 and the
servers (e.g., a system management server 130 and/or a funding source server 160) take place
using long-range communication technology. Communications between user mobile devices 150
and the adapter module 100 of the payment accepting unit 120 take place using “short-range
communication technology” or “short-range communication protocol” (e.g., Bluetooth (such as
Bluetooth 4.0, Bluetooth Smart, Bluetooth Low Energy (BLE)), near-field communication
(NFC), Ultra Wideband (UWB), radio frequency identification (RFID), infrared wireless,
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induction wireless, or any wired or wireless technology that could be used to communicate a
small distance (approximately a hundred feet or closer) that is known or yet to be discovered).
Therefore, neither the adapter module 100 nor the payment accepting unit 120 requires a
traditional persistent long-range wireless network connection. The communications technology
shown in the figures may be replaced with alternative like communications technology and,
therefore, specific shown communications technologies are not meant to be limiting. For
example, Wi-Fi technology could be replaced with another long-range communication

technology.

[0068] Server: A server is the host processing server that may be operated by the
company running the payment processing system. For each user, the server 130 preferably
maintains at least one “virtual wallet” having at least one “balance” (which can be $0) of
designated funds for which the server 130 keeps an accounting. The balance may represent, for
example, “cash” or it may be a “promotional value” that represents funds that may be spent
under certain circumstances. If these funds begin to be depleted, the user may be notified (e.g.,
via the application 140 on the mobile device 150) that additional funds need to be designated
and/or transferred. Alternatively, funds from other sources (e.g., the funding source server 160)
may be automatically transferred to restore a predetermined balance. The balance may also be
increased based on a promotion (e.g., points earned or coupons). As shown in Figure 22, the
server includes appropriate processors 950, memory 960 (which would keep an accounting of the
user’s balance in a manner similar to a gift card), and communication systems 970. As shown in
Figure 22, the communications unit 970 of the server 130 includes long-range communication
capability 972 (e.g., cellular technology and/or Wi-Fi mechanisms). The server 130 also includes
a security unit 955 for encrypting and decrypting messages. The server 130 receives an
authorization request (sometimes also herein called an “AuthRequest”) from the adapter module
100 (via a mobile device 150) and, if funds are available, returns an authorization grant
(sometimes also herein called an “AuthGrant” or an “authorization grant token™) for funds.
Figure 22 shows components associated with the server 130. The shown example may be divided
into multiple distinct components that are associated with each other or the example may be
incorporated into or drawn from other technology (e.g., a computer or a main frame) as long as

the components are associated with each other.
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[0069] Advertise Presence: Each adapter module 100 advertises its presence by
broadcasting signals (advertising broadcast signals) to mobile devices in the zones 102, 104, 106.

Each adapter module 100 can listen to other adapter modules’ advertisements.

[0070] Received Signal Strength Indicator (RSSI): The adapter module 100 may have a
self-calibrating signal strength to determine zone thresholds (e.g., a payment zone threshold and
an authentication zone threshold). At the time the user selects an item (product or service) from
the payment accepting unit 120, the Received Signal Strength Indicator (RSSI) is logged. At this
moment, it is presumed the user is within “arm’s-length” (which may be a predetermined length
approximating the distance of a user standing in front of a machine for the purpose of making a
purchase) from the payment accepting unit 120. A mathematical computation (i.e., In-Range
Heuristics) is conducted to derive the optimal RSSI threshold at which point payment should be
triggered by an application 140 on a mobile device 150. The threshold may be payment
accepting unit specific and can vary over a period of time. This optimal zone threshold is

preferably reported to the mobile device 150 during an initial handshake.

[0071] In-Range Heuristics: A mathematical computation that determines the RSSI
threshold to determine when a user is in the authorization zone 104 and/or the payment zone 102.
This computation can take into consideration numerous historical data points as well as
transaction specific information such as which the mobile device 150 is being used, payment
accepting unit type, among other factors. Preferably the RSSI is logged while the user is making
his selection (this is the one time in the entire process that the user definitely will be “in range”
(e.g., they will be arm’s length from the machine 120 because they are physically interacting
with the machine 120). The type of user mobile device 150, accelerometer data (e.g., is the user
moving or stationary), and/or other information may also be logged while the user is making his
selection. The adapter module 100 can give a reference RSSI for the payment zone 102 for the
machine 120, and the application 140 can make a +/- adjustment based on the specific mobile
device 150 on which it is installed. Over a period of time, the payment processing system

continues to improve itself based on additional data points.

[0072] Authorization Request (“AuthRequest:): When a user enters the authorization
zone 104, the mobile device 150 notifies the adapter module 100 and the adapter module 100

sends a secured authorization request (e.g., the encrypted authorization request) as a “message”
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(also referred to as a communication or transmissions) to the server 130 via the mobile device
150. Encryption may be performed by a security unit 755 (Figure 20) with security technology
(e.g., encryption and decryption means) that may be associated with the processing unit 750
and/or the memory 760. Significantly, the AuthRequest is a request for authorization of funds,
not a request for authorization of a transaction. The purpose of the funds is irrelevant to the

server 130.

[0073] Authorization Grant Token (“AuthGrant”): This is a “message” (also referred to
as a communication or transmissions) encrypted by the security unit 955 (Figure 22) with
security technology (e.g., encryption and decryption means) of the server 130 with the unique
private key corresponding to the adapter module 100. The secured authorization grant (e.g., the
encrypted authorization grant) is passed from the server 130 to the adapter module 100 via the
mobile device 150 in the form of a message. The mobile device 150, however, is not able to
decrypt and/or read the message. The authorization grant is in response to the authorization
request. The amount of the funds granted by the AuthGrant may be determined by factors
including, but not limited to, the amount of funds available (or, if funds are not available, a mini-
loan could be granted), a pre-authorized amount (e.g., set by the server, set by the user during
set-up, set by the funding source, or a standard amount), limited by time (e.g., only a certain
amount per hour, or a predetermined amount at specific times of the day), limited to the
maximum amount of an item on the machine (or enough for two or three items in the machine),
or one or more of these and other factors. Significantly, the AuthGrant makes the funds
available, but does not authorize a transaction. The AuthGrant may have an associated expiration
period in that it may expire if it is not used in a pre-determined time period. The length of time
before the AuthGrant expires may be determined by factors including, but not limited to, the
trustworthiness of the user (e.g., the user has a long history with the payment processing system
or some known provider (e.g., credit card provider, bank, or credit union), the user has a good
credit rating, or the user has a large wallet balance), a pre-authorized time period (e.g., set by the
server, set by the user during set-up, set by the funding source, or a standard time period), limited
by time (e.g., predetermined time periods at specific times of the day such as longer times during
breakfast, lunch, and dinner), limited by the machine or the products or services sold in the
machine, limited by the number of other users near the machine (e.g., if it is a crowded machine,

the AuthGrant may expire faster), or one or more of these and other factors. The AuthGrant
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remains valid until it expires or some other event occurs to end its validity (e.g., the user cancels
it). This means that under normal circumstances the mobile device 150 will hold the AuthGrant

authorizing use of funds for a pre-determined time period that will allow the user sufficient time
to make a purchase. The authorized amount may be considered to be the “wallet balance” that is

held in a virtual “wallet.”

[0074] Synchronization: Time may be synchronized to the adapter module 100 from the
server 130. The server 130 sends time information with encrypted messages and the adapter

module 100 uses the time encoded in the messages for synchronization.

[0075] The mobile-device-to-machine payment processing system and components
thereof may have associated hardware, software, and/or firmware (a variation, subset, or hybrid

of hardware and/or software). The term “hardware” includes at least one “processing unit,”

2% 2%

“processor,” “computer,” “programmable apparatus,” and/or other known or yet to be discovered
technology capable of executing instructions or steps (shown as the processing unit 750 in Figure

20, the processing unit 850 in Figure 21, and the processing unit 950 in Figure 22). The term

29 CC 2%

“software” includes at least one “program,” “subprogram,” “series of instructions,” or other
known or yet to be discovered hardware instructions or hardware-readable program code.
Software may be loaded onto hardware (or firmware) to produce a “machine,” such that the
software executes on the hardware to create structures for implementing the functions described
herein. Further, the software may be loaded onto the hardware (or firmware) so as to direct the
mobile-device-to-machine payment processing system (and components thereof) to function in a
particular manner described herein or to perform a series of operational steps as described herein.
“Hardware” such as the adapter module 100, the mobile device 150, and the payment accepting
unit 120 may have software (e.g., programs and apps) loaded thereon. The phrase “loaded onto
the hardware” also includes being loaded into memory (shown as the memory 760 in Figure 20,
the memory 860 in Figure 21, and the memory 960 in Figure 22) associated with or accessible by
the hardware. The term “memory” is defined to include any type of hardware (or other
technology) -readable media (also referred to as computer-readable storage medium) including,
but not limited to, attached storage media (e.g., hard disk drives, network disk drives, servers),
internal storage media (e.g., RAM, ROM, EPROM, FLASH-EPROM, or any other memory chip
or cartridge), removable storage media (e.g., CDs, DVDs, flash drives, memory cards, floppy

disks, flexible disks), firmware, and/or other known or yet to be discovered storage media.
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Depending on its purpose, the memory may be transitory and/or non-transitory. Appropriate

29 CC 2%

“messages,” “communications,” “signals,” and/or “transmissions” (that includes various types of
information and/or instructions including, but not limited to, data, commands, bits, symbols,
voltages, currents, electromagnetic waves, magnetic fields or particles, optical fields or particles,

29 CC

and/or any combination thereof) over appropriate “communication paths,” “transmission paths,”
and other means for signal transmission including any type of connection between two elements
on the payment processing system (e.g., the adapter module 100, the mobile device 150, the

payment accepting unit 120, hardware systems and subsystems, and memory) would be used as

appropriate to facilitate controls and communications.

[0076] It should be noted that the terms “programs” and “subprograms” are defined as a
series of instructions that may be implemented as software (i.e. computer program instructions or
computer-readable program code) that may be loaded onto a computer to produce a “machine,”
such that the instructions that execute on the computer create structures for implementing the
functions described herein or shown in the figures. Further, these programs and subprograms
may be loaded onto a computer so that they can direct the computer to function in a particular
manner, such that the instructions produce an article of manufacture including instruction
structures that implement the function specified in the flow chart block or blocks. The programs
and subprograms may also be loaded onto a computer to cause a series of operational steps to be
performed on or by the computer to produce a computer implemented process such that the
instructions that execute on the computer provide steps for implementing the functions specified
in the flow chart block or blocks. The phrase “loaded onto a computer” also includes being
loaded into the memory of the computer or a memory associated with or accessible by the
computer. Separate, albeit interacting, programs and subprograms may be associated with the
adapter modules 100, the server 130, and the mobile device 150 (including the mobile
application 140) and these programs and subprograms may be divided into smaller subprograms

to perform specific functions.

2% 2%

[0077] The terms “messages,” “communications,” “signals,” and/or “transmissions”

include various types of information and/or instructions including, but not limited to, data,
commands, bits, symbols, voltages, currents, electromagnetic waves, magnetic fields or particles,
optical fields or particles, and/or any combination thereof. Appropriate technology may be used

29 CC

to implement the “communications,” “signals,” and/or “transmissions” including, for example,
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2%

transmitters, receivers, and transceivers. “Communications,” “signals,” and/or “transmissions”
described herein would use appropriate technology for their intended purpose. For example,
hard-wired communications (e.g., wired serial communications) would use technology
appropriate for hard-wired communications, short-range communications (e.g., Bluetooth) would
use technology appropriate for close communications, and long-range communications (e.g.,
GSM, CDMA, Wi-Fi, or the like) would use technology appropriate for remote communications
over a distance. Appropriate security (e.g., SSL or TLS) for each type of communication is
included herein. The security units 755 and 955 include technology for securing messages. The
security technology may be, for example, encryption/decryption technology (e.g., software or
hardware). Although encryption/decryption is discussed primarily as being performed using a
unique private key, alternative strategies include, but are not limited to encryption/decryption
performed using public/private keys (i.e., asymmetric cryptography), or other
encryption/decryption strategies known or yet to be discovered. Appropriate input mechanisms
and/or output mechanisms, even if not specifically described, are considered to be part of the
technology described herein. The communications unit 770 (shown in Figure 20) of the adapter
module 100 is shown as including appropriate input and output mechanisms 772, 774 that may
be implemented in association (e.g., directly or indirectly in functional communication) with
male and female adapters 720, 730 of the adapter module 100. The communications unit 870
(shown in Figure 21) of the mobile device 150 includes mechanisms for both long-range
communications (shown as the long-range communication capability 872 such as cellular and/or
Wi-Fi mechanisms) for communicating with the server 130 and short-range communications
(shown as the short-range communication capability 876 such as Bluetooth mechanisms) for

communicating with the adapter module 100.

2%

[0078] When used in relation to “communications,” “signals,” and/or “transmissions,”

the terms “provide” and “providing” (and variations thereof) are meant to include standard
means of provision including “transmit” and “transmitting,” but can also be used for non-

2%

traditional provisions as long as the “communications,” “signals,” and/or “transmissions” are

“received” (that can also mean obtained). The terms “transmit” and “transmitting” (and
variations thereof) are meant to include standard means of transmission, but can also be used for

2%

non-traditional transmissions as long as the “communications,” “signals,” and/or “transmissions”

are “sent.” The terms “receive” and “receiving” (and variations thereof) are meant to include
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standard means of reception, but can also be used for non-traditional methods of obtaining as

2%

long as the “communications,” “signals,” and/or “transmissions” are “obtained.”

2

[0079] The term “associated” is defined to mean integral or original, retrofitted, attached
connected (including functionally connected), positioned near, and/or accessible by. For
example, if the user interface (e.g., a traditional display 122 (Figure 19), a touch screen display
124 (Figure 19), a key pad 126 (Figure 19), buttons 126 (Figure 19, shown as part of the key pad
126), a keyboard (not shown), and/or other input or output mechanism) is associated with a
payment accepting unit 120, the user interface may be original to the payment accepting unit
120, retrofitted into the payment accepting unit 120, attached to the payment accepting unit 120,
and/or a nearby the payment accepting unit 120. Similarly, adapter modules 100 may be
associated with payment accepting units 120 in that the adapter modules 100 may be original to
the payment accepting unit 120, retrofitted into the payment accepting unit 120, attached to the

payment accepting unit 120, and/or a nearby the payment accepting unit 120.

SYSTEM OVERVIEW

[0080] Figures 5, 6, and 7 together show major components of the mobile-device-to-

machine payment system and the interactions there-between.

[0081] As shown, the adapter module 100 functionally connected bi-directionally to the
payment accepting unit 120 via a wired serial connection such that no security is necessary. The
adapter module 100 is also functionally connected bi-directionally to the mobile device 150 (and
its installed mobile application 140) via short-range communication technology (e.g., a Bluetooth
connection). Because the mobile device 150 is not a “trusted” link (e.g., it could be hacked by a
user), only secured communications (transmissions) are passed between the adapter module 100
and the mobile device 150. This keeps communications secured and safe from hacking. The
mobile device 150 (and its installed mobile application 140) is also functionally connected bi-
directionally to a system management server 130 and/or a funding source server 160 via long-
range communication technology (e.g., Wi-Fi or Cellular connection) that preferably has
appropriate security (e.g., SSL security). Security between the mobile device 150 and the system
management server 130 has the advantage of protecting communications from the mobile device
150 to the system management server 130 that may include sensitive data and may not be

encrypted. The system management server 130 and the funding source server 160 may be
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connected via a wired Internet connection with SSL security. The system management server
130 may be connected via a wired Internet connection with SSL security to an operators’ server
170. Although not necessary to implement a purchase transaction, for other purposes (e.g.,
inventory), the operators’ server 170 may be connected to the payment accepting unit 120 using

a handheld computer sync or a cellular connection.

[0082] Also, a unique private key may be used to securely transmit encrypted messages
between the adapter module 100 and the system management server 130 (although the encrypted
transmissions would most likely be routed through the mobile device 150). The server 130 stores
a private key for each adapter module 100, and this key is only known to the adapter module 100
and the server 130. No intermediary is privy to this key (especially not the mobile device 150).
When the adapter module 100 and the server 130 communicate messages (e.g., AuthRequest and
AuthGrant), the security unit 755 of the adapter module 100 encrypts the message with its
private key and passes the message to the mobile device 150. The mobile device 150 (which
preferably cannot decrypt the message) passes the encrypted message to the server 130. The
server 130 is able to decrypt the message using the security unit 955 of the adapter module 100
and the unique private key. The security unit 955 of the server 130 uses this same unique private
key to encrypt messages to the adapter module 100 and sends the message to the mobile device
150 to relay to the adapter module 100 that is able to decrypt the message using the security unit
755 of the adapter module 100 and the unique private key.

[0083] Figure 7 shows specific communications and messaging with a vending sequence
(the numbers to the left of the communications and messaging) between the adapter module 100,
the mobile device 150, and the system management server 130. These communications are
discussed in more detail in the discussion pertaining to the schematic flow diagrams (Figures 8A-

8G) and the flow charts (Figures 9A-9E).

[0084] It should be noted that Figures 5, 6, and 7 are examples, and are meant to help in
the understanding of the mobile-device-to-machine payment system. For example, the shown
long-range communications technology may be replaced with alternative long-range
communications technology known or yet to be discovered, the shown short-range
communication technology may be replaced with alternative short-range communication

technology known or yet to be discovered, and the shown security may be replaced with
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alternative security known or yet to be discovered. The shown connections are meant to be
examples, and there may be intermediaries that are not shown. The shown components have been
simplified in that, for example, only one mobile device 150 (or machine 120, adapter module
100, or server 130) is shown where many may be included. Finally, the order of the steps may be

changed and some steps may be eliminated.

ADAPTER MODULE

[0085] Figures 11-18 show views of adapter module 100a (referred to generally as
adapter module 100). Adapter module 100 is a relatively low cost hardware component that is
pre-configured to work with the industry standard multi-drop bus (MDB). On machines without
MDB technology, the adapter module 100 can be configured or designed to work with other
serial protocols or activate a switch. In essence the adapter module 100 simulates establishing
payment on payment accepting unit 120 in much the same manner as other alternative forms of

payment (e.g., cash).

[0086] The shown adapter modules 100 are preferably designed to be used as an in-line
dongle for in-line insertion within, for example, a MDB of a machine 120. The wire used in
MDB technology uses male and female connection ends or adapters to allow the attachment of
peripherals. In the case of a vending machine, the wire with the connection ends or adapters
would be present to allow the attachment of a payment receiving mechanism (e.g., a coin
mechanism). The MDB male and female adapters 700, 710 may be separated (as shown in
Figures 17-18). The adapter module 100a in Figures 11 and 17-18 has a male adapter 720 and a
female adapter 730. The adapter module 100a may be plugged (inserted) in serial (“in-line”) with
the wire. For example, the MDB female adapter 710 may be connected to the male adapter 720
of the adapter module 100 and the MDB male adapter 700 may be connected to the female
adapter 730 of the adapter module 100. The resulting in-line configuration is shown in Figure 19.
It should be noted that the adapter modules 100 are designed to allow pass-through
communications so that if the mobile-device-to-machine payment processing system is not
enabled (e.g., for a particular purchase or simply turned off) the MDB functions as though the

adapter module 100 is not there and the machine 120 can function normally.
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HANDS-FREE MODE

[0087] Summarily, if it is available, a hands-free mode, from the user’s perspective,
would allow the user to approach a favorite payment accepting unit 120 and notice that the
display (e.g., the displays 122 or 124 shown in Figure 19) associated with the payment accepting
unit 120 shows funds available (e.g., the wallet balance), he would select the product or service
using input mechanisms (e.g., buttons 126 or a touch screen display 124 shown in Figure 19)
associated with the payment accepting unit 120, and he would retrieve his dispensed services or

products.

[0088] During an initial handshake with the mobile device 150 (when the user is within
range), the adapter module 100 reports to the mobile device 150 whether or not hands-free mode
is available. If it is available, the installed mobile application 140 automatically connects to the
payment accepting unit 120 without the user having to interact with the mobile device 150. The
user observes that funds are available on the display 122, 124 of the payment accepting unit 120
and completes the purchase transaction as if cash was inserted in the machine 120 by inputting
his selection on the payment accepting unit 120. The payment accepting unit 120 dispenses the

product or service. After the selection is made, the change is returned to the mobile device 150.

[0089] Whether hands-free payment is available is determined by factors including, but
not limited to whether if other mobile devices 150 are in range, if other adapter modules 100 are
in range, if there are any alerts, if the payment trigger threshold is having wide variances and so
deemed unstable, or if the payment accepting unit operator (e.g., a vending machine operator)
has opted to disable hands-free mode for the payment accepting unit 120. In the latter instance,
operators can disable via a maintenance mobile device 150, as well as through the operators’

server 170 and/or the system management server 130.

[0090] Figure 3 is a table that shows considerations, conditions, or factors that may be
used to determine whether the hands-free pay feature is available. Starting at the “Favorite?”
column, this indicates whether the payment accepting unit 120 is a favorite machine. Preferably
the hands-free pay feature is only available for use with “favorite” payment accepting units 120
(e.g., a vending machine at work or school). The “Alert” column has to do with whether there is
some reason (e.g., there are too many users in range) that the hands-free pay feature should not

work and, if there is such a reason, the user will be notified (alerted) and may be able to use the
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manual mode to resolve the alert and/or complete the transaction. Figure 3 shows situations in
which a user is or is not able to make hands-free purchases from a machine 120 using a mobile
application 140 on his mobile device 150. It should be noted that the shown interface is an
example. For example, some of the features could be automated or pre-selected. (It should be
noted that the left hand column, the “Tab” column, relates to whether the selected tab on the
mobile application 140 is “all” or “favorite.” Figures 10A-10D all show these tabs. Unlike the
other columns in Figure 3, this column has more to do with the functionality and view of the
application 140 than specifically with the hands-free feature. The tabs would allow a user to
select whether he wanted to be alerted when he was in range of all payment accepting units 120
or just “favorite” payment accepting units 120 and the application 140 would show the

appropriate view.)

[0091] Balance Display: An optional feature of the mobile-device-to-machine payment
system that is particularly helpful in the hands-free mode (although it may be available in the
manual mode and/or in a multiple-vend scenarios) is when the user’s mobile device 150 sends
“credit” to the payment accepting unit 120 (either via hands-free payment or through a manual
swipe), the wallet balance is sent to the payment accepting unit 120 that is then displayed to the
user on a display 122, 124 of the machine 120. This is particularly beneficial during hands-free
mode when the user does not retrieve the mobile device 150 and, therefore, may not know the
balance. Also, in a multiple-vend scenario the user would not have to calculate a remaining

balance.

[0092] An example of a hands-free, multiple-vend scenario where a balance is displayed
by the payment accepting unit 120, follows: The user has $5.00 in his/her virtual wallet as that is
the amount that has been authorized (the AuthGrant being stored on the mobile device 150). The
user walks up to the payment accepting unit 120 and $5.00 is displayed on the display 122, 124
of the payment accepting unit 120 since hands-free mode was enabled and credit was sent (e.g.,
via the short-range communication capability) to the payment accepting unit 120. The user
makes a selection of $1.50 by interacting (e.g., pressing buttons) with the machine 120. The item
(product or service) is dispensed and the “change” is “returned” (e.g., via the short-range
communication capability) to the virtual wallet. But since the user is still standing in the payment
zone 102, the remaining wallet balance of $3.50 is sent to the payment accepting unit 120 and

displayed so that the user can now see that he/she has a $3.50 balance. (It should be noted that
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the authorized funds may remain on the machine 120 and not be transferred back to the mobile
device 150 between transactions.) The user decides to purchase a $1.50 item, and the transaction
is completed as usual (e.g., by interacting with the machine 120). Now the user is still standing in
the payment zone 102 and he/she sees the wallet balance of $2.00 on the display 122, 124 of the
payment accepting unit 120. The user decides that he/she does not wish to purchase anything else
and simply walks away. As he/she walks out of the payment zone 102, the credit is cleared from
the machine 120, but he/she is left with the knowledge that his wallet balance is $2.00 even
though he/she never touched the mobile device 150. Communications between the payment
accepting unit 120 and the adapter module 100 (via the mobile device 150) handle the
accounting incidental to the transaction. The remaining balance ($2.00) is technically stored on

the server 130, and may be reflected on the application 140 on the mobile device 150.

MULTIPLE DISTINCT ZONES

[0093] As shown in Figures 1-2, the functions performed by the adapter module 100 can
be divided into distinct zones: a first “communication zone” (e.g., “Bluetooth range” 106), a
second “authorization zone” 104, and a third “payment zone” 102. The payment zone 102 is
smaller than or equal to (overlapping completely) the authorization zone 104. Put another way,
the payment zone 102 is within or coextensive with the authorization zone 104. The payment
zone 102 is a subset of the authorization zone 104 with a ratio of the payment zone 102 to the
authorization zone 104 ranging from 0.01:1 to 1:1. It is not necessarily a fixed ratio and can vary
between different payment accepting units 120, different mobile devices 150, different users, and
over time. While the zones 102, 104, 106 are depicted as having a uniform shape, the zones may
not necessarily be uniform (or constant over time) in that the shape can vary. For example, the
shape of the Bluetooth range 106 may vary depending on environmental conditions such as

obstacles in the room and payment accepting unit 120 door/wall materials.

[0094] Bluetooth Range 106 (sometimes also herein called the “communication zone”):
The outermost range is the Bluetooth range 106 (shown in Figures 1-2). This is the area in which
the adapter module 100 is able to broadcast its presence. In most situations, the Bluetooth range
106 is a passive range in that no actual data is exchanged between the mobile device 150 and the
adapter module 100. While in the Bluetooth range 106, the mobile device 150 monitors the RSSI
(Received Signal Strength Indicator).
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[0095] Authorization Zone 104: The middle region is the authorization zone 104 (shown
in Figures 1-2). This is a computed area based on the RSSI. As mentioned, the mobile device 150
monitors the RSSI while it is in the Bluetooth range 106. When the RSSI reaches a certain
predetermined threshold based on In-Range Heuristics, the mobile device 150 can be considered
to be in the authorization zone 104. In the authorization zone 104 the mobile device 150
establishes a connection to the adapter module 100 (e.g., a Bluetooth connection (Figure 5) with
SSL protection (Figure 6)) and informs the adapter module 100 of its presence. After a
successful handshake with the adapter module 100, the mobile device 150 registers the adapter
module 100 and the adapter module 100 requests an authorization to the server 130 via the
mobile devices’ network connection (e.g., a Wi-Fi or cellular connection (Figure 5) with SSL
protection (Figure 6)). It is important to note the mobile device 150 and the adapter module 100
have a non-exclusive relationship at this point. The adapter module 100 may collect registrations

for all mobile devices 150 that are within the authorization zone 104,

[0096] An authorization occurs in preparation for when the user enters the payment zone
102 (shown in Figures 1-2). An authorization expires in a set period of time (for example, five
minutes), so if the mobile device 150 is still in the authorization zone 104 at the time of
expiration, the adapter module 100 submits for and receives another authorization. This will
continue for a set number of times (for example, the limit may be three times to limit cases of
numerous authorizations for a mobile device that may remain in the authorization zone 104 for
an extended period of time without completing a transaction). Should authorization fail (for
instance if the limit had been reached) prior to the user entering the payment zone 102, the
adapter module 100 will request authorization when the mobile device 150 enters the payment

zone 102 (which adds a few seconds to the experience).

[0097] Payment Zone 102: As a user enters the payment zone 102, the mobile device 150
establishes exclusive control of the adapter module 100. Once established, any other user in the

payment zone 102 is put into a “waiting” status.

[0098] In the payment zone 102, the payment can be triggered automatically if the
payment processing system has and is in hands-free mode. In such instances, the mobile device
150 is running the application 140 in background mode and will send credit to the payment

accepting unit 120 without any explicit user interaction. The user completes the transaction on
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the payment accepting unit 120 in much the same manner as if cash had been inserted into the
payment accepting unit 120 to establish credit. After the user completes the transaction (that may
include one or more purchases), details of the transaction are preferably returned to the mobile
device 150 and server 130 in separate messages. The message to the server 130 is preferably
encrypted with the adapter module’s 100 private key (Figure 6) to ensure data integrity. As
shown in Figure 7, the “private key” coded message (Encrypted VendDetails) is preferably sent
via the mobile device 150. The message to the mobile device 150 may be sent solely for the
purpose of closing the transaction. The transaction history and balance are updated server-side

via the encrypted message sent to the server 130.

[0099] The other mode of operation is manual mode. In manual mode, the user launches
the mobile device 150 and is able to swipe to send payment to the payment accepting unit 120.
The user can also swipe back to cancel the payment. Like in hands-free mode, the purchase
transaction is completed on the payment accepting unit 120 in the same manner as if cash were
inserted into the payment accepting unit 120. The mobile device 150 is only used to send

payment. Selection is made directly on the payment accepting unit 120.

[00100] Self-Calibrating Zone Threshold: A key, but optional feature, of the payment
processing system is a self-calibrating payment zone RSSI threshold. Because RSSI can vary
machine to machine, environment to environment, and device to device, having a fixed threshold
at which payment is triggered can be problematic. The approach suggested herein is the creation
of a self-calibrating threshold. When the user is interacting with the payment accepting unit 120
(such as when he makes his selection on the payment accepting unit 120), the payment accepting
unit 120 notifies the adapter module 100 and the adapter module 100 logs the conditions such as
RSSI, type of user mobile device 150, accelerometer data, and other information. It is at this
point that it can be ascertained safely that the user is within arm’s-length from the payment
accepting unit 120 (by necessity the user is arm’s-length because he is making some physical
interaction with the payment accepting unit 120). This is the only point in the entire transaction
in which it can be certain that the user is within arm’s-length from the payment accepting unit

120.

[00101] Figure 4 shows a simplified set of steps involved when users enter the payment

zone 102. Specifically, Figure 4 shows that credit is established 200 (this may have been done in
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the authorization zone 104, but if not it would be handled in the payment zone 102), that the user
makes a selection using the machine 202, that the machine notifies the adapter module of the
selection 204, that the adapter module (optionally) logs the RSSI 206, and that the purchase
process(es) continues 208. Using the historically logged RSSI data, the adapter module 100
calculates one of several “average” RSSI using various mathematical models. This “average”
could be a traditional average, a moving average, a weighted average, a median, or other similar
summary function. The adapter module 100 could pre-process the historical data before running

the function, such as to eliminate top and bottom data points, suspect data points, etc.

[00102] Optionally, during the handshake between the mobile device 150 and the adapter
module 100, the information transmitted to the adapter module 100 may include, for example,
the model of the mobile device 150. Using the received information pertaining to the mobile
device models, the adapter module 100 can create multiple payment thresholds, one for each
mobile device model. This allows for variances that may be inherent in different types of
Bluetooth radios. An alternative to this method is for the adapter module 100 to broadcast a
baseline payment zone threshold, and the mobile device 150 can use an offset from this baseline
based on its specific model type. The payment zone thresholds (or baseline offsets) can be
unique to specific types of mobile devices (e.g., by manufacturer, operating system, or

component parts), models of mobile devices, or individual mobile devices (unique to each user).

[00103] In a typical scenario in which the payment zone threshold has been calibrated, the
adapter module 100 advertises its presence along with the threshold at which it considers any
mobile device 150 to be in the authorization zone 104. This is a one-way communication from
adapter module 100 to mobile device 150. Once the mobile device 150 enters the authorization
zone 104, there is a handshake that is established between the adapter module 100 and the
mobile device 150. During this handshake, the mobile device 150 can share its model
information with the adapter module 100, and the adapter module 100 can return the payment

zone 102 threshold for that specific model.

[00104] Optionally, in addition to calibrating the payment zone threshold, the adapter
module 100 can apply the self-calibrating model to the authorization zone 104 to calibrate the
authorization zone threshold. As with the payment zone thresholds, the authorization zone

thresholds can be unique to specific types of mobile devices, models of mobile devices, or

104402-5075-US 29
Petitioner Exhibit 1002-0046



individual mobile devices. In this scenario, the adapter module 100 would broadcast multiple
thresholds by device type and the mobile device 150 would determine which threshold to apply
(or alternatively broadcast a baseline and the mobile device 150 uses an offset based on its

device model). Even in this scenario, the authorization zone 104 is a one-way communication.

[00105] Optionally, along with the threshold that is calculated (in the payment and/or the
authorization zone(s)), a safety margin can be added to minimize scenarios in which a user is
within range, but the mobile-device-to-machine payment processing system does not recognize it
because the threshold may not have been reached. For example, if the calculated RSSI for an
iPhone™ 5 on machine 4567 is -68 db, the mobile-device-to-machine payment processing
system may add a safety margin of -5 db, and establish the threshold at -73 db. So when a user’s
phone is communicating with the adapter module 100 at an RSSI of -73 db or better, the mobile-
device-to-machine payment processing system will allow the mobile device 150 to credit the
payment accepting unit 120. The safety margin can be set on the server 130 and downloaded to

the adapter module 100, or set on the mobile device 150, or set on the adapter module 100 itself.

[00106] Optionally, in the payment zone threshold, the mobile device 150 can use other
data to determine when to cancel the exclusive control of the payment accepting unit 120, to
identify when the user is moving out of the payment zone 102. External data could include
accelerometer data from the mobile device 150. Using that data, the mobile device 150 can
determine whether the user is standing relatively still in front of the payment accepting unit 120,

or if the user is in motion — effectively walking away from the payment accepting unit 120.

SIGNAL UNAVAILABILITY ADAPTATION

[00107] The mobile-device-to-machine payment processing system described herein uses
a mobile device’s 150 short-range communication technology (e.g., Bluetooth mechanisms)
(shown as short-range communication capability 876 in Figure 21) and a mobile device’s 150
long-range communications technology (e.g., cellular and/or Wi-Fi mechanisms) (shown as
long-range communication capability 872 in Figure 21). The short-range communication
capability 876 communicates with the adapter module’s 100 short-range communication
technology (e.g., Bluetooth mechanisms) (shown as short-range communication capability 776 in
Figure 20). The long-range communication capability 872 communicates with the server’s 130

long-range communications technology (e.g., cellular and/or Wi-Fi mechanisms) (shown as
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long-range communication capability 972 in Figure 22). The mobile device 150 (with a mobile
application 140 thereon) acts as a communication bridge between the adapter module 100
(associated with a payment accepting unit 120) and the server 130. This process is described

herein and works properly if there is cellular or Wi-Fi coverage within the payment zone 102.

[00108] One option if there is no cellular or Wi-Fi coverage within the payment zone 102
is to determine whether there is cellular or Wi-Fi coverage within the authorization zone 104 or
the Bluetooth range 106. If there is, then the sizes of the zones 102, 104, 106 could be adapted
and the timing could be adapted. For example, if the mobile devices 150 detected problems with
the cellular or Wi-Fi coverage within the payment zone 102, the user could carry his mobile
device 150 into the other zones (or the mobile device 150 could use short-range communication
technology to communicate with other mobile devices 150 within the authorization zone 104 or
the Bluetooth range 106) to determine whether the zones have cellular or Wi-Fi coverage. If they
do have coverage, communication between the mobile device 150 and the server 130 can be
advanced (conducted earlier when the mobile device 150 is further from the machine 120) or
delayed (conducted later when the mobile device 150 is further from the machine 120). This can
be thought of as changing the size or shapes of the zones 102, 104, 106. The timing would also
have to be adjusted so that the authorization of funds (AuthGrant) does not expire before the user
has a chance to make a purchase. It also means that balance updates to the server 130 may
happen after the user has moved away from the machine 120 and has cellular or Wi-Fi coverage

again.

[00109] Another option if there is no cellular or Wi-Fi coverage within any of the zones
102, 104, 106 is for the user to obtain authorization while outside of the zones in a place with
cellular or Wi-Fi coverage. This may occur, for example, if a user knows that he will be going to
a place with a payment accepting unit 120 equipped with an adapter module 100 (perhaps to a
favorite payment accepting unit 120) that does not have (or rarely has) cellular or Wi-Fi
coverage. A user may also use the mobile application 140 to query payment accepting units 120
in a given range (e.g., within 50 miles) or at a given location (e.g., at a campground or in a
particular remote city) to determine whether there is cellular or Wi-Fi coverage within the zones
102, 104, 106. The user can then obtain pre-authorization from the server 130 using the mobile
application 140. Again, the timing would also have to be adjusted so that the authorization of

funds (AuthGrant) does not expire before the user has a chance to make a purchase. It also means
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that balance updates to the server 130 may happen after the user has moved away from the
machine 120 and has cellular or Wi-Fi coverage again. A mobile-device-to-machine payment
system having the ability to implement this option would be able to accept cashless payments
without requiring any network connection near the payment accepting unit 120. In some
implementations, the mobile-device-to-machine payment processing systems described herein is
located in a remote location where no signal is available, therefore, can accept cashless

payments.

[00110] As an example of a situation in which there might be no cellular or Wi-Fi
coverage within any of the zones 102, 104, 106 of a particular payment accepting unit 120, the
user (a teenager) may be traveling to a remote location to attend summer camp where there is no
cellular or Wi-Fi coverage. The camp may have several payment accepting units 120 (e.g., a
machine that creates a dedicated “hot spot” that requires payment for use, vending machines, or
machines for renting equipment such as bikes, kayaks, or basketballs). The camp facility might
notify parents that the mobile-device-to-machine payment system is available. The parents, while
at home, could obtain authorization for a particular amount (that could be doled out a certain
amount per day or limited to type of machine or location) to be authorized and “loaded” into the
user’s mobile device 150 and specify that the authorization will not expire for a certain period or
until a certain date. Thereafter, while at camp, the user could use the mobile application 140 on
his mobile device 150 in a manner similar to those discussed elsewhere herein. Short-range
communications may be used for communications between the adapter modules 100 (associated

with the machines 120) and users’ mobile devices 150.

[00111] One subtle but powerful component of the payment processing system described
herein is that it requires a long-range communication capability (e.g., an Internet or cellular
network connection) only in the authorization zone 104 and only for the time period required to
send the AuthRequest and receive the AuthGrant. Once a valid AuthGrant is received by the
mobile device 150, the long-range communication capability (e.g., an Internet or cellular
network connection) is not required by either the mobile device 150 or the adapter module 100 in
the payment zone 102 as long as the AuthGrant is valid (unexpired). This mechanism allows the
system to seamlessly handle authenticated transactions in (temporary) offline mode, with the
deferred acknowledgement and transaction messages performing the bookkeeping and cleanup

when network connection is regained. The alternatives described above provide a unique way to

104402-5075-US 32
Petitioner Exhibit 1002-0049



artificially extend the authorization zone to include any location where the mobile device 150

can communicate with the server 130.

MULTIPLE USER RESOLUTION

[00112] As shown in Figure 2, in one practical scenario, multiple users are in the zones
102, 104, 106. As shown in Figure 2, users 1, 2, and 3 are in the payment zone 102 near the
machine 120; users 5 and 6 are shown as positioned between the authorization zone 104 and the
Bluetooth range 106; users 4 and 7 are in the Bluetooth range 106, user 10 is positioned on the
edge of the Bluetooth range 106; and users 8 and 9 are positioned outside of Bluetooth range
106. In some implementations, the mobile-device-to-machine payment processing system

manages and resolves issues pertaining to multiple users.

[00113] Users 4 and 7 are within the Bluetooth range 106 and the user 10 is either entering
or leaving the Bluetooth range 106. Within the Bluetooth range 106 the users” mobile devices
150 are able to see the adapter module’s 100 advertisement. In this zone, the mobile device 150
preferably does not initiate a connection. The adapter module 100 is preferably unaware of the
users in the Bluetooth range 106. All the adapter module 100 is doing is advertising its presence

to any multitude of users that may be in Bluetooth range 106.

[00114] The adapter module 100 begins to log users as the users (and their respective
mobile devices 150) enter the authorization zone 104 (shown in Figure 2 as users 5 and 6). At
this point, there is a non-exclusive connection initiated by the mobile device 150 to the adapter
module 100. It does a handshake (e.g., to exchange information needed to obtain authorization
and, optionally, to log information needed for a self-calibrating authorization zone threshold) and
the mobile device 150 contacts the server 130 for an authorization (e.g., sending an AuthRequest
and receiving an AuthGrant). The adapter module 100 registers all mobile devices 150 that have
requested and received AuthGrants. The adapter module 100 continues communicating with any
other mobile device 150 that enters the authorization zone 104. After initial contact, the adapter
module 100 may provide the mobile device 150 with a deferral delay of when to check back in
with the adapter module 100 allowing opportunity for other mobile devices 150 to communicate

with the adapter module 100.
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[00115] If there is only one user in the payment zone 102, a purchase transaction may be
performed. If there are multiple users in the payment zone 102, the mobile-device-to-machine

payment system must handle the situation.

[00116] One optional solution for handling the situation of the multiple users in the
payment zone 102 is queuing users in the payment zone 102. Once any mobile device 150 enters
the payment zone 102, it establishes exclusivity to a particular mobile device 150 (e.g., in a first-
come-first-serve manner). Technically, however, the adapter module 100 is not establishing an
exclusive connection to the mobile device 150. The adapter module 100 can still perform a
round-robin poll and communicate with and advertise to other mobile devices 150. Instead, the
adapter module 100 establishes a queue prioritized by RSSI and time (e.g., who was first and
whether the authorization has expired) and it notifies (e.g., alerts) other mobile devices 150 to
wait. The earliest valid (unexpired) authorization takes precedence when there is any tie in the
RSSI. Otherwise, for example, the strongest average RSSI takes priority. Preferably the queue is
not a static measure of the RSSI but an averaged measure over the period of time in the queue.
This compensates for a scenario in which a user may be walking around in the queue and then
shows up at the payment accepting unit 120 just as the previous user is finishing. If another user
was also in the payment zone 102 and stood there the entire time, but may have newer

authorization, he could win out.

[00117] Anytime that the adapter module 100 cannot determine exactly which user is in
the payment zone 102 in front of the payment accepting unit 120, the adapter module 100 will
disable hands-free payment. The mobile device 150 will send an alert to the user and he can use
swipe to pay (manual mode). All users in payment zone 102 will show “Connected” and the first

to swipe payment to the payment accepting unit 120 then locks out other users.

MULTIPLE MODULE RESOLUTION

[00118] In the scenario where there are multiple modules present, determining which
payment accepting unit 120 a user is in front of can be a challenge. In some implementations, the
mobile-device-to-machine payment processing system described herein allows adapter modules
100 to communicate to other adapter modules 100 in range via Bluetooth. Each user receives
authorization grants for specific payment accepting units 120. This means if there are multiple

adapter modules 100 within the same authorization zone 104, there will be multiple authorization
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grants for the user. When the user enters the payment zone 102, it can be difficult to differentiate

which payment accepting unit 120 the user is in front of if the payment zones 102 overlap.

[00119] To solve this problem, when the user enters the payment zone 102, the adapter
modules 100 communicate with each other to determine the RSSI for the particular user (based
on the signal from his mobile device 150) to triangulate which adapter module 100 (and the
associated payment accepting unit 120) is closer to the user. Optionally, the inter-module
communications can restrict the user to establishing an exclusive connection with only one

payment accepting unit 120.

[00120] Optionally, when the user connects to a payment accepting unit 120, the mobile
device 150 can send a communication to the payment accepting unit 120 for momentary display
to the user on the display 122, 124 of the payment accepting unit 120. For example, the mobile
device 150 can send a communication (e.g., “connected” or “Fred’s Mobile Device Connected”)
to the payment accepting unit’s display 122, 124 for a predetermined period of time (e.g., 1-3
seconds) so when the user is in payment zone 102, it is clear which payment accepting unit 120

the user is connected to prior to making a purchase (either in hands-free or manual mode).

[00121] In addition, when the user is in manual mode, the mobile device 150 can display
(e.g., on the touch screen 152 as shown in Figures 10A-10D) a visual indication of the payment
accepting unit 120 (e.g., a picture and/or a payment accepting unit ID of the payment accepting
unit 120) for visual confirmation. If the user is in manual mode, the user can manually change

the payment accepting unit 120.

DESCRIPTIVE SCENARIO

[00122] Figure 7, Figures 8 A-8G, and 9A-9E (as well as other figures) can be used to
understand a detailed scenario of the mobile-device-to-machine payment processing system
described herein. A flow of communications and steps are loosely described below with
reference to these (and other figures). It should be noted that alternative scenarios could include,

for example, a modified order of the steps performed.

[00123] Prior to vending transactions, a user downloads a mobile application 140 onto his
mobile device 150, creates an account, and configures a funding source via, for example, a

funding source server 160. A funding source may be, for example, a debit card, a credit card,
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campus cards, rewards points, bank accounts, payment services (e.g., PayPal™) or other
payment option or combination of payment options known or yet to be discovered. The funding
sources may be traditional and/or nontraditional payment sources that are integrated into the
ecosystem described herein and then used indirectly as a source of funds. Funds from the funding
source are preferably held on the server 130 such that when an AuthRequest is received by the

server 130, the server 130 can send an AuthGrant authorizing funds for a purchase.

[00124] The user can specify one or more “favorite” adapter module(s) 100 (that has a
one-to-one relationship to the payment accepting unit 120) that he may visit regularly, such as a
vending machine at school or work. Favorite adapter modules 100 appear on a pre-filtered list
and allow for additional rich features such as hands-free payment.

[00125] The payment accepting unit 120 may be equipped with an adapter module 100

2%

that is constantly advertising its availability via Bluetooth (or other “signals,” “communications,”
and/or “transmissions”). This ongoing advertising and scanning for adapter modules is shown in
Figure 8A. As shown, the mobile device 150 is continuously scanning for any adapter module
100 within Bluetooth (or other “signal,” “communication,” and/or “transmission”) range. When
the user is within range of that adapter module 100, the mobile device 150 tracks and monitors

the signal strength until a predetermined “authorization zone” threshold is achieved.

[00126] Figures 8B and 9A generally show that when the authorization zone threshold is
reached, the mobile device 150 enters the authorization zone (block 302) and registers the
adapter module 100. The mobile device 150 connects to the server 130 (block 304). The
application 140 on the mobile device 150 creates a request for authorization (AuthRequest) and
passes the AuthRequest to the server 130 using appropriate communication technology (e.g.,
GSM, CDMA, Wi-Fi, or the like) (block 306). The server 130 responds with an authorization
grant (AuthGrant) encrypted with the specific adapter module’s private key (block 306). This
authorization token may minimally include the User identifier (ID), Apparatus ID (for the
adapter module 100), authorization amount, and expiration time. The mobile device 150 receives
the AuthGrant from the server 130, and retains it until the mobile device 150 is ready to issue
payment to an adapter module 100. The mobile device 150 collects all pending AuthGrants that
may be one or more depending on how many adapter modules 100 are in-range. Unused

AuthGrants that expire are purged from the mobile device 150 and the server 130. It is important
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to note that the mobile device 150 is unable to read the AuthGrant because it is encrypted with
the adapter module’s unique private key that is only known to server 130 and adapter module
100. This provides a preferred key element of security in the system as the adapter module 100
only trusts AuthGrants that are issued by the server 130, and the AuthGrants cannot be read or
modified by the mobile device 150 or any other party in between the server and the adapter

module 100. Additional mobile devices 150 may enter the authorization zone 104 (block 308).

[00127] As the user approaches a specific adapter module 100, the user enters the payment
zone 102 and an event threshold is triggered based on heuristics performed by the mobile device
150. Blocks 310 and 312 show the loop steps of waiting for a mobile device 150 from the
authorization zone 104 to enter the payment zone 102. If the user leaves the authorization zone
104 without entering the payment zone 102, the adapter module 100 returns to advertising its

presence (block 300).

[00128] Figures 8C and 9B generally show the user entering the payment zone. The
mobile device 150 verifies that it has an unexpired and valid AuthGrant. If the AuthGrant is not
good, it may be requested again, repeating the Authorization Request process (block 315). If the
AuthGrant is good, the mobile device 150 sends the valid AuthGrant (including the wallet
balance (block 322)) to the adapter module 100 to initiate a transaction. The mobile device 150
may issue the AuthGrant automatically without specific user interaction if the hands-free mode is
supported (and the device is a favorite (block 318), there is only one device in the payment zone
102 (block 318), and (optionally) there is only one user in the authorization zone 104 (block
320). If any of these factors are not present, the mobile device 150 will prompt and/or wait for

the user to begin the transaction manually (block 324).

[00129] Figures 8D, 9C, and 9D generally show the transaction process. As shown in
Figure 9C, the adapter module 100 runs through a series of questions to determine if there are
any issues that would prevent vending including: has the user canceled in-app? (block 326), has
the user walked away? (block 328), is the coin return pressed? (block 330), has more than a
predetermined period of time elapsed? (block 332). If the answer to any of these questions is
“yes,” the transaction does not proceed. If the answers to all of these questions is “no,” the user
makes a selection (block 334) on the payment accepting unit 120 in the same or similar manner

as compared to if cash or credit were presented to the payment accepting unit 120. If the machine

104402-5075-US 37
Petitioner Exhibit 1002-0054



120 is able to vend (block 336), it attempts to release the product. If the vend fails (block 338) it
is reported by the machine (block 340) and a credit is returned to the virtual wallet (block 342).
If the vend is successful (block 338) it is reported by the machine (block 344). Put another way,
after the transaction is complete, the adapter module 100 returns to the mobile device 150 the
details of the transaction as well as an encrypted packet containing the vend details to be sent to
the server 130 via the mobile device 150. Optionally, the adapter module 100 can pass additional
information not directly related to the transaction such as payment accepting unit health, sales

data, error codes, etc.

[00130] Figures 8D and 9E generally show the multi-vend function. If the machine has
enabled multi-vend capabilities (block 350) and the multi-vend limit has not been reached, the
process returns to the question of whether the user is in the payment zone (block 310 of Figure
9A). If the machine does not have enabled multi-vend capabilities (block 350) or the multi-vend
limit has been reached, the wallet is decremented by the vend amount(s) and “change” is

returned to the virtual wallet (block 354) and the process ends (block 356).

[00131] Figure 8E is a schematic flow diagram of an example login process. Figure 8F is a
schematic flow diagram of an example boot-up process. Figure 8G is a schematic flow diagram

of an example account check/update process.

[00132] Several of the figures are flow charts (e.g., Figures 9A-9E) illustrating methods
and systems. It will be understood that each block of these flow charts, components of all or
some of the blocks of these flow charts, and/or combinations of blocks in these flow charts, may
be implemented by software (e.g., coding, software, computer program instructions, software
programs, subprograms, or other series of computer-executable or processor-executable
instructions), by hardware (e.g., processors, memory), by firmware, and/or a combination of
these forms. As an example, in the case of software, computer program instructions (computer-
readable program code) may be loaded onto a computer to produce a machine, such that the
instructions that execute on the computer create structures for implementing the functions
specified in the flow chart block or blocks. These computer program instructions may also be
stored in a memory that can direct a computer to function in a particular manner, such that the
instructions stored in the memory produce an article of manufacture including instruction

structures that implement the function specified in the flow chart block or blocks. The computer
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program instructions may also be loaded onto a computer to cause a series of operational steps to
be performed on or by the computer to produce a computer implemented process such that the
instructions that execute on the computer provide steps for implementing the functions specified
in the flow chart block or blocks. Accordingly, blocks of the flow charts support combinations of
steps, structures, and/or modules for performing the specified functions. It will also be
understood that each block of the flow charts, and combinations of blocks in the flow charts, may
be divided and/or joined with other blocks of the flow charts without affecting the scope of the
invention. This may result, for example, in computer-readable program code being stored in
whole on a single memory, or various components of computer-readable program code being

stored on more than one memory.

ADDITIONAL IMPLEMENTATIONS

[00133] Figure 23 illustrates a schematic flow diagram of a process 1000 of authenticating
a user to perform a transaction in the payment processing system in accordance with some
implementations. In some implementations, the payment processing system includes one or more
payment modules 100 (e.g., each associated with a respective payment accepting unit 120 such
an automatic retailing machine for dispensing goods and/or services), one or more mobile
devices 150 (e.g., each executing the application 140 for the payment processing system either as
a foreground or background process), and the server 130. The server 130 manages the payment
processing system and, in some cases, is associated with an entity that supplies, operates, and/or
manufactures the one or more payment modules 100. For brevity, the process 1000 will be
described with respect to a respective payment module 100 and a respective mobile device 150

in the payment processing system.

[00134] The payment module 100 broadcasts (1002), via a short-range communication
capability (e.g., BLE), a packet of information (sometimes also herein called “advertised
information”). The packet of information at least includes an authorization code and an identifier
associated with the payment module 100 (module ID). In some implementations, the packet of
information further includes a firmware version of the payment module 100 and one or more
status flags corresponding to one or more states of the payment module 100 and/or the payment
accepting unit 120. The information included in the packet broadcast by the payment module 100

is further discussed below with reference to Figure 24A.
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[00135] In some implementations, the payment module 100 sends out a unique
authorization code every X seconds (e.g., 100 ms, 200 ms, 500 ms, etc.). In some
implementations, the unique authorization codes are randomly or pseudo-randomly generated
numbers. In some implementations, the payment module 100 stores broadcasted authorization
codes until a received authorization grant token matches one of the stored authorization codes. In
some implementations, the payment module 100 stores broadcasted authorization codes for a
predetermined amount of time (e.g., Y minutes) after which time an authorization code expires
and is deleted. In some implementations, the authorization code is encrypted with a shared secret
key known by the server 130 but unique to the payment module 100. In some implementations,
the payment module 100 initializes a random number and then the authorization codes are
sequential counts from this random number. In such implementations, the payment module 100
stores the earliest valid (unexpired) counter without a need to store every valid authorization
code. In some implementations, the authentication code included in the broadcast packet of
information is a hash value of the randomly or pseudo-randomly generated number or the

sequential number.

[00136] The mobile device 150 receives the broadcasted packet of information, and the
mobile device 150 sends (1004), via a long-range communication capability (e.g., GSM, CDMA,
Wi-Fi, or the like), an authorization request to the server 130. For example, an application 140
that is associated with the payment processing system is executing as a foreground or
background process on the mobile device 150. In this example, the application 140 receives the
broadcasted packet of information when the mobile device 150 is within the communication
zone of the payment module 100 (i.e., BLE range) and either automatically sends the
authorization request to the server 130 or sends the authorization request to the server 130 when
the mobile device 150 is within the authorization zone of the payment module 100. In some
implementations, the broadcasted packet of information includes a baseline authorization zone
threshold (i.e., an authorization zone criterion) indicating a baseline RSSI that the mobile device
150 (or the application 140) is required to observe before being within the authorization zone of
the payment module 100. In some implementations, the mobile device 150 (or the application
140) offsets the baseline authorization zone threshold based on the strength and/or reception of
the short-range communication capability (e.g., BLE radio/transceiver) of the mobile device 150.

In some implementations, the authorization request at least includes the authorization code which
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was included in the broadcasted packet of information, an identifier associated with the user of
the mobile device 150 or the user account under which the user of the mobile device 150 is
logged into the application 140 (user ID), and the identifier associated with the payment module
100 (module ID). In some implementations, the authentication code included in authorization
request is the hash value in cleartext. The authorization request is further discussed below with

reference to Figure 24B.

[00137] After receiving the authorization request, the server 130 processes (1006) the
authorization request. In some implementations, the server 130 decrypts the authorization code
included in the authorization request with the shared secret key corresponding to the payment
module 100. In some implementations, the server 130 determines whether the user associated
with the user ID in the authorization request has sufficient funds in his/her account for the
payment processing system to perform a transaction at the machine 120 that is associated with

the payment module 100 corresponding to the module ID in the authorization request.

[00138] The server 130 sends (1008), via a long-range communication capability (e.g.,
GSM, CDMA, Wi-Fi, or the like), an authorization grant token to the mobile device 150. In
some implementations, the server 130 does not send the authorization grant token if the
authorization code in the authorization request cannot be decrypted with the shared secret key
corresponding to the payment module 100 (e.g., the authorization code is corrupted or hacked).
In some implementations, the server 130 does not send the authorization grant token if the user
associated with the user ID in the authorization request does not have sufficient funds in his/her
account. In some implementations, in addition to the authorization grant token, the server 130
sends a message directly to the mobile device 150 which is not encrypted with the shared secret
key corresponding to the payment module 100. After receiving the message, the mobile device
150 displays an appropriate message to the user such as insufficient balance or declined
authorization. In some implementations, the server 130 sends an authorization grant token for an
amount equal to zero; in which case, the payment module 100 interprets this as a declined or
failed authorization which can result for any number of reasons including, but not limited to,

insufficient balance or credit.

[00139] The mobile device 150 receives the authorization grant token, and, subsequently,

the mobile device 150 detects (1010) a trigger condition. In some implementations, the mobile
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device 150 (or the application 140) detects the trigger condition via the hand-free mode (e.g.,
upon entrance into the payment zone of the payment module 100) or manual mode (e.g.,
interacting with the user interface of the application 140 to initiate a transaction with the

payment accepting unit associated with the payment module 100).

[00140] In some implementations, unused authorization grants (e.g., if there was no
trigger condition or it expired) are canceled by the mobile device 150 by sending a cancellation
message to the server 130 corresponding to the unused authorization grant. In some
implementations, the server 130 denies or limits the number of authorization grants sent to the
mobile device 150 until it has received transaction information or cancellation of authorization

outstanding authorization grants sent to the mobile device 150.

[00141] In response to detecting the trigger condition, the mobile device 150 sends (1012),
via a short-range communication capability (e.g., BLE), the authorization grant token to the
payment module 100. Subsequently, the machine 120 displays credit to the user (e.g., via one of
the displays 122 or 124 shown in Figure 19) and the user interacts with the input mechanisms of
the machine 120 (e.g., via the buttons 126 or a touch screen display 124 shown in Figure 19) to

purchase products and/or services.

[00142] Figure 24A illustrates a block diagram of a packet 1100 of information broadcast
by the payment module 100 (e.g., in step 1002 of the process 1000 in Figure 23) in accordance
with some implementations. In some implementations, the packet 1100 at least includes: module
ID 1102 and authorization code 1104. In some implementations, the packet 110 additional

includes: a firmware version 1106 and one or more status flags 1108.

[00143] In some implementations, the module ID 1102 is a unique identifier
corresponding to the payment module 100 (sometimes also herein called the “adapter module

1007) that broadcast the packet 1100.

[00144] In some implementations, the authorization code 1104 is a hash value in cleartext.
In some implementations, the payment module 100 randomly or pseudo-randomly generates a
number or determines a sequential number (See step 1002 of process 1000 in Figure 23) and
performs a predetermined hash function (e.g., SHA-256) on the number to produce the hash
value as the authorization code 1104. In some implementations, the authorization code 1104 is a

unique code that is encrypted with a secret encryption key corresponding to the payment module
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100. The secret encryption key is shared with the server 130, which enables the server 130 to
decrypt the authorization code 1104 and encrypt the authorization grant token but not the mobile
device 150. In some implementations, the encryption between server 130 and payment module

100 is accomplished by two pairs of public/private keys.

[00145] In some implementations, the firmware version information 1106 identifies a
current firmware version 1112 of the payment module 100. In some implementations, the
firmware version information 1106 also includes update status information 1114 indicating one
or more packets received by the payment module 100 to update the firmware or one or more
packets needed by the payment module 100 to update the firmware. In some implementations,
the one or more status flags 1108 indicate a state of the payment module 100 and/or the payment
accepting unit 120 associated with the payment module 100. In some implementations, the one
or more status flags 1108 indicate a state of the payment module 100 such upload information
indicator 1116 indicating that that the payment module 100 has information to be uploaded to the
server 130 (e.g., transaction information for one or more interrupted transactions). In some
implementations, upload information indicator 1116 triggers the mobile device 150 to connect to
payment module 100 immediately (e.g., if it has interrupted transaction information to be
uploaded to the server 130). In some implementations, the one or more status flags 1108 indicate
a state of the payment accepting unit 120 including one or more of an error indicator 1118 (e.g.,
indicating that a bill and/or coin acceptor of the payment accepting unit 120 is experiencing a
jam, error code, or malfunction), a currency level indicator 1120 (e.g., indicating that the level of
the bill and/or coin acceptor reservoir of the payment accepting unit 120 is full or empty), and/or
inventory level(s) indicator 1122 (e.g., indicating that one or more products of the payment
accepting unit 120. In some implementations, the one or more status flags 1108 are error codes

issued by payment accepting unit 120 over the MDB.

[00146] In some implementations, the zone criteria information 1110 specifies an
authorization zone criterion 1124 (e.g., a baseline authorization zone threshold indicating a
baseline RSSI that the mobile device 150 (or the application 140) is required to observe before
being within the authorization zone of the payment module 100) and/or a payment zone criterion
1126 (e.g., a baseline payment zone threshold indicating a baseline RSSI that the mobile device
150 (or the application 140) is required to observe before being within the payment zone of the

payment module 100). In some implementations, the baseline authorization zone threshold and

104402-5075-US 43
Petitioner Exhibit 1002-0060



the baseline payment zone threshold are default values determined by the server 130 or stored as
variables by the application 140, in which case the authorization zone criterion 1124 and
payment zone criterion 1126 are offsets to compensate for the strength and/or reception of the
short-range communication capability (e.g., BLE radio/transceiver) of the payment module 100.
Alternatively, zone criteria information 1110 includes a spread between the baseline
authorization zone threshold and the baseline payment zone threshold. Thus, the mobile device
150 (or the application 140) determines the baseline authorization zone threshold and the
baseline payment zone threshold based on the spread value and a default value for either the
baseline authorization zone threshold or the baseline payment zone threshold. For example, the
spread indicates -10 db and the default baseline payment zone threshold is -90 db; thus, the
baseline authorization zone threshold is -80 db. Continuing with this example, after determining
the baseline authorization zone threshold and the baseline payment zone threshold, the mobile
device 150 (or the application 140) may further adjust the authorization zone threshold and/or the
payment zone threshold based on the strength and/or reception of its short-range communication

capability (i.e., BLE radio/transceiver).

[00147] Figure 24B is a block diagram of an authorization request 1130 sent by the mobile
device 150 to the server 130 (e.g., in step 1004 of the process 1000 in Figure 23) in accordance
with some implementations. In some implementations, the authorization request 1130 at least

includes: a module ID 1102, a user ID 1134, and an authorization code 1104.

[00148] In some implementations, the module ID 1102 is a unique identifier
corresponding to the payment module 100 that broadcast the 1100 that included the authorization
code 1104.

[00149] In some implementations, the user ID 1134 is an identifier associated with the
user of the mobile device 150 sending the authorization request 1130 to the server 130. In some
implementations, the user ID 1134 is associated with the user account under which the user of

the mobile device 150 is logged into the application 140.

[00150] In some implementations, the authorization code 1130 includes the authorization
code 1104 included in the packet 1100 of information that was broadcast by the payment module
100.
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[00151] Figure 24C is a block diagram of an authorization grant token 1140 sent by the
server 130 to the mobile device 150 (e.g., in step 1008 of the process 1000 in Figure 23) in
accordance with some implementations. In some implementations, in accordance with a
determination that the authorization code 1136 included in the authorization request 1130 from
the mobile device 150 is valid and that the user associated with the mobile device 150 has
sufficient funds in his/her account for the payment processing system, the server 130 generates
the authorization grant token 1140. In some implementations, the authorization grant token 1140
at least includes: a module ID 1102, a user ID 1134, an authorized amount 1146, (optionally) an

expiration period offset 1148, and (optionally) the authorization code 1104.

[00152] In some implementations, the module ID 1102 is a unique identifier
corresponding to the payment module 100 that broadcast the packet 1100 that included the

authorization code 1104,

[00153] In some implementations, the user ID 1134 is an identifier associated with the

user of the mobile device 150 that sent the authorization request 1130 to the server 130.

[00154] In some implementations, the authorized amount 1146 indicates a maximum
amount for which the user of the mobile device 150 is authorized for a transaction using the
authorization grant token 1140. For example, the authorized amount 1146 is predefined by the
user of the mobile device 150 or by the server 130 based on a daily limit or based on the user’s

total account balance or based on a risk profile of the user correspond to the user ID 1134.

[00155] In some implementations, the expiration period 1148 offset indicates an offset to
the amount of time that the payment module 100 holds the authorization grant token 1140 valid
for initiation of a transaction with the machine 120 associated with the payment module 100. For
example, the expiration period offset 1148 depends on the history and credit of the user of

mobile device 150 or a period predefined by the user of mobile device 150.

[00156] In some implementations, the authorization grant token 1140 further includes the
authorization code 1104 that was included in the authorization request 1130. In some
implementations, when the authorization code 1104 is the hash value, the server 130 encrypts the
authorization grant token 1140 including the hashed value with the shared secret encryption key
associated with payment module 100. Subsequently, when mobile device 150 sends the

authorization grant token 1140 to payment module 100 after detecting a trigger condition, the
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payment module 100 decrypts the authorization grant token 1140 using the secret key known
only to server 130 and payment module 100 (which authenticates the message and the
authorization grant), and then matches the hash value included in the decrypted authorization
grant token 1140 to previously broadcast valid (unexpired) hash values (i.e., auth codes) to

determine validity of the (which was known only by payment module 100).

[00157] Figure 24D illustrates a block diagram of transaction information 1150 generated
by the payment module 100 (e.g., in step 1254 of the process 1250 in Figure 25B) in accordance
with some implementations. In some implementations, the transaction information 1150
includes: a transaction ID 1152 for the respective transaction, a module ID 1154, a user ID 1156,
(optionally) the authorization code 1158, transaction status information 1160, the transaction

amount 1162, and other information 1164.

[00158] In some implementations, the transaction ID 1152 is a unique identifier
corresponding to the respective transaction. In some implementations, the transaction ID 1152 is
encoded based on or associated with the time and/or date on which and the location at which the

respective transaction took place.

[00159] In some implementations, the module ID 1154 is a unique identifier

corresponding to the payment module 100 that performed the respective transaction.

[00160] In some implementations, the user ID 1156 is an identifier associated with the

user of the mobile device 150 that initiated the respective transaction.

[00161] In some implementations, the authorization code 1158 corresponds to the original
authorization code (e.g., auth code 1104, Figures 24 A-24C) and/or authorization grant token
(e.g., auth grant token 1140, Figure 24C) that was used to initiate the respective transaction. In
some implementations, the authorization code 1156 is encrypted with a unique encryption key

corresponding to the payment module 100.

[00162] In some implementations, the transaction status information 1160 includes an
indication whether the respective transaction was completed, not-completed, or aborted. For
example, the respective transaction is incomplete if a jam occurred at the payment accepting unit
120 and the user did not receive the product associated with the respective transaction. For

example, if the user walks away from the payment accepting unit 120 after money was credited
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for the respective transaction, the respective transaction is aborted. In another example, if
respective transaction times out after a predetermined time period because the user failed to
select a product at the payment accepting unit 120, the respective transaction is aborted. In
another example, if the user actuates a bill or coin return mechanism of the payment accepting

unit 120, the respective transaction is aborted.

[00163] In some implementations, the transaction amount 1162 indicates the amount of
the respective transaction or the amount of each of multiple transactions (e.g., in a multi-vend
scenario). In some implementations, the transaction amount 1162 is encrypted with a unique

encryption key corresponding to the payment module 100.

[00164] In some implementations, the other information 1164 includes other information
related to the respective transaction such as the items dispensed by the payment accepting unit
120 and the type of transaction (e.g., coins, bills, credit card, manual mode, hands-free mode,
etc.). In some implementations, the other information 1164 includes other information related to
the payment module 100 and/or the payment accepting unit 120 associated with the payment
module 100. For example, the other information 1164 includes a verification request to the server
130 in order to implement new firmware. In another example, the other information 1164
includes transaction information from one or more previous interrupted transactions. In another
example, the other information 1164 includes transaction information for one or more
transactions paid via bills and/or coins. In another example, the other information 1164 includes

inventory information as to one or more products of the payment accepting unit 120.

[00165] Figure 25A illustrates a schematic flow diagram of a process 1200 for providing a
representation of a machine event at a mobile device in accordance with some implementations.
In some implementations, the payment processing system includes one or more payment
modules 100 (e.g., each associated with a respective payment accepting unit 120 such an
automatic retailing machine for dispensing goods and/or services), one or more mobile devices
150 (e.g., each executing the application 140 for the payment processing system either as a
foreground or background process), and the server 130. The server 130 manages the payment
processing system and, in some cases, supplies, operates, and/or manufactures the one or more
payment modules 100. For brevity, the process 1200 will be described with respect to a

respective payment module 100 associated with a respective payment accepting unit 120
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(sometimes also herein called the “machine 120”) and a respective mobile device 150 in the

payment processing system.

[00166] In some implementations, the process 1200 occurs after the mobile device 150
sends the AuthGrant in Figure 8C. In some implementations, the process 1200 occurs after the
mobile device 150 sends the authorization grant to the payment module 100 in operation 1012 of

process 1000 in Figure 23.

[00167] The payment module 100 obtains (1202) an indication corresponding to an event
at the machine 120. For example, after the process 1000 in Figure 23, the user of the mobile
device 150 selects a product to purchase from the machine 120 by interacting with one or more
input mechanisms of the machine 120 (e.g., buttons 126 or a touch screen display 124 shown in
Figure 19), and the machine 120 dispenses the selected product. Continuing with this example,
after the product is dispensed, the transaction is complete and the payment module 100 obtains
an indication from the machine of the completed transaction. In some implementations, the
indication includes the amount of the transaction and (optionally) machine status information
associated with the machine 120 such as inventory information as to one or more products of the
payment accepting unit 120 and/or the like. In some implementations, the indication includes
status information indicating that the transaction was aborted (e.g., via actuation of a coin return
mechanism at the machine 120) or that there was an error with the transaction (e.g., a vending

jam or other malfunction with the machine 120).

[00168] After obtaining the indication corresponding to completion of the first transaction,
the payment module 100 generates (1204) a notification corresponding to the event at the

machine 120.

[00169] The payment module 100 sends (1206), via a short-range communication
capability (e.g., BLE), the notification to the mobile device 150. In some embodiments, in
addition to the notification corresponding to the event at machine 120, the payment module 100
sends a promotion or advertisement to the mobile device 150 that is targeted to the user of the
mobile device 150 based on the transaction or the user ID included in the AuthGrant or
authorization grant token that initiated the transaction. In some embodiments, in addition to the
notification corresponding to the event at machine 120, the payment module 100 sends a pseudo

randomly selected promotion or advertisement to the mobile device 150 that is selected from a
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set of promotions or advertisements stored by the payment module 100. For example, the
promotion is a coupon for a free soda following the purchase of ten sodas from the machine 120
by the user of the mobile device 150. For example, the promotion is a random 50% off coupon or
free soda coupon. For example, the transaction corresponds to a vended soda and the

advertisement corresponds to a new soda from the same company that produces the vended soda.

[00170] The mobile device 150 provides (1208) a representation of the notification. For
example, in Figure 26A, the mobile device 150 displays user interface 1302 on touch screen 152
with a message 1306 that indicates that the first transaction is complete. For example, in Figure
26C, the mobile device 150 displays user interface 1320 on touch screen 152 with a message
1322 that indicates that the transaction was aborted. For example, in Figure 26D, the mobile
device 150 displays user interface 1330 on touch screen 152 with a message 1332 that indicates
that there was an error with the transaction. For example, the mobile device 150 also displays a

representation of the promotion of advertisement on the user interface for the application 140.

[00171] Figure 25B illustrates a schematic flow diagram of a process 1250 for processing
acknowledgement information in accordance with some implementations. In some
implementations, the payment processing system includes one or more payment modules 100
(e.g., each associated with a respective payment accepting unit 120 such an automatic retailing
machine for dispensing goods and/or services), one or more mobile devices 150 (e.g., each
executing the application 140 for the payment processing system either as a foreground or
background process), and the server 130. The server 130 manages the payment processing
system and, in some cases, supplies, operates, and/or manufactures the one or more payment
modules 100. For brevity, the process 1250 will be described with respect to a respective
payment module 100 associated with a respective payment accepting unit 120 (machine 120) and

a respective mobile device 150 in the payment processing system.

[00172] In some implementations, the process 1250 occurs after the mobile device 150
sends the AuthGrant in Figure 8C. In some implementations, the process 1250 occurs after the
mobile device 150 sends the authorization grant to the payment module 100 in operation 1012 of

process 1000 in Figure 23.

[00173] The payment module 100 obtains (1252) an indication corresponding to

completion of a first transaction from the machine 120. For example, after the process 1000 in
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Figure 23, the user of the mobile device 150 selects a product to purchase from the machine 120
by interacting with one or more input mechanisms of the machine 120 (e.g., buttons 126 or a
touch screen display 124 shown in Figure 19), and the machine 120 dispenses the selected
product. Continuing with this example, after the product is dispensed, the transaction is complete
and the payment module 100 obtains an indication from the machine of the completed
transaction. In some implementations, the indication includes the amount of the transaction and
(optionally) machine status information associated with the machine 120 such as inventory

information as to one or more products of the payment accepting unit 120 and/or the like.

[00174] After obtaining the indication corresponding to completion of the first transaction,
the payment module 100 generates (1254) a first notification with first transaction information
based on the indication, and the payment module 100 stores the first transaction information. In
some implementations, the first transaction information includes a transaction ID for the first
transaction, a module ID corresponding to payment module 100, a user ID corresponding to the
mobile device 150, transaction status information indicating that the first transaction is complete,
and the transaction amount indicated by the indication. In some implementations, the payment
module 100 retains the authorization code included in the original broadcasted packet and/or the
authorization grant token and includes the authorization code in the first transaction information.
In some implementations, the authorization code is encrypted with a secret key corresponding to
the payment module 100, which is shared with the server 130 but not the mobile device 150. In
some implementations, the first transaction information further includes other information such
as the machine status information included in the first notification or transaction information
corresponding to previous interrupted transaction(s). See Figure 24D and the accompanying text

for further discussion regarding transaction information 1150.

[00175] The payment module 100 sends (1256), via a short-range communication
capability (e.g., BLE), the first notification with first transaction information to the mobile
device 150. In some embodiments, in addition to first transaction information corresponding to
completion of the first transaction at machine 120, the first notification includes a promotion or
advertisement to the mobile device 150 that is targeted to the user of the mobile device 150
based on the transaction or the user ID included in the AuthGrant or authorization grant token
that initiated the transaction. In some embodiments, in addition to first transaction information

corresponding to completion of the first transaction at machine 120, the first notification includes
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a pseudo randomly selected promotion or advertisement to the mobile device 150 that is selected
from a set of promotions or advertisements stored by the payment module 100. For example, the
promotion is a coupon for a free soda following the purchase of ten sodas from the machine 120
by the user of the mobile device 150. For example, the promotion is a random 50% off coupon or
free soda coupon. For example, the transaction corresponds to a vended soda and the

advertisement corresponds to a new soda from the same company that produces the vended soda.

[00176] The mobile device 150 provides (1258) a representation of the first notification.
For example, in Figure 26A, the mobile device 150 displays user interface 1302 on touch screen
152 with a message 1306 that indicates that the first transaction is complete. For example, the
mobile device 150 also displays a representation of the promotion of advertisement on the user

interface for the application 140.

[00177] The mobile device 150 sends (1260), via a long-range communication capability
(e.g., GSM, CDMA, Wi-Fi, or the like), the first transaction information to the server 130.

[00178] The server 130 processes (1262) the first transaction information. For example,
the server 130 debits the account of the user associated with the user ID in the first transaction

information in the amount indicated by the first transaction information.

[00179] The server 130 sends (1264), via a long-range communication capability (e.g.,
GSM, CDMA, Wi-Fi, or the like), first acknowledgment information to the mobile device 150.
In some implementations, the first acknowledgment information acknowledges that the server
130 received the first transaction information. In some implementations, the first
acknowledgment information includes the user ID, the module ID, the transaction ID, and
(optionally) the authorization grant included in the transaction information (e.g., auth grant 1158,

Figure 24D).

[00180] After receiving the first acknowledgement information, the mobile device 150
sends (1266), via a short-range communication capability (e.g., BLE), the first acknowledgment

information to the payment module 100.

[00181] After receiving the first acknowledgment information, the payment module 100

deletes (1268) the stored first transaction information.
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[00182] Attention is now directed towards implementations of user interfaces and
associated processes that may be implemented on the mobile device 150 with zero or more
speakers, zero or more microphones, and a display. For example, the display is a touch screen
(sometimes also herein called a “touch screen display”) enabled to receive one or more contacts
and display information (e.g., media content, websites and web pages thereof, user interface for
the application 140, and/or user interfaces for applications). Figures 26A-26D illustrate example
user interfaces for providing a representation of a machine event at a mobile device in

accordance with some implementations.

[00183] Figures 26A-26D show user interfaces displayed on mobile device 150 (e.g., a
mobile phone); however, one skilled in the art will appreciate that the user interfaces shown in
Figures 26A-26D may be implemented on other similar computing devices. The user interfaces
in Figures 26A-26D are used to illustrate the processes described herein, including the process

described with respect to Figures 25A-25B and 27A-27B.

[00184] For example, a user of the mobile device 150 approaches a machine 120 (e.g.,
vending machine 78x928 as shown in Figures 10A-10D) and executes application 140 on the
mobile device 150 so as to perform an electronic transaction with the machine 120. For example,
with reference to Figures 10C-10D, the user of the mobile device 150 initiates a transaction with
the machine 120 (e.g., vending machine 78x928) by performing a swipe gesture at a location
corresponding to the representation of the dollar bill (e.g., a substantially vertical swipe gesture
from a location corresponding to the representation of the dollar bill to the top edge of the mobile

device 150).

[00185] Figure 26A illustrates the mobile device 150 displaying a user interface 1302 of
the application 140 on touch screen 152 after the user of the mobile device 150 initiates and
performs a transaction with the machine 120. In Figure 26A, the user interface 1302 includes
prepaid balance 1304 which indicates that $1.00 has been deducted from the prepaid balance
after performing a transaction with the machine 120 as compared to the prepaid balance in
Figure 10C-10D (i.e., $9.00 in Figures 10C-10D and $8.00 in Figure 26A). In Figure 26A, the
user interface 1302 also includes a message 1306 indicating that the transaction with the machine

120 is complete.
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[00186] Figure 26B illustrates the mobile device 150 displaying a user interface 1310 of
the application 140 on touch screen 152 after the user of the mobile device 150 initiates a
transaction with the machine 120 and an error with the transaction occurs or the transaction is
aborted. In Figure 26B, the user interface 1310 shows the representation of the dollar bill sliding
onto the touch screen 152 (e.g., in a substantially top to bottom manner). In Figure 26B, the
interface 1310 includes prepaid balance 1312 which indicates that no money has been deducted
from the prepaid balance after performing a transaction with the machine 120 as compared to the

prepaid balance in Figure 10C-10D (i.e., $9.00 in Figures 10C-10D and $9.00 in Figure 26B).

[00187] Figure 26C illustrates the mobile device 150 displaying a user interface 1320 of
the application 140 on touch screen 152 after the representation of the dollar bill slides onto the
touch screen 152 in Figure 26B due to the transaction being aborted. For example, the user aborts
the transaction by actuating a coin return mechanism of the machine 120. In another example,
the user aborts the transaction by selection an abort affordance on the interface of the application
140 (not shown). In Figure 26C, the user interface 1320 includes a message 1322 indicating that
the transaction with the machine 120 was aborted and that the user’s account was not debited for

the aborted transaction.

[00188] Figure 26D illustrates the mobile device 150 displaying a user interface 1330 of
the application 140 on touch screen 152 after the representation of the dollar bill slides onto the
touch screen 152 in Figure 26B due to the occurrence of an error with the transaction. For
example, a malfunction with the machine 120 (e.g., a vending jam or stuck item) causes the error
to occur. In Figure 26D, the user interface 1330 is associated with the application 140 executed
on the mobile device 150. In Figure 26D, the user interface 1330 includes a message 1332
indicating that an error occurred during the transaction with the machine 120 and that the user’s

account was not debited for the transaction.

[00189] Figures 27A-27B illustrate a flowchart diagram of a method 1400 of presenting
representations of payment accepting unit events in accordance with some implementations. In
some implementations, the method 1400 is performed by a device with one or more processors,
memory, one or more output devices, and two or more communication capabilities. For example,
in some implementations, the method 1400 is performed by the mobile device 150 (Figures 5 and

21) or a component thereof (e.g., the application 140). In some implementations, the method
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1400 is governed by instructions that are stored in a non-transitory computer readable storage
medium (e.g., the memory 860, Figure 21) and the instructions are executed by one or more
processors (e.g., the processing unit 850, Figure 21) of the device. Optional operations are

indicated by dashed lines (e.g., boxes with dashed-line borders).

[00190] After sending a request to a payment module via a first communication capability
transaction to initiate a transaction with a payment accepting unit (e.g., an offline-payment
operated machine such as a vending machine or kiosk) associated with the payment module, the
mobile device obtains (1402) a notification from the payment module via the first
communication capability, where the notification indicates an event at the payment accepting
unit associated with the payment module. In some implementations, method 1400 occurs after
the mobile device 150 sends the AuthGrant in Figure 8C. In some implementations, method 1400
occurs after the mobile device 150 sends the authorization grant to the payment module 100 in
operation 1012 of process 1000 in Figure 23. Operation 1206 of Figure 25A, for example, shows
the mobile device 150 receiving a notification sent by the payment module 100 (e.g., the adapter
module 100, Figures 5 and 20) sent via the first communication capability (e.g., a short-range
communication technology/protocol such as BLE). The notification indicates an event at the
payment accepting unit (e.g., the payment accepting unit 120, Figures 5 and 19) (sometimes also

herein called “machine 120”) associated with the payment module 100.

[00191] In some implementations, the first communication capability corresponds (1404)
to a short-range communication protocol. As described above, the short-range communication
protocols include BLE, NFC, and/or other protocols utilizing non-persistent communication

channels.

[00192] In response to obtaining the notification, the mobile device provides (1406) a
representation of the notification to a user of the mobile device via the one or more output
devices of the mobile device. For example, in Figure 26A, the mobile device 150 displays user
interface 1302 on touch screen 152 with a message 1306 that indicates that the first transaction is
complete. For example, in Figure 26C, the mobile device 150 displays user interface 1320 on
touch screen 152 with a message 1322 that indicates that the transaction was aborted. For
example, in Figure 26D, the mobile device 150 displays user interface 1330 on touch screen 152

with a message 1332 that indicates that there was an error with the transaction.
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[00193] In some implementations, the one or more output devices of the mobile device
include (1408) at least one of: a display, one or more speakers, one or more LEDs, and a
vibration mechanism. For example, the mobile device 150 includes one or more of a display
(e.g., the touch screen 152, Figures 10A-10D), one or more speakers, one or more LEDs, and a

vibration mechanism.

[00194] In some implementations, the representation of the notification is at least one of
(1410): a message displayed on the display of the mobile device; a banner notification displayed
on a display of the mobile device; a vibration alert from the vibration mechanism of the mobile
device; an aural alert from the one or more speakers of the mobile device; and a visual alert from
the one or more LEDs of the mobile device. For example, in Figures 26B-26D, the representation
of the notification includes messages 1306, 1322, and 1332 displayed on the touch screen 152 of
the mobile device 150. In another example, the representation of the notification is a predefined
sequence of vibrations provided by the vibration mechanism of the mobile device 150. In another
example, the representation of the notification is a predefined sequence of tones provided by the
one or more speakers of the mobile device 150. In another example, the representation of the

notification is a predefined sequence of blinking LEDs of the mobile device 150.

[00195] In some implementations, the notification indicates (1412) abortion of a
transaction initiated by the user of the mobile device. In Figure 26C, for example, the user
interface 1320 includes the message 1322 indicating that the transaction has been aborted. For
example, the user aborts the transaction by actuating a coin return mechanism of the machine
120. In another example, the user aborts the transaction by selection an abort affordance on the

interface of the application 140 (not shown).

[00196] In some implementations, the notification indicates (1414) completion of a
transaction between the user of the mobile device and the payment accepting unit. In Figure 26A,
for example, the user interface 1302 includes the message 1306 indicating that completion of the

transaction with the machine 120 initiated by the user of the mobile device 150.

[00197] In some implementations, the notification indicating completion of the transaction
at least includes (1416) an amount of the completed transaction. In Figure 26A, for example, the

user interface 1302 includes prepaid balance 1304 which indicates that $1.00 has been deducted
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from the prepaid balance after performing a transaction with the machine 120 as compared to the

prepaid balance in Figure 10C-10D (i.e., $9.00 in Figures 10C-10D and $8.00 in Figure 26A).

[00198] In some implementations, the mobile device sends (1418) at least a portion of the
notification to a server via a second communication capability distinct from the first
communication capability. Operation 1260 of Figure 25B, for example, shows the mobile device
150 sending first transaction information to the server 130 for a completed transaction via the
second communication capability (e.g., a long-range communication protocols such as Wi-Fi,
CDMA, GSM, and/or the like). For example, the first transaction information at least includes

the amount of the first completed transaction.

[00199] In some implementations, the first communication capability corresponds (1420)
to a short-range communication protocol and the second communication capability corresponds
to a long-range communication protocol. For example, the first communication capability of the
mobile device 150 is a radio/transceiver means for communicating via one or more short-range
communication protocols such as BLE, NFC, and/or the like (i.e., a non-persistent
communication channel). For example, the second communication capability of the mobile
device 150 is a radio/transceiver means for communicating via one or more long-range

communication protocols such as Wi-Fi, CDMA, GSM, and/or the like.

[00200] In some implementations, the notification indicates (1422) failure of a transaction
initiated by the user of the mobile device or a malfunction associated with the payment accepting
unit. In Figure 26D, for example, the user interface 1330 includes the message 1332 indicating
that there was an error with the transaction. For example, the transaction fails due to a vending
jam or other malfunction. In another example, the payment accepting unit experiences a
malfunction due to an open door or the like. In some implementations, at least a portion of the
failure/malfunction notification is sent to the sever 130 and an alert is subsequently sent to the

operator of the payment accepting unit (e.g., the machine 120) by the server 130.

[00201] It should be understood that the particular order in which the operations in Figures
27A-27B have been described is merely for example purposes and is not intended to indicate that
the described order is the only order in which the operations could be performed. One of
ordinary skill in the art would recognize various ways to reorder the operations described herein.

Additionally, it should be noted that details of other processes described herein with respect to
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other methods described herein are also applicable in an analogous manner to the method 1400

described above with respect to Figures 27A-27B.

[00202] Figure 28A illustrates a block diagram of an offline-payment operated machine
1500 in accordance with some implementations. For example, the offline-payment operated
machine 1500 (e.g., a form of the machine 120) is an electro-mechanical machine capable of
accepting currency (e.g., coins), which is not connected to any networks (e.g., telephone,

cellular, or Wi-F1). For example, the offline-payment operated machine 1500 is a washer or dryer
at a laundromat, a parking meter, a car wash payment kiosk, or other offline-payment operated

machine that dispenses goods and/or services.

[00203] In Figure 28A, the offline-payment operated machine 1500 includes a
microswitch 1502, a control unit 1506, a power supply 1508, a transistor 1510, and an operation
unit 1512. The components of the offline-payment operated machine 1500 in Figure 28A are
examples and one of skill in the art will appreciate that various other components may be

included in or excluded from the offline-payment operated machine 1500.

[00204] In Figure 28 A, the microswitch 1502 is a leveraged microswitch with lever 1504.
For example, the microswitch 1502 is a CHERRY BRAND™ microswitch with a normally open
terminal (“NO”), a normally closed terminal (“NC”), and a common terminal. For example, the
lever 1504 is incorporated into a coin slot of the offline-payment operated machine 1500 and is
depressed whenever a coin slides down the coin slot into a coin reservoir of the offline-payment
operated machine 1500 (not shown). For example, when the lever 1504 is depressed and the
microswitch 1502 is wired in the NO configuration as shown in Figure 28A, the switch is closed.
Continuing with this example, when the switch is closed, control unit 1506 receives a pulse (i.e.,
a payment acceptance signal) from the common terminal of the microswitch 1502 indicating
depression of the lever 1504 from the reception of a US quarter (i.e., $0.25) or coin of another

value.

[00205] In some implementations, when the control unit 1506 receives a preset sequence
of payment acceptance signals indicative of a preset number of coins being received by the

microswitch 1502, the control unit 1506 initiates the operation of the offline-payment operated
machine 1500. For example, after receiving the preset sequence of payment acceptance signals

(e.g., three pulses indicating reception of three US quarters), the control unit 1506 initiates
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operation of the offline-payment operated machine 1500 by applying current to the gate of the
transistor 1510 which allows current to flow from the power supply 1508 to operation unit 1512.
For example, the operation unit 1512 is a motor of a dryer which begins spinning once current

flows from the power supply 1508.

[00206] In Figure 28 A, payment module 1520 (e.g., a form of the adapter module 100,
Figures 5 and 20) is configured to be installed in the oftline-payment operated machine 1500 so
as to retrofit the offline-payment operated machine 1500 to be able to accept electronic
payments. In some implementations, the payment module 1520 includes all or some of the
components included adapter module 100 in Figure 20 such as processing unit 750, memory 760,
a security unit 755, and a communications unit 770. In some implementations, the payment
module 1520 also includes a first interface module 1522, a second interface module 1524, and a
lead 1536 for drawing power from power supply 1508 of the offline-payment operated machine

1500.

[00207] In Figure 28A, the first interface module 1522 is configured to sample payment
acceptance signals from the microswitch 1502 (e.g., a coin receiving switch) via lead 1532 of the
offline-payment operated machine 1500. For example, the payment acceptance signals are
indicative of a coin being received by the microswitch 1502 which depress lever 1504. In Figure
28A, the second interface module 1524 is configured to sample control signals from the control
unit 1506 of the offline-payment operated machine 1500 via lead 1534 that initiate an operation
of the offline-payment operated machine (e.g., the application of current to the gate of the
transistor 1510) in response to receiving a preset sequence of payment acceptance signals from

the microswitch 1502 (e.g., the coin receiving switch) indicative of the preset number of coins.

[00208] Figure 28B illustrates signals sampled by the payment module 1520 in accordance
with some implementations. In Figure 28B, sample 1550 represents a preset sequence of
payment acceptance signals sampled by the first interface module 1522 via lead 1532 that are
sent from the microswitch 1502 to the control unit 1506. For example, the preset sequence of
payment acceptance signals indicative of the preset number of coins include pulses (i.e., payment
acceptance signals) 1552, 1554, 1556, and 1558. For example, the leading edges of pulses 1552,
1554, 1556, and 1558 at times 1582, 1584, 1586, and 1588 indicate reception of a coin by

microswitch 1502 which causes the switch to close when wired in the NO configuration as
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shown in Figure 28A. In Figure 28B, sample 1570 represents a control signal sampled by the
second interface module 1524 via lead 1534 that is sent from the control unit 1506 to transistor
1510. In Figure 28B, the sample 1570 includes a pulse 1572 that is sent from the control unit
1506 to transistor 1510 at time 1590 after receiving the preset sequence of payment acceptance

signals from the microswitch 1502 (i.e., pulses 1552, 1554, 1556, and 1558).

[00209] Figures 29A-29B illustrate a flowchart diagram of a method of retrofitting an
offline-payment operated machine to accept electronic payments in accordance with some
implementations. In some implementations, the method 1600 is performed by a payment module
with one or more processors and memory. In some implementations, the payment module also
includes a short-range communication capability corresponding to a short-range communication
protocol (e.g., a non-persistent communication channel such as BLE, NFC, and/or the like),
where the short-range communication capability is configured to communicate with one or more
mobile devices, where each of the one or more mobile devices is configured with a
complimentary short-range communication capability and a long-range communication
capability corresponding to a long-range communication protocol (e.g., Wi-Fi, CDMA, GSM,
and/or the like).

[00210] In some implementations, the payment module is coupled with an offline-
payment operated machine (e.g., the payment accepting unit 120, Figures 5 and 19 (sometimes
also herein called “machine 120”), or the offline-payment operated machine 1500, Figure 28A)
such as dryer or washer in a laundromat, a parking meter, a car wash payment kiosk, or the like.
In some implementations, the offline-payment operated machine includes a coin receiving switch
(e.g., the microswitch 1502, Figure 28A) and a control unit (e.g., the control unit 1506, Figure
28A). In some implementations, the payment module further includes: (A) a first interface
module (e.g., the first interface module 1522, Figure 28A) configured to sample payment
acceptance signals from the coin receiving switch of the offline-payment operated machine,
where the signals are indicative of a coin being received by the coin receiving switch; and (B) a
second interface module (e.g., the second interface module 1524, Figure 28A) configured to
sample control signals from the control unit of the offline-payment operated machine that initiate
an operation of the offline-payment operated machine in response to receiving a preset sequence
of payment acceptance signals from the coin receiving switch indicative of the preset number of

coins. By sampling and storing these signals, the payment module 1520 is able to simulate
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operation of a respective coin receiving switch in response to receiving the correct/preset number
of coins so as to trigger operation of the offline-payment operated machine in response to

completion of an electronic payment.

[00211] For example, in some implementations, the method 1600 is performed by the
adapter module 100 (Figures 5 and 20) or payment module 1520 (Figure 28A). In some
implementations, the method 1600 is governed by instructions that are stored in a non-transitory
computer readable storage medium (e.g., the memory 760, Figure 20) and the instructions are
executed by one or more processors (e.g., the processing unit 750, Figure 20) of the payment

module. Optional operations are indicated by dashed lines (e.g., boxes with dashed-line borders).

[00212] In some implementations, the payment module detects (1602), via the first
interface module, a preset sequence of payment acceptance signals from the coin receiving
switch that causes the control unit to initiate the operation of the offline-payment operated
machine, where the preset sequence of payment acceptance signals are indicative of a preset
number of coins received by the coin receiving switch. For example, with reference to Figures
28A-28B, the first interface module 1522 of the payment module 1520 samples payment
acceptance signals via lead 1532 from the microswitch 1502 to the control unit 1506. For
example, each of the payment acceptance signals is indicative of reception of a coin by the
microswitch 1502. Continuing with this example, the second interface module 1524 of the
payment module 1520 samples control signals via lead 1534 from the control unit 1506 to the
transistor 1510. The payment module 1520 detects a preset sequence of payment acceptance
signals from the microswitch 1502 that causes the control unit 1506 to apply a current to the gate
of the transistor 1510 (e.g., the control signals). For example, the preset sequence of payment
acceptance signals is indicative of a preset number of coins received by the microswitch 1502 to
cause operation of the offline-payment operated machine 1500. For example, the application of
current to the gate of the transistor 1510 allows current to flow from the power supply 1508 to
the operation unit 1512 so that the operation. For example, the operation unit 1512 is a motor of

a dryer which begins spinning once current flows from the power supply 1508.

[00213] In some implementations, the payment module determines (1604) the predefined
signal sequence to emulate the preset sequence of payment acceptance signals from the coin

receiving switch. In some implementations, after detecting the preset sequence of payment
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acceptance signals that causes the control unit 1506 to initiate the operation of the offline-
payment operated machine 1500, the payment module 1520 determines a predefined signal
sequence to emulate the preset sequence of payment acceptance signals. In some
implementations, the money value associated with each pulse in the preset sequence of payment
acceptance signals from the microswitch 1502, indicative of the preset number of coins to initiate
the operation of the offline-payment operated machine 1500, is a default currency (e.g., USD)
and amount (e.g., $0.25) set in the firmware of the payment module 1520. In some
implementations, the money value associated with the each pulse in the preset sequence of
payment acceptance signals from the microswitch 1502, indicative of the preset number of coins
to initiate the operation of the offline-payment operated machine 1500, is set by the server 130
and can be changed remotely by using the mobile device 150 as a communications bridge to send
information indicating the value of a pulse from the server 130 to the mobile device 150 via the
second communication capability (e.g., GSM, CDMA, or Wi-Fi) and forwarding the information
from the mobile device to the payment module 1520 via the first communication capability (e.g.,

BLE). For instance, in most cases, each pulse is US $0.25.

[00214] In some implementations, determining the predefined signal sequence includes
(1606) at least one of’ identifying a count of pulses in the present sequence of payment
acceptance signals; identifying amplitude of pulses in the present sequence of payment
acceptance signals; identifying shape of pulses in the present sequence of payment acceptance
signals; and identifying an interval between pulses. In some implementations, after detecting the
preset sequence of payment acceptance signals (e.g., the sample 1550, Figure 28B), the payment
module 1520 determines a predefined signal sequence to emulate the preset sequence of payment
acceptance signals by identifying a count of pulses in the preset sequence of payment acceptance
signals, an interval between pulses in the preset sequence of payment acceptance signals, the
shape of pulses in the preset sequence of payment acceptance signals, and an amplitude of pulses

in the preset sequence of payment acceptance signals.

[00215] The payment module receives (1608) a request via the short-range communication
capability from a respective mobile device to perform an operation of the offline-payment
operated machine. For example, with reference to Figure 8C, the payment module 1520 (Figure
28A) receives the AuthGrant from the mobile device 150 via the short-range communication

capability (e.g., BLE) indicating that the user of the mobile device 150 wishes to perform the
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operation of the offline-payment operated machine 1500 (Figure 28A). For example with
reference to operation 1012 in Figure 23, the payment module 1520 (Figure 28A) receives an
authorization grant token from the mobile device 150 via the short-range communication
capability (e.g., BLE) indicating that the user of the mobile device 150 wishes to perform the
operation of the offline-payment operated machine 1500 (Figure 28A).

[00216] The payment module validates (1610) the request. Validation of the request
indicates (1612) that the respective mobile device is authorized to initiate payment for the
operation by a remote server via the long-range communication capability. In some
implementations, the payment module 1520 validates the request from the mobile device 150 by
determining whether the AuthGrant or the authorization grant token includes a valid

authorization code.

[00217] In accordance with a determination that the request is valid, the payment module
causes (1614) the payment operated machine to perform the operation by issuing a predefined
signal sequence to the control unit, where the predefined signal sequence emulates a signal
sequence that would be issued by the coin receiving switch in response to receiving a preset
number of coins. For example, with reference to Figure 28B, the payment module 1520 issues a
predefined signal sequence with first interface module 1522 to the control unit 1506 that
emulates sample 1550 in Figure 28B. Continuing with this example, in response to receiving the
predefined signal sequence from the payment module 1520 control unit 1506 causes initiation of
the operation of the offline-payment operated machine 1500 by applying current to the gate of
the transistor 1510 which allows current to flow from the power supply 1508 to operation unit
1512. In some implementations, the control unit 1506 causes initiation of the operation by setting
a timer to an amount of time corresponding to the preset number of coins whereby current flows
to the gate of the transistor 1510 for the set amount of time. For example, the preset number of
coins is a number of a coins required to run the oftline-payment operated machine 1500 by for a
default amount of time and subsequent coins may be added to extend the amount of time that the
oftline-payment operated machine 1500 by will run. In some implementations, the preset number
of coins is a number of a coins required to cause the offline-payment operated machine 1500 to

dispense a purchased item, such as laundry detergent.
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[00218] Alternatively, in some implementations, in accordance with a determination that
the request is valid, the offline-payment operated machine 1500 displays credit to the user (e.g.,
via one of the displays 122 or 124 shown in Figure 19) and the user interacts with the input
mechanisms of the offline-payment operated machine 1500 120 (e.g., via the buttons 126 or a
touch screen display 124 shown in Figure 19) to perform the operation of the machine. For
example, if the offline-payment operated machine 1500 is a dryer, the user of the mobile device
150 selects the appropriate spin cycle via input mechanisms of the dryer, and when the user of
the mobile device 150 selects a start/run input mechanism of the dryer, control unit 1506 of the
dryer causes initiation of the operation of the dryer (e.g., starting a motor that corresponds to

operation unit 1512 in Figure 28A).

[00219] In some implementations, prior to sending the operation information and after
causing the offline-payment operated machine to perform the operation by issuing the predefined
signal sequence to the control unit, the payment module obtains (1616) a notification from the
offline-payment operated machine indicating initiation of the operation of the offline-payment
operated machine and the preset number of coins. For example, after issuing the preset signal
sequence to control unit 1506, the payment module 1520 (Figure 28 A) obtains a notification
indicating that the control unit 1506 sent control signals to initiate operation of the offline-
payment operated machine 1500 in response to receiving the predefined signal sequence. For
example, the notification is obtained by the second interface module 1524 (e.g., the sample 1570,
Figure 28B) sampling controls signals sent by control unit 1506 (e.g., application of current to
the gate of the transistor 1510 which allows current to flow from the power supply 1508 to

operation unit 1512).

[00220] In response to receiving the notification, the payment module (1618): generates
the operation information based at least in part on the notification; and stores the generated
operation information in the memory. For example, after obtaining the notification, the payment
module 1520 (Figure 28A) generates operation information corresponding to performance of the
operation and the preset number of coins associated with the predefined signal sequence (e.g.,
the amount required to initiate operation of the oftline-payment operated machine 1500) and
stores the operation information in memory local to the payment module 1520 (e.g., the memory

760, Figure 20).
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[00221] In some implementations, the payment module sends (1620) operation
information corresponding to the operation to the respective mobile device via the short-range
communication capability. For example, after operation 1618, the payment module 1520 (Figure
28A) sends the operation information to the mobile device 150 via the first communication
capability of the mobile device 150 such as a radio/transceiver means for communicating via one
or more short-range communication protocols such as BLE, NFC, and/or the like (i.e., a non-

persistent communication channel)

[00222] It should be understood that the particular order in which the operations in Figures
29A-29B have been described is merely for example purposes and is not intended to indicate that
the described order is the only order in which the operations could be performed. One of
ordinary skill in the art would recognize various ways to reorder the operations described herein.
Additionally, it should be noted that details of other processes described herein with respect to
other methods described herein (e.g., the method 1700 in Figure 30) are also applicable in an
analogous manner to the method 1600 described above with respect to Figures 29A-29B.

[00223] Figure 30 illustrates a flowchart diagram of a method 1700 of enabling a payment
operated machine to accept electronic payments in accordance with some implementations. In
some implementations, the method 1700 is performed by an offline-payment operated machine
(e.g., the payment accepting unit 120, Figures 5 and 19 (sometimes also herein called “machine
1207), or the offline-payment operated machine 1500, Figure 28A) such as dryer or washer in a

laundromat, a parking meter, a car wash payment kiosk, or the like.

[00224] In some implementations, the offline-payment operated machine includes a
control unit (e.g., the control unit 1506, Figure 28A), memory, and a coin receiving switch (e.g.,
the microswitch 1502, Figure 28A). In some implementations, the offline-payment operated
machine also includes a short-range communication capability corresponding to a short-range
communication protocol (e.g., a non-persistent communication channel such as BLE, NFC,
and/or the like), where the short-range communication capability is configured to communicate
with one or more mobile devices, where each of the one or more mobile devices is configured
with a complimentary short-range communication capability and a long-range communication
capability corresponding to a long-range communication protocol (e.g., Wi-Fi, CDMA, GSM,

and/or the like). For example, in some implementations, the method 1700 is performed by the
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machine 120, (Figures 5 and 19). In some implementations, the method 1700 is governed by
instructions that are stored in a non-transitory computer readable storage medium and the

instructions are executed by the control unit of the offline-payment operated machine.

[00225] The offline-payment operated machine receives (1702) a request via a short-range
communication capability from a respective mobile device to perform an operation of the
offline-payment operated machine. For example, with reference to Figure 8C, the payment
module 1520 (Figure 28A) receives the AuthGrant from the mobile device 150 via the short-
range communication capability (e.g., BLE) indicating that the user of the mobile device 150
wishes to perform the operation of the offline-payment operated machine 1500 (Figure 28A). For
example with reference to operation 1012 in Figure 23, the payment module 1520 (Figure 28A)
receives an authorization grant token from the mobile device 150 via the short-range
communication capability (e.g., BLE) indicating that the user of the mobile device 150 wishes to

perform the operation of the offline-payment operated machine 1500 (Figure 28A).

[00226] The offline-payment operated machine validates (1704) the request. Validation of
the request indicates (1706) that the respective mobile device is authorized to initiate payment
for the operation by a remote server via the long-range communication capability. In some
implementations, the payment module 1520 validates the request from the mobile device 150 by
determining whether the AuthGrant or the authorization grant token includes a valid

authorization code.

[00227] In accordance with a determination that the request is valid, the offline-payment
operated machine performs (1708) the operation by issuing a predefined signal sequence to the
control unit, where the predefined signal sequence emulates a preset number of coins received by
the coin receiving switch. For example, in accordance with a determination that the request is
valid, the offline-payment operated machine or a component thereof issues a predefined signal
sequence to the control unit 1506 that emulates sample 1550 in Figure 28B. Continuing with this
example, in response to receiving the predefined signal sequence from the payment module
1520, control unit 1506 causes initiation of the operation of the offline-payment operated
machine 1500 by applying current to the gate of the transistor 1510 which allows current to flow
from the power supply 1508 to operation unit 1512. In another example, in accordance with a

determination that the request is valid, the control unit 1506 causes initiation of the operation of
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the offline-payment operated machine 1500 by applying current to the gate of the transistor 1510

which allows current to flow from the power supply 1508 to operation unit 1512.

[00228] It should be understood that the particular order in which the operations in Figure
30 have been described is merely for example purposes and is not intended to indicate that the
described order is the only order in which the operations could be performed. One of ordinary
skill in the art would recognize various ways to reorder the operations described herein.
Additionally, it should be noted that details of other processes described herein with respect to
other methods described herein (e.g., the method 1600 in Figures 29A-29B) are also applicable

in an analogous manner to the method 1700 described above with respect to Figure 30.

MISCELLANEOUS

[00229] It should be noted that relative terms are meant to help in the understanding of the
technology and are not meant to limit the scope of the invention. Similarly, unless specifically
stated otherwise, the terms used for labels (e.g., “first,” “second,” and “third”) are meant solely
for purposes of designation and not for order or limitation. The term “short” in the phrase “short-
range” (in addition to having technology specific meanings) is relative to the term “long” in the

phrase “long-range.”

[00230] The terms “may,” “might,” “can,” and “could” are used to indicate alternatives
and optional features and only should be construed as a limitation if specifically included in the

claims.

[00231] It should be noted that, unless otherwise specified, the term “or” is used in its
nonexclusive form (e.g., “A or B” includes A, B, A and B, or any combination thereof, but it
would not have to include all of these possibilities). It should be noted that, unless otherwise
specified, “and/or” is used similarly (e.g., “A and/or B” includes A, B, A and B, or any
combination thereof, but it would not have to include all of these possibilities). It should be noted
that, unless otherwise specified, the terms “includes” and “has” mean “comprises” (e.g., a device
that includes, has, or comprises A and B contains A and B, but optionally may contain C or
additional components other than A and B). It should be noted that, unless otherwise specified,

the singular forms “a,” “an,” and “the” refer to one or more than one, unless the context clearly

dictates otherwise.
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[00232] It is to be understood that the inventions, examples, and implementations
described herein are not limited to particularly exemplified materials, methods, and/or structures.
It is to be understood that the inventions, examples, and implementations described herein are to
be considered preferred inventions, examples, and implementations whether specifically

identified as such or not.

[00233] The terms and expressions that have been employed in the foregoing specification
are used as terms of description and not of limitation, and are not intended to exclude equivalents
of the features shown and described. While the above is a complete description of selected
implementations of the present invention, it is possible to practice the invention using various
alternatives, modifications, adaptations, variations, and/or combinations and their equivalents. It
will be appreciated by those of ordinary skill in the art that any arrangement that is calculated to
achieve the same purpose may be substituted for the specific embodiment shown. It is also to be
understood that the following claims are intended to cover all of the generic and specific features
of the invention herein described and all statements of the scope of the invention that, as a matter

of language, might be said to fall therebetween.
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CLAIMS

1. A method of presenting representations of payment accepting unit events, comprising:
at a mobile device with one or more processors, memory, one or more output devices

including a display, and one or more radio transceivers:

identifying one or more payment accepting units that are available to accept
payment from a mobile payment application executing on the mobile device, the identifying
based at least in part on an identifier or location corresponding to the one or more payment
accepting units, wherein the one or more payment accepting units are payment operated
machines that accept payment for dispensing of products and/or services;

displaying a user interface of the mobile payment application on the display of the
mobile device, the user interface being configured to display a visual indication of the one or
more payment accepting units and accept user input selecting an available payment accepting
unit of the one or more payment accepting units;

establishing via the one or more radio transceivers a wireless communication path
including the mobile device and the available payment accepting unit of the one or more
payment accepting units;

after establishing the wireless communication path, enabling user interaction with
the user interface of the mobile payment application to complete a transaction with the available
payment accepting unit, wherein the user interface includes a visual representation of the
available payment accepting unit, an indication of a balance, and an affordance that, in response
to a user input, indicates completion of the transaction;

exchanging information with the available payment accepting unit via the one or
more radio transceivers, in conjunction with the transaction; and

after exchanging the information, displaying, on the display, an updated user

interface of the mobile payment application to the user of the mobile device.

2. The method of claim 1, wherein the updated user interface of the mobile payment
application includes at least one of:

a message displayed on the display of the mobile device;

a banner notification displayed on a display of the mobile device; and/or

a visual alert from one or more LEDs of the mobile device.
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3. The method of claim 1, wherein the information indicates completion of the transaction

between the user of the mobile device and the available payment accepting unit.

4. The method of claim 3, wherein the mobile device includes a long-range transceiver and
the information at least includes an amount of the completed transaction, and the method further
comprises:

sending at least the amount of the completed transaction to a server via the long-range

transceiver.

5. The method of claim 1, wherein the information indicates abortion of the transaction

initiated by the user of the mobile device.

6. The method of claim 1, wherein the information indicates failure of the transaction
initiated by the user of the mobile device or a malfunction associated with the available payment

accepting unit.

7. The method of claim 1, wherein the mobile device includes an accelerometer and the
method further comprises:

based on data from the accelerometer, determining whether the user is walking away
from the available payment accepting unit; and

in accordance with a determination that the user is walking away from the available

payment accepting unit, canceling the wireless communication path.

8. The method of claim 1, wherein the information reflects availability of the available

payment accepting unit to conduct a transaction.

0. The method of claim 1, further comprising:
in addition to exchanging the information, receiving, via the one or more radio

transceivers, a coupon that is targeted to the user of the mobile device based on the transaction.

10. The method of claim 1, wherein the user interface of the mobile payment application,
after establishing the wireless communication path, indicates that the wireless communication

path has been established with the available payment accepting unit.
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11. The method of claim 1, wherein the user input is a swipe that causes the affordance to be

slid.

12. The method of claim 1, wherein the payment operated machines include a payment
activated washer, a payment activated dryer, a vending machine, a parking meter, a toll booth, an

arcade game, a kiosk, a photo booth, or a ticket dispensing machine.

13. A mobile device, comprising:
one or more radio transceivers;
one or more output devices including a display;
one or more processors; and
memory storing one or more programs to be executed by the one or more processors, the
one or more programs comprising instructions for:
identifying one or more payment accepting units that are available to accept
payment from a mobile payment application executing on the mobile device, the identifying
based at least in part on an identifier or location corresponding to the one or more payment
accepting units, wherein the one or more payment accepting units are payment operated
machines that accept payment for dispensing of products and/or services;
displaying a user interface of the mobile payment application on the display of the
mobile device, the user interface being configured to display a visual indication of the one or
more payment accepting units and accept user input selecting an available payment accepting
unit of the one or more payment accepting units;
establishing via the one or more radio transceivers a wireless communication path
including the mobile device and the available payment accepting unit of the one or more
payment accepting units;
after establishing the wireless communication path, enabling user interaction with
the user interface of the mobile payment application to complete a transaction with the available
payment accepting unit, wherein the user interface includes a visual representation of the
available payment accepting unit, an indication of a balance, and an affordance that, in response
to a user input, indicates completion of the transaction;
exchanging information with the available payment accepting unit via the one or

more radio transceivers, in conjunction with the transaction; and
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after exchanging the information, displaying, on the display, an updated user

interface of the mobile payment application to the user of the mobile device.

14.  The mobile device of claim 13, wherein identifying the one or more payment accepting
units includes identifying a payment activated washer, a payment activated dryer, a vending
machine, a parking meter, a toll booth, an arcade game, a kiosk, a photo booth, or a ticket

dispensing machine.

15. A non-transitory computer readable storage medium storing one or more programs, the
one or more programs comprising instructions, which, when executed by a mobile device with
one or more processors, one or more output devices including a display, and one or more radio
transceivers, cause the mobile device to perform operations comprising:

identifying one or more payment accepting units that are available to accept
payment from a mobile payment application executing on the mobile device, the identifying
based at least in part on an identifier or location corresponding to the one or more payment
accepting units, wherein the one or more payment accepting units are payment operated
machines that accept payment for dispensing of products and/or services;

displaying a user interface of the mobile payment application on the display of the
mobile device, the user interface being configured to display a visual indication of the one or
more payment accepting units and accept user input selecting an available payment accepting
unit of the one or more payment accepting units;

establishing via the one or more radio transceivers a wireless communication path
including the mobile device and the available payment accepting unit of the one or more
payment accepting units;

after establishing the wireless communication path, enabling user interaction with
the user interface of the mobile payment application to complete a transaction with the available
payment accepting unit, wherein the user interface includes a visual representation of the
available payment accepting unit, an indication of a balance, and an affordance that, in response
to a user input, indicates completion of the transaction;

exchanging information with the available payment accepting unit via the one or

more radio transceivers, in conjunction with the transaction; and
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after exchanging the information, displaying, on the display, an updated user

interface of the mobile payment application to the user of the mobile device.

16.  The non-transitory computer readable storage medium of claim 15, wherein the updated
user interface of the mobile payment application includes at least one of

a message displayed on the display of the mobile device;

a banner notification displayed on a display of the mobile device; and/or

a visual alert from one or more LEDs of the mobile device.

17. The non-transitory computer readable storage medium of claim 15, wherein:

the information indicates completion of the transaction between the user of the mobile
device and the available payment accepting unit;

the information at least includes an amount of the completed transaction; and

the instructions further cause the mobile device to send at least the amount of the

completed transaction to a server.

18.  The non-transitory computer readable storage medium of claim 15, wherein the

information indicates abortion of the transaction initiated by the user of the mobile device.

19. The non-transitory computer readable storage medium of claim 15, wherein the
information indicates failure of the transaction initiated by the user of the mobile device or a

malfunction associated with the available payment accepting unit.

20.  The non-transitory computer readable storage medium of claim 15, wherein identifying
the one or more payment accepting units includes identifying a payment activated washer, a
payment activated dryer, a vending machine, a parking meter, a toll booth, an arcade game, a

kiosk, a photo booth, or a ticket dispensing machine.
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ABSTRACT

A mobile device presents representations of payment accepting unit events on a display,
by identifying a payment accepting unit that is available to accept payment, displaying a visual
indication of the payment accepting unit, and accepting user input to receive selection of the
payment accepting unit and trigger payment, establishing a wireless communication path
including the mobile device and the payment accepting unit, enabling user interaction with the
user interface to complete the transaction, exchanging information with the available payment
accepting unit via the one or more radio transceivers in conjunction with the transaction, and

displaying an updated user interface of the mobile payment application.
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Figure 26B
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Figure 26C
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At a mobile device with one or more processors, memory, one or more output
devices, and two or more communication capabilities:

After sending a request to a payment module via a first communication
capability transaction to initiate a transaction with a payment accepting unit
associated with the payment module, obtain a notification from the payment
module via the first communication capability, wherein the notification
indicates an event at the payment accepting unit associated with the payment
module

The first communication capability corresponds to a short-range »
communication protocol I

—1402

—~1404

In response to obtaining the notification, provide a representation of the
notification to a user of the mobile device via the one or more output devices of
the mobile device

| The one or more output devices of the mobile device include at least one |_J
| of: a display, one or more speaker, one or more LEDs, and a vibration |
| mechanism I

_— e e e e e e E—— —— S E—— E— E— E—— C—— —— C—— —— —— — — S— — —

A message displayed on the display of the mobile device;

A banner notification displayed on a display of the mobile device;

An aural alert from the one or more speakers of the mobile

I
I
I
I o o . .
| A vibration alert from the vibration mechanism of the mobile
I
I .
| device; and

I

A visual alert from the one or more LEDs of the mobile device

—1406

1408

1410

| The notification indicates abortion of a transaction initiated by the user of the | 1412

| mobile device

Figure 27A
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| The notification indicates completion of a transaction between the user of the _'r-1414
| mobile device and the payment accepting unit

Iy - " " " " " "= "= "= "= "= "= "= = —_— === 2
I | The notification at least includes an amount of the completed transaction Lzr“1416
- - - - - - - _ _ _ . . _______ | |
e e e e e e e e e e - L_ ___________ )
;- o _S_end_aﬁea_st;pgrtgna‘ ﬁe?otificﬁo?to_a?en%r_via_a s_ecgnd_ T
| communication capability distinct from the first communication capability r141 8
I : . . L/|~1 420
i unicati ility -

| The first communication capability corresponds to a short-range | I
| I communication protocol and the second communication capability | |
| | corresponds to a long-range communication protocol | |
- |
_________________________ |
e L‘1 422
| The notification indicates failure of a transaction initiated by the user of the

mobile device or a malfunction associated with the payment accepting unit
l |
e e e e e e e e e e e e e e e e e e e 4

Figure 27B
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| While operating the payment module in a training mode, detect, via a first L‘I 602
I
| interface module, a preset sequence of payment acceptance signals from a
| coin receiving switch of an offline-payment operated machine that causes a
| control unit of the offline-payment operated machine to initiate the operation ofl
the offline-payment operated machine, where the preset sequence of payment|
I
acceptance signals are indicative of a preset number of coins received by the |
: coin receiving switch |

'-Determine the predefined signal sequence to emulate the preset sequence of
payment acceptance signals from the coin receiving switch I"‘I 604

Determining the predefined signal sequence includes at least one of: |

I
I
L
I
| I Identifying a count of pulses in the present sequence of payment | 1606
| I acceptance signals; : |
| : Identifying amplitude of pulses in the present sequence of | |
| | payment acceptance signals; | |
| | Identifying shape of pulses in the present sequence of payment | I
| | acceptance signals; and | |
| | Identifying an interval between pulses | |
| - —— — |
. , o - —1608
Receive a request via the short-range communication capability from a
respective mobile device to perform an operation of the offline-payment
operated machine
Validate the request 1610

Validation of the request indicates that the respective mobile device is 11612
authorized to initiate payment for the operation by a remote server via the
long-range communication capability

Figure 29A
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In accordance with a determination that the request is valid, cause the payment 1614

operated machine to perfoerm the operation by issuing a predefined signal
sequence to the control unit, where the predefined signal sequence emulates a
sighal sequence that would be issued by the coin receiving switch in response
to receiving a preset number of coins

IPrior to sending the operation information and after causing the offline—paymentI
I operated machine to perform the operation by issuing the predefined signal k1616
| sequence to the control unit, obtaining a notification from the offline-payment |
| operated machine indicating initiation of the operation of the offline-payment |
| operated machine and the preset number of coins |

In response to receiving the notification: I

I

I

I Generate the operation information based at least in part on the |
| notification; and

I

Store the generated operation information in the memory |

| sSend operation information corresponding to the operation to the respective 1620
mobile device via the short-range communication capability

Figure 29B
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Receive a request via a short-range communication capability from a

—1702

respective mobile device to perform an operation of the offline-payment
operated machine

Validate the request L1704

L L : : L —11706
Validation of the request indicates that the respective mobile device is

authorized to initiate payment for the operation by a remote server via the
long-range communication capability
In accordance with a determination that the request is valid, perform the 1708

operation by issuing a predefined signal sequence to the control unit, where
the predefined signal sequence emulates a preset number of coins received by
the coin receiving switch

Figure 30
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Morgan, Lewis & Bockius LLP Docket No. 104402-5013-US

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Title of METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF
Invention | PAYMENT ACCEPTING UNIT EVENTS

As the below named inventor, [ hereby declare that:

This declaration [] The attached application, or

is directed to: . S . . o
15 directed to IX]  United States application or PCT international application number 14/458,199

filed on August 12, 2014

The above-identified application was made or authorized to be made by me.

I believe that I am the original inventor or an original joint inventor of a claimed invention in the
application.

[ hereby state that 1 have reviewed and understand the contents of the above identified application,
including the claims.

[ acknowledge the duty to disclose information known to me to be material to patentability as defined by
37 CFR 1.56.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18
U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent
application that may contribute to identity theft. Personal information such as social security numbers, bank
account numbers, or credit card numbers (other than a check or credit card authorization form PTO-2038
submitted for payment purposes) is never required by the USPTO to support a petition or an application. 1f
this type of personal information is included in documents submitted to the USPTO, petitioners/applicants
should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after
publication of the application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in
the application) or issuance of a patent. Furthermore, the record from an abandoned application may also be
available to the public if the application is referenced in a published application or an issued patent (37 CFR
1.14). Checks and credit card authorization forms PTO-2038 submitted for payment purposes are not retained
in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventor: Dr. Paresh K. Patel Date: /© / e / Sy ¥

Signature:

DB2/25272268.1

Petitioner Exhibit 1002-0136



Electronically filed via Patent Center

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application of: Paresh K. Patel Confirmation No.: To be assigned
Serial No.: To be assigned Art Unit To be assigned
Filed: Filed Herewith Examiner: To be assigned
Title: METHOD AND SYSTEM FOR Attorney Docket No.: 104402-5075-US
PRESENTING
REPRESENTATIONS OF
PAYMENT ACCEPTING UNIT
EVENTS

STATEMENT UNDER 37 CF.R. § 3.73(¢c)

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:
PAYRANGE INC., a corporation, states that it is the assignee of the entire right, title

and interest in the patent application/patent identified above by virtue of an assignment from the

inventor(s) of the patent application/patent identified above.

The assignment was recorded in the United States Patent and Trademark Office on

at Reel , Frame , or for which a copy thereof is attached.

The undersigned is authorized to act on behalf of the assignee.

Date: May 13, 2023 /Benjamin Pezzner/ 70,711
Benjamin Pezzner (Reg. No.)
MORGAN, LEWIS & BOCKIUS LLP
1400 Page Mill Road

Palo Alto, CA 94304
(650) 843-4000

Petitioner Exhibit 1002-0137



S

A\ UNITED STATES PATENT AND TRADEMARK OFFIGE
N

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

‘www.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS | IND CLAIMS
18/197,071 05/14/2023 664 104402-5075-US 20 3
CONFIRMATION NO. 9843
24341 FILING RECEIPT

o Lovi Dok LLP (P T

Palo Alto, CA 94304-1124
Date Mailed: 06/02/2023

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)

Paresh K. Patel, Portland, OR;
Applicant(s)

PAYRANGE INC., Portland, OR;

Power of Attorney: The patent practitioners associated with Customer Number 24341

Domestic Priority data as claimed by applicant

This application is a CON of 17/973,507 10/25/2022
which is a CON of 17/654,732 03/14/2022 PAT 11,481,772
which is a CON of 17/147,305 01/12/2021 PAT 11,501,296
which is a CON of 15/603,400 05/23/2017 PAT 10,891,614
which is a CON of 14/458,199 08/12/2014 PAT 9,659,296
which is a CIP of 14/456,683 08/11/2014 PAT 9,256,873
which is a CON of 14/335,762 07/18/2014 PAT 9,547,859
which is a CON of 14/214,644 03/14/2014 PAT 8,856,045
which claims benefit of 61/917,936 12/18/2013

and is a CIP of 29/477,025 12/18/2013 PAT D755183

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

page 1 of 4
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Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 05/31/2023
The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 18/197,071
Projected Publication Date: 09/07/2023
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING
UNIT EVENTS

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents™} for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

page 2 of 4
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For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor

page 3of 4
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community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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Application or Docket Number

PATENT APPLICATION FEE DETERMINATION RECORD

Substitute for Form PTO-875 18/197,071
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) N/A N/A N/A 64 N/A
SEARCH FEE
O o oo N/A N/A N/A 280 N/A
EXAMINATION FEE
(37 CFR 1.16(0). (). or (a) N/A N/A N/A 320 N/A
TOTAL CLAIMS ) *
(37 CFR 1.16()) 20 minus 20 = 0 X = 0 OR
INDEPENDENT CLAIMS : *
(37 CFR 1.16(h)) 3 minus 3 = X = 0
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16() 0
* |If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 664 TOTAL
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE() FEE($)
E AMENDMENT PAID FOR
w Total g i = =
> (37 CF?{ ?.160)) Minus X = OR
[m] 7 - =
E ((ISI;%erRe? .?g(ﬂt)) s x = OR
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE() FEE($)
E AMENDMENT PAID FOR
U1] Total * Minus o = X =
% 37 CF?{ ?.160)) OR
Independent * Minus | *** =
E (37 CFR 1.16(h) x = OR
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

*** |f the "Highest Number Previou
he "L )

sly Paid For" IN THIS SPACE is |
Paj " i

box in column 1
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TO:  padocketingdepartment@morganlewis.com,donald.mixon@morganlewis.com

FROM: noreply@uspto.gov

CC:  patentcenter_eofficeaction@uspto.gov

SUBJECT: USPTO: Patent Electronic System - Correspondence Notification for Customer Number 24341

Fri Jun 02 05:02:21 EDT 2023

Dear Patent Center Customer:
Correspondence Address:

Morgan, Lewis &Bockius LLP (PA)
1400 Page Mill Road

Palo Alto,CALIFORNIA,94304-1124
UNITED STATES

This is a courtesy notification regarding the following USPTO patent
application(s) associated with your Customer Number, 24341, that have new
outgoing correspondence. This correspondence is now available for viewing in
Patent Center.

The official date of notification of the outgoing correspondence will be indicated
on the form (e.g., PTOL-90) accompanying the correspondence.

Disclaimer:

The list of documents shown below are provided as a courtesy and is not part of
the official file wrapper. The content of the images shown in the Image File
Wrapper is the official record.

To view your correspondence online, please sign in to Fatent Gentaer and then
select Workbench/View correspondence. To update your email address(es),
select Manage/Manage customer numbers.

If you have any questions, please contact the Palent Elecironic Business Genler
(EBC) at ebc@uspto.gov or 866-217-9197 Monday — Friday, 6 a.m. to midnight
ET.

Please do not reply to this email as it was sent from an unmonitored mailbox.
Sincerely,
The Patent Center Team

Petitioner Exhibit 1002-0143



UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
18/197,071 05/14/2023 Paresh K. Patel 104402-5075-US 9843
24341 0 06/27/2023 | A AMINGR |
Morgan, Lewis & Bockius LLP (PA)
1400 Page Mill Road CENTRAL, DOCKET
Palo Alto, CA 94304-1124
| ART UNIT | PAPER NUMBER |
3698
| NOTIFICATION DATE | DELIVERY MODE |
06/27/2023 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

donald.mixon@morganlewis.com
padocketingdepartment@morganlewis.com

PTOL-90A (Rev. 04/07)
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Decision Granting Request for
Prioritized Examination (Track /)

Application No.

Applicant(s)

18/197,071 Patel, Paresh K.
Examiner Art Unit AlA (FITF) Status
FIKIRTE A GEREMEW OMBL Yes

filing a notice of appeal;

T o mmo o

mailing of a notice of allowance;

mailing of a final Office action;

abandonment of the application.

1. THE REQUEST FILED 14 May 2023 IS GRANTED .

filing a request for suspension of action;

The above-identified application has met the requirements for prioritized examination
A for an original nonprovisional application (Track ).
B. 0J for an application undergoing continued examination (RCE).

completion of examination as defined in 37 CFR 41.102; or

2. The above-identified application will undergo prioritized examination. The application will be
accorded special status throughout its entire course of prosecution until one of the following occurs:

A. filing a petition for extension of time to extend the time period for filing a reply;

B. filing an amendment to amend the application to contain more than four
independent claims, more than thirty total claims , or a multiple dependent claim;

filing a request for continued examination ;

Telephone inquiries with regard to this decision should be directed to FIKIRTE GEREMEW at (703)
756-1930. In his/her absence, calls may be directed to Petition Help Desk at (571) 272-3282.

/FIKIRTE A GEREMEW/

PROGRAM SUPPORT ASSISTANT, OMBL

U.S. Patent and Trademark Office
PTO-2298 (Rev. 02-2012)
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TO:  padocketingdepartment@morganlewis.com,donald.mixon@morganlewis.com

FROM: noreply@uspto.gov

CC:  patentcenter_eofficeaction@uspto.gov

SUBJECT: USPTO: Patent Electronic System - Correspondence Notification for Customer Number 24341

Wed Jun 28 08:32:21 EDT 2023

Dear Patent Center Customer:
Correspondence Address:

Morgan, Lewis &Bockius LLP (PA)
1400 Page Mill Road

Palo Alto,CALIFORNIA,94304-1124
UNITED STATES

This is a courtesy notification regarding the following USPTO patent
application(s) associated with your Customer Number, 24341, that have new
outgoing correspondence. This correspondence is now available for viewing in
Patent Center.

The official date of notification of the outgoing correspondence will be indicated
on the form (e.g., PTOL-90) accompanying the correspondence.

Disclaimer:
The list of documents shown below are provided as a courtesy and is not part of
the official file wrapper. The content of the images shown in the Image File

Wrapper is the official record.

To view your correspondence online, please sign in to Fatent Gentaer and then
select Workbench/View correspondence. To update your email address(es),
select Manage/Manage customer numbers.

If you have any questions, please contact the Palent Elecironic Business Genler
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
18/197,071 05/14/2023 Paresh K. Patel 104402-5075-US 9843
24341 0 08/16/2023 | A AMINGR |
Morgan, Lewis & Bockius LLP (PA)
1400 Page Mill Road POINVIL, FRANTZY
Palo Alto, CA 94304-1124
| ART UNIT | PAPER NUMBER |
3698
| NOTIFICATION DATE | DELIVERY MODE |
08/16/2023 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

donald.mixon@morganlewis.com
padocketingdepartment@morganlewis.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

18/197,071 Patel, Paresh K.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
FRANTZY POINVIL 3698 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 5/14/2023.
03 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)(] This action is FINAL. 2b) ¥ This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)[0) Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parre Quayte, 1935 C.D. 11,453 O.G. 213.

Disposition of Claims*

5) Claim(s)  1-20 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.
) Claim(s) 1,3-15 and 17-20 is/are allowed.
) Claim(s) 2 and 16 is/are rejected.
) [0 Claim(s) ___is/are objected to.
) s)

9) ([ Claim(s are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
Application Papers
10)(J The specification is objected to by the Examiner.
11)[ The drawing(s) filed on 5/14/2023 is/are: a) accepted or b)) objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)[(] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d All b)(J Some** ¢)(J None of the:
1.0 Certified copies of the priority documents have been received.
2.(J Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

6

o N

Attachment(s)

1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
. . Paper No(s)/Mail Date

2) [ Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) (] Other:

Paper No(s)/Mail Date

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20230801
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Application/Control Number: 18/197,071 Page 2
Art Unit: 3698

DETAILED ACTION
Notice of Pre-AIA or AIA Status
1. The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AL A.

Claim Rejections - 35 USC § 112

2. Claims 2 and 16 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AlA), second
paragraph, as being indefinite for failing to particularly point out and distinctly claim the subject matter
which the inventor or a joint inventor (or for applications subject to pre-AIA 35 U.S.C. 112, the
applicant), regards as the invention.

As per claims 2 and 16, acronyms are not permitted in the claims. They should be clearly
expressed.

As per claim 2, line 5, the acronym “LED’s™ should be changed to - -light emitted diodes
(LED’s) - -.

Also, as per claim 16, line 5, the acronym “LED’s” should be changed to - -light emitted diodes

(LED’s) - -

Double Patenting

3. The nonstatutory double patenting rejection is based on a judicially created doctrine
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or
improper timewise extension of the "right to exclude" granted by a patent and to prevent possible
harassment by multiple assignees. See In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed.
Cir. 1993); Inre Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686
F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA

1970);and, In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).
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Application/Control Number: 18/197,071 Page3
Art Unit: 3698

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) may be used to overcome
an actual or provisional rejection based on a nonstatutory double patenting ground provided the
conflicting application or patent is shown to be commonly owned with this application. See 37
CFR 1.130(b).

Effective January 1, 1994, aregistered attorney or agent of record may sign a terminal
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR

3.73(b).

Claims 1-20 are rejected under the judicially created doctrine of obviousness-type double
patenting as being unpatentable over claims 1-23 of U.S. Patent No. 9,659,296. Although the
conflicting claims are not identical, they are not patentably distinct from each other because
claims 1-20 of the instant application are directed to a similar subject matter contained in claims
1-23 of the '296 patent. The only difference between the instant application and the '296 patent
is merely a labeling difference. Itis noted that all the features of claims 1-20 are contained in

claims 1-23 of the 296 patent.

Claims 1-20 are rejected under the judicially created doctrine of obviousness-type double
patenting as being unpatentable over claims 1-25 of U.S. Patent No. 10,891,614. Although the
conflicting claims are not identical, they are not patentably distinct from each other because
claims 1-20 of the instant application are directed to a similar subject matter contained in claims
1-25 of the '614 patent. The only difference between the instant application and the '614 patent
is merely a labeling difference. Itis noted that all the features of claims 1-20 are contained in

claims 1-25 of the '614 patent.
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Application/Control Number: 18/197,071 Page 4
Art Unit: 3698

Claims 1-20 are rejected under the judicially created doctrine of obviousness-type double
patenting as being unpatentable over claims 1-28 of U.S. Patent No. 11,501,296. Although the
conflicting claims are not identical, they are not patentably distinct from each other because
claims 1-20 of the instant application are directed to a similar subject matter contained in claims
1-28 of the '296 patent. The only difference between the instant application and the 296 patent
is merely a labeling difference. It is noted that all the features of claims 1-20 are contained in

claims 1-28 of the 296 patent.

Claims 1-20 are rejected under the judicially created doctrine of obviousness-type double
patenting as being unpatentable over claims 1-20 of U.S. Patent No. 11,481,772. Although the
conflicting claims are not identical, they are not patentably distinct from each other because
claims 1-20 of the instant application are directed to a similar subject matter contained in claims
1-25 of the 772 patent. The only difference between the instant application and the "772 patent
is merely a labeling difference. It is noted that all the features of claims 1-20 are contained in

claims 1-20 of the '772 patent.

Claims 1-20 are provisionally rejected under the Judicially created doctrine of
obviousness-type double patenting as being unpatentable over claims 1-20 of
copending Application No. 17,973,507. Although the conflicting claims are not patentably
distinct from each other because claims 1-20 of the instant application are directed to a similar
subject matter contained in claims 1-20 of the '507 application. Both inventions are obvious

variations of each other achieving the same end result. It would have been obvious to one of
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Application/Control Number: 18/197,071 Page 5
Art Unit: 3698

ordinary skill in the art to note that the features of claims 1-20 of the instant application are
contained in claims 1-20 of the '507 application.
This is a provisional obviousness-type double patenting rejection because the conflicting

claims have not in fact been patented.

4. The prior art taken alone or in combination failed to teach or disclose :the limitations of
claims 1, 13 and 15. Particularly, the prior art failed to teach or suggest: “after establishing the
wireless communication path, enabling user interaction with the user interface of the mobile
payment application to complete a transaction with the available payment accepting unit,
wherein the user interface includes a visual representation of the available payment accepting
unit, an indication of a balance, and an affordance that, in response to a user input, indicates
completion of the transaction, exchanging information with the available payment accepting unit
via the one or more radio transceivers, in conjunction with the transaction, and after exchanging
the information, displaying, on the display, an updated user interface of the mobile payment

application to the user of the mobile device” as recited in independent claims 1, 13 and 15.

Wheeler (US Pub. No. 20180374076) discloses a system and method for performing
automated operations to identify one or more computing devices associated with potential payees
that are within a defined proximity of a user mobile device. A processor-based computing
system retrieves stored photographic and biographic information regarding the identified
potential payees, and displays the retrieved photographic and biographic information for possible
selection by a user of the mobile device. One or more payments from the user of the mobile

device may be specified and initiated via the processor-based computing system to potential
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Application/Control Number: 18/197,071 Page 6
Art Unit: 3698

payees selected by the user, including for partial or full payment of a customer order of the user

with a merchant associated with an identified point-of-sale computing system.

Murray (US Pub. No. 20210056552 A1) a method and apparatus for allowing a
customer or payor to select from a plurality of nearby vendors or payees when a computing
device of the payor is physically close to electronic devices of the payees. Payee devices and
locations of those payee devices may be identified and displayed on a display of a payee device.
Once displayed, a specific payee device may be selected by the customer and an order for a
product or service may be sent to the selected payee device from the payor device. After the
product or service has been provided to the customer, information that confirms that purchase

may be sent to any of the selected payee device.

Conclusion

5. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to FRANTZY POINVIL whose telephone number is (571)272-
6797. The examiner can normally be reached M-Th 7:00AM to 5:30PM.

Examiner interviews are available via telephone, in-person, and video conferencing using
a USPTO supplied web-based collaboration tool. To schedule aninterview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http//www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Michael Anderson can be reached on 571-270-0508. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 18/197,071 Page 7
Art Unit: 3698

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is available
to registered users. To file and manage patent submissions in Patent Center, visit:
https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-center for more
information about Patent Center and https://www.uspto.gov/patents/docx for information about
filing in DOCX format. For additional questions, contact the Electronic Business Center (EBC)
at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/tp/
/FRANTZY POINVIL/
Primary Examiner, Art Unit 3698

August 1, 2023
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Notice of Referernces Cited

Application/Control No.

Applicant(s)/Patent Under

18/197,071 Reexamination
Patel, Paresh K.
Examiner Art Unit
FRANTZY POINVIL 3698 Page 1 of 1

U.S. PATENT DOCUMENTS

* Countlr:;o(fj::g;-el\?:n’:lbirrlgiig Code MI\/ID- ?}iYY Name CPC Classification US Classification
* | A | US-20220405733-A1 12-2022 Yao; Zhendong G06Q20/4015 17
* | B | US-20210056552-A1 02-2021 Murray; Patrick L. G06Q20/3276 17
* C | US-20210012318-A1 01-2021 Ducoulombier; Sergio Nicolas G06Q20/3278 1/1
* D | US-20180374076-A1 12-2018 Wheeler; Therman G06Q20/3224 1/1
* | E | US-20140052607-A1 02-2014 Park; Gui Sug G06Q20/322 705/38
* F | US-20080010190-A1 01-2008 Rackley IIl; Brady Lee G06Q20/3223 705/39
G
H
|
J
K
L
M
FOREIGN PATENT DOCUMENTS
* Countlr:;oc(;::g;—el\:]:n’:lbirrlgiig Code MI\/ID- ?}?{YY Country Name CPC Classification
N
0]
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
u
\
W
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Notice of References Cited

Part of Paper No. 20230801
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Nofes 18/197,071 Patel, Paresh K.
L -
FRANTZY POINVIL 3698
CPC - Searched*
Symbol Date Examiner
G06Q20/40; G06Q20/18; G06Q20/322; G06Q20/3226; G06Q20/ 08/01/2023 FP
327; G06Q20/3278; GO7F7/0893; GO7F9/023
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner
705 3-44 08/01/2023 FP

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Search Notes Date Examiner
See the attached DAV and Proquest searches. 08/01/2023 FP
Interference Search

US Class/CPC US Subclass/CPC Group Date Examiner
Symbol

705 44 08/01/2023 FP

/FRANTZY POINVIL/
Primary Examiner, Art Unit 3698

U.S. Patent and Trademark Office

Page 1 of 1
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Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims 18/197.071

v | Rejected - | Cancelled N | Non-Elected A Appeal

Patel, Paresh K.
““ Examiner Art Unit

FRANTZY POINVIL 3698

Allowed + | Restricted | | Interference O | Objected

CLAIMS
(J Claims renumbered in the same order as presented by applicant O cpPA O T1.D. (J R.1.47

CLAIM DATE
Final Original | 08/01/2023
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U.S. Patent and Trademark Office Part of Paper No.: 20230801

Petitioner Exhibit 1002-0157

Page 1 of 1



%

\
A
pro e
ol

G B

7

%
b1

Petitioner Exhibit 100220958t

Search Strategy from Dialog

August 01 2023 15:11

01 August 2023



Search Strategy

Databases: ABI/INFORM® Professional Advanced, Abstracts in New Technology & Engineering, Adisinsight: Drugs,
AdisInsight: Trials, Adis Pharmacoeconomics & Outcomes News, AGRICOLA, AGRIS, Allied & Complementary
Medicine™, Analytical Abstracts, APA PsycInfo®, Aqualine, Aquatic Science & Fisheries Abstracts (ASFA), Australian
Education Index, BIOSIS® Toxicology, BIOSIS Previews®, British Library Inside Conferences, British Nursing Index,
Business & Industry, CAB ABSTRACTS, Chemical Business Newsbase, Chemical Engineering & Biotechnology
Abstracts, Chemical Safety Newsbase, Civil Engineering Abstracts, ClinicalTrials.gov, Current Contents® Search,
Derwent Drug File, Derwent Drug Registry, DH-DATA: Health Administration, Medical Toxicology & Environmental
Health, DIOGENES® FDA Regulatory Updates, Drug Information Fulltext, Earthquake Engineering Abstracts, EconLit, Ei
Compendex®, Ei EnCompassLIT, Embase®, Embase® French Local Literature, EMCare®, ERIC, ESPICOM
Pharmaceutical & Medical Device News, FDAnews, FLUIDEX (Fluid Engineering Abstracts), Foodline®: MARKET,
Foodline®: PRODUCT, Foodline®: SCIENCE, FSTA®, Gale Group Computer Database™, Gale Group Health
Periodicals Database, Gale Group New Product Announcements / Plus®, Gale Group Newsletter Database™, Gale
Group PharmaBiomed Business Journals, Gale Group PROMT®, Gale Group Trade & Industry Database™, GEOBASE,
GeoRef, Global Health, HSELINE: Health and Safety, ICONDA - International Construction Database, IMS Company
Profiles, IMS New Product Focus, IMS Pharma Trademarks, IMS R&D Focus, IMS R&D Focus Drug News, Inspec®,
International Pharmaceutical Abstracts, Jane's Defense & Aerospace News, King's Fund, KOSMET: Cosmetic Science,
Lancet Titles, Mechanical & Transportation Engineering Abstracts, MEDLINE®, Meteorological & Geoastrophysical
Abstracts, Morressier Life Science Conference Abstracts and Posters, New England Journal of Medicine, Northern Light
Life Sciences Conference Abstracts, NTIS: National Technical Information Service, Oceanic Abstracts, PAIS
International, Paperbase, PAPERCHEM, ProQuest Advanced Tech & Aerospace Professional, ProQuest Biological &
Health Science Professional, ProQuest Dissertations and Theses Professional, ProQuest Environmental Science
Professional, ProQuest Materials Research Professional, ProQuest Newsstand Professional, ProQuest Technology
Research Professional, Prous Science Daily Essentials, Prous Science Drug Data Report, Prous Science Drugs Of The
Future™ Publicly Available Content, Registry of Toxic Effects of Chemical Substances (RTECS®), SciSearch®: a Cited
Reference Science Database, Social SciSearch®, ToxFile®, Transport Research International Documentation, TULSA™
(Petroleum Abstracts), UBM Computer Full Text, Weldasearch®, Zoological Record

Set# Searched for Results

S1 ((vending pre/5 machine[*1]) or kiosk[*1]) pre/15 (mobile* or 46237
phone[*1] or transceiv®)

S2 S1 and ((payment[*1] or paying) pre/8 (trigg* or 2131
transaction[*1]))

S3 (((Select* or chos* or choos* or accept*) or pre/15 or (payee* 278807480
or seller[*1])) or pre/15 or (terminal[*1] or computer[*1] or
mobile or phone or device[*1]))

S4 S2 and S3 2131
S5 S4 and mobile and accelerat® 794
S6 S1and S3 46177
S7 S5 and S6 749°
S8 s7 and ((dispens* or gject*) pre/10 (product[*1] or good[*1] or 44°

item[*1] or service*!))

01 August 2023 Page 2 of 4 Petitioner Exhibit 100220959




° Duplicates are removed from the search and from the result count.
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Contact ProQuest
Copyright © 2023 ProQuest LLC. All rights reserved. - Terms and Conditions
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PE2E SEARCH - Search History (Prior Art)

Ref # Hits Search Query DBs Default Plurals British Time Stamp
Operator Equivalents
L1 411 (payee$ OR seller$1) (US-PGPUB; USPAT; |OR ON ON 2022/05/16
adj10 (terminal$1 OR |USOCR; FIT (AU, AP, 06:56 AM
computer$1 OR AT, CA, CH, CN, DD,
device$1) adj10 DE, EA, EP, ES, FR,
(payment$ OR card$1 |GB, JP, KR, OA, RU,
OR mobile) adj10 SU, WO); FPRS; EPO;
(bluetooth OR JPO; DERWENT;
wireless$) IBM_TDB)
L2 1971 (payee$ OR seller$1) (US-PGPUB; USPAT; |OR ON ON 2022/05/16
adj15 (terminal$1 OR |USOCR; FIT (AU, AP, 06:58 AM
computer$1 OR mobile |AT, CA, CH, CN, DD,
OR phone OR DE, EA, EP, ES, FR,
device$1) adj15 (id$1 GB, JP, KR, OA, RU,
OR identif$) adj15 pay$ |SU, WO); FPRS; EPO,;
JPO; DERWENT;
IBM_TDB)
L3 1189 (Select$ OR chos$or (US-PGPUB; USPAT; |OR ON ON 2022/05/16
choos$ OR accept$) USOCR; FIT (AP, AT, 07:09 AM
adj15(payee$ OR AU, CA, CH, CN, DD,
seller$1) adj15 DE, EA, EP, ES, FR,
(terminal$1 OR GB, JP, KR, OA, RU,
computer$1 OR mobile |SU, WO); FPRS; EPO,;
OR phone OR JPO; DERWENT;
device$1) adj15 (pay$ |[IBM_TDB)
OR card$1)
L4 54413 ((vending adj5 (US-PGPUB; USPAT; |OR ON ON 2022/05/16
machine$1) OR USOCR; FIT (AP, AT, 07:19 AM
kiosk$1) adj15 (mobile$ [AU, CA, CH, CN, DD,
OR phone$1 OR DE, EA, EP, ES, FR,
transceiv$) GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L5 411 L2 AND I3 (US-PGPUB; USPAT; |OR ON ON 2022/05/16
USOCR; FIT (AP, AT, 07:20 AM
AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L6 9 L5 AND L4 (US-PGPUB; USPAT; |OR ON ON 2022/05/16
USOCR; FIT (AP, AT, 07:23 AM
AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L7 54 L5 AND L1 (US-PGPUB; USPAT; |OR ON ON 2022/05/16
USOCR; FIT (AP, AT, 07:23 AM
08/01/2023 12:42:47 PM

Workspace: 17654732
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AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L8 0 (mobile OR wireless OR | (US-PGPUB; USPAT; [OR ON ON 2022/05/16
gps) adj15 USOCR; FIT (AP, AT, 07:47 AM
accelerometer$1 adj15 |AU, CA, CH, CN, DD,
(walk$ OR distance$) |DE, EA, EP, ES, FR,
adj15 (transaction$) GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L9 17 (mobile OR wireless OR | (US-PGPUB; USPAT; [OR ON ON 2022/05/16
gps) SAME USOCR; FIT (AP, AT, 07:48 AM
accelerometer$1 adj15 |AU, CA, CH, CN, DD,
(walk$ OR distance$) |DE, EA, EP, ES, FR,
SAME (transaction$) GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L10 1 "10891614".pn. (US-PGPUB; USPAT) |OR ON ON 2022/05/16
11:32 AM
L11 419 (payee$ OR seller$1) (US-PGPUB; USPAT; |OR ON ON 2022/08/30
adj10 (terminal$1 OR USOCR; FIT (AU, AP, 04:57 PM
computer$1 OR AT, CA, CH, CN, DD,
device$1) adj10 DE, EA, EP, ES, FR,
(payment$ OR card$1 |GB, JP, KR, OA, RU,
OR mobile) adj10 SU, WO); FPRS; EPO;
(bluetooth OR JPO; DERWENT;
wireless$) IBM_TDB)
L12 2006 (payee$ OR seller$1) (US-PGPUB; USPAT; |OR ON ON 2022/08/30
adj15 (terminal$1 OR USOCR; FIT (AU, AP, 04:57 PM
computer$1 OR mobile |AT, CA, CH, CN, DD,
OR phone OR DE, EA, EP, ES, FR,
device$1) adj15 (id$1 GB, JP, KR, OA, RU,
OR identif$) adj15 pay$ |SU, WO); FPRS; EPO,;
JPO; DERWENT;
IBM_TDB)
L13 1205 (Select$ OR chos$or (US-PGPUB; USPAT; |OR ON ON 2022/08/30
choos$ OR accept$) USOCR; FIT (AP, AT, 04:57 PM
adj15(payee$ OR AU, CA, CH, CN, DD,
seller$1) adj15 DE, EA, EP, ES, FR,
(terminal$1 OR GB, JP, KR, OA, RU,
computer$1 OR mobile |SU, WO); FPRS; EPO,;
OR phone OR JPO; DERWENT;
device$1) adj15 (pay$ |[IBM_TDB)
OR card$1)
L14 55797 ((vending adj5 (US-PGPUB; USPAT; |OR ON ON 2022/08/30
machine$1) OR USOCR; FIT (AP, AT, 04:57 PM
kiosk$1) adj15 (mobile$ [AU, CA, CH, CN, DD,
OR phone$1 OR DE, EA, EP, ES, FR,
transceiv$) GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
08/01/2023 12:42:47 PM of 7

Workspace: 17654732

Petitioner Exhibit 1002-0:3P




IBM_TDB)
L15 414 L2 AND I3 (US-PGPUB; USPAT; |OR ON ON 2022/08/30
USOCR; FIT (AP, AT, 04:57 PM
AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L16 9 L5 AND L4 (US-PGPUB; USPAT; |OR ON ON 2022/08/30
USOCR; FIT (AP, AT, 04:57 PM
AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L17 54 L5 AND L1 (US-PGPUB; USPAT; |OR ON ON 2022/08/30
USOCR; FIT (AP, AT, 04:57 PM
AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L18 0 (mobile OR wireless OR | (US-PGPUB; USPAT; [OR ON ON 2022/08/30
gps) adj15 USOCR; FIT (AP, AT, 04:57 PM
accelerometer$1 adj15 |AU, CA, CH, CN, DD,
(walk$ OR distance$) |DE, EA, EP, ES, FR,
adj15 (transaction$) GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L19 18 (mobile OR wireless OR | (US-PGPUB; USPAT; [OR ON ON 2022/08/30
gps) SAME USOCR; FIT (AP, AT, 04:57 PM
accelerometer$1 adj15 |AU, CA, CH, CN, DD,
(walk$ OR distance$) |DE, EA, EP, ES, FR,
SAME (transaction$) GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L20 1 "10891614".pn. (US-PGPUB; USPAT) |OR ON ON 2022/08/30
04:57 PM
L21 440 (payee$ OR seller$1) (US-PGPUB; USPAT; |OR ON ON 2023/08/01
adj10 (terminal$1 OR USOCR; FIT (AU, AP, 12:02 PM
computer$1 OR AT, CA, CH, CN, DD,
device$1) adj10 DE, EA, EP, ES, FR,
(payment$ OR card$1 |GB, JP, KR, OA, RU,
OR mobile) adj10 SU, WO); FPRS; EPO;
(bluetooth OR JPO; DERWENT;
wireless$) IBM_TDB)
L22 2145 (payee$ OR seller$1) (US-PGPUB; USPAT; |OR ON ON 2023/08/01
adj15 (terminal$1 OR USOCR; FIT (AU, AP, 12:02 PM
computer$1 OR mobile |AT, CA, CH, CN, DD,
OR phone OR DE, EA, EP, ES, FR,
08/01/2023 12:42:47 PM
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device$1) adj15 (id$1 GB, JP, KR, OA, RU,
OR identif$) adj15 pay$ |SU, WO); FPRS; EPO,;
JPO; DERWENT;
IBM_TDB)
L23 1298 (Select$ OR chos$or (US-PGPUB; USPAT; |OR ON ON 2023/08/01
choos$ OR accept$) USOCR; FIT (AP, AT, 12:02 PM
adj15(payee$ OR AU, CA, CH, CN, DD,
seller$1) adj15 DE, EA, EP, ES, FR,
(terminal$1 OR GB, JP, KR, OA, RU,
computer$1 OR mobile |SU, WO); FPRS; EPO,;
OR phone OR JPO; DERWENT;
device$1) adj15 (pay$ |[IBM_TDB)
OR card$1)
L24 60284 ((vending adj5 (US-PGPUB; USPAT; |OR ON ON 2023/08/01
machine$1) OR USOCR; FIT (AP, AT, 12:02 PM
kiosk$1) adj15 (mobile$ [AU, CA, CH, CN, DD,
OR phone$1 OR DE, EA, EP, ES, FR,
transceiv$) GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L25 449 L2 AND I3 (US-PGPUB; USPAT; |OR ON ON 2023/08/01
USOCR; FIT (AP, AT, 12:02 PM
AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L26 12 L5 AND L4 (US-PGPUB; USPAT; |OR ON ON 2023/08/01
USOCR; FIT (AP, AT, 12:02 PM
AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L27 54 L5 AND L1 (US-PGPUB; USPAT; |OR ON ON 2023/08/01
USOCR; FIT (AP, AT, 12:02 PM
AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L28 0 (mobile OR wireless OR | (US-PGPUB; USPAT; [OR ON ON 2023/08/01
gps) adj15 USOCR; FIT (AP, AT, 12:02 PM
accelerometer$1 adj15 |AU, CA, CH, CN, DD,
(walk$ OR distance$) |DE, EA, EP, ES, FR,
adj15 (transaction$) GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L29 21 (mobile OR wireless OR | (US-PGPUB; USPAT; [OR ON ON 2023/08/01
gps) SAME USOCR; FIT (AP, AT, 12:02 PM
accelerometer$1 adj15 |AU, CA, CH, CN, DD,
08/01/2023 12:42:47 PM of 7
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(walk$ OR distance$) |DE, EA, EP, ES, FR,
SAME (transaction$) GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L30 1 "10891614".pn. (US-PGPUB; USPAT) |OR ON ON 2023/08/01
12:02 PM
L31 440 (payee$ OR seller$1) (US-PGPUB; USPAT; |OR ON ON 2023/08/01
adj10 (terminal$1 OR USOCR; FIT (AU, AP, 12:02 PM
computer$1 OR AT, CA, CH, CN, DD,
device$1) adj10 DE, EA, EP, ES, FR,
(payment$ OR card$1 |GB, JP, KR, OA, RU,
OR mobile) adj10 SU, WO); FPRS; EPO;
(bluetooth OR JPO; DERWENT;
wireless$) IBM_TDB)
L32 2145 (payee$ OR seller$1) (US-PGPUB; USPAT; |OR ON ON 2023/08/01
adj15 (terminal$1 OR USOCR; FIT (AU, AP, 12:02 PM
computer$1 OR mobile |AT, CA, CH, CN, DD,
OR phone OR DE, EA, EP, ES, FR,
device$1) adj15 (id$1 GB, JP, KR, OA, RU,
OR identif$) adj15 pay$ |SU, WO); FPRS; EPO,;
JPO; DERWENT;
IBM_TDB)
L33 1298 (Select$ OR chos$or (US-PGPUB; USPAT; |OR ON ON 2023/08/01
choos$ OR accept$) USOCR; FIT (AP, AT, 12:02 PM
adj15(payee$ OR AU, CA, CH, CN, DD,
seller$1) adj15 DE, EA, EP, ES, FR,
(terminal$1 OR GB, JP, KR, OA, RU,
computer$1 OR mobile |SU, WO); FPRS; EPO,;
OR phone OR JPO; DERWENT;
device$1) adj15 (pay$ |[IBM_TDB)
OR card$1)
L34 60284 ((vending adj5 (US-PGPUB; USPAT; |OR ON ON 2023/08/01
machine$1) OR USOCR; FIT (AP, AT, 12:02 PM
kiosk$1) adj15 (mobile$ [AU, CA, CH, CN, DD,
OR phone$1 OR DE, EA, EP, ES, FR,
transceiv$) GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L35 449 L2 AND I3 (US-PGPUB; USPAT; |OR ON ON 2023/08/01
USOCR; FIT (AP, AT, 12:02 PM
AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L36 12 L5 AND L4 (US-PGPUB; USPAT; |OR ON ON 2023/08/01
USOCR; FIT (AP, AT, 12:02 PM
AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
08/01/2023 12:42:47 PM of 7
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L37 54 L5 AND L1 (US-PGPUB; USPAT; |OR ON ON 2023/08/01
USOCR; FIT (AP, AT, 12:02 PM
AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L38 0 (mobile OR wireless OR | (US-PGPUB; USPAT; [OR ON ON 2023/08/01
gps) adj15 USOCR; FIT (AP, AT, 12:02 PM
accelerometer$1 adj15 |AU, CA, CH, CN, DD,
(walk$ OR distance$) |DE, EA, EP, ES, FR,
adj15 (transaction$) GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L39 21 (mobile OR wireless OR | (US-PGPUB; USPAT; [OR ON ON 2023/08/01
gps) SAME USOCR; FIT (AP, AT, 12:02 PM
accelerometer$1 adj15 |AU, CA, CH, CN, DD,
(walk$ OR distance$) |DE, EA, EP, ES, FR,
SAME (transaction$) GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L40 1 "10891614".pn. (US-PGPUB; USPAT) |OR ON ON 2023/08/01
12:02 PM
L41 284 L35 AND mobile AND |(US-PGPUB; USPAT; [OR ON ON 2023/08/01
payment$1 AND USOCR; FIT (AP, AT, 12:13 PM
((machine$ OR vending |AU, CA, CH, CN, DD,
OR device$1) SAME DE, EA, EP, ES, FR,
(good$1 OR product$1 [GB, JP, KR, OA, RU,
OR item$)) SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L42 146521 (G06Q20/40 OR (US-PGPUB; USPAT; |OR ON ON 2023/08/01
G06Q20/18 OR USOCR; FIT (AP, AT, 12:16 PM
G06Q20/322 OR AU, CA, CH, CN, DD,
G06Q20/3226 OR DE, EA, EP, ES, FR,
G06Q20/327 OR GB, JP, KR, OA, RU,
G06Q20/3278 OR SU, WO); FPRS; EPO;
GO7F7/0893 OR JPO; DERWENT;
GO07F9/023).cpc. IBM_TDB)
L43 137 L41 AND 142 (US-PGPUB; USPAT; |OR ON ON 2023/08/01
USOCR; FIT (AP, AT, 12:17 PM
AU, CA, CH, CN, DD,
DE, EA, EP, ES, FR,
GB, JP, KR, OA, RU,
SU, WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L44 41 ((("PAYRANGE") near3 |(USPAT) OR ON ON 2023/08/01
("INC™)).AS,AANM. 12:28 PM
L45 133 ((("PATEL") near3 (US-PGPUB; USPAT; |OR ON ON 2023/08/01
("Paresh™))).INV. USOCR; EPO; JPO; 12:29 PM
DERWENT)
08/01/2023 12:42:47 PM
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L46

83

L44 AND 145

(US-PGPUB; USPAT,;
USOCR; EPO; JPO;
DERWENT)

OR

ON

ON

2023/08/01
12:32 PM

PE2E SEARCH - Search History (Interference)

There are no Interference searches to show.

08/01/2023 12:42:47 PM
Workspace: 17654732
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TO:  padocketingdepartment@morganlewis.com,donald.mixon@morganlewis.com

FROM: noreply@uspto.gov

CC:  patentcenter_eofficeaction@uspto.gov

SUBJECT: USPTO: Patent Electronic System - Correspondence Notification for Customer Number 24341

Wed Aug 16 05:04:26 EDT 2023

Dear Patent Center Customer:

Correspondence Address:

Morgan, Lewis &Bockius LLP (PA)

1400 Page Mill Road

Palo Alto,CALIFORNIA,94304-1124

UNITED STATES

This is a courtesy notification regarding the following USPTO patent
application(s) associated with your Customer Number, 24341, that have new
outgoing correspondence. This correspondence is now available for viewing in
Patent Center.

The official date of notification of the outgoing correspondence will be indicated
on the form (e.g., PTOL-90) accompanying the correspondence.

Disclaimer:
The list of documents shown below are provided as a courtesy and is not part of
the official file wrapper. The content of the images shown in the Image File

Wrapper is the official record.

187197071 |892 08/16/2023 104402-5075-US

To view your correspondence online, please sign in to Pajani enter and then
select Workbench/View correspondence. To update your email address(es),
select Manage/Manage customer numbers.

If you have any questions, please contact the Pateni Electronic Business Centsr
(EBC) at ebc@uspto.gov or 866-217-9197 Monday — Friday, 6 a.m. to midnight
ET.

Please do not reply to this email as it was sent from an unmonitored mailbox.
Sincerely,
The Patent Center Team
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, Comimdssioner for Patants
§i 5 ‘ TES Inited States Patent and Trademark Office
U“lTEB STATES Linited States Patent and ’is::iia y}f.’,{%g
PATENT AND TRADEMARK OFFICE

Alpxandria, VA 22313 - 1450
VW LS. oV

APPROVAL LETTER

APPLICATION # FILING DATE APPLICANT/PATENT UNDER REEXAMINATION

18/187,07 O5/14/2023 Farash Fatal

Title of Invention

METHOD AND SYSTEM FOR PHESENTING REPRESENTATIONS OF PAYMENT ACCEPRTING UNIT
EVENTS

Electronio terminal disclaimey filed on G8/1&/2023

~ - Approved

This patent s subject 1o & Terminal Disclaimer

Approved / Disapproved by Electronic Terminal Disclaimer automalically approved

Petitioner Exhibit 1002-0170
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UNITED STATES P.0.Box 1450
m PATENT AND TRADEMARK OFFICE Ao, e o ooy

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
18/197,071 08/16/2023 07:58:36 PM ET 104402-5075-US

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT
EVENTS

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # -
under 35 USC 111(a)

CONFIRMATION # 9843 FILED BY Benjamin Pezzner
PATENT CENTER # 62629566 FILING DATE  05/14/2023
CUSTOMER # 24341 FIRST NAMED Paresh K. Patel
INVENTOR
CORRESPONDENCE AUTHORIZED BY
ADDRESS
Documents TOTAL DOCUMENTS: 2
DOCUMENT PAGES DESCRIPTION SIZE (KB)
petition-request.pdf 3 Terminal Disclaimer-Filed 50 KB

(E lectronic)

grantLetter.pdf 1 Terminal Disclaimer-Electronic- 19 KB
Approved

Digest

DOCUMENT MESSAGE DIGEST(SHA-512)

petition-request.pdf 5AAAC969C12D2D5CCE49DBEG99BAS6BA300D672081834A8B

CB668FABC3B0O9AC883D7EQ09BDC1F698C44FD8D46ABABC 346
Petitioner Exhibit 1002-0171
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61DCAFB13EE9758C4EOAF5996BESCI08

grantLetter.pdf 692ED596AA469B5C9CE1481200B932960353FAD2CFE36B331
56D4A9390E73E2A62334B043EE52A16FDF557C3F705CC1364
E292B80FBO1B3A964DF6312964227C

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.8.C. 371

If a imely submission to enter the national stage of an international application is compliant with the conditions of 35 U.5.C.
371 and cther applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application as a national stage
submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.

Petitioner Exhibit 1002-0172
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UNITED STATES P.0.Box 1450
m PATENT AND TRADEMARK OFFICE Ao, e o ooy

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
18/197,071 08/16/2023 07:58:36 PM ET 104402-5075-US

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT
EVENTS

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 9843 FILED BY Benjamin Pezzner
PATENT CENTER # 62629566 AUTHORIZED BY
CUSTOMER # 24341 FILING DATE (5/14/2023
CORRESPONDENCE - FIRST NAMED Paresh K. Patel
ADDRESS INVENTOR

Payment Information
A S S
FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEMTOTAL($)
2814 STATUTORY DISCLAIMER, 170.00 1 170.00

INCLUDING TERMINAL DISCLAIMER

TOTAL $170.00
AMOUNT:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application
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National Stage of an International Application under 35 U.8.C. 371

If a imely submission to enter the national stage of an international application is compliant with the conditions of 35 U.5.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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DTO/RR2S
Terminal Disviaimer - Files PGSR

| UNITED STATES o, v 2507 1430
PATENT AND TRADEMARK OFFICE ;

WAWW ISR GOV

TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING REJECTION OVER
A PENDING "REFERENCE" APPLICATION

APPLICATION # FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET #
1818707 O5/14/2023% Faresh Patsl 104408-5075-US

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIY
EVENTS

e Filing of terminal disclaimer doss not obviate requirement for responsa under 37 OFR 1117 o outstanding
RN o .
\ ,,,,, i {Office Action
\\\\\\\\\\\\ This slectronic Terminal Disclaimer s not being usad for a Joint Research Agreement.
Owner Percant interest
PAYHANGE INC, 100%
Total 180%

The owner{s) of percent interest isled above in the instant application hereby disclaims, exceptl as provided below,
the terminal part of the statutory term of any paient granted on the instant application which would exiend beyvond
the expiration date of the full statitory term of any patent granted on pending reference Application Numberis)

Application # Filing Date

$OTIRNY I ¥ r,v\
17973807 10/E5/2

s the term of any patent grantad on said reference application may be shortened by any terminal disclaimer filed
priov o the grant of any patent on the pending reference application. The owner hereby agrees that any patent so

Petitioner Exhibit 1002-0175



granted on ths instant application shall be enforceable only for and during such period that i and any patent
granied on the reference application are commonty owned. This agreament runs with any patent granied on the
instant apphication and is dinding upon the grantes, IS SUCCEIZOMS OF a8

i making the above disclaimer, the owner does not disclaim the terminal met of any patent granted on the instant
application that would extend o the expiration dats of the full statutory term of any patent granted on said reference
application, "as the term of any palent granted on said reference application may be shortenad by any terminal
cisciaimer filed privr (o the grant of any palent on the pending reference application,” in the event that any such
patent granted on the pending referance application: expires for failure 1o pay a maintenance fee, is held
unenforesabie, is found invalid by a cowrt of competent jurizdiction, is statutorlly disclaimead in whole or lerminally
disclaimed under 37 CFR 1.321, hag all claims canceled by g regxamination certificate, is reigsued, oris in any
manner terminated prior o the expiration of is full statutory term as shortened by any lerminal disclaimer filed prior
to s grant,

The owneris) of percent interast listed above in the instant application heraby dizclaims, axcapt as provided below,
the terminal part of the statutory term of any patent grantad on the instant application which would extend beyvond
the expiration date of the full statitory term of prior palent number(s)

as the torm of said prior patent is presenily shortened by any terminal disclaimer, The owner hereby agrees that
any patent so granted on the instant application shall be enforceable only for and during such perind that § and the
prior patent are commonly ownad, This agreemaent runs with any patent granted on the instant application and is
hinding upon the granteg, HS SUCCESSOrs oF assigns.
i making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on
the instant application that would extend o the axpiration date of the full statutory term of the prior patent, "as the
term of said prior patent is presently shortensd by any terminal disclaimer,” in the event thal said prior patent laler
« gxpires for fallure 1o pay a mainienances fes;
is heid unenforceable;
is found invalid by a court of competent jurisdiction;
statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1321,

E a3 all claims canceled by a resxamination certificats;
« is reissued; or
« i3 i any manner ferminated prior 1o the sxpiration of s full statutory term as presently shortened by any terminal

disclaimer.

@

@

@

@
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\\\\%\“‘ Terminal disclaimer fee under 37 OFR 1.20(d) included with Elsctronic Terminal Disclaimer requasl

Applicant olaims the following entity status:
Sl

y
i

| hereby declare that all statements made herein of my own knowledge are rue and that all statemnts made on
information and belie! are believed 1o be true; and further that these statements were made with the knowlaedge that
willfud false stalements and the like so made are punishable by fing or imprisonmaent, or both, under Section 1007 of
Title 18 of the Uniled Stales Code and that such willful false statements may jeopardize the validity of the
application or any patent issuad thereon.

certity, in accordancea with 37 GFR 1.4{di4) that | am An atforney or agent registered o practice betors the
E-"‘aie:: and Trademark Office who is of record in this application

Signature Name Registration #
fBenjamin Pezzner/ Bemjamin Pezzner 747

T Btatement under 37 OFR 3.73{k) s reguired i torminal disclaimer is signed by the assignes {owner), Form
PTO/EE/AE may be used for making this certification. Ses MPEP 324,

Petitioner Exhibit 1002-0177



S

A\ UNITED STATES PATENT AND TRADEMARK OFFIGE
N

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

‘www.uspto.gov

| APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
18/197,071 05/14/2023 Paresh K. Patel 104402-5075-US
CONFIRMATION NO. 9843
24341 . . PUBLICATION NOTICE
Mo, Lo & ccis L2 04 T AT

Palo Alto, CA 94304-1124
Date Mailed: 09/07/2023

Title:METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT
EVENTS

Publication No.US-2023-0281623-A1
Publication Date:09/07/2023

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently https:/portal.uspto.gov/pair/
PublicPair. Prior to publication, such status information is confidential and may only be obtained by applicant
using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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TO:  padocketingdepartment@morganlewis.com,donald.mixon@morganlewis.com

FROM: noreply@uspto.gov

CC:  patentcenter_eofficeaction@uspto.gov

SUBJECT: USPTO: Patent Electronic System - Correspondence Notification for Customer Number 24341

Thu Sep 07 05:08:41 EDT 2023

Dear Patent Center Customer:
Correspondence Address:

Morgan, Lewis &Bockius LLP (PA)
1400 Page Mill Road

Palo Alto,CALIFORNIA,94304-1124
UNITED STATES

This is a courtesy notification regarding the following USPTO patent
application(s) associated with your Customer Number, 24341, that have new
outgoing correspondence. This correspondence is now available for viewing in
Patent Center.

The official date of notification of the outgoing correspondence will be indicated
on the form (e.g., PTOL-90) accompanying the correspondence.

Disclaimer:
The list of documents shown below are provided as a courtesy and is not part of
the official file wrapper. The content of the images shown in the Image File

Wrapper is the official record.

To view your correspondence online, please sign in to Fatent Gentaer and then
select Workbench/View correspondence. To update your email address(es),
select Manage/Manage customer numbers.

If you have any questions, please contact the Palent Elecironic Business Genler
(EBC) at ebc@uspto.gov or 866-217-9197 Monday — Friday, 6 a.m. to midnight
ET.

Please do not reply to this email as it was sent from an unmonitored mailbox.
Sincerely,
The Patent Center Team
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DTO/RR2S
Terminal Disviaimer - Files PGSR

| UNITED STATES o, v 2507 1430
PATENT AND TRADEMARK OFFICE ;

WAWW ISR GOV

TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING REJECTION OVER
A PENDING "REFERENCE" APPLICATION

APPLICATION # FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET #
1818707 O5/14/2023% Faresh Patsl 104408-5075-US

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIY
EVENTS

e Filing of terminal disclaimer doss not obviate requirement for responsa under 37 OFR 1117 o outstanding
RN o .
\ ,,,,, i {Office Action
\\\\\\\\\\\\ This slectronic Terminal Disclaimer s not being usad for a Joint Research Agreement.
Owner Percant interest
PAYHANGE INC, 100%
Total 180%

The owner{s) of percent interest isled above in the instant application hereby disclaims, exceptl as provided below,
the terminal part of the statutory term of any paient granted on the instant application which would exiend beyvond
the expiration date of the full statitory term of any patent granted on pending reference Application Numberis)

Application # Filing Date

$OTIRNY I ¥ r,v\
17973807 10/E5/2

s the term of any patent grantad on said reference application may be shortened by any terminal disclaimer filed
priov o the grant of any patent on the pending reference application. The owner hereby agrees that any patent so
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granted on ths instant application shall be enforceable only for and during such period that i and any patent
granied on the reference application are commonty owned. This agreament runs with any patent granied on the
instant apphication and is dinding upon the grantes, IS SUCCEIZOMS OF a8

i making the above disclaimer, the owner does not disclaim the terminal met of any patent granted on the instant
application that would extend o the expiration dats of the full statutory term of any patent granted on said reference
application, "as the term of any palent granted on said reference application may be shortenad by any terminal
cisciaimer filed privr (o the grant of any palent on the pending reference application,” in the event that any such
patent granted on the pending referance application: expires for failure 1o pay a maintenance fee, is held
unenforesabie, is found invalid by a cowrt of competent jurizdiction, is statutorlly disclaimead in whole or lerminally
disclaimed under 37 CFR 1.321, hag all claims canceled by g regxamination certificate, is reigsued, oris in any
manner terminated prior o the expiration of is full statutory term as shortened by any lerminal disclaimer filed prior
to s grant,

The owneris) of percent interast listed above in the instant application heraby dizclaims, axcapt as provided below,
the terminal part of the statutory term of any patent grantad on the instant application which would extend beyvond
the expiration date of the full statitory term of prior palent number(s)

as the torm of said prior patent is presenily shortened by any terminal disclaimer, The owner hereby agrees that
any patent so granted on the instant application shall be enforceable only for and during such perind that § and the
prior patent are commonly ownad, This agreemaent runs with any patent granted on the instant application and is
hinding upon the granteg, HS SUCCESSOrs oF assigns.
i making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on
the instant application that would extend o the axpiration date of the full statutory term of the prior patent, "as the
term of said prior patent is presently shortensd by any terminal disclaimer,” in the event thal said prior patent laler
« gxpires for fallure 1o pay a mainienances fes;
is heid unenforceable;
is found invalid by a court of competent jurisdiction;
statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1321,

E a3 all claims canceled by a resxamination certificats;
« is reissued; or
« i3 i any manner ferminated prior 1o the sxpiration of s full statutory term as presently shortened by any terminal

disclaimer.

@

@

@

@
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\\\\%\“‘ Terminal disclaimer fee under 37 OFR 1.20(d) included with Elsctronic Terminal Disclaimer requasl

Applicant olaims the following entity status:
Sl

y
i

| hereby declare that all statements made herein of my own knowledge are rue and that all statemnts made on
information and belie! are believed 1o be true; and further that these statements were made with the knowlaedge that
willfud false stalements and the like so made are punishable by fing or imprisonmaent, or both, under Section 1007 of
Title 18 of the Uniled Stales Code and that such willful false statements may jeopardize the validity of the
application or any patent issuad thereon.

certity, in accordancea with 37 GFR 1.4{di4) that | am An atforney or agent registered o practice betors the
E-"‘aie:: and Trademark Office who is of record in this application

Signature Name Registration #
fBenjamin Pezzner/ Bemjamin Pezzner 747

T Btatement under 37 OFR 3.73{k) s reguired i torminal disclaimer is signed by the assignes {owner), Form
PTO/EE/AE may be used for making this certification. Ses MPEP 324,
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UNITED STATES P.0.Box 1450
m PATENT AND TRADEMARK OFFICE Ao, e o ooy

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
18/197,071 11/15/2023 03:24:56 AM ZET 104402-5075-US

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT
EVENTS

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 9843 FILED BY Benjamin Pezzner
PATENT CENTER # 63251511 AUTHORIZED BY
CUSTOMER # 24341 FILING DATE (5/14/2023
CORRESPONDENCE - FIRST NAMED Paresh K. Patel
ADDRESS INVENTOR

Payment Information
A SR S S
FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEMTOTAL($)
2814 STATUTORY DISCLAIMER, 170.00 1 170.00

INCLUDING TERMINAL DISCLAIMER

TOTAL $170.00
AMOUNT:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application
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National Stage of an International Application under 35 U.8.C. 371

If a imely submission to enter the national stage of an international application is compliant with the conditions of 35 U.5.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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, Comimdssioner for Patants
N ‘ TES Linitad States Patent and Trademark Office
U“lTEB STATES Lindted States Patent and ’is::iia y}f.’,{%g
PATENT AND TRADEMARK OFFICE

Alpxandria, VA 22313 - 1450
VW LS. oV

APPROVAL LETTER

APPLICATION # FILING DATE APPLICANT/PATENT UNDER REEXAMINATION

18/187,07 O5/14/2023 Farash Fatal

Title of Invention

METHOD AND SYSTEM FOR PHESENTING REPRESENTATIONS OF PAYMENT ACCEPRTING UNIT
EVENTS

Electronio terminal disclaimey filed on 112023

~ - Approved

This patent s subject 1o & Terminal Disclaimer

Approved / Disapproved by Electronic Terminal Disclaimer automalically approved
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ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
18/197,071 11/15/2023 03:24:56 AM Z ET 104402-5075-US

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING UNIT
EVENTS

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # -
under 35 USC 111(a)

CONFIRMATION # 9843 FILED BY Benjamin Pezzner
PATENT CENTER # 63251511 FILING DATE  05/14/2023
CUSTOMER # 24341 FIRST NAMED Paresh K. Patel
INVENTOR
CORRESPONDENCE AUTHORIZED BY
ADDRESS
Documents TOTAL DOCUMENTS: 2
DOCUMENT PAGES DESCRIPTION SIZE (KB)
petition-request.pdf 3 Terminal Disclaimer-Filed 50 KB

(E lectronic)

grantLetter.pdf 1 Terminal Disclaimer-Electronic- 19 KB
Approved

Digest

DOCUMENT MESSAGE DIGEST(SHA-512)

petition-request.pdf BOEBC3F460B3DCE2957864154EDD6A6G8758AD66108A23060D

65215A503F4D8F1A74D9B102C10F1A997DBEF04D4967EBIC4
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803BD646CA4BA4CT4B1CABOEES23B6

grantLetter.pdf C66A8A324C054C9F0D43830160B55AF5158E009213E502E294
EF8518CCEBEDCCO08DC6D49F8456639B028D210EFDOFF60AT
9E11E652629D472F78E047C6786721

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.8.C. 371

If a imely submission to enter the national stage of an international application is compliant with the conditions of 35 U.5.C.
371 and cther applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application as a national stage
submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application # Confirmation # Attorney Docket # Filing Date
18/197,071 9843 104402-5075-US 05/14/2023
Title Inventors Examiner
Method And System For Presenting Paresh K. Patel Frantzy Poinvil
gsglrlizentatlons Of Payment Accepting Unit AU 3698

RESPONSE TO NON-FINAL OFFICE ACTION DATED 8/16/2023

Contents of Submission

Claims, pages 2-6
Remarks, pages 7-8

Extension of Time

No extensions are necessary for this filing.

Fee Authorization

The Director is authorized to charge any required fees to Deposit Account 50-0310.

104402-5075-US -1- Response to Office Action
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CLAIMS

Rewrite the pending claims as follows:

1. (Original) A method of presenting representations of payment accepting unit events,
comprising:
at a mobile device with one or more processors, memory, one or more output devices

including a display, and one or more radio transceivers:

identifying one or more payment accepting units that are available to accept
payment from a mobile payment application executing on the mobile device, the identifying
based at least in part on an identifier or location corresponding to the one or more payment
accepting units, wherein the one or more payment accepting units are payment operated
machines that accept payment for dispensing of products and/or services;

displaying a user interface of the mobile payment application on the display of the
mobile device, the user interface being configured to display a visual indication of the one or
more payment accepting units and accept user input selecting an available payment accepting
unit of the one or more payment accepting units;

establishing via the one or more radio transceivers a wireless communication path
including the mobile device and the available payment accepting unit of the one or more
payment accepting units;

after establishing the wireless communication path, enabling user interaction with
the user interface of the mobile payment application to complete a transaction with the available
payment accepting unit, wherein the user interface includes a visual representation of the
available payment accepting unit, an indication of a balance, and an affordance that, in response
to a user input, indicates completion of the transaction;

exchanging information with the available payment accepting unit via the one or
more radio transceivers, in conjunction with the transaction; and

after exchanging the information, displaying, on the display, an updated user

interface of the mobile payment application to the user of the mobile device.

2. (Currently Amended) The method of claim 1, wherein the updated user interface of the
mobile payment application includes at least one of:

a message displayed on the display of the mobile device;

104402-5075-US -2- Response to Office Action
Petitioner Exhibit 1002-0189



a banner notification displayed on a display of the mobile device; and/or

a visual alert from one or more light-emitting diodes (LLEDs) of the mobile device.

3. (Original) The method of claim 1, wherein the information indicates completion of the

transaction between the user of the mobile device and the available payment accepting unit.

4. (Original) The method of claim 3, wherein the mobile device includes a long-range
transceiver and the information at least includes an amount of the completed transaction, and the
method further comprises:

sending at least the amount of the completed transaction to a server via the long-range

transceiver.

5. (Original) The method of claim 1, wherein the information indicates abortion of the

transaction initiated by the user of the mobile device.

6. (Original) The method of claim 1, wherein the information indicates failure of the
transaction initiated by the user of the mobile device or a malfunction associated with the

available payment accepting unit.

7. (Original) The method of claim 1, wherein the mobile device includes an accelerometer
and the method further comprises:

based on data from the accelerometer, determining whether the user is walking away
from the available payment accepting unit; and

in accordance with a determination that the user is walking away from the available

payment accepting unit, canceling the wireless communication path.

8. (Original) The method of claim 1, wherein the information reflects availability of the

available payment accepting unit to conduct a transaction.

9. (Original) The method of claim 1, further comprising:
in addition to exchanging the information, receiving, via the one or more radio

transceivers, a coupon that is targeted to the user of the mobile device based on the transaction.

104402-5075-US -3- Response to Office Action
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10.  (Original) The method of claim 1, wherein the user interface of the mobile payment
application, after establishing the wireless communication path, indicates that the wireless

communication path has been established with the available payment accepting unit.

11.  (Original) The method of claim 1, wherein the user input is a swipe that causes the

affordance to be slid.

12.  (Original) The method of claim 1, wherein the payment operated machines include a
payment activated washer, a payment activated dryer, a vending machine, a parking meter, a toll

booth, an arcade game, a kiosk, a photo booth, or a ticket dispensing machine.

13.  (Original) A mobile device, comprising:
one or more radio transceivers;
one or more output devices including a display;
one or more processors; and
memory storing one or more programs to be executed by the one or more processors, the
one or more programs comprising instructions for:
identifying one or more payment accepting units that are available to accept
payment from a mobile payment application executing on the mobile device, the identifying
based at least in part on an identifier or location corresponding to the one or more payment
accepting units, wherein the one or more payment accepting units are payment operated
machines that accept payment for dispensing of products and/or services;
displaying a user interface of the mobile payment application on the display of the
mobile device, the user interface being configured to display a visual indication of the one or
more payment accepting units and accept user input selecting an available payment accepting
unit of the one or more payment accepting units;
establishing via the one or more radio transceivers a wireless communication path
including the mobile device and the available payment accepting unit of the one or more
payment accepting units;
after establishing the wireless communication path, enabling user interaction with
the user interface of the mobile payment application to complete a transaction with the available

payment accepting unit, wherein the user interface includes a visual representation of the

104402-5075-US -4 - Response to Office Action
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available payment accepting unit, an indication of a balance, and an affordance that, in response
to a user input, indicates completion of the transaction;

exchanging information with the available payment accepting unit via the one or
more radio transceivers, in conjunction with the transaction; and

after exchanging the information, displaying, on the display, an updated user

interface of the mobile payment application to the user of the mobile device.

14. (Original) The mobile device of claim 13, wherein identifying the one or more payment
accepting units includes identifying a payment activated washer, a payment activated dryer, a
vending machine, a parking meter, a toll booth, an arcade game, a kiosk, a photo booth, or a

ticket dispensing machine.

15.  (Original) A non-transitory computer readable storage medium storing one or more
programs, the one or more programs comprising instructions, which, when executed by a mobile
device with one or more processors, one or more output devices including a display, and one or
more radio transceivers, cause the mobile device to perform operations comprising:

identifying one or more payment accepting units that are available to accept
payment from a mobile payment application executing on the mobile device, the identifying
based at least in part on an identifier or location corresponding to the one or more payment
accepting units, wherein the one or more payment accepting units are payment operated
machines that accept payment for dispensing of products and/or services;

displaying a user interface of the mobile payment application on the display of the
mobile device, the user interface being configured to display a visual indication of the one or
more payment accepting units and accept user input selecting an available payment accepting
unit of the one or more payment accepting units;

establishing via the one or more radio transceivers a wireless communication path
including the mobile device and the available payment accepting unit of the one or more
payment accepting units;

after establishing the wireless communication path, enabling user interaction with
the user interface of the mobile payment application to complete a transaction with the available

payment accepting unit, wherein the user interface includes a visual representation of the

104402-5075-US -5- Response to Office Action
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available payment accepting unit, an indication of a balance, and an affordance that, in response
to a user input, indicates completion of the transaction;

exchanging information with the available payment accepting unit via the one or
more radio transceivers, in conjunction with the transaction; and

after exchanging the information, displaying, on the display, an updated user

interface of the mobile payment application to the user of the mobile device.

16. (Currently Amended) The non-transitory computer readable storage medium of claim 15,
wherein the updated user interface of the mobile payment application includes at least one of:

a message displayed on the display of the mobile device;

a banner notification displayed on a display of the mobile device; and/or

a visual alert from one or more light-emitting diodes (ILEDs) of the mobile device.

17.  (Original) The non-transitory computer readable storage medium of claim 15, wherein:
the information indicates completion of the transaction between the user of the mobile
device and the available payment accepting unit;
the information at least includes an amount of the completed transaction; and
the instructions further cause the mobile device to send at least the amount of the

completed transaction to a server.

18. (Original) The non-transitory computer readable storage medium of claim 15, wherein

the information indicates abortion of the transaction initiated by the user of the mobile device.

19. (Original) The non-transitory computer readable storage medium of claim 15, wherein
the information indicates failure of the transaction initiated by the user of the mobile device or a

malfunction associated with the available payment accepting unit.

20. (Original) The non-transitory computer readable storage medium of claim 15, wherein
identifying the one or more payment accepting units includes identifying a payment activated
washer, a payment activated dryer, a vending machine, a parking meter, a toll booth, an arcade

game, a kiosk, a photo booth, or a ticket dispensing machine.

104402-5075-US -6- Response to Office Action
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REMARKS

This communication is in response to the Non-Final Office Action dated August 16,
2023. In the Office Action:

- claims 2 and 16 were rejected under 112(b),

- claims 1-20 were rejected under obviousness-type double patenting, and

- claims 1, 3-16, and 17-20 were found to be allowable.

In this response, claims 2 and 16 have been amended. Support for the amendments can be
found in the original disclosure; no new matter has been added. Upon entry of this response,

claims 1-20 are pending.

112(b) Rejection

Claims 2 and 16 have been amended to clarify the acronyms.

Double Patenting

A terminal disclaimer is being filed concurrently with this response to address this non-

statutory double patenting rejection.

Allowable Subject Matter

The Applicant acknowledges the allowability of claims 1, 3-15, and 17-20.

Upon entry of this response, claims 1-20 are pending.

McKesson Statement

In view of McKesson Information Solutions v. Bridge Medical (Fed. Cir. 2007), the

Applicant wishes to inform the Examiner that the prosecution history of the following US Patent
Applications may contain information relevant to the pending application:
14/214644%*, 14/320534, 14/335762, 14/611065, 14/641236, 14/321717, 14/321724,
14/321733, 14/456683, 14/968703*  14/614336, 14/458192, 14/458199*  15/893514,
15/435228, 15/878352*, 15/603400%*, 15/406492%*, 16/029483, 15/956741, 16/681673,
16/748727, 16/750477, 16/934933* 17/529111, 17/147305, 16/934392, 17/216399,
17/973506, 17/968672, 17/973505, 17/443802, 17983311, 17/985832, 17/654732%,
17/978894, 17/963170, 17/973507, 18/197070, 18/197071
The Examiner is encouraged to review the art made of record, office actions, and notices

of allowance, if any, in the above-mentioned applications.

104402-5075-US -7- Response to Office Action
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In addition, applications marked with an asterisk (*) have been or are currently being
challenged at the PTAB. The Examiner is encouraged to review the record of each of these

proceedings in the Patent Trial and Appeal Case Tracking System (P-TACTS).

Concluding Remarks

By responding in the foregoing remarks only to particular positions asserted by the
examiner, the Applicant does not necessarily acquiesce in other positions that have not been
explicitly addressed. In addition, the Applicant’s arguments for the patentability of a claim
should not be understood as implying that no other reasons for the patentability of that claim
exist.

In light of the above amendments and remarks, the Applicant respectfully requests that
the Examiner reconsider this application with a view towards allowance. The Examiner is
invited to call the undersigned attorney at (650) 843-4000, if a telephone call could help resolve

any remaining items.

Respectfully submitted,

Date:  November 15, 2023 /Douglas J. Crisman/ 39,951
Douglas J. Crisman (Reg. No.)
MORGAN, LEWIS & BOCKIUS LLP
1400 Page Mill Road

Palo Alto, CA 94304
Phone: (650) 843-4000
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Notice

This translation is machine-generated. [t cannot be guaranteed that it is intelligible, accurate, complete, reliable or
fit for specific purposes. Critical decisions, such as commercially relevant or financial decisions, should not be
based on machine-translation output.

DESCRIPTION CN106803175A

10 Snapshot mobile payment device, method and system

[0001]

14 This application is a divisional application based on the patent application with the application number
201280018719.7, the application date is February 16, 2012, and the invention title is "Quick shot mobile
payment device, method and system".

[0002]

20 This patent application publication document (hereinafter referred to as "the specification") describes the
inventive aspects leading to each new innovation (hereinafter referred to as the new invention technology
and/or new method) and contains the subject matter of copyright, mask work and/or other knowledge
Property Rights Protected Materials.

24 The respective owners of this intellectual property have no objection to the facsimile reproduction by anyone
of the patent disclosure document as it appears in published patent office files/records, but otherwise reserve all
rights.

[0003]

30 priority statement

[0004]

34 This application claims priority under 35 USC $119: Serial No. 61/443,624 filed February 16, 2011, entitled
"Mobile Capture Checkout Apparatus, Method, and System," Attorney No. P-42032PRV|20270 - U.S.
Provisional Patent Application for 127PV; Serial No. 61/512,248 filed July 27, 2011, entitled "Quickshot
Mobile Payment Apparatus, Method, and System," Attorney No. 10US01|20270-175PV for U.S. Provisional

03-03-2023 1 Petitioner Exhibit 1002-0201



Patent Application ; U.S. Provisional Patent Application Serial No. 61/522,213 filed August 10, 2011, entitled
"Universal Mobile Payment Platform, Apparatus, Method, and System," Attorney No. 10US03|20270-
175PV2; and August 2011 The serial number of the application on the 25th is 61/527,576, the title is "Quipai
mobile payment device, method and system", and the US provisional patent application number is
10US02|20270-175PV1.

43 The entire teaching of the aforementioned application is hereby incorporated by reference.

[0005]

47technical field

[0006]

51 The present invention relates generally to devices, methods and systems for electronic purchase transactions,
and in particular, to Snapshot mobile payment devices, methods and systems ("SNAP").

[0007]

56 Background technique

[0008]

60 A customer transaction typically requires the customer to select a product from a display shelf or a website and
then check out at a checkout counter or on a web page.

62 Product information is usually selected from web catalogs or entered into point-of-sale terminals.

63In a physical retail environment, product information is automatically entered by scanning item barcodes at
point-of-sale registers with integrated barcode scanners, and customers are typically provided with multiple
payment options, such as cash, check, credit card or debit card.

66 Once payment is made and approved, the point-of-sale recorder stores the transaction in the merchant's
computer system and generates a receipt indicating that the transaction has been satisfactorily concluded.

[0009]

71 Description of drawings

[0010]

75 According to the inventive aspects of the present invention, the appendix and/or accompanying drawings
illustrate non-limiting examples according to various examples of the present invention, aspects of the
invention:
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[0011]
81 1A-F show block diagrams illustrating example aspects of snap mobile payment based purchase transactions in

some embodiments of SNAP;

[0012]
86 2A-F show application user interface diagrams illustrating example features of the Snap Mobile Payment
application that facilitates Snap Mobile Payments, in some embodiments of the SNAP;

[0013]

91 3A-E show application user interface diagrams illustrating example features of the Snap mobile payment
application for capturing product barcodes, protecting user data, and preventing fraud, in some embodiments
of the SNAP;

[0014]

97 Figures 4A-D show data flow diagrams illustrating an example snap mobile payment process in some
embodiments of the SNAP;

[0015]
102 5A-E show logic flow diagrams illustrating example aspects of implementing Snap Mobile Payments, such as
Snap Mobile Payment Execution ( “SMPE” ) component 500, in some embodiments of the SNAP;

[0016]
1076A-B show logic flow diagrams illustrating example aspects of processing quick response codes, such as Quick
Response Code Processing ( “QRCP” ) component 600, in some embodiments of the SNAP;

[0017]
112 Figure 7 shows a user interface diagram illustrating an overview of example features of a virtual wallet

application in some embodiments of the SNAP;

[0018]
1178A-G show user interface diagrams illustrating example features of a virtual wallet application in shopping

mode, in some embodiments of the SNAP;

[0019]
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1229A-F show user interface diagrams illustrating example features of a virtual wallet application in payment
mode, in some embodiments of the SNAP;

[0020]
127 Figure 10 shows a user interface diagram illustrating example features of a virtual wallet application in history
mode, in some embodiments of the SNAP;

[0021]
132 11A-F show user interface diagrams illustrating example features of a virtual wallet application in snap mode,
in some embodiments of the SNAP;

[0022]

137 Figure 12 shows a user interface diagram illustrating example features of a virtual wallet application in offer
mode, in some embodiments of the SNAP;

[0023]

142 13A-B show user interface diagrams illustrating example features of a virtual wallet application in security and
privacy mode, in some embodiments of the SNAP;

[0024]

147 Figure 14 shows a block diagram illustrating an embodiment of a SNAP controller.

[0025]

151 The number preceding each reference number within the figure indicates the figure in which the reference
number is introduced and/or elaborated upon.

153 Accordingly, a detailed discussion of reference numeral 101 will appear and/or be referenced in FIG. 1,
reference numeral 201 is introduced in FIG. 2, and so on.

[0026]

138 Detailed ways

[0027]
162 Snapshot Mobile Payment (SNAP)
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[0028]

166 The snapshot mobile payment device, method and system (hereinafter "SNAP") converts the quick response
codes of merchant products generated in real time into transaction purchase notifications of card-based
virtual wallets through SNAP components.

169 1A-F show block diagrams illustrating example aspects of snap mobile payment based purchase transactions
in some embodiments of SNAP.

171 Referring to FIG. 1A, in some implementations, a user such as 101a-b may wish to purchase a product at a
merchant store such as 103a or at a merchant website such as 103b.

173 For example, at a merchant store, a user may scan the barcodes of multiple products (eg, 102a) on a point-of-
sale ("POS") terminal in the store, eg, 103a, and then indicate which scanned items the user wishes to
checkout.

176 In some implementations, the POS terminal generates, via a payment network, a quick response ("QR") code,
such as 105a, including information related to the scanned product item, and merchant information for
processing the purchase transaction.

179 A user using a user device such as a smartphone may capture an image of the QR code generated by the POS
terminal.

181 For example, the user equipment may have an application for quickly obtaining a QR code of the merchant's
product.

183 The user device may use the information extracted from the QR code, along with information about a virtual
wallet bound to the user device, to initiate a purchase transaction.

185 For example, the user device may use the product and merchant information extracted from the QR code and
financial payment information from the virtual wallet to create a purchase transaction request and submit the
request to a payment network (e.g., credit card processing network).

[0029]

191 In some implementations, the user device may use an alternative method of capturing a QR code to obtain
information from the POS terminal.

193 For example, the POS terminal may communicate to the user device via Bluetooth , Wi-Fi, SMS, text
messaging, email, and/or other communication methods the information required to submit a purchase

transaction request to the payment network.

[0030]

199 In some implementations, the user 101b may wish to checkout items stored in a virtual shopping cart on an
online store website, such as 102b.

201 For example, a user may browse the website using a secure display (eg, part of the user's trusted computing
device).

203 When indicating that the user wishes to checkout items in the virtual shopping cart, the website may provide a
QR code including information about the products and merchant information in the virtual shopping cart.

205 For example, in cases where the user uses a secure display, a QR code may be displayed at a random location
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within the secure display for security purposes.

207 The user may take a snapshot of the displayed QR code and use payment information from a virtual wallet
associated with the user device to create a purchase transaction request for processing by the payment
network.

210 When the purchase transaction is complete, the payment network provides a purchase receipt, e.g. 107,
directly to the user device 106, the POS terminal in the store, and/or the secure display (for a secure online
shopping situation) as confirmation that the transaction processing is complete .

213 Accordingly, in some implementations the merchant can be shielded from obtaining the user's personal
and/or private information while processing the purchase transaction, while securing the user's virtual wallet

using a secure display presenting the merchant's product QR code. integrity.

[0031]

219 In various implementations, such payment processing can be used for a wide variety of transactions.

220 For example, a user dining at a restaurant may obtain a bill that includes a QR payment code that includes
details about the cost of the meal included in the bill, as well as the restaurant's merchant ID.

222 Without disclosing any financial or personal information about the user to the restaurant, the user can use the
user's smartphone to take a snapshot of the restaurant bill, and use the user's virtual wallet to pay the
restaurant bill.

[0032]

228 Referring to FIG. 1B, in some implementations, eg 110, a user 111 may wish to use the reverse snapshot
mobile payment process to checkout items stored in a (virtual) shopping cart in an (online) store, eg 112 .

230 For example, a user may use a secure display, such as 113, that is part of the user's trusted computing device,
or browse a website via a POS terminal in a brick and mortar store.

232 When indicating that the user wishes to checkout the items in the virtual shopping cart, the user may generate
(e.g., 114) via a mobile application on the user's mobile device connected to the user's virtual wallet, a
payment method, offer, reward, etc. for the user. , and/or QR code 115b for other information.

235 The user may provide the QR code displayed on the user's mobile device to a webcam (or other QR code
capture device and/or mechanism) installed on the trusted computing device (or POS terminal).

237 The user's trusted computing device or POS terminal can take a snapshot, e.g., 116, of the QR code generated
by the user's mobile device and create a purchase transaction request using the payment information from the
user-generated QR code for the payment network to process.

240 When the purchase transaction is complete, the payment network may provide a purchase receipt directly to
the user's mobile device, POS terminal in the store, and/or a secure display (for secure online shopping
situations) as confirmation that transaction processing is complete.

243 Thus, in some implementations, the user will be able to use the QR code generated by the user's mobile device
as a replacement for a plastic payment card (e.g., credit, debit, prepaid card), or as an alternative such as near
field communication, <img file="BDA0001213207600000051.TIF" he="67" img-content="drawing" img-
format="tif" inline="no" orientation="portrait" wi="137"/>, etc. and other financial information transmission

mechanisms.
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248 In some implementations, the QR code can be representative of a one-time anonymous credit card number
(see, eg, description associated with FIG. 3B).

[0033]

253 In some implementations, the first user 121b may wish to pay the second user 121a some amount (or
equivalent, such as virtual currency, alternative currency, rewards, miles, points, etc.), such as P2P Snapshot
mobile payment 120 .

256 The second user 121a may generate a time-limited validity QR code, such as 122, including information about
the amount to be transferred and a privacy token/alias linked to the second user's financial account.

258 The second user may display the generated QR code to the first user (e.g., display the QR code to the first user
by holding the second user's mobile phone; send the QR code via email, social networking message, twitter,
etc.) . The first user takes a snapshot of the QR code, e.g. 123, using the first user's mobile phone, and uses the
amount, the second user's privacy token/alias linked to the financial account, and the QR code linked to the
first user's mobile phone A first user's virtual wallet to generate a purchase transaction request for processing
by the payment network. When the transaction is complete, the payment network may provide a transaction
notification receipt to the user who is a party to the transaction. In an alternative implementation, the two
users may share data encoded in the QR code via alternate methods of the QR code, including but not
limited to: Near Field Communication (NFC), Wi-Fi , Bluetooth , Cellular Web, SMS, email, text

messaging and/or other communication protocols.

[0034]

271In general, it should be understood that such tokens, aliases and/or treatments may be used to advantage in
various implementations of Stories mobile payment.

273 For example, a user wishing to participate in a reverse snapshot mobile payment process (see, e.g., FIG. 1B,
element 110) may generate a QR containing information about a handle to financial payment information
stored on a server of the payment network system code. For example, some implementations of QuickPay
mobile payments may generate and/or process handles using a payment token process similar to that
described in U.S. Application Serial No. 13/153,301, entitled "Payment Token Apparatus Method and
System" Similarly, the entire content is hereby expressly incorporated by reference. Additionally, in some
implementations, the handle may encode information in accordance with a compact messaging protocol,
such as in Serial No. 6,837,425, entitled "Concise Protocol and Method for Solving Substantially Offline
Messaging Between Portable Consumer Devices and Base Devices" described in U.S. Patents, the entire
contents of which are expressly incorporated herein by reference. In some Reverse Snap mobile
implementations, the user may provide the QR code containing the handle and displayed on the user's
mobile device to a webcam (or other QR code) installed on a trusted computing device (or POS terminal)
capture device and/or mechanism). A computing device or POS terminal trusted by the user may obtain a
snapshot, e.g., 116, of the QR code generated by the user's mobile device and provide a handle extracted
from the QR code to the merchant server for a purchase transaction request processed by the payment
network . To process the purchase transaction using the handle, the merchant server may generate a card
authorization request (such as further described in the discussion below with reference to FIG. 4A ) and
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provide the card authorization request to the payment network. When the purchase transaction is completed,
the payment network may provide a purchase receipt directly to the user mobile device, the POS terminal in
the store, and/or the secure display (e.g., for a secure online shopping situation) as a transaction using the

handle Acknowledgment that processing is complete.

[0035]

297 In some implementations, a user warning mechanism can be built into the Kuaipai mobile payment purchase
transaction processing flow.

299 For example, in some implementations, the merchant server may embed a URL specific to the transaction into
the card authorization request. For example, in some implementations, the POS terminal, remote device,
and/or desktop computer may embed the URL in optional layer 3 data in the card authorization request. The
URL may point to a web page stored on a merchant server dedicated to the transaction that is the subject of
the card authorization request. For example, the web page pointed to by the URL may include details about
the purchase transaction, such as products purchased, cost of restocking, time expiration, status of order
processing, and the like. Thus, by passing the URL of the webpage to the payment network, the merchant
server can provide the payment network with details of the transaction. In some implementations, the
payment network may provide notifications to the user, such as payment receipts, transaction authorization
confirmation messages, shipping notifications, and the like. In such a message, the payment network may
provide the URL to the user device. The user can navigate to the URL on the user's device to obtain alerts
about the user's purchases, as well as other information, such as offers, coupons, related products, reward

notifications, and the like.

[0036]

315 In some implementations, multiple users may participate in a group payment via Snap Mobile Payment to
split a tender, eg, 130 .

317In some implementations, one of the users 131a may obtain a snapshot (eg, 132) of a QR payment code (eg,
134) generated at a POS terminal, eg, 133 (or, eg, presented on paper such as a meal bill). The user may in
turn generate a QR split payment code containing information about the amounts into which the payment
has been split. The user 131a can present the decomposed payoff QR code 135 to other users 131b-c, and the
user 131b-c can obtain a snapshot, e.g., 136, of the decomposed payoff QR code. In some implementations,
the user 131b-c may reimburse user 131a via the payment network for payment of the original QR code, or
the user 131b-c may make direct payment to the merchant via the decomposed reimbursement QR code
(e.g., When the user 131a takes a snapshot of the merchant's QR code, no payment processing occurs
immediately). In some implementations, the merchant may provide the split-pay QR code directly to the

users 131a-c.

[0037]

330 In some implementations, group mobile payments may be enabled by using an alternative communication

mechanism, rather than using QR codes.
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332 For example, in some implementations, the POS terminal 133 may communicate with the users 131a-c using a
communication protocol such as Bluetooth . The POS terminal can establish an independent
communication session with each user serially or in parallel. Through these separate communication sessions,
the POS terminal may transmit the product and/or merchant data required by the user's device to generate
individual purchase transaction processing requests. Thus, through these separate communication sessions,
the POS terminal can break down group reimbursements associated with users 131a-c into individual
payment amounts.

[0038]

342 Referring to Figure 1C, in some implementations, for authentication/verification purposes, as well as to
provide digital permission to disclose personal and/or private information, Snap Mobile Billing can be used.

344 For example, a user 142 visiting his/her doctor 143 may be required to provide formal permission to disclose
personal information (eg, medical records) to the doctor. The doctor's terminal (eg, 144) may generate a QR
code containing the doctor's digital credential and information about the type/content of the requested user's
medical record. The user can take a snapshot of the QR code through the user's mobile device. The user's
mobile device can generate a request for record release from the QR code and serve as verification that the
request was obtained from a personally trusted device, such as the user's mobile device. In an alternative
implementation, the user can select the personal information that the user would like to disclose to the
medical provider, and the user's mobile device can generate a QR code for the doctor's terminal to take a
snapshot to retrieve the user's medical information. In some implementations, the QR code can also include
payment information (eg, the user's payment account information, or the doctor's acquirer information) and
information about the controlled release of personal information.

[0039]

358 In some implementations, SNAP can facilitate P2P transactions by pre-populating a changeable QR payment
code, such as 150.

360 For example, a first user with a public profile page (eg, 151 ) can place an image of a QR code in the public
profile, eg, 152 . For example, the QR code may include a predetermined payment amount for a purchase
transaction initiated by taking a snapshot of the QR code. In some implementations, the predetermined
amount can be $0 (eg, $0 QR payment code). The second user can use the mobile device to capture a
snapshot of the QR payment code, and can set the amount the second user wants to pay the first user through
the second user's mobile device. The second user's mobile device can provide the payment network for
transaction processing with the information encoded within the QR code and the payment amount selected
by the second user.

[0040]

371 It should be understood that the various aspects of Snap Mobile Payment described herein may be used for
any controlled exchange of information and/or payment.
373 For example, referring to FIG. 1D , in some implementations, a user may obtain a pay-per-view program,
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such as 160, through QuickPai mobile payment. For example, a television display may provide an
advertisement including program information (eg, 162 ) and a QR payment code for obtaining the program
content, eg, 161 . The QR code includes information identifying the program information, as well as
information identifying the television subscriber account information, television address, and the like. The
user can take a snapshot of the QR code and provide the information embedded in the QR code along with
the user's mobile device information (eg, subscriber account number linked to the user's virtual wallet,
payment account information, etc.). When the payment information is processed by the payment network,
the payment network can provide an indication that the payment is complete to the television programming
provider, and the television programming provider can stream the programming content to the user's
television. As another example, a similar flow can be used for in-flight entertainment, such as 170, where an
on-board screen can provide program information 172 and a QR payment code 171 for the user to snap for
in-flight entertainment initiation. As another example, billboards, wall hangings, posters, in-store
advertisements, temporary fences, etc., such as 180, may include offers for products/services, as well as QR
codes including merchant information and product information identifying purchase quantities, etc. The
user can snap a snapshot of the QR code with the user's mobile device linked to the user's virtual wallet to
purchase the product and/or service, and, if appropriate, the product can be exchanged directly with the
payment network as The purchase information specified as part of the purchase request sent by the user's
mobile device is shipped to the user's address. As another example, a newspaper, such as 185, may include
offers, advertisements, job postings, etc., containing QR codes, such as 186, containing information necessary
for a user to initiate a purchase transaction using a payment network. It should be understood that any aspect
of implementing the Snapshot mobile payment discussed in the implementations herein, and/or their
equivalents, may be used in any other implementations discussed herein and/or their equivalents.

[0041]

399 Referring to Figures 1E-F, in some implementations, the data required to process a purchase transaction can
be provided by methods that replace QR codes, including but not limited to: Near Field Communication
(NFC), Wi-Fi , Bluetooth , Cellular Web, SMS, email, text messaging and/or other communication
protocols.

403 For example, in some implementations, a user shopping online through a web browser executing on a client
device, such as 190, may wish to pay for the purchase of items from an online store website (eg, 191). The
website may include user interface elements that a user can activate to initiate shopping checkout and
payment. When the user activates the user element, the client displaying the online shopping site may provide
a message to the merchant's server to initiate a secure purchase transaction. A merchant server running the
online shopping site may establish a secure connection (eg, a secure socket layer connection) to a payment
network server of a payment network (eg, 192). And, the payment network server can establish a secure
connection to the client. For example, the client may include a secure I/O chip that only allows a secure
connection to be established between the client and the payment network server of the payment network.
Through a secure connection, the payment network server may provide instructions to the client to request
the user to launch the virtual wallet mobile application on the user's user device, see eg FIG. 1F, 196 . The
client may thus provide a request to the user to launch the virtual wallet mobile application on the user's user
device (eg 193). When the user launches the virtual wallet mobile application on the user device, the user
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device and the client can establish a secure connection with each other (eg, via Bluetooth , Wi-Fi, cellular,
etc.). In some implementations, the client and user equipment can be preconfigured to rapidly establish the
secure communication channel with each other. Through the secure communication channel, the client can
provide data to the user's mobile device, or vice versa, to facilitate initiation of the purchase transaction. The
virtual wallet application on the user's mobile device (or client) can then generate a purchase transaction
initiation message and provide this message to the payment network server for processing the purchase
transaction. When the transaction processing is completed, the payment network server may provide a
payment completion notification to the client, such as 197 in FIG. 1F, or to the user equipment.

[0042]

427 2A-F illustrate application user interface diagrams showing example features of the Snap Mobile Payment
application that facilitate Snap Mobile Payments, in some embodiments of the SNAP.

129 Referring to FIG. 2A , in some implementations, a user may wish to checkout one or more items stored in a
virtual shopping cart on an online merchant website. For example, a user may use a browser application, eg,
201, to visualize a checkout page, eg, 202, of the merchant website. The checkout web page can describe the
details of the checkout order, such as 203, and can provide the user with one or more options to provide
payment for the purchase of stored items. In some implementations, the checkout web page can include an
option to pay for the purchase using the Snap Mobile Payment process, eg, 204 .

[0043]

38 Referring to FIG. 2B, in some implementations, when the option to use the snapshot mobile payment process
is selected, the merchant checkout webpage, such as 206, may provide a QR code, such as 209, through the
browser application 205, which includes information about the virtual Information about the items in the
shopping cart and merchant information for the payment network to process the purchase (eg, a private
token/alias linked to the merchant's acquirer financial account).

443In some implementations, the web page can be displayed by a secure display of the user's trusted computing
device. For example, as a security measure, the position of the QR code frame within the display, such as 207,
can be randomly changed to prevent snapshots of the QR code from being obtained by fraudulent means (eg,
tampering with the trusted computing device). In some implementations, a security image pre-selected by the
user, such as 208, can be displayed on the screen so that the user can verify that it is accurate. In some
implementations, the image can be encrypted by SNAP before the image is provided to the trusted
computing device. In some implementations, the trusted computing device may be the only device holding
the decryption key needed to decrypt and successfully display the image to the user on the secure display.

[0044]

454 Referring to Figure 2C, in some implementations, such merchant product information including QR codes
may be used by point-of-sale ("POS") terminals, such as 210a-b.

456 For example, in a brick-and-mortar store, when the user indicates that they wish to check out for items in the
user's physical shopping cart, the POS terminal may display a QR code, such as 211a-b, which includes the
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payment amount for the purchase, such as 212a-b. For example, the QR code may include data formatted
according to Extensible Markup Language ("XML"), such as the following example data structure:

[0046]

463 Referring to Figure 2D, in some implementations, a user can use a smartphone (eg, 213) to obtain a snapshot
of the QR code displayed on a secure display or screen of the POS terminal.

465 For example, the user's smartphone can run on it to detect and capture an application, e.g., 214, of the QR
code (e.g., 216a).

467 For example, the user can use a registration feature, such as 215, to register the QR code within the
smartphone's display. In some implementations, the application can provide the user with the ability to zoom
in (eg, 217) or zoom out (eg, 218) the QR code to ensure that the image of the QR code fits the size of the
smartphone's screen. The user will be able to use a user interface element such as 219 to obtain a snapshot of
the QR code when it is QR coded within the smartphone's display. The user can cancel the snap mobile
payment process using the user interface element 220 on the display of the smartphone.

[0047]

476 Referring to Figure 2E, in some implementations, when a snapshot of the merchant's product QR code is
obtained, the user's smartphone can extract the product and merchant data stored within the QR code and
use the The account number of the user's virtual wallet is used to generate a purchase transaction request for
processing by the payment network.

480 Upon completion of processing the payment transaction by the payment network using information provided
by the user's smartphone, merchant website 222 (via the browser application 221 ) may provide the user with
a purchase receipt 225 . Referring to FIG. 2F , in an implementation in which the user uses the snapshot
mobile payment process in a physical store, the POS terminal can display a purchase receipt for the user. In
some implementations, the payment network can provide the buyer's receipt directly to the user's

smartphone.

[0048]

189 3A-E show application user interface diagrams illustrating example components of the Snap mobile payment
application for capturing product barcodes, securing user data, and preventing fraud, in some embodiments
of the SNAP.

192 Referring to FIG. 3A | in some implementations, an application executing on a user's device may include an
application interface that provides the user with various features. In some implementations, the application
can be configured to recognize a product identifier (eg, barcode, QR code, etc.), such as 301 . For example,
the application can be configured to capture merchant product QR codes for Snapshot mobile payment
processing, as discussed above with reference to Figures 2A-F. In some implementations, the user may be
required to log in to the application to activate its features. Once activated, the camera can provide the user
with an in-person one-tap-to-buy feature. For example, the client device may have a camera through which

the application can acquire images, video data, stream live video, etc., eg 303 . The application may be
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configured to analyze input data and retrieve (eg 301 ) product identifiers, eg 304 , such as QR codes 209,
211a-b, 216aand 227 . In some implementations, the application can overlay crosshairs, target boxes,
and/or similar alignment reference marks, such as 305, so that the user can use the reference marks to align
the product identifier, thereby aiding in the identification and identification of the product identifier. explain.
In some implementations, the application may include an interface element to allow the user to toggle back
and forth between the product identification mode and the product offer interface display screen (see, e.g.,
306) so that the user can research exactly what is available to the user before capturing the product identifier.
transaction. In some implementations, the application can provide the user with the ability to browse
previous product identifier captures (see, eg, 307 ) so that the user will be able to better decide which product
identifier the user wishes to capture. In some implementations, the user may wish to cancel the product
purchase; the application may provide the user with a user interface element (eg, 308) to cancel the product
identifier identification process and return to the previous interface screen the user was originally using. In
some implementations, the user may be provided with information about products, user settings, merchants,
offers, etc., such as in a list form (see, eg, 309 ), so that the user can better understand the user's purchase
options. Various other features may be provided in application (see eg 310).

[0049]

518 Referring to FIG. 3B, in some implementations, the application may include an indication of the user's
location (eg, name of the merchant store, geographic location, information related to aisles within the
merchant store, etc.), such as 311 .

521 The application may provide an indication, eg 312, of the amount due for the product purchase. In some
implementations, the application can provide the user with various options to pay for the purchase of the
product. For example, the app may use GPS coordinates to determine the merchant's store where the user is
located and direct the user to the merchant's website. In some implementations, SNAP may provide APIs to
directly engage merchants to assist in transaction processing. In some implementations, a tagged merchant's
SNAP application can be developed with SNAP functionality that can directly connect the user to the
merchant's transaction processing system. For example, a user may select from a plurality of cards (eg, credit
cards, debit cards, prepaid cards, etc.) from various card providers (eg, 313). In some implementations, the
application may provide the user with an option to pay for the purchase amount using funds contained in the
user's bank account, such as checking, deposit, money market, current account, etc. (eg, 314). In some
implementations, the user can set default options through the application to set which card, bank account,
etc. to use for the purchase transaction. In some implementations, the setting of such default options may
allow the user to initiate the purchase transaction via a single click, tap, swipe, and/or other corrected user
input action, such as 315a. In some implementations, when the user uses this option, the application can use
the user's default settings to initiate the purchase transaction. In some implementations, the application allows
the user to use other accounts (eg, Google checkout, Paypal account, etc.) to pay for the purchase, eg,
316 . In some implementations, the app allows the user to pay for the purchase using reward points, airline
miles, hotel points, electronic coupons, printed coupons (e.g., by capturing printed coupons in a similar
manner to product identifiers), etc. Transactions, eg 317-318. In some implementations, the application
provides an option to provide quick authorization, eg, 319, before initiating the purchase transaction. In
some implementations, the application can provide a progress indicator to provide an indication of the
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progress of the transaction after the user has selected an option to initiate the purchase transaction, eg, 320 . In
some implementations, the app can provide the user with historical information, eg, 321, about the user's
previous purchases made through the app. In some implementations, the app can provide the user with
options to share information about the purchase with other users (e.g., via email, SMS, wall post on <img
file="BDA0001213207600000131.TTF" he="66" img-content="drawing" img-format="tif" inline="no"
orientation="portrait" wi="257"/>, tweet on Twitter , etc.) and/or Controlling information shared with
merchants, acquirers, payment networks, etc., to process the purchase transaction, e.g., 322.

549 In some implementations, the application may provide the user with an option to display product
identification information captured by the client device (eg, to display the product information to a customer
service representative upon leaving the store), such as 324. In some implementations, the user, application,
device, and/or SNAP may encounter errors in processing. In this case, the user will be able to chat with a
customer service representative (eg VerifyChat323) to resolve difficulties during the purchase transaction.

[0050]

557 In some implementations, the user may choose to use a one-time anonymous credit card number for the
transaction, see eg 315b.

559 For example SNAP may use a set of pre-specified anonymous card details (see eg "AnonCard1",
"AnonCard?2"). As another example, a SNAP might generate a set of one-time bearer card details, eg in real
time, to securely complete a purchase transaction (eg Anon It 1X). In such an implementation, the
application may automatically set the user profile settings so that any personally identifying information of the
user will not be provided to merchants and/or other entities. In some implementations, the user is required to
enter a username and password to activate the bearer feature.

[0051]

568 Referring to FIG. 3C , in some implementations, the user interface elements of the Stories mobile payment
application may advantageously be configured to provide the user with the ability to utilize custom payment
parameters with a minimum number of user gestures applied to the user's mobile device. Ability to process
purchases.

s72 For example, a user may be provided with overloaded user interface elements, such as 325-326. For example,
if the user has a QR payment code within the view of a camera included in the user's mobile device, the user
can activate element 325 to take a snapshot of the QR code and use predetermined default settings to process
the purchase based on the QR code . However, if the user wishes to customize payment parameters, the user
may activate user interface element 326 (eg, press and hold continuously). In doing so, the application may
provide a pop-up menu, eg, 327, that provides various payment customization options, such as those
previously provided. For example, the user can drag the user's finger to the appropriate setting that the user
likes, and release the user's finger from the touch screen of the user's mobile device to select that setting for
payment processing. In alternative implementations, the payment settings options, such as 330, and QR
capture activation buttons, such as 328a-b (such as 328b may provide even more settings than those displayed
in the initial screen) may be combined with windows (such as 329 ) together in the user interface for

capturing the QR code by the mobile device's camera. In an alternative implementation, the user's mobile
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device can generate a hybrid QR code payment setup graphic, and the POS terminal (or user's trusted
computing device) can capture the entire graphic for payment processing.

[0052]

589 Referring to Figure 3D, in some implementations, a user may advantageously be able to provide user settings
in a device that generates a QR code for a purchase transaction, and then capture the QR code using the
user's mobile device.

592 For example, a display device of a point-of-sale terminal may display a checkout screen, such as a web browser
running on a client, eg 331, displaying a checkout web page, eg 332, of an online shopping website. In some
implementations, a checkout screen may provide user interface elements, such as 333a-b, by which a user
may indicate a desire to use Stories Mobile Payment. For example, if the user activates element 331a, the
website can generate a QR code using the user's default settings and display the QR code (eg, 335) on the
client's screen for the user to capture using the user's mobile device. In some implementations, the user can
activate a user interface element, such as 333b, whereby the client can display a pop-up menu, such as 334,
with additional options from which the user can select. For example, the website may provide the user with
options similar to those discussed above in the description with reference to Figures 3B-C. In some
implementations, the website can modify the QR code 335 in real time as the user modifies the settings
provided by activating the user interface element 333b. Once the user has modified the settings using the pop-
up menu, the user can capture a snapshot of the QR code to initiate the purchase transaction.

[0053]

607 Referring to FIG. 3E , in some implementations, SNAP can provide a user interface to the user to modify the
user's snap mobile payment settings.

609 For example, the SNAP may provide a web interface, such as 341. For example, a user can use the web
interface to modify the security settings, eg, 342, of the user's virtual wallet. For example, the user can browse
a list of trusted devices, such as 344, through which the user can access the user's virtual wallet. In some
implementations, the web interface can provide user interface elements to add trusted devices, such as 343 .
The web interface may also provide users with additional security options. For example, the user can set a
security password (e.g. 345), change settings regarding when the user should be asked before authorizing a
purchase transaction (e.g. 346), the type/style of representation of the security feature (e.g. 347), and the
Security image (eg 348) on the terminal used in Snapchat mobile payment. In various implementations, the
user can access other services including modifying user profile, account number, account preferences, adding
cards, getting offers and coupons, locating ATM machines, and the like.

[0054]

622 Figures 4A-D show data flow diagrams illustrating an example snap mobile payment process in some
embodiments of the SNAP.

624 Referring to FIG. 4A, in some implementations, a user such as 401 may wish to purchase a product, service,
offer, etc. ( “Product” ) from a merchant such as 403 through the merchant's online site or the merchant's
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store. A user may communicate with a merchant server, e.g., 403, through a client, such as, but not limited to,
a personal computer, mobile device, television, point-of-sale terminal, kiosk, ATM, etc. (e.g., 402). For
example, a user may provide user input (eg, checkout input 411 ) into the client indicating that the user
wishes to purchase a product. For example, a user in a merchant store may scan a product barcode for a
product with a barcode scanner at a point-of-sale terminal. As another example, a user may select a product
from a web catalog on a merchant website and add the product to a virtual shopping cart on the merchant
website. The user may then indicate that the user wishes to checkout the items in the (virtual) shopping cart.
The client may generate a checkout request, eg 412, and provide the checkout request (eg, 413) to the
merchant server. For example, the client may provide the merchant server with a (secure) Hypertext Transfer
Protocol ("HTTP(S)") GET message including product details in the form of data formatted according to
Extensible Markup Language (XML). The following is an example HTTP (S) GET message for a merchant

server including a checkout request in XML format:

[0056]

641 In some implementations, the merchant server can obtain the checkout request from the client and extract the
checkout details (eg, XML data) from the checkout request.

643 For example, the merchant server may use a parser, such as the example parser discussed below with reference
to FIG. 14.

645 The merchant server can extract the product data as well as client data from the checkout request. In some
implementations, the merchant server may query (e.g., 414) a merchant database (e.g., 404) to obtain
product data (e.g., 415), such as product pricing, sales tax, offers, discounts, rewards, and/or other
information to process the purchase trade. For example, the database may be a relational database responsive
to Structured Query Language ("SQL") commands. The merchant server may execute a hypertext
preprocessor ("PHP") script that includes SQL commands to query the database for product data. A list of
exemplary PHP/SQL commands illustrating the substantive aspects of querying a database is provided below:

[0058]

655 In some implementations, in response to obtaining the product data, the merchant server may generate (eg,
416a) a QR payment code and/or secure display element according to the user's security settings (see, eg,
358).

658 The merchant server can provide the QR code to the client so that the client can display the QR code, and
then the user can use the user's device to capture the QR code to obtain merchant and/or product data for
generating a purchase transaction processing request .

661 In an alternative implementation, the merchant server may direct the client to communicate via an alternative
communication protocol such as, but not limited to, Wi-Fi , Bluetooth , cellular network, SMS, email,
and/or the like. The product and/or merchant data required to process the transaction to the user's device.
For example, the merchant server may direct the client to initiate a plug-in on its system to provide an
alternative communication service and transmit the product and/or merchant data to the user's device via the

communication service.
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[0059]

670 In implementations using QR codes, the merchant server may generate a QR code containing product
information and merchant information required by the payment network to process the purchase
transaction.

673 In some implementations, the QR code may include at least information required by the user device capturing
the QR code to generate a purchase transaction processing request, such as a merchant identifier (e.g.,
merchant ID number, merchant name, store ID, etc.) and The session identifier for the user's shopping
session associated with the store's website/store.

[0060]

680 In some implementations, the merchant server can generate in real-time a custom, user-specified merchant
product XML data structure with a time-limited validity period, such as the exemplary "QR_data" XML data
structure provided below:

[0062]

686 In some implementations, the XML data may include handles, aliases, tokens, or pointers to information
stored on the payment network server, rather than encoding all the actual data needed to initiate the
transaction for encoding into the QR code Information can advantageously be minimized.

689 In some implementations, the merchant can use the XML data to generate a QR code.

690 For example, the merchant server can use the PHP QR Code Open Source (LGPL) library available at
http://phpqrcode.sourceforge.net/ for generating QR codes, 2D barcodes.

692 For example, the merchant server may issue PHP commands similar to the exemplary commands provided
below:

[0063]

697 < ?
698 PHP

[0064]
702 header ('Content-Type: text/plain’);

[0065]

706 //Create OR code image using data stored in Sdata variable

[0066]
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710 QRoode::png(Sdata, 'qxcodeimg.png’);

[0067]

714 ¢

715 >

[0068]

7191In an alternative implementation, the merchant server may provide (eg, 416b) XML data with the request to
the payment network server (eg, 406) to generate the QR code.

721 For example, the merchant server requests the generation of a QR code using an API call to the payment
network server.

723 The payment network server may generate a QR code for the merchant server, eg, 416¢, and provide (eg,
416d) the QR code to the merchant server.

725 For example, the payment network server may encode information provided by the merchant into the QR
code, and may also advantageously include security information, time validity information, digital certificate
information, bearer shipping messages, QR code generation/processing payment information, etc. encoded
into that QR code.

[0069]

732 In some implementations, the payment network server provides the merchant server with encryption keys (eg,
Rivest-Shamir-Adleman (RSA) private/public keys, digital certificates).

734 The merchant can use the encryption key to encrypt the custom, user-specific merchant product XML data
structure to generate encrypted purchase data (eg, using the RSA algorithm).

73 The merchant server can then encode the encrypted data into a QR code. In various embodiments, the
payment network server may advantageously employ this scheme to authenticate the merchant for any
transaction processing request related to the user-merchant shopping session.

[0070]

742In some implementations, the user device can be provided with a predesigned QR code associated with a
verified, pre-authenticated merchant.

744 For example, a user may browse an online website on the user's device. The user device may generate an
HTTP(S) GET request for a web page from a web server. In some implementations, the web server can
generate a query for an advertisement to display on the web page in response to the user device's request for
the web page. For example, a webpage server may retrieve a database or provide a request to an ad network
server (eg, Akamai) to serve advertisements for embedding in the webpage. In some implementations, the ad
network server may use keywords, metadata, etc. obtained from the webpage server (e.g., keywords or
metadata associated with the webpage, user profile information, user ID, from the user's browsing history
from cookies on that user's device, etc.). The advertising network may use the keyword to generate a query of
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a database of advertisements associated with the keyword, and may obtain the advertisement to offer. In some
implementations, the ad network server may provide (e.g., via an API call) information about such
advertisements (e.g., merchant name, merchant ID, product name, product price information, related offers,
etc.) to the payment network server . The payment network server may generate a QR code based on
information provided by the ad network server so that a user device may take a snapshot of the QR code to
initiate a communication with the QR code (e.g., provided to the payment network server by the ad network
server) A purchase transaction of associated goods and/or services. The ad network server can provide the
QR as part of the advertisement to the web server, which in turn can embed the advertisement including the
QR code into the web page before serving the web page to the user device. In an alternative implementation,
the ad network server/web server may transmit the URL or other identifier of the QR code (final) to the user
device, and the user device may use the URL of the QR code (e.g., hosted on the payment web server) to
generate a call (eg HTTP(S) GET request) to obtain the QR code and display it for the user.

[0071]

767In some implementations, the merchant server can provide the QR code to the client, eg, 417.

768 For example, the merchant server may provide a hypertext markup language ( “HTML” ) page including

references to the QR code image and/or secure element image, such as the following exemplary HTML page:

[0073]
772 In some implementations, the client can obtain the QR payment code (eg, 417) and display the QR code (eg,

418) on a display screen associated with the client device.

775 In some implementations, a user can use a user device, such as 405, to capture a QR code presented by the

client device for payment processing.

777For example, the user may provide a payment input into the user device such as 419. In various

implementations, user input may include, but is not limited to, a single tap of a touchscreen interface (e.g., a
single tap mobile app purchase embodiment), keypad entry, swiping a card, activating RFID-enabled/
Hardware devices with NFC (e.g., electronic cards with multiple accounts, smartphones, tablets, etc.), mouse
clicks, button presses on joysticks/game consoles, voice commands, single taps/clicks on touch-sensitive
interfaces Multi-touch gestures, touching user interface elements on touch-sensitive displays, and more. For
example, a user device may obtain tracking data from a user card (e.g., credit card, debit card, prepaid card,
charge card, etc.), such as the exemplary tracking data provided below:

[0075]

788In some implementations, the user device can determine whether an image has been captured describing the

QR code.

790 Depending on whether a QR code has been captured, and (optionally) also on the content of the QR code,

the user device may redirect the user (e.g. via a web browser application executing on the user device) to: a
product, a merchant website , products on the merchant's website, the website, and include commands to

add items to the user's shopping cart associated with the website, etc.
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794 For example, a user device may execute a component such as the exemplary quick response code processing
("QRCP") component 600 described below with reference to the discussion of FIGS. 6A-B.

[0076]

799 In some implementations, when user payment input is obtained and the QR code is captured, the user device
can generate a card authorization request 420 for provision to the payment network server (e.g., if the QR
code includes a purchase coupon, offer, send invoices, personal payments from another virtual wallet user,
etc.).

803 For example, the user device may provide a card authorization request (eg 421 ) on behalf of the user, an
HTTP(S) GET message (eg 406 ) including product order details for payment to the web server, in the form
of data in XML format. The following is an exemplary HTTP(S) GET message for the payment network
server including a card authorization request in XML format:

[0078]

s10In some implementations, the card authorization request generated by the user device may include the
minimum information required to process the purchase transaction.

s12 For example, this can improve the efficiency of communicating the purchase transaction request, and can also
advantageously improve the privacy protection provided to the user and/or merchant.

s14 For example, in some implementations, the card authorization request may include at least a merchant ID, a
session 1D for the user and merchant's shopping session, and a device ID of a user device (eg, a smartphone)
linked to the user's virtual wallet. In some implementations, the QR code and message sent to/from the QR
code capture device may include a source ID (e.g., an identifier of the device that generated the QR code),
session 1D, merchant ID, item ID (e.g., model number) , the checkout amount, and/or the transaction device

ID (eg, the user's smart phone device).

[0079]

823 In some implementations, the card authorization request may be provided by the merchant server or point-
of-sale terminal rather than the user device.

825 In some implementations, a security-desiring user may request a payment network server via the user device
to dynamically generate the primary account number that will be used with the user in the purchase

transaction.

[0080]

831 ("PAN", for example, a credit card number) along with the Card Verification Value Code (dCVVTM).

832In response, the payment network server may generate a dCVV  code (e.g., using random number
generation, an MD5 hash of an input key, which may be generated using a user ID, merchant ID, session D,
timestamp, combinations thereof, etc.), and The user provides a session specific dCVVTM code to use with

the user's PAN number. For example, session-specific dCVV  codes may have an expiration time (eg,
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expire within one minute from issue). The user device can communicate the PAN and dCVV (eg, via
Bluetooth , NFC, Wi-Fi, cellular, QR code, etc.) to the point-of-sale terminal, which can create a card
authorization request. For example, the user device may generate a QR payment code with the PAN and
dCVV numbers embedded therein, and the point-of-sale terminal may snap a snapshot of an image of the
QR payment code generated by the user device. The point-of-sale terminal can then generate and provide the
card authorization request to the payment network server. The payment network server may then compare
the dCVV obtained from the merchant to the dCVV provided to the user device before the purchase
transaction was initiated to confirm the transaction. If the dCVV codes from the two sources (payment
network server and merchant) correspond correctly to each other, then the payment network server can

continue processing the purchase transaction.

[0081]

849 In some implementations, the card authorization request from the user device may include encrypted data
extracted from the QR code, which may have been encrypted by the merchant server as part of a merchant
authentication scheme.

852 In some implementations, the Pay Network Server may obtain encrypted data from a card authorization
request provided by a user device and attempt to decrypt the encrypted data, for example, using an RSA
private/public key that the Pay Network Server initially provided to the merchant The keys used by the server
to encrypt the purchase data before embedding in the QR code are complementary. If the payment network
server is able to decrypt the purchase data, the merchant is authenticated as a valid merchant. In some
implementations, the payment network server can compare the purchase data decrypted from the card
authorization with the data provided by the user/user device to determine whether the data from these
different sources (user/user device, and merchant) are mutually correct. correspond. Thus, in some
implementations, the payment network server can authenticate the merchant and associate the merchant with
a particular user session or user device prior to processing the transaction.

[0082]

865 In some implementations, the payment network server may provide a notification to the user device that the
transaction was verified and approved for the transaction.

867 In an alternative implementation, the payment network server may continue transaction processing. In some
implementations, when the user is identified as being in a session with the merchant, the payment network
server may communicate with the user device to provide the user with additional features. For example, in
some implementations, the payment network server may provide communication with the user device (e.g.,
via an HTTP(S) POST message) to provide: the merchant's virtual storefront; A description of the
merchant's aisle, a list of related items, etc. (see, eg, Figures 8E-G and the following description of additional

embodiments).

[0083]

877 Referring to Figure 4B, in some implementations, the payment network server may process the transaction to
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transfer purchase funds to an account stored on the merchant's acquirer.
sr9 For example, the acquirer may be a financial institution that maintains the merchant's account. For example,
the results of transactions processed by the merchant may be deposited into an account maintained by the

acquirer's server.

[0084]

885 In some implementations, the payment network server can generate a query, eg, 422, for the issuer server
corresponding to the payment option selected by the user.

ss7 For example, a user's account may be linked to one or more issuing financial institutions ("issuers"), such as
banking institutions, that issued the user's account. For example, such accounts include, but are not limited
to, credit cards, debit cards, prepaid cards, checking, deposit, money market, certificates of deposit, savings
(cash) value accounts, and the like. The publisher's publisher server, eg 408a-n, may hold user account
details. In some implementations, a database such as payment network database 407 may store details of
issuer servers associated with issuers. For example, the database may be a relational database responsive to
Structured Query Language ("SQL") commands. The payment network server may query the payment
network database for issuer server details. For example, the payment network server may execute a hypertext
preprocessor ("PHP") script including SQL commands to query a database for details of the issuer server. A
list of exemplary PHP/SQL commands illustrating the substantive aspects of querying a database is provided

below:

[0086]

901 In response to obtaining the issuer server query, eg 422, the pay network database may provide the requested
issuer server data to the pay network server, eg 423.

903 In some implementations, the payment network server can use the issuer server data to generate an
authorization for each issuer server selected based on the predefined payment settings associated with the
user's virtual wallet and/or the user's payment option input. request, such as 424, and provide card
authorization requests, such as 425a-n, to the issuer server, such as 408a-n.

907 In some implementations, the authorization request may include details such as, but not limited to, costs to
the user included in the transaction, user's card account details, user billing and/or shipping information, and
the like. For example, the payment network server may provide an HTTP (S) POST message including an
authorization request in XML format similar to the exemplary list provided below:

[0088]

914 In some implementations, the issuer server can parse the authorization request and based on the request
details can query a database, such as user profile database 409a-n, for data associated with the account linked
to the user.

917 For example, the publisher server may issue PHP/SQL commands similar to the examples provided below:
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[0090]

921 In some implementations, after obtaining the user data, eg, 427a-n, the issuer server can determine whether
the user can pay for the transaction with funds available on the account, eg, 428a-n.

923 For example, the issuer server may determine whether the user has sufficient balance remaining in the account,
sufficient credit associated with the account, and the like.

925 Based on this determination, the issuer server may provide an authorization response to the payment network
server, eg, 429a-n.

927 For example, the issuer server may provide an HTTP(S) POST message similar to the example above. In some
implementations, if at least one issuer server determines that the user cannot pay for the transaction with
available funds in the account, see, e.g., 430-431, then the payment network server may again request
payment options from the user (e.g., by providing an authorization failure Message 431 to user equipment
and request user equipment to provide new payment options), and retry the authorization of the purchase
transaction. In some implementations, if the number of failed authorization attempts exceeds a threshold, the
payment network server can exit the authorization process and provide an "authorization failed" message to

the merchant server, user device, and/or client.

[0091]

938 Referring to Figure 4C, in some implementations, the payment network server may obtain an authorization
message including notification of successful authorization, see eg 430, 433, and parse the message to extract
authorization details.

941 When it is determined that the user has sufficient transaction funds, the payment network server may generate
a transaction data record, such as 432, according to the authorization request and/or authorization response,
and store details of the transaction and authorization regarding the transaction in the transaction database.
For example, a payment web server could issue PHP/SQL commands similar to the following example listing

to store transaction data in a database:

[0093]

949 In some implementations, the payment network server can forward the authorization success message, eg,
433a-b, to the user device and/or the merchant server.

951 The merchant can take this authorization message and determine from it that the user has sufficient funds in
the card account to carry out the transaction.

953 The merchant server may add transaction records for the user to a batch of transaction data regarding
authorized transactions. For example, the merchant may append XML data about the user's transactions to
an XML data file, e.g., 434, including XML data for transactions that have been authorized for each user, and
store the XML data file in a database (e.g., merchant database 404) , for example 435. For example, a batch
XML data file could be of a structure similar to the sample XML data structure template provided below:

[0094]

961 < ?
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962 XML version="1.0" encoding="UTF-8"? >

[0095]

966 <merchant_data>

[0096]
970 <merchant_id>3FBCR4INC</merchant_id>

[0097]

974 <merchant_name>Books&Things, Inc.</merchant_name>

[0098]

978 <merchant_auth_key>INNF484MCP59CHB27365</merchant_auth_key>

[0099]

982 <account_number>123456789</account_number>

[0100]

986 </merchant_data>

[0101]

990 <transaction_data>

[0102]

994 <transaction 1>

[0103]

998

[0104]

1002 </transaction 1>
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[0105]

1006 <transaction 2>

[0106]

1010 *

[0107]

1014 </transaction 2>

[0108]

1018 .

[0109]

1022 .

[0110]

1026 .

[0111]

1030 <transaction n>

[0112]

1034 *

[0113]

1038 </transaction n>

[0114]

1042 </transaction data>

[0115]
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1046 In some implementations, the server may also generate a purchase receipt, such as 434, and provide the
purchase receipt to the client, such as 436.

1048 The client may render and display the purchase receipt for the user, eg 437a.

1049 In some implementations, the user device 405 may also provide a notification of successful authorization to
the user, eg, 437b.

1051 For example, a client/user device may render web pages, electronic messages, text/SMS messages, buffer
voicemails, sound ringtones, and/or play audio messages, etc., and provide output including, but not
limited to: sound, music , audio, video, images, tactile feedback, vibration alerts (e.g., vibration-enabled
client devices such as smartphones), and the like.

[0116]

1058 Referring to Figure 4D, in some implementations, the merchant server can initiate clearing of a batch of
authorized transactions.

1060 For example, the merchant server may generate a batch data request, such as 438 , and provide the request,
such as 439, to a database such as merchant database 404 .

1062 For example, a merchant server may query a relational database using PHP/SQL commands similar to the
examples provided above.

1064 In response to the batch data request, the database can provide, eg, 440, the requested batch data.

1065 The server may generate a batch clearing request, eg, 441, using the batch data obtained from the database,
and provide (eg, 442) the batch clearing request to the acquirer server, eg, 410.

1067 For example, the merchant server may provide the acquirer server with an HTTP(S) POST message that
includes batch data in XML format in the message body.

1069 The acquirer server may use the obtained batch clearing request to generate a batch payment request, such as
443 | and provide the batch payment request to the payment network server, such as 444 .

1071 The payment network server may parse the batch of payment requests and extract transaction data, eg, 445,
for each transaction stored in the batch of payment requests.

1073 The pay network server may store transaction data, such as 446, for each transaction in a database, such as
pay network database 407.

1075 For each extracted transaction, the pay network server may query a database, such as pay network database
407, eg 447-448, for the address of the issuer server.

1077 For example, a payment web server may use PHP/SQL commands similar to the examples provided above.

1078 The payment network server may generate a single payment request, eg, 449, for each transaction for which
transaction data was extracted, and provide the single payment request (eg, 450) to the issuer server (eg,
408).

1081 For example, a payment web server may provide an HTTP(S) POST request similar to the following
example:

[0118]
1086 In some implementations, the issuer server generates a generateable payment command, eg, 451.
1087 For example, the issuer server may issue a command to debit funds from a user's account (or add a charge to
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a user's credit card account).

1089 The issuer server may issue a payment command (eg, 452) to a database, eg, user profile database 409, that
stores the user account information.

1091 The issuer server may provide (eg, 453) the funds transfer message to the payment network server, which may
forward (eg, 454) the funds transfer message to the acquirer server.

1093 An exemplary HTTP (S) POST funds transfer message is provided below:

[0119]
1097 POST/clearance.php HTTP/1.1

[0120]

1101 Host:www.acquirer.com

[0121]
1105 Content-Type: Application/XML

[0122]
1109 Content-Length: 206

[0123]

m3<?
1114 XML version="1.0" encoding="UTF-8"?

1115 >

[0124]

1119 <deposit_ack>

[0125]
1123 <request_ID>CNI4ICNW2</request_ID>

[0126]

1127 <clear_flag>true</clear_flag>
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[0127]
1131 <timestamp>2011-02-22 17:00:02</timestamp>

[0128]

1135 <deposit_amount>$34.78</deposit_amount>

[0129]

1139 </deposit_ack>

[0130]

1143 In some implementations, the acquirer server can parse the funds transfer message and associate the
transaction (eg, using the request_ID field in the example above) to the merchant.

1145 The acquirer server may then transfer the funds specified in the funds transfer message to the merchant's
account, eg, 455.

[0131]

1150 Figures 5A-E show logic flow diagrams illustrating exemplary aspects of implementing Snap Mobile
Payments, such as Snap Mobile Payment Execution ("SMPE") component 500, in some embodiments of
SNAP.

1153 Referring to Figure 5A, in some implementations, a user may wish to purchase a product, service, offer, etc.
("Product”) from a merchant through the merchant's online site or in the merchant's store.

1155 The user can communicate with the merchant server through the client.

1156 For example, a user may provide user input (eg, 501 ) into the client indicating that the user wishes to
checkout shopping items in a (virtual) shopping cart.

1158 The client can generate a checkout request, such as 502, and provide the checkout request to the merchant
server.

1160 The merchant server may obtain a checkout request from the client, and extract checkout details (eg, XML
data) from the checkout request, eg 503 .

1162 For example, the merchant server may use a parser such as the example parser described below with reference
to the discussion of FIG. 14 .

1164 The merchant server extracts this product data along with the client data from the checkout request.

1165 In some implementations, the merchant server may query (eg, 504) a merchant database to obtain product
data, eg, 505, such as product prices, sales tax, offers, discounts, rewards, and/or other information to
process the purchase transaction.

[0132]

1171 In response to obtaining the product data, the merchant server may generate (eg, 506) a QR payment code
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and/or secure display element (see, eg, 358) according to the user's security settings.

1173 For example, the merchant server may generate a QR code containing product information and merchant
information required by the payment network to process the purchase transaction.

1175 For example, the merchant server may first generate a custom, user-specific merchant-product XML data
structure with a time-limited validity period in real time, such as the exemplary "QR_data" XML data
structure provided below:

[0135]

1181 In some implementations, merchants can utilize XML data to generate QR codes.

1182 For example, the merchant server can use the PHP QR Code Open Source (LGPL) library available at
http://phpqrcode.sourceforge.net/ for generating QR codes, 2D barcodes.

1184 For example, the merchant server may issue PHP commands similar to the exemplary commands provided
below:

[0136]

1189 <?
1190 PHP

[0137]
1194 header ('Content-Type: text/plain’);

[0138]

1198 //Create QR code image using data stored in $data variable

[0139]
1202 QRcode::png($data, 'qrcodeimg.png’);

[0140]
1206 7

1207 >

[0141]

1211 The merchant server can provide the QR payment code to the client, eg 506.

1212 The client can obtain the QR payment code and display the QR code, eg 507, on a display screen associated
with the client device.
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1214In some implementations, a user can use a user device, such as 509, to capture a QR code presented by the
client device for payment processing.

1216 The client device can decode the QR code to extract the information embedded in the QR code.

1217 For example, a client device may use an application, such as the ZXing multi-format 1D/2D barcode image
processing library available at http://code.google.com/p/zxing/, to extract information from the QR code.

1219 In some implementations, the user can provide payment input into the user device, eg, 508 .

1220 Upon obtaining user purchase input, the user device may generate a card authorization request, eg, 509, and
provide the card authorization request to the payment network server.

[0142]

1225 Referring to Figure 5B, in some implementations, the payment network server can parse the card
authorization request, eg, 510, and generate a query, eg, 511, for the issuer server corresponding to the
payment option selected by the user.

1228 In some implementations, the payment network database may store details of issuer servers associated with
issuers.

1230 In response to obtaining the issuer server query, the pay network database may provide, eg, 512, the
requested issuer server data to the pay network server.

1232 In some implementations, the payment network server can use the issuer server data to generate
authorization requests for each issuer server, eg, 425134, and provide the card authorization requests to the

issuer servers.

[0143]

1238 In some implementations, the issuer server can parse the authorization request and, based on the details of the
request, query the user profile database for data associated with the account linked to the user.

1240 In some implementations, upon obtaining the user data, the issuer server can determine whether the user can
pay for the transaction with available funds in the account, eg, 517 .

1242 For example, the issuer server may determine whether the user has sufficient balance remaining in the
account, has sufficient credit associated with the account, and the like.

1244 Based on this determination, the issuer server may provide an authorization response to the payment network
server, eg, 518.

1246 In some implementations, if at least one issuer server determines (e.g., 519) that the user cannot pay for the
transaction with available funds in the account, see e.g., 520, option "No," then the payment network server
may again request payment options from the user (See eg 521, option "No", by providing an authorization
failure message to the user equipment and requesting the user equipment to provide a new payment option),
and retry the authorization of the purchase transaction. In some implementations, if the number of failed
authorization attempts exceeds a threshold, see e.g. 521, option "Yes", then the payment network server may
exit the authorization process and provide an "Authorization Failed" message to the merchant server, user
device and /or client, eg 522.
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[0144]

1257 In some implementations, the payment network server may obtain an authorization message including
notification of successful authorization, see eg 520, option "Yes", and parse the message to extract
authorization details.

1260 After determining that the user has sufficient transaction funds, the payment network server can generate
transaction data records according to the authorization request and/or authorization response, such as 523,
and store details of the transaction and authorization related to the transaction in the transaction database,
such as 524 .

[0145]

1267 Referring to FIG. 5C , in some implementations, the payment network server may forward an authorization
success message (eg, 525) to the user device and/or the merchant server, and sometimes through the
acquirer server, eg, 526 .

1270 The merchant can parse the authorization message, eg 528, and from it determine that the user has sufficient
funds in the card account to carry out the transaction, see eg 529. The merchant server may add a
transaction record for the user to a batch of transaction data related to authorized transactions, see eg 530-
531. In some implementations, the merchant server may also generate a purchase receipt, eg, 532, and
provide the purchase receipt to the client. The client may render and display the purchase receipt, eg, 534,
for the user. In some implementations, user device 405 may also provide a notification of successful
authorization to the user.

[0146]

1280 Referring to Figures 5D-E, in some implementations, a merchant server can initiate clearing of a batch of
authorized transactions.

1282 For example, the merchant server may generate a batch data request, such as 535, and provide the request (eg,
536) to a database, such as a merchant database. In response to the batch data request, the database can
provide, eg, 536, the requested batch data. The server can use the batch data obtained from the database to
generate a batch settlement request, eg 537, and provide the batch settlement request to the acquirer server.
The acquirer server may generate (eg, 539) a batch payment request using the obtained batch clearing
request and provide the batch payment request to the payment network server. The payment network server
can parse the batch of payment requests and extract transaction data, eg, 540-542, for each transaction
stored in the batch of payment requests. The pay network server may store the transaction data, eg 543-544,
for each transaction in a database such as a pay network database. For each extracted transaction, the Pay
Network Server may query (eg, 545-546) a database, such as a Pay Network Database, for the address of the
Issuer Server. The payment network server may generate, eg, 547, a single payment request for each
transaction for which transaction data was extracted, and provide the single payment request to the
associated issuer server.

[0147]
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1298 In some implementations, the issuer server can generate payment commands, eg, 548-549.

1299 For example, the issuer server may issue a command to debit funds from the user's account (or add a charge
to the user's credit card account). The issuer server may issue the payment command to a database storing
the user's account information (eg, a user profile database), eg, 549 . The issuer server may provide the funds
transfer message to a payment network server, such as 551, that may forward the funds transfer message to
the acquirer server. In some implementations, the acquirer server can parse the funds transfer message and
associate the transaction (eg, using the request_ID field in the example above) to the merchant. The acquirer
server may then transfer the funds specified in the funds transfer message to the merchant's account, eg, 553-
555.

[0148]

1310 6A-B show logic flow diagrams illustrating example aspects of processing quick response codes, such as quick
response code processing ("QRCP") component 600, in some embodiments of the SNAP.

1312 Referring to FIG. 6A , in some implementations, a virtual wallet application executing on a user device can
determine whether a QR code has been captured in an image frame obtained by a camera operatively
connected to the user device, and can also determine the QR code. The type and content of the code. Using
this information, the virtual wallet application can redirect the user's user experience and/or initiate
purchases, update aspects of the virtual wallet application, and the like. For example, the virtual wallet
application may trigger the capture of image frames via a camera operatively connected to the user device,
601. The virtual wallet application can use an image segmentation algorithm to identify the foreground in the
image, 602, and can crop the rest of the image to reduce background noise in the image, 603. The virtual
wallet application can determine whether the foreground image includes a QR code from which data can be
reliably read (e.g., if the image does not include a QR code, or if the QR code is partially cropped, blurred,
etc. may not be reliably read fetch data), 604. For example, the virtual wallet application can use a code
library, such as the ZXing multi-format 1D/2D barcode image processing library available at
http://code.google.com/p/zxing/, to try and extract information. If the virtual wallet application can detect
the QR code (605, option "yes"), the virtual wallet application can decode the QR code and extract data
from the QR code. If the virtual wallet application cannot detect the QR code (605, option "No"), the virtual
wallet application may attempt to perform optical character recognition on the image. For example, the
virtual wallet application may perform optical character recognition, 606, using the Tesseract C++ open
source OCR engine available at www.pixeltechnology.com/freewarw/tessnet2. The virtual wallet application
can thus obtain the data encoded in the image and proceed if the data can be processed by the virtual wallet
application. The virtual wallet application may query a database for the QR code type using the fields
identified in the extracted data, 608. For example, the QR code may include invoices/bills, coupons, money
orders (e.g., in P2P transfers), new account information packages, product information, purchase
commands, URL navigation instructions, browser automated scripts, their combinations etc.

[0149]
1338 In some embodiments, the QR code may include data about the new account to be added to the virtual wallet

application (see 609).
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1340 The virtual wallet application may query the issuer of the new account (eg, obtained from the extracted data)
for data associated with the new account, 610. The virtual wallet application may compare the data provided
by the issuer with the data extracted from the QR code, 611. If the new account is confirmed (611, option
"Yes"), the virtual wallet app can update the wallet credentials with the new account details, 613, and update
the virtual wallet app's snapshot with data from the QR code History, 614.

[0150]

1348 Referring to FIG. 6B, in some embodiments, the QR code can include data (see 615) about bills, invoices, or
coupons for purchases using the virtual wallet application, which can be queried with the virtual wallet
application. The merchant associated with the purchase (as obtained from the extracted data) to query data
associated with the bill, invoice, or coupon used for the purchase (e.g. offer details, offer ID, expiration time,
etc. etc.), 616.

1353 The virtual wallet application can compare the data provided by the merchant with the data extracted from
the QR code, 617. If the bill, invoice, or coupon for purchase is validated (618, option "Yes"), the virtual
wallet application can generate a data structure that includes the QR code data (see, e.g., above referenced
FIGS. 4-5 XML QR_data structure in the description of ) to generate and provide a card authorization
request, 619, and use the data from the QR code to update the snapshot history of the virtual wallet
application 620.

[0151]

1362 In some embodiments, the QR code may include product information, commands, user navigation
instructions, etc. for the virtual wallet application (see 621).

1364 The virtual wallet application can query a database of products using the information encoded in the QR.
The virtual wallet application may provide various features including, but not limited to: displaying product
information, redirecting the user to: a product page, a commerce website, a product page on a commerce
website, adding items to a user's shopping cart on a commerce website, and the like. In some
implementations, the virtual wallet application can perform a process such as that described above for any
image frames that are pending and/or that the user selects for processing (eg, based on a snapshot history).

[0152]

1373 Figure 7 shows a user interface diagram illustrating an overview of example features of the virtual wallet
application in some embodiments of the SNAP.

1375 FIG. 7 shows an illustration of various exemplary features of a virtual wallet mobile application 700 . Some of
the features displayed include Wallet 701, Social Integration via TWITTER, FACEBOOXK, etc., Quotes and
Taxes 703, Snap Mobile Purchases 704, Alerts 705, and Security, Settings and Analytics 796. These features
are explored in more detail below.

[0153]
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1382 8A-G show user interface diagrams illustrating example features of the virtual wallet application in shopping
mode, in some embodiments of the SNAP.

1384 Referring to Figure 8A, some embodiments of the virtual wallet mobile application help and greatly enhance
the consumer's shopping experience. As shown in Figure 8A, the consumer has various shopping patterns
available to peruse. In one implementation, for example, a user may initiate this shopping mode by selecting
the store icon 810 at the bottom of the user interface. A user may search for and/or add items to the
shopping cart 811 by typing items in the search field 812 . The user can also use the voice-activated shopping
mode by speaking into the microphone 813 the name or description of the item to be retrieved and/or
added to the shopping cart. In further implementations, the user may also select other shopping options 814
,such as current items 815, billing 816 , address book 817 , merchants 818 and local proximity 819 .

[0154]

1395 In one embodiment, for example, a user may select option current item 815, as shown on the far left of the
user interface of FIG. 8A.

1397 When the current item 815 option is selected, an intermediate user interface may be displayed. As shown, the
middle user interface may provide a current list of items 815a-h in the user's shopping cart 811. A user may
select an item, such as item 815a, to view product descriptions 815j for the selected item and/or other items
from the same merchant. Price and total due information may also be displayed along with a QR code 815k

that captures the information necessary to conduct a snap mobile purchase transaction.

[0155]

1405 Referring to FIG. 8B, in another embodiment, the user may select a billing 816 option.

1406 When the bill 816 option is selected, the user interface may display a list of bills and/or receipts 816a-h from
one or more merchants. Additional information can be displayed next to each bill, such as date of visit,
whether items from multiple stores are present, last bill payment date, automatic payment, number of items,
etc. In one example, a wallet purchase statement 816a dated January 20, 2011 may be selected. The wallet
shopping bill selection may display a user interface that provides various information about the selected bill.
For example, the user interface may display a list of purchased items 816k, <<816i>>, the total number of
items and corresponding values. For example, 7 items worth $102.54 are on the selected wallet shopping
statement. Users can now select any item and select Buy Again to add purchases to that item. The user may
also refresh offers 816j from the last time to clear any invalid offers and/or search for new offers that may be
suitable for the current purchase. As shown in Figure 8B, the user may select two items for repeat purchases.
Once added, a message 816i may be displayed to confirm the addition of both items, which yields the total

number of items in the shopping cart 14.

[0156]
1421 Referring to Figure 8C, in yet another embodiment, the user may select the address book option 817 to
browse the address book 817a, which includes a list of contacts 817b and make any transfers or payments.

1423In one embodiment, the address book may identify each contact using the contact's name and available
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and/or preferred payment modes. For example, contact Amanda G. Payment may be via social payment
(eg, via FACEBOOK) as represented by icon 817c. In another example, money may be transferred to Brian
S. via a QR code as represented by QR code icon 817d. In another example, Charles B. Payments may be
accepted via near field communication 817e, Bluetooth 817f and email 817g. Payment can also be made via
USB 817h (eg, through a physical connection of the two mobile devices) and other social channels such as
TWITTER.

[0157]

1433 In one implementation, the user may select JoeP.

1434to pay. As shown in the UI, next to the Joe P. next to his name, JoeP. Features an email icon 8i7g,
representing Joe P. Payment via email is accepted. When his name is selected, the user interface may display
his contact information, such as email, phone, and so on. If the user wishes to contact Joe P. payment, the
user can add another transfer mode 817j to his contact information and make a payment transfer. Referring
to Figure 8D, the user may be provided with a screen 817k where the user may enter an amount to send to
Joe, and add other text to provide Joe with context for the payment transaction 8171. The user may select the
mode by which Joe may be contacted (eg, SMS, email, social networking) through graphical user interface
element 817m. As a user type, text input may also be provided for browsing within the GUI element 817n.
When the user has finished entering the necessary information, the user can press the send button 8170 to
send the social message to Joe. If Joe also has a virtual wallet application, Joe will be able to browse 817p
social payment messages within the application or directly on the website of the social network (such as
Twitter , <img file="BDA0001213207600000351.TIF" he="55" img-content="drawing" img-format="tif"
inline="no" orientation="portrait" wi="264"/>, etc.). Messages may be aggregated from various social
networks as well as other sources (eg, SMS, email). The redemption method appropriate for each messaging
method may be indicated along with the social pay message. In the illustration of FIG. 8D , the SMS 817q
received by Joe indicates that Joe can redeem the $5 obtained via SMS by replying to the SMS and entering
the hash tag value "#1234". In the same illustration, Joe has received a message 817r via <img
file="BDA0001213207600000352.TTF" he="51" img-content="drawing" img-format="tif" inline="no"
orientation="portrait" wi="265"/> that includes a URL link that Joe can activate to initiate a redemption of
the $25 payment.

[0158]

1457 Referring to FIG. 8E, in some other embodiments, a user may select a merchant 818 from a list of options in a
shopping mode to browse a selection list of merchants 818a-e.

1459 In one implementation manner, the merchants in the list may be in contact with the wallet, or have a
relationship with the wallet. In another implementation, merchants may include a listing of merchants that
meet user-defined or other criteria. For example, the list may be the one curated by the user, the merchant
that the user shopped most frequently or spent more than x total amount of money, or shopped for three
consecutive months, and the like. In one implementation, the user may further select a merchant, such as
Amazon 818a. The user can then navigate through the merchant's listings to discover items of interest, such
as 818f-j. Directly through the wallet and without accessing the merchant's site from a separate page, the user
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can select items 818j from Amazon's 818a catalog. As shown at the far right of the user interface of Figure
8D, the selected item can then be added to the shopping cart. Message 818k indicates that the selected item
has been added to the shopping cart, and the updated quantity of the item in the shopping cart is now 13.

[0159]

1472 Referring to Figure 8F, in one embodiment, there may be a local proximity option that may be selected by the
user to browse a listing of businesses that are geographically in close proximity to the user.

1474 For example, the list of merchants 819a-e may be merchants located close to the user. In one implementation,
the mobile application can further identify when the user is in the store based on the user's location. For
example, location icon 819d may be displayed next to a store (eg, Walggreens) when the user is in close
proximity to the store. In one implementation, the mobile application may periodically refresh its location if
the user leaves the store (eg, Walgreens). In a further implementation, a user may navigate through the
mobile application to offers of selected Walgreens stores. For example, a user may use the mobile
application to navigate to items 819f-j available on aisle 5 at Walgreens. In one implementation, the user can

select corn 819i to add to cart 819k from his or her mobile application.

[0160]

1485 Referring to FIG. 8G, in another embodiment, the local proximity option 819 may include a map of the store,
particularly a real-time map feature.

1487 For example, when a Walgreens store is selected, the user may activate the aisle map 8191 that displays a map
819m showing the store organization and user location (indicated by yellow circles). In one
implementation, a user can easily configure the map to add one or more other users (eg, the user's children)
to share each other's locations within the store. In another implementation, the user may have the option to
initiate a "store browsing" like street browsing in the map. Store Browsing 819n may display images/videos
around the user. For example, if the user is about to enter hallway 5, the store browsing map may display a
view of hallway 5. Additionally, the user can manipulate the orientation of the map using the navigation tool
8190 to move the store view forward, backward, right, left, and rotate clockwise and counterclockwise.

[0161]

1498 9A-F show user interface diagrams illustrating example features of the virtual wallet application in payment
mode in some embodiments of SNAP.

1500 Referring to FIG. 9A , in one embodiment, the wallet mobile application can provide the user via wallet mode
910 with multiple options for payment transactions. In one implementation, an exemplary user interface 911
for making a payment is shown. The user interface can clearly identify the amount 912 and currency 913
used for the transaction. The amount may be an amount payable and the currency may include real
currencies such as dollars and euros, and also virtual currencies such as reward points. The amount of the
transaction 914 may also be prominently displayed on the user interface. The user may select the funds tab
916 to select one or more forms of payment 917, which may include various credit, debit, gift, reward,
and/or prepaid cards. The user may also have the option to pay in whole or in part with reward points. For
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example, a graphical indicator 918 on the user interface shows the number of points available, and the
graphical indicator 919 shows the number of points that will be used against the amount due 234.56 and the
value of the points in the selected currency (USD, for example). Equivalent to 920.

[0162]

1514 In one implementation, the user can combine funds from multiple sources to pay for the transaction.

1515 The amount 915 displayed on the user interface may provide an indication of the amount of total funds
covered thus far by the selected form of payment (eg, Discover Card and reward points). The user may
select another payment form or adjust the amount to be debited from one or more payment forms until the
amount 915 matches the amount due 914 . Once the user has settled on the amount to be debited from one

or more payment forms, payment authorization can begin.

[0163]

1523 In one implementation, the user may select security authorization for the transaction by selecting the hide
button 922 to effectively hide or anonymize some (e.g., pre-configured) or all identifying information so
that when the user selects the pay button 921, the transaction Authorization is done securely and
anonymously.

1527 In another implementation, the user may select a payment button 921, which may use standard authorization
techniques for transaction processing. In another implementation, when the user selects the social button
923, a message about the transaction can be passed to one or more social networks (established by the user),
which can post or announce the purchase transaction in a social forum , such as a poster or tweet. In one
implementation, a user may select a social payment processing option 923. This indicator 924 may show
authorization and sending of social sharing data in progress.

[0164]

1536 In another implementation, a restricted payment mode 925 may be activated for certain purchasing activities,
such as prescribed purchases.

1538 This mode can be activated according to rules defined by issuers, insurance companies, merchants, payment
processors, and/or other entities to facilitate the processing of particular goods and services. In this mode,
the user can scroll down the list of payment forms 926 by following the Funds tab to select a particular
account, such as a Flexible Payment Account (FSA) 927, Health Savings Account (HAS), etc., and the
account that will be credited to the selected account amount. In one implementation, this restricted payment
mode 1925 process may prohibit social sharing of purchase information.

[0165]

1547 In one embodiment, through the input funds user interface 928, the wallet mobile application may facilitate
the entry of funds.

1549 For example, a user who is unemployed can access unemployment benefits funds 929 through the wallet
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mobile application. In one implementation, the entity providing these funds may also configure rules for
using these funds, as indicated by process indicator message 930 . The wallet can read and apply the rule in
advance, and can reject any purchases with the unemployment fund that fail to meet the criteria set by the
rule. Exemplary criteria include, for example, Merchant Category Code (MCC), transaction time,
transaction location, and the like. For example, a transaction with a grocery merchant with MCC 5411 is
approved, while a transaction with a bar merchant with MCC 5813 is declined.

[0166]

1559 Referring to Figure 9B, in one embodiment, the wallet mobile application can facilitate dynamic payment
optimization based on factors such as user location, preference, and currency value of preference.

1361 For example, when the user is in the United States, the country indicator 931 may display a flag for the United
States and may set the currency 933 to be the United States. In further implementations, the wallet mobile
application may automatically rearrange the order in which payment forms 935 are listed to reflect the
popularity or acceptability of various forms of payment. In one implementation, the ranking may reflect user
preferences, which cannot be changed by the wallet mobile application.

[0167]

1369 Similarly, when a German user operates a wallet in Germany, the mobile wallet application user interface can
be dynamically updated to reflect the operations 932 and currency 934 of that country.

1571 In further implementations, the wallet application may be rearranged in order where different payment forms
936 are listed based on acceptance levels in that country. Of course, the order of these forms of payment can
be changed by the user to suit his or her own preferences.

[0168]

1577 Referring to Figure 9C, in one embodiment, a Payee tab 937 in the Wallet mobile application user interface
may assist the user in selecting one or more payees to receive the funds selected in the Funds tab.

1579 In one implementation, the user interface can display a list of all payees 938 with whom the user has
previously transacted or is available for transacting. The user can then select one or more payees. Payees 938
may include larger merchants such as Amazon.com Corporation, and individuals such as Jane P. Doe. Next
to each payee name may be displayed a list of payment modes accepted by that payee. In one
implementation, the user may select Payee Jane P. Doe 939 to receive payment. Once selected, the user
interface can display additional identifying information related to the payee.

[0169]

1588 Referring to FIG. 9D, in one embodiment, a mode tab 1940 may assist in selecting the payment modes
accepted by the payee.

1590 Multiple payment modes are available for selection. Exemplary modes include, Bluetooth 941, Wireless 942,
SnapMobile via user-obtained QR code 943, Security Chip 944, TWITTER 945, Near Field
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Communication (NFC) 946, Cellular 947, SnapMobile via user-provided QR code 948, USB949 and
FACEBOOK 950, etc. In one implementation, only payment modes accepted by the payee may be selected
by the user. Other non-accepted payment modes may be prohibited.

[0170]

1598 Referring to FIG. 9E | in one embodiment, an offer tab 951 may provide real-time offers for user selection,
which relate to items in the user's shopping cart.

1600 The user may select one or more offers from the list of applicable offers 952 for redemption. In one
implementation, some offers can be combined while others cannot. When the user selects an offer that
cannot be combined with other offers, unselected offers can be disabled. In another implementation, an
offer recommended by the wallet application's recommendation engine may be identified by an indicator,
such as that shown at 953 . In another implementation, the user can read the details of the quote by
expanding the quote line, as shown at 954 in the user interface.

[0171]

1609 Referring to FIG. 9F , in one embodiment, social tags 955 can help integrate wallet applications with social
channels 956 .

1611 In one implementation, a user may select one or more social channels 956 and may log in to select a social
channel from the wallet application by providing a social channel username and password 957 to the wallet
application and logging in 958 . The user can then use social buttons 959 to send or receive money through
the integrated social channels. In another implementation, users can send socially shared data, such as
purchase information or links, through integrated social channels. In another embodiment, user-supplied
login credentials may allow SNAP to participate in intercept resolution.

[0172]

1620 Figure 10 shows a user interface diagram illustrating example features of the virtual wallet application in
history mode, in some embodiments of the SNAP.

1622 In one embodiment, the user may select the history mode 1010 to browse the history of previous purchases
and perform various actions on those previous purchases. For example, a user may enter merchant
identifying information, such as name, product, MCC, etc., into the search bar 1011. In another
implementation, the user can use the voice-activated retrieval feature by clicking on the microphone icon
1014 . The wallet application may query a storage area on the mobile device or elsewhere (eg, one or more
databases and/or tables remote from the mobile device) for transactions matching the search keyword. The
user interface can then display the results of the query, such as transaction 1015. The user interface may also
identify the date 1012 of the transaction, the merchant and item 1013 involved in the transaction, the
barcode of the receipt confirming that the transaction was made, the amount of the transaction, and any
other relevant information.
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[0173]

1635 In one implementation, a user may select a transaction, such as transaction 1015, to view details of that
transaction.

1637 For example, the user can view details of items associated with the transaction and the amount 1016 of each
item. In another implementation, the user can select the display option 1017 to view actions 1018 that the
user can take with respect to the transaction or items in the transaction. For example, a user may add a photo
to the transaction (eg, a picture of the user and the iPad the user purchased). In another implementation, if
the user previously shared the purchase via a social channel, a post including the photo can be generated and
sent to the social channel for publication. In one implementation, any sharing may be optional, and a user
who does not share the purchase through social channels may still share the photo through one or more
social channels he or she selects directly from the wallet application's history mode. In another
implementation, the user can add the transaction to a group, such as user-created business expenses,
household expenses, travel expenses, or other categories. Such a group can assist with year-end closing of
expenses, submission of work expense reports, submission of value-added tax (VAT) refunds, personnel
expenses, etc. In another implementation, the user may purchase one or more items purchased in the
transaction. The user can then perform a transaction without going to the merchant's directory or site to
discover the item. In another implementation, the user may also place one or more items in the shopping
cart during the transaction for later purchase.

[0174]

1655 In another embodiment, the history mode may provide facilities for obtaining and displaying ratings 1019 for
items in the transaction.

1657 The source of the rating can be the user, the user's friends (eg, from social channels, contacts, etc.), browsing
aggregated from the webpage, and the like. In some implementations, the user interface may also allow users
to post messages to other users of social channels (eg, TWITTER or FACEBOOK). For example, display
area 1020 shows a FACEBOOK message exchange between two users. In one implementation, the user may
share the link via message 1021 . The selection of such a message with a link embedded into the product may
allow the user to browse the product's description and/or purchase the product directly from the history
mode.

[0175]

1667 In one embodiment, the history mode may also include tools for outputting receipts.

1668 The output receipt popup 1022 may provide a number of options for outputting receipts for transactions in
the history. For example, the user may use one or more options 1025 including save (to local removable
storage, to server, to cloud account, etc.), print to printer, fax, email, etc. A user can use his or her address
book 1023 to look up email or fax numbers for output. The user may also specify format options 1024 for
outputting receipts. Exemplary format options include, but are not limited to: text files (.doc, .txt, .rtf, .iif,
etc.), spreadsheets (.csv, xls, etc.), image files (jpg, -tff, . png, etc.), Portable Document Format (.pdf),
Appendices (.ps), etc. The user can then click or tap output button 1027 to initiate receipt output.
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[0176]

1678 1 1A-F show user interface diagrams illustrating example features of the virtual wallet application in snap
mode, in some embodiments of the SNAP.

1680 Referring to FIG. 11A , in some embodiments, a user may select the snap mode 1101 to access the snap
feature. In various embodiments, the virtual wallet application is able to snapshot and identify various items.
For example, the virtual wallet application can snap and identify purchase invoices 1103, coupons 104,
money (e.g., sent in person-to-person transfers) 1105, bills (e.g., utilities, etc.) 1106, receipts (e.g., for
storage , expense report, etc.) 1107, payment account (eg, to add new credit/debit/prepaid card to the
virtual wallet application) 1108. The user can return to the shopping screen at any time by activating the
graphical user interface element 1102 . In some embodiments, the user can set the name of the shopping cart
or wish list stored within the user's virtual wallet application to which the snapped items should be sent (see
1109). In some embodiments, the virtual wallet application may allow the user to create a new shopping cart
or wish list to which the snapped items should be added.

[0177]

1693 In one embodiment, a user may select the snap mode 1110 to access its snap feature.

1694 The snap mode can handle any machine-readable data representation. Examples of such data may include
linear and 2D barcodes, such as UPC codes and QR codes. These codes can be found on receipts, product
packaging, etc. The snapshot mode can also process and manipulate pictures of receipts, products, offers,
credit cards or other payment devices, and the like. FIG. 11A shows an exemplary user interface in snapshot
mode. The user can use his or her mobile phone to take a picture of the QR code 1115 and/or barcode 1114.
In one implementation, the bar 1113 and snapshot box 1115 can help the user to properly snap a snapshot
of these codes. For example, as shown, snap frame 1115 does not capture all of code 1116 . Thus, the code
captured in this browse is not parseable because the information in the code may be incomplete. This is
indicated by a message on bar 1113 indicating that the snap mode is still looking for a code. The user can
change the camera's zoom level 1117 to facilitate taking a snapshot of the QR code. When the code 1116 is
fully framed by the snap box 1115, the message may be updated to read, for example, "Snapshot found." In
one implementation, when the code is found, the user can use the mobile device camera to initiate code
capture (see 1120). In another implementation, snapshot mode can automatically take a snapshot of the
code using the mobile device camera (see 1119). In some implementations, the virtual wallet application can
optionally apply a GPS tag (see 1118 ) to the QR code before storing it or using it in a transaction.

[0178]

1712 Referring to FIG. 11B , in one embodiment, the snap mode can facilitate payment redistribution posting
transactions.

1714 For example, a user may purchase groceries and prescribed items from retailer Acme Supermarket. A user
may inadvertently or for checkout convenience, for example, use his or her Visa card to pay for groceries
and prescribed items. However, the user may have an FSA account that can be used to pay for prescribed
items, and it will provide the user tax benefits. In this case, the user can use snapshot mode to initiate
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transaction reallocation.

[0179]

1722 As shown, the user enters a search term (eg, billing) in the search bar 2121 .

1723 The user may then identify in tab 1122 the receipt 1123 that the user wishes to redistribute. Alternatively, the
user can directly snap a picture of the barcode on the receipt, and the snapshot mode can generate and
display the receipt 1123 using information from the barcode. Now the user can reassign 1125. In some
implementations, the user may also challenge 1124 the transaction or file the receipt 1126.

[0180]

1730 In one implementation, when the reassign button 1125 is selected, the wallet application can perform optical
character recognition (OCR) of the receipt.

1732 Bach item in the receipt can then be reviewed to identify which payment device or account the item or items
can be credited for taxes or other benefits such as cash back, reward points, and the like. In this example,
there is a tax benefit if the prescription drug charged to the user's Visa card is charged to the user's FSA. The
wallet application can then perform this reallocation as a finale. The reallocation process may include the
wallet contacting the payment processor to credit the Visa card for the amount of the prescription drug and
debit the same amount to the user's FSA account. In an alternative embodiment, a payment processor (eg,
Visa or MasterCard) may obtain and OCR the receipt, identify the item and payment account for
redistribution and perform the redistribution. In one implementation, the wallet application may request
confirmation from the user to reallocate billing for the selected item to another payment account. Receipt
1127 may be generated after the reallocation process is complete. As discussed, the receipt shows that some
charges have been moved from the Visa account to the FSA.

[0181]

1746 Referring to FIG. 11C , in one embodiment, snap mode can facilitate payment through payment codes such
as barcodes or QR codes.

1748 For example, users can take a snapshot of the QR code of a transaction that has not yet been completed. The
QR code can be displayed at a merchant POS terminal, website, or web application, and can be encoded
with information identifying the item for purchase, merchant details, and other relevant information. When
a user snaps such as a QR code, the snap mode can decode the information in the QR code and can use the
decoded information to generate a receipt 1132 . Once the QR code is recognized, the navigation bar 1131
may indicate that the payment code is recognized. The user may now have the option to add to shopping
cart 1133, pay with default payment account 1134 or pay with wallet 1135.

[0182]
1758 In one implementation, the user may decide to utilize a default 1134 payment.

1759 In this wallet example, the wallet application can then use the user's default payment method to complete the
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purchase transaction. When the transaction is complete, a receipt can be automatically generated to prove
the purchase. The user interface can also be updated to provide other options for processing completed
transactions. Example options include social 1137 to share purchase information with others, redistribute
1138 as discussed with respect to FIG. 11B, and archive 1139 to store the receipt.

[0183]

1767 Referring to Figure 11D, in one embodiment, the snap mode can also help with quote identification,
application and storage for future use.

1769 For example, in one implementation, a user can snap an offer code 1141 (eg, barcode, QR code, etc.). The
wallet application can then generate offer text 1142 based on the information encoded in the offer code.
Users can perform several actions on quote codes. For example, the user uses the lookup button 1143 to
look up all merchants that accept the offer code, nearby merchants that accept the offer code, products from
merchants that qualify for the offer code, and the like. The user can also use the add to cart button 1144 to
apply the offer code to items currently in the shopping cart. Additionally, the user may also save the offer for
future use by selecting the save button 1145 .

[0184]

1779 In one implementation, after an offer or coupon is applied 1146, the user may have the option to use a
lookup to find eligible merchants and/or products, the user may enter the wallet using 1148, and the user
may also save the offer Or Coupon 1146 for later use.

[0185]

1785 Referring to FIG. 11E , in one embodiment, the snapshot mode may also provide convenience for adding a
funding source to the wallet application.

1787 In one implementation, payment cards such as credit cards, debit cards, prepaid cards, smart cards, and other
payment accounts may have an associated code, such as a barcode or QR code.

1789 Such a code may have payment card information encoded therein including, but not limited to, name,
address, payment card type, payment card account details, balance, spending limits, return balance, and the
like. In one implementation, the code can be found on the face of the physical payment card. In another
implementation, the code can be obtained by accessing an associated online account or another secure
location. However, in another implementation, the code may be printed on the envelope accompanying the
payment card. In one implementation, the user can snap a picture of the code. The wallet application can
recognize the payment card 1151 and display textual information 1152 encoded in the payment card. The
user can then perform verification of the information 1152 by selecting a verification button 1153 . In one
implementation, the verification may include contacting the issuer of the payment card with information
1152 for confirmation of decoding, as well as any other relevant information. In one implementation, the
user can add the payment card to the wallet by selecting the "Add to Wallet" button 1154 . Instructions to
add a payment card to the wallet may cause the payment card to appear as one of the forms of payment for
the funds tag 916 discussed with respect to FIG. 9A . The user may also cancel entering the payment card as
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a funding source by selecting the cancel button 1155. When the payment card has been added to the wallet,
the user interface may be updated to indicate completion of the entry via notification display 1156. The user
can then access wallet 1157 to begin using the added payment card as a funding source.

[0186]

1808 Referring to FIG. 11F , in some implementations, the virtual wallet application can identify a product by
processing the QR code, and can provide information related to the product, as well as information related
to purchasing the product, ancillary services, and the like.

1811 For example, the virtual wallet application may provide a window 1161 in which the virtual wallet application
may display images, product descriptions, prices, merchant information, etc. (see 1162). In some
implementations, the virtual wallet application can provide a QR code that includes the displayed
information so that another user can quickly snap the information to enter it into another virtual wallet
application. In some implementations, the virtual wallet application can provide features so that the user can
request doorman services (e.g., help when shopping), shipping services (e.g., so the user can leave the store
without carrying the item out) ), 1164. In some implementations, the virtual wallet application can provide
competitive prices from local merchants (eg, using the GPS location of the user device) or merchants on the
Internet (see 1165). In some implementations, the virtual wallet application can provide users with features
including but not limited to: browse previous stories, snap new codes, add GPS tags to codes, retrieve codes
from earlier stories to use, manually Enter information about the QR code, attribute the QR code to an
object (eg so that for organizational purposes QR codes for furniture products for the home can be grouped
into a "bedroom furniture" object), etc. (see 1166). In some embodiments, the user can set the name of the
shopping cart or wishlist stored within the user's virtual wallet application to which the snapped items
should be sent (see 1167). In some embodiments, the virtual wallet application may allow the user to create a
new shopping cart or wish list to which the snapped items should be added.

[0187]

1830 Figure 12 shows a user interface diagram illustrating example features of the virtual wallet application in offer
mode in some embodiments of the SNAP.

1832 In some implementations, SNAP may allow users to retrieve offers for products and/or services from within
the virtual wallet mobile application. For example, a user may enter text into graphical user interface
("GUI") element 1211, or issue a voice command by activating GUI element 1212 and speaking the
command into the device. In some implementations, SNAP may provide an offer based on the user's
previous behavior, demographics, current location, current shopping cart selections or purchased items,
and the like. For example, if a user is in a physical store, or an online shopping site, and leaves the (virtual)
store, the merchant associated with the store may wish to provide an enticement process to entice the
customer to return to the (virtual) store. A merchant may provide 1213 such an offer. For example, the offer
can offer a discount and can include an expiration time. In some implementations, other users can offer a
gift (eg, 1214) to the user that the user can redeem. In some implementations, the offer section may include
warnings about payment of outstanding funds to other users (e.g., 1215). In some implementations, the offer
section can include a warning (eg, 1216) about requesting receipts of funds from other users. For example,
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such features may identify funds that are receivable from other applications (eg, mailings, calendars, tasks,
notes, reminders, alerts, etc.), or by manual input by the user into the virtual wallet application. In some
implementations, the offers section may provide offers from participating merchants in SNAP, eg, 1217-
1219, 1220. These offers can sometimes be aggregated using a combination of participating merchants, eg
1217. In some implementations, SNAP itself can provide offers, eg, 1220, for users to use with a particular
form of payment from within the virtual wallet application.

[0188]

1853 13A-B show user interface diagrams illustrating exemplary features of the virtual wallet application in security
and privacy mode, in some embodiments of SNAP.

1855 Referring to FIG. 13A , in some implementations, the user can view and/or change the user profile and/or the
user's settings, such as by activating a user interface element. For example, a user can view/modify username
(eg, 1311a-b), account number (eg, 1312a-b), user security access code (eg, 1313-b), user pin (eg, 1314-b),
user address (eg, 1315 -b), social security number associated with the user (e.g. 1316-b), current device GPS
location (e.g. 1317-b), user account at the merchant where the user is currently located (e.g. 1318-b), user's
return Account (eg 1319-b), etc. In some implementations, the user can select which data fields and their
associated values should be transmitted to facilitate the purchase transaction, thus providing the user with
enhanced data security. For example, in the exemplary illustration in FIG. 13A, the user has selected Name
1311a, Account Number 1312a, Security Code 1313a, Merchant Account ID 1318a, and Rewards Account
ID 1319a as fields to be sent as part of the notification to process the purchase transaction . In some
implementations, the user can socket the fields and/or data values sent as part of the notification to process
the purchase transaction. In some implementations, the application may provide the user with multiple
screens of data fields and/or stored associated values to select as part of the purchase order transmission. In
some implementations, the application can provide SNAP with the user's GPS location. Based on the user's
GPS location, SNAP can determine the user's environment (eg, whether the user is in a store, doctor's office,
hospital, post office, etc.). Based on the circumstances, the user application may present the appropriate
fields to the user from which the user may select fields and/or field values to send as part of the purchase
order transmission.

[0189]

1876 For example, a user may walk into a doctor's office and wish to pay for co-pays for a doctor's appointment.

1877 In addition to basic transaction information, such as account number and name, the application can provide
users with the ability to choose to transfer medical records, health information, which can be provided to
medical providers, insurance companies, and transaction processors to reconcile between the parties pay. In
some implementations, the records can be sent and encrypted in a data format compliant with the Health
Insurance Act for Portability and Obligation (HIPAA), and only recipients authorized to view such records
can have the appropriate decryption key to decrypt and view the records. Private User Information.

[0190]
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1886 Referring to Figure 13B, in some implementations, an application executing on the user's device may provide
a "VerifyChat" feature for fraud prevention.

1888 For example, SNAP can detect unusual and/or suspicious transactions. The SNAP can use the Verifychat
feature to communicate with the user and verify the authenticity of the originator of the purchase
transaction. In various implementations, SNAP can send email messages, text (SMS) messages, <img
file="BDA0001213207600000451.TTF" he="55" img-content="drawing" img-format="tif" inline="no"
orientation="portrait" wi="269"/> messages, Twitter  tweets, text chats, voice chats, video chats (eg, Apple
FaceTime), etc. to communicate with the user. For example, SNAP may initiate a video inquiry, e.g., 1321,
for the user. For example, a user may need to present himself/herself via video chat, eg 1322. In some
implementations, a customer service representative, such as agent 1324, can use the user's video to manually
determine the user's authenticity. In some implementations, SNAP may use facial, biometric, etc.
recognition methods (eg, using pattern classification techniques) to determine the user's identity. In some
implementations, the application can provide fiducial markers (eg, crosshairs, target boxes, etc.) such as
1323 so that the user can provide video to aid in the automatic identification of the user's SNAP. In some
implementations, the user may not have initiated the transaction, eg, the transaction was fraudulent. In this
implementation, the user can cancel the query. SNAP may then cancel the transaction, and/or initiate a
fraud investigation process on behalf of the user.

[0191]

1906 In some implementations, SNAP may use a text challenge process to determine the user's authenticity, e.g.,
1325.

1908 For example, SNAP may communicate with users via text chat, SMS messages, emails, <img
file="BDA0001213207600000452.TTF" he="54" img-content="drawing" img-format="tif" inline="no"
orientation="portrait" wi="274"/> messages, Twitter  tweets, and the like. SNAP can ask the user to ask
questions, such as 1326. The application may provide user input interface elements (eg, virtual keyboard
1328) to answer query questions posed by SNAP. In some implementations, the inquiry question can be
automatically and randomly selected by SNAP; in some implementations, a customer service representative
can communicate with the user manually. In some implementations, the user may not have initiated the
transaction, eg, the transaction was fraudulent. In this implementation, the user can cancel the text query.
SNAP can then cancel the transaction, and/or initiate the fraud investigation process on behalf of the user.

[0192]
1920 SNAP controller

[0193]

1924 FIG. 14 shows a block diagram illustrating an embodiment of a SNAP controller 1401 .

1925 [n this embodiment, the SNAP controller 1401 can be used to aggregate, process, store, retrieve, serve,
identify, command, generate, match, and/or facilitate interaction with computers through various
techniques, and/or other related data.
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[0194]

1931 Typically, users such as 1433a, which may be people and/or other systems, may engage information
technology systems (eg, computers) to aid in information processing.

1933 In contrast, a computer employs a processor to process information; such a processor 1403 may be referred
to as a central processing unit (CPU).

1935 One form of processor is known as a microprocessor. The CPU uses communication circuits to
communicate binary-coded signals, which act as instructions to allow various operations. These instructions
may be operations and/or data containing and/or referencing other instructions and data in various
accessible processor and operable storage areas 1429 (e.g., registers, cache memory, random access memory,
etc.) instruction. Such communicated instructions may be stored and/or transmitted in batches (eg,
batches) of program and/or data components to facilitate desired operations. These stored instruction
codes, such as programs, may engage CPU circuit elements and other motherboard and/or system
components to perform desired operations. One type of program is a computer operating system, which
may be executed by the CPU on a computer; the operating system allows and assists users in accessing and
operating computer information technology and resources. Some of the resources that can be employed in
an information technology system include: the input and output mechanisms through which data can be
moved into and out of a computer; memory in which data can be saved; and processors through which
information can be processed. These information technology systems can be used to collect data for later
retrieval, analysis, and manipulation, which can be assisted by database programs. These information
technology systems provide interfaces that allow users to access and operate various system elements.

[0195]

1953 In one embodiment, SNAP controller 1401 may be connected to and/or communicate with entities such as,
but not limited to: one or more users from user input device 1411; peripheral device 1412; optional
encryption process device 1428; and/or communication network 1413.

1956 For example, SNAP controller 1401 may connect to and/or communicate with users, such as 1433a, running
client devices, such as 1433b, including but not limited to personal computers, servers, and/or various
mobile devices, including but not Limited to cellular phones, smart phones (such as <img
file="BDA0001213207600000461.TTF" he="63" img-content="drawing" img-format="tif" inline="no"
orientation="portrait" wi="571"/> phones based on the Android operating system, etc.), tablet computers
(such as Apple iPadTM, HP SlateTM, Motorola XoomTM, etc.), eBook readers (such as Amazon
KindleTM, Barnes and Noble's NookTMeReader etc.), laptops, notebooks, netbooks, game consoles (such
as XBOX LiveTM, <img file="BDA0001213207600000462.TTF" he="65" img-content="drawing" img-
format="tif" inline="no" orientation="portrait" wi="207"/> DS, Sony <img
file="BDA0001213207600000463.TTF" he="69" img-content="drawing" img-format="tif" inline="no"
orientation="portrait" wi="304"/> Portable, etc.), portable scanners, etc.

[0196]
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1970 Networks are generally considered to include the interconnection and interoperation of clients, servers, and
intermediate nodes in a graph topology.

1972 [t should be noted that the term "server” is used throughout this application to generally refer to a computer,
other device, program, or combination thereof, that processes and responds to requests from remote users
across a communications network. Servers use their information to make requests to "clients". As used
herein, the term "client" generally refers to a computer, program, other device, user, and/or combination
thereof that is capable of processing and generating requests and obtaining and processing any responses
from servers across a communication network. Computers, other devices, programs, or combinations
thereof that facilitate information processing and requests, and/or send pieces of information from a source
user to a target user, are commonly referred to as "nodes." Networks are generally thought of as facilitating
the transfer of information from source to destination. Specifically, nodes that perform the task of pushing
pieces of information from sources to destinations are often referred to as "routers." There are many forms
of networks such as local area networks (LANs), piconets, wide area networks (WANs), wireless networks
(WLAN:S), and so on. For example, the Internet is generally accepted as an interconnection of networks
whereby remote clients and servers can access and interoperate with each other.

[0197]
1988 SNAP controller 1401 may be computer system based, which may include, but is not limited to, components
such as computer system 1402 connected to memory 1429 .

[0198]

1993 computer system

[0199]

1997 Computer system 1402 may include clock 1430, central processing unit ("CPU" and/or "processor” (these
terms are used interchangeably throughout this disclosure unless noted to the contrary)) 1403, memory
1429 (e.g., read-only memory (ROM) 1406, random access memory (RAM) 1405, etc.), and/or interface
bus 1407, and almost often, though not necessarily, all interconnected and/or via one or more The
transmission circuit path (the system bus 1404 on the (mother) board 1402 through which instructions (eg,
binary coded signals) can be transmitted to achieve communication, operation, storage, etc.).

2003 The computer system may be connected to a power supply 1486; for example, the power supply may
optionally be internal.

2005 Optionally, cryptographic processor 1426 and/or transceiver (eg, IC) 1474 may be connected to the system
bus.

2007 In another embodiment, cryptographic processors and/or transceivers may be connected as internal and/or
external peripherals 1412 via interface bus I/O. The transceiver, in turn, can be connected to the antenna
1475, thereby enabling wireless transmission and reception of various communications and/or sensor
protocols; for example, the antenna can be connected to: Texas Instruments WiLink WL1283 transceiver
chip (e.g., provides 802.11n, Bluetooth 3.0, FM, Global Positioning System (GPS) (thus allowing the SNAP
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controller to determine its location)); BroadcomBCM4329FKUBG transceiver chip (for example, providing
802.11n, Bluetooth 2.1+EDR, FM, etc.); BroadcomBCMA4750IUBS receiver chip ( For example, GPS);
Infineon Technologies X-Gold 618-PMB9800 (for example, providing 2G/3G HSDPA/HSUPAO
communication), etc. A system clock typically has a crystal oscillator and generates a reference signal
through the circuit paths of the computer system. Clocks are typically connected to the system bus and
various clock multipliers that increase or decrease the base operating frequency for other components
interconnected in the computer system. The clock and various components in a computer system drive the
signals that carry out information throughout the system. This sending and receiving of instructions to
effectuate information throughout a computer system may generally be referred to as a communication.
These communication instructions may also be transmitted, received, and caused to return and/or respond
to communications beyond the example computer system to: communication networks, input devices,
other computer systems, peripheral devices, and the like. It should be understood that in alternative
embodiments, any of the above-described components may be connected directly to each other, to the
CPU, and/or organized in numerous variations as exemplified by various computer systems.

[0200]

2029 The CPU includes at least one high-speed data processor sufficient to execute program components for
executing user- and/or system-generated requests.

2031 The processor itself will often include various specialized processing units such as, but not limited to:
integrated system (bus) controllers, memory management control units, floating point units, and even
specialized processing subunits like graphics processing units, digital signal processing unit, etc. In addition,
the processor may include internal fast-access addressable memory, and be able to map and address
memory 1429 outside of the processor itself; memory may include, but is not limited to: fast registers,
various levels of cache memory (e.g., 1, 2, Level 3, etc.), RAM, etc. A processor can access these memories
by using a storage address space accessible through an instruction address, which the processor can
construct and decode, allowing it to access a circuit path to a specific storage address space with a stored
state. The CPU can be a microprocessor such as: AMD's Athlon, Duron and/or Opteron; ARM's
application, embedded security processor; IBM and/or Motorola's DragonBall and PowerPC; IBM and
Sony's Cell processor; Intel's Celeron , Core(2) Duo, Itanium, Pentium, Xeon, and/or Xscale processors.
The CPU interacts with the memory by passing instructions according to conventional data processing
techniques across conductive and/or transmission channels (eg (printed) electronic and/or optical circuits)
to execute stored instructions (in other words, program code). This command passing facilitates
communication within the SNAP controller and out across various interfaces. If processing requirements
dictate greater speed and/or capacity, distributed processor (eg, distributed SNAP), mainframe, multi-core,
parallel, and/or supercomputer architectures may similarly be employed. Alternatively, a small personal
digital assistant (PDA) can be used if the configuration needs dictate greater portability.

[0201]

2052 Depending on the particular implementation, the features of SNAP may be implemented by implementing a
microcontroller such as CAST's R8051XC2 microcontroller, Intel's MCS 51 (ie, 8051 microcontroller), or
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the like.

2055 Also, to implement certain features of SNAP, some feature implementations may rely on embedded
components such as: Application Specific Integrated Circuits ( “ASICs” ), Digital Signal Processing
( “DSPs” ), Field Programmable Gate Arrays ( “FPGAs” ), and/or similar embedded technologies. For
example, any SNAP component set (distributed, etc.) and/or features may be implemented by a
microprocessor and/or implemented by embedded components; for example, by an ASIC, coprocessor,
DSP, FPGA, etc. Alternatively, some implementations of SNAP may be implemented with embedded
components configured and used to implement various features or signal processing.

[0202]

2065 Depending on the particular implementation, embedded components may include software solutions,
hardware solutions, and/or a combination hardware/software solutions.

2067 For example, the SNAP features discussed herein can be implemented by implementing an FPGA, which is a
semiconductor device containing programmable logic elements called "logic blocks," and programmable
interconnects, such as high-performance FPGAs from the Virtex family and/or low-level FPGAs produced
by Xilinx. Cost Spartan series. After the FPGA is fabricated, the logic blocks and interconnects can be
programmed by the customer or designer to implement any SNAP features. A hierarchy of programmable
interconnects allows logic blocks to be interconnected as desired by the SNAP system
designer/administrator, somewhat like a single programmable breadboard. The logic blocks of the FPGA
can be programmed to perform operations on basic logic gates, such as AND and XOR, or more complex
combinational operators such as decoders or simple math operations. In most FPGAs, logic blocks also
include storage elements, which may be circuit flip-flops or more complete blocks of memory. In some
cases, SNAPs can be developed on regular FPGAs and then ported to fixed versions that more closely
resemble ASIC implementations. Alternative or cooperative implementations may migrate the SNAP
controller features to the final ASIC instead of the FPGA, or migrate the SNAP controller features to the
final ASIC in addition to the FPGA. According to all implementations of the aforementioned embedded
components, a microprocessor may be envisaged as the "CPU" and/or "processor” for the SNAP.

[0203]

2085 power supply

[0204]

2089 The power supply 1486 may be any standard form used to power small electronic circuit board devices, such
as the following batteries: alkaline, lithium hydride, lithium ion, lithium polymer, nickel cadmium, solar
cells, and the like.

2092 Other types of AC or DC power sources may also be used.

2093 In the case of a solar cell, in one embodiment, the case provides an aperture through which the solar cell can
capture photon energy. The battery 1486 is connected to at least one subsequent component of the
interconnected SNAP, thereby providing electrical current to all subsequent components. In one example,
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power supply 1486 is coupled to system bus unit 1404 . In an alternative embodiment, external power 1486
is provided through a connection through the I/O 1408 interface. For example, USB and/or IEEE 1394
connections carry data and power across the connection and are thus suitable power sources.

[0205]

2102 interface adapter

[0206]

2106 Interface bus 1407 accepts, connects, and/or communicates to a number of interface adapters, although
generally not necessarily in the form of adapter cards, such as, but not limited to: input output interface
(I/0) 1408, storage interface 1409, network interface 1410 etc.

2109 Optionally, cryptographic processor interface 1427 may similarly be connected to the interface bus.

2110 The interface bus provides communication of the interface adapters with each other and with other
components of the computer system. Interface adapters are available for compatible interface buses.
Interface adapters are usually connected to the interface bus through a slot structure. Conventional socket
architectures can be used such as, but not limited to: Accelerated Graphics Port (AGP), Card Bus,
(Extended) Industry Standard Architecture ((E)ISA), Micro Channel Architecture (MCA), NuBus,
Peripheral Component Interconnect ( Extended) (PCI(X)), PCI passthrough, Personal Computer Memory
Card International Association (PCMCIA), etc.

[0207]

2120 The storage interface 1409 can accept, transfer, and/or connect to a plurality of storage devices, such as but
not limited to: the storage device 1414, removable disk devices, and the like.

2122 The storage interface may employ connectivity protocols such as, but not limited to: (Ultra) (Serial)
Advanced Technology Attachment (Packet Interface) ((Ultra) (Serial) ATA(PI)), (Enhanced) Integrated
Drive Electronics ( (E)IDE), Institute of Electrical and Electronics Engineers (IEEE) 1394, Fiber Channel,
Small Computer System Interface (SCSI), Universal Serial Bus (USB), etc.

[0208]

2129 The network interface 1410 can accept, communicate and/or connect to a communication network 1413 .

2130 Through the communication network 1413, the SNAP controller is accessible by a user 1433a through a
remote client 1433b (eg, a computer with a web browser). The network interface may employ connection
protocols such as, but not limited to: direct connect, Ethernet (thick, thin, twisted pair 10/100/1000
10/100/1000Base T, etc.), token ring, such as IEEE802.11a- x wireless connection, etc. If processing
requirements dictate greater overall speed and/or capacity, a distributed network controller (eg, distributed
SNAP), fabric may similarly be employed to aggregate, load balance, and/or increase the communication
bandwidth required by the SNAP controller. The communication network can be any one and/or
combination of the following: direct interconnection; Internet; local area network (LAN); metropolitan area
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network (MAN); operational mission as a node on the Internet (OMNI); ); wireless network (eg,
employing protocols such as but not limited to: Wireless Application Protocol (WAP), I-mode, etc.), etc. A
network interface can be viewed as a specialized form of an input-output interface. Additionally, multiple
network interfaces 1410 may be used to interface with various communication network types 1413 . For
example, multiple network interfaces may be employed to allow communication via broadcast, multicast,

and/or unicast networks.

[0209]

2147 Input output interface (I/0) 1408 accepts, communicates and/or connects to user input device 1411,
peripheral device 1412, cryptographic processor device 1428, and the like.

21491/0 can employ connection protocols such as but not limited to: Audio: Analog, Digital, Monaural, RCA,
Stereo, etc.; Data: Apple Desktop Bus (ADB), IEEE 1394a-b, Serial, Universal Serial Bus ( USB); infrared;
joystick; keyboard; midi; optical; PC AT; PS/2; parallel; radio; video interface: Apple Desktop Connector
(ADC), BNC, coaxial, component, composite, digital, DVI (DVI), High Definition Multimedia Interface
(HDMI), RCA, RF Antenna, S-Video, VGA, etc.; Wireless Transceivers: 802.11a/b/g/n/x; Bluetooth;
Cellular (e.g., Code Division Multi Address (CDMA), High Speed Packet Access (HSPA(+)), High Speed
Downlink Packet Access (HSDPA), Global System for Mobile Communications (GSM), Long Term
Evolution (LTE), WiMax, etc.); etc. A typical output device may include a video display, typically
comprising a cathode ray tube (CRT) or liquid crystal display (LCD) based monitor, with an interface (such
as DVI circuitry and cable) to accept a signal from a video interface. The video interface synthesizes
information generated by the computer system and generates a video signal in a video storage frame based
on the synthesized information. Another output device is a television, which accepts the signal from the
video interface. Typically, the video interface provides composite video information through a video
connection interface that accepts a video display interface (eg, an RCA composite video connector that
accepts an RCA composite video cable; a DVI connector that accepts a DVI display cable, etc.).

[0210]

2167 User input device 1411 is often a type of peripheral device 1412 (see below) and may include: card reader,
dongle, fingerprint reader, gloves, graphics tablet, joystick, keyboard, microphone, mouse, remote control,
retina reader, touch screen (eg, capacitive, resistive, etc.), trackball, trackpad, sensor (eg, accelerometer,
ambient light, GPS, gyroscope, proximity, etc.), stylus wait.

[0211]

2174 Peripherals 1412 may be connected to and/or communicated to I/0 and/or other similar equipment, such as
anetwork interface, storage interface, direct-to-interface bus, system bus, CPU, and the like.

2176 Peripherals can be external, internal and/or part of the SNAP controller.

2177 Peripherals can include: antennas, audio devices (e.g., line-in, line-out, microphone-in, speakers, etc.),
cameras (e.g., still, video, webcam, etc.), dongles (e.g., for copying protection, use of digital signatures to
ensure secure transactions, etc.), external processors (for additional capacity; e.g., encryption device 1428),
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force feedback devices (e.g., vibrating motors), network interfaces, printers, scanners, storage devices,
transceivers sensors (eg, cellular, GPS, etc.), video equipment (eg, goggles, monitors, etc.), video sources,

helmets, etc. Peripherals often include various types of input devices (eg, video cameras).

[0212]
2186 It should be noted that while user input devices and peripherals may be employed, the SNAP controller may
be embodied as an embedded, dedicated and/or monitor-less (ie headless) device where access will be

provided via a network interface connection.

[0213]

2192 Cryptographic units, such as, but not limited to, microcontrollers, processors 1426, interfaces 1427, and/or
devices 1428, can be attached to and/or communicate with the SNAP controller.

2194 An MC68HC16 microcontroller manufactured by Motorola may be used in and/or within the encryption
unit.

2196 The MC68HC16 microcontroller uses 16-bit multiply and add instructions in a 16 MHz configuration and
takes less than 1 second to execute 512-bit RSA private key operations. The cryptographic unit supports
authentication of communications from interactive agents as well as allowing bearer transactions. The
encryption unit can also be configured as part of the CPU. Equivalent microcontrollers and/or processors
could also be used. Other commercially available dedicated encryption processors include: Broadcom's
CryptoNetx and other security processors; Ncipher's nShield, SafeNet's Luna PCI (e.g., 7100) series;
Semaphore Communication's 40MHz Roadrunner 184; Sun's encryption accelerator (e.g., Accelerator
6000PCle Board, Accelerator 500Daughtercard); Via nanoprocessor (eg, L2100, L2200, U2400) line capable
of executing 500+MB/s encrypted instructions; VLSI Technology's 33MHz 6868, etc.

[0214]

2208 MemMory

[0215]

22121n general, any mechanism and/or embodiment that allows a processor to store and/or retrieve information
can be considered memory 1429 .

2214 However, memory is an alternative technology and resource, and thus multiple memory embodiments may
be employed in place of each other or in combination.

2216 It should be understood that various forms of memory 1429 may be employed by the SNAP controller
and/or computer system. For example, a computer system may be configured in which the operation of the
on-chip CPU memory (e.g., registers), RAM, ROM, and any other storage devices is provided by a paper
punched tape or paper punched card mechanism; however, such an embodiment would result in Very slow
operating speed. In a typical configuration, memory 1429 will include ROM 1406 , RAM 1405, and storage

device 1414 . Storage device 1414 may be any conventional computer system memory. Storage devices may
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include drums; magnetic disk drives (fixed and/or removable); magneto-optical drives; optical drives (i.e.,
Blu-ray, CD/ROM/RAM/Recordable (R)/Writable (RW), DVD R/ RW, HD DVD R/RW, etc.); device
arrays (e.g., redundant array of independent disks (RAID)); solid-state memory devices (USB memory,
solid-state drive (SSD), etc.); other processor-readable storage media ; and/or other similar devices.

Therefore, computer systems generally require and use memory.

[0216]

2230 parts set

[0217]

223¢ Memory 1429 may contain a collection of program and/or database components and/or data such as, but
not limited to: operating system component 1415 (operating system); information server component 1416
(information server); user interface component 1417 (user interface); Web browser component 1418 (web
browser); database 1419; mail server component 1421; mail client component 1422; encryption server
component 1420 (encryption server);

2239 These components may be stored and accessed from a storage device and/or from a storage device accessible
through an interface bus.

2241 Although non-traditional program components, such as those of a collection of components, are typically
stored in local storage device 1414, they may also be loaded and/or stored in storage devices such as
peripheral devices, RAM, memory in remote storage facilities.

[0218]

2247 Operating system

[0219]

2251 Operating system components 1415 are executable program components that facilitate operation of the
SNAP controller.

2253 Typically, an operating system facilitates access to I/O, network interfaces, peripherals, storage devices, and so
on.

2255 Operating systems can be highly fault-tolerant, scalable, and secure systems such as Apple Macintosh
computer OS X (Server); AT&T Plan 9; Be OS; Unix and Unix-like system distributions (such as AT&T's
UNIX; Berkley Software Distribution Program (BSD ) variants, such as FreeBSD, NetBSD, OpenBSD, etc.;
Linux distributions, such as Red Hat, Ubuntu, etc.); and/or similar operating systems. However, more
restricted and/or less secure operating systems such as Apple Macintosh computer OS, IBM OS/2,
Microsoft DOS, Microsoft Windows2000/2003/3.1/95/98/CE/Millenium/NT/ Vista/XP (server), Palm OS,
etc. The operating system can communicate unidirectionally and/or bidirectionally with other components
in the component set, including itself, and the like. The operating system most often communicates with

other program components, user interfaces, and/or the like. For example, an operating system may contain,
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communicate, generate, obtain, and/or provide program component, system, user, and/or data
communications, requests, and/or responses. Once executed by the CPU, the operating system may allow
interaction with communication networks, data, I/O, peripherals, program components, memory, user
input devices, and the like. The operating system may provide a communication protocol that allows the
SNAP controller to communicate with other entities over the communication network 1413 . The SNAP
controller can use various communication protocols as the subcarrier transport mechanism for interaction,
such as but not limited to: multicast, TCP/IP, UDP, unicast, etc.

[0220]

2274 information server

[0221]

2278 Information server component 1416 is a stored program component that is executed by the CPU.

2279 The information server may be a traditional Internet information server, such as but not limited to Apache
based on Apache software, Internet information server of Microsoft Corporation, and the like.

2281 The Information Server may allow the execution of program components through facilities such as: Active
Server Pages (ASP), ActiveX, (ANSI) (Objective-) C(++), C# and/or . NET, Common Gateway Interface
(CGI) Scripting, Dynamic (D) Hypertext Markup Language (HTML), FLASH, Java, JavaScript, Practical
Extractable Reporting Language (PERL), Hypertext Preprocessor (PHP), Pipeline, Python, Wireless
Application Protocol (WAP), WebObjects, etc. The information server may support secure
communication protocols such as, but not limited to: File Transfer Protocol (FTP); Hypertext Transfer
Protocol (HTTP); Hypertext Transfer Protocol Secure (HTTPS), Secure Sockets Layer (SSL), messaging
protocols (e.g. America Online Services (AOL) Instant Messenger (AIM), Application Exchange (APEX),
ICQ, Internet Multithreaded Chat (IRC), Microsoft Networks (MSN) Messenger Service, Protocol for
Presence and Instant Messaging (PRIM), Internet Engineering Task Force's (IETF's) Session Initiation
Protocol (SIP), SIP for Instant Messaging and Presence Impact Extensions (SIMPLE), the open XML-based
Extensible Messaging and Presence Protocol (XMPP) (i.e. Jabber or Open Mobile Alliance's (OMA's)
Instant Messaging and Presence Service (IMPS), Yahoo! Instant Messenger Service, etc. The information
server provides results in the form of web pages to the web browser and allows controlled generation of web
pages through interaction with other program components. After the Domain Name System (DNS)
resolved portion of the HTTP request is resolved to a particular Information Server, the Information Server
resolves the request for information at the specified location on the SNAP Controller based on the
remainder of the HTTP request. For example, a request such as http://123.124.125.126/myInformation.html
may have the [P portion of the request "123.124.125.126", which resolves to an information server at that [P
address through a DNS server; that information server may in turn resolve http request for the
"/mylnformation.html" portion of the request and resolve it to a location in memory containing the
information "mylnformation.html". In addition, other information used as a protocol can be employed
across various ports, eg, FTP communication across ports, etc. The information server can communicate
unidirectionally and/or bidirectionally with other components in the component set, including itself, and/or
the like. Most information servers communicate constantly with the SNAP database 1419, operating system,
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other program components, user interfaces, web browsers, and the like.

[0222]

2310 Access to the SNAP database can be achieved through a number of database bridging mechanisms, such as
through scripting languages (eg, CGI) as listed below and through inter-application communication
channels as listed below (eg, CORBA, WebObjects, etc.).

2313 Any data request by the web browser is parsed by the bridging mechanism into the appropriate syntax as
required by SNAP. In one embodiment, the information server will provide a web form accessible by a web
browser. An entry in a web form that is filled into a provided field is marked as having been entered into a
particular field and is parsed accordingly. The entered terms are then passed along with the field labels,
which instruct the parser to generate queries directed to the appropriate tables and/or fields. In one
embodiment, based on the marked text entries, the parser can generate queries in standard SQL fashion by
instantiating search strings with appropriate join/select commands, where the resulting commands are
provided to SNAP as queries via a bridging mechanism. When query results are generated according to the
query, the results are passed via the bridging mechanism and can be parsed by the bridging mechanism for
formatting and generation of new result web pages. This new resulting web page is then provided to the

information server, which can serve it to the requesting web browser.

2327 Likewise, an information server may contain, communicate, generate, obtain, and/or provide program

component, system, user, and/or data communications, requests, and/or responses.

[0224]

2332 user interface

[0225]

2336 Computer interfaces are similar in some respects to automotive operating interfaces.

2337 Automotive operating interface elements such as the steering wheel, transmission, and speedometer facilitate
the access, operation, and display of vehicle resources and status.

2339 Computer interactive interface elements such as checkboxes, cursors, menus, scrollers, and windows
(collectively and often referred to as widgets) similarly facilitate access, capacity, operation of data and
computer hardware and operating system resources and state , and display.

2342 The operator interface is often called the user interface. Graphical User Interface (GUI) provides the baseline
and means to graphically access and display information to the user, GUI such as Aqua of the Apple
Macintosh computer operating system, OS/2 of International Business Machines Corporation, Windows
2000/2003/3.1/95 of Microsoft Corporation /98/CE/Millenium/NT/XP/Vista/7 (i.e. Aero), X-Windows for
Unix (which may include, for example, additional Unix graphical interface libraries and layers such as the K
Desktop Environment (KDE), mythTV, and GNU Network Object Model Environment (GNOME)), web
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interface libraries (for example, ActiveX, AJAX, (D)HTML, FLASH, Java, JavaScript, etc., interface libraries
such as but not limited to, Dojo, jQuery (UI), MooTools, Prototype, script.aculo.us, SWFObject, Yahoo

UI, whatever can be used).

[0226]

2354 User interface component 1417 is a stored program component executed by the CPU.

2355 The user interface may be, for example, a conventional graphical user interface provided by and/or on top of
the already discussed operating system and/or operating environment. A user interface may allow display,
execution, interaction, processing, and/or operation of program components and/or system facilities
through textual and/or graphical facilities. A user interface provides a facility by which a user can implement,
interact with, and/or operate a computer system. A user interface can communicate unidirectionally and/or
bidirectionally with other components within a component set, including itself, and/or the like. Most of the
user interface often communicates with the operating system, other program components, and so on. The
user interface may contain, communicate, generate, obtain and/or provide program component, system,

user, and/or data communications, requests, and/or responses.

[0227]

2367 browser

[0228]

2371 Web browser component 1418 is a stored program component executed by the CPU.

2372 The web browser may be a conventional hypertext browsing application such as Microsoft Internet Explorer
or Netscape Navigator.

2374 Secure web browsing can be provided over HTTPS, SSL, etc. utilizing 128-bit (or more) encryption. Web
browsers allow the execution of program components through facilities such as ActiveX, AJAX, (D)HTML,
FLASH, Java, JavaScript, web browser plug-in APIs (eg, FireFox, Safari Plug-in, etc. APIs), etc. Web
browsers and similar information access tools can be integrated into PDAs, cell phones, and/or other mobile
devices. A user's web browser can communicate unidirectionally and/or bidirectionally with other
components within a component component set, including itself, and/or similar facilities. Most web
browsers frequently communicate with information servers, operating systems, integrated program
components (such as plug-ins), etc.; for example, it may contain, transmit, generate, obtain and/or provide
program components, systems, users and/or data Communications, Requests and/or Responses. Also,
instead of a web browser and an information server, a combined application can be developed to perform
similar operations of both. Composite applications similarly implement retrieval of information from
SNAP-enabled nodes and provision of information to users, user agents, etc. The composite application

may be non-trivial on systems employing standard web browsers.

[0229]
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2300 Mail Server

[0230]

2394 The mail server component 1421 is a stored program component executed by the CPU 1403 .

2395 The mail server may be a conventional Internet mail server, such as but not limited to sendmail, Microsoft
Exchange, and the like.

2397 The mail server may allow the execution of program components through facilities such as ASP, ActiveX,
(ANSI) (Objective-)C(++), C#_and/or . NET, CGl scripts, Java, JavaScript, PERL, PHP, pipes, Python,
WebObjects, etc. The mail server can support communication protocols, such as but not limited to: Internet
Message Access Protocol (IMAP), Message Application Programming Interface (MAPI)/Microsoft
Exchange, post office protocol (POP3), Simple Mail Transfer Protocol (SMTP) and the like. The mail
server may route, forward and process incoming and outgoing mail messages that have been sent, relayed
and/or traversed through and/or to the SNAP.

[0231]

2407 Access to SNAP mail can be accomplished through multiple APIs provided by individual web server

components and/or operating systems.

2412 Also, a mail server may contain, communicate, generate, obtain, and/or provide program component,
system, user, and/or data communications, requests, information, and/or responses.

[0233]

2417mail client

[0234]

2421 Mail client component 1422 is a stored program component executed by CPU 1403 .

2422 The mail client can be a traditional mail browsing application, such as: Apple Mail, Microsoft Entourage,
Microsoft Outlook, Microsoft Outlook Express, Mozilla, Thunderbird, etc.

2424 The mail client can support multiple transfer protocols, such as: IMAP, Microsoft Exchange, POP3, SMTP,
etc.

2426 The mail client can communicate unidirectionally and/or bidirectionally with other components in the
component set, including itself, and/or the like.

2428 Most mail clients routinely communicate with mail servers, operating systems, other mail clients, etc.; for
example, it may contain, deliver, generate, obtain and/or provide program components, system, user and/or
data communications, requests, Information and/or Responses. Mail clients typically provide facilities to

compose and transmit e-mail messages.
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[0235]

2435 encrypted server

[0236]

2439 Crypto server component 1420 is a stored program component executed by CPU 1403, crypto processor
1426, crypto processor interface 1427, crypto processor device 1428, and the like.

2441 A cryptographic processor interface would allow acceleration of encryption and/or decryption requested by
the cryptographic element; however, the cryptographic element could alternatively run on a conventional
CPU.

2444 Cryptographic elements allow encryption and/or decryption of provided data. Cryptographic elements allow
symmetric and asymmetric (eg, Pretty Good Protection (PGP)) encryption and/or decryption. The
encryption technology that can be used by the encryption element is such as but not limited to: digital
certificate (for example, X.509 authentication framework), digital signature, double signature, envelope,
password access protection, public key management and so on. Cryptographic elements will facilitate many
(encryption and/or decryption) security protocols such as but not limited to: checksum, Data Encryption
Standard (DES), Elliptic Curve Cryptography (ECC), International Data Encryption Algorithm (IDEA),
message Digest (MD5, which is a form of hashing), Cipher, Rivest Cipher (RC5), Rijndael, RSA (which is
an Internet encryption and authentication system using an algorithm developed by Ron Rivest, Adi Shamir,
and Leonard Adleman in 1977 ), Secure Hash Algorithm (SHA), Secure Sockets Layer (SSL), Secure
Hypertext Transfer Protocol (HTTPS), etc. Using these encrypted security protocols, SNAP can encrypt all
incoming and/or outgoing communications and can utilize wider communication networks as nodes within
a Virtual Private Network (VPN). The cryptographic element facilitates the processing of "security
authorization", whereby access to resources is prohibited by security protocols, wherein the cryptographic
element implements authorized access to secure resources. Additionally, the cryptographic element may
provide a unique identifier of the content, for example using and MD5 hashing to obtain a unique signature
for a digital audio file. A cryptographic element may communicate unidirectionally and/or bidirectionally
with other components within a component set, including itself, and/or the like. The cryptographic element
supports cryptographic mechanisms that allow secure transmission of information across communication
networks to allow SNAP components to engage in secure transactions, if desired. The cryptographic
element facilitates secure access to resources on SNAP and facilitates access to secure resources on remote
systems; ie it can act as a client and/or server to secure resources. Most cryptographic components often
communicate with information servers, operating systems, other program components, etc. The
cryptographic element may contain, communicate, generate, obtain, and/or provide program component,
system, user, and/or data communications, requests, and/or responses.

[0237]
2472 SNAP database
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[0238]

2476 The SNAP database component 1419 can be embedded in the database and the data it stores.

2477 The database is a stored program component, which is executed by the CPU; the stored program component
configures the CPU in part to process the stored data.

2479 The database may be a traditional, fault-tolerant, relational, scalable, secure database, such as Oracle or
Sybase. Relational databases are an extension of flat files. A relational database consists of a series of related
tables. Tables are joined to each other by key fields. The use of key fields allows tables to be combined
through indexes relative to the key fields; that is, the key fields serve as dimensional pivots for the combined
information of the various tables. Relationships typically identify links between tables by means of matching
primary keys. A primary key represents a field that uniquely identifies a table row in a relational database.
More precisely, they uniquely identify table rows on the "one" side of a one-to-many relationship.

[0239]

2489 Alternatively, SNAP databases can be implemented using various standard data structures, such as arrays,
hashes, (linked) lists, structures, structured text files (eg XML), tables, etc.

2491 These data structures can be stored in memory and/or in (structure) files. In another alternative, an object-
oriented database such as Frontier, ObjectStore, Poet, Zope, etc. can be used. An object database may
comprise a plurality of object collections grouped and/or linked by common attributes; they are related to
other object collections by some common attributes. Object-oriented databases perform similarly to
relational databases, except that their objects are not just pieces of data, but can have other types of
functionality encapsulated within a given object. The use of SNAP database 1419 may be integrated into
another component, such as SNAP component 1435, if the SNAP database is implemented as a data
structure. Likewise, databases can be implemented as a mix of data structures, objects, and relational
structures. Databases can be consolidated and/or distributed in myriad variations by standard data
processing techniques. Parts of the database, such as tables, may be exported and/or imported and thus

decentralized and/or integrated.

[0240]

2505 In one embodiment, the database component 1419 includes several tables 1419a-o.

2506 The user table 1419a may include fields such as, but not limited to: user_id, ssn, dob, first_name, last_name,
age, state, address_firstline, address_secondline, zipcode, devices_list, contact_info, contact_type,
alt_contact_info, alt_contact_type, and the like. A user form may support and/or track multiple entity
accounts on SNAP. The device table 1419b may include fields such as, but not limited to: device_ID,
device_name, device_IP, device_MAC, device_type, device_model, device_version, device_OS,
device_apps_list, device_securekey, wallet_app_installed_flag, and the like. The Apps table 1419¢ may
include fields such as, but not limited to: app_ID, app_name, app_type, app_dependencies, and the like.
Account table 1419d may include fields such as, but not limited to: account_number,
account_security_code, account_name, issuer_acquirer_flag, issuer_name, acquirer_name,
account_address, routing_number, access_API_call, linked_wallets_list, and the like. Merchant table 1419e
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may include fields such as, but not limited to: merchant_id, merchant_name, merchant_address,
ip_address, mac_address, auth_key, port_num, security_settings_list, etc. Issuer table 1419f may include
fields such as, but not limited to: issuer_id, issuer_name, issuer_address, ip_address, mac_address,
auth_key, port_num, security_settings_list, and the like. The acquirer table 1419g may include fields such as,
but not limited to: account_firstname, account_lastname, account_type, account_num,
account_balance_list, billingaddress_linei, billingaddress_line?2, billing zipcode, billing_state,
shipping_preferences, shippingaddress_linei, shippingaddress_line2, shipping_zipcode, etc.

2523 The payment gateway table 1419b may include fields such as, but not limited to: gateway_ID, gateway_IP,
gateway_MAC, gateway_secure_key, gateway_access_list, gateway_API_call_list, gateway_services_list, and
the like. Transaction table 1419i may include fields such as but not limited to: order_id, user_id, timestamp,
transaction_cost, purchase_details_list, num_products, products_list, product_type, product_params_list,
product_title, product_summary, quantity, user_id, client_system_id, client_ip, client_type,
client_atversion_moding
,app_installed_flag,user_id,account_firstname,account_lastname,account_type,account_num,account_pri
ority_account_ratio,billingaddress_linei,billingaddress_line2,billing zipcode,billing_state shipping prefere
nces,shippingaddress_linei,shippingaddress_line2,shipping_zipcode,shipping_state,merchant_id,merchant
_name,merchant_auth_key%o The batch table 1419j may include fields such as, but not limited to:
batch_id, transaction_id_list, timestamp_list, cleared_flag_list, clearance_trigger settings, and the like.
Ledger table 1419k may include fields such as, but not limited to: request_id, timestamp, deposit_amount,
batch_id, transaction_id, clear_flag, deposit_account, transaction_summary, payor_name, payor_account,
and the like.

2537 Products table 14191 may include fields such as, but not limited to: product_ID, product_title,
product_attributes_list, product_price, tax_info_list, related_products_list, offers_list, discounts_list,
rewards_list, merchants_list, merchant_availability_list, and the like. The offer form 1419m may include
fields such as, but not limited to: offer_ID, offer _title, offer_attributes_list, offer_price, offer_expiry,
related_products_list, discounts_list, rewards_list, merchants_list, merchant_availability_list, and the like.
The behavior data table 1419n may include fields such as but not limited to: user_id, timestamp,
activity_type, activity_location, activity_attribute_list, activity_attribute_values_list, and the like. Analysis
table 14190 may include fields such as, but not limited to: report_id, user_id, report_type,
report_algorithm_id, report_destination_address, and the like.

[0241]

2549 In one embodiment, the SNAP database can interact with other database systems.
23550 For example, using a distributed database system, query and data access by retrieving SNAP components can
handle the combination of SNAP database, integrated data security layer database as a single database entity.

[0242]
2555 In one embodiment, the user program may contain various user interface primitives that may be used to
update SNAP.

2357 Likewise, various accounts may require custom database tables depending on the environment in which
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SNAP may need to serve, as well as the type of client. It should be noted that any unique field can be
specified as the key field throughout. In an alternative embodiment, these tables have been dispersed into
their own databases and their respective database controllers (ie, a single database controller for each of the
above tables). Using standard data processing techniques, one can further distribute the database via several
computer systems and/or storage devices. Similarly, by consolidating and/or distributing the various
database components 1419a-o, the configuration of decentralized database controllers may be changed.
SNAP can be configured to track various settings, inputs and parameters through the database controller.

[0243]

2568 The SNAP database can communicate unidirectionally and/or bidirectionally with other components within
the component set, including itself, and/or similar facilities.

2570 Most SNAP databases communicate frequently with SNAP components, other program components, and

the like. A database may contain, maintain and provide information about other nodes and data.

[0244]
2575 SNAP

[0245]

2579 SNAP component 1435 is a stored program component executed by the CPU.

2580 In one embodiment, a SNAP component includes any and/or all combinations of aspects of SNAP discussed
in the preceding figures.

2582 Thus, SNAP implements the access, acquisition and provision of information, services, transactions, etc.

across various communication networks.

[0246]

2587 The SNAP component can convert real-time generated merchant-product quick response codes into virtual
wallet card-based transaction purchase notifications, etc. and use of SNAP through the SNAP component.

23589 In one embodiment, the SNAP component 1435 takes input (e.g., checkout input 411; product data 414;
payment input 419; issuer server data 423; user data 427a-n, etc.) and transforms the input through the
SNAP component (e.g., SMPE 1441; QRCP 1442, etc.) are outputs (eg, QR payment code 417; card
authorization request 421; authorization response 429a-n; authorization success message 433a-b; batch

additional data 435; purchase receipt 436, etc.).

[0247]

2597 SNAP components that allow information access between nodes can be developed using standard
development tools and languages such as, but not limited to: Apache components, Assembly, ActiveX,
executable binary, (ANSI) (Objective-)C (++), C #_and/ or.
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2600 NET, database adapters, CGI scripts, Java, JavaScript, drawing tools, procedural and object-oriented
development tools, PERL, PHP, Python, shell scripts, SQL commands, web application server extensions,
web development environments and libraries (e.g., Microsoft Corporation ActiveX; Adobe AIR,
FLEX&FLASH; AJAX; (D)HTML; Dojo, Java; JavaScript; jQuery (UI); MooTools; etc.), WebObjects, etc.
In one embodiment, the SNAP server employs an encryption server to encrypt and decrypt
communications. A SNAP element can communicate unidirectionally and/or bidirectionally with other
components within a component set, including itself, and/or the like. Most SNAP components constantly
communicate with SNAP databases, operating systems, other program components, and so on. A SNAP
may contain, communicate, generate, obtain and/or provide program component, system, user and/or data

communications, requests and/or responses.

[0248]
2613 Distributed SNAP

[0249]

2617 The structure and/or operation of any SNAP node controller component can be combined, merged and/or
distributed in any number of ways to aid in development and/or configuration.

2619 Similarly, component sets can be combined in any number of ways to aid deployment and/or development.

2620 To achieve this, components can be integrated into a common code base or into a facility where components

can be dynamically loaded in an integrated fashion on demand.

[0250]

2625 Component sets can be combined and/or distributed in myriad variations through standard data processing
and/or development techniques.

2627 Multiple instances of any of the program components in a program component set may be instantiated on a
single node, and/or across multiple nodes to improve performance through load balancing and/or data
processing techniques. Additionally, a single instance may also be distributed across multiple controllers
and/or storage devices; eg, a database. All program component instances and controllers working together

may do so through standard data process communication techniques.

[0251]

2635 The configuration of the SNAP controller will depend on the environment in which the system is deployed.

2636 Factors such as, but not limited to, budget, capacity, location, and/or utilization of underlying hardware
resources may enforce deployment requirements and configurations. Regardless of whether the
configuration results in more consolidated and/or integrated program components, results in more
distributed families of program components, and/or results in a combination between consolidated and
distributed configurations, data may be communicated, obtained, and/or provided. Depending on the set of

program components, component instances incorporated into the common code base can pass, obtain,
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and/or provide data. These can be achieved through in-application data handling communication
techniques such as but not limited to: data references (eg pointers), internal message passing, object instance

variable communication, shared memory space, variable passing, and the like.

[0252]

26481f the component set components are mutually discrete, independent and/or external, then passing,

obtaining and/or providing data and/or to other components can be achieved through in-application data
processing communication techniques, such as but not limited to: Application programming interface
(API) information transfer; (distributed) component object model ((D) COM), (distributed) object linking
and embedding ((D)OLE), etc.), common object request agent architecture (CORBA), Jini local and
remote APIs, Javascript Object Notation (JSON), Remote Method Reference (RMI), SOAP, process pipes,
shared files, etc.

2655 Mlessages sent between discrete components for inter-application communication, or within the storage

space of a single component for intra-application communication, can facilitate the creation and parsing of
the grammar. Grammars can be developed using development tools, such as lex, yacc, XML, etc., which
allow grammar generation and parsing functions, which in turn can form the basis of communication

messages within and between components.

[0253]

2663 For example, the syntax can be set to recognize a token for an HTTP post directive, such as:

[0254]
2667 w3c-post http://...

2668 Valuel

[0255]

2672 Where Valuel is identified as a parameter because "http://" is part of the syntax and subsequent is considered

part of the posted value.

2674 Similarly, using this syntax, the variable "valuel" can be inserted into the "http://" post command and then

sent.

2676 The grammar itself may be presented as structured data that is interpreted and/or used to generate parsing

mechanisms (such as grammar description text files processed by lex, yacc, etc.). Likewise, once a parsing
mechanism has been spawned and/or instantiated, it itself processes and/or parses structured data such as,
but not limited to: characters delineating text (e.g. tags), HTML, structured text streams, XML, etc. data. In
another embodiment, the inter-application data processing protocol itself may have integrated and/or
readily available parsers (eg, JSON, SOAP, etc. parsers) that may be used to parse (eg, communicate) data.
Furthermore, parse syntax can be used on top of message parsing, but also for parsing: databases, datasets,
data stores, structured data, etc. Again, the desired configuration will depend on the context, environment,
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and needs of system development.

[0256]

2688 For example, in some implementations, the SNAP controller may be a PHP script that implements a Secure
Sockets Layer ( “SSL” socket server) executed by the message server, which listens for data that the client
may send (e.g., data encoded in JSON format) incoming traffic on the server port.

2691 Once the incoming communication is identified, the PHP script can read the incoming message from the
client device, parse the received JSON-encoded data to extract information from the JSON-encoded text
data into PHP script variables, and query it using the Structured Query Language ( “SQL ") to store the data
(eg, client identification information, etc.) and/or the extracted information in a relational database
accessible by Basically written as PHP/SQL commands to accept JSON-encoded input data from a client
device over an SSL connection, parse the data to extract variables, and store the data to a database An
exemplary list is provided below:

[0258]

2701 Likewise, the following resources are available to provide exemplary embodiments showing SOAP parser
implementations:

[0259]
2706 http://www.xav.com/perl/site/lib/SOAP/Parser.html

[0260]

2710 http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/index.jsp?
2711 topic=/com.ibm

[0261]

2715 .
2716 IBMDI.doc/referenceguide295.htm

[0262]

2720 and other parser implementations:

[0263]
2724 http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/index.jsp?
2725 topic-/com.ibm
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[0264]

2729 .

2730 IBMDI.doc/referenceguide259.htm

[0265]

2734 All of these are therefore included here by reference.

[0266]

2738 In order to solve various problems and develop technologies, it is used for snapshot mobile payment devices,
methods and systems (including cover, title, subtitle, technical field, background technology, summary of
the invention, description of drawings, detailed description, claims, abstract , drawings, appendices and/or
others) of this application throughout are shown by various schematic embodiments in which the claimed
innovations can be practiced.

2743 The advantages and features of the present application are merely representative examples of embodiments,
not exhaustive and/or exclusive.

2745 They exist only to aid in understanding and to teach the principles as claimed.

2746 1t should be understood that they do not represent all innovations as claimed.

2747 Accordingly, certain aspects of the disclosure are not discussed here.

2748 Alternative embodiments have not necessarily been presented for specific parts of the invention or otherwise
undescribed alternative embodiments may be available to contemplate disclaimed components of an
alternative embodiment.

2751 It will be appreciated that many of those non-described embodiments employ the same principles of the
invention and that others are equivalent. Accordingly, it is to be understood that other embodiments may be
utilized and functional logical, operational, organizational, structural and/or topological modifications may
be made without departing from the scope and/or spirit of this disclosure. Accordingly, all examples and/or
embodiments are considered to be non-limiting throughout this disclosure. No inference should be drawn
to consider those embodiments discussed here relative to those not discussed here, except for the sake of
reducing space and repetition. For example, it should be understood that the logical and/or topological
structure of any group of any program component (collection of components), other components and/or
provided component arrangements as shown in the figures and/or fully described is not limited to a fixed
operating order and/or permutation, but any order disclosed is exemplary and all equivalents, regardless of
order are contemplated by this disclosure. Furthermore, it should be understood that such components are
not limited to serial execution, but that multiple threads, processes, services, servers, and/or those that can
execute asynchronously, synchronously, in parallel, concurrently, synchronously, etc. are contemplated by
this disclosure. Thus, some components may be mutually exclusive in that they cannot both exist in a single
embodiment. Similarly some components are applicable to one aspect of the invention and not applicable to
other aspects. Additionally, the disclosure includes other novel methods that are not presently claimed. All

rights reserved to the presently unclaimed applicant for a new method, including the right to claim such a
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new method, file addition application, continuation, continuation in part, severance, and/or its equivalents.
Thus, it should be understood that advantages, embodiments, examples, functions, components, logical
operations, organization, structures, topologies and/or other aspects of the disclosure are not intended to be
limited to or limited to the disclosure defined by the claims On the equivalent of claims. It should be
understood that various implementations of SNAP depend on the specific needs and/or characteristics of
SNAP individual and/or business users, database configurations and/or relational models, data types, data
transfer and/or network frameworks, syntax structures, etc. Example can be implemented which allows a lot
of flexibility and customization. For example, aspects of SNAP may be adapted for restaurant ordering,
online shopping, shopping in brick and mortar stores, secure information processing, healthcare
information systems, and the like. While the various embodiments and discussions of SNAP have been
directed to electronic purchase transactions, however, it should be understood that the embodiments herein
can be readily configured and/or customized for a wide variety of other applications and/or
implementations Way.
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Notice

This translation is machine-generated. [t cannot be guaranteed that it is intelligible, accurate, complete, reliable or
fit for specific purposes. Critical decisions, such as commercially relevant or financial decisions, should not be
based on machine-translation output.

CLAIMS CN106803175A

L.

13 A computer-implemented snapshot payment method comprising:

14 obtaining user input at the mobile computing device to initiate a purchase transaction;

15 acquiring image frames by an image acquisition device operatively connected to said mobile computing device;
16 identify the payment code depicted within the captured image frame;

17generating a purchase transaction request via the mobile computing device using the identified payment code;
18 providing the purchase transaction request for payment processing; and

19 A purchase receipt is obtained for the purchase transaction.

2.
23 The method of claim 1, further comprising:

24 An image of the payment code is provided for purchase transaction processing.

3.

28 The method of claim 1, further comprising:

29 acquiring video including said image frames by said image acquisition device included in said user mobile
device;

31 extracting said image frames from the acquired video; and

32 The image frame is analyzed to determine whether the image frame includes the described payment code.

4.
36 The method of claim 1, wherein the user input is a touch screen gesture on a touch screen operatively
connected to the mobile computing device.
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5.

41 The method of claim 1, wherein the payment code is a one-dimensional barcode.

6.

45 The method of claim 1, wherein the payment code is a two-dimensional barcode including a quick response
code.

1.

50 The method of claim 1, further comprising:

51 extract purchase session data from said payment code; and

52 Wherein the purchase transaction request is generated through the user's mobile device using the extracted
purchase session data.

8.

57 The method of claim 7, wherein the purchasing session data includes a merchant identifier and a session
identifier for a user shopping session with a merchant associated with the merchant identifier.

9.

62 The method of claim 8, wherein the session identifier is configured as a token parameter in a Uniform
Resource Locator for data about a user's shopping session with the merchant.

10.

67 The method of claim 1, further comprising:

68 Obtain payment information associated with a virtual wallet account for payment processing;

69 Wherein the generated purchase transaction request includes the payment information associated with the
virtual wallet account.

I1.
74 The method of claim 10, wherein the payment information includes a dynamically generated card verification
value code.

12.

79 The method of claim 11, further comprising:
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8o providing a request to the server for the dynamically generated card verification value code; and
81 The dynamically generated card verification value code is obtained from the server in response to providing
the request.

13.

86 The method of claim 12, wherein the dynamically generated card verification value has an expiration time and
corresponds to a user shopping session with the merchant.

14.

91 The method of claim 1, wherein the payment code depicted within the captured image frame is captured from
a display of a media device and encodes data to purchase the requested media content.

15.

96 The method of claim 14, wherein the media device is a television.

16.

100 The method of claim 15, wherein the television is part of an in-flight entertainment system.

17.

104 The method of claim 16, wherein the media device is displaying a web page.

18.

108 A computer-implemented snapshot payment system comprising:

109 processor; and

110a memory configured to communicate with the processor and store processor-executable instructions to:

111 obtaining user input at the mobile computing device to initiate a purchase transaction;

112 acquiring image frames by an image acquisition device operatively connected to said mobile computing
device;

114 identify the payment code depicted within the captured image frame;

115 generating a purchase transaction request via the mobile computing device using the identified payment code;

116 providing the purchase transaction request for payment processing; and

117 A purchase receipt is obtained for the purchase transaction.

19.

121 A computer-readable tangible medium storing computer-executable snapshot payment instructions to:
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122 obtaining user input at the mobile computing device to initiate a purchase transaction;

123 acquiring image frames by an image acquisition device operatively connected to said mobile computing
device;

125 identify the payment code depicted within the captured image frame;

126 generating a purchase transaction request via the mobile computing device using the identified payment code;

127 providing the purchase transaction request for payment processing; and

128 A purchase receipt is obtained for the purchase transaction.

20.

132 A computer-implemented snapshot payment device, comprising means for:

133 obtaining user input at the mobile computing device to initiate a purchase transaction;

134acquiring image frames by an image acquisition device operatively connected to said mobile computing
device;

136 identify the payment code depicted within the captured image frame;

137 generating a purchase transaction request via the mobile computing device using the identified payment code;

138 providing the purchase transaction request for payment processing; and

139 A purchase receipt is obtained for the purchase transaction.

21.

143 A computer-implemented reverse snapshot payment method comprising:

144 obtaining user input at the user device to initiate a purchase transaction with a merchant;

145 obtain user payment information for processing said purchase transaction;

146 generating, by the user device, a payment code image using payment information for processing the purchase
transaction;

148 displaying the payment code image for a point-of-sale terminal via a display operatively connected to the user
device to capture an image of the payment code image; and

150 A purchase receipt is obtained for the purchase transaction.

22.

154 A computer-implemented group decomposition snapshot payment method, comprising:

155 obtaining user input at the user's user device to initiate a group purchase transaction;

136 obtaining purchase data for said group purchase transaction;

157 generating, by said user device, a disassembled payment code image using purchase data for said group
purchase transaction;

159 wherein said disassembled payment code image includes information about another user's payment amount;
and

161 The split payment code image is displayed for another user device of the other user by a display operatively
connected to the user device to obtain an image of the split payment code image.
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23.

166 A computer-implemented person-to-person snapshot payment method comprising:

167 obtaining user input at the user's user device to initiate a person-to-person transaction;

168 obtaining a transfer amount for said person-to-person transaction;

169 generating, by said user device, a payment code image using a transfer amount for said person-to-person
transaction;

171 wherein said payment code image includes information about the amount transferred by another user; and

172 The payment code image is displayed for another user device of the other user by a display operatively
connected to the user device to obtain an image of the payment code image.

24.

177 A computer-implemented method of mobile selling on snaps, comprising:

178 obtaining a user checkout request at the point-of-sale device;

179 obtaining user shopping cart information about a merchant for use in processing purchase transactions
associated with said user's checkout request;

181 using the user shopping cart information to generate a payment code image through the user device;

182via a display operatively connected to the point-of-sale device, displaying the payment code image for user
equipment to capture an image of the payment code image; and

184 An authorization notification is obtained for the purchase transaction.

23.

188 A computer-implemented reverse snapshot mobile selling method comprising:

189 obtaining a user checkout request at the point-of-sale device;

190 acquiring an image frame by an image acquisition device operatively connected to said point-of-sale device;
191 identify the payment code depicted within the captured image frame;

192 generating a purchase transaction request through said point-of-sale device using the identified payment code;
193 providing the purchase transaction request for payment processing; and

194 An authorization notification is obtained for the purchase transaction.
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(K3 (el 51 a6 1 T FRAR K B0 (1) 48 B 5L B QR S AR IS (B114n134) (BRI (514n132) o1
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A] AR QR A AT AR, L5 08 AT S N SR 45 B 1% HH ) 131am]
LT TR RL AT QRARES 13525 HoAh FH S 131b—c, T P2 131 b—c W] 3R 43 % 45 A IR A A QRAR S,
(PP HE, ) 01366 78— sE 7 20, R 1 R LRQRACAS Y SO AT, i H P 131b—c T LA &R
ZSUAT M4 2208 FH P 13 1a, B F 13 1b—c 7] BLEE B 200 fR 0 B AP QRARAS 3B AT B8 30445 1%
R (B0, 222 A 7 131agy %78 K M QRARAD P BT B % , e Sr B R AR S A4 3E) o 7R —
S IJy A, %R R 0 A 3 a- e BLAE R R AL AT QRAC ALY

[0033] e sia 7 2, @ i (i P A Dy B AR a5 AL o] DL S L R B S A, A
S AT FHQRARAS o 470 40, 45— s Jy 2, 1% POS s 1 33T At 4 s A MKl A3 ph sk 5
H P13 1a—ciilifE « iZPOSE i i) HAT BUTFAT M5 50— P @ ST S (19 3 (5 23 1 ol ik e
PUST I IE(5 22 1, POS 2 ] AR 4411%% FH P R 25 P 7 22 160 77 ok R0/ BT X i ok = AL -1 W
SEAZ Ty AL BRAE SR o PR I, 88 I X PR ST [ 8 {5 220, POS 240w 1) 1 5 FH P 13 1a—c AH G R B
AT FRCRAN S AT 50

[0034] 2 LM I 1C, 8 — s B 5 5, S THONIE /S80I B 19, LR T 44 T 2 A
NF/BANAT BB AV, o] DA AR R sh A5k 75 3o g, B b/ i 9 2 2 14311
F P 142707 Re gl R PR A E SR VSR i B A2 A FEAS N5 B (B399 1) o 2= 2 1 22 iy (1)
WI144) W] 7= A AL A 1K AN IR AR B ST IE LA B AT DS i SR 1K P 00993 0 (R 2R 8/ I 25 1 A I,
FIQRARAS . FH AT @ I 1% P 0 B8 B e 48 i QRACAS A HL B8 . FH P R 50 18 4% T AR 3 QR
ARG 7= AR LS B P R, BA R PR IZ A SRR M NS A& (Bl H P v 3k &) 3R
PRI o R A B AR SZ B 20, F T RE B I 16 1% F ) Ak e 7 B R 4 R 1 S
58, VA2 & H P R 8l 48 ] 7= A —QRARAS DU T2 s 28 1) 8 v e AT B I AT G 2R 1%
F P 7 15 5 o B — S8 S B 7 3P, QRIS o 1T LALES S A5 B (B F P 1 S
15 2, BOZ R A R ALAE 2D LA e NG B SZ 53 R0 (5 8.

[0035]  fF —ubsi i 7 2, SNAP T e T 44 45 70 7] A8 B R QRS AT AR R A BP2P A2 5 , ]
WIH0. B4, BAT AR A DU (R an151) (1) 58— 1 nf BB QRARAD ) B AT 2 11 i
R, a0 152 4502, 1Z%QRACAS AT BLFE T 50 i 5 1 S A+ 4 40 HH T3 i S UZ QRARATD (1 B R
RAC T T AL Ty o £S5 30 A T 1) 4 80T LA 2 80 (811701, $OQR S A AXAD) o 55 —
FH P ] {8 RS 1% 2 R A P Z QR ST R P L, FHEnT il i 58 — ) P R B0 i & R I L 5
TP ERCAT R H PSR S = H PRI B 8 0] 45 BT RS B AN SAST I 4 AL
TEAZQRACAY Y gD 11 15 2. DA S 58 — P i B I S A G4

[0036]  WiiZHL AR A , T DA FH I AL 4 3 1 B FARE Bl AT 25 5 T DA T8 B AT AT
S AN/ B AT A, B LD, A8 s B s, P AT IE A Bl S AT AR
R BRI H B 1160. 4511, A s 2% T AL ELES Y B E B (Ban162) ()5 LLLOR
TARAG T HA3ZT5 H WA, Bl 161 iZQRAA AL AR R Z T B E B IE R, DR R
AT 200 5 (5 2 R AL AR 25 145 S o 1% P AT RIS 12 QRIS (R B I, R BRI N
TEZQRACAS 1 5 S DA B iz P R RS B0 B 28 (1045 I8 (A, e 280 iz P 1) s 4L A8 0, 1) T
VT BT AT 5 B2 o 2430 ad S A 0 2 b B S A (s B, 1% 3 A X 488 T S A 52 ik
(I 7~ P2 H AT H AR R R, ELZ B AT H R R T ) 0l Y H P 2 e R AR
Ry AL R o] LA T R B G SR i 3, S 170, A TR B B R T 44k
1B G B1T20L FZQRATARIB 171 LA A A Bk T 6L R 3R SRS B0 Ja 3h o AR 7 — 4l
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1 T R CRREE g TR T I [ S A 49 A 180, W ALEE H T /e S5 ik
i, BA R BLEE T AR B AR R SR 72 dn (5 B QRARES A FH P ] R I BE B 20 H P K
FEALER LI P IR A 815 4 R AT IZQRARAD PR R, DA S 42 7 RN/ BRUIR 45 5 DA %, T SR
T 1% b AT DAY B IR S SO R 48 2 3R AR A P IR R Bl 8 R IR IV T SR SR I —
BB B W A BV W s ik 3B 45 T P b AL oA A S R AR, B85, T ELEE R A
JE AR A%, B ST QRACAY , 491 101186 , He A0 2 F R RS A I 4% R I S22 5
FIr b 2RI S o L1 BRI 02 , 78 AL 18 I IR AT A 2 s B 2O/ s AT 2= i b, ]
DAAS A SR A S B 2 1 R A R R B S A TR T AN/ SR ARAT I SR

[0037] LB B LE-F, 76— s 7 s , Zb B0 S22 5 T o 1 2508 T LI i 5 4 QRAR
Ry 75 R B L, A 35 AR ANFR T« 3T 338 45 (NFC) Wi-Fi™ i ™ 04 57 ) 45 L SMS « i, T+
LN N = S = R K ) SV I (S 0 68y T W Sl T B S B 8 ol w7 K W O
28 0 WA AT FE AW F P 10190, T RE A B A AEZR R IS Wl (1 an191) 34 i
AT AT o 1% 58 TGS T P S e, P AT FoR R R I P a5k AN S AT . 2414
BOE 2 P IR R AR ZR P I 3 1 S v SR A T X RS Ak e A
W STAZ Ty Ab P o JE AT 12 A 28 W2 90 sl 1 72 0 IR 4% s W ST e AT (Bl e A B e 2 0%
) BN ARS8 (BIUN192) 18152 5 74 28 R 55 o o 35 HL 12 32 A P 25 IR 45 e TT el o7 e A Va4 3
%R e W, 1% PTG 2 AT/ 088 A, AU A VI I 12 i R S 211
AT IR 4465 IR 55 B8 07 22 AT o I T A L 1% ST N 5 R 55 2 T BRI A BIHZ R 7 g
AR T A sz AR R s B R GRS SN T, S LI 1F, 196, %K T
i ] R SRk 25 F P ok R 3% R I P& (614a0193) B R ELRE 3l M o Y
FA P e 8l A P 4% I R VR BL RS sl N P 5 122 B P e 46 RNZ &% o ] HAF 4t ST 28 4 i
P (B G im i 5 M Wi -F i g e AR A — e s A, 1% R A A T DL TR
2 THE B A AR I L 2R V7% 2 A (T & R 1% 2 4l 5 00E 1% 5 7 i T R e 4
F P RS B0 2% B 2 TR, SR 3FE BINnZe SEA8 5 W JA 81 o 1% FH P RS B e 4 (B0 Fa) I
(1) R UL B B AR e AT B = AR W SEAE B A B i I F R ik v S 31 S A I 8 R 25 DL AT
AD BRI SEAZ Sy o 288 Sy AL B 52 RN, S AT X 4% IR 458 Tl B A S A+ e BT R % 25 7 o
BANEF B LRI 197, 503 i% H i 4s o

[0038]  [E|2A-F7~ T 7E 1% SNAP — R STt b 5 7 HH 35 B AR 088 3l SAT IR R 4A 88 B S AT
MR 7 BRAAE ¥ 52 PR )T F P AT P o 2 LB 124, 70— S8 s By e, AP AT e A 280
A7 i AE E 22 75 S I i P R AU ) 75 Ap — AN B AW S 250K o 481040, PP T LA P 3 W g6 B
F, 80201, SR AW Ak 12 8 22 W sl (149 485 W DD, 49 202 12 435 i X 0 mT i 1% 48k e S
SH1, 41203, 3 1] S P PR AL AN B AN TR A A TR W SRR I S A A - s
IT7 A, A5 M R O] A R TR AT PR AL 2 AT I B S A I S, 4671204

[0039]  Z: LB 128, 78— S sitB 77 X b L 2 i B 40 PR 0 80 SO AT FR I e, 7 K
SEMR I T, 48 1206 , BT @ I 12 00 YT A B FH205F QR A , 4111209 , HALFG A o< U 4
e A S RIS 45 S0 DA S A X 45 A B2 0 S22 B (A 4 381 7 2 RO A B LAy 4
W PR S /5 48) o FE S Jy 20, 1% W) ot e LAE I P AR AT T R R A T A
SRR AR AN, AR 2 A i, 1% s ds A I QRACASAE BR (1) 67 B, 4511 207 , wT LAk e
WIS AR 1A QRARAD (1) PR R i b Ve T Bt (B i A5 A0 L 4 M B0 3R A5 . (8
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s Ty S, B IR B e A U, A 208 , P LA RS SRR TEDF A B DAE A ]
SR TIE A AN o 7E— S sy 20rh  EAR I B B (5 AT S & LA AT, 12 EIE 1T L SNAP
BN o fE— eS8 T Ao, (B AT B 26 0T DA AR R A A I R D A e 4= o ds il H
FE R MG IR I S A s A R — 15 4%

[0040] 2 UL IEI2C, 76— S s B 7 20, i i B 25 QRARAL 1) 7 28 7= i 5 JE 1T LA o 4 8 A
(“POS”) & i {fi F , 1121 Oa—b o B 401, 72 S4B 1, 293% A T $5 o Ho A 586 P A A BELE )
TR A 45 RN, POS 2 ] 27 QRACAS , 1 21 1a—b , HAT R S S AT 40, 9 21 2a-
bo 7401, iZQRACAD AT AL RERR 4 TT T JEARCIE & (“XML”) A8 AR 2080 , i i b R 2~ 490 i Bchis
GEH4 :
[0041]

SN

HIR
(00421 Zx DL B 2D , 75— siti o7 20, B P eT fi A A HE i (91 an213) A o FE %
A AR BOZ POS 2 o 1 i 3 _L ) EZZQRARES IR PR IR o 1 2, i 1 P R R HE G T BATE |
BAT DA P AN HEQRACAS (1 an216a) (IR, B an214 . 5140, 1% FH - o] 48 B HRRAE » 491 4
215, R AEZ R BE L TE 1) R 23 PO A HZQRAR IS o 75— S s 77 X0, 1% 8 A AT o P 4t
K (B1a0217) B 4671 (B 4n218) iZQRARIBIE T KA IR 1ZQRACAD T BB 7 A501% 29 e FL 1
(5 S 00 RS o YA TE 28 08 R ) S s 8 AN JFLQRARAD B, F P15 66 (38 A A 5 1 o 461
WI2193R RATFIZQRACAD Y BR HE o 122 F P ] o 22 8 e v il P S s 41 09 P P 53 T e 4 220 )

11

Petitioner Exhibit 1002-0283



CN 106803175 A iﬁ EH :F; 8/46 i

HERAY SIS EE 2 B NN P

[0043]  Z: LI 28, 78— 28 SiBL 77 b, 3R A5 277 S QRACES IR ER RN, P B 2 e
FEL T3 T PR ECA T i A 122 QRAAT P (14 5 b A % i X 5 » 08 P e B FH P I 2 e v w6 19
J R B K 5 R 7 A W S A8 B 1 2K, DL T B SOASE IR0 288 b o 2 56 s ER 2% S A ) 4 A
FH 2 F P 28 e T SR ORI (5 B A B Z AT A8 G0 I, T &K 3222 Gt el 12 30 W 8 i A
221) W] JyiZz S PR W SE T 4 225 o 2 WL PRI 2F , 28 Herp F A S AR s 48 A iz b3 As 3 S A
IR ST 2 1 POSZ s v] Jy P o I S o 48— 2 S Ty S A S AT R 2T
B % F P I e E S BRI S O e

[0044] | 3A-E7R Y 1 7E iZSNAPRY — & St 461 o , 25480 i B A T4 307 ot 2% R0 L AR 0E
U 2 A F R8T B IR VE R B 4A %S B ST I s 58 14 i S FHFR P P SR 2 LA ]
SN (E—Re sl 77 b, 78 B I 2 B BT (R R RTBLEE i A P B A AR 1 R A
Bl AE— s gy A, % N P DA R A IR b RRE (19 G0 25 DT L QRAR AT A
&), BIAn301 o 14, % 8 F AT DAY C B R A R 2K S QRACRS B A TR Fa e Bl S A b B
W B2 W 2A-F R i i 1 o £E S8 ST T7 20, nT 8 R 5 H P8Il 21012 8 H R 3 30 e i
WA . — B SR 2 S B TT % P $R AL 58 5 R — AR R ) SR AIE o 191 10, 18 P i 4%
AT ARG, B ok AT PR, PR RIS AR, 1 Q0303 o 12 S TT AR
BB MmN B R 2 (B1n301) 7 ShAR IRAF, 140304 , 14 IHQR{ 420921 1a-b . 216a
227 AE— M st 5 b, N VT 55 T2k B ARAE , R/ BRAU T HE 225 bR, 49
305, M A 7 ml 4 A% 2 2 b i AR 2 72 b DR AT S AT 3 B = S s TR AT PR R A R
fE— oS T7 A, 1% 8 F AT G O e ok a0 v P A7 i AR SR = i e 42 11 6
T BERE 2 AR R4 (S 048 a01306) , LU A P LR 45 Sl AR U F LA TT oA B ATF 065
FR] AL By o A8 — 252 I 7 :CHp 28 B AT O AP B4 30 W 2 BB SRR IR AT A (B
BIa307) BIRE 77, LA 2 P8 e B Ar-dh e s AN 7 b IR 2 P A SR 1 o £E — 1k
SR A, AT e A SR P S 5 % N e] D R P R P R o F (14ns08) ok
K0T 7= ot b R TR Job R el [l 1] P DRl P PR 2/ Wi A T B ek o 76— RSB 7 0P, 1T
PABI I A FIZRTE 2 (S WA 1309) A A - SR AE 00 T 5 P 8 R RN SN E S,
DAAE F AT DL B e B P P 1 W SIE 3 T 7 B R R AT R A A A R (S A an310) &
[0045] 2= LFf 3B, 78— S8 7 b, B PT B HE A P (9040 B 1) Fa 7 (B9 v 7 )1
()44 HUEE A7 B, 55780 3¢ R PN TR AE DR DG TR (S 2., 555 L BN 311 o iz B T3 it AT 7=
i S PR WA G R F8 s, BN 312 o 78— sEB 7 20 rp , i N FH AT 8 F P R 48 Bl Tk
SCAF T S 7 i B 4 0o A9 5 1% 8 AT fi FHGPS AR bR A e 1% A P T AE IR R K s s IF
T 51 F T 2Z 70 W 3t o 76 - 2o sz 8 Ty 20, SNAP P FR (AP TSR B 32 i X LA Bh 22 &)
ABFR 7 — S SEL 7 20, AR 0 TR 2 SNAP R, FH T DAk T k2L A SNAPT) e, HonT B34 4
FUEIT KA Oy AR R 40 40 7, FH o] A SAS R BERC R (81 70313) 1 24~k (Bilan(s -
Frd R AR A AE) ol o A8 — 2SIy S, 1N H A 45 P BRIk Tk A A AL dE A
FPRARAT IR P00 0 S 52 A2 R T 37 a7 255 (3 14) o ) 9% 4 S A I S 4
B o AE— 2SI T S, ) R DA a2 R 1 RO B TR T B AN SR AT SR
TR AL Gy o £ 285 7 20, 3% BB A8 18 T AR 1 B T e v P ad s il L R
FAFL/ R T P S NBIAE AR AX TG SEAE 5y, B3 1 Bae £ — 12 S B 77 2, 24 P
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A5 FH 3 o T () I A, 2% 2 P AT A5 FH 22 FH T 04 R T SR A2 W SIS oy o - S S B T
Ao i Y S B S @lincoogl ™5, Paypal MK 5255 45 S S A 2
K5 s U316 o 75— s 7 20, 2 e VP R BT s 28 HURR S i Ve R 43
B FT B A0 B2 () and it 5 7= b b TR AR AR RIS 5 Sl BT B0 () e L) 4 250k SO A
I AL Ty 31 7-318 o £ — LB ST 77 AU, 128 FH 78 R I S8 5 AR $ i ok 42
HEPRBEIZRL, B IN319 o 7F — 8o ST 20, 12 B A n] 78 F ) 2L 40 05 43 5 SR TR A RS 12 I S
A Ty VA Ja S R AR R R R SR A OC T2 A8 S ik BE 4 s, 91 13200 78— 252 5 I,
N R4 PR T % B P e Rind ik 12 N P BEAT B S T SRS L, B 321 o fE it
SEIL 7T I 1% BT 25 B P SRR Tk e P AR O T IS {5 B (e, s
FHEAE SMS . Facebook™ A BEIG  Twitter ™ b fty i , 258285) 1/ BEH5 ) 5 7 5 I el
¥ S A R 45 S5 S R IR A B, DAAREIZ I 2 A8 B, ) 322 o AT — 22 s 77 5P, 12 8 T
45 H P PRI TR s EH & Py e A A AR 7 R (S, (B A AR 7 S T S N SR %
PR BN E P IREARER) Bl an324 . 75— st By 2 b P B 15 4% R/ B SNAPTE
Ab T ] BE G BRI AR MG B, S REANER PUIRSS AR RN R (Wl WiVerifyChat
323) AMRLAZIE K AL Ty i B A R A A

[0046]  E—e syl 7y =, H P ] e B Al — Ik M B 44 (5 RS Ak b AT 22 4, i
Z D315b . B GNSNAP W H — el TS g e M BE &% R4y (W, 0 “AnonCard1”,
“AnonCard2”) AF A 57—+, SNAPT] G 491 dr sz il 72 25— 2 — IR R AN IS A4 R 4l 7 ok 2e 4
58 RIESEAZ Gy (Bl aTAnon Tt 1X) o FEIX PSR 77 5 rp L % o] B 20 ) e RS 1
PUE A R AN N AEO5E B A BE il 4 R 25 1 X AN / Bl e SeAd o 78— e s B 7 b, H
JURE BN P AR K S B AR AE BEHE -

[0047] = WLERIBISC, 78— sl 07 s, 2SR A 8 3 S4TSR e FmT LUE R
M A B R DA N AT 1% P R 3l 1 & (0 e/ 1 P T AR A PR ILRI A 1B 8 X
AT SRR FLE S RE ) A0 an, BT L P BRGER 40 fay B P SR e A 1 325326 491
W, an 5 A 7R AUFS 7 P RS Zh A AR AR LI AL A Y BB QRSCAT RS, IS4
AL PG TOIE 325 K 5 QR AR H1 PR 8 - (1 FH T 20 A7 o () BRAA 1 B R 3 T QRAR AT A 1 i%
SR, QSR A B A e AT B A ] B s L S o326 (Bl indg kT
TEELOREF) o IXAFAR 5 128 FH o] S Ao 3 5, ) an 327, AR AL 38 Pl s Ao e ik 6, i ke
RTEEAL IR AL A5 o, AP AT Hiash P 38 30 A P S0 E S W E L IE A PR sl %11
b BRSO P T ek IR s TS A AL P o AR P S g S, 1% ST B I T, )
W1330, BA S QRAHE S F A, 81 213 28a~b (1 4328 b P &AM LL i IR TEATI 4 B ek (1) AR e
2 HZHEE) ] DURITT O (Bl 329) — i g BLEE A S, DU IR R sl e 1 3R
BAAHHFZQRAAT o ZEME N BRI SEI 5 s, iZ P IR Bl e & v = A TR A QRARED 324
T B, 3 BPOSE s (sl P I E AR TR ) AT AN B T T S AT b3

[0048]  Z: WLFH EI3D, /£ — s I T7 s H, A 0T DU FIHL RS 98 7 7 A2 T8 35 22 5 IR QR
ARG T & b PR F L AR 53 O A P B RE B 25 4ifi 2 iZ2QRARED o 151 L, 4 B 46 g
()i 7R L A ) DR s S5 K B, V8 ANAE 2 P o b as AT R X 4 ) B L 1 AN 331, SR s AR 4R
WA 3 (1 25 M X O, 0 332 6 4F — e SEE Ty Ao, A ik bR R T SR S S ok,
333a-b, i I o] DA 7 A8 A 08 20 SCAT I A B2 o 9 an , o SR 0E o33 La , 14 M
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Sl A A R T R BROA T B AR QRARAE, , R AESS T B b s i QRARAY (1) 4n335) Sfefi
T-H P PR sh i & i o 78 — 2 sz il oy b, P ReBGE A P S oo B
333b, i 25 7 Y Sk oA P AT A AR e AR D B e SO B R SR B, 451 A 334 91 a5 )l
Al g5 PRI S R 25 WL B 3B-CHRJ i BH = iy i 1 A AHABLER] 36 01 o 7E — 22 SE 7 20, 2
F P2 0@ R B0 1% F P BT oA 33 3b 1T 4 (1 (R 150 LN 5 12 X 3l T SIS 0 QRARAS 335
— B Al R S AR O T L R o) il A I QRAC A ) PR REOI AR W S 5 Ak
H,

[0049] % WL EI3E, £E—as By Irh, SNAPA] [) T B A 11 7 55 T sie4ss e i 7 ey Bl
Fe B ST E U, ZZSNAPR] 2 A1 ) 288 S 1T, ) 341 o 45140, FH 7 e 1S HH 122 0 288 S T2 0
% H 0 VR L 2 A, B N 342 4, 12 A P ] VRS AT R A& 1 B2 4 344,
JIE I Z 41 2 0T )2 ) R R L o AT — e s Ty 2R, 12 0 4 5 T nT AR A A O S T
TUF RIS AL LA, W1 0343 o 12 W 48 S 11t 0T BA g A 2 B I B 2 A e 1o« 49 2, 1% P
REMS I B (91 0345) , BT OO T AES B 3K 42 Sy LA R FH P g IS4 30 Tl (1] 152 L (461)
UW1346) , 22 AL 27~ (2 / AR (91 Un347) 5 LA A WG4k S o 7EBR A RS 3 S A vh £ A
Lo BRI (B10348) o £ EANSEILTT 2, P R85 I BLERAB T S RS ik S i
SARMLT IR AN LA R A B S o AT ATMATL S5 S5 1) B RS o

[0050]  [&|4A-Disth 1 7E 1 SNAPKK) — & St ) v, i BH s Bl ER 4088 Bl SO I RR IR B s i A
o Z WL 4N, 78— s iy 5, 91 4011 P 0T e A B 08 ek 7 SR A1 4t i B K10
TS 5 AN G40 30 7 28 ) S 77 i AR S5 AR A S5 (577 ) o AP Rl ) s 1 A EAS S
FRTAS ANTHEAL RS B2 A VY B 80 VT 55 L ATMAE (141402) , 5814031 i &K
JIR 45 #5015 o 4, FH P ETERAIE R TR A P A BRI S S O P N (B sk i N411) B
F i o AT, T K T M R R P AT I A A B A 2 R A5 T R A A A Y 2
BIHE o A8 1905, P T AT 2 DX sl (149 P 0 ) S B 3 7 it » IS I = i BT X X sty |
(VR LAY 75 o F P 8% 5 n] USRI B P A SR A5 M2 (KRR T 4 R i h o 28 7 o ) =2
B4 120 250K 3K, JFRBEZ S5MAE R (91 Tn413) BTG AR S5 88 . B dn, 2 7o vl LR
AT REARICTE 5 (ML) 4% AL B s 1 T2 2L T SRR S5 B A BLFE 7 S Al 1) (2 42) i85
AALE L (HTTP (S) ) GETIH 12 o LA R 52 A TR X IR 45 2% 1 0 R XMLAG U ) 4 i 17 SR i s
BIHTTP (S) GETYH &L«
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[0051]

TR
A

et

P

[0052]  fE—2EslJy o, 12 3 5K AR 55 4 1T N3 P i AR Z A5 KR K, JF 45K 35 oK
SEMUZ SN (B, XML H) o 180, 7 X A 55 A A AR AT 45, i i 1~ 25 DB Pl 1409
IR BURRMT &% o 270 SR 55 & AT A SE KIS R HL 127 i A L S P g e o 42—
e 3y A, 14T SR S5 d R A (a4 14) T8 B0 P (1) 21404) KR4 ™ R (191
WNALS) AN d g A BB it I3 < Bl o/ B (5 SR AL B 322 5 - il T
Bl VT LA i N T S5 AL B WD 5 (FSQLY) i 1 58 RAEE . T IR G5 & T AT B
FESQLT 2 KBS TIAL #R &8 (“PHP™ ) JAIAR SR A 107 580 [ A8 e o B R4 1 18 W] Ak
A Ve 1 S5 5T 73 T B4 s B PEPHP / SQL AR 2 51 2«

[0053]

R

[0054] s BL Uy 3ty , w3 R AT 7 e e » T KR 55 A PR L P ) e A L (B
HANIN358) 77 Az (414 16a) QR AT ARE AN/ B 4 W os ToAF o 1% 7 SR 55 TR ZQRAR
A 3 5 7 g, DA 25 7 o ] o A QRARES, S8 5 P n] 4 FH P AR s Sl e QRARAT OR
ARATH R SR/ B it A » CAFH T 77 A e S5 2 Ak B SR o AE AR B RIS A i
W25 & T 45 51 % 7 sy e 1 S AR A I (5 B 0 G S ELAS SRR T Wi R L T
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25 SMS L 1 MR A AN/ BRSRAVIE {5 1 10 AR A% 3 AL B 2% 28 55 Jr it A7 it R/ B3 ¢ 28l 1
FUHRBERE B0, T 2R MR S5 a w] 4 513 7 R AR BN R gt EAGRET PSR AN BRI
fE M55, I 12 (5 Ml 25 A A iz it A/ B R 2 00 B P IV i o

[0055] 7 {3 FHQRACAD A SBT3, T X M 5 i P 7 2R A 85 SO I S A B S A2 5 P it
7 A5 2 A BT 245 S M QRARAS o £E — LB STy o, iZQRACAE AT 2 L 5 4l 2 1ZQR AR
BEG PR P e 8 BT 5 RO SR K7 A I S A8 B A AR SR, o BT X b AT (90 2n, R R TD 5 LT
ZRALPR T RE TDRESE) LA B 5570 W WAl / S A RS AR DR IBRINT FH P TP 25 K 2 W A ARAT
[0056] By 3, i BRI A5 AT S AR S SR P R E R 20 B XML
Bl A5 AL, I 45 R B AT B U T B 280, 1 0 BLR SE R s BIPE “QR_ data” XMLEHE
aik:

[0057]

N

okasta

v b T e By e R
SNSRI R AR SRR S R R R A R N

[0058] £ MBSEZI Ty A Crh , i XMLECHE nT B 55 0K 9l 44 1l 5 B 1] £ i 72 504 90 48 i
F5tr LIS I PR T AN A2 G R %2 5 i PR T AT S i » A 4 B 211 QRACAS

i, w5 KRS #s T H7Eht tp: //phpgrcode. sourceforge. net/ ] FHIIPHP QRACAS T4
(LGPL) FE FT 77 - QRACAS « 24 2 AU Y o 45140, 1% 18 SR 58 1T R A1 5 L R H2 AL B - 45 1 i

A FHABLI PHP i 4«
[0059]  <?PHP

16

Petitioner Exhibit 1002-0288



CN 106803175 A iﬁ PR :F; 13/46 U

[0060]  header (Content-Type:text/plain’) ;

[0061]  //Create OR code image using data stored in Sdata variable

[0062]  QRoode: :png (Sdata, qxcodeimg.png’) :

[0063] 2>

[0064]  FEAR N BAR I T7 b, 205 SR 55 o T I A& 1 oKk — B4 4it (19 Wi416b) XMLAL
5 2 AT 45 1 554 (1 1406) oK ™= AR QRACAS 4, T XRS5 4 (3 AP T A 213 304 Y
48 IR 25 B A TE SR QRACHE 1) A2 1 o SOAS I 288 MR 55 g6 ] 77 28 T 78 2K IR 25 4 IR QRAR AL, 451 2
416¢, I HRAL (B an416d) 1ZQRARAS B 1% 7 SR S5 45 o 911 21 5 S 199 28 IR 55 8 T8 HR 7l X 4 it
145 S RIQRARAS H , IF B AR A FIHCK 22 445 5 VN TR 20 E B B ik B s 2 A
e R BT L CQRARAL 7= A / AR AT 2R 475 1 A S5 R A0 BIIZQRARAG P

[0065] 7L STy Srh, SAT N 45 25 s R R A5 AR AR N & BB (IR i vest—
Shamir-Adleman (RSA) FAFT /AL E W, BUr k1) o i X w] il -z & Bk & 1z A & X
(]~ FH P RS 2 TP T 287 i XML 485 440, DA =70 0 s 110 D S 35l (4 an £ FHRSABYR) o 1% T X
HR 55 4 38 Ja T LLKAZIN 38 1 e g it BQRAC IS H o 78 25 Fh sz i) v, X1 5 H P - X W)
ZITE AR AT 22 Zy A BRATT 3K, 1% AT 268 ik 25 5 ] 48 bR FIX R 7 SR BSIE TR K o
[0066]  7F—es i Fy S, BT LA ) B P A A AR T2 e v (1) 5 B8 AE L T 2 B8k ) R XA
RIEHIQRIRAS 51 a1, B 0T LAAE 7 5 2 L 0 NG 7 28 A sl o 122 B P2 15028 1T AR DT IR 25 4
FEAE T GUPIHTTP (S) GETIE 3R o 78— s H 2, 122 X 0T Al 35488 ol o 2 112 FH P s 4%
(R0 A B SR, 72 A BT I A R s AE 9 0T b A, ) o 2 e R B R
ARG R B A SRS 4% (B0, Akamai) A SR TR AN BHZ N T 4 o 76—
SR N %) P R A5 i T A A Y TR S s R ARSI O n R S (), 5
1 W) DA SC G o0 B - B s P WIS 2V P ID R A e i AH P e ss L
cookief) FI BN s, 5558) o i) 5 M8 AT AT A OC B 7ok 7 A S i o - AH DR IR ) o
(IR E T 20, F BT SRS F ok FR At o (0 — 2 s 07 3P i) 5 N 4 IR 45 4 m 4t
(@S AP T ) OC T IX Bl 545 B (B, iR B8R, B K ID, 7 5h B FR, 7= A 65
S FHIRHRAN 5 S5 B SOAT I 258 IR 53 o 12 SCAH I 248 T 25 8 1 6 T i) 7 P 24 IR 45 4 4
HEAE B AEQRACAS , DAE H P 48 1 A ZQRATAS FA R BE R i 52 QRARAY (Bt , faz )
i 10 48 IR 55 4 AR 242 SCAST I 288 MR 25 D) FH D IER ) SR A/ BB 25 R B SEAZ 5 o ) 5 I 4%
525 T HEHAZQRIE ) 5 (A — 5 20 BUZ I TTR S %, WA TR 258 SCmT A8 [A] A P e e e it
WA DL BLRT , 8 A ELREIZQRACAS I 7 5 2% W DU o FEAE B AR S B 7 20, |4 28 R 5%
s/ X T AR 25 2% PTAR R ZQRARTE (B X 1) BIURLER H e pn AT RN ] Pk 46, IF Bag H P s
A8 HZQRACAS Y URL (74, 458 76 12 3 A W 4 e 45 s B 77 A2 Y H (BIAnHT TP (S) GET
3K KIRIFIZQRACASFH Y P o

[0067]  7E—MesTEl 7 S, T SRS e T PR A QRARAD B2 & 7 v » 4 a4 17 o 461 401, 78 2K
k5 45 ] P A AL HG 5] HIZQRACAS EZ F/ B2 A oo AR EIMR BB SCAR bR Id i 5 (FHTML”) 1
THI > ¥ A0 LA R 7= 80 12 IR HTML B 1

[0068]
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[0069] 4 -2usizP Ty 3K, 55 ) i ] SR A 1ZQRECAHAREY (T4 17) FFAE L 2 ) i i 4 A
SURIY o B bR ZQRARES (9 a4 18) o 78— 2o s 77 2k, P g {8 Y H 4%, 41
U405 , A H2 2% i v o 2 LI QRARAS LA A5 AT AR 2o i, P AT SRARE SO AT
B BI04 19 o A S A SR BT AR, PN AT G AEAS SRR T« A i 452 11 1 5
YOS (P Qs — VR RS B B P S sg 1) BN 3 PRI I B0 4 9 S SR
RETD/NFCHISAF 4 (B, BAr 2 MK SRR 1R VEBELE . B EIRESS) W br sl A
BRINT /R PR & LR A 5 B ar S iR 1 BRIk 200 R T s ki
At LI R T, S5 AP, F P B AT A R (B (S R AR A R
Wi 225 SRATIE BA e W AL SR 2 o 1R I B s

[0070]

(00711  7E—usil 7y =0, H P s ] e B0 5 Ol 1 FIRORAY ARYE 2 7
E AT T QRILAS, LUK (P 3k dh) ARG 1% QRAC AL Y 9 25, 1% 1 P ¥ 4 vl 35 10 1 ™ (Bl
12 P g B BRAT R X T30 5 N FH) BB - 7 T R R 7 5 R s 7 o TR
DL AL 4G i A SR AN 0 215 0% WX ek A DTG FH P 9 2255 9 a0, B P 3 & T AT — 38
1 V8 Q1A T 2 LR 6 A-BIVT3sE 1 BT 4 (1) 7 491 P A el ey REARD &b £ (“QRCP™) 5446006
[0072]  #F eIy 20, 3k F P SO N R A 1 QRAGASIN , 1% A - s & o] DL
A B B S A R 48 1R 45 B i R 420 SR 420 (9, i 3 2 QRAC A 40 45 W SC A B 5 L3R
P IR R E ARV T BN N ST ) AN, H )T I AT A DUXMLAE U
Hm r e LR R % P IR EBGE R (1 n421) | GLFE T 30T W 46 IR 254 177 i AT
JELHFTIIHTTP (S) GETYW S (8111406) o LA T J2& F 1% 325 9 4% i 4585 (1K) B 35 XMLAS I = 352
KL SR BB HEHTTP (S) GET B«
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E A A AT 20 28 By v 5 I 2

[0076]  (“PAN”, 5t , {5 FR51) — i FH AR 5 SR AE (ELARAS (dCVV™) o A B, 1232 4
R 4% 1R 55w BT 7= AR d CVV MRS (B ol FRIE AL B0 16 8 N B RIMDS 8], HemT RARI R A P
IDL P K ID G ID I TR B AT A 25 7 45, o i H PR A Sl s i dev™ i sk
L5 P PANS R — B2 o 1) 01, 2 o s 1R d OV VTR T L LA ST P TR (451, MR A
JFURHT— 20 Bh N J 0 o 1% W nl (B4, 385 0 8 ™ ONFC Wi -T e 55 QRAC AL 2545
ZPANFIACVV AL i B4 B ol 4ty , B 85 i o o] O RAZAGHE R 0, % e ml = A
A 1ZPANFIACVV SRS QR SCATARED , I FLAH 85 i 8 um vl 4 1% A P 1584 7= AR QR SCAT ARG
(1 Pl 5 A R 2 Y B T R e SR T DA = AR R 12 R AR S B S AT W0 48 R 4585 o 1% 5
AP 24 R 25 25 4R 5 1T A L 45 TR 5% 3R A5 1 dCVV IR 12 W SEE A2 5 4 R RS LA BT R AL 3142 FH
B I ACVVIRAIIAZ2E 5 » 0 S5k 12 PR GEAT I 285 i 45 8% AN 25) I dCVVARES L AH 1
Tl IS 5 T8 12 S AT IR 48 AR 554 TT 4k b 3T S22 B o

[0077] b gil 30, 1ok 5 P & IR BB SR TR M ZQRACTS IR I s
e, T DAL 28 12 700 SR 55 23 A A K BRAIE T 22 5B 20 o N o 48 - S s By A,
AT P 268 IR 2565 T A EH P U e B A1 00 R BB SR SRAT I B, - B R 120 254
I 4, i FARSAFAAG /A T 8H , HO6F 32 A W0 45 MR 2% 2 F Ui AR b4 v X R 45 FH i
N T ZQRARA A LRI T 28 W ST B 1) 3 e BRI o G B S A X 48 IR 5 s R W i 3 1 ) ST
B, AT R WANIE N BRI SR o £E 2 By 2, AT R 28 MR & e AT DA EL e %R 42
R 5 (P W S RO e )/ P v 2% R AR 0, DA A o 1 IR B SRR CFR Y B
& FUTE 5%) (R B0E /2 75 AR AE AN, B o DR, 76— s B 5 30H 12 S0 I 45 IR 25 2 e 5
TEAZ T 5, T AR AR BRAZ 5 DA AT S IZ i &K B 2 1 FH P 2 i & %

[0078]  7E sy =, SOAS I 4% R 45 o T BRI @ s B P 4% 0 AZAE B A B IE
HREHEAS By o TEAE ARSI 7 20, ST I 45 e 55 85 1] 2 2 EAT 28 5 A3 o 7 — LR ST
J7 R bR WU AT S 1 K S R, SO 4 RS nT LA S P R B Ok v
PEALBIMPIRRAE )20, 78— 57 20 H, SR 28 IR S5 s vl At 5 ) P 1 & 1 s (S (1)
W, @ EEHTTP (S) POSTHE ) LABE A < 75 K00 R VU T 5 0036 AR BEBUE SR 1K 72 S A 9%
I T8 2% 110 7 TR PR 3 AR DG it ) 1) 6 58 (5 I, 481 v B IRI 8E-G LA B B n sl i 481 P AT i
) .

[0079] 2 WLFH 4B, 71— ST P 7 20, SO0 045 i 45 s 7T Ak B 22 5 LIS S50 ) % 7% 4
BIAEAH LR Z BIUCAMUAL Lk 7o o800, WA LG T LA 4 3 s 2R (K 1) S AL A
B, 2 AR A8 S 45 SR AT DA A7 TRCR] ST ST LA PR AR 45 S 4 4 R e

[0080] 7 RSz p 7 A L 1% SOAH I 48 M2 5 T DA A 2 HH P Ik ) S AN S T ) 5 A
T3 W s &% 7= AL 200, w422 A, B P Rk 7 mT DA B B — AN B2 A R A P bR P
(KR AR T S RIAL (CRATT™) W ARAT ML o 902, X Bl B FEAEAS JRFR -« 5 R i
0 TR S AR R AR RAIE RE (4 (B 25 AT T B R A T RS
&%, Bl an408a—n, ATARKE P S R A o 78— SR sE By ZA 490 0 S AT 4 R R A0 TR AL
P V) A5 5 e A T R SR BRI 2 A T I 5 s (T 0% o B0 12 B0 P T DL S &5 AR A
PEWE S (“SQL”) iy A 1 90 R BB FE o 1% AT W 4 AR 25 8 TR 1 R AT 7 HR 55 4 401779 17 25
W) SCAT X 4% B HE BE o A0 2T 5 1% 2 Ak R 284 IR 45 8 T BRAT L FE SQL A A 1 SCAS T AL BT 2%
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(“PHP™) JIAR SR A 126 UL A A AT T W25 s T 4047 o LR SR A3 1 0 Y A e e (1 s
J 7 T ) s B PHP / SQL i & 51K -

(00821  mi) W TSR AZ R AT U5 RS54 2, B U422, 12 SO I 28 i Jo m AR s SR Ik
A1i 77 IR SS8 B B S AT 48 IR 55 2%, A9 11423 o 7E — Lo sz By 20, S04V 0 48 IR 4548 vl i
RAT T WS B m R R 55 1% H ™ B R AUL B L AH I IDE R T SR SOAR e B A/ B H Y
SCAN; I8 TR T 228 B R BEAS AT 7 IR G5 4 77 AR BUE 3K, 424, FRa e BUg =k, 4l
W425a-nB1% &AL 7 RS 4% B 10408a-n . /£ — s B 5 5, B2BGHE SR PTRLFE 405 , i
AHASJRRR T AL 7EAZ & 1% B P Y RS B P B R B P 40755 L B P sl / sk B (5 1S
S A, SAST I 485 ik 25 T B (6B 48 5 DL AR 235 4510 270 S AR ABL ) XMLAS X 42 B 2R
FIHTTP (q) POQT/E! B

N s e B e
RN R tt}sﬁ;}\r

AN AR N e
prEdusiss

[EL, FUsmEEEn

[0083]

[0084] f s T IR AN T W45 A% a] SEAT AR K, IR Ak T %S KA T ] A
Bl e, 0 4 B e RO R 409a—n, LB 155 BERR 1% H P (R AR R IBR AR 040 o )
RATTTRRSS 5% AT KA 5 LR PR A 1 75 B AHBLIK PHP/ SQL i £
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[0085]
<?PHP
header  Content-Type : text/plain’);
mysgl_connect (M'254.93.179.112Y, SDBserver, Spassword) ; // access
database server mysgl_select db ( "USERS . SQL™ ) ; // select database table to
search
/fereate query for user data
Squery ="SELECT user_id user_name user_balance account_fype FROM
User'Table
WHERE account_num LIKE "% $accountnum” ;
Sresult = mysygl_query { Squery) ; // perform the search query
mysqgl_close ( "USERS . SQL" ) ; // close database access
?>
[0086] A — RS g 7 3, AEER A B S ) 427 a—n , A% KA T RS 4 T A e
S ] LA I b n] R 5% eSO AL B, B N4 28a—no B4, ATy RS54 vl e
FILEMR P ep o 15 B LR RBTRIAR S 520K FOAHORIRH W05 IS o 3 T2 2 , KA T
B2 i vy 3R AR L 21 S AT W 2% iR 95 4 1T, 429a—n o B A0, R AT T S5 A T A 5 B
[ B AHABATHTTP (S) POSTVH /& o FE— HeSEBIL T s , a0 2R 28 2 — AN KA 7 iR 55 a7
ANBERU TR e BT B8 e s A% AL S » 2 WA IN430-43 1, IS Az AT I 28 R 55 T R
S SR SCAT I (4510, 368 i B SR A S W JE 43 181 P P g I SR P e g SR
SCAIEI) , P 231 W S AE T B R o A2 — S Ty 20, A SRR A 21 2R Wk A
HH BRIAEL » 12 3 A W0 2% JIR 25 i T 3R H 3R A B, FF B “PERUR O™ 1 J8 31 /e S IR 55 4 P ik
B/ B i o
(00871 Z WBH EI4C, £ —SeSTEL 7 2y, STAT I8 i 55 4 7T 3545 60 55 i D43 AR F) 3 i )
BAGHE . 2 WAINA30. 433, T %35 B LA SLIBERALARTS  amiE A L9 IEL 5
BEai, SOOI 28 I 55 d PTAR AR 2 BT SR AN/ B i) 82 7= AR 5 B it ac s, il 4 32, JF
FEAE Ty B 2 0 A28 T [ A0S A OC T8 5 IR B o 00T, SAS A 248 IR 25 6 T R AT 5
PR 2 B 51 R ARACLRRI PHP / SQL fily 4 AL HI 88 P o A0 52 5 K -
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[0088]

ne ke 5
3 Lo oRatanass
“

(00891 fF s PL Ty I, A I 285 AL 55 4% mT A PR D 2, A 433a- b, B H T
# R/ B R R SS s o TR B AT IR AU B IR & i e FH ARk P b AT R I BE
SR IAT AL T o %00 KR 55 A5 7T 8 B PR B INAS Bt sk B OC TR A2 50 —#EAS 4 4L
I A0, T B AT e T 58 5 I XMLEER B a5 T 2 2 A & P ERLIREE 5
(XML A B XML SO, 490 434, A6 808 e () e 58 808 R 404D Hh A7 f 2 XML S S
5 0435 o 4540, SEXMUELHE SO n) DL DL B S ) 7= I XMLEL 4 45 A AR AR AR DA 25 44) -
[0090]  <2?XML version="1.0"encoding="UTF-8"7>

[0091]  <merchant data>

[0092]  <merchant id>3FBCR4INC</merchant id>

[0093]  <merchant name>Books&Things,Inc.</merchant name>

[0094]  <merchant auth key> INNF484MCP59CHB27365</merchant auth key>

[0095]  <account number>123456789</account number>

[0096]  </merchant data>

[0097]  <transaction data>

[0098]  <transaction 1>

[0099]

[0100]  </transaction 1>

[0101]  <transaction 2>

[0102]

[0103]  </transaction 2>

[0104]

[0105]

[0106]

[0107]  <transaction n>

[0108]

[0109]  </transaction n>

[0110]  </transaction data>

01111 fE—esgh 7y b, IR 2548 0T DL 7= A W S , 461 an 434, H A2 0 S i 4 321
K I ANA36 o 2 i) D AP R I s W S L 0437 a . 7 — Le S BT X
o FH 8 46 405t 5T DI AR A T LT PR 0, BT B0, 2 P03/ 6
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SEIB OT TR AR/ SMSTH R SR RE B AE A B R R B RS Y R A,
PABESEEANR T LU S IR 75 SR A A B e S R R B ()
T, 1 TR G R S 1) SCRFIR BN I 5 7 o e 2%) 5 S5 5%

[0112] 2 WLBH EI4D, /£ — s B 7 20, T IR 55 4 T Rte — AU & IR - 8
R MR 2548 1] 77 AR R 2K, 491 0438, FF 4R 25 2K, 49 4439 , 249 s S 480408 1041
B PE A7, T M 45 % n A8 -5 E i B AR ) o AR AR PHP /SQLL Ay 4 2R 25 1) 9¢ 2 304
VB o Wi o T i OB PR SR, 1B 2 T R B IT SR A REEHE , 00440 . R 2545 TR T EE
P P R4S B A B A s S SR A 441, JTHR A (1) 40442) 1% B SR IR
M55, B4 10 G, 7 SR S5 4 T RSO ALAG R 55 8 B AR v 8 T 4 b B FG XMLAS 2811
HEEAEFTHTTP (S) POSTIH J2. o 1S B ATLAA iR 2585 T R0 FH B ) 45 PR L5 B30 oK = A b S A i
SR A Gan443 , FERRPEZ AL SAT I SR B SOAT 45 AR 45 3 5 9140444 o SAS I 45 IR 2548 ] il T 1%
S AR SR H N AR AL SATIE K A RN 28 Sy 48 S B0 2 , ) 445 o SO 28 IR 25
A T LA U1 S AT X g K 0 P22 40T 1 B8 2 v SRR AN A B AR A8 S B 1N 446 o TR
PRI ZE Ty 5 ST 8% i 55 P 25 A8 T S AF W 288 40 R 407 () 480408 2, 1911447 - 448, DL A
W R AT TT NRAS-ds bk o 491 2, S A 10 26 I 254 T A A5 I i B A4 7R 7= 461 A ARL KT PHP / SQL A
B o S AT 2 MR 45 25 P N RS BRI 1A 5 BRI A8 5 7 AR AN AT SR, #1449 , IR R
HEZ A SATIE 2R (B An450) 2R AT TT IRSS4 (1 a0408) o T, SCAT A 48 e 25 4 T 4 At 5
PL R 7R GIARBLEIHT TP (S) POS TR K +

WRWNRCSY Y
HITESRLA

RS

[0113]

Y
R

[0114]  7E—esugl 75 S, A 7 e g5 = AL ] = AL S A i &, B ands 1o ol an , 5 A 77 ik
2525 0] R A A SR P PR B L (SO N B S FRIK ) o R A RS A
AR A AT A A (B 1452) BIA7f 2 Pk 7 (5 B 80 2 a0, B3P RS 50 2409 &
A1 75 W 55 4% T HE A 28 S 6k V4 2 (B W1453) BISZAT WA 45 HR. 45 4%, STAS A 4% iR 55 s AT #5
(B an1454) 1% 5% 4560k 3 B B LA AR 25 4% o TR BE R BIPEHTTP (S) POST ¥ 4 #5 MK 314
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S|

[0115]  POST/clearance.php HTTP/1.1

[0116]  Host:www.acquirer.com

[0117]  Content-Type:Application/XML

[0118]  Content-Length:206

[0119]  <2XML version="1.0"encoding="UTF-8"?>

[0120]  <deposit_ack>

[0121]  <request ID>CNI4ICNW2</request ID>

[0122] <clear flag>truel/clear flag>

[0123]  <timestamp>2011-02-22 17:00:02</timestamp>

[0124]  <deposit amount>$34.78<{/deposit amount>

[0125]  </deposit ack>

[0126] £ —tbg eIy S, WA FRBIL A IR 55 45 FT A AT 14 95 0KV B, IR SR IB%AC & (4

un, A HAE Eadf) 1 i request IDSFER) BT K o Z B IR S5 48 SR I AT AR 5% 08 G 5%

e 3 2 R ) B e B R SR L 49465

(01271 R EIBA-E7x 1 Uk B 75 SNAP (K] — 26 ST 49 o, AT PR AR S 20 ST IR 7= 464 7 THI 1)

BRI R, B R 8 AT AT (“SMPE”) EB141500. 2 WL B 5A , 75— 255200 5 X, H

FA] R Ay B I R S AR 2Rk BOTE T SRS T AR T A IR RN SR (T o 1%

F P np i 2 v 5 R SRS 48 A5 A, B e SRR A SN (Bans01) B8 e
o F P A Bt R 400 WM 4 vh (V) P il o 2 P o 1 7 AR Sl 1 oK L 7 502, FE 4l

LM TR 2K BT SRS 25 o T ARS8 0T A% S i AR TS 4 AR K L 9 Az b i SR AR

SEM AT (5 an XML , 40503 - 0 4, 78 28 Mk 25 4% A A anan 25 WP I L4 35 1 i

IR T 7 AU AR AT 45 1) SR AT 45 o T 2R 55t A5 M 1 SR v SR D o s DA B s o A

FE sz gy 2, i IR 45 A% 0] A i) (1 An504) 1 580 R SRAS 7= W AL , 1n505 , 1

W= A EDIBE R AT DR, A/ B R Bk PRI AL b .

[0128] w8 T 5R AT 1™ W EHE %78 SRR S5 s PRI T )7 i 22 4 i B ™ AF (11 4n506) QR

SRS I/ B 22 4 o e dtE (B WA 358) o B, 7 2K ik 45 4 BT 7 AR AL S SOA A 4% Ak

PEAZ I AL 5y B R B 7 AT B A B 2105 12 B QRARES o 48 a1, 1278 X IR 5 ot T 1 S S e

FEARE E SCIRT S PR S (1R LA W ) 52 SR A7 2803 1 e 2K — 1 s XML R 45 4 L 1 40 T 4

PRI “QR_data” XMLELHE 4544 -

R

[0129]
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[0130]

[0131]  fE—desegl 7y F0rh, 5 50T A FHXMLECHE 7= A2 QRACAD o 14, 5 2K R 45 45 nl {5 A AT
http://phpgrcode.sourceforge.net/n] FHfIPHP QRACIE Y5 (LGPL) LA FHT 7742 QRAT
BT 244 26 TR o 49T, T 5K MR 2544 T R A 5 DA T S AL 748 1 i 2 AHALLIR PHP A 4>

[0132] {?PHP

[0133]  header ('Content-Type:text/plain’) ;

[0134] //Create QR code image using data stored in $data variable

[0135]  QRcode: :png (§data,’ qrcodeimg.png’) ;

[0136] >

[0137] T 2K Mt 5 4 nl SR AL Z QR AT AR A 215 o , 1 A1506 - 25 7 v ) SR AT 1ZQR AT AR
5, FEAE 5 P i % % A ORI B B e b SR QRIS , B 507 o 78 — b s gy 20, 1)
PRI A P&, 00509 , KA HE th % %5 7 v & I QRARAS BA AT S AT b B . 1 %%
o T 2% T RS iZ QRARAS DL Ui A AE IZQRARAS HR [R5 B o 1 4, 2 2 g 5 2% 1] o FHAE
http://code.google.com/p/zxing/ ] FHIIN. LT , 18 W0ZXing 2 4% X 1D/ 2D 4% BU 15 {4
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i, Kekn] LB R ;Texas Instruments Wilink WL12830Wk & 256 v (ldn, 324£802. 11n,
W 3.0,FM, A BRE A R4 (GPS) (H I o ¥ SNAP ¥ il % 4 2 = W 4 #) ) sBroadcom
BCM4329FKUBGUR & 8885 1 (At , 3R (4£802 . L 1n, 35 2. 1+EDR,FM, 2824%) ; Broadcom
BCMA750TUBSFEAT #8853 1 (440, GPS) s Infineon Technologies X-Gold 618-PMB9800 ({4
Wi, $241L2G/ 3G HSDPA/HSUPAQIEAE) &5 R4 il W B A Sh ARG 88 I @ % iH HAL RS
1) P, % B 0 AR R AT T o N B I8 S W T B R A DA RO B et R R 3R A ) Tt
LRGP LI e A & Fh P £5 3fe 88 o T ML R GE b B BPOR & PR R ER B 81
Pk Fe 1% RGN RIS S o X Pl S K v ST R G 1A S I 8 2 1) A 3k AN a5 mp
PLRR NI G o 1% B2 10 15 45 2 e 2 mT LR A& 4 Hale, DL AR A6 H s o B AL R 40 R Jm) i/
B N A TEAS B B AEPIAS NS AR T AL R G A B S NS BRI 2, A
P B P AT AT R SRR AT DAY LA LR V1 2 CPURN/ 532 MR 45 Bl i AL R 4t %%
3 B AR 2 A8 AR 2

[0196]  CPUGLFE % /b —AN 2 LABRAT FT-BRAT F P AN/ BCR G0 7 AE 9 1 SR I R Y S AR 1 v
TR AL B A8 o AL B A8 A B A A S A 5 25 B AL AL B G W W E A B T SRR S
(RLER) sl it A7 2 A 2 2 ) B T V7 e SR, O L EE 22 2R T AL 38 B0 T ) Ik Ak b 3
PRI B T A B RS o b, AR ES n) BLAE P B AT B ) 0k i A, T RE B
ANk A B g5 A By DLAMY A48 1429 s WA T ELFEAE AN SRR T« PR 25 A7 8%, 550y i 2%
A s (B30, 2. 3% , 25 455)  RAMAE 25, Ab 31 88 m] DL 1o A0 A 45 4 bk w35 il 1) 42 it
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i bk 2 TA) 7 I 3% A7 G 45, Ab B TT AR IS FE AR BT iR 38 &, SRV E 7 W A HAA AR R
A0 AR A B0k 2% [ (1) o 25 B 422 CPUTT LA AR L 4, 185 10 : AMDIIAthlon, Duron A1/ 8%,
Opteron; ARMIFI N T, R AN 22 AN R 25 | BMFH /B Motorolalt)DragonBal | LA f PowerPC;
IBMAISonyHjCel 1P 28 s Intelf¥Celeron,Core (2) Duo, [tanium,Pentium, Xeon, F1/BY,
Xscal S AbHE o CPUNH i HR 41 5 B0 A5 b A B B3 R 25 ol e W R0/ B i R (48] (B ) o
TR/ B0 24 H %) DABAT AP 4E 4 (05 2, BEFPAREY) I8 24518 5 A7 ik 83 31T 22 B . 3X
PG A 3515 B 1 SNAPEE |45 P4 R A2 Tt 24 b S T LA A1 D88 05 o ) SR A0 3 SR R T Kk
JE RN/ B 25 5, W DARALCR: A 23 A eRA BE 28 (9040, 43 A1 sXSNAP) , KIHL, 2 4%, T8k, Fil/k
FRZ L ST MLAR Z2 4544 o A S 5 AR, i R C B 5 B e AR K IR T AR, DU ] DR /N R A
NEC B (PDA)

(01971 AR e 1) S B 75 2, SNAP AR ] DAJE i St i AnCASTIFIR805 1 XC27 45 il 2% 1
gz g Inte IIMCS 51 (BT, 8051 Ffid% il %) S5 >RSI o [H] I 5 49 S it SNAP 1) HE ek fiF , —
SRR Sy ST AR N AT, v s e AR R B (“ASTCY) , BT 5 403 (“DSP)
WSz RFE T T B (FPGA”) , F1/ BRERABLIR R SCHAR o )70, AR AT SNAPEB R4 (93 A 20 55)
RN/ B AE VT DA 38 A B A S AN/ BE I RN A S s 490 2, S L ASTC, PR ELES
DSP, FPGA%E o /E Ay &5 AR, SNAP (K] — 28 53 5 X mT LA R P e 2 P T S 4% PeRe AF Bl A
S AL PR PR A SRS

[0198] MR Hs iz e 10 S s 3 N G T B R AR AR e iy 2 B AR U g B, RN/ B
AR/ R e 7 SR A A, 7 BT T8 I SNAPSRAE ] DL IE Ik S IR FPGASR B2 2, FPGA &
A YAl AR ) ] G B 3 T AR Y P A SRR, ROT G R LI W A0 v MR EFPGA
Virtex &5 F1/80X1 1inx 2B IS A Spartan 541 o fEFPGARY 16 2 )5 , 32 45 fN B e AT
DA Py 2 i 3 R RE SR S AT AT SNAPHFAIE o 1 4 R EL BRIV 1) 2 2 70 VR IB SR LA 4l SNAP 2
ST /R I B AR A SB T e R B  FPGARY AR HeTT LA g B
NPT FEAIZ I (Vs 55, W WIANDAIXOR , BY 5 22 1% G A A 25 B8 1 PR 2 45 AR 1 R 21 4
FIEHRF ALK IFPGAH , RIS CLFR A7 (i T 1, FE0T LA i 3 ik R i BAF M e PR B
SERE L fE— e dE LR, SNAPTT LLAEHEIFPGA F T %, 4R i A 0 21 T RAAS TCS B0 7 =R
li5] 52 W AR T o A DR B AR BB ] 1 S0 7 3 AT DASE R SNAP A% il 23R AIE 1) fi S5 IRASTC M A 2
FPGA , B R FPGA .2 4 Ma i 2 SNAP Y il 5 4508 1] di J5 I AS TC o MR 5 A7 3 i N 3G 1Y) B 5
IRT7 2, TR 2% 1T DR AR FH T SNAPIY “CPU” AN /B8 “Ab #RA%7 o

[0199]  ER Y5

[0200]  H Y5 1486 7] LA A& F T 25 /I T H, 7 o B AR 4 45 At Hl AR AT AT A o B 20, 3 R Bl el
T BB ) A, B LR G, B R, KT e rR it &5 ot mT DA e SR A A8 Ik
L IR o E KB BEFE MBI LT 5 £ — A0 o, 12 00 A AL B, A PH r bl it H mp
TR T RE B . 1% M 14865 % /b — N ELIC K SNAP IR B o 3 1E A1 i bR A3 i i B B Ay
B 5 3 78— AN Frb, B YR 1486 55 RS0 s R BRI 1404 M1 o 78 ] B AR St 4 b , it
ZFIE1/0 1408 I R AL AMTR B JR 1486 o 4911, USBAN /TR TEEE 13943 218 25 80 13
R N R A Y

[0201]  B:l1iERL &%

[0202]  H211 M ZR1407 W Re52 B R A/ ik B 2 AR TR L AR L R AN —E DUdE
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BeE L, i A E A g B B N B2 T (1/0) 1408, A7 EE 101409, W 485211141025,
RIERT, I AL BE g8 42 114278 b T DL R R B2 11 0 2R o 2 1 A 2R AR e DL BT L
FAG0 1) H S A R B L G T 2% K A 5 o B L e R s T e s L R B L AR B
T 540 R8I G 25 A T 0] AR AR Sl 45 44, 1 A ELAS JR PR T < ok P T g
H (AGP) , R A28, (IR Tolkbriigs 4y ((B) TSA) , (B IE 4544 (MCA) , NuBus , #MH 544 5.
B @ RERD (PCT (X)) , PCTE , IS ATHEINLAE i BRI A 2 (PCMCTA) , 2%,

[0203]  f7figike 1 1409m] 852 A% 3 . R/ BOER: 2 2k &, T BN JRPR T - A7 ik
H1414, AT R BR A L A S o A7 ik B 1 TR B DML, i WEAS JRPR T G (AR AT) Sk
HARKHE GreABer1) (G (H47) ATA(PT)) , GE3%) RIS T 4:8% ((B) IDE) , L5
HLF TRENTEr2 (TEEE) 1394, 418, N T EAL R G 1 (SCSD) L 4T ik (USB) ,
[0204]  WIZ¢E: 01 14100857 AL B A/ BOE B 2 A [F M 48 1413 @Rt @5 451413, SNAP
Pl as vl 1/ 1433ai@ il e BE 2% /i 1433b (91, FaAa 9 48 ) T g i iH 0L D7 1) o 9 4%
0] R R L, W AR A SRR T B R b, AR ()5, 3, X &i££10/100/1000 10/
100/1000Base T2%) , A MFRM , ¥ M TEEE802. 11a—x IR Jo LR EHEE o T SR b P8 SR e e X
(1) ST 8 A/ BB, AT ALl SR 20 A 2 45 42 ) 8% (1, 70 A7 TR SNAP) 25 #5958 L i
ST AN/ B Ry SNAPHE il i 75 I 8 A5 05 o I (5 P 288 1] L2 T FIEAT — AN A/ sl
BLREHIE VRS I < JErik ) (LAN) < 33 ) (MAN) £ A RS 9 _E IR 25 IR 38 AT (5% (OMNT) ; 1
SE SCEEASTERE TN (WAN) 5 2R M489, >R Fi v o fEAS SR P 1« 28 R PIp i (WAP)
TR FAE I P B0 55 o WA 48 422 11 0] LA A N i N i 42 D i & IR 26 e oh , 24 28452 0
14107] Fk 55 54 Rl {5 W 45 KR 141 38 A o 40 40, AT LR 2 AW B2 DR e vr4g d) 1%
Z 3 A/ BRI 2 TR AT

[0205] g NfrH 2O (1/0) 1408T] 252 AL 1B A/ B2 2 FH PRI NI 45 1411, Sh R &
1412, 0% Ah BLER U 46 142858 . T/0 0] % AR UM, 1w nEHA SR PR T« & 0« A 4L, 20, 1
H,RCA, AR FE S5 4 . SE G RS 2% (ADB) , TEEE  1394a-b, 4T, 3 JH 14T 4% (USB) 5 41,
AN WA s B s mid i s 652 s PC AT PS/2: JFH: TEZRHE s MAIE: 11« S IR & 20484 (ADO)
BNC, [F) i, 384, & Ak, B07 , B Uz 1 (DVI) , s 0l B 22 AR B2 11 (HDMT) , RCA,RFK
£k ,S-Video, VGA, %5 TLRNCOR 85 :802. 11a/b/g/n/x; W5 7 s g5 (), 1573 % hik: (COMA) , v
BEALLEEL (HSPA (+) ) , =y 38 N AT BE IR AL A7 EL (HSDPA) , 4= BRAL shili 15 248 (GSM) , KA AL
(LTE) ,WiMax, 5545) s 4% . — Pl SR04 H 13 46 T QLS A0 T s 88, FL R0 I G 55 05 T BH AR B
LR (CRT) BV i S (LCD) PR AR A% , A MARATRE 10 B2 5245 5 104 10 (0 4DV T e i 1
HL88) o« WAIEE & B T ST AL R G077 A8 A5 8 285 T 5 R {5 S AE A f HE 28 o
PTG 5 o S — DR AR 2 FE AL, A RIIEE D 25245 5 8, A D i B2 A1
AR R 1 (B0, 3252 RCA . S 0T, 5 [FIRCA S &5 PR AT £ 8% - BE 2DV L W 7 L BA IKI DV 134
e S5 AR A S5 2

[0206] A S NAR A 1AL LARAE S —Fh /MBI 85 1412 (2 WK S0 I ] 6L B i as , 47
PBLL TREOHLES . 78, IR S8 AT B 22 50 MU, BRAR R 42 ), LI JBS 5 L
a8 B BT (a0, F A PR B BEL PR, AR 55) L B ER , s i, AR 8 ds (o, nade 23t 3R
53, GPS, BEIBA, ABUTH45) L i N B4
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(02071 AhE U 44 141 20 B R BE AN/ Ble A% a2 3] T/ 0N/ sl HuA ) 2RALLE 45, 1 A 4 422 10 L A7
itk 1, BRI B L B ER, RS LR, CPUSE AN 1 2 TT LA AR IR, PN 38 () R0 / Bl SNA P |
B — 5B o AMTI A T LAELES : R, S i 2% ()40, 2R BRSO\ RIS, & s TN
T ds, S5, IR (4D, s, A0, 3G, 25255) , GRPBE (l i, T8 DLER$7,
FI B2 R R A28 555 S AN AR R R T BRI 25 52 49, s 5 1128) , 1R
TR (0, PR30 k) , 282 0, 4T EDHL, A A7 2% RO & (ol , i &5, GPS , 25
) A (W, 3 H AR, AR A, 255 L AR , Sk EE SR AR R A LS R A
IR % (1940, 305 .

[0208]  REiZyk RS, R ] LUK H R F N A& AR 50 4%, SNAPE il 4 iT LLAARTIH Ay
RN T AT/ B A W s (RO TG SkiR) 4, e 228 oy ) 4 e IV A 1 05 ) o

(02091 s B oo WHEAS JR PR T« R il 45, AL B 88 1426, 82111427, fI /8 5 1428, 1]
DLBH 25 750/ 85 12 SNAPSE | 48 15 o b BEHE %7 iz 2 ) i) 145 FIMCB8HC 16 fri 4% il s v LA A T
R0/ % AL TN BTG N MCESHC L6 T 45 i 8 LA 16 MHz I B A Jy 2 A8 T L6467 vz fn s Fis 4 LA
N EEAN RN R R PAT 51 20 RSAFABHIE 5 - %% B S Rk 22 BAREE DL L e AL 428
Sy B A5 B AIE o 025 B et n] LU RS TR B 9CPUR — &5 23 ot n) DS F A5 M i ol 28 A0/ B,
AL FR B o TLAth (1 AT DD S B H) & F i b #7185 6145 : Broadcom[F] CryptoNe tx PA St I 22 4=
WP ES sNeipherJnShield,SafeNetfJLuna PCI (#41,7100) &% ;Semaphore
Communication(f]40MHzRoadrunncr 184 ;Sunf¥) N Mg &% (B0, ik £ 6000PCI e , N
#500Daughtercard) ; Viagl kK abBEss (4401,1.2100, L2200, U2400) £k , HAe 8544 T75004MB/ s
HInEE 484 s VLS I Technology ) 33MHz 686855,

[0210]  fFf#ds

[0211] W, OV AL B AR ST AA0E R/ B R A5 S IR AT AL it A0/ Bl SE it 49T ] B A AT i
#1429 o SR AT i 72 AT AR IR BOR AR 5 R I ] DL AR 3 ARER A 5 R ) 2 AT 4
SIS o N 1% R AR ) A SNAPHE ] 83 AN/ BT S 2R 48 v] AR R 25 Pl =X R A7 i 65 1429 . 491
Wi, VL RG] L C L, 7 e ECPUARfifi % (140, 7 A748) » RAM, ROMATAT H & 47
it 2 IR 3R 2 E KK o Ly BRARTK 28 FL R A L B2 AR 5 SR T, 3 P sk it 49 s 5 3R o
12 3R A P o T ST L B v, A7 28 142908 ELEGROM 1406, RAM 1405, FIFfifi ik 4 1414 .47
it & 14147 DORAE R AR Gt B ML R G Ak 4% o A0 50 45 1] DAL HE B s (18] 2 A/ ] £ fk
(K1) T A8 K 5 s « TG K h s ' IR (BT, 5%, CD/ROM/RAM/ FTAC 3 (R) /AT 5 (RW) ,DVD R/RW,
HD DVD R/RWEEZE) ; i £ K4 51 ()01, M0 ST B TUAFE 51 (RATD) ) 5 [ 2547 it a1 % (USBAF-fits
%, 5 A UK Z (SSD) ZE4E) « g A BELBS AT A7 fili A 5 s 0/ sl LA AR 5 % o DRI, 1 5EAL
REGLIHF T LI A2

[0212]  #pLpAE

[0213] (A fi#es 14290 AL 5L )7 R/ BRAAR 2 &6 0F AL/ BREHR (K S A, W WAEAS SR B T« 3¢
1ERGRE1415 BRI RS0 s (5 BRS04 1416 (B ERS & s P84 1417 (P
F2E10) 5 P DTSR 1418 (W DT B 28 5 B e 1419 5 B AR AR 5585 3B A0 L4215 W25 7 o
HRAE1422 1058 M 2% a5 A 1420 O i85 45) s SNAPEB (14355 (R, RRNTEF4R) o X i
SRATTT DA AAE it 1 2 R0/ B I 42 11 8 28 ] 17 Il (1) A7 i T B A7 T 1 1) o IR A AR AR S
FE At G AR A A 3 AT L A AR A R A 1414 ARt ATt T DL
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B2 ROM . 25 PR 2 (1) 47 fith 48 S5l SRR/ BAT 1 75 7 0 40 180 4 W RAM 38 R A7 it R it 11
AEftR o

[0214]  #efE R4t

[0215]  #fE RGEERLF 141558 (8 SNAPHE il d5 (M R AE BT 45 5 B v PAT FE )7 3B o B, 1
ERGA T 1/0 4582 11 VAT & AT il B 8 S I U ] o 454 E RG] DA e B A4 T
P RRM LN RE, B WSE S Macintoshit EAHLOS X (Ili55#%) sAT&T Plan 9;Be 0S;UnixHl
Unix-like &% 4r & GEUIAT&TKJUNIX ; Berkley ¥k £F 4 A F2 7 (BSD) A% 44 , i tFreeBSD,
NetBSD, OpenBSDZE : Linux 43 4fi , ¥ WiRed Hat,UbuntuZs) : A/ sl R HAE R4 AR, ]
DLSK F S 22 B ) A/ B 5 /D 22 A PR AR R AR, 18 027 FiMacintosh i 57HL0S, IBM 0S/2,
Microsoft DOS,Microsoft Windows2000/2003/3.1/95/98/CE/Millenium/NT/Vista/XP
(AR 4528) ,Palm OS%5 454 45l Hyn) A/ B ) -5 5 R4 P 1 oA v 3 1R 8 45 LS A
5, 5% AR R A ROE R 5 H A R A P R DUR/ SRR @ (E - B, A RS

AIALE AR P RS R/ B AR AL FR PR AR L R G0 P RR/ B A I (S 1 SRk R/ Bl
Mo HLE CPUBIAT , ¥ 4E R G AT R VF 505 N4 B0 L 1/0 SRR & R 7 5B 2F A7 1 25
F PRI &5 A8 LA E R T HR @ (5 i3, L e v SNAPHS | bl 1 a5 M 46 14135
AP SR 5 o SNAPHE il 35 T LA 24 ol A5 W O g T 28 T 1) 4 AR L], i
WHEA SRR T« 24%, TCP/1P, UDP, A&,

[0216] {FEMR%

[0217] {5 BAR S5 8% B AT 14162 470 ) CPUBRAT IR P B 1F o 15 AR 454 vl LUJE AR SE A
FER(E B IRSS4  18 A {E AN JRPR T Apache B H R il Apache , Sl 2 = RRR 9 45 2R 25
B A5 B R4S 5 T I e i o VERR Y S AR I BRAT W 0 A IR 88 T (ASP)
ActiveX, (ANST) (Objective=) C(++) ,CHAI/BL . NET, 2 HLW ez 11 (CGT) A, )75 (D) L
AFRICHEF (ML) ,FLASH, Java, JavaScript , KPR #EHUR 2515 & (PERL) , M SCASTRAG L 3%
(PHP) , &1# , Py thon, TGZE N MY (WAP) ,WebObjects® {5 BB 45 28 n] 2 HF 224585 P
B W WHEAS JRBR T« TR L (FTP) s B SCA LR B L HTTP) 5 22 48 SCAAR S B L
(HTTPS) , 4= E 22 (SSL) ¥ B A b il ()40 56 [ A2 4R IR 55 2~ =) (AOL) ¥ B A v B 2%
(AIM) , B2 FH=Z e (APEX) , 1CQ, PRI R £ 26457k (IRC) , TR M 2% (MSN) 78 B 8 AR 45 , £7-AE AR
I S DML (PRIM) 5 BRI IR T FRAT 25 2H 1 (TETFIY) 2315 B2l s (SIP) |, FH-T- B 3 B Az
FESZUNY RIS TP (SIMPLE) , JF A 23 T XMLIT) o] 3 g 3 B AN A AE PR (XMPP) (Bl Jabber,
FF TR 2 sk W T (OMATD) BIVES 3 S AAEAEAR S5 (IMPS) ) , e 52 R v S8 48 IR 55 25 15 B R
AR AL T P 45 SR 30 WX T N B, IR HL R VRIS S e R AR A LA I T 82
ARl FEHT TP SR I I 44 3R 40 (DNS) fg bl BB 20 4 S ok ks e (M5 B Ss 88 2 5 . 15 B S5 4%
FETHTTPIE R 1 H 42 30 75, 75 SNAPFE i) 8% 1 1) 46 5 A B AT %05 B I8 3K o 1 5 3
http://123.124.125.126/myInformation.html (¥4 3R AT Ak 5 A 34 R 00 10354
“123.124.125.126” , H @I DNS RS &5 4l fi b S A~ TP HhE Ak (1) 15 2RSS 4% 5 A5 SR
St W AN AT BE BTG SR ©/my Information. html” 73 (¥ ht tpil K I LG B L&
5 B “my Information. html” F47-fif 4 FH A2 B o A, AR B SCR H e £ 2 n) LB 5% Fhin
1 RR S 60 T 5 v 1 (R E TP IS 555 o 5 S IR S5 i ] LA SR ] 0/ X0 ) 5 350 AR AR v e
AT S , CLFR AR, R/ BRI B it o KB 1 {5 2 R3S B 40 8 5 SNAPEL 15 72 1419, #84E &
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g, HABMIFE P AR, B2, I o) B g S o

[0218] X[ SNAPEHE FE 1) 17 1n] ] DA ik 22 > $5 48 BE R AL i) SIS, 15 @t DL B8 1)
JEUASE 75 (W01, CG L) PA B3 I 1 DA R B 45 (1) b FH IR 8 {5 538 (19 WICORBA , WebOb jects , %
) o O O 0] WA P AT ART A SR OE Ik M AL 0 A AT 9 L SNAP 75 B3 Y 1B A
— NS (5 IR S B AR I T Y A T 7 1) R R DA o DX A A IR i 4
HERT 7 BE 2% H B bm 88 O 2 i N R 1) 7 Be LT 9 b o S N IR AR SR S A b
BRI A 23 AT i AR R ) 3 2 SR N/ B B R B o AR ST, 2T
FRBEMISCARZ B 28 a8 v DL SR IS 240 join/ select @y 2S4S 2 H = AR At
SQL 77 7 ) A 1, e 28 AT e ML ) 4 (R 5 S iy 2 BISNAPYE 9 85 91 o AR I i A ™ A= A iy
gEHUG  F A R M B L AR, JF ELTT DA i M B LA ARAT DA B TA% =L LA BB 4
TR T A2 o 3% ol 435 SR ) AR S BRI B EIR 45 4% 5 B AR 45 2 nl LUK e R B R
(02191 [ #E, (5 SRS 2 PO A AL P2 L HRAAN / a AR AR PR AE L R R/ Bk
F s R A/ B Yo

[02201 A P40

(02211 TFEHLER O 7830 5 T S5VR R 8 MR DAL VR R 3R A2 O ok, W o el 4, A
A, DL AOE S U B TR R FRAS 1 07 L B AR DA Rk o LA B T
WIS EAE , e bm , S, BRI 1 (BFK R LA R s F O S T/NERR) SRAuk it Ay B T4k o
T HLE R AN A R S8 YR RURAS B U5 1], 25 5, B, TR o B4 10 g s gt nu Al R
O EE A PO GUD SRR F P 05 0] A0 S (5 S L 2R Ak B, GUITE &
HMacintoshiF BENIEANE RSt Aqua, B BR LS A W] F10S/2, R 2 7 IFWindows 2000/
2003/3.1/95/98/CE/Millenium/NT/XP/Vista/7 (BlAero) ,UnixfX-Windows (Flt, H ] 6
FEH INUni x 42 01 P DL oK 6 2N FR 5 (KDE) 1) )2 my thTVEL S GNUR 268 36 G A5 Y IR 553
(GNOME) ) , P T2 11 BE (911, ActiveX, AJAX, (D) HTML,FLASI, Java, JavaScript252%, 8 1
M EAN R T ,Dojo, jQuery (UT) ,MooTools,Prototype,script.aculo.us,
SWEOb ject, FEHE FH /42 11, AFA4] AT RA AL FIAD)

[0222]  H /42 DA 1417 52 th CPUBAT IAF 2 738 40 « H P 2 00 BT DL 45t dn U 22 )
WHHRAE RGN/ BRI SRV A R/ B E 2 2 B R I A RGN/ BB IR 2 B
S PR PR TR B SR Vi 1 SCA R/ B T it S s AT L A8 B, AR, AL/ B
PRAERE TSR AN/ SRS Vit o P e 1 BRIt , FH e ik JHE e S  AH T A AN/ BaE AT
TEENLRS . 782 10 AT LA S ] R/ 0 a) 155 38 R 4 o 1 L A S i 1, LA &, A/
FAL B K P D 2 SR R AR RE P S8R50 M Z H S B n A
O A AR R/ B AR AR R R L RGP R/ BB S L SR L RN/ B N
[0223] X I

[0224] o o ) B A B AR 14182 tH CPUBAAT B AF A F2 7350 12 o I D0 B 45 T LA AL 458 5
P NN L Mi crosoft Internet Exploreri{Netscape Navigator.ZZ4 ol
PUEIEHTTPS , SSLAEFI FH 12847 (5l 5 22) I ARt o o) L 330 W 285 70 VRS 7 S A d et 1% it 1)
HAT i mActiveX, AJAX, (D) HTML,FLASH, Java, JavaScript , o 00 3 W 2 3d {FAP T s (f81]
FireFox,Safari Plug-in ZEAPT) &5, P 5130 W8 25 ARG 207 7] L o] DA 4R R 2IPDA,
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W EEL Tt L AR/ B AR R RS Bl o FH IR DT U g T DA B [ R/ B K e S A AR SR
F A SRS , B G A &, AN/ B AR it - AT 23 IR T e a2 4 545 Bk S5 4% #51F
R4, SRR A (i) A W, BT ALS AR I AR RAE A B AR )T
HRAE RGP/ B R E A U SR A/ N [ R AR I D) B g RS B RS AR
A AR R A B SR IAT 38 B AT AL o 4165 7 IS ARSI it A S RESNAPIR) 19 25 5 i A5
SRR RG22 A 7, A ARBLSE Gz 46 N A ] PR SR AR HER 0T YE A8 ) R 48
ERIEREEN.

[0225] {55

[0226]  HE{FAR S5 A B 1421 52 FHCPU 140330 AT [ A7 il 72 77 3044 o M A2 R 55 4 7] LL &A% 4
DRI X A e 55 5 1 A (EAS J PR T sendma il Microsoft Exchange & o S k5 T it
— e il VAR I A AT L i TIASP, ActiveX, (ANST) (Objective—) C (++) ,C# All/Bg
NET,CGI A, Java, JavaScript, PERL,PHP,pipes,Python,WebOb jectsZE . S 44 AR 55 25 7]
SCHFIEAS M W UEAJER T Interne t 72 V5 A B il (IMAP) , 95 8 N I 4w e 42 101
(MAPT) /Microsoft Exchange,post office protocol (POP3) , faj B HB {4 4% 1% Wi (SMTP)
S o A R 25 45 T LA BR thy , 578 R R AL BRI N AN HH R 2R3 2, D 4R E , Hh 4k N/l g i
I AN/ B R ZSNAP

[0227] X SNAPHE A1) 17 w) v] LA IE Ikt 54~ ) O I 55 i 3 4 A0 / BB A R i 42 At 1) 24>
APTSLER o

[0228]  [w] A, B AEE M 55 4 v B0 2 AR 1 72 AR SRS AN/ Bl SRR A RGN/ R
P EAs G R 5 B A/ B .

(02291 WIS {F %5 7 v

[0230] W25 P B F 14222 HCPU 1403BRAT IR A-Gf B2 7 304 o MR 25 o v] DL A5 4t
A0 B B A 18 s Apple Mail,Microsoft Entourage,Microsoft Outlook,Microsoft
Outlook Express,Mozilla,Thunderbird . M3 {28 f i ] S04 2N 5 M, W 40 - TMAP,
Microsoft Exchange,POP3, SMTPEE o S5 7 ity v B fva) A0/ BIOX 1) 1 5350 1R v 1) FE A
OIS , CLAE A B, R/ BESRABR it o KR 2 TR 17 25 P i 2 S B A IR 58 VB VE R
HEMAEE o AE s man, el A AL 7 A A A/ BRI R R AR R g
VR €y R TN 7= o NN (= 7 AV AL LI R S b T e g 1 1 S RSB o AR B M

S|

BN o

(02311 fn% e &5 4+

[0232] s MR 45 2% S AF 14202 ICPU 1403 s Ab B3 1426 s b BL S 32 10 1427 s
AL TH 5 4% 142858 BT I AF M FE 17 A o N3 A B 88122 100G o V0 I 2 e A 37 =K 16 o i/
B P TR s SR T, A a6, 0 Je A v BLAB AT 7EAR SECPU L o s sk se v prde i 4l
(RN A/ B 2 o T08 7 11 70 VN BRI A EE SRR (10, Pretty Good Protection
(PGP) ) % 0/ B A 5 o W0 o644 ] % F B 3% e AR W8 o8 A /R T« e ik 45 (o,
X.509ANUENESD) , B p 28 44, WS 44 A5 B B AF AR 3P, A B HL AR s o A B
TR 2 O A/ B %) 22 A, W W E A SR T RS0 A0, 2088 % br 7 (DES) , A1 iHh
2R (ECC) » [ Bt m & 52 (IDEA) , T IS4 2 (D5, HOg Bilia S — Ry 20) L 2545,
Rivest Cipher (RC5) ,Rijndael ,RSA (H 2 I FH19774E£ HRon Rivest,Adi Shamir#l
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Leonard AdlemanJ & [ 57 B EELRE IR NS FAAIE 2R 450) 22 AP AL (SHA) , WAEH )
(SSL) , % 4= M SCAAL Y W 3L (HTTPS) A% o SR HIR 86 0% 22 4= Pp 3, SNAP ] LU Fir A7 %\
FH/ B HH 8 (5 JF R DAR) FH S S (R I8 (5 9 25 AR R & IR 4% (VPN) P3RS Ao D% Teth
BT 22 B (AL, A5 I I 22 A P OSBRI VT 0], B N ARSI N 22
GRS VT o B AL, 08 O A AT B A N 25 R E —FR IR A, 81 20 SR FEA BMDSELE R A
HOF B IS ARAFME — 25 44 o I oA ] LB i) R /5080 e 25 30 AP 4 P ) AR B 1
BLHEAS B, A/ BRSRADL it o 1 2R 55 2, N8 Jo A SCRE AU VR E B 3 i 0 A I 48 1 22 A Ak Aok
T VFSNAPAT 2 N4 4% 28 S (P I AL o N85 T A A B T-SNAP L [ B35 1) e 47 ol LA R A
Wy T R4 122 A B IR 0 17 1] s BB nT DAAVE 22 4 BRI 2 o A1/ BT 25 8 K395
s e a R 5145 BRSS & AE RS0, HAh R Fr BB R S5 A5 o 1% I oA v A%
TP CERATRN /B B AL FR AT L Rt L F P A/ B R A U SR R/ Bl

[0233]  SNAPH#fE %

[0234]  SNAPHHE AT 14190 AR i A A BUHE 172 J e v A7 s (R 2008 v o 3R 2 2 A2 i
FEFEB A, H B CPUBAAT s A7 G R 7 301450 40 I B CPUSK &b B By 47 () 208 o« i 2 m] DL A%
Ge R VOB VTR VA BEN R i T 0rac ] eESybase o K B A FE 2 SR SO
J&% o KRBT A5 — RBUM K o AR08 et B H ARG 12 o B B V) 38 ) e v ad i AN T
B RGIMAE R BB ARV H T S MRNASE DR AR RIEHE )
T UL THC AT 25 SR RO 2 22 TA) PR A 2 o ) 20 B 3 s Mt — i AR ) 5% SRR P IR AT 1 R
SERRTIE B, A AT THE — AR ] — X 298 & “— I R4 .

[0235] W] £ 4R, SNAPELHE FE W] LA H & bR 04 25 A 5230, 18 e 21, 881, (BE) 3%,
SEAA), B SCA SO (R ANXML) 5 A% 25 o 1o M5 40 4485 40 T DA (i 7 A (i i AN/ B (45 44) SO
o 7R A e, w] RUAE R T 190 6 R B # s 2 L i WP rontier, Ob jectStore,Poet,
Zope s 55 o MG EE BE T LG 2 AT RAER S, Hod R o I s 1 4 o 2N/ R R R 5 A AT TaE
i — e\ I JE RS B REEA A G T 1AL R AR S o0 BB R R A Hh AT L B T
XoF A R AR v B ] LA 45 78 0 B A 3 210 D R IV A 2 A o 4 SR SNAPRAE e 5
WREAR S5 , WISNAPEY HiE 2 14190 A8 0T EABE S BB 55— A1 b, v A SNAP A 1435,
[FFE, 2 2 0] DLSE IO Bl 8548 O B DL Sk RS i TR & Bdls e ] DL IS AR AU AL
P AR DA TCE ) AR A A & A/ B3 AT o B0 BRI — R85 40, A e s, T LA gl B A/ i
NI 2 O/ BRAE R

[0236]  fE—ASSEftidsl b, %A 5 B AF 141903545 T- k5 1419a—0. JH P 4K 1419a 0] {1
7B W EARIR T user id,ssn,dob,first name,last name,age,state,address
firstline,address secondline,zipcode,devices list,contact info,contact type,
alt contact info,alt contact type,2%.H &A1) S #FA01/ BB BESNAP B 251244k
MK 7o 15 % R A 14190 0] B FE 7B W WEA SRR T :device ID,device name,device 1P,
device MAC,device type,device model,device version,device 0S,device apps
list,device securckey,wallet app installed flag,Z% . AppsFks1419ch] TR, 1E
WHHANSBE T :app_ID,app_name,app_type,app_dependencies, 5. K 3844 1419d n) €L4%
FE L MBEASRIR T raccount number,account security code,account name,issuer

acquirer flag,issuer name,acquirer name,account address,routing number,
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access APT call,linked wallets 1istZ, 75 #A%1419e i GLH FEL, W UHEAN RN
T :merchant id,merchant name,merchant address,ip address,mac address,auth

key,port num,security settings list,Zs.RAT T M 14190 7] G5B, W5 WEA RIR
F:issuer id,issuer name,issuer address,ip address,mac address,auth key,port
num,security settings 1ist3 W BANAGERAE 14197 CLIE 7 B, & W HA R T

account firstname,account lastname,account type,account num,account bhalance

list,billingaddress linei,billingaddress line2,billing zipcode,billing state,
shipping preferences,shippingaddress linei,shippingaddress lineZ,shipping
zipcode,shipping stateZf . AT E M 1419b 0] 6L 4% B, B WA BPR T :gateway
1D, gateway IP,gateway MAC,gateway secure key,gateway access list,gateway API
call list,gateway services list,25 . €M 14191 ]l GLF5 7B i WMEHA /PR T -
order id,user id,timestamp,transaction cost,purchase details list,num
products,products list,product type,product params list,product title,
product summary,quantity,user id,client id,client ip,client type,client
model ,operating system,os version,app installed flag,user id,account
firstname,account_lastname,account type,account num,account priority account
ratio,billingaddress linei,billingaddress line2,billing zipcode,billing
state,shipping preferences,shippingaddress linei,shippingaddress line?2,
shipping zipcode,shipping state,merchant id,merchant name,merchant auth key
F MR L4190 G B EIE AN R T :batch id, transaction id list,
timestamp list,cleared flag list,clearance trigger settings®%. 2Rk KK 1419k
" AFE R B UHEA /R T crequest id, timestamp,deposit amount,batch id,
transaction id,clear flag,deposit account,transaction summary,payor hamc,
payor_account® .= &M 14191 o/ BLFE 2B W WHA /R T : product_TD,product
title,product attributes list,product price,tax info list,related products
list,offers list,discounts list,rewards list,merchants list,merchant
availability listZF. R X 1419mn] G5 FE G W{EARIR T :of fer ID,offer
title,offer attributes list,offer price,offer expiry,related products list,
discounts list,rewards list,merchants list, merchant availability list,%%.4T
NG RHE 14190 ] B A F B 1 WH{EA R T :user_id, timestamp,activity_ type,
activity location,activity attribute list,activity attribute values list%&.%)
MRt 14190 n] AR B G WHA JGE + : report id,user id,report type,report
algorithm id,report destination addressZ.

[0237] £ —AN St 4], SNAPHLH P v DA 5 HL B i e R e B o 9 2, % FH 2 A U0
P &G0, W8I 2R SNAPER A3k AT (9 20 W LA A U 1) w] DA AC FESNAPEHE 7 4R Al R il 22
2R BE WAL 9 B B S A

[0238]  7E—A>SEhtds) , F RS Ry r) L8 0 A 2 T oo, Hew] R BE 3 SNAP . ) F
HRAE SNAP W] RE T B 55 MR B3 LA S 75 F o 2R 20, &% Mib P mT R 75 2 15 2 SCBUHE R - 1%
TERR 2, (R ATME — = B AT ARG S ol s (1 B BE o CEATR 2 AR ST Ag] v, 6 e pds 1
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L4 EL R AT E 2 s FE AT S B W EE EEwEas  (, HTREA RaR R AR
BAANER PR 88D o R AR ERLPR b BEHE A, AT DLt — B2 3 ik HAL R G 0 /8%
AT V5 B 53 ROZ B P o AU, 3 It 5 FE AN/ B A A 25 PP A 141 9a-0, 2 BV A B
V4 ) s R C 1T DA O SNAP T DAAR TiC B A I ek iR P 42 o) 4 B R 5 Pt L T R
ZH.

(02391 SNAPHLH JZE w] LA B2 ] 1/ B0 [l 1th 5 B0 5 A 1) EeAth S A0 15, L6 A B, A/ B
ALVt o K8 3 A SNAPH S [ 23 55 SNAPR A - FL A AR B e 3 4 25 8 05 o B T B
YR ARG T Hoe s s A 1 15 2

[0240]  SNAP

[0241]  SNAPFR 4143572 HHCPUBAT HIAF i FE T 3B AR o 72— 4> STt 451 - , SNAPEB A B0 45 71 Hir
TET e 1€] AP As 3 B4 SNAP ) 84 7 TG PRI ATAR] — N0/ B8 Bl 2L 6 o TR iy » SNAPIES 24 P 15 9 4% 592 it
5 SRS A By T IA], SRAS R R

[0242]  SNAPTH A AT 3 ok SNAPTRAF 4 480 Szl 72 74 PR T 58— 77 oy DRt ) 7 AR A 36 1 R UL
AR 1) 28 5 W) 2 308 R S8 FISNAP A o £ NS48, SNAPER 2R 1435 AT N (81 4, 5
WA ANALL s 7 S AR AL s SO TH 4195 RAT T IR S5 ds £k dm 423 Fl P8 427a-n%%) , 18
T SNAPTH A %6 ¥ty N (491140, SMPE 1441 :QRCP 14424%) ¥ (101, QR AHALAD417 ; 4%
KL k421 s B2 N 429a—n  FZEUR T S 433a-b s AL TN 435 : WU #5436 25) o
(0243] o V719 A5 B 45 2 V7 90 AR SNAPR A4 o] LLad ik SR P bR A I R T RS 5 & » 18 e
AP T Apacheffi 4, Assembly, ActiveX, A $0AT I —#EH], (ANST) (Objective—)C(+4),
C# F/BLNET, B s G 2%, CGI A, Java, JavaScript , 2= /& T B, T 1l e FE Fst % 1) JF
& L H,PERL,PHP, Py thon, she | LJHIA , SQLAT A, W TN RS S50 8 , ) 00 IR S A
(B, A A dl M ActiveX;Adobe AIR,FLEX&FLASH;AJAX; (D) HTML:;Dojo, Java;
JavaScript; jQuery (UI) ;MooTools;Prototype;script.aculo.us; faj B3R A7 ELHpX
(SOAP) ; SWFObject s /it jE FH P2 155) ,WebOb jectsaE o /E—ANSLJit 7] , SNAPIR 251 A
MRS e SR I TR 35 30 {5 o SNAP T A 1] B0 [ea) A0/ B0 X ) e 5 3B AR £ o 1 LA 3 R0 1,
FEA B, Rt/ B AL Tt o A3 73 FEISNAP S (1128 57 S5 SNAPELH J7 L 4 R 4 L HAA ) 72 3 AT
ST < SNAPR] AL 5 ALl 7 A AR AN/ BRI R PR R g PR/ BB A Lok
TS

[0244] 73 A7 ZUSNAP

[0245] (U] SNAPY yii $ til #5 35 12 1) 25 A4 A/ Bl A T DL DT 2 2 Mo sV & & R /B
a3 AT A BYFE R RN/ B C B o SR ABlHh , TT DA DUAT R 2 Ry 2Rl A SR B DA 3 B 2 RN/

Ko NEEBR 5, AT UER BT AE 21 24 JEACAY B fith o Bl 21 m D32 75 DL AR Ry 5 s st
HARAFR B

[0246] &5 F e mT LA 4 LA JC 501K A A it o s o 25040 Ak B R/ BT A AT 5 I A/ B0 A
2 8 A1 5 v R e 8 1 B A — TR 22 A S B mT LRSI ) A e 1Y L, A/ s 24
5 PR TR/ B AL BE S AR e T VR RE LA, SN St ET DL s 2 A P
AN/ BRATA B2 23 AT R 5 B30T, 20 B o RS A A i R P Bl P S 1 AN % s s ml DLl s
LA R E AL

(02471 SNAP Y il 5 (0 T L RE DA T 2R 298 00 28 ) P 53 o S B R 3 o U ELAS S B T« FOURE L 2%
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T, o7 TR/ BRI A IR A A FH AT L S 2 R R L A R R R R 2
FERN/BUR R P, FEOE 2 AR A R0, R/ 80T 8505 IR R0 A UL LR 1
HA BHR AT LARAL 2, ARTS , FH/BRER AL S ARIEAE 17 304 4 . & 91 21 A FE AR S fith v (K7 504
SEAIAT UL 8, 34T, A/ B PR A A e W B FH PN O A BB (B AR R SR i e
ANJRIRR T E s | (B4 , NS B AR, X R IR Bl (E  JL AR A S A), AR
FEIH %

[0248] By S 4R 0 E R AH T 23 SE PR ST K RN/ BN IR, B A 3 L SR A AN/ B AR
5 50 / B B A PR 647 P DAk W FH P 5 A ER I A5 B S, 18 A SRR T Y AR
JPEE (APT) 15 BAR I8 s (A 2) A5 BT (D) COM) » (A 70 S R R 5 i\ (D)
OLE) £8) , A3 R A5 AR R 4549 (CORBA) , Jini Al Al FE N FHFE P 8210, Javasceript
SR VERE (JSON) |, CRE T30 51 F (RMT) , SOAP, R 8 , JE =2 S0 F 25 o I Im) Pl A5 7 0 o7
TR A 2 TR BAE R A PN I8 15 1) RS B0 1) A7 it 2 ) PN 5 38 R 3 S mT DA B Tl i )
FOREHT ABIETT LS P & THIFR i lex, yace , XMLEE , H o VB 4 i ARAT D fE
HOCRT AT RS P9 5 RN 22 TR] (5 7 S I

(02491 5t , 30T DA B IR HT TPEK W 454 1 4> L, 4810t »

[0250]  w3c-post http://...Valuel

[02511  Hvaluel{H RIS —FSEL N “hitp: / /7 RAEENR B I0—34), 3 H G800
A RS ARL I 35 43 o ARk HE, , B X FhiEyk, AR 5 “value l” BT RAFR AT “hetp: / /7 5k W
L P AR SR Rk T E R R B n) DL I e ek R B L Lk A R AN/ B AR AT DL R
(il lex, yacc S SE AL B E VAR IR SCASCAR) o [FIFE, — B A0/ 84 1 it bl
B B AN ER AN/ BT 45 R B W W EN SR PR T R4 SO 45 (I nbR2%) , HTML , &5
P SCARL » XML S 25 R A B o A8 55— S g v, 2R TR) 0 40 4k B D 84S B ] B AT S Rl
R0/ B0FF 5 M AT FH (R AT % (5101, JSON, SOAP, S M i) , HmT A BT b (B, 385 %
W o AN R ATV P DA A A0 S AT 22 b A o] LT A« B0 2, e 42, Bl
AEA, SR ER 5 o BV, ST SR TG K B T 5, 3RS, L A RS RN 75 2L

[0252] {5t , £ — e SE 5 A, SNAPFES il 8 i) DAl i {5 B IR 45 2 AT sl e a8 4
J2+ (“SSL” B4 IR 55-45) BIPHP 1A, HAvT Wy 28 ;o v DA RS04 (49140 LA TSONAE 2 4 i 1) 4
) IR S5 2o 1 _E AT N GBS o — FLIR A N8 (5, PHPIRILASTT DL P i1 45 1 U
H L AT 12 R0 T SONZR AT 1) 5 415 LAASE AN J SONZR AT (1) S0 A Bo40 12 B A5 12 B PHP I A AR
W, R S5 A DRSS (“SQL”) RT 7 Il [ 20 R AR V3 v A7 ez s (ol an, 25 7 g iR
WIME R, ) AN/ R ELN {5 B A FLIPHP/SQLAT A TR R 5 N, el it SSLiEH: M %%
J i A 252 TSON G 5 1 i A s et 2 i LA A S U 5, I A7 1 25040 20 2408 e 1) 7= 461
PEF e N e flt:
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. crintelatia
sy nastdokstat i

St A A
RETEITVIRT ¥ g

(02541 [ £, T 21 B2 Y5 AT HRAR LR OC T-SOAP T i ST 7 3 1) 7 490 1 I Tt 491«

[0255]  http://www.xav.com/perl/site/1ib/SOAP/Parser.html

[0256] http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/index. jsp?
topic=/com.ibm

[0257] . IBMDI.doc/referenceguide295.htm

[0258] D) J& H W figgtfy o s 7y ok

[0259] http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/index. jsp?
topic—/com.ibm

[0260] . IBMDI.doc/referenceguide259.htm

[0261]  DRlHadL 51 TG AT G X Ae A BE AR b

[0262] gy fift vk S iA) R AR AR, R BRAARE B S A B A R 48 (B4
B, /N, S AR T, T AR R B 2, B L B R A i it 7 2, BRIk, i 4, B
s B SR AN/ B H AR PR AR HR R R A 0 a0 e % s ] STt A1) S s H S SR ) € mT A
BESAT o A F T A A0 s AREAE S s S AR AR s 91, AN A2 55 25 1/ BATEA ) o At AT JA47 A2
AU 155 BB A N30T W bR 2K BT IR 1) B o R B A () 2, AT AN 22 AR BT A L
L SR 3 1R 03 o DRI 2 PN 255 B 56 5 T A AR BRI o B AR B STt A1) R 4 B 2
£ BT AR W ) AR 23 SO AP AR IR 1 B A P I S 49 m] DAp T R4 AT AR AR
P RS2 TG PR TBCF T AT o P FEAR ) 2 5 V1 20 IS R A 1 i it 4710 SR A i ) A ] i B8
HABSE T T o DRI, N2 T A ) 2, AN B 12 20 T P 258 B 3 L R/ B A R IR 700 T A
i S S UL L= 2E Thfie 2 g, ¥R, AR, S5 RN/ B4 AMB AL IR TG 5 72N A T
PSR, JITA s A9 R/ B2 ST T A5 TA S A R PR o A HHE T A 51 D=8 R A R iR (1) e
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S AR AR VR IR A ALY [0 o B I ) DA A BE ARSI AR o 9, o7 22 Bt 1)
7 AEATRE P AR A GRS G AL AT AL 32 AR AN/ B A1 45 440 , SBR[ 0/ e v itk
(1 FL B AR AR/ B A 3 s A R PR 18] 2 PR AT U7 A/ B o T s AT 22 T (17
e BT BL SRS, AN JR 5 2 1% 4 T A 4 B AREY o DR b, R B0 ) A S IX B A
IR B AT AT T 2 A, AR BE, M 5%, IR 55 4, A1/ BUIRRE 8 S 2 3 <[] 20 R AT LT
IS5 (R A PRAT (R S, S i 2 DT PN BRI o DRI 1T, — S ] AAR LS SR, DX AT AN RE
[ i A7 A T A SE RS T o SRABI — S B T T AR W B — by i, BLRCANIE e
T o BEAN, 2 TF A A AL H e H BT R 2R BB T ik o 0 H AT AR 28 BERNHT 5 VA H i AR H
JIARUN , G35 EERIZ MR 7 SO R AN R LR SR B Hh 2K 8: 73 BURT/ BB 1Y R 2R
BB o TR  RAZERARIK A2 5 3% 0T W AR I L3, SETte i), o), DhRe , w1, JE 4441, 21 21,
SR I AN/ B T AN 2 e A BR A AT OR SRS P e SRR 23 O PR 4 L BPR Al AH 2
TARCRE SR A b o BOZPRAR A, MRS SNAPAS AR/ B Al Y 7, Bl P ie B/ Bioe /A
L, B A, B A% AR/ s 2 HE B, T VR 45 A5 PR RS R A AN/ ek, SNAP % Al
S 8] P DA A SI2 it EL ATV VF 22 R E PENTE ] 4 401, SNAP R 25 U7 1] B BLE & TR
VT, FEER N, FE AR o W, 22 A5 B AR TE , DR A8 15 8 R GEAF o ST 23 SNAPH) 2% il 512 it
BUANT 10 CL e AR 7] W A8 Ty I 5 22 B AR ) e 5 1 AL 1) S5 Tt 7] P LA 5 2 i T A/ B
€ AT 25 AR 0 e oL AR/ B BT 2
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