obtain and provide images of the sliced 3D model generated by the 3D layer height optimizer application
1065/slicing program 165 that may be displayed.

[0126]

1219 FEach of the processes, methods, and algorithms described in the above sections may be auto matically
instantiated, in whole or in part, in a module of code executed by one or more computers or computer
processors,

1222 Code modules may be stored on any type of non-transitory computer-readable medium or computer
storage device, such as a hard drive, solid-state memory, and/or optical disk, etc.

1224 Processes and algorithms may be imple mented partially or fully in dedicated circuitry,

1225 The disclosed processes and results of process sieps may be stored persistently or otherwise in any type of
non-transitory computer storage, such as, for example, volatile or non-volatile storage.

1227 Each of the features and processes described above can be implemented independently of each other, or
combined in various ways.

1229 All possible combinations and sub-co mbinations are conte mplated to be within the scope of this disclosure,

1230 Additionally, in some implementations, certain methods or process blocks may be omitted. The methods

and processes described herein are also not limited to any particular order, and the various blocks, and the
states assocliated therewith, may be executed in other orders as appropriate, For example, the blocks or states
described may be performed in a different order than specifically disclosed, or multiple blocks or states may
be combined into a single block or state. Example blocks or states may be executed sequentially, in paralle],
or otherwise, Blocks or states may be added or removed with respect to the disclosed example

embodiments. The example systems and components described herein may be configured differently than
as described. For example, elements may be added, removed, or rearranged relative to the disclosed example

embodiments.

[0127]

1242 1t will also be understood that various items are illustrated as being stored in memory or storage while in use,

and that these items, or portions thereof, may be transferred between memory and other storage devices for

purposes of memory management and data integrity.

1245 Alternatively, in other embodiments, some or all of the software modules and/or systems may execute in

memory on another device and com municate with the illustrated computing system via cross-computer
com munications. Furthermore, in some embodiments, some or all of the systems and/or modules may be
implemented or provided in other ways, such as at least in part in firm ware and/or hardware including, but
not limited to, application specific integrated circuits (ASICs), Standard integrated circuits, controllers (e.g.,
by executing appropriate instructions and including microcontrollers and/or embedded controllers), field
program mable gate arrays (FPG As), complex program mable logic devices (CPLDs), etc. Some or all of the
modules, systems and data structures may also be stored (e.g., as software instructions or structured data) on
acomputer-readable medium, such as ahard drive, memory, network, or portable media product for an
appropriate drive or via an appropriate connection to read, For purposes of this specification and claims, the

phrase “computer-readable storage medium” and variations thereof do not include waves, signals, and/or
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other transient and/or intangible com munication media. Systems, modules, and data structures may also be
transmitted as a generated data signal (e.g., as part of a carrier wave or other analog or digital propagated
signal) on a variety of computer-readable transmission media, including Based on wireless and wire/cable-
based media, and can take a variety of forms (e.g., as part of a single or multiplexed analog signal, or as
multiple discrete digital packets or frames). In other embodiments, such computer program products may
take other forms, Accordingly, the present disclosure may be imple mented with other computer system

configurations,

[0128]

1266 Unless otherwise specifically stated, conditional language such as “can,” "could,” "may,” or "could” as used
herein is generally intended to express that certain embodiments include, and other i mple mentations are
included in, as understood by the context in which they are used. Examples do not include specific features,
elements and/or steps.

1270 Accordingly, such conditional language is generally not intended to 1mply that features, elements, and/or
steps are required for one or more embodiments, or that one or more embodiments necessarily include
logic for making decisions, with or without user input or prompts. , whether these features, elements and/or
steps are to be included or performed in any particular embodiment. The terms “includes,” “includes,”
"having,” etc. are synonyms and are used inclusively without excluding other ele ments, features, actions,
operations, etc. Furthermore, the term “or” is used in its inclusive sense (rather than in its exclusive sense)
such that when used, for example, to join a list of elements, the term “or” means one of the elements in the

list, some orall,

[0129]

1281 W hile certain example embodiments have been described, these embodiments are provided by way of
example only and are not intended to limit the scope of the invention disclosed herein.

1283 Accordingly, nothing in the foregoing description is intended to imply that any particular feature,
characteristic, step, module or block is required or irreplaceable, Indeed, the novel methods and systems
described herein may be imple mented in a variety of other forms; further more, various o missions,
substitutions, and changes in the form of the methods and systems described herein may be made without
departing from the spirit of the invention disclosed herein. proceed below, The appended claims and their
equivalents are intended to cover such forms or modifications as would fall within the certain scope and

spirit of the invention disclosed herein.
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based on machine-translation output.

CLAIMS CN108367497A

L.

13 A system for printing three-dimensional (3D) objects, including:

14 A computing device configured to:

1sreceiving at least one height configuration parameter associated with the 3D object and a total object height;
and

17segmenting the 3D object into a plurality of for mable layers, wherein the plurality of formable layers includes a
first height, wherein segmenting the 3D object further includes:

19 The first height corresponding to the plurality of formable layers is selected based on the received at least one
height configuration parameter and the total object height, wherein the first height is selected to optimize the at
least one height configuration the accuracy of at least one of the parameter or the total object height: and

22 A 3D printer in com munication with the computing device, the 3D printer including:

23 an exiruder configured to deposit material in formable layers to form the 3D object; and

24 Movement means coupled to the extruder and configured to move the extruder in at least a vertical direction

to deposit the plurality of for mable layers of the material according to the first height,

2.
29 The system of claim 1, wherein the at least one height configuration parameter includes a 3D printer resolution

selection or layer height.

3.
34 The system of claim 1, wherein the at least one height configuration parameter includes a tolerance

corresponding to a subset of the plurality of formable layers,

Petitioner Exhibit 1002-2863
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4,

39 The system of claim 3, wherein the computing device is further configured to:

40 A second height corresponding to at least the subset of the plurality of formable layers is selected based on the
received at least one height configuration parameter and the total object height, wherein the second height is
selected to optimize the Accuracy of at least one of at least one height configuration parameter and the total
object height,

5,

47 A method for improving di mensional accuracy when generating three-dimensional (3D) objects including
multiple formable layers, the method comprising:

19 Receives at least one height configuration parameter and the total object height;

50 A first height corresponding to at least a subset of the plurality of formable layers is selected based on the
received at least one height configuration parameter and the total object height, wherein the first height is
selected to optimize the at least the accuracy of at least one of a height configuration parameter or the total
object height: and

54 The first height is com municated to a 3D printer to generate the 3D object.

6.

58 The method of claim 5, wherein said at least one height configuration parameter includes a global height of said
plurality of formable layers, and wherein at least said subset of said plurality of formable layers includes said

M ultiple for mable layers,

7.

64 The method of claim 5, wherein selecting the first height further comprises selecting a corresponding one of
the plurality of formable layers based at least in part on the at least one height configuration parameter or the

total object height, A plurality of formable layers at said first height.

8.

70 The method of claim 5, wherein the at least one height configuration parameter includes a tolerance for a
subset of the plurality of formable layers, and wherein selecting the first height further includes:
72 The first height corresponding to the subset of the plurality of formable layers or to all of the plurality of

formable layers is selected based on the tolerance,

9.

77 The method of claim b, further comprising identifying one or more formable layers of the plurality of formable
layers associated with a tolerance, and wherein selecting the first height further includes:

79 A plurality of for mable layers of the plurality of for mable layers corresponding to the first height or at least one

t
Petitioner Exhibit 1 82 2 64
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of the first heights are selecied based on the tolerance,

10.

549, The method of claim 9, wherein identifying the one or more formable layers includes receiving a pair of at
least one first tolerance and at least one formable layer corresponding to the at least one first tolerance, s
Choice,

11.

90 The method of claim 5, wherein the at least one height configuration parameter includes a tolerance for a
subset of the plurality of formable layers, and wherein the method further includes:

92 A second height corresponding to the subset of the plurality of formable layers is selected based on the

tolerance,

12.

97 The method of claim 5, wherein the at least one height configuration parameter includes object height
resolution, and wherein optimizing the first height corresponding to at least one formable layer further
includes at least one of: By:

100 The first height is selected to meet or exceed the object height resolution; or

101 A plurality of formable layers of the plurality of formable layers corresponding to the first height is selected to

meet or exceed the object height resolution.

13.

106 The method of claim 5, wherein optimization further includes:

107 deter mining an object height accuracy error of the 3D object:

108 Determine altitude configuration parameter accuracy errors; and

109 At least one of: selecting the first height based on a comparison of the object height accuracy error and the
height configuration parameter accuracy error or selecting a number of the plurality of formable layers

corresponding to the first height Formable layer,

14.
115 The method of claim 13, wherein selecting the first height or selecting at least one of a plurality of formable
layers of the plurality of formable layers corresponding to the first height further comprises

117 The height configuration parameter accuracy error is weighted relative to the object height accuracy error.

15,

121 A computer-readable storage medium having instructions stored thereon that, when execute(ti 11)6% least

Petitioner Exhibi 02-288%
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processor, cause the at least one processor to perform operations in generating a three-dimensional (3D)
object including a plurality of formable layers, Operations to improve dimensional accuracy, including:

124 Recelves at least one height configuration parameter and the total object height:

125 Selecting a first height corresponding to the plurality of formable layers based on the received at least one
height configuration parameter and the total object height, wherein the first height is selected to optimize the
at least one height configuration parameter or the accuracy of at least one of the total object heights: and

128 The first height is com municated to a 3D printer to generate the 3D object.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
24341 7590 07/12/2023
Morgan, Lewis & Bockius LLP (PA) OUSSIR, EL MEHDI
1400 Page Mill Road
Palo Alto, CA 94304-1124 | ARTONIT PAPERNUMBER |
3685
DATE MAILED: 07/12/2023
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
15/893,514 02/09/2018 Paresh K. Patel 104402-5026-US 4668

TITLE OF INVENTION: REFUND CENTERS FOR PROCESSING AND DISPENSING VENDING MACHINE REFUNDS VIA AN MDB ROUTER

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $480 $0.00 $0.00 $480 10/12/2023

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.

Petitioner Exhibit 1002-2899
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

24341 . 7590 . 07/12/2023 Certificate of Mailing or Transmission

Morgan, Lewis & Bockius LLP (PA) I hereby certify that this Fee(s) Transmittal is being deposited with the United
; States Postal Service with sufficient postage for first class mail in an envelope
1400 Page Mill Road addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Palo Alto, CA 94304-1124 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
(Typed or printed name)
(Signature)|
(Date)|
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

15/893,514 02/09/2018 Paresh K. Patel 104402-5026-US 4668

TITLE OF INVENTION: REFUND CENTERS FOR PROCESSING AND DISPENSING VENDING MACHINE REFUNDS VIA AN MDB ROUTER

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $480 $0.00 $0.00 $480 10/12/2023
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
OUSSIR, EL MEHDI 3685 705-050000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
AIA/A7 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [Missue Fee [IPublication Fee (if required)
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via Patent Center or EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue

4 Applicant certifying micro entity status. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken

[ Applicant asserting small entity status. See 37 CFR 1.27 to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

M| Applicant changing to regular undiscounted fee status. entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.
Petitioner Exhibit 1002-2900
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
15/893,514 02/09/2018 Paresh K. Patel 104402-5026-US 4668
| EXAMINER |
24341 7590 07/12/2023
Morgan, Lewis & Bockius LLP (PA) OUSSIR, EL MEHDI
1400 Page Mill Road
Palo Alto, CA 94304-1124 | ART UNIT PAPERNUMBER |

3685

DATE MAILED: 07/12/2023

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3 Petitioner Exhibit 1002-2901
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
itsl ::f :gl)llézztlg)n \yhlchlbecan.le dbd{IldOI:leld or 1nlwl?10h the Proceedmgs we‘]g {ﬁliglhné]_}_e%()l(t}% &%lwﬁl?gp)ﬁ

y either a published application, an application open to public inspection or an 1ssued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.



Application No. Applicant(s)
) o 15/893,514 Patel et al.
Notice of Allowabilily Examiner ArtUnit | AlA (FITF) Status
EL MEHDI OUSSIR 3685 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to 06/082023.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are See Continuation Sheet . As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more

information, please see http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) JAIl b) (J Some* ¢) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.

3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(3 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.[] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. [0 Other .

of Biological Material
4.[] Interview Summary (PTO-413),
Paper No./Mail Date.

/EL MEHDI OUSSIR/
Primary Examiner, Art Unit 3685

U.S. Patent and Trademark Office i
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20230701

Petitioner Exhibit 1002-2903




Continuation Sheet (PTOL-37) Application No. 15/893,514

Continuation of 3. The allowed claim(s) is/are: 11,16,18-19 and 21-28

Petitioner Exhibit 1002-2904



Application/Control Number: 15/893,514 Page 2
Art Unit: 3685

Detailed Action
Notice of Pre-AIA or AIA Status

The present application, filed on or after March 16, 2013, is being examined under the
first inventor to file provisions of the AIA.

This communication is in response to Applicant’s response filed on June 08, 2023
requesting continued examination in response to Examiner’s Notice of Allowance filed on April
10, 2023.

The information disclosure statements filed on June 8, 2023 have been considered.

Claims 11, 16, 18-19, and 21-28 are pending. All other claims are cancelled.

Continued Examination Under 37 CFR 1.114
A request for continued examination under 37 CFR 1.114, including the fee set forth in
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e)
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to

37 CFR 1.114.

Reasons for allowance
Claims 11, 16, 18-19, and 21-28 are allowed.
Applicant’s submission an IDS on June 8, 2023 following the notice of allowance filed
on April 10, 2023 has been considered. All references do not teach the claim limitations
individually or as a whole.

All previous rejections and response to arguments are incorporated entirely herewith.

Petitioner Exhibit 1002-2905



Application/Control Number: 15/893,514 Page 3
Art Unit: 3685

The claims overcome all objections and rejections.

The claims are novel over prior art because the claims are not obvious in light of the prior
art. Although the claims capture different limitations that can be found in various references

individually; the limitations as a whole would not be deemed obvious.

Some of the closest art related to the claims include U.S. Patent Application Publication
2015/0235202 to Zabala, U.S. Patent Application Publication 2015/0154579 to Teicher, U.S.

Patent 9547859 to Pateleta., and U.S. Patent Application Publication 2016/0086145 to Tsutsui.

Zabala teaches a device in communication with a vending machine to perform cashless
payments. A user can utilize a mobile device to establish a connection with the vending machine
and purchase a product from the phone and have the vending machine dispense it.

Zabala teaches receiving a request for a cash payment; transmitting the request to an
authorizing server distinct from the mobile device; receiving from the authorizing server an
authorization message authorizing the cash payment; in response to receiving the authorization
message, receiving a user selection of a payment accepting machine distinct from the mobile
device; transmitting from the mobile device to the payment accepting machine an electronic
command including one or more... payment accepting machine- dependent conditions, wherein a
first of the one or more... payment accepting machine-dependent conditions comprises a...

button or control atthe payment accepting machine must be engaged; Abstract, at least

Paragraphs 0004, 0042 and Figures 1, 8, 11, and 16.

Petitioner Exhibit 1002-2906



Application/Control Number: 15/893,514 Page 4
Art Unit: 3685

Zabala does not explicitly disclose time dependent condition for the transaction; however,
a transaction that is completed is understood that it is completed within a predetermined time
otherwise the transaction is not processed. Zabala does not specifically disclose that the button
must be activated within a predetermined time; however, because Zabala teaches a button is
pressed in order to allow for the item to be dispensed, it is understood that said pressing is done

within a predetermined time.

U.S. Patent 9,547,859 to Patelel al is directed to a device with one or more processors,
memory, and two or more communication capabilities obtains, from a payment module, an
authorization request via a first communication capability (e.g., Bluetooth). The device sends, to
a server, the authorization request via a second communication capability distinct from the first
communication capability (e.g., cellular or WiFi technology). Inresponse to sending the
authorization request, the device obtains, from the server, authorization information via the
second communication capability. After obtaining the authorization information, the device
detects a trigger condition to perform a transaction with a payment accepting unit associated with
the payment module. In response to detecting the trigger condition, the device sends, to the
payment module, atleast a portion of the authorization information via the first communication
capability.

Patel does not teach transmitting from the mobile device to the payment accepting
machine anelectronic command including one or more time-dependent and payment accepting
machine- dependent conditions, wherein a first of the one or more time-dependent and payment
accepting machine-dependent conditions comprises a predefined time or time period by which a

button or control atthe payment accepting machine must be engaged; displaying the one or more

Petitioner Exhibit 1002-2907



Application/Control Number: 15/893,514 Page 5
Art Unit: 3685

time-dependent and payment accepting machine- dependent conditions on a display of the
mobile device; at the payment accepting machine: receiving the electronic command and the one
or more time-dependent and payment accepting machine-dependent conditions from the mobile

device.

U.S. Patent Application Publication 2016/0086145 to Tsutsui teaches a voucher ticket
system and method of use employing a bill validator installed into any suitable automated
machine, including an Automated Teller Machine (ATM), a gaming machine, etc. The bill
validator is integrated with a bill reader, a voucher ticket reader, a reader for acquisition of
electronic voucher ticket information from a portable computing device, a printer, and other
supporting peripheral devices. The voucher ticket system includes a secured communication link
with a host account manager serving a plurality of electronic money accounts. The method
includes steps of receiving a value of electronic money or identification information associated
with the electronic voucher ticket with account information associated with the electronic money
account and sending the received value of the electronic money or the identification information
of the voucher ticket to an upper control section of the one of the gaming machine and the ATM

for completion of a financial transaction.

Further searches including non-patent literature and foreign references have been carried
out. However, the references found and those cited fail to disclose the claim Limitations of claim
11 as a whole. The combination of references to teach the claimed limitations would not have

been obvious to one of ordinary skill in the art before the effective filing date of the Application.

Petitioner Exhibit 1002-2908



Application/Control Number: 15/893,514 Page 6
Art Unit: 3685

The references relied upon throughout prosecution, cited, and the newly cited references
fail to disclose:

A method, comprising: at a mobile device:

receiving arequest for a cash payment; transmitting the request to an authorizing server
distinct from the mobile device;

receiving from the authorizing server an authorization message authorizing the cash
payment;

in response to receiving the authorization message, receiving a user selection of a
payment accepting machine distinct from the mobile device;

transmitting from the mobile device to the payment accepting machine an electronic
command including one or more time-dependent and payment accepting machine- dependent
conditions, wherein a first of the one or more time-dependent and payment accepting machine-
dependent conditions comprises a predefined time or time period by which a button or control at
the payment accepting machine must be engaged;

displaying the one or more time-dependent and payment accepting machine- dependent
conditions on a display of the mobile device;

at the payment accepting machine: receiving the electronic command and the one or more
time-dependent and payment accepting machine-dependent conditions from the mobile device;

determining that the one or more time-dependent and payment accepting machine-
dependent conditions are met, including determining that the button or control at the payment

accepting machine has been engaged within the predefined time or time period; and

Petitioner Exhibit 1002-2909



Application/Control Number: 15/893,514 Page 7
Art Unit: 3685

in response to the determination that the one or more time-dependent and payment

accepting machine-dependent conditions are met, issuing the cash payment.

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to EL MEHDI OUSSIR whose telephone number is (571)270-0191.
The examiner cannormally be reached on M-F 9AM - 5PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Neha W. Patel can be reached on 571-270-1492. The fax phone number for the
organization where this application or proceeding is assigned is 571-270-1191.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

If you would like assistance from a USPTO Customer Service Representative or access to
the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000.

Sincerely,

/EL MEHDI OUSSIR/
Primary Examiner, Art Unit 3685
07/01/2023

Petitioner Exhibit 1002-2910



Notice of Referernces Cited

Application/Control No.

Applicant(s)/Patent Under

15/893,514 Reexamination
Patel et al.
Examiner Art Unit
EL MEHDI OUSSIR 3685 Page 1 of 1

U.S. PATENT DOCUMENTS

Countlr:;o(fj::g;-el\?:n’:lbirrlgiig Code MI\/ID- ?}iYY Name CPC Classification US Classification
A | US-20140143137-A1 05-2014 Carlson; Mark G06Q20/18 705/39
B | US-20140032410-A1 01-2014 GEORGIEV; Christo G06Q20/405 705/44
C | US-9098961-B1 08-2015 Block; James GO07F19/201 11
D | US-20160012465-A1 01-2016 Sharp; Jeffrey A. G06Q20/321 705/14.17
E
F
G
H
|
J
K
L
M
FOREIGN PATENT DOCUMENTS
Countgog:gf,\?:gbgjzi; Code MI\/ID- ??(YY Country Name CPC Classification
N | CN-1561508-A 01-2005 CN DONALD KW G06Q20/02
O | EP-3901880-A1 10-2021 EP DOAN C G06Q20/18
P | WO-2017010936-A1 01-2017 wo TANTW G06Q20/045
Q
R
S
T
NON-PATENT DOCUMENTS
Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U Baier et al.; Principles of Model Checking. https://vowi.fsinf.at/images/4/4a/TU_Wien-Formale_Methoden_der_Informatik_VU_(Egly)
_-_Principles_of_Model_Checking_-_Christel_Baier.pdf (Year: 2007)
vV
W
X

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

Notice of References Cited

Part of Paper No. 20230701
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
24341 7590 06/28/2023
Morgan, Lewis & Bockius LLP (PA) HOLLY, JOHN H
1400 Page Mill Road
Palo Alto, CA 94304-1124 | ARTONIT PAPERNUMBER |
3696
DATE MAILED: 06/28/2023
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
17/983,311 11/08/2022 PARESH K. PATEL 104402-5058-US 1703

TITLE OF INVENTION: SYSTEMS AND METHODS FOR DETERMINING ELECTRIC PULSES TO PROVIDE TO AN UNATTENDED MACHINE
BASED ON REMOTELY-CONFIGURED OPTIONS

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $480 $0.00 $0.00 $480 09/28/2023

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

24341 . 7590 . 06/28/2023 Certificate of Mailing or Transmission
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Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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Application/Control Number: 17/983,311 Page 2
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Notice of Pre-AlA or AlA Status
The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AlA.

DETAILED ACTION

This communication is in response to a Communications filed May 15, 2028.

Allowable Subject Matter

Claims 2 — 31 are allowed over prior art of record.

Reasons for Allowance

The following is an examiner's statement of reasons for allowance:

The prior art of record neither anticipates nor renders obvious the claimed subject
matter of the instant application as a whole either taken alone or in combination, in
particular, prior art of record does not teach “in response to receiving the first set of
remotely-configured options, displaying, in the application, user interface objects that
allow for selection of respective options in the first set of remotely-configured options;
detecting a selection of a first user interface object that corresponds to a first option in
the first set of remotely-configured options; after detecting the selection of the first user
interface object, receiving, from the server, pulse information specifying a count,
amplitude, shape, or interval of electric pulses to be provided to the control unit of the
unattended machine by the pulse-providing device in accordance with the first option;
and sending the pulse information to the pulse-providing device; and at the pulse-
providing device: receiving the pulse information; determining based on the received
pulse information a signal sequence of electrical pulses to output to the control unit of
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the unattended machine in order to initiate a cashless operation of the unattended
machine, wherein the signal sequence of electrical pulses emulates an analog signal
generated by a coin receiving switch of the unattended machine, and wherein the signal
sequence is characterized by the count, amplitude, shape, or interval of electric pulses
specified by the pulse information; and causing the unattended machine to initiate the
cashless operation by issuing the signal sequence of electrical pulses to the control

unit.”.

The following prior art references have been deemed most relevant to the
allowed claim(s):

The closest prior art Mordechai Teicher (Pub. # US 2010/0312692 A1) teaches a
compact payment terminal for operating upon a purchase made by a customer at a

retail device is provided. The customer carries a mobile communication device that
includes a payment module and a communication module. The compact payment
terminal includes a first interface for interfacing with the retail device, a second interface
for interfacing with the mobile communication device of the customer and a processing
unit connected to the first and second interface. The compact payment terminal is
configured to receive, via the first interface, a payment request from the retail device,
cooperate, via the second interface, with the payment module of the mobile
communication device for initiating a payment transaction respective to the payment
request, and selectably conduct, via the second interface and the communication
module of the mobile communication device, a communication session between the

processing unit and at least one server.

The closest prior art Jonathan L. Lei et al. (Pub. # US 2003/0158891 A1) teaches a

wireless network system includes a server system connected to a network. An

electronic device is provided having a wireless transceiver adapted to communicate via
at least one of light transmission and radio frequency (RF) transmission. A portable
wireless device is provided having a wireless connection to the network. The portable

wireless device is adapted to communicate wirelessly with the electronic device. The
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electronic device communicates with the server system over the network through the
portable wireless device. The electronic device may conduct real-time and/or non-real-
time transactions with the server system by utilizing the portable wireless device as a

communication proxy.

The claims allow an unattended machine, which is not connected to any network, to
accept remotely- configured options (e.g., multi-credit pricing options) that are
configured at a server and sent to a pulse-providing device that is coupled with the
unattended machine via an exchange of data. For unattended machines that rely on
legacy communication protocols, the exchange of data includes instructions that allow a
pulse-providing device of the unattended machine to provide electric pulses that are
determined in accordance with remotely-configured options that are selected by a user
of a mobile device. By providing these electric pulses, the pulse-providing device
causes the unattended machine to operate as if it had been paid with coins, even if no
coins were physically inserted. The claims recites features of the .mobile device, which,
in addition to acting as the communication bridge, also facilitates user selection of a
product or service offered by the attended machine, allowing the server to determine
how many electric pulses the machine must be provided in accordance with the user's
selections. The claimed solution is necessarily rooted in computer technology in order
to overcome a problem specifically arising in the realm of computer networks and recite

significantly more than an abstract idea.

Conclusion

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany
the issue fee. Such submissions should be clearly labeled “Comments on Statement of

Reasons for Allowance.”

Petitioner Exhibit 1002-2919



Application/Control Number: 17/983,311 Page 5
Art Unit: 3696

Contact Information

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to John H. Holly whose telephone number is
571.270.3461. The examiner can normally be reached on MON. - FRI 10 AM - 8 PM
p.m.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Namrata Boveja can be reached on (571)-272-8105. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

/John H. Holly/
Primary Examiner, Art Unit 3696
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Motion sensing comes to
mobile phones

The technology made popular by Nintendo's Wii game
controller is adding new utility--and excitement--to the
cell phone. Photos: Motion-sensing phones

Marguerite Reardon 7 June 11, 2007 6:02 a.m. PT ~ @

The same technology used in Nintendo's popular Wii video game console
that lets you bowl strikes and hit tennis volleys like you're Venus Williams
is also making its way into mobile handsets.

Responding to a flick of the wrist or sweep of the arm, tiny sensors
called accelerometers, which measure linear acceleration in the Wiimote
game controller, translate motion into action on the screen. When the
technology is added to a cell phone, the handset's utility changes in
several intriguing ways. It can, for example, function as a motion-sensing
mouse that lets you browse the mobile Internet by tilting the device left,
right, up or down. It even can allow you to monitor a fitness workout by
measuring the number of steps you take, your speed and the calories

burned.

Experts say this is just the beginning. As accelerometers advanced from
one-axis to two-axis to three-axis measurement capabilities, their
accuracy has improved dramatically. And some companies, such as the
3-year-old start-up Invensense, are taking the technology a step further
by combining three-axis accelerometers with gyroscopes, which
measure rotation speed, to create even-more accurate sensors that
could be used to improve photo stabilization and location and navigation

serwces

Analog Devices, one of the largest manufacturers of accelerometers,
has already supplied more than 300 million of the devices to consumer \\\\\\\\
electronics makers over the past decade, but Christophe Lemaire, the

company's marketing manager, said the market is set to explode as

more of these components make their way into cell phones.

"My sense is we are on the edge of seeing an explosion of more and
more devices using motion sensors, and specifically MEM
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Accelerometers—especially those based on MEM systems, which
icombine electrical and mechanical components--have been used for
years in airbag deployment in automobiles. For those applications the
accelerometers are used to detect the rapid negative acceleration of the
vehicle to determine when a collision has occurred and its severity.

But in the last few years the technology has also been incorporated into
personal electronic devices, such as mobile phones, digital cameras,
media players and handheld gaming devices. Several handset
manufacturers including, Nokia, Samsung Electronics, LG Electronics,
and even newcomer Apple have used accelerometer technology to
provide some kind of motion-sensing capability in a handful of handset
models.

Not in the U.S.--yet

Most of these phones have been available only in South Korea or Japan,
where cutting-edge cell phone features typically originate. In the U.S.,
Apple's iPhone will be one of the first phones to use accelerometer

technology.

The iPhone, set to debut in June on AT&T's wireless network, detects
when the device is rotated, so it can tell whether to display what's on the
screen in portrait (vertical) or landscape (horizontal) format. That allows
the user to determine which format is best for viewing whatever is on
the screen, be it a Web page, video or photo. The phone also can detect
when it's being lifted to the ear, and responds by immediately turning off
the display light to save power and preventing changes to the display
image due to inadvertent contact with the touch-sensitive screen. The
system restores screen power when the iPhone is moved away from the
ear.

Lemaire said applications such as the ones employed by the iPhone are
likely to become popular. He predicts handset makers will include
accelerometers to detect if a phone is resting facedown, so that it can
turn off the ringer or power down the display to conserve battery power.
Accelerometers also could be used to shut off power on phones that
have been left idle.

Those are a few basic applications for accelerometers. They can also be
used to help people operate their phones without using a keypad. The
Samsung SCH-S310, introduced in Asia in 2005, uses a three-axis
accelerometer that allows a user to dial the phone by "writing" numbers
in the air.

The Sharp V603SH, sold by Vodafone in Japan since 2005, also uses
three-axis accelerometers to allow users to scroll through menus by
moving the handset up, down, left or right. Users can also use the
motion-sensing technology to turn their phone into a controller for
Petitioner Exhibit 1002-2923
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accelerometers, experts agree that combining that technology on a
single chip with a gyroscope, which can be used to measure rotational
speed, could provide even finer sensory control.

An opening for gyroscopes?

Gyroscopes are important for providing stabilization, said Steve Nasiri,
CEO of Invensense. Like accelerometers, gyroscopes have been used
for years in the automotive industry, where they are used to help
stabilize cars so they don't roll over. Gyroscopes are also used in

Invensense is already supplying digital-camera companies with its tiny,
MEM-based gyroscopes to help stabilize cameras and improve picture
quality, especially on higher-megapixel cameras. This application alone
could provide a huge opportunity to companies like Invensense, which is

trying to combine gyroscopes with accelerometers.

"The mobile handset market is the ultimate market to be in," Nasiri said.
"With 700 million camera phones sold each year and over 50 percent of
them with 3 megapixels or more, there is a real need for this technology."

In addition to image stabilization, gyroscopes used in combination with
three-axis accelerometers could also help deliver more-accurate
location and navigational services. Today, GPS receivers use internal
compasses to help get a fix on which direction the phone is pointing. So
if you are using a navigation service to get directions to the closest
Starbucks, the phone will know if you are facing north, south, east or
west. But the compasses work better when the devices are held
perfectly horizontal--a position that can be difficult to maintain. A
combination accelerometer and gyroscope could help stabilize the
device to get a better read.

While Lemaire of Analog Devices agrees that integrating gyroscopes
into a chipset that also has an accelerometer could improve accuracy, he
also said that much of the improved functionality can be achieved with
three-axis accelerometers alone, especially since gyroscopes are
expensive, consume a lot of power and add bulkiness to devices.

"Gyroscopes provide greater range of motion, that's true," he said. "But
the jury is still out on whether you can make a suitable
gyroscope/accelerometer chip. Handset makers are looking for cheaper,
lower-power and smaller components. That is their priority rather than
adding more functionality, especially when it only adds marginal value."

But Invensense says it is developing a combined three-axis
accelerometer and gyroscope that will meet price, power consumption
and size constraints appropriate for mobile devices. Commercial
products are at least a year away, but the company is already talking to
major handset manufacturers, Nasiri said. In December, Invensense
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combination chip that has both an accelerometer and gyroscope,

experts agree that the best way to ensure the technology is adopted

and the market takes off is to enable applications that help mobile

operators generate revenue.

"I don't think that handset makers will integrate a $2 sensor simply to
allow people to scroll through screens better" said Marlene Bourne,
president and principal analyst for Bourne Research. "But using it to
improve picture quality, so that | actually want to send pictures I've taken
on my phone to friends and family, which generates traffic on a carrier's
network, might be worth it."
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Foreword

Society is increasingly dependent on dedicated computer and software systems to assist
us in almost every aspect of daily life. Often we are not even aware that computers and
software are involved. Several control functions in modern cars are based on embedded
software solutions, e.g., braking, airbags, cruise control, and fuel injection. Mobile phones,
communication systems, medical devices, audio and video systems, and consumer electron-
ics in general are containing vast amounts of software. Also transport, production, and
control systems are increasingly applying embedded software solutions to gain flexibility
and cost-efficiency.

A common pattern is the constantly increasing complexity of systems, a trend which is
accelerated by the adaptation of wired and wireless networked solutions: in a modern
car the control functions are distributed over several processing units communicating over
dedicated networks and buses. Yet computer- and software-based solutions are becom-
ing ubiquitous and are to be found in several safety-critical systems. Therefore a main
challenge for the field of computer science is to provide formalisms, techniques, and tools
that will enable the efficient design of correct and well-functioning systems despite their
complexity.

Over the last two decades or so a very attractive approach toward the correctness of
computer-based control systems is that of model checking. Model checking is a formal
verification technique which allows for desired behavioral properties of a given system to
be verified on the basis of a suitable model of the system through systematic inspection
of all states of the model. The attractiveness of model checking comes from the fact that
it is completely automatic — i.e., the learning curve for a user is very gentle — and that it
offers counterexamples in case a model fails to satisfy a property serving as indispensable
debugging information. On top of this, the performance of model-checking tools has long
since proved mature as witnessed by a large number of successful industrial applications.

xiii
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xiv Foreword

It is my pleasure to recommend the excellent book Principles of Model Checking by Chris-
tel Baier and Joost-Pieter Katoen as the definitive textbook on model checking, providing
both a comprehensive and a comprehensible account of this important topic. The book
contains detailed and complete descriptions of first principles of classical Linear Temporal
Logic (LTL) and Computation Tree Logic (CTL) model checking. Also, state-of-the art
methods for coping with state-space explosion, including symbolic model checking, ab-
straction and minimization techniques, and partial order reduction, are fully accounted
for. The book also covers model checking of real-time and probabilistic systems, important
new directions for model checking in which the authors, being two of the most industrious
and creative researchers of today, are playing a central role.

The exceptional pedagogical style of the authors provides careful explanations of con-
structions and proofs, plus numerous examples and exercises of a theoretical, practical
and tool-oriented nature. The book will therefore be the ideal choice as a textbook for
both graduate and advanced undergraduate students, as well as for self-study, and should
definitely be on the bookshelf of any researcher interested in the topic.

Kim Guldstrand Larsen
Professor in Computer Science

Aalborg University, Denmark
May 2007
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Preface

It is fair to state, that in this digital era
correct systems for information processing
are more valuable than gold.

(H. Barendregt. The quest for correctness.
In: Images of SMC Research 1996, pages 39-58, 1996.)

This book is on model checking, a prominent formal verification technique for assess-
ing functional properties of information and communication systems. Model checking
requires a model of the system under consideration and a desired property and system-
atically checks whether or not the given model satisfies this property. Typical properties
that can be checked are deadlock freedom, invariants, and request-response properties.
Model checking is an automated technique to check the absence of errors (i.e., property
violations) and alternatively can be considered as an intelligent and effective debugging
technique. It is a general approach and is applied in areas like hardware verification and
software engineering. Due to unremitting improvements of underlying algorithms and data
structures together with hardware technology improvements, model-checking techniques
that two decades ago only worked for simple examples are nowadays applicable to more
realistic designs. It is fair to say that in the last two decades model checking has developed
as a mature and heavily used verification and debugging technique.

Aims and Scope

This book attempts to introduce model checking from first principles, so to speak, and is
intended as a textbook for bachelor and master students, as well as an introductory book
for researchers working in other areas of computer science or related fields. The reader
is introduced to the material by means of an extensive set of examples, most of which
are examples running throughout several chapters. The book provides a complete set of
basic results together with all detailed proofs. Each chapter is concluded by a summary,

XV
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xvi Preface

bibliographic notes, and a series of exercises, of both a theoretical and of a practical nature
(i.e., experimenting with actual model checkers).

Prerequisites

The concepts of model checking have their roots in mathematical foundations such as
propositional logic, automata theory and formal languages, data structures, and graph
algorithms. It is expected that readers are familiar with the basics of these topics when
starting with our book, although an appendix is provided that summarizes the essentials.
Knowledge on complexity theory is required for the theoretical complexity considerations
of the various model-checking algorithms.

Content

This book is divided into ten chapters. Chapter 1 motivates and introduces model check-
ing. Chapter 2 presents transition systems as a model for software and hardware systems.
Chapter 3 introduces a classification of linear-time properties into safety and liveness,
and presents the notion of fairness. Automata-based algorithms for checking (regular)
safety and w-regular properties are presented in Chapter 4. Chapter 5 deals with Linear
Temporal Logic (LTL) and shows how the algorithms of Chapter 4 can be used for LTL
model checking. Chapter 6 introduces the branching-time temporal logic Computation
Tree Logic (CTL), compares this to LTL, and shows how to perform CTL model check-
ing, both explicitly and symbolically. Chapter 7 deals with abstraction mechanisms that
are based on trace, bisimulation, and simulation relations. Chapter 8 treats partial-order
reduction for LTL and CTL. Chapter 9 is focused on real-time properties and timed au-
tomata, and the monograph is concluded with a chapter on the verification of probabilistic
models. The appendix summarizes basic results on propositional logic, graphs, language,
and complexity theory.

How to Use This Book

A natural plan for an introductory course into model checking that lasts one semester
(two lectures a week) comprises Chapters 1 through 6. A follow-up course of about a
semester could cover Chapters 7 through 10, after a short refresher on LTL and CTL
model checking.

Petitioner Exhibit 1002-2942



Preface xvii

Acknowledgments

This monograph has been developed and extended during the last five years. The following
colleagues supported us by using (sometimes very) preliminary versions of this monograph:
Luca Aceto (Aalborg, Denmark and Reykjavik, Iceland), Henrik Reif Andersen (Copen-
hagen, Denmark), Dragan Boshnacki (Eindhoven, The Netherlands), Franck van Breughel
(Ottawa, Canada), Josée Desharnais (Quebec, Canada), Susanna Donatelli (Turin, Ttaly),
Stefania Gnesi (Pisa, Italy), Michael R. Hansen (Lyngby, Denmark), Holger Hermanns
(Saarbriicken, Germany), Yakov Kesselman (Chicago, USA), Martin Lange (Aarhus, Den-
mark), Kim G. Larsen (Aalborg, Denmark), Mieke Massink (Pisa, Italy), Mogens Nielsen
(Aarhus, Denmark), Albert Nymeyer (Sydney, Australia), Andreas Podelski (Freiburg,
Germany), Theo C. Ruys (Twente, The Netherlands), Thomas Schwentick (Dortmund,
Germany), Wolfgang Thomas (Aachen, Germany), Julie Vachon (Montreal, Canada), and
Glynn Winskel (Cambridge, UK). Many of you provided us with very helpful feedback
that helped us to improve the lecture notes.

Henrik Bohnenkamp, Tobias Blechmann, Frank Ciesinski, Marcus Grosser, Tingting Han,
Joachim Klein, Sascha Kliippelholz, Miriam Nasfi, Martin Neuh&usser, and Ivan S. Zapreev
provided us with many detailed comments, and provided several exercises. Yen Cao is
kindly thanked for drawing a part of the figures and Ulrich Schmidt-Gortz for his assistance
with the bibliography.

Many people have suggested improvements and pointed out mistakes. We thank everyone
for providing us with helpful comments.

Finally, we thank all our students in Aachen, Bonn, Dresden, and Enschede for their
feedback and comments.

Christel Baier

Joost-Pieter Katoen

Petitioner Exhibit 1002-2943



Petitioner Exhibit 1002-2944



Chapter 1

System Verification

Our reliance on the functioning of ICT systems (Information and Communication Tech-
nology) is growing rapidly. These systems are becoming more and more complex and are
massively encroaching on daily life via the Internet and all kinds of embedded systems
such as smart cards, hand-held computers, mobile phones, and high-end television sets.
In 1995 it was estimated that we are confronted with about 25 ICT devices on a daily
basis. Services like electronic banking and teleshopping have become reality. The daily
cash flow via the Internet is about 102 million US dollars. Roughly 20% of the product
development costs of modern transportation devices such as cars, high-speed trains, and
airplanes is devoted to information processing systems. ICT systems are universal and om-
nipresent. They control the stock exchange market, form the heart of telephone switches,
are crucial to Internet technology, and are vital for several kinds of medical systems. Our
reliance on embedded systems makes their reliable operation of large social importance.
Besides offering a good performance in terms like response times and processing capacity,
the absence of annoying errors is one of the major quality indications.

It is all about money. We are annoyed when our mobile phone malfunctions, or when
our video recorder reacts unexpectedly and wrongly to our issued commands. These
software and hardware errors do not threaten our lives, but may have substantial financial
consequences for the manufacturer. Correct ICT systems are essential for the survival of
a company. Dramatic examples are known. The bug in Intel’s Pentium II floating-point
division unit in the early nineties caused a loss of about 475 million US dollars to replace
faulty processors, and severely damaged Intel’s reputation as a reliable chip manufacturer.
The software error in a baggage handling system postponed the opening of Denver’s airport
for 9 months, at a loss of 1.1 million US dollar per day. Twenty-four hours of failure of
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2 System Verification

\
M EEER

Figure 1.1: The Ariane-5 launch on June 4, 1996; it crashed 36 seconds after the launch
due to a conversion of a 64-bit floating point into a 16-bit integer value.

the worldwide online ticket reservation system of a large airplane company will cause its
bankruptcy because of missed orders.

It is all about safety: errors can be catastrophic too. The fatal defects in the control
software of the Ariane-5 missile (Figure 1.1), the Mars Pathfinder, and the airplanes of
the Airbus family led to headlines in newspapers all over the world and are notorious by
now. Similar software is used for the process control of safety-critical systems such as
chemical plants, nuclear power plants, traffic control and alert systems, and storm surge
barriers. Clearly, bugs in such software can have disastrous consequences. For example, a
software flaw in the control part of the radiation therapy machine Therac-25 caused the
death of six cancer patients between 1985 and 1987 as they were exposed to an overdose
of radiation.

The increasing reliance of critical applications on information processing leads us to state:

The reliability of IC'T systems is a key issue
in the system design process.

The magnitude of ICT systems, as well as their complexity, grows apace. ICT systems
are no longer standalone, but are typically embedded in a larger context, connecting
and interacting with several other components and systems. They thus become much
more vulnerable to errors — the number of defects grows exponentially with the number
of interacting system components. In particular, phenomena such as concurrency and
nondeterminism that are central to modeling interacting systems turn out to be very hard
to handle with standard techniques. Their growing complexity, together with the pressure
to drastically reduce system development time (“time-to-market”), makes the delivery of
low-defect ICT systems an enormously challenging and complex activity.
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System Verification 3

Hard- and Software Verification

System verification techniques are being applied to the design of ICT systems in a more
reliable way. Briefly, system verification is used to establish that the design or product
under consideration possesses certain properties. The properties to be validated can be
quite elementary, e.g., a system should never be able to reach a situation in which no
progress can be made (a deadlock scenario), and are mostly obtained from the system’s
specification. This specification prescribes what the system has to do and what not,
and thus constitutes the basis for any verification activity. A defect is found once the
system does not fulfill one of the specification’s properties. The system is considered
to be “correct” whenever it satisfies all properties obtained from its specification. So
correctness is always relative to a specification, and is not an absolute property of a
system. A schematic view of verification is depicted in Figure 1.2.

system
specification

Design Process

properties

product or
prototype

bug(s) found

Figure 1.2: Schematic view of an a posteriori system verification.

—31 Verification

This book deals with a verification technique called model checking that starts from a
formal system specification. Before introducing this technique and discussing the role
of formal specifications, we briefly review alternative software and hardware verification
techniques.

Software Verification Peer reviewing and testing are the major software verification
techniques used in practice.

A peer review amounts to a software inspection carried out by a team of software engineers
that preferably has not been involved in the development of the software under review. The
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4 System Verification

uncompiled code is not executed, but analyzed completely statically. Empirical studies
indicate that peer review provides an effective technique that catches between 31 % and
93 % of the defects with a median around 60%. While mostly applied in a rather ad hoc
manner, more dedicated types of peer review procedures, e.g., those that are focused at
specific error-detection goals, are even more effective. Despite its almost complete manual
nature, peer review is thus a rather useful technique. It is therefore not surprising that
some form of peer review is used in almost 80% of all software engineering projects. Due
to its static nature, experience has shown that subtle errors such as concurrency and
algorithm defects are hard to catch using peer review.

Software testing constitutes a significant part of any software engineering project. Between
30% and 50% of the total software project costs are devoted to testing. As opposed to peer
review, which analyzes code statically without executing it, testing is a dynamic technique
that actually runs the software. Testing takes the piece of software under consideration
and provides its compiled code with inputs, called tests. Correctness is thus determined
by forcing the software to traverse a set of execution paths, sequences of code statements
representing a run of the software. Based on the observations during test execution, the
actual output of the software is compared to the output as documented in the system
specification. Although test generation and test execution can partly be automated, the
comparison is usually performed by human beings. The main advantage of testing is that
it can be applied to all sorts of software, ranging from application software (e.g., e-business
software) to compilers and operating systems. As exhaustive testing of all execution paths
is practically infeasible; in practice only a small subset of these paths is treated. Testing
can thus never be complete. That is to say, testing can only show the presence of errors,
not their absence. Another problem with testing is to determine when to stop. Practically,
it is hard, and mostly impossible, to indicate the intensity of testing to reach a certain
defect density — the fraction of defects per number of uncommented code lines.

Studies have provided evidence that peer review and testing catch different classes of de-
fects at different stages in the development cycle. They are therefore often used together.
To increase the reliability of software, these software verification approaches are comple-
mented with software process improvement techniques, structured design and specification
methods (such as the Unified Modeling Language), and the use of version and configura-
tion management control systems. Formal techniques are used, in one form or another, in
about 10 % to 15% of all software projects. These techniques are discussed later in this
chapter.

Catching software errors: the sooner the better. It is of great importance to locate soft-
ware bugs. The slogan is: the sooner the better. The costs of repairing a software flaw
during maintenance are roughly 500 times higher than a fix in an early design phase (see
Figure 1.3). System verification should thus take place early stage in the design process.
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Figure 1.3: Software lifecycle and error introduction, detection, and repair costs [275].

About 50% of all defects are introduced during programming, the phase in which actual
coding takes place. Whereas just 15% of all errors are detected in the initial design stages,
most errors are found during testing. At the start of unit testing, which is oriented to
discovering defects in the individual software modules that make up the system, a defect
density of about 20 defects per 1000 lines of (uncommented) code is typical. This has
been reduced to about 6 defects per 1000 code lines at the start of system testing, where
a collection of such modules that constitutes a real product is tested. On launching a new
software release, the typical accepted software defect density is about one defect per 1000
lines of code lines!.

Errors are typically concentrated in a few software modules — about half of the modules
are defect free, and about 80% of the defects arise in a small fraction (about 20%) of
the modules — and often occur when interfacing modules. The repair of errors that are
detected prior to testing can be done rather economically. The repair cost significantly
increases from about $ 1000 (per error repair) in unit testing to a maximum of about
$ 12,500 when the defect is demonstrated during system operation only. It is of vital
importance to seek techniques that find defects as early as possible in the software design
process: the costs to repair them are substantially lower, and their influence on the rest
of the design is less substantial.

Hardware Verification Preventing errors in hardware design is vital. Hardware is
subject to high fabrication costs; fixing defects after delivery to customers is difficult, and
quality expectations are high. Whereas software defects can be repaired by providing

! For some products this is much higher, though. Microsoft has acknowledged that Windows 95 contained
at least 5000 defects. Despite the fact that users were daily confronted with anomalous behavior, Windows
95 was very successful.
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users with patches or updates — nowadays users even tend to anticipate and accept this —
hardware bug fixes after delivery to customers are very difficult and mostly require refab-
rication and redistribution. This has immense economic consequences. The replacement
of the faulty Pentium IT processors caused Intel a loss of about $ 475 million. Moore’s
law — the number of logical gates in a circuit doubles every 18 months — has proven to
be true in practice and is a major obstacle to producing correct hardware. Empirical
studies have indicated that more than 50% of all ASICs (Application-Specific Integrated
Circuits) do not work properly after initial design and fabrication. It is not surprising
that chip manufacturers invest a lot in getting their designs right. Hardware verification
is a well-established part of the design process. The design effort in a typical hardware
design amounts to only 27% of the total time spent on the chip; the rest is devoted to
error detection and prevention.

Hardware verification techniques. Emulation, simulation, and structural analysis are the
major techniques used in hardware verification.

Structural analysis comprises several specific techniques such as synthesis, timing analysis,
and equivalence checking that are not described in further detail here.

Emulation is a kind of testing. A reconfigurable generic hardware system (the emulator) is
configured such that it behaves like the circuit under consideration and is then extensively
tested. As with software testing, emulation amounts to providing a set of stimuli to the
circuit and comparing the generated output with the expected output as laid down in
the chip specification. To fully test the circuit, all possible input combinations in every
possible system state should be examined. This is impractical and the number of tests
needs to be reduced significantly, yielding potential undiscovered errors.

With simulation, a model of the circuit at hand is constructed and simulated. Models are
typically provided using hardware description languages such as Verilog or VHDL that
are both standardized by IEEE. Based on stimuli, execution paths of the chip model are
examined using a simulator. These stimuli may be provided by a user, or by automated
means such as a random generator. A mismatch between the simulator’s output and the
output described in the specification determines the presence of errors. Simulation is like
testing, but is applied to models. It suffers from the same limitations, though: the number
of scenarios to be checked in a model to get full confidence goes beyond any reasonable
subset of scenarios that can be examined in practice.

Simulation is the most popular hardware verification technique and is used in various
design stages, e.g., at register-transfer level, gate and transistor level. Besides these error
detection techniques, hardware testing is needed to find fabrication faults resulting from
layout defects in the fabrication process.
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1.1 Model Checking

In software and hardware design of complex systems, more time and effort are spent on
verification than on construction. Techniques are sought to reduce and ease the verification
efforts while increasing their coverage. Formal methods offer a large potential to obtain an
early integration of verification in the design process, to provide more effective verification
techniques, and to reduce the verification time.

Let us first briefly discuss the role of formal methods. To put it in a nutshell, formal
methods can be considered as “the applied mathematics for modeling and analyzing ICT
systems”. Their aim is to establish system correctness with mathematical rigor. Their
great potential has led to an increasing use by engineers of formal methods for the ver-
ification of complex software and hardware systems. Besides, formal methods are one
of the “highly recommended” verification techniques for software development of safety-
critical systems according to, e.g., the best practices standard of the IEC (International
Electrotechnical Commission) and standards of the ESA (European Space Agency). The
resulting report of an investigation by the FAA (Federal Aviation Authority) and NASA
(National Aeronautics and Space Administration) about the use of formal methods con-
cludes that

Formal methods should be part of the education of every computer scientist
and software engineer, just as the appropriate branch of applied maths is a
necessary part of the education of all other engineers.

During the last two decades, research in formal methods has led to the development of
some very promising verification techniques that facilitate the early detection of defects.
These techniques are accompanied by powerful software tools that can be used to automate
various verification steps. Investigations have shown that formal verification procedures
would have revealed the exposed defects in, e.g., the Ariane-5 missile, Mars Pathfinder,
Intel’s Pentium IT processor, and the Therac-25 therapy radiation machine.

Model-based verification techniques are based on models describing the possible system
behavior in a mathematically precise and unambiguous manner. It turns out that — prior
to any form of verification — the accurate modeling of systems often leads to the discov-
ery of incompleteness, ambiguities, and inconsistencies in informal system specifications.
Such problems are usually only discovered at a much later stage of the design. The system
models are accompanied by algorithms that systematically explore all states of the system
model. This provides the basis for a whole range of verification techniques ranging from an
exhaustive exploration (model checking) to experiments with a restrictive set of scenarios
in the model (simulation), or in reality (testing). Due to unremitting improvements of un-
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derlying algorithms and data structures, together with the availability of faster computers
and larger computer memories, model-based techniques that a decade ago only worked for
very simple examples are nowadays applicable to realistic designs. As the startingpoint
of these techniques is a model of the system under consideration, we have as a given fact
that

Any verification using model-based techniques is only
as good as the model of the system.

Model checking is a verification technique that explores all possible system states in a
brute-force manner. Similar to a computer chess program that checks possible moves, a
model checker, the software tool that performs the model checking, examines all possible
system scenarios in a systematic manner. In this way, it can be shown that a given system
model truly satisfies a certain property. It is a real challenge to examine the largest possible
state spaces that can be treated with current means, i.e., processors and memories. State-
of-the-art model checkers can handle state spaces of about 10% to 107 states with explicit
state-space enumeration. Using clever algorithms and tailored data structures, larger state
spaces (10%° up to even 10%7% states) can be handled for specific problems. Even the subtle
errors that remain undiscovered using emulation, testing and simulation can potentially
be revealed using model checking.

Formalizing Modeling

property N N

Model Checking

violated + Si . location
| Simulation
counterezample error

Figure 1.4: Schematic view of the model-checking approach.

Typical properties that can be checked using model checking are of a qualitative nature:
Is the generated result OK?, Can the system reach a deadlock situation, e.g., when two
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concurrent programs are waiting for each other and thus halting the entire system? But
also timing properties can be checked: Can a deadlock occur within 1 hour after a system
reset?, or, Is a response always received within 8 minutes? Model checking requires a
precise and unambiguous statement of the properties to be examined. As with making
an accurate system model, this step often leads to the discovery of several ambiguities
and inconsistencies in the informal documentation. For instance, the formalization of all
system properties for a subset of the ISDN user part protocol revealed that 55% (!) of the
original, informal system requirements were inconsistent.

The system model is usually automatically generated from a model description that is
specified in some appropriate dialect of programming languages like C or Java or hard-
ware description languages such as Verilog or VHDL. Note that the property specification
prescribes what the system should do, and what it should not do, whereas the model
description addresses how the system behaves. The model checker examines all relevant
system states to check whether they satisfy the desired property. If a state is encountered
that violates the property under consideration, the model checker provides a counterex-
ample that indicates how the model could reach the undesired state. The counterexample
describes an execution path that leads from the initial system state to a state that violates
the property being verified. With the help of a simulator, the user can replay the violating
scenario, in this way obtaining useful debugging information, and adapt the model (or the
property) accordingly (see Figure 1.4).

Model checking has been successfully applied to several ICT systems and their applications.
For instance, deadlocks have been detected in online airline reservation systems, modern e-
commerce protocols have been verified, and several studies of international IEEE standards
for in-house communication of domestic appliances have led to significant improvements
of the system specifications. Five previously undiscovered errors were identified in an
execution module of the Deep Space 1 spacecraft controller (see Figure 1.5), in one case
identifying a major design flaw. A bug identical to one discovered by model checking
escaped testing and caused a deadlock during a flight experiment 96 million km from
earth. In the Netherlands, model checking has revealed several serious design flaws in the
control software of a storm surge barrier that protects the main port of Rotterdam against
flooding.

Example 1.1.  Concurrency and Atomicity

Most errors, such as the ones exposed in the Deep Space-1 spacecraft, are concerned
with classical concurrency errors. Unforeseen interleavings between processes may cause
undesired events to happen. This is exemplified by analysing the following concurrent
program, in which three processes, Inc, Dec, and Reset, cooperate. They operate on the
shared integer variable x with arbitrary initial value that can be accessed (i.e., read), and
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Figure 1.5: Modules of NASA’s Deep Space-1 space-craft (launched in October 1998) have
been thoroughly examined using model checking.

modified (i.e., written) by each of the individual processes. The processes are

proc Inc = while truedo if z < 200 then z :=2x+ 1 fi od
proc Dec = while truedo if x > 0Othen z:=x —11fi od
proc Reset = while truedo if x = 200 then = :=01fi od

Process Inc increments x if its value is smaller than 200, Dec decrements x if its value is at
least 1, and Reset resets x once it has reached the value 200. They all do so repetitively.

Is the value of = always between (and including) 0 and 2007 At first sight this seems to
be true. A more thorough inspection, though, reveals that this is not the case. Suppose
x equals 200. Process Dec tests the value of x, and passes the test, as x exceeds 0.
Then, control is taken over by process Reset. It tests the value of x, passes its test, and
immediately resets @ to zero. Then, control is returned to process Dec and this process
decrements x by one, resulting in a negative value for x (viz. -1). Intuitively, we tend to
interpret the tests on & and the assignments to x as being executed atomically, i.e., as a
single step, whereas in reality this is (mostly) not the case. [ |
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1.2 Characteristics of Model Checking

This book is devoted to the principles of model checking:

Model checking is an automated technique that, given
a finite-state model of a system and a formal property,
systematically checks whether this property holds
for (a given state in) that model.

The next chapters treat the elementary technical details of model checking. This section
describes the process of model checking (how to use it), presents its main advantages and
drawbacks, and discusses its role in the system development cycle.

1.2.1 The Model-Checking Process

In applying model checking to a design the following different phases can be distinguished:

o Modeling phase:
— model the system under consideration using the model description language of
the model checker at hand;

— as a first sanity check and quick assessment of the model perform some simu-
lations;

— formalize the property to be checked using the property specification language.

e Running phase: run the model checker to check the validity of the property in the
system model.

o Analysis phase:

— property satisfied? — check next property (if any);
— property violated? —
1. analyze generated counterexample by simulation;
2. refine the model, design, or property;
3. repeat the entire procedure.

— out of memory? — try to reduce the model and try again.
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In addition to these steps, the entire verification should be planned, administered, and
organized. This is called wverification organization. We discuss these phases of model
checking in somewhat more detail below.

Modeling The prerequisite inputs to model checking are a model of the system under
consideration and a formal characterization of the property to be checked.

Models of systems describe the behavior of systems in an accurate and unambiguous
way. They are mostly expressed using finite-state automata, consisting of a finite set
of states and a set of transitions. States comprise information about the current values
of variables, the previously executed statement (e.g., a program counter), and the like.
Transitions describe how the system evolves from one state into another. For realistic
systems, finite-state automata are described using a model description language such as
an appropriate dialect/extension of C, Java, VHDL, or the like. Modeling systems, in
particular concurrent ones, at the right abstraction level is rather intricate and is really
an art; it is treated in more detail in Chapter 2.

In order to improve the quality of the model, a simulation prior to the model checking
can take place. Simulation can be used effectively to get rid of the simpler category of
modeling errors. Eliminating these simpler errors before any form of thorough checking
takes place may reduce the costly and time-consuming verification effort.

To make a rigorous verification possible, properties should be described in a precise and
unambiguous manner. This is typically done using a property specification language. We
focus in particular on the use of a femporal logic as a property specification language,
a form of modal logic that is appropriate to specify relevant properties of ICT systems.
In terms of mathematical logic, one checks that the system description is a model of
a temporal logic formula. This explains the term “model checking”. Temporal logic is
basically an extension of traditional propositional logic with operators that refer to the
behavior of systems over time. It allows for the specification of a broad range of relevant
system properties such as functional correctness (does the system do what it is supposed
to do?), reachability (is it possible to end up in a deadlock state?), safety (“something
bad never happens”), liveness ( “something good will eventually happen”), fairness (does,
under certain conditions, an event occur repeatedly?), and real-time properties (is the
system acting in time?).

Although the aforementioned steps are often well understood, in practice it may be a
serious problem to judge whether the formalized problem statement (model + properties)
is an adequate description of the actual verification problem. This is also known as the
validation problem. The complexity of the involved system, as well as the lack of precision
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of the informal specification of the system’s functionality, may make it hard to answer this
question satisfactorily. Verification and validation should not be confused. Verification
amounts to check that the design satisfies the requirements that have been identified, i.e.,
verification is “check that we are building the thing right”. In validation, it is checked
whether the formal model is consistent with the informal conception of the design, i.e.,
validation is “check that we are verifying the right thing”.

Running the Model Checker The model checker first has to be initialized by ap-
propriately setting the various options and directives that may be used to carry out the
exhaustive verification. Subsequently, the actual model checking takes place. This is
basically a solely algorithmic approach in which the validity of the property under consid-
eration is checked in all states of the system model.

Analyzing the Results There are basically three possible outcomes: the specified
property is either valid in the given model or not, or the model turns out to be too large
to fit within the physical limits of the computer memory.

In case the property is valid, the following property can be checked, or, in case all properties
have been checked, the model is concluded to possess all desired properties.

Whenever a property is falsified, the negative result may have different causes. There may
be a modeling error, i.e., upon studying the error it is discovered that the model does not
reflect the design of the system. This implies a correction of the model, and verification
has to be restarted with the improved model. This reverification includes the verification
of those properties that were checked before on the erroneous model and whose verification
may be invalidated by the model correction! If the error analysis shows that there is no
undue discrepancy between the design and its model, then either a design error has been
exposed, or a property error has taken place. In case of a design error, the verification
is concluded with a negative result, and the design (together with its model) has to be
improved. It may be the case that upon studying the exposed error it is discovered that the
property does not reflect the informal requirement that had to be validated. This implies
a modification of the property, and a new verification of the model has to be carried out.
As the model is not changed, no reverification of properties that were checked before has
to take place. The design is verified if and only if all properties have been checked with
respect to a valid model.

Whenever the model is too large to be handled — state spaces of real-life systems may be

many orders of magnitude larger than what can be stored by currently available memories
— there are various ways to proceed. A possibility is to apply techniques that try to exploit
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implicit regularities in the structure of the model. Examples of these techniques are the
representation of state spaces using symbolic techniques such as binary decision diagrams
or partial order reduction. Alternatively, rigorous abstractions of the complete system
model are used. These abstractions should preserve the (non-)validity of the properties
that need to be checked. Often, abstractions can be obtained that are sufficiently small
with respect to a single property. In that case, different abstractions need to be made for
the model at hand. Another way of dealing with state spaces that are too large is to give
up the precision of the verification result. The probabilistic verification approaches explore
only part of the state space while making a (often negligible) sacrifice in the verification
coverage. The most important state-space reduction strategies are discussed in Chapters
7 through 9 of this monograph.

Verification Organization The entire model-checking process should be well orga-
nized, well structured, and well planned. Industrial applications of model checking have
provided evidence that the use of version and configuration management is of particular
relevance. During the verification process, for instance, different model descriptions are
made describing different parts of the system, various versions of the verification mod-
els are available (e.g., due to abstraction), and plenty of verification parameters (e.g.,
model-checking options) and results (diagnostic traces, statistics) are available. This in-
formation needs to be documented and maintained very carefully in order to manage a
practical model-checking process and to allow the reproduction of the experiments that
were carried out.

1.2.2 Strengths and Weaknesses

The strengths of model checking:

e It is a general verification approach that is applicable to a wide range of applications
such as embedded systems, software engineering, and hardware design.

e It supports partial verification, i.e., properties can be checked individually, thus
allowing focus on the essential properties first. No complete requirement specification
is needed.

e It is not vulnerable to the likelihood that an error is exposed; this contrasts with
testing and simulation that are aimed at tracing the most probable defects.

o It provides diagnostic information in case a property is invalidated; this is very useful
for debugging purposes.
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o It is a potential “push-button” technology; the use of model checking requires neither
a high degree of user interaction nor a high degree of expertise.

o It enjoys a rapidly increasing interest by industry; several hardware companies have
started their in-house verification labs, job offers with required skills in model check-
ing frequently appear, and commercial model checkers have become available.

e It can be easily integrated in existing development cycles; its learning curve is not
very steep, and empirical studies indicate that it may lead to shorter development
times.

e It has a sound and mathematical underpinning; it is based on theory of graph algo-
rithms, data structures, and logic.

The weaknesses of model checking:

e [t is mainly appropriate to control-intensive applications and less suited for data-
intensive applications as data typically ranges over infinite domains.

e Its applicability is subject to decidability issues; for infinite-state systems, or reason-
ing about abstract data types (which requires undecidable or semi-decidable logics),
model checking is in general not effectively computable.

e It verifies a system model, and not the actual system (product or prototype) itself;
any obtained result is thus as good as the system model. Complementary techniques,
such as testing, are needed to find fabrication faults (for hardware) or coding errors
(for software).

o It checks only stated requirements, i.e., there is no guarantee of completeness. The
validity of properties that are not checked cannot be judged.

e [t suffers from the state-space explosion problem, i.e., the number of states needed
to model the system accurately may easily exceed the amount of available computer
memory. Despite the development of several very effective methods to combat this
problem (see Chapters 7 and 8), models of realistic systems may still be too large to
fit in memory.

o Its usage requires some expertise in finding appropriate abstractions to obtain smaller
system models and to state properties in the logical formalism used.

e It is not guaranteed to yield correct results: as with any tool, a model checker may
contain software defects.?

2Parts of the more advanced model-checking procedures have been formally proven correct using theo-
rem provers to circumvent this.
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o It does not allow checking generalizations: in general, checking systems with an ar-
bitrary number of components, or parameterized systems, cannot be treated. Model
checking can, however, suggest results for arbitrary parameters that may be verified
using proof assistants.

We believe that one can never achieve absolute guaranteed correctness for systems of
realistic size. Despite the above limitations we conclude that

Model checking is an effective technique
to expose potential design errors.

Thus, model checking can provide a significant increase in the level of confidence of a
system design.

1.3 Bibliographic Notes

Model checking. Model checking originates from the independent work of two pairs in
the early eighties: Clarke and Emerson [86] and Queille and Sifakis [347]. The term
model checking was coined by Clarke and Emerson. The brute-force examination of the
entire state space in model checking can be considered as an extension of automated
protocol validation techniques by Hajek [182] and West [419, 420]. While these earlier
techniques were restricted to checking the absence of deadlocks or livelocks, model checking
allows for the examination of broader classes of properties. Introductory papers on model
checking can be found in [94, 95, 96, 293, 426]. The limitations of model checking were
discussed by Apt and Kozen [17]. More information on model checking is available in the
earlier books by Holzmann [205], McMillan [288], and Kurshan [250] and the more recent
works by Clarke, Grumberg, and Peled [92], Huth and Ryan [219], Schneider [365], and
Bérard et al. [44]. The model-checking trajectory has recently been described by Ruys
and Brinksma [360].

Software verification. Empirical data about software engineering is gathered by the Cen-
ter for Empirically Based Software Engineering (www.cebase.org); their collected data
about software defects has recently been summarized by Boehm and Basili [53]. The dif-
ferent characterizations of verification (“are we building the thing right?”) and validation
(“are we building the right thing?”) originate from Boehm [52]. An overview of software
testing is given by Whittaker [421]; books about software testing are by Myers [308] and
Beizer [36]. Testing based on formal specifications has been studied extensively in the area
of communication protocols. This has led to an international standard for conformance
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testing [222]. The use of software verification techniques by the German software industry
has been studied by Liggesmeyer et al. [275]. Books by Storey [381] and Leveson [269]
describe techniques for developing safety-critical software and discuss the role of formal
verification in this context. Rushby [359] addresses the role of formal methods for devel-
oping safety-critical software. The book of Peled [327] gives a detailed account of formal
techniques for software reliability that includes testing, model checking, and deductive
methods.

Model-checking software. Model-checking communication protocols has become popular
through the pioneering work of Holzmann [205, 206]. An interesting project at Bell Labs
in which a model-checking team and a traditional design team worked on the design of
part of the ISDN user part protocol has been reported by Holzmann [207]. In this large
case study, 112 serious design flaws were discovered while checking 145 formal properties in
about 10,000 verification runs. Errors found by Clarke et al. [89] in the IEEE Futurebus+
standard (checking a model of more than 10%” states) has led to a substantial revision of
the protocol by IEEE. Chan et al. [79] used model checking to verify the control software
of a traffic control and alert system for airplanes. Recently, Staunstrup et al. [377] have
reported the succesful model checking of a train model consisting of 1421 state machines
comprising a state space of 10176 states. Lowe [278], using model checking, discovered a
flaw in the well-known Needham-Schroeder authentication algorithm that remained un-
detected for over 17 years. The usage of formal methods (that includes model checking)
in the software development process of a safety-critical system within a Dutch software
house is presented by Tretmans, Wijbrans, and Chaudron [393]. The formal analysis of
NASA’s Mars Pathfinder and the Deep Space-1 spacecraft are addressed by Havelund,
Lowry, and Penix [194], and Holzmann, Najm, and Serhrouchini [210], respectively. The
automated generation of abstract models amenable to model checking from programs
written in programming languages such as C, C++, or Java has been pursued, for instance,
by Godefroid [170], Dwyer, Hatcliff, and coworkers [193], at Microsoft Research by Ball,
Podelski, and Rajamani [33] and at NASA Research by Havelund and Pressburger [195].

Model-checking hardware. Applying model checking to hardware originates from Browne
et al. [66] analyzing some moderate-size self-timed sequential circuits. Successful appli-
cations of (symbolic) model checking to large hardware systems have been first reported
by Burch et al. [75] in the early nineties. They analyzed a synchronous pipeline circuit
of approximately 10?0 states. Overviews of formal hardware verification techniques can
be found in works by Gupta [179], and the books by Yoeli [428] and Kropf [246]. The
need for formal verification techniques for hardware verification has been advocated by,
among others, Sangiovanni-Vincentelli, McGeer, and Saldanha [362]. The integration of
model-checking techniques for error finding in the hardware development process at IBM
has been recently described by Schlipf et al. [364] and Abarbanel-Vinov et al. [2]. They
conclude that model checking is a powerful extension of the traditional verification pro-
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cess, and consider it as complementary to simulation/emulation. The design of a memory
bus adapter at IBM showed, e.g., that 24% of all defects were found with model checking,
while 40% of these errors would most likely not have been found by simulation.
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Chapter 2

Modelling Concurrent Systems

A prerequisite for model checking is a model of the system under consideration. This
chapter introduces transition systems, a (by now) standard class of models to represent
hardware and software systems. Different aspects for modeling concurrent systems are
treated, ranging from the simple case in which processes run completely autonomously
to the more realistic setting where processes communicate in some way. The chapter is
concluded by considering the problem of state-space explosion.

2.1 Transition Systems

Transition systems are often used in computer science as models to describe the behavior of
systems. They are basically directed graphs where nodes represent states, and edges model
transitions, i.e., state changes. A state describes some information about a system at a
certain moment of its behavior. For instance, a state of a traffic light indicates the current
color of the light. Similarly, a state of a sequential computer program indicates the current
values of all program variables together with the current value of the program counter that
indicates the next program statement to be executed. In a synchronous hardware circuit,
a state typically represents the current value of the registers together with the values of
the input bits. Transitions specify how the system can evolve from one state to another.
In the case of the traffic light a transition may indicate a switch from one color to another,
whereas for the sequential program a transition typically corresponds to the execution of a
statement and may involve the change of some variables and the program counter. In the
case of the synchronous hardware circuit, a transition models the change of the registers
and output bits on a new set of inputs.

19
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20 Modelling Concurrent Systems

In the literature, many different types of transition systems have been proposed. We
use transition systems with action names for the transitions (state changes) and atomic
propositions for the states. Action names will be used for describing communication
mechanisms between processes. We use letters at the beginning of the Greek alphabet
(such as a, 3, and so on) to denote actions. Atomic propositions are used to formalize
temporal characteristics. Atomic propositions intuitively express simple known facts about
the states of the system under consideration. They are denoted by arabic letters from the
beginning of the alphabet, such as a, b, ¢, and so on. Examples of atomic propositions are
“x equals 07, or “r is smaller than 200” for some given integer variable . Other examples
are “there is more than a liter of fluid in the tank” or “there are no customers in the
shop”.

Definition 2.1. Transition System (TS)
A transition system TS is a tuple (S, Act,—, I, AP, L) where

S is a set of states,

Act is a set of actions,
e — C 5 x Act x S is a transition relation,

e [ C 5 is a set of initial states,

AP is a set of atomic propositions, and

o L:S — 24P is a labeling function.

TS is called finite if S, Act, and AP are finite. [ |

For convenience, we write s %+ ¢ instead of (s,«, s') € —. The intuitive behavior of a
transition system can be described as follows. The transition system starts in some initial
state sg € I and evolves according to the transition relation —. That is, if s is the
current state, then a transition s -+ s’ originating from s is selected nondeterministically
and taken, i.e., the action « is performed and the transition system evolves from state
s into the state s’. This selection procedure is repeated in state s’ and finishes once a
state is encountered that has no outgoing transitions. (Note that I may be empty; in that
case, the transition system has no behavior at all as no initial state can be selected.) It
is important to realize that in case a state has more than one outgoing transition, the
“next” transition is chosen in a purely nondeterministic fashion. That is, the outcome of
this selection process is not known a priori, and, hence, no statement can be made about
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the likelihood with which a certain transition is selected. Similarly, when the set of initial
states consists of more than one state, the start state is selected nondeterministically.

€ 24P of atomic propositions to any state s.!

The labeling function L relates a set L(s)
L(s) intuitively stands for exactly those atomic propositions a € AP which are satisfied
by state s. Given that ® is a propositional logic formula, then s satisfies the formula @ if

the evaluation induced by L(s) makes the formula ® true; that is:
s = @ iff L(s) = ®.

(Basic principles of propositional logic are explained in Appendix A.3, see page 915 ff.)

FErample 2.2.  Beverage Vending Machine

We consider an (somewhat foolish) example, which has been established as standard in the
field of process calculi. The transition system in Figure 2.1 models a preliminary design
of a beverage vending machine. The machine can either deliver beer or soda. States are
represented by ovals and transitions by labeled edges. State names are depicted inside the
ovals. Initial states are indicated by having an incoming arrow without source.

get_soda get_beer

msert_coin

Figure 2.1: A transition system of a simple beverage vending machine.

The state space is S = { pay, select, soda, beer }. The set of initial states consists of
only one state, i.e., I = { pay }. The (user) action insert_coin denotes the insertion of a
coin, while the (machine) actions get_soda and get_beer denote the delivery of soda and
beer, respectively. Transitions of which the action label is not of further interest here,
e.g., as it denotes some internal activity of the beverage machine, are all denoted by the
distinguished action symbol 7. We have:

Act = { insert_coin, get_soda, get_beer, T }.
Some example transitions are:

insert_coi t_bees
pay —msert=coin , coloct  and  beer 9= pay.

'Recall that 2AP denotes the power set of AP.
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22 Modelling Concurrent Systems

It is worthwhile to note that after the insertion of a coin, the vending machine nondeter-
ministically can choose to provide either beer or soda.

The atomic propositions in the transition system depend on the properties under con-
sideration. A simple choice is to let the state names act as atomic propositions, i.e.,
L(s) = { s} for any state s. If, however, the only relevant properties do not refer to the
selected beverage, as in the property

“The vending machine only delivers a drink after providing a coin”,

it suffices to use the two-element set of propositions AP = { paid, drink } with labeling
function:

L(pay) = @, L(soda) = L(beer) = {paid,drink}, L(select) = {paid}.

Here, the proposition paid characterizes exactly those states in which the user has already
paid but not yet obtained a beverage. [ |

The previous example illustrates a certain arbitrariness concerning the choice of atomic
propositions and action names. Even if the formal definition of a transition system requires
determining the set of actions Act and the set of propositions AP, the components Act
and AP are casually dealt with in the following. Actions are only necessary for modeling
communication mechanisms as we will see later on. In cases where action names are
irrelevant, e.g., because the transition stands for an internal process activity, we use a
special symbol 7 or, in cases where action names are not relevant, even omit the action
label. The set of propositions AP is always chosen depending on the characteristics of
interest. In depicting transition systems, the set of propositions AP often is not explicitly
indicated and it is assumed that AP C S with labeling function L(s) = {s}nNAP.

Crucial for modeling hard- or software systems by transition systems is the nondetermin-
ism, which in this context is by far more than a theoretical concept. Later in this chapter
(Section 2.2), we will explain in detail how transition systems can serve as a formal model
for parallel systems. We mention here only that nondeterministic choices serve to model
the parallel execution of independent activities by interleaving and to model the conflict
sttuations that arise, e.g., if two processes aim to access a shared resource. Essentially,
interleaving means the nondeterministic choice of the order in which order the actions of
the processes that run in parallel are executed. Besides parallelism, the nondeterminism
is also important for abstraction purposes, for underspecification, and to model the inter-
face with an unknown or unpredictable environment (e.g., a human user). An example of
the last is provided by the beverage vending machine where the user resolves the nonde-
terministic choice between the two 7-transitions in state ”select” by choosing one of the
two available drinks. The notion “underspecification” refers to early design phases where
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a coarse model for a system is provided that represents several options for the possible
behaviors by nondeterminism. The rough idea is that in further refinement steps the de-
signer realizes one of the nondeterministic alternatives, but skips the others. In this sense,
nondeterminism in a transition system can represent implementation freedom.

Definition 2.3. Direct Predecessors and Successors

Let TS = (S, Act,—, I, AP, L) be a transition system. For s € S and « € Act, the set of
direct o-successors of s is defined as:

Post(s,«) = { eS| s }, Post(s U Post(s, «)
acAct

The set of a-predecessors of s is defined by:

Pre(s, ) = {5'65 | & X }, Pre(s) = U Pre(s, «).
acAct

Each state s € Post(s,«) is called a direct a-successor of s. Accordingly, each state
s’ € Post(s) is called a direct successor of s. The notations for the sets of direct successors
are expanded to subsets of S in the obvious way (i.e., pointwise extension): for C' C S, let

Post(C, ax) U Post(s, ), Post(C) = U Post(s)
seC seC

The notations Pre(C, «) and Pre(C') are defined in an analogous way:

Pre(C, ) U Pre(s,a)), Pre(C U Pre(s
seC seC

Terminal states of a transition system TS are states without any outgoing transitions.
Once the system described by T'S reaches a terminal state, the complete system comes to
a halt.

Definition 2.4. Terminal State

State s in transition system TS is called terminal if and only if Post(s) = . [ |

For a transition system modeling a sequential computer program, terminal states occur
as a natural phenomenon representing the termination of the program. Later on, we will
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see that for transition systems modeling parallel systems, such terminal states are usually
considered to be undesired (see Section 3.1, page 89 ff.).

We mentioned above that nondeterminism is crucial for modeling computer systems. How-
ever, it is often useful to consider transition systems where the ”observable” behavior is
deterministic, according to some notion of observables. There are two general approaches
to formalize the visible behavior of a transition system: one relies on the actions, the
other on the labels of the states. While the action-based approach assumes that only
the executed actions are observable from outside, the state-based approach ignores the
actions and relies on the atomic propositions that hold in the current state to be visible.
Transition systems that are deterministic in the action-based view have at most one out-
going transition labeled with action « per state, while determinism from the view of state
labels means that for any state label A € 247 and any state there is at most one outgoing
transition leading to a state with label A. In both cases, it is required that there be at
most one initial state.

Definition 2.5. Deterministic Transition System

Let TS = (S, Act,—, I, AP, L) be a transition system.

1. TS is called action-deterministic if |I| < 1 and | Post(s,a)| < 1 for all states s
and actions o.

2. TS'is called AP-deterministic if |I| < 1 and |Post(s)N{s' € S|L(s)=A}] < 1
for all states s and A € 24F,

2.1.1 Executions

So far, the behavior of a transition system has been described at an intuitive level. This
will now be formalized using the notion of executions (also called runs). An execution of a
transition system results from the resolution of the possible nondeterminism in the system.
An execution thus describes a possible behavior of the transition system. Formally:

Definition 2.6. Execution Fragment

Let TS = (S, Act,—, I, AP, L) be a transition system. A finite execution fragment g of
TS is an alternating sequence of states and actions ending with a state

0 = SqQ 81y ...0p Sy, such that s; s 5, for all 0 < i < n,
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where 1 2 0. We refer to 1 as the length of the execution fragment . An infinite execution
fragment p of T'S is an infinite, alternating sequence of states and actions:

= S9(¥1 81 g S2 (X3 ... such that 82‘%82‘ 1f01“ allOéi.
+

Note that the sequence s with s € S'is a legal finite execution fragment of length n=0. Each
prefix of odd length of an infinite execution fragment is a finite execution fragment. From
now on, the term execution fragment will be used to denote either a finite or an infinite
execution fragment. Execution fragments ¢ = sga1 ... an s, and p = spa1 S1 o ... will
be written respectively as

0 = sog X L2y o, and p = s o g1 22

An execution fragment is called maximal when it cannot be prolonged:

Definition 2.7. Maximal and Initial Execution Fragment

A mazimal execution fragment is either a finite execution fragment that ends in a terminal
state, or an infinite execution fragment. An execution fragment is called initial if it starts
in an initial state, i.e., if sg € 1. [ ]

Ezample 2.8.  Executions of the Beverage Vending Machine

Some examples of execution fragments of the beverage vending machine described in Ex-
ample 2.2 (page 21) are as follows. For simplicity, the action names are abbreviated, e.g.,
sget is a shorthand for get_soda and coin for insert_coin.

com sget com sget

p1 = pay —% select > soda pay select = soda = . ..
pe = select ' soda sget pay COM, select — beer _bget ..
0o = pay 2", select -7 soda sget pay —2M, select T soda .

Execution fragments p; and p are initial, but pe is not. g is not maximal as it does not
end in a terminal state. Assuming that p; and p, are infinite, they are maximal. [ |

Definition 2.9. Execution

An execution of transition system TS is an initial, maximal execution fragment. [ ]
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In Example 2.8, p; is an execution, while ps and g are not. Note that ps is maximal but
not initial, while p is initial but not maximal.

A state s is called reachable if there is some execution fragment that ends in s and that
starts in some initial state.

Definition 2.10. Reachable States

Let TS = (S, Act,—, I, AP, L) be a transition system. A state s € S is called reachable in
TS if there exists an initial, finite execution fragment

o1

(&%) Xn

S0 S1 Sp = §.

Reach(TS) denotes the set of all reachable states in TS. [

2.1.2 Modeling Hardware and Software Systems

This section illustrates the use of transition systems by elaborating on the modeling of
(synchronous) hardware circuits and sequential data-dependent systems — a kind of simple
sequential computer programs. For both cases, the basic concept is that states represent
possible storage configurations (i.e., evaluations of relevant “variables”), and state changes
(i.e., transitions) represent changes of “variables”. Here, the term “variable” has to be
understood in the broadest sense. For computer programs a variable can be a control
variable (like a program counter) or a program variable. For circuits a variable can, e.g,
stand for either a register or an input bit.

Sequential Hardware Circuits

Before presenting a general recipe for modeling sequential hardware circuits as transition
systems we consider a simple example to clarify the basic concepts.

Ezample 2.11. A Simple Sequential Hardware Circuit

Consider the circuit diagram of the sequential circuit with input variable x, output variable
y, and register r (see left part of Figure 2.2). The control function for output variable y
is given by

Ay = (D7)
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. I XOR[T N0T|——y

{r} {x.ry}
Figure 2.2: Transition system representation of a simple hardware circuit.

where @ stands for exclusive or (XOR, or parity function). The register evaluation changes
according to the circuit function
& = xVr.
Note that once the register evaluation is [r = 1], » keeps that value. Under the initial
register evaluation [r = 0], the circuit behavior is modeled by the transition system TS
with state space
S = Eval(x,r)

where Eval(z,r) stands for the set of evaluations of input variable x and register variable
r. The initial states of TS are [ = {(x = 0,7 = 0), (x = 1, = 0) }. Note that there are
two initial states as we do not make any assumption about the initial value of the input
bit .

The set of actions is irrelevant and omitted here. The transitions result directly from the
functions A\, and 4,. For instance, (x = 0,r = 1) — (x = 0,r = 1) if the next input bit
equals 0, and (x = 0,7 = 1) — (& = 1,r = 1) if the next input bit is 1.

It remains to consider the labeling L. Using the set of atomic propositions AP = {x,y,r },
then, e.g., the state (x = 0,7 = 1) is labeled with {r }. It is not labeled with y since the
circuit function =(z & r) results in the value 0 for this state. For state (x = 1,7 = 1) we
obtain L({(x = 1,r = 1)) = {«,r,y}, as A\, yields the value 1. Accordingly, we obtain:
L{x=0,r=0)) ={y}, and L({(x = 1,7 = 0)) = {x}. The resulting transition system
(with this labeling) is depicted in the right part of Figure 2.2.

Alternatively, using the set of propositions AP’ = {x,5} — the register evaluations are
assumed to be “invisible” — one obtains:

D(@=0r=0) = {y}  L(w=0r=1) = o
Dlle=1r=0) = {z}  Dle=Lr=1) = {ay}

The propositions in AP’ suffice to formalize, e.g., the property “the output bit y is set
infinitely often”. Properties that refer to the register r are not expressible. ]
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The approach taken in this example can be generalized toward arbitrary sequential hard-

ware circuits (without “don’t cares”) with n input bits 21, . .., x,, m output bits y1, . .., Y,
and k registers r1, ..., r. as follows. The states of the transition system represent the eval-
uations of the n+k input and register bits 21, ..., 2y, r1,...,r%. The evaluation of output

bits depends on the evaluations of input bits and registers and can be derived from the
states. Transitions represent the behavior, whereas it is assumed that the values of in-
put bits are nondeterministically provided (by the circuit environment). Furthermore, we
assume a given initial register evaluation

[r1=co1,--, Tk = Cok]

where cg; denotes the initial value of register ¢ for 0 < ¢ < k. Alternatively, a set of
possible initial register evaluations may be given.

The transition system T'S = (S, Act, —, I, AP, L) modeling this sequential hardware circuit
has the following components. The state space S is determined by

S = Eval(wy,...,xn, 71, 7%)-

Here, Eval(xq, ..., &n,71,...,7%) stands for the set of evaluations of input variables x; and
registers r; and can be identified with the set {0,1 }n+F 2 Tnitial states are of the form
(...,¢01,--.,¢0x) where the k registers are evaluated with their initial value. The first
n components prescribing the values of input bits are arbitrary. Thus, the set of initial
states is

I = {(al,...,an,co71,...,co7k) | ai,...,a, € {0,1}}.

The set Act of actions is irrelevant, and we choose Act = {7 }. For simplicity, let the set
of atomic propositions be

AP = {21, ., Ty Y1y Ymy Tl -5 Tk | -

(In practice, this could be defined as any subset of this AP). Thus, any register, any
input bit, and any output bit can be used as an atomic proposition. The labeling function
assigns to any state s € Eval(x1,...,2,,71,...,7;) exactly those atomic propositions a;,
r; which are evaluated to 1 under s. If for state s, output bit y; is evaluated to 1, then
(and only then) the atomic proposition y; is part of L(s). Thus,

L(al,...,amcl,...,ck) = {£E¢|az‘:1} U {T’j|Cj:1}
U{wilsE A (ar,...,an,c1,...,¢) =1}

2An evaluation s € Eval(-) is a mapping which assigns a value s(x;) € {0,1} to any input bit ;.
Similarly, every register r; is mapped onto a value s(r;) € {0,1}. To simplify matters, we assume every
element s € S to be a bit-tuple of length n+k. The ith bit is set if and only if z; is evaluated to 1
(0 <7 < n). Accordingly, the n+jth bit indicates the evaluation of r; (0 < j < k).
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where Ay, : S — {0, 1} is the switching function corresponding to output bit y; that results
from the gates of the circuit.

Transitions exactly represent the behavior. In the following, let 57.], denote the transition
function for register r; resulting from the circuit diagram. Then:

T / !/ / /
(Q1yeeyny ClyeeoyCh ) ——= (A7, Gy, Clye ety Cl)
N N’
input cvaluation register cvaluation
if and only if cj = dp,(a1,...,an,¢1,...,¢). Assuming that the evaluation of input bits
changes nondeterministically, no restrictions on the bits a/, ..., a], are imposed.

It is left to the reader to check that applying this recipe to the example circuit in the left
part of Figure 2.2 indeed results in the transition system depicted in the right part of that
figure.

Data-Dependent Systems

The executable actions of a data-dependent system typically result from conditional branch-
ing, as in
if %2 =1 then v := 2+ 1 else x := 2-x fi.

In principle, when modeling this program fragment as a transition system, the conditions
of transitions could be omitted and conditional branchings could be replaced by nonde-
terminism; but, generally speaking, this results in a very abstract transition system for
which only a few relevant properties can be verified. Alternatively, conditional transitions
can be used and the resulting graph (labeled with conditions) can be unfolded into a tran-
sition system that subsequently can be subject to verification. This unfolding approach is
detailed out below. We first illustrate this by means of an example.

FErample 2.12.  Beverage Vending Machine Revisited

Consider an extension of the beverage vending machine described earlier in Example 2.2
(page 21) which counts the number of soda and beer bottles and returns inserted coins if the
vending machine is empty. For the sake of simplicity, the vending machine is represented
by the two locations start and select. The following conditional transitions

true @ refill

start e ey select and start =—————=— start

model the insertion of a coin and refilling the vending machine. Labels of conditional
transitions are of the form g : « where ¢ is a Boolean condition (called guard), and « is
an action that is possible once g holds. As the condition for both conditional transitions
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above always holds, the action coin is always enabled in the starting location. To keep
things simple, we assume that by refill both storages are entirely refilled. Conditional
transitions

nsoda > ) : sget nbeer > 0 : bget
select =—— = start and select =—— = start

model that soda (or beer) can be obtained if there is some soda (or beer) left in the vending
machine. The variables nsoda and nbeer record the number of soda and beer bottles in the
machine, respectively. Finally, the vending machine automatically switches to the initial
start location while returning the inserted coin once there are no bottles left:

nsoda = ) N nbeer = (: ret_coin

select =— start

Let the maximum capacity of both bottle repositories be maz. The insertion of a coin
(by action coin) leaves the number of bottles unchanged. The same applies when a coin
is returned (by action ret_coin). The effect of the other actions is as follows:

| Action | Effect |

refill nsoda := max; nbeer ;= max
sget nsoda := nsoda — 1
bget nbeer := nbeer — 1

The graph consisting of locations as nodes and conditional transitions as edges is not
a transition system, since the edges are provided with conditions. A transition system,
however, can be obtained by “unfolding” this graph. For instance, Figure 2.3 on page 31
depicts this unfolded transition system when max equals 2. The states of the transition
system keep track of the current location in the graph described above and of the number
of soda- and beer bottles in the vending machine (as indicated by the gray and black dots,
respectively, inside the nodes of the graph). [ ]

The ideas outlined in the previous example are formalized by using so-called program
graphs over a set Var of typed variables such as nsoda and nbeer in the example. Essen-
tially, this means that a standardized type (e.g., boolean, integer, or char) is associated
with each variable. The type of variable « is called the domain dom(x) of x. Let Eval( Var)
denote the set of (variable) evaluations that assign values to variables. Cond(Var) is the
set of Boolean conditions over Var, i.e., propositional logic formulae whose propositional
symbols are of the form “F € D” where T = (x1,...,2,) is a tuple consisting of pairwise
distinct variables in Var and D is a subset of dom(x1) x ... x dom(x,). The proposition

(=3 <az—a' <5) A (w<22) A (y= green),

for instance, is a legal Boolean condition for integer variables x and 2/, and y a variable
with, e.g., dom(y) = { red, green }. Here and in the sequel, we often use simplified notations
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els))

refill

select
@000

soda

Figure 2.3: Transition system modeling the extended beverage vending machine.
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for the propositional symbols such as “3 < o — 2/ < 5” instead of “(x,2') € {(n,m) €
N?|3<n—m<5}".

Initially, we do not restrict the domains. dom(x) can be an arbitrary, possibly infinite,
set. Even if in real computer systems all domains are finite (e.g., the type integer only
includes integers n of a finite domain, like —2'6 < n < 216), then the logical or algorithmic
structure of a program is often based on infinite domains. The decision which restrictions
on domains are useful for implementation, e.g., how many bits should be provided for
representation of variables of type integer is delayed until a later design stage and is
ignored here.

A program graph over a set of typed variables is a digraph whose edges are labeled with
conditions on these variables and actions. The effect of the actions is formalized by means
of a mapping

Effect : Act x Eval(Var) — Eval(Var)

which indicates how the evaluation 7 of variables is changed by performing an action. If,
e.g., o denotes the action x := y+5, where x and y are integer variables, and 7 is the
evaluation with n(z) = 17 and n(y) = —2, then

Effect(a,n)(x) = n(y)+5 = —2+5=3, and Effect(c,n)(y) =nly) = —2.

Effect(c,n) is thus the evaluation that assigns 3 to « and —2 to y. The nodes of a
program graph are called locations and have a control function since they specify which
of the conditional transitions are possible.

Definition 2.13. Program Graph (PG)

A program graph PG over set Var of typed variables is a tuple (Loc, Act, Effect, —, Locy, go)
where

e Locis a set of locations and Act is a set of actions,

Effect : Act x Eval(Var) — Eval(Var) is the effect function,

e — C Loc x Cond(Var) x Act x Loc is the conditional transition relation,

Locg C Loc is a set of initial locations,

go € Cond(Var) is the initial condition.
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The notation £ £5 ¢ is used as shorthand for (£,g,a,0") € —. The condition ¢ is also
called the guard of the conditional transition £ 5 0. 1f the guard is a tautology (e.g.,
g=trueor g = (# < 1)V (x > 1)), then we simply write £ < £,

The behavior in location £ € Loc depends on the current variable evaluation 1. A non-
deterministic choice is made between all transitions ¢ £5 ¢ which satisfy condition ¢ in
evaluation 7 (i.e., n |= ¢g). The execution of action o changes the evaluation of variables
according to Effect(w,-). Subsequently, the system changes into location . If no such
transition is possible, the system stops.

Ezample 2.14. Beverage Vending Machine

The graph described in Example 2.12 (page 29) is a program graph. The set of variables
is
Var = {nsoda, nbeer}

where both variables have the domain {0,1,..., maz }. The set Loc of locations equals
{ start, select } with Locy = { start }, and

Act = { bget, sget, coin, ret_coin, refill } .
The effect of the actions is defined by:

Effect(coin,n) =

Effect(ret_coin,n) = 7

Effect(sget,n) nnsoda := nsoda—1]
(
(

Effect(bget,n) nnbeer := nbeer—1]
Effect(refill, n) = [nsoda := max, nbeer := max)]

Here, nj[nsoda := nsoda—1] is a shorthand for evaluation 7/ with #/(nsoda) = n(nsoda)—1
and 7/ (x) = n(x) for all variables different from nsoda. The initial condition gg states that
initially both storages are entirely filled, i.e., go = (nsoda = maz A nbeer = mazx). [ |

Each program graph can be interpreted as a transition system. The underlying transition
system of a program graph results from unfolding. Its states consist of a control component,
i.e., a location £ of the program graph, together with an evaluation n of the variables.
States are thus pairs of the form (¢, 7). Initial states are initial locations that satisfy the
initial condition gg. To formulate properties of the system described by a program graph,
the set AP of propositions is comprised of locations £ € Loc (to be able to state at which
control location the system currently is), and Boolean conditions for the variables. For
example, a proposition like

(x <5) A (yiseven) A (L€ {1,2})
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can be formulated with x, y being integer variables and with locations being naturals.
The labeling of states is such that (¢,v) is labeled with £ and with all conditions (over
Var) that hold in 7. The transition relation is determined as follows. Whenever £ —£% ¢/
is a conditional transition in the program graph, and the guard g holds in the current
evaluation 7, then there is a transition from state (£,7) to state (¢/, Effect(ct,n)). Note
that the transition is not guarded. Formally:

Definition 2.15. Transition System Semantics of a Program Graph

The transition system TS(PG) of program graph
PG = (Loc, Act, Effect, —, Locy, o)

over set Var of variables is the tuple (S, Act,—, I, AP, L) where

e S = Loc x Eval(Var)

o — C S x Act x S is defined by the following rule (see remark below):

(50 A kg
(€, m) = (€', Effect(ct, 1))

I'= {<£7 77> | te LOCOyT/ |: 90}
e AP = Loc U Cond(Var)
L({6;m) = {£} U {g € Cond(Var) | n |= g}.

The definition of TS(PG) determines a very large set of propositions AP. But generally,
only a small part of AP is necessary to formulate the relevant system properties. In the
following, we exploit the degrees of freedom in choosing the set of propositions of TS(PG)
and only use the atomic propositions needed in the context at hand.

Remark 2.16.  Structured Operational Semantics

In Definition 2.15, the transition relation is defined using the so-called SOS-notation
(Structured Operational Semantics). This notation will be frequently used in the re-
mainder of this monograph. The notation

premise
conclusion
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should be read as follows. If the proposition above the “solid line” (i.e., the premise) holds,
then the proposition under the fraction bar (i.e., the conclusion) holds as well. Such “if
..., then ...” propositions are also called inference rules or simply rules. If the premise is
a tautology, it may be omitted (as well as the “solid line”). In the latter case, the rule is
also called an aziom.

Phrases like “The relation — is defined by the following (axioms and) rules” have the
meaning of an inductive definition where the relation — is defined as the smallest relation
satisfying the indicated axioms and rules. ]

2.2 Parallelism and Communication

In the previous section, we have introduced the notion of transition systems and have
shown how sequential hardware circuits and data-dependent systems (like simple sequen-
tial computer programs) can be effectively modeled as transition systems. In reality,
however, most hard- and software systems are not sequential but parallel in nature. This
section describes several mechanisms to provide operational models for parallel systems
by means of transition systems. These mechanisms range from simple mechanisms where
no communication between the participating transitions systems takes place, to more ad-
vanced (and realistic) schemes in which messages can be transferred, either synchronously
(i.e., by means of “handshaking”) or asynchronously (i.e., by buffers with a positive ca-
pacity). Let us assume that the operational (stepwise) behavior of the processes that run

in parallel are given by transition systems TS1,...,TS,. The goal is to define an operator
||, such that:
TS = TS || TSz || ... || TS,

is a transition system that specifies the behavior of the parallel composition of transition
systems TS; through T'S,. Here, it is assumed that || is a commutative and associative
operator. The nature of the operator || will, of course, depend on the kind of communica-
tion that is supported. We will for instance see that some notions of parallel composition
do not yield an associative operator. In the remainder of this section, several variants of
| will be considered and illustrated by means of examples. Note that the above scheme
may be repeated for TS;, i.e., T'S; may again be a transition system that is composed of
several transition systems:

TS = TSia || TSia |l . || TSim, -
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By using parallel composition in this hierarchical way, complex systems can be described
in a rather structured way.

2.2.1 Concurrency and Interleaving

A widely adopted paradigm for parallel systems is that of interleaving. In this model,
one abstracts from the fact that a system is actually composed of a set of (partly) inde-
pendent components. That is to say, the global system state — composed of the current
individual states of the components — plays a key role in interleaving. Actions of an
independent component are merged (also called weaved), or “interleaved”, with actions
from other components. Thus, concurrency is represented by (pure) interleaving, that is,
the nondeterministic choice between activities of the simultaneously acting processes (or
components). This perspective is based on the view that only one processor is available
on which the actions of the processes are interlocked. The “one-processor view” is only a
modeling concept and also applies if the processes run on different processors. Thereby,
(at first) no assumptions are made about the order in which the different processes are
executed. If there are, e.g., two nonterminating processes P and @, say, acting completely
independent of each other, then

P QP QP Q P
PP QPP Q Q
PQPPQPPPQ

@ Q
P P

are three possible sequences in which the steps (i.e., execution of actions) of P and @ can
be interlocked. (In Chapter 3, certain restrictions will be discussed to ensure that each
participating processor is treated in a somewhat “fair” manner. In particular, execution
sequences like P, P, P,..., where () is completely ignored, are ruled out. Unless stated
otherwise, we accept all possible interleavings, including the unfair ones.)

The interleaving representation of concurrency is subject to the idea that there is a sched-
uler which interlocks the steps of concurrently executing processes according to an a priori
unknown strategy. This type of representation completely abstracts from the speed of
the participating processes and thus models any possible realization by a single-processor
machine or by several processors with arbitrary speeds.

Erample 2.17.  Two Independent Traffic Lights

Consider the transition systems of two traffic lights for nonintersecting (i.e., parallel)
roads. It is assumed that the traffic lights switch completely independent of each other.
For example, the traffic lights may be controlled by pedestrians who would like to cross the
road. Each traffic light is modeled as a simple transition system with two states, one state
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900 TrLight;

TrLighty ||| TrLight,

green red

red green
green green

Figure 2.4: Example of interleaving operator for transition systems.

modeling a red light, the other one modeling a green light (see upper part of Figure 2.4).
The transition system of the parallel composition of both traffic lights is sketched at the
bottom of Figure 2.4 where ||| denotes the interleaving operator. In principle, any form
of interlocking of the “actions” of the two traffic lights is possible. For instance, in the
initial state where both traffic lights are red, there is a non-deterministic choice between
which of the lights turns green. Note that this nondeterminism is descriptive, and does
not model a scheduling problem between the traffic lights (although it may seem so). m

An important justification for interleaving is the fact that the effect of concurrently ex-
ecuted, independent actions « and [, say, is identical to the effect when « and § are
successively executed in arbitrary order. This can symbolically be stated as

Effect(c||| 8,n) = Effect((e; B) + (85 ), n)

where the operator semicolon ; stands for sequential execution, + stands for nondetermin-
istic choice, and ||| for the concurrent execution of independent activities. This fact can
be easily understood when the effect is considered from two independent value assignments
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xi=w+1||| yi=y—2.
~ ~;

When initially x = 0 and y = 7, then = has the value 1 and y the value 5 after executing «
and 3, independent of whether the assignments occur concurrently (i.e., simultaneously)
or in some arbitrary successive order. This is depicted in terms of transition systems as
follows:

a | g =

Note that the independence of actions is crucial. For dependent actions, the order of
actions is typically essential: e.g., the final value of variable x in the parallel program
x = x+1|||x := 2. (with initial value x=0, say) depends on the order in which the
assignments x := 2+1 and x := 2-x take place.

We are now in a position to formally define the interleaving (denoted |||) of transition
systems. The transition system TSi ||| T'Se represents a parallel system resulting from
the weaving (or merging) of the actions of the components as described by TS; and
TS,. Tt is assumed that no communication and no contentions (on shared variables)
occur at all. The (“global”) states of TS ||| TSz are pairs (s1,s2) consisting of “local”
states s; of the components TS;. The outgoing transitions of the global state (si,s2)
consist of the outgoing transitions of s1 together with those of so. Accordingly, whenever
the composed system is in state (s1, $2), a nondeterministic choice is made between all
outgoing transitions of local state s; and those of local state so.

Definition 2.18. Interleaving of Transition Systems

Let TS, = (S;,Act;,—, 1;, AP;, L;) i=1,2, be two transition systems. The transition
system TSy ||| T'Sz is defined by:

TS, ||| TSy = (Sl x So, Acty U Acty, —, 11 x Iy, AP1 U AP27L)

where the transition relation — is defined by the following rules:

S1 iﬁ (5/1 d S92 i>2 él2
an
(s1,82) = (s}, 52) (s1,82) = (s1,8)
and the labeling function is defined by L((s1, s2)) = L(s1) U L(s2). [
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Ezample 2.19.

Consider the two independent traffic lights described in Example 2.17 (page 36). The
depicted transition system is actually the transition system

that originates from interleaving. [ |

For program graphs PG; (on Vary) and PGy (on Vare) without shared variables (i.e.,
Var; N Vary = @), the interleaving operator, which is applied to the appropriate transition
systems, yields a transition system

TS(PGy) ||| TS(PGy)

that describes the behavior of the simultaneous execution of PGy and PGs.

2.2.2 Communication via Shared Variables

The interleaving operator ||| can be used to model asynchronous concurrency in which the
subprocesses act completely independent of each other, i.e., without any form of message
passing or contentions on shared variables. The interleaving operator for transition systems
is, however, too simplistic for most parallel systems with concurrent or communicating
components. An example of a system whose components have variables in common—
shared variables so to speak—will make this clear.

Ezample 2.20.  The Interleaving Operator for Concurrent Processes

Regard the program graph for the instructions « and 3 of the parallel program
x:=22 || z:=x+1
action « action g

where we assume that initially « = 3. (To simplify the picture, the locations have been
skipped.) The transition system TS(PG1) ||| TS(PGz) contains, e.g., the inconsistent state
(x=6,x=4) and, thus, does not reflect the intuitive behavior of the parallel execution of

« and 3:
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The problem in this example is that the actions « and 3 access the shared variable
and therefore are competing. The interleaving operator for transition systems, however,
“blindly” constructs the Cartesian product of the individual state spaces without consid-
ering these potential conflicts. Accordingly, it is not identified that the local states x==6
and x=4 describe exclusive events. [ |

In order to deal with parallel programs with shared variables, an interleaving operator will
be defined on the level of program graphs (instead of directly on transition systems). The
interleaving of program graphs PG; and PGs is denoted PGy ||| PGse. The underlying
transition system of the resulting program graph PGy ||| PGo, i.e., TS(PG ||| PG2) (see
Definition 2.15, page 34) faithfully describes a parallel system whose components communi-
cate via shared variables. Note that, in general, TS(PG ||| PGz2) # TS(PGy) ||| TS(PGz).

Definition 2.21. Interleaving of Program Graphs

Let PG; = (Log;, Act;, Effect;, —;, Locy i, go,i), for i=1,2 be two program graphs over the
variables Var;. Program graph PG ||| PGe over Var; U Vars is defined by

PGy ||| PGy = (LOCl X Locs, Act1 & ACtQ, Eﬁ”ect, —, LOC()J X LOC()72, go,1 N 9072)

where — is defined by the rules:

sy 085 0
g« / and g« /
(01, L2) ‘= (L1, 02) (b1, b2) = (L1, 4y)
and Effect(a, ) = Effect;(a,n) if a € Act;. [

The program graphs PGy and PGs have the variables Var; N Vare in common. These are
the shared (sometimes also called “global”) variables. The variables in Var; \ Vars are the
local variables of PGy, and similarly, those in Vare \ Var; are the local variables of PGs.

Ezample 2.22.  Interleaving of Program Graphs

Consider the program graphs PGy and PGy that correspond to the assignments x := 2+1
and x := 2-x, respectively. The program graph PGy ||| PG is depicted in the bottom
left of Figure 2.5. Its underlying transition system TS(PG ||| PGe) is depicted in the
bottom right of that figure where it is assumed that initially & equals 3. Note that the
nondeterminism in the initial state of the transition system does not represent concurrency
but just the possible resolution of the contention between the statements x := 2-x and
x := x+1 that both modify the shared variable x. ]

The distinction between local and shared variables has also an impact on the actions of the
composed program graph PG ||| PGe. Actions that access (i.e., inspect or modify) shared

Petitioner Exhibit 1002-2984



Parallelism and Communication 41

PG1 PG2 w
r:i=2 I'\\LE:ILE—&—l

Figure 2.5: Interleaving of two example program graphs.
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variables may be considered as “critical”; otherwise, they are viewed to be noncritical.
(For the sake of simplicity, we are a bit conservative here and consider the inspection of
shared variables as critical.) The difference between the critical and noncritical actions
becomes clear when interpreting the (possible) nondeterminism in the transition system
TS(PGy ||| PG2). nondeterminism in a state of this transition system may stand either for

(i) an “internal” nondeterministic choice within program graph PGy or PGa,
(ii) the interleaving of noncritical actions of PGy and PGs, or

(iii) the resolution of a contention between critical actions of PG; and PGs (concurrency).

In particular, a noncritical action of PG; can be executed in parallel with critical or
noncritical actions of PGs as it will only affect its local variables. By symmetry, the same
applies to the noncritical actions of PGy. Critical actions of PG and PGs, however, cannot
be executed simultaneously as the value of the shared variables depends on the order of
executing these actions (see Example 2.20). Instead, any global state where critical actions
of PG, and PG> are enabled describe a concurrency situation that has to be resolved by
an appropriate scheduling strategy. (Simultaneous reading of shared variables could be
allowed, however.)

Remark 2.23. On Atomicity

For modeling a parallel system by means of the interleaving operator for program graphs
it is decisive that the actions o € Act are indivisible. The transition system representation
only expresses the effect of the completely executed action . If there is, e.g., an action «
with its effect being described by the statement sequence

wi=ua+1;y:=20+1;if x <12 then z := (v — 2)? x y fi,

then an implementation is assumed which does not interlock the basic substatements x :=
x+1,y := 2241, the comparison “r < 127, and, possibly, the assignment z := (x —z)%xy
with other concurrent processes. In this case,

Effect(c, n)(x)
Effect(a, n)(y)

Effect(c,n)(2)

n(x) +1

2(n{x) +1) +1

{ (n(@) +1—n))? *2(n(x) + 1) +1  if gle)+1<12
n(z) otherwise

Hence, statement sequences of a process can be declared atomic by program graphs when
put as a single label to an edge. In program texts such multiple assignments are surrounded
by brackets (...). [
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PGll PGQI

noncrits

b
l' I'c
—— ]
=
=
=

y = y+1 walty yi=y+1 walto

>0: y>0:
=y—1 Vyi=y—1

Figure 2.6: Individual program graphs for semaphore-based mutual exclusion.

Example 2.24. Mutual Exclusion with Semaphores

Consider two simplified processes F;,i=1,2 of the form:

F, loop forever

(* noncritical actions *)
request
critical section
release

: (* noncritical actions *)
end loop

Processes P; and P, are represented by the program graphs PG; and PGa, respectively,
that share the binary semaphore y. y=0 indicates that the semaphore—the lock to get
access to the critical section—is currently possessed by one of the processes. When y=1,
the semaphore is free. The program graphs PG and PGs are depicted in Figure 2.6.

For the sake of simplicity, local variables and shared variables different from y are not
considered. Also, the activities inside and outside the critical sections are omitted. The
locations of PG, are noncrit; (representing the noncritical actions), wait, (modeling the
situation in which P; waits to enter its critical section), and crit; (modeling the critical
section). The program graph PG ||| PGa consists of nine locations, including the (unde-
sired) location (crity, crite) that models the situation where both P, and P are in their
critical section, see Figure 2.7.

When unfolding PGy ||| PGe into the transition system TSs., = TS(PG: ||| PGs) (see
Figure 2.8 on page 45), it can be easily checked that from the 18 global states in TSgen,
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PG1 ‘H PG2 :
N
------------------
yi=y+l y=y+1

e Al

(waity, noncrity) | »| {(noncrity, waity)

e

oy >0: yr=y+1

H y:=y—1 L /,/ 8 % \x“‘
{crity, noncrity) | / (waity, waity)
1 3 ,"' e " 5

<CI‘it1, Wait2>

—_— L

Figure 2.7: PG ||| PGz for semaphore-based mutual exclusion.

only the following eight states are reachable:

noncrity, waito,y = 1)
waity, waite,y = 1)
crity, noncrity, y = 0)
crity, waity, y = 0)

noncrity, noncritg, y = 1)
waity, noncrite, y = 1)
noncrity, crite, y = 0)
waity, critg, y = 0)

{ {
{ {
{ {
{ {

States (noncrity, noncrite,y = 1), and (noncrity, crite,y = 0) stand for examples of sit-
uations where both P, and F» are able to concurrently execute actions. Note that in
Figure 2.8 n stands for noncrit, w for wait, and ¢ for crit. The nondeterminism in these
states thus stand for interleaving of noncritical actions. State (crity, waite,y = 0), e.g.,
represents a situation where only PGy is active, whereas PGs is waiting.

From the fact that the global state {critq, crite,y = ...) is unreachable in T'Sg.,, it follows
that processes P, and P, cannot be simultaneously in their critical section. The parallel
system thus satisfies the so-called mutual exclusion property. ]

In the previous example, the nondeterministic choice in state (waitq, waite,y = 1) rep-
resents a contention between allowing either P or P, to enter its critical section. The
resolution of this scheduling problem—which process is allowed to enter its critical section
next?—is left open, however. In fact, the parallel program of the previous example is
“abstract” and does not provide any details on how to resolve this contention. At later
design stages, for example, when implementing the semaphore y by means of a queue of
waiting processes (or the like), a decision has to be made on how to schedule the processes
that are enqueued for acquiring the semaphore. At that stage, a last-in first-out (LIFO),
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)
)

SN

(1, w2, y=0) (w1, c2,y=0)

Figure 2.8: Mutual exclusion with semaphore (transition system representation).

first-in first-out (FIFO), or some other scheduling discipline can be chosen. Alternatively,
another (more concrete) mutual exclusion algorithm could be selected that resolves this
scheduling issue explicitly. A prominent example of such algorithm has been provided in
1981 by Peterson [332].

Example 2.25.  Peterson’s Mutual Ezclusion Algorithm

Consider the processes P4 and P, with the shared variables by, by, and x. b; and by are
Boolean variables, while « can take either the value 1 or 2, i.e., dom(z) = {1,2}. The
scheduling strategy is realized using x as follows. If both processes want to enter the
critical section (i.e., they are in location wait;), the value of variable x decides which of
the two processes may enter its critical section: if @ = i, then P, may enter its critical
section (for ¢ = 1,2). On entering location waity, process P, performs x := 2, thus giving
privilege to process I%» to enter the critical section. The value of x thus indicates which
process has its turn to enter the critical section. Symmetrically, P» sets x to 1 when
starting to wait. The variables b; provide information about the current location of F;.
More precisely,
b, = wait; V crit; .

b; is set when P; starts to wait. In pseudocode, P, performs as follows (the code for process
P, is similar):
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PG1: PGQZ

bl = true;w =92 b2 = tI‘lle;[L' =1

by := false by := false

r=1V by :‘\‘LEIQ Vo —by

Figure 2.9: Program graphs for Peterson’s mutual exclusion algorithm.

P, loop forever

f (* noncritical actions *)
(b1 := true; x := 2); (* request *)
wait until (x =1 VvV —bg)

do critical section od

by := false (* release *)

: (* noncritical actions *)
end loop

Process P; is represented by program graph PG; over Var = {x,by,bs} with locations
noncrit;, wait;, and crit;, see Figure 2.9 above. The reachable part of the underlying tran-
sition system TSp.; = TS(PG ||| PGz) has the form as indicated in Figure 2.10 (page 47),
where for convenience 1;, w;, ¢; are used for noncrit;, wait;, and crit;, respectively. The
last digit of the depicted states indicates the evaluation of variable 2. For convenience, the
values for b; are not indicated. Its evaluation can directly be deduced from the location
of PG;. Further, by = by = false is assumed as the initial condition.

Each state in TSp; has the form (locy, loco, x, b1, b2). As PG; has three possible locations
and b; and x each can take two different values, the total number of states of T'Sp.; is 72.
Only ten of these states are reachable. Since there is no reachable state with P; and P
being in their critical section, it can be concluded that Peterson’s algorithm satisfies the
mutual exclusion property.

In the above program, the multiple assignments by := true;z := 2 and by := true;z := 1
are considered as indivisible (i.e., atomic) actions. This is indicated by the brackets (
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(ny,co,z=1)

Figure 2.10: Transition system of Peterson’s mutual exclusion algorithm.

and ) in the program text, and is also indicated in the program graphs PG and PGos.
We like to emphasize that this is not essential, and has only been done to simplify the
transition system TSpg. Mutual exclusion is also ensured when both processes perform
the assignments b; := true and x := ... in this order but in a nonatomic way. Note that, for
instance, the order “first x := ..., then b; := true” does not guarantee mutual exclusion.
This can be seen as follows. Assume that the location inbetween the assignments « := ...
and b; := true in program graph F; is called req;. The state sequence

(noncrity, noncrity, x =1, by = false, by = false)

(noncrity,  reqy,, x =1, b =false, by = false)
(req,, reqy, wx=2, b =false, by = false)
(waity, reqy,, x=2, by =true, by = false)
(crity,  req,, a =2, by =true, by = false)
(crity,  waite, a =2, by =true, by = true)
(crity,  erity, a =2, by =true, by = true)

is an initial execution {ragment where P; enters its critical section first (as by = false)
after which P, enters its critical section (as @ = 2). As a result, both processes are
simultaneously in their critical section and mutual exclusion is violated. [ |

2.2.3 Handshaking

So far, two mechanisms for parallel processes have been considered: interleaving and
shared-variable programs. In interleaving, processes evolve completely autonomously
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e interleaving for o ¢ H:

S1 iﬁ Sll S i>2 Sl2

(s1,82) 2 (5], 52) (s1,82) % (s1,55)

e handshaking for o € H:

51 X187 A 82 %o 8

(51,82) —* (s, 85)

Figure 2.11: Rules for handshaking.

whereas according to the latter type processes “communicate” via shared variables. In
this subsection, we consider a mechanism by which concurrent processes interact via hand-
shaking. The term “handshaking” means that concurrent processes that want to interact
have to do this in a synchronous fashion. That is to say, processes can interact only if
they are both participating in this interaction at the same time—they “shake hands”.

Information that is exchanged during handshaking can be of various nature, ranging from
the value of a simple integer, to complex data structures such as arrays or records. In
the sequel, we do not dwell upon the content of the exchanged messages. Instead, an
abstract view is adopted and only communication (also called synchronization) actions
are considered that represent the occurrence of a handshake and not the content.

To do so, a set H of handshake actions is distinguished with 7 ¢ H. Only if both
participating processes are ready to execute the same handshake action, can message
passing take place. All actions outside H (i.e., actions in Act\ H) are independent and
therefore can be executed autonomously in an interleaved fashion.

Definition 2.26. Handshaking (Synchronous Message Passing)

Let TS; = (S;, Act;, —;, 1;, AP;, L;), i=1,2 be transition systems and H C Act; N Acty
with 7 ¢ H. The transition system TSi || T'S2 is defined as follows:

TS, ||H TSy = (Sl X Sy, Acty U Acte, —, 11 x Iy, AP1 U AP27L)

where L((s1,s2)) = Li(s1)U La(s2), and where the transition relation — is defined by
the rules shown in Figure 2.11. [ |

Notation: TSy || T'Sz abbreviates T'Sy ||g T'S2 for H = Acty N Acts.
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Remark 2.27.  Emply Set of Handshake Actions

When the set H of handshake actions is empty, all actions of the participating processes
can take place autonomously, i.e., in this special case, handshaking reduces to interleaving

TS || TSe = TS ||| TSs.

The operator ||y defines the handshaking between two transition systems. Handshaking
is commutative, but not associative in general. That is, in general we have

T81 ||H (TSQ ||H’ TS?,) 7£ (T31 ||H TSQ) ||H’ TS?) for H 75 HI.

However, for a fixed set H of handshake actions over which all processes synchronize, the
operator ||z is associative. Let

TS = TS |lu TS i ... |lm TSn,

denote the parallel composition of transition systems T'S; through T'S,, where H C Acty N
... N Act, is a subset of the set of actions Act; of all transition systems. This form of
multiway handshaking is appropriate to model broadcasting, a communication form in
which a process can transmit a datum to several other processes simultaneously.

In many cases, processes communicate in a pairwise fashion over their common actions.
Let TS| ... ||TS, denote the parallel composition of T'S; through TS,, (with n > 0) where
TS; and TS; (0 < i # j < n) synchronize over the set of actions H;; = Act; N Act; such
that H; ;N Acty, = @ for k ¢ {4,7}. It is assumed that 7 ¢ M, ;. The formal definition
of TSy||...||TS, is analogous to Definition 2.26. The state space of TSi||... || TS, results
from the Cartesian product of the state spaces of T'S;. The transition relation — is defined
by the following rules:

o forve Act; \ ( U H;y) and 0 <@ <
0<j<n
i)
2 /

(815 ey SiyensSn) =2 (81,000, 80 ... 8n)

e forac H;jand 0 <i<j<n
Sq ins'» A8y i>j8§'

1
(81, s 8iyevs8jyennyp) — (31,...,32,...,39,...,3@
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According to the first rule, components can execute actions that are not subject to hand-
shaking in a completely autonomous manner as in interleaving. The second rule states that
processes TS; and TS; (i # j) have to perform every handshaking action in Act; N Act;
together. These rules are in fact just generalizations of those given in Figure 2.11.

Ezample 2.28.  Mutual Fxclusion by Means of an Arbiter

An alternative solution to the mutual exclusion problem between processes P and P;
(as before) is to model the binary semaphore that regulates access to the critical section
by a separate parallel process that interacts with P, and /% by means of handshaking.
For simplicity, we ignore the waiting phase and assume that F; simply alternates infinitely
often between noncritical and critical sections. Assume (much simplified) transition system
representations T'S1 and TSy with just two states: crit; and noncrit;, The new process,
named Arbiter, mimics a binary semaphore (see Figure 2.12). P; and P, communicate
with the Arbiter via handshaking over the set H = { request, rel }. Accordingly, the actions
request (requesting to access the critical section) and rel (to leave the critical section) have
to be executed synchronously with the Arbiter. The complete system

TSArb = (T81 |||TSQ) || Arbiter

guarantees mutual exclusion since there are no states of T'S 4,4, where both P, and P are
in their critical section (see bottom part of Figure 2.12). Note that in the initial state of
TSy ||| T'S2, the Arbiter determines which process will enter the critical section next. ®

Example 2.29.  Booking System

Consider a (strongly simplified) booking system at a cashier of a supermarket. The system
consists of three processes: the bar code reader BCR, the actual booking program BP,
and the printer Printer. The bar code reader reads a bar code and communicates the
data of the just scanned product to the booking program. On receiving such data, the
booking program transmits the price of the article to the printer that prints the article Id
together with the price on the receipt. The interactions between the bar code reader and
the booking program, and between the booking program and the printer is performed by
handshaking. Each process consist of just two states, named 0 and 1 (see Figure 2.13 for
the transitions systems of BCR, BP, and Printer).

The complete system is given by:
BCR || BP || Printer.

The transition system of the overall system is depicted in Figure 2.14 on page 52. The
initial global state of this system is (0,0, 0), or in short, 000. In global state 010, e.g., the
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T - Arbiter:

release
request

noncrit; noncrity

crity noncrity noncrit; crity

crity crity

(T1 ||| To) || Arbiter :

Y
(noncritl nongcrity unlock)

release / Xelease
request request

( crit; noncrity lock nonerit; crity lock )

Figure 2.12: Mutual exclusion using handshaking with arbiter process.

nondeterminism stands for the concurrent execution of the actions scanning the bar code
and the synchronous transfer of the price to the printer. [ |

Example 2.30.  Railroad Crossing

For a railroad crossing a control system needs to be developed that on receipt of a signal
indicating that a train is approaching closes the gates, and only opens these gates after the
train has sent a signal indicating that it crossed the road. The requirement that should be
met by the control system is that the gates are always closed when the train is crossing the
road. The complete system consists of the three components Train, Gate, and Controller:

Train | Gate || Controller.

Figure 2.15 depicts the transition systems of these components from left (modeling the
Train) to right (modeling the Gate). For simplicity, it is assumed that all trains pass
the relevant track section in the same direction—from left to right. The states of the
transition system for the Train have the following intuitive meaning: in state far the train
is not close to the crossing, in state near it is approaching the crossing and has just sent a
signal to notify this, and in state in it is at the crossing. The states of the Gate have the
obvious interpretation. The state changes of the Controller stand for handshaking with
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(0) (0) (0)

store scan  pri_emd store print pri_cmd

Figure 2.13: The components of the book keeping example.

Figure 2.14: Transition system representation of the booking system.

the trains (via the actions approach and ezit) and the Gate (via the actions lower and
raise via which the Controller causes the gate to close or to open, respectively).

Figure 2.16 (above) illustrates the transition system of the overall system. A closer in-
spection of this transition system reveals that the system suffers from a design flaw. This
can be seen from the following initial execution fragment:

in which the gate is about to close, while the train is (already) at the crossing. The
nondeterminism in global state (near, 1, up) stands for concurrency: the train approaches
the crossing, while the gate is being closed. In fact, the basic concept of the design
is correct if and only if closing the gate does not take more time than the train needs
to get to the crossing once it signals—“l am approaching”. Such real-time constraints
cannot be formulated by the concepts introduced so far. The interleaving representation
for parallel systems is completely time-abstract. In Chapter 9, concepts and techniques
will be introduced to specify and verify such real-time aspects. ]
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P approach B B
approach @ raise

lower . raise

Train Controller Gate

Figure 2.15: The components of the railroad crossing.

2.2.4 Channel Systems

This section introduces channel systems, parallel systems where processes communicate
via so-called channels, i.e., first-in, first-out buffers that may contain messages. We con-
sider channel systems that are closed. That is to say, processes may communicate with
other processes in the system (via channels), but not with processes outside the system.
Channel systems are popular for describing communication protocols and form the basis
of PROMELA, the input language of the SPIN model checker.

Intuitively, a channel system consists of n (data-dependent) processes P; through P,.
Fach F; is specified by a program graph PG; which is extended with communication
actions. Transitions of these program graphs are either the usual conditional transitions
(labeled with guards and actions) as before, or one of the communication actions with
their respective intuitive meaning:

clv transmit the value v along channel ¢,
c?x receive a message via channel ¢ and assign it to variable z.

When considering channel ¢ as buffer, the communication action clv puts value v (at the
rear of) the buffer whereas ¢?x retrieves an element from (the front of) the buffer while
assigning it to x. It is assumed implicitly that variable x is of the right type, i.e., it has a
type that is compatible to that of the messages that are put into channel ¢. Let

Comm = { clv, ¢t | ¢ € Chan, v € dom(c), « € Var with dom(x) 2 dom(c) }

denote the set of communication actions where Chan is a finite set of channels with typical
element c.
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Figure 2.16: Transition system for the railroad crossing.
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A channel ¢ has a (finite or infinite) capacity indicating the maximum number of messages
it can store, and a type (or domain) specifying the type of messages that can be transmitted
over ¢. Each channel ¢ has a capacity cap(c) € INU { oo }, and a domain dom(c). For a
channel ¢ that can only transfer bits, dom(c) = {0,1}. If complete texts (of maximum
length of 200, say) need to be transmitted over channel ¢, then another type of channel
has to be used such that dom(c) = X529 where X is the alphabet that forms the basis of
the texts, e.g., > is the set of all letters and special characters used in German texts.

The capacity of a channel defines the size of the corresponding buffer, i.e., the number of
messages not yet read that can be stored in the buffer. When cap(c) € IN, ¢ is a channel
with finite capacity; cap(¢) = oo indicates that ¢ has an infinite capacity. Note that the
special case cap(c) = 0 is permitted. In this case, channel ¢ has no buffer. Communication
via such a channel ¢ corresponds to handshaking (simultaneous transmission and receipt,
i.e., synchronous message passing) plus the exchange of some data. When cap(c) > 0,
there is a “delay” between the transmission and the receipt of a message, i.e., sending and
reading of the same message take place at different moments. This is called asynchronous
message passing. Sending and reading a message from a channel with a nonzero capacity
can never appear simultaneously. By means of channel systems, both synchronous and
asynchronous message passing can thus be modeled.

Definition 2.31. Channel System
A program graph over (Var, Chan) is a tuple
PG = (Loc, Act, Effect, —, Locy, o)
according to Definition 2.13 (page 32) with the only difference that
— C  Loc x (Cond(Var) x (Act U Comm) x Loc.

A channel system CS over (Var, Chan) consists of program graphs PG; over ( Var;, Chan)
(for 1 < i < n) with Var = U, ¢;¢,, Var;. We denote

CS = [PGy|...| PG,

The transition relation — of a program graph over (Var, Chan) consists of two types
of conditional transitions. As before, conditional transitions ¢ TS ¢ are labeled with
guards and actions. These conditional transitions can happen whenever the guard holds.
Alternatively, conditional transitions may be labeled with communication actions. This
yields conditional transitions of type £ Y (for sending v along ¢) and /£ iy (for
receiving a message along ¢). When can such conditional transitions happen? Stated
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differently, when are these conditional transitions executable? This depends on the current
variable evaluation and the capacity and content of the channel ¢. For the sake of simplicity
assume in the following that the guard is satisfied.

e Handshaking. If cap(c) = 0, then process P; can transmit a value v over channel ¢
by performing

clv
only if another process P;, say, “offers” a complementary receive action, i.e., can
perform

0; 0

P; and P; should thus be able to perform clv (in F;) and ¢?x (in P;) simultaneously.
Then, message passing can take place between F; and FP;. The effect of message
passing corresponds to the (distributed) assignment x := v.

Note that when handshaking is only used for synchronization purposes and not for
data transfer, the name of the channel as well as the value v are not of any relevance.

e Asynchronous message passing. If cap(c) > 0, then process P; can perform the
conditional transition

Ry
if and only if channel ¢ is not full, i.e., if less than cap(c) messages are stored in c.
In this case, v is stored at the rear of the buffer . Channels are thus considered as
first-in, first-out buffers. Accordingly, P; may perform
ctx
if and only if the buffer of ¢ is not empty. In this case, the first element v of the

buffer is extracted and assigned to x (in an atomic manner). This is summarized in
Table 2.1.

executable if ... | effect

clv | ¢is not “full” Enqueue(c,v)

c?x | cis not empty | (x:= Front(c); Dequeue(c));

Table 2.1: Enabledness and effect of communication actions if cap(¢) > 0.
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channel d

sender receiver
synchronous —I’/—é'

unreliable channel ¢

timer

Figure 2.17: Schematic view of the alternating bit protocol.

Channel systems are often used to model communication protocols. One of the most
elementary and well-known protocols is the alternating bit protocol.

Ezample 2.32.  Alternating Bit Protocol (ABP)

Consider a system essentially consisting of a sender S and a receiver R that communicate
with each other over channels ¢ and d, see Figure 2.17. It is asssumed that both channels
have an unlimited buffer, i.e., cap(c) = cap(d) = oo. Channel ¢ is unreliable in the
sense that data may get lost when being transmitted from the sender S to channel c.
Once messages are stored in the buffer of channel ¢, they are neither corrupted nor lost.
Channel d is assumed to be perfect. The goal is to design a communication protocol that
ensures any distinct transmitted datum by S to be delivered to R. To ensure this in the
presence of possible message losses, sender S resorts to retransmissions. Messages are
transmitted one by one, i.e., S starts sending a new message once the transmission of the
previous message has been successful. This is a simple flow control principle, known as
“send-and-wait”.

We abstract from the real activities of S and R and, instead, concentrate on a simplified
representation of the communication structure of the system. S sends the successive
messages g, 11, . . . together with control bits by, b1, ... over channel ¢ to R. Transmitted
messages are thus pairs:

(Mg, 0), (m1,1), (m2,0), (m3, 1),...

On receipt of (m,b) (along channel ¢), R sends an acknowledgment (ack) consisting of
the control bit b just received. On receipt of ack (b), S transmits a new message m/
with control bit —b. If, however, S has to wait “too long” for the ack, it timeouts and
retransmits (m, b). The program graphs for S and R are sketched in Figure 2.18 and 2.19.
For simplicity, the data that is transmitted is indicated by m instead of m;.
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r=1: timeout? x=0:

Figure 2.18: Program graph of ABP sender S.

e, y)

- tmr_off?
y= :
dll y=0 dl0 timeout! on?
Y
o) . wma )
c¢?{m,y)

Figure 2.19: Program graph of (left) ABP receiver R and (right) Timer.

Control bit b—also called the alternating bit—is thus used to distinguish retransmissions
of m from transmissions of subsequent (and previous) messages. Due to the fact that
the transmission of a new datum is initiated only when the last datum has been received
correctly (and this is acked), a single bit is sufficient for this purpose and notions like, e.g.,
sequence numbers, are not needed.

The timeout mechanism of S is modeled by a Timer process. S activates this timer on
sending a message (along ¢), and it stops the timer on receipt of an ack. When raising
a timeout, the timer signals to S that a retransmission should be initiated. (Note that
due to this way of modeling, so-called premature timeouts may occur, i.e., a timeout may
occur whereas an ack is still on its way to S.) The communication between the timer and
S is modeled by means of handshaking, i.e., by means of channels with capacity 0.

Petitioner Exhibit 1002-3002



Parallelism and Communication 59

The complete system can now be represented as the following channel system over Chan =
{¢c,d, tmr_on, tmr_off , timeout } and Var = {x,y, m; }:

ABP = [S| Timer | R] .

The following definition formalizes the successive behavior of a channel system by means
of a transition system. The basic concept is similar to the mapping from a program

graph onto a transition system. Let CS = [PGy | ... | PG,] be a channel system over
(Chan, Var). The (global) states of T'S(CS) are tuples of the form
<£17 s 7&17 n, £>

where £; indicates the current location of component PG;, n keeps track of the current
values of the variables, and ¢ records the current content of the various channels (as se-
quences). Formally, n € Eval(Var) is an evaluation of the variables (as we have encountered
before), and ¢ is a channel evaluation, i.e., a mapping from channel ¢ € Chan onto a se-
quence &(¢) € dom(c)* such that the length of the sequence cannot exceed the capacity of ¢,
i.e., len(&(c)) < cap(c) where len(-) denotes the length of a sequence. Eval(Chan) denotes
the set of all channel evaluations. For initial states, the control components ¢; € Locg;
must be initial and variable evaluation 1 must satisfy the initial condition gg. In addition,
every channel is initially assumed to be empty, denoted .

Before providing the details of the semantics of a transition system, let us introduce some
notations. Channel evaluation &(¢) = vy vg ... v (where cap(c) > k) denotes that vy is at
the front of the buffer of ¢, vy is the second element, etc., and vy is the element at the rear
of ¢. Ien(&(¢)) = k in this case. Let &[¢:= v1,...,v] denote the channel evaluation where
sequence v1, ...,V is assigned to ¢ and all other channels are unaffected, i.e.,

fle:=v1...0)(c) = {5(61) if e #£ ¢

v ... fe=c.

The channel evaluation & maps any channel to the empty sequence, denoted ¢, i.e., {y(c) =
¢ for any channel ¢. Let len(s) = 0. The set of actions of T'S(CS) consists of actions
a € Act; of component PG; and the distinguished symbol 7 representing all communication
actions in which data is exchanged.

Definition 2.33. Transition System Semantics of a Channel System

Let CS=[PGy | ... | PG,] be a channel system over (Chan, Var) with
PG; = (LOCZ‘, ACtz‘, Eﬁ”ecti, 4, LOCO,i;gO,i) , for 0 < i< n.

The transition system of CS, denoted T'S(CS), is the tuple (S, Act, —, I, AP, L) where:
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S = (Locy X ... x Loc,) x Eval(Var) x Eval(Chan),

Act = E—J0<i<nActi W {71},

e — is defined by the rules of Figure 2.20 (page 61),

o | = {<£17---7£m777£0> | V0<i<n. (EZ‘GLOC(M A Ui |:g()7z‘) },
* AP =4q_;¢, Loc; W Cond(Var),
hd L(<£177£n7777£>) = {Eh"'?&l} U {ge Cond(Var) | 77|:g}

This definition is a formalization of the informal description of the interpretation of a
channel system given before. Note that the labeling of the atomic propositions is similar
to that for program graphs (see Definition 2.15). For the sake of simplicity, the above
definition does not allow for propositions on channels. This could be accommodated by
allowing for conditions on channels such as, e.g., “the channel ¢ is empty”
¢ is full”, and checking these conditions on the channel evaluation ¢ in a state.

or “the channel

Ezample 2.34.  Alternating Bit Protocol (Revisited)

Consider the alternating bit protocol that was modeled as a channel system in Exam-
ple 2.32. The underlying transition system TS(ABP) has, despite various simplifying
assumptions, infinitely many states. This is, e.g., due to the fact that the timer may sig-
nal a timeout on each transmission of a datum by S resulting in infinitely many messages
in channel c.

To clarify the functionality of the alternating bit protocol, consider two execution frag-
ments represented by indicating the states of the various components (sender S, receiver
R, the timer, and the contents of channels ¢ and d). The first execution fragment shows
the loss of a message. Here, R does not execute any action at all as it only acts if channel
¢ contains at least one message:

sender S timer | receiver R | channel ¢ | channel d | event |
snd_msg(0) | off wait(0)
st_tmr(0) off wait(0)
wait(0) on wait(0)
snd-msg(0) | off wait(0)

loss of message

ISIEORIVIRN
ISIEORIVIRN

timeout
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e interleaving for o € Act;:

L5 A nEg
<£17"'7£i7"'7£n7777£>i><£17"'7£27"'7£n77/7£>

where 1/ = Effect(w, 7).
e asynchronous message passing for ¢ € Chan, cap(c) > 0:
— receive a value along channel ¢ and assign it to variable x:

GO A g A Ten(E() =k >0 A E(C) = v... v
NN Y S I A N

where i/ = n[x :=v1] and & = £[e = vy ... vg].
— transmit value v € dom(c) over channel ¢:
giclv
b — L, AN nlEg A len(&(c)) =k < cap(c) N &le) = vp...u
U1, by by, &) T Uy, oy, €

where ¢ = £[e := v ve. .. Vg ).

e synchronous message passing over ¢ € Chan, cap(c) = 0:

g1:¢c?z

9:clv
GOSN g AnEg A GTEG A A
<£1,...,Ez‘,...,ﬁj,...,ﬁn,n,£>L><£1,...,£;,...,E;,...,Enﬂ]l,£>

where 1 = n[x :=v].

Figure 2.20: Rules for the transition relation of a channel system.
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When the receiver R is in location wait(0) and receives a message, it anticipates receiving
a message with either control bit 0 (as it expects) or with control bit 1, see left side of
Figure 2.19. Symmetrically, in location wait(1) also the possibility is taken into account
to receive the (unexpected) ack with control bit 0. The following execution fragment
indicates why this unexpected possibility is essential to take into consideration. In a
nutshell, the execution fragment shows that it may happen that R receives (m,0), notifies
this by means of sending an ack (with control bit 0), and switches to “mode 1”—waiting
to receive a message with control bit 1. In the meanwhile, however, sender S has initiated
a retransmission of (m,0) (as it timed out). On receipt of this (unexpected) message,
receiver R should act accordingly and ignore the message. This is exactly what happens.
Note that if this possibility would not have been taken into consideration in the program
graph of R, the system would have come to a halt.

| sender S | timer | receiver R | channel ¢ | channel d | event |
snd_msg(0) | off wait(0) & &
st_tmr(0) off wait(0) (m, 0) & message with bit 0
transmitted
wait(0) on wait(0) (m, 0) &
snd-msg(0) | off wait(0) (m, 0) & timeout
st_tmr(0) off wait(0) (m, 0) (m,0) | @ retransmission
st_tmr(0) off promsg(0) | {m,0) & receiver reads
first message
st_tmr(0) off snd_ack(0) | {(m,0) &
st_tmr(0) off wait(1) (m, 0) 0 receiver changes
into mode-1
st_tmr(0) off promsg(l) | @ 0 receiver reads
retransmission
st_tmr(0) off wait(1) & 0 and ignores it

We conclude this example by pointing out a possible simplification of the program graph of
the sender S. Since the transmission of acks (over channel d) is reliable, it is unnecessary
(but not wrong) for S to verify the control bit of the ack in location chk_ack(-). If S is in
location wait(0) and channel d is not empty, then the (first) message in d corresponds to
the expected ack 0, since R acknowledges each message m exactly once regardless of how
many times m is received. Therefore, the program graph of S could be simplified such
that by the action sequence d?x ; timer_off, it moves from location wait(0) to location
gen_msg(1). Location chk_ack(0) may thus be omitted. By similar arguments, location
chk_ack(1l) may be omitted. If, however, channel d would be unreliable (like channel ¢),
these locations are necessary. [ |
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Remark 2.35.  Open Channel Systems

The rule for synchronous message passing is subject to the idea that there is a closed
channel system that does not communicate with the environment. To model open channel
systems, only the rule for handshaking has to be modified. If there is a channel ¢ with
cap(c) = 0 over which the channel system is communicating with the environment, the
rules

Ry

<£17"'7£i7"'7£n7777£>ﬂ)<£17"'7£;7"'7£n7777£>

and .
60 A v e dom(c)
<£17"'7£i7"'7£n7777£>&<£17"'7£;7"'7£n771[w ::U]7£>

have to be used. The receipt of value v for variable x along channel ¢ is modeled by means
of nondeterminism that is resolved by the environment. That is to say, the environment
selects value v € dom(c) in a purely nondeterministic way. ]

2.2.5 NanoPromela

The concepts that have been discussed in the previous sections (program graphs, parallel
composition, channel systems) provide the mathematical basis for modeling reactive sys-
tems. However, for building automated tools for verifying reactive systems, one aims at
simpler formalisms to specify the behavior of the system to be analyzed. On the one hand,
such specification languages should be simple and easy to understand, such that nonex-
perts also are able to use them. On the other hand, they should be expressive enough to
formalize the stepwise behavior of the processes and their interactions. Furthermore, they
have to be equipped with a formal semantics which renders the intuitive meaning of the
language commands in an unambiguous manner. In our case, the purpose of the formal
semantics is to assign to each program of the specification language a transition system
that can serve as a basis for the automated analysis, e.g., simulation or model checking
against temporal logical specifications.

In this section, we present the core features of the language Promela, the input language
for the prominent model checker SPIN by Holzmann [209]. Promela is short for “process
metalanguage”. Promela programs P consist of a finite number of processes Pi,...,P,
to be executed concurrently. Promela supports communication over shared variables and
message passing along either synchronous or buffered FIFO-channels. The formal seman-
tics of a Promela-program can be provided by means of a channel system, which then
can be unfolded into a transition system, as explained in Section 2.2.4. The stepwise
behavior of the processes P; is specified in Promela using a guarded command language
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[130, 18] with several features of classical imperative programming languages (variable as-
signments, conditional and repetitive commands, sequential composition), communication
actions where processes may send and receive messages from the channels, and atomic
regions that avoid undesired interleavings. Guarded commands have already been used as
labels for the edges of program graphs and channel systems. They consist of a condition
(guard) and an action. Promela does not use action names, but specifies the effect of
actions by statements of the guarded command language.

Syntax of nanoPromela We now explain the syntax and semantics of a fragment of
Promela, called nanoPromela, which concentrates on the basic elements of Promela, but
abstracts from details like variable declarations and skips several “advanced” concepts
like abstract data types (arrays, lists, etc.) or dynamic process creation. A nanoPromela
program consists of statements representing the stepwise behavior of the processes Py, ...,
P, together with a Boolean condition on the initial values of the program variables. We
write nanoPromela programs as:

P = [Pi]...|P).

The main ingredients of the statements that formalize the stepwise behavior of the pro-
cesses P; are the atomic commands skip, variable assignments x := expr, communica-
tion actions c?x (reading a value for variable x from channel ¢) and clexpr (sending the
current value of an expression over channel ¢), conditional commands (if-then-else) and
(while)loops. Instead of the standard if-then-else constructs or whileloops, nanoPromela
supports nondeterministic choices and allows specifying a finite number of guarded com-
mands in conditional and repetitive commands.

Variables, Expressions and Boolean Expressions The variables in a nanoPromela
program P may be typed (integer, Boolean, char, real, etc.) and either global or local to
some process of P;. Similarly, data domains have to be specified for the channels and they
have to be declared to be synchronous or fifo-channels of a predefined capacity. We skip
the details of variable and channel declarations, as they are irrelevant for the purposes
of this chapter. As local variables can be renamed in case they occur in more than one
process or as the name of a global variable, we may treat all variables as global variables.
Thus, we assume that Var is a set of variables occurring in P and that for any a variable
name x the domain (type) of x is given as the set dom(x). Furthermore, in the declaration
part of a Promela program, the type of a channel is specified. We simply write here dom(c)
for the type (domain) of channel ¢ and cap(c) for its capacity. In addition, we assume
that the variable declaration of program P contains a Boolean expression that specifies
the legal initial values for the variables « € Var.
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stmt = skip | w:=expr | ¢’z | clexpr |
stmty ; stmte | atomic{assignments} |
if g =stmty ... g, =stmt, fi |

do gy =stmt; ... g, =stmt, do

Figure 2.21: Syntax of nanoPromela-statements.

The intuitive meaning of an assignment x := expr is obvious: variable x is assigned the
value of the expression expr given the current variable evaluation. The precise syntax
of the expressions and Boolean expressions is not of importance here. We may assume
that the expressions used in assignments for variable x are built by constants in dom(x),
variables y of the same type as x (or a subtype of x), and operators on dom(x), such as
Boolean connectives A, V, —, etc. for dom(z) = {0,1} and arithmetic operators +, x,
etc. for dom(z) = R.3> The guards are Boolean expressions that impose conditions on the
values of the variables, i.e., we treat the guards as elements of Cond(Var).

Statements The syntax of the statements that specify the behavior of the nanoPromela-
processes is shown in Figure 2.21 on page 65. Here, x is a variable in Var, expr an
expression, and c¢ is a channel of arbitrary capacity. Type consistency of the variable x
and the expression expr is required in assignments x := expr. Similarly, for the message-
passing actions c?x and clexpr we require that dom(c) C dom(zx) and that the type of expr
corresponds to the domain of ¢. The g;’s in if-fi- and do—od-statements are guards. As
mentioned above, we assume that g; € Cond(Var). The body assignments of an atomic
region is a nonempty sequential composition of assignments, i.e., assignments has the form

L1 1= eXpri; &g 1= e€XPro; ...} Ly 1= EXPr,,

wherem > 1, x1,..., 2y, are variables and expry, ..., expr,, expressions such that the types
of #; and expr; are compatible.

Intuitive Meaning of the Commands Before presenting the formal semantics, let
us give some informal explanations on the meaning of the commands. skip stands for
a process that terminates in one step, without affecting the values of the variables or
contents of the channels. The meaning of assignments is obvious. stmty; stmty denotes
sequential composition, i.e., stmty is executed first and after its termination stmty is ex-
ecuted. The concept of atomic regions is realized in nanoPromela by statements of the

8For simplicity, the operators are supposed to be total. For operators that require special arguments
(e.g., division requires a nonzero second argument) we assume that the corresponding domain contains a
special element with the meaning of “undefined”.
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form atomic{stmt}. The effect of atomic regions is that the execution of stmt is treated
as an atomic step that cannot be interleaved with the activities of other processes. As a
side effect atomic regions can also serve as a compactification technique that compresses
the state space by ignoring the intermediate configurations that are passed during the
executions of the commands inside an atomic region. The assumption that the body of an
atomic region consists of a sequence of assignments will simplify the inference rules given
below.

Statements build by if-fi or do—od are generalizations of standard if-then-else commands
and whileloops. Let us first explain the intuitive meaning of conditional commands. The
statement

if g1 =stmty ... 1 g, = stmt, i

stands for a nondeterministic choice between the statements stmt; for which the guard g;
is satisfied in the current state, i.e., g; holds for the current valuation of the variables. We
assume a test-and-set semantics where the evaluation of the guards, the choice between
the enabled guarded commands and the execution of the first atomic step of the selected
statement, are performed as an atomic unit that cannot be interleaved with the actions of
concurrent processes. If none of the guards g1, ..., g, is fulfilled in the current state, then
the if-fi—command blocks. Blocking has to be seen in the context of the other processes
that run in parallel and that might abolish the blocking by changing the values of shared
variables such that one or more of the guards may eventually evaluate to true. For instance,
the process given by the statement

if ny>0=2:=421

in a state where y has the value 0 waits until another process assigns a nonzero value to
y. Standard if-then-else commands, say “if ¢ then stmt; else stmty fi”, of imperative
programming languages can be obtained by:

if 1 g = stmty :: g = stmty fi,
while statements “if g then stmt; fi” without an else option are modeled by:
if :: g = stmt; :: g = skip fi.

In a similar way, the do—od-command generalizes whileloops. These specify the repetition
of the body, as long as one of the guards is fulfilled. That is, statements of the form:

do :g; = stmt; ... 1 g, = stmt, od

stand for the iterative execution of the nondeterministic choice among the guarded com-
mands ¢; = stmt; where guard g; holds in the current configuration. Unlike conditional
commands, do—od-loops do not block in a state if all guards are violated. Instead, if
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g1, -- -, gn do not hold in the current state, then the whileloop is aborted. In fact, a single
guarded loop do :: g = stmt od has the same effect as an ordinary whileloop “while
g do stmt od” with body stmt and termination condition —g. (As opposed to Promela,
loops are not terminated by the special command “break”.)

Example 2.36.  Peterson’s Mutual Ezclusion Algorithm

Peterson’s mutual exclusion algorithm for two processes (see Example 2.25 on page 45)
can be specified in nanoPromela as follows. We deal with two Boolean variables b; and
by and the variable x with domain dom(x) = {1,2} and two Boolean variables crit; and
crito. The activities of the processes inside their noncritical sections are modeled by the
action skip. For the critical section, we use the assignment crit; := true. Initially, we
have by = by = crit; = crity = false, while x is arbitrary. Then the nanoPromela-code of
process Py is given by the statement

do : true = skip;
atomic{b; := true;x := 2};
if = (x=1)V-by = crit; ;= true fi
atomic{crit; := false; by := false}

od

The statement for modeling the second process is similar. The infinite repetition of the
three phases “noncritical section”, “waiting phase” and “critical section” is modeled by the
do—od-loop with the trivial guard true. The request action corresponds to the statement
atomic{b; := true;z := 2} and the release action to the statement atomic{crit; :=
false; by := false}. The waiting phase where process P; has to await until x = 1 or
bs = false is modeled by the if-fi-command.

The use of atomic regions is not necessary, but serves here as a compactification technique.
As we mentioned in Example 2.25, the request action can also be split into the two
assignments b; := true and x := 2. As long as both assignments are inside an atomic
region the order of the assignments b, := true and x := 2 is irrelevant. If, however, we
drop the atomic region, then we have to use the order b; := true; x := 2, as otherwise the
mutual exclusion property cannot be ensured. That is, the process

do : true = skip;
X = 2;
b1 := true;

if = (x=1)V-by = crit; ;= true fi
atomic{crit; := false; by := false}
od

for Py together with the symmetric protocol for Py constitutes a nanoPromela program
where the mutual exclusion property “never crit; = crits = true” cannot be guaranteed.
|
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Ezample 2.37.  Vending Machine

In the above example there are no nondeterministic choices caused by a conditional or
repetitive command. For an example where nondeterminism arises through simultaneously
enabled guarded commands of a loop, consider the beverage vending machine of Example
2.14 (page 33). The following nanoPromela program describes its behavior:

do : true =
skip;
if o nsoda >0 = nsoda:= nsoda —1
nbeer >0 = nbeer:= nbeer—1
nsoda = nbeer = 0 = skip
fi

true = atomic{nbeer := maxz; nsoda := maz}
od

In the starting location, there are two options that are both enabled. The first is the
insertion of a coin by the user, modeled by the command skip. The first two options of
the iffi-command represent the cases where the user selects soda or beer, provided some
bottles of soda and beer, respectively, are left. The third guarded command in the if-fi
substatement applies to the case where neither soda nor beer is available anymore and the
machine automatically returns to the initial state. The second alternative that is enabled
in the starting location is the refill action whose effect is specified by the atomic region
where the variables nbeer and nsoda are reset to maz. [ |

Semantics The operational semantics of a nanoPromela-statement with variables and
channels from (Var, Chan) is given by a program graph over (Var, Chan).  The pro-
gram graphs PGy, ..., PG, for the processes Py, ..., P, of a nanoPromela program P =
[P1|...|P,] constitute a channel system over (Var, Chan). The transition system seman-

tics for channel systems (Definition 2.31 on page 55) then yields a transition system TS(P)
that formalizes the stepwise behavior of P.

The program graph associated with a nanoPromela-statement stmt formalizes the control
flow when executing stmt. That is, the substatements play the role of the locations. For
modeling termination, a special location exit is used. Roughly speaking, any guarded
command g = stmt corresponds to an edge with the label ¢ : « where « stands for the
first action of stmt. For example, for the statement

condemd = if = z>1 = y=x+y
true = wx:=0; y:=u
fi
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from cond_cmd — viewed as a location of a program graph — there are two edges: one with
the guard # > 1 and action y := x + y leading to exit, and one with the guard true and
action x := 0 yielding the location for the statement y := x. Since y := x is deterministic
there is a single edge with guard true, action y := x leading to location exit.

As another example, consider the statement

loop = do = x>1 = y:=x+y
y<zr = x:=0; y:=x
od

Here, the repetition semantics of the do—od-loop is modeled by returning the control to
stmt whenever the body of the selected alternative has been executed. Thus, from location
loop there are three outgoing edges, see Figure 2.22 on page 69. One is labeled with the
guard x > 1 and action y := x + y and leads back to location loop. The second edge has
the guard y < x and action « := 0 and leads to the statement y := x; loop. The third
edge covers the case where the loop terminates. It has the guard =(z > 1) A =(y < ) and
an action without any effect on the variables and leads to location exit.

true:y ===

|

y<z:x:=0
z>1:y:=z+y

Figure 2.22: Program graph for a loop

The goal is now to formalize the ideas sketched above. We start with a formal definition of
substatements of stmt. Intuitively, these are the potential locations of intermediate states
during the execution of stmt.

Notation 2.38. Substatement

The set of substatements of a nanoPromela-statement stmt is recursively defined. For
statements stmt € {skip,x := expr, c?x, clexpr} the set of substatements is sub(stmt) =
{stmt, exit}. For sequential composition let

sub(stmty ; stmty) =

{stmt’; stmty | stmt’ € sub(stmty) \ {exit} } U sub(stmty).

For conditional commands, the set of substatements is defined as the set consisting of the
if-fi-statement itself and substatements of its guarded commands. That is, for cond_cmd
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being if :: g7 = stmt; ... 1 g, = stmt,, fi we have
sub(cond_cmd) = {cond_emd} U |J sub(stmt;).
1<igsn
The substatements of a loop loop given by do :: gy = stmt; ... = g, = stmt, od are

defined similarly, but taking into account that control moves back to loop when guarded
commands terminate. That is:

sub(loop) =

{loop, exit} U |J {stmt’;loop | stmt’ € sub(stmt;) \ {exit} }.
1<isn

For atomic regions let sub(atomic{stmt}) = {atomic{stmt}, exit}. [

The definition of sub(loop) relies on the observation that the effect of a loop with a single
guarded command, say “do :: g = stmt od”, corresponds to the effect of

if g then stmt; do :: ¢ = stmt od else skip fi

An analogous characterization applies to loops with two or more guarded commands.
Thus, the definition of the substatements of loop relies on combining the definitions of the
sets of substatements for sequential composition and conditional commands.

The formal semantics of nanoPromela program P = [P1] ... |P,] where the behavior of the
process P; is specified by a nanoPromela statement is a channel system [PGy]...|PG,]
over (Var, Chan) where Var is the set of variables and Chan the set of channels that
are declared in P. As mentioned before, a formal syntax for the variable and channel
declarations will not be provided, and global and local variables will not be distinguished.
We assume that the set Var of typed variables and the set Chan of channels (together
with a classification of the channels into synchronous and FIFO-channels of some capacity
cap(-)) are given. Hence, local variable and channel declarations for the processes P; are
not considered. It is assumed that they are given by a nanoPromela-statement over some
fixed tuple (Var, Chan).

We now provide inference rules for the nanoPromela constructs. The inference rules for the
atomic commands (skip, assignment, communication actions) and sequential composition,
conditional and repetitive commands give rise to the edges of a “large” program graph
where the set of locations agrees with the set of nanoPromela-statements. Thus, the edges
have the form g / comm /

stmt — stmt or stmt <——= stmt
where stmt is a nanoPromela statement, stmt’ a substatement of stmt, and ¢ a guard, «
an action, and comm a communication action c¢?z or clexpr. The subgraph consisting of
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the substatements of P; then yields the program graph PG; of process P; as a component
of the program P.

The semantics of the atomic statement skip is given by a single axiom formalizing that
the execution of skip terminates in one step without affecting the variables

. true: id .
skip =——= exit
where id denotes an action that does not change the values of the variables, i.e., Effect(id, n)
= ¢ for all variable evaluations 7. Similarly, the execution of a statement consisting of an
assignment x := expr has the trivial guard and terminates in one step:

true : assign(z, expr) .
€= expr  =— exit

where assign(x, expr) denotes the action that changes the value of x according to the
assignment x := expr and does not affect the other variables, i.e., if n € Eval(Var) and
y € Var then Effect(assign(x, expr),n)(y) = n(y) if y # x and Effect(assign(x, expr),n)(x)
is the value of expr when evaluated over 7. For the communication actions clexpr and ¢?x
the following axioms apply:

o crtx . clexpr .
clr — exit clexpr =———=  exit

The effect of an atomic region atomic{x; := expry;...; 2, := expr,,} is the cumulative
effect of the assignments x; := expr;. It can be defined by the rule:

] true : auy .
atomic{ry :=expr{;...; &y, :=expr,,} <——— exit

where ag = id, «; = Effect(assign(a;, expr;), Effect(c;—1,7)) for 1 <i < m.

Sequential composition stmty;stmty is defined by two rules that distinguish whether or
not stmt; terminates in one step. If the first step of stmt; leads to a location (statement)
different from exit, then the following rule applies:

g .
stmt; < stmt] # exit

giox
stmty; stmty — stmt]; stmt

If the computation of stmt; terminates in one step by executing action ¢, then control of
stmty; stmte moves to stmte after executing o

g
stmt; — exit

g
stmty; stmty — stmty
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The effect of a conditional command cond_cmd = if 1 g1 = stmty ... 2 g, = stmt, fi is
formalized by means of the following rule:

h:o ’
stmt; — stmt;

giNh:o ’
cond_cmd =———= stmt;

This rule relies on the test-and-set semantics where choosing one of the enabled guarded
commands and performing its first action are treated as an atomic step. The blocking of
cond_cmd when none of its guards is enabled needs no special treatment. The reason is
that cond_cmd has no other edges than the ones specified by the rule above. Thus, in a
global state s = (f1,...,£4,,n,&) where the location #; of the ith process is £; = cond_cmd
and all guards g1, ..., g, evaluate to false, then there is no action of the ith process that is
enabled in s. However, actions of other processes might be enabled. Thus, the ith process
has to wait until the other processes modify the variables appearing in g, . .., g, such that
one or more of the guarded commands ¢; = stmt; become enabled.

For loops, say loop = do :: gy = stmt; ... :: g, = stmt,, od, we deal with three rules. The
first two rules are similar to the rule for conditional commands, but taking into account
that control moves back to loop after the execution of the selected guarded command has
been completed. This corresponds to the following rules:

h:o ’ i h:o i
stmt; — stmt; # exit stmt; — exit
giNh:o ’ giNh:o
loop =— stmt;; loop loop =— loop

If none of the guards ¢i,...,y, holds in the current state then the do—od-loop will be
aborted. This is formalized by the following axiom:

=g1NAATGn .
loop =—> exit

Remark 2.839.  Test-and-Set Semantics vs. Two-Step Semantics

The rules for iffi- and do—od-statements formalize the so-called test-and-set semantics of
guarded commands. This means that evaluating guard g; and performing the first step of
the selected enabled guarded command ¢; = stmt; are performed atomically. In contrast,
SPIN’s interpretation of Promela relies on a two-step-semantics where the selection of an
enabled guarded command and the execution of its first action are split into two steps.
The rule for a conditional command is formalized by the axiom

. gi:id
if :gp = stmty ... 1 g, = stmt, i =——= stmt;
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where id is an action symbol for an action that does not affect the variables. Similarly,
the first two rules for loops have to be replaced for the two-step semantics by the following
rule:

g: : id
loop =————= stmt;;loop

The rule for terminating the loop remains unchanged.

As long as we consider the statements in isolation, the test-and-set semantics and the
two-step semantics are equal. However, when running several processes in parallel, the
interleaving might cause undesired side effects. For example, consider the semaphore-based
solution of the mutual exclusion problem, modeled by a nanoPromela program where the
behavior of P; is given by the following nanoPromela-statement:

do :: true= skip;
if ty>0= y:=y—1,;
crit; ;= true
fi;
yi=y+1
od

The initial value of the semaphore y is zero. Under the two-step semantics the mutual
exclusion property is not guaranteed as it allows the processes to verify that the guard
y > 0 of the iffi-statement holds, without decreasing the value of y, and moving control
to the assignment y := y — 1. But from there the processes can enter their critical sections.
However, the protocol works correctly for the test-and-set semantics since then checking
y > 0 and decreasing y is an atomic step that cannot be interleaved by the actions of the
other process. [ |

Remark 2.40.  Generalized Guards

So far we required that the guards in conditional or repetitive commands consist of Boolean
conditions on the program variables. However, it is also often useful to ask for interaction
facilities in the guards, e.g., to specify that a process has to wait for a certain input along
a FIFO-channel by means of a conditional command if :: ¢?2 = stmtfi. The intuitive
meaning of the above statement is that the process has to wait until the buffer for ¢ is
nonempty. If so, then it first performs the action c?x and then executes stmt. The use
of communication actions in the guards leads to a more general class of program graphs
with guards consisting of Boolean conditions on the variables or communication actions.
For the case of an asynchronous channel the rules in Figure 2.20 on page 61 then have to
be extended by:

cla:o

b == E; A Ien(ﬁ(c)) =k>0A £(C) =VV2... U
<"'7£i7"'7777£>L)<"'7£;7"'7T/I7£I>
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where 1/ = Effect(«, nfx :=v1]) and £[e :=va ... 1], and

ral

b 25 0 A len(E(e)) = k < cap(c) A £(¢) = vy ... v
<"'7£i7"'7777£>L)<"'7£;7"'777I7£I>

where 1/ = Effect(a,n) and £[e := vy ... vgv].

Another convenient concept is the special guard else which specifies configurations where
no other guarded command can be taken. The intuitive semantics of:

if = ¢ = stmt;

Jn = stmt,
else = stmt’
fi

is that the else option is enabled if none of the guards g¢1,...g, evaluates to true. In
this case, the execution evolves to a state in which the statement stmt’ is to be executed.
Here, the g;’s can be Boolean expressions on the variables or communication guards. For
example,

if :d?7r = stmtielse= x:=uo+ 1fi

increases x unless a message is obtained from channel d. The else option used in loops
leads to nonterminating behaviors. [ |

Remark 2.41.  Atomic Regions

The axiom for atomic regions yields that if s = (¢1...,£,,n,§) is a state in the transition
system for the channel system associated with P = [Py|...|P,] and £; = atomic{z; :=
eXpPry;...;&m = €xpr,,};... then in state s the ith process can perform the sequence of
assignments x; := expry;...; Xy, 1= expr,, in a single transition. With this semantics we
abstract from the intermediate states that are passed when having performed the first ¢
assignments (1 < ¢ < m) and avoid that other processes can interleave their activities with
these assignments.

This concept can be generalized for atomic regions atomic{stmt} where the body stmt is
an arbitrary statement. The idea is that any terminating execution of stmt is collapsed
into a single transition, leading from a state with location stmt to a state with location
exit. For this more general approach, the semantic rule for atomic regions operates on
execution sequences in the transition system rather than just edges in the program graph.
This is not problematic as one could provide the meaning of the statements on the level
of transition systems rather than program graph level. However, the semantics is less
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obvious for, e.g., infinite executions inside atomic regions, synchronous communication
actions inside atomic regions and blocking conditional commands inside atomic regions.
One possibility is to insert transitions to a special deadlock state. Another possibility is to
work with a semantics that represents also the intermediate steps of an atomic region (but
avoids interleaving) and to abort atomic regions as soon as a synchronous communication
is required or blocking configurations are reached. [ ]

As we mentioned in the beginning of the section, Promela provides many more features
than nanoPromela, such as atomic regions with more complex statements than sequences
of assignments, arrays and other data types, and dynamic process creation. These concepts
will not be explained here and we refer to the literature on the model checker SPIN (see,
e.g., [209]).

2.2.6 Synchronous Parallelism

When representing asynchronous systems by transition systems, there are no assumptions
concerning the relative velocities of the processors on which the components are executed.
The residence time of the system in a state and the execution time of the actions are
completely ignored. For instance, in the example of the two independent traffic lights
(see Example 2.17), no assumption has been made concerning the amount of time a light
should stay red or green. The only assumption is that both time periods are finite. The
concurrent execution of components is time-abstract.

This is opposed to synchronous systems where components evolve in a lock step fashion.
This is a typical computation mechanism in synchronous hardware circuits, for example,
where the different components (like adders, inverters, and multiplexers) are connected to
a central clock and all perform a (possibly idle) step on each clock pulse. As clock pulses
occur periodically with a fixed delay, these pulses may be considered in a discrete manner,
and transition systems can be adequately used to describe these synchronous systems.
Synchronous composition of two transition systems is defined as follows.

Definition 2.42. Synchronous Product

Let TS, = (S;, Act,—, I;, AP;, L;), i=1,2, be transition systems with the same set of
actions Act. Further, let

Act X Act — Act, (a,f3) — axf3
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TSl : TSQ :

Figure 2.23: Synchronous composition of two hardware circuits.

be a mapping? that assigns to each pair of actions «, 3, the action name « * 3. The
synchronous product TS; ® TSy is given by:
TS ®@ TSy = (Sl X So, Act, —, 11 x Iy, AP{ U AP27L)7

where the transition relation is defined by the following rule

s1 2 Sll A 89 LQSIQ

(s1,80) ~22s (8], sb)

and the labeling function is defined by: L((s1,$2)) = L1(s1) U La(s2). [

Action «ax 3 denotes the synchronous execution of actions «v and 3. Note that compared to
the parallel operator || where components perform actions in common synchronously, and
other action autonomously (i.e., asynchronously), in T'S; ® T'Se, both transition systems
have to perform all steps synchronously. There are no autonomous transitions of either
T81 or TSQ.

4Qperator * is typically assumed to be commutative and associative.
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Ezample 2.43.  Synchronous Product of Two Circuitls

Let C be a circuit without input variables and with output variable y and register . The
control functions for output and register transitions are

)\y = T, 57-1 = —7r.

Circuit Cy has input variable 2/, output variable 4/, and register variable ry with the
control functions
Ny = 0y = 2V 1o

The transition system T'Sc, @ TSc, is depicted in Figure 2.23 on page 76. Since action
names are omitted for transition systems of circuits, action labels for TSe, ® TS, are
irrelevant. T'S¢, ® T'Se, is thus the transition system of the circuit with input variable 2/,
output variables y and ¢/, and registers r; and r, whose control functions are Ay, A, 0,
and Oy,. |

2.3 The State-Space Explosion Problem

The previous two sections have shown that various kinds of systems can be modeled using
transition systems. This applies to program graphs representing data-dependent systems,
and hardware circuits. Different communication mechanisms can be modeled in terms
of appropriate operators on transition systems. This section considers the cardinality of
the resulting transition systems, i.e., the number of states in these models. Verification
techniques are based on systematically analyzing these transition systems. The runtimes
of such verification algorithms are mainly determined by the number of states of the
transition system to be analyzed. For many practical systems, the state space may be
extremely large, and this is a major limitation for state-space search algorithms such as
model checking. Chapter 8, Section 6.7, and Chapter 7 introduce a number of techniques
to combat this problem.

Program Graph Representation Transition systems generated by means of “un-
folding” a program graph may be extremely large, and in some cases—e.g., if there are
infinitely many program locations or variables with infinite domains—even have infinitely
many states. Consider a program graph over the set of variables Var with x € Var.
Recall that states of the unfolded transition system are of the form (¢, 7n) with location
£ and variable evaluation 1. In case all variables in Var have a finite domain, like bits,
or bounded integers, and the number of locations is finite, the number of states in the
transition system is
| Loc]| - H | dom(x) | .

zeVar
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The number of states thus grows ezponentially in the number of variables in the program
graph: for N variables with a domain of k possible values, the number of states grows up
to k. This exponential growth is also known as the state-space explosion problem.

It is important to realize that for even simple program graphs with just a small number
of variables, this bound may already be rather excessive. For instance, a program graph
with ten locations, three Boolean variables and five bounded integers (with domain in
{0,...,9}) has 10-23-10° = 8,000,000 states. If a single bit array of 50 bits is added to
this program graph, for example, this bound grows even to 800,000-2°°! This observation
clearly shows why the verification of data-intensive systems (with many variables or com-
plex domains) is extremely hard. Even if there are only a few variables in a program, the
state space that must be analyzed may be very large.

If dom(x) is infinite for some x € Var, as for reals or integers, the underlying transition
system has infinitely many states as there are infinitely many values for . Such pro-
gram graphs usually yield undecidable verification problems. This is not to say that the
verification of all transition systems with an infinite state space is undecidable, however.

It should be remarked that not only the state space of a transition system, but also the
number of atomic propositions to represent program graphs (see Definition 2.15, page 34)
may in principle be extremely large. Besides, any location, any condition on the variables
in the program graph is allowed as an atomic proposition. However, in practice, only a
small fragment of the possible atomic propositions is needed. An explicit representation
of the labeling function is mostly not necessary, as the truth-values of the atomic formulae
are typically derived from the state information. For these reasons, the number of atomic
propositions plays only a secondary role.

For sequential hardware circuits (see page 26), states in the transition system are deter-
mined by the possible evaluations of the input variables and the registers. The size of the
transition system thus grows exponentially in the number of registers and input variables.
For N input variables and K registers, the total state space consists of 2V states.

Parallelismm In all variants of parallel operators for transition systems and program
graphs, the state space of the complete system is built as the Cartesian product of the
local state spaces S; of the components. For example, for state space S of transition

system
TS =TS ||| ... ||| TS

we have S = 51 x ... x 5, where S; denotes the state space of transition system T'S;.
The state space of the parallel composition of a system with 7 states and a system with
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k states yields n-k states. The total state space S is thus
|S1] - Skl

The number of states in S is growing (at most) exponentially in the number of components:
the parallel composition of N components of size k each yields kY states. Even for small
parallel systems this may easily run out of control.

Additionally, the variables (and their domains) represented in the transition system essen-
tially influence the size of the state space. If one of the domains is infinite, then the state
space is infinitely large. If the domains are finite, then the size of the state space grows
exponentially in the number of variables (as we have seen before for program graphs).

The “exponential blowup” in the number of parallel components and the number of vari-
ables explains the enormous size of the state space of practically relevant systems. This
observation is known under the heading state explosion and is another evidence for the
fact that verification problems are particularly space-critical.

Channel Systems For the size of transition systems of channel systems, similar observa-
tions can be made as for the representation of program graphs. An important additional
component for these systems is the size of the channels, i.e., their capacity. Clearly, if
one of these channels has an infinite capacity, this may yield infinitely many states in
the transition system. If all channels have finite capacity, however, the number of states
is bound in the following way. Let CS = [PGy |...|PG,] be a channel system over
Var = Var; U...U Var, and channels Chan. The state space of CS is of cardinality

[[1PGil- T Idom(e)|#®,
i=1

ceChan
which can be rewritten as

n

I 1Locil- [[ Idom(x)| |- [ |dom(c)|).

i=1 zeVar; ceChan

For L locations per component, K bit channels of capacity k each, and M variables 2 with

| dom(z) | < m totally, the total number of states in the transition system is L™ m™.25F,

This is typically enormous.

Ezample 2.44.  State-Space Size of the Alternating Bit Protocol
Consider a variant of the alternating bit protocol (see Example 2.32, page 57) where the
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channels ¢ and d have a fixed capacity, 10 say. Recall that along channel d, control bits are
sent, and along channel ¢, data together with a control bit. Let us assume that data items
are also simply bits. The timer has two locations, the sender eight, and the receiver six.
As there are no further variables, we obtain that the total number of states is 2-8-6.410.210
which equals 3-23%. This is around 10! states. ]

2.4 Summary

e Transition systems are a fundamental model for modeling software and hardware
systems.

e An execution of a transition system is an alternating sequence of states and actions
that starts in an initial state and that cannot be prolonged.

e Interleaving amounts to represent the evolvement of “simultaneous” activities of
independent concurrent processes by the nondeterministic choice between these ac-
tivities.

e In case of shared variable communication, parallel composition on the level of tran-
sition systems does not faithfully reflect the system’s behavior. Instead, composition
on program graphs has to be considered.

e Concurrent processes that communicate via handshaking on the set H of actions
execute actions outside H autonomously whereas they execute actions in H syn-
chronously.

e In channel systems, concurrent processes communicate via FIFO-buffers (i.e., chan-
nels). Handshaking communication is obtained when channels have capacity 0.
For channels with a positive capacity, communication takes place asynchronous-
ly—sending and receiving a message takes place at different moments.

e The size of transition system representations grows exponentially in various com-
ponents, such as the number of variables in a program graph or the number of
components in a concurrent system. This is known as the state-space explosion
problem.

2.5 Bibliographic Notes

Transition systems. Keller was one of the first researchers that explicitly used transition
systems [236] for the verification of concurrent programs. Transition systems are used
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as semantical models for a broad range of high-level formalisms for concurrent systems,
such as process algebras [45, 57, 203, 298, 299, Petri nets [333], and statecharts [189]. The
same is true for hardware synthesis and analysis, in which variants of finite-state automata
(Mealy and Moore automata) play a central role; these variants can also be described by
transition systems [246]. Program graphs and their unfolding into transition systems have
been used extensively by Manna and Pnueli in their monograph(s) on temporal logic
verification [283].

Synchronization paradigms. Shared variable “communication” dates back to the mid-
sixties and is due to Dijkstra [126]. He also coined the term interleaving in 1971 [128].
Handshaking communication has been the main interaction paradigm in process algebras
such as ACP [45], CCS [298, 299], CSP [202, 203], and LOTOS [57]. For a detailed
account of process algebra we refer to [46]. The principle of synchronized parallelism has
been advocated in Milner’s synchronous variant of CCS, SCCS [297], and is used by Arnold
to model the interaction between finite transition systems [19]. Synchronous parallelism is
also at the heart of Lustre [183], a declarative programming language for reactive systems,
and is used in many other hardware-oriented languages.

The interaction between concurrent processes by means of buffers (or channels) has first
been considered by Dijkstra [129]. This paradigm has been adopted by specification lan-
guages for communication protocols, such as SDL (Specification and Description Lan-
guage [37]) which is standardized by the ITU. The idea of guarded command languages
goes back to Dijkstra [130]. The combination of guarded command languages in combina-
tion with channel-based communication is also used in Promela [205], the input language
of the model checker SPIN [208]. The recent book by Holzmann [209] gives a detailed
account of Promela and SPIN. Structured operational semantics has been introduced by
Plotkin [334, 336] in 1981. Its origins are described in [335]. Atomic regions have been first
discussed by Lipton [276], Lamport [257] and Owicki [317]. Further details on semantic
rules for specification languages for reactive systems can be found, e.g., in [15, 18].

The examples. Most examples that have been provided in this chapter are rather classical.
The problem of mutual exclusion was first proposed in 1962 by Dekker together with an
algorithm that guarantees two-process mutual exclusion. Dijkstra’s solution [126] was the
first solution to mutual exclusion for an arbitrary number of processes. He also introduced
the concept of semaphores [127] and their use for solving the mutual exclusion problem.
A simpler and more elegant solution has been proposed by Lamport in 1977 [256]. This
was followed up by Peterson’s mutual exclusion protocol [332] in 1981. This algorithm is
famous by now due to its beauty and simplicity. For other mutual exclusion algorithms,
see e.g. [283, 280]. The alternating bit protocol stems from 1969 and is one of the first flow
control protocols [34]. Holzmann gives a historical account of this and related protocols
in his first book [205].
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2.6 Exercises

ExERrCISE 2.1. Consider the following two sequential hardware circuits:

X2 —4 AND »

4

Questions:

(a) Give the transition systems of both hardware circuits.

(b) Determine the reachable part of the transition system of the synchronous product of these
transition systems. Assume that the initial values of the registers are r1=0 and ry=1.

EXERCISE 2.2.  We are given three (primitive) processes P, P, and Ps; with shared integer
variable z. The program of process P;is as follows:

Algorithm 1 Process F;
for k; =1,...,10 do
LOAD(x);
INC(x);
STORE(x);
od

That is, P; executes ten times the assignment z := z+1. The assignment z := z+1 is realized
using the three actions LOAD(z), INC(z) and STORE(z). Consider now the parallel program:

Algorithm 2 Parallel program P
x = 0;
P P || P

Question: Does P have an execution that halts with the terminal value z = 27

EXERCISE 2.3. Consider the following street junction with the specification of a traffic light as
outlined on the right.

Petitioner Exhibit 1002-3026



FExercises 83

Aq A~ red
Aa
________________ C yellow ) Ged/yellovx)
Aq

(a) Choose appropriate actions and label the transitions of the traffic light transition system
accordingly.

(b) Give the transition system representation of a (reasonable) controller C' that switches the
green signal lamps in the following order: Aj, As, As, Ay, Ao, As, .. ..
(Hint: Choose an appropriale communication mechanism.)

(¢) Outline the transition system A; || Az||As||C.

EXERCISE 2.4. Show that the handshaking operator || that forces two transition systems to
synchronize over their common actions (see Definition 2.26 on page 48) is associative. That is,
show that

(TS1||TS:)|| TSs = TS1||(TS:]| TS3)

where TSy, T'Ss, T'S3 are arbitrary transition systems.

EXERCISE 2.5. The following program is a mutual exclusion protocol for two processes due to
Pnueli [118]. There is a single shared variable s which is either 0 or 1, and initially 1. Besides,
each process has a local Boolean variable y that initially equals 0. The program text for process
P (i =0,1) is as follows:

10: loop forever do
begin
11: Noncritical section
12: (y;, 8) == (1, i);
13: wait until ((y1—; =0) VvV (s #£14));
14: Critical section
15: y; :=0
end.

Here, the statement (y;, s) := (1,4); is a multiple assignment in which variable y; :== 1 and s := ¢
is a single, atomic step.

Petitioner Exhibit 1002-3027



84 Modelling Concurrent Systems

Questions:

a

b

(a) Define the program graph of a process in Pnueli’s algorithm.
(b) Determine the transition system for each process.

(d
(e

)
)
(¢) Construct their parallel composition.
) Check whether the algorithm ensures mutual exclusion.
)

Check whether the algorithm ensures starvation freedom.

The last two questions may be answered by inspecting the transition system.

ExERCISE 2.6. Consider a stack of nonnegative integers with capacity n (for some fixed n).

(a) Give a transition system representation of this stack. You may abstract from the values on
the stack and use the operations top, pop, and push with their usual meaning.

(b) Sketch a transition system representation of the stack in which the concrete stack content is
explicitly represented.

ExXERCISE 2.7. Consider the following generalization of Peterson’s mutual exclusion algorithm
that is almed at an arbitrary number n (n > 2) processes. The basic concept of the algorithin
is that each process passes through n “levels” before acquiring access to the critical section. The
concurrent processes share the bounded integer arrays y[0..n—1] and p[l..n] with y[i| € {1,...,n}
and p[i] € {0,...,n—1}. y[j] = ¢ means that process i has the lowest priority at level j, and
pli] = J expresses that process i is currently at level j. Process i starts at level 0. On requesting
access to the critical section, the process passes through levels 1 through n—1. Process ¢ waits at
level j until either all other processes are at a lower level (i.e., p[k] < j for all k £ ) or another
process grants process 4 access to its critical section (i.e., y[j] # i). The behavior of process i is in
pseudocode:

while true do
. noncritical section ...
forall j=1,...,n—1do

plil = Jj;
yli] =i
wait until (y[j] £i) V (/\O<k<n,k# plk] < j)
od
. critical section ...
pli] == 0;
od

Questions:
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(a) Give the program graph for process i.

(b) Determine the number of states (including the unreachable states) in the parallel composition
of n processes.

(c) Prove that this algorithm ensures mutual exclusion for n processes.
(d) Prove that it is impossible that all processes are waiting in the for-iteration.

(e) Establish whether it is possible that a process that wants to enter the critical section waits
ad infinitum.

EXERCISE 2.8. In channel systems, values can be transferred from one process to another process.
As this is somewhat limited, we consider in this exercise an extension that allows for the transfer
of expressions. That is to say, the send and receive statements clv and ¢?z (where z and v are of
the same type) are generalized into clexpr and c¢?x, where for simplicity it is assumed that ezpr
is a correctly typed expression (of the same type as x). Legal expressions are, e.g., z A (—y V z)
for Boolean variables z,y, and z, and channel ¢ with dom(c) = {0,1}. For integers z,y, and an
integer-channel ¢, |2z + (x — y)div1l7| is a legal expression.

Question: Extend the transition system semantics of channel systems such that expressions are
allowed in send statements.

(Hint: Use the function n such that for expression expr, n(expr) is the evalualion of expr under
the variable valuation 7.)

EXERCISE 2.9. Consider the following mutual exclusion algorithm that uses the shared variables
y1 and y2 (initially both 0).

Process Pp: Process Ps:
while true do while true do
. noncritical section ... ... noncritical section ...
y1:=y2 + 1 y2 =y + 1
wait until (yo =0) V (y1 < y2) wait until (y; =0) V (y2 <w1)
. critical section ... ... critical section ...
y1 = 0; y2 1= 0;
od od

Questions:

(a) Give the program graph representations of both processes. (A pictorial representation suf-
fices.)

(b) Give the reachable part of the transition system of P; || P» where 1 < 2 and y2 < 2.
(¢) Describe an execution that shows that the entire transition system is infinite.

(d) Check whether the algorithin indeed ensures mutual exclusion.
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(e) Check whether the algorithm never reaches a state in which both processes are mutually
waiting for each other.

(f) Is it possible that a process that wants to enter the critical section has to wait ad infinitum?

EXERCISE 2.10. Consider the following mutual exclusion algorithin that was proposed 1966 [221]
as a simplification of Dijkstra’s mutual exclusion algorithm in case there are just two processes:

1 Boolean array b(0;1) integer k, i, j,
2 comment This is the program for computer i, which may be
either 0 or 1, computer j =/= i is the other one, 1 or 0;

3 CO: b(i) := false;

4 Cl1: if k !'= i then begin

5 C2: if not b(j) then go to C2;
6 else k := i; go to Cl end;
7 else critical section;

8 b(i) := true;

9 remainder of program;

10 go to CO;

11 end

Here CO, C1, and C2 are program labels, and the word “computer” should be interpreted as process.

Questions:

(a) Give the program graph representations for a single process. (A pictorial representation
suffices.)

(b) Give the reachable part of the transition system of P, || £.

(¢) Check whether the algorithm indeed ensures mutual exclusion.
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EXERCISE 2.11. Consider the following two sequential hardware circuits C7 and Cs:

Cll

Cz:

(a) Give the transition system representation T'S(Cy) of the circuit Cj.

(b) Let TS(C2) be the transition system of the circuit Cz. Outline the transition system TS(Ch)®
TS(C3).

EXERCISE 2.12.  Consider the following leader election algorithm: For n € N, n processes
Py, ..., P, are located in a ring topology where each process is connected by an unidirectional
channel to its neighbor in a clockwise manner.

To distinguish the processes, each process is assigned a unique identifier id € {1, ..., n}. The aimn
is to elect the process with the highest identifier as the leader within the ring. Therefore each
process executes the following algorithmn:

send (id); initially set to process’ id
while (true) do

receive (m);

if (m = id) then stop; process is the leader

if (m > id) then send (m); Jorward identifier
od

(a) Model the leader election protocol for n processes as a channel system.

(b) Give an initial execution fragment of TS([Py|Pz|Ps]) such that at least one process has
executed the send statement within the body of the whileloop. Assume for 0 < i < 3, that
process P; has identifier id; = 1.
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Chapter 3

Linear-Time Properties

For verification purposes, the transition system model of the system under consideration
needs to be accompanied with a specification of the property of interest that is to be
verified. This chapter introduces some important, though relatively simple, classes of
properties. These properties are formally defined and basic model-checking algorithms
are presented to check such properties in an automated manner. This chapter focuses on
linear-time behavior and establishes relations between the different classes of properties
and trace behavior. Elementary forms of fairness are introduced and compared.

3.1 Deadlock

Sequential programs that are not subject to divergence (i.e., endless loops) have a terminal
state, a state without any outgoing transitions. For parallel systems, however, computa-
tions typically do not terminate—consider, for instance, the mutual exclusion programs
treated so far. In such systems, terminal states are undesirable and mostly represent a
design error. Apart from “trivial” design errors where it has been forgotten to indicate
certain activities, in most cases such terminal states indicate a deadlock. A deadlock oc-
curs if the complete system is in a terminal state, although at least one component is in a
(local) nonterminal state. The entire system has thus come to a halt, whereas at least one
component has the possibility to continue to operate. A typical deadlock scenario occurs
when components mutually wait for each other to progress.

89
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Figure 3.1: An example of a deadlock situation.
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Erample 3.1.  Deadlock for Fault Designed Traffic Lights

Consider the parallel composition of two transition systems
TrLight, || TrLighty

modeling the traffic lights of two intersecting roads. Both traffic lights synchronize by
means of the actions « and [ that indicate the change of light (see Figure 3.1). The
apparently trivial error to let both traffic lights start with a red light results in a deadlock.
While the first traffic light is waiting to be synchronized on action «, the second traffic
light is blocked, since it is waiting to be synchronized with action 3. [ |

FErample 53.2.  Dining Philosophers

This example, originated by Dijkstra, is one of the most prominent examples in the field
of concurrent systems.
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Five philosophers are sitting at a round table with a bowl of rice in the middle. For the
philosophers (being a little unworldly) life consists of thinking and eating (and waiting,
as we will see). To take some rice out of the bowl, a philosopher needs two chopsticks.
In between two neighboring philosophers, however, there is only a single chopstick. Thus,
at any time only one of two neighboring philosophers can eat. Of course, the use of the
chopsticks is exclusive and eating with hands is forbidden.

Note that a deadlock scenario occurs when all philosophers possess a single chopstick.
The problem is to design a protocol for the philosophers, such that the complete system is
deadlock-free, i.e., at least one philosopher can eat and think infinitely often. Additionally,
a fair solution may be required with each philosopher being able to think and eat infinitely
often. The latter characteristic is called freedom of individual starvation.

The following obvious design cannot ensure deadlock freedom. Assume the philosophers
and the chopsticks are numbered from 0 to 4. Furthermore, assume all following calcula-
tions be “modulo 57, e.g., chopstick i—1 for {=0 denotes chopstick 4, and so on.

Philosopher i has stick ¢ on his left and stick i—1 on his right side. The action request, ;
express that stick ¢ is picked up by philosopher i. Accordingly, request;_;; denotes the
action by means of which philosopher ¢ picks up the (i—1)th stick. The actions release; ;
and release;_1; have a corresponding meaning.

The behavior of philosopher i (called process Phil;) is specified by the transition system
depicted in the left part of Figure 3.2. Solid arrows depict the synchronizations with the
i-th stick, dashed arrows refer to communications with the ¢{—1th stick. The sticks are
modeled as independent processes (called Stick;) with which the philosophers synchronize
via actions request and release; see the right part of Figure 3.2 that represents the process
of stick i. A stick process prevents philosopher i from picking up the ith stick when
philosopher i+1 is using it.
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release; ;

request;_ ;,
1

wait for
left stick

request; ;
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]
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1

1]
release;—;
1]

return the return the
left stick right stick

Figure 3.2: Transition systems for the ith philosopher and the ith stick.

The complete system is of the form:
Phll4 || Stickg || Phllg || StiCkQ || Phllg || Sticlﬁ || Phlll || Sticko || Phllo || Stick4

This (initially obvious) design leads to a deadlock situation, e.g., if all philosophers pick
up their left stick at the same time. A corresponding execution leads from the initial state

(thinky, avails, thinks, availe, thinks, availy, think1, availy, thinkg, availy)

by means of the action sequence request,, requests, requesty, request,, request, (or any
other permutation of these 5 request actions) to the terminal state

(waity 0, occy 4, wails 4, occs 3, waits 3, occg 9, waity o, ocey 1, waity 1, 0cCq o).

This terminal state represents a deadlock with each philosopher waiting for the needed
stick to be released.

A possible solution to this problem is to make the sticks available for only one philosopher
at a time. The corresponding chopstick process is depicted in the right part of Figure 3.3.
In state available; ; only philosopher j is allowed to pick up the ith stick. The above-
mentioned deadlock situation can be avoided by the fact that some sticks (e.g., the first,
the third, and the fifth stick) start in state available, ;, while the remaining sticks start in
state available; ;11. It can be verified that this solution is deadlock- and starvation-free.
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Figure 3.3: Improved variant of the ¢th philosopher and the ith stick.

A further characteristic often required for concurrent systems is robustness against failure
of their components. In the case of the dining philosophers, robustness can be formulated
in a way that ensures deadlock and starvation freedom even if one of the philosophers is
“defective” (i.e., does not leave the think phase anymore).> The above-sketched deadlock-
and starvation-free solution can be modified to a fault-tolerant solution by changing the
transition systems of philosophers and sticks such that philosopher i+1 can pick up the ith
stick even if philosopher ¢ is thinking (i.e., does not need stick i) independent of whether
stick 4 is in state available; ; or available; ;11. The corresponding is also true when the roles
of philosopher i and i+1 are reversed. This can be established by adding a single Boolean
variable x; to philosopher i (see Figure 3.4). The variable x; informs the neighboring
philosophers about the current location of philosopher i. In the indicated sketch, x; is a
Boolean variable which is true if and only if the ith philosopher is thinking. Stick i is
made available to philosopher i if stick 4 is in location available; (as before), or if stick i
is in location available;+1 while philosopher i+1 is thinking.

Note that the above description is at the level of program graphs. The complete system is
a channel system with request and release actions standing for handshaking over a channel
of capacity 0. ]

IFormally, we add a loop to the transition system of a defective philosopher at state think;.
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Figure 3.4: Fault-tolerant variant of the dining philosophers.

3.2 Linear-Time Behavior

To analyze a computer system represented by a transition system, either an action-based or
a state-based approach can be followed. The state-based approach abstracts from actions;
instead, only labels in the state sequences are taken into consideration. In contrast,
the action-based view abstracts from states and refers only to the action labels of the
transitions. (A combined action- and state-based view is possible, but leads to more
involved definitions and concepts. For this reason it is common practice to abstract from
either action or state labels.) Most of the existing specification formalisms and associated
verification methods can be formulated in a corresponding way for both perspectives.

In this chapter, we mainly focus on the state-based approach. Action labels of transitions
are only necessary for modeling communication; thus, they are of no relevance in the
following chapters. Instead, we use the atomic propositions of the states to formulate
system properties. Therefore, the verification algorithms operate on the state graph of a
transition system, the digraph originating from a transition system by abstracting from
action labels.
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3.2.1 Paths and State Graph

Let TS = (S, Act,—, I, AP, L) be a transition system.

Definition 3.3. State Graph

The state graph of TS, notation G(TS), is the digraph (V, E) with vertices V = S and
edges I/ = {(s,s') € S x S| ¢’ € Post(s)}. |

The state graph of transition system TS has a vertex for each state in T'S and an edge
between vertices s and s’ whenever s’ is a direct successor of s in T'S for some action «. It
is thus simply obtained from T'S by omitting all state labels (i.e., the atomic propositions),
all transition labels (i.e., the actions), and by ignoring the fact whether a state is initial
or not. Moreover, multiple transitions (that have different action labels) between states
are represented by a single edge. This seems to suggest that the state labels are no longer
of any use; later on, we will see how these state labels will be used to check the validity of
properties.

Let Post*(s) denote the states that are reachable in state graph G(T'S) from s. This notion
is generalized toward sets of states in the usual way (i.e., pointwise extension): for C' C S
let
Post*(C) = U Post*(s).
seC
The notations Pre*(s) and Pre*(C') have analogous meaning. The set of states that are
reachable from some initial state, notation Reach(TS), equals Post*(I).

As explained in Chapter 2, the possible behavior of a transition system is defined by an
execution fragment. Recall that an execution fragment is an alternating sequence of states
and actions. As we consider a state-based approach, the actions are not of importance and
are omitted. The resulting “runs” of a transition system are called paths. The following
definitions define path fragments, initial and maximal path fragments, and so on. These
notions are easily obtained from the same notions for executions by omitting the actions.

Definition 3.4. Path Fragment

A finite path fragment 7 of T'S is a finite state sequence sq s1 . . . s, such that s; € Post(s;_1)
for all 0 < i < n, where n > 0. An infinite path fragment 7 is an infinite state sequence
S0 81 82 ... such that s; € Post(s;_1) for all i > 0. ]

We adopt the following notational conventions for infinite path fragment 7 = sgs1.... The
initial state of 7 is denoted by first(r) = sg. For j > 0, let 7[j] = s; denote the jth state of
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7 and 7[..j] denote the jth prefix of 7, i.e., w[..j] = 59 81 ... ;. Similarly, the jth suffix of
7, notation 7[j..], is defined as 7[j..] = s;5;41.... These notions are defined analogously
for finite paths. Besides, for finite path T = s¢s1... $,, let last(T) = s,, denote the last
state of 7, and Ilen(T) = n denote the length of 7. For infinite path 7 these notions are
defined by len(m) = oo and last(r) = L, where L denotes “undefined”.

Definition 3.5. Maximal and Initial Path Fragment

A maximal path fragment is either a finite path fragment that ends in a terminal state, or
an infinite path fragment. A path fragment is called initial if it starts in an initial state,
ie., if sg € 1. |

A maximal path fragment is a path fragment that cannot be prolonged: either it is infinite
or it is finite but ends in a state from which no transition can be taken. Let Paths(s) denote
the set of maximal path fragments 7 with first(r) = s, and Pathsg,(s) denote the set of
all finite path fragments 7 with first(7) = s.

Definition 3.6. Path

A path of transition system TS is an initial, maximal path fragment.? ]

Let Paths(T'S) denote the set of all paths in T'S, and Pathsg,(TS) the set of all initial,
finite path fragments of TS.

FErample 3.7. Beverage Vending Machine

Consider the beverage vending machine of Example 2.2 on page 21. For convenience, its
transition system is repeated in Figure 3.5. As the state labeling is simply L(s) = {s}
for each state s, the names of states may be used in paths (as in this example), as well as
atomic propositions (as used later on). Example path fragments of this transition system

are
T = pay select soda pay select soda . . .
my = select soda pay select beer . ..
T = pay select soda pay select soda .

These path fragments result from the execution fragments indicated in Example 2.8 on
page 25. Only w1 is a path. The infinite path fragment 7o is maximal but not initial.
7 is initial but not maximal since it is finite while ending in a state that has outgoing

2Tt is important to realize the difference between the notion of a path in a transition system and the
notion of a path in a digraph. A path in a transition system is maximal, whereas a path in a digraph in
the graph-theoretical sense is not always maximal. Besides, paths in a digraph are usually required to be
finite whereas paths in transition systems may be infinite.
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get_soda get_beer

msert_coin

Figure 3.5: A transition system of a simple beverage vending machine.

transitions. We have that last(T) = soda, first(ms) = select, m[0] = pay, m1[3] = pay,
mi[..5] =7, 7[..2] = 7[3.], len(T) = 5, and len(m; ) = oc. [

3.2.2 Traces

Executions (as introduced in Chapter 2) are alternating sequences consisting of states
and actions. Actions are mainly used to model the (possibility of) interaction, be it
synchronous or asynchronous communication. In the sequel, interaction is not our prime
interest, but instead we focus on the states that are visited during executions. In fact, the
states themselves are not “observable”, but just their atomic propositions. Thus, rather
than having an execution of the form sg -2 s; -*+ s, ... we consider sequences of the
form L(sg) L(s1) L(s2) ... that register the (set of) atomic propositions that are valid along

the execution. Such sequences are called fraces.

The traces of a transition system are thus words over the alphabet 24P 1 the following
it is assumed that a transition system has no terminal states. In this case, all traces are
infinite words. (Recall that the traces of a transition system have been defined as traces
induced by its initial maximal path fragments. See also Appendix A.2, page 912). This
assumption is made for simplicity and does not impose any serious restriction. First of all,
prior to checking any (linear-time) property, a reachability analysis could be carried out to
determine the set of terminal states. If indeed some terminal state is encountered, the sys-
tem contains a deadlock and has to be repaired before any further analysis. Alternatively,
each transition system TS (that probably has a terminal state) can be extended such that
for each terminal state s in T'S there is a new state Sgp, transition s — S50y, and sy, is
equipped with a self-loop, i.e., Ss0p — Sstop. The resulting “equivalent” transition system
obviously has no terminal states.?

3 A further alternative is to adapt the linear-time framework for transition systems with terminal states.
The main concepts of this chapter are still applicable, but require some adaptions to distinguish nonmax-
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Definition 3.8. Trace and Trace Fragment

Let TS = (S, Act,—, I, AP, L) be a transition system without terminal states. The trace
of the infinite path fragment m = sg s1 .. . is defined as trace(n) = L(sg) L(s1) . ... The trace
of the finite path fragment T = $9 $1...s, is defined as trace(7w) = L(sg) L(s1) ... L{sp).

|

The trace of a path fragment is thus the induced finite or infinite word over the alphabet
24P je.. the sequence of sets of atomic propositions that are valid in the states of the
path. The set of traces of a set Il of paths is defined in the usual way:

trace(Il) = {trace(m) | m eIl }.

A trace of state s is the trace of an infinite path fragment 7 with first(r) = s. Accordingly,
a finite trace of s is the trace of a finite path fragment that starts in s. Let Traces(s) denote
the set of traces of s, and Traces(TS) the set of traces of the initial states of transition
system T'S:

Traces(s) = trace(Paths(s)) and  Traces(TS) = U Traces(s).
sel

In a similar way, the finite traces of a state and of a transition system are defined:

Tracesg, (s) = trace(Pathsg,(s)) and  Tracess,(TS) = U Tracesg,(s).
sel

Example 3.9.  Semaphore-Based Mutual Fxclusion

Consider the transition system TSg,,, as depicted in Figure 3.6. This two-process mutual
exclusion example has been described before in Example 2.24 (page 43).

Assume the available atomic propositions are crit; and crito, i.e.,
AP = { crity, crity }.

The proposition crit; holds in any state of the transition system TSg., where the first
process (called Py) is in its critical section. Proposition crite has the same meaning for
the second process (i.e., P»).

Consider the execution in which the processes P, and P» enter their critical sections in
an alternating fashion. Besides, they only request to enter the critical section when the

imal and maximal finite paths.
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)
)

(1, w2, y=0) (w1, c2,y=0)

Figure 3.6: Transition system of semaphore-based mutual exclusion algorithm.

other process is no longer in its critical section. Situations in which one process is in its
critical section whereas the other is moving from the noncritical state to the waiting state
are impossible.

The path 7 in the state graph of T'Sg.,, where process P; is the first to enter its critical
section is of the form

T o= (nyng,y=1) = (w,ng,y =1) = {c1,n2,y = 0) —

(n1,ne,y=1) = (N1, we,y=1) = (n1,c0,y=0) — ...
The trace of this path is the infinite word:
trace(m) = @@ {crity }y @& {crity } @@ {crit1 } @@ {crita }....
The trace of the finite path fragment

T = <”17”27y = 1> - <lw17”27y = 1> - <lw17lw27y = 1> -

(w,c2,y = 0) = (wr,ng,y = 1) — (c1,12,y = 0)

is trace(t) = @@ @ {crite } @ { crit; }. [
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3.2.3 Linear-Time Properties

Linear-time properties specify the traces that a transition system should exhibit. Infor-
mally speaking, one could say that a linear-time property specifies the admissible (or
desired) behavior of the system under consideration. In the following we provide a formal
definition of such properties. This definition is rather elementary, and gives a good basic
understanding of what a linear-time property is. In Chapter 5, a logical formalism will be
introduced that allows for the specification of linear-time properties.

In the following, we assume a fixed set of propositions AP. A linear-time (LT) property is
a requirement on the traces of a transition system. Such property can be understood as a
requirement over all words over AP, and is defined as the set of words (over AP) that are
admissible:

Definition 3.10. LT Property

A linear-time property (LT property) over the set of atomic propositions AP is a subset
of 24Py~ [
Here, (2AP ) denotes the set of words that arise from the infinite concatenation of words
in 24° An LT property is thus a language (set) of infinite words over the alphabet AP,
Note that it suffices to consider infinite words only (and not finite words), as transition
systems without terminal states are considered. The fulfillment of an LT property by a
transition system is defined as follows.

Definition 3.11. Satisfaction Relation for LT Properties

Let P be an LT property over AP and TS = (S, Act,—, I, AP, L) a transition system
without terminal states. Then, TS = (S, Act,—, I, AP, L) satisfies P, denoted TS = P,
iff Traces(TS) C P. State s € S satisfies P, notation s |= P, whenever Traces(s) C P.

|

Thus, a transition system satisfies the L'T' property P if all its traces respect P, i.e., if all
its behaviors are admissible. A state satisfies P whenever all traces starting in this state
fulfill P.

Erample 3.12.  Traffic Lights

Consider two simplified traffic lights that only have two possible settings: red and green.
Let the propositions of interest be

AP = {red,, green,, reds, green, }
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greeny (reds, green,,)

{(green,, reds)

green;

Figure 3.7: Two fully synchronized traffic lights (left and middle) and their parallel com-
position (right).

We consider two LT properties of these traffic lights and give some example words that
are contained by such properties. First, consider the property P that states:

“The first traffic light is infinitely often green”.

This LT property corresponds to the set of infinite words of the form Ay A1 Ao ... over
24P such that green; € A; holds for infinitely many i. For example, P contains the
infinite words

{redy, greeny } { greeny, reds } { redy, green, } { greeny,reds } . . .,
& { green, } @ { green; } & { green; } & { green; } ...

{redy, green, } { redy, green; } { redy, green; } { redy, green; } ... and

{ greeny, green, } { green,, green, } { greeny, green, } { green,, greens } ...
The infinite word { red;, green; } { red;, green, } @@ & @ ...is not in P as it contains only
finitely many occurrences of green;.
As a second LT property, consider P’

“The traffic lights are never both green simultaneously”.

This property is formalized by the set of infinite words of the form Ag A1 As ... such that
either green; ¢ A; or green, ¢ A,, for all i > 0. For example, the following infinite words
are in P':

{redy, green, } { green;, reds } { redy, green, } { green,reds } ...,

@ {green, } @ { green, } @ { green, } @ {green; } @... and

{redy, green; } { redy, green, } { redy, green, } { redy, green; } ...,

whereas the infinite word { red; green, } { greeny, green, }, ... is not in P’.

The traffic lights depicted in Figure 3.7 are at intersecting roads and their switching is
synchronized, i.e., if one light switches from red to green, the other switches from green to
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red. In this way, the lights always have complementary colors. Clearly, these traffic lights
satisfy both P and P’. Traffic lights that switch completely autonomously will neither
satisfy P—there is no guarantee that the first traffic light is green infinitely often—nor
P |

Often, an LT property does not refer to all atomic propositions occurring in a transition
system, but just to a relatively small subset thereof. For a property P over a set of
propositions AP’ C AP, only the labels in AP’ are relevant. Let 7 be a finite path
fragment of T'S. We write trace,p(7) to denote the finite trace of @ where only the
atomic propositions in AP’ are considered. Accordingly, trace 4 p () denotes the trace of
an infinite path fragment 7 by focusing on propositions in AP’ Thus, for 7 = sgs182.. .,
we have

trace,pr (1) = L'(sq)L'(s1)... = (L(so) N AP) (L(s1) N AP)...

Let Traces s pr(T'S) denote the set of traces trace p(Paths(TS)). Whenever the set AP’ of
atomic propositions is clear from the context, the subscript AP’ is omitted. In the rest of
this chapter, the restriction to a relevant subset of atomic propositions is often implicitly
made.

Ezample 3.13.  The Mutual Exclusion Property

In Chapter 2, several mutual exclusion algorithms have been considered. For specifying the
mutual exclusion property—always at most one process is in its critical section—it suffices
to only consider the atomic propositions crit; and crite. Other atomic propositions are
not of any relevance for this property. The formalization of the mutual exclusion property
is given by the LT property

Prutez = set of infinite words Ag A1 As ... with { critq, crite } € A; for all 0 < 4.

For example, the infinite words

{crity } { crite } { crity } { crite } { crity } {crite } ..., and
{crity } {erity } { crity }{crity } {crity } {crity }..., and
SOCSSSTD. ..

are all contained in P,y.,.. However, this does not apply to words of the form

{crity } @ { crity, crity } . ..
The transition system TS ., = (TS ||| TS2) || Arbiter described in Example 2.28 (page 50)

fulfills the mutex property, i.e.,
TSarp |: Prtes-
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It is left to the reader to check that the mutex property is also fulfilled by the semaphore-
based mutual exclusion algorithm (see Figure 3.6 on page 99) and Peterson’s algorithm
(see Example 2.25 on page 45). ]

Example 3.14.  Starvation Freedom

Guaranteeing mutual exclusion is a significant property of mutual exclusion algorithms,
but is not the only relevant property. An algorithm that never allows a process to enter
its critical section will do, but is certainly not intended. Besides, a property is imposed
that requires a process that wants to enter the critical section to be able to eventually do
so. This property prevents a process from waiting ad infinitum and is formally specified
as the LT property Pppwei = set of infinite words Ag A1 Az ... such that

Vilwait; € A; = 3k > jowait; € Ay, for each i € {1,2}.
Here, we assumed the set of propositions to be:

AP = { waitq, crity, waite, crito }.

Property Phpuair expresses that each of the two processes enters its critical section eventu-
ally if they are waiting. That is, a process has to wait some finite amount before entering
the critical section. It does not express that a process that waits often, is often entering
the critical section.

Consider the following variant. The LT property Ppostarve = Set of infinite words Ag A1 Ao ...
such that:

(Vk>0.4j > k. wait; € A; ) = (VkE>0.3j > k. crit; € A; ) foreachie {1,2}.
In abbreviated form we write:

(OEI<> j. wait; € A; ) = (OEI<> j. crit; € A; ) for each i € {1,2}
where OElo stands for “there are infinitely many”.

Property Ppostare €xpresses that each of the two processes enters its critical section in-
finitely often if they are waiting infinitely often. This natural requirement is, however, not
satisfied for the semaphore-based solution, since

& ({ waitg } { waity, waito } { crity, waitg } )%

is a possible trace of the transition system but does not belong to Postame. This trace
represents an execution in which only the first process enters its critical section infinitely
often. In fact, the second process waits infinitely long to enter its critical section.

It is left to the reader to check that the transition system modeling Peterson’s algorithm
(see Example 2.25, page 45) does indeed satisfy Py ostarve- [ ]
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3.2.4 Trace Equivalence and Linear-Time Properties

LT properties specify the (infinite) traces that a transition system should exhibit. If
transition systems TS and TS have the same traces, one would expect that they satisfy
the same LT properties. Clearly, if T'S |= P, then all traces of TS are contained in P, and
when Traces(TS) = Traces(TS'), the traces of T'S are also contained in P. Otherwise,
whenever T'S [~ P, there is a trace in Traces(TS) that is prohibited by P, i.e., not included
in the set P of traces. As Traces(TS) = Traces(TS'), also TS  exhibits this prohibited trace,
and thus TS £ P. The precise relationship between trace equivalence, trace inclusion,
and the satisfaction of LT properties is the subject of this section.

We start by considering trace inclusion and its importance in concurrent system design.
Trace inclusion between transition systems T'S and TS’ requires that all traces exhibited
by TS can also be exhibited by TS, i.e., Traces(T'S) C Traces(TS'). Note that transition
system TS may exhibit more traces, i.e., may have some (linear-time) behavior that TS
does not have. In stepwise system design, where designs are successively refined, trace
inclusion is often viewed as an implementation relation in the sense that

Traces(TS) C Traces(TS') means TS “is a correct implementation of” TS'.

For example, let TS be a (more abstract) design where parallel composition is modeled by
interleaving, and TS its realization where (some of) the interleaving is resolved by means
of some scheduling mechanism. TS may thus be viewed as an “implementation” of TS,
and clearly, Traces(TS) C Traces(TS').

What does trace inclusion have to do with LT properties? The following theorem shows
that trace inclusion is compatible with requirement specifications represented as LT prop-
erties.

Theorem 3.15. Trace Inclusion and LT Properties

Let TS and TS be transition systems without terminal states and with the same set of
propositions AP. Then the following statements are equivalent:

(a) Traces(TS) C Traces(TS)

(b) For any LT property P: TS |= P implies TS = P.

Proof: (a) = (b): Assume Traces(TS) C Traces(T'S'), and let P be an LT property such
that TS = P. From Definition 3.11 it follows that Traces(TS) C P. Given Traces(TS) C
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Traces(TS'), it now follows that Traces(TS) C P. By Definition 3.11 it follows that
TS = P.

(b) = (a): Assume that for all LT properties it holds that: TS |= P implies TS = P.
Let P = Traces(TS'). Obviously, TS |= P, as Traces(TS') C Traces(TS'). By assumption,
TS |= P. Hence, Traces(TS) C Traces(TS'). [

This simple observation plays a decisive role for the design by means of successive re-
finement. If TS is the transition system representing a preliminary design and TS
is a transition system originating from a refinement of T'S' (i.e., a more detailed de-
sign), then it can immediately—without explicit proof-—be concluded from the relation
Traces(TS) C Traces(TS') that any LT property that holds in T'S" also holds for TS.

Ezample 3.16.  Refining the Semaphore-Based Mutual Fxclusion Algorithm

Let TS = TSgem, the transition system representing the semaphore-based mutual exclu-
sion algorithm (see Figure 3.6 on page 99) and let T'S be the transition system obtained
from TS by removing the transition

(waity, waity,y = 1) — (waity, critg,y = 0).

Stated in words, from the situation in which both processes are waiting, it is no longer
possible that the second process (P) acquires access to the critical section. This thus yields
a model that assigns higher priority to process P than to process F» when both processes
are competing to access the critical section. As a transition is removed, it immediately
follows that Traces(TS) C Traces(TS'). Consequently, by the fact that T'S" ensures mutual
exclusion, i.e., TS = Putes, it follows by Theorem 3.15 that TS = Poutes- ]

Transition systems are said to be trace-equivalent if they have the same set of traces:

Definition 3.17. Trace Equivalence

Transition systems TS and TS are trace-equivalent with respect to the set of propositions
AP if Tracesp(TS) = Tracespp(TS). * [

Theorem 3.15 implies equivalence of two trace-equivalent transition systems with respect
to requirements formulated as LT properties.

4Here, we assume two transition systems with sets of propositions that include AP.
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Corollary 3.18. Trace Equivalence and LT Properties

Let TS and TS be transition systems without terminal states and with the same set of
atomic propositions. Then:

Traces(TS) = Traces(TS') <= TS and TS satisfy the same LT properties.

There thus does not exist an LT property that can distinguish between trace-equivalent
transition systems. Stated differently, in order to establish that the transition systems T'S
and TS are not trace-equivalent it suffices to find one LT property that holds for one but
not for the other.

FErample 5.19. Two Beverage Vending Machines

Consider the two transition systems in Figure 3.8 that both model a beverage vending

seleCD—T’CbeeTD

Figure 3.8: Two beverage vending machines.

machine. For simplicity, the observable action labels of transitions have been omitted.
Both machines are able to offer soda and beer. The left transition system models a
beverage machine that after insertion of a coin nondeterministically chooses to either
provide soda or beer. The right one, however, has two selection buttons (one for each
beverage), and after insertion of a coin, nondeterministically blocks one of the buttons. In
either case, the user has no control over the beverage obtained—the choice of beverage is
under full control of the vending machine.

Let AP = {pay, soda, beer }. Although the two vending machines behave differently, it
is not difficult to see that they exhibit the same traces when considering AP, as for both
machines traces are alternating sequences of pay and either soda or beer. The vending
machines are thus trace-equivalent. By Corollary 3.18 both vending machines satisfy
exactly the same LT properties. Stated differently, it means that there does not exist an
LT property that distinguishes between the two vending machines. [ |
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3.3 Safety Properties and Invariants

Safety properties are often characterized as “nothing bad should happen”. The mutual
exclusion property—always at most one process is in its critical section—is a typical safety
property. It states that the bad thing (having two or more processes in their critical section
simultaneously) never occurs. Another typical safety property is deadlock freedom. For
the dining philosophers (see Example 3.2, page 90), for example, such deadlock could be
characterized as the situation in which all philosophers are waiting to pick up the second
chopstick. This bad (i.e., unwanted) situation should never occur.

3.3.1 Invariants

In fact, the above safety properties are of a particular kind: they are invariants. Invariants
are LT properties that are given by a condition ® for the states and require that ® holds
for all reachable states.

Definition 3.20. Invariant
An LT property Pj,, over AP is an invariant if there is a propositional logic formula® ®
over AP such that

Pipo = { AOA1A2... S (QAP)W | V.] = 0. Aj |: d }

® is called an invariant condition (or state condition) of Pj,. [ |

Note that

TS |E Py, iff trace(mw) € Py, for all paths 7 in TS
iff  L(s) |= ® for all states s that belong to a path of T'S
iff L(s) |= ¢ for all states s € Reach(TS).

Thus, the notion ”invariant” can be explained as follows: the condition ® has to be fulfilled
by all initial states and satisfaction of ® is invariant under all transitions in the reachable
fragment of the given transition system. The latter means that if ® holds for the source
state s of a transition s —%+ s’, then ® holds for the target state s’ too.

Let us return to the examples of mutual exclusion and deadlock freedom for the dining
philosophers. The mutual exclusion property can be described by an invariant using the

®The basic principles of propositional logic are treated in Appendix A.3.
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propositional logic formula
® = —crity V —crits.

For deadlock freedom of the dining philosophers, the invariant ensures that at least one
of the philosophers is not waiting to pick up the chopstick. This can be established using
the propositional formula:

& = —waitg V —waity V —walty V —walty V —waity.

Here, the proposition wait; characterizes the state(s) of philosopher ¢ in which he is waiting
for a chopstick.

How do we check whether a transition system satisfies an invariant? As checking an
invariant for the propositional formula ® amounts to checking the validity of ® in every
state that is reachable from some initial state, a slight modification of standard graph
traversal algorithms like depth-first search (DFS) or breadth-first search (BFS) will do,
provided the given transition system TS is finite.

Algorithm 3 on page 109 summarizes the main steps for checking the invariant condition
® by means of a forward depth-first search in the state graph G(TS). The notion for-
ward search means that we start from the initial states and investigate all states that are
reachable from them. If at least one state s is visited where ® does not hold, then the
invariance induced by ® is violated. In Algorithm 3, R stores all visited states, i.e., if
Algorithm 3 terminates, then R = Reach(TS) contains all reachable states. Furthermore,
U is a stack that organizes all states that still have to be visited, provided they are not
yet contained in R. The operations push, pop, and top are the standard operations on
stacks. The symbol ¢ is used to denote the empty stack. Alternatively, a backward search
could have been applied that starts with all states where ® does not hold and calculates
(by a DFS or BFS) the set J e o129 Pre’(s).

Algorithm 3 could be slightly improved by aborting the computation once a state s is
encountered that does not fulfill . This state is a “bad” state as it makes the transition
system refute the invariant and could be returned as an error indication. Such error
indication, however, is not very helpful.

Instead, an initial path fragment sg$; s2...s, in which all states (except the last one)
satisfy ® and s, £ ® would be more useful. Such a path fragment indicates a possible
behavior of the transition system that violates the invariant. Algorithm 3 can be easily
adapted such that a counterexample is provided on encountering a state that violates
®. To that end we exploit the (depth-first search) stack U. When encountering s,, that
violates ®, the stack content, read from bottom to top, contains the required initial path
fragment. Algorithm 4 on page 110 thus results.
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Algorithm 3 Naive invariant checking by forward depth-first search

Input: finite transition system TS and propositional formula ®
Qutput: true if TS satisfies the invariant ”always &7, otherwise false

set of state R := &; (* the set of visited states *)
stack of state U :=z¢; (* the empty stack *)
bool b := true; (* all states in R satisfy & *)
for all s €/ do

if s ¢ R then

visit(s) (* perform a dfs for each unvisited initial state *)

fi
od
return b

procedure visit (state s)

push(s,U); (* push s on the stack *)
R:=RU {s}; (* mark s as reachable *)
repeat
s = top(U);
if Post(s’) C R then
pop(U);
b:=b A (s D) (* check validity of ® in s’ *)
else

let s” € Post(s’)\ R
push(s”, U);

R:=RU/{s"}; (* state s” is a new reachable state *)
fi
until (U =€)
endproc
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Algorithm 4 Invariant checking by forward depth-first search

Input: finite transition system TS and propositional formula ®
QOulput: "yes” if TS | "always 7, otherwise "no” plus a counterexample

set of states R := o; (* the set of reachable states *)
stack of states U :=¢; (* the empty stack *)
bool b := true; (* all states in R satisfy & *)
while (/\ R+ 2 A b) do

let s € I\ R; (* choose an arbitrary initial state not in R *)

visit(s); (* perform a DFS for each unvisited initial state *)
od
if b then

return(” yes”) (* TS |= "always " *)
else

return(’no”, reverse(U)) (* counterexample arises from the stack content *)
fi

procedure visit (state s)

push(s,U); (* push s on the stack *)
R:=RU {s}; (* mark s as reachable *)
repeat
s" == top(U);
if Post(s’) C R then
pop(U);
b:=b A (s D) (* check validity of ® in s’ *)
else

let s” € Post(s’)\ R
push(s", U);

R:=RU{s"}; (* state s” is a new reachable state *)
fi
until (U =¢) v =b)
endproc
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The worst-case time complexity of the proposed invariance checking algorithm is domi-
nated by the cost for the DFS that visits all reachable states. The latter is linear in the
number of states (nodes of the state graph) and transitions (edges in the state graph),
provided we are given a representation of the state graph where the direct successors
s’ € Post(s) for any state s can be encountered in time ©(|Post(s)|). This holds for a
representation of the sets Post(s) by adjacency lists. An explicit representation of adja-
cency lists is not adequate in our context where the state graph of a complex system has
to be analyzed. Instead, the adjacency lists are typically given in an implicit way, e.g.,
by a syntactic description of the concurrent processes, such as program graphs or higher-
level description languages with a program graph semantics such as nanoPromela, see
Section 2.2.5, page 63). The direct successors of a state s are then obtained by the axioms
and rules for the transition relation for the composite system. Besides the space for the
syntactic descriptions of the processes, the space required by Algorithm 4 is dominated by
the representation of the set R of visited states (this is typically done by appropriate hash
techniques) and stack U. Hence, the additional space complexity of invariant checking is
linear in the number of reachable states.

Theorem 3.21. Time Complexity of Invariant Checking

The time complezity of Algorithm 4 is O( N *(1+|®|)+ M ) where N denotes the number
of reachable states, and M = ) o |Post(s)| the number of transitions in the reachable
fragment of TS.

Proof: The time complexity of the forward reachability on the state graph G(TS) is
O(N 4+ M). The time needed to check s |= ® for some state s is linear in the length
of ®.5 As for each state s it is checked whether ® holds, this amounts to a total of
N+ M + N« (1 +|®|) operations. [

3.3.2 Safety Properties

As we have seen in the previous section, invariants can be viewed as state properties and
can be checked by considering the reachable states. Some safety properties, however, may
impose requirements on finite path fragments, and cannot be verified by considering the
reachable states only. To see this, consider the example of a cash dispenser, also known
as an automated teller machine (ATM). A natural requirement is that money can only be
withdrawn from the dispenser once a correct personal identifier (PIN) has been provided.
This property is not an invariant, since it is not a state property. It is, however, considered

5To cover the special case where ® is an atomic proposition, in which case |®| = 0, we deal with 1+ |®|
for the cost to check whether & holds for a given state s.
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to be a safety property, as any infinite run violating the requirement has a finite prefix
that is “bad”, i.e., in which money is withdrawn without issuing a PIN before.

Formally, safety property P is defined as an LT property over AP such that any infinite
word ¢ where P does not hold contains a bad prefiz. The latter means a finite prefix &
where the bad thing has happened, and thus no infinite word that starts with this prefix
o fulfills P.

Definition 3.22. Safety Properties, Bad Prefixes

An LT property Py, over AP is called a safety property if for all words o € (24P )\ Psafe
there exists a finite prefix @ of ¢ such that

Pygpe N {0' € (247)% | 7 is a finite prefix of 0’} = g.

Any such finite word & is called a bad prefiz for Pyap.. A minimal bad prefix for Py,
denotes a bad prefix & for Psyp for which no proper prefix of 7 is a bad prefix for Psgp.
In other words, minimal bad prefixes are bad prefixes of minimal length. The set of all
bad prefixes for Psaf is denoted by BadPref{ Pyqs.), the set of all minimal bad prefixes by
MinBadPref( Psq.). ]

Let us first observe that any invariant is a safety property. For propositional formula &
over AP and its invariant Pj,,, all finite words of the form

AgAr .. A, € (24D)T

with Ag = &,...,A,—1 | ® and A, [£ & constitute the minimal bad prefixes for
Pi. The following two examples illustrate that there are safety properties that are not
invariants.

Example 3.23. A Safety Property for a Traffic Light

We consider a specification of a traffic light with the usual three phases “red”, “green”,
and “yellow”. The requirement that each red phase should be immediately preceded by a
yellow phase is a safety property but not an invariant. This is shown in the following.

Let red, yellow, and green be atomic propositions. Intuitively, they serve to mark the
states describing a red (yellow or green) phase. The property “always at least one of the
lights is on” is specified by:

{O':AoAl...|AngP A AJ#Q}

The bad prefixes are finite words that contain &. A minimal bad prefix ends with &. The
property “it is never the case that two lights are switched on at the same time” is specified
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by
{O':AoAl...|AngP A |AJ| < 1}

Bad prefixes for this property are words containing sets such as { red, green }, { red, yellow },
and so on. Minimal bad prefixes end with such sets.

Now let AP = {red, yellow }. The property “a red phase must be preceded immediately
by a yellow phase” is specified by the set of infinite words ¢ = AgA;... with A; C
{ red, yellow } such that for all ¢ > 0 we have that

red € A; implies i > 0 and yellow € A;_1.

The bad prefixes are finite words that violate this condition. An example of bad prefixes
that are minimal is:
o@{red} and @{red}.

The following bad prefix is not minimal:
{yellow } { yellow } {red } {red } @ { red }

since it has a proper prefix { yellow } { yellow } { red } { red } which is also a bad prefix.

The minimal bad prefixes of this safety property are regular in the sense that they consti-
tute a regular language. The finite automaton in Figure 3.9 accepts precisely the minimal
bad prefixes for the above safety property.” Here, —yellow should be read as either @ or
{ red }. Note the other properties given in this example are also regular. [ |

11
yellow yerow <

Figure 3.9: A finite automaton for the minimal bad prefixes of a regular safety property.

Ezample 3.24. A Safety Property for a Beverage Vending Machine

For a beverage vending machine, a natural requirement is that

“The number of inserted coins is always at least the number of dispensed drinks.”

"The main concepts of a finite automaton as acceptors for languages over finite words are summarized
in Section 4.1.
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Using the set of propositions { pay, drink } and the obvious labeling function, this property
could be formalized by the set of infinite words Ay A1 As ... such that for all i > 0 we have

[{0<i<ilpaye A;}| > {O0<j<ifdrinke Aj}|
Bad prefixes for this safety property are, for example
@ {pay}{drink}{drink} and
@ { pay } {drink } @ { pay } { drink } { drink }

It is left to the interested reader to check that both beverage vending machines from
Figure 3.8 satisfy the above safety property. [ |

Safety properties are requirements for the finite traces which is formally stated in the
following lemma:

Lemma 3.25. Satisfaction Relation for Safety Properties

For transition system TS without terminal states and safety property Piqpe:

TS |= Psose if and only if Tracesgs,(TS) N BadPref{ Pygs.) = <.

Proof: 7if”: By contradiction. Let Tracesg,(TS) N BadPref(Py,p.) = @ and assume that
TS [~ Pgype. Then, trace(m) ¢ Py for some path 7 in TS. Thus, trace(r) starts with a
bad prefix & for Psgp. But then, o € Tracess,(TS) N BadPref( Py ). Contradiction.

“only if”: By contradiction. Let TS |= Py and assume that & € Tracesg,(TS) N
BadPref(Psqp.). The finite trace 0 = A;... A, € Tracess,(TS) can be extended to an
infinite trace 0 = A;... A, A1 Ayo... € Traces(TS). Then, 0 ¢ Py and thus,
TS 175 Psafe~ |

We conclude this section with an alternative characterization of safety properties by means
of their closure.

Definition 3.26. Prefix and Closure

For trace o € (247)“, let pref{c) denote the set of finite prefixes of o, i.e.,

pref{o) = {7 € (247)" | 5 is a finite prefix of ¢ }.
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that is, if 0 = Ag A1 ... then preflo) = {g, Ag, AgA1, AgA1As, ... } is an infinite set of
finite words. This notion is lifted to sets of traces in the usual way. For property P over
AP:
pref{ P) = U pref{o).
oceP
The closure of LT property P is defined by

closure(P) = {o € (24P)* | pref(o) C pref(P)}.

For instance, for infinite trace ¢ = ABABAB... (where A, B C AP) we have pref(o) =
{e,A, AB,ABA, ABAB, ...} which equals the regular language given by the regular ex-
pression (AB)*(A + ¢).

The closure of an LT property P is the set of infinite traces whose finite prefixes are also
prefixes of P. Stated differently, infinite traces in the closure of P do not have a prefix
that is not a prefix of P itself. As we will see below, the closure is a key concept in the
characterization of safety and liveness properties.

Lemma 3.27. Alternative Characterization of Safety Properties

Let P be an LT property over AP. Then, P is a safety property iff closure(P) = P.

Proof: “if”: Let us assume that closure(P) = P. To show that P is a safety property,
we take an element o € (24F)”\ P and show that ¢ starts with a bad prefix for P. Since
o ¢ P = closure(P) there exists a finite prefix 7 of ¢ with & ¢ pref(P). By definition of
pref(P), none of the words ¢’ € (247)* where & € preflo’) belongs to P. Hence, & is a
bad prefix for P, and by definition, P is a safety property.

“only if”: Let us assume that P is a safety property. We have to show that P =
closure(P). The inclusion P C closure(P) holds for all LT properties. It remains to
show that closure(P) C P. We do so by contradiction. Let us assume that there is some
0= A1 Ay ... € closure(P) \ P. Since P is a safety property and ¢ € P, ¢ has a finite
prefix

o =A; ... A, € BadPref(P).

As o € closure(P) we have ¢ € pref(c) C pref(P). Hence, there exists a word ¢’ € P of
the form
O'I:Al An Bn+1Bn+2
—
bad prefix
This contradicts the fact that P is a safety property. ]
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3.3.3 Trace Equivalence and Safety Properties

We have seen before that there is a strong relationship between trace inclusion of transition
systems and the satisfaction of LT properties (see Theorem 3.15, page 104):

Traces(TS) C Traces(TS') if and only if  for all LT properties P:
TS |= P implies TS |= P

for transition systems TS and TS without terminal states. Note that this result considers
all infinite traces. The above thus states a relationship between infinite traces of transition
systems and the validity of L'T' properties. When considering only finite traces instead of
infinite ones, a similar connection with the validity of safety properties can be established,
as stated by the following theorem.

Theorem 3.28. Finite Trace Inclusion and Safety Properties

Let TS and TS be transition systems without terminal states and with the same set of
propositions AP. Then the following statements are equivalent:

(a) Tracesp,(TS) C Tracess,(TS),

(b) For any safety property Psore: TS |= Pygpe implies TS = Pgpe.

Proof:

(a) = (b): Let us assume that Tracesg,(TS) C Tracess,(TS') and let Pyup be a safety
property with TS |= Pyyp. By Lemma 3.25, we have Tracesg, (TS') N BadPref{ Pyp) = @,
and hence, Tracess, (TS) N BadPref( Py ) = @. Again by Lemma 3.25, we get T'S |= Pygpe.

(b) => (a): Assume that (b) holds. Let Py, = closure(Traces(TS')). Then, Py, is a
safety property and we have T'S' |= Pyor. (see Exercise 3.9, page 147). Hence, (b) yields
TS |: Psafca i.e.,

Traces(TS) C closure( Traces(TS')).

From this, we may derive

Tracesg, (TS) pref{ Traces(TS))
pref{closure( Traces(TS'))
pref{ Traces(TS"))

Tracesg, (TS').

[T

Here we use the property that for any P it holds that pref{closure(P)) = pref{ P) (see
Exercise 3.10, page 147). [ |
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Theorem 3.28 is of relevance for the gradual design of concurrent systems. If a preliminary
design (i.e., a transition system) TS is refined to a design TS such that

Traces(TS) € Traces(TS'),

then the LT properties of TS cannot be carried over to T'S. However, if the finite traces
of TS are finite traces of TSS' (which is a weaker requirement than full trace inclusion of
TS and TS'), i.e.,

Tracesg, (TS) C Tracesg, (TS'),

then all safety properties that have been established for TS also hold for TS. Other
requirements for TS, i.e., LT properties that fall outside the scope of safety properties,
need to be checked using different techniques.

Corollary 3.29. Finite Trace Equivalence and Safety Properties

Let TS and TS' be transition systems without terminal states and with the same set AP
of atomic propositions. Then, the following statements are equivalent:

(a) Tracesg,(TS) = Tracess,(TS),

(b) For any safety property Psq. over AP: TS |= Pyype <= TS |= Pygye.

A few remarks on the difference between finite trace inclusion and trace inclusion are in
order. Since we assume transition systems without terminal states, there is only a slight
difference between trace inclusion and finite trace inclusion. For finite transition systems
TS and TS without terminal states, trace inclusion and finite trace inclusion coincide.
This can be derived from the following theorem.

Theorem 3.30. Relating Finite Trace and Trace Inclusion

Let TS and TS' be transition systems with the same set AP of atomic propositions such
that TS has no terminal states and TS is finite. Then:

Traces(TS) C Traces(TS') <= Tracess,(TS) C Tracesg, (T5).

Proof: The implication from left to right follows from the monotonicity of pref(-) and the
fact that Tracess,(T'S) = pref( Traces(TS)) for any transition system TS.

It remains to consider the proof for the implication <=. Let us assume that Tracess, (T'S) C
Tracesf;, (TS'). As TS has no terminal states, all traces of T'S are infinite. Let AgA;... €
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Traces(TS). To prove that AgA;... € Traces(TS') we have to show that there exists a
path in TS, say sgs1 ..., that generates this trace, i.e., trace(sgsy...) = Ag A1 .. ..

Any finite prefix AgA;... A, of the infinite trace AgA;... is in Tracess,(TS), and as
Tracesf,, (TS) C Tracess, (TS'), also in Tracess,(TS'). Thus, for any natural number m,
there exists a finite path 7™ = sf*s7 ... s in T'S' such that

trace(m™) = L(sg")L(s1")...L(s;y) = AoA1... An

where L denotes the labeling function of TS'. Thus, L(aj”) =Ajforall 0 <j<m.

Although Ag...A,, is a prefix of Ag... A, 11, it is not guaranteed that path 7™ is a
prefix of 7%, Due to the finiteness of TS, however, there is an infinite subsequence
amogmigmz of 07l 72 such that #7% and 7™+ agree on the first i states. Thus,

70 ™ M2 induces an infinite path 7 in TS with the desired property.

This is formally proven using a so-called diagonalization technique. This goes as follows.
Let Iy, I1, I2, ... be an infinite series of infinite sets of indices (i.e., natural numbers) with
I, C{meIN|mz=n}and sg,s1,... be states in TS such that for all natural numbers
7. it holds that

(1) n > 1 implies 1,1 2 I,
(2) 598182 ... 8, is an initial, finite path fragment in TS,

(3) for all m € I, it holds that sq ... s, = s§* ... ]

n

The definition of the sets I,, and states s, is by induction on n.

Base case (n=10): As {s§* | m € IN } is finite (since it is a subset of the finite set of initial
states of T'S'), there exists an initial state sg in TS' and an infinite index set Iy such that
sg = sg for all m € Iy.

Induction step n => n+1. Assume that the index sets Iy, ..., I, and states sg,..., s, are
defined. Since TS is finite, Post(s,) is finite. Furthermore, by the induction hypothesis
Sn, = spt for all m € I, and thus

{sp |mel,,m>=n+l} C Post(s,).

Since [,, is infinite, there exists an infinite subset I,,.1 C {m € I, | m > n+1} and a
state 5,41 € Post(s,) such that s | = 5,41 for all m € I,;1. It follows directly that the
above properties (1) through (3) are fulfilled.
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We now consider the state sequence sg s1 ... in TS. Obviously, this state sequence is a
path in TS satisfying trace(sg sy ...) = Ag Ay .... Consequently, Ag Ay ... € Traces(TS).
|

Remark 3.31.  Image-Finite Transition Systems

The result stated in Theorem 3.30 also holds under slightly weaker conditions: it suffices
to require that T'S has no terminal states (as in Theorem 3.30) and that T'Y is AP image-
finite (rather than being finite).

Let TS = (S,Act,—,I,AP L). Then, TS is called AP image-finite (or briefly image-
finite) if

(i) for all A C AP, the set {so € I'| L(sg) = A} is finite and

(ii) for all states s in T'S' and all A C AP, the set of successors { s’ € Post(s) | L(s') = A}
is finite.

Thus, any finite transition system is image-finite. Moreover, any transition system that is
AP-deterministic is image-finite. (Recall that AP-determinism requires {so € I | L(sg) =
A} and {s € Post(s) | L(s') = A} to be either singletons or empty sets; see Definition
2.5, page 24.)

In fact, a careful inspection of the proof of Theorem 3.30 shows that (i) and (ii) for
TS are used in the construction of the index sets I, and states s,. Hence, we have
Traces(TS) C Traces(TS') iff Tracess, (TS) C Tracess, (T'S'), provided TS has no terminal
states and TS is image-finite. [

Trace and finite trace inclusion, however, coincide neither for infinite transition systems
nor for finite ones which have terminal states.

Ezample 3.32.  Finite vs. Infinite Transition System

Consider the transition systems sketched in Figure 3.10, where b stands for an atomic
proposition. Transition system TS (on the left) is finite, whereas T'S' (depicted on the
right) is infinite and not image-finite, because of the infinite branching in the initial state.
It is not difficult to observe that

Traces(TS) € Traces(TS') and  Tracesg,(TS) C Tracesg,(TS').

This stems from the fact that TS can take the self-loop infinitely often and never reaches
a b-state, whereas T'S' does not exhibit such behavior. Moreover, any finite trace of TS is
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of the form ()" for n > 0 and is also a finite trace of TS'. Consequently, LT properties of
TS do not carry over to T'S (and those of T'S may not hold for TS'). For example, the LT
property “eventually &” holds for T'S', but not for T'S. Similarly, the LT property “never
b holds for TS, but not for TS'.

Although these transition systems might seem rather artificial, this is not the case: TS
could result from an infinite loop in a program, whereas TS could model the semantics
of a program fragment that nondeterministically chooses a natural number k and then
performs k steps. [ |

{b}

Figure 3.10: Distinguishing trace inclusion from finite trace inclusion.

3.4 Liveness Properties

Informally speaking, safety properties specify that “something bad never happens”. For
the mutual exclusion algorithm, the “bad” thing is that more than one process is in its
critical section, while for the traffic light the “bad” situation is whenever a red light phase
is not preceded by a yellow light phase. An algorithm can easily fulfill a safety property
by simply doing nothing as this will never lead to a “bad” situation. As this is usually
undesired, safety properties are complemented by properties that require some progress.
Such properties are called “liveness” properties (or sometimes “progress” properties). In-
tuitively, they state that ”something good” will happen in the future. Whereas safety
properties are violated in finite time, i.e., by a finite system run, liveness properties are
violated in infinite time, i.e., by infinite system runs.
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3.4.1 Liveness Properties

Several (nonequivalent) notions of liveness properties have been defined in the literature.
We follow here the approach of Alpern and Schneider [5, 6, 7]. They provided a formal
notion of liveness properties which relies on the view that liveness properties do not con-
strain the finite behaviors, but require a certain condition on the infinite behaviors. A
typical example for a liveness property is the requirement that certain events occur in-
finitely often. In this sense, the "good event” of a liveness property is a condition on the
infinite behaviors, while the "bad event” for a safety property occurs in a finite amount
of time, if it occurs at all.

In our approach, a liveness property (over AP) is defined as an LT property that does not
rule out any prefix. This entails that the set of finite traces of a system are of no use at
all to decide whether a liveness property holds or not. Intuitively speaking, it means that
any finite prefix can be extended such that the resulting infinite trace satisfies the liveness
property under consideration. This is in contrast to safety properties where it suffices to
have one finite trace (the “bad prefix”) to conclude that a safety property is refuted.

Definition 3.33. Liveness Property
LT property Py, over AP is a liveness property whenever pref{ Pjiy.) = (2AP ) [ ]

Thus, a liveness property (over AP) is an LT property P such that each finite word can be
extended to an infinite word that satisfies P. Stated differently, P is a liveness property
if and only if for all finite words w € (247)* there exists an infinite word o € (247)
satisfying wo € P.

Example 3.34. Repeated Fventually and Starvation Freedom

In the context of mutual exclusion algorithms the natural safety property that is required
ensures the mutual exclusion property stating that the processes are never simultaneously
in their critical sections. (This is even an invariant.) Typical liveness properties that are
desired assert that

e (eventually) each process will eventually enter its critical section;
e (repeated eventually) each process will enter its critical section infinitely often;

e (starvation freedom) each waiting process will eventually enter its critical section.

Let’s see how these liveness properties are formalized as LT properties and let us check that
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they are liveness properties. As in Example 3.14, we will deal with the atomic propositions
waity, crity, waits, critg where wait; characterizes the states where process P; has requested
access to its critical section and is in its waiting phase, while crit; serves as a label for
the states where P; has entered its critical section. We now formalize the three properties
by LT properties over AP = {waity, crity, waite, crito}. The first property (eventually)
consists of all infinite words Ag A1 ... with A; € AP such that

(37 =2 0. crity € Aj) A (3j 2 0. crity € Aj)

which requires that P, and P, are in their critical sections at least once. The second
property (repeated eventually) poses the condition

(VE>0.3j > k. crit; € Aj) N (Vk20.3j > k. crity € Aj)
stating that P, and P, are infinitely often in their critical sections. This formula is often

abbreviated by
(5iz0.aitea;) A (3520 aitzc ;).

The third property (starvation freedom) requires that

Vi > 0. (waiti € A; = (Fk > j.crity € Ag)) A
Vi > 0. (waity € A; = (Fk > j.crity € Ay)).

It expresses that each process that is waiting will acquire access to the critical section
at some later time point. Note that here we implicitly assume that a process that starts
waiting to acquire access to the critical section does not “give up” waiting, i.e., it continues
waiting until it is granted access.

All aforementioned properties are liveness properties, as any finite word over AP is a prefix
of an infinite word where the corresponding condition holds. For instance, for starvation
freedom, a finite trace in which a process is waiting but never acquires access to its critical
section can always be extended to an infinite trace that satisfies the starvation freedom
property (by, e.g., providing access in an strictly alternating fashion from a certain point
on). [

3.4.2 Safety vs. Liveness Properties

This section studies the relationship between liveness and safety properties. In particular,
it provides answers to the following questions:

e Are safety and liveness properties disjoint?, and

Petitioner Exhibit 1002-3066



Liveness Properties 123

e [s any linear-time property a safety or liveness property?

As we will see, the first question will be answered affirmatively while the second question
will result in a negative answer. Interestingly enough, though, for any LT property P an
equivalent LT property P’ does exist which is a combination (i.e., intersection) of a safety
and a liveness property. All in all, one could say that the identification of safety and
liveness properties thus provides an essential characterization of linear-time properties.

The first result states that safety and liveness properties are indeed almost disjoint. More
precisely, it states that the only property that is both a safety and a liveness property is
nonrestrictive, i.e., allows all possible behaviors. Logically speaking, this is the equivalent
of “true”.

Lemma 3.35. Intersection of Safety and Liveness Properties

The only LT property over AP that is both a safety and a liveness property is (2AP)W.

Proof: Assume P is a liveness property over AP. By definition, pref{P) = (2AP oo Tt
follows that closure(P) = (24F)%. If P is a safety property too, closure(P) = P, and
hence P = (247)%, [

Recall that the closure of property P (over AP) is the set of infinite words (over 24F)
for which all prefixes are also prefixes of P. In order to show that an LT property can
be considered as a conjunction of a liveness and a safety property, the following result is
helpful. It states that the closure of the union of two properties equals the union of their
closures.

Lemma 3.36. Distributivity of Union over Closure

For any LT properties P and P':

closure(P) U closure(P') = closure(P U P').

Proof: C: As P C P’ implies closure(P) C closure(P’), we have P C P U P’ implies
closure(P) C closure(PUP’). In a similar way it follows that closure(P’) C closure(PUFP').
Thus, closure(P) U closure(P') C closure(P U P’).

D: Let ¢ € closure(P U P'). By definition of closure, pref{c) C pref(P U P'). As pref{P U
P") = pref(P) U pref( P'), any finite prefix of ¢ is in pref(P) or in pref{ P') (or in both).
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As 0 € (2AP ), o has infinitely many prefixes. Thus, infinitely many finite prefixes
of o belong to pref{(P) or to pref{P’) (or to both). W.lo.g., assume pref(a) N pref{ P)
to be infinite. Then preflo) C pref{P), which yields ¢ € closure(P), and thus o €
closure(P) U closure(P’). The fact that pref{c) C pref{ P) can be shown by contraposition.
Assume 7 € pref(c) \ pref{P). Let |o| = k. As preflo) N pref(P) is infinite, there exists
o' € preflc) N pref(P) with length larger than k. But then, there exists ¢’ € P with
o' € pref(¢’). Tt then follows that & € pref(¢’) (as both & and ¢’ are prefixes of ¢) and as
preflc’) C pref{ P), it follows that & € pref{ P). This contradicts o € prefio) \ pref(P). ®

Consider the beverage vending machine of Figure 3.5 (on page 97), and the following
property:

“the machine provides beer infinitely often
after initially providing soda three times in a row”

In fact, this property consists of two parts. On the one hand, it requires beer to be
provided infinitely often. As any finite trace can be extended to an infinite trace that
enjoys this property it is a liveness property. On the other hand, the first three drinks it
provides should all be soda. This is a safety property, since any finite trace in which one
of the first three drinks provided is beer violates it. The property is thus a combination
(in fact, a conjunction) of a safety and a liveness property. The following result shows
that every LT property can be decomposed in this way.

Theorem 3.37. Decomposition Theorem

For any LT property P over AP there exists a safety property Py, and a liveness property
Piye (both over AP) such that
P= Psafe N Pive-

Proof: Let P be an LT property over AP. Tt is easy to see that P C closure(P). Thus:
P = closure(P) N P, which by set calculus can be rewritten into:

P = closure(P) N (P U ((2AP)w\closure(P)))

- Psafc =P, live

By definition, Py = closure(P) is a safety property. It remains to prove that Py, =
PU ((2AP >\ Closure(P)) is a liveness property. By definition, Py, is a liveness property

whenever pref{ Py,.) = (247)* APy

. This is equivalent to closure(Pj,.) = ( . As for any
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LT property P, closure(P) C (247)* holds true, it suffices to showing that (24F)* C
closure( Pj,.). This goes as follows:

closure(Py.) = Closure<P U ((24FPy\ c]osure(P)))
em2 350 Glosure(P) U closure<(2AP)w \ Closure(P))

2 closure(P) U ((2AP)W \ c]osure(P))
(2AP)w

where in the one-but-last step in the derivation, we exploit the fact that closure(P’) 2 P’
for all LT properties P’. [

The proof of Theorem 3.37 shows that P = closure(P) is a safety property and
P. =P U ((2AP)W \ closure(P)) a liveness property with P = Py N Ppye. In fact,
this decomposition is the "sharpest” one for P since P4, is the strongest safety property
and Py, the weakest liveness property that can serve for a decomposition of P:

Lemma 3.38. Sharpest Decomposition

Let P be an LT property and P = Pygp, N Piye where Pogpe is a safety property and Py,
a liveness property. We then have

1. closure(P) C Psgfe,

2. Py C P U ((247)\ closure(P)).

Proof: See Exercise 3.12, page 147. ]

A summary of the classification of LT properties is depicted as a Venn diagram in Fig-
ure 3.11. The circle denotes the set of all LT properties over a given set of atomic propo-
sitions.

Remark 3.39.  Topological Characterizations of Safety and Liveness

Let us conclude this section with a remark for readers who are familiar with basic notions
of topological spaces. The set (2AP )¥ can be equipped with the distance function given by
d(o1,09) = 1/2™ if 01,09 are two distinct infinite words 01 = AjAs... and 0o = B1Bs...
and n is the length of the longest common prefix. Moreover, we put d(c,c) = 0. Then,
d is a metric on (2AP)W, and hence induces a topology on (2AP)w. Under this topology,
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safety and liveness property
(QAIP)W
|
A
fety fi N
Salely properties ~ ! _ -~ liveness properties

oo neither liveness
nor safety properties

invariants

Figure 3.11: Classification of linear-time properties.

the safety properties are exactly the closed sets, while the liveness properties agree with
the dense sets. In fact, closure(P) is the topological closure of P, i.e., the smallest closed
set that contains P. The result stated in Theorem 3.37 then follows from the well-known
fact that any subset of a topological space (of the kind described above) can be written
as the intersection of its closure and a dense set. ]

3.5 Fairness

An important aspect of reactive systems is fairness. Fairness assumptions rule out infinite
behaviors that are considered unrealistic, and are often necessary to establish liveness
properties. We illustrate the concept of fairness by means of a frequently encountered
problem in concurrent systems.

Ezample 3.40.  Process Fairness

Consider N processes Pp,..., Py which require a certain service. There is one server
process Server that is expected to provide services to these processes. A possible strategy
that Server can realize is the following. Check the processes starting with Pp, then P,
and so on, and serve the first thus encountered process that requires service. On finishing
serving this process, repeat this selection procedure once again starting with checking P;.
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Now suppose that P is continuously requesting service. Then this strategy will result
in Server always serving P;. Since in this way another process has to wait infinitely
long before being served, this is called an unfair strategy. In a fair serving strategy it is
required that the server eventually responds to any request by any one of the processes.
For instance, a round-robin scheduling strategy where each process is only served for a
limited amount of time is a fair strategy: after having served one process, the next (in the
round-robin order) is checked and, if needed, served. [ |

When verifying concurrent systems one is often only interested in paths in which enabled
transitions (statements) are executed in some “fair” manner. Consider, for instance, a
mutual exclusion algorithm for two processes. In order to prove starvation freedom, the
situation in which a process that wants to enter its critical section has to wait infinitely
long, we want to exclude those paths in which the competitor process is always being
selected for execution. This type of fairness is also known as process fairness, since it
concerns the fair scheduling of the execution of processes. If we were to consider unfair
paths when proving starvation freedom, we would usually fail, since there always exists an
unfair strategy according to which some process is always neglected, and thus can never
make progress. One might argue that such unfair strategy is unrealistic and should be
avoided.

Example 3.41.  Starvation Freedom

Consider the transition systems T'Sg.,, and TSp.; for the semaphore-based mutual exclu-
sion algorithms (see Example 2.24 on page 43) and Peterson’s algorithm. The starvation
freedom property

“Once access is requested, a process does not have to wait infinitely long before
acquiring access to its critical section”

is violated by transition system TSg.,, while it permits only one of the processes to pro-
ceed, while the other process is starving (or only acquiring access to the critical section
finitely often). The transition system TSp; for Peterson’s algorithm, however, fulfills this
property.

The property

“Each of the processes is infinitely often in its critical section”

is violated by both transition systems as none of them excludes the fact that a process
would never (or only finitely often) request to enter the critical section. [ |
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Process fairness is a particular form of fairness. In general, fairness assumptions are needed
to prove liveness or other properties stating that the system makes some progress ( “some-
thing good will eventually happen”). This is of vital importance if the transition system to
be checked contains nondeterminism. Fairness is then concerned with resolving nondeter-
minism in such a way that it is not biased to consistently ignore a possible option. In the
above example, the scheduling of processes is nondeterministic: the choice of the next pro-
cess to be executed (if there are at least two processes that can be potentially selected) is
arbitrary. Another prominent example where fairness is used to “resolve” nondeterminism
is in modeling concurrent processes by means of interleaving. Interleaving is equivalent to
modeling the concurrent execution of two independent processes by enumerating all the
possible orders in which activities of the processes can be executed (see Chapter 2).

Erample 3.42.  Independent Traffic Lights

Consider the transition system

for the two independent traffic lights described in Example 2.17 (page 36). The liveness
property

“Both traffic lights are infinitely often green”

is not satisfied, since
{redy,reds } { green,reds } { redy, reds } { green;,reds } ...

is a trace of T'S where only the first traffic light is infinitely often green. [ |

What is wrong with the above examples? In fact, nothing. Let us explain this. In the
traffic light example, the information whether each traffic light switches color infinitely
often is lost by means of interleaving. The trace in which only the first traffic light is
acting while the second light seems to be completely stopped is formally a trace of the
transition system TrLight, ||| TrLighty. However, it does not represent a realistic behavior
as in practice no traffic light is infinitely faster than another.

For the semaphore-based mutual exclusion algorithm, the difficulty is the degree of ab-
straction. A semaphore is not a willful individual that arbitrarily chooses a process which
is authorized to enter its critical section. Instead, the waiting processes are administered
in a queue (or another “fair” medium). The required liveness can be proven in one of the
following refinement steps, in which the specification of the behavior of the semaphore is
sufficiently detailed.
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3.5.1 Fairness Constraints

The above considerations show that we—to obtain a realistic picture of the behavior of a
parallel system modeled by a transition system—mneed a more alleviated form of satisfaction
relation for LT properties, which implies an “adequate” resolution of the nondeterministic
decisions in a transition system. In order to rule out the unrealistic computations, fairness
constraints are imposed.

In general, a fair execution (or trace) is characterized by the fact that certain fairness
constraints are fulfilled. Fairness constraints are used to rule out computations that are
considered to be unreasonable for the system under consideration. Fairness constraints
come in different flavors:

e Unconditional fairness: e.g., “Every process gets its turn infinitely often.”

e Strong fairness: e.g., “Every process that is enabled infinitely often gets its turn
infinitely often.”

o Weak fairness: e.g., “Every process that is continuously enabled from a certain time
instant on gets its turn infinitely often.”

Here, the term “is enabled” has to be understood in the sense of ‘“ready to execute (a
transition)”. Similarly, “gets its turn” stands for the execution of an arbitrary transition.
This can, for example, be a noncritical action, acquiring a shared resource, an action in
the critical section, or a communication action.

An execution fragment is unconditionally fair with respect to, e.g., “a process enters its
critical section” or “a process gets its turn”, if these properties hold infinitely often. That
is to say, a process enters its critical section infinitely often, or, in the second example,
a process gets its turn infinitely often. Note that no condition (such as “a process is
enabled”) is expressed that constrains the circumstances under which a process gets its
turn infinitely often. Unconditional fairness is sometimes referred to as impartiality.

Strong fairness means that if an activity is infinitely often enabled—but not necessarily
always, i.e., there may be finite periods during which the activity is not enabled—then it
will be executed infinitely often. An execution fragment is strongly fair with respect to
activity « if it is not the case that « is infinitely often enabled without being taken beyond
a certain point. Strong fairness is sometimes referred to as compassion.

Weak fairness means that if an activity, e.g., a transition in a process or an entire pro-
cess itself, is continuously enabled—mno periods are allowed in which the activity is not
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enabled—then it has to be executed infinitely often. An execution fragment is weakly fair
with respect to some activity, « say, if it is not the case that « is always enabled beyond
some point without being taken beyond this point. Weak fairness is sometimes referred
to as justice.

How to express these fairness constraints? There are different ways to formulate fairness
requirements. In the sequel, we adopt the action-based view and define strong fairness for
(sets of) actions. (In Chapter 5, also state-based notions of fairness will be introduced and
the relationship between action-based and state-based fairness is studied in detail.) Let A
be a set of actions. The execution fragment p is said to be strongly A-fair if the actions in
A are not continuously ignored under the circumstance that they can be executed infinitely
often. p is unconditionally A-fair if some action in A is infinitely often executed in p. Weak
fairness is defined in a similar way as strong fairness (see below).

In order to formulate these fairness notions formally, the following auxiliary notion is
convenient. For state s, let Act(s) denote the set of actions that are executable in state
s, that is,

Act(s) = {a€ Act| I’ € S.5-% 4 }.

Definition 3.43. Unconditional, Strong, and Weak Fairness

For transition system TS = (S, Act, —, [, AP, L) without terminal states, A C Act, and
infinite execution fragment p = g9 2 s -+ ... of TS:

1. pis unconditionally A-fair whenever oEI<> J.aj; €A

2. pis strongly A-fair whenever
(%"j. Act(s;) N A;«é@) — (%"j. o eA).
3. pis weakly A-fair whenever
(°\§’j. Act(s;) N A;«é@) — (%"j. o eA).
|

o0 o0
Here, 3 j stands for “there are infinitely many j” and V j for “for nearly all §” in the
sense of “for all, except for finitely many j”. The variable j, of course, ranges over the
natural numbers.
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To check whether a run is unconditionally A-fair it suffices to consider the actions that
occur along the execution, i.e., it is not necessary to check which actions in A are enabled
in visited states. However, in order to decide whether a given execution is strongly or
weakly A-fair, it does not suffice to only consider the actions actually occurring in the
execution. Instead, also the enabled actions in all visited states need to be considered.
These enabled actions are possible in the visited states, but do not necessarily have to be
taken along the considered execution.

Ezample 3.44. A Simple Shared-Variable Concurrent Program

Consider the following two processes that run in parallel and share an integer variable x
that initially has value 0:

proc Inc = while (z >0doz:=xz+1)od

proc Reset = x:= -1

The pair of brackets (...) embraces an atomic section, i.e., process Inc performs the check
whether « is positive and the increment of « (if the guard holds) as one atomic step. Does
this parallel program terminate? When no fairness constraints are imposed, it is possible
that process Inc is permanently executing, i.e., process Reset never gets its turn, and the

assignment x = —1 is not executed. In this case, termination is thus not guaranteed, and
the property is refuted. If, however, we require unconditional process fairness, then every
process gets its turn, and termination is guaranteed. [ |

An important question now is: given a verification problem, which fairness notion to
use? Unfortunately, there is no clear answer to this question. Different forms of fairness
do exist—the above is just a small, though important, fragment of all possible fairness
notions—and there is no single favorite notion. For verification purposes, fairness con-
straints are crucial, though. Recall that the purpose of fairness constraints is to rule out
certain “unreasonable” computations. If the fairness constraint is too strong, relevant
computations may not be considered. In case a property is satisfied (for a transition sys-
tem), it might well be the case that some reasonable computation that is not considered
(as it is ruled out by the fairness constraint) refutes this property. On the other hand,
if the fairness constraint is too weak, we may fail to prove a certain property as some
unreasonable computations (that are not ruled out) refute it.

The relationship between the different fairness notions is as follows. Each unconditionally
A-fair execution fragment is strongly A-fair, and each strongly A-fair execution fragment
is weakly A-fair. In general, the reverse direction does not hold. For instance, an execution
fragment that solely visits states in which no A-actions are possible is strongly A-fair (as
the premise of strong A-fairness does not hold), but not unconditionally A-fair. Besides,
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an execution fragment that only visits finitely many states in which some A-actions are
enabled but never executes an A-action is weakly A-fair (as the premise of weak A-fairness
does not hold), but not strongly A-fair. Summarizing, we have

unconditional A-fairness = strong A-fairness == weak A-fairness

where the reverse implication in general does not hold.

Ezample 3.45.  Fair Execution Fragments

Consider the transition system T'Sg.,, for the semaphore-based mutual exclusion solution.
We label the transitions with the actions req;, enter; (for i=1,2), and rel in the obvious
way, see Figure 3.12.

In the execution fragment

enter;

(o] re
(n1,n,y = 1) T8 (g mgyy = 1) L () iy gy — 0) 2L () g,y — 1) T2

only the first process gets its turn. This execution fragment is indicated by the dashed
arrows in Figure 3.12. It is not unconditionally fair for the set of actions

A = {enters }.

It is, however, strongly A-fair, since no state is visited in which the action entery is
executable, and hence the premise of strong fairness is vacuously false. In the alternative
execution fragment

(n1,nayy = 1) =28 (0 wn,y = 1) 22D (g, o, y = 1) —EBLED

re
rel g,

{c1,w2,y = 0) == (n1, w2,y = 1)

the second process requests to enter its critical section but is ignored forever. This ex-
ecution fragment is indicated by the dotted arrows in Figure 3.12. It is not strongly
A-fair: although the action enters is infinitely often enabled (viz. every time when visiting
the state (wi,we,y = 1) or (n1,ws,y = 1)), it is never taken. It is, however, weakly
A-fair, since the action entery is not continuously enabled—it is not enabled in the state
(c1,we,y = 0). ]

A fairness constraint imposes a requirement on all actions in a set A. In order to enable
different fairness constraints to be imposed on different, possibly nondisjoint, sets of ac-
tions, fairness assumptions are used. A fairness assumption for a transition system may
require different notions of fairness with respect to several sets of actions.
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(e1, 2, y=0) (n1,c2,y=0)

(1, w2, y=0) (w1, c2,y=0)

Figure 3.12: Two examples of fair execution fragments of the semaphore-based mutual
exclusion algorithm.

Definition 3.46. Fairness Assumption

A fairness assumption for Act is a triple
F = (fucondyfstmngyfweak‘)

with Fyeonds Fstrongs Fuweak < 24¢t Execution p is F-fair if

e it is unconditionally A-fair for all A € F,cond>
e it is strongly A-fair for all A € Fyyrong, and

e it is weakly A-fair for all A € Fean.

If the set F is clear from the context, we use the term fair instead of F-fair. [ |

Intuitively speaking, a fairness assumption is a triple of sets of (typically different) action
sets, one such set of action sets is treated in a strongly fair manner, one in a weakly fair
manner, and one in an unconditionally fair way. This is a rather general definition that
allows imposing different fairness constraints on different sets of actions. Quite often, only
a single type of fairness constraint suffices. In the sequel, we use the casual notations
for these fairness assumptions. For F C 2Act 4 strong fairness assumption denotes the
fairness assumption (&, F, @). Weak, and unconditional fairness assumptions are used in
a similar way.
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The notion of F-fairness as defined on execution fragments is lifted to traces and paths
in the obvious way. An infinite trace ¢ is F-fair if there is an F-fair execution p with
trace(p) = o. F-fair (infinite) path fragments and F-fair paths are defined analogously.

Let FairPathsz(s) denote the set of F-paths of s (i.e., infinite F-fair path fragments that
start in state s), and FairPathsz(TS) the set of F-fair paths that start in some initial
state of TS. Let FairTracesz(s) denote the set of F-fair traces of s, and FairTracesz(TS)
the set of F-fair traces of the initial states of transition system T'S:

FairTracesr(s) = trace(FairPathsy(s)) and
FairTracesr(TS) = U FairTracesr(s).
sel

Note that it does not make much sense to define these notions for finite traces as any finite
trace is fair by default.

Example 3.47.  Mutual Exclusion Again

Consider the following fairness requirement for two-process mutual exclusion algorithms:
“process F; acquires access to its critical section infinitely often”

for any i € {1,2}. What kind of fairness assumption is appropriate to achieve this?
Assume each process P; has three states n; (noncritical), w; (waiting), and ¢; (critical).
As before, the actions req;, enter;, and rel are used to model the request to enter the
critical section, the entering itself, and the release of the critical section. The strong-
fairness assumption

{{enter;, entera} }

ensures that one of the actions enter; or entero, is executed infinitely often. A behavior
in which one of the processes gets access to the critical section infinitely often while the
other gets access only finitely many times is strongly fair with respect to this assumption.
This is, however, not intended. The strong-fairness assumption

{{ enter; }, { entery } }

indeed realizes the above requirement. This assumption should be viewed as a requirement
on how to resolve the contention when both processes are awaiting to get access to the
critical section. [ ]

Fairness assumptions can be verifiable properties whenever all infinite execution fragments
are fair. For example, it can be verified that the transition system for Peterson’s algorithm
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satisfies the strong-fairness assumption

But in many cases it is necessary to assume the validity of the fairness conditions to verify
liveness properties.

A transition system TS satisfies the LT property P under fairness assumption F if all
F-fair paths fulfill the property P. However, no requirements whatsoever are imposed on
the unfair paths. This is formalized as follows.

Definition 3.48. Fair Satisfaction Relation for LT Properties

Let P be an LT property over AP and F a fairness assumption over Act. Transition
system TS = (S, Act,—, I, AP, L) fairly satisfies P, notation TS =z P, if and only if
FairTracesp(TS) C P. [

For a transition system that satisfies the fairness assumption F (i.e., all paths are F-fair),
the satisfaction relation = without fairness assumptions (see Definition 3.11, page 100)
corresponds with the fair satisfaction relation |=z. In this case, the fairness assumption
does not rule out any trace. However, in case a transition system has traces that are not
F-fair, then in general we are confronted with a situation

TS Er P whereas TS [= P.

By restricting the validity of a property to the set of fair paths, the verification can be
restricted to “realistic” executions.

Before turning to some examples, a few words on the relationship between unconditional,
strong, and weak fairness are (again) in order. As indicated before, we have that the set
of unconditional A-fair executions is a subset of all strong A-fair executions. In a similar
way, the latter set of executions is a subset of all weak A-fair executions. Stated differ-
ently, unconditional fairness rules out more behaviors than strong fairness, and strong
excludes more behaviors than weak fairness. For F = {Ay,..., A}, let fairness as-
sumption Fyeond = (F, D, D), Fetrong = (D, F, D), and Fyear = (F,9,F). Then for any
transition system T'S and LT property P it follows that:

TS =5 P.

weak

P = TS |:-7:sf,rong P = TS |:-7:

ucond
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Erample 3.49.  Independent Traffic Lights

Consider again the independent traffic lights. Let action switch2green denote the switching
to green. Similarly switch2red denotes the switching to red. The fairness assumption

F = {{switch2greeny, switch2red; }, { switch2green,, switch2reds } }

expresses that both traffic lights infinitely often switch color. In this case, it is irrelevant
whether strong, weak, or unconditional fairness is required.

Note that in this example F is not a verifiable system property (as it is not guaranteed
to hold), but a natural property which is satisfied for a practical implementation of the
system (with two independent processors). Obviously,

TrLight, ||| TrLighty, =7 “each traffic light is green infinitely often”

while the corresponding proposition for the nonfair relation |= is refuted. [ |

Ezample 3.50.  Fairness for Mutual Exclusion Algorithms

Consider again the semaphore-based mutual exclusion algorithm, and assume the fairness
assumption F consists of

Fueak = {{req; },{reqy}} and Fyong = {{enter,}, {entery}}

and Fyeong = 9. The strong fairness constraint requires each process to enter its critical
section infinitely often when it infinitely often gets the opportunity to do so. This does not
forbid a process to never leave its noncritical section. To avoid this unrealistic scenario,
the weak fairness constraint requires that any process infinitely often requests to enter
the critical section. In order to do so, each process has to leave the noncritical section
infinitely often. It follows that TSg., =z P where P stands for the property “every
process enters its critical section infinitely often”.

Weak fairness is sufficient for request actions, as such actions are not critical: if req; is
executable in (global) state s, then it is executable in all direct successor states of s that
are reached by an action that differs from req;.

Peterson’s algorithm satisfies the strong fairness property

“Every process that requests access to the critical section
will eventually be able to do so”.

We can, however, not ensure that a process will ever leave its noncritical section and
request the critical section. That is, the property P is refuted. This can be “repaired”
by imposing the weak fairness constraint Fpeqx = {{req;}, {req,}}. We now have
TSpet |:]: P. n

weak
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3.5.2 Fairness Strategies

The examples in the previous section indicate that fairness assumptions may be necessary
to verify liveness properties of transition system T'S. In order to rule out the “unrealistic”
computations, fairness assumptions are imposed on the traces of TS, and it is checked
whether T'S |=£ P as opposed to checking TS |= P (without fairness). Which fairness as-
sumptions are appropriate to check P? Many model-checking tools provide the possibility
to work with built-in fairness assumptions. Roughly speaking, the intention is to rule out
executions that cannot occur in a realistic implementation. But what does that exactly
mean? In order to give some insight into this, we consider several fairness assumptions for
synchronizing concurrent systems. The aim is to establish a fair communication mecha-
nism between the various processes involved. A rule of thumb is: Strong fairness is needed
to obtain an adequate resolution of contentions (between processes), while weak fairness
suffices for sets of actions that represent the concurrent execution of independent actions
(i.e., interleaving).

For modeling asynchronous concurrency by means of transition systems, the following rule
of thumb can be adopted:

concurrency = interleaving (i.e., nondeterminism) + fairness

Ezample 3.51.  Fair Concurrency with Synchronization

Consider the concurrent transition system:
TS=TS, || TSz || ... || TS,

where TS; = (S;, Act;, —;, 1;, AP;, L), for 1 < ¢ < n, is a transition system without
terminal states. Recall that each pair of processes T'S; and T'S; (for i#j) has to synchronize
on their common sets of actions, i.e., Syn; ; = Act; N Act;. It is assumed that Syn; ; N
Acty, = @ for any k # i,j. For simplicity, it is assumed that TS has no terminal states.
(In case there are terminal states, each finite execution is considered to be fair.)

We consider several fairness assumptions on the transition system T'S. First, consider the
strong fairness assumption

{Acty, Acty, ..., Act,}

which ensures that each transition system T'S; executes an action infinitely often, provided
the composite system TS is infinitely often in a (global) state with a transition being
executable in which TS; participates. This fairness assumption, however, cannot ensure
that a communication will ever occur—it is possible for each TS; to only execute local
actions ad infinitum.
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In order to force a synchronization to take place every now and then, the strong fairness
assumption

{{a} | aeSyn,;,0<i<j<n} (3.1)

could be imposed. It forces every synchronization action to happen infinitely often. Alter-
natively, a somewhat weaker fairness assumption can be imposed by requiring every pair of
processes to synchronize—regardless of the synchronization action—infinitely often. The
corresponding strong fairness assumption is

Whereas (3.2) allows processes to always synchronize on the same action, (3.1) does not
permit this. The strong fairness assumption:

{ U Syﬂz‘,j}
0<i<j<n

goes even one step further as it only requires a synchronization to take place infinitely
often, regardless of the process involved. This fairness assumption does not rule out
executions in which always the same synchronization takes place or in which always the
same pair of processes synchronizes.

Note that all fairness assumptions in this example so far are strong. This requires that
infinitely often a synchronization is enabled. As the constituting transition systems T'S;
may execute internal actions, synchronizations are not continuously enabled, and hence
weak fairness is in general inappropriate.

If the internal actions should be fairly considered, too, then we may use, e.g., the strong
fairness assumption

{Acty \ Syn;,...,Act, \ Syn,, } U {{a}|a€Syn},

where Syn, = Uj 2 Syn; j denotes the set of all synchronization actions of T'S; and
Syn = |J; Syn;.

Under the assumption that in every (local) state either only internal actions or only
synchronization actions are executable, it suffices to impose the weak fairness constraint

{Acty \ Syny, ..., Act, \ Syn, }.

Weak fairness is appropriate for the internal actions « € Act; \ Syn;, as the ability to
perform an internal action is preserved until it will be executed. [ ]
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As an example of another form of fairness we consider the following sequential hardware
circuit.

Example 3.52.  Circuit Fairness

For sequential circuits we have modeled the environmental behavior, which provides the
input bits, by means of nondeterminism. It may be necessary to impose fairness assump-
tions on the environment in order to be able to verify liveness properties, such as “the
values 0 and 1 are output infinitely often”. Let us illustrate this by means of a concrete ex-
ample. Consider a sequential circuit with input variable x, output variable y, and register
r. Let the transition function and the output function be defined as

Ay = 0p = x> .

That is, the circuit inverts the register and output evaluation if and only if the input bit
is set. If =0, then the register evaluation remains unchanged. The value of the register
is output. Suppose all transitions leading to a state with a register evaluation of the form
[r =1,...] are labeled with the action set. Imposing the unconditional fairness assumption
{{ set }} ensures that the values 0 and 1 are output infinitely often. [

3.5.3 Fairness and Safety

While fairness assumptions may be necessary to verily liveness properties, they are irrele-
vant for verifying safety properties, provided that they can always be ensured by means of
an appropriate scheduling strategy. Such fairness assumptions are called realizable fairness
assumptions. A fairness assumption cannot be realized in a transition system whenever
there exists a reachable state from where no fair path begins. In this case, it is impossible
to design a scheduler that resolves the nondeterminism such that only fair paths remain.

Example 3.53. A Nonrealizable Fairness Assumption

Consider the transition system depicted in Figure 3.13, and suppose the unconditional
fairness assumption { {« } } is imposed. As the a-transition can only be taken once, it is
evident that the transition system can never guarantee this form of fairness. As there is
a reachable state from which no unconditional fair path exists, this fairness assumption is
nonrealizable. [ ]

Definition 3.54. Realizable Fairness Assumption

Let TS be a transition system with the set of actions Act and F a fairness assumption for
Act. F is called realizable for TS if for every reachable state s: FairPathsg(s) # <. R
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(@——(q)

Figure 3.13: Unconditional fairness.

Stated in words, a fairness assumption is realizable in a transition system TS whenever in
any reachable state at least one fair execution is possible. This entails that every initial
finite execution fragment of T'S can be completed to a fair execution. Note that there is
no requirement on the unreachable states.

The following theorem shows the irrelevance of realizable fairness assumptions for the
verification of safety properties. The suffiz property of fairness assumptions is essential for
its proof. This means the following. If

o1 a2 a3

P = So S1 52

is an (infinite) execution fragment, then p is fair if and only if every suffix
Xi+3

Q41 Xjit+2

Sj+2
of p is fair too. Conversely, every fair execution fragment p (as above) starting in state sqg

can be preceded by an arbitrary finite execution fragment

80 B, o Boy, B, =g

ending in $g. Proceeding in sg by execution p yields the fair execution fragment:

/ 1B ' . .
50 B, o Boy Bny =gy g 02, g, a3
arbitrary starting fragment fair continuation

Theorem 3.55. Realizable Fairness is Irrelevant for Safety Properties

Let TS be a transition system with set of propositions AP, F a realizable fairness assump-
tion for TS, and Pgu. a safety property over AP. Then:

TS |= Psge ifand onlyif TS |Er Pagse.

Proof: “=7: Assume TS |= Psgp. Then, by definition of |= and the fact that the fair
traces of T'S are a subset of the traces of TS, we have

FairTracesp(TS) C Traces(TS) C Psgfe.

Petitioner Exhibit 1002-3084



Summary 141

Thus, by definition of |= it follows that TS Fr Pyfe.

“<”: Assume TS Er5 Pigpe. It is to be shown TS = Pagp, ie., Traces(TS) € Pigpe.
This is done by contraposition. Let o € Traces(TS) and assume 0 ¢ Pggpe. As 0 € Pogfe,
there is a bad prefix of o, & say, for Py,.. Hence, the set of properties that has 7 as a
prefix, i.e.,

w
P = {0' € <2AP) | & epref(al)},
satisfies P N Pyyp = &. Further, let T = sg51... 5, be a finite path fragment of T'S with
trace(T) = 7.

Since F is a realizable fairness assumption for T'S and s,, € Reach(TS), there is an F-fair
path starting in s,,. Let

Sp Sp+1 Snso ... € FairPathsg(sy,).
The path ™ = sg... 8, Spt1 Sna2 - - - is in FairPathsz(TS) and thus,
trace(m) = L(so)...L(sn) L(sp1) L(sp12) ... € FairTracesp(TS) C Psgfe.

On the other hand, @ = L(sg) ... L(s,) is a prefix of trace(m). Thus, trace(r) € P. This
contradicts PN Pyyp = &. [ |

Theorem 3.55 does not hold if arbitrary (i.e., possibly nonrealizable) fairness assumptions
are permitted. This is illustrated by the following example.

Ezample 3.56.  Nonrealizable Fairness may harm Safety Properties

Consider the transition system TS in Figure 3.14 and suppose the unconditional fairness
assumption F = {{«a}} is imposed. F is not realizable for TS, as the noninitial state
(referred to as state s1), is reachable, but has no F-fair execution. Obviously, TS has
only one fair path (namely the path that never leaves the initial state sg). In contrast,
paths of the form sg...s951 51 81... are not fair, since « is only executed finitely often.
Accordingly, we have that

TS |EF “never «” but TS~ “never a”.

3.6 Summary

e The set of reachable states of a transition system TS can be determined by a search
algorithm on the state graph of TS.
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o {a}

@ B

Figure 3.14: Unconditional fairness may be relevant for safety properties.

A trace is a sequence of sets (1) of atomic propositions. The traces of a transition
system TS are obtained from projecting the paths to the sequence of state labels.

e A linear-time (LT, for short) property is a set of infinite words over the alphabet
24P,

e Two transition systems are trace-equivalent (i.e., they exhibit the same traces) if
and only if they satisfy the same LT properties.

e An invariant is an LT property that is purely state-based and requires a propositional
logic formula ® to hold for all reachable states. Invariants can be checked using
a depth-first search where the depth-first search stack can be used to provide a
counterexample in case an invariant is refuted.

e Safety properties are generalizations of invariants. They constrain the finite behav-
iors. The formal definition of safety properties can be provided by means of their
bad prefixes in the sense that each trace that refutes a safety property has a finite
prefix, the bad prefix, that causes this.

e Two transition systems exhibit the same finite traces if and only if they satisfy the
same safety properties.

e A liveness property is an L'T property if it does not rule out any finite behavior. It
constrains infinite behavior.

e Any LT property is equivalent to an LT property that is a conjunction of a safety
and a liveness property.

e Fairness assumptions serve to rule out traces that are considered to be unrealistic.
They consist of unconditional, strong, and weak fairness constraints, i.e., constraints
on the actions that occur along infinite executions.

e Fairness assumptions are often necessary to establish liveness properties, but they
are—provided they are realizable—irrelevant for safety properties.
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3.7 Bibliographic Notes

The dining philosophers example discussed in Example 3.2 has been developed by Dijk-
stra [128] in the early seventies to illustrate the intricacies of concurrency. Since then it
has become one of the standard examples for reasoning about parallel systems.

The depth-first search algorithm that we used as a basis for the invariance checking al-
gorithm goes back to Tarjan [387]. Further details about graph traversal algorithms can
be found in any textbook on algorithms and data structures, e.g. [100], or on graph
algorithms [188].

Traces. Traces have been introduced by Hoare [202] to describe the linear-time behavior
of transition systems and have been used as the initial semantical model for the pro-
cess algebra CSP. Trace theory has further been developed by, among others, van de
Snepscheut [403] and Rem [354] and has successfully been used to design and analyze
fine-grained parallel programs that occur in, e.g., asynchronous hardware circuits. Sev-
eral extensions to traces and their induced equivalences have been proposed, such as fail-
ures [65] where a trace is equipped with information about which actions are rejected after
execution of such trace. The FDR model checker [356] supports the automated checking
of failure-divergence refinement and the checking of safety properties. A comprehensive
survey of these refined notions of trace equivalence and trace inclusion has recently been
given by Bruda [68].

Safety and liveness. The specification of linear-time properties using sets of infinite se-
quences of states (and their topological characterizations) goes back to Alpern and Schnei-
der [5, 6, 7]. An earlier approach by Gerth [164] was based on finite sequences. Lam-
port [257] categorized properties as either safety, liveness, or properties that are neither.
Alternative characterizations have been provided by Rem [355] and Gumm [178]. Sub-
classes of liveness and safety properties in the linear-time framework have been identified
by Sistla [371], and Chang, Manna, and Pnueli [80]. Other definitions of liveness proper-
ties have been provided by Dederichs and Weber [119] and Naumovich and Clarke [312]
(for linear-time properties), and Manolios and Trefler [285, 286] (for branching-time prop-
erties). A survey of safety and liveness has been given by Kindler [239].

Fairness. Fairness has implicitly been introduced by Dijkstra [126, 127] by assuming
that one should abstract from the speed of processors and that each process gets its turn
once it is initiated. Park [321] studied the notion of fairness in providing a semantics
to data-flow languages. Weak and strong fairness have been introduced by Lehmann,
Prnueli, and Stavi [267] in the context of shared variable concurrent programs. Queille and
Sifakis [348] consider fairness for transition systems. An overview of the fairness notions
has been provided by Kwiatkowska [252]. An extensive treatment of fairness can be found
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in the monograph by Francez [155]. A recent characterization of fairness in terms of
topology, language theory, and game theory has been provided by Vélzer, Varacca, and
Kindler [415].

3.8 Exercises

EXERCISE 3.1. Give the traces on the set of atomic propositions { a, b } of the following transition
system:

EXERCISE 3.2. On page 97, a transformation is described of a transition system T'S with possible
terminal states into an “equivalent” transition system T'S* without terminal states. Questions:

(a) Give a formal definition of this transformation TS +— TS

(b) Prove that the transformation preserves trace-equivalence, i.e., show that if TSy, TSy are
transition systems (possibly with terminal states) such that Traces(TS;) = Traces(TSz),
then Traces(TSy) = Traces(TS5).%

EXERCISE 3.3.  Give an algorithm (in pseudocode) for invariant checking such that in case
the invariant is refuted, a minimal counterexample, i.e., a counterexample of minimal length, is
provided as an error indication.

EXERCISE 3.4. Recall the definition of AP-deterministic transition systems (Definition 2.5 on
page 24). Let TS and TS be transition systems with the same set of atomic propositions AP.
Prove the following relationship between trace inclusion and finite trace inclusion:

(a) For AP-deterministic TS and TS':
Traces(TS) = Traces(TS') if and only if Tracesf,(1'S) = Tracessn(TS').

8Tf TS is a transition system with terminal states, then Traces(TS) is defined as the set of all words
trace(m) where 7 is an initial, maximal path fragment in T'S.
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(b) Give concrete examples of TS and TS" where at least one of the transition systems is not
AP-deterministic, but

Traces(TS) € Traces(TS') and Tracesp,(TS) = Tracessn(TS').

ExERrcIsE 3.5.  Consider the set AP of atomic propositions defined by AP = {z = 0,z > 1}
and consider a nonterminating sequential computer program P that manipulates the variable z.
Formulate the following informally stated properties as LT properties:

false

initially z is equal to zero

initially z differs from zero

initially z is equal to zero, but at some point = exceeds one
z exceeds one only finitely many times

z exceeds one infinitely often

the value of « alternates between zero and two

true

(This exercise has been adopted from [355].) Determine which of the provided LT properties are
safety properties. Justify your answers.

ExERCISE 3.6. Consider the set AP = { A, B} of atomic propositions. Formulate the following
properties as LT properties and characterize each of them as being either an invariance, safety
property, or liveness property, or none of these.

a) A should never occur,

b

(c
(d) A should eventually be followed by B.

(
(b) A should occur exactly once,

A and B alternate infinitely often,

)
)
)
)
(This exercise has been inspired by [312].)

ExXERCISE 3.7. Consider the following sequential hardware circuit:
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,,,,,,,,,,,,,,

The circuit has input variable z, output variable y, and registers r; and r; with initial values
r1 = 0 and 7o = 1. The set AP of atomic propositions equals { z, 71,72,y }. Besides, consider the
following informally formulated LT properties over AP:

Py . Whenever the input z is continuously high (i.e., z=1), then the output y is infinitely often
high.

P> : Whenever currently ro=0, then it will never be the case that after the next input, r1=1.
Ps : Tt is never the case that two successive outputs are high.

Py : The configuration with z=1 and r1=0 never occurs.
Questions:

(a) Give for each of these properties an example of an infinite word that belongs to P;. Do the
same for the property (2AP )w \ P;, i.e., the complement of P;.

(b) Determine which properties are satisfied by the hardware circuit that is given above.

(c) Determine which of the properties are safety properties. Indicate which properties are in-
variants.

(i) For each safety property P;, determine the (regular) language of bad prefixes.

(ii) For each invariant, provide the propositional logic formula that specifies the property
that should be fulfilled by each state.

ExERrcISE 3.8.  Let LT properties P and P’ be equivalent, notation P =2 P’  if and only if
pref{ P) = pref(P"). Prove or disprove: P 22 P’ if and only if closure(P) = closure(P’).
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EXERCISE 3.9. Show that for any transition system TS, the set closure(Traces(TS)) is a safety
property such that TS |= closure( Traces(TS)).

EXERCISE 3.10. Let P be an LT property. Prove: pref{closure(P)) = pref(P).

EXERCISE 3.11. Let P and P’ be liveness properties over AP. Prove or disprove the following
claims:

(a) P U P’ is aliveness property,
(b) P N P’ is aliveness property.

Answer the same question for P and P’ being safety properties.

EXERCISE 3.12. Prove Lemma 3.38 on page 125.

ExErcisE 3.13. Let AP = {a,b} and let P be the LT property of all infinite words ¢ =
AgAiAs ... € (2Ap)w such that there exists n > 0 with a € A, for 0 < i < n, {a,b} = A, and
b € A; for infinitely many j > 0. Provide a decomposition £ = Fyure N Plive into a safety and a
liveness property.

EXERCISE 3.14. Let TSge,, and TSp.; be the transition systems for the semaphore-based mutual
exclusion algorithm (Example 2.24 on page 43) and Peterson’s algorithm (Example 2.25 on page
45), respectively. Let AP = { wait, crit; | i = 1,2 }. Prove or disprove:

Traces(TSgem) = Traces(TSpet).

If the property does not hold, provide an example trace of one transition system that is not a trace
of the other one.

EXERCISE 3.15. Consider the transition system TS outlined on the right and the sets of actions
By ={a}, Bo = {a,8}, and By = {3}. Further, let E, F, and E’ be the following LT
properties:
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e F — the set of all words AgA;--- € (2{“*b})w with
A; € {{a, b}, {b}} for infinitely many i
(i.e., infinitely often b).

e [J, = the set of all words AgA;--- € (2{“*b})w with
A; € {{a, b}, {a}} for infinitely many i
(i.e., infinitely often a).

o IV = set of all words AgA;--- € (2{“*b})w for which

there does not exist an i € Ns.t. A; = {a}, Ay =
{CL7 b} and Al’JrQ = J.

Questions:

(a) For which sets of actions B; (i € {1,2,3}) and LT properties I/ € { F,, Ep, F' } it holds
that TS |=r, E? Here, F; is a strong fairness condition with respect to B; that does not
impose any unconditional or weak fairness conditions (i.e., F; = (&,{ B; , ©)).

(b) Answer the same question in the case of weak fairness (instead of strong fairness, i.e., F; =

(®7®7{Bi}))'

ExERcISE 3.16. Let TS; (for i=1,2) be the transition system (S;, Act,—;, I;, AP;, L;) and
F = (Fucond, Fstrong, Fuweat) be a fairness assumption with Fyeong = @. Prove or disprove (ie.,
give a counterexample for) the following claims:

a) Traces(TS;) C Traces(TSy | TSz) where Syn C Act
b) (TSy) C Traces(TSy ||| TSz2)
(¢) Traces(TS; || TSz2) C Traces(TSy) where Syn C Act
(d)

)

( ;
(b) Traces
d) Traces(TSy) C Traces(TSz2) = FairTracesr(TS1) C FairTracesy(TSz)
(e

For liveness property P with TSy =7 P we have

Traces(TS1) C Traces(TSz) = TSi Er P.

Assume that in items (a) through (c), we have APy = @ and that TSy || TSz and TS ||| TSz,
respectively, have AP = AP; as atomic propositions and L({s, s’}) = L1(s) as labeling function.
In items (d) and (e) you may assume that AP; = APs.

EXERCISE 3.17. Consider the following transition system TS with the set of atomic propositions

{a}:
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Let the fairness assumption
F=(2,{o}, {81}, {{B}).

Determine whether TS =7 “eventually a”. Justify your answer!

EXERCISE 3.18. Consider the following transition system 7'S (without atomic propositions):

Decide which of the following fairness assumptions F; are realizable for T'S. Justify your answers!

o

(a) F1 = ({{a}}, {{0}}, {{a: B}})
(b) Fo= ({0, a}}, {{a, B}}, {{d}})
(©) Fs= ({0}, {8}}, {{e, B}}, {{0}})

EXERCISE 3.19. Let AP={a,b}.

(a) P; denotes the LT property that consists of all infinite words 0 = AgA14s... € (2AP )w
such that there exists n > 0 with

Vi<n Aj=2 AN A,={a} AN Vi>n (Av={a}=A1=1{b}).

(i) Give an w-regular expression for P;.

(ii) Apply the decomposition theorem and give expressions for Pyye and Prye.
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(iil) Justify that Py is a liveness and that Psqp is a safety property.
(b) Let P, denote the set of traces of the form o = AgA14s... € (2Ap)w such that

Tk Ay ={ab} A Inz0Vk>n (acAy=be Apy).

Consider the following transition system TS:

Consider the following fairness assumptions:
(a) F = ({{a}} {483, 40, 4}, {n} ), @). Decide whether TS |-, Ps.
(b) Fp = ({{a}} {18}, 11, {{n}}). Decide whether T'S |=r, Ps.

Justify your answers.

EXERCISE 3.20. Let TS = (S, Act,—, [, AP, L) be a transition system without terminal states
and let Ay, ..., Ax, A], ..., 4] C Act.

(a) Let F be the fairness assumption F = (&, Fstrong, Fuweak) Where
Fotrong = {A41,..., Ax} and Fuear = {41,..., A/}

Provide a sketch of a scheduling algorithm that resolves the nondeterminism in TS in an
F-fair way.

(b) Let Fucona = {A1,..., Ax}, viewed as an unconditional fairness assumption for T'S. Design
a (scheduling) algorithm that checks whether F,,.,,q for TS is realizable, and if so, generates
an Fueond-tair execution for TS.
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Chapter 4

Regular Properties

This chapter treats some elementary algorithms to verify important classes of safety prop-
erties, liveness properties, and a wide range of other linear-time properties. We first
consider regular safety properties, i.e., safety properties whose bad prefixes constitute a
regular language, and hence can be recognized by a finite automaton. The algorithm to
check a safety property Psqs. for a given finite transition system T'S relies on a reduction
to the invariant-checking problem in a certain product construction of T'S with a finite
automaton that recognizes the bad prefixes of Psyp..

We then generalize this automaton-based verification algorithm to a larger class of linear-
time properties, the so-called w-regular properties. This class of properties covers regular
safety properties, but also many other relevant properties such as various liveness prop-
erties. w-regular properties can be represented by so-called Biichi automata, a variant of
finite automata that accept infinite (rather than finite) words. Biichi automata will be the
key concept to verify w-regular properties via a reduction to persistence checking. The
latter is a variant of invariant checking and aims to show that a certain state-condition
holds continuously from some moment on.

4.1 Automata on Finite Words

Definition 4.1. Nondeterministic Finite Automaton (NFA)
A nondeterministic finite automaton (NFA) Ais a tuple A = (Q, %, 4§, Qo, F') where

151
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e () is a finite set of states,

> is an alphabet,

§:Q x ¥ — 29 is a transition function,

Qo C Q is a set of initial states, and

e [1C Q is a set of accept (or: final) states.

The size of A, denoted |.A4], is the number of states and transitions in A, i.e.,

LAl =101+ > l6(a, A)l.

qeQ Aex:

3. defines the symbols on which the automaton is defined. The (possibly empty) set Qg
defines the states in which the automaton may start. The transition function § can be
identified with the relation — C ) x ¥ x () given by

qi>q’ iff ¢ € 8(q, A).

Thus, often the notion of transition relation (rather than transition function) is used for

8. Intuitively, g A, ¢ denotes that the automaton can move from state ¢ to state ¢’ when
reading the input symbol A.

Example 4.2.  An Example of a Finite-State Automaton

An example of an NFA is depicted in Figure 4.1. Here, @ = {qo,q1,¢2}, > = { A, B},
Qo={q}, F'={ge}, and the transition function § is defined by

A) = {q} q,B) = {qwq}
g, A) = {¢e} o6a¢,B) = {¢}
A) = J 6(q27B) = J

This corresponds to the transitions gq A, 40, 4o B, do, 4o B, g1, 41 A, g2, and ¢ B, gs.
The drawing conventions for an NFA are the same as for labeled transition systems. Accept
states are distinguished from other states by drawing them with a double circle. ]

The intuitive operational behavior of an NFA is as follows. The automaton starts in one
of the states in (g, and then is fed with an input word w € ¥*. The automaton reads this
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Figure 4.1: An example of a finite-state automaton.

word character by character from the left to the right. (The reader may assume that the
input word is provided on a tape from which the automaton reads the input symbols from
the left to the right by moving a cursor from the current position i to the next position
i+1 when reading the ith input symbol. However, the automaton can neither write on the
tape nor move the cursor in another way than one position to the right.) After reading an
input symbol, the automaton changes its state according to the transition relation ¢. That
is, if the current input symbol A is read in the state ¢, the automaton chooses one of the
possible transitions ¢ Aq’ (i.e., one state ¢’ € 6(¢, A)) and moves to ¢’ where the next
input symbol will be consumed. If (g, A) contains two or more states, then the decision
for the next state is made nondeterministically. An NFA cannot perform any transition
when its current state ¢ does not have an outgoing transition that is labeled with the
current input symbol A. In that case, i.e., if §(¢q, A) = &, the automaton is stuck and no
further progress can be made. The input word is said to be rejected. When the complete
input word has been read, the automaton halts. Tt accepts whenever the current state is
an accept state, and it rejects otherwise.

This intuitive explanation of the possible behaviors of an NFA for a given input word
w = Aj...A, is formalized by means of runs for w (see Definition 4.3 below). For any
input word w there might be several possible behaviors (runs); some of them might be
accepting, some of them might be rejecting. Word w is accepted by A if af least one of
its runs is accepting, i.e., succeeds in reading the whole word and ends in a final state.
This relies on the typical nondeterministic acceptor criterion which assumes an oracle
for resolving the nondeterminism such that, whenever possible, an accepting run will be
generated.

Definition 4.3. Runs, Accepted Language of an NFA

Let A= (Q,>,0,Qq, F) be an NFA and w = A;... A, € >* a finite word. A run for w in
A is a finite sequence of states ggq1 ... g such that

® o € Qo and
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. qi%qwl forall 0 < i< n.

Run ggqq1 ... g, is called accepting if ¢, € F. A finite word w € X* is called accepted by
A if there exists an accepting run for w. The accepted language of A, denoted L(A), is
the set of finite words in »* accepted by A, i.e.,

L(A) ={we X*| there exists an accepting run for win A }.

Example 4.4. Runs and Accepted Words

Example runs of the automaton A in Figure 4.1 are ¢ for the empty word ¢, ¢g¢1 for
the word consisting of the symbol B, gy 40 qo qo for, e.g., the words ABA and BBA and
go 41 g2 for the words BA, and BB. Accepting runs are runs that finish in the final state
g2. For instance, the runs ¢¢ ¢1 g2 for BA and BB and ¢ qg ¢1 g2 for the words ABB, ABA,
BBA, and BBB are accepting. Thus, these words belong to £(A). The word AAA is not
accepted by A since it only has single run, namely ¢g 9o ¢ ¢o, which is not accepting.

The accepted language L£(A) is given by the regular expression (A + B)*B(A + B). Thus,
L(A) is the set of words over { A, B} where the last but one symbol is B. [ |

The special cases Qg = @ or F' = & are allowed. In both cases, L(A) = @. If F' = O,
then there are no accepting runs. If there are no initial states, then there are no runs at
all. Intuitively, the automaton rejects any input word immediately.

An equivalent alternative characterization of the accepted language of an NFA A is as
follows. Let A be an NFA as above. We extend the transition function ¢ to the function
5 Q x N* — 29 as follows: 6*(q,2) = {q}, *(q, A) = 5(g, A), and

Mg, ArAz. . A = | 6 A2 A,
p€d(g,A1)

Stated in words, §*(¢, w) is the set of states that are reachable from ¢ for the input word
w. In particular, quer 0*(qo, w) is the set of all states where a run for w in A can end.
If one of these states is final, then w has an accepting run. Vice versa, if w ¢ L£(A), then
none of these states is final. Hence, we have the following alternative characterization of
the accepted language of an NFA by means of the extended transition function §*:
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Lemma 4.5. Alternative Characterization of the Accepted Language

Let A be an NFA. Then:

L(A) ={we>X*]| (g0, w) N F # & for some gy € Qo}.

It can be shown that the language accepted by an NFA constitutes a regular language.
In fact, there are algorithms that for a given NFA A generate a regular expression for
the language L£(A). Vice versa, for any regular expression E, an NFA can be constructed
that accepts L(E). Hence, the class of regular languages agrees with the class of languages
accepted by an NFA.

An example of a language that is nonregular (but context-free) is { A"B" | n > 0 }. There
does not exist an NFA that accepts it. The intuitive argument for this is that one needs
to be able to count the number of A’s so as to be able to determine the number of B’s
that are to follow.

Since NFAs serve to represent (regular) languages we may identify those NFA that accept
the same language:

Definition 4.6. Equivalence of NFAs

Let A and A’ be NFAs with the same alphabet. A and A’ are called equivalent if
L(A) = L(A). |

A fundamental issue in automata theory is to decide for a given NFA A whether its
accepted language is empty, i.e., whether £L(A) = @. This is known as the emptiness
problem. From the acceptance condition, it follows directly that £(.A) is nonempty if and
only if there is at least one run that ends in some final state. Thus, nonemptiness of £(.A)
is equivalent to the existence of an accept state ¢ € I which is reachable from an initial
state ¢o € Qo. This can easily be determined in time O(|.A|) using a depth-first search
traversal that encounters all states that are reachable from the initial states and checks
whether one of them is final. For state ¢ € @, let Reach(q) = Uex 6*(¢, w); that is,
Reach(q) is the set of states ¢’ that are reachable via an arbitrary run starting in state q.

Theorem 4.7. Language Emptiness is Equivalent to Reachability

Let A = (Q,>,0,Q0, F) be an NFA. Then, L(A) # @ if and only if there exists gy € Qo
and q € F' such that ¢ € Reach(qo).
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Regular languages exhibit some interesting closure properties, e.g., the union of two reg-
ular languages is regular. The same applies to concatenation and Kleene star (finite
repetition). This is immediate from the definition of regular languages as those languages
that can be generated by regular expressions. They are also closed under intersection and
complementation, i.e., if £, £1, Lo are regular languages over the alphabet ., then so are
Z:E*\ﬁ and £1 N Lo.

Let us briefly sketch the proofs for this. In both cases, we may proceed on the basis of
finite automata and assume a representation of the given regular languages by NFA A,
A1, and Ay with the input alphabet > that accept the regular languages £, £1, and Lo,
respectively. Intersection can be realized by a product construction A; ® Ay which can
be viewed as a parallel composition with synchronization over all symbols A € 3. In
fact, the formal definition of ® is roughly the same as the synchronization operator ||; see
Definition 2.26 on page 48. The idea is simply that for the given input word, we run the
two automata in parallel and reject as soon as one automaton cannot read the current
input symbol, but accept if the input word is fully consumed and both automata accept
(i.e., are in a final state).

Definition 4.8. Synchronous Product of NFAs
For NFA A; = (Q4, %, 0, Qo, Fi), with i=1,2, the product automaton
AL @Ay = (Q1 X Q2,%,0,Q01 X Qo2, F1 X I?)

where § is defined by
010 A e g

(q1,92) A, (th qé)

It follows that this product construction of automata corresponds indeed to the intersection
of their accepting languages, i.e., L{A; @ As) = L( A1) N L({Ag).

Let us now consider the complementation operator. Given an NFA A with the input
alphabet >, we aim to construct an NFA for the complement language >* \ £(A). The
main step to do so is first to construct an equivalent deterministic finite automaton A .
which can be complemented in a quite simple way.

Definition 4.9. Deterministic Finite Automaton (DFA)

Let A= (Q,%,9,Qo, F') be an NFA. A is called deterministic if |Qo| < 1 and |§(q, A)| < 1
for all states ¢ €  and all symbols A € . We will use the abbreviation DFA for a
deterministic finite automaton.
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DFA A is called total if Qo] =1 and |6(q, A)| =1 for all ¢ € @ and all A € X.. [

Stated in words, an NFA is deterministic if it has at most a single initial state and if for each
symbol A the successor state of each state ¢ is either uniquely defined (if |§(¢, A)| = 1) or
undefined (if (¢, A) = @). Total DFAs provide unique successor states, and thus, unique
runs for each input word. Any DFA can be turned into an equivalent total DFA by simply
adding a nonfinal trap state, gip say, that is equipped with a self-loop for any symbol
A € ¥. From any state ¢ # qirap, there is a transition to ¢4y for any symbol A for which
¢ has no A-successor in the given nontotal DFA.

Total DFA are often written in the form A = (Q, %3, 9, qo, F') where ¢g stands for the unique
initial state and ¢ is a (total) transition function ¢ : @ x ¥ — Q. Also, the extended
transition function 6* of a total DFA can be viewed as a total function 6* : @ x X* — Q,
which for given state ¢ and finite word w returns the unique state p = 6*(¢, w) that is

reached from state ¢ for the input word w. In particular, the accepted language of a total
DFA A =(Q,>,0,qo, F) is given by

L(A) = {we x| 6*(q,w) € F).

The observation that total DFAs have ezactly one run for each input word allows comple-
menting a total DFA A by simply declaring all states to be final that are nonfinal in A and
vice versa. Formally, if A = (Q,%,6,qo, I) is a total DFA then A = (Q,%,8,q0,Q \ F) is
a total DFA with £(A) = %*\ L(A). Note that the operator A — A applied to a nontotal
DFA (or NFA with proper nondeterministic choices) fails to provide an automaton for the

complement language (why?).

It remains to explain how to construct for a given NFA A = (Q, %, 9, Qo, F') an equivalent
total DFA Ag4.;. This can be done by a powerset construction, also often called a subset
construction, since the states of Ag.; are the subsets of (). This allows A ., to simulate
A by moving the prefixes A;...A; of the given input word w = Ay... A, € ¥ to the
set of states that are reachable in A for A;...A;. That is, Ay starts in (Jg, the set
of initial states in A. TIf Ay is in state @' (which is a subset of A’s state space Q),
then Aj.; moves the input symbol A to Q" = quQ’ d(q, A). If the input word has been
consumed and A4, is in a state Q' that contains a state in A’s set of accept states, then
Ager accepts. The latter means that there exists an accepting run in A for the given input
word w that ends in an accept state, and hence, w € L£(A). The formal definition of A4.;
is Adet = (2Q7 27 6det7 QO; Fdet) where

Far ={Q' CQ|Q' N F # &}
and where the total transition function dg4e; : 29 x 3 — 29 is defined by

Sact(@,A) = | ] (g, A).

qeqQ’
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Clearly, Ag.; is a total DFA and, for all finite words w € X*, we have
5§et(Q07 W) = U 5*((]07 W)
qEQY

Thus, by Lemma 4.5, L({Ag.;) = L(A).

Example 4.10.  Determinizing a Nondeterministic Finite Automaton

Consider the NFA depicted in Figure 4.1 on page 153. This automaton is not deterministic
as on input symbol B in state gg the next state is not uniquely determined. The total

DFA that is obtained through the powerset construction is depicted in Figure 4.2. [ |
A
B
{a} { {w,a})
L

A B
{q07(J2} A ‘\{‘JO7Q17‘12})

Figure 4.2: A DFA accepting £L((A + B)*B(A + B)).

The powerset construction yields a total DFA that is exponentially larger than the orig-
inal NFA. In fact, although DFAs and NFAs have the same power (both are equivalent
formalisms for regular languages), NFAs can be much more efficient. The regular language
given by the regular expression E; = (A + B)*B(A + B)* (where k is a natural number)
is accepted by an NFA with k+2 states (namely?), but it can be shown that there is no
equivalent DFA with less than 2* states. The intuitive argument for the latter is that each
DFA for L(Ey) needs to “remember” the positions of the symbol B among the last &k input
symbols which yields Q(2%) states.

We finally mention that for any regular language £ there is a unique DFA A with £ = £(A)
where the number of states is minimal under all DFAs for £. Uniqueness is understood
up to isomorphism, i.e., renaming of the states. (This does not hold for NFA. Why?)
There is an algorithm to minimize a given DFA with N states into its equivalent minimal
DFA which is based on partition refinement and takes O(N-log N) time in the worst case.
The concepts of this minimization algorithm are outside the scope of this monograph and
can be found in any textbook on automata theory. However, in Chapter 7 a very similar
partitioning-refinement algorithm will be presented for bisimulation minimization.
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4.2 Model-Checking Regular Safety Properties

In this section, it will be shown how NFAs can be used to check the validity of an important
class of safety properties. The main characteristic of these safety properties is that all their
bad prefixes constitute a regular language. The bad prefixes of these so-called regqular
safety properties can thus be recognized by an NFA. The main result of this section is
that checking a regular safety property on a finite transition system can be reduced to
invariant checking on the product of TS and an NFA A for the bad prefixes. Stated
differently, if one wants to check whether a regular safety property holds for T'S, it suffices
to perform a reachability analysis in the product TS®.A to check a corresponding invariant
on TS ® A.

4.2.1 Regular Safety Properties

Recall that safety properties are L'I' properties, i.e., sets of infinite words over oAP , such
that every trace that violates a safety property has a bad prefix that causes a refutation
(cf. Definition 3.22 on page 112). Bad prefixes are finite, and thus the set of bad prefixes
constitutes a language of finite words over the alphabet ¥ = 24P That is, the input
symbols A € > of the NFA are now sets of atomic propositions. For instance, if AP =
{a,b}, then ¥ = { Ay, Ao, A3, Ay } consists of the four input symbols A; = {}, Ay = {a},
Az ={b},and Ay = {a,b}.}

Definition 4.11. Regular Safety Property

Safety property Py, over AP is called regular if its set of bad prefixes constitutes a regular
language over 2 P [ |

Every invariant is a regular safety property. If ® is the state condition (propositional
formula) of the invariant that should be satisfied by all reachable states, then the language
of bad prefixes consists of the words Ag Ay ... A, such that A; £ ® for some 0 < i < n.
Such languages are regular, since they can be characterized by the (casually written)
regular notation

O* (= P) true*.

Here, ¢ stands for the set of all A C AP with A |= ®, = for the set of all A C AP with
A |/~ &, while true means the set of all subsets A of AP. For instance, if AP = {a,b} and
® = qa Vv b, then

The symbol {} denotes the empty subset of AP which serves as symbol in the alphabet 3 = 24P T
must be distinguished from the regular expression @ representing the empty language.
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e & stands for the regular expression {} + {a} + {a,b},
e —® stands for the regular expression consisting of the symbol {5 },

e true stands for the regular expression {} + {a} +{b} + {a,b}.

The bad prefixes of the invariant over condition aV —b are given by the regular expression:

E=U et r{ab} bl +{at (b} +{ab}).

P+ -d true*

Thus, L£(E) consists of all words A; ... A, such that A; = {b} for some 1 < i < n. Note
that, for A € AP = {a,b}, we have A £ a VvV —b if and only if A = {b}. Hence, L(E)
agrees with the set of bad prefixes for the invariant induced by the condition ®.

qo0 ks @

d true

Figure 4.3: NFA accepting all bad prefixes of the invariant over the condition ®.

In fact, for any invariant P;,,, the language of all bad prefixes can be represented by an
NFA with two states, as shown in Figure 4.3. Here and in the sequel, we use symbolic
notations in the pictures for NFAs over the alphabet 24F. We use propositional formulae
over AP as labels for the edges. Thus, an edge leading from state ¢ to state ¢’ labeled
with formula ¥ means that there are transitions ¢ Aq’ for all A C AP where A E V.
E.g., if AP ={a,b} and ® = ¢ Vv —b, then Figure 4.3 is a representation for an NFA with
two states qg, ¢1 and the transitions
{ {a} {a,b} {b}

qo——4qo, qo———qo, Jo——4o, Jo—— {41

and
{1 {a} {v} {a,b}

qu——q1, ¢1——4q1, g1——4q1, 41— (q1.

For the invariant over AP = {a,b} induced by the condition ¢ = a VvV —b, the minimal
bad prefixes are described by the regular expression ({} +{a}+ {a,b})*{b}. Hence, the
minimal bad prefixes constitute a regular language too. An automaton that recognizes all
minimal bad prefixes, which are given by the regular expression ®*(—®), is obtained from
Figure 4.3 by omitting the self-loop of state ¢;. In fact, for the definition of regular safety
properties it is irrelevant whether the regularity of the set of all bad prefixes or of the set
of all minimal bad prefixes is required:
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Lemma 4.12. Criterion for Regularity of Safety Properties

The safety property Pgop. is reqular if and only if the set of minimal bad prefives for Py
s reqular.

Proof: “if”: Let A = (Q,24F,6,Qo, F) be an NFA for MinBadPref( Pyqp.).  Then, an
NFA for BadPref(P,.) is obtained by adding self-loops ¢ Aq for all states ¢ € F' and
all A C AP. It is easy to check that the modified NFA accepts the language consisting of
all bad prefixes for Py.p.. Thus, BadPref( Py, ) is regular, which yields the claim.

“only if”: Let A = (Q, 24P 5 Q0. F) be a DFA for BadPref( Py ). For MinBadPref( Pyqp. ),
a DFA is obtained by removing all outgoing transitions from the accept states in A. Let
A’ be the modified DFA and let us check that £(A") = MinBadPref( Psq.).

If we are given a word w = Ay... A, € L(A’), then w € L(A) since the run ¢oq; ... gy in
A’ for w is also an accepting run in A. Therefore, w is a bad prefix for Py,p. Distinguish
two cases.

Assume w is not a minimal bad prefix. Then there exists a proper prefix A;... A; of w
that is a bad prefix for Psgp. Thus, Ay ... A; € L(A). Since A is deterministic, gogi ... ¢
is the (unique) run for A;... A; in A and ¢; € F. Since i < n and ¢; has no outgoing
transitions in A’, gg...¢; ... q, cannot be arun for A;... A;... A, in A’. This contradicts
the assumption and shows that A;... A, is a minimal bad prefix for Py,..

Vice versa, if w is a minimal bad prefix for Puf,, then

(1) Ay...A, € BadPref(Pyp.) = L(A) and
(2) Ay...A; ¢ BadPref(P,,.) = L(A) for all 1 <14 <n.

Let ¢g ... ¢, be the unique run for w in A. Then, (2) yields ¢; ¢ F for 1 < ¢ < n, while
gn € F by (1). Thus, qo ... ¢, is an accepting run for w in A’ which yields w € L(A’). =

Ezample 4.15.  Regular Safety Property for Mutual Exclusion Algorithms

Consider a mutual exclusion algorithm such as the semaphore-based one or Peterson’s
algorithm. The bad prefixes of the safety property Pz, (“there is always at most one
process in its critical section”) constitute the language of all finite words Ay A7 ... A,, such
that

{ crity, crity } C A;
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for some index i with 0 < ¢ < n. If i=n is the smallest such index, i.e., { erity, crits } C A,
and {crity,crity} € A; for 0 < j < n, then Ag... A, is a minimal bad prefix. The
language of all (minimal) bad prefixes is regular. An NFA recognizing all minimal bad
prefixes is depicted in Figure 4.4. [ |

m crity A critg ,@

= (crity A crite)

Figure 4.4: Minimal bad prefixes that refute the mutual exclusion property.

Erample 4.14.  Regular Safety Propertly for the Traffic Light

Consider a traffic light with three possible colors: red, yellow and green. The property
“a red phase must be preceded immediately by a yellow phase” is specified by the set of
infinite words ¢ = Ag A ... with A; C {red, yellow } such that for all { > 0 we have that

red € A; implies i > 0 and yellow € A;_1.

The bad prefixes are finite words that violate this condition. Examples of bad prefixes
that are minimal are

{}{}{red} and {}{red}.

In general, the minimal bad prefixes are words of the form Ag A;... A, such that n > 0,
red € A, and yellow ¢ A, 1. The NFA in Figure 4.5 accepts these minimal bad prefixes.
Recall the meaning of the edge labels in the pictorial representations of an NFA over the

—red A yellow
yellow —red A —yellow

Figure 4.5: Minimal bad prefixes in which red is not preceded by yellow.

alphabet 3 = 24F where AP = { yellow,red }. Tor instance, the edge-label yellow in the
self-loop of state g1 denotes a formula, namely the positive literal yellow € AP. This
stands for all sets A C AP = { yellow,red } where the literal yellow holds, that is, the sets
{yellow } and { yellow, red }. Hence, the self-loop of ¢; in the picture stands for the two
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transitions:

{yellow}

" ¢ and q {yellow,red} q.

Similarly, the edge label —yellow in the transition from ¢; to ¢g stands for the negative
literal —yellow, and thus represents the transitions:

o gy and g b g
In the same way the label red of the transition from ¢g to go represents two transitions (with

the labels { red } and { red, yellow }), while the edge labels —redA yellow and —red A —yellow
denote only a single symbol in 24F, namely {yellow } and {}, respectively. [ |

Ezample 4.15. A Nonregular Safety Property

Not all safety properties are regular. As an example of a nonregular safety property,
consider:

“The number of inserted coins is always at least the number of dispensed drinks.”

(See also Example 3.24 on page 113). Let the set of propositions be { pay, drink }. Minimal
bad prefixes for this safety property constitute the language

{ pay™ drink™™ | n >0}

which is not a regular, but a context-free language. Such safety properties fall outside the
scope of the following verification algorithm. ]

4.2.2 Verifying Regular Safety Properties

Let Pigp be a regular safety property over the atomic propositions AP and A an NFA
recognizing the (minimal) bad prefixes of Pyqp.. (Recall that by Lemma 4.12 on page 161
it is irrelevant whether A accepts all bad prefixes for Pyus. or only the minimal ones.) For
technical reasons, we assume that ¢ ¢ £(A). In fact, this is not a severe restriction since
otherwise all finite words over 24 are bad prefixes, and hence, Py, = &. In this case,
TS E Pygfe if and only if T'S has no initial state.

Furthermore, let T'S be a finite transition system without terminal states with correspond-

ing set of propositions AP. In this section, we aim to establish an algorithmic method
for verifying whether TS satisfies regular safety property Pigp, ie., to check whether
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TS |= Psgpe holds. According to Lemma 3.25 on page 114 we have
TS |= Psose if and only if Tracesg, (TS) N BadPref{ Pygs.) = @
if and only if Tracesg, (TS)NL(A) = @.

Thus, it suffices to check whether Tracess,(TS) N L{A) = @ to establish T'S = Py,f.

To do so, we adopt a similar strategy as for checking whether two NFAs intersect. Recall
that in order to check whether the NFAs A4; and A, do intersect, it suffices to consider
their product automaton, so

LA)NL(A) = @ ifandonly if L(A @A) = &.

The question whether two automata do intersect is thus reduced to a simple reachability
problem in the product automaton.

This is now exploited as follows. In order to check whether Tracess,(TS) N L(A) = @,
we first build a product of transition system TS and NFA A in the same vein as the
synchronous product of NFA. This yields the transition system TS®.A. For this transition
system, an invariant can be given using a propositional logic formula ® —derived from the
accept states of A such that Tracesgs,(TS)NL(A) = @ if and only if TS®.A |= “always ¢”.
In this way, the verification of a regular safety property is reduced to invariant checking.
Recall that for checking invariants, Algorithm 4 (see page 110) can be exploited.

We start by formally defining the product between a transition system TS and an NFA
A, denoted TS @ A. Let TS = (S, Act,—,I,AP,L) and A = (Q,247,5,Qy, ') with
Qo N F = &. Recall that the alphabet of A consists of sets of atomic proposition in TS.
Transition system TS @ A has state space S x ) and a transition relation such that each
path fragment m = sgs1...58, in TS can be extended to a path fragment

(s0,q1) (51,G2) - - - (Sns Gn+1)
in TS ® A which has an initial state g9 € Qg for which

L{s L{s L5 L(sn
% (s0) ¢ (s1) G (s2) ,  _L(sn) Gnit

is a run—mnot necessarily accepting—of NFA A that generates the word
trace(m) = L{(sg) L(s1)...L(sy).

Finally, labels of states are state names of .A. These considerations lead to the following
definition:
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Definition 4.16. Product of Transition System and NFA

Let TS = (S, Act,—, I, AP, L) be a transition system without terminal states and A =
(@Q,32,0,Q0, F) an NFA with the alphabet ¥ = 24P and Qo N F = @. The product
transition system TS ® A is defined as follows:

TS® A = (8, Act,—',I' AP, L))

where

e S'=8xQ,
e —' is the smallest relation defined by the rule
s A g-Hy

(s,q) =" (t,p)

?

II:{<507(J> | 506[ A ElqerO QOMQ},
AP =@, and

L': S xQ — 29is given by L'({(s,q)) = {q}.

Remark 4.17.  Terminal States

For the definition of LT properties (and thus of invariants) we have assumed transition
systems to have no terminal states. It is, however, not guaranteed that TS ® A possesses
this property, even if TS does. This stems from the fact that in NFA A there may be a state
g, say, that has no direct successor states for some set A of atomic propositions, i.e., with
d(q, A) = @. This technical problem can be treated by either requiring é(¢, A) # @ for all
states ¢ € Q and A C AP or by extending the notion of invariants to arbitrary transition
systems. Note that imposing the requirement 6(q, A) # & is not a severe restriction, as
any NFA can be easily transformed into an equivalent one that satisfies this property by
introducing a state guqp and adding transition ¢ i>qmp to A whenever §(q, A) = @ or
¢ = Qtrap.- We finally remark that for the algorithm for invariant checking, it is not of any
relevance whether terminal states exist or not. [ ]

Example 4.18. A Product Automaton
The language of the minimal bad prefixes of the safety property “each red light phase
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—red A —yellow
yellow A —red

—yellow

(green, qo) (red/yellow, qo)

ye]]ow, q1> <red, q0>

Figure 4.6: German traffic light (left upper figure), an NFA (right upper figure), and their
product (lower figure).

is preceded by a yellow light phase” is accepted by the DFA A indicated in Example
4.14 (page 162). We consider a German traffic light, which besides the usual possible
colors red, green, and yellow, has the possibility to indicate red and yellow simultaneously
indicating “green light soon”. The transition system GermanTrLight thus has four states
with the usual transitions red — red+yellow, red+yellow — green, green — yellow,
and yellow — red. Let AP = {red, yellow} indicating the corresponding light phases.
The labeling is defined as follows: L(red) = {red}, L(yellow) = {yellow }, L(green) =
& = L(red+yellow). The product transition system GermanTrLight @ A consists of four
reachable states (see Figure 4.6). As action labels are not relevant here, they are omitted.

|

The following theorem shows that the verification of a regular safety property can be
reduced to checking an invariant in the product.

Let TS and A be as before. Let Py, 4y be the invariant over AP’ = 29 which is defined
by the propositional formula
A -

gel

In the sequel, we often write = F' as shorthand for /\
in all nonaccept states.

ger 74 Stated in words, —F holds
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Theorem 4.19. Verification of Regular Safety Properties

For transition system TS over AP, NFA A with alphabet 24T as before, and reqular safety
property Psape over AP such that L(A) equals the set of (minimal) bad prefixes of Psgfe,
the following statements are equivalent:

(LL) TS |: Psafe
(b) Tracess,(TS) N L(A) = @
(C) TS © A |: Pim)(A)

Proof: Let TS = (S, Act,—, I, AP, L) and A = (Q,2AP,5, Qo, F).
The equivalence of (a) and (b) follows immediately by Lemma 3.25 (page 114). To establish
the equivalence of (a), (b), and (c), we show
(¢) = (a): TS Psqpe  implies TS® A Pz'm;(A)
and

(b) = (c): TS® A £ Pia) implies Tracess,(TS) N L(A) # @.

Proof of “(¢) = (a)": If TS [~ Psgpe, then there is a finite initial path fragment 7 =
8081 ...8, in TS with

trace(m) = L(so) L(s1)...L(sn) € L(A).

Since trace(w) € L(A), there exists an accepting run ¢gqi ... ¢n+1 of A for trace(T).
Accordingly

Go € Qo and ¢; quq_l forall 0 < i< n, and ¢,u1 € F.

Thus, (s9,q1) ($1,42) - - - (8n, ¢n+1) is an initial path fragment in T'S ® A with

<Sn7qn+1> I;'é —F.
It thus follows that TS ® A £ Py (a)-
Proof of “(b) = (c)": Let TS® A | P,;,,(4)- Then there exists an initial path fragment

<507 (JI> s <5n7 (JH+1>

in TS® A with ¢,41 € F, and ¢1,...,q, € F. Besides, sgs1...8, is an initial path
fragment in TS. Further,
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g 2 g, for all 0 < i < .

Since (sg,q1) is an initial state of TS @ A, there is an initial state gy in A such that

qo L(s0) ¢1. Sequence ¢ q1 ... ¢p+1 is thus an accepting run for trace(sg sy ... s,). Thus,

trace(so $1 ... sp) € Traces, (TS) N L{A)

which yields Tracesg,(TS) N L(A) # 2.

Stated in words, Theorem 4.19 yields that in order to check the transition system TS
versus the regular safety property Psgf, it suffices to check whether no state (s,q) in
TS ® A is reachable where the A-component ¢ is an accept state in A. This invariant
“visit never an accept state in A” (formally given by the invariant condition & = —F)
can be checked using a depth-first search approach as described in detail in Algorithm 4
(page 110). Note that in case the safety property is refuted, the invariant checking algo-
rithm provides a counterexample. This counterexample is in fact a finite path fragment
(s0,q1) (81,92) - - - {Sn, @n+1) in the transition system TS® A that leads to an accept state.
The projection to the states in T'S yields an initial finite path fragment sgs;1...s, in TS
where the induced trace trace(sgs: ... s,) € (24F)* is accepted by A (since it has an ac-
cepting run of the form goqi...¢n+1). Thus, trace(sgsi...sn) is a bad prefix for Pygp.
Hence, s 81 ... 5, yields a useful error indication since trace(mw) ¢ P for all paths 7 in
TS that start with the prefix sgs1...s,.

Corollary 4.20.
Let TS, A, and Py be as in Theorem 4.19. Then, for each initial path fragment (sg,q1) ...
(Sns Gn+1) of TS® A:

Gy--sqn € F and gneq € F implies  trace(sg sy ... sn) € L{A).

As a result, the skeleton in Algorithm 5 can be used to check a regular safety property
against a transition system and to report a counterexample (i.e., finite initial path fragment
in TS inducing a bad prefix) as diagnostic feedback if the safety property does not hold
for TS.

Erample 4.21.  Checking a Regular Safelty Property for the Traffic Light
Consider again the German traffic light system and the regular safety property Pjqf
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Algorithm 5 Model-checking algorithm for regular safety properties

Input: finite transition system T'S and regular safety property Piafe
Output: true if TS |= Pyqpe. Otherwise false plus a counterexample for Pyqpe.

Let NFA A (with accept states #') be such that £(.A) = bad prefixes of P
Construct the product transition system TS® A
Check the invariant P, (4) with proposition =/ = A ger g on TS® A

if TS® A= va(A) then
return true

else
Determine an initial path fragment (sg, ¢1) ... (8n, gur1) of TS® A with g1 € F
return (false, sg s1...35,)

fi

that each red light phase should be immediately preceded by a yellow light phase. The
transition system of the traffic light, the NFA accepting the bad prefixes of the safety
property, as well as their product automaton, are depicted in Figure 4.6 (page 166). To
check the validity of P, only the second component of the states (s,q) is relevant. The
fact that no state of the form (..., qp) is reachable ensures the invariant —¢p to hold in
all reachable states. Thus GermanTrLight |= Psgfe.

If the traffic light is modified such that the state “red” is the initial state (instead of
“green”), then we obtain a transition system that violates Py.. Actually, in this case
the invariant —¢p is already violated in the initial state of the resulting product transition
system that has the following form:

(red, 6(qo, {red})) = (red,qr).

We conclude this part by considering the worst-case time and space complexity of the
automata-based algorithm for checking regular safety properties.

Theorem 4.22. Complexity of Verifying Regular Safety Properties

The time and space complexity of Algorithm 5 is in O(|TS|-|A|) where | TS| and | A| denote
the number of states and transitions in TS and A, respectively.

Assuming an generation of the reachable states of T'S from a syntactic description of the
processes, the above bound also holds if | TS| denotes the size of the reachable fragment
of TS.
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Proof: Follows directly from the fact that the number of states in the product automaton
TS® Aisin O(]|S]-|Q]) (where S and @ denote the state space of T'S and A, respectively)
and the fact that the time and space complexity of invariant checking is linear in the
number of states and transitions of the transition system TS ® A. (Thus, we can even
establish the bound O(|S|-|Q| + | — |-|9]) for the runtime where | — | denotes the number
of transitions in TS and |6| the number of transitions in .A.) [

4.3 Automata on Infinite Words

Finite-state automata accept finite words, i.e., sequences of symbols of finite length, and
yield the basis for checking regular safety properties. In this and the following sections,
these ideas are generalized toward a more general class of LT properties. These include
regular safety, various liveness properties, but also many other properties that are relevant
to formalize the requirements for “realistic” systems. The rough idea is to consider variants
of NFAs, called nondeterministic Biichi automata (NBAs), which serve as acceptors for
languages of infinite words. It will be established that if we are given a nondeterministic
Biichi automaton A that specifies the “bad traces” (i.e., that accepts the complement
of the LT property P to be verified), then a graph analysis in the product of the given
transition system TS and the automaton A suffices to either establish or disprove TS |= P.
Whereas for regular safety properties a reduction to invariant checking (i.e., a depth-first
search) is possible, the graph algorithms needed here serve to check a so-called persistence
property. Such properties state that eventually for ever a certain proposition holds.

We first introduce the “w-counterpart” to regular languages, both by introducing w-regular
expressions (Section 4.3.1) and nondeterministic Biichi automata (see Section 4.3.2). Vari-
ants of nondeterministic Biichi automata will be discussed in Sections 4.3.3 and 4.3.4.

4.3.1 w-Regular Languages and Properties

Infinite words over the alphabet > are infinite sequences Ag A1 Ao ... of symbols A; € ..
3% denotes the set of all infinite words over 3. As before, the Greek letter ¢ will be
used for infinite words, while w, v, u range over finite words. Any subset of ¥.¢ is called a
language of infinite words, sometimes also called an w-language. In the sequel, the notion
of a language will be used for any subset of >* U >“. Languages will be denoted by the
symbol L.
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To reason about languages of infinite words, the basic operations of regular expressions
(union, concatenation, and finite repetition) are extended by infinite repetition, denoted
by the Greek letter w.? For instance, the infinite repetition of the finite word AB yields
the infinite word ABABABABAB... (ad infinitum) and is denoted by (AB)“. TFor the
special case of the empty word, we have ¥ = 2. For an infinite word, infinite repetition
has no effect, that is, ¢“ = ¢ if ¢ € X*. Note that the finite repetition of a word results
in a language of finite words, i.e., a subset of X*, whereas infinite repetition of a (finite or
infinite) word results in a single word.

Infinite repetition can be lifted to languages as follows. For language £ C »*, let £ be
the set of words in »* U>* that arise from the infinite concatenation of (arbitrary) words
in ¥, i.e.,

LY = {wiwows...|w; € L1 > 1}.
The result is an w-language, provided that £ C Y7, i.e., £ does not contain the empty
word . However, in the sequel, we only need the w-operator applied to languages of

finite words that do not contain the empty word. In this case, i.e., for £L C X7, we have
LY C e,

In the following definition, the concatenation operator £q.Lo is used that combines a
language £ of finite words with a language Lo of infinite words. It is defined by £1.Ls =
{W(T | w e ﬁl,(T S ﬁg}

Definition 4.23. w-Regular Expression

An w-regular expression G over the alphabet X has the form
G=E.F{ +...+E,.F}

wheren > 1 and Eq,...,E,, Fy1,...,F, are regular expressions over X such that ¢ ¢ L(F;),
forall 1 <i<n.

The semantics of the w-regular expression G is a language of infinite words, defined by
L,(G) = L(E)).LF)YU...UL(E,).L(F,)*

where L£(E) C >* denotes the language (of finite words) induced by the regular expression
E (see page 914).

Two w-regular expressions G; and Gg are equivalent, denoted Gy = Go, if £,(G1) = L,(Gs).
|

2The symbol w denotes the first infinite ordinal. Tt already appeared in the notation 3¢ for the set of
infinite words over the alphabet 3.
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Examples for w-regular expressions over the alphabet ¥ = { A, B, C'} are
(A+ B)*A(AAB+ O or A(B+ C)*A® + B(A + C)~.

If E is a regular expression with ¢ ¢ L(E), then also E can be viewed as an w-regular
expression since it can be identified with E.E¥ or £.E¥. Note that we have L(E)* =
L(E.E¥) = L(c.E¥).

Definition 4.24. w-Regular Language

A language £ C > is called w-regular if £ = £, (G) for some w-regular expression G over
3. [ |

For instance, the language consisting of all infinite words over {A, B} that contain infinitely
many A’s is w-regular since it is given by the w-regular expression (B*A)“. The language
consisting of all infinite words over {A, B} that contain only finitely many A’s is w-regular
too. A corresponding w-regular expression is (A + B)*B“. The empty set is w-regular since
it is obtained, e.g., by the w-regular expression @“. More generally, if £ C >* is regular
and £’ is w-regular, then £% and L£.L£' are w-regular.

w-Regular languages possess several closure properties: they are closed under union, inter-
section, and complementation. The argument for union is obvious from the definition by
w-regular expressions. The proof for the intersection will be provided later; see Corollary
4.60 on page 198. The more advanced proof for complementation is not provided in this
monograph. We refer the interested reader to [174] that covers also other properties of
w-regular languages and various other automata models.

The concepts of w-regular languages play an important role in verification since most
relevant LT properties are w-regular:

Definition 4.25. w-Regular Properties

LT property P over AP is called w-regular if P is an w-regular language over the alphabet
2AP. |

For instance, for AP = {a,b}, the invariant P;,, induced by the proposition & = a Vv —b
is an w-regular property since

Py = {AoAlAg... e (2AP) |Vi>0.(a € A; or b ¢ AZ»)}

_ {A0A1A2 L € (2APY Wi 2 0. (A; € {{}, {a}, {a, b}}}
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is given by the w-regular expression E = ({} + {a} + {a, b})* over the alphabet 3 = 24F =
{{},{a}, {b},{a,b}}. In fact, any invariant over AP is w-regular (the set AP of atomic
propositions is arbitrary) as it can be described by the w-regular expression ®“ where ®
denotes the underlying propositional formula (that has to hold for all reachable states)
and is identified with the regular expression given by the sum of all A C AP with A = ®.

Also, any regular safety property Pqf, is an w-regular property. This follows from the fact
that the complement language

(2AP)W \ Poofe = BadPI‘ef(Psafe) .(2AP)W
N’
regular

is an w-regular language. The result that w-regular languages are closed under comple-
mentation (stated above, in the end of Section 4.3.1 on page 172) yields the claim.

Ezample 4.26.  Mutual Exclusion

Another example of an w-regular property is the property given by the informal statement
“process P visits its critical section infinitely often” which, for AP = { wait, crit }, can be
formalized by the w-regular expression:

(({} + { wait } Y*.({ crit } + { wait, crit }))“.

negative literal —erit positive literal crit

When allowing a somewhat sloppy notation using propositional formulae, the above ex-
pression may be rewritten into ((—erit)*.crit)”.

Starvation freedom in the sense of “whenever process P is waiting then it will enter its
critical section eventually later” is an w-regular property as it can be described by

((—wait)*.wait.true*.crit)” + ((—wait)*.wait.true*.crit)*.(—wait)”

which is a short form for the w-regular expression over AP = { wait, crit } that results by
replacing —wait with {} + {crit}, wait with {wait} + {wait, crit}, true with {} + {crit} +
{wait} + {wait, crit}, and crit with {crit} + {wait, crit}. Intuitively, the first summand in
the above expression stands for the case where P requests and enters its critical section
infinitely often, while the second summand stands for the case where P is in its waiting
phase only finitely many times. [ |

4.3.2 Nondeterministic Biichi Automata

The issue now is to provide a kind of automaton that is suited for accepting w-regular
languages. Finite automata are not adequate for this purpose as they operate on finite
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words, while we need an acceptor for infinite words. Automata models that recognize
languages of infinite words are called w-automata. The accepting runs of an w-automaton
have to “check” the entire input word (and not just a finite prefix thereof), and thus have
to be infinite. This implies that acceptance criteria for infinite runs are needed.

In this monograph, the simplest variant of w-automata, called nondeterministic Biichi
automata (NBAs), suffices. The syntax of NBAs is exactly the same as for nondeterministic
finite automata (NFAs). NBAs and NFAs differ, however, in their semantics: the accepted
language of an NFA A is a language of finite words, i.e., L{A) C ¥*, whereas the accepted
language of NBA A (denoted £, (A) is an w-language, i.e., £L,(A) C »“. The intuitive
meaning of the acceptance criterion named after Biichi is that the accept set of A (i.e., the
set of accept states in A) has to be visited infinitely often. Thus, the accepted language
L, (A) consists of all infinite words that have a run in which some accept state is visited
infinitely often.

Definition 4.27. Nondeterministic Blichi Automaton (NBA)
A nondeterministic Biichi automaton (NBA) A is a tuple A = (Q, %, 0, Qo, F') where

() is a finite set of states,

> is an alphabet,

§:Q x ¥ — 29 is a transition function,

Qo C Q is a set of initial states, and

e [ C Q is a set of accept (or: final) states, called the acceptance set.

A run for ¢ = AgA1As ... € X% denotes an infinite sequence ¢g ¢1 ¢2 . . . of states in A such
that gg € Qo and ¢; Ay ¢ir1 for i = 0. Run ggqi ¢ ... is accepting if ¢; € F for infinitely
many indices ¢ € IN. The accepted language of A is

L,(A) = {0 €| there exists an accepting run for ¢ in A }.

The size of A, denoted |.A|, is defined as the number of states and transitions in .A. [ |

As for an NFA, we identify the transition function § with the induced transition relation
— C ) x X x ) which is given by

¢4 p if and only if p € 6(q, A).
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Since the state space () of an NBA A is finite, each run for an infinite word o € ¥¥ is
infinite, and hence visits some state ¢ € ) infinitely often. Acceptance of a run depends
on whether or not the set of all states that appear infinitely often in the given run contains
an accept state. The definition of an NBA allows for the special case where ' = &, which
means that there are no accept states. Clearly, in this case, no run is accepting. Thus
L,(A) =@ if F = @. There are also no accepting runs whenever, Qg = @ as in this case,
no word has a run.

Ezample 4.28.
Consider the NBA of Figure 4.7 with the alphabet > = {A, B, C}. The word C* has only

C B

A ,~ B

B
Figure 4.7: An example of an NBA.

one run in A, namely ¢1 ¢1¢1 ¢1 - .., or in short, ¢f. Some other runs are ¢; g2 ¢§ for the
word AB¥, (¢1 g1 g2 g3)* for the word (CABB)¥, and (¢1 g2 ¢3)" ¢¢ for the word (ABB)"C¥
where 1 > 0.

The runs that go infinitely often through the accept state g3 are accepting. For instance,
q1 g2 ¢§ and (g1 g1 92 93)“
the accept state g3, while runs of the form (1 g2 ¢3)™ ¢5 are not accepting as they visit the
accept state ¢s only finitely many times. The language accepted by this NBA is given by
the w-regular expression:

are accepting runs. ¢7 is not an accepting run as it never visits

C*AB (BT + BC*AB)”

Later in this chapter (page 198 ff.), NBAs are used for the verification of w-regular prop-
erties — in the same vein as NFAs were exploited for the verification of regular safety
properties. In that case, ¥ is of the form X = 24P Ag explained on page 159, proposi-
tional logic formulae are used as a shorthand notation for the transitions of such NBAs.
For instance, if AP = {a,b}, then the label ¢V b for an edge from ¢ to p means that there
are three transitions from ¢ to p: one for the symbol {a }, one for the symbol {b}, and
one for the symbol {a,b}.
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Ezample 4.29.  Infinitely Often Green

Let AP = { green, red } or any other set containing the proposition green. The language of
words o = Ag A; ... € 24F satisfying the LT property “infinitely often green” is accepted
by the NBA A depicted in Figure 4.8.

green

—green
—green green

Figure 4.8: An NBA accepting “infinitely often green”.

The automaton A is in the accept state ¢; if and only if the last input set of symbols
(i.e., the last set A;) contains the propositional symbol green. Therefore, £, (.A) is exactly
the set of all infinite words Ag Ay ... with infinitely many sets A; with green € A;. For
example, for the input word

o = {green}{}{green}{}{green}{}...

we obtain the accepting run ¢g g1 ¢g g1 . ... The same run ¢g¢1 go g1 ... is obtained for the
word

o' = ({green, red} {} {green} {red})”

or any other word Ag A1 Ay ... € (2AP)‘“ with green € Ay; and green ¢ Agji; for all
j>0. n

Ezample 4.30.  Request Response

Many liveness properties are of the form

“Whenever some event a occurs,
some event b will eventually occur in the future”

For example, the property “once a request is provided, eventually a response occurs” is of
this form. An associated NBA with propositions req and resp is indicated in Figure 4.9.
It is assumed that { req,resp} C AP, i.e., we assume the NBA to have alphabet 24P with
AP containing at least req and resp. It is not difficult to see that this NBA accepts exactly
those sequences in which each request is always eventually followed by a response. Note
that an infinite trace in which only responses occur, but never a request (or finitely many
requests) is also accepting. ]
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req /\ —resp

resp
—req V resp —resp

Figure 4.9: An NBA accepting “on each request, eventually a response is provided”.

Remark 4.81. NBA and Regular Safety Properties

In Section 4.2, we have seen that there is a strong relationship between bad prefixes of
regular safety properties and NFAs. In fact, there is also a strong relationship between
NBAs and regular safety properties. This can be seen as follows. Let Py be a regular
safety property over AP and A = (Q, 24P 5 Qo, F) an NFA recognizing the language of
all bad prefixes of Pyuf,. Each accept state gr € F' may be assumed to be a trapping state,
ie., qr A, qr for all A C AP. This assumption is justified since each extension of a bad
prefix is a bad prefix. (As a bad prefix contains a "bad” event that causes the violation
of Psype, each extension of this prefix contains this event. )

When interpreting A as an NBA, it accepts exactly the infinite words ¢ € (2AP )“ that
violate Pygf,, i.e.,

Lo(A) = @)\ Puye.

Here, it is important that A accepts all bad prefixes, and not just the minimal ones (see
Exercise 4.18).

If A is a total deterministic automaton, i.e., in each state there is a single possible transition
for each input symbol, then the NBA obtained by

j = <Q72AP767Q07Q\F)
accepts the language L, @ = Psgfe.

This is exemplified by means of a concrete case. Consider again the property “a red
light phase should be immediately preceded by a yellow light phase” for a traffic light
system. We have seen before (see Example 4.13 on page 161) that the bad prefixes of
this safety property constitute a regular language and are accepted by the NFA shown
in Figure 4.10. Note that this NFA is total. Applying the procedure described just
above to this automaton yields the NBA depicted in Figure 4.11. It is easy to see that
the infinite language accepted by this NBA consists exactly of all sequences of the form
o= Ag AL Ay... such that red € A; implies j > 0 and yellow € A;_;. [ |

The accepted languages of the NBA examples have so far been w-regular. It is now shown
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—red A yellow
yellow —red A\ —yellow true

Figure 4.10: An NFA for the set of all bad prefixes of Pp..

—red A yellow
yellow —red A —yellow true

Figure 4.11: An NBA for the LT property “red should be preceded by yellow”.

that this holds for any NBA. Moreover, it will be shown that any w-regular language can
be described by an NBA. Thus, NBAs are as expressive as w-regqular languages. This
result is analogous to the fact that NFAs are as expressive as regular languages, and thus
may act as an alternative formalism to describe regular languages. In the same spirit,
NBAs are an alternative formalism for describing w-regular languages. This is captured
by the following theorem.

Theorem 4.32. NBAs and w-Regular Languages

The class of languages accepted by NBAs agrees with the class of w-reqular languages.

The proof of Theorem 4.32 amounts to showing that (1) any w-regular language is rec-
ognized by an NBA (see Corollary 4.38 on page 182) and (2) that the language L, (A)
accepted by the NBA A is w-regular (see Lemma 4.39 on page 183).

We first consider the statement that w-regular languages are contained in the class of
languages recognized by an NBA. The proof of this fact is divided into the following
three steps that rely on operations for NBAs to mimic the building blocks of w-regular
expressions:

(1) For any NBA A; and A, there exists an NBA accepting £,,(A1) U L, (Az).

(2) For any regular language £ (of finite words) with £ ¢ £ there exists an NBA accepting
LY.
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(3) For regular language £ and NBA A’ there exists an NBA accepting £.£,(A").

These three results that are proven below form the basic ingredients to construct an
NBA for a given w-regular expression G = E1.F{ +... + E,,..F}) with ¢ ¢ F;. This works as
follows. As an initial step, (2) is exploited to construct NBA A}, ..., Al for the expressions
FY,...,F¥. Then, (3) is used to construct an NBA for the expressions E;.F?, for 1 <i < n.
Finally, these NBA are combined using (1) to obtain an NBA for G.

Let us start with the union operator on two NBAs. Let A; = (Q1,%,01,Q0,1,F1) and
Az = (Q2, %, 02, Qo 2, F2) be NBAs over the same alphabet .. Without loss of generality,
it may be assumed that the state spaces Q1 and Q2 of A; and Ay are disjoint, i.e.,
Q1NQ2 = @. Let 41 + Ay be the NBA with the joint state spaces of 47 and As, and
with all transitions in .4; and As. The initial states of A are the initial states of A; and
As, and similarly, the accept states of A are the accept states of A; and A,. That is,

Al + Ay = (Q1UQ2,%,6,Q0,1 UQop2, F1 U Fy)

where 0(q, A) = d;(¢q, A) if ¢ € Q; for i=1,2. Clearly, any accepting run in .4; is also an
accepting run in A; + Ajs, and vice versa, each accepting run in A; + As is an accepting
run in either A; or Ay. This yields £,(A; + A2) = L,(A1) U L, (Az). We thus obtain:

Lemma 4.33. Union Operator on NBA
For NBA Ay and As (both over the alphabet X.) there exists an NBA A such that:

Lo(A) = Lo(AD) U Lo(A2)  and | A] = O(A1] + | As)).

Now consider (2). We will show that for any regular language £ C ¥.* there exists an NBA
over the alphabet Y that accepts the w-regular language £“. To do so, we start with a
representation of £ by an NFA A.

Lemma 4.34. w-Operator for NFA
For each NFA A with ¢ ¢ L(A) there exists an NBA A’ such that

Lo(A) = LAY and A = O(A)).

Proof: Let A= (Q,%,0,Q, F) be an NFA with ¢ ¢ £(A). Without loss of generality, we
may assume that all initial states in A4 have no incoming transitions and are not accepting.
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Any A that does not possess this property, can be modified into an equivalent NFA as
follows. Add a new initial (nonaccept) state ¢pe to @ with the transitions ¢peqw A, g if
and only if ¢qg Aq for some initial state gy € Q9. All other transitions, as well as the
accept states, remain unchanged. The state ¢, is the single initial state of the modified
NFA, is not accept, and, clearly, has no incoming transitions. This modification neither
affects the accepted language nor the asymptotic size of A.

In the sequel, we assume that A = (Q,%,0,Q, F) is an NFA such that the states in
Qo do not have any incoming transitions and Qg N I = @. We now construct an NBA
A =(Q,%,0,Q), F') with L,(A") = L(A)*. The basic idea of the construction of A’ is
to add for any transition in A that leads to an accept state new transitions leading to the
initial states of \A. Formally, the transition relation ¢’ in the NBA A’ is given by

/ | (g, A) ifé(g,AANF =9
(g, 4) = { d(q,A) U Qg otherwise.

The initial states in the NBA A" agree with the initial states in A, i.e., Q) = Q. These
are also the accept states in A', i.e., F' = Q.

Let us check that £, (A") = L{A)¥. This is proven as follows.

C: Assume that ¢ € £,(A") and let ¢gg1ge ... be an accepting run for ¢ in A’. Hence,
¢ € F' = Qq for infinitely many indices i. Let ig = 0 < i; < i < ... be the strictly
increasing sequence of natural numbers with { ¢i,, ¢, iy, ... } € Qo and g¢; ¢ Qg for all
j € IN\ {4g,41,02,... }. The word ¢ can be divided into infinitely many nonempty finite
subwords w; € %* yielding 0 = wywaws ... such that ¢;, € 6'*(gi,_,, wx) for all k > 1.
(The extension of §' to a function §'* : Q x ¥* — 2% is as for an NFA, see page 154.) By
definition of A" and since the states ¢;, € Qo do not have any predecessor in A, we get
(¢, wr) N F' # @. This yields wy, € L(A) for all k> 1, which gives us o € L{A)“.

O: Let 0 = wywows ... € 3 such that wy € L(A) for all £k > 1. For each k, we choose an
accepting run ¢fg¥ ... qﬁk for wy, in .A. Hence, ¢§ € Qg and qﬁk € F. By definition of A’
we have qISH € 6" (qk, wy,) for all k > 1. Thus,

1 1 2 2 3 3
90+ Uny—190 - - Gny—190 - - - g1 - - -

is an accepting run for ¢ in A’. Hence, o € L,(A"). [

Ezample 4.35. w-Operator for an NFA

Consider the NFA depicted in the left upper part of Figure 4.12. It accepts the language
A* B. In order to obtain an NBA recognizing (A* B)*, we first apply the transformation
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Figure 4.12: From an NFA accepting A*B to an NBA accepting (A*B)“.

as described in the proof of Lemma 4.34 to remove initial states that have an incoming
transition. This yields the NFA depicted in the right upper part of Figure 4.12. This
automaton can now be used to apply the construction of the required NBA as detailed in
the proof of Lemma 4.34. This yields the NBA depicted in the lower part of Figure 4.12.

|

It remains to provide a construction for task (3) above. Assume that we have NFA A for
the regular language £(.A) and a given NBA A’ at our disposal. The proof of the following
lemma will describe a procedure to obtain an NBA for the w-language L£(A).L,(A').

Lemma 4.36. Concatenation of an NFA and an NBA
For NFA A and NBA A’ (both over the alphabet Y.), there exists an NBA A" with

Lo(A") = LA)Lo(A)  and A" = O(A + |A].

Proof: Let A = (Q,%,0,Q0,F) be an NFA and A" = (Q',%,¢,Q), ') an NBA with
QNQ = o. Let A" = (Q",%,8",Qf, F") be the following NBA. The state space is
Q" = QU Q. The set of initial and accept states are given by

" {QO ifQomFZQ

0= Qo U Q} otherwise,
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and F" = F' (set of accept state in the NBA A’). The transition function §” is given by

3(q, A) ifge@and §(¢, AANF =0
5(0,4) = { 8(e,A)UQ) ifgeQand g A)NF £ 2
&'(q, A) ifge @
It is now easy to check that A" fulfills the desired conditions. [ |

Ezample 4.837.  Concatenation of an NFA and an NBA

Consider the NFA A and the NBA A’ depicted in the left and right upper part of Fig-
ure 4.13, respectively. We have L£(A) = (AB)* and L(A') = (A+B)*BA“. Applying the
transformation as described in Lemma 4.36 yields the NBA depicted in the lower part of
Figure 4.13. Tt is not difficult to assess that this NBA accepts indeed the concatenated

language (AB)*(A+B)*BA“. [
A A
B
- 0D
B B
A B A

Figure 4.13: Concatenation of an NFA and an NBA.

By Lemmas 4.33, 4.34, and 4.36 we obtain the first part for the proof of Theorem 4.32:

Corollary 4.38. NBA for w-Regular Languages
For any w-regular language L there exists an NBA A with L,(A) = L.
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The proof of the following lemma shows that the languages accepted by NBA can be
described by an w-regular expression.

Lemma 4.39. NBAs Accept w-Regular Languages
For each NBA A, the accepted language L,,(A) is w-reqular.

Proof: Let A = (Q,%,8,Qo, F) be an NBA. For states ¢,p € Q, let Ay be the NFA
(@,%,0,{q},{p}). Then, A, recognizes the regular language consisting of all finite
words w € X* that have a run in A leading from ¢ to p, that is,

def * *
Lop = LA, ={weX* | pedi(qgw)}.

Consider a word ¢ € £,(A) and an accepting run qog; ... for ¢ in A. Some accept state
¢ € I appears infinitely often in this run. Hence, we may split ¢ into nonempty finite
subwords wy, w1, wg, w3, ... € ¥X* such that wy € L4, and wy € L4, for all £ > 1 and

g = Wy W1 W W3 ......
AP N S
€Lgyq €Lgq €Lgq €L4gq

On the other hand, any infinite word ¢ which has the form ¢ = wgwiwy... where
the wy’s are nonempty finite words with wy € L, for some initial state ¢y € Qo and
{w1, wo, ws, ...} C Ly, for some accept state ¢ € I’ has an accepting run in A. This yields

o€ Ly(A) ifandonlyif Jgo€ Qo e F. 0 Lyg(Lyg\ {e})”.

Hence, L, (.A) agrees with the language

U Lae (Lo \ {1

q0€Qo,qEF

which is w-regular. [ |

Example 4.40. From NBA to w-Regular Expression

For the NBA A shown in Figure 4.7 on page 175, a corresponding w-regular expression is
obtained by
Lg1g5-(Lagas \ {1)”
since ¢ is the unique initial state and ¢3 the unique accept state in A. The regular
language Lg.4 \ {€} can be described by the expression (BT + BC*AB)™, while L4, is
given by (C*AB(B*+BC*AB)*B)*C*AB. Hence, L, (A) = £,(G) where G is the w-regular
expression:
G = (C*AB(B* +BC*AB)*B)"C*AB((B™ + BC*AB)™")“.

'

Lq1as (Lggq3\{eD¥
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The thus obtained expression G can be simplified to the equivalent expression:

C*AB(B' + BC*AB)~.

The above lemma, together with Corollary 4.38, completes the proof of Theorem 4.32
stating the equivalence of the class of languages accepted by NBAs and the class of all
w-regular languages. Thus, NBAs and w-regular languages are equally expressive.

A fundamental question for any type of automata model is the question whether for a given
automaton A the accepted language is empty. For nondeterministic Biichi automata,
an analysis of the underlying directed graph by means of standard graph algorithms is
sufficient, as we will show now.

Lemma 4.41. Criterion for the Nonemptiness of an NBA
Let A =(Q,%,0,Qq, F) be an NBA. Then, the following two statements are equivalent:

(a) Lo(A) # 9,

(b) There exists a reachable accept state q that belongs to a cycle in A. Formally,

oo € Qo g€ F Iwe X* Ive XT. g € 5*(go, w) N (g, v).

Proof: (a) = (b): Let 0 = AgA1As... € L,(A) and let ggg1q2 ... be an accepting
run for ¢ in A. Let ¢ € F be an accept state with ¢ = ¢; for infinitely many indices
i. Let i and j be two indices with 0 < 7 < j and ¢; = ¢; = q. We consider the finite
words w = AgA;...A;_1 and v = AiAi+1 ---Aj—l and obtain ¢ = ¢; € 5*((10,W) and
q=q; € 6"(qi,v) = 0*(q, v). Hence, (b) holds.

(b) = (a): Let qo, ¢, w, v be as in statement (b). Then, the infinite word o = wv* has a
run of the form ¢g...¢...¢...q¢... that infinitely often contains ¢. Since ¢ € I’ this run
is accepting which yields o € £,(A), and thus, £,(A) # . [ |

By the above lemma, the emptiness problem for NBAs can be solved by means of graph
algorithms that explore all reachable states and check whether they belong to a cycle. One
possibility to do so is to calculate the strongly connected components of the underlying
directed graph of A and to check whether there is at least one nontrivial strongly con-
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nected component® that is reachable (from at least one of the initial states) and contains
an accept state. Since the strongly connected components of a (finite) directed graph can
be computed in time linear in the number of states and edges, the time complexity of this
algorithm for the emptiness check of NBA A is linear in the size of A. An alternative
algorithm that also runs in time linear in the size of A, but avoids the explicit compu-
tation of the strongly connected components, can be derived from the results stated in
Section 4.4.2.

Theorem 4.42. Checking Emptiness for NBA
The emptiness problem for NBA A can be solved in time O(|.A|).

Since NBAs serve as a formalism for w-regular languages, we may identify two Biichi
automata for the same language:

Definition 4.43. Equivalence of NBA

Let A; and A be two NBAs with the same alphabet. A4; and Ay are called equivalent,
denoted A; = Ay, if L,(A1) = L,(Ag). ]

Ezample 4.44. FEquivalent NBA

As for other finite automata, equivalent NBAs can have a totally different structure. For
example, consider the NBA shown in Figure 4.14 over the alphabet 24P where AP =
{a,b}. Both NBAs represent the liveness property “infinitely often ¢ and infinitely often
b”, and thus, they are equivalent. [ |

Remark 4.45. NFA vs. NBA Equivalence

It is interesting to consider more carefully the relationship between the notions of equiv-
alence of NFAs and NBAs. Let A; and As be two automata that we can regard as either
NFA or as NBA. To distinguish the equivalence symbol = for NFAs from that for NBAs we
will write in this example =yp4 to denote the equivalence relation for NFA and the symbol
=npa to denote the equivalence relation for NBA, i.e., A1 =ym Ao iff L{A1) = L{A2)
and ./41 =NBA ./42 iff ﬁw(Al) = ﬁw(Ag)

1. If Ay and Ay accept the same finite words, ie., A1 =ypa As, then this does not
mean that they also accept the same infinite words. The following two automata
examples show this:

3A strongly connected component is nontrivial if it contains at least one edge. In fact, any cycle is
contained in a nontrivial strongly connected component, and vice versa, any nontrivial strongly connected
component contains a cycle that goes through all its states.
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We have L{A1) = L{As) = {A" | n > 1}, but L,(A1) = {AY} and L,(A2) = @.
Thus, A1 =ypa A2 but A1 Zypa Ao.

2. If A; and Ay accept the same infinite words, i.e., A1 =nypa Ao, then one might
expect that they would also accept the same finite words. This also turns out not
to be true. The following example shows this:

A A
T
A A
A1 Ay

We have L, (A1) = Lo(A2) = {A“}, but L(A}) = {A?" | n >0} and L(A)) =
{AZFL >0},

3. If A; and A3 are both deterministic (see Definition 4.9 on page 156), then A; =ypa
Ao implies A1 =npa Ao. The reverse is, however, not true, as illustrated by the
previous example.
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For technical reasons, it is often comfortable to assume for an NBA that for each state ¢
and for each input symbol A, there is a possible transition. Such an NBA can be seen to be
nonblocking since no matter how the nondeterministic choices are resolved, the automaton
cannot fail to consume the current input symbol.

Definition 4.46. Nonblocking NBA

Let A = (Q,>,0,Qq, F) be an NBA. A is called nonblocking if (¢, A) # @ for all states
g and all symbols A € 3. ]

Note that for a given nonblocking NBA A and input word ¢ € »*, there is at least one
(infinite) possibly nonaccepting run for ¢ in A. The following remark demonstrates that
it is not a restriction to assume a nonblocking NBA.

Remark 4.47. Nonblocking NBA

For each NBA A there exists a nonblocking NBA trap(A) with |trap(A)| = O(|.A|) and
A = trap(A).

Let us see how such a nonblocking NBA can be derived from A. NBA trap(.A) is obtained
from A by inserting a nonaccept trapping state gy equipped with a self-loop for each
symbol in the alphabet 3. For every symbol A € ¥ for which state ¢ in A does not have
an outgoing transition, a transition to gy is added. Formally, if 4 = (Q,3, 4, Qo, F),
then trap(A) = (Q',%,0, Qf, F') as follows. Here, Q' = Q U { grap } where gy is a new
state (not in @) that will be reached in A’ whenever A does not have a corresponding
transition. Formally, the transition relation ¢’ of trap(.A) is defined by:

/ _ [ ¥q,A)  ifgeQandi(q,A)# @
0(g, 4) = { { Gtrap } otherwise

The initial and accept states are unchanged, i.e., Q) = Qo and F' = F. By definition,
trap(.A) is nonblocking and — since the new trap state is nonaccepting — is equivalent to

A. [ ]

We conclude this subsection on automata over infinite words with a few more comments
on Biichi automata and w-regular languages. We first study the subclass of deterministic
Biichi automata (Section 4.3.3 below) and then in Section 4.3.4 the class of NBA with a
more general acceptance condition consisting of several acceptance sets that have to be
visited infinitely often.
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4.3.3 Deterministic Biichi Automata

An important difference between finite-state automata and Biichi automata is the ex-
pressive power of deterministic and nondeterministic automata. While for languages of
finite words, DFAs and NFAs have the same expressiveness, this does not hold for Biichi
automata.

The definition of a deterministic Biichi automaton is the same as for a DFA:

Definition 4.48. Deterministic Biichi Automaton (DBA)
Let A= (Q,>,0,Qq, F) be an NBA. A is called deterministic, if

[Qol <1 and [6(g,A)] <1

for all g € Q and A € 3. A is total if |Qo] =1 and |6(¢,A)| =1 for all ¢ € Q and A € 3.
|

Obviously, the behavior of a DBA for a given input word is deterministic: either eventually
the DBA will get stuck in some state as it fails to consume the current input symbol or
there is a unique (infinite) run for the given input word. Total DBAs rule out the first
alternative and ensure the existence of a unique run for every input word o € ¢.

Example 4.49. DBA for LT Properties

Figure 4.15 shows the DBA A’ (on the left) and the NBA A (on the right) over the alphabet
5. = 24P where AP = {a,b}. These automata are equivalent since both represent the LT
property "always b and infinitely often a”. Let § be the transition function of A and ¢

-aAb aAb b alb

Figure 4.15: An equivalent DBA A’ (left) and NBA A (right).

the transition function of A’. The NBA A is not deterministic since for all input symbols
containing a b, there is the possibility to move to either state rg or r1. The DBA A’ is
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deterministic. Note that both A" and A are blocking, e.g., any state is blocking on an
input symbol containing —b. u

As for deterministic finite automata, the usual notation is ¢’ = §(¢, A) (instead of {¢'} =
0(q,A)) and (g, A) = L (undefined), if 6(q, A) = @. Thus, the transition relation of a
DBA is understood as partial function § : ¢ x ¥ — ). Total DBAs are often written
in the form (Q, 3,9, qo, F') where ¢y is the unique initial state and ¢ is viewed as a total
function ) x ¥ — (). Since DBA can always be extended by a nonaccept trapping state
without changing the accepting language, it can be assumed without restriction that the
transition relation is total. For instance, Figure 4.16 shows an equivalent total DBA for
the DBA A’ in Figure 4.15 that is obtained by adding such a trapping state.

-4 Ab aAb

Figure 4.16: A total DBA for "always b and infinitely often a”.

The transition function § of a total DBA can be expanded to a total function 6* : @ x¥* —

() in the obvious way; see also page 157 for the transition function of a total DFA. That
is, let 0*(q,2) = ¢, 0*(¢, A) = 0(¢, A) and

5*((]7 A1A2 ce An) = 6*(5((]7 Al)y A2 ce An)

Then, for every infinite word ¢ = Ag A1 As ... € 3% the run ¢y ¢1 g2 . . . in A belonging to
o is given by ¢;11 = 6*(qo, Ag . .. A;) for all i > 0, where ¢q is the unique initial state of A.
In particular, for total DBA A = (Q, %, 4, qo, F') the accepted language is given by

L,(A) = {AgA1 Az .. € XY §%(qo, Ao ... A;) € F for infinitely many i }

As we have seen before, NFAs are as expressive as deterministic ones. However, NBAs
are more expressive than deterministic ones. That is, there do exist NBA for which there
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does not exist an equivalent deterministic one. Stated differently, while any w-language
accepted by a DBA is w-regular, there do exist w-regular languages for which there does
not exist a DBA accepting it. An example of such w-regular language is the language
given by the expression (A+B)*B“.

Figure 4.17: NBA for the w-regular expression (A + B)*B“.

In fact, the language L, ( (A+B)*B“ ) is accepted by a rather simple NBA, shown in Figure
4.17. The idea of this NBA is that given an input word ¢ = wB“ where w € {A, B}* the
automaton may stay in ¢g and guess nondeterministically when the suffix consisting of B’s
starts and then moves to the accept state ¢;. This behavior, however, cannot be simulated
by a DBA as formally shown in the following theorem.

Theorem 4.50. NBAs are More Powerful than DBAs
There does not exist a DBA A such that L,(A) = L,((A + B)*B*).

Proof: By contradiction. Assume that £,((A + B)*B*) = L,(A) for some DBA A =
(@Q,32,0,q0, F) with > = { A, B}. Note that since A is deterministic, * can be considered
as a function of type @ x ¥* — Q.

Since the word o1 = B belongs to £, ((A + B)*B¥) = L,(.A), there exists an accepting
state ¢1 € I and a n; € IN3>; such that

(1) o* (qo,Bnl) = 1 eI’

(Since A is deterministic, ¢; is uniquely determined.) Now consider the word oy =
B"ABY € L,((A+ B)*B¥) = L,(A). Since oy is accepted by A, there exists an ac-
cepting state g2 € I and ng € IN»q, such that

(2) 0*(qo, B""AB™) = @ € F

The word B""AB™ AB¥ is in L,((A + B)*B*), and, thus, is accepted by A. So, there is
an accepting state g3 € I and n3 € IN»; with
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(3) 5* (o, B"AB™AB™) = g3 € F.

Continuing this process, we obtain a sequence ni,ng, ns, ... of natural numbers > 1 and
a sequence ¢, 2, 3, . . . of accepting states such that

6" (go, B""AB™A .. .B"1AB") = ¢; e F, i>1...
Since there are only finitely many states, there exist ¢ < j such that
0% (qo, B"A...AB™) = §"(qo,B"A...AB"™ ... AB")
Thus A has an accepting run on
B"MA...AB" (AB"*'A...AB"Y)".

But this word has infinitely many occurrences of A, and thus does not belong to £, ((A +
B)*B*). Contradiction. [

Ezample 4.51.  The Need for Nondeterminism

In Examples 4.29 and 4.30, we provided DBAs for L'T properties. To represent liveness
properties of the form “eventually forever”, the concept of nondeterminism is, however,
necessary. Consider the property “eventually forever a”, where a is some atomic proposi-
tion. Let {a} = AP, ie., 24 = {A B} where A = {} and B = {a}. Then, the linear-time
property "eventually forever a” is given by the w-regular expression

(A+B)'B = ({} +{a})"{a}".

By Theorem 4.50, there is no DBA for "eventually forever ¢”. On the other hand, this
property can be described by the NBA A depicted in Figure 4.18. (Note that state ¢
could be omitted, as there is no accepting run that starts in ¢o.) Intuitively, .4 nondeter-
ministically decides (by means of an omniscient oracle) from which instant the proposition

a is continuously true. This behavior cannot be mimicked by a DBA. [ ]
true a true

Figure 4.18: An NBA accepting “eventually forever o”.

The reader might wonder why the powerset construction known for finite automata (see
page 157) fails for Biichi automata. The deterministic automaton Ag.; obtained through
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the powerset construction allows simulating the given nondeterministic automaton A by
keeping track of the set Q' of states that are reachable in A for any finite prefix of the given
input word. (This set Q' is a state in Ag,;.) What is problematic here is the acceptance
condition: while for NFAs the information whether an accept state is reachable is sufficient,
for infinite words we need one single run that passes an accept state infinitely often. The
latter is not equivalent to the requirement that a state Q' with Q' N F # & is visited
infinitely often, since there might be infinitely many possibilities (runs) to enter F at
different time points, i.e., for different prefixes of the input word. This, in fact, is the
case for the NBA in Figure 4.17. For the input word 0 = ABABA... = (AB)“, the
automaton in Figure 4.17 can enter the accept state ¢; after the second, fourth, sixth,
etc., symbol by staying in gg for the first 2n—1 symbols and moving with the nth B to
state ¢1 (for n = 1,2,...). Thus, at infinitely many positions there is the possibility to
enter I, although there is no run that visits ¢; infinitely often, since whenever ¢; has
been entered the automaton A rejects when reading the next A. In fact, the powerset
construction applied to the NBA A in Figure 4.17 yields a DBA Ay, with two reachable
states (namely {go} and {qg,¢1}) for the language consisting of all infinite words with
infinitely many B’s, but not for the language given by (A + B)*B*.

Another example that illustrates why the powerset construction fails for Biichi automata
is provided in Exercise 4.16 (page 225).

4.3.4 Generalized Biichi Automata

In several applications, other w-automata types are useful as automata models for w-
regular languages. In fact, there are several variants of w-automata that are equally
expressive as nondeterministic Biichi automata, although they use more general acceptance
conditions than the Biichi acceptance condition ”visit infinitely often the acceptance set
F”. For some of these w-automata types, the deterministic version has the full power of
w-regular languages. These automata types are not relevant for the remaining chapters of
this monograph and will not be treated here. *

For the purposes of this monograph, it suffices to consider a slight variant of nondeter-
ministic Biichi automata, called generalized nondeterministic Blichi automata, or GNBA
for short. The difference between an NBA and a GNBA is that the acceptance condition
for a GNBA requires to visit several sets I1,..., I} infinitely often. Formally, the syntax
of a GNBA is as for an NBA, except that the acceptance condition is a set F consisting
of finitely many acceptance sets I, ..., F, with F; C ). That is, if ) is the state space of
the automaton then the acceptance condition of a GNBA is an element F of 229 Recall

4In Chapter 10, deterministic Rabin automata will be used for representing w-regular properties.
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that for an NBA, it is an element F' € 2¢. The accepted language of a GNBA G consists
of all infinite words which have an infinite run in G that visits all sets F; € F infinitely
often. Thus, the acceptance criterion in a generalized Biichi automaton can be understood
as the conjunction of a number of Biichi acceptance conditions.

Definition 4.52. Generalized NBA (GNBA)

A generalized NBA is a tuple G = (Q, %, 0, Qo, F) where @, 3,0, Qq are defined as for an
NBA (see Definition 4.27 on page 174) and F is a (possibly empty) subset of 2¢.

The elements F' € F are called acceptance sets. Runs in a GNBA are defined as for an
NBA. That is, a run in G for the infinite word Ag A1 ... € ¥* is an infinite state sequence
G0 q1q2--. € Q“ such that ¢y € Qg and ¢; 41 € d(q;, A;) for all ¢ > 0.

The infinite run ¢g g1 g2 . .. is called accepting if
oo .
VEFeF. (3 ]GH\I.QJ'GF).
The accepted language of G is:

L,(G) = {0 € ¥¥]| there exists an accepting run for ¢ in G }.

Equivalence of GNBAs and the size of a GNBA are defined as for NBAs. Thus, GNBA G
and G’ are equivalent if £L,(G) = L,(G"). The size of GNBA G, denoted |G|, equals the
number of states and transitions in G.

Example 4.53. GNBA

Figure 4.19 shows a GNBA G over the alphabet 247 where AP = { crity, crity } with the
acceptance sets I1 = {q1 } and F» = {q2}. That is, F = {{q1 },{g2}}. The accepted
language is the LT property Pj,. consisting of all infinite words Ag A1 As... € (2AP )
such that the atomic propositions crit; and crite hold infinitely often (possibly at different
positions), i.e.,

o . . o . .

37 >20.critt € A; and 3 j=>0.crity € Aj.

Thus, Py, formalizes the property "both processes are infinitely often in their critical
section”. Let us justify that indeed £, (G) = Pje. This goes as follows.

”C”: Each accepting run has to pass infinitely often through the edges (labeled with crity
or crity) leading to the states ¢1 and go. Thus, in every accepted word ¢ = AgA1A,... €
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Figure 4.19: GNBA for “infinitely often processes 1 and 2 are in their critical section”.

L,,(G) the atomic propositions crit; and crite occur infinitely often as elements of the sets
A; e 24P Thus, ¢ € Plye.

"D”: Let 0 = Ag A1 Ag ... € Pj,.. Since both propositions crit, and crite occur infinitely
often in the symbols A;, the GNBA G can behave for the input word ¢ as follows. G remains
in state gg until the first input symbol A; with crit; € A, appears. The automaton then
moves to state ¢g1. From there, G consumes the next input symbol A, 1 and returns to ¢g.
It then waits in go until a symbol A; with crity € A; occurs, in which case the automaton
moves to state ¢o for the symbol A; and returns to gg on the next symbol A;, ;. Now the
whole procedure restarts, i.e., G stays in gg while reading the symbols A; ,..., Ay_1 and
moves to ¢; as soon as the current input symbol Ay contains crit;. And so on. In this
way, G generates an accepting run of the form

< ks k. ks
W R g gt ..

for the input word ¢. These considerations show that Py, C L,(G). ]

Remark 4.54. No Acceptance Set

The set F of acceptance sets of a GNBA may be empty. If 7 = & then o € L,(G) if
and only if there exists an infinite run for ¢ in G. We like to stress the difference with
NBA with an empty set of accepting states. For an NBA A = (Q, %, 9, Qp, &) there are no
accepting runs. Therefore, the language £, (.A) is empty. Contrary to that, every infinite
run of a GNBA G = (Q, %, 4, Qo, @) is accepting.

In fact, every GNBA G is equivalent to a GNBA G’ having at least one acceptance set.
This is due to the fact that the state space () can always be added to the set F of the
acceptance sets without affecting the accepted language of the GNBA. Formally, for GNBA
G =1(Q,%,0,Q,F) let GNBA ¢’ = (Q,%,5,Qo,F U{Q}). Then it easily follows that:
L,(G) = L,(F). |
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Remark 4.55.  Nonblocking GNBA

As for NBAs, each GNBA G can be replaced with an equivalent GNBA @', in which all
possible behaviors for a given infinite input word yield an infinite run. Such a GNBA
G’ can be constructed by inserting a nonaccept trapping state, as we did for NBA in the
remark on page 187. [ ]

Obviously, every NBA can be understood as a GNBA with exactly one acceptance set.
Conversely, every GNBA can be transformed into an equivalent NBA:

Theorem 4.56. From GNBA to NBA

For each GNBA G there exists an NBA A with L,(G) = L,(A) and |A| = O(|G] - |F|)
where F denotes the setl of acceptance sets in G.

Proof: Let G = (@, 3,0, Qq, F) be a GNBA. According to the remark on page 194, we may
assume without loss of generality that F # @&. Let F = {F},..., F} where k > 1. The
basic idea of the construction of A is to create k copies of G such that the acceptance set F;
of the ith copy is connected to the corresponding states of the (i+1)th copy. The accepting

o V&

Figure 4.20: Idea for transforming a GNBA into an NBA.

condition for A consists of the requirement that an accepting state of the first copy is visited
infinitely often. This ensures that all other accepting sets F; of the k copies are visited
infinitely often too, see Figure 4.20 on page 195. Formally, let A = (@, %,d,Q), F')
where:

Q =Qx{1,...,k},
Qo =Qox{1}={(q,1) g € Qo}, and
F’:le{l}:{<qp,1>|qF€F1}.
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The transition function ¢’ is given by

(g, 1 ¢ €d(g,A)}  ifqgFi
{{¢,i+1) | ¢ €06(g,A)} otherwise.

0'({q, i), A) = {

We thereby identify (q,k+1) and (¢, 1). It is not difficult to check that A can be con-
structed in time and space O(|G| - |F|) where |F| = k is the number of acceptance sets in
G. The fact £,(G) = L,(A) can be seen as follows.

D: For a run of A to be accepting it has to visit some state (g, 1) infinitely often, where
g € F1. As soon as a run reaches (g, 1), the NBA A moves to the second copy. From the
second copy the next copy can be reached by visiting (¢, 2) with ¢’ € F. NBA A can only
return to (g, 1) if it goes through all k copies. This is only possible if it reaches an accept
state in each copy since that is the only opportunity to move to the next copy. So, for a
run to visit (g, 1) infinitely often it has to visit some accept state in each copy infinitely
often.

C: By a similar reasoning it can be deduced that every word in £, (G) is also accepting
in A. [ |

Ezample 4.57.  Transformation of a GNBA into an NBA

Consider the GNBA G described in Example 4.53 on page 193. The construction indicated
in the proof of Theorem 4.56 provides an NBA consisting of two copies (as there are two
accept sets) of G, see Figure 4.21. For example,

&' ({g0, 1), { erit1 }) = {{q0, 1), (g1, 1) },

since go & F1 = {q1 } and &'({g2,2), A) = {{go, 1)}, since I, = {¢2}. Thereby, A C
{ crity, crity } is arbitrary. [

Any NBA can be considered as a GNBA by simply replacing the acceptance set F' of
the NBA with the singleton set F = { F'} for the corresponding GNBA. Using this fact,
together with the result that NBAs are equally expressive as w-regular languages (see
Theorem 4.32 on page 178), we obtain by Theorem 4.56:

Corollary 4.58. GNBA and w-Regular Languages
The class of languages accepted by GNBAs agrees with the class of w-regular languages.

As we have seen before, w-regular languages are closed under union. This is immediate
from the definition of w-regular expressions and can also simply be proven by means of
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crity crity

critq

true

Figure 4.21: Example for the transformation of a GNBA into an equivalent NBA.

NBA representations (see Lemma 4.33 on page 179). We now use GNBAs to show that
w-regular languages are closed under intersection too.

Lemma 4.59. Intersection of GNBA
For GNBA Gy and Go (both over the alphabet ), there exists a GNBA G with

Lo(G) = Lo(G1) N Lu(G2) and |G| = O(|G1] - |Gal)-

Proof: Let G1 = (@1, 2751,Q071,}—1) and Go = (Q2, 2752,Q072,.7'—2) where without loss of
generality Q1NQ2 = &. Let G be the GNBA that results from G; and Go by a synchronous
product construction (as for NFA) and “lifts” the acceptance sets F' € F1UF; to acceptance
sets in G. Formally,

G=G @G =(Q1xQ2,%,0,Q01 X Qo2,F)

where the transition relation ¢ is defined by the rule

g1 g A g2 o gh

(q1,92) A, (th qé)

The acceptance condition in G is given by

.7'—:{F1XQ2|F16.71}U{Q1XF2|F2€.7'—2}.
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It is now easy to verify that G has the desired properties. ]

The same result also holds for union, that is, given two GNBAs G; and Gy with the same
alphabet . there is a GNBA G with £,(G) = £,(G1)UL,(G2) and |G| = O(|G1|+|Gz|). The
argument is the same as for NBA (Lemma 4.33): we simply may take the disjoint union
of the two GNBAs and decide nondeterministically which of them is chosen to “scan” the
given input word.

Since GNBA yield an alternative characterization of w-regular languages, we obtain by
Lemma 4.59:

Corollary 4.60. Intersection of w-Regular Languages
If L1 and Lo are w-reqular languages over the alphabet 33, then so is £1 N Lo.

4.4 Model-Checking w-Regular Properties

The examples provided in Section 4.3.2 (see page 176 ff.) illustrated that NBAs yield a
simple formalism for w-regular properties. We now address the question how the automata-
based approach for verifying regular safety properties can be generalized for the verification
of w-regular properties.

The starting point is a finite transition system T'S = (S, Act, —, I, AP, L) without terminal
states and an w-regular property P. The aim is to check algorithmically whether TS |= P.
As we did for regular safety properties, the verification algorithm we present now attempts
to show that T'S = P by providing a counterexample, i.e., a path 7 in T'S with trace(r) ¢
P. (If no such path exists, then P holds for TS.) For this, we assume that we are given an
automata-representation of the “bad traces” by means of an NBA A for the complement
property P = (24F)\ P. The goal is then to check whether Traces(TS) N L, (A) # @.

Note that:
Traces(TS) N L, (A) # @

if and only if Traces(TS)NP # &
if and only if Traces(TS) N (24P)\ P # @
if and only if Traces(TS) € P

if and only if TS P.
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The reader should notice the similarities with regular safety property checking. In that
case, we started with an NFA for the bad prefixes for the given safety property Pif
(the bad behaviors). This can be seen as an automata-representation of the complement
property m, see Remark 4.31 on page 177. The goal was then to find a finite, initial
path fragment in TS that yields a trace accepted by the NFA, i.e., a bad prefix for Py,p..

Let us now address the problem to check whether Traces(TS) N L,(A) # @. For this,
we can follow the same pattern as for regular safety properties and construct the product
TS @ A which combines paths in TS with the runs in A. We then perform a graph
analysis in TS ® A to check whether there is a path that visits an accept state of A
infinitely often, which then yields a counterexample and proves T'S = P. If no such path
in the product exists, i.e., if accept states can be visited at most finitely many times on
all paths in the product, then all runs for the traces in T'S are nonaccepting, and hence
Traces(TS) N L,(A) = @ and thus TS |= P

In the sequel, we will explain these ideas in more detail. For doing so, we first introduce
the notion of a persistence property. This is a simple type of LT' property that will
serve to formalize the condition stating that accept states are only visited finitely many
times. The problem of verifying w-regular properties is then shown to be reducible to
the persistence checking problem. Recall that the problem of verifying regular safety
properties is reducible to the invariant checking problem, see Section 4.2.

4.4.1 Persistence Properties and Product

Persistence properties are special types of liveness properties that assert that from some
moment on a certain state condition ® holds continuously. Stated in other words, —=® is
required to hold at most finitely many times. As for invariants, we assume a representation
of ® by a propositional logic formula over AP.

Definition 4.61. Persistence Property

A persistence property over AP is an LT property Pp..s C (2AP )¥ “eventually forever ®”
for some propositional logic formula ® over AP. Formally,

Prers = {AoAiAy... € @20) |V j. 4 |- o]

where Ovo 4 is short for 3i > 0. Vj > i. Formula ® is called a persistence (or state) condition
of Ppers. [ |

Intuitively, a persistence property “eventually forever ®” ensures the tenacity of the state

Petitioner Exhibit 1002-3143



200 Regular Properties

property given by the persistence condition ®. One may say that ® is an invariant after a
while; i.e., from a certain point on all states satisfy ®. The formula “eventually forever ®”
is true for a path if and only if almost all, i.e., all except for finitely many, states satisfy
the proposition ®.

Our goal is now to show that the question whether Traces(TS) N L, (A) = @ holds can be
reduced to the question whether a certain persistence property holds in the product of T'S
and A. The formal definition of the product TS ® A is exactly the same as for an NFA.
For completeness, we recall the definition here:

Definition 4.62. Product of Transition System and NBA

Let TS = (S, Act,—, I, AP, L) be a transition system without terminal states and A =

(Q, 24P 5 Q, F) a nonblocking NBA. Then, T'S ® A is the following transition system:
TS A = (SxQ,Act,—' I',AP L)

where —/ is the smallest relation defined by the rule

st A gLty

(s,q) =" (t,p)

and where

L(s
o I'={{s0,q) | s0€l A 3q0€ Qo q0—q},
e AP =Q and I : S x Q — 29 is given by L'({s,q)) = {q}.
Furthermore, let P, 4) be the persistence property over AP' = Q given by
"eventually forever —F”

where —F denotes the propositional formula /\ —q over AP = Q. [ |
q€Q

We now turn to the formal proof that the automata-based approach for checking w-regular
properties relies on checking a persistence property for the product transition system:

Theorem 4.63. Verification of w-Regular Properties

Let TS be a finite transition system without terminal states over AP and let P be an w-
reqular property over AP. Furthermore, let A be a nonblocking NBA with the alphabet
24P and L£,(A) = 247)\ P. Then, the following statements are equivalent:
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(a) TS |= P
(b) Traces(TS)NL,(A) =@

(C) TS © A |: Ppers(.A)

Proof: Let TS = (S, Act,—,I,AP,L) and A = (Q,24F,5,Qo, F). The equivalence of (a)
and (b) was shown on page 198. Let us now check the equivalence of (b) and (c). For this
we show

Traces(TS) N L,(A) # @ if and only if TS®A [E Pperga)-

7" Assume TS @ A £ Ppergay- Let 7 = (s0,q1) (51,¢2) ... be a path in TS® A such
that

o I;'é Ppers(.A)'

Then there are infinitely many indices ¢ with ¢; € F. The projection of 7’ to the states in
TS yields a path 7 = sp 8182 ... in TS.

Let ¢go € Qg be an initial state of A such that ¢g M>ql. Such a state gy exists, since
4

(s0,q1) is an initial state of T'S @ A. The state sequence ¢y q1 g2 ... is a run in A for the
word
trace(m) = L(so) L(s1) L(s2) ... € Traces(TS).

Since there are infinitely many ¢ with ¢; € F', the run ¢g ¢1 g2 . . . is accepting. Hence,
trace(m) € L,(A).

This yields trace(r) € Traces(TS) N L, (A), and thus Traces(TS) N L, (A) # @.

"=": Assume that Traces(TS) N L,(A) # @. Then there exists a path in TS, say
T = 8981 82... with

trace(m) = L(sg) L(s1) L(s2)... € L,(A).
Let goq1 g2 ... be an accepting run in A for trace(w). Then
L{ss)

go € Qo and ¢ —">q;y1 Tforalli>0.

Furthermore, ¢; € F for infinitely many indices . Thus, we can combine 7 and the run
Go q1 - .. to obtain a path in the product

7= <80,q1> <81,q2> RS Paths(TS@A)
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{a} {a} {a2}

Figure 4.22: A simple traffic light (upper left), an NBA corresponding to Ppers (upper
right), and their product (below).

Since ¢; € F' for infinitely many i, we have 7' [ Ppepg(4). This yields TS @ A [E Ppergra)-
|

Ezample 4.64. Checking a Persistence Property

Consider a simple traffic light as one typically encounters at pedestrian crossings. It only
has two possible modes: red or green. Assume that the traffic light is initially red, and
alternates between red and green, see the transition system PedTrLight depicted in the
upper left part of Figure 4.22. The w-regular property P to be checked is “infinitely often
green”. The complement property P thus is “eventually always not green”. The NBA

depicted in the upper right part of Figure 4.22 accepts P.

To check the validity of P, we first construct the product automaton Ped TrLight ® A, see
the lower part of Figure 4.22. Note that the state (s1,¢1) is unreachable and could be
omitted. Let Py 4) = “eventually forever —¢1”. From the lower part of Figure 4.22 one
can immediately infer that there is no run of the product automaton that goes infinitely
often through a state of the form (-, ¢1). That is, transition system PedTrLight and NBA
A do not have any trace in common. Thus we conclude:

PedTrLight @ A |= “eventually forever” —qq
and consequently (as expected):

PedTrLight |= “infinitely often green”.
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As a slight alternative, we now consider a pedestrian traffic light that may automatically
switch off to save energy. Assume, for simplicity, that the light may only switch off when
it is red for some undefined amount of time. Clearly, this traffic light cannot guarantee
the validity of P = “eventually forever —green” as it exhibits a run that (possibly after
a while) alternates between red and off infinitely often. This can be formally shown as
follows. First, we construct the product automaton, see Figure 4.23 (lower part). For
instance, the path (s, qo) ((s2,¢1) (s0,¢1))* goes infinitely often through the accept state
g1 of A and generates the trace

{red}@{red}@{red} @ ......
That is, Traces(PedTrLight’) N L, (A) # &, and thus
PedTrLight’® A [~ “eventually forever” —qp

and thus
PedTrLight' [~ “infinitely often green”.

More concretely, the path m = sg 81 89 1 ... generating the trace
trace(m) = {red } @ {red} @ {red } @ ...

has an accepting run gg (¢1)* in A. [ |

According to Theorem 4.63, the problem of checking an arbitrary w-regular property can
be solved with algorithms that check a simple type of w-regular liveness property, namely
persistence properties. An algorithm for the latter will be provided in the following section
where the transition system under consideration results from the product of the original
transition system and an NBA for the undesired behaviors.

4.4.2 Nested Depth-First Search

The next problem that we need to tackle is how to establish whether for a given finite

transition system T'S:
TS I?é Ppers

where P, is a persistence property. Let ® be the underlying propositional formula that
specifies the state condition which has to hold "eventually forever”.

The following result shows that answering the question "does TS & Ppes hold?” amounts
to checking whether TS contains a reachable state violating ® that is on a cycle in TS.
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(81,41)

{q} {a} {e}

Figure 4.23: A simple traffic light that can switch off (upper part) and its product (lower
part).
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P
R
¢ —¢ q>/<p

s -d ¢

N

P

Figure 4.24: An example of a run violating “eventually always” ®.

This can be justified intuitively as follows. Suppose s is a state that is reachable from an
initial state in TS and s [£ ®. As s is reachable, T'S has an initial path fragment that
ends in s. If s is on a cycle, then this path fragment can be continued by an infinite
path that is obtained by traversing the cycle containing s infinitely often. In this way,
we obtain a path in T'S that visits the —®-state s infinitely often. But then, TS & Ppers.
This is exemplified in Figure 4.24 where a fragment of a transition system is shown; for
simplicity the action labels have been omitted. (Note that — in contrast to invariants — a
state violating ¢ which is not on a cycle does not cause the violation of Pps.)

The reduction of checking whether TS |= Ppers to a cycle detection problem is formalized
by the following theorem.

Theorem 4.65. Persistence Checking and Cycle Detection

Let TS be a finite transition system without terminal states over AP, ® a propositional
Jormula over AP, and Ppers the persistence property “evenlually forever ®”. Then, the
following statements are equivalent:

(a) TS Ppers,

(b) There exists a reachable ~®-state s which belongs to a cycle. Formally:

Js € Reach(TS).s [ ® As is on a cycle in G(TS) .5

Before providing the proof, let us first explain how to obtain an error indication whenever
TS = Ppers- Let T = ugug ug ... up be a path in the graph induced by TS, i.e., G(TS),
such that k > 0 and s = ug = uy. Assume s [~ ®. That is, 7 is a cycle in G(TS) containing

"Recall that G(TS) denotes the underlying directed graph of TS.
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a state violating ®. Let sg $1 52...8, be an initial path fragment of T'S such that s, = s.
Then the concatenation of this initial path fragment and the unfolding of the cycle

mT™T=5808182... S, UL U2 ... UL UL U2 ... Uk ...
S~~~ N~~~ S~~~

is a path in TS. As state s [~ ® is visited by 7 infinitely often, it follows that 7 does not
satisfy “eventually always ®”. The prefix

$08182... S, UL U2 ... UL
N~~~ N~~~
=5 =5

can be used as diagnostic feedback as it shows that s may be visited infinitely often.
Proof: Let TS = (S, Act,—, 1, AP).

(a) = (b): Assume TS & Py, i.e., there exists a path 7 = sps182... in TS such that
trace(m) ¢ Ppers- Thus, there are infinitely many indices ¢ such that s; = ®. Since TS is
finite, there is a state s with s = s; £ ® for infinitely many i. As s appears on a path
starting in an initial state we have s € Reach(TS). A cycle T is obtained by any fragment
8 8541 Siv2 ... S of T where s; = 8,1 = s and k > 0.

(b) = (a): Let s and T = uguq ... u be as indicated above, i.e., s € Reach(TS) and 7 is
a cycle in T'S with s = ug = uy. Since s € Reach(TS), there in an initial state $9 € I and
a path fragment sy 87 ...5s, with s, = s. Then:

T™T=58085182... S, UL U2 ... UL UL U2 Uk ...
S~~~ ~~~ S~~~

is a path in TS. Since s [£ ®, it follows that m does not satisfy “eventually forever ®”,
and thus T'S & Ppers. [ |

Erample 4.66.  Pedestrian Traffic Lights Revisited

Consider the transition system model of the simple traffic light that one typically encoun-
ters at pedestrian crossings (see Figure 4.22) and the persistence property “eventually
forever” —g; where ¢, is the accept state of the NBA A. As there is no reachable cycle in
the product transition system that contains a state violating —¢1, i.e., a cycle that contains
a state labeled with ¢y, it follows that

PedTrLight © A |= “eventually forever” —q;.

For the traffic light that has the possibility to automatically switch off, it can be inferred
directly from the product transition system (see the lower part of Figure 4.23) that there
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is a reachable state, e.g., ($2,¢1) & —¢1, that lies on a cycle. Thus:
PedTrLight’ @ A [= “eventually forever” —gqj.

Thus, persistence checking for a finite transition system requires the same techniques as
checking emptiness of an NBA, see page 184. In fact, the algorithm we suggest below can
also be used for checking emptiness in an NBA.

A Naive Depth-First Search Theorem 4.65 entails that in order to check the validity
of a persistence property, it suffices to check whether there exists a reachable cycle con-
taining a —®-state. How to check for such reachable cycles? A possibility is to compute
the strongly connected components (SCCs, for short) in G(TS) — this can be done in a
worst-case time complexity that is linear in the number of states and transitions — and to
check whether one such SCC is reachable from an initial state, contains at least one edge,
and, moreover, contains a —®-state. If indeed such a SCC does exist, Pprs is refuted;
otherwise the answer is affirmative.

Although this SCC-based technique is optimal with respect to the asymptotic worst-case
time complexity, it is more complex and less adequate for an on-the-fly implementation.
In that respect, pure cycle-check algorithms are more appropriate. Therefore, in the sequel
we will detail the standard DFS-based cycle detection algorithm.

Let us first recall how for a finite directed graph G and node v, it can be checked with
a DFS-based approach whether v belongs to a cycle. For this, one may simply start a
depth-first search in node v and check for any visited node w whether there is an edge from
w to v. If so, a cycle has been found: it starts in v and follows the path to node w given
by the current stack content and then takes the edge from w to v. Vice versa, if no such
edge is found, then v does not belong to a cycle. To determine whether G has a cycle, a
similar technique can be exploited: we perform a depth-first search to visit all nodes in G.
Moreover, on investigating the edge from w to v it is checked whether v has already been
visited and whether v is still on the DFS stack. If so, then a so-called backward edge has
been found which closes a cycle. Otherwise, if no backward edge has been found during
the DF'S in (¢ then G is acyclic. (A detailed description of this DFS-based cycle detection
technique can be found in textbooks on algorithms and data structures, e.g., [100].)

We now DFS-based cycle checks (by searching for backward edges) for persistence checking.
The naive approach works in two phases, as illustrated in Algorithm 6:

1. In the first step, all states satisfying —® that are reachable from some initial state
are determined. This is performed by a standard depth-first search.
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2. In the second step, for each reachable —®-state s, it is checked whether it belongs to
a cycle. This algorithm (called cycle_check, see Algorithm 7) relies on the technique
sketched above: we start a depth-first search in ¢ (with initially empty DFS stack
V' and initially empty set T of visited states) and check for all states reachable from
s whether there is an outgoing backward edge leading to s.

This yields an algorithm for checking the validity of the persistence property with quadratic
worst-case running time. More precisely, its time complexity is in O(N-(|®| + N+M))
where N is the number of reachable states in T'S and M the number of transitions between
these reachable states. This can be seen as follows. Visiting all states that are reachable
from some initial state takes O(N+M+N-|®|) as a depth-first search over all states suffices
and in each reachable state the validity of ® is checked (which is assumed to be linear
in the size of ®). In the worst case, all states refute ®, and a depth-first search takes
place (procedure cycle_check) for all these states. This takes O(N-(N+M)). Together
this yields O(N-(|®| + N+M)).

Several simple modifications of the suggested technique are possible to increase efficiency.
For instance, cycle_check(s’) can be invoked inside visit(s) immediately before or after s’ is
inserted into R_3, in which case the whole persistence checking algorithm can abort with
the answer "no” if cycle_check(s’) returns true. However, the quadratic worst-case running
time cannot be avoided if the cycle check algorithm for the —~®-states relies on separate
depth-first searches. The problem is that certain fragments of T'S might be reachable
from different —®-states. These fragments are (re-)explored in the depth-first searches
(cycle_check) invoked by several —®-states. To obtain linear running time, we aim at a
cycle detection algorithm that searches for backward edges leading to one of the =®-states
and ensures that any state is visited at most once in the depth-first searches for the cycle
detection. This will be explained in the following subsection.

A Nested Depth-First Search Algorithm The rough idea of the linear-time cy-
cle detection-based persistence checking algorithm is to perform two depth-first searches
(DFSs) in T'S in an interleaved way. The first (outer) depth-first search serves to encounter
all reachable —®-states. The second (inner) depth-first search seeks backward edges lead-
ing to a =®-state. The inner depth-first search is nested in the outer one in the following
sense: whenever a —®-state s has been fully expanded by the outer depth-first search,
then the inner depth-first search continues with state s and visits all states s’ that are
reachable from s and that have not yet been visited in the inner depth-first search before.
If no backward edge has been found when treating s in the inner DFS, then the outer DFS
continues until the next —®-state { has been fully expanded, in which case the inner DFS
proceeds with ¢.
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Algorithm 6 Naive persistence checking

Input: finite transition system TS without terminal states, and proposition ®
QOulput: "yes” if TS | "eventually forever 7, otherwise "no”.

set of states R:= &; R o = &; (* set of reachable states resp. ~P-states *)
stack of states U := ¢; (* DFS stack for first DFS, initial empty *)
set of states T := &; (* set of visited states for the cycle check *)
stack of states V :=g¢; (* DFS stack for the cycle check *)
for all s € I\ R do visit(s); od (* a DFS for each unvisited initial state *)
for all s € R_¢ do
T:=0,V =g (* initialize set T and stack V *)
if cycle_check(s) then return ”no” (* s belongs to a cycle *)
od
return ” yes” (* none of the =d-states belongs to a cycle *)

procedure visit (state s)
push(s,U); (* push s on the stack *)
R:=RU {s}; (* mark s as reachable *)
repeat
s" == top(U);
if Post(s’) C R then
pop(U);
if o then Rg =R oU{s };fi
else
let s” € Post(s’)\ R
push(s” U);

R:=RU/{s"}; (* state s” is a new reachable state *)
fi
until (U =€)
endproc
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Algorithm 7 Cycle detection

Input: finite transition system TS and state s in TS with s [£ ¢
Qutput: true if s lies on a cycle in TS, otherwise false

(* T organizes the set of states that have been visited, V serves as DFS stack. )
(* In the standard approach to check whether there is a backward edge to s, *)

(* 1" and V are initially empty.

procedure boolean cycle_check(state s)

boolean cycle_found := false;
push(s, V);
T:=TU{s}h
repeat
s' == top(V);
if s € Post(s’) then
cycle_found := true;
push(s, V);
else
if Post(s’)\I' # @ then
let s” € Post(s’)\ I';
push(s”, V);

T:=TU{s"}
else
pop(V);
fi
fi

until ((V =¢) V cycle_found)
return cycle_found
endproc

(* no cycle found vyet *)
(* push s on the stack *)

(* take top element of V' *)

(* if s € Post(s’), a cycle is found *)

(* push s on the stack *)

(* push an unvisited successor of s’ *)

(* and mark it as reachable *)

(* unsuccessful cycle search for s’ *)

Petitioner Exhibit 1002-3154



Model-Checking w-Regular Properties 211

Algorithm 8 Persistence checking by nested depth-first search

Input: transition system TS without terminal states, and proposition ®
Oulput: "yes” if TS | 7eventually forever &7, otherwise "no” plus counterexample

set of states R := o; (* set of visited states in the outer DFS *)
stack of states U :=¢; (* stack for the outer DFS *)
set of states 1':= &; (* set of visited states in the inner DFS *)
stack of states V :=¢; (* stack for the inner DFS *)

boolean cycle_found := false;

while (I \ R # @ A —cycle_found) do

let s € I\ R; (* explore the reachable *)

reachable_cycle(s); (* fragment with outer DFS *)
od
if —cycle_found then

return ("yes”) (* TS |= "eventually forever " *)
else

return ("no”, reverse(V.U)) (* stack contents yield a counterexample *)

fi

procedure reachable_cycle (state s)
push(s,U); (* push s on the stack *)
R:=RU {s};
repeat
s" == top(U);
if Post(s’) \ R + @ then
let s € Post(s') \ R;

push(s” U); (* push the unvisited successor of s’ *)
R:=RU{s"}; (* and mark it reachable *)
else
pop(U); (* outer DFS finished for s’ *)
if s’ }£ ® then
cycle_found := cycle_check(s’); (* proceed with the inner *)
(* DFS in state s’ *)
fi
fi
until (U =¢<) Vv cycle_found) (* stop when stack for the outer *)
(* DFS is empty or cycle found *)
endproc
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This algorithm is called nested depth-first search. Algorithm 8 shows the pseudocode
for the outer depth-first search (called reachable_cycle) which invokes the inner depth-first
search (cycle_check, cf. Algorithm 7 on page 210). Later we will explain that it is important
that cycle_check(s) is called immediately after the outer depth-first search has visited all
successors of s. The major difference from the naive approach is that cycle_check(s)
reuses the information of previous calls of cycle_check(-) and ignores all states in 7. When
cycle_check(s) is invoked then 71" consists of all states that have been visited in the inner
DFS before, i.e., during the execution of cycle_check(u) called prior to cycle_check(s).

An interesting aspect of this nested depth-first strategy is that once a cycle is determined
containing a —®-state s, then a path to s can be computed easily: stack U for the outer
DFS contains a path fragment from the initial state sy € I to s (in reversed order),
while stack V' for the inner DFS — as maintained by the procedure cycle_check(-) —
contains a cycle from state s to s (in reversed order). Concatenating these path fragments
thus provides an error indication in the same vein as described before in the proof of
Theorem 4.65 on page 205.

Example 4.67. Running the Nested DFS Algorithm

Consider the transition system depicted in Figure 4.25 and assume that sg = ®, s3 = @,
whereas s1 [£ ® and so [£ ®. Consider the scenario in which sy is considered as a first
successor of g, i.e., so is considered in the outer depth-first search prior to considering
state s1. This means that the order in which the states are put by Algorithm 8 on the
stack U equals (s1, s3, 2, Sg) where we write the stack content from the top to the bottom,
i.e., 1 is the top element (the last element that has been pushed on the stack). Besides,
R = S. Thus, the outer DFS takes s; as the top element of U and verifies Post(s;) C R.
As $1 [£ @, the invocation cycle_check(s1) takes place and s7 is deleted from stack U for the
outer DFS. This yields that s; is put on the stack V for the inner DFS, followed by its only
successor s3. Then the cycle s1 — s3 — $1 is detected, cycle_check(s1) yields true, and
as a result, reachable_cycle(sg) terminates with the conclusion that Py on @ is refuted.
An error indication is obtained by first concatenating the content of V' = (s1, s3, $1) and
U = (s3, 82, 80) and then reversing the order. This yields the path sg se s3s1 8351, which
is indeed a prefix of a run refuting “eventually always ®”. [ |

The soundness of the nested depth-first search is no longer trivial because — by the
treatment of T as a global variable — not all states reachable from s are explored in
cycle_check(s), but only those states that have not been visited before in the inner depth-
first search. Thus, we could imagine that there is a cycle with —®-states which will not
be found with the nested depth-first search: this cycle might have been explored during
cycle_check(u) where u does not belong to this or any other cycle. Then, none of the
following procedure calls of cycle_check(:) will find this cycle. The goal is now to show
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Figure 4.25: An example of a transition system for nested DFS.

that this cannot happen, i.e., if there is a reachable cycle with —~®-states, then the nested
depth-first search will find such a cycle.

In fact, things are more tricky than it seems. In Algorithm & it is important that the
invocations to the procedure cycle_check(s) for s € Reach(TS) and s [~ ® occur in ap-
propriate order. Let s [/ ®. Then cycle_check(s) is only invoked if Post(s) C R, i.e.,
when all states reachable from s have been encountered and visited.® So, the invocation
cycle_check(s) is made immediately once all states that are reachable from s have been
visited and expanded in the outer depth-first search. As a result, Algorithm 8 satisfies the
following property: if s’ is a successor of state s in the visit-order of the outer depth-first
search and s £ ® and ¢’ [£ ®, then the invocation cycle_check(s') occurs prior to the
invocation cycle_check(s).

Example 4.68. Modifying the Nested DFS

Let us illustrate by an example that the nested depth-first search algorithm would be
wrong if the outer and inner DFS are interleaved in an arbitrary way. We consider again
the transition system in Figure 4.25 on page 213. We start the outer DFS with the initial
state sg and assume that state so is visited prior to s1. Let us see what happens if we
do not wait until so has been fully expanded in the outer DFS and start cycle_check(ss)
immediately. Then, cycle_check(sy) visits s3 and s; and returns false, since there is no
backward edge leading to state so. Thus, cycle_check(sq) yields T = {s2,s3,s1} (and
V = ¢). Now the outer DFS proceeds and visits s3 and s;. It calls cycle_check(s;) which
fails to find the cycle sy1s3s1. Note that cycle_check(s;) immediately halts and returns
false since s1 € T = {s9,83,81}. Thus, the nested depth-first search would return the
wrong answer “yes”. [ |

SFor a recursive formulation of the outer depth-first search, this is the moment where the depth-first
search call for s terminates.
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Theorem 4.69. Correciness of the Nested DFS

Let TS be a finite transition system over AP without terminal states, ® a propositional
Jormula over AP, and Ppers the persistence property "eventually forever ®”. Then:

Algorithm 8 returns the answer "no” if and only if TS = Ppers.

Proof:

=-: This follows directly from the fact that the answer “false” is only obtained when an
initial path fragment of the form sg...s...s has been encountered for some sg € I and
s = ©. But then, TS & Ppers.

<: To establish this direction, we first prove that the following condition holds:

(*) On invoking cycle_check(s), there is no cycle s; s} ... s} in TS such that:

{s0:81,...,s, }NT#@ and se€{sg,...,s}}

So, on invoking cycle_check(s), there is no cycle containing s and a state in 7'. Statement
(*) ensures that in the inner DFS, all already visited states in T-—the states that were
visited during an earlier cycle detection—can be safely ignored during the next cycle
search. In other words, if s belongs to a cycle then cycle_check(s) has to find one such cycle.
We prove the statement (*) by contradiction. Consider the invocation cycle_check(s).
Assume there exists a cycle s; s} ... s} such that

so=s,=s and spE® and {s,8),...,5,} NT#3.

Without loss of generality we assume that s is the first state for which this condition holds
on invoking cycle_check(s). More precisely, we assume:

(+) For all states 5 with 5 |/ ® where cycle_check(s) has been invoked prior to cy-
cle_check(s), there is no cycle containing s and a state in T', on invoking cycle_check(s).

Let t € {s(,...,8, } N T, ie., tis a state on a cycle with state s. Since ¢ € T on the
invocation cycle_check(s), there must be a state, u say, for which cycle_check(-) has been
invoked earlier and during this search ¢ has been encountered (and added to T"). Thus, we
have u [~ ¢ and the following conditions (4.1) and (4.2):

cycle_check(u) was invoked prior to cycle_check(s) (4.1)
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as a result of cycle_check(u), t was visited and added to T’ (4.2)

Obviously, from (4.2), it follows that state ¢ is reachable from u. As the states s and ¢ are
on a cycle, and t is reachable from u, we have that s is reachable from u. This situation
is sketched in the following figure:

-

"

L;I'L

Now consider the outer depth-first search, i.e., reachable_cycle(-), and discuss the following
cases 1 and 2:

1. u has been visited prior to s in the outer DFS, i.e., s has been pushed on stack U
after u.

Since s is reachable from u, state s is visited during the expansion of u in the outer
DFS and taken from stack U before u. Hence, cycle_check(s) is invoked prior to
cycle_check(u) which contradicts (4.1).

2. u has been visited after s in the outer DFS, i.e., s has been pushed on stack U before
.

By (4.1), s is still in stack U when cycle_check(u) is invoked. This yields that wu is
reachable from s. But as s is reachable from w, this means that s and u are on a
cycle. This cycle or another cycle with state u would have been encountered dur-
ing cycle_check(u) because of (+) and Algorithm 8 would have terminated without
invoking cycle_check(s).

It remains to discuss the complexity of the nested depth-first search algorithm. Since T
is increasing during the execution of the nested depth-first search (i.e., we insert states in
T, but never take them out) any state in TS is visited at most once in the inner depth-
first search, when ranging over all procedure calls of cycle_check(:). The same holds for
the outer depth-first search since it is roughly a standard depth-first search. Thus, each
reachable state s’ in TS is taken
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e at most once’ as the top element of stack U in the outer depth-first search;

e at most once as the top element of stack V' in the inner depth-first search (when
ranging over all calls of cycle_check).

In particular, this observation yields the termination of Algorithm 8. The cost caused by
the top-element s’ for the body of the repeat loop in cycle_check (inner depth-first search)
and in reachable_cycle (outer depth-first search) is O(]Post(s')]). Thus, the worst-case
time complexity of Algorithm 8 is linear in the size of the reachable fragment of T'S, but
has the chance to terminate earlier when a cycle has been found. In the following theorem
we also take into account that ® might be a complex formula and evaluating the truth
value of ¢ for a given state (by means of its label) requires O(|®|) steps.

Theorem 4.70. Time Complexity of Persistence Checking

The worst-case time complexity of Algorithm 8 is in O((N+M) + N-| & |) where N is the
number of reachable states, and M the number of transitions between the reachable states.

The space complexity is bounded above by O(|S| + | — |) where S is the state space of
TS and | — | the number of transitions in T'S. This is an adequate bound if we assume
a representation of TS by adjacency lists. However, in the context of model checking
the starting point is typically not an explicit representation of the composite transition
system, but a syntactic description of the concurrent processes, e.g., by high-level modeling
languages with a program graph or channel system semantics. Such syntactic descriptions
are typically much smaller than the resulting transition system. (Recall the state explosion
problem which appears through parallel composition and the unfolding of program graphs
into transition systems, see page 77 ff.) In the persistence checking algorithm, we may
assume that the elements in Post(s’) are generated on the fly by means of the semantic
rules for the transition relation. Ignoring the space required for the syntactic descriptions
of the processes, the additional space requirements for the presented persistence checking
algorithm is O(N) for the sets 1" and R and the stacks U and V, where N is the number of
reachable states in T'S. In fact, the representation of 7" and R is the most (space-)critical
aspect when implementing the nested depth-first search and running it on large examples.
Typically, T and R are organized using appropriate hash techniques. In fact, T and R can
even be represented by a single hash table where the entries are pairs (s, ) with b € {0, 1}.
The meaning of (s,0) is that s is in R, but not in 7" (i.e., s has been visited in the outer,
but not yet in the inner DFS). The pair (s, 1) means that s has been visited in both the
outer and the inner DFS. The single bit b is sufficient to cover all possible cases, since T’
is always a subset of R.

Texactly once, if Algorithm 8 does not abort with the answer "no”.
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Another simple observation can speed up the nested depth-first search in case the persis-
tence property is violated: whenever the inner DFS cycle_check(s) reaches a state ¢ which
is on the stack U (the DFS stack for the outer DFS), then the upper part of U yields a path
fragment from { to s, while the content of the DFS stack V' for the inner DFS describes a
path fragment from s to . Thus, a cycle has been found which visits s infinitely often and
the nested DFS may abort with a counterexample. To support checking whether state ¢
is contained in stack U, a further bit can be added to the entries in the hash table for
representing 1" and R. Le., we then have to deal with a hash table for triples (s, b, ¢) with
s € Rand b,c € {0,1} depending on whether s is in 7" (in which case b = 1) and whether
sisin U (in which case ¢ = 1). This leads to a slight variant of Algorithm 8 which is often
faster and generates smaller counterexamples than the original version.

4.5 Summary

e NFAs and DFAs are equivalent automata models for regular languages and can serve
to represent the bad prefixes of regular safety properties.

e Checking a regular safety property on a finite transition system is solvable by check-
ing an invariant on a product automaton, and thus amounts to solving a reachability
problem.

e w-Regular languages are languages of infinite words that can be described by w-
regular expressions.

e NBAs are acceptors for infinite words. The syntax is as for NFAs. The accepted
language of an NBA is the set of all infinite words that have a run where an accept
state is visited infinitely often.

e NBASs can serve to represent w-regular properties.

e The class of languages that are recognized by NBAs agrees with the class of w-regular
languages.

e DBAs are less powerful than NBAs and fail, for instance, to represent the persistence
property "eventually forever a”.

e Generalized NBAs are defined as NBAs, except that they require repeated visits for
several acceptance sets. Their expressiveness is the same as for NBAs.

e Checking an w-regular property P on a finite transition system TS can be reduced to
checking the persistence property “eventually forever no accept state” in the product
of TS and an NBA for the undesired behaviors (i.e., the complement property P).
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e Persistence checking requires checking the existence of a reachable cycle containing
a state violating the persistence condition. This is solvable in linear time by a nested
depth-first search (or by analyzing the strongly connected components). The same
holds for the nonemptiness problem for NBAs which boils down to checking the
existence of a reachable cycle containing an accept state.

e The nested depth-first search approach consists of the interleaving of two depth-first
searches: one for encountering the reachable states, and one for cycle detection.

4.6 Bibliographic Notes

Finite automata and regular languages. The first papers on finite automata were pub-
lished in the nineteen fifties by Huffman [217], Mealy [291], and Moore [303] who used
deterministic finite automata for representing sequential circuits. Regula r expressions
and their equivalence to finite automata goes back to Kleene [240]. Rabin and Scott [350]
presented various algorithms on finite automata, including the powerset construction. The
existence of minimal DFAs relies on results stated by Myhill [309] and Nerode [313]. The
O(N log N) minimization algorithm we mentioned at the end of Section 4.1 has been sug-
gested by Hopcroft [213]. For other algorithms on finite automata, a detailed description
of the techniques sketched here and other aspects of regular languages, we refer to the
text books [272, 363, 214, 383] and the literature mentioned therein.

Automata over infinite words. Research on automata over infinite words (and trees) started
in the nineteen sixties with the work of Biichi [73], Trakhtenbrot [392], and Rabin [351]
on decision problems for mathematical logics. At the same time, Muller [307] studied
a special type of deterministic w-automata (today called Muller automata) in the con-
text of asynchronous circuits. The equivalence of nondeterministic Biichi automata and
w-regular expressions has been shown by McNaughton [290]. He also established a link be-
tween NBAs and deterministic Muller automata [307] by introducing another acceptance
condition that has been later formalized by Rabin [351]. (The resulting w-automata type is
today called Rabin automata.) An alternative transformation from NBA to deterministic
Rabin automata has been presented by Safra [361]. Unlike Biichi automata, the nondeter-
ministic and deterministic versions of Muller and Rabin automata are equally expressive
and yield automata-characterizations of w-regular languages. The same holds for several
other types of w-automata that have been introduced later, e.g., Streett automata [382]
or automata with the parity condition [305].

The fact that w-regular languages are closed under complementation (we stated this result

without proof) can be derived easily from deterministic automata representations. The
proof of Theorem 4.50 follows the presentation given in the book by Peled [327]. Various
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decision problems for w-automata have been addressed by Landweber [261] and later by
Emerson and Lei [143] and Sistla, Vardi, and Wolper [373]. For a survey of automata on
infinite words, transformations between the several classes of w-automata, complementa-
tion operators and other algorithms on w-automata, we refer to the articles by Choueka
[81], Kaminsky [229], Staiger [376], and Thomas [390, 391]. An excellent overview of the
main concepts of and recent results on w-automata is provided by the tutorial proceedings
[174].

Automata and linear-time properties. The use of Biichi automata for the representation
and verification of linear-time properties goes back to Vardi and Wolper [411, 412] who
studied the connection of Bilichi automata with linear temporal logic. Approaches with
similar automata models have been developed independently by Lichtenstein, Pnueli, and
Zuck [274] and Kurshan [250]. The verification of (regular) safety properties has been
described by Kupferman and Vardi [249]. The notion of persistence property has been
introduced by Manna and Pnueli [282] who provided a hierarchy of temporal properties.
The nested depth-first algorithm (see Algorithm 8) originates from Courcoubetis et al. [102]
and its implementation in the model checker SPIN has been reported by Holzmann, Peled,
and Yannakakis [212]. The Mury verifier developed by Dill [132] focuses on verifying
safety properties. Variants of the nested depth-first search have been proposed by several
authors, see, e.g., [106, 368, 161, 163]. Approaches that treat generalized Biichi conditions
(i.e., conjunctions of Biichi conditions) are discussed in [102, 388, 184, 107]. Further
implementation details of the nested depth-first search approach can be found in the book
by Holzman [209].

4.7 Exercises

EXERCISE 4.1. Let AP = {a,b,c}. Counsider the following LT properties:

a) If a becomes valid, afterward b stays valid ad infinitum or until ¢ holds.

(

(b
(c
(d

Between two neighboring occurrences of a, b always holds.

Between two neighboring occurrences of a, b occurs more often than c.

)
)
)
) aA—=band bA —a are valid in alternation or until ¢ becomes valid.

For each property P; (1 <4 < 4), decide if it is a regular salety property (justily your answers) and
if so, define the NFA A; with £(A;) = BadPref(P;). (Hint: You may use propositional formulae
over the sel AP as transition labels.)
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EXERCISE 4.2. Let n > 1. Consider the language £,, € »* over the alphabet > = { A, B} that
consists of all finite words where the symbol B is on position n from the right, i.e., £ contains
exactly the words A1 As ... Ay € {A, B} where k > n and Ay_,,+1 = B. For instance, the word
ABBAABAB is in Ls3.

(a) Construct an NFA A, with at most n+1 states such that L(A,) = L,,.

(b) Determinize this NFA A, using the powerset construction algorithm.

EXERCISE 4.3. Consider the transition system TSge,, for the two-process mutual exclusion with
a semaphore (see Example 2.24 on page 43) and TSp.; for Peterson’s algorithm (see Example 2.25
on page 45).

(a) Let Psqpe be the regular safety property “process 1 never enters its critical section from its
noncritical section (i.e., process 1 must be in its waiting location before entering the critical
section)” and AP = { waity, crity }.

(1) Depict an NFA for the minimal bad prefixes for Psqp..
(ii) Apply the algorithm in Section 4.2 to verify T'Sgem = Psaje-

(b) Let Pyqp be the safety property “process 1 never enters its critical section from a state where
z=2" and AP = { crity,z = 2 }.

(1) Depict an NFA for the minimal bad prefixes for Psqp..

(ii) Apply the algorithm in Section 4.2 to verify TSpe; [~ Psase. Which counterexample is
returned by the algorithm?

EXERCISE 4.4. Let Psqp be a safety property. Prove or disprove the following statements:
a) If £ is a regular language with MinBadPrefl Ps,r.) € £ C BadPref(Psqz.), then Pygr is
2 guag f f f

regular.

(b) If Psoye is regular, then any £ for which MinBadPref{( Psqp) C £ C BadPref( Py ) is regular.

EXERCISE 4.5. Let AP = {a,b,c}. Consider the following NFA A (over the alphabet 247) and
the following transition system T'S:
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Construct the product TS ® A of the transition system and the NFA.

EXERCISE 4.6. Consider the following transition system TS

and the regular safety property

“always if a is valid and b A =¢ was valid somewhere before,

Peafe = then a and b do not hold thereafter at least until ¢ holds”

As an example, it holds:

{b}o{a,b}{ab,c} € pref{( Psoye)
{a,b}{ab}a{bc} € pref{ Psoye)
{bHa,cH{alt{a,bc} € BadPref(Pg)
{bHa,cHa,cHal} € BadPref(P;q.)

Questions:
(a) Define an NFA A such that £(.A) = MinBadPref{ Psq pe ).

(b) Decide whether T'S = P, . using the TS & A construction.
Provide a counterexample if TS = Po, se.

EXERCISE 4.7. Prove or disprove the following equivalences for w-regular expressions:
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(a) (E1 + E)F* = E..F | Eo.F*
(b) E(F, + F2)¥ = EFY 1 EFY
(¢) E(FF)» = EF*
) (E*.F)* = E*.F*

where E, Eq, Es, F, Fq, F2 are arbitrary regular expressions with ¢ ¢ L(F) U L(Fy) U £(Fz).

EXERCISE 4.8. Generalized w-regular expressions are built from the symbols @ (to denote the
empty language), £ (to denote the language {c} consisting of the empty word), the symbols A for
A € ¥ (for the singleton sets {A}) and the language operators “+” (union), “.” (concatenation),
“+” (Kleene star, finite repetition), and “w”(infinite repetition). The semantics of a generalized
w-regular expression G is a language £,(G) C X* U X¥, which is defined by

M Eg(g) = o, ‘Cg(é) - {5}7 ‘CQ(A) = {A}7
LJ Eg(Gl —+ GQ) == Eg(Gl) U LQ(GQ) and Eg(Gl.GQ) == Eg(Gl).Eg(GQ),
o £,(G") = L£,(G)*, and L£,(G”) = L,(G)~.

Two generalized w-regular expressions G and G’ are called equivalent iff £,(G) = £,(G").
Show that for each generalized w-regular expression G there exists an equivalent generalized w-
regular expression G’ of the form

G =E+E..F{ +...E,.F¥

where E, Eq, ..., E,,Fq,..., F, are regular expressions and ¢ ¢ L(F;),i=1,...,n.

EXERCISE 4.9. Let > = { A, B}. Construct an NBA A that accepts the set of infinite words o
over ¥, such that A occurs infinitely many times in o and between any two successive A’s an odd
number of B’s occur.

ExERCISE 4.10. Let ¥ ={ A, B, C} be an alphabet.

(a) Construct an NBA A that accepts exactly the infinite words o over 3 such that A occurs
infinitely many times in ¢ and between any two successive A’s an odd number of B's or an
odd number of C’s occur. Moreover, between any two successive A’s either only B’s or only
(s are allowed. That is, the accepted words should have the form

wAvVI AvoAvs ...

where w e {B,C}*, v; e {B*™ | k> 0}U{C*™ | k >0} for all i > 0. Give also an
w-regular expression for this language.
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(b) Repeat the previous exercise such that any accepting word contains only finitely many C’s.

(¢) Change your automaton from part (a) such that between any two successive A’s an odd
number of symbols from the set { B, C'} may occur.

(d) Same exercise as in (c¢), except that now an odd number of B’s and an odd number of C’s
must occur between any two successive A symbols.

EXERCISE 4.11. Depict an NBA for the language described by the w-regular expression

(AB+ O)*((AA+ B)C)” + (A" C)~.
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EXERCISE 4.12. Consider the following NBA 4; and As over the alphabet { A, B,C'}:

A B, C

Find w-regular expressions for the languages accepted by 4; and A,.

EXERCISE 4.13. Consider the NFA A; and As:

Construct an NBA for the langnage £(A;).L (A2)“.
EXERCISE 4.14. Let AP = {a,b}. Give an NBA for the LT property consisting of the infinite
words AgA1As . .. (2AP)w such that

320 (acA;AbeA;) and Jj=0.(acAjAbd A;).

Provide an w-regular expression for £, (A).

EXERCISE 4.15. Let AP = {a, b, c}. Depict an NBA for the LT property consisting of the infinite
words AgA1As . .. (2AP)w such that

Vj 2 O.AQj ': (CL \Y (b/\C))
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Recall that A= (a V (bAc¢)) means a € Aor {b,c} C A, ie, Ae{{a},{bc},{abec}}.

EXERCISE 4.16. Consider NBA A; and A; depicted in Figure 4.26. Show that the powerset
construction applied to A; and As (viewed as NFA) yields the same deterministic automaton,
while £, (A1) # L., (Az). (This exercise is taken from [408].)

Figure 4.26: NBA A4 (a) and Az (b).

EXERCISE 4.17.  Consider the following NBA A with the alphabet ) = 24F where AP =
{ay,...;a, } for n > 0.

(a) Determine the accepted language £, (A).
(b) Show that there is no NBA A’ with £, (A) = £,(A’) and less than n states.

(This exercise is inspired by [149].)
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EXERCISE 4.18. Provide an example for a regular safety property Psqse over AP and an NFA A
for its minimal bad prefixes such that

Lo(A) # )\ Poe

when A is viewed as an NBA.

EXERCISE 4.19. Provide an example for a liveness property that is not w-regular. Justify your
answer.

EXERCISE 4.20. Is there a DBA that accepts the language described by the w-regular expression
(A+ B)*(AB+ BA)¥? Justify your answer.

EXERCISE 4.21. Provide an example for an w-regular language £ = £ that is recognizable for a
DBA such that the following two conditions are satisfied:

(a) There exists an NBA A with |A| = O(k) and £, (A) = L.
(b) Each DBA A’ for L is of the size |A'| = Q(2%).

Hint: There is a simple answer to this question that uses the result that the reqular language for
the expression (A + B)*B(A + B)* is recognizable by an NFA of size O(k), while any DFA has
Q(2k) states.

EXERCISE 4.22. Show that the class of languages that are accepted by DBAs is not closed under
complementation.

EXERCISE 4.23. Show that the class of languages that are accepted by DBAs is closed under
union. To do so, prove the following stronger statement:

Let A; and As be two DBAs both over the alphabet Y. Show that there exists a DBA A with
Al = O A1 - |Az|) and L,(A) = L,(A1) U L, (A2).

EXERCISE 4.24. b
Consider the GNBA outlined on the right with acceptance A '

sets Iy = {q1 } and F» = { g2 }. Construct an equivalent -

NBA.
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EXERCISE 4.25. Provide NBA A; and A; for the languages given by the expressions (AC+ B)* B*
and (B*AC)¥ and apply the product construction to obtain a GNBA G with £, (G) = £,(A1) N
L,(Az). Justify that £,(G) = @.

EXERCISE 4.26. A nondeterministic Muller automaton is a quintuple A = (@, %, 4, Qq, F)
where Q,¥,6, Qo are as for NBA and F C 29. TFor an infinite run p of A, let lim(p) :=

{e€Q1 Fiz0.pli] =g} Letaex=.

A accepts o <= ex. infinite run p of A on « s.t. lim(p) € F

(a) Counsider the following Muller automaton A with F = {{¢2, g3}, {q91, 93}, {g0, 92} }:

B C A
OERONEE=OWS O

Define the language accepted by A by means of an w-regular expression.

(b) Show that every GNBA G can be transformed into a nondeterministic Muller automaton .4
such that £,,(A) = £,(G) by defining the corresponding transformation.

EXERCISE 4.27. Consider the transition systems TSg.,, and TSp.; for mutual exclusion with a
semaphore and the Peterson algorithmn, respectively. Let Py, be the following w-regular property
over AP = { waity, critq }:

“whenever process 1 is in its waiting location then it will eventually enter its critical section”

(a) Depict an NBA for Py, and an NBA A for the complement property Py, — (2AP )w \ Plive-
(b) Show that T'Ssem [~ Prve by applying the techniques explained in Section 4.4:

(i) Depict the reachable fragment of the product TSgem ® A

(ii) Sketch the main steps of the nested depth-first search applied to TSse, ® A for the
persistence property “eventually forever —F” where F' is the acceptance set of A.
Which counterexample is returned by Algorithm 78

(c) Apply now the same techniques (product construction, nested DFS) to show that TSp.: |
P, live -

EXERCISE 4.28. The nested depth-first search approach can also be reformulated for an emptiness
check for NBA. The path fragment returned by Algorithm 8 in case of a negative answer then yields
a prefix of an accepting run.
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Cousider the automaton shown in Exercise 4.24 as an NBA, i.e., the acceptance set is ' = { ¢1, ¢ }.
Apply the nested depth-first search approach to verify that £, (A) £ @.
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Chapter 5

Linear Temporal Logic

This chapter introduces (propositional) linear temporal logic (LTL), a logical formalism
that is suited for specifying LT properties. The syntax and semantics of linear temporal
logic are defined. Various examples are provided that show how linear temporal logic
can be used to specify important system properties. The second part of the chapter is
concerned with a model-checking algorithm—based on Biichi automata—for LTL. This
algorithm can be used to answer the question: given a transition system TS and LTL-
formula ¢, how to check whether ¢ holds in T'S?

5.1 Linear Temporal Logic

For reactive systems, correctness depends on the executions of the system—mnot only on
the input and output of a computation—and on fairness issues. Temporal logic is a
formalism par excellence for treating these aspects. Temporal logic extends propositional
or predicate logic by modalities that permit to referral to the infinite behavior of a reactive
system. They provide a very intuitive but mathematically precise notation for expressing
properties about the relation between the state labels in executions, i.e., LT properties.
Temporal logics and related modal logics have been studied in ancient times in different
areas such as philosophy. Their application to verifying complex computer systems was
proposed by Pnueli in the late seventies.

In this monograph, we will focus our attention on propositional temporal logics, i.e., exten-

sions of propositional logic by temporal modalities. These logics should be distinguished
from first- (or higher-) order temporal logics that impose temporal modalities on top of

229
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predicate logic. Throughout this monograph we assume some familiarity with the basic
principles of propositional logic. A brief introduction and summary of our notations can
be found in Appendix A.3. The elementary temporal modalities that are present in most
temporal logics include the operators:

O “eventually” (eventually in the future)
O “always” (now and forever in the future)

The underlying nature of time in temporal logics can be either linear or branching. In
the linear view, at each moment in time there is a single successor moment, whereas
in the branching view it has a branching, tree-like structure, where time may split into
alternative courses. This chapter considers LTL (Linear Temporal Logic), a temporal logic
that is based on a linear-time perspective. Chapter 6 introduces CTL (Computation Tree
Logic), a logic that that is based on a branching-time view. Several model-checking tools
use LTL (or a slight variant thereof) as a property specification language. The model
checker SPIN is a prominent example of such an automated verification tool. One of the
main advantages of LTL is that imposing fairness assumptions (such as strong and weak
fairness) does not require the use of any new machinery: the typical fairness assumptions
can all be specified in LTL. Verifying LTL-formulae under fairness constraints can be done
using the algorithm for L'TL. This does not apply to CTL.

Before introducing LTL in more detail, a short comment on the adjective “temporal” is in
order to avoid any possible confusion. Although the term temporal suggests a relationship
with the real-time behavior of a reactive system, this is only true in an abstract sense. A
temporal logic allows for the specification of the relative order of events. Some examples
are “the car stops once the driver pushes the brake”, or “the message is received after
it has been sent”. It does however not support any means to refer to the precise timing
of events. The fact that there is a minimal delay of at least 3 pus between braking and
the actual halting of the car cannot be specified. In terms of transition systems, neither
the duration of taking a transition nor state residence times can be specified using the
elementary modalities of temporal logics. Instead, these modalities do allow for specifying
the order in which state labels occur during an execution, or to assess that certain state
labels occur infinitely often in a (or all) system execution. One might thus say that the
modalities in temporal logic are time-abstract.

As will be discussed in this chapter, LTL may be used to express the timing for the class
of synchronous systems in which all components proceed in a lock-step fashion. In this
setting, a transition corresponds to the advance of a single time-unit. The underlying
time domain is thus discrete, i.e., the present moment refers to the current state and
the next moment corresponds to the immediate successor state. Stated differently, the
system behavior is assumed to be observable at the time points 0,1,2,.... The treatment
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of real-time constraints in asynchronous systems by means of a confinuous-time domain
will be discussed in Chapter 9 where a timed version of CTL, called Timed CTL, will be
introduced. Table 5.1 summarizes the distinguishing features of the main temporal logics
considered in this monograph.

logic linear-time | branching-time real-time requirements
(path-based) | (state-based) | (continuous-time domain)

LTL v

CTL V

Timed CTL v v

Table 5.1: Classification of the temporal logics in this monograph.

5.1.1 Syntax

This subsection describes the syntactic rules according to which formulae in LTL can
be constructed. The basic ingredients of LTL-formulae are atomic propositions (state
labels ¢ € AP), the Boolean connectors like conjunction A, and negation —, and two
basic temporal modalities (O (pronounced “next”) and U (pronounced “until”). The
atomic proposition ¢ € AP stands for the state label ¢ in a transition system. Typically,
the atoms are assertions about the values of control variables (e.g., locations in program
graphs) or the values of program variables such as "2 > 5” or "o < y”. The (O -modality
is a unary prefix operator and requires a single LT formula as argument. Formula () ¢
holds at the current moment, if ¢ holds in the next “step”. The U-modality is a binary
infix operator and requires two LTL formulae as argument. Formula ¢1 U s holds at the
current moment, if there is some future moment for which s holds and ¢; holds at all
moments until that future moment.

Definition 5.1. Syntax of LTL

LTL formulae over the set AP of atomic proposition are formed according to the following

grammar:l

@ = true ‘ a ‘ g01/\g02‘ 2 ‘ O ‘ w1 U2

where a € AP. [ |

!The Backus Naur form (BNF) is used in a somewhat liberal way. More concretely, nonterminals are
identified with derived words (formulae) and indices in the rules. Moreover, brackets will be used, e.g. in
a (bUc), which are not shown in the grammar. Such simplified notations for grammars to determine the
syntax of formulae of some logic (or terms of other caleuli) are often called abstract syntax.

Petitioner Exhibit 1002-3175



232 Linear Temporal Logic

We mostly abstain from explicitly indicating the set AP of propositions as this follows

either from the context or can be defined as the set of atomic propositions occurring in
the LTL formula at hand.

The precedence order on the operators is as follows. The unary operators bind stronger
than the binary ones. — and () bind equally strong. The temporal operator U takes
precedence over A, V, and —. Parentheses are omitted whenever appropriate, e.g., we write
=1 U O e instead of (—p1) U (O p2). Operator U is right-associative, e.g., 1 U U s
stands for 1 U (2 Ups).

Using the Boolean connectives A and —, the full power of propositional logic is obtained.
Other Boolean connectives such as disjunction V, implication —, equivalence «, and the
parity (or: exclusive or) operator ¢ can be derived as follows:

PrVer = (-1 Ags)

©1 — P2 = o1 Vo2

p1re w2 = (1= p2) A2 — 1)
Y1 @2 = (P Ag2) V(w2 Apr)

The until operator allows to derive the temporal modalities ¢ (“eventually”, sometimes
in the future) and OJ (“always”, from now on forever) as follows:

Quw S true U ¢ Ll S ==
As a result, the following intuitive meaning of ¢ and [ is obtained. { ensures that ¢
will be true eventually in the future. Uy is satisfied if and only if it is not the case that
eventually — holds. This is equivalent to the fact that ¢ holds from now on forever.

Figure 5.1 sketches the intuitive meaning of temporal modalities for the simple case in
which the arguments of the modalities are just atomic propositions from {a,b}. On the
left-hand side, some LTL formulae are indicated, whereas on the right hand side sequences
of states (i.e., paths) are depicted.

By combining the temporal modalities ¢ and [J, new temporal modalities are obtained.
For instance, O0a (“always eventually a”) describes the (path) property stating that at
any moment j there is a moment ¢ > j at which an a-state is visited. This thus amounts
to assert that an a-state is visited infinitely often. The dual modality O[a expresses that
from some moment j on, only u-states are visited. So:

00w  “infinitely often ¢”
Olp  “eventually forever ”
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a arbitrary arbitrary arbitrary arbitrary

atomic prop. a  O———) O O O

arbitrary A arbitrary arbitrary arbitrary
nest step Q1 O———O———O———O———O
a N\ _|b a N _|b a N\ _|b b arbitrary
untilaUb O O O O O -
-a - - a arbitrary
eventually Oa (O O O O O
a
always Oa (O - O O O

Figure 5.1: Intuitive semantics of temporal modalities.
Before proceeding with the formal semantics of LTL, we present some examples.

Example 5.2.  Properties for the Mutual Exclusion Problem

Consider the mutual exclusion problem for two concurrent processes P, and P, say. Pro-
cess P; is modeled by three locations: (1) the noncritical section, (2) the waiting phase
which is entered when the process intends to enter the critical section, and (3) the critical
section. Let the propositions wait; and crit; denote that process F; is in its waiting phase
and critical section, respectively.

The safety property stating that /7 and P, never simultaneously have access to their
critical sections can be described by the LTL-formula:

U(—crity VvV —crity).

This formula expresses that always ([J) at least one of the two processes is not in its critical
section (—ecrit;).

The liveness requirement stating that each process F; is infinitely often in its critical
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section is described by the LTL formula:
(O0crit1) A (OOcrits).

The weakened form that every waiting process will eventually enter its critical section
(i.e., starvation freedom) can—by using the additional proposition wait;—be formulated
as follows:

(O0wait; — OOcrity) N (O0waite — OOcrits).

These formulae only refer to the locations (i.e., values of the program counters) by the
atomic propositions wait; and crit;. Propositions can however also refer to program vari-
ables. For instance, for the solution of the mutual exclusion problem using a binary
semaphore ¥, the formula:

O((y = 0) — crity V crite)

states that whenever the semaphore ¥ has the value 0, one of the processes is in its critical
section. m

Ezample 5.3.  Properties for the dining philosophers

For the dining philosophers (see Example 3.2 on page 90) deadlock freedom can be de-
scribed by the LTL formula

O—( /\ wait; A /\ occupied;).
0<i<n 0<i<n

We assume here that there are n philosophers and chop sticks, indexed from 0 to n—1.
The atom wait; means that philosopher ¢ waits for one of the sticks on his left or right,
but keeps the other one in his hand. Similarly, occupied; indicates that stick ¢ is in use.

|

Erample 5.4.  Properties for a Traffic Light

For a traffic light with the phases "green”, "red” and ”yellow”, the liveness property
OO green expresses that the traffic light is infinitely often green. A specification of the
traffic light cycles and their chronological order can be provided by means of a conjunction
of LTL-formulae stating the predecessor phase of any phase. For instance, the requirement
“once red, the light cannot become green immediately” can be expressed by the LTL
formula

O(red — = O green).

The requirement “once red, the light always becomes green eventually after being yellow
for some time” is expressed by

O(red — O (red U (yellow N () (yellow U green)))).
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A progress property like “every request will eventually lead to a response” can be described
by the following formula of the type

U(request — {response).

Remark 5.5.  Length of a Formula

Let |¢| denote the length of LTL formula ¢ in terms of the number of operators in .
This can easily be defined by induction on the structure of . For instance, the length
of the formula true and a € AP is 0. Formulae (Qa V b and a vV —b have length 2, and
(Oa)U(a A —b) has length 4. Throughout this monograph, mostly the asymptotic size
O(] ) is needed. For this purpose, it is irrelevant whether or not the derived Boolean
operators V, —, and so on, and the derived temporal modalities ¢ and L] are taken into
account in determining the length. [ |

5.1.2 Semantics

LTL formulae stand for properties of paths (or in fact their trace). This means that a
path can either fulfill an LTL-formula or not. To precisely formulate when a path satisfies
an LTL formula, we proceed as follows. First, the semantics of LTL formula ¢ is defined
as a language Words(y) that contains all infinite words over the alphabet 24F that satisfy
. That is, to every LTL formula a single LT property is associated. Then, the semantics
is extended to an interpretation over paths and states of a transition system.

Definition 5.6. Semantics of LTL (Interpretation over Words)
Let ¢ be an LTL formula over AP. The LT property induced by ¢ is

Words(yp) = {0 e (2 o= 90}

where the satisfaction relation = C (24F)* x LTL is the smallest relation with the
properties in Figure 5.2. ]

Here, for 0 = Ag A1 Ag... € (240) o[j..] = A; Aj11 Aj o ... is the suffix of o starting
in the (j+1)st symbol Aj;.

Note that in the definition of the semantics of LTL-formulae the word fragment of[j .. .]
cannot be replaced with A;. For the formula O) (aUb), e.g., the suffix A; Ay A3... has to
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o = true

o E a iff ae Ay (ie, Ay = a)

o FE pihpe Ut oy and o

o E -y iff o

o | Q¢ Iff ol..]=A1AA3... Fyp

o EF iUy iff Fj20.0[j..]F w2 and oli...]|= ¢y, forall0<i<j

Figure 5.2: LTL semantics (satisfaction relation |=) for infinite words over 24,

be regarded in order to be able to refer to the truth-value of the subformula aUb in the
“next step”.

For the derived operators ¢ and [] the expected result is:
o = Qp iff j=0.0j...]F¢
o = Op iff Vj>0.0[5...] Fc.

The statement for ¢ is immediate from the definition of { and the semantics of U. The
statement for [J follows from:

cEOp==0-p iff =3j>20.0[j..]F
ifft =3j>0.0...]
iff Vj=0.0...]F¢.

The semantics of the combinations of [J and ¢ can now be derived:
. Oo . .
o E O0p iff Fjo...]Fp
o0
o E OOy iff Vijoj...]Fe.
o0 o0
Here, 3 j means Vi > 0. 3§ > 4, “for infinitely many j € IN”, while ¥ j stands for

Ji > 0. Vj = i, “for almost all j € IN”. Let us verify the first statement. The argument
for the second statement is similar.

cEOCp iff Viz0.0[i...]FQp
iff Viz0.3j>i0j...]F¢
iff 3j.0...] Ee

As a subsequent step, we determine the semantics of LTL-formulae with respect to a
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transition system. According to the satisfaction relation for LT properties (see Definition
3.11 on page 100), the LTL formula ¢ holds in state s if all paths starting in s satisfy (.
The transition system TS satisfies @ if TS satisfies the LT property Words(y), i.e., if all
initial paths of T'S—paths starting in an initial state sy € I—satisfy (.

Recall that we may assume without loss of generality that transition system TS has no
terminal states (if it has such states, a trap state can be introduced. Thus, we may assume
that all paths and traces are infinite. This assumption is made for the sake of simplicity; it
is also possible to define the semantics of LTL for finite paths. Note that for the semantics
it is irrelevant whether or not TS is finite. Only for the model-checking algorithm later
on in this chapter, is the finiteness of TS required.

As for the LT properties, when defining TS = ¢ for transition system TS over AP, it
is assumed that ¢ is an LTL-formula with atomic propositions in AP = AP'. (Here, one
could be more liberal and allow for AP C AP.)

Definition 5.7. Semantics of LTL over Paths and States

Let TS = (S, Act,—, 1, AP, L) be a transition system without terminal states, and let ¢
be an LTL-formula over AP.

e For infinite path fragment 7 of TS, the satisfaction relation is defined by
TE@ iff trace(m) = .

e For state s € S, the satisfaction relation |= is defined by

skEp iff (Vrr € Paths(s). 7 |= ).

e TS satisfies ¢, denoted TS |= ¢, if Traces(T'S) € Words(yp).

From this definition, it immediately follows that

TSE ¢

iff (* Definition 5.7 *)
Traces(TS) € Words(yp)

iff (* Definition of |= for LT properties *)
TS = Words(yp)

iff (* Definition of Words(y) *)
7 |= @ for all m € Paths(TS)

iff (* Definition 5.7 of |= for states *)

sg | @ for all sg e l.
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Thus, TS |= ¢ if and only if s¢ |= ¢ for all initial states sg of T'S.

{a,b} {a,b} {a}
Figure 5.3: Example for semantics of LTL.

Example 5.8.  Semantics of LTL

Consider the transition system TS depicted in Figure 5.3 with the set of propositions
AP = {a,b}. For example, we have that TS |= La, since all states are labeled with «,
and hence, all traces of T'S are words of the form AgA; Ay ... with a € A; for all § > 0.
Thus, s; = Ua for i = 1,2,3. Moreover:

s1 E O (a Ab) since so = a A b and sg is the only successor of sy
so = O (a Ab) and s3 = O (a A b) as s3 € Post(sz), s3 € Post(ss) and s3 = a A b.

This yields T'S = O (a A b) as s3 is an initial state for which s3 = (O (a A b). As another
example:

TS = U(=b — UO(a A b)),
since s3 is the only —b state, s3 cannot be left anymore, and a A —=b in s3 is true. However,
TS = bU(a A —b),

since the initial path (s1$2)” does not visit a state for which a A —=b holds. Note that the
initial path (s152)*s4 satisfies bU (a A —b). [

Remark 5.9.  Semantics of Negation
For paths, it holds 7 |= ¢ if and only if w = . This is due to the fact that
Words(—p) = (247)% \ Words(yp).
However, the statements TS [~ ¢ and TS | - are not equivalent in general. Instead, we

have TS |= —¢ implies TS [~ ¢. Note that

TS W= ¢ iff Traces(TS) € Words(yp)
iff Traces(TS)\ Words(y) # &
iff Traces(TS) N Words(—p) # @.
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Thus, it is possible that a transition system (or a state) satisfies neither ¢ nor —p. This
is caused by the fact that there might be paths m; and 7o in TS such that 71 = ¢ and
7o = @ (and therefore o = ). In this case, T'S [~ ¢ and T'S = —p holds.

To illustrate this effect, consider the transition system depicted in Figure 5.4. Let AP =

{a}. Tt follows that TS & Qu, since the initial path sg(s2)” & Qa. On the other hand,
TS £ =Qa also holds, since the initial path so(s1)” = Qa, and thus, so(s1)” £ —Ca. N

S A&o\ 52

{a) o o

Figure 5.4: A transition system for which T'S = Q¢a and TS = —0a.

5.1.3 Specifying Properties

(n1,n2,y=1)

(w1, n2,y=1) (n1,wa,y=1)

(e1, 2, y=0)

(w1, wa, y=1)

AN

Figure 5.5: Transition system of semaphore-based mutual exclusion algorithm.

(n1,c2,y=0)

Example 5.10.  Semaphore-Based Mutual Ezclusion Revisited

Consider the transition system T'Sg.,, depicted in Figure 5.5 which represents a semaphore-
based solution to the mutual exclusion problem; see also Example 3.9 on page 98. Each
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state of the form (¢q, -, -) is labeled with proposition crit; and each state of the form (-, ¢2, -)
is labeled with crity. It follows that

TSsem = O(=ecrity V —erity) and TSgen | OOcrity vV Oecrits,

where the first LTL-formula stands for the mutual exclusion property and the second
LTL-formula for the fact that at least one of the two processes enters its critical section
infinitely often. However,

TSserm = OOcrity A OOcrito,

since—in the absence of any fairness assumption—it is not ensured that process P; is
enabled infinitely often. It may not be able to acquire access to its critical section once.
(A similar argument applies to process FP».) The same argument applies to show that

TSserm = OOwait; — OOcrity

as in principle process P, may not get its turn once it starts to wait. [ |

Example 5.11.  Modulo 4 Counter

A modulo 4 counter can be represented by a sequential circuit ', which outputs 1 in
every fourth cycle, otherwise 0. C has no input bits, one output bit y, and two registers
r1 and ro. The register evaluation [r1 = ¢1,72 = ¢2] can be identified with the number
i = 2.7+ ro. In every cycle, the value of i is increased by 1 (modulo 4). We construct
C' in a way such that the output bit y is set exactly for i = 0 (hence, r1 = ro = 0). The
transition relation and output function are given by

57-1 = r1&ero, 57-2 = —ry, )\y = —ry A ra.

Figure 5.6 illustrates the diagram (on the left) and the transition system T'Sc (on the
right). Let AP = {ry,r2,y }. The following statement can be directly inferred from T'S¢:
TSe = U(y <« —riA-rg)
IS¢ E O(rn — (OyvOOy)
TSe F U(y = (OwrO O w))
If it is assumed that only the output variable y (and not the register evaluations) can be

perceived by an observer, then an appropriate choice for AP is AP = {y }. The property
that at least during every four cycles the output 1 is obtained holds for T'S¢, i.e., we have

TSe F O(y vOy v OOy Vv OOQOQy).
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Figure 5.6: A modulo 4 counter.

The fact that these outputs are produced in a periodic manner where every fourth cycle
yields the output 1 is expressed as

TSe = O(y — (Owv A OO0y AOOOw)

Example 5.12. A Communication Channel

Consider an unidirectional channel between two communicating processes, a sender S and
a receiver R. Sender S is equipped with an output buffer S.out and recipient R with an
input buffer R.in. If sender S sends a message m to R it inserts the message into its
output buffer S.out. The output buffer S.out and the input buffer R.in are connected via
an unidirectional channel. The receiver R receives messages by deleting messages from its
input buffer R.in. The capacity of the buffers is not of importance here.

A schematic view of the system under consideration is:

Sender S S.out R.in Receiver R

channel

In the following LT L-specifications, we use the atoms “rm € S.out” and “rn € R.in” where
m is an arbitrary message. We formalize the following informal requirements by LTL
formulae:

o “Whenever message m is in the out-buffer of S, then m will eventually be consumed
by the receiver.”
O(m € S.out — O(m € R.in))
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The above property is still satisfied for paths s1s9s3... where $1 = m € S.out,
s2 = m ¢ S.out, so = m ¢ R.in, and s3 = m € R.in. However, such paths stand
for a mysterious behavior where message m in the output buffer for S (state s1)
gets lost (state sq), but still arrives in the input buffer of R (state s3). In fact, such
a behavior is impossible for a reliable FIFO channel which satisfies the following
stronger condition

U(m € S.out — (m € S.outUm € R.in))

stating that message 1 stays in S.out until the receiver R consumes 1. Since writing
and reading in a FIFO channel cannot happen at the same moment, we can even
use the formula

U(m € S.out — O (m € S.out Um € R.in)).

e If we assume that no message occurs twice in S.out then the asynchronous behavior
of a FIFO channel ensures that the property “message m cannot be in both buffers
at the same time”. This is formalized by the LTL formula:

O-(m € S.out A m € R.in).

e The characteristic of FIFO-channels is that they are “order-preserving” according to
the “first in, first out principle” stating that if message m is offered first by S to its
output buffer S.out and subsequently m’, then rn will be received by R before m/’:

D(m € S.out A = € S.out A O(m’ € S.out)
—O(me Rin A —~m' € Rin A O(m/ € R.in))).
Note that in the premise the conjunct —m’ € S.out is needed in order to specify

that m’ is put in S.out after m. ¢ (m’ € S.out) on its own does not exclude that m’
is already in the sender’s buffer when message m is in S.out.

The above formulae refer to fixed messages m and m/. In order to state the above properties
for all messages, we have to take the conjunction over all messages m, /. As long as the
message alphabet is finite we still obtain an LTL formula. [ |

Ezample 5.153.  Dynamic Leader Election

(This example has been taken from [69].) In current distributed systems several ser-
vices are offered by some dedicated process(es) in the system. Consider, for example,
address assignment and registration, query coordination in a distributed database system,
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clock distribution, token regeneration after token loss in a token ring network, initiation
of topology updates in a mobile network, load balancing, and so forth. Usually many
processes in the system are potentially capable of providing these services. However, for
consistency reasons it is usually the case that at any time only one process is allowed to
actually provide a given service. This process — called the “leader” — is in fact elected.
Sometimes it suffices to elect an arbitrary process, but for other services it is important to
elect the process with the best capabilities for performing that service. Here we abstract
from specific capabilities and use ranking on the basis of process identities. The idea is
therefore that the higher the process’ identity, the better its capabilities.

Assume we have a finite number N > 0 of processes connected via some communication
means. The communication between processes is asynchronous, as in the previous example.
Pictorially,

Communication Network

Fach process has a unique identity, and it is assumed that a total ordering exists on these
identities. Processes behave dynamically in the sense that they are initially inactive, i.e.,
not participating in the election, and may become active, i.e., participating in the election,
at arbitrary moments. In order to have some progress we assume that a process cannot be
inactive indefinitely; that is, each process becomes active at some time. (This corresponds
to a fairness condition.) Omnce a process participates it continues to do so, i.e., it does not
become inactive anymore. For a given set of active processes a leader will be elected; if
an inactive process becomes active, a new election takes place if this process has a higher
identity than the current leader.

To give an idea of using L'TL as specification formalism we formulate several properties
by LTL formulae. We will use 4, j as process identities. Let the set of atomic propositions
be { leader;, active; | 1 < i,j < N }, where leader; means that process i is a leader, active;
means that process i is active. An inactive process cannot be a leader.

e The property “There is always one leader” can be formalized by

D( \/ leader; A /\ —Jeaderj).

A ISGEN
JF
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Although this formula expresses the informally stated property, it will not be satisfied
by any realistic protocol. One reason is that processes may be initially inactive, and
thus no leader is guaranteed to exist initially. Besides, in a distributed system with
asynchronous communication, switching from one leader to another can hardly be
made atomic. So, it is more realistic to allow the temporary absence of a leader. As
a first attempt to do so, one could modify the above formula into

w = D(}( \/ leader; N /\ —Jeaderj).
1<igN 1N
J#i
Problematic, though, is that this allows there to be more than one leader at a time
temporarily — it is only stated that infinitely often there should be exactly one
leader, but no statement is made about the moments at which this is not the case.
For consistency reasons this is not desired. We therefore replace the above formula
@ with 1 A @2 where ¢ and @9 correspond to the following two properties.

o “There must always be at most one leader”:

prp = U /\ <1eaderz»—> /\ —Jeaderj)
1<igN 15N

J#i
e “There will be enough leaders in due time”:

o = 0O \/ leader;
1<GEN

w2 does not imply that there will be infinitely many leaders. It only states that
there are infinitely many states at which a leader exists. This requirement classifies
a leader election protocol that never elects a leader to be wrong. In fact, such
a protocol would fulfill the previous requirement, but is not desired for obvious
reasons.

e “In the presence of an active process with a higher identity the leader will resign at
some time”:

D( /\ ((leader; N —leader; A active;) —><>—|leader¢))
1<1,j<N
1<y

For reasons of efficiency it is assumed not to be desirable that a leader eventually
resigns in the presence of an inactive process that may participate at some unknown
time in the future. Therefore we require j to be an active process.
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e “A new leader will be an improvement over the previous one”. This property requires
that successive leaders have an increasing identity. In particular, a process that
resigns once will not become a leader anymore.

D( /\ (leader; N — (O leader; A (O Oleader;) — (i < j))
1<i,j <N

Here, we use 7i < j” as an atomic proposition that compares the identifiers of
processes F; and F; and evaluates to true if and only if the process identifier of F;
is smaller than that of P;. Assuming that the identity of P; is i (for i = 1,..., N),
the above property can also be specified by the LTL formula

O - ( /\ (leader; N — (O leader; N O Oleaderj)).
1<?,>j§N
t2]

Ezxzample 5.14.  Specifying the Input/Output Behavior of Sequential Programs

The typical requirements on sequential programs such as partial correctness and termina-
tion can “in principle” be represented in LTL. Let us briefly describe what termination
and partial correctness mean. Assume that a sequential program Prog computes a function
of the type f: Inp — Outp, i.e., Prog takes as input a value ¢ € Inp and terminates either
by reporting an output value 0 € Outp or does not terminate. Prog is called terminating
if the computation of Prog halts for each input value i € Inp. Prog is partially correct if
for any input value i € Inp, whenever Prog terminates then the output value o equals f(i).
How can termination and partial correctness be expressed by means of LTL formulae?

Termination can be specified by a formula of the form init — {halt where init is the
labeling for the initial states and halt is an atomic proposition characterizing exactly
those states that stand for termination. (Without loss of generality it can be assumed
that transition systems have no terminal states, i.e., this means terminating states either
are equipped with a self-loop, or have a transition leading to a trap-state with a self-loop
and no other outgoing transitions.)

Partial correctness can be represented by a formula of the form
U halt — Oy = f(x)))

where y is the output variable and x the input variable which is assumed not to change
during program execution. Additional initial conditions such as expressed by the formula
init can be added as premise as follows:

init — O(halt — Oy = f(2))).

Petitioner Exhibit 1002-3189



246 Linear Temporal Logic

It should be stressed that this is an extremely simplified representation. In practice,
predicate logic concepts are needed to precisely formulate partial correctness. And even in
cases where propositional logic formulae of the above form can be used to exactly describe
termination and partial correctness, the algorithmic proof of the LTL formulae is very
difficult or even impossible. (Recall the undecidability of the halting problem.) [ |

Remark 5.15.  Specifying Timed Properties with LTL for Synchronous Systems

For synchronous systems, LTL can be used as a formalism to specify “real-time” properties
that refer to a discrete time scale. Recall that in synchronous systems, the involved
processes proceed in a lock step fashion, i.e., at each discrete time instance each process
performs a (sometimes idle) step. In this kind of system, the next-step operator (O has a
“timed” interpretation: ()¢ states that “at the next time instant ¢ holds”. By putting
applications of (O in sequence, we obtain, e.g.:

OFe € 00..0¢ “v holds after (exactly) k time instants”.
~_—
k-times

Assertions like “@ will hold within at most k£ time instants” are obtained by

0Fp = \/ Ole.
0<igk
Statements like “p holds now and will hold during the next k instants” can be represented
as follows: ‘
0<igk

For the modulo 4 counter of Example 5.11 (page 240) we in fact already implicitly used
LTL-formulae as real-time specifications. For example, the formula expressing that once
the output is y=1, the next three steps the output is y=0:

Oy — Oy A 00 -y A~OO00O~y))
can be abbreviated as O(y — QOS2 —y).

It should, however, be noted that the temporal interpretation of the next-step operator
is only appropriate for synchronous systems. Every transition in these systems represents
the cumulative effect of the actions possible within a single time instant. For asynchronous
systems (for which the transition system representation is time-abstract), the next-step
operator cannot be interpreted as a real-time modality. In fact, for asynchronous systems
the next-step operator should be used with care. The phase changes of a traffic light, for
example, can be described by

w = O(green — Qyellow) A O(yellow — Ored) A ...
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For the interleaving of two independent traffic lights (Example 2.17 on page 36) and the
formulae @1, o (where the indexed atomic propositions green,, yellow,, etc., are used),

TrLight, ||| TrLighty = 1 A 2.

This stems from the fact that, e.g., the first traffic light does not change its location when
the second traffic light changes its phase. To avoid this problem, the until operator can
be used instead, e.g.,

/

¢ = U(green — (greenU yellow)) A U(yellow — (yellowUred)) A ...
This differs from the synchronous product operator &, where

TrLight, @ TrLight, = .

Remark 5.16.  Other Notations and Variants of LTL

Many variants and notations have been introduced for LTL. Alternative notations for
the temporal modalities are X for () (neXt), F' for ¢ (Finally), and G for [1 (Globally).
All operators from LTL refer to the future (including the current state). Consequently,
operators are known as future operators. LTL can, however, also be extended with past
operators. This can be useful for specifying some properties more easily (and succinctly)
in terms of the past than in terms of the future. For instance, (07! a (“always in the past”)
means that a is valid now and in any state in the past. ¢~!a (“sometime in the past”)
means that either a is valid in the current state or in some state in the past and () ~'a
means that ¢ holds in the previous state, provided such state exists. For example, the
property “every red light phase is preceded by a yellow one” can be described by

O(red — O ™! yellow).

The main reason for introducing past operators is to simplify the specification of several
properties. The expressive power of the logic is, however, not affected by the addition of
past operators when a discrete notion of time is taken (as we do). Thus, for any property
which contains one or more past operators, an LTL-formula with only future temporal
operators exists expressing the same thing. More information is described in Section 5.4.

|

5.1.4 Equivalence of LTL Formulae

For any type of logic, a clear separation between syntax and semantics is an essential
aspect. On the other hand, two formulae are intuitively identified whenever they have the
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duality law idempotency law
~Op = O 00p = O
Qi = HO-p OOy = Oy
e = O pU(pUy) = Uy
(PUPUY = ¢Uy
absorption law expansion law
000 = Doy Uy = ¢ VvV (g A OpUy))
O00p = OOy O = v v OO
Oy = v A Oy

distributive low

OUy) = (OpUOY)
eVvy) = QpVv oy
OeAy) = OpAly

Figure 5.7: Some equivalence rules for LTL.

same truth-value under all interpretations. For example, it seems useless to distinguish
between ——a and a, although both formulae are syntactically different.

Definition 5.17. Equivalence of LTL Formulae
LTL formulae (1, w2 are equivalent, denoted 1 = o, if Words(yp1) = Words(ips). [ |

As LTL subsumes propositional logic, equivalences of propositional logic also hold for LTL,
e.g.,, 7 =@ and ¢ Ay = . In addition, there exist a number of equivalence rules for
temporal modalities. They include the equivalence laws indicated in Figure 5.7. We
explain some of these equivalence laws. The duality rule = () ¢ = (O —p shows that the
next-step operator () is dual to itself. Tt results from the observation that
AOA1A2... |: —|O 2

iff A0A1A2|7£OQ0

iff A1A2...|:—|g0

iff A0A1A2---|:O_‘Q0-

The first absorption law is explained by the fact that “infinitely often ¢” is equal to “from
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a certain point of time on, @ is true infinitely often”.

The distributive laws for ¢ and disjunction, or [1 and conjunction, respectively, are dual
to each other. They can be regarded as the temporal logic analogon to the distributive
laws for d and V or ¥V and A in predicate logic. It should be noted, however, that ¢ does
not distribute over conjunction (as existential quantification), and [ does not distribute
over disjunction (like universal quantification):

Oland) # Oa A Ob and O(a Vv b) # Oa Vv 0Ob.

The formula {(a Ab) ensures that a state will be reached for which a and b hold, while
Qu A Ob ensures that eventually an a-state and eventually a b-state will be reached. Ac-
cording to the latter formula, a and b need not to be satisfied at the same time. Figure
5.8 depicts a transition system that satisfies Qu A Ob, but not O(a A D).

{0} {a}

Figure 5.8: TS £ O(a Ab) and TS = Qa A Ob.

The expansion laws play an important role. They describe the temporal modalities U, O,
and [J by means of a recursive equivalence. These equivalences all have the same global
structure: they assert something about the current state, and about the direct successor
state. The assertion about the current state is done without the need to use temporal
modalities whereas the assertion about the next state is done using the () operator. The
expansion law for until, for instance, can be considered as follows. Formula ¢ U is a
solution of the equivalence

k= Y VvV (¢ AN OR).
NS 1

current state first suffix

Let us explain the expansion law for the until operator in more detail. Let Ag A1 Ag... be
an infinite word over the alphabet 247, such that Ag A; As . .. = @ U1. By the definition
of “until”, there exists a k > 0, such that

A; Ai+1 AZ‘+2 ce |: ©, foral 0 <i<k and Ag Ak+1 Ak+2 . |: ’(/J
Distinguish between £k = 0 and & > 0. If & = 0, then AgA; A2... E ¥ and thus
Ag AL As ... |:’(/J\/.... If £ > 0, then
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AoAlAQ...|:g0 and A1A2|IQOU’(/J

From this it immediately follows that

AgA1As... . A O (pU).

Gathering the results for £ = 0 and k > 0 yields

AgArAz... FY Ve A O (pUY)).

For the reverse direction, a similar argument can be provided.

The expansion law for (1) is a special case of the expansion law for until:

Oy = trueUy = ¥ V (true A O (truelUv)) = ¥ v O 0.
= O (truelUy) =00y

The expansion law for [Iy now results from the duality of ¢ and [, the duality of vV and
A (i.e., de Morgan’s law) and from the duality law for O

Cep
= (* definition of [1 *)

(* expansion law for ¢*)

(* de Morgan’s law *)

—|—|’(/J VAN O <>_"(/J

_ (* self-duality of (O*)
v A Q-0

_ (* definition of [ *)
v A Oy

It is important to realize that none of the indicated expansion laws represents a complete
recursive characterization of the temporal operator at hand. For example, the formulae
w = false and ¢ = Ua both satisfy the recursive “equation” ¢ = a A (O since false =
a A Ofalse and Lo = a A OUa. However, Uy and Qi are the least solutions of
the expansion law indicated for “until” and “eventually”, respectively. Similarly, [y is
the greatest solution of the expansion law for “always”. The precise meaning of these
statements will be explained by considering the until operator as example:
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Lemma 5.18. Until is the Least Solution of the Expansion Law
For LTL formulae @ and v, Words(pU 1) is the least LT property P C (24P such that:

Words(y) U {Ag A1 Aa... € Words(y) | A1As...e P} C P *)
Moreover, Words(p U)) agrees with the set

Words(y) U {Ag A1 Ay ... € Words(p) | A1 Asz... € Words(pU)}.

The formulation “least LT property satisfying condition (*)” means that the following
conditions hold:

(1) P = Words(yp U 1) satisfies (*).

(2) Words(pU 1) C P for all LT properties P satisfying condition (*).

Proof: Condition (1) follows immediately from the expansion law Uy = ¥V (¢ A
OpUw)). In fact, the expansion law even yields that C in (*) can be replaced by
equality, i.e., Words(ypU1)) agrees with

Words(i) U {Ag A1 Ag ... € Words(yp) | A1 As... € Words(pUy)}.
To prove condition (2), P is assumed to be an LT property that satisfies (*). We show

(
that Words(p U ) C P. Since P fulfills (*), we have:

(i) Words(y) C P,
(11) IfBOB1B2 S WOI‘dS(QO) and B1 By ... € P then BOB1B2... e P.

Let Ag A1 As... € Words(ipU1). Then, there exists an index k£ > 0 such that

(iii) A; Ajrq Ajao ... € Words(yp), forall 0 <i <k,
(iV) Ap Ak+1 Ak+2 oL E WOI‘dS(’(/J).

We now derive
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Ay Ak+1 Ak+2 Ak+3 ...€ P dueto (1V) and ( )

=  Ap_1Ap Agsq Agro ... € P due to (ii) and (iii)
= AL oA, 1AL Ak+1 ...€ P dueto (11) and ( )
= AgA1AyA;...€eP due to (11) and (111)

5.1.5 Weak Until, Release, and Positive Normal Form

Any LTL formula can be transformed into a canonical form, the so-called positive normal
form (PNF). This canonical form is characterized by the fact that negations only occur
adjacent to atomic propositions. PNF formulae in propositional logic are constructed from
the constants true and false, the literals ¢ and —a, and the operators A and V. For instance,
—aA((=bAc)V —a) is in PNF, while =(a A —b) is not. The well-known disjunctive and
conjunctive normal forms are special cases of the PNF for propositional logic.

In order to transform any LTL formula into PNF, for each operator a dual operator needs
to be incorporated into the syntax of PNF formulae. The propositional logical primitives of
the positive normal form for LTL are the constant true and its dual constant false = —true,
as well as conjunction A and its dual, V. De Morgan’s rules =(¢ V %) = —p A - and
(A1) =—p V ) yield the duality of conjunction and disjunction. According to the
duality rule = () ¢ = (O -, the next-step operator is a dual of itself. Therefore, no
extra operator is necessary for (). Now consider the until operator. First we observe that

—(pUy) = ((pA=Y)U(mp A=) vV Ll A-).

The first disjunct on the right-hand side asserts that ¢ stops to hold “too early”, i.e
before 1) becomes valid. The second disjunct states that ¢ always holds but never .
Clearly, in both cases, =(y¢ U 1) holds.

This observation provides the motivation to introduce the operator W (called weak until
or unless) as the dual of U. Tt is defined by:

def

pWy = (pUy) v D
The semantics of ¢ W ¢ is similar to that of w U, except that ¢ U1 requires a state to
be reached for which 1 holds, whereas this is not required for ¢ W1. Until U and weak
until W are dual in the following sense:
(pUy) = (P AW (=pA—y)
(W) = (A=) U(=p A=)
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The reason that weak until is not a standard operator for LTL is that U and W have the
same expressiveness, since

Ll ¥ W false,

pUy = (W) A Oy .
~—~—
= -0y

That is to say, weak until is relevant only if restrictions are imposed on the occurrence
of negation (as in PNF). It is interesting to observe that W and U satisfy the same
expansion law:

Wy = ¢ VvV (¢ A OpWy)).
For 1 = false this results in the expansion law for [lip:

Op = pWifalse = false V (p A O(pWialse)) = ¢ A OOp.

The semantic difference between U and W is shown by the fact that ¢ W is the greatest
solution of

k=Y VvV (p ANQORK).

This result is proven below. Recall U1 is the least solution of this equivalence, see
Lemma 5.18 on page 251.

Lemma 5.19. Weak-Until is the Greatest Solution of the Expansion Law

For LTL formulae @ and 1, Words(o W) is the greatest LT property P C (24F)% such
that:

Words(v) U {AgA1 Az ... € Words(yp) | AjAs...€ P} D P *)
Moreover, Words(¢o W) agrees with the LT property

Words(v) U {AgA1As... € Words(p) | A1As... € Words(p W)}

The formulation “greatest LT property with the indicated condition (*) is to be understood
in the following sense:

(1) P 2 Words(yp W 1) satisfies (*).

(2) Words(pW ) D P for all LT properties P satisfying condition (*).
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Proof: The fact that condition (1) is satisfied, even with equality rather than D, i.e.,
Words(yp W 1)) agrees with

Words(v) U {AgA1As ... € Words(y) | A1As... € Words(p W)},

is an immediate conclusion from the expansion law oWy = ¥V (p A O (W 1)).

For proving condition (2), P is assumed to be an LT property satisfying (*). In particular,
for all words By B; By Bs ... € (247) \ Words(1) we have:

(1) If BOB1 B2B3... ¢ WOI‘dS(gO), then BOB1B2B3... ¢P
(11) IfB1B2B3 ¢P, then BOB1B2B3...¢P.

Now we demonstrate that
(247)%\ Words(p Wep) € (247)%\ P.
Let Ag Ay Ay ... € (247)“\ Words(o W 1)). Then Ag Ay Ay ... = oW1 and thus
AgAr1Az... E~(eWY) = (@A) U (=g A ).

Thus there exists k > 0, such that:

(111) A; Ai+1 AZ‘+2 ce |: ©wA _|’(/J, for all 0 < i <k,

(iv) ApAps1 Apro... =29 A
In particular, none of the words A; A;11 A;1o ... belongs to Words(y)) for 0 < @ < k. We
obtain:

Ap Apiq Agso Agas... ¢ P due to (i) and (iv)

= Ap_1Ap Apy1 Agio... ¢ P due to (ii) and (iii)
= Ap 9Ap_ 1AL Ar... ¢ P dueto (ii) and (iii)
= AgA1AxAs...¢P due to (ii) and (iii) .
Thus, (247)\ Words(p W) C (247)\ P, or equivalently, Words(¢ W 1)) D P. [

We are now ready to introduce the positive normal form for LTL which permits negation
only on the level of literals and — to ensure the full expressiveness of LTL — uses the dual
Boolean connectors A and V, the self-dual next-step operator (), and U and W:
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Definition 5.20. Positive Normal Form for LTL (Weak-Until PNF)

For € AP, the set of LTL formulae in weak-until positive normal form (weak-until PNF,
for short, or simply PNF) is given by:

p = true‘false‘a‘—'a‘gpl/\gpg‘g01Vg02‘ ng‘gngpg‘gplepg.

Due to the law [lp = @ W false, [ can also be considered as permitted operator of the
W -positive normal form. As before, 0y = trueU ¢. An example LTL formula in PNF is

OlaUIb) vV (a A=) W (O(—a Ub)).

The LTL formulae —=(a Ub) and ¢V —(a A Ob) are not in weak-until PNF.

The previous considerations were aimed to rewrite any L'T'L formula into weak-until PNF.
This is done by successively “pushing” negations “inside” the formula at hand. This is
facilitated by the following transformations:

—true ~~ false

—false ~+  true

T P

(e AY) ~ —pV -y

“O¢ ~ Oy

“(pUy) ~ (e AW (2 A ).

These rewrite rules are lifted to the derived operators as follows:

(o V) ~ —pA— and —OQp ~O-p and —-Op ~~ Q.

Example 5.21.  Positive Normal Form

Consider the LTL formula -O((aUb) V (O ¢). This formula is not in PNF, but can be
transformed into an equivalent LTL formula in weak-until PNF as follows:
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Theorem 5.22. Existence of Equivalent Weak-Until PNF Formulae

For each LTL formula there exists an equivalent LTL formula in weak-until PNF.

The main drawback of the rewrite rules introduced above is that the length of the resulting
LTL formula (in weak-until PNF) may be exponential in the length of the original nonPNF
LTL formula. This is due to the rewrite rule for until where ¢ and ¥ are duplicated.
Although this can be slightly improved by adopting the law:

—(pUy) = ()W (~p A=)

an exponential growth in length is not avoided here too due to the duplication of ¥ in the
right-hand side.

To avoid this exponential blowup in transforming an LTL formula in PNF, another tempo-
ral modality is used that is dual to the until operator: the so-called binary release-operator,
denoted R. Tt is defined by

PRy = =(=pU-p).
Its intuitive interpretation is as follows. Formula @ R holds for a word if ¢ always holds,
a requirement that is released as soon as  becomes valid. Thus, the formula false R @ is
valid if ¢ always holds, since the release condition (false) is a contradiction. Formally, for

a given word o = Ag A; ... € (2AP)%:

7 pRY

iff (* definition of R *)
-37 2 0. (o]j..] E ¥ AVi<j. oli.] E )

iff (* semantics of negation *)
-3720. (ol ] EY N Vi<j. oli.] Ee)

iff (* duality of 3 and V *)
Vj > 0. ﬁ(a[j..] Ly A Vi< j.oolil] gp)

iff (* de Morgan’s law *)
Vi > 0. (ﬁ(a[j..] ) Vv Vi < g ofin] B gp)

iff (* semantics of negation *)

Vi > 0. (a[j..] =y v Ji<j ofi.] e gp)
iff
Vi>=0.00j.]Fv or 3i=0. (cli.] Ey) ANVEk<i alk.] = ).

The always operator is obtained from the release operator by:

Lp = false R ¢.
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The weak-until and the until operator are obtained by:

oWy = (mp V)R V ¥), Uy = =(-pR-).

Vice versa, pRY = (=@ A)W (¢ A). The expansion law (see Exercise 5.8) for release
reads as follows:

eRy = vA(p v O (¢RY)).
We now revisit the notion of PNF, which is defined using the R-operator rather than W:

Definition 5.23. Positive Normal Form (release PNF)

For ¢ € AP, LTL formulae in release positive normal form (release PNF, or simply PNF)
are given by

p n= true‘false‘a‘ﬂa‘cplAQOQ‘@1V902‘ OQO‘SOIUSO2‘901RQO2-

The following transformation rules push negations inside and serve to transform a given
LTL formula into an equivalent LTL formula in PNF:

—true ~~ false
Y ~ @
~(pAY) ~ VY
“O¢ ~ O-p
~(pU¥) ~ —pR-

In each rewrite rule the size of the resulting formula increases at most by an additive
constant.

Theorem 5.24. Existence of Equivalent Release PNF Formulae

For any LTL formula ¢ there exists an equivalent LTL formula ¢’ in release PNF with
&' = O(lel)-

5.1.6 Fairness in LTL

In Chapter 3, we have seen that typically some fairness constraints are needed to verify
liveness properties. Three types of fairness constraints (for sets of actions) have been dis-
tinguished, namely unconditional, strong, and weak fairness. Accordingly, the satisfaction
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relation for LT properties (denoted |=) has been adapted to the fairness assumption F
(denoted [=x), where F is a triple of (sets of) fairness constraints. This entails that only
fair paths are considered while determining the satisfaction of a property. In this section,
this approach is adopted in the context of LTL. That is to say, rather than determining for
transition system TS and LTL formula ¢ whether TS |= ¢, we focus on the fair executions
of TS. The main difference with the action-based fairness assumptions (and constraints)
is that we now focus on state-based fairness.

Definition 5.25. LTL Fairness Constraints and Assumptions

Let ® and ¥ be propositional logic formulae over AP.

1. An unconditional LTL fairness constraint is an LTL formula of the form

ufair = OOV,

2. A strong LTL fairness condition is an LTL formula of the form

sfair = OO0® — LOW.

3. A weak LTL fairness constraint is an LTL formula of the form

wfair = O — OOW.

An LTL fairness assumption is a conjunction of LTL fairness constraints (of any arbitrary
type). [ |

For instance, a strong LTL fairness assumption denotes a conjunction of strong LTL
fairness constraints, i.e., a formula of the form

sfair = /\ (O0P; — OOWy)
0<i<k

for propositional logical formulae ®; and W¥; over AP. Weak and unconditional LTL fairness
assumptions are defined in a similar way.
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In their most general form, LTL fairness assumptions are (as in Definition 3.46, page 133)
a conjunction of unconditional, strong, and weak fairness assumptions:

fair = wufair N sfair A wfair.

where ufair, sfair, and wfair are unconditional, strong, and weak LTL fairness assump-
tions, respectively. As in the case of action-based fairness assumptions, the rule of thumb
for imposing fairness assumptions is: strong (or unconditional) fairness assumptions are
useful for solving contentions, and weak fairness is often sufficient for resolving the non-
determinism that results from interleaving.

In the sequel, we adopt the same notations as for action-based fairness assumptions. Let
FairPaths(s) denote the set of all fair paths starting in s and FairTraces(s) the set of all
traces induced by fair paths starting in s. Formally, for fixed formula fair,

FairPaths(s) = {m € Paths(s) | 7 |= fair },

FairTraces(s) = {trace(r)|n € FairPaths(s) }.
These notions can be lifted to transition systems in the obvious way yielding FairPaths(TS)

and FairTraces(TS). To identify the fairness assumption fair, we may write FairPathser(-)
or FairTracese(-).

Definition 5.26. Satisfaction Relation for LTL with Fairness
For state s in transition system TS (over AP) without terminal states, LTL formula ¢,
and LTL fairness assumption fair let
$ Ffur ¢ It Vr € FairPaths(s).m |= ¢ and
TS |:fair p It Vsgel.sg |:fair ¥-

TS satisfies ¢ under the LTL fairness assumption fair if ¢ holds for all fair paths that
originate from some initial state.

Ezample 5.27.  Mutual Exclusion with Randomized Arbiter (Fairness)

Consider the following approach to two-process mutual exclusion. A randomized arbiter,
see the program graphs in Figure 5.9, decides which process is acquiring access to the
critical section. It does so by tossing coins. We abstract from the probabilities, and
model the coin tossing by a nondeterministic choice between the alternatives “heads” and
“tails”. It is assumed that the two contending processes communicate with the arbiter
via the actions enter; and enter,. The critical section is released by synchronizing over
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unlock
Y

rel

Figure 5.9: Mutual exclusion with a randomized arbiter.

the action release. For the sake of simplicity, we refrain from indicating which process is
releasing the critical section.

The property “process P; is in its critical section infinitely often” cannot be established,
since, for instance, the underlying transition system representation does not exclude an
execution in which only the second process may perform an action while P; is entirely

ignored. Thus:
TSy || Arbiter || TSy = OO crity.

If a coin is assumed to be fair enough such that both events “heads” and “tails” occur with
positive probability, the unrealistic case of one of the two alternatives never happening
can be ignored by means of the unconditional LTL fairness assumption:

fair = OOheads A OOtails.
It is not difficult to check that now:

TS || Arbiter || TSy FEjpur OOcrity A OOcrity.

Ezample 5.28.  Communication Protocol (Fairness)

Consider the alternating bit protocol as described in Example 2.32 (page 57). For the sake
of convenience, the program graph of the sender of the alternating bit protocol is repeated
in Figure 5.10. The liveness property [1{start states that the protocol returns infinitely
often to its initial state. In this initial state the action snd_msg(0) is enabled. Tt follows
that

ABP = Ofstart
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r=1": timeout r =

titmeout -

Figure 5.10: Program graph of ABP sender S.

since the unrealistic scenario in which (after some finite time) each message with alternat-
ing bit 1 is lost cannot be excluded. This corresponds to the path

lost tmr_on timeout lost
...... Si Si+1 Si+2 Si+3 PSRN

Suppose we impose the strong LTL fairness assumption

sfair = N\ (@0 (send(®) Ale| = k) — DOlc| =k +1).
b=0,1 k
k<cap(c)
Here, |c¢| = n stands for the atomic proposition that holds in the states (£, 7n,&) in which
channel ¢ contains exactly n elements, i.e., the length of the word £(¢) equals 1. Thus,
sfair describes (from the state-based point of view) that the loss of a transmitted message
is not continuously possible. We now obtain

ABP = fair OOstart.

Note that it is essential to impose a strong fairness assumption on send(b); as this action
is not continuously enabled, a weak fairness assumption is insufficient. [ |

In Section 3.5 (page 126 ff.), fairness was introduced using sets of actions; e.g., an execution
is unconditionally A-fair for a set of actions A, whenever each action « € A occurs infinitely
often. LTL-fairness, however, is defined on atomic propositions, i.e., from a state-based
perspective. Is there any relationship between these two—at first sight, rather different—
approaches toward fairness?

The advantage of the action-based formulation of fairness assumptions is that many use-
ful (and realizable) fairness assumptions can easily be expressed. Using the state-based
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perspective, this may be less intuitive. For instance, the enabling of a process (or, more
generally, of a certain action) is not necessarily a property that can be determined from
the (atomic propositions in a) state. This discrepancy is, however, not always present.

(n1,n2,y=1)

(w1, n2,y=1) (n1,wa, y=1)

(e1, 2, y=0) (w1, wa, y=1) (n1,c2,y=0)

(e1, w2, y=0) (w1, c2,y=0)

Figure 5.11: Semaphore-based mutual exclusion algorithm.

Ezample 5.29.  State-Based vs. Action-Based Fairness
To exemplify this, consider the semaphore-based two-process mutual exclusion protocol

(see Figure 5.11) together with the action-based strong-fairness assumption

Let us try to state the same constraint by means of a (state-based) LTL fairness assump-
tion. Observe first that the action enter; is executable if and only if process P; is in the
local state wait; and process P, is not in its critical section. Besides, on executing action
entery, process P; moves to its critical section. Thus, strong fairness for { enter; } can be
described by the LTL fairness assumption:

sfair, = OO (waity A —erite) — OOcrity.

The assumption sfair, is defined analogously. It now follows that sfair = sfair; A sfairy
describes Ftrong-

Fistrong Tequires each process to enter its critical section infinitely often when it infinitely

often gets the opportunity to do so. This does not forbid a process to never leave its
noncritical section. To avoid this unrealistic scenario, the weak fairness constraint

Fuear = {{req },{reqs }}
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requires that any process infinitely often requests to enter the critical section when it con-
tinuously is able to do so. This (action-based) weak fairness constraint can be formulated
as (state-based) LTL fairness assumption in a similar way as above. Observe that the
request action of F; is executable if and only if process F; is in the local state noncrit;.
Weak fairness for { req, } thus correponds to the LTL fairness assumption:

wfair, = OUnoncrit; — OO wait;.
Let fair = sfair A wfair where wfair = wfairy A wfairy. It then follows that

TSsem Ffar Ocrity A OOcrity.

In many cases, it is possible to replace action-based fairness by state-based LTL fairness
assumptions. This, however, requires the possibility to deduce from the state label the
possible enabled actions and the last executed action. It turns out that action-based
fairness assumptions can always be “translated” into analogous LTL fairness assumptions.
This works as follows. The intuition is to make a copy of each noninitial state s such that
it is recorded which action was executed to enter state s. Such copy is made for every
possible action via which the state can be entered. The copied state (s, ) indicates that
state s has been reached by performing « as last action.

Formally, this works as follows. For transition system T'S = (S, Act,—, [, AP, L) let
1S = (8, Act', =", I', AP, L)

where Act' = ActW{begin}, I' =1 x { begin} and S’ = I' U (S x Act). The transition
relation in T is defined by the rules:

s ¢ and 5025 sgel
(s, 8) = (s, ) (so, begin) = (s, )

The state labeling is defined as follows. Let
AP = APU {enabled(«), taken(c) | o € Act }
with the labeling function
L'({(s,a)) = L(s) U {taken(c)} U { enabled(3) | B € Act(s)}
for (s,) € S x Act and

L'({sg, begin)) = L(sq)U {enabled(3) | 3 € Act(sg) }.
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It can easily be established that

Tracessp(TS) = Tracessp(TS).

Strong fairness for a set of actions A C Act can now be described by the strong LTL
fairness assumption:

sfair 4 = OQenabled(A) — OQtaken(A)

where

enabled(A) = \/ enabled(c) and taken(A) = \/ taken(w).
acA acA

Unconditional and weak action-based fairness assumptions for T'S can be transformed into
LTL fairness assumptions for TS in a similar way. For action-based fairness assumption
F for TS and fair the corresponding LTL fairness assumption for TS, it follows that the
set of fair traces coincides:

{tracepp(m) | ™ € Paths('TS), n is F-fair}
= {tracepp(n’) | ' € Paths(TS),n’ |= fair}.

Stated differently, FairTracesy(TS) = FairTracess,,(TS") where in TS  only atomic propo-
sitions in AP are considered. In particular, for every LT property P over AP,

TS|r P iff TS g P

Conversely, a (state-based) LTL fairness assumption cannot always be represented as
action-based fairness assumption. This fact follows from the fact that strong or weak
LTL fairness assumptions need not be realizable, while any action-based strong or weak
fairness assumptions can be realized by a scheduler. In this sense, state-based LTL fairness
assumptions are more general than action-based fairness assumptions.

The following theorem shows that the satisfaction relation |= as defined in Defini-
tion 5.26 has a strong relation to the usual satisfaction relation |=.

Theorem 5.30. Reduction of =y, to =

For transition system TS without terminal states, LTL formula @, and LTL fairness as-
sumption fair:
TS Efair ¢ if and only if TS |= (fair — ).
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Proof: =: Assume TS |=fo; . Then, for any path m € Paths(TS) either 7 |= fair A ¢ or
7 = —fair. Thus, 7 = (fair — @), and consequently TS |= (fair — ).

<: by a similar reasoning. [ |

Ezample 5.31.  On-The-Fly Garbage Collection

An important characteristic of pointer-manipulating programs is that certain parts of the
dynamically changing data structure, such as a list or a tree, may become inaccessible.
That is to say, this part of the data structure is not “reachable” by dereferencing one
of the program variables. In order to be able to recycle these inaccessible memory cells,
so-called garbage collecting algorithms are employed. These algorithms are key parts of
operating systems, and play a major role in compilers. In this example, we focus on on-
the-fly garbage collection algorithms. These algorithms attempt to identify and recycle
inaccessible memory cells concurrently with the running programs that may manipulate
the dynamically changing data structure. Typical requirements for such garbage collection
algorithms are

Safety: An accessible (i.e., reachable) memory cell is never collected.

Liveness: Any unreachable storage cell is eventually collected.

The memory cells. The memory is considered to consist of a fixed number N of memory
cells. The number of memory cells is static, i.e., the dynamic allocation and deallocation
of cells (as in the C-statement malloc) is not considered. The memory cells are organized
in a directed graph, whose structure may change during the computation; this happens,
e.g., when carrying out an assignment v := w where v and w point to a memory cell. For
the sake of simplicity, it is assumed that each cell (= vertex) has at most one pointer (=
edge) to another cell. Let son(i) denote the immediate successor of cell i. Cells that do not
have an outgoing reference are equipped with a self-reference. Thus, each cell has exactly
one outgoing edge in the graph representation. Vertices are numbered. There is a fixed set
of root vertices. Root cells are never considered as garbage. A memory cell is reachable if
it is reachable in the graph from a root vertex. Cells that are not reachable from a root
vertex are garbage cells. The memory is partitioned into three fragments: the accessible
cells (i.e., cells that are reachable by the running processes), the free cells (i.e., cells that
are unused and that can be assigned to running processes), and the unreachable cells. As
for the garbage collection algorithm, it is only of importance which cells are unreachable.
The distinction between free and accessible cells is of no importance, and will be neglected
in the remainder.
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Modeling the garbage collector. The entire system is modeled as the parallel composition
of the garbage collector (process Collector), and a process that models the behaviour of
the running processes manipulating the shared data structure. Thus:

Mutator || Collector

For simplicity, we abstain from a detailed transition system representation and describe the
mutator and the collector by pseudocode algorithms. As the garbage collecting algorithm
should work correctly for any arbitrary set of concurrently running processes, the mutator
is modeled by means of a single process that can nondeterministically choose two arbitrary
reachable cells § and k and change the current reference ¢ — j into ¢ — k. This corresponds
to the assignment “son(i) := k”. Note that if i was the only cell pointing to j, then after
the assignment son(i) := k, the memory cell j has become garbage.

Algorithm 9 Mutator and garbage collector (naive version)

(* mutator *)
while true do
Nondeterministically choose two reachable nodes ¢ and k;
son(i) :=k
od

(* garbage collector *)

while true do

label all reachable cells; (* e.g., by depth-first search *)

for all cells ¢ do

if i is not labeled then collect §

od

add the collected cells to the list of free memory cells
od

Now let us consider the garbage collector. A naive technique could be based on a DFS
or BFS which labels cells and, subsequently, collects all unlabeled cells as garbage (see
Algorithm 9). The collected cells are added to the list of free memory cells, and thus
are turned into reachable cells. This simple idea works correctly when the actions of the
mutator are not interlocked with those of the garbage collector. As an on-the-fly algorithm,
however, this naive idea fails due to the possible interleavings between the mutator and the
collector. This is illustrated in Figure 5.12 where six memory configurations are depicted.
Circles denote memory cells and edges represent the pointer structure. Nonshaded cells
are not visited, gray ones are visited, and cells with a thick border have been completely
processed. Due to the changes made by the mutator during the garbage collection phase,
one of the memory cells remains unlabeled although it is accessible. The collector would
now collect the unlabeled but accessible cell.
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Figure 5.12: Failure of the naive garbage collector.

An alternative is to use a labeling algorithm that successively passes through all cells and
labels their sons if the appropriate cell is labeled itself. Initially, only root cells are labeled.
This technique is iterated as long as the number of labeled cells does not change anymore.
The auxiliary variables M and M,y are used to this purpose. M counts the number of
labeled cells in the current stage of labeling. M,y stands for the number of labeled cells
in the previous stage of labeling. Additionally, the mutator supports the labeling process
by labeling cell k as soon as a reference is redirected to k (see Algorithm 10). It is not
difficult to show that the participation of the mutator is necessary to obtain a correct
garbage collection algorithm. If it does not participate, there can always be found some
interference pattern between the mutator and the collector such that reachable cells are
made inaccessible by the mutator, causing a flaw in the garbage collection. Figure 5.13
demonstrates the functioning of the collector for four linearly linked reachable cells, where
it is assumed that the labeling steps of the collector are not interrupted by the mutator.

The shading represents the labeling by the collector. The thick border of a node indicates
that this node was considered in the for loop. Thus, in the last step, all four nodes were
processed in the for loop. Therefore, the result of the first iteration is M,y = 1 (number
of root cells) and M = 3, since exactly three cells were labeled. The labels arising at the
end of the subsequent iterations are indicated in Figure 5.14.

Figure 5.15 shows an example that indicates that the mutator has to label cells, as oth-
erwise it cannot be ensured that the collector identifies all reachable cells. The leftmost
figure indicates the starting memory configuration. The situation after the collector has
labeled the root cell and has processed the top left node in the FOR, loop is depicted in
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Algorithm 10 Ben Ari’s on-the-fly garbage collection algorithm

(* mutator *)
while true do
let i and k be reachable memory cells;
label k;
son(i) :=k
od
(* garbage collector *)
while true do
label all root cells;
M := number of root cells;
repeat
Moy = M;
for all node i do
if i is labeled then
if son(i) is unlabeled then label son(i); M = M+1; fi
fi
od
until M = Mold;

for all cell i do
if i is labeled then delete label for cell ¢
else collect cell i (* cell i is garbage *)
fi
od
add the collected cells to the list of free cells
od
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Figure 5.13: Example of Ben Ari’s on-the-fly garbage collector (one iteration).

® @ ®
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Figure 5.14: Example of Ben-Ari’s on-the-fly garbage collector (all iterations).

the next figure. The third and fourth figures show a possible modification of the pointer
structure by the mutator. The collector then would investigate the upper cell on the right
and label it. Since this cell does not have an unlabeled successor, the first round of the
collector is finished. As the obtained memory configuration is symmetric to the initial one,
the whole procedure might be repeated, which leads to the initial configuration of Figure
5.15. In the second round, the collector also just labels the two upper cells. Since the
number of labeled cells has not increased and assuming that the mutator does not label
the lower cell, this cell would be wrongly regarded as garbage (and thus be collected).

The examples illustrate the functioning of the algorithm but are by no means meant as
proof of correctness. Due to the enormous size of the state space and the extremely high
degree of nondeterminism, the analysis of the garbage collection algorithm is extremely
difficult. Note that the states of the transition system, which results from the parallel
composition of mutator and collector, consist of control components plus a representation
of the current labels and of another component that gives information about the current
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Figure 5.15: Labeling memory cells by the mutator is necessary.

memory configuration. For N nodes, there exist 2V possible labels and NV possible
graphs. The high degree of nondeterminism results from the mutator that can change an
arbitrary pointer. It is not useful to restrict the mutator (and thus reducing the degree of
nondeterminism), since this would impose restrictions on the applicability of the garbage
collecting algorithm.

To conclude, we will formalize the requirements on the concurrent garbage collection
algorithm. To that end, let atomic proposition collect(i) hold for cell i in a state if and
only if cell i has been collected in that state. Similarly, accessible(i) holds in those states
in which cell 7 is reachable from a root cell. Given these atomic propositions, the safety
property “an accessible memory cell is never collected” can be specified as

/\ U( collect(i) — —accessible(i) ).
0<i<N

The liveness property “any unreachable storage cell is eventually collected” is described
as LTL formula
/\ O( —accessible(i) — Ocollect(i) ).
0<i<N

It turns out that Ben Ari’s concurrent garbage collection algorithm satisfies the safety
property, but refutes the liveness property. The latter happens, e.g., in the pathological
case where only the mutator acts infinitely often. To rule out this unrealistic behavior,
weak process fairness can be imposed. ]

5.2 Automata-Based LTL Model Checking

In this section we address the model-checking problem for LTL. The starting point is a
finite transition system TS and an LTL formula ¢ that formalizes a requirement on TS.
The problem is to check whether TS | ¢. If  is refuted, an error trace needs to be
provided for debugging purposes. The considerations in Section 2.1 show that transition
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systems are typically huge. Therefore, a manual proof of T'S |= ¢ is extremely difficult.
Instead, verification tools are desirable, which enable a fully automated analysis of the
transition system.

In general, not just a single requirement but several requirements are relevant. These
requirements can be represented by separate formulae, such as @1, ..., 5, and be com-
bined into 1 A ... A @ to obtain a specification of all requirements. Alternatively, the
requirements ; can be treated separately. This is often more efficient than considering
them together. Moreover, the decomposition of the entire requirement specification into
several requirements is advised if errors are to be expected or if the validity of (; is known
by a prior analysis.

An LTL model-checking algorithm is a decision procedure which for a transition system T'S
and LTL formula ¢ returns the answers “yes” if T'S |= ¢, and “no” (plus a counterexample)
if TS [~ . The counterexample consists of an appropriate finite prefix of an infinite path
in TS where ¢ does not hold. Theorem 5.30 shows that special measures to handle fairness
assumptions are unnecessary as fairness assumptions can be encoded in the LTL formula
to be checked. (For reasons of efficiency, however, it is advised to use special algorithms
to treat fairness assumptions.)

Throughout this section, TS is assumed to be finite and to have no terminal states. The
model-checking algorithm presented in the following is based on the automata-based ap-
proach as originally suggested by Vardi and Wolper (1986). This approach is based on the
fact that each LTL formula ¢ can be represented by a nondeterministic Biichi automaton
(NBA). The basic idea is to try to disprove T'S |= ¢ by “looking” for a path 7 in TS with
7 |= —p. If such a path is found, a prefix of 7 is returned as error trace. If no such path
is encountered, it is concluded that T'S |= .

The essential steps of the model-checking algorithm as summarized in Algorithm 11 and
Figure 5.16, rely on the following observations:

TS| iff  Traces(TS) C Words(y)
iff  Traces(TS) N ((24F)« \ Words(p)) = @
iff  Traces(TS) N Words(—y) = @.

Hence, for NBA A with £,(A) = Words(—p) we have
TS |= ¢ if and only if Traces(TS) N L,(A) = 2.

Thus, to check whether ¢ holds for TS one first constructs an NBA for the negation of
the input formula @ (representing the "bad behaviors”) and then applies the techniques
explained in Chapter 4 for the intersection problem.
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Algorithm 11 Automaton-based LTL model checking
Input: finite transition system T'S and LTL formula ¢ (both over AP)
Output: “yes” if TS |= p; otherwise, “no” plus a counterexample

Construct an NBA A, such that £,(A-,) = Words(—¢)
Construct the product transition system TS ® A

if there exists a path 7 in TS ® A satisfying the accepting condition of A then
return “no” and an expressive prefix of 7

else

4

return “yes”

fi

It remains to explain how a given LTL formula can be represented by an NBA and how
such an NBA can be constructed algorithmically. First observe that for the LTL formula
0, the LTL semantics provided in Definition 5.6 on page 235 yields a language Words(p) C
(24P)%  Thus, the alphabet of NBA for LTL formulae is ¥ = 24P, The next step is to
show that Words(yp) is w-regular, and hence, representable by a nondeterministic Biichi
automaton.

Example 5.32. NBA for LTL Formulae

Before treating the details of transforming an LTL formula into an NBA, we provide
some examples. As in Chapter 4, propositional logic formulae are used (instead of the set
notations) for a symbolic representation of the edges of an NBA. These formulae are built
by the symbols a € AP, the constant true, and the Boolean connectors, and thus they
can be interpreted over sets of atomic propositions, i.e., the elements A € ¥ = 24P For

instance, if AP = {a,b} then ¢ -2% ¢ is a short notation for the three transitions:

{a} {b}

¢ ¢ g ¢ and g 20
The language of all words ¢ = AgA;... € 247 satisfying the LTL formula [I{green
(“infinitely often green”) is accepted by the NBA A shown in Figure 5.17. Here, AP is
a set of atomic propositions containing green. Note that A is in the accept state ¢p if
and only if the last consumed symbol (the last set A; of the input word AgA; As... €
(24P)«) contains the propositional symbol green. Therefore, the accepted language £, (A)
is exactly the set of all infinite words Ag A1 Ao ... with infinitely many indices ¢ where
green € A;. Thus,
L,(A) = Words(OQgreen).

The accepting run that generates the word o = { green }&{ green }& ... is (qo ¢1)*.

Petitioner Exhibit 1002-3216



Automata-Based L'T'L Model Checking 273

[ Negation of property J

‘ Model of system | | LTL-formula —¢ |

model checker

‘ Generalised Biichi automaton

Transition system TS | Biichi automaton A, |

Product transition system
TS® Ay

¥
_1 TS ® A [= Pyerg(a) |—

‘Yes’ [‘NO7 (counter-example) j

Figure 5.16: Overview of L'TL model checking.

green

—green
- green green

Figure 5.17: NBA for {green.

As a second example consider the liveness property: “whenever event a occurs, event b
will eventually occur”. For example, the property given by the LTL formula [l(request —
Qresponse) is of this form. An associated NBA over the alphabet 2{ab} where a = request
and b = response is shown in Figure 5.18.

The automata in Figures 5.17 and 5.18 are deterministic, i.e., they have exactly one run
for each input word. To represent temporal properties like “eventually forever (from some
moment on)”, the concept of nondeterminism is, however, necessary.

The NBA A shown in Figure 5.19 accepts the language Words(OOa). Here, AP 2 {a } and
5 = 24P see also Example 4.51 (page 191). Intuitively, the NBA A nondeterministically
decides (by means of an omniscient oracle) when a continuously holds. Note that state ¢o
may be omitted, as there is no accepting run beginning in go. (The reader should bear in
mind that DBA and NBA are not equally expressive; see Section 4.3.3 on page 183.) ®H
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aA—b

—a Vb —b
Figure 5.18: NBA for U(a — 0b).

true a true

Figure 5.19: NBA for OU.

A key ingredient to the model-checking algorithm for LTL is the construction of an NBA
A satisfying
L,(A) = Words(y)

for the LTL formula . In order to do so, first a generalized NBA is constructed for ¢,
which subsequently is transformed into an equivalent NBA. For the latter step we employ
the recipe as provided in Theorem 4.56 on page 195. For the sake of convenience we recall
the definition of generalized NBA; see also Definition 4.52 on page 193.

Definition 5.33. Generalized NBA (GNBA)

A generalized NBA is a tuple G = (Q, 3,9, Qo, F) where @, 3,0, Qq are defined as for
NBA (i.e., @ is a finite state space, 3. an alphabet, Q9 C @ the set of initial states, and
§:Q x X — 29 the transition relation) and F is a (possibly empty) subset of 2¢. The
elements of F are called acceptance sets. The accepted language £,,(G) consists of all
infinite words in (2AP)W that have at least one infinite run ¢g¢1 ¢2 ... in G such that for
each acceptance set I’ € F there are infinitely many indices ¢ with ¢; € F'. ]

A GNBA for which F is a singleton set can be regarded as an NBA. If the set F of
acceptance sets in G is empty, the language £, (G) consists of all infinite words that have
an infinite run in G. Hence, if F = &, then G can be viewed as an NBA for which all
states are accepting.

Let us consider how to construct a GNBA over the alphabet 24% for a given LTL formula
@ (over AP), ie., a GNBA G, with £,(G,) = Words(¢). Assume ¢ only contains the
operators A, =, (O and U, i.e., the derived operators v, —, ¢, 1, W, and so on are
assumed to be expressed in terms of the basic operators. Since the special case ¢ = true
is trivial, it may be assumed that ¢ # true.
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The basic idea for the construction of G, is as follows. Let 0 = Ag A1 Ay ... € Words(yp).
The sets A; € AP are expanded by subformulae ¥ of ¢ such that an infinite word & =
By By By ... with the following property arises:

’(/J € B; if and only if A; Ai+1 AZ‘+2 . |: ’(/J
N —_—

For technical reasons, the subformulae i of @ are considered as well as their negation —p.
Consider, e.g.,

p=aU(=aAb) and oc={a}{a,b}{b}....

In this case, B; is a subset of the set of formulae

{a,b,—u,—'a/\b,go} U {"b,_'(_'d/\b),—!QO}.

subformulae of ¢ their negation

The set Ag = {a} is extended with the formulae —b, —=(—a A b), and ¢, since all these
formulae hold in 6 = ¢, and all other subformulae in the above set are refuted by o. We
thus obtain

By = {a,=b,—~(—-anb),p}.

The set A} = {a,b} is extended with =(—a A b) and , as these are the only subformulae
in the above set that hold in ¢! = {a,b}{b}.... The Ay = {b} is extended with —a,
—a Ab and @ as they hold in 62 = {b}.... This yields a word of the form:

o = {ay_'by_'(_'aAb):QO}{a:by_'(_'aAb):@}{_'ayby_'a/\bygp}"'

As ¢ is infinite, this procedure is of course not effective. The example is just meant to
explain the intuition behind the construction of the states in the GNBA.

The GNBA G, is constructed such that the sets B; constitute its states. Moreover, the
construction ensures that 6 = ByB1 Bz... is a run for ¢ = AgA;Ax... in G,. The
accepting conditions for G, are chosen such that the run  is accepting if and only if o |= .
Thus, we have to encode the meaning of the logical operators into the states, transitions,
and acceptance sets of G,. The meaning of propositional logic operators A, =, and the
constant true will be encoded in the states by requiring consistent formula sets B;. The
semantics of the next-step operator relies on a nonlocal condition and will be encoded in the
transition relation. The meaning of the until operator is split according to the expansion
law into local conditions (encoded in the states) and a next-step condition (encoded in the
transitions). Since the expansion law does not provide a full characterization of until, a
further condition is imposed which expresses the fact that the meaning of until yields the
least solution of the expansion law (see Lemma 5.18 on page 251). This will be encoded
by the acceptance sets of G,.
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As explained above, the formula sets are subsets of subformulae of ¢ and their negation.

Definition 5.34. Closure of ¢

The closure of LTL formula ¢ is the set closure(p) consisting of all subformulae ¥ of
and their negation = (where 1 and ——) are identified). [ |

For instance, for ¢ = aU (—a A D), the set closure(yp) consists of the formulae
a,b, —a, b, —a A b, —~(—a A b), @, —p.

It is not difficult to assess that |closure(ip)| € O(|p|). A set of formulae B C closure(yp)
is called elementary if B is the set of all formulae ¥ € closure(y) with 7 |= ¢ for a path
7. For this, B should not contain propositional logic contradictions and it must be locally
consistent with respect to the until operator. Since for any path 7 and formula v, either
T | ¥ orm | —p, it is additionally required that elementary sets of formulae are maximal.
The precise definition of these three conditions is provided in Figure 5.20 on page 277.

Definition 5.35. Elementary Sets of Formulae

B C closure(y) is elementary if it is consistent with respect to propositional logic, maxi-
mal, and locally consistent with respect to the until operator. [ |

The requirements for local consistency result from the expansion law

iU = @2 V (p1 A O (p1Ugp2)).

Due to the required maximality and propositional logic consistency, we have
i € Bif and only if - ¢ B

for all elementary sets B and subformulae ¥ of . Further, due to maximality and local
consistency, we have

v1,02 € B implies 1 Uy ¢ B.
Hence, if @1, & B then { —p1, —wa, ~(p1 Uws) } € B; here, it is assumed that 1 U po
is a subformula of .

Ezample 5.36.  Elementary Sets of Formulae

Let ¢ = aU(—aAb). The set B = {a,b,¢o} C closure(y) is consistent with respect to
propositional logic and locally consistent with respect to the until operator. Tt is, however,
not maximal, since for —a Ab € closure(yp):

-aAb¢ B and —(-a Ab) ¢ B.
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1. B is consistent with respect to propositional logic, i.e., for all
1 A 2, Y € closure(yp):

e iy AN €B & € Band o, €B
e yeB = wW¢B
e true € closure(y) = true € B.

2. B is locally consistent with respect to the until operator, i.e.,
for all 1 Uys € closure(yp):

e pweB = pUpeDB
e pyUps € Band po € B = ¢ € B.

3. Bis mazximal, i.e., for all ¢ € closure(y):

e ¢ B = —eB

Figure 5.20: Properties of elementary sets of formulae.

The set of formulae { a,b, ~aAb, ¢ } contains the propositional logic “contradiction” a and
—a A b and therefore is not elementary. The set

{_'ay _'by _'(_'a A b): 90}

is consistent with respect to propositional logic but contains a local inconsistency with
respect to the until operator U, since aU (—a Ab) € B and —aAb & B, but a ¢ B. This
means that

T E-a, 7E-(-aAb), and 7l

are impossible for any path 7.

The following sets are elementary:

B, { a b —(nanb), ¢},
By = { a, b7 _'(_'a N b)? -y }7
By = { a, _'by _'(_'a N b)? ¥ }7
B, = { a, _'by _'(_'(’L N b)? Y }7
By = { 4, _'by _'(_'a N b)? -y }7
Bs { —a, b, —aANb, ¢ }.

The proof of the following theorem shows how to construct for an arbitrary LTL formula ¢
a GNBA G, with £,(G,) = Words(y). This construction is one of the initial steps of the
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LTL model checking algorithm; see Figure 5.16 (page 273). Subsequently, the resulting
GNBA G, is transformed into an NBA A@ by means of the technique indicated in the
proof of Theorem 4.56 (page 195).

Theorem 5.37. GNBA for LTL Formula

For any LTL formula ¢ (over AP) there exvists a GNBA G, over the alphabet 24P such
that

(a) Words(p) = L.(Gy)-
(b) G, can be constructed in time and space 2°U#D.

(¢) The number of accepting sets of G, is bounded above by O(|y]).

Proof: Let ¢ be an LTL formula over AP. Let G, = (Q, 24P 5 Qo, F) where

e (Q is the set of all elementary sets of formulae B C closure(y),

e Qg = {BeQ|ypeB},

o F = {Fyup, | v1 Uy € closure(yp)} where

Forug, = {BEQ|yp1Uypz g Borypz € B}
The transition relation ¢ : @) x 24P _, 9@ ig given by:

o If A# BN AP, then §(B,A) = @.
e If A= BNAP, then (B, A) is the set of all elementary sets of formulae B’ satisfying

(i) for every O € closure(p): Oy € B & € B/, and
(ii) for every (1 U o € closure(yp):

prUps € B & (QOQGB\/ (9016BAg01Ug026B’)).

The constraints (i) and (ii) reflect the semantics of the next-step and the until operator,
respectively. Rule (ii) is justified by the expansion law:

p1Upas = o2V (1 A O (p1Ugpe)).
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To model the semantics of U, an acceptance set Fy, is introduced for every subformula
1 = 1 U g of . The underlying idea is to ensure that in every run By By Bs ... for which
Y € By, we have @y € B; (for some j > 0) and ¢; € B; for all i < j. The requirement
that a word ¢ satisfies 1 U o only if o will actually eventually become true is ensured
by the accepting set I, yy,-

Let us first consider the claim (b). States in the GNBA G, are elementary sets of formulae
in closure(yp). Let subf(yp) denote the set of all subformulae of ¢. The number of states in
G, is bounded by 21subf(2)l the number of possible formula sets. (The elementary formula
sets B can be represented by bit vectors containing a single bit per subformula ¥ of ¢
which indicates whether ¥ or = belongs to B.) As |subf(p)| < 2:|¢|, the number of states
in the GNBA G, is bounded by 2°U0¢D. Claim (c) follows directly from the fact that the
number of accept sets is equal to the number of until-subformulae in .

It remains to show that (a) £,(G,) = Words(y). We prove set inclusion in both directions.

D: Let 0 = AgAj Ay... € Words(yp). Then, o € (247)* and ¢ |= . The elementary set
B; of formulae is defined as follows:

B, = {¢ € closure(y) | AiAiy1... F ¢} (5.1)

Obviously, B; is an elementary set of formulae, i.e., B; € (). We now prove that By By Bs ...
is an accepting run for g. Observe that B;y11 € §(B;, A;) for all i > 0, since for all i:

e A, =B;,NAP

e for () € closure(yp):

Qv e B,

iff (* equation (5.1) for B; *)
A A .. EOY

iff (* semantics of O *)
Ai+1 AZ‘+2 R |: ’(/J

iff (* equation (5.1) for B;y1 *)
Y € B
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e for 1 Uy € closure(yp):

p1Upe € B;
iff (* equation (5.1) for B; *)
Az’Az’—H |: L1 UQOQ
iff (* semantics of until *)
Ai Ai+1 PN |: Q2 Or
Ai Ai+1 e |: L1 and (Ai+1 AZ‘+2 e |: L1 U L2 )
iff (* equation (5.1) for B; and B;+q *)

w2 € B; or (p1 € B; and 1 Uy € Biy)

This shows that By By By ... is a run of G,,. It remains to prove that this run is accepting,
i.e., for each subformula ¢ ,;Upo; in closure(y), B; € Fj for infinitely many i. By
contraposition. Assume there are finitely many 4 such that B; € I;. We have:

Bi ¢ Fy=Fy .ug,; = w1,Up2; € Biand pa; ¢ B;.
As B; = {9 € closure(yp) | A; Aix1 ... |E 9}, it follows that if B; & F}, then:
AiAigi...Fo1;Up,; and A A ... [~ .
Thus, Ay Agt1... = @2 for some k > i. By definition of the formula sets Bj, it then

follows that g ; € By, and by definition of I}, By € F}. Thus, B; € I} for finitely many
i, then By, € I} for infinitely many k. Contradiction.

Thus, By B By ... is an accepting run of G,, and hence, Ag A1 Ay... € L,(G,).

C:Let o = AgA1Ay... € L,(G,), ie., there is an accepting run By By By .. ., say, for o
in G,. Since

O(B,A) =@ for all pairs (B, A) with A # BN AP,
it follows that A; = B,N AP for i > 0. Thus
g = (B()mAP) (BlﬂAP) (BQQAP)

Our proof obligation now becomes (By N AP) (BN AP) (BoN AP)... = ¢. We prove
the following more general proposition:
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For ByB1Bs ... a sequence with B; € () satisfying
(i) for all i > 0: B;xq € §(B;, A;), and
(ii) forall F € F:3j>0.B; € F,

we have for all ¥ € closure(yp):

’(/JGBO = AoAlAQ...|:’(/J.

The proof of this claim is by structural induction on the structure of .

Base case: The statement for ¥ = true or ¥y = ¢ with ¢ € AP follows directly from
equation (5.1) and the definition of closure.

Induction step: Based on the induction hypothesis that the claim holds for ¢/, 1, @2 €
closure(), it is proven that for the formulae

v=0v, =", Y=y Apyand ¥ = o1 Uy

the claim also holds. We provide the detailed proof for 1 = @1 Us. Let Ag A1 Ag... €
(24P)% and By By By ... € Q¥ satisfying the constraints (i) and (ii). It is now shown that:

YeBy il AgAilAs... |:’(/J
This goes as follows.
<: Assume Ag A As... = ¢ where b = (1 Ups. Then, there exists j > 0 such that
AjAj+1... |: o and AZAZ+1 |: Y1 for 0<e<y.

From the induction hypothesis (applied to 1 and ¢s) it follows that

p2€B; and ¢ €B; for0<i<jy.
By induction on j we obtain: 1 Uys € B;, B;_1..., By.
=: Assume 1 Upo € By. Since By is elementary, 1 € Bg or s € By. Distinguish
between o € By and o & By. If wo € By, it follows from the induction hypothesis
AgAq... |E o, and thus AgA1... = 1 Uywse. This remains the case o ¢ By. Then
w1 € By and o1 Uy € By. Assume o ¢ Bj for all j > 0. From the definition of

the transition relation §, we obtain using an inductive argument (successively applied to
Y1 GBJ', 2 ¢Bj and @1 U o GBJ' fOl“j 20):

¢1€B; and o1 Ugy eB; forallj>0.
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Figure 5.21: A generalised Biichi automaton for the LTL formula () a.

As By By By ... satisfies constraint (ii), it follows that
Bj € F,, y,for infinitely many j > 0.
On the other hand, we have
w2 & B; and @1 Uyps € B,
ifft Bj¢r

w1 Ve

for all j. Contradiction! Thus, ¢y € B; for some j > 0. Without loss of generality, assume
w2 & Bo,...,Bj_1, ie., let j be the smallest index such that ¢y € Bj. The induction
hypothesis for 0 < i < j yields

w1 €B; and iU € B, forall 0 <i<j.
From the induction hypothesis applied to ¢ and s it follows that
AjAj+1...|:g02 and AiAi+1---|: g01f01‘0<7;<j.

We conclude that Ag A1 As... = w1 Ugs. [ ]

Ezample 5.38.  Construction of a GNBA (Next Step)

Consider ¢ = O a. The GNBA G, (see Figure 5.21) is obtained as indicated in the proof of
Theorem 5.37, . The states of the automaton are the elementary sets of formulae contained
in

closure(p) = {a,Qa,—a,~ a}.
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The state space () consists of the following elementary sets

By = {(,L,O(l}, By = {@7_‘0@}7
By = {_'ayoa}y By = {_'ay_'oa}'

The initial states of G, are the elementary sets B € ) with ¢ = Qa € B. Thus (g =
{B1,Bs}. Let us justify some of the transitions. For state By, BiN{a} = {a}, so
d(B1,2) = @. In addition, §(B1,{a}) = {B1,Bz2} since OQu € B; and B; and By are
the only states that contain a. As Bon{a} = {a}, we get §(By, @) = &. Moreover,
0(Bg,{a}) = { B3, By }. This follows from the fact that for =) ¢ € closure(y), and any
direct successor B’ of B we have

#( 1 € Bif and only if ¢ & B'.

(This follows by the definition of ¢, local consistency and maximality.) Since =) a € B,
and Bs and By are the only states that do not contain a, we have §(Bg,{a}) = { Bs, By }.
Hence, 6(By,{a}) = @ since ByN{a } = & # {a }. Using a similar reasoning as above, we
obtain §(By, @) = { B3, B4 }. The outgoing transitions of Bs are determined analogously.
The set F is empty as ¢ = (O a does not contain an until operator. Since F = @, every
infinite Tun in the GNBA G, is accepting. As each infinite run is either of the form
B1 B1 PR B1 B2 PR B3 B1 ..., O B3 B2 PR and Y = OCL S Bl,BQ, it follows that indeed
all runs satisfy O a. [ |

Ezample 5.39.  Construction of a GNBA (Until)
Consider ¢ = aUb and let AP = {a,b}. Then

closure(yp) = {a,b, ~a,—-b, aUb,=(aUb) }.

The construction in the proof of Theorem 5.37 yields the GNBA G, illustrated in Fig-
ure 5.22. In order not to blur the figure, transition labels have been omitted. (The label
of transition B — B’ equals the propositional logic formula characterising the set BN AP.)
The states correspond to the elementary sets of closure(y)

B = {a7 b, ¥ }7
By = { —a, b, ¥ }7
By = {a7 —b, ¥ }7
By, = { —a, —b, - }7
Bs = {a, —b -}

The initial states are the sets B; € @ with ¢ € By; thus, Qo = {Bi, B2,Bs}. The set
F = {F,} of the accepting sets is a singleton, since ¢ contains a single until operator.
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The set [, is given by
F@ = {B€Q|QO¢B vV bGB} = {B17B27B4,B5}.

Since the accepting set is a singleton set, the GNBA G, can be understood as an NBA
with the accepting set [{,.

Let us justify some of the transitions. We have By N AP = {a,b} and aUb € B;. As:
beBiV({aeB AaUbec B)

holds for any elementary set B’ C closure(a U b), we have that §(By, {a,b}) contains all
states. These are the only outgoing transitions of state B;. A similar reasoning applies
to (B, {b}). Consider state B3. Then Bs N AP = {a}. The states B’ that are possible
direct successors of Bs under { a } are those satisfying

a€BsAaUbeB.

Thus, §(Bs,{a}) = { B1, B2, Bs }. Finally, consider state Bs. This state only has succes-
sors for input symbol Bs N AP = {a}. For any 1 U o € closure(yp) it can be shown that
for any successor B’ of B:

piUpe €B iff wa B A (g1 BV ¢1 Uy ¢ B).

(The proof of this fact is left as an exercise.) Applying this to the state Bj yields that all
states not containing ¢ are possible successors of Bs. For example, the run B3 Bs By BY
is accepting. This run corresponds to the word {a }{a }{a,b}@“ which indeed satisfies
aUb. The word {a }“ does not satisfy a Ub. It has exactly one run in G, namely BY. As
Bs is not a final state, this run is not accepting, i.e., {a }* ¢ L,(G,). [ |

Remark 5.40.  Simplified Representation of the Automata States

Any state of the GNBA for an LTL formula ¢ contains either 9 or its negation -1 for
every subformula i of ¢. This is somewhat redundant. It suffices to represent state
B € closure(y) by the propositional symbols ¢ € BN AP, and the formulae ()1 or
p1 Ups € B. |

Having constructed a GNBA G, for a given LTL formula ¢, an NBA for ¢ can be obtained
by the transformation “GNBA ~~ NBA” described in Theorem 4.56 on page 195. Recall
that this transformation for GNBA with two or more acceptance sets generates a copy of
G, for each acceptance set of G,. In our case, the number of copies that we need is given
by the number of until subformulae of . We obtain the following result:
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Figure 5.22: A generalised Biichi automaton for a U b.

Theorem 5.41. Constructing an NBA for an LTL Formula

For any LTL formula @ (over AP) there exists an NBA A, with Words(p) = Lo (Ay)
which can be constructed in time and space 200D

Proof: From Theorem 5.37 (page 278), it follows that a GNBA G, can be constructed
which has at most 2/% states. As the number of accepting states in G, equals the number
of until-subformulas in ¢, GNBA G, has at most |¢| accepting states. Transforming the
GNBA into an equivalent NBA (as described in the proof of Theorem 4.56, page 195),
yields an NBA with at most || copies of the state space of G,. Thus, the number of states
in the NBA is at most 2!?l-|p| = 21#1+1°81¢l states. This yields the claim. [

There are various algorithms in the literature for associating an automaton for infinite
words to an LTL formula. The presented algorithm is one of the conceptually simplest al-
gorithms, but often yields unnecessarily large GNBAs. For example, for the LTL formulae
Oa and aUb, an NBA with two states suffices. (It is left to the reader to provide these
NBAs.) Several optimizations are possible to improve the size of the resulting GNBA,
but the exponential blowup cannot be avoided. This is formally stated in the following
theorem:
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Theorem 5.42. Lower Bound for NBA from LTL Formulae

There exists a family of LTL formulae @, with |p,| = O(poly(n)) such that every NBA
for w,, has at least 2™ states.

Proof: Let AP be an arbitrary nonempty set of atomic propositions, that is, |2AP| = 2.
Consider the family of languages:

Lo = {A1.. A A1 A o | A; CAPAG € (24D) ), forn>0.
It is not difficult to check that £, = Words(yp,) where
on=N N (Qla—0O""a)
acAP 0<i<n

Here, ()7 stands for the j-fold application of the next-step operator (), i.e., Ol = Q¢
and O™ o = OO "p. Tt follows that ¢, is an LTL formula of polynomial length. More
precisely, |pn| € O(JAP|-n).

However, any NBA A with £,(A) = £,, has at least 2" states. Essentially, this is justified
by the following consideration. Since the words

are accepted by A, A contains for every word A;j ... A, of length n, a state ¢(A;1 ... A,),
which can be reached from an initial state by consuming the prefix A;...A,. Starting
from g(A;...A,) it is possible to visit an accept state infinitely often by accepting the
suffix A;... A, @2@....If A;... A, # A]...A] then

A AA LA ooo. . ¢ L, = L,(A).

Therefore, the states g(A; ... A,) are all pairwise different. As there are [24F| possible
combinations for A ... A,, A has at least (|]24F])" > 2" states. ]

Remark 5.43.  Biichi Automata are More Expressive Than LTL

The results so far show that for every LTL formula ¢ an NBA can be constructed that
accepts exactly the infinite sequences satisfying . We state without proof that the reverse,
however, is not true. It can be shown that for, e.g., the LT property

P = {AoAlAg...€(2{a})w|a€A2i fOI"i}O},

which requires ¢ to hold in every even position, there is no LTL formula ¢ with Words(y) =
P. On the other hand, there exists an NBA A with £,(A) = P. (It is left to the reader
to provide such an NBA.) [
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5.2.1 Complexity of the LTL Model-Checking Problem

Let us summarize the results of the previous sections in order to provide an overview of
LTL model checking. Subsequently, we discuss the complexity of the LT model-checking
problem.

As explained before, the essential idea behind the automata-based model-checking algo-
rithm for LTL is based upon the following relations:

TS | ¢ iff Traces(TS) € Words(y)
iff Traces(TS) C (247)* \ Words(—)

iff Traces(TS) N Words(—y) = @
N’
Lo(A-p)

iff TS A, | OO-F.

Here, NBA A_, accepts Words(—y) and F' is its set of accept states. The algorithm to
transform an LTL formula ¢ into an NBA may give rise to an NBA whose state space size
is exponential in the length of ¢. The NBA A_, can thus be constructed in exponential
time:

@(glsol o) = @(2|w|+log|w|).

This complexity bound, together with the fact that the state space of A is exponential in
l¢], yields an upper bound for the time- and space-complexity of LTL model checking (see
Algorithm 11, page 272):

o(|Ts| - 2141).

Remark 5.44. LTL Model Checking with Fairness

As a consequence of Theorem 5.30 (see page 264), the model-checking problem for LTL
with fairness assumptions can be reduced to the model-checking problem for plain L'TL.
So, in order to check the formula ¢ under fairness assumption fair, it suffices to verify
the formula fair — ¢ with an LTL model-checking algorithm. This approach, however,
has as its main drawback that the length |fair| can have an exponential influence on the
run-time of the algorithm. This is due to the construction of an NBA for the negated
formula, i.e., =(fair — ), whose size is exponential in |-(fair — ¢)| = |fair| + |¢|. To
avoid this additional exponential blowup, a modified persistence check (see Algorithm 8
on page 211) can be exploited to analyze the product transition system TS® .4, (instead
of TS © A_(f4ir—))- This can be done using standard graph algorithms. The reader is
referred to Exercise 5.22 (on page 308) for more details. [ |
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An interesting aspect of the LTL model-checking algorithm is that it can be executed on-
the-fly, i.e., while constructing the NBA A . This may avoid the need for constructing the
entire automaton .4-,. This on-the-fly procedure works as follows. Suppose we are given a
high-level description of the transition system TS, e.g., by means of a syntactic description
of the concurrent processes (as in SPIN’s input language PROMELA). The generation of
the reachable states of T'S can proceed in parallel with the construction of the relevant
fragment of A-,. Simultaneously, the reachable fragment of the product transition system
TS ® A-, is constructed in a DFS-manner. (This, in fact, yields the outermost DFS in
the nested DFS for checking persistence in TS® .A-,.) So the entire LTL model-checking
procedure can be interleaved with the generation of the relevant fragments of TS and A .
In this way, the product transition system T'S ® A- is constructed “on demand”, so to
speak. A new vertex is only considered if no accepting cycle has been encountered yet
in the partially constructed product transition system TS ® A-,. When generating the
successors of a state in A, it suffices to only consider the successors matching the current
state T'S (rather than all possible successors). It is thus possible that an accepting cycle
is found, i.e., a violation of ¢ (with corresponding counterexample), without the need for
generating the entire automaton A-.

This on-the-fly generation of Reach(TS), A-,, and TS ® A-, is adopted in practical
LTL model checkers (such as SPIN) and for many examples yields an efficient verification
procedure. From a theoretical point of view, though, the LTL model-checking problem
remains computationally hard and is "probably” not efficiently solvable. It is shown in
the sequel of this section that the LTL model-checking problem is PSPACE-complete.
We assume some familiarity with basic notions of complexity theory and the complexity
classes coNP and PSPACE; see, e.g., the textbooks [160, 320] and the Appendix.

Before proving the PSPACE-hardness of the L'TL model-checking problem, a weaker result
is provided. To that end, let us recall the so-called Hamiltonian path problem. Consider a
finite directed graph G' = (V, F) with set V of vertices and set £ C V x V of edges. The
Hamiltonian path problem is a decision problem that yields an affirmative answer when &G
has a Hamiltonian path, i.e., a path which passes through every vertex in V exactly once.

The next ingredient needed for the following result is the complement of the LTL model-
checking problem. This decision problem takes as input a finite transition system T'S and
an LTL formula ¢ and asks whether TS = . Thus, whenever the LTL model-checking
problem provides an affirmative answer, its complement yields “no”, and whenever the

result of the LTL model-checking problem is negative, its complement yields “yes”.

Lemma 5.45.

The Hamiltonian path problem is polynomially reducible to the complement of the LTL
model-checking problem.
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Proof: To establish a polynomial reduction from the Hamiltonian path problem to the
complement of the LTL model-checking problem, a mapping is needed from instances of
the Hamiltonian path problem onto instances for the complement model-checking problem.
That is, we need to map a finite directed graph G onto a pair (TS, ¢) where TS is a finite
transition system and ¢ is an LTL formula, such that

(i) G has a Hamiltonian path if and only if T'S = ¢, and

(ii) the transformation G ~~ (TS, ) can be performed in polynomial time.

The basic concept of the mapping is as follows. Essentially, T'S corresponds to G, i.e., the
states of TS are the vertices in G and the transitions in T'S correspond to the edges in
(7. For technical reasons, G is slightly modified to ensure that T'S has no terminal states.
More precisely, the state graph of TS arises from G by inserting a new vertex b to (&, which
is reachable from every vertex v via an edge and which is only equipped with a self-loop
b — b (i.e.,, b has no further outgoing edges). Formally, for G = (V, E) the associated
transition system is

TS=(Vw{b},{7},—,V,V,L)

where L(v) = {v} for any vertex v € V and L(b) = @. The atomic propositions for T'S
are thus obtained by taking the identities of the vertices in G. The transition relation —
is defined as follows:
('U,'wT)eE and lUGVTU{b}-
v—w v—>b

This completes the mapping of directed graph G onto transition system T'S. It remains to
formalize the negation of the existence (i.e., the absence) of a Hamiltonian path by means
of an LTL formula. Let

o =- N (0v A Owv— OOw)).

vEV

Stated in words,  asserts that it is not the case that each vertex v € V is eventually
visited and never visited again. Note that the conjunction does not quantify over b & V.

It is evident that T'S and ¢ can be constructed in polynomial time for a given directed
graph (G. As a last step, we need to show that GG has a Hamiltonian path if and only if

TS [~ .

<: Assume TS [~ . Then there exists a path 7 in TS such that

T = /\ (Ov AN Uv— OU-w)).

veEV
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As T | A,ey Ov, each vertex v € V occurs at least once in the path 7. Since
rE A O - O0-w)
veV

there is no vertex that occurs more than once in 7. Thus, 7 is of the form vy ... v,b0 b ...
where V = {v1,...,v, } and |V| = n. In particular, v; ...v, is a Hamiltonian path in G.

=: Each Hamiltonian path v ...v, in G can be extended to a path m =wv1...v,bb b ...
in TS. Thus, 7 [~ ¢ and, hence, TS [~ . [ |

Since the Hamiltonian path problem is known to be NP-complete, it follows from the previ-
ous lemma that the LTL model-checking problem is coNP-hard. The following complexity
result states that the LTL model-checking problem is PSPACE-hard.

Theorem 5.46. Lower Bound for LTL Model Checking
The LTL model-checking problem is PSPACE-hard.

Proof: Let TS be a finite transition system and  an LTL formula. As a first observation,
note that it suffices to show the PSPACE-hardness of the ezistential variant of the LTL
model-checking problem. This existential decision problem takes as input T'S and ¢ and
yields “yes” if m = ¢ for some (initial, infinite) path 7 in T'S, and “no” otherwise. Given
that

TS| ¢ ifand only if = = ¢ for all paths 7

if and only if not (7 |= - for some path )

it follows that the output for the instance (TS, ) of the LTL model-checking problem
yields 7yes” if and only if the output for the instance (TS,—y) of the existential vari-
ant of the LTL model-checking problem yields "no”. Thus, the PSPACE-hardness of
the existential variant of the LTL model-checking problem yields the PSPACE-hardness
of the complement of the existential variant of the LTL model checking problem which
again induces the PSPACE-hardness of the LTL model-checking problem. Recall that
PSPACE = coPSPACE, thus, the complement of any PSPACE-hard problem is PSPACE-
hard.

In the remainder of the proof we concentrate on showing the PSPACE-hardness of the
existential LTL model-checking problem. This is established by providing a polynomial
reduction from any decision problem K € PSPACE to the existential LTL model-checking
problem. Let M be a polynomial space-bounded deterministic Turing machine that ac-
cepts exactly the words w € K. The goal is now to transform (M, w) by a deterministic
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polynomial-time bounded procedure into a pair (TS, ) such that M accepts w if and only
if TS contains a path © with 7 |= .

The following proof, adopted from [372], has some similarities with Cook’s theorem stating
the NP-completeness of the satisfiability problem for propositional logic. The rough idea
is to encode the initial configurations, possible transitions, and accepting configurations
of a given Turing machine M by LTL formulae. In the sequel, let M be a deterministic
single-tape Turing machine with state-space @), starting state ¢g € @, the set F' of accept
states, the tape alphabet >, and the transition function § : @ x X — Q@ x X x { L, R, N }.
The intuitive meaning of ¢ is as follows. Suppose §(¢q, A) = (p, B, L). Then, whenever the
current state is ¢ and the current symbol in cell ¢ under the cursor is A, then M changes
to state p, overwrites the symbol A by B in cell ¢, and moves the cursor one position to
the left, i.e., it positions the cursor under cell i—1. For R or N, the cursor moves one
position to the right, or does not move at all, respectively. (For our purposes, there is no
need to distinguish between the input and the tape alphabet.)

For technical reasons, it is required that the accept states are absorbing, i.e., 6(¢q, 4) =
(g, A,N) for all ¢ € F. Moreover, it is assumed that M is polynomially space-bounded,
i.e., there is a polynomial P such that the computation for an input word A;... A, € ¥*
of length n visits at most the first P(n) cells on the tape. Without loss of generality, the
coefficients of P are assumed to be natural numbers and P(n) > n.

To encode M'’s possible behaviors by LTL formulae for an input word of length 7, the
Turing machine is transformed into a transition system TS = T'S(M, n) with the following
state space:

S ={0,1,....,P(n)} U{(¢,A,0) |qeQU{x}, AeX, 0<i<P(n)}.

The structure of TS is shown in Figure 5.23. TS consists of P(n) copies of “diamonds”.
The ith copy starts in state i—1, ends in state i, and contains the states (g, A, i) where
g€ QU {x}and A €3 “between” state i—1 and state ¢. Intuitively, the first component
q € QU{x } of state (¢, A, 1) in the ith copy indicates whether the cursor points to cell i (in
which case ¢ € Q is the current state) or to some other tape cell (in which case ¢ = *). The
symbol A € 3] in state (¢, A, 1) stands for the current symbol in cell i. The path fragments
from state 0 to state P(n) serve to represent the possible configurations of M. More
precisely, the configuration in which the current content of the tape is A; Aa... Ap(,), the
current state is ¢, and the cursor points to cell ¢ is encoded by the path fragment:

0(%, A1, 1)1 (%, A9,2)2 ... i—1(q, As, i) i (¥, A1, i+1)i+1 ... P(n)

Accordingly, the computation of M for an input word of length 7 can be described by the
concatenation of such path fragments.
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Figure 5.23: Transition system TS(M,n) for Turing machine M and input length 7.

N

We use the state identities as atomic propositions. In addition, proposition begin is used
to identify state 0, while proposition end is used for state P(n). That is, AP = S U
{ begin, end } with the obvious labeling function. Let ®¢ denote the disjunction over all
atoms (g, A, 1) where ¢ € @ (i.e., ¢ # x) and A € 3, 0 <i < P(n). The LTL formulae:

Poont = D(begin — L A gogonf) where

C)OI(L)om‘ = \/ O2l_l¢Q
1<i<P(n)
G = N (0% — A O¥ o)
1<i<P(n) 1<j§£(n)
JF

characterize any path 7 in T'S such that all path fragments of 7 that lead from 0 via
1,...,P(n—1) to P(n) encode a configuration of M. Note that ¢!, Ap? ,ensures that the
cursor points exactly to one of the positions 1, ..., P(n). Thus, any path 7 in T'S such that
T E Yoo can be viewed as a sequence of configurations in M. However, this sequence need
not be a computation of M, since the configurations might not be consecutive according
to M’s operational behavior. For this, we need additional constraints that formalize M’s
stepwise behavior.

The transition relation & of M can be encoded by an L'TL formula s that arises through

a conjunction of formulae ¢, 4 describing the semantics of 6(¢, A). Here, ¢ ranges over all
states in () and A over the tape-symbols in .. For instance, if (¢, A) = (p, B, L) then

Pg A = O /\ (O 2i_1(q7 A7 7/) - w(q,A,i,p,B,L))
1<<P(n)
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where ¥, 4, B 1) i defined as

/\ O% 10 & O2j—1+2P(n)+10) A O2i—1+2P(n)+1B/\ OQi—1+2P(n)+1—2 D.

' '

1'<j‘<P(n) content of all cells j # ¢ unchanged overwrite A by B in cell ¢ movc to statc p
J#Zvcez and cursor to ccll i—1

Here, C denotes the disjunction of the atoms (r, C, j) where r € QU{* } and 1 < j < P(n),
and p for the disjunction of all atoms (p, D, j) where D € ¥ and 1 < j < P(n).

The starting configuration of M for a given input word w = Ay ... A, € ¥* is given by
the formula ‘
(p:gart = O (JO /\ /\ O 22_1Ai /\ /\ O 211 I—l *

1<ign n<i<P(n)

The first conjunct () qo asserts that M starts in its starting state; the other conjuncts
assert that A; ... Anl_lp(”)_” is the content of the tape where LI denotes the blank symbol.
The accepting configurations are formalized by the formula

Paceept = O \/ q.

gel

For a given input word w = Ay ... A, of length n for M, let

C)O'LU = C)O:gart A C)OCOIflf A 90(5 A C)Oacccpt'

Note that the length of ,, is polynomial in the size of M and the length n of w. Thus,
TS = TS(M,n) and ¢, can be constructed from (M, w) in polynomial time. Moreover,
it also follows that there exists a path 7 = ¢, in TS if and only if M accepts the input
word w. [ ]

For real applications, the aforementioned theoretical complexity result is less dramatic
than it seems at first sight, since the complexity is linear in the size of the transition
system and exponential in formula length. In practice, typical requirement specifications
yield short LTL formulae. In fact, the exponential growth in the length of the formula
is not decisive for the practical application of LTL model checking. Instead, the linear
dependency on the size of the transition system is the critical factor. As has been discussed
at the end of Chapter 2 (page 77), the size of transition systems may be huge even
for relatively simple systems—the state-space explosion problem. In later chapters of
this monograph, various techniques will be treated to combat this state-space explosion
problem.

We mentioned before that the LTL model-checking problem is PSPACE-complete. The

previous result showed PSPACE-hardness. It remains to show that it belongs to the
complexity class PSPACE.
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To prove that the LTL model-checking problem is in PSPACE, we resort (again) to the
existential variant of the L'I'L model-checking problem. This is justified by the fact that
PSPACE — as any other deterministic complexity class — is closed under complementation.
That is, the LTL model-checking problem is in PSPACE iff its complement is in PSPACE.
This is equivalent to the statement that the existential variant of the L'TL model-checking
problem is solvable by a polynomial space-bounded algorithm. By Savitch’s theorem
(PSPACE agrees with NPSPACE), it suffices to provide a nondeterministic polynomial
space-bounded algorithm that solves the existential LTL model-checking problem.

Lemma 5.47.

The existential LTL model-checking problem is solvable by a nondeterministic space-boun-
ded algorithm.

Proof: In the sequel, let ¢ be an LTL formula and TS = (S, Act,—, I, AP, L) a finite
transition system. The goal is to check nondeterministically whether T'S has a path 7
with 7 = ¢, while the memory requirements are bounded by O( poly(size(TS),|¢|)). The
techniques discussed in Section 5.2 (page 270 ff) suggest to build an NBA A, for ¢,
construct the product transition system T'S® A, and check whether this product contains
a reachable cycle containing an accept state of 4,. We now modify this approach to
obtain an NPSPACE algorithm. Instead of an NBA for ¢, we deal here with the GNBA
G, for . Recall that states in this automaton are elementary subsets of the closure of ¢
(see Definition 5.34 on page 276). The goal is to guess nondeterministically a finite path
UQUL « .. Up—1 Vo V] ... Up—1 in TS ® G, and to check whether the components of G, in
the infinite path

Ug UL .. Up—1 (’UO v, ’Um_l)w

constitute an accepting run in G,. This, of course, requires that vy is a successor of v,,_1.
The states u;, v; in the infinite path in TS ® G, are pairs consisting of a state in TS
and an elementary set of formulae. For the lengths of the prefix ug ... u,_1 and the cycle
VOV -« . . Um—1 U, we can deal with n < k and m < k- || where k is the number of reachable
states in T'S @ G,,. (Note that |p| is an upper bound for the number of acceptance sets in
Gyarphi.) An upper bound for the value k is given by

K - NTS . 2NAP
where Ny denotes the number of states in T'S and N, = |closure(y)|. Note that
K = O(size(TS) - exp(|p]) ).

The algorithm now works as follows. We first nondeterministically choose two natural
numbers n, m with n < K and m < K -|¢| (by guessing [log K| = O(log(size(TS)) - |¢|)
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bits for n and [log K|+ [log |¢|] = O(log(size(TS)) - |¢|) bits for m). Then the algorithm
guesses nondeterministically a sequence ug ... Up—1, Uy ... Up+y, Where the u;’s are pairs
(s, B;) consisting of a state s; in TS and a subset B; of closure(y). For each such state
u; = (84, B;), the algorithm checks whether

1. s; is a successor of s;_1, provided that i > 1,
2. B; is elementary,
3. B_NAP = L(éz),

4. B; € §(B;_1, L(s;)), provided that i > 1.

For ¢ = 0, the algorithm checks whether sy € I is an initial state of T'S and whether By €
d(B, L(sg)) for some elementary set B which contains . Here, ¢ denotes the transition
relation of the GNBA G,. (Recall that the sets B where ¢ € B are the initial states in
the GNBA for ¢.) Conditions 1-4 are local and simple to check. If one of these four
conditions is violated for some i, the algorithm rejects and halts. Otherwise ug ... Uprtm
is a finite path in TS ® G,. We finally check whether u, agrees with the last state
Uptm. Again, the algorithm rejects and halts if this condition does not hold. Otherwise,
U ... Up—1{Un - . . Un+m—1)* is an infinite path in TS ® G, and it finally amounts to check
whether the acceptance condition of G, is fulfilled. This means we have to verify that
whenever 1, Uty € B; for some i € {n,...,n+m— 1}, then there is some j € {n,...,n+
m — 1} such that 19 € B;. If this condition holds, then the algorithm terminates with the
answer “yes”.

This algorithm is correct since if T'S has a path where © holds, then there is a computation
of the above algorithm that returns “yes”. Otherwise, i.e., if TS does not have a path
where ¢ holds, then all computations of the algorithm are rejecting.

It remains to explain how the sketched algorithm can be realized such that the memory
requirements are polynomial in the size of T'S and length of . Although the length n+mn
of the path ug ... Up+., might be exponentially in the length of ¢ (note that, e.g., n = K
is possible and that K grows exponentially in the length of ), this procedure can be
realized with only polynomial space requirements. This is due to the observation that for
checking the above conditions 1-4 for u; = (s;, B;), we only need state u;_1 = (s;-1, Bi—1)-
Thus, there is no need to store all states u; for 0 < j < n + m. Instead, the actual and
previous states are sufficient. Moreover, to verify that G,’s acceptance condition holds,
we only need to remember the subformulae ¥ U ¥y of ¢ that are contained in some of the
sets B, ... Byim—1, and the subformulae 1o that appear on the right hand side of an until
subformula of ¢ and are contained in some of the sets B,,,... B,1m—1. This additional
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information requires O(|y¢|) space. Thus, the above nondeterministic algorithm can be
realized in a polynomially space-bounded way. [ |

By Lemma 5.47 and Theorem 5.46 we get:

Theorem 5.48.
The LTL model-checking problem is PSPACE-complete.

5.2.2 LTL Satisfiability and Validity Checking

The last section of this chapter considers the satisfiability problem and the validity problem
for LTL. The satisfiability problem is: for a given LTL formula ¢, does there exist a model
for which ¢ holds? That is, do we have Words(p) # @7 Satisfiability can be solved by
constructing an NBA A, for LTL formula ¢. In this way, the existence of an infinite word
o € Words(p) = L,(A,) can be established. The emptiness problem for NBA A | i.e.,
whether £,(A) = @ or not, can be solved by means of a technique similar to persistence
checking, see Algorithm 12. In addition to an affirmative response, a prefix of a word
o€ L,(A) = Words(p) can be provided similar to a counterexample for model checking
LTL.

Algorithm 12 Satisfiability checking for LTL
Input: LTL formula ¢ over AP
Output: “yes” if  is satisfiable. Otherwise “no”.

Construct an NBA A = (Q, 247,68, Qo, F) with £L,,(A) = Words(y)
(* Check whether £,(A) = @. *)

Perform a nested DFS to determine whether there exists a state ¢ € F' reachable from
go € Qo and that lies on a cycle

If so, then return “yes”. Otherwise, “no”.

Given that satisfiability for LTL can be tackled using similar techniques as for model
checking LTL, let us now consider the validity problem. Formula ¢ is valid whenever ¢
holds under all interpretations, i.e., ¢ = true. For LTL formula ¢ over AP we have ¢ is
valid if and only if Words(y) = (247)%. The validity of ¢ can be established by using the
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observation that ¢ is valid if and only if = is not satisfiable. Hence, to algorithmically
check whether ¢ is obtained, one constructs an NBA for = and applies the satisfiablity
algorithm (see Algorithm 12) to —.

The outlined LTL satisfiability algorithm has a runtime that is exponential in the length
of . The following result shows that an essentially more efficient technique cannot be
achieved as both the validity and satisfiability problems are PSPACE-hard. In fact, both
problems are even PSPACE-complete. Membership to PSPACE for the L'TL satisfiability
problem can be shown by providing a nondeterministic polynomially space-bounded algo-
rithm that guesses a finite run in the GNBA G, for the given formula ¢ and checks whether
this finite run is a prefix of an accepting run in G,. The details are skipped here since
they are very similar to the algorithm we provided for the existential LTL model checking
problem (see Lemma 5.47 on page 294). The fact that the LTL validity problem belongs
to PSPACE can be derived from the observations that ¢ is valid iff - is not satisfiable
and that PSPACE is closed under complementation. We now focus on the proof for the
PSPACE-hardness.

Theorem 5.49. LTL Satisfiability and Validity (Lower Bound)
The satisfiability and validity problems for LTL are PSPACE-hard.

Proof: Since satisfiability and validity are complementary in the sense that  is satisfiable
if and only if —p is not valid, and vice versa, it suffices to show the PSPACE-hardness
of the satisfiability problem. This is done by providing a polynomial reduction from the
existential variant of the LTL model-checking problem (see the proof of Theorem 5.46 on
page 290) to the satisfiability problem for LTL.

Let TS = (S, Act,—, I, AP, L) be a finite transition system and ¢ an LTL formula over
AP. The goal is to construct an LTL formula ¥ such that ¥ is satisfiable if and only if
there is a path 7 in T'S with 7 |= . Besides, 1 should be constructed in polynomial time.

The atomic propositions in 1) are elements in AP’ = AP W S. For any state s € S let
o, = /\ a N /\ -q.
a€L(s) aéL(s)

The formula ®, can be viewed as a characteristic formula for the labeling of s, since
s’ = @, if and only if L(s) = L(s), for any s’ € S. However, for the LTL satisfiability
problem, there is no fixed transition system and ®, can hold also for other states (in
another transition system). For s € S and T C S, let W7 = \/,o 1 be the characteristic
formula for the set 1T'. Let

Yy = 3_>(q)a N O \ijost(s))
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assert that in state s, the labels L(s) hold, and that transitions exist to any of its immediate

successors Post(s). Let
== \Vesar A D
€S teS\{s}
Stated in words, = asserts that exactly one of the atomic propositions s € AP holds.
These definitions constitute the ingredients for the definition of ¥. For set I of initial
states, let
o= Uy AOEADOUs A N\ DOy A g
seS
It follows directly that i can be derived from TS and ¢ in polynomial time. It remains
to show that

dr € Paths(TS). 7w = ¢ if and only if ) is satisfiable.

=: Let m = s9 $1 $2... be an initial, infinite path in TS with 7 |= . Now consider 7 as
a path in the transition system TS that agrees with T'S but uses the extended labeling
function L'(s) = L(s) U {s}. Then, 7 |= Wy, since s5 € I. In addition, 7 = OZ and
7 = Oy, since Z and 1, hold in all states of T'S". Thus, 7 |= 1. Hence, 7 is a witness for
the satisfiability of .

<: Assume ¥ is satisfiable. Let Ag A1 Ao ... be an infinite word over the alphabet 9AP

with AO A1 A2 oL E WOI‘dS(’(/J). Since
Ag A Ag... EOE

there is a unique state sequence m = sg 81 82... in TS with s; € A; for all ¢ > 0. Since
AgAi Ay L. |: U, we get sg € 1. As

AgAi Ay EO N ¥,
s€S

we have A; N AP = L(s;) and s;11 € Post(s;) for all i > 0. This yields that 7 is a path in
TS and 7 |= ¢. [

5.3 Summary

e Linear Temporal Logic (LTL) is a logic for formalizing path-based properties.

e LTL formulae can be transformed algorithmically into nondeterministic Biichi au-
tomata (NBA). This transformation can cause an exponential blowup.
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e The presented algorithm for the construction of an NBA for a given LTL formula
@ relies on first constructing a GNBA for ¢, which is then transformed into an
equivalent NBA.

e The GNBA for ¢ encodes the semantics of propositional logic and the semantics of
the next-step operator in its transitions. Based on the expansion law, the meaning
of until is split into local requirements (encoded by the states of a GNBA), next-step
requirements (encoded by the transitions of the GNBA), and a fairness condition
(encoded by the acceptance sets of the GNBA).

e LTL formulae describe w-regular LT properties, but do not have the same expres-
siveness as w-regular languages.

e The LTL model-checking problem can be solved by a nested depth-first search in the
product of the given transition system and an NBA for the negated formula.

e The time complexity of the automata-based model-checking algorithm for LTL is
linear in the size of the transition system and exponential in the length of the formula.

e Fairness assumptions can be described by LTL formulae. The model-checking prob-
lem for LTL with fairness assumptions is reducible to the standard LTL model-
checking problem.

e The LTL model-checking problem is PSPACE-complete.

e Satisfiability and validity of LTL formulae can be solved via checking emptiness
of nondeterministic Blichi automata. The emptiness check can be determined by a
nested DFS that checks the existence of a reachable cycle containing an accept state.
Both problems are PSPACE-complete.

5.4 Bibliographic Notes

Linear temporal logic. Based on prior work on modal logics and temporal modalities
[270, 345, 244, 230], Pnueli introduced (linear) temporal logics for reasoning about re-
active systems in the late seventies in his seminal paper [337]. Since then, a variety of
variants and extensions of LTL have been investigated, such as Lamport’s Temporal Logic
of Actions (TLA) [260] and LTL with past operators [159, 274, 262]. LTL forms the basis
for the recently standardized industrial property specification language PSL [136]. The
past extension of LTL does not change the expressiveness of LTL, but can be helpful for
specification convenience and modular reasoning. For several properties, the use of past
operators may lead to (exponentially) more succinct formulae than in ordinary LTL. To
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cover the full class of w-regular LT properties, Vardi and Wolper introduced an extension
of LTL by automata formulae [424, 425, 411, 412].

LTL model checking. Vardi and Wolper also developed the automata-based model checking
algorithm for LTL presented in this chapter. The presented algorithm to construct an NBA
from a given LTL formula is, in our opinion, the simplest and most intuitive one. In the
meantime, various alternative techniques have been developed that generate more compact
NBAs or that attempt to minimize a given NBA, see e.g. [166, 110, 148, 375, 162, 149,
167, 157, 389, 369]. Alternative LTL model-checking algorithms that do not use Biichi
automata, but a so-called tableau for the LTL formula, were presented by Lichtenstein and
Prnueli [273] and Clarke, Grumberg, and Hamaguchi [88]. The results about the complexity
of LTL model checking and the satisfiability problem are due to Sistla and Clarke [372].

There is a variety of surveys and textbooks; see, e.g.,[245, 138, 173, 283, 158, 284, 92, 219,
379, 365], where several other aspects of LTL and related logics, such as deductive proof
systems, alternative model-checking algorithms, or more details about the expressiveness,
are treated.

Ezamples. The garbage collection algorithm presented in Example 5.31 is due to Ben-Ari
[41]. Several leader election protocols that fit into the shape of Example 5.13 have been
suggested; see, e.g., [280].

LTL model checkers. SPIN is the most well-known LTL model checker and has been
developed by Holzmann [209]. Transition systems are described in the modeling language
Promela, and LTL formulae are checked using the algorithm advocated by Gerth et al.
[166]. LTL model checking using a tableau construction is supported by NuSMV [83].

5.5 Exercises

ExERCISE 5.1. Consider the following transition system over the set of atomic propositions { a, b }:

O

{a}
{a} (51 \89 s3 ) {a,b}

Indicate for each of the following LTL formulae the set of states for which these formulae are
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fulfilled:
@) Oa (d) O0a
b) OO Qa (e) O(bUa)
(c) Ob (f) 0(aUb)

EXERCISE 5.2. Consider the transition system TS over the set of atomic propositions AP =
{a,b,c}:

Decide for each of the LTL formulae ¢; below, whether T'S |= ¢; holds. Justify your answers! If
TS V£ i, provide a path © € Paths(T'S) such that 7 [~ ¢;.

p1 =00

w2 =00c¢

p3 =0c—=00¢
gy =Ua

vy =alUO(Vc)
ve =(O ObUBVC

ExXERCISE 5.3.  Consider the sequential circuit in Figure 5.24 and let AP = {z,y,r1,72 }. Provide
LTTL formulae for the following properties:

X Y

—_—

r 1,r 2

Figure 5.24: Circuit for Exercise 5.3.
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(a) “It is impossible that the circuit outputs two successive 1s.”
(b

(c
(d

“Whenever the input bit is 1, in at most two steps the output bit will be 1.”
“Whenever the input bit is 1, the register bits do not change in the next step.”

)
)
)
) “Register r; has infinitely often the value 1.”

Determine which of these properties are satisfied for the initial register evaluation where r; = 0
and r2 = 07 Justify your answers.

EXERCISE 5.4. Suppose we have two users, Peter and Betsy, and a single printer device Printer.
Both users perform several tasks, and every now and then they want to print their results on the
Printer. Since there is only a single printer, only one user can print a job at a time. Suppose we
have the following atomic propositions for Peter at our disposal:

o Peter.request ::= indicates that Peter requests usage of the printer;
e Peter.use ::= indicates that Peter uses the printer;
e Peter.release := indicates that Peter releases the printer.

For Betsy, similar predicates are defined. Specify in LTL the following properties:

(a) Mutual exclusion, i.e., only one user at a time can use the printer.
(b) Finite time of usage, i.e., a user can print only for a finite amount of time.

Absence of individual starvation, i.e., if a user wants to print something, he/she eventually
is able to do so.

~~
@]
~

(d) Absence of blocking, i.e., a user can always request to use the printer

(e) Alternating access, i.e., users must strictly alternate in printing.

EXERCISE 5.5. Consider an elevator system that services N > 0 floors numbered 0 through
N —1. There is an elevator door at each floor with a call-button and an indicator light that signals
whether or not the elevator has been called. For simplicity consider N = 4. Present a set of
atomic propositions — try to minimize the number of propositions — that are needed to describe
the following properties of the elevator system as LTL formulae and give the corresponding LT
formulae:

(a) The doors are “safe”, i.e., a floor door is never open if the elevator is not present at the given
floor.

(b) A requested floor will be served sometime.
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(c) Again and again the elevator returns to floor 0.

(d) When the top floor is requested, the elevator serves it immediately and does not stop on the
way there.

EXERCISE 5.6. Which of the following equivalences are correct? Prove the equivalence or provide
a counterexample that illustrates that the formula on the left and the formula on the right are not
equivalent.

) Op =0y = UV )
) 00p —00¢ = O(pU (¥ V)
) O8(e vV —1p) = =0(~p Ath)
) OleAd) = Op A O
) Op A O0p = Oy
) O A OOy = Op
) O0¢ — O0¢ = O(p — 0¢)

) ~(p1Up2) = =2 W (=1 A —ipz)

) O0p1=0 0 w2

) (OOp) A (O8w2) = 0 (01 Alw2)
) (prUp2)Ups = 1 U2

EXERCISE 5.7. Let ¢ and ¢ be LTL formulae. Consider the following new operators:

(a) “At next” ¢ N: at the next time where ¢ holds, ¢ also holds.
(b) “While” o W1: ¢ holds as least as long as ¢ does.
(¢) “Before” ¢ B: if ¢ holds sometime, ¢ does so before.

Make the definitions of these informally explained operators precise by providing LTL formulae
that formalize their intuitive meanings.

EXERCISE 5.8. We consider the release operator R which was defined by ¢ R &« == U —1));
see Section 5.1.5 on page 252 ff.

(a) Prove the expansion law ¢1 Ryps = @2 A (w1 VO (1 A ws2)).
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(b) Prove that pR¢ = (mp A )W (@ A 1).
(c) Prove that o1 Wya = (—p1 V p2) R{(p1 V @2).
(d) Prove that o1 Ups = —(—¢1 R—¢a).

EXERCISE 5.9. Consider the LTL formula
o = - ((Da) — ((aA=c) U=(O b))) A=(=aV O 0c).

Transform ¢ into an equivalent LTT formula in PNF

(a) using the weak-until operator W,

(b) using the release operator R.

EXERCISE 5.10. Provide an example for a sequence (¢,,) of LTL formulae such that the LTL
formula 4, is in weak-until PNF, ¢, = 4, and ¢, is exponentially longer than ¢,. Use the
transformation rules in Section 5.1.5

{a,b}

(52)

) *) e

Figure 5.25: Transition system for Exercise 5.11.

EXERCISE 5.11. Consider the transition system TS in Figure 5.25 with the set AP ={a,b,c} of
atomic propositions. Note that this is a single transition system with two initial states. Consider
the LTL fairness assumption

fair = (O0(anb) — O0-c) A (0O(anb) — OO-b).

Questions:

(a) Determine the fair paths in TS, i.e., the initial, infinite paths satisfying fair

(b) For each of the following LTL formulae:

p1 = COla

w2 = Ona — Ola
w3 = Ua

ws = bU O-D

w5 = bW O-b

we = O ObUO-D
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determine whether TS =yur @i. In case TS [Ejur @i, indicate a path m € Paths(TS) for
which 7 £ ;.

EXERCISE 5.12. Let ¢ = (a — O —b)W (a A b) and P = Words(y) where AP = {a,b}.

(a) Show that P is a safety property.
(b) Define an NFA A with £(A) = BadPref(P).

(¢) Now consider P’ = Words((a — O —b) U (aAb)). Decompose P’ into a safety property Psafe
and a liveness property Pjye such that

P = Psafe mP)live~

Show that Psare is a safety and that Fy,. is a liveness property.

Figure 5.26: Transition system for Exercise 5.14.

EXERCISE 5.13. Provide an NBA for each of the following LTL formulae:

Oav—-0Ob) and ¢a vV O0(a<—b) and O O(aVv OUb).

EXERCISE 5.14. Consider the transition system TS in Figure 5.26 with the atomic propositions
{a,b}. Sketch the main steps of the LTL model-checking algorithm applied to TS and the LTL
formulae

w1 = O0a—00b and ¢ = OlanOa).

To that end, carry out the following steps:

(a) Depict an NBA A; for —p;.
(b) Depict the reachable fragment of the product transition system TS & A4;.

(¢) Explain the main steps of the nested DFS in TS® A; by illustrating the order in which the
states are visited during the “outer” and “inner” DFS.
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true a alAb alAb

Figure 5.27: GNBA for Exercise 5.15.

(d) If TS}~ ¢4, provide the counterexample resulting from the nested DFS.

EXERCISE 5.15. Consider the GNBA G in Figure 5.27 with the alphabet ¥ = 212} and the set
F = {{a,a} {g} } of accepting sets.

(a) Provide an LTL formula ¢ with Words(p) = £,(G). Justify your answer.
(b) Depict the NBA A with £, (A) = £.(G).

EXERCISE 5.16. Depict a GNBA G over the alphabet ¥ = 2{@5¢} guch that

L£,(G) = Words( (O0a — O0b) A —a A (maWc) ).

EXERCISE 5.17. Let ¢ =0 (a < O -a) and AP={a}.

(a) Show that ¢ can be transformed into the following equivalent basic LTL formula
¢ ==[trueU (= (aAO=a) A= (ma A= —a))].
The basic LTL syntax is given by the following context-free grammar:
pu=truelaleiApa [~ ] O ¢l p1Upe.

(b) Compute all elementary sets with respect to closure(y) (Hint: There are sic elementary

(c¢) Construct the GNBA G, with £, (G,) = Words(¢). To that end:

(i) Define its set of initial states and its acceptance component.
(ii) For each elementary set B, define 6(B, BN AP).

EXERCISE 5.18. Let AP ={a}and ¢ = (a A OQa)U-a an LTL formula over AP.
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(a) Compute all elementary sets with respect to .
(Hint: There are five elementary sels.).

(b) Construct the GNBA G, such that £, (G,) = Words(e).

EXERCISE 5.19. Consider the formula ¢ = aU(-a Ab) and let G be the GNBA for ¢ that
is obtained through the construction explained in the proof of Theorem 4.56. What are the
initial states in G?7 What are the accept states in G7 Provide an accepting run for the word
{a}{a}{a,b}{b}*. Explain why there are no accepting runs for the words {a}* and {a}{a}{a,b}*.
(Hint: The answers to these questions can be given without depicting G.)

EXERCISE 5.20.

We consider the LTL formula ¢ = O(a — (=bU (a Ab))) over the set

AP = {a,b} of atomic propositions and we want to check TS |= ¢ {b}
for TS outlined on the right. @

(a) To check TS |= ¢, convert - into an equivalent LTL formula
¥ which is constructed according to the following grammar:

¢ =true | false |a [b|PAD || O P |PUD.

—
Q
—_
—~
=
o
—_

Then construct closure(v).

(b) Give the elementary sets w.r.t. closure(y)!
(c) Construct the GNBA G,.

(d) Construct an NBA A, directly from —, ie., without relying on Gy. (Hint: Four states
suffice.)

(e) Construct TS® A .

(f) Use the nested DFS algorithm to check TS |= . Therefore, sketch the algorithm’s main
steps and interpret its outcome!

EXERCISE 5.21. The construction of a G from a given LTL formula in the proof of Theorem
4.56 assumes an LTTL formula that only uses the basic temporal modalities () and U. The
derived operators ¢, 00, W and R can be treated by syntactic replacements of their definitions.
Alternatively, and more efficient, is to treat them as basic modalities and to allow for formulae (4,
O, 1 W o and 1 Rpo as elements of elementary sets of formulae and redefine the components
of the constructed GNBA.

Explain which modifications are necessary for such a ”direct” treatment of ¢ (eventually), O
(always), W (weak-until), and R (release). That is, which additional conditions do the elementary
sets, the transition function 4, and the set F of accepting sets have to fulfill?
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EXERCISE 5.22. Let TS = (S, Act,—, Sy, AP, L) be a finite transition system without terminal
states and let wfair = $00b; — OObs be a weak LTL fairness assumption with b1, bs € AP. Explain
how the nested DFS can be modified to check directly whether TS |=uwjair O0a (where a € AP),
that is, without using the transformation TS |=yfa:r OOa iff TS |= (wfeir — OOa).

EXERCISE 5.23. Which of the following LTL formulae ¢; are representable by a deterministic
Biichi automaton?
1 = Ola—0b), ¢z = 1.

Explain your answer.

EXERCISE 5.24. Check for the following LTL formula whether they are (i) satisfiable, and/or (ii)
valid:

Practical Exercises

EXERCISE 5.25. Consider an arbitrary, but finite, number of identical processes?, that execute in
parallel. Each process consists of a noncritical part and a critical part, usually called the critical
section. In this exercise we are concerned with the verification of a mutual exclusion protocol, that
is, a protocol that should ensure that at any moment of time at most one process (among the N
processes in our configuration) is in its critical section. There are many different mutual exclusion
protocols developed in the literature. In this exercise we are concerned with Szymanski’s protocol
[384]. Assume there are N processes for some fixed N > 0. There is a global variable, referred to
as flag, which is an array of length N, such that flagfi] is a value between 0 and 4 (for 0 < ¢ < N).
The idea is that flagfi] indicates the status of process i. The protocol executed by process i looks
as follows:

10: loop forever do

begin
11: Nomncritical section
12: flagfi] := 1;

2QOnly the identity of a process is unique.
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13: wait until (flag/0] < 3 and flag/1] < 3 and ... and flag/[N-1] < 3)
14: flagfi] :== 3;
15: if (flagf0] = 1 or flag/1] = 1 or ... or flag/N-1] = 1)
then begin
16: flagfi] :== 2;
17: wait until (flag/0] = 4 or flag[1] = 4 or ... or flag/N-1] = 4)
end
18: flagfi] :== 4;
19: wait until (flag/0] < 2 and flag/1] < 2 and ... and flagfi-1] < 2)
110: Critical section
111: wait until (flagfi+1] € {0,1,4}) and ... and (flag/N-1] € {0,1,4})
112: flagfi] :== 0;
end.

Before doing any of the exercises listed below, try first to informally understand what the protocol
is doing and why it could be correct in the sense that mutual exclusion is ensured. If you are
convinced of the fact that the correctness of this protocol is not easy to see — otherwise please
inform me — then start with the following questions.

1. Model Szymanski’s protocol in Promela. Assume that all tests on the global variable flag
(such as the one in statement 13) are atomic. Look carefully at the indices of the variable flag
used in the tests. Make the protocol description modular such that the number of processes
can be changed easily.

2. Check for several values of N (N > 2) that the protocol indeed ensures mutual exclusion.
Report your results for NV equal to 4.

3. The code that a process has to go through before reaching the critical section can be divided
into several segments. We refer to statement 14 as the doorway, to segments 15, 16, and 17, as
the waiting room and to segments 18 through 112 (which contains the critical section) as the
inner sanctum. You are requested to check the following basic claims using assertions. Give
for each case the changes to your original Promela specification for Szymanski’s protocol
and present the verification results. In case of negative results, simulate the counterexample
by means of guided simulation.

(a) Whenever some process is in the inner sanctum, the doorway is locked, that is, no
process is at location 14.

(b) If a process 7 is at 110, 111 or 112, then it has the least index of all the processes in the
waiting room and the inner sanctum.

(c) If some process is at 112, then all processes in the waiting room and in the inner sanctumn
must have flag value 4.

EXERCISE 5.26. We assume N processes in a ring topology, connected by unbounded queues.
A process can only send messages in a clockwise manner. Initially, each process has a unique
identifier ident (which is assumed to be a natural number). A process can be either active or
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relaying. Initially a process is active. In Peterson’s leader election algorithm (1982) each process

in the ring carries out the following task:

active:
d = ident;
do forever
begin
/* start phase */
send(d);
receive(e);
if e = ident then announce elected;
if d > e then send(d) else send(e);
receive(f);
if f = ident then announce elected;
if ¢ > max(d, f) then d := ¢ else goto relay;
end

relay:

do forever

begin
receive(d);
if d = ident then announce elected;
send(d)

end

Solve the following questions concerning the leader election protocol:

1. Model Peterson’s leader election protocol in Promela (avoid invalid end states).

2. Verify the following properties:

(a) There is always at most one leader.

(b)

(c)
)

(d
2N|logy N| + N.

Eventually always a leader will be elected.

The elected leader will be the process with the highest number.

The maximum total amount of messages sent in order to elect a leader is at most

EXERCISE 5.27. This exercise deals with a simple fault-tolerant communication protocol in which
processes can fail. A failed process is still able to communicate, i.e., it is able to send and receive
messages, but the content of its transmitted messages is unreliable. More precisely, a failed process
can send messages with arbitrary content. A failed process is therefore also called unreliable.

We are given N reliable processes (i.e., processes that have not failed and that are working as
expected) and K unreliable processes, where NV is larger than 3- K and K is at least 0. There is no
way, a priori, to distinguish the reliable and the unreliable processes. All processes communicate
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by means of exchanging messages. Fach process has a local variable, which initially has a value, 0
or 1. The following informally described protocol is aimed to be followed by the reliable processes,
such that at the end of round K+1 we have

¢ eventually every reliable process has the same value in its local variable, and

e il all reliable processes have the same initial value, then their final value is the same as their
common initial value.

The difficulty of this protocol is to establish these constraints in the presence of the K unreliable
processes!

Informal description of the protocol The following protocol is due to Berman and Garay
[47]. Let the processes be numbered 1 through N+K. Processes communicate with each other in
“rounds”. Each round consists of two phases of message transmissions: In round i, 4 > 0, in the
first phase, every process sends its value to all processes (including itself); in the second phase,
process ¢ sends the majority value it received in the first phase (for majority to be well-defined we
assumme that N+K is odd) to all processes. I a process receives IV, or more, instances of the same
value in its first phase of the round, it sets its local variable to this value; otherwise, it sets its
local variable to the value received (from process i) in the second phase of this round.

1. Model this protocol in Promela. Make the protocol description modular such that the num-
ber of reliable and unreliable processes can be changed easily. As the state space of your
protocol model could be very large, instantiate your model with a single unreliable process
and four reliable processes.

First hint: One of the main causes for the large state space is the model for the unreliable
process, so try to keep this model as simple as possible. This can be achieved by, for in-
stance, assuming that an unreliable process can only transmit arbitrary 0 or 1 values (and
not any other value) and that a process always starts with a fixed initial value (and not with
a randomly selected one). In addition, use atomic broadcast for message transmissions.

Second hint: Tt might be convenient (though not necessary) to use a matrix of size (N+K) -
(N+K) of channels for the communication structure. As Promela does not support multi-
dimensional arrays, you could use the following construct (where M equals N+K):

typedef Arraychan {
chan ch[M] = [1] of {bit}; /* M channels of size 1 %/
}

Arraychan A[M]; /* a matrix A of MxM channels of size 1 */

Statement A[i].ch[j]1!0 denotes an output of value 0 over the channel directed process
from i to j. Similarly, statement A[i].ch[j]7?b denotes the receipt of a bit value stored in
variable b via the channel directed from process i to j.

2. Formalize the two constraints of the protocol in LTL and convert these into never claims.
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3. Check the two temporal logic properties by SPIN and hand in the verification output gener-
ated by SPIN.

4. Show that the requirement N > 3 - K is essential, by, for instance, changing the config-
uration of your system such that N < 3. K and checking that for this configuration the
first aforementioned constraint is violated. Create the shortest counterexample (select the
shortest trail in the advanced verification options) and perform a guided simulation of this
undesired scenario. Hand in the counterexample you found and give an explanation of it.
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Chapter 6

Computation Tree Logic

This chapter introduces Computation Tree Logic (CTL), a prominent branching temporal
logic for specifying system properties. In particular, the syntax and semantics of CTL
are presented, a comparison to Linear Temporal Logic (LTL) is provided, and the issue
of fairness in CTL is treated. CTL model checking is explained in detail. First, the core
recursive algorithm is presented that is based on a bottom-up traversal of the parse tree of
the formula at hand. The foundations of this algorithm are discussed and the adaptations
needed to incorporate fairness are detailed. This is followed by an algorithm for the
generation of counterexamples. The chapter is concluded by presenting a model-checking
algorithm for CTL*, a branching-time logic that subsumes both LTL and CTL.

6.1 Introduction

Prnueli [337] has introduced linear temporal logic for the specification and verification of
reactive systems. LTL is called linear, because the qualitative notion of time is path-based
and viewed to be linear: at each moment of time there is only one possible successor state
and thus each time moment has a unique possible future. Technically speaking, this follows
from the fact that the interpretation of LTL formulae is defined in terms of paths, i.e.,
sequences of states.

Paths themselves, though, are obtained from a transition system that might be branching;:
a state may have several, distinct direct successor states, and thus several computations

may start in a state. The interpretation of LTL-formulae in a state requires that a formula
@ holds in state s if all possible computations that start in s satisfy ¢. The universal

313

Petitioner Exhibit 1002-3257



314 Computation Tree Logic

quantification over all computations that is implicit in the LTL semantics can also be
made explicit in the formula, e.g.:

s =V if and only if 7 | ¢ for all paths 7 starting in s

In LTL, we thus can state properties over all possible computations that start in a state,
but not easily about some of such computations. To some extent this may be overcome
by exploiting the duality between universal and existential quantification. For instance, to
check whether there exists some computation starting in s that satisfies ¢ we may check
whether s |= V = ; if this formula is not satisfied by s, then there must be a computation
that meets ¢, otherwise they should all refute (.

For more complicated properties, like “for every computation it is always possible to return
to the initial state”, this is, however, not possible. A naive attempt would be to require
O start for every computation, i.e., s = VO { start, where the proposition start uniquely
identifies the initial state. This is, however, too strong as it requires a computation to
always return to the initial state, not just possibly. Other attempts to specify the intended
property also fail, and it even turns out to be the case that the property cannot be specified
in LTL.

To overcome these problems, in the early eighties another strand of temporal logics for
specification and verification purposes was introduced by Clarke and Emerson [86]. The
semantics of this kind of temporal logic is not based on a linear notion of time—an infinite
sequence of states—but on a branching notion of time—an infinite tree of states. Branching
time refers to the fact that at each moment there may be several different possible futures.
Fach moment of time may thus split into several possible futures. Due to this branching
notion of time, this class of temporal logic is known as branching temporal logic. The
semantics of a branching temporal logic is defined in terms of an infinite, directed tree
of states rather than an infinite sequence. Each traversal of the tree starting in its root
represents a single path. The tree itself thus represents all possible paths, and is directly
obtained from a transition system by “unfolding” at the state of interest. The tree rooted
at state s thus represents all possible infinite computations in the transition system that
start in s. Figure 6.1 depicts a transition system and its unfolding. (For convenience, each
node in the tree consists of a pair indicating the state and the level of the node in the
tree.)

The temporal operators in branching temporal logic allow the expression of properties of
some or all computations that start in a state. To that end, it supports an existential
path quantifier (denoted 3J) and a universal path quantifier (denoted V). For instance, the
property 30 ® denotes that there exists a computation along which ¢ ® holds. That is,
it states that there is at least one possible computation in which a state that satisfies ®
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Figure 6.1: (a) A transition system and (b) a prefix of its infinite computation tree

is eventually reached. This does not, however, exclude the fact that there can also be
computations for which this property does not hold, for instance, computations for which
® is always refuted. The property VO ®, in contrast, states that all computations satisfy
the property ¢ ®. More complicated properties can be expressed by nesting universal
and existential path quantifiers. For instance, the aforementioned property “for every
computation it is always possible to return to the initial state” can be faithfully expressed
by VU 30 start: in any state (L) of any possible computation (V), there is a possibility (J)
to eventually return to the start state (O start).

This chapter considers Computation Tree Logic (CTL), a temporal logic based on proposi-
tional logic with a discrete notion of time, and only future modalities. CTL is an important
branching temporal logic that is sufficiently expressive for the formulation of an impor-
tant set of system properties. It was originally used by Clarke and Emerson [86] and (in
a slightly different form) by Queille and Sifakis [347] for model checking. More impor-
tantly, it is a logic for which efficient and—as we will see—rather simple model-checking
algorithms do exist.

Anticipatory to the results presented in this chapter, we summarize the major aspects of
the linear-vs-branching-time debate and provide arguments that justify the treatment of
model checking based on linear or branching time logics:

e The expressiveness of many linear and branching temporal logics is incomparable.
This means that some properties that are expressible in a linear temporal logic
cannot be expressed in certain branching temporal logics, and vice versa.
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Aspect Linear time Branching time
“behavior” path-based: state-based:
in a state s trace(s) computation tree of s
temporal LTL: path formulae ¢ CTL: state formulae
logic sEe iff existential path quantification ¢
Vr € Paths(s).m = ¢ universal path quantification: Ve
complexity of the PSPACE—complete PTIME
model checking
problerms O (TS| - exp(|¢])) O(|T5] - |9
implementation- trace inclusion and the like simulation and bisimulation
relation (proof is PSPACE-complete) (proof in polynomial time)
fairness no special techniques needed special techniques needed

Table 6.1: Linear-time vs. branching-time in a nutshell.

e The model-checking algorithms for linear and branching temporal logics are quite
different. This results, for instance, in significantly different time and space com-
plexity results.

e The notion of fairness can be treated in linear temporal logic without the need for
any additional machinery since fairness assumptions can be expressed in the logic.
For various branching temporal logics this is not the case.

e The equivalences and preorders between transition systems that “correspond” to
linear temporal logic are based on traces, i.e., trace inclusion and equality, whereas
for branching temporal logic such relations are based on simulation and bisimulation
relations (see Chapter 7).

Table 6.1 summarizes the main differences between the linear-time and branching-time
perspective in a succinct way.
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6.2 Computation Tree Logic

This section presents the syntax and the semantics of CTL. The following sections will
discuss the relation and differences between CTL and LTL, present a model-checking
algorithm for CTL, and introduce some extensions of C'TL.

6.2.1 Syntax

CTL has a two-stage syntax where formulae in CTL are classified into state and path
formulae. The former are assertions about the atomic propositions in the states and their
branching structure, while path formulae express temporal properties of paths. Compared
to LTL formulae, path formulae in CTL are simpler: as in LTL they are built by the
next-step and until operators, but they must not be combined with Boolean connectives
and no nesting of temporal modalities is allowed.

Definition 6.1. Syntax of CTL

CTL state formulae over the set AP of atomic proposition are formed according to the
following grammar:

® 1= true ‘ a ‘ AR ‘ l ‘ Jp ‘ Yo

where ¢ € AP and ¢ is a path formula. CTL path formulae are formed according to the
following grammar:

= O ‘ O, U By

where ®, &1 and ®s are state formulae. [ |

Greek capital letters will denote CTL state formulae (CTL formulae, for short), whereas
lowercase Greek letters will denote CTL path formulae.

CTL distinguishes between state formulae and path formulae. Intuitively, state formulae
express a property of a state, while path formulae express a property of a path, i.e., an
infinite sequence of states. The temporal operators () and U have the same meaning as
in LTL and are path operators. Formula () ® holds for a path if ® holds at the next
state in the path, and ® U ¥ holds for a path if there is some state along the path for
which ¥ holds, and ® holds in all states prior to that state. Path formulae can be turned
into state formulae by prefixing them with either the path quantifier 3 (pronounced “for
some path”) or the path quantifier V (pronounced “for all paths”). Note that the linear
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temporal operators () and U are required to be immediately preceded by 3 or V to obtain
a legal state formula. Formula Jdyp holds in a state if there exists some path satisfying ¢
that starts in that state. Dually, Vi holds in a state if all paths that start in that state
satisfy .

Example 6.2.  Legal CTL Formulae

Let AP = {2 = 1,2 < 2,2 > 3} be aset of atomic propositions. Examples of syntactically
correct CTL formulae are

A0 (x=1),vO(x=1), andzx <2 V =1

and 3((x < 2)U(x > 3)) and V(trueU (z < 2)). Some examples of formulae that are
syntactically incorrect are

=1 A VO (x = 3)) and 3O (trueU (x = 1)).
The first is not a CTL formula since x =1 A V() (x > 3) is not a path formula and thus
must not be preceded by 3 The second formula is not a CTL formula since true U (z = 1)

is a path formula rather than a state formula, and thus cannot be preceded by (). Note
that

A0 (x =1 A VO (x =2 3)) and IO V(trueU (x = 1))

are, however, syntactically correct CTL formulae. ]

The Boolean operators true, false, A, — and < are defined in the usual way. The
temporal modalities “eventually”, “always”, and “weak until” can be derived—similarly
as for LTL—as follows:

eventually: 30® = I(trueU ¢)
YOP = V(trueU ®)

always: J¢ = —-Vo-d
vie = —-340-¢

3¢ & is pronounced “® holds potentially” and VO ® is pronounced “® is inevitable”. A1 ¢
is pronounced “potentially always &7, V& is pronounced “invariantly &”, and YO & is
pronounced “for all paths next ®”.
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Note that “always” ® cannot be obtained from the “equation” J® = —{—® (as in LTL),
since propositional logic operators cannot be applied to path formulae. In particular,
F=¢0-® is not a CTL formula. Instead, we exploit the duality of existential and universal
quantification:

e there exists a path with the property E if and only if the state property “not all
paths violate property E” is satisfied, and

e all paths satisfy property F if and only if the state property “there is a path without
property I” is violated.

Accordingly, A0 ® is not defined as 3¢ =P, but rather as =V —d.

Ezxample 6.53. CTL Formulae

To give a feeling about how simple properties can be formalized in CTL we treat some
intuitive examples. The mutual exclusion property can be described in CTL by the formula

VYO(—crity V —critg).

CTL formulae of the form VLIVO® express that & is infinitely often true on all paths.
(This fact will be formally proven later; see Remark 6.8 on page 326.) The CTL formula

(VOVQerity) N (VOVOcrite)

thus requires each process to have access to the critical section infinitely often. In case
of a traffic light, the safety property “each red light phase is preceded by a yellow light
phase” can be formulated in CTL by

V(yellow vV Y() —red)

depending on the precise meaning of a “phase”. The liveness property “the traffic light is
infinitely often green” can be formulated as

VOV Ogreen

Progress properties such as “every request will eventually be granted” can be described
by
YU (request — YQresponse).
Finally, the CTL formula
vO 30 start

expresses that in every reachable system state it is possible to return (via 0 or more
transitions) to (one of) the starting state(s). [
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6.2.2 Semantics

CTL formulae are interpreted over the states and paths of a transition system TS. For-
mally, given a transition system TS, the semantics of CTL formulae is defined by two
satisfaction relations (both denoted by |=rg, or briefly |=): one for the state formulae and
one for the path formulae. For the state formulae, |= is a relation between the states in T'S
and state formulae. We write s |= ® rather than (s, ®) € |=. The intended interpretation
is: s = @ if and only if state formula ® holds in state s. For the path formulae, |= is
a relation between maximal path fragments in TS and path formulae. We write 7 = ®
rather than (7, ®) € |=. The intended interpretation is: 7 |= ¢ if and only if path =
satisfies path formula ¢.

Definition 6.4. Satisfaction Relation for CTL

Let a € AP be an atomic proposition, TS = (S, Act, —, I, AP, L) be a transition system
without terminal states, state s € §, &, ¥ be CTL state formulae, and ¢ be a CTL path
formula. The satisfaction relation |= is defined for state formulae by

skEa iff ae€ L(s)

sk= o iff notsl=®

sEPAV iff (s|=®)and (s |- ¥)
sk=dp iff 7 = for some 7 € Paths(s)
s =V iff 7= for all 7 € Paths(s)

For path 7, the satisfaction relation |= for path formulae is defined by

fEQ® i wl]®
FEOUT T 3520 (a[j] T A (YO<k < jx[k] = D))

where for path m = sg s1 $2... and integer i > 0, 7[i] denotes the (i+1)th state of 7, i.e.,
ﬂ'[l] = S;. |

The interpretations for atomic propositions, negation, and conjunction are as usual, where
it should be noted that in CTL they are interpreted over states, whereas in LTL they are
interpreted over paths. state formula Jip is valid in state s if and only if there exists some
path starting in s that satisfies . In contrast, Vi is valid in state s if and only if all
paths starting in s satisfy ¢. The semantics of the path formulae is identical (although
formulated slightly more simply) to that for LTL.! For instance, 3Q) ® is valid in state s if

IThe semantics of the CTL path formulae is formulated more simply than for LT, since in CTL each
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and only if there exists some path 7 starting in s such that in the next state of this path,
state mw[1], the property ® holds. This is equivalent to the existence of a direct successor
s’ of s such that s’ = ®. V(® U W) is valid in state s if and only if every path starting in s
has an initial finite prefix (possibly only containing s) such that ¥ holds in the last state
of this prefix and ® holds in all other states along the prefix. 3(® U W) is valid in s if and
only if there exists a path starting in s that satisfies ® U W. As for LTL, the semantics of
CTL here is nonstrict in the sense that the path formula ® U V¥ is valid if the initial state
of the path satisfies W.

Definition 6.5. CTL Semantics for Transition Systems

Given a transition system TS as before, the satisfaction set Sat;s(®), or briefly Sat(®),
for CTL-state formula ® is defined by:

Sat(®) = {seS|s|o}.

The transition system TS satisfies C'TL formula ® if and only if ® holds in all initial states
of TS:
TS|= ¢ ifand only if Vsg e l.sg = ®

This is equivalent to I C Sat(P). [
The semantics of the derived path operators “always” and “eventually” is similar to that
in LTL. For path fragment m = 5981 82...:

m = 0® if and only if s; = ® for some j > 0.
From this it can be derived that:

s|=d0¢ iff dm € Paths(s).n[j] = ® for all j
s =VUe iff Vr € Paths(s).w[j] = @ for all j

=0,
= 0.
Therefore, [1® can be understood as CTL path formula with the semantics:

T =255 52... =0® ifandonlyif s;}=® forallj>0.

In particular, Y[1® corresponds to the invariant over the invariant condition ®.

In a similar way, one can derive that dL1® is valid in state s if and only if there exists
some path starting at s such that for each state on this path the formula ® holds. The
formula 40 ® is valid in state s if and only if ® holds eventually along some path that
starts in s, and VO ® is valid if and only if this property holds for all paths that start in s.
A schematic overview of the validity of AL, 3¢, V¢, and VL1 is given in Figure 6.2, where
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Figure 6.2: Visualization of semantics of some basic CTL formulae.
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down
Figure 6.3: A transition system of the TMR, system.

Property Formalization in CTL

Possibly the system never goes down d00 —down
Invariantly the system never goes down VLI —down
It is always possible to start as new YO 30 ups

The system always eventually goes down
and is operational until going down YV ((ups V upy) U down)

Table 6.2: Some properties for the TMR system and their formalization in CTL.

black-colored states satisfy the proposition black, gray states are labeled with gray, and
all other states are labeled neither with black nor with gray.

Ezample 6.6. A Triple Modular Redundant System

Consider a triple modular redundant (TMR) system with three processors and a single
voter. As each component of this system can fail, the reliability is increased by letting
all processors execute the same program. The voter takes a majority vote of the outputs
of the three processors. If a single processor fails, the system can still produce reliable
outputs. Each component can be repaired. It is assumed that only one component at a
time can fail and only one at a time can be repaired. On failure of the voter, the entire
system fails. On repair of the voter, it is assumed that the system starts as being new,
i.e., with three processors and a voter. The transition system of this TMR is depicted in
Figure 6.3. States are of the form s;; where ¢ denotes the number of processors that is
currently up (0 < i < 3) and j the number of operational voters (j = 0,1). We consider the
TMR system to be operational if at least two processors are functioning properly. Some
interesting properties of this system and their formulation in CTL are listed in Table 6.2
on page 323. We consider each of the formulae in isolation:

temporal operator has to be immediately followed by a state formula.
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e state formula J0] —down holds in state s3;, as there is a path, e.g., (s31$21)%,
starting in that state and that never reaches the down state, i.e., (s31521)" |=
L] —down.

e Formula VLI — down, however, does not hold in state s3 1, as there is a path starting
from that state, such as (5371)“‘ 50,0 -- ., that satisfies = = down, or, equivalently,
¢ down.

¢ Formula V130 ups holds in state s3 1, as in any state of any of its paths it is possible
to return to the initial state, e.g., by first moving to state sgo and then to s3 ;. For
instance, the path s31(s21)* | 30 ups since s21 = IO upg;. This property
should not be confused with the CTL formula V{ ups, which expresses that each
path eventually will visit the initial state. (Note that this formula is trivially valid
for state s3; as it satisfies ups.)

e The last property of Table 6.2 does not hold in state s3; as there exists a path,
such as $371 821511 800..., for which the path formula (ups V up,) Udown does
not hold. The formula is refuted since the path visits state s; 1, a state that satisfies
neither down nor ups nor ups.

Example 6.7. CTL Semantics

Consider the transition system depicted at the top (a) of Figure 6.4. Just below the
transition system the validity of several CTL formulae is indicated for each state. (For
simplicity, the initial states are not indicated.) A state is colored black if the formula is
valid in that state; otherwise, it is white. The following formulae are considered:

e The formula 30 a is valid for all states since all states have some direct successor
state that satisfies a.

e V(O u is not valid for state sg, since a possible path starting at sg goes directly to
state so for which a does not hold. Since the other states have only direct successors
for which ¢ holds, YO a is valid for all other states.

e For all states except state so, it is possible to have a computation that leads to state
s3 (such as sg s1 8§ when starting in s¢) for which a is globally valid. Therefore, 3«
is valid in these states. Since a ¢ L(s2) there is no path starting at se for which a is
globally valid.

e Vla is only valid for s3 since its only path, s, always visits a state in which a
holds. For all other states it is possible to have a path which contains so that does
not satisfy a. So for these states V[1a is not valid.
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Figure 6.4: Interpretation of several CTL formulae.
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e 3O (3 a) is valid for all states since from each state another state (either sg, s1, or
s3) can be eventually reached from which some computation can start along which
a is globally valid.

e V(aUb) is not valid in s3 since its only computation (s§) never reaches a state for
which b holds. In state sy proposition ¢ holds until b holds, and in states s; and $9
proposition b holds immediately. So, for these states the formula is true.

e Finally, 3(aU (—a A V(—=aUb))) is not valid in s3, since from s3 a b-state can never
be reached. For the states sg and s; the formula is valid, since state sy can be reached
from these states via an a-path; —a is valid in s, and from so all possible paths
satisfy —a Ub, since s, is a b-state. For instance, for state sg the path (sg s2 $1)“
satisfies aU (—a A V(—=aUb)) since a € L(sg), a & L(se2), and b € L(s1). For state
so the property is valid since a is invalid in so and for all paths starting at so the
first state is a b-state.

Remark 6.8.  Infinitely Often

For a better comprehension of the semantics of CTL, let us prove that:

s |=VOVOa if and only if Vr € Paths(s).n[i] |= a for infinitely many .

=: Let s be a state, such that s = VOOV a. The proof obligation is to show that every
infinite path fragment 7 starting in s passes through an a-state infinitely often. Let
T = $95152... € Paths(s) and j > 0. We demonstrate that there exists an index ¢ > j
with s; = a. Since s = VOVOa, we have

7 = OVQa.
In particular, s; = VOa. From 7[j..] = s; ;41 ... € Paths(s;) it follows that
85 85418542 .. |: <>LL.

Thus, there exists an index ¢ > j with s; |= a. As this reasoning applies to any index 7,
path 7 visits an a-state infinitely often.

<: Let s be a state such that every infinite path fragment starting in s visits infinitely
many a-states. Let m = sgs182... € Paths(s). To show that s |= VOV{a, it has to be
proven that 7 = 0OVQa, i.e.:

55 = Va, for any j > 0.
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Let j > 0 and 7' = s} s}, 8% ,... € Paths(s;). To show that s; |= V0a, it suffices to
prove that 7 visits at least one a-state. It is not difficult to infer that

7" = sosis2...8; Sji18i.y... € Paths(s)

prefix of 7/ € Paths(s;)
By assumption, 7" visits infinitely many a-states. In particular, there is an i > j such
that s} = a. It now follows that

P ! 1ot L
T = 3‘73‘7'_;'_1...32‘_132*32*_;'_17...|—<>a

and, as this holds for any path 7’ € Paths(s;), thus s, = VOa. This yields 7 = OVOQa for
all paths m € Paths(s). Thus, we have s |= YOV a. [ |

Remark 6.9. Weak Until

As for LTL (see Section 5.1.5), a slight variant of the until operator can be defined, viz.
the weak-until operator, denoted W. The intuition behind this operator is that path 7
satisfies @ W W, for state formulae ® and W, if either ® UW or OJ® holds. That is, the
difference between until and weak until is that the latter does not require a W-state to be
reached eventually.

The weak-until operator in CTL cannot be defined directly starting from the LTL definition

eWY = pUy Vv Uy,

since I(p Uy Vv Oyp) is not a syntactically correct CTL formula. However, using the LTL
equivalence law oW1 = —((p A=) U (—p A —p)) and the duality between universal and
existential quantification, the weak-until operator can be defined in CTL by

JOWT) = —V(DA=T)U (=D A—T)),
V@WT) = =3((®A-T)U (= A—TD)).

Let us now check the semantics of W . From the above-defined duality, it follows that
s = (W W) if and only if there exists a path m = sg s1 s2... that starts in s (i.e., sg = s)
such that

e (PA-T)U (=D A-T).

Such path exists if and only if

o either s; = P AW forall j >0, ie., 7 = 0(®A-Y), or

e there exists an index j such that
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— 5 £ PA-V and s; £ ~PAY, e, s =W, and
—$;iEPA-Yforall 0 <i<j.

This is equivalent to 7 |= ® U W.

Gathering these results yields

7= WY  ifand only if 7| UV or 7w = L(PA-Y),
ifand only if 7= ®UW or 7 = L.

Thus, the CTL formula 3(® W W) is equivalent to 3(¢ U W) v 3P. In the same way, one
can check that the meaning of V(® W W) is as expected, i.e., s = V(P W V) if and only if
all paths starting in s fulfill ® W ¥ according to the LTL semantics of W . [ |

Remark 6.10.  The Semantics of Negation

For state s, we have s [~ ® if and only if s |= —=®. This, however, does not hold in general
for transition systems. That is to say, it is possible that the statements TS [~ ® and
TS = —® both hold. This stems from the fact that there might be two initial states, sg
and 36, say, such that sg = ® and 36 £ ®. Furthermore:

TS = -3 iff there exists a path © € Paths(TS) with 7 |= .

This—at first glance surprising—equivalence is justified by the fact that the interpretation
of CTL state formulae over transition systems is based on a universal quantification over
the initial states. The statement TS = =3¢ thus holds if and only if there exists an initial
state sg € I with sg £ =3, ie., so |E Jp. On the other hand, T'S = Jp requires that
so = J for all sy € I. Consider the following transition system:

30 » 30
{a} g
It follows that s = 30 a, whereas s{, £ 30 a. Accordingly, TS £ -30a and TS £ I a.

The semantics of CTL has been defined for a transition system without terminal states.
This has the (technically) pleasant effect that all paths are infinite and simplifies the
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definition of = for paths. In the following remark it is shown how to adapt the path
semantics in case transition systems are considered with terminal states, i.e., when finite
paths are possible.

Remark 6.11.  CTL Semantics for Transition Systems with Terminal States

For finite maximal path fragment @ = sgs152...8, of length n, i.e., s, is a terminal
state, let

™ E O® iff n>0 and s1 O,

m | ®UW iff there exists an index j € IN with j < n, and

s;i=®, fori=0,1,...,j—1, and s; |= V.

Then, s = V(O false if and only if s is a terminal state. For the derived operators ¢ and U

we obtain
m | 0P iff there exists an index j < n with s; = &,

m | O¢ iff forall j € IN with j < n we have s; |= O.

6.2.3 [Equivalence of CTL Formulae

CTL formulae ® and ¥ are called equivalent whenever they are semantically identical,
i.e., when for any state s it holds that? s = @ if and only if s |= V.

Definition 6.12. Equivalence of CTL Formulae

CTL formulae ® and ¥ (over AP) are called equivalent, denoted ® = W, if Sat(®) =
Sat(W) for all transition systems T'S over AP. [ |

Accordingly, ® = ¥ if and only if for any transition system T'S we have:
TS|=® ifandonlyif TS|V

Besides the standard equivalence laws for the propositional logic fragment of CTL, there
exist a number of equivalence rules for temporal modalities in CTL. An important set of
equivalence laws is indicated in Figure 6.5. To understand the expansion laws, let us
reconsider the expansion law for the until operator in LTL:

Uy = ¥ Vv (¢ A O (pUy)).

2Recall that the notion CTL formula is used for a CTL state formula.
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duality laws for path quantifiers
VO(I) = —E|O—|(I) HO(I) = —|VO—|(I)

vOoP

—30-® E|<>(I) = —v-®

Y(@®UT) = -3-TU (=P A-T)) A -T0-T
= J(eA-V)U(=PA-T)) A -3O(PA-Y)
= S3(PAT)W (=D A-T))

expanston laws

V@OUT) = ¥ v (® AYOYOUW))
YOO = VO VoD
VOD = & A VO VOD

Sy
< <

JPUT) = TV (d A IO IDUD))
J0b = 30O 0P
306 = & A 30 I

Sy
< <

distributive laws

vO(® A T) vO® A YO

AQ(@VvIe) = F00 v IOV

Figure 6.5: Some equivalence rules for CTL.
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In CTL, similar expansion laws for 3(® U V) and V(P U V) exist. For instance, we have
that 3(P U W) is equivalent to the fact that the current state either satisfies W, or it satisfies
®, and for some direct successor state, 3(® U ¥) holds. The expansion laws for 3O ® and
J1® can be simply derived from the expansion laws for 3U. The basic idea behind these
laws—as for LTL—is to express the validity of a formula by a statement about the current
state (without the need to use temporal operators) and a statement about the direct
successors of this state (using either 30) or V() depending on whether an existential or
a universally quantified formula is treated). For instance, 3 & is valid in state s if ¢ is
valid in s (a statement about the current state) and ¢ holds for all states along some path
starting at s (a statement about the successor states).

Not any law in LI'L can be easily lifted to CTL. Consider, for example, the following
statement:

Olp Vo) =0p VvV Oy,

which is valid for any path. The same is true for:
0@ v ¥) = 30 v IO .

This can be seen as follows.

<: Assume that s = 30 ® v IO W. Then, without loss of generality, we may assume
that ¢ = 30 ®. This means that there is some state s’ (possibly s = s'), reachable
from state s, such that s’ = ®. But then ' = ® Vv W. This means that there exists a
reachable state from s which satisfies ® v ¥. By the semantics of CTL it now follows
that s | 30 (® Vv ).

=: Let s be an arbitrary state such that s = 30 (® Vv W¥). Then there exists a state s’
(possibly s = §') such that ¢’ |= ® v W. Without loss of generality we may assume that
s' = ®. But then we can conclude that s |= 30 ®, as s’ is reachable from s. Therefore we
also have s = 30 ® v IO .

However, VO (& vV ¥) # VOO V VO W since VO (P vV ¥) = VO Vv VO W is invalid as
shown by the following transition system:
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#
(2

(&

{a} {b

For each path that starts in state s we have that ¢ (¢ V b) holds, so s |= V0 (a Vv b). This
follows directly from the fact that each path visits either state s’ or state s’ eventually,
and ¢’ = a V band the same applies to s”. However, state s does not satisfy VO a Vv VO b.
For instance, path s (s")* = O a but s (s")* [ ¢ b. Thus, s = VO b. By a similar reasoning
applied to path s(s) it follows that s £ VO a. Thus, s £ VO a VvV VO b. Stated in words,
not all computations that start in state s eventually reach an a-state nor do they all
eventually reach a b-state.

6.2.4 Normal Forms for CTL

The duality law for V() ® shows that V() can be treated as a derived operator of 90).
That is to say, the basic operators 4C), U, and ¥V U would have been sufficient to define the
syntax of CTL. The following theorem demonstrates that we can even omit the universal

path quantifier and define all temporal modalities in CTL using the basic operators (),
3 U, and d1.

Definition 6.13. Existential Normal Form (for CTL)

For a € AP, the set of CTL state formulae in ezistential normal form (ENF, for short) is
given by

O = true ‘ a ‘ Oy A Dy ‘ ~0 ‘ 10 @ ‘ 3D, Udy) | IO B

Theorem 6.14. Ezxistential Normal Form for CTL
For each CTL formula there exists an equivalent CTL formula in ENF.
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Proof: The following duality laws allow elimination of the universal path quantifier and
thus provide a translation of CTL formulae into equivalent ENF formulae:

VO(ID = —Elo _|¢7
V@UT) = -I(~TU(DA-T)) A ~TO-T.

Recall that the basis syntax of CTL only uses 3(), 34U and V() and VU. Thus, the two
rules used in the proof of Theorem 6.14 allow the removal of all universal quantifiers from
a given CTL formula. However, when implementing the translation from CTL formulae
to ENF formulae one might use analogous rules for the derived operators, such as

VO = =30 -,
vOe = =30 P = —J(truel ).

Since the rewrite rule for ¥ U triples the occurrences of the right formula ¥, the translation
from CTL to ENF can cause an exponential blowup.

Another normal form of importance is the positive normal form. A CTL formula is said
to be in positive normal form (PNF, for short) whenever negations only occur adjacent
to atomic propositions. That is, e.g., =V(a U —b) is not in PNF, whereas I(—a A —bU«) is
in PNF. To ensure that every CTL formula is equivalent to a formula in PNF, for each
operator a dual operator is necessary. We have that conjunction and disjunction are dual,
and that (O is dual to itself. As for LTL, we adopt the weak until operator W as a dual
operator of U.

Definition 6.15. Positive Normal Form (for CTL)

The set of CTL state formulae in positive normal form (PNF, for short) is given by
b = true‘false‘a‘—'a‘@l/\@g ‘ by vV Py ‘ Elgp‘Vgp

where ¢ € AP and the path formulae are given by

o o= OO ‘ O, U Dy ‘ Oy W By,

Theorem 6.16. Existence of Equivalent PNF Formulae
For each CTL formula there exists an equivalent CTL formula in PNF.
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Proof: Any CTL formula can be transformed into PNF by successively “pushing” negations
“inside” the formula at hand. This is facilitated by the following equivalence laws:

—true = false

——d = ¢

(PAT) = =P VvV U

—|VO d = HO —-o

=3O P = VO-d

-V(oUW) = F(PA-TV)W (=D A-T))
—HPUW) = V(P A-V)W (=D A-T)).

Due to the fact that in the rules for VU and 3U the number of occurrences of ¥ (and @)
is doubled, the length of an equivalent CTL formula may be exponentially longer than the
original CTL formula. ® The same phenomenon appeared in defining the PNF for LTL
when using the weak-until operator. As for L'TL, this exponential blowup can be avoided by
using the release operator, which in CTL can be defined by: (PR W) = =V((=P) U (=)
and V(PR W) = -3((=®) U (—¥)).

6.3 Expressiveness of CTL vs. LTL

Although many relevant properties of reactive systems can be specified in LTL and CTL,
the logics CTL and LTL are incomparable according to their expressiveness. More pre-
cisely, there are properties that one can express in CTL, but that cannot be expressed in
LTL, and vice versa.

Let us first define what it means for CTL and LTL formulae to be equivalent. Intuitively
speaking, equivalent means “express the same thing”. More precisely:

Definition 6.17. Equivalence between CTL- and LTL Formulae

CTL formula ® and LTL formula ¢ (both over AP) are equivalent, denoted ® = ¢, if for
any transition system TS over AP:

TS|= ¢ if and only if TS |= ¢.

3Although the rewrite rules for —vU and —-3U could be simplified by —-V(@UT) =
3<(ﬁqf)W(ﬁq>Aﬁ\1/)) and ~3(@UT) = v<(ﬁ\1/)W(ﬁq>Aﬂ\1/)), there is still a duplication of formula
.
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The LTL formula ¢ holds in state s of a transition system whenever all paths starting in
s satisfy . Given this (semantical) universal quantification over paths, it seems natural
that, e.g., the LTL formula {a is equivalent to the CTL formula V0a. This seems to
suggest that for a given CTL formula, an equivalent LTL formula is obtained by simply
omitting all universal path quantifiers (as these are implicit in LTL). The following result
by Clarke and Draghicescu [85] (for which the proof is omitted) shows that dropping all
(universal and existential) quantifiers is a safe way to generate an equivalent LTT formula,
provided there are equivalent LTL formulae:

Theorem 6.18.  Criterion for Transforming CTL Formulae into Equivalent
LTL Formulae

Let ® be a CTL formula, and @ the LTL formula that is obtained by eliminating all path
quantifiers in ®. Then:

O =  or there does not exist any LTL formula that is equivalent to .

For the following CTL formulae, an equivalent LTL formula is obtained by simply omitting
all path quantifiers: a, YO a, Y(aUb), YO a, VU a, and YLIVO . The fact that the CTL
formula VOV ¢ is equivalent to the LTL formula 10 a has been established earlier in
Remark 6.8 (326). However, VOV« and { Oa are not equivalent. The LTL formula ¢Ca
ensures that a will eventually forever (i.e., continuously from some point on) hold. The
semantics of VO V[ a is different, however. The CTL formula VO V[ ¢ asserts that on any
computation, eventually some state, s say, is reached such that s = VO a. Note that

s = VOV
@

if and only if for any path 7 = sgs1s2... € Paths(s), s; = ® for some j. For & = Va,
this entails that for any such path 7 there is some state s; such that all reachable states
from s; satisfy the atomic proposition a.

Lemma 6.19. Persistence

The CTL formula YOVUa and the LTL formula QUa are not equivalent.

Proof: Consider the following transition system TS over AP = {a }:
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{a} 12 {a

—_

The initial state sg satisfies the LTL formula { [J a, since each path starting in sg eventually
remains forever in one of the two states sy or so, which are both labeled with . The CTL
formula VO VO a, however, does not hold in sq, since we have s§ [= O VO a (as so & VO a).
This is due to the fact that the path s{s; s§ passes through the —a-state s;. Thus, s§
is a path starting in sg which will never reach a state satisfying vla, i.e., s§ = O VOa.
Accordingly, it follows that

so E VOVOa.

Given that the CTL formulae VO VY a and the LTL formula ¢ g are not equivalent and
the fact that ¢ a is obtained from V{ Y a by eliminating the universal path quantifiers,
it follows from Theorem 6.18 that there does not exist an LTL formula that is equivalent
to VOVOa. In a similar way, it can be shown that the CTL formulae YO (a AV a)
and ¢ (a A ) a) are not equivalent, and thus, the requirement V{ (¢ AV() a) cannot be
expressed in LTL.

Lemma 6.20. FEventually an a-State with only direct a-Successors

The CTL formula YO (a AYO a) and the LTL formula O (a A () a) are not equivalent.

Proof: Consider the transition system depicted in Figure 6.6. All paths that start in the
initial state sg have either as prefix the path fragment sy s1 or sgsgs4. Clearly, all such
paths satisfy the LTL formula ¢ (¢ A O a), and so, so E O (e A O a). On the other
hand, however, sg & VO (a AV a) as the path sy s1 (s2)* does not satisfy ¢ (a AVO a).
This follows from the fact that state sy has the non-g-state s3 as direct successor, i.e.,

so = a AVO a. [

These examples show that certain requirements that can be expressed in CTL, cannot
be expressed in LTL. The following theorem provides, in addition, some examples of
LTL formulae for which no equivalent CTL formula exists. This establishes that the
expressiveness of the temporal logics LTL and CTL are incomparable.
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(%) a a
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{a}

Figure 6.6: Transition system for YO (a AV ).

7 {a} @ {a}
] (o) () (5)
@ o

Figure 6.7: The base transition systems: T'Sy (left) and TS (right).

Theorem 6.21. Incomparable Expressiveness of CTL and LTL

(a) There exist LTL formulae for which no equivalent CTL formula exists. This holds
for, for instance

S0 or Olan O a).

(b) There exist CTL formulae for which no equivalent LTL formula exists. This holds
for, for instance

VYOvOa and VYO (aAVOa) and VYOIOa.

Proof:

(a) Consider the formula ¢ Oa. The proof for ¢ (a A (O a) goes along similar lines and
is omitted here. Consider the two series of transition systems T'Sgy, T'S1, T'So, ... and
TSy, TS}, TS, ... that are inductively defined as follows (see Figures 6.7 and 6.8).
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L

n—1

Figure 6.8: Inductive construction of TS,, (upper) and TS, (lower).

For all transition systems, AP = {« }, and the action labels are not important. Let,
for n > 0,

TS5, = (Sm {T}y_my{sn },{CL},L”)
and

Tsn = (S7I17 {7}7_>;17{5;1 },{CL},L%)
where Sy = {s0,t0}, S§ = { 50,1, }, and for n > 0:

Sn = Sqll_l U {Snytn} and Sqll = Sqll_l U {S;q,yt;q,}

The labeling functions are defined such that all states t; are labeled with {a} and
all states s; are labeled with @. Thus, Lo(sg) = @ and Lg(tg) = {a }, and for n > 0,
the labels of all states in T'S,_; remain the same and are extended with

Lu(sn) = Li(sy) =@ and  Lo(ty) = Ly,(t,) = {a}.

Finally, the transition relations —,, and —/, contain —/ _; (where —_1= &), as well
as the transitions

!
TS, : $pn —n tn, Tn—ntln, tn—n Sh—1> bty —n Sn

TS, : s, —n ity by —ntn, by =5 su
where the action labels are omitted for simplicity.

Thus, the only difference between TS,, and TS, is the fact that TS,, includes the
edge t, — s,, whereas this edge is absent in T'S,,. Some example instantiations of
TS,, and TS, are indicated in Figure 6.9.
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Figure 6.9: The transition systems T'S; (upper) and T'S] (lower).

It follows from the construction of TS, and TS, that
TS, £ O0a and TS, E OQa for all n > 0.

This can be proven as follows. TS, contains the initial path (s, t,)* that visits s,
and ¢, in an alternating fashion. We have that

trace((snt,)”) = @{a}@{a}@... thus trace((s,t,)*) E OOua.

As the considered path is initial, it follows that TS, = ¢ da. On the other hand, as
TS,, has no opportunity to infinitely often return to an —a-state, each initial path
in TS, is of the following form:

o= st s
for some 4. Due to the fact that
trace(t)) = @{a}@...o({a})"

it follows that trace(r) | O Oa. As this applies to any initial path of TS, we have
TS, = ¢Oa.

By means of induction on 7, it can be proven that TS, and TS], cannot be distin-
guished by any CTL formula of length at most n. That is to say, for all n > 0,

VOTL formula ® with |®| <n: TS, = ® if and only if TS, |= ®.

(The proof of this fact is left to the interested reader.)
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Figure 6.10: Two transition systems for V[13¢ a.

The final step of the proof is now as follows. Assume there is a CTL formula ¢ that
is equivalent to O Oa. Let n = |®| be the length of the formula ¢ and

TS = 1S, TS = TS,.
On the one hand, it follows from TS £ ¢ Oa and TS | ¢ Oa that
TS £ ® and TS |- .

On the other hand, it results from the fact that T'S,, and T'S,, cannot be distinguished
by a CTL formula (of length at most 1) that ® has the same truth-value under T'S
and under TS'. This yields a contradiction.

(b) We concentrate on the proof that there does not exist an equivalent formulation of
the CTL formula V(1340 ¢ in LTL. The fact that there do not exist equivalent LTL
formulations of the CTL formulae VOVl a and VO (a AV a) follows directly from
Lemmas 6.19 and 6.20 respectively, and Theorem 6.18. The proof for V[13) ¢ is by
contraposition. Let ¢ be an LTL formula that is equivalent to V[J30 a. Consider the
transition system TS depicted in Figure 6.10(a). As T'S |= VO30 a, and p = V) I0 a,
it follows that TS |= ¢, and therefore

Traces(TS) € Words(yp).
Since m = s“ is a path in TS, it follows that
trace(n) = @SS ... € Traces(TS) C Words(y).

Now consider the transition system T'S depicted in Figure 6.10(b). Note that TS is
part of transition system T'S. The paths starting in s in TS are also paths starting
from s in TS, so we have s |= ¢ in TS and thus TS |= ¢. However, s £ V(130 a,
since 3¢ a is never valid along the only path s*, and thus TS [£ V13 a. This is a
contradiction.
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Note that the CTL formula V14 a is of significant practical use, since it expresses the
fact that it is possible to reach a state for which a holds irrespective of the current state.
If 4 characterizes a state where a certain error is repaired, the formula expresses the fact
that it is always possible to recover from that error.

6.4 CTL Model Checking

This section is concerned with CTL model checking, which means a decision algorithm that
checks whether T'S = ® for a given transition system T'S and CTL formula ®. Throughout
this section, it is assumed that TS is finite, and has no terminal states. We will see
that CTL-model checking can be performed by a recursive procedure that calculates the
satisfaction set for all subformulae of ® and finally checks whether all initial states belong
to the satisfaction set of .

Throughout this section, we consider CTL formulae in ENF, i.e., CTL formulae built by
the basic modalities 3O, U, and 30. This requires algorithms that generate Sat(30) ®),
Sat(I(P U W)), and Sat(IO ®) when Sat(P) and Sat(W¥) are given. Although each CTL for-
mula can be transformed algorithmically into an equivalent ENF formula, for an implemen-
tation of the CTL model-checking algorithm it is recommended to use similar techniques
to handle universal quantification, i.e., to design algorithms that generate Sat(V(O) ®),
Sat(V(® U W)), and Sat(vO ®) directly from Sat(®) and Sat(V). (The same holds for
other derived operators such as W or R.)

6.4.1 Basic Algorithm

The model-checking problem for CTL is to verify for a given transition system TS and
CTL formula ¢ whether TS |= ®. That is, we need to establish whether the formula ¢ is
valid in each initial state s of T'S. The basic procedure for CTL model checking is rather
straightforward:

e the set Sat(®) of all states satisfying ® is computed recursively, and

o it follows that T'S |= ® if and only if I C Sat(P)

where [ is the set of initial states of T'S. Note that by computing Sat(®) a more general
problem than just checking whether T'S |= ® is solved. In fact, it checks for any state
s in S whether s |= ®, and not just for the initial states. This is sometimes referred
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to as a global model-checking procedure. The basic idea of the algorithm is sketched in
Algorithm 13 where Sub(®) is the set of subformulae of ®. In the sequel of this section it
is assumed that T'S is finite and has no terminal states.

Algorithm 13 CTL model checking (basic idea)

Input: finite transition system TS and CTL formula ¢ (both over AP)
Output: TS =P

(* compute the sets Sat(®) = {seS|sEP}*)
for all i < |®| do
for all ¥ € Sub(P) with |¥|=ido
compute Sat(V) from Sat(V’) (* for maximal genuine ¥ € Sub(¥) *)
od
od
return / C Sat(P)

The recursive computation of Sat(®) basically boils down to a bottom-up traversal of
the parse tree of the CTL state formula ®. The nodes of the parse tree represent the
subformulae of ®. The leaves stand for the constant true or an atomic proposition a € AP.
All inner nodes are labeled with an operator. For ENF formulae the labels of the inner
nodes are =, A, (), U, or d01.

For each node of the parse tree, i.e., for each subformula W of ®, the set Sat(¥) of states
is computed for which ¥ holds. This computation is carried out in a bottom-up fashion,
starting from the leaves of the parse tree and finishing at the root of the tree, the (unique)
node in the parse tree that corresponds to ®. At an intermediate node, the results of the
computations of its children are used and combined in an appropriate way to establish the
states of its associated subformula. The type of computation at such node, v say, depends
on the operator (e.g., A, 30, or FU) that is at the “top level” of the subformula treated.
The children of node v stand for the mazimal genuine subformulae of the formula ¥, that is
represented by v. As soon as Sat(W) is computed, subformula ¥ is (theoretically) replaced
by a new atomic proposition ay, and the labeling function L is adjusted as follows: ay is
added to L(s) if and only if s € Sat(¥). Once the bottom-up computations continue with
the father, w say, of node v, ¥ = ¥, is a maximal genuine subformula of ¥,,, and all states
that are labeled with ay are known to satisfy W. In fact, one might say that ¥ is replaced
in the formula by the atomic proposition ay. This technique will be of importance when
treating the model checking of CTL with fairness.
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