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9 Digital Checks

Bo Yang

National Key Laboratory for ISN
Xidian University, Xi’an, China

9.1 Introduction

In electronic commerce, there is a need for a check-like payment system where
funds are transferred from the payer’s bank account to the payee’s bank account at
the time the transaction takes place. From the bank’s point of view, it would be
desirable to use existing interbank funds-transfer networks as much as possible.
This chapter will introduce the foundational concept of digital check and two im-
portant electronic-check systems: NetBill and NetCheque.

9.2 Digital Check Concept

9.2.1 Digital Check’s Basic Elements

As with its paper counterpart, the digital check will contain an instruction to the
payer’s bank to make a payment of a specified amount to an identified payee. The
fact that the check is in electronic form and is being conveyed across computer
networks should allow more flexibility in the handling of the check. New services
can be provided, such as the ability to immediately verify funds availability. Al-
lowing digital-signature validation can enhance security, and check payments can
more easily be integrated into electronic ordering and billing processes.

The concept of digital checking can be described using Fig. 9.1. There are five
parties in the system: the customer, the merchant, the consumer’s bank, the mer-
chant’s bank, and clearing house, in which the clearing house processes checks
among different banks. The functions described for a clearing house may be han-
dled by a separate entity or by an existing banking system. For simplicity, we have
not included the online malls.
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Fig. 9.1 A digital check system

The consumer uses a web browser that has access to various web servers over
the Internet. The consumer views various shopping malls and storefronts at the
browser. The browser has provisions for displaying the digital check formats. The
banks process digital checks which are similar to paper checks.

A complete digital check transaction may consist of several basic steps outlined
next. These steps are executed in three distinct and optionally separate phases. In
the first phase, the consumer makes a purchase. In the second phase, the merchant
sends the digital checks to its bank for redemption. In the third phase, the mer-
chant’s bank approaches the clearing house or the consumer’s bank to cash the
digital checks.

Phase 1: Purchasing goods

1. The consumer accesses the merchant server, and the merchant server pre-
sents its goods to the consumer.

2. The consumer selects the goods and purchases them by sending a digital
check to the merchant. The check can be transported in some kind of se-
cure envelope; the form of this envelope is outside the architecture and
could be sent in a secure email or in an encrypted interactive dialogue be-
tween the two parties.

3. The merchant may validate the digital check with its bank for payment
authorization, and endorses the check.

4. Assuming the check is validated.
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Phase 2: Depositing checks at the merchant’s bank

5. The merchant electronically forwards the checks to its bank. This action
takes place at the discretion of the merchant.

Phase 3: Clearing the checks among the banks

6. The merchant’s bank forwards the digital checks to the clearing house for
cashing. The processing is identical to that undergone by any paper check
today. This means that the banks involved would clear the check using
the normal automated clearing house (ACH) or electronic check pre-
sentment (ECP) methods.

7. The clearing house works with the consumer’s bank, clears the check,
and transfers money to the merchant’s bank, which updates the
merchant’s account.

8. At a later time, the consumer’s bank updates the consumer with the with-
drawal information.

9.2.2 Security schemes for digital checks

The security requirements for digital checks consist of authenticating the digital
check, supplying the originator’s public key to receiver, and securely storing the
originator’s private key.

Authenticity of Digital Checks

The digital check may consist of a document that is signed by the consumer’s pri-
vate key. The receiver (the merchant or the merchant’s bank) uses the payer’s pub-
lic key to decrypt the digital signature. This assures the receiver that the sender in-
deed signed the check. It also provides for non-repudiation, such that the payer
cannot deny issuing the check since it is signed by the payer’s private key (that
only the payer is expected to possess).

Additionally, the digital check also may require the digital signatures of the
originator’s bank. This step will assure the receiver that the check is written on a
valid bank account. The receiver (or receiver’s bank) can validate the authenticity
of the originator’s bank by using the public key of the originator’s bank.

For large sums of money, additional security requirements may be levied.
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Delivering Public Keys

The originator as well as the originator’s bank must provide their public keys to
the receiver. Attaching their X.509 certificates to the digital checks can provide
the public keys. These certificates may use certificate chains including the signa-
tures of the root CA. The public key of the root CA should be well publicized to
avoid fraud.

Storage of Private Keys

To avoid fraud, the consumer’s private key needs to be securely stored and made
available to the consumer, This can be achieved by providing a smart card that the
consumer can carry.

Cashier’s Checks

Finally, a cashier’s check may be issued by a bank as follows. The check is cre-
ated by a bank and is signed using the bank’s private key. The originating bank in-
cludes its certificate with the digital check. The receiving bank uses the originat-
ing bank’s public key to decrypt the digital signature. In this way, the receiving
bank is assured that the cashier check indeed was originated by the name of the
bank indicated on the check. It also provides the receiving bank with non-
repudiation such that the originating bank cannot deny issuing this check since it
is signed by the originating bank’s private key (that only the originating bank is
expected to possess).

9.2.3 Benefits and concerns

Compared to paper checks and other forms of payments, digital checking provides
the following advantages:

e Time saved:

Digital checks can be issued without needing to fill out, mail, or deliver
checks. It also saves time in processing the checks. With paper checks,
the merchant collects all the checks and deposits them at the merchant’s
bank. With digital checks, the merchant instantly can forward checks to
the bank and get them credited to their account. As such, digital checks
can greatly reduce the time from the moment a consumer writes a check
to the time when the merchant receives the deposit.

o  Deduced paper handling cost:

There is no need for long lines at the banks on the first day of the month,
or for long lines of students paying their tuition at the university. Corre-
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spondingly, it reduces the bank employees’ effort to receive the checks,
process them, and mail the cancelled checks to the consumers.

¢ Reduction in bounced checks:
Digital checking can be designed in such a way that the merchant can get
authorization from the customer’s bank before accepting the digital
check. Digital checks can be used to give gifts or make payments without
the fear of being lost or stolen. If a check is stolen, the receiver can re-
quest the payer to stop the payment. On the other hand, digital cash is ex-
posed to theft and other risks.

9.3 NetBill

NetBill is a payment system for the selling and delivery of low-priced information
goods. A customer, represented by a client computer, wishes to buy information
from a merchant’s sever. A account server (the NetBill server), maintains accounts
for both customers and merchants, linked to conventional financial institutions, A
NetBill transaction transfers information goods from merchant to customer, debit-
ing the customer’s NetBill account and crediting the merchant’s account for the
value of the goods. When necessary, funds in a customer’s NetBill account can be
replenished from a bank or credit card; similarly, funds in a merchant’s NetBill
account are made available by depositing them in the merchant’s bank account,
NetBill acts as an aggregator to combine many small transactions into larger con-
ventional transactions, amortizing conventional overhead fees.

The transfer of information goods consists of delivering bits to the customer.
Users may be charged on a per-item basis, by a subscription allowing unlimited
access, or by a number of other pricing models.

9.3.1 The NetBill Transaction Model

The NetBill transaction model involves three parties: the customer, the merchant,
and the NetBill transaction server. A transaction involves three phases: price nego-
tiation, goods delivery, and payment. For information goods, which can be deliv-
ered over the network, the NetBill protocol links goods delivery and payment into
a single atomic transaction.

In a NetBill transaction, the customer and merchant interact with each other in
the first two phases; the NetBill server is not involved until the payment phase,
when the merchant submits a transaction request. The customer contacts the Net-
Bill server directly only in the case of communications failure or when requesting
administrative functions. Fig. 9.2 shows the relationships among parties in a Net-
Bill transaction.
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Fig. 9.2 Parties in a NetBill transaction

Transaction Objectives

NetBill transaction can obtain the following set of objectives.

a)
b)

c)
d)

Only authorized customers can charge against a NetBill account.

The customer and merchant must agree on the item to be purchased and
the price to be charged.

A customer can optionally protect his identity from merchants.

Customers and merchants are provided with proof of transaction results
from NetBill.

In addition, NetBill can also obtain the following objectives to support price
negotiation and goods delivery.

€)
f)

g
h)

There is an offer and acceptance negotiation phase between customer and
merchant.

A customer may present credentials identifying them as entitled to spe-
cial pricing or treatment.

A customer receives the information goods he purchases if and only if
they are charged (and thus the merchant is paid ) for the goods.

A customer may need approval from a fourth (access control) party be-
fore the NetBill server will allow a transaction.

Finally, as a general objective for all phases of the purchase process, the fol-
lowing objective can be added:

i)

The privacy and integrity of communications is protected from observa-
tion or alteration by external parties.
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To achieve these goals, the NetBill protocol provides for strong authentication
and privacy, atomic payment and delivery protocol, and a flexible access control
system.

In the price- negotiation phase, the customer presents evidence of their identity,
and (optionally) supplemental credentials, and requests a price quote on an item.
The customer may also include a bid for the item. The merchant responds with a
price offer.

In the second phase, the customer accepts or declines the offer. In the case of
information goods, acceptance constitutes an order for network delivery. The mer-
chant provisionally delivers the goods, under encryption, but withholds the key.

Key delivery is linked to completion of the third phase, the payment protocol.
In this phase, the customer constructs and digitally signs an electronic payment
order (EPQ), and sends it to the merchant. The merchant appends the key to the
EPO and endorses (digitally signs) the EPO, forwarding it to the NetBill server.
The NetBill server returns a digitally signed receipt, which includes the key, to the
merchant, who forwards a copy to the customer.

9.3.2 The Transaction Protocol

We use the notation X =Y to indicate that X sends the specified message to Y.
The basic protocol involves three phases that can be divided into eight steps,
where C, M, and N represent respectively customer, merchant and NetBill.

.C=M Price request

.M=C Price quote

.C=>M Goods request

M= C Goods, encrypted with a key K
C—=>M Signed Electronic Payment Order
M =N Endorsed EPO (including K)
N=>M Signed result (including X)
.M=—> C Signed result (including X)

%N L AW~

The Price-Request Phase
The price-request phase consists of step 1 and step 2, which present a re-

quest/response message pair in which the customer requests a price quote of the
merchant. The customer presents an identifying ticket (the identity presented may
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be a pseudonym) to the merchant, along with some optional credentials establish-
ing their membership in groups which may make their eligible for a discount.

The customer passes parameters indicating a request for the disposition of the
transaction. The merchant, on receiving the request for a quotation, determines a
price for the user and returns a quotation.

Step 1 and 2 may be repeated as needed until customer and merchant can agree
on a price.

The Goods-Delivery Phase

Once the customer and merchant have negotiated a price for the goods in question,
the customer directs the merchant to deliver the goods in step 3.

In step 4, the merchant generates a unique symmetric cipher key K, encrypts the
goods using this key and sends the encrypted goods to the customer, along with a
cryptographic checksum computed on the encrypted goods, so that the customer
will immediately detect any discrepancy before proceeding. The merchant also
sends an electronic payment order ID (EPOID), with the goods. The EPOID is a
globally unique identifier that will be used in the NetBill server’s database to
uniquely identify this transaction. It consists of three fields: a field identifying the
merchant, a timestamp marking the time at the end of goods delivery, and a serial
number to guarantee uniqueness.

The specification that the EPOID must be globaly unique is used to prevent re-
play attacks, in which unscrupulous merchants reuse customers’ old signed pay-
ment instructions. The time stamp portion of the EPOID is used to expire stale
transactions; it must be generated at the end of goods delivery because the deliv-
ery (especially for very large goods) may take longer than the payment expiration
{ime.

Because the goods are delivered encrypted in step 4, the customer cannot use

them. The key K needed to decrypt the goods will be delivered in the payment
phase, which follows.

The Payment Phase
After the encrypted goods are delivered, the customer submits payment to the

merchant in the form of a signed electronic payment order (EPO), in step 5. At
any time before the signed EPO is submitted, a customer may abort the transaction

CSC ServiceWorks — Ex. 1005
Page 211 of 339

Petitioner Exhibit 1002-4401



9 Digital Checks 203

and be in no danger of its being completed against their will. The submission of
the signed EPO marks the “point of no return” for the customer.

An EPO consists of two sections, a clear part containing transaction informa-
tion that is readable by the merchant and the NetBill server, and an encrypted part
containing payment instructions that is readable only by the NetBill server.

After the customer presents the signed EPO to the merchant, the merchant en-
dorses it and forwards the endorsed EPO to the NetBill server in step 6. The en-
dorsed EPO adds the merchant’s account number, the merchant’s memo field, and
the goods decryption key, as well as the merchant’s signature.

At any time before the endorsed EPO is submitted to the NetBill server, the
merchant may abort the transaction and be in no danger of its being completed
against their will. The submission of the endorsed EPO marks the “point of no re-
turn” for the merchant.

Upon receipt of the signed and endorsed EPO, the NetBill server makes a deci-
sion about the transaction and returns the result to the merchant, who in turn for-
wards it to the customer.

The NetBill server makes its decision based on verification of the signatures,
the privileges of the users involved, the customer’s account balance, and the
uniqueness and freshness of the EPOID. It then issues a receipt containing the re-
sult code, the identities of the parties, the price and description of the goods, the
EPOID, and the key K needed to decrypt the goods. The receipt is digitally signed
by the NetBill server, using the digital signature algorithm (DSA).

This receipt is returned to the merchant in step 7, along with an indication of
the customer’s new account balance (encrypted so that only they may read it). The
EPOID is repeated in the customer-specific data to ensure that the merchant can-
not replay data from an earlier transaction.

In step 8, the merchant responds to the request from the customer in step 5,
forwarding the messages returned by the NetBill server in step 7.

9.3.3 Identities and Authentication

When a customer creates a NetBill account, they receive a unique User ID and
generate the RSA public key pair associated with that User ID. This key pair is
certified by NetBill, and is used for signatures and authentication within the sys-
tem. In [9.1], the authors proposed that symmetric cryptography be used instead of
using public-key cryptography for message authentication and encryption
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throughout the NetBill system because symmetric cryptography offers significant
performance advantages. At the same time, the public key cryptography is used to
alleviate problems with traditional symmetric-key Kerberos.

Kerberos uses a two-level ticket scheme; to authenticate oneself to a Kerberos
service, one must obtain a service ticket, which establishes a shared symmetric
session key between the client and server, and establishes that the Kerberos ticket
granting server believes the client’s identity. To obtain a service ticket, a client
must first obtain a ticket-granting ticket (TGT), which proves the client’s identity
to the Ticket Granting Server. A client obtains a TGT via request from a key dis-
tribution center (KDC).

The Kerberos KDC/TGT arrangement introduces two significant problems that
we may alleviate using public-key cryptography. First, because it maintains a
shared symmetric cipher key with every principal in the system, it is an attractive
target for attack; recovering from compromise of the KDC requires establishing
new shared keys with all users of the system. Second, a KDC and TGT will be a
communications or processing bottleneck if a large number of users present a
heavy traffic load.

To eliminate the ticket granting server, we replace the TGT with a public key
certificate, allowing each service to act as its own ticket granting server. That is, a
user presents a service ticket request encrypted with a certified public key, called a
public key-based TGT (PKTGT), and receives in response a symmetric-cipher-
based service ticket. This service ticket is identical in form to a Kerberos service
ticket. The key distribution center is replaced by a key repository.

This mode! can preserve the efficiency of symmetric ciphers for most commu-
nication and repeated authentication, and isolates the computational expense of
public key cryptography to initial authentication between parties. This model is re-
ferred as public-key Kerberos, or PK Kerberos.

In the NetBill system, a customer obtains Kerberos tickets for the NetBill trans-
action server at the beginning of a session and obtains Kerberos tickets for mer-
chants as he needs them. Merchant servers will continually maintain their own
tickets for the NetBill transaction server.

Key Repository

Private keys are large, so users cannot be expected to remember them. Perma-
nently storing private keys at a user’s workstation poses security risks and restricts
the user’s electronic-commerce activities to a single workstation. NetBill uses a
key repository to optionally store customers’ private keys. These keys are en-
crypted by a symmetric key derived from a password known only to the customer.

CSC ServiceWorks — Ex. 1005
Page 213 of 339

Petitioner Exhibit 1002-4403



9 Digital Checks 205

o Key validation and revocation certificates

A public-key-certificate scheme is used to bind User IDs to keys, with
NetBill as the certifying authority. NetBill generates a certificate when a
customer first proves his identity and begins using NetBill. However, al-
lowing merchants, as services, to grant their own ticket based on these
certificates poses a problem: NetBill is no longer involved in
ticket-granting, and cannot prevent a ticket from being issued to a user
with a compromised key. NetBill needs to invalidate compromised keys
as quickly as possible. NetBill maintains a certificate revocation list
(CRL) at its server. When a key is compromised, the owner creates a
revocation certificate and places it in the key repository along with their
key. Any party can check that a given key has not been compromised by
examining the revocation list. Initially, it would seem that it is necessary
for the customer and merchant to contact the server to check CRLs on
each transaction. However, it is possible to eliminate this check by allow-
ing the NetBill transaction server to do it when it processes the payment
transaction. By delaying the CRL check to late in the protocol, we intro-
duce some minor risks. Customers and merchants may disclose informa-
tion, such as their preference for particular items or special prices to bo-
gus peers, but there is no financial risk.

e Pseudonyms

Some customers want to disguise their identities. NetBill provides two
pseudonym methods to protect the privacy of the customer’s identity: a
per-transaction method that uses a unique pseudonym for each transac-
tion, and a per-merchant method that uses a unique pseudonym for each
customer merchant pair. The per-merchant pseudonym is useful for cus-
tomers who wish to maintain a consistent pseudonymous identity to qual-
ify for frequent-buyer discounts.

These pseudonym schemes are implemented by introducing a pseudonym-
granting server to create pseudonymous for the customer.

9.3.4 Credentials and Authorizations

A restricted proxy is a ticket giving the bearer authority to perform certain opera-
tions named in the ticket. NetBill uses a similar construct to implement credentials
to prove group membership (to allow merchants to provide discounts to special
groups) and to implement access control mechanisms.
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Credentials for Group Membership

An organization can provide a credential server that issues credential proxies
proving membership in a group. In this case, the credential server is asserting a
fact (membership in a group) about which it is authoritative. For example, an auto
club may provide a credential server that issues credentials to the members of the
club; merchants who offer discounts to the club’s members will accept these cre-
dentials as proof of membership.

A credential issued to a customer may be unrestricted, or it may optionally be
restricted for use on a specific account (for example, in order to prevent corporate
employees from taking advantage of corporate discounts for personal purchases).

This is accomplished by passing the account number to the group server as part
of the request. If the account number is appropriate for this group, the credential
will be issued. The credential contains a cryptographic checksum of the account
number and an account verification nonce, which is also returned to the customer
along with the credential.

This nonce is a pseudorandom number ensuring that merchants can neither de-
termine which different customers (or the same customer in repeated sessions) are
using the same account nor easily verify guesses of the customer’s account num-
ber. The nonce is passed along to the NetBill server in the encrypted part of the
EPO so that the NetBill server can verify that checksum passed to the merchant
(for his comparison to the credential) corresponds to the account number actually
being used.

Credentials can also be used by cooperating merchants to restrict information
access. In this way, merchants only sell to approved customers, i.e., those who can
present a certain credential. This offers a solution for merchants who, for exam-
ple, can restrict distribution of sensitive documents only to individuals whose cre-
dentials verify a need-to-know.

Access Control Mechanism

Access control can be implemented by using proxies, an account owner (such as a
parent) may have a restriction on the account such that no purchases can be com-
pleted by a given customer (such as a child) without approval from an access-
control server. This allows a different organization to provide access-control ser-
vices. For example, both the PTA and a church group could offer competing ac-
cess control services.

The NetBill protocols are robust against failures, and retain essential informa-
tion to protect customers and merchants against fraud.
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9.4 NetCheque System

The NetCheque system, under development at the Information Sciences Institute
of the University of Southern California, is a distributed accounting service sup-
porting the credit-debit model of payment. Users of NetCheque maintain accounts
on accounting servers of their choice. A NetCheque account works in much the
same way as a conventional checking account: account holders write electronic
documents that include the name of the payer, the name of the financial institu-
tion, the payer’s account identifier, the name of the payee, and the amount of the
check. Like a paper check, a NetCheque bears an electronic signature, and must be
endorsed by the payee using another electronic signature before the cheque will be
paid.

Fig. 9.3 Hierarchy of NetCheque servers

As a distributed accounting service, properly signed and endorsed cheques are
exchanged between accounting servers to settle accounts through a hierarchy, as
shown in Fig. 9.3. In addition to improving scalability and acceptability, clearing
between servers allows organizations to set up accounts in their own in-house-
accounting servers with accounts corresponding to budget lines. Authorized sign-
ers write cheques against these accounts, while the organization maintains a single
account with an outside bank, integrating its own internal accounting system with
the external financial system.

The NetCheque accounting system was designed originally to maintain quotas
for distributed system resources, resulting in frequent transactions for small
amounts. Thus, it is well suited to support small payments needed for some kinds
of electronic commerce. This requirement for handling micropayments requires
high performance, which is obtained through the use of conventional, instead of
public-key, cryptography. This gives up some support for independent verification
of payment documents at each stage in the payment pipeline.
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9.4.1 Implementation Overview

The system is based on the Kerberos system [9.6]. The electronic signature used
when writing or endorsing a cheque is a special kind of Kerberos ticket called a
proxy. The cheque itself contains information about 1) the amount of the cheque,
2) the currency unit, 3) an expiration date, 4) the account against which the cheque
was drawn, and 5) the payee or payees, all readable by the bearer of the cheque,
together with 6) the signatures and endorsements accumulated during processing,
verifiable by the accounting server against which the cheque was drawn. For per-
formance, the Kerberos proxy used as a signature is based on conventional cryp-
tography, but it may be replaced by a signature using public-key cryptography
with a corresponding loss of performance.

To write a cheque, the user calls the write-cheque function, specifying an ac-
count against which the cheque is to be drawn, the payee, the amount, and the cur-
rency unit. Defaults for the account and currency unit are read from the user’s
chequebook file. The write-cheque function generates the cleartext portion of the
cheque, obtains a Kerberos ticket that will be used to authenticate the user to the
accounting server, generates an authenticator with an embedded checksum over
the information from the cheque, and places the ticket and authenticator in the sig-
nature field of the cheque. The cheque is then base-64 encoded and may be sent to
the payee through electronic mail, or transferred in real time as payment for ser-
vices provided through an online service.

The deposit-cheque function reads the cleartext part of the cheque, obtains a
Kerberos ticket to be used with the payer’s accounting server, generates an authen-
ticator endorsing the cheque in the name of the payee for deposit only into the
payee’s account, and appends the endorsement to the cheque. An encrypted con-
nection is opened to the payee’s accounting server and the endorsed cheque is de-
posited. If the payee and the payer both use the same accounting server, the re-
sponse will indicate whether the cheque cleared.

If different accounting servers are used, the payee’s accounting server places a
hold on the funds in the payee’s account and indicates to the payee that the cheque
was accepted for collection. The payee has the option of requesting that the
cheque be cleared in real time, though we expect there may be a charge for this
service. If a cheque accepted for collection is rejected, the cheque is returned to
the depositor, who can take action at that time. As a cheque is cleared through
multiple accounting servers, each server attaches its own endorsement, similar to
the endorsement attached by the payee.

In some cases the payee’s and payer’s accounting servers can settle the check
directly, bypassing higher levels of the hierarchy. This is possible when the
cheque is drawn on an accounting server that is trusted to properly settle accounts.
Such trust might be based on certificates of insurance representing endorsement of
the accounting server. In such cases, the hierarchy would still be used to settle any
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imbalance between credits and debits for each accounting server at the end of the
day, but the cost of these transfers would be amortized over the days transactions.
To determine account balances and fill out about cleared cheques, authorized users
can call the statement function which opens an encrypted connection to the ac-
counting server and retrieves the account balance for each currency unit, together
with a list of cheques that have been recently deposited to, or drawn on and
cleared through the account. The entire cheque is returned, allowing the user’s ap-
plication to extract whatever information is needed for display to the user, or for
integration with other applications.

9.5 Summary

This chapter is divided into two parts, the first part describes the ways in which
existing banking organizations can introduce a check-based payment system in a
phased manner. The second one introduces two electronic check systems: NetBill
and NetCheque.

In the NetBill system, some methods have been introduced for certified deliv-
ery, access control, user certificates, pseudonyms, and their integration. The de-
sign principle is to provide very high degrees of security and flexibility while still
providing good efficiency.

The NetCheque system is a distributed payment system based on the credit-
debit model. The strengths of the NetCheque system are its security, reliability,
scalability, and efficiency. Signatures on cheques are authenticated using Kerbe-
ros. Reliability and scalability are provided by using multiple accounting servers.
NetCheque is well suited for clearing micropayments; its use of conventional
cryptography makes it more efficient than those systems based on public-key
cryptography. Though NetCheque does not itself provide anonymity, it may be
used to facilitate the flow of funds between other services that do provide ano-
nymity.
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10 Secure Electronic Transactions:
Overview, Capabilities, and Current Status

Gordon Agnew

A&F Consulting, and
University of Waterloo, Ontario, Canada

10.1 Introduction

Until recently, there were two primary forms of credit card transactions:

1) Card present and,
2) Card not present or mail order telephone (MOT).

In a typical “in store” transaction, the customer presents their credit card to per-
form a transaction. The merchant “swipes” the card and the customer’s credit card
information along with the amount of the transaction is forwarded to a payment
gateway. Once the credit information is verified, the payment gateway returns an
authorization to the merchant and a receipt is issued to the customer. In the event
of fraud on the part of a customer, the merchant is indemnified against loss since
the payment gateway authorized the transaction.

In the case of a purchase made via the telephone, the customer’s credit card is
not physically present for verification. Generally, the merchant simply accepts the
customer’s card number over the phone and completes the transaction. Since no
authorization was issued by the payment gateway, liability for customer fraud
rests with the merchant. For some merchants, this risk is acceptable if profit mar-
gins were large enough. On the other hand many merchants have found the risks
unacceptable.

In 1996, Mastercard and Visa announced their support of a developing standard
for electronic credit card transactions. This replaced the competing standards that
each company was pursuing independently. In 1997Visa and Mastercard pooled
their resources and formed Secure Electronic Transaction LLC (SETCo) to im-
plement the SET Specification [10.4].

SETCo manages the Specification, oversees SET product-compliance testing,
and promotes the use of SET as a global payment standard.
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The secure electronic transaction (SET) protocol, in many ways, mirrors a card-
present transaction over the Internet.

In the following sections, we will examine the details of the operation of SET
as well as compare its capabilities to other protocols used in electronic commerce.
In addition, we will look issues related to SET’s adoption and refinements to the
protocol.

10.2 Protocol Stack and Capabilities

There are many functions required to implement a large interconnected network
such as the Internet. To facilitate this, network functionality is usually divided
into a set of layers or the protocol stack. Each layer “talks” to a corresponding or
“peer” layer at the other end of the communications channel. Each layer works
transparently with the other layers in the network. The lowest layer in the network
is the physical layer that involves the actual means for transporting data, for ex-
ample, the actual cables or fibre optics that form the network. At the highest level
is the application layer which are the programs that are run by the user. One ma-
jor advantage of such a structure is that the user does not have to be concerned
with how the lower layers are implemented. The user simply runs the application
and information is passed locally down through the various layers to the Physical
layer. The user’s data is passed to the physical layer at the destination server then
back up to the corresponding application layer at the other end of the connection.
In most cases, this layer transparency is realized by a process called “encapsula-
tion;” as data is passed from a higher layer to a lower, the lower layer takes the
original data and adds header and control information then passes it down to the
next layer. At the destination, the process is reversed and the header/control in-
formation is stripped off as data is passed to higher layers. This process simplifies
implementation of networks but introduces some interesting security issues, as we
will explain below.

There are several levels at which security can be introduced to protect Internet
connections. The level in which security functions are used has a strong impact
on what types of security can be provided. In Fig. 10.1, three security protocols
are shown as they fit into the Internet protocol stack. The three we will consider
are IPSec, SSL and SET.
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Fig. 10.1 Security layers

10.2.1 Internet Protocol Security (IPSec)

As we see in Fig. 10.1, Internet protocol security (IPSec) is implemented in a rela-
tively low layer. [PSec provides the facilities to encrypt and authenticate user’s
data (payload). If this done, an attacker can see the where the information is going
(at least what IP addresses are involved) but not the information itself. In addi-
tion, IPSec has the option of taking a standard IP message encrypting it and plac-
ing it in a new IP message with a new “disguised” header. This is known as tun-
nel mode and allows users, for example, to set up private groups over the Internet
(virtual private networks).

There are several advantages to providing security at this level:

e Security functions are transparent to the user — the user may not even be
aware they are being used.

e The identity of participants can be protected as their IP addresses can be
masked.
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There are also disadvantages:

s  The security functions only protect the IP layer and below — one data is
passed to higher layers, it is not protected. If several users are on the
same system, information for one user may be visible to other users.

e Identities of users can only be resolved to an IP address. It is common
that many users may share an IP address thus, authentication of a particu-
lar user may not be possible.

10.2.2 Secure Socket Layer (SSL)

Secure Socket Layer (SSL) was developed by Netscape and is currently in version
3. It is the defacto standard for Internet security at this level and is implemented
in most browsers and by most web servers. SSL is designed to provide security
functions independent of the application. Since it works at a higher layer than [P-
Sec, identities can be resolved to the level of an individual. By the same token,
SSL by itself cannot prevent an observer from knowing who is communicating
since IP addresses will be added at the lower layers.

SSL designates two types of participants: clients and servers. Clients always
initiate a communications session with a server. The server is required to provide
authentication information to the client (a certified public key) if requested. The
client, however, is not required to provide a certified public key to the server. If
this is the case, the applications using SSL may require some other means of au-
thenticating the user (such as a user ID and password/PIN). Once the session has
been negotiated, SSL provides a secure (encrypted) and authenticated (data-
integrity checks) communications channel between the client and server.

10.2.3 SET

As shown in Fig. 10.1, SET provides security functions at the highest (application)
layer of the protocol stack. As in our previous discussion, there are advantages
and disadvantages to this. SET is an application and security its functions are not
available to other applications. The integrity of SET relies on the ability to re-
solve identities to a particular individual, merchant or payment gateway (through
the use of a full public key infrastructure as we will discuss in Section 10.3) as
well as the ability to protect the information exchanged.

As with SSL, even though the information is protected, and observer can still
glean information about the participants in a transaction.
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10.3 SET Overview

In this section, we will examine the structure of SET and its related security func-
tions!.

There are two major parts to the SET protocol.

e  Registration
¢ Transaction processing

10.3.1 SET Registration

The security and integrity of transactions are heavily reliant on the use of certified
public keys or public key certificates. To create a certificate, the user presents
unique identification information (ID) and their public key to a certificate author-
ity (CA). Once the CA is satisfied that the user is authentic (for example, the
manager of a bank may authenticate a particular customer), the CA binds the ID
and public key of the user together (usually by creating a message digest2) then
forms a digital signature3 on the result. For another participant to verify the pub-
lic key of a particular user, they require a trusted copy of the CA’s public key in
order to verify the certificate. It is assumed that a trusted version of at least on
CA’s public key is available to the participants.

SET recognizes three types of participants in a transaction.

e  The customer (cardholder)
e The merchant
e  The payment gateway.

SET then defines a hierarchical approach to creating and distributing public-
key certificates for each type of participant. This is shown in Fig. 10.2. Here, the
highest member of the hierarchy is the root certificate authority maintained by
SETCo. The root authority issues public key certificates to the various payment
brands. These in turn become Certificate Authorities authorized to issue certifi-
cates to their member banks.

LA full description of SET can be found in SET Specification Books [10.4]

ZA message digest is a fixed length image of a longer message formed using a transforma-
tion that is “one-way” and unpredictable. That is, it is very easy to create but virtually
impossible to find a second message that would create the same image. For a more in
depth look at cryptographic functions, the reader is referred to [10.2]

3 A digital signature is formed using the signer’s private key. It can be verified using the
signer’s public key.
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Further down the hierarchy are the certificate authorities associated with each
type of participant in a transaction. The payment card issuing certificate authority
issues public key certificates to customers. The merchant bank or acquirer certifi-
cate authority issues public key certificates to the merchants while payment gate-
ways have their own certificate authority.

Root Certificate

Authority
Brand Certificate
Authority
Payment Card Merchant Bank Payment Gateway
Issuing Bank Certificate Certificate
Certificate Authority Authority
Authority
Cardholder Merchant Payment Gateway

Certificates

Certificates

Certificates

Fig. 10.2 SET certificate hierarchy

In such a hierarchy, a certificate chain can be used to verify any member of the
hierarchy. For example, for a particular merchant, the certificate chain might in-
clude their own public key certificate issued by their acquirer CA, a certificate on
the acquirer CA issued by the brand CA and finally the certificate of the brand CA
as issued by the root CA. A trusted version of the root CA’s public key would al-
low the chain to be verified. A graphic representation of a certificate chain is
shown in Fig. 10.3.

CSC ServiceWorks — Ex. 1005
Page 225 of 339

Petitioner Exhibit 1002-4415



10 Secure Electronic Transactions 217

Merchant’s Certificate Merchant’s Bank CA Brand’s CA Certificate
(from Merchant’s Bank Certificate (from Root CA)
CA) (from Brand CA)

Fig. 10.3 Example certificate chain for a merchant

10.3.2 Transaction Processing

There are three main phases in a secure electronic transaction:

¢  Purchase request
e  Payment authorization
e Payment capture

An overview of the interaction among the participants in a transaction is shown
in Fig. 10.4.

Purchase Request Phase

The details of the purchase request are shown in Fig. 10.5. Within the purchase-
request phase, there are 5 basic steps, as we will describe.

Initiate Request

The process starts with the customer shopping, and selecting an item or items. The
customer has a completed order form and has selected a particular payment card.
The customer’s (cardholder’s) computer running the cardholder’s software pack-
age (hereafter called just the cardholder) sends an initiate request (P INIT REQ)
message to the merchant requesting the certified public key of the payment gate-
way.

Initiate Response

Once the merchant receives the initiate request, it assigns an unique transaction ID
to the message and returns a signed version of the transaction 1D, its own certifi-
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cate and the appropriate (for the particular brand) payment gateway’s certificate to
the cardholder.

Cardholder Merchant Payment
Gateway
T Initiate
Request
Purchase a e
Request
Phase I
Initiate
4" Response
——
Purchase
Request >
N
T Authorization
Request —
Payment
Authorization
__— | Phase
Authorization
* e Response
J
Purchase — |
Response
4 P
e
Capture
Reauest R Payment
Capture
Phase
/
Capture
P Response

Fig. 10.4 SET overview

Cardholder Purchase Request

Once the response is received, the cardholder verifies the certificates of the mer-
chant and gateway as well as the merchant’s digital signature on the transaction in-
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formation. Once this is complete, the cardholder creates two messages: an order
information (OI) message intended for the merchant and a payment information
(PI) message intended for the payment gateway. The PI message information such
as the credit card number of the cardholder and will be concealed from the mer-
chant. These messages both contain the unique transaction ID that the merchant
assigned. This is done so that the two messages can be linked to one another.

Cardholder Merchant

P INT REQ

A\

Signed P INT
RESPONSE

MERCHANT'’S
CERTIFICATE

GATEWAY’S
CERTIFICATE

A

CARDHOLDER'S
DUAL
SIGNATURE ON
Ofand P/

SESSIONKEY 1
WRAPPED FOR
GATEWAY

ENCRYPTED P

CARDHOLDER’S
CERTIFICATE

]

SIGNED
PURCHASE RESP

MERCHANT’S
CERTIFICATE

Fig. 10.5 Purchase request phase

At this point, a very elegant method is used bind the two messages together.
The cardholder forms message digests of both the OI and PI. These digests are
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concatenated, then a third message digest is formed. This final digest is then digi-
tally signed by the cardholder. This forms the dual signature on Ol and PI.

The next step is used to hide the PI information from the merchant. The card-
holder generates a random session key (to be used with a conventional encryption
algorithm) that is used to encrypt the P1. To transport this information to the pay-
ment gateway, the cardholder combines the random session key and their account
information into a message then encrypts it using the payment gateway’s public
key (so that only the PG can recover the account information and the session key
that can decrypt the PI).

Merchant then is forwarded a message containing the PI and Ol digest, the dual
signature, the “wrapped” version of the PI, session key and account information
and the cardholder’s certificate.

The reason for the dual signature scheme is as follows: the payment gateway
will only have a digest of the order information and not the order itself. The pay-
ment gateway cannot determine the purchase from that information. If a dispute
arises, between the merchant and customer, the Ol can be produced and the pay-
ment gateway with knowledge of the PI can regenerate the message digests and
verify whose claim is correct. This is an important element in security of SET.

Merchant’s Purchase Request Processing
When the purchase request is received at the merchant, it verifies the cardholder’s
certificate. This is then used to verify the dual signature on the OI and digest of

the PI to ensure no tampering of the OI has occurred.

Once this has been verified, the merchant generates a digitally signed purchase
response message that is returned to the cardholder.

Purchase Response

In the final step in this phase, the cardholder uses the merchant’s certified public
key to verify the purchase response. This is stored for future reference.

Payment Authorization Phase
This part of the protocol involves the merchant and the payment gateway. The ob-

jective is for the merchant to acquire authorization for the transaction. There are
three basic steps, as shown in Fig. 10.6.
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Merchant Authorization Request

The merchant starts by creating a digitally signed authorization request that in-
cludes the amount to be authorized, the transaction ID, and other details about the
transaction.

The merchant generates a random session key that is used to encrypt this mes-
sage. The session key is then wrapped using the payment gateway’s public key.

This information is sent along with the cardholder’s PI information and
wrapped session key, cardholder’s certificate and merchant’s certificate.

Payment Gateway Processing

When the gateway receives the authorization request, it uses its private key to re-
cover the wrapped session key. This is then used to decrypt the request. The mer-
chant’s certificate is verified then used to verify the signature on the request.

Next, the second session key and customer account information are recovered.
The session key is then used to recover the P1. The cardholder’s certificate is veri-
fied and the digital signature on the Ol and PI is verified. As a further check, the
Transaction ID’s on both parts of the message are compared to ensure that they are
the same.

The next operation involves the payment gateway creating a message for the is-
suing bank. This is done over the private financial network.

If the purchase is authorized, then a digitally signed response message is gener-
ated by the payment gateway. This message is encrypted with a new random ses-
sion key that is wrapped using the merchant’s public key, then forwarded to the
merchant.

Merchant Response Processing
When the response is received by the merchant, the payment authorization is re-

covered and the signature is verified. A copy of this authorization is kept by the
merchant.
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Fig. 10.6 Payment authorization phase

Payment Capture Phase

The final phase in the SET protocol is payment capture. In this phase, the Mer-
chant requests payment from the payment gateway. This phase may occur some-
time after the transaction has occurred and involves three basic steps, as shown in
Fig. 10.7.
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Merchant Payment Capture Request

The merchant creates a digitally signed payment request that includes the final
transaction amount, the transaction 1D, and other transaction information. This is
encrypted using a new random session key that is wrapped using the payment
gateway’s public key. The encrypted message is sent to the payment gateway
along with the merchant’s certificate.

Payment Gateway Capture Processing

Upon receipt, the payment gateway recovers the session key, capture request then
verifies the merchant’s certificate and signature on the request

The payment gateway generates a digitally signed and encrypted response mes-
sage that is forwarded to the merchant along with the gateway’s certificate.

Merchant Processing of Response

This is the final step in the protocol. The merchant recovers the session key and
the capture message and verifies the gateway’s certificate as well as the digital
signature on the message. This is stored by the gateway for reconciliation for
payment from the issuer.

10.4 SET Performance

From the description of the SET protocol, it is apparent that SET provides a high
level of security and privacy for the participants. This is mainly due to the exten-
sive use of public key certificates and digitally signed and verified messages. This
has several important implications. Trust in the system relies on the deployment of
a full public key infrastructure. If SET is to be used on a wide-scale basis, certifi-
cates have to be issued to all users. This is an enormous and expensive task. On
the other hand if the PKI is not in place, then SET will not be used by a large
number of users.

In version 1.0 of SET, RSA is specified to implement the public key operations.
At present a minimum of 768-bit RSA is required for security, preferably 1024-
bit. Public key operations (signing/verifying, wrapping/unwrapping) are computa-
tionally intensive, and certificates are large in size and require significant band-
width to transmit.
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Fig. 10.7 Payment capture phase

In the case of the cardholder using a typical desktop computer, the computa-
tional load is not significant. If, on the other hand, the cardholder is not bound to
a particular machine, then the cryptographic functions may be implemented in a
portable token, such as a smart card. Implementing RSA on smart cards usually
requires the smart card to have a cryptographic co-processor that raises the cost of
the card.

There is also the issue of conducting e-commerce transactions using wireless
handheld devices, such as cell phones or PDAs. In these situations bandwidth and
processing power are at a premium and supporting SET may be difficult.

The GartnerConsulting Group did an extensive evaluation of the performance
of SET [10.1]. In the study, it was anticipated that merchants could expect in the
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order of 10,000 transactions per day while a large payment gateway may approach
14 million transactions per day. In this case, software implementations of the pub-
lic-key system may not be able to perform operations quickly enough; hardware
accelerators may be required (adding to the cost of the infrastructure). They also
examined the advantages of using other public key cryptographic systems. In
their report, elliptic curve cryptosystems* (ECC) were considered and shown to
have significant advantages in terms of bandwidth and processing overhead.

Sans and Agnew [10.3] present the results of an extensive study of the commu-
nications and processing overhead for SET. They show some alternative methods
for processing transactions that reduce the overhead incurred using SET.

10.5 What Lies Ahead

There are a number of companies currently offering support for SET. These in-
clude IBM, Verisign, CyberTrust, Verifone, Sterling Commerce, Terisa, Netpay
and GlobeSet.

SETCo lists more than 40 countries that have adopted SET in one form or an-
other [10.4].

A proposal for SET 2.0 incorporates alternative asymmetric key cryptographic
systems (specifically, elliptic curves) and SET 2.0 will also support the use of
debit cards by allowing personal identification numbers (PINs) to be encrypted
and included in the payment message [10.5]. In addition, a smart-card-based ver-
sion known as chip-secured SET (C-SET) is being developed to allow smart cards
to perform cardholder authentication and transaction security functions (encryp-
tion and signatures).

10.6 Summary

In this chapter, we have presented a detailed outline of the SET protocol. The ca-
pabilities and shortcomings of SET have been compared to other Internet security
protocols.

Currently, SSL is the most widely deployed and used security protocol. It is
relatively fast and provides transparent security to the user. It does not, however

4 The reader is referred to www.certicom.com for a more complete review of ECC technol-
ogy.
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provide the mutual authentication and digital signature capabilities that are re-
quired for truly secure e-commerce.

SET, on the other hand, is a very robust protocol that provides a high level of
security and trust. The major impediments to widespread deployment and use of
SET are the current lack of a comprehensive public key infrastructure and the
large overhead required to run the SET protocol. Improvements in processing
power and the use of alternative public key cryptosystems such as elliptic-curve-
based systems (ECC) may help to overcome some of these obstacles.
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11.1 Introduction

The credit card is a popular payment method for the purchase of goods and ser-
vices. Traditionally, credit cards are used by buyers to purchase merchandise from
brick-and-mortar stores. Transactions are carried out face-to-face. Typically, the
merchant first obtains authorization from the credit card company regarding the
transaction. If the transaction is authorized, the buyer is asked to sign for the pur-
chase, and a paper receipt stating the terms of the sale will be issued to the buyer.
The merchant also verifies that the buyer’s signature matches the cardholder’s sig-
nature at the back of the card, and that the card has not expired.

Shopping by phone, by mail, or by fax are convenient alternatives to shopping
at a brick-and-mortar store. The buyer sends the order information to the merchant
by phone, mail, or fax, together with the credit card information such as the credit
card number, cardholder ID, and expiry date. The order information contains the
goods or services to be provided by the merchant and the agreed price. Upon re-
ceiving the order, the merchant first obtains authorization of the transaction from
the credit card company. The merchant then ships the merchandise and charges
the buyer through his/her credit card. For purchase by mail or by fax, the merchant
has the buyer’s signature on the order form. The buyer’s signature is not available
to the merchant when the order is by phone. To obtain a record of the order, the

* This work was supported by the IBM Centre for Advanced Studies and an IBM Faculty
Partnership Award.
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merchant records the phone conversation with the buyer when the order was
placed.

Shopping over the Internet is another alternative to shopping at a brick-and-
mortar store. In this case, the order information and credit card information are
transmitted over the Internet, which may not have the same level of security as
phone, mail, or fax. Methods to ensure secure online payment by credit card are
therefore important to the success of shopping over the Internet. This chapter is
concerned with online payment methods based on the existing credit card payment
infrastructure. We first provide an overview of online payment by credit card, and
then discuss the trust issue related to this payment method. To overcome the trust
problem, we introduce a new payment protocol using a trusted third party. This
protocol can be viewed as a special case of online payment by credit card, which
addresses the trust problem that the current credit-card-based online payment sys-
tems have.

11.2 Online Payment by Credit Card

When making a purchase over the Internet using a credit card, procedures for se-
cure communication are needed to authenticate the parties involved, to ensure con-
fidential transmission of order and payment information, and to protect the integ-
rity of the transaction. The current approach to achieving secure communication is
to use the secure sockets layer (SSL) {11.1].

As briefly discussed in Chap. 10, SSL is a protocol designed to provide secure
communication. It performs server authentication, and, optionally, client authenti-
cation. With SSL, private information is protected through encryption, and a user
is assured through server authentication that they are communicating with the de-
sired website and not with some bogus website. In addition, SSL provides data in-
tegrity, i.e., protection against any attempt to modify the data transferred during a
communication session. The main exchanges in an SSL session [11.5-11.6] are
shown in Fig. 11.1, and the detailed descriptions for each exchange are provided
in Sect. 11.6.1, Appendix A. The use of SSL has led to an improvement in the
buyer’s confidence when making payments by credit card over the Internet.

A credit card transaction involves five main parties: buyer, merchant, merchant
bank, issuer, and acquirer. The merchant has a contract with the merchant bank to
enable them to accept credit card payments over the Internet. The issuer is a finan-
cial institution such as a bank that issues a credit card to the buyer. It is responsi-
ble for the cardholder’s debt payment. The acquirer, on the other hand, obtains
credit card transactions from the merchant and processes them for payment. The
acquirer provides authorization to the merchant that a given account is active and
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that the proposed purchase does not exceed the cardholder’s credit limit. The ac-
quirer also makes payments to the merchant’s account, and is then reimbursed by
the issuer. The merchant bank may function as the acquirer.

Client Server
ClientHello
ServerHello }
Certificate™
‘ CertificateRequest”
< ServerKeyExchange*
4 ServerHelloDone

Certificate*

ClientKeyExchange

CertificateVerify*

ChangeCipherSpec

Finished

vVVvVvYVvyyYy

ChangeCipherSpec

A

Finished

A

Application Data

< »

* Indicates optional or situation-dependent messages that are not always sent.

Fig. 11.1 The main SSL exchanges

We now describe the steps involved in handling payments by credit card over
the Internet. The transaction starts with the buyer deciding to place an order online
from a web page at the merchant’s website. The merchant’s commerce application
prompts the buyer for payment information (i.e., credit card number, cardholder
ID, and expiry date) along with other information such as shipping address. The
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buyer then enters payment information into a form secured using SSL. With the
secured form, the payment information is protected as it is sent to the merchant.

Upon receiving the order, the merchant server sends the payment information to
the acquirer processor for authorization, using dedicated and secure lines. The au-
thorization is a request to hold funds for the purchase. The acquirer will verify that
the credit card has sufficient funds to cover the amount of the transaction. The ac-
quirer either authorizes a certain amount of money or declines the transaction.
Each authorization reduces the available credit only, it does not put a charge on
the cardholder’s bill or transfer funds to the merchant.

After the transaction has been authorized, the merchant charges the authorized
amount to the buyer’s credit card. This is known as “capture.” According to bank
card association rules, the merchant is not allowed to capture a transaction until
the ordered goods can be shipped, so there may be a time lag between authoriza-
tion and capture. If the buyer cancels the order before capture, a “void” is gener-
ated.

Captures are accumulated into a batch and settled automatically at regular time
intervals, e.g., at the end of each day. This settlement can be viewed as a transac-
tion between the acquirer and the merchant. When a batch is submitted, the mer-
chant’s payment-enabled web server connects with the acquirer to finalize the
transactions and transfer the corresponding amounts to the merchant’s bank ac-
count.

At the issuer, a monthly statement is sent to the cardholder for the purchases
made since the last statement.

11.3 Trust Problems in Credit Card Payments

The issue of trust in the payment process is one of the most critical aspects that de-
termines the acceptability of a payment method. Clearly, if the parties participat-
ing in a payment transaction cannot be assured of the correctness of the transac-
tion, then they are unlikely to conduct the transaction in the first place.

In a payment transaction, trust is engendered through the following assurances:

The buyers must be assured that:

e The transaction will result in them paying exactly the specified amount
and being billed only for the item they bought at the agreed price.
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e  The payment information they provide will not be stolen or abused for
extracting unauthorized payments from them.

e  They will receive the goods that they have purchased.

¢ In the case of a dispute they have in their possession enough evidence to
prove whether or not the payment took place.

The merchants must be assured that:

e  The transaction will result in them being paid exactly the agreed amount.
e In the case of a dispute they have in their possession enough evidence to
prove whether or not the payment took place.

A “good” payment protocol assures these trust points for both the buyer and the
merchant. These trust points are easily met in credit card transactions at a brick-
and-mortar store. Since the transaction is face-to-face, the merchant can verify the
buyer’s signature against that on the back of the credit card. The amount of the
transaction and goods purchased can readily be confirmed. There is no danger in
payment information being stolen if the buyer is dealing with a trustworthy mer-
chant. In the case of a dispute, each party has a signed copy of the receipt which
can be used as evidence that the transaction took place.

The issue of trust becomes more complicated when credit-card payments are
made over the Internet. The use of SSL may not address all the trust points men-
tioned above. A common concern is that some of the traditional assurances of in-
tegrity of the payment transactions can become compromised. Consider the assur-
ance mentioned above in the context of online transactions.

The issues at the buyer side are:

e The buyers would like to be assured that they are paying exactly the
specified amount. In general, there is a lack of trust in online systems. As
a result, there is no guarantee that the amount charged is the same as the
amount requested.

o The buyers would like to be assured that the payment information pro-
vided cannot be stolen or abused for extracting unauthorized payments
from them. The online security of trusted data has been compromised
many times, and such events have been highlighted in the media. It seems
that the task of keeping trusted data, such as credit card numbers, safe
from intruders in an online site is not trivial. However, merchants who
collect this data are typically not technically savvy, and do not have the
resources to institute the kind of secure and trusted computing base nec-
essary to constantly guard against possible intrusion and data theft at-
tempts.
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e The buyers would like to trust that they will receive the goods that they
have purchased. This depends on the track record and reputation of the
merchant.

¢ In the case of a dispute the buyers would like to have in their possession
enough evidence to prove whether or not the payment took place. In the
online world, the buyers generally do not get much protection. Some-
times a merchant will give a “transaction reference number,” though this
number merely indicates that a transaction has taken place, without prov-
ing the time or amount involved. Merchants have started sending e-mails
confirming payment transactions, and in some cases e-mail has been ac-
cepted as evidence in court. However, there is no guarantee that the e-
mail will actually be sent and, moreover, even if sent, e-mail systems
have been known to lose or be unable to deliver some documents.

The best assurance that the buyer has in this area is to deal with a large and
well-established company. If the transaction amount is relatively small compared
to the total business done by the company, then the company will not compromise
its reputation over a small dispute. However, this is not always true, and may not
apply if the transaction amount is large.

The issues at the merchant side are:

e  The merchants would like to be assured that they are being paid exactly
the specified amount. This issue is not a concern from the perspective of
the merchant.

e In the case of a dispute the merchants would like to have in their posses-
sion enough evidence to prove whether or not the payment took place.
The assurance is weak because there is little evidence that the buyer has
agreed to pay the specified amount. For example, the buyer may call the
credit card company and claim that the transaction never took place. The
merchant has little evidence to argue on. The only evidence is if the
buyer has registered at the site in a way that proves their identity, and
somehow signed for the purchase. In this case, one has to prove that the
registration site has good password security, and even then the buyer may
claim that his/her password was stolen, or given away by the merchant.

As mentioned earlier, user authentication, privacy of information, and data in-
tegrity can be assured by using SSL. However, SSL is only part of the solution to
the security of online credit card transactions. It does not address all the trust is-
sues between the buyer and the merchant. An effective approach to ensure trust is
to use a trusted third party (TTP), who is trusted by both the buyer and the mer-
chant.
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11.4 Trusted Third Party and a Payment Protocol Using a
Trusted Third Party

Long before the invention of online commerce, people resorted to the use of
trusted third parties to assure transaction integrity. For example, a notary public
certifies documents for correctness, which gives such documents extra weight as
court evidence. Another classic example is buying a house, which is a transaction
performed “in trust” by the lawyers of the buyer and the seller. In this case, the
lawyers act as “trusted third parties” on behalf of their clients.

In the online world, we believe that transactions should be similarly notarized
by a trusted third party, and such notarization assures both parties of the integrity
of the transaction. In this section, we describe a new payment protocol that uses a
trusted third party, which can be used for credit card payments and other types of
payments. This protocol has several advantages over existing protocols, e.g., SET,
as described in Chap. 10. These advantages are discussed below:

e There is no sharing of payment instrument between the buyer and the
merchant. This results in improved protection for both parties.

e There is no need for the buyer to register with any payment service (some
protocols, such as CyberCash or PayPal, require this type of registration).
As a result, buyers have increased flexibility and convenience in the
choice of payment service.

e The protocol is designed as a HTTP-style request-response message pro-
tocol [11.4]. This approach reduces the complexity in implementation.
For example, there is no need at any point to transmit a message to two
destinations and expect the receiving parties to synchronize with each
other. Instead, each step in the protocol involves a single message from
the sender to the receiver, and a corresponding response back from the
receiver to the sender.

e The protocol is robust in the sense that recovery is possible at any point
in the case of a failure; hence the protocol protects both the merchant and
the buyer from insufficient or excessive charges due to communication or
system failures.

e The protocol can be used with any existing payment instruments, e.g.,
credit cards and debit cards. This offers increased versatility in terms of
supporting a variety of payment methods.

¢  Supporting evidence is provided to the buyer and to the merchant regard-
ing the nature of the transaction in case dispute resolution is required.
This is accomplished by sending only a digest of the details of the trans-
action to the TTP.

e A single TTP may be used by both the buyer and the merchant. Alterna-
tively, the buyer and the merchant can each be represented by their own
TTP.
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11.4.1 Description of the New Payment Protocol

In this section, the new payment protocol for the case of one TTP is described.
The protocol requires the availability of a public-key certificate authority. Any
certificate authority can be used, such as Pretty Good Privacy (PGP) or commer-
cial providers, such as VeriSign.

The basic steps of our protocol are shown in Fig. 11.2. For each step, any mes-
sage transfer (if required) is secured using cryptographic technology, such as SSL.

buyer 2 merchant

trusted
third party party

payment
center

Fig. 11.2 Payment protocol with one TTP
There are eight steps in the protocol (detailed information on each step is pro-
vided in Sect. 11.6.2, Appendix B).
(1) The buyer sends an “order” message to the merchant.

(2) The merchant, upon receiving the order message, returns a “payment re-
quest” message to the buyer.
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(3) The buyer, after verifying the merchant’s signature, proceeds by sending
a “payment” message to the TTP.

(4) The TTP, after verifying the buyer’s signature, requests a confirmation
from the merchant by sending a “confirmation request” message to the
merchant.

(5) The merchant, upon receiving the confirmation request message, verifies
the transaction ID and amount, and sends a “transaction confirmed” mes-
sage to the TTP.

(6) The TTP obtains authorization from the payment center.

(7) The TTP sends a signed “merchant receipt” message to the merchant.

(8) The TTP sends a signed “buyer receipt” message to the buyer.

In these steps, all three parties, namely, the buyer, the merchant, and the trusted
third party have each provided evidence of the transaction (a signed request or re-
ceipt). In the case of a dispute, the buyer has a signed payment request from the
merchant and a signed receipt from the TTP. The merchant has a signed receipt
from the TTP. The TTP has a signed payment from the buyer and a signed con-
firmation from the merchant. The signed information is sufficient for dispute-
resolution purposes.

11.4.2 Extension to the Case of Two TTPs

For the case of a single TTP, the TTP could have a conflict of interest in the case
of a dispute because it would be representing the interests of both the buyer and
the merchant. For this reason, examples of candidates for trusted third parties are
typically organizations, such as major banks or major credit card companies,
which have no obvious vested interest in supporting either dispute party in a trans-
action.

In some cases, however, buyers and merchants may want to be represented by a
trusted third party that is more active in supporting their concerns, and perhaps is
targeted specifically at providing a service for their needs. In such a case, a con-
flict of interest can be avoided if two TTPs are involved, one for the buyer (re-
ferred to as TTP-B), and the other for the merchant (referred to as TTP-M). In the
case of a dispute, TTP-B and TTP-M will be involved in dispute resolution, pro-
tecting the interests of the buyer and merchant, respectively. In addition, such a
protocol with two TTPs has the potential to allow more types of organizations to
assume the role of the trusted third party.

The payment protocol can readily be extended to the case of two TTPs. The ba-
sic steps are illustrated in Fig. 11.3.
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Fig. 11.3 Payment protocol with two TTPs
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The buyer sends order information to the merchant.

The merchant requests payment from the buyer (message from the mer-
chant to the buyer also contains the address of TTP-M).

The buyer sends the payment information and the amount of the payment
to TTP-B (this message also contains the address of TTP-M).

TTP-B sends a message to TTP-M, requesting a confirmation from the
merchant.

TTP-M checks with the merchant to get a confirmation of the transaction
and the amount of the payment.

The merchant returns a confirmation to TTP-M.

TTP-M forwards the confirmation to TTP-B.

Message exchange between TTP-B and the payment center regarding the
payment authorization.

TTP-B sends a receipt to TTP-M, confirming the payment.

(10) TTP-M forwards the receipt to the merchant.
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(11) TTP-B sends a receipt to the buyer.

The message contents, together with the actions taken by the buyer, the mer-
chant, TTP-B, and TTP-M at the various steps are straightforward extensions of
those for the case of one TTP (see Sect. 11.6.2, Appendix B), and will not be pre-
sented.

11.4.3 Discussion

It is important to trace the business reason for the viability of this payment proto-
col.

Typically, once a buyer gives the payment information to the merchant, it is the
merchant’s responsibility to ensure that payment is captured from the correspond-
ing financial institution. Note that in some cases the financial institution may in-
sure the buyer against fraudulent use of the payment information. This is the case
with credit cards, where most issuers do not hold buyers responsible for payment
of unauthorized transactions on their cards. The cost of this insurance is imposed
on the merchants, who must pay an increased fee for online transactions.

With our protocol, some of the burden of transaction insurance is shifted to the
trusted third party. The buyer’'s TTP provides assurance to the buyer that the cor-
rect amount of payment will be collected and passed to the merchant. At the
same time, insurance against unauthorized transactions may now be split among
the financial institution and the TTP, depending on the service agreement.

The merchant’s TTP must provide assurance to the merchant that the buyer’s
payment instrument will be charged, and funds transferred to the merchant. This
had been the merchant’s responsibility, but is now a burden carried by the TTP.

Clearly, for the protocol to be successful there needs to be a business case to
operate a buyer or merchant TTP service. The following are sample business
cases:

o The TTP charges the merchant a transaction fee (similar to current credit
card transaction fees), and carries the entire weight of the fraudulent
transaction insurance. Typically, credit card companies charge a large
premium for Internet-based transactions. By charging merchants a fixed
or transaction-based service fee, the TTP would fund the insurance. In
this scenario, the TTP is effectively competing with credit card compa-
nies for a portion of the payment transaction fees.
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e The buyer’s TTP charges the buyer a fixed service fee, or a transaction
fee. The buyer would use the service because it results in more trusted
transactions, with extra security provided by the TTP, as well as the
TTP’s enhanced insurance policy.

e The TTP charges the merchant a fixed service fee. The merchant uses
the service to attract buyers who demand the use of a trusted payment
protocol.

e A financial institution provides a single TTP service, to stimulate online
commerce by engendering trust, and hence potentially increase its trans-
action revenue.

11.5 Summary

In this chapter, an overview of credit card-based online transactions is presented,
including payment authorization, capture, and settlement. The issue of trust be-
tween buyers and merchants is analyzed. We have also described a new protocol
for secure online payment. This protocol allows a buyer to avoid sharing key
payment method information with merchants, by moving the burden of payment
assurance to a trusted third party. The protocol supports privacy because the order
information is not sent to the trusted third party. The buying operation is simpli-
fied because there is no need to register with a payment service.

11.6 Appendices

11.6.1 Appendix A: the Main SSL Exchanges

In this section, we provide detailed information on the main exchanges in an SSL
session.

To establish an SSL session between an SSL client and server, they need to
agree on the SSL protocol version to be used, select cryptographic algorithms, op-
tionally authenticate each other, and use public-key encryption techniques to gen-
erate and exchange shared secrets. The main exchanges between the client and the
server during the establishment of an SSL session are described as follows:
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ClientHello and ServerHello messages: These two messages are used to estab-
lish security enhancement capabilities between the client and the server. The at-
tributes of the two messages include:

Protocol version

Session ID

List of cryptographic options
Compression method
Random number

Server certificate: The server sends its certificate, if it is to be authenticated. The
certificate format generally follows the X.509.v3 standard [11.7].

Server key exchange message: This is optional. It is required for certain circum-
stances, for example, if the server has no certificate, or if its certificate is for sign-
ing only. The attributes include a key exchange algorithm and associated parame-
ters (e.g., RSA algorithm with RSA modulus and exponent).

ServerHelloDone message: This message indicates that the hello-message phase
of the handshake is complete. After sending this message, the server will be in a
mode to wait for a client response. The client verifies that the server provided a
valid certificate if required and checks that the ServerHello parameters are accept-
able.

Client key exchange message: This message has different formats, depending on
which public-key algorithm has been selected between the ClientHello and the
ServerHello messages. Once again, similar to the Server key exchange message,
the attributes include a key exchange algorithm and associated parameters.

ChangeCipherSpec message: This is not a handshake massage. After this mes-
sage is sent, the pending CipherSpec is transferred into the current CipherSpec.

Finished message: This message is always sent immediately after a ChangeCi-
pherSpec message to verify that the key exchange and authentication processes
were successful.

11.6.2 Appendix B: Steps of the Payment Protocol for the Case of One TTP

In this section, we provide the detailed steps of the payment protocol for the case
of one TTP.
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The following notation is used in our description:

Step 1. The buyer sends an “order” message to the merchant.
The “order” message contains the following information:

order = items to be purchased, shipping information, *previously quoted
price, *time stamp

The previously quoted price is an optional field. The time stamp is an optional
field included to prevent a replay attack. An intruder performs a replay attack by
intercepting a protected message, and replaying it at a later time. The timestamp
contained in a received message can be used to determine whether this is a replay
of a previously received message or not.

Step 2. The merchant, upon receiving the order message, returns a “payment re-
quest” message to the buyer.

The “payment request” message contains the following information:

payment request = transaction ID, amount, order, validity period,
CERT,, *purchase agreement, S (transaction ID, amount, order, validity
period, CERT,,, *purchase agreement)

The transaction ID is generated by the merchant and used by the merchant and
the TTP to keep track of all the transactions. The order information is the same as
that provided by the buyer. The validity period specifies the time during which the
payment must be confirmed. The merchant’s certificate can be used by the buyer
to verify the merchant’s signature. The purchase agreement is an optional field
which contains information such as refund policy, product quality, warranty, etc.
A digital signature is included as part of the payment request message.

Step 3. The buyer, after verifying the merchant’s signature, proceeds by sending a
“payment” message to the TTP.
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The “payment” message contains the following information:

payment = payment information, amount, merchant, transaction ID,
CERT,, *timestamp, Sy(payment information, amount, merchant, transac-
tion ID, CERT,, *timestamp)

The payment information field contains information such as the credit card
number, credit card holder, and expiry date. Besides credit cards, other payment
instruments such as debit cards can be used. The transaction ID is the same as that
provided by the merchant. The buyer’s certificate can be used by the TTP to verify
the buyer’s signature. Again, an optional time stamp may be included to prevent a
replay attack. A digital signature is included as part of the payment message.

Step 4. The TTP, after verifying the buyet’s signature, requests a confirmation
from the merchant by sending a “confirmation request” message to the merchant.

The “confirmation request” message contains the following information:

confirmation request = transaction ID, amount, status, S¢(transaction ID,
amount, status)

This message contains the transaction ID, amount, and payment status. A digi-
tal signature is included as part of the confirmation request message.

Step 5. The merchant, upon receiving the confirmation request message, verifies
the transaction ID and amount, and sends a “transaction confirmed” message to
the TTP.

The “transaction confirmed” message contains the following information:

transaction confirmed = transaction ID, amount, status, Sp(transaction
ID, amount, status), *H(transaction ID, amount, order, validity period,

*purchase agreement), Syy(H(transaction 1D, amount, order, validity pe-
riod, *purchase agreement))

This message contains the transaction 1D, amount, and payment status. As an
option, a cryptographic digest of the transaction details (namely the transaction ID,
amount, order, validity period, purchase agreement), as contained in the payment
request message in step 2, may be included. This digest is useful for dispute-
resolution purposes. A digital signature is included as part of the transaction-
confirmed message.
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Step 6. Obtain authorization from the payment center.

Upon receiving the transaction-confirmed message, the TTP requests the author-
ized amount from the payment center. The payment center returns an approval to
the TTP.

Note that any payment method can be used in this step. Note also that the re-
quirement for payment approval is tied to the TTP’s policy. It is possible that in
some cases (e.g., for preferred customers) the TTP would not wait for credit ap-
proval, but would process the payment immediately. In this case, the TTP, rather
than the payment center, would be taking on the responsibility for the payment.

Furthermore, different TTPs may have different policies on handling unknown
or delayed credit approval requests. For example, if the approval request times
out, the TTP may either refuse to process the payment, or may take the risk of
processing it. Similarly, even if the payment center rejects the request, the TTP
may still process it, taking on the payment responsibility as described above.

Step 7. The TTP sends a signed “merchant receipt” message to the merchant.

The “merchant receipt” message contains the following information:

merchant receipt = payment ID, transaction ID, amount, S(payment ID,
transaction 1D, amount)

Step 8. The TTP sends a signed “buyer receipt” message to the buyer.
The “buyer receipt” message contains the following information:

buyer receipt = payment 1D, transaction ID, amount, S(payment 1D,
transaction ID, amount)

After step 8, the TTP captures the payment and transfers the funds to the mer-
chant. This step happens offline and involves the actual payment settlement.

Note that the above steps are sequential in nature. The transaction is not com-
plete until the last step (step 8) is performed. A timer is used at each step to protect
against unusual situations where one of the parties (buyer, merchant, or TTP) is
not proceeding to the next step within a predetermined time interval. For steps 1 to
6, if the timer expires the transaction is assumed to be aborted. Any subsequent
messages regarding this transaction will be ignored. Therefore, up to this point,
any party can abort the transaction by simply not continuing with the next step.

At step 7, if the merchant does not receive a receipt within a time-out period,
the merchant attempts to obtain the receipt by sending a request message to the
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TTP. If a receipt is not received after a predetermined number of attempts, the
transaction is assumed to be aborted. In this case, the buyer will not receive the
order, but he/she can contact the TTP to request a refund.

At step 8, if the buyer does not receive a receipt within a time-out period, the
buyer may request a receipt from the TTP at a later time. This would not affect the
transaction because the order will be shipped by the merchant as long as the mer-
chant has received the receipt.
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12.1 Introduction

Open data networks, such as the Internet and the wireless data networks, allow
low-cost delivery of content (information) and services to a huge population (mar-
ket). The production costs of content and services are often small and largely in-
dependent of the number of customers. Therefore, producers of content and ser-
vices provided to many customers often want to charge very small amounts — if
the payment system allows it (with reasonable overhead). Payment by credit cards,
which is the common method for online consumer purchasing, involves substan-
tial minimal fee per transaction, e.g., 20 cents, and therefore is not applicable for
charging smaller amounts. This provides one definition of the micropayments, as
charging amounts smaller (or close to) the minimal credit card transaction fees (of
about 20 cents). There are other difficulties in using credit cards for low-value
transactions, namely, substantial delay and user involvement, and the potential for
disputes resulting in refunds, chargebacks, and substantial handling costs.

This creates a difficulty for many existing and potential applications and ser-
vices on the Internet', which need a source of income to cover their costs and gen-
erate profits while the amount they can charge (for one use) is too low to justify a
credit card transaction. Currently, most of the deployed services and applications
are funded only by advertising or by charging substantial amount in advance for
multiple purchases (e.g., subscriptions). A direct-payment mechanism could be an
important alternative or complementary source of funding, especially to facilitate
smaller vendors and applications where advertising cannot be used (e.g., due to
lack of appropriate display, and in particular when services are consumed by
automated agents without any advertising potential). This motivates the develop-
ment and introduction of micropayment schemes and systems.

In this chapter, we focus on providing micropayment services with acceptable
(low) transaction cost. This is the basic requirement from a micropayment system,
namely, that it can be used to charge sufficiently low amounts, in particular, below

! We only mention the Internet but the discussion applies to most open networks.
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credit card minimal fees (of about 20 cents). The minimal amount to be supported
may be considered as a parameter of the system, or there may be a specific re-
quirement. In particular, when considering payments that involve a manual deci-
sion element (by a person), it seems that a minimal amount of about one cent may
be sufficient, as the cost of the decision process itself is probably worth about a
cent, and smaller-value items should probably not require specific user decision
and action (otherwise, a lower-denomination coin would have been introduced).
When considering payments by a software agent of the user, e.g., to pay for the ac-
tual communication services, there may be room for payments of amounts even
significantly smaller than one cent.

In Section 12.3 below we analyze the different cost factors for online payments,
and in Section 12.4 we elaborate on different mechanisms used to reduce each of
the significant cost factors. But first, in the next section, we provide an overview
of micropayment systems.

12.2 Overview of Micropayment Systems

There are different motivations for developing new payment mechanisms. We fo-
cus on micropayments mechanisms that are operated by one or more payment ser-
vice provider (PSP), allowing merchants to charge small amounts from customers.
There have been many different definitions, goals, and proposals for micropay-
ment mechanisms, including low-value offline payments (using a device rather
than coins), anonymous payments (digital cash), and systems where the merchant
charges a large amount once but allows the customer to use it incrementally over
many small purchases (merchant acting also as a micropayment service provider).

Our focus is on the most common interpretation, namely, many payments of
small amounts (micropayments) from customers to merchants, over open-data
networks, such as the Internet, made by using one or more payment service pro-
viders. A PSP maintains a long-term relationship with customers and merchants,
receiving payments of aggregated (large) amounts from customers and passing
aggregated payments to the merchants, as illustrated in Fig. 12.1. This model as-
sumes that consumer relationships with merchants are sporadic rather than long-
term, and that a major role of the PSP is to provide facilities for efficient and se-
cure transactions by using its relationships with the parties.
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Fig. 12.1 Micropayments via a single PSP

Fig. 12.1 shows the payment relationships between the parties: sporadic mi-
cropayments from consumers to merchants, and long-term, usually periodic, pay-
ments of aggregated amounts from customers to PSP and from PSP to merchants.
This does not describe the flow of messages for a micropayment transaction; we
will describe different protocols, with different message flows. Payment protocols
include mechanisms for payment approval by the customer, where the customer
agrees to pay, as well as payment authorization by the PSP, where the PSP indi-
cates that there are funds to cover the payment.

[
i

S S

¢
AR AR

Fig. 12.2 Payments via the PSP

Payment approval and payment authorization may be integrated or separated.
Separation of the payment-approval process from the payment-authorization proc-
ess is appropriate, in particular, in scenarios where the PSP is (or controls) a gate-
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way between the customer and merchant, as illustrated in Fig. 12.2. The customer
approves the payment to the PSP, and then the PSP sends an authorized payment
order (PO) to the merchant. This scenario is applicable whenever the PSP is also
providing the communication services to the consumer or is in close alliance with
the communication providers. In particular, this scenario is appropriate when the
PSP is also the consumer’s ISP or a mobile-communication provider, or when the
ISP or mobile provider are cooperating with the PSP to improve the user interface
for payments. In this case, the payment authorization is, naturally, always online
and involves only the PSP and the merchant. Furthermore, payment authorization
can be completely independent from the payment approval process between the
consumer and the PSP, and certainly from the login process (if any) between the
consumer and their computer or device. In particular, in this scenario we can take
advantage of existing security mechanisms between the consumer and their ISP or
mobile gateway to validate that the consumer approved the payment. For example,
a mobile gateway usually can identify the handset, e.g. using a shared key, and the
handset may identify its user, e.g., using PIN, voice recognition, or any other iden-
tification technology.

In other scenarios, the PSP is not “on the path” between the consumer and mer-
chant, and therefore either consumer or merchant should contact it to request au-
thorization for payment when required. This is typical, e.g., for web browsing,
when the PSP is not the ISP (or in alliance with the ISP). In most micropayment
systems, the consumer contacts the PSP to approve the payment and to request the
PSP to authorize the PO. For technical reasons, namely, allowing the PSP to oper-
ate as an efficient server application, the PSP sends the authorized PO as a re-
sponse to the consumer, who forwards it to the merchant. The merchant will later
(offline) deposit the PO, often in a batch process with many other payment orders,
to receive the aggregated payment.

Fig. 12.3 presents a high level illustration of the online payment process in this
scenario (payment invoked by the consumer), as implemented by most currently-
deployed micropayment systems, e.g., by Qpass, iPin, and TrivNet. We will later
also discuss systems where the merchant is requesting the authorization from the
PSP, or where there is no online payment authorization.

So far, we have discussed only a single PSP providing service to both customer
and merchant. The single-PSP solution is simple and efficient. However, cur-
rently, there is no dominant single PSP for micropayments. Indeed, there are a
substantial number of competing PSPs for micropayments, and we can expect
mote PSPs to emerge as the demand for micropayments grows and the market ma-
tures. In fact, the expected financial returns from a micropayment system may not
be high enough to justify a sufficient effort by a single PSP, or even a small num-
ber of PSPs, to gain market dominance (in contrast to the 2 ~ 3 major credit card
brands). We would therefore expect that there will be multiple PSPs offering mi-
cropayment services.
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It is unrealistic to expect all customers and all merchants to have accounts with
multiple PSPs. Instead, we expect that micropayment systems will need to support
interoperability among multiple PSPs, each with its own customers and merchants,
with aggregated payments and long-term relationships between the PSPs, allowing
customers of one PSP to make purchases from merchants of the other PSP. A sim-
ple architecture with two PSPs is illustrated in Fig. 12.4.
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Fig. 12.3 Online payments invoked by consumer
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Fig. 12.4 Micropayments via two interoperating PSPs
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12.3 Cost Factors for Online Payments

In order to allow economical charging of small amounts, we need to consider the
different cost factors that, by affecting the payment service provider, affect the
merchant directly and indirectly. Indeed, from the merchants’ perspective, it may
be enough to use a PSP without the substantial minimal-fee requirement of exist-
ing credit cards; but these costs are not pure profit, and the PSP needs to have a
viable business case. In order to design a mechanism with substantially reduced
costs, as compared to credit cards, we need to consider (and minimize) at least the
most significant cost factors.

In the following sections, we consider three major categories of costs:

e Disputes, chargebacks and their processing cost: Many payment sys-
tems, and even certain laws, allow the customer to dispute charges, or
otherwise not to pay, usually under certain circumstances. In some or all
of these cases, the PSPs may reverse the transaction, requiring the mer-
chant to return the funds (chargeback). In particular, payment orders re-
ceived electronically, without a signed authorization, are often reversible.
Indeed, disputes and subsequent chargebacks are substantially more
common for Internet transactions than for face-to-face transactions that
have been authorized with the signature of the customer. The costs here
include the actual refund amount, as well as substantial processing cost
(for the PSPs and the merchant) and possible penalty payments (by the
merchant). The processing costs of credit card payment service providers
are estimated at about $50, with penalties payments for merchants with
frequent disputes of about $100 [12.34]. This is probably the most critical
cost factor for micropayments, and much of the work on micropayment
systems is targeted at reducing the expenses associated with it (see Sec-
tion 12.4).

e Customer acquiring and support costs: These are the costs of encour-
aging customers to deploy the new service (open an account, install a
wallet, etc.), and later assisting customers. These expenses may be sub-
stantial, especially compared to the small value of the transaction. The
main mechanism to reduce these costs is to use simple procedures and
user interface. In particular, it is highly desirable to offer an easy-to-use,
“click and pay” user interface for micropayments. On the other hand, to
minimize installation and support costs, the customer should be able to
use standard software tools (e.g., a browser) rather than installing cus-
tomer software (wallet) on the consumer’s machine. Finally, PSPs should
be interoperable, namely, the customer of one PSP should be able to buy
from a merchant of another PSP, as shown in Fig. 12.4, so that multiple
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PSPs share the customer acquiring and support costs (See more details in
Section 12.5).

¢ Equipment, processing, and communication costs: These are the costs
of the necessary hardware, software, and communication for processing
the payments by customer, merchant, and PSP. These costs are a function
of the processing and communication requirements of the payment proto-
col, including the dependency on online involvement of the PSP, requir-
ing high availability. Indeed, most of the research on micropayments, and
several of the deployed systems, focus on minimizing the processing
and/or communication costs. In particular, many efforts have focused on
reducing the processing costs by avoiding public-key operations. Another
area that received a lot of attention is reduction in communication re-
quirements, and in particular, allowing offline or semi-offline payments
(in particular, “stored value” offline payments, where the merchant and
browser are in direct connection but disconnected from the PSP. See more
details in Section 12.6).

There are several additional cost factors, which are less significant or easier to
deal with, such as:

¢ Bookkeeping and auditing costs: Many payment systems have substan-
tial bookkeeping and auditing mechanisms and costs. It is tempting to
suggest that these costs can be eliminated by simply not logging and au-
diting micropayments, or keeping only very partial and temporal logs.
However, accurate logging and auditing is often required by law, and may
also be necessary to provide non-repudiation for efficient dispute resolu-
tion and to detect fraud. Bookkeeping and auditing costs may be reduced
by secure automated record aggregation mechanisms, e.g. [12.13],
whereby the customer signs a single document, which is archived instead
of multiple separate documents (similarly to the presentment of a monthly
statement by utilities). Record aggregation may reduce, also help, to pro-
tect the privacy of the customer by not keeping track of individual trans-
actions for long. Other approaches try to protect the privacy of the buyer
even further, by preventing the PSP from identifying payments of a par-
ticular customer, using one of the many anonymous (digital) cash proto-
cols, e.g. [12.3]. Some, e.g. [12.1], believe that anonymous payments
would also be less expensive, by avoiding bookkeeping (almost) entirely
and preventing disputes and chargebacks.

e Point-of-sale integration costs: These are the costs for a merchant for
setting up merchandise for sale, and for publishing information and ser-
vices. These costs can be reduced by simple, automated tools for the mer-
chants (for small merchants, and for initial phases), hosting services by
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the PSP may also be desirable. However, these are one-time expenses
and should usually be rather insignificant in the long run.

¢  Credit risk: When the customer is charged for the aggregated payments
only after the purchases are made, the customer may refuse to pay their
PSP. Often, PSPs eliminate this risk by requiring funds to be deposited in
advance. This problem also appears when interoperating between multi-
ple PSPs, where one PSP ends up owing the other PSP; in this case, pre-
payment is rarely a solution, since usually both PSPs may end up owing
the other PSP. This becomes a risk-management issue, with associated
costs of estimating and containing the risk.

12.4 Disputes and Chargebacks

As noted above, disputes and chargebacks, and in particular, their processing
costs, are of the most significant expense factors for online credit card purchasing.
In credit card purchasing, and to some extent in any remote purchasing, such as
through the Internet, there are laws protecting consumer’s right to dispute and re-
verse transactions that were not approved by the consumer, and often to some ex-
tent also transactions that were not properly fulfilled. This creates a difficult chal-
lenge to the designers of micropayment systems. In general, disputes and
chargebacks for electronic payments fall into four main categories.

¢ Disputes on whether payment was approved by consumer: Consumer
claims that they did not approve the payment.

e  Unauthorized overspending chargebacks: PSP claims that it did not
authorize the payment, and that there are not sufficient funds in the cus-
tomer’s account to cover it (in systems where the merchant should receive
authorization from the PSP for each payment).

e Disputes on delivery and/or quality: Consumer claims that the merchant
did not deliver properly the goods or services as ordered.

e Chargebacks due to consumer default: PSP claims that the consumer
defaulted, and did not provide necessary funds.

We now discuss each of these categories for disputes and chargebacks, begin-

ning with the last two, which we believe should simply be disallowed for mi-
cropayment systems. But first let us consider an example.

12.4.1 Example: First Virtual Payment System
A simple example is the First Virtual payment system, illustrated in Fig. 12.5,

which was of the earliest payment systems proposed [12.36]. One of First Vict-
ual’s goals was to offer lower fees for small charges (compared to credit cards)
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and avoidance of chargebacks. First Victual’s system used two (non-
cryptographic) security mechanisms for each purchase: a secret “first virtual ac-
count number” (FV#) provided by the consumer to the merchant and forwarded to
the First Virtual Net server (on the Internet), and an email approval request, sent
from the First Virtual Net server to the consumer and approved (or declined) in a
message from the consumer back to the First Virtual Net server. Only after the
consumer approves the payment, the merchant’s account with First Virtual is cred-
ited, the merchant is informed that the payment was cleared. A credit card transac-
tion is performed (immediately or periodically) to collect the funds from the cus-
tomer’s credit card account, whose details were kept in a separate First Virtual
“Credit Card Server”.

st Wbl Naraben

4, Groods § services

Fig. 12.5 First Virtual’s centralized PSP based on email confirmation

The payment-approval process of First Virtual is subject to attacks, since stan-
dard Internet email is not secure; this makes the entire authorization process inse-
cure. It is particularly easy to inject e-mail messages with incorrect source identi-
fication; First Virtual protects against this attack by including a random payment
transaction identifier in the approval-request email message (PaymentID). How-
ever, the attacker may be able to intercept the email message in transit to the con-
sumer, and then send the approval response with the correct PaymentID. To pro-
tect against this, First Virtual suggested that consumers may use available secure
email software to digitally sign their payment approval responses.
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12.4.2 Consumer Default and Disputes on Delivery/Quality

We believe that micropayment systems should not allow disputes on product de-
livery or quality or on chargebacks due to consumer default. The basic reason is
that there may not be a long-term relationship between the buyer and the mer-
chant. Therefore, the merchant can hardly manage such risks, e.g., the risk of the
consumer defaulting on its payment obligations to its PSP.

In particular, consider disputes about whether the purchased product or service
was in fact delivered, or about the quality of the product or service. Some pro-
posed and deployed systems attempt to avoid disputes on product delivery, by us-
ing a trusted third party as an “escrow agent” that ensures delivery of product (to
buyer) and payment (to merchant). Most of the deployed systems, e.g., [12.6,
12.21], focus on escrow of high-value physical products (or legal title, e.g., to real
estate), and in particular involve minimal fees of several to dozens of dollars. Pro-
posals have also been made for escrow for digital content (for efficiency, the ac-
tual escrow is often of a key to decrypt the content, see [12.4]), which may seem
applicable to micropayments. However, it is impossible to completely automate
the resolution of disputes regarding quality of (most) products and services. There-
fore, the third party will require manual intervention for every dispute, making the
process rather expensive, and inappropriate for micropayments. Therefore, mi-
cropayment service providers should prohibit this kind of dispute.

By disallowing disputes related to proper delivery/quality and chargebacks due
to consumer default, micropayment systems can focus on disputes related to pay-
ment approval (by the customer) and payment authorization (by the PSP).

12.4.3 Unauthorized Overspending Chargeback

In some payment systems, a customer may overspend, i.e. approve more payments
than the funds available in her account. In this case, the PSP may wish to refuse to
pay (or chargeback) the merchant. Some micropayment systems allow this, claim-
ing that merchants can accept this risk, since the amounts are small, and especially
for selling information (with negligible cost for the merchant for each extra trans-
action).

However, since merchants do not have a long-term relationship with consum-
ers, they often require secure payment authorization from the PSP, such that pay-
ments properly authorized by the PSP cannot be reversed. Micropayment schemes
often focus on reducing the overhead required for payment authorization, espe-
cially on the PSP, by adopting different strategies. The overhead for payment au-
thorization has two major elements: communication and computation.

First, consider the computational overhead, and in particular, whether the PSP
must perform computationally-intensive operations such as public key signature
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for each payment. Public key signatures are the main technique for achieving non-
repudiation. For large amounts, and when the merchant does not trust the PSP, the
merchant may require non-repudiation of the payment authorization from the PSP,
to make sure that the PSP is committed to transfer the funds for the payment. In
particular, in multi-PSP scenarios as illustrated in Fig. 12.4, the merchant may re-
quire non-repudiation from the customer’s PSP. In Section 12.6, we discuss tech-
niques for achieving non-repudiation with reduced computational requirements,
compared to digitally signing each payment authorization.

When the transaction amounts are small relative to the value of the PSP-
merchant relationships, then the merchant may not demand non-repudiation for
every (micropayment) transaction, and agree to receive only secure payment au-
thorization from the PSP (not signed). When the aggregated amount of authorized
(but not signed) payments exceeds some merchant-specified threshold, the mer-
chant may require the PSP signature authorizing the total, aggregated amount
(providing non-repudiation). By not signing (and validating) every micropayment
authorization, the PSP (and merchant) may save some computations.

Consider now the communication required for the PSP to authorize payments.
Several micropayment schemes support offline payment authorization, i.e., trans-
actions where the client communicates with the merchant, without involving the
customer’s PSP to authorize the payment. Offline transactions can be used where
communication with the PSP during the purchase process is impractical, e.g. for
payment using direct communication between consumer and merchant, without
requiring connectivity and communication with the PSP. Usually, the PSP will re-
quire the merchant to return funds in case of double spending; but sometimes
PSPs may assume limited liability, usually when the consumer is using a tamper-
resistant hardware that authorizes the payments on behalf of the PSP (and keeps
track of the available funds in the consumer's account). The PSP may pre-
authorize payments up to a predefined amount for a particular merchant, but this is
rarely useful (since it is hard to predict purchases) and indeed rarely used.

Therefore, whenever communication with the PSP during the purchase process
is feasible, micropayment schemes should use it to perform online payment au-
thorization. Sometimes, as in Fig. 12.2, all communication between the consumer
and the merchant flows through the PSP (or a gateway associated with it), in
which case the online payment authorization does not add substantial overhead. In
other cases, the customer or the merchant must contact the PSP to request payment
authorization. When possible, it is preferable for the customer to request the
(online) payment authorization, so that, after local validation, the merchant can re-
spond to the purchase request from the customer immediately without having to
keep the connection with the customer open while requesting authorization from
the PSP.
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12.4.4 Disputes on Whether Payment Was Approved by Consumer

We now focus on the most important (and common) type of disputes and charge-
backs, where the customer claims they did not approve the payment transaction.
To understand this problem better, consider the common mechanism of perform-
ing credit card transactions over the Internet (or phone), by sending the credit card
details to the merchant. Usually, the credit card details are encrypted on transit us-
ing SSL/TLS [12.27-12.28], as illustrated in Fig. 12.6. Since payment approval is
only by inclusion of the credit card number, at any tome in the transaction, an at-
tacker with access to the card number may invoke an unapproved transaction. As
a result, there are many disputes in Internet transactions, which are much larger
than proportion to all credit card transactions. The dispute rate in Internet transac-
tions was so high that it caused losses to credit card issuers, and in the first years
of Internet commerce, the rate grew rapidly (for example, see practical experience
in [12.34]). The rate of disputes was considerably reduced with the introduction of
substantial penalties to merchants with high dispute rates’. Many disputes were
due to unauthorized purchases by a third party that somehow got hold of the cus-
tomer’s details, by exposure in Internet or non-Internet transaction, or otherwise.
In addition, there are disputes made by customers denying payments they actually
approved, knowing that there is no way to distinguish between them and unap-
proved transactions, namely, that there is no non-repudiation.

SSL enerypted
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Fig. 12.6 SSL credit card payments

2 Typical penalties for disputes: merchants with over 2.5% disputes among their transac-
tions, pay 1003 per dispute [34].
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Due to the high cost of dispute resolution and chargebacks, there have been
several proposals to improve the security of the consumer approval process for
credit card payments over the Internet. This has resulted in the iKP protocol {2],
which evolved to the SET credit card payment standard [12.33, 12.20], and later in
other proposals, such as 3D Secure and secure payment application (SPA) [20].
Most of these proposals attempt to emulate “face to face” transactions, where the
customer physically signs a payment order (and presents a physical card with the
same signature), often by using digital signatures. The goal is to reduce the num-
ber of disputes by preventing unauthorized use and preferably ensuring non-
repudiation.

Reducing the number, and associated cost, of disputes resulting from claims of
payments that were not approved by the consumer is even more critical for mi-
cropayment systems, where the average transaction amount is several orders of
magnitude below the reported cost of handling a dispute in the credit card busi-
ness. In the rest of this section, we discuss three major approaches to reducing the
number of disputes and chargebacks due to consumer denial of approving the
payments, and the associated costs.

The first approach is to perform a secure payment approval process, confirming
to the PSP that the consumer approves the transaction. This would prevent an at-
tacker from initiating transactions without consumer approval, which the con-
sumer would later dispute. It also allows the PSP to detect when a consumer is
disputing a properly approved transaction, although the PSP may not be able to
“prove” to a third party that the transaction was properly approved, as long as non-
repudiation is not provided. Possibly, the agreement between the consumer and
the PSP may indicate that the consumer is willing to accept the records kept by the
PSP of transactions approved by the consumer, and not to dispute them.

The second approach takes another step and provides not only secure payment
approval, but also non-repudiation of the payment approval. Namely, whenever
the PSP authorizes a transaction, it will retain a proof that allows it to convince a
third party that the consumer, indeed, properly authorized the transaction. The
proof will usually be in the form of a payment order digitally signed by the con-
sumer. When complemented with an appropriate agreement with the consumer,
accepting the digital signature or other proof as sufficient evidence to the con-
sumer's approval of the transaction, this may be sufficient to prevent disputes. The
agreement may also require the consumer’s signature only when the aggregated
amount of approved payments exceeds some predefined threshold, thereby amor-
tizing the computational overhead over several micropayments.

The third approach takes a somewhat radical view, namely, that the only le-
gally-acceptable way to refuse to reverse a transaction is when the PSP is techni-
cally unable to reverse transactions, since the necessary records do not exist. We
call such payment instruments bearer certificates, since the payment is done by
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passing a message (foken, bearer certificate) to the merchant, who deposits it at
the PSP, but the message does not indicate the identity of the consumer. Designs
that try to ensure irreversible transactions sometimes use anonymous payment
(“digital cash”) mechanisms, such as blinded signatures.

We discuss each of these approaches in more detail in the following sections.

Secure Payment Approval

Secure payment approval is relatively simple between two parties with a long-term
relationship, such as the customer and their PSP. In this case, the payment ap-
proval is by an authenticated message from the customer to the PSP, Often, end-
to-end authentication of the payment approval message from customer to PSP is
possible (typically, when the customer communicates directly with their PSP, as in
Fig. 12.2 or Fig. 12.3). Such end-to-end authentication of the payment approval
requires only standard, pre-installed software components. The payment-approval
process, when invoked by the consumer using only standard browser, as illustrated
in Fig. 12.3, has the following steps:

1. The merchant presents the offer of goods or services to the consumer. In
the usual browsing scenario, the offer is in a regular or special hypertext
link, sometimes called a per-fee link, invoked by the consumer to pay,
and encoding the payment details necessary to create the payment order.
Inside the per-fee link, and possibly also outside it, the merchant provides
the offer description, which is text and/or graphics describing the offer
and presented to the consumer. We discuss some standardization efforts
for the offer and per-fee link later on.

2. Typically, the browser displays the offer description. The customer in-
vokes the payment process, typically by pressing the per-fee link. This re-
sults in passing the per-fee link parameters to the PSP, providing it with
the payment offer details.

At this point, in most cases, the consumer has already been presented with
the payment details in the description sent with the per-fee-link. However,
a malicious merchant could have provided a description that differs from
the payment details sent to the PSP. Therefore, the PSP has to validate
that the consumer has actually approved the payment details. This is usu-
ally done by sending a payment approval request, e.g., as a web page. The
user approves (or declines) this request. The approval process should be
authenticated to ensure secure authorization.

(99}

4. Once the PSP has validated that the consumer properly approved the
payment, then the PSP issues an authorized payment order (PO) sent to
the consumer. The PO is often authorized by being signed by the PSP or
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authenticated using a key shared between the PSP and the merchant. If
the payment order as sent to the consumer might be “stolen” by an at-
tacker and used to obtain goods and/or services for the attacker, this
communication may be encrypted, e.g., using SSL.

5. The consumer’s browser usually automatically processes the authorized
PO by sending it as a request to the merchant. When a dedicated payment
wallet is used by the consumer, it may modify the PO before sending it to
the merchant, e.g., adding the consumer’s signature or otherwise “validat-
ing” the payment order.

6. The payment order should be validated by the merchant, checking that it
was properly authorized by the PSP. This may be done using a MAC key
shared between the PSP and the merchant, or by the PSP’s public key sig-
nature. Once the payment order has been validated, the merchant should
provide the ordered goods or services to the consumer.

7. In an offline, “batch” process, the merchant deposits the payment orders
and receives the funds.

Alternatively, and in particular, when the customer does not communicate di-
rectly with the PSP, but only via the merchant, then the customer can authenticate
the payment approval by appending a message authenticator to it. The authentica-
tor may be message authentication code (MAC), using a secret key shared be-
tween the PSP and the customer, or a digital signature, using the customer’s pri-
vate signature key and validated using the customer’s public key. This may require
dedicated payment software (wallef) in the customer’s computer. We discuss this
issue in Section 12.5.

Non-repudiation for Payment Approval

The solutions discussed so far provide different levels of security for the payment
approval from the consumer. However, they do not completely prevent fraud,
hackers may guess, steal, or otherwise expose passwords and keys, email may be
misrouted, hackers may expose cookies in transit, and other users of the same
computer may expose keys and passwords. In particular, all of the mechanisms
above are vulnerable to a software virus in the consumer’s computer or device (al-
though many existing mobile devices may not be susceptible to viruses, due to
limited functionality). Furthermore, the process depends completely on the trust-
worthiness of the PSP; a corrupted PSP (possibly hacked by an employee or third
party) could claim that transactions were authorized, and in particular, compute
any authenticators and authentication keys, as all such keys (if used at all) are also
known to the PSP’s computer. Definitely, therefore, non-repudiation is not
achieved. Hence, consumers may still dispute their transactions, claiming unau-
thorized use, rightfully or possibly to avoid payment (without justification). In ad-
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dition, of course, customer may dispute a transaction claiming dissatisfaction with
the service or merchandise, as discussed earlier; but we focus on disputes claiming
unauthorized use.

Some micropayment systems, e.g., First Virtual [12.36], solved the remaining
disputes problem simply: they automatically refunded each dispute, and in this
case did not pass the funds to the merchant. In fact, to completely protect First
Virtual, they simply did not pay the merchants until the dispute period expired,
thereby making additional profit from the float as well as avoiding the dependency
on the merchant to actually pay them back. Considering the credit card experience
showing the disputes are largely due to problematic merchants and merchant prac-
tices, there is some justification to this policy. Yet, it is clearly open to abuse by
consumers, and raises a substantial business risk for merchants. Indeed, one might
suspect that if a payment product adopting such a fully automated refund will be-
come widely popular, then cheating may become commonplace. We therefore fo-
cus on systems that do not automatically accept all disputes. As noted above, we
discuss only disputes claiming unauthorized transactions.

Many micropayment systems take the opposite approach, and simply forbid any
disputes claiming unauthorized use (and therefore, usually, any form of dispute
with the PSP). Often this is done simply by requiring the customer to agree to ac-
cept the record of transactions kept by the PSP. However, in many cases this
mechanism may be unacceptable and possibly even illegal, especially when con-
sumers are not fully protected against unauthorized charges. It appears that in or-
der to completely disallow disputes, it is highly desirable that the PSP is able to
prove to a third party that the consumer actually authorized each payment. This
requires non-repudiation.

Non-repudiation may be achieved by using digital signatures, such as RSA to
sign the payment approval from the consumer computer or device to the PSP. The
customer must also agree in advance that payment orders digitally signed using
their private key are to be considered as signed and authorized directly by the cus-
tomer. The private signing key will be installed by the customer in their signing
software, service and/or device.

There is, unfortunately, one serious pragmatic problem with digitally signing
payment orders by the customer’s computer or device: digital signing is not a
standard, easy-to-use feature of widely-deployed* operating systems, browsers, or
mobile devices. This should be compared with the solutions in the previous sec-
tion, which do not offer non-repudiation, but on the other hand, do not require any
new software in the consumer’s computer or mobile device, or any complex op-
eration for a consumer wishing to use them.

* Digital signing functionality is available in some versions of the Netscape browser, ¢.g.
4.04, as well as in some mobile devices.
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An obvious solution is to require the consumer to install digital-signing soft-
ware. Indeed, digital-signing functionality is often one of the main roles of a wal-
let utility installed on the consumer’s machine. Wallets can perform other useful
functions, such as payment management and logging, but their deployment is dif-
ficult and expensive. We discuss this important issue, and some possible sotutions,
in Section 12.5.

Another concern is that digital signing technology is relatively computationally
intensive. A large amount of work on micropayment systems is focused on provid-
ing non-repudiation while minimizing or avoiding completely the use of public-
key operations; see Section 12.6.

Irreversible Transactions and “Bearer Certificates”

We now discuss the third approach for preventing disputes, which takes a some-
what radical view: Design the micropayment system in such way that it will be
technically infeasible to reverse payments, rather than relying on the consumer’s
agreement that properly authorized (or digitally signed) payments cannot be dis-
puted. In this approach, the micropayment system operates in such a way that the
PSP would not maintain track of individual payment transactions and would there-
fore be unable to reverse transactions. This kind of payment order is often re-
ferred to as bearer certificates, since the payment is done by the customer passing
a message to the merchant, who deposits it at the PSP, but this bearer-certificate
payment-order message does not indicate the identity of the consumer {12.12,
12.1]. More specifically, a bearer-certificate payment involves two separate
phases:

1. Customer “buys” bearer-certificates from PSP (payment approval or with-
drawal phase).

2. Customer pays merchant by providing the bearer certificate (payment au-
thorization phase).

The PSP does not keep records of the identity of the customer who received
each bearer certificate. In some proposals, the bearer certificates are provided dur-
ing withdrawal, in a “blinded” manner, that does not allow the PSP to identify
which bearer certificate was sent at which withdrawal. For more details on such
blinded withdrawal and digital cash, see Chapter 8. In other systems, weaker ano-
nymity is used, and the PSP simply does not maintain the records linking from the
bearer certificate to a particular customer.

Bearer certificate systems should ensure that an attacker cannot “steal” the
bearer certificate in transit from the PSP to the customer, from the consumer to the
merchant, or from the merchant to the PSP. When the consumer is using standard,
available browser software, and the bearer certificate is forwarded to the merchant
exactly as sent from the PSP, the communication may be protected by using
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browser-provided encryption (usually SSL/TLS). In some cases, this may be
avoided by requesting a bearer certificate specific to the requirements of this par-
ticular consumer. However, this may conflict with the requirement that bearer cer-
tificates cannot be linked to a particular consumer and purchase (to make it impos-
sible to dispute transactions).

When the consumer uses dedicated wallet software, then the wallet may “acti-
vate” the bearer certificate it receives from the PSP. A bearer certificate that the
wallet did not activate is not considered valid. Therefore, the attacker will not gain
anything from a copy of the bearer certificate in transit from the PSP to the con-
sumer. This activation may be as simple as attaching a random number x to the
bearer certificate, where on payment approval the consumer provided to the PSP
with the result of a cryptographic, a one-way hash function A(x) is applied to x,
and the bearer certificate is linked to h(x), e.g., by including the PSP’s signature
on A(x).

In any case, using a “bearer certificate” it should be impossible to link back
from the payment order to the identity of the customer or to the withdrawal trans-
action in which the customer bought the bearer certificate. Therefore, the PSP
simply has no way to reverse a payment done using the bearer certificate. There-
fore, disputes are technically impossible. Proponents of this approach [12.12,
12.1] argue that bearer certificates are the only way to avoid disputes, since con-
sumer-protection laws may overrule any limitations on disputes included in the
agreement between the consumer and the PSP. On the other hand, using a bearer-
certificate, the consumer does not receive a receipt of having paid from the pay-
ment system. This could be a substantial disadvantage for some applications.

Even if bearer certificates are used, it seems that for the goal of avoiding dis-
putes, it may be acceptable for the PSP to know the linkage between the customer
and the bearer certificate at the time of the withdrawal. This seems acceptable, as
long as the PSP always erases this information later and does not provide a proof
of it to the consumer. Clearly, such a solution is much simpler than the techniques
used for digital cash.

12.5 Customer Acquiring and Support Costs

Businesses often spend large amounts to acquire new customers and to retain and
support existing customers. Micropayments services have very small revenues per
transaction and per customer. Therefore, it is especially critical to minimize the
average amortized costs of customer acquiring and support efforts. In the follow-
ing sections, we discuss three techniques for minimizing costs and maximizing the
number of payment transactions, together ensuring low amortized costs per trans-
action.
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1. Enable a simple-to-use, intuitive “click and pay” mechanism for payment
approval. This has the dual impact of encouraging usage (more payments)
and reducing support and acquiring costs (easier to use, i.e., fewer ques-
tions, easier to sell).

2. Support customers without requiring installation of a PSP-provided and
supported local wallet application. This can reduce the substantial costs of
providing wallet applications and supporting them (for multiple plat-
forms), as well as the costs of convincing customers to install the local
wallets.

3. Allow interoperability among the PSPs, namely, a customer of one PSP
can pay a merchant of another PSP (as shown in Fig. 12.4).

12.5.1 Click and Pay Using Per-Fee Links

Micropayment systems are designed for low-value transactions. As such, it is im-
portant that the user interaction will be as natural, convenient, and quick as possi-
ble — ideally, click and pay. In fact, if the customer is not willing to pay much for
a product or service, they may also not be willing to waste a lot of time and energy
in the payment process. An easy, convenient and fast click-and-pay process also
reduces costs for customer acquiring and support. The click-and-pay payment
process becomes a natural extension of the familiar web surfing interface: To buy
information or service, the user just clicks on per-fee link, much like clicking on a
normal hypertink.

We must ensure that the user pays only intentionally, i.e., the seller cannot trick
the user into pressing a per-fee link without the user being willing to pay the price
charged. For example, the IBM Micro Payments system [12.17, 12.11} provides
per-fee-links which appear very similar to regular hyperlinks, by adding cues for
payment. Specifically, when the cursor is over the per-fee link, the shape of the
cursor changes to either a dollar sign (if the amount is over a user set threshold) or
a cent sign (if the amount is under the threshold). Furthermore, the exact price is
indicated in message/status area of the browser (where it normaily writes the URL
of the hyperlink); and the customer can specify a maximal amount for “click and
pay”, such that over this a pop-up box will require confirmation.

There are multiple ways for implementing per-fee links. The Web consortium
developed a proposal [12.24] for per-fee-link syntax (this proposal was suspended
since there were only few implementations). The proposal supported several ways
for specifying and displaying per-fee-links, as <Embed>, <Applet> or <Object>
elements; all of these require extensions to the standard browsers to display the
per-fee-link, such as a plug-in, ActiveX control, or an applet. This requires instal-
lation of “wallet” software on the customer’s machine.
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It is sometimes also possible to provide per-fee link using only a standard
browser to display the price simply as added text to the link. Consider Fig. 12.2,
where the communication between the customer and the merchant flows through
the PSP or a gateway associated with the PSP. In such scenarios, the PSP may
modify the per-fee-link on its way from the merchant to the customer, and indicate
the purchase details information (in particular the price) by adding the description
of the payment details as textual and/or graphical hypertext link as part of the hy-
pertext content sent to the consumer. For example, when using HTML.:

<A HREF="url">click here to receive the song [5cents charge]</A>

The price information ([Scents charge]) was inserted or validated by the pay-
ment gateway (so that the displayed amount will be identical to the charged
amount). The consumer indicates agreement by simply selecting (clicking on) this
link. The transformation of the page sent from the merchant is especially natural in
mobile scenarios, where the mobile gateway often creates the encoding (HTML or
otherwise) appropriate to the consumer’s device display capabilities.

Some caution is necessary, however, when using a regular hypertext link with
the price added to the textual message as shown above, to prevent a merchant from
invoking payment from a seemingly free (or less expensive) link. Namely, the PSP
must accept as approval only requests that result from the consumer following the
link it modified; the risk is that the merchant will insert in a page sent to the con-
sumer a link invoking the payment procedure in the PSP but different (seemingly
free) text.

To avoid this threat, the PSP may filter the hypertext to remove any fraudulent
per-fee links inserted by the merchant. Another technique to prevent such fraud is
to customize the per-fee links, e.g., by encoding in the hypertext link (the HREF
attribute) an authenticator such as MACy(price, description, clientID, time, reques-
tID). The key k used in calculating the authenticator is known only to the PSP.
The price and description fields ensure that the purchase conforms to what the
customer approved. The clientID, time and requestID fields prevent the merchant
from copying the authenticator field from a previous request (where fime is used
for a stateless server and request!D for a server who can remember states).

In addition, the gateway should validate that the page, as sent to the consumer’s
computer or device, does not contain script that may modify the page presented to
the consumer (e.g., changing the description presented to the consumer). See
[12.14] for techniques to validate that a web page is not modified by a script con-
tained in it.
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12.5.2 Local Wallets and Server Wallets

Acquiring customers, and helping them when they encounter difficulties, is diffi-
cult and expensive. It is difficult to convince customers to sign up with the system,
open an account, and do any additional operations such as installation of a wallet
(if necessary). Acquiring customers may therefore require substantial investment
in the form of advertising and incentives, and even then, it usually takes substan-
tial time to convince a small fraction of the potential customers to try the system.

When customers use the system, the costs of answering customer inquiries,
which could be technical, financial, or administrative, can be significant. Custom-
ers are usually expecting financial service providers, including micropayment
PSPs, to provide highly available and free customer support. The average cost per
customer call is substantial and far exceeds the typical cost of micropayment
transactions, not to mention the fees. These costs may exceed the thin profit mar-
gin per transaction, especially of a micropayment service provider.

Customer acquiring and support costs depend significantly on whether the cus-
tomer has to install and use dedicated Jocal wallet software to authorize mi-
cropayments, or whether the customer can use pre-installed, general-purpose
mechanisms, such as the browser and/or e-mail utilities, with the payment func-
tionality provided by a wallet server in the network. Dedicated, local-wallet soft-
ware, running on the customer’s computer or device, can provide better user inter-
face and functionality, e.g., provide transaction log. Most importantly, dedicated
wallet software can perform public-key digital signatures for payment orders, pro-
viding non-repudiation of the fact that that customer authorized the payment, and
possibly avoiding dispute resolution and chargebacks.

However, it is important to realize that a malicious local user, or program, can
often bypass local wallet software. In particular, when running insecure operating
systems such as Windows, any malicious program (e.g., a virus) or any other user
of the computer will be able to perform unauthorized signatures. Therefore, even a
local, dedicated wallet cannot completely prevent unapproved payments.

Furthermore, it is substantially harder to motivate customers to download and
instal] dedicated wallet software, compared to opening an account using purely
pre-installed, general purpose mechanisms (e.g., a browser). Furthermore, dedi-
cated, locally installed wallet software requires substantially more support costs,
e.g., to resolve installation issues, and to support different operating systems. As a
result, wallet software results in high customer acquiring and support costs, and a
lower adoption rate. Another problem for local wallets is that consumers may use
multiple devices and computers, e.g., at home, office, and while mobile, resulting
in coordination problems between multiple wallet installations of the same con-
sumer. Indeed, as shown in [12.19], there have been only failures so far in efforts
to introduce wallet software, for micropayment as well as for credit card and other
payments, and essentially all existing deployments support a wallet server.
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However, a server wallet operated by the PSP has some significant drawbacks
as well, in particular, in forcing the consumer to completely trust the PSP, which
may necessitate dispute resolution with its associated high costs. In order to sup-
port micropayments without allowing disputes, the PSP may find it necessary to
offer the customer control over the payment authorization, possibly as an option.

The Future: Multiple and Third-Party Wallets

We expect that in the future, PSPs will offer their customers to either use the
PSP’s server wallet, in which case they agree to trust it completely, or to use local-
wallet or third-party operated server wallet that provides digitally-signed payment
orders to the PSP, in which case non-repudiation is achieved by the public key
signature. The PSP would offer local wallet software that signs the payment or-
ders. Alternatively, the PSP may allow the customer to use third-party provided
wallets to sign the payment orders, where the third-party wallets may be local or
server-based. The third parties will offer the wallets as a productivity aid and often
as part of a larger money-management or personal information management soft-
ware or service, e.g., as part of the services offered by a portal. If some of the op-
erations are especially sensitive, then the PSP may even require approval by more
than one of the wallets of the same customer, providing additional protection
against unauthorized use (but this additional complexity is probably not necessary
for micropayments). By offering customers the option of using local wallets and
third-party operated wallets, the PSP should be able to avoid dispute resolution
process entirely, and therefore maintain low operational costs.

In Fig. 12.7, we show such an architecture, where the PSP allows the customer
to use the PSP’s wallet server, a local wallet provided by the PSP, or a third-party-
provided wallet server or local wallet. The customer may authorize payments from
their own computer or another computer, or from any of a variety of devices (dif-
ferent wallet servers may support different devices). This architecture requires
protocols for managing an account and authorizing transactions from multiple
wallets (software agents of the consumer), ensuring that the entire log of transac-
tions is available to one or more wallets as needed. For such protocols also sup-
porting record aggregation, see [12.13].
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Fig. 12.7 Multiple wallets, devices, and computers for the same account

To invoke a wallet server, the merchant usually includes a link to it in the web
page, with text describing the offer. It is possible for a single per-fee link to in-
voke one of multiple wallet servers as needed; this is achieved by the merchant in-
cluding a link to a special “PSP directory” site. The PSP directory can try to detect
automatically the identity of the customer’s PSP, e.g., using a cookie stored in the
browser and sent automatically to the PSP directory (see Fig. 12.8).
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Fig. 12.8 Automated wallet server selection from directory

12.5.3 Building Critical Mass and Acceptability by Interoperability Among
PSPs

For a micropayment system to be profitable, it is critical to have a large number of
transactions, customers, and merchants. This is required both to reduce the amor-
tized cost of fixed expenses (such as software development), and to make it easier
to acquire customers and merchants (since customers and merchants prefer sys-
tems where they can transact with most merchants and customers, respectively).

Many micropayment service providers approach this problem by simply plan-
ning (or hoping) to become the dominant micropayment PSP, providing services
to most customers and merchants. However, in an open, competitive market, it
will probably require a very large investment in order to become the dominant
PSP, and there is a substantial risk of failure to meet this goal.

An alternative approach is for multiple PSPs to cooperate, allowing customers
of each PSP to pay merchants of each of the PSPs. This approach of cooperation
between competitors is well established in many other areas of the modem, global
economy. Indeed, there are several large networks connecting competitors and al-
lowing them to interoperate, particularly. in payments, c.g.. the credit card net-
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works, clearing networks between banks, ATM networks, and others. It is there-
fore reasonable to expect a similar global network will handle micropayments.

It is difficult and expensive to establish trust among competitors, and even
more so among many competitors. However, trust is required for allowing an in-
teroperable payment network, where a merchant can receive a payment authorized
by different PSPs. Existing, deployed payment networks handle this problem in
one of two ways:

e Centralized solution: The payment network is “owned” by a single en-
tity, usually called a brand. The brand sets up rules of operation for all
the participating PSPs, possibly including technical means, such as com-
munication protocols, and audits their operation. The recipient of pay-
ment trusts only the brand (and possibly their PSP). The major credit card
systems, e.g., Visa and MasterCard, operate in this way. This solution
could be appropriate for micropayments as well, if a very small number
(say under five) of dominant micropayment brands would become domi-
nant. However, substantial investment is necessary to establish a domi-
nant brand. Such investment may not be economical for establishing a
brand for micropayments where the expected fees are low.

e Offline clearing solution: The other approach minimizes any assump-
tions about global trust or organization. This is the approach normally
used to deposit checks from remote, unknown banks. Namely, funds are
available to the depositor (e.g., the merchant) only after the depositor’s
bank has received the funds from the payer’s bank. This solution has two
problems that seem to make it unsuitable for electronic payments (and in
particular micropayments):

o The merchant must wait very long to know if the payment is valid.

o A corrupted intermediary bank (PSP) may deposit the check, receive
the funds, but keep the funds to itself while claiming to the depositor
that the payment was rejected. With physical checks, the merchant
usually receives back the check in case of failure to prevent this at-
tack (and for other remedies).

We conclude that, to provide interoperability among PSPs, it is desirable to en-

sure security without requiring global trust in all PSPs, as such, global trust will
require central management and ownership (which may not exist).

Open, Decentralized Payment Network

We now describe the design of open, decentralized payment network, as presented
in[12.17,12.11, 12.16]. This design is based on two principles:
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e  Minimal trust requirements — only between PSP and its account own-
ers: All account-based payment systems require trust between the party
maintaining the account (e.g., bank or PSP) and the account owner (cus-
tomer, merchant, or another PSP). This trust allows the account owner to
deposit money and received payment orders in the account, trusting that
the PSP will properly credit the account and that the funds will be
available to the account owner and used only according to the account
owner’s instructions. Similarly, the PSP may trust the account holder to
provide funds to cover any debt due to credit payments from the account.
Such direct trust between the PSP and the owners of the accounts kept by
the PSP is unavoidable, on the other hand, it is relatively easy to manage,
as it involves only two parties with long-term relationship. However, no
other trust relationships should be required. By avoiding any "global’ trust
requirements we make it easier and cheaper to manage risks and avoid
fraud, thereby reducing costs.

¢ Automated dispute resolution between PSP and account owners: By
specifying the exact terms for any transaction related to the account, we
can completely automate the resolution of any disagreement between
them.

The main mechanisms for achieving these goals are two digitally signed mes-
sages: the payment order and the payment routing table (PRT). Consider the sim-
ple scenario with two PSPs, A and B, illustrated in Fig. 12.9. In this scenario, the
customer C accepts an offer (flow number 3) from the merchant M, and pays for it
by sending to the merchant a payment order signed by PSP_A (flow number 6).
The merchant can immediately validate the payment order. The merchant can then
deposit the payment order, as in flows 7 and 8. Deposit can be immediate or de-
layed; the merchant (and intermediate PSP_B) may wait some time for possible
batching with other deposits for efficiency. The immediate, local validation, with-
out online communication by the merchant, is possible using information that the
merchant received from PSP_B in the payment routing table signed by PSP_B, in
an offline process before the purchase, in flow 2.
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Fig. 12.10 Interoperable PSP network (example)

The payment routing table is sent in advance, e.g., daily, from each PSP to all
of the entities keeping an account with this PSP and which may receive payment
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orders for deposit. In Fig. 12.9, PSP_A sends (e.g.. daily) PRT to PSP B, and
PSP B sends PRT to the merchant. For a more complex scenario, consider Fig.
12.10, where we show five PSPs. Normally, each PSP will send a PRT message
periodically to all of its merchants and to all of the PSPs keeping an account with
it (namely, to every entity that may deposit a payment in this PSP). For efficiency,
a single PRT message may contain payment routing entries for multiple issuing
PSPs (i.e., for payment orders issued by different PSPs).

The PRT contains all the information necessary to allow the merchant to proc-
ess a payment order signed by PSP_A. The PSP sending the PRT will always sign
it with its private key (e.g., PSP_B). Payment service providers construct their
outgoing PRT messages, based on the incoming messages, and on local policies
(e.g., for limiting the damage if a particular PSP does not keep its commitments,
or for maximizing revenues via adjustment of fees). The PRT, signed by PSP_B,
will include the following details for every PSP from which PSP_B agrees to re-
ceive payment orders:

1. The identity of the account holder (merchant M).
2. The public key of the PSP issuing the payment order (e.g., PSP_A).

3. The maximal total amount of payments from this PSP allowed (until the
next PRT).

4. The fees applied to deposits of payment orders from this PSP (e.g. maxi-
mum between 5 cents and 2%). The merchant receives the amount in the
payment order minus these fees (no additional, “hidden” fees).

5. Minimal deposit time, in which deposits will be honored only if made be-
fore this time.

6. Acceptable proof of transmission identifies what is a sufficient proof of
transmission of a message and of the time of transmission. This proof al-
lows automated resolution of disputes on whether payments were depos-
ited in time or expired. Typically, the proof will be either the transmission
log of the PSP, or a signed receipt from one or more trusted third parties
store-and-forward servers. The store-and-forward servers allow the de-
positor (merchant or PSP) and the PSP to resolve disputes due to failure
of communication between them; as long as the total pending payments
amounts are not very large, the PSP log files may be acceptable.

7. The path of PSPs through which the payment orders will be deposited. In
the scenario in Fig. 12.9, this will only include the identity of PSP_B. In
the scenario in Fig. 12.10, this may include the path {PSP_B, PSP_Y,
PSP_X} or the path {PSP_B, PSP_Z}.
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8. The validity period during which the PSP issuing this PRT (e.g., PSP_B)
is committed to the terms specified in it. Later deposits may not be hon-
ored, unless covered by a new PRT.

9. A unique identifier for this PRT (e.g., counter).

10. Few other technical details may be added to ensure that there are no dis-
agreements, see [12.16].

The Payment Order (PO) contains the precise details of the payment, including:
1. The amount to be paid (and currency).
2. The path of PSP’s through which this PO is to be deposited.

3. The expiration time (the issuer will not pay for the PO after this time — it
will become void).

4. The identifier of the PRT that this payment is applied to.

5. The issuing time of this PSP and a serial number of PO issued at this time
(for detecting replays).

6. Possibly, additional conditions on the validity of this PO, such as a hash
h(x) sent by the customer, such that the payment order is valid only if the
customer attaches to it the pre-image x.

The merchant also sends a (simplified) version of the PRT to the customer, and
the customer may send it to her PSP (PSP_A). This allows the customer to choose
the best route (and possibly currency) to use in the payment order.

12.6 Equipment, Processing, and Communication Costs

In this section, we discuss schemes to reduce the cost of the equipment necessary
for the micropayment system, and in particular the cost due to the processing and
communication requirements. Computational and communication requirements
are reasonably well defined, and minimizing them is an obvious goal, easily
measured, and similar to problems of minimizing communication and processing
complexities in many other algorithms. Therefore, it is not surprising that much
(or most) of the academic research on micropayments has focused on minimiza-
tion of processing and communication costs. However, while these techniques are
of algorithmic interest, we caution that the actual impact on cost and performance
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may be insignificant in many cases, as processing and communication costs are
often a negligible compared to the other expenses (and delays) in the system.

Most of the efforts in reducing complexities and requirements focused on one
of the following areas:

1. Avoiding or reducing the use of public key cryptography (digital signa-
tures), since it is relatively computationally intensive.

2. Allowing offline (or semi-offline) payments, where the PSP is not in-
volved during the process of payment (or most payments, respectively).
An important form of offline payments are stored-value payments.

We now discuss offline (and semi-offline) payments and then techniques to
avoid or reduce the use of public key cryptographic operations.

12.6.1 Reducing Communication Costs — Offline (and Semi-Offline) Payments

As discussed in Section 12.4, most micropayment systems require secure authori-
zation of every transaction by the PSP, to assure the merchant that the payment is
final and that the PSP will not refuse to pay, claiming that the customer spent
more than the maximal amount allowed (overspent). Usually, this requires the PSP
to authorize each payment online. In many cases, the online authorization is easy
and inexpensive, as the PSP controls a gateway on the communication path be-
tween the consumer and the merchant, as in Fig. 12.2. However, in other cases, the
PSP is not on the communication path; in order to involve it, the merchant must
contact it (as in Fig. 12.5) or the customer must contact it (as in Fig. 12.3). This
requires additional appropriate communication capabilities and capacities by the
PSP and merchant or customer, in particular;

s The PSP must have sufficient capacity to handle the maximal number of
concurrent payment authorization requests expected at peak time.

¢ Either merchant or buyer (or both) must have communication capabilities
to the PSP online (during payment process). This is usually the case when
paying using communication devices, such as mobile phones or com-
puters connected to the Internet. In fact, in many applications, it is feasi-
ble and cheap to add communication capabilities to either the payer or
payee (e.g., add a GSM module to a vending machine). However, there
are scenarios where both payer and payee are disconnected and where it is
not reasonable to require one of them to add communication capabilities,
e.g., payments between two handheld devices.

In this section, we look at mechanisms for avoiding or reducing the online au-
thorization requirements from the PSP, thereby eliminating or reducing the costs
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of the communication (messages) and of the necessary communication capabili-
ties.

Micropayment schemes are called offline if the PSP is never involved during
the payment process and semi-offline if the PSP is involved only in few payment
transactions. Both offline and semi-offline payment schemes may reduce the load
on the PSP, and in particular avoid bottlenecks at peak hours. Offline payments
may further allow applications where payments are between a (low-cost, mobile)
device carried by the customer and a (low-cost, fixed or mobile) point-of-sale de-
vice, without any network connectivity to the PSP.

The main approaches to providing offline and semi-offline payments are:

e No authorization: A trivial way to avoid online authorization is not to
require any authorization by the PSP at all. The risk of overspending is
borne by the PSP or the merchant, depending on the agreement between
them. However, this requires the PSP or merchant to cover the cost of
overspending by customers, which may be an unacceptable risk and ex-
pense.

e Random or threshold authorization: To reduce the number of authori-
zation requests from the PSP, while limiting the risk to the merchant of a
payment being cancelled due to overspending, the merchant can decide
on whether online authorization by the PSP is required for each transac-
tion. When using randomized or threshold authorization, either the mer-
chant or the consumer wallet can request the authorization; requesting by
the merchant is more direct as the merchant decides on the need for
online authorization, but requesting indirectly by the consumer’s wallet
allows a simple, efficient client/server design for the merchant. In early
versions of IBM Micro Payments [12.11, 12.17] we used threshold au-
thorization, where the merchant requests payment authorization from the
PSP when reaching a threshold amount (of that particular transaction or
of all transactions pending authorization by that buyer). However, we
later changed to online authorization, since we found that the its overhead
is negligible, that merchant servers may spend considerable resources to
keep track of total purchasing per customer, and that merchants are
alarmed and confused by the possibility of unapproved payments being
cancelled later. We also considered using random authorization, as pro-
posed (independently) in Agora [12.9], where the merchant requests au-
thorization randomly and the PSP identifies and blacklists any overspend-
ing customers. However, maintaining and distributing the blacklists may
become a bottleneck and open the system to denial-of-service attacks,
while on the other hand the overspending is still possible (until detected
and until blacklist is updated). This, combined with the simplicity of
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opening multiple micropayments accounts, makes this solution impracti-
cal.

o Pre-authorization: The PSP may authorize the customer payments up to
a pre-defined limit to a specific merchant. Overspending is then limited to
multiple payments to that specific merchant, which the merchant can eas-
ily detect (e.g., using sequence number). When the PSP pre-authorizes
payments (up to some limit, for a given merchant), it actually delegates it
authority to the customer, who provides the final payment authorization
directly to the merchant or point-of-sale (e.g., vending machine). The cus-
tomer may digitally sign each payment authorization, or use one of the
techniques described below to authorize the payments with reduced com-
putational requirements. Pre-authorization is a semi-offline technique, as
the customer needs to request pre-authorization for each specific mer-
chant.

¢ Stored Value Payments: Taking one-step further than pre-authorization,
the PSP can avoid online authorization completely by delegating its au-
thority to authorize payments to a tamper-resistant module trusted by the
PSP, e.g., a smartcard provided by the PSP. The module keeps track of
the spending by the consumer, and authorizes payments only as long as
the customer does not overspend. In a sense, the funds (value) which the
customer can legitimately spend are stored in the device; hence, the name
stored value. Stored value solutions depend on the temper-resistance of
the module, to prevent duplication of money. Tamper resistant modules
seem to require hardware (there are some efforts to create tamper-proof
software, by obfuscation, but recent negative results seem to indicate that
this is difficult or impossible). This introduces significant installation
costs. Even tamper-resistant hardware is often subject to attacks. There-
fore, stored-value protocols should limit the damage due to exposure of
the keys of a limited number of modules. To limit the damage, most
stored-value systems use a different key for each module and blacklist
over-spending modules (but this requires identification of over-spending
modules and informing all merchants, a non-trivial undertaking). Some
authors claim that stored-value payment devices have the advantage of a
total limit to the value lost if the card/device is stolen and abused. How-
ever, such a limit is easy to achieve with an account-based solution, sim-
ply by setting a limit to the amounts that the customer can spend using a
given key.

12.6.2 Reducing Computational Complexity due to Public Key Operations

As discussed in Section 12.4, non-repudiation of payment approval is highly de-
sirable, as it can help to reduce disputes and detect consumer fraud. The main

CSC ServiceWorks — Ex. 1005
Page 284 of 339

Petitioner Exhibit 1002-4474



12 Micropayments 277

cryptographic tool for achieving non-repudiation is public key digital signature,
typically using the RSA or DSA algorithms [12.30, 12.5]. However, most public-
key cryptographic mechanisms, and in particular digital signatures, are computa-
tionally intensive operations, compared to hash functions and shared-key crypto-
graphic mechanisms. The ratios in the processing times depend, of course, on spe-
cific functions and implementations, but ratios of 100 and even substantially more
are quite common. Much of the research on micropayment systems focused on re-
ducing this computational burden by designing micropayment protocols and sys-
tems that avoid the use of public key cryptography, use only a very small number
of public-key operations, or use more special, efficient public-key cryptographic
mechanisms. In this section, we review some of these techniques.

We comment, however, that while the goal of avoiding or minimizing the use
of (computationally intensive) public-key operations is natural and interesting, the
actual cost of their processing time may be negligible compared to other costs and
overheads in a practical micropayment system. The computation of an RSA digital
signature [12.30], on typical desktop machines, takes only very few milliseconds;
validation usually takes even less (when a small public exponent is used). The
DSA algorithm [12.5] is about as efficient (but with computation faster than vali-
dation). Hardware accelerators can further substantially reduce the overhead.
Therefore, it seems that for most realistic micropayment applications, computa-
tion, and validation of a digital signature on the payment order is not a significant
cost factor. We therefore believe that techniques to avoid or reduce the use of pub-
lic key operations and, in particular, of digital signatures and their validation,
should only be used in special circumstances, and only when they do not result in
a more substantial increase in other expenses. For example, a situation where it
may be important to avoid digital signatures by the buyer is when the buyer is us-
ing inexpensive mobile devices for payments, such as a key-chain gadget or smart
card.

The main techniques for avoiding or minimizing the computational burden due
to public-key cryptographic operations are:

e  Use authentication mechanisms that do not provide non-repudiation, such
as (shared-key) message authentication code {MAC). This is appropriate
between two parties with a long-term relationship, such as customer and
their PSP or merchant and their PSP, and as long as the total amounts are
not too high. However, this is not recommended between two parties with
a sporadic, ad-hoc relationship, such as customer and merchant, or when
the total amounts become larger than the value of the relationship. The
possible savings in computation time may become smaller than the added
risks and operational costs due to dispute resolution and customer sup-
port. Proposals for micropayment systems using MAC instead of digital
signatures include NetBill [12.4] and MilliCent [12.23, 12.8].
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e Use public-key signature algorithm that is substantially more efficient
than [12.30] or [12.5]. There were several proposals of significantly more
efficient public-key signature schemes, e.g., [12.31]. However, none of
these schemes has yet gained sufficient adoption, and the amount of
cryptanalysis effort to break them are, so far, limited, therefore their use
is not recommended for sensitive and high-value signatures or where it
may lead to disputes.

e Use an online/offline signature scheme as proposed in [12.7]. With these
schemes, the payment is signed (online) using a one-time (or limited-use)
public key digital signature scheme, which is substantially more efficient
than regular, unlimited use public key signature schemes such as [12.30]
and [12.5]. The public-key of the one-time scheme is signed in advanced
(offline), using a regular digital signature scheme. This reduces the num-
ber of computations required online (during the payment process). By us-
ing an appropriate limited-use scheme, it may also be possible to reduce
the average computational load. These schemes are easily adopted for
semi-offline payments where the PSP pre-authorizes the one-time signa-
ture scheme for a particular merchant and a specific maximal amount, and
the consumer applies the one-time signature to authorize a specific
amount (up to the maximal).

e  Use one-way hash functions, which are much more efficient than public-
key signatures. These techniques fall into the following two categories:

o Hash chains and Hash trees: this technique uses digital signatures for
non-repudiation, but only once for multiple purchases between the
same customer and merchant. Often, all purchases must be of the
same amount. The customer or PSP digitally signs one (pre-) author-
ized payment order for the merchant, which the customer uses to au-
thorize multiple purchases. We can therefore use this technique for
semi-offline pre-authorized payments, where the PSP pre-authorizes
the payment and the customer provides the final authorization. The
(pre-)authorized, signed payment order includes a value y, which is
the result of repeatedly applying / times a one-way hash function 4 to
randomly chosen seed x. Namely, y=h"(x). The signature also in-
cludes a monetary value per pre-image, say ¢. To pay ic (e.g., i cents,
when ¢ is declared to equal one cent), the customer sends the author-
ized payment order together with a value x; such that y=h"(x,,
namely, y is the result of applying / times the one-way hash function
h to the value x,. As long as i</ it is very easy for the customer to
compute this since he knows x. Therefore, repeated payments of the
same amounts to the same merchant require only few computations
from consumer and seller. This scheme is useful when the consumer
buys repeatedly from the same merchant (and usually for the same
amounts). Proposals based on hash chains include PayWord [12.29],
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micro-iKP [12.15] and others. Some variants use the natural exten-
sion of the hash-chain idea into a hash-tree, e.g., [12.18], for im-
proved performance and flexibility.

o MicroMint [12.29]: This scheme is unique in requiring the PSP to
perform a “hard” cryptographic operation, i.e., an operation that is
assumed to required huge computational resources, but is easy to ver-
ify. This is justified by performing many such operations together,
which is substantially more efficient per operation than performing
only a single “hard” operation or relatively few operations, as can be
expected of an attacker. Rivest and Shamir [12.29] suggest as “hard”
operation to find a k-way collision for a collision-resistant hash func-
tions, namely, values (x;, x; .. xy such that h(x)=h{x))= ..
=h(x,)=y. It is easy to see that, indeed, if searching for collisions by
exhaustive search, the overhead per each k-way collision is much
smaller if a large number of collisions are collected together. The
scheme has several variants, including identifying the buyer and pos-
sibly even the seller (e.g., by producing only strings where specific
bits are the buyer/seller identity), non-repudiation (e.g., by signing a
common prefix to all produced coins), and others.

¢  Probabilistic payments: This is another hybrid technique, where the mer-
chant receives one signed payment order for a substantial maximal
amount, but with additional messages defining the actual amount paid,
thereby allowing the same pre-authorized payment to be used for many
micropayments. However, in this case, the micropayments are not done
by gradually increasing the value (as with hash trees), but by gradually
raising the probability of payment of the maximal (total) amount. There-
fore, each micropayment is done by increasing the expected value that the
merchant will receive — but the amount that the merchant actually re-
ceives is always either zero or the maximal amount. See such techniques
in[12.26 , 12.22].

12.7 Summary

When the buyer and seller are in physical proximity, it is easy to pay small
amounts (micropayments) using cash. There is a substantial number of such trans-
actions, however their total value and importance is quite limited. However, re-
mote micropayments, over a network, are an important challenge. On the one
hand, we cannot physically transfer cash (or other object); and alternative existing
payment mechanisms involve substantial fees, impractical for small amounts. On
the other hand, there are critical needs in e-commerce for micropayments, in par-
ticular to pay for information, evaluations and services.
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There have been many efforts to enable micropayments, however none has suc-
ceeded yet. To understand what makes micropayments so difficult, we reviewed
the cost factors involved in payment transactions. Most of the research on mi-
cropayments focused on reducing processing costs, and in particular, avoiding the
use of (computationally intensive) public key operations; we discussed some of
the techniques, but also noted that in reality, the processing costs of (reasonably-
efficient) implementations are not one of the most significant cost factors, even
when using public key signatures.

The two most important cost factors, in practice, are (1) disputes, charge-backs
and their processing, and (2) customer acquiring and support. The best way to deal
with disputed micropayments is by providing secure payment authorization, and
refusing to reverse the (properly-authorized) micropayments. We discussed some
of the challenges of this approach, including legal and marketing issues which are
beyond the scope of this work.

Finally, we discussed ways to minimize customer acquiring and support costs.
We argue that these costs could be minimized in one of two opposing approaches:
(1) having one or two dominant providers of micropayment services, reducing
competition and associated expenses while allowing relatively high profit margins,
or (2) coopetition in a network of many interoperable micropayment service pro-
viders, using appropriate secure protocols. We presented the principles of an ap-
propriate protocol for interoperability between competing micropayment provid-
ers.
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13.1 Introduction

As e-commerce over the Internet is taking off, online payment (or e-payment) has
become an essential piece of the e-commerce puzzle. To support e-commerce, a
variety of industrial e-payment systems and solutions have been developed and
deployed in many countries. These e-payment systems and solutions enable
transactions for people to trade goods or services for money. It is not our desire to
cover the entire e-payment industry in a single chapter. Rather, we prefer to select
a few e-payment solutions and introduce them to the readers as real-life e-payment
examples, or, to some extent, as e-payment case studies. In this chapter, we select
three e-payment solutions for discussion, including Visa Cash, iPIN, and PayPal.
For each of them, we describe design goals, features, functions, and security
mechanisms. In addition, in the appendices of the chapter, based on the available
information, we selectively present the architecture of these payment systems.

13.2 Visa Cash

Visa Cash is the first e-payment system and solution that we have chosen for
discussion [13.1]. The reason for selecting Visa Cash is that it is a global brand.

* Supported by the National Natural Science Foundation of China (Grant Nos. 90104032, 90104005,
and 60173032).
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Visa Cash is an electronic purse. It is a card that works like cash. A microchip
is embedded in each card to store a specific amount of money and do some
cryptography calculation. The Visa Cash system is a secure application module
(SAM)-based system. With Visa Cash, one can pay for everyday necessities
without having to carry around a pocket full of change. It is a fast, easy,
convenient method of payment, which can be used for small purchases such as pay
phones, cinema tickets, parking machines, or public transportation. Visa Cash can
be used either in the real world or in cyberspace over the Internet.

Since its launch in 1995, Visa Cash has been widely used worldwide, including
Argentina, Australia, Brazil, Canada, Columbia, Hong Kong, Ireland, Israel,
Japan, Mexico, Norway, Puerto Rico, Russia, Spain, Taiwan, the UK, and the US.

13.2.1 Design Goals of Visa Cash

The design goals of Visa Cash are:

s  Provide a payment product that is more convenient than cash, particularly
in small-value transactions.

¢ Support a multi-currency capability and currency exchange.
Supporting multi-applications on a single Visa Cash card.

e  Offer similar convenience to cardholders wherever they are, traveling
around the world or staying at home.

e  Offer merchants a means to serve both domestic and traveling
cardholders for the payments.

o Enable card issuers and acquirers to offer internationally acceptable
electronic-purse services to cardholders and merchants.

e Work consistently within the existing financial environment.

13.2.2 Features of Visa Cash

Visa Cash has the following features:

e FEasy to use:

To use a Visa Cash card, one can simply insert it into the merchant’s Visa
Cash card reader. Visa Cash card’s current balance will be displayed to
let the cardholder know in advance how much Visa Cash they have to
spend. The cashier will enter the amount of the transaction which is
displayed to the cardholder. When the cardholder presses the “accept”
button on the card reader, the amount of the purchase is automatically
deducted from the Visa Cash card balance. The Visa Cash card’s new
card balance is then displayed.
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e  Anonymous:
Compared with a Visa credit card, Visa Cash provides anonymity by not
requiring the user’s ID at the time of payment.

e  Flexible card types:

Visa Cash provides two types of cards, namely, disposable cards and
reloadable cards. Disposable cards are loaded with a predefined value.
They come in denominations of local currency, and make use of low-cost
memory cards to store Visa Cash money. When the value stored in a card
is used up, one can discard the card and purchase a new card. A
reloadable card comes without a predefined value. This type of card can
be loaded with value through specially configured devices, such as ATMs
and other load devices. When the value is used up, the cardholder can
reload the card. In terms of implementation, these two types of cards can
be implemented based on either a proprietary or an open platform.

e Wireless supports:
Visa Cash cards can be loaded through GSM networks.

13.2.3 Functions of Visa Cash

Visa Cash cards provide convenient and fast means for the cardholders and enable
them to always have exact change. The cardholders can perform the following
functions:

Load: transfer money from a bank account to the Visa Cash card,
Unload: the inversion of load,

Currency exchange,

Purchase,

Purchase reversal,

Incremental purchase,

Cancel last purchase,

Personalization: storing some personal information,

On-line updates to the card application data.

o & o o o

Visa Cash can be used in many places, such as quick-serve restaurants,
convenience stores, vending machines, gas stations, transportation, sundries
stores, cinemas, newsstands, parking garages, grocery stores, department stores,
taxis, parking meters, cafeterias, and video stores.

The most successful application of Visa Cash may be electronic tickets for the

public transportation systems of Madrid and Barcelona, Spain. In these cities, Visa
Cash is not only used in the public transportation system, but also used for car
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parking, public telephones, etc. Up to now, there have been at least 50 million
Visa Cash cards issued in Spain.

13.2.4 Security of Visa Cash

The security of Visa Cash is based on the tamper-resistant property of smart cards.
The security requirement is mainly authentication between each party in a Visa
Cash system. In offline transactions, the smart card and merchant’s terminal must
perform mutual authentication using asymmetric cryptography. The authentication
is a type of dynamic authentication (challenge/response).

In order to authenticate a smart card, it must be loaded with the following keys:

Symmetric MAC (message authentication code) key,

Card secret key,

Card public key certified by the issuer with their private key,

Issuer public key certified by a certification authority with their private
key,

e  Certification authority public key.

In order to authenticate the merchant’s terminal, the terminal must be loaded
with the following keys:

PSAM (purchase secure application module) secret key,

PSAM message authentication codes (MAC keys),

PSAM public key certified by the acquirer with its private key,

Acquirer public key certified by a certification authority (the same
certification authority as that of the card) with its private key,

e  Certification authority public key.

These keys stored in smart cards and merchant’s terminals are protected by a
hardware-security module. There are multiple certification authorities (CA) in the
Visa Cash system and they are organized into different levels (international level,
country, or region level).

13.2.5 Architecture and Workflow of Visa Cash

Participants in a Visa Cash system include: (1) the cardholder who holds a Visa
Cash card; (2) the merchant whose terminal contains a card reader to read the
user’s card and a SAM smart card, to execute a transaction and to receive the
transferred cash value; (3) the acquirer who collects and possibly aggregates
transactions from several purchase devices for delivery to one or more system
operators; (4) the card issuer who is responsible for the provision and distribution
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of integrated circuit cards, and who also authenticates load requests and
transaction records, and provides cardholders with customer services. In addition,
there may be a load acquirer through whom a load transaction and currency
exchange transaction is initiated.

The typical workflows of a Visa Cash system include generic load transaction,

processing a transaction between a cardholder and a merchant, and clearance. The
descriptions for each of these three workflows follow.

Workflow for Generic Load Transaction

In this transaction, the cardholder loads money to the Visa Cash card from a
linked account. The linked account is the cardholder’s account at the card insurer.

r \ Card Database
D 5. update
1. Authorization & Authentication request
L5V . Card &
7 Cardholder Account
Funds
Load Network ]
3. debit
) Issuer
Acquirer No—r . Funds Pool
o . 4. increment
2. Authorization & Authentication message

Fig. 13.1 Load workflow

(1) The load acquirer sends a combined authorization and authentication
request to the card-and-funds issuer via the network.

(2) The card-and-funds issuer sends the positive combined authorization and
authentication message to the load acquirer via the network. The
electronic purse card is loaded.

(3) The card-and-funds issuer debits the cardholder account.

(4) Increments the funds pool of the currency loaded.

(5) The card-and-funds issuer updates the card database.

Transaction Workflow between a Cardholder and a Merchant
The cardholder places their Visa Cash card into the merchant’s card reader. Then

the Visa Card and the merchant’s purchase secure application modules (PSAM)
interact as follows (see Fig. 13.2):

CSC ServiceWorks — Ex. 1005
Page 295 of 339

Petitioner Exhibit 1002-4485



288 Zheng Huang, et al.

36 1. Mutual authentication
> | PSAM

2. Transaction details

A

A

3. Response

A 4

Visa Cash
Card 4. Log

Fig. 13.2 Oftline transaction workflow

(1) Mutual authentication to ensure that the Visa Card is valid and the PSAM
is not a fraud.

(2) PSAM constructs the correct cryptographic details about the transaction
and sends the details to the customer's card to activate the Visa Cash card
to do the transaction.

(3) Visa Cash card sends a response to the PSAM and the PSAM verifies the
response from the Visa Cash card to ensure that funds were deducted.

(4) PSAM produces the transaction log entry.

Workflow for Clearance and Settlement

The offline transaction between the cardholder and merchant has been done. The
merchant wants to get back the money that the cardholder paid (see Fig. 13.3).

Card DB @
Funds Pool
3A 4A

Acquirer Account

Merchant Merchant 2A Card &

Acquirer Funds i 5 AB @

Issuer A
1 i AB
@ @
Card &

= : ®
Funds Merchant Account

—

Financial

Network

Issuer B

3B 4B
Card DB @ Funds Pool

Fig. 13.3 Clearance and settlement workflow

(1) The merchant sends the transactions to the merchant acquirer.

CSC ServiceWorks — Ex. 1005
Page 296 of 339

Petitioner Exhibit 1002-4486



13 Industrial E-Payment Systems and Solutions 289

(2) The merchant acquirer sends the transactions to the card issuer via the
respective networks.

(3) The card issuer updates their card databases.

(4) The card issuer’s funds pool of the transaction currency is decremented
and the merchant acquirer’s account is credited via the respective
networks.

(5) The merchant acquirer’s account is debited through the appropriate
financial network.

(6) The merchant’s account is credited through the appropriate financial
network.

13.3 iPIN E-Payment

iPIN is an e-payments company headquartered in Northern California’s “Silicon
Valley” [13.2]. It also has offices in North America, Europe, and Asia. iPIN
provides e-payment solutions for Web and wireless purchase transactions. It also
offers e-payment solutions to telecommunications operators, financial institutions,
automotive OEMs, and ISPs who want to provide their consumers with choices in
paying for digital and hard goods across access devices, alternative payment
options, and multiple networks and standards. We chose iPIN as the second
example for e-payment systems and solutions because it is a premier provider of e-
payment software worldwide, and because it has experience in the banking, credit
card, telecommunications, software, and Internet industries.

13.3.1 Design Goals of iPIN

The iPIN e-payment solution is a platform to support payment across vertical
markets in both the virtual and physical world. With iPIN, banks,
telecommunications companies, and other partners can offer their customers the
next generation of online and wireless payment products. Consumers can make
payments for their purchases from any Internet-enabled device by selecting the
payment method. For example, the consumers can make their payment by direct
debit, credit cards, or prepaid cards.

By authorizing companies to take advantage of iPIN e-payment solutions,
customers can now build their own payment networks, interconnect with industry
leaders and merchants across the globe, or simply make their existing e-commerce
and m-commerce initiatives more productive.
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13.3.2 iPIN E-Payment Features

The features of the iPIN e-payment solution include:

e The ability to support multiple access devices: handsets (wireless
devices), personal digital assistants, and Internet appliances.

e Multiple payment options enabled by iPIN’s multiple payment
instrument (MPI) module. An electronic MPI is similar to a physical
wallet in that the consumers can select from several options in their
billfold, i.e., debit cards, credit cards, stored value cards, etc., to make
purchases.

e The iPIN e-payment solution is able to operate interchangeably across
global networks and standards.

e The iPIN e-payments solution can be adapted to fit customers’ needs by
plugging into one of the add-on iPIN e-payment modules. In addition,
business rules and security measures can be customized to meet specific
requirements. The modular applications allow iPIN to more closely
match customers’ needs.

13.3.3 iPIN E-Payment Functions
iPIN e-payment provides the following functions:

e  Account management: users are able to view their transaction history and
change their security settings.

Person-to-person payment (P2P).

Payment with direct debit account.

Payment with pre-paid/stored value.

Bill aggregation.

Exceptions processing.

Sales and remittance reporting.

Payment with any Internet-enabled PC, PDA, or mobile phone.
Roaming freedom: layered authentication allows users to cross devices
anytime, anywhere.

13.3.4 Security of iPIN
The security of iPIN e-Payment includes the following components:
¢ Data segregation:

When a consumer initiates a purchase, they are redirected to the iPIN e-
payment solution platform residing behind the partner’s firewall for
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authentication, account selection, and authorization. Once authorized, the
partner sends an authorization message to the merchant.

e Message integrity:
All messaging between consumers, merchants, and partners is digitally
signed using private keys, and encrypted using SSL.

o Authorization timeouts.

e  Anti-robot and anti-spoof mechanisms.

¢ Transaction and spending limits.

s  Non-paynient account suspension.

The iPIN security mechanism is scalable. The customers using the iPIN e-
payment solution are able to select the level of the security that is required as well
as the method that will be used in the purchase. For example, in the purchase
authentication, the iPIN payment platform may simply read the terminal ID for a
US$ 0.50 purchase of information to be placed against a monthly bill, and require
no other form of authentication. At the other end of the spectrum, a $150 purchase
could be authorized against a private credit line or a checking account that may
require the customer to authenticate via a digital certificate, a biometric parameter,
password, and/or secret questions and answers.

Using the standard implementation of the iPIN security system, the sensitive
account information is never electronically transmitted to the merchant when
making a purchase, so iPIN customers are assured of the end-consumers’ security.

13.3.5 Architecture and Workflow of iPIN

The iPIN e-payment architecture shown in Fig. 13.4 is comprised of the following
components:

¢  Transaction acquisition,

e Transaction processing and real-time accounting,
e Clearing and settlement,

e Customer and merchant care.

Transaction Customer
. T ‘ . ;
Transaction A EroTe%SIHg and Clearing and A\ ijlld ,
Acquisition y| "ea-lime ¥l Settlement — erchant
Accounting Care

Fig. 13.4 iPIN e-payment function and architecture
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Transaction Acquisition

The transaction acquisition allows the secure capture and authorization of a user

transaction across multiple electronic channels. The functions include (see Fig.
13.5):

e  Transaction authorization and confirmation,

e  Muiti-level user authentication,
e Transaction connectivity and routing.

9.
Issuer bo”éat-
1011 Re
queSt

Consumer iPIN Payment
Platform
L p st
Ur, ] a0
%; Merchant = ,La\\OK\Y\
QUest 9. P\u&‘(\o

Fig. 13.5 Transaction acquisition

Transaction Processing and Real-Time Accounting

The functions of this component include transaction accounting, consolidation,
revenue sharing, and transaction fee calculation and reporting (see Fig. 13.6).

1. Aggregation

iPIN Payment 2. Fee Calculation

Platform 3. Reporting

Fig. 13.6 Transaction processing and real-time accounting

Clearing and Settlement
This component facilitates the management of accounts reccivable, accounts

payable, and general ledger interfaces to financial systems. It includes the
following four interfaces (see Fig. 13.7):
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Interface for accounts receivable and accounts payable,
Interface to treasury management,

Interface to financial management,

Interface to settlement network.

Issuer 2
. Sy,
and r Se
1. Tun l[]eme
nr

iPIN Payment

Platform

et
3. M

Fig. 13.7 Clearance and settlement
Customer and Merchant Care

This component provides the following tools about which the customer and
merchant care (see Fig. 13.8):

e iPIN customer tools:

Administrative tools, activity reporting, customer support.
¢ End-consumer tools:

Payment panel, account management, and self-care.
e  Merchant tools:

Activity reporting, exception, and dispute handing.

Issuer

1. User Account Management
Consumer

iPIN Payment
Platform

L
cou
Merchant 1t DO

3. Met%m“a%em

y

Fig. 13.8 Customer and merchant care
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13.4 PayPal

PayPal is designed for handling payments and money transfers for small
businesses, online merchants, individuals, and others currently poorly served by
traditional payment mechanisms. The PayPal network extends the existing
financial infrastructure of bank accounts and credit cards and creates a global
payment solution. PayPal enables any business or consumer with an email address
to securely, conveniently, and cost-effectively send and receive these payments.
Any business or consumer with an email address can send and receive payments
online instantly.

Paypal is now offering services to users in 38 countries including the US. It has
over 16 million registered users, including more than 3 million business accounts.

13.4.1 Design Goals of PayPal
E-Commerce Services for Businesses and Individuals

PayPal [13.3] enables quick and easy payment processing for websites, classified
ads, auction sites, and email (i.e., anywhere a person wants to collect payments
online). PayPal supports the following functionality:

e  Accept credit card and/or bank account payments for single or multiple
item purchases.

Sell products to PayPal users in 38 countries outside the US.

Collect subscription or recurring payments.

Gather donations or “tips.”

Get instant notification when you receive payments.

Online Auction Services
PayPal also supports online auction services. One can
e Insert PayPal logos into any number of listings automatically.
¢ Notify winning bidders instantly.
Person-to-Person Payment Services
PayPal makes person-to-person payment easy without the headache of the

traditional person-to-person payment process involving checks, stamps, and
envelopes. With PayPal one can:
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¢ send money online from a credit card or bank account,
s request money from an individual or group,
e use a virtual debit card for safe and easy online shopping.

13.4.2 Features of PayPal

Paypal has the following features:

o Three types of accounts:
PayPal offers three types of accounts according to the different needs.
These are personal, premier, and business accounts.

¢ No service fee or low service fee:
For a personal account, sending money and receiving money is free. For
premier and business accounts, sending money is free of charge, while
for receiving money the fee is very low.

¢ The PayPal VISA credit card account will be governed by the Providian,
which protects customer privacy and handles customer information in a
secure and confidential manner.

e [t allows customers to pay anyone who has an email address.

e Over 33,000 websites accepted PayPal at the time of writing.

13.4.3 Functions of PayPal

There are two main functions in the PayPal system, namely, “send money” and
“request money.”

Send Money

“Send Money” allows the customer to pay anyone who has an email address. One
can make the payment by just entering the recipient’s email address and the
amount that one wishes to send. The payment can be made either using a credit
card or through a checking account.

Request Money

“Request Money” offers the customer an organized method to request and track
funds. To send an auction invoice or a personal bill, one just needs to enter the
recipient’s email address and the amount that one wishes to request.

CSC ServiceWorks — Ex. 1005
Page 303 of 339

Petitioner Exhibit 1002-4493



296 Zheng Huang, et al.

13.4.4 Security of PayPal

PayPal stores credit card and bank account information only in encrypted form on
computers that are not connected to the Internet. PayPal restricts access to the
customer’s personally identifiable information to employees who need to know
that information in order to provide products or services to the customer.

Secure Web Sites

When customers log into their PayPal accounts, customers will always be on a
secure web site. Whenever entering sensitive personal information (such as
checking account or credit card numbers) onto the secure web site, the web site
encrypts the information that the customer sends to and receives from the site.

Data Security and Encryption

PayPal automatically encrypts the confidential information in transit from the
customer computer to PayPal using the secure sockets layer protocol (SSL) with
an encryption key length of 128 bits. Before a customer even registers or logs on
the PayPal site, the server checks that the customer is using an approved browser,
that is, one that uses SSL 3.0 or higher. Once the customer information reaches
PayPal, it resides on a server that is secured both physically and electronically.
The servers sit behind a secure firewall and are not directly connected to the
Internet, so that the customer’s private information is accessible only to the
authorized computers.

PayPal's Identity Verification System

Verification provides the customer with some more information about the people
with whom the customer transacts through PayPal, so that the customer may make
more informed decisions.

There are several ways to take advantage of PayPal’s verification process and
decrease customer-fraud risks:

e  When the customer receives a payment:
After logging into the customer’s account, the customer can go to the
“History” sub tab of the “My Account” tab, find the payment in question
and choose the status link (e.g., “Pending”) in the Status column. This
will take the customer to a payment details page. Next to the sender’s
name, the customer will find their verification status (verified, unverified,
or international).

e  When the customer sends a payment:
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As the customer is sending a payment, on the "Send Money: check the
details of your payment” page, a reputation link is provided where the
customer may view the recipient’s status (verified, unverified, or
international).

Additional Verification

If PayPal cannot verify the information that the customer provides, or if the
customer requests a withdrawal by check to an address other than the customer-
verified credit card billing address, PayPal asks the customer to send additional
information to PayPal by fax (such as the customer’s driver’s license, credit card
statement, and/or a recent utility bill or other information linking the customer to
the applicable address), or to answer additional questions online to help verify the
customer’s information.

13.4.5 Architecture and Workflow of PayPal

Workflow of PayPal Email Payments

The PayPal email payments system allows the user to send money instantly and
securely to anyone with an email address. The workflow of PayPal email
payments is shown in Fig. 13.9. The description of the workflow is as follows:

(1) The payer signs up and enters bank account information, the payee’s
address, and the dollar amount to PayPal.

(2) The payment is transferred from the payer account to the payee account.

(3) The payee gets an email notification with a link.

(4) The payee follows the link to sign up.

(5) The payee withdraws money or mails it to others.

2. Inter-Account Transfer

PayPal \

Payer Account Payee Account
] 3. 4 5.
1. Remittance Notification sign up withdraw
Payer Payee

Fig. 13.9 Workflow of PayPal email payments
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Workflow of PayPal Mobile Home Banking

Paypal mobile home banking allows peer-to-peer payments via wireless PDAs or
web phones and allows money to be transferred from a credit card account to the
recipient’s PayPal account. The workflow of PayPal mobile home banking is
shown in Fig. 13.10.

I Credit Card l
| 4. Inter-Account Transfer I
l 3. Debit 1 l
o

l_ S PayPal \ Imranct_J

] Payer Account [ —

Y Payee Internet

. 6. Notification 5. Notification

2. Remittance
1. Email Address
Payer P — Payee

Web GUI or Phone/PDA GUI

Fig. 13.10 Workflow of PayPal mobile home banking

The description of the workflow in Fig. 13.10 is as follows:

(1) The payee sends the payee’s email address to the payer.

(2) The payer signs up and enters the credit card (or bank account)
information, the payee’s address, and the dollar amount to PayPal.

(3) Using the credit card, the payment is deducted from the payer’s credit
card.

(4) The payment is deducted from the payer’s PayPal account and the
payment is credited to the payee’s PayPal account.

(5) The payee receives an email notification.

(6) The payer receives an email notification.

13.5 Summary

In this chapter, we have discussed three e-payment solutions: Visa Cash, iPIN, and
PayPal. Visa Cash is an electronic purse, and it belongs in the digital cash
payment category. iPIN provides e-payment solutions for Web and wireless
purchase transactions. It supports various payment methods. For example, with

CSC ServiceWorks — Ex. 1005
Page 306 of 339

Petitioner Exhibit 1002-4496



13 Industrial E-Payment Systems and Solutions 299

iPIN e-Payment solutions, the consumers can make their payments by direct debit,
credit card, or prepaid card. PayPal conducts payments through email. With
PayPal, any business or consumer with an email address can send and receive
payments online instantly.
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14 Challenges and Opportunities in E-Payment

Weidong Kou

University of Hong Kong
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14.1 E-Commerce Challenges: E-Payment Security and Privacy

The rapid growth of online business transactions indicates that e-commerce over
the Internet is an irreversible trend. Based on various reports from leading
international consulting firms such as Forrester Research and International Data
Corporation, it is predicted that B2B e-commerce will be worth as much as 7
trillion of US dollars in a few years, and B2C will also be worth over hundreds of
billions of US dollars in the United States alone.

Although e-commerce has huge potential, there are challenges for people in
adopting e-commerce in their daily life. For example, in Hong Kong it was found
that only 4% of Hong Kong Internet users bought goods or services or traded
securities online, according to a recent survey conducted by the Census and
Statistics Department of Hong Kong. In the United States, according to E-Stats
released by the Department of Commerce, retail e-sales were $10 billion US
dollars in the fourth quarter of 2001, about 1.2% of total retail sales in that quarter.
In Europe, according to Datamonitor, the size of the European online market in
2001 is about $3.23 billion US dollars.

What are the barriers that prevent e-commerce from reaching the mass market?
A recent survey report shows that payment security is a major concern for online
shopping. Consumers are not willing to expose their credit card numbers online if
they are not certain whether the numbers are securely transferred and saved.

Another important issue is privacy. Currently, online merchants usually require
consumers to fill in detailed private information, including address and credit card
information. Consumers do not like to have their shopping activities easily
traceable. Consumers want easy access to premium content without the hassle of
disclosing personal credit card information to unknown sites, or going through a
tedious registration and authorization process.
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A recent survey on merchants shows that they are concerned that B2C e-
commerce may not be cost-effective if there are not enough Internet buyers and
that the cost of setting up and operating a payment-enabled Web storefront is high.
These concerns contribute to the slow growth of online merchants.

In fact, both consumers and merchants face one common problem from
different perspectives, that is, the lack of a secure, reliable, cost-effective, and
easy-to-use online payment solution. There are some electronic payment systems
for B2C e-commerce commercially available. These systems are not flexible
enough to handle different payment methods. Some systems have captured the US
market share, and some have captured small segments of the European and Asian
markets. However, until now none of these payment systems has been able to
achieve the critical mass required for B2C e-commerce to take off across the entire
globe.

14.2 E-Payment Systems Supporting Multiple Payment Methods

By analyZing the current business problems in B2C e-commerce, it is found that
these problems can be looked at from the three participants’ perspectives:

e Consumers’ concern about privacy, payment security, and convenience.

e Merchants’ concern about the number of online buyers, payment options,
and high cost of setting up payment-enabled Web storefronts.

e E-payment service providers face the problem of not having enough
consumers and merchants.

To address these problems and meet the challenges of e-commerce, there is a
need to develop an e-payment system that supports multiple payment methods
including credit/debit cards, prepaid cards, and a variety of smart cards. It also
supports payment through an account with a telephone company or an ISP.

Through this e-payment system, the above problems are addressed from three
perspectives:

o From the consumers’ perspective, to enhance payment security and
provide multiple payment options, such an e-payment system should
include a strong privacy protection mechanism. This will increase
consumers’ confidence in online shopping and payment.

e  On the merchants’ side, through the multiple payment options, merchants
will be exposed to more Internet users thus enlarging their customer base.
Consumers will also benefit from a large merchant network.
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e With multiple payment options, strong security, and proper privacy
protection, payment service providers will benefit from increased
numbers of online consumers and merchants.

One of the key requirements of the e-payment system is to provide a privacy
protection mechanism. To ensure the protection of consumers’ privacy, a secure
scheme should be included in the system to protect consumers’ privacy and
anonymity in e-commerce. The system can be designed in such a way that no
single party knows the details of the entire shopping transaction. The transaction
can be traced only if three parties (the merchant, the payment gateway, and the
payment service provider) are working together under a court order. The idea is
that the merchant does not have to know the customer identity; the merchant does
not need to access any account information that is private to the customer; the
bank does not need to know the order information to authorize the payment from
the customer’s account as long as the customer has enough money to cover the
transaction.

The privacy protection scheme is based on blind signature techniques. A blind
signature is a regular digital signature with the following features:

e The signatory does not know the content of the message that they are
signing, as the message has been blinded before reaching them.

» From the signed blinded message, the signature on the message can be
recovered by the party who blinded the message in the first place.

o After the message and the signature are revealed to the public, the
signature can be verified, but the signatory cannot trace who blinded the
message in the first place.

Blind digital signature has been studied for sometimes [14.1]. The objective is
to design and implement the e-payment system with privacy protection and secure
payment, based on a blind digital signature.

To protect consumers’ privacy, the following design requirements have to be
met: First, it is not acceptable for any single party in the system to know every
detail of an online transaction, for example, the consumer’s identification, the
product that the consumer is buying, the quantity, and the price. Second, the
merchant needs to have the payment authority’s confirmation so that the merchant
is guaranteed to be paid. Third, the payment authority must be comfortable with
providing such a confirmation without knowing the transaction details. Here, the
payment authority can be either a payment service provider or a billing company
such as an ISP. The existing blind-signature protocols do not support the above
design requirements.

To protect the consumer, the merchant will provide the consumer with a receipt

of payment for the products purchased. The receipt contains a digital signature of
the merchant and the purchase date and time. The exchange or refund can be
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arranged with this receipt according to the purchase agreement between the
merchant and the consumer. Such an agreement can be included in the receipt. For
example, the “final sale” products cannot be refunded or exchanged; or some
products can be exchanged within 7 days after the purchase; or some products can
be refunded provided that they are not opened or have a defect.

14.3 Smart Cards and Digital Cash

Smart cards provide a means of storing and processing value for digital cash. In
particular, reloadable smart cards have become very popular nowadays. For
example, a number of cities around the world are using or plan to use smart cards
in their public transportation systems. Such cities include Washington DC, San
Francisco, San Diego, Montreal, London, Singapore, Hong Kong, and many
others. The Washington metropolitan transit pilot using smart cards was launched
in 1999. It has 210,000 smart cards in circulation. As much as $200 US can be
loaded onto the cards. Among these examples, the best one is the Octopus card in
Hong Kong, as it has become a necessity for people’s daily travel needs. With an
estimated 10 million passenger journeys each day on Hong Kong’s wide variety of
public transportation services, the Octopus card provides evidence for the
potential success of digital cash payment.

It was reported recently that the Octopus card is expanding its business into a
variety of applications apart from public transportation, including 7-Eleven
convenience stores, ticketing for the Broadway cinema chain, fast-food shops,
such as Café de Coral, Maxim’s, Starbucks, and even the giant hamburger chain
McDonald’s.

To examine the success of the Octopus card, in addition to what was discussed
in Chapter 5, the following factors are crucial:

e  Anonymity: no customer information is carried on the Octopus card and
when using the Octopus card to make a payment, no privacy information
is involved in the transaction.

¢ Risk is small as most people typically only load less than $200 Hong
Kong dollars (or US$ 25.64) onto the card. If the card is stolen or lost, it
is not a big concern to people.

e [t is easy to reload the card with cash. There are many places in Hong

Kong where people can reload their Octopus cards with cash, for
example, at MTR (subway) stations or 7-Eleven convenience stores.
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The Octopus card is an excellent candidate payment method for e-commerce
applications over the Internet. However, there is a major issue that has to be
resolved before the Octopus card can become popular as the preferred e-payment
method over the Internet, that is, how to read from and write to an Octopus card
using PCs, PDAs, pocket PCs, cellular phones, or other pervasive devices, as
currently most PCs or pervasive devices are not equipped with an Octopus card
reader. It is not realistic to ask every owner of a PC or pervasive device to
purchase such a reader. In addition, there are issues of security and reliability
related to the Octopus card readers.

14.4Micropayment Issues and Solutions

Micropayment is particularly applicable to e-commerce over the Internet.
Micropayment deals with a very small payment, typically in the range from one
cent to a few dollars. Sometimes, the payment can be even a fraction of one cent.
The applications for micropayment include “pay per click” for an image, a piece
of music (or video), online gaming, an online report, or a piece of online
information. The business justification for micropayment is the huge online
customer base even if each transaction value may be tiny. The popular credit card-
based online payment method may not be appropriate for small-value transactions
because there is a minimum credit card charge, usually about a quarter (US$ 0.25)
or so. The amount in a micropayment transaction may be too low to justify the
payment using a credit card.

The major issues for micropayment are that the payment-processing cost is
relatively high compared to the amount in a micropayment transaction, and the
cost of implementation of existing micropayment schemes is aiso high, When
implementing a micropayment system, one needs to consider the cost of the
infrastructure support such as the communication, computation, hardware
equipment, and associated software. In addition, there are other costs involved,
such as the cost of customer acquisition, the cost of handling disputes and
chargebacks, and the cost of customer support.

To reduce the payment-processing cost, one obvious solution is to aggregate
many small micropayments into a few regular payments. The question is how can
the aggregation be done. There are several ways to do the aggregation. For
example, it can be performed per user session, or it can be done in different user
sessions but limited to a specific online merchant. Of course, it can also be done
across different merchants through a payment-service provider. Different
aggregation schemes require different accounting and user transaction
management approaches. Again, we encounter the cost issue for implementing the
aggregation schemes for micropayment, which could be substantially high.
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To handle the dispute, the customer needs to directly interact with the online
merchant. In addition, the proper security measures, such as digital signatures,
must be in place. In case there is a dispute, at least digital signatures can provide
non-repudiation of a transaction.

To save on communication costs, it is desirable to handle the payment offline
and to make the payment protocol non-interactive, for example, through an email,
to reduce the number of round-trip communications between the merchant’s server
and the customer’s browser. The offline payment can be achieved through the
aggregation of authorizations and deposits. The micropayment service provider
only needs to examine the value flow when necessary.

14.5 Summary

In this chapter, we have discussed the challenges and opportunities of e-payment.
The major challenges for e-payment are as follows:

e Freedom to choose an e-payment method: giving online customers
freedom to choose which e-payment method they prefer (that means, the
e-payment systems/solutions need to support multiple e-payment
methods).

e  Security: how to make e-payment more secure to ensure the safety of the
customers’ online transactions.

s  Privacy: how to protect the online customers’ private information

Anonymity: how to make the e-payment anonymous.

Risk: how to reduce the online customers’ risk involved in e-payment.

Convenience: how to provide the online customers with convenience.

Cost: how to reduce the implementation and processing costs of e-

payment systems/solutions.

The opportunities are to respond to the online customers’ needs and meet the
challenges identified above by developing new e-payment systems/solutions.
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Application programming interface (API)

A set of the specific methods, services, or instructions prescribed by a computer
program by which a programmer writing an application program can make re-
quests of the computer program.

Authentication

Providing assurance that the entity (user, host, and so forth) requesting access is
the entity that it claims to be.

Behavioral biometric

A biometric that is characterized by a behavioral trait that is learned and acquired
over time, rather than a physical or physiological characteristic (contrast with
physical biometric).

Biometric system

An automated system capable of: capturing a biometric sample from an end-user;
extracting biometric data from that sample; comparing the biometric data with that
contained in one or more reference templates; deciding how well they match; and
indicating whether or not an identification or verification of identity has been
achieved.

Certificate
A digital credential in a public-key cryptography system, which contains the cer-
tificate holder’s name and public key, a serial number, the expiration date of the

certificate, and the digital signature of the certificate authority that issued the cer-
tificate.
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Certificate authority (CA)

A trusted entity that is part of a public key infrastructure (PKI) and that creates, is-
sues, and manages certificates for PKI users.

Certificate revocation list (CRL)

A list of certificates issued by a certification authority (CA) that are no longer
valid. The CRL is maintained and published by the CA.

Chargeback

A process where the PSP requires the merchant to return funds for a disputed or
cancelled payment.

Cookie

A file sent by a web server to a browser and stored by the browser. The cookie in-
cludes a destination address as a URL, possibly with wildcards. When the browser
sends any request to a web server corresponding to the destination address, the
browser attaches the cookie to the request. Cookies are used to identify the con-
sumer, especially for repeat access to the same site.

Credit risk

The risk that the consumer will fail to pay the payment service provider (PSP) for
aggregated payments (when the PSP charges the consumer after payments were
made).

Digital cash

An electronic form of cash in a cash-like e-payment system with which a person
can make online payment for goods or services purchased over the Internet.

Digital check

An electronic form of a check in a check-like e-payment system where the check
can be conveyed across computer networks.
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Digital signature

A digital string produced by applying a cryptographic algorithm with the private-
key information on a message/document to authenticate the message/document.

Dispute resolution

A process invoked by the consumer to cancel a transaction (payment) that the con-
sumer believes was not authorized or should be cancelled for other valid reasons.

Enrollment

The process of collecting biometric samples from a person and the subsequent
preparation and storage of biometric reference templates representing that person’s
identity.

Enrollment time
The time a person must spend to have their biometric reference template success-
fully created.

Enrollment station

A workstation at which an individual’s biometrics (fingerprint, voiceprint, etc.)
and personal information (name, address, etc.) can be entered into a bioidentifica-
tion system.

Escrow agent
A party that receives payments from the consumer and goods from the merchant,

and, only when both were received properly, delivers the goods to the consumer
and the payment to the merchant.

Extensible Markup Language (XML)

Universal format for structured documents and data on the Web, supporting the
customized tags, enabling the definition, transmission, validation, and interpreta-
tion of data between applications and between organizations.
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Extraction

The process of converting a captured biometric sample into biometric data so that
it can be compared to a reference template.

False acceptance rate (FAR)

The probability that a biometric system will incorrectly identify an individual or
will fail to reject an impostor. Also known as the Type Il error rate.

False rejection rate (FRR)

The probability that a biometric system will fail to identify an enrollee, or verify
the legitimately claimed identity of an enrollee. Also known as the Type [ error
rate.

HyperText Transfer Protocol (HTTP)

Standard transfer protocol used in the Internet, which defines how messages are
formatted and transmitted, and what actions web servers and browsers should take
in response to various commands. For example, when entering a URL in a
browser, one actually sends a HTTP command to the Web server and instructs it
to fetch and transmit the requested Web document.

Internet protocol security (IPSec)

A set of security functions and options available at the IP level.

Internet service provider (ISP)

A company that provides users with access to the Internet. For a monthly fee, the
ISP provides users with a software package, user ID, password, and access phone
number. Some ISPs also provide users with a modem to enable users to access
the Internet.
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Irreversible transactions

Payments that are done in such a way that the PSP cannot technically reverse them
with a chargeback to the merchant, since there is no identification of the merchant.

Kerberos

In Greek mythology, the three-headed dog that guards the entrance to the under-
world. In network security, Kerberos is a cryptographic authentication system that
makes use of a third-party server to authenticate clients and servers. The system
was developed in the Athena Project at the Massachusetts Institute of Technology
(MIT).

Key

(a) A small piece of data used in conjunction with an algorithm to encrypt or de-
crypt messages/data of arbitrary size (see also PKI), or (b) an attribute whose
value serves to identify a unique record in a database/table (e.g., employee 1D

number may be the primary key used to locate and identify a specific employee’s
personnel data, such as name, address, telephone number, salary).

Mail-order telephone (MOT)

Classification of credit card transaction performed when the credit card is not
physically present for verification

Message authentication code (MAC)

A fixed-size binary code obtained by applying a shared-key cryptographic algo-
rithm to an arbitrary amount of data to serve as an authenticator of the data.
Micropayment

A payment of small amounts, close to or below the credit card minimal fees (of
about 20 US cents).

CSC ServiceWorks — Ex. 1005
Page 319 of 339

Petitioner Exhibit 1002-4509



314 Glossary

Micropayment system

A system allowing merchants to charge many payments of small amounts (mi-
cropayments) from customers over open data networks such as the Internet by us-
ing one or more payment service providers (PSPs).

Mobile agents

A computer program that represents a user and can migrate autonomously from

node to node in a computer network, to perform some computation on behalf of
the user.

Mobile agent host

A computer program running in a networked computer that provides an execution
environment where mobile agents can execute their code and can communicate
with one another.

NetBill

A payment system where the digital check is used to sell and deliver low-priced
information goods.

NetCheque system

A distributed accounting service supporting the credit-debit model of payment.
Nonrepudiation
A proof that the consumer approved a particular action, typically a payment.

Octopus card

A smart card system used in Hong Kong for local transportation fare collection.

Offline payments

Payments between the consumer and the merchant which do not require commu-
nication with other parties such as the PSP.
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Order information (OI)

Information included in a SET transaction to describe the transaction.

Original equipment manufacturer (OEM)
A biometric organization (manufacturer) that assembles a complete biometric sys-

tem from parts, or a biometric module for integration into a complete biometric
system.

Payment approval
A process where the customer agrees to a particular payment,

Payment authorization

A process where the PSP takes responsibility for a payment, in particular by indi-
cating that there are funds to cover the payment.

Payment gateway (PG)

Entity in a SET transaction that handles credit card verification and authorization
of transactions.

Payment information (PI)

Information included in a SET transaction to describe a payment (such as the
credit card holder and number).

Payment order (PO)

A message indicating payment to the merchant.

Payment routing table (PRT)
A message sent by a PSP to a merchant or another PSP, indicating the terms under

which the PSP sending the PRT is willing to receive payment orders issued by
other PSPs.
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Payment service provider (PSP)

An entity that maintains a long-term relationship with customers and merchants,
receiving payments of aggregated (large) amounts from customers, and passing
aggregated payments to the merchants.

Penalty payment

A payment by a merchant who has had too many disputes and/or chargebacks.

Personal identification number (PIN)

A security method whereby a (usually) four-digit number is entered by an individ-
ual to gain access to a particular system or area.

Physical/physiological biometric

A biometric that is characterized by a physical characteristic rather than a behav-
ioral trait (contrast with behavioral biometric).

Prepayment

Requiring funds to be deposited in advance.

Private key

In public-key cryptography, this key is the secret key. It is primarily used for de-
cryption but is also used for encryption with digital signatures.

Public key

In public-key cryptography, this key is made public to all. It is primarily used for
encryption but can be used for verifying signatures.
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Public-key cryptography

Cryptography based on methods involving a public key and a private key.

Public-key infrastructure (PKI)

Structure used to issue, manage, and allow verification of public-key certificates.
PKI is a security framework for messages and data, based on the notion of a pair
of cryptographic keys (i.e., one public and one private) and used to facilitate secu-
rity, integrity, and privacy.

Radio frequency identification (RFID)

The use of radio waves to facilitate wireless (contactless) communication with a
chip or device.

Record aggregation

Replacing multiple separate documents, e.g., payment orders, with a single aggre-
gated document, e.g., a payment order.

Rejection/false rejection

When a biometric system fails to identify an enrollee or fails to verify the legiti-
mately claimed identity of an enrollee. Also known as a Type [ error.

Response time/processing time

The time period required by a biometric system to return a decision on the
identification or verification of a biometric sample.

Secure electronic commerce

A form of commerce conducted via electronic means, but designed with security
in mind to enable identification, authentication, authorization, or payment process-

ing.
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Secure electronic transaction (SET)
A protocol for secure payment processing over the Internet in which credit card
information (e.g., Visa, MasterCard) is not read or stored by a merchant. The

protocol links many parties, including the customer, merchant, acquirer, and certi-
fication authorities. The protocol is designed to emulate card-present transactions.

Secure sockets layer (SSL)
A protocol originally introduced by Netscape to secure communication between

web servers and web clients, supported by most web browsers and servers; super-
ceded by TLS.

Semi-offline payments
Payment protocol where most transactions are offline (involve only communica-

tion between the consumer and merchant, not with the PSP), but sometimes com-
munication with the PSP is necessary.

Smart card

A plastic card with an embedded chip to enable payment processing or digital
identification. A typical smart card chip includes a microprocessor or CPU, ROM
(for storing operating instructions), RAM (for storing data during processing), and
EPROM (or EEPROM) memory for nonvolatile storage of information.
Software agent

A computer program that acts autonomously on behalf of a person or organization
to accomplish a predefined task or a series of tasks.

Stored-value card

A smart card that comes preloaded with a certain amount of value (e.g., money,
phone calls, transit trips), but which cannot be reloaded.
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Stored-value payments

Offline payments where the consumers have complete control over the payments,
in particular they can pay any merchant without contacting the PSP,

Subscriber identification module (SIM)

SIM is for GSM digital telephony. SIM smart cards are used to provide user au-
thentication, voice/data integrity, and confidentiality.

Symmetric cryptography

A way of keeping data secret in which the sender and receiver use the same key.

T=0/T=1 Protocols

ISO 7816 asynchronous byte (T=0) and block (T=1) transmission protocols at the
data-link layer, used for communication between a smart card and a reader.

Threshold
The acceptance or rejection of biometric data is dependent on the match score fal-
ling above or below the threshold. The threshold is adjustable so that the biometric

system can be more or less strict, depending on the requirements of any given
biometric application.

Transmission control protocol (TCP)

Internet protocol which manages message exchanges at the transport level.

Transport-layer security (TLS)
An [ETF (Internet Engineering Task Force) standard protocol to secure communi-

cation between web servers and web clients, supported by most web browsers and
servers; the previous version was called SSL.
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Trusted third party

An organization or entity that is impartial to both the customer and the merchant
(or buyer and seller), is trusted by both, and whose testimony is accepted as valid
evidence in a court of law.

URL

Uniform Resource Locator specifying the unique address of a Web document.

Validation

The process of demonstrating that the system under consideration meets in all re-
spects the specification of that system.

Wireless application environment (WAE)
The application framework for WAP applications. WAE consists of a set of stan-

dards that collectively define a group of formats for wireless applications and
downloadable content.

Wireless application protocol (WAP)

A specification that allows users to access information instantly via handheld
wireless devices such as cellular phones, pagers, and personal digital assistants
(PDAs) through wireless communication networks and the Internet.

Wireless datagram protocol (WDP)

A datagram protocol for non-IP wireless packet data networks. WDP specifies

how different existing bearer services should be used to provide a consistent ser-
vice to the upper layers of the WAP architecture framework.

Wireless markup language (WML)

An XML-based markup language for wireless handheld devices, including cellular
phones, pagers, and PDAs.
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Wireless session protocol (WSP)
A protocol family derived from the HTTP version 1.1 standard with extensions for

wireless data applications. WSP provides WAP applications with a consistent in-
terface for session services.

Wireless telephony applications (WTA)

A framework for integrating wireless data applications with voice networks. WTA
is a collection of telephony-specific extensions for call and feature control mecha-
nisms that make advanced mobile network services available to the mobile users.
Wireless transaction protocol (WTP)

A protocol operating on top of a secure or insecure datagram service. WTP is an
extremely lightweight request-response-acknowledge transaction protocol.
Wireless transport-layer security (WTLS)

A security protocol based on SSL and adapted to wireless networks and datagram
transports.
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University of Posts and Telecommunications, respectively. He was a Postdoctoral
Fellow at the University of Waterloo, Canada, from April 1987 to February 1989.

Prof. Kou is a Senior Member of IEEE, and a member of the Advisory Com-

mittee of W3C. He was elected as a member of the New York Academy of Sci-
ences in 1992.
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Gordon B. Agnew received his B.Sc. and Ph.D. in Electrical Engineering from the
University of Waterloo in 1978 and 1982, respectively. He joined the Department
of Electrical and Computer Engineering at the University of Waterloo in 1982. In
1984 he was a visiting professor at the Swiss Federal Institute of Technology in
Zurich where he started his work on cryptography. Dr. Agnew’s areas of expertise
include cryptography, data security, protocols and protocol analysis, electronic
commerce systems, high-speed networks, wireless systems, and computer archi-
tecture. He has taught many university courses and industry-sponsored short
courses in these areas, and authored many articles. In 1985, he joined the Data En-
cryption Group at the University of Waterloo. The work of this group led to sig-
nificant advances in the area of public-key cryptographic systems including the
development of a practical implementation of elliptic-curve-based cryptosystems.
Dr. Agnew is a member of the Institute of Electrical and Electronics Engineers, a
member of the International Association for Cryptologic Research, a Foundation
Fellow of the Institute for Combinatorics and Its Applications, and a Registered
Professional Engineer in the Province of Ontario. Dr. Agnew has provided con-
sulting services to the banking, communications, and government sectors. He is
also a co-founder of Certicom Corp., a world leader in public-key cryptosystem
technologies.

Amitabha Das received the B.Tech. degree in Electronic and Electrical Com-
munication Engineering from the Indian Institute of Technology, Kharagpur in
1985, and the M.S. and Ph.D. degrees in Electrical and Computer Engineering
from the University of California, Santa Barbara in 1989 and 1991, respectively.
He is currently an Associate Professor in the School of Computer Engineering in
Nanyang Technological University, Singapore. His current research interests in-
clude mobile agents, e-commerce, mobile databases, and data mining. Dr. Das is a
member of IEEE. He can be reached by email at asadas@ntu.edu.sg.

Amir Herzberg is an independent security consultant. He graduated from the
Technion, Israel, in 1982, and since then has worked as an engineer and re-
searcher, mostly in security and communication areas. After completing his D.Sc.
(Computer Science) at the Technion in 1991, Dr. Herzberg joined IBM Research,
filling research and management positions in New York and Israel. During 2001
he was CTO of NewGenPay, a spin-off of the IBM Micro Payments project. Since
January 2002, he has been a security consultant and teaches in Tel Aviv and Bar
[lan universities. Dr. Herzberg headed the W3C MicroPayments working group
and contributed to several standards, including IP-Sec and SET. He is interested,
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and published, in the areas of security, applied cryptography, and fault-tolerant
protocols. He is writing a book on “Secure Communication and Commerce Using
Cryptography” (see http://amir.beesites.co.il).

Zheng Huang received his B.S. degree and M.S. degree from Tong Ji University
in 1997 and 2000, respectively. He is currently a Ph.D. student at the Department
of Computer Science of Shanghai Jiao Tong University. His advisor is Prof. Kefei
Chen; information security is his major. He can be reached by e-mail at huang-
zheng{@cs.sjtu.edu.cn.

Ed Knorr is a tenure-track instructor at the University of British Columbia (UBC).
He received his Ph.D. in Computer Science from UBC. His previous degrees in-
clude an M.Sc. degree from UBC, and a B.Math. degree from the University of
Waterloo. Dr. Knorr’s research interests include data mining, outliers, database
systems, and electronic commerce (e.g., security, privacy, usability, smart cards,
and digital money).

Hui Li graduated from Fudan University in 1990 and received his Ph.D. degree
from Xidian University in 1998. He is currently an Associate Professor at the
School of Communication Engineering, Xidian University and Deputy Director of
the Academic Department of the Key Lab for Computer Networking and Informa-
tion Security. His research interest is in the area of information security.

Zichen Li received his Ph.D. degree in Signal Design and Information Processing
from Beijing University of Posts and Telecommunications in 1999. From 1999 to
2002, he was a postdoctoral fellow at Tsinghua University. Dr. Li has been an As-
sociate Professor and the Chairman of the Department of Computer Science and
Technology at Jiaozuo Institute of Technology (JIT), Henan Province, China. Dr.
Li is currently on leave from JIT and is working at the E-Business Technology In-
stitute of the University of Hong Kong as a Project Manager. His research inter-
ests include information security, cryptography, and e-commerce.

Xiaodong Lin obtained his Ph.D. degree from Beijing University of Posts and
Telecommunications in 1998. He subsequently spent two years at the University
of Waterloo as a postdoctoral fellow. He is currently a senior security architect at
Intellitactics, Inc., Canada. Dr. Lin has published more than 20 papers in journals
and conferences. His research interests include network security (particularly en-
terprise security management, intrusion detection, performance analysis, vulner-
ability and exploit analysis, and penetration testing), applied cryptography, data
mining, and distributed systems.
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Lev Mirlas graduated in Engineering Science from the Faculty of Applied Science
and Engineering at the University of Toronto in 1989, and obtained his Master’s
degree in Computer Engineering from the same university in 1995. He is a senior
engineer at the IBM Canada Toronto Laboratory, where he has worked in the ar-
eas of trusted distributed computing and electronic commerce, including electronic
procurement, insurance industry information exchange, and B2B commerce. He is
a Registered Professional Engineer in the Province of Ontario.

¥i Mu received his Ph.D. from the Australian National University in 1994. Upon
completion of his Ph.D., he took up a research associate position in the Centre for
Computer Security Research, University of Wollongong, Australia. In 1995, Dr.
Mu joined the Distributed Systems Security Research Unit in the School of Com-
puting and IT at the University of Western Sydney (UWS), Australia, as a Post-
doctoral Research Fellow. He became an Associate Lecturer in 1996 and then a
Lecturer in the School of Computing and IT at UWS. He joined the Department of
Computing, Macquarie University, Australia, as a Senior Lecturer, in 2001. His
current research interests include electronic commerce, mobile security, access
control, mobile agents, and cryptography. Dr. Mu has over 50 research publica-
tions in international journals and refereed conference proceedings. He is a regular
reviewer for some major international journals and conferences. He has been a
member of the Program Committee for many international conferences.

Khanh Quoc Nguyen received his Ph.D. in Secure Electronic Commerce from the
University of Western Sydney, Australia, in 2000. He worked as a security engi-
neer at the Motorola research laboratory in Australia for two years before moving
to the security lab of Gemplus in Singapore in 2001, His research interests are
mainly in the fields of electronic commerce security, smart-card security, and pub-
lic-key cryptography. He has published a number of research papers in electronic
commerce security.

Simpson Poon is Professor, Chair of Information Systems at Charles Sturt Uni-
versity, Australia. He has been a visiting lecturer at the University of Hong Kong.
Dr. Poon earned his Ph.D. in Information Systems from Monash University, Aus-
tralia. He was the Founding Director of the Centre of E-Commerce and Internet
Studies at Murdoch University, Australia. Dr. Poon has been an e-business con-
sultant and has worked with both government and business organizations in Aus-
tralia and Asia. He has published widely in the area of e-business in both aca-
demic and professional journals. Dr. Poon can be reached at spoon@csu.edu.au.

Vijay Varadharajan is currently the Microsoft Chair Professor at Macquarie Uni-
versity, Australia. He did a Ph.D. in Computer and Communication Security in the
UK and has been working on various aspects of security technology over the last
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19 years. He has done research in formal security models, security in distributed
systems and networks, security policies, design and analysis of security protocols,
design of security architectures, cryptography, secure electronic payment systems,
and mobile networks security. His research work has contributed to the develop-
ment of several secure systems in the commercial arena in the areas of secure dis-
tributed authentication, DCE security, distributed authorization and authorization
servers, secure mobile systems, secure portable information appliances, auditing
management tools for networked systems, LAN and SMDS secure network sys-
tems, secure distributed applications, and smart card systems. Prof. Varadharajan
has published over 160 papers for international journals and conferences on vari-
ous aspects of security technology and the applications mentioned above. He has
also co-authored a book on network security and has co-edited three books on
information security and one on distributed systems.

Yumin Wang is Professor at the School of Communications Engineering, Xidian
University, Xi’an, P.R. China. Since the 1960s, he has conducted research in the
areas of information theory, information security, and cryptology. He is a Fellow
of the Chinese Institute of Electronics and the Chinese Institute of Communica-
tions. He has published several books and over 100 papers on information theory,
information security, and e-business.

Johnny W. Wong received his Ph.D. degree in Computer Science from the Uni-
versity of California at Los Angeles in 1975. Since then, he has been with the Uni-
versity of Waterloo where he is currently a Professor of Computer Science. From
1989 to 1994 he was Associate Provost, Computing and Information Systems. Dr.
Wong has published over 100 technical papers in the areas of information delivery
systems, network resource management, performance evaluation, and distributed
systems. Among his many professional roles are Editor of Wide Area Networks of
[EEE Transactions on Communications (1989 to 1992), member of the Editorial
Board of Performance Evaluation (1986 to 1993), member of the Editorial Board
of IEEE/ACM Transactions on Networking (1997 to 2000), Technical Program
Chair of IEEE INFOCOM’84, and General Chair of the 1999 International
Conference on Network Protocols.

Bo Yang received his B.S. degree from Beijing University in 1986, and M.S. and
Ph.D. degrees from Xidian University in 1993 and 1999, respectively. Dr. Yang is
currently Associate Professor at the School of Communication Engineering, Dep-
uty Director at the Key Lab of the Ministry of Education of China for Networking
and Information Security, and Associate Dean of the Schoo! of Information Engi-
neering in Xidian University, Shaanxi Province, P.R. China. He is a Senior Mem-
ber of the Chinese Institute of Electronics (CIE), and a member of the specialist
group on computer network and information security in Shaanxi Province. His re-
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search interests include information theory and e-commerce. He can be reached by
email at yangbo@mail.xidian.edu.cn.

Li Yu graduated from Heilongjiang University in 1998. She received her M.S. de-
gree in optics from Harbin Institute of Technology, Department of Physics in
2000. She is currently pursuing her Ph.D. degree in Harbin Institute of Technol-
ogy, Department of Computer Science and Technology. Her research interests in-
clude image processing, biometrics, and pattern recognition. She can be reached at
lyu@mbox.hit.edu.cn.

David Zhang graduated in Computer Science from Beijing University in 1974 and
received his M.Sc. and Ph.D. degrees in Computer Science and Engineering from
Harbin Institute of Technology (HIT) in 1983 and 1985, respectively. From 1986
to 1988, he was a postdoctoral fellow at Tsinghua University and became an As-
sociate Professor at Academia Sinica, Beijing, China. He received his second
Ph.D. in Electrical and Computer Engineering at the University of Waterloo, On-
tario, Canada, in 1994, Currently, he is a Professor in the Polytechnic University
of Hong Kong. He is a Founder and Director of both Biometrics Research Center
in the Polytechnic University of Hong Kong and the Harbin Institute of Technol-
ogy, supported by UGC/CRC, the Hong Kong Government, and the National Na-
ture Scientific Foundation (NSFC) of China, respectively. In addition, he is a
Founder and Editor-in-Chief of the International Journal of Image and Graphics,
and an Associate Editor of the IEEE Trans. on Systems, Man and Cybernetics,
Pattern Recognition, the International Journal of Pattern Recognition and Artificial
Intelligence, Information: International Journal, the International Journal of Ro-
botics, and Automation and Neural, Parallel and Scientific Computations. So far,
he has published over 180 articles and seven books on his research areas. He can
be reached at csdzhang@comp.polyu.edu.hk.

Fangguo Zhang received his B.Sc. degree from the Mathematics Department of
Yantai Normal University, Shandong, China, in 1996, his M.S. degree from the
Applied Mathematics Department, Tong Ji University, Shanghai, China, in 1999,
and his Ph.D. degree in Cryptography from Xidian University, Shaanxi, China, in
2002. He is presently a Postdoctoral Fellow at the Cryptology and Information Se-
curity Lab, in the Information and Communications University (ICU), Taejon, Ko-
rea. His research interests are elliptic curve cryptography, hyperelliptic curve
cryptography, and secure electronic commerce. He can be reached at
zhfg@icu.ac.kr or fgzh@hotmail.com.

Dong Zheng received his M.S. degree in Mathematics from Shaanxi Normal Uni-
versity in 1985 and Ph.D. degree in Cryptography from Xidian University in 1999.
From 1999 to 2001, he was a Postdoctoral Researcher at the Department of Com-
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puter Science and Engineering of Shanghai Jiao Tong University, where he is cur-
rently an Associate Professor of Computer Science. Dr. Zheng has published over
40 technical papers in the areas of mathematics, cryptography, and information
security. His current research interests include cryptography, network security,
and e-commerce. He can be reached at zheng-dong@cs.sjtu.edu.cn.
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Access control 206

Anonymity 172, 180
Revocation 188

Audit
Mechanism 9

Authentication 8, 32, 48, 112, 159
CA-based 36
Challenge-response 34
Double-factor 34
Password 33
Two-stage 34

Authorization 8, 113,205, 275
Pre-authorization 276
Random 275
Threshold 275

Biometrics 71, 72
Enrollment 311
Time 311
Station 311
Extraction 312
Facial-scan 76
Fault access rate 86, 312
Fault reject rate 86, 312
Finger-scan 73
Hand-scan 74
Iris-scan 75
Retina-scan 75
System 309
Voice-scan 78

Card acceptance devices 100
Confidentiality 8, 151

Cookie 310

Cryptanalysis 11

Chosen-plaintext attack 11
Cipher-only attack 11
Correlation 11
Known-plaintext attack 11
Man-in-the-middle attack 11

Cryptography 9

DNA 12
Secret-key 13
Public-key 17

Cryptosystem 17

Braid group 23
ElGamal 17
Elliptic-curve 17, 18, 20, 225
Hyperelliptic curve 23
Knapsack 23

Lucas 23

McEliece 22

NTRU 23
Public-key 18

RSA 17,18
Symmetric 13

Diffie-Hellman 19, 20

Digital cash 171, 246, 304, 310

Client tracing 188

Coin tracing 188

Double spending 172, 179
Fair digital cash 181
Normal coin 178

Signed coin 178
Zero-knowledge proof 171

Digital check 195, 306

Authenticity of 197
Basic element 195
Presentment 197
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Digital signature 24, 112, 223
Blind 27, 303
DSA 25,277
ECDSA 26
ElGamal 17
Fail-stop 27
Group 29
Proxy 29
Rabin 25
RSA 25,223,277
Undeniable 27

Dispute resolution 311

Electronic check 166, 197
Also see digital check

Encryption 10
AES 15
CAST-128 16
Cipher 10
Block 11
Stream 11
Data encryption standard 13
DES 13
Triple DES 14
IDEA 16
Rivest cipher 16
RC2 16
RC4 17
RC5 17
RC6 17
Twofish 17

Extensible markup language 311
Also see XML

Hash algorithm 30, 262
MD5 31
SHA-1 31
MAC 259,264,277, 313

Identification 112,215
Information 215

Index

Industrial payment systems 283
NetBill 195,199, 310
NetCheque 195,207,310
PayPal 213,283,294

Request money 295

Send money 295

Workflow 297
Visa Cash 283

PSAM 286

Workflow 286

IP Address 213

iPIN 244,283, 289
Customer care 293
Clearing and settlement 292
Real-time accounting 292
Transaction acquisition 289
Transaction processing 292
Workflow 291

[PSec 213,312
Kerberos 206, 313

Key 313
Credential 207
Management 50, 115
Private key 200,316
Pseudonyms 207
Public key 200, 316
Repository 206

Mail-order telephone 213, 313

Message
Integrity 8
Privacy 8

Micropayment 246, 305, 313
Acceptability 263
Bearer certificate 2358, 261
Centralized solution 269
Chargeback 250, 252,310
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Click and pay 250, 263
Consumer default 252

Cookie 259

Credit risk 252,310

Dispute 250, 252
Interoperability 268
Irreversible transaction 261, 313
Oftline clearing solution 269
Offline payment 255, 275
Online payment 248, 250
Overspending 252,254
Payment approval 247, 248, 253
Payment authorization 247, 254
Payment order 248, 250
Payment routing table 270
Payment service provider 246
Per-fee-link 258, 263

Record aggregation 251,317
Secure payment 254

Stored value payment 276

Non-repudiation 255, 259
Octopus card 118, 124, 304

Identification card 112, 117
KCRC 118

KMB 118
MTRC 118
HKF 118

Operational costs 266, 277

Payment 9
Approval 247,315
Authorization 247, 315
ATM 74,110, 269
Dispute 250
Electronic purse 120
Escrow agent 311
Gateway 315
Information 315
P2P 290
Privacy 301
Service provider 316
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Settlement 9
Wallet 250, 259, 263
Local 265
Server 265
Multiple 266

Third-party 266

PDA 132,136
Pretty Good Privacy 234
Privacy-enhanced mail 60

Public-key infrastructure 40, 85, 317
Certificate 40, 215, 309
Authority 40,215, 310
Hierarchy 42
Chain 43
Validation 45
Revocation list 46, 310
Distinguished name 51
Directory information tree 52
LDAP 49
Registration authority 49
PKIX 61
SDSI 62
SPKI 62
X.509 50
X.500 51

Random number generator 31
Server security 7

SET 113,211,233,318
Acquirer CA 216
Application layer 212
Cardholder 215,218
Certificate 216
Initial request 217
Order information 219
Payment card issuing CA 216
Payment gateway 218
Payment information 219
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Performance 223
Protocol stack 212

Index

WAP 134,320

gateway 143

SETCo 211 WAE 136, 320
Specification 211 WBXML 136, 140
WDP 143,320
Smart card 95, 304, 318 WML 136, 320
Communication interface 97 WMLScript 137
Contact 95, 99 WSP 140, 321
Contactless 95, 99 WTA 139,321
Java card 106 WTAI 139
API 108 WTLS 142,321
Converter 107 WTP 141, 321

Interpreter 107

JCRE 107 Wireless communications 128
JCVM 107 AM 129
Memory chip 97 Authentication center 130
EEPROM 98 ASK 128
EPROM 98 Base station controller 130
RAM 97 CBS 131
ROM 98 CDMA 128
Reader 100 FDMA 129
Standards 109 FM 129
FSK 128
Software agent 149 GPRS 129
CEF 155 GSM 97, 129
Code obfuscation 154 Mobile station 130
HES 156 MSC 130
Mobile agent 150, 314 PSK 128
Sliding encryption 152 PSTN 130
SPP 164 SDMA 129
Trail obscuring 154 SIM 101}
SMS 131
SSL. 142,214,228, 318 TDMA 128
USSD 131

TLS 146

Visitor location register 130

Trusted third party 228, 230
TTP-B 235
TTP-M 235 XML 136,311

Wireless security 144
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF FLORIDA

ADMINISTRATIVE ORDER 2021-33

IN RE: CORONAVIRUS PUBLIC EMERGENCY

This Orderis issued in conjunction with Administrative Orders 202112, 2020-76,2020-53,
2020-41, 2020-33, 2020-24, 2020-21 and 2020-18 which himited in-court appearances and
continued all jury matiers.

THEREFORE, the Untted States District Court for the Scuthern District of Florida hereby
issues the following order:

1. All persons entering any federal courthouse facility within the Southern Districtof

Florida must wear a face mask at all imes unless otherwise direcied by the Court. Face

masks may not contain exhalation valves or vents. The only exceptions to the face mask

requirement are for a medical condition that precludes an individual from wearing a face
mask and children under two (2} years of age.

2. All persons entering any federal courthouse tacility within the Southern Disirictof

Florida must maintain a social distance of at least 6” apart unless they are members of the

same household.

3. All persons entering any federal courthouse facility within the Southern Districtof

Florida may be subject to screening.

4. All persons using the elevators in any federal courthouse facility within the Southern

District of Florida shall abide by social distancing signage posted at the elevator entrance

unless the individuals in the elevator are members of the same household.
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5. The United States Courthouses in Miami, Fort Lauderdale, West Palm Beach, Fort
Pierce, and Key West, including Bankruptcy Court and Probation, will remain open for
business, with reduced staffing, to a level to maintain essential operations, consistent with
Administrative Order 2020-20 and subject to the following limitations,

6. Jury trials in the Southern District of Florida scheduled to begin on or after March 30,
2020, are continued until July 6, 2021, excluding preselected Pilot jury trials which will
proceed as scheduled by the presiding Judge. The Court may 1ssue other Orders concemning
future continuances as necessary and appropriate.

7. All trial-specific deadlines in criminal cases scheduled to begin before July 6, 2021,
are continued pending further Order of the Court. Individual judges may continue trial-
specific deadlines in civil cases in the exercise of their discretion.

8. Individual judges presiding over criminal proceedings may take such actions
consistent with this Order as may be lawful and appropriate to ensure the fairness of the
proceedings and preserve the rights of the parties.

9. The Court is cognizant of the right of criminal defendants to a speedy and public trial
ander the Sixth Amendment, and the particular application of that right in cases involving
defendants who are detained pending trial. Any motion by a criminal defendant seeking an
exception to this Order in order to exercise that right should be directed to the District Judge
assigned to the matter in the first instance; provided, however, that no such exception may be
ordered without the approval of the Chief Judge after consultation with the Court,

10, Thetime period of any continuance entered as a result of this Order shall be excluded
under the Speedy Trial Act, 18 U.S.C. § 3161(h)}{(7)A), as the Court finds that the ends of
justice served by taking that action outweigh the interests of the parties and the publicina

speedy trial.  Absent further Order of the Court or any individual judge, the period of

]
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exclusion shall be from March 30, 2020, to July 6, 2021, The Court may extend the period
of exclusion as circumstances may warrant. This Order and perniod of exclusion are
incorporated by reference as a specific finding pursuant 10 18 U.S.C. § 3161 THA) i the
record of each pending case where the Speedy Trial Act applies. See Zedner v. United
States, 547 U8, 489, 50607 (2006). The period of exclusion in this Court’s prior
Administrative Orders on this subject (2021-12, 2020-76, 2020-53, 2020-41, 2020-33,
2020-24, 2020-21 and 2020-18) are ikewise wcorporated by reference as a specific finding
pursuant to 18 U.8.C. § 3161} 7HA} in the record of each pending case where the Speedy
Trial Actapplies.
11, Individoal judges may continue to hold hearings, conferences, and bench trials in the
exercise of their discretion, consistent with this Order.
12, Judges are strongly encouraged to conduct court proceedings by telephone or video
conferencing where practicable.
13, Criminal matters before Magistrate Judges, such as initial appearances, arraignments,
detention hearings, and the 1ssuance of search warrants, shall continue to take place in the
ordinary course.
14. Al grand jury sessions in the Scuthern District of Florida resumed on November
16, 2020, with no more than two grand jury sessions per week. The U.S. Attorney’s Office
and Clerk of Court will continge to safely convene no more than two grand jury sessions
per week untit further Order.  The Court may tssue other Orders concerning future
continuances, or additional grand jury sessions, as necessary and appropriate.
15, This Court’s most recent Administrative Order on the Coronavirus pandemic {202 1-
12) states that, although the Speedy Trial Act requires an information or indictruent charging
an individual with the commission of an offense to be filed within thirty (30} days from the
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date on which such individual was arrested or served with a summons in connection with
such charges, the period trom March 26, 2020, until July 6, 2021, is excluded pursuant to
defendants to a speedy and public trial under the Sixth Amendment, and the particular
application of that right in cases involving defendants who are detained pending trial.
MNonetheless, this Court found that the ends of justice served by excluding this time
outweighed the interesis of the parties and the public 1n a speedy tnal because the absence
of grand jury sessions made it unreasonable to expect the return and filing of an indictment
within the period set forth in 18 U.S.C. § 3161(b). Likewise, the Court finds that the ends
of justice are served by extending again this period of exclusion, and cutweigh the interests
of the parties and the public in a speedy trnial.  As stated above, this Court has authorized
the resumption of ouly two grand jury sessions per week; ordinarily, according to the U.S.
Attorney’s Office, there are eleven. Additionally, according to the U S, Attorney’s Office,
it must present approximately 150 matters to a grand jury for indictment, plus new arrests.
Given the limited availability of grand jury resources and continued exigent circumstances
created by the pandemic, the Court finds that it remains generally unreasonable to expect
the return and filing of an indictment within the period set forth in 18 U.S.C. § 3161(b), and
an additional period of exclusion will promote the safe and orderly administration of justice.
The additional period of exclusion shall be for the pertod from March 15, 2021, wotdd July
6, 2021, The Court may shorten or extend the period of exclusion as circumstances warrant.
Agny individual judge may enter an Order modifying this additional period of exclusion for
any particular case, including upon motion by any party. This Order and period of exclusion
are incorporated by reference as a specific finding pursuant to 18 U S C. § 3161(Y{THA)
in the record of each pending case where the Speedy Trial Act applies. See Zedner v. United
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Petitioner Kiosoft Exhibit 1010
Page 4



States, 547 UK. 489, 506-07 (20063,

6. Alljudicial naturalization ceremonies in the Southern District of Florida will be held
rernotely or by video conference.

17.  The Clerk’s Oftice, Probation, the Bankruptey Court, and all other Court services
shall remain open with reduced staffing, at a level to maintain essential operations, consistent
with Admirustrative Order 2020-20.

This Order shall remain o effect until further Order of the Court.

BONE AND ORDERED in Chambers at Miami, Miami-Dade County, Flonida, this 6th

day of Aprii, 2021

KD e

K. MICHAEL MOORE
CHIEF UNITED STATES DISTRICT JUDGE

o Honorable William H. Pryor, Jr., Chietf Judge, Eleventh Circuit
All Southern District Judges, Bankruptey and Magistrate Judges
James Gerstenfaver, Circuit Executive, Eleventh Circuit
Fuan Antonio Gonzalez, Acting Untied States Aftorney
Gadyaces Serralta, United States Marshal
Michael Caruso, Federal Public Defender
Angela E. Noble, Court Adnunistrator » Clerk of Court
Joe Falzone, Clerk, Bankruptey Court
Consuelo Innmia, Chief Probation Officer
Library

.4
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Electronically filed December 19, 2023

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application of:  Paresh K. Patel Confirmation No.: 5568
Serial No.: 18/197.,070 Art Unit: 3698
Filed: May 14, 2023 Examiner: Frantzy POINVIL
For: METHOD AND SYSTEM FOR Attorney Docket No.: 104402-5074-US
PRESENTING
REPRESENTATIONS OF
PAYMENT ACCEPTING UNIT
EVENTS

INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents
P.O. Box 14350
Alexandria, VA 22313-1450

Sir:

In accordance with the duty of disclosure provisions of 37 C.F.R. §1.56, there is hereby
provided certain information which the Examiner may consider material to the examination of the
subject U.S. patent application. It is requested that the Examiner make this information of record if it
is deemed material to the examination of the application.

1. Enclosures accompanying this Information Disclosure Statement are:

la. X A list of all patents, publications, applications, or other information submitted for
consideration by the office.

1b. A legible copy of:
[1 Each foreign patent;
[] Each publication or that portion which caused it to be listed on the PTO-1449;
[] For each cited pending U.S. application, the application specification including
the claims, and any drawing of the application, or portion of the application which
caused it to be listed on the PTO-1449 including any claims directed to that portion;

X all other information or portion which caused it to be listed on the PTO-1449.

Ic. [] An English language copy of search report(s) from a counterpart forcign
application or PCT International Search Report.

1d. ] Explanations of relevancy (ATTACHMENT 1(d). hereto) or English language
abstracts of the non-English language publications.

DB2/ 47128519.1 1 Vs .
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2. ] This Information Disclosure Statement is filed under 37 C.F.R. §1.97(b):

[] Within three months of the filing date of a national application other than a
continued prosecution application under §1.53(d);

[[] Within three months of the date of entry of the national stage as set forth in
§1.491 in an international application;

X Before the mailing of the first Office action on the merits;

[] Before the mailing of a first Office action after the filing of a request for
continued examination under §1.114.

3. ] This Information Disclosure Statement is filed under 37 C.F.R. §1.97(c) after the
period specified in 37 C.F.R. §1.97(b), but before the mailing date of any of a final
action under 37 C.F.R. §1.113, a notice of allowance under 37 CF.R. §1.311 or an
action that otherwise closes prosecution in the application.

(Check either Item 3a, 3b, 3¢ or 3d)

3a. [[] The Certification Statement in Item 5 below is applicable. Accordingly, no fee is
required.

3b. [] The $260 (large entity) fee set forth in 37 C.F.R. §1.17(p) in accordance with 37
C.FR. §1.97(c) is to be charged to Morgan, Lewis & Bockius LLP Deposit
Account No. 50-0310 (order no. ).

3c. Xl The $104 (small entity) fee set forth in 37 C.F.R. §1.17(p) in accordance with 37
C.FR. §1.97(c) is to be charged to Morgan, Lewis & Bockius LLP Deposit
Account No. 50-0310 (order no. 104402-5073-US).

3d. [] The $52 (micro entity) fee set forth in 37 C.F.R. §1.17(p) in accordance with 37
C.FR. §1.97(c) is to be charged to Morgan, Lewis & Bockius LLP Deposit
Account No. 50-0310 (order no. ).

(Items 3b or 3c to be checked if any reference known for more than 3 months)

4. ] This Information Disclosure Statement is filed under 37 C.F.R. §1.97(d) after the
period specified in 37 C.F.R. §1.97(c), but on or before the date of payment of the
issue fee.

(Check Item 4a, and 4b, 4c or 4d)
4a. [] The Certification Statement in Item 5 below is applicable.

4b. [] The $260 (large entity) fee set forth in 37 C.F.R. §1.17(p) in accordance with 37
C.FR. §1.97(c) is to be charged to Morgan, Lewis & Bockius LLP Deposit
Account No. 50-0310 (order no. ).

4c. [] The $104 (small entity) fee set forth in 37 C.F.R. §1.17(p) in accordance with 37
C.FR. §1.97(c) is to be charged to Morgan, Lewis & Bockius LLP Deposit
Account No. 50-0310 (order no. ).

4d. [] The $52 (micro entity) fee set forth in 37 C.F.R. §1.17(p) in accordance with 37
C.FR. §1.97(c) is to be charged to Morgan, Lewis & Bockius LLP Deposit
Account No. 50-0310 (order no. ).
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5. ] Certification Statement (applicable if Item 3a or Item 4a is checked)
(Check either Item 5a, 5b, 5¢ or 5d)

Sa. [] In accordance with 37 C.F.R. §1.97(¢)(1). it is certified that each item of
information contained in this information disclosure statement was first cited in a
communication from a foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this Information Disclosure
Statement.

5b. [] In accordance with 37 C.F.R. §1.97(¢)(2). it is certified that no item of
information contained in the information disclosure statement was cited in a
communication from a foreign patent office in a counterpart foreign application,
and, to the knowledge of the person signing the certification after making
reasonable inquiry, no item of information contained in the information
disclosure statement was known to any individual designated in 37 C.F.R.
§1.56(c) more than three months prior to the filing of this information disclosure
statement.

Sc¢. [] Each item of information contained in this information disclosure statement was
cited in a communication from a foreign patent office in a counterpart
application, and the communication was not received by any individual
designated in 37 C.F.R. §1.56(c) more than thirty days prior to the filing of this
information disclosure statement.

5d. [] Pursuant to 37 C.F.R. §1.704(d). each item of information contained in this
information disclosure statement was cited in a communication from a foreign
patent office in a counterpart application, and the communication was not
received by any individual designated in 37 C.F.R. §1.56(c) more than thirty
days prior to the filing of this information disclosure statement.

6. X Copies of each cited U.S. patent and each U.S. patent application publication are not
enclosed pursuant to the USPTO OG Notice dated 05 August 2003 waiving the
requirement under 37 C.F.R. 1.98(a)(2)(1) for U.S. patent applications filed after June
30, 2003.

7. X This application is a continuation application under 37 C.F.R. §1.53(b) or (d).
(Check appropriate Items 7a, 7b and/or 7¢c)

7a. [] A Petition to Withdraw from issue under 37 C.F.R. §1.313(b)(5) is concurrently
filed herewith.

7b. X Copies of publications listed on Form PTO-1449 from prior application Serial
No. 17/973,507, filed on October 25, 2022, from prior application Serial No.
17/654,732, filed on March 14, 2022, from prior application Serial No.
17/147.305, filed on January 12, 2021, from prior application Serial No.
15/603,400, filed on May 23, 2017, from prior application Serial No. 14/458,199,
filed on August 12, 2014, from prior application Serial No. 14/456,683, filed on
August 11, 2014, from prior application Serial No. 14/335,762, filed on July 18,
2014, from prior application Serial No. 14/214,644, filed on March 14, 2014, of
which this application claims priority under 35 U.S.C. §120, are not being
submitted pursuant to 37 C.F.R. §1.98(d).

DB2/ 47128519.1 3 Vs o
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7c. X Copies of the publications listed on the attached Form PTO-1449 that were not
previously cited in prior application Serial No. 17/973,507, filed on October 25,
2022, from prior application Serial No. 17/654,732, filed on March 14, 2022,
from prior application Serial No. 17/147,305, filed on January 12, 2021, from
prior application Serial No. 15/603,400, filed on May 23, 2017, from prior
application Serial No. 14/458,199, filed on August 12, 2014, from prior
application Serial No. 14/456,683, filed on August 11, 2014, from prior
application Serial No. 14/335,762, filed on July 18, 2014, from prior application
Serial No. 14/214,644, filed on March 14, 2014, are provided herewith.

8. O] This is a Supplemental Information Disclosure Statement. (Check Item 8a)

8a. [] This Supplemental Information Disclosure Statement under 37 C.F.R. §1.97(f)
supplements the Information Disclosure Statement filed on . A bona fide
attempt was made to comply with 37 C.F.R. §1.98, but inadvertent omissions
were made. These omissions have been corrected herein. Accordingly,
additional time is requested so that this Supplemental Information Disclosure
Statement can be considered as if properly filed on

9. ] In accordance with 37 C.F.R. §1.98, a concise explanation of what is presently
understood to be the relevance of each non-English language publication is:

( Check Item 9a, 9b, or 9c)

9a. [] satisfied because all non-English language publications were cited on the
enclosed English language copy of the PCT International Search Report or the
search report from a counterpart foreign application indicating the degree of
relevance found by the foreign office.

9b. [] set forth in the application.

9¢. [] enclosed as an attachment hereto.

10. The Commissioner is authorized to charge any additional fee required or credit any
overpayment for this Information Disclosure Statement and/or Petition to Morgan,
Lewis & Bockius LLP Deposit Account No. 50-0310 (order no. 104402-5074-US).

11. No admission is made that the information cited in this Statement is, or is considered
to be, material to patentability nor a representation that a search has been made (other
than a search report of a foreign counterpart application or PCT International Search
Report if submitted herewith). 37 C.F.R. §§1.97(g) and (h).

Respectfully submitted,

Date:  December 19, 2023 /Douglas J. Crisman/ 39,951
Douglas J. Crisman (Reg. No.)
MORGAN, LEWIS & BOCKIUS LLP
1400 Page Mill Road

Palo Alto, CA 94304
(650) 843-4000
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate,
complete, reliable or fit for specific purposes. Critical decisions, such as commercially relevant or
financial decisions, should not be based on machine-translation output.

DESCRIPTION JP4586607B2

10 Automatic transaction device

[0001]

14 TECHNICAL FIELD The present invention relates to transition control of display screens for
customers in an automated teller machine.

[0002]

19 Conventionally, when customers of financial institutions such as banks, post offices, and credit
unions perform financial transactions such as deposits, withdrawals, transfers, and balance
inquiries, ATMs (Automatic Teller Machines) installed at branches of the financial institutions:
Automatic teller machine), CD (Cash Dispenser), etc. When using an automatic transaction
device, in addition to the display (guidance) of the operation instruction of the automatic
transaction device on the display screen of the automatic transaction device, the financial
Institution-to-customer messages (including campaign messages, advertisements, notifications,
etc.). ) is provided.

[0003]

30 For example, when the customer operates an automated teller machine at a bank to inquire
about the balance, after entering the PIN, during the inquiry to the host, the display screen
displays the following message: It was started.

33 Go ahead and use it, please! ” is displayed as a campaign message.

[0004]

37 Furthermore, in recent years, by adopting a customer information management system &CRM
Petitioner Exhibit™1002-4540
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system: Customer Relationship Management System), it has become possible to create a
message with contents corresponding to each customer.

40 In this case, based on information on the basic attributes of each customer such as address,
name, age, occupation, income, family structure, etc., and information on the history of past
account transactions of each customer. , a so-called tailor-made message with content
corresponding to each customer can be created and presented to the customer.

[0005]

47 As a result, financial institutions can timely deliver messages on financial products that are
suitable for each customer, and can deliver messages that are expressed appropriately for
each customer. .

50 (For example, see Patent Document 1. ) When the customer has finished viewing the campaign
message, the customer touches the "Close" button displayed on the screen to stop displaying
the campaign message screen and return to the account system screen. . (For example, see
Patent Document 2. )

5452003 —34604 050 H

55K 2003—32365985NH

[0006]

59 However, in the conventional automated teller machine, the display of the campaign screen
can be terminated before the account system transaction is completed by the customer
touching the "close" button displayed on the campaign message screen. It was possible.

62 SUMMARY OF THE INVENTION An object of the present invention is to improve the efficiency
of campaign display and effectively utilize the communication time of the accounting system.

[0007]

67 Therefore, the automatic transaction apparatus of the present invention comprises a display
section for displaying guidance necessary for customer transactions, an operation input
section for inputting customer instructions, and a control section for controlling these
sections. wherein the automatic transaction device is communicably connected to an
information management device that manages message screen information, the control unit
acquires message screen information from the information management device, and displays
the acquired message screen to the It is displayed on the display unit, and the display/non-
display of the return-to-transaction instruction key is controlled based on the result of
comparison between the display time of the message screen information stored in advance in
the information management device and the display time threshold information. characterized

by

Petitioner Exhibit 1002-4541
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[0008]

s1 In the present invention, guidance necessary for customer transactions and message
information to the customer are displayed on the display unit, and the display of a return-to-
transaction instruction key that instructs to stop displaying the displayed message information
is controlled to be valid/invalid. Thus, there is an effect that the display efficiency of message
information performed between customer transactions can be improved.

[0009]

89 An embodiment of the present invention will be described with reference to the drawings.

g0 In addition, the same code|symbol is attached|subjected to the element which is common to
each drawing.

[0010]

95 First embodiment

96 (1) Structure of Automatic Transaction Apparatus FIG. 1 is a block diagram of an automatic
transaction system showing the first embodiment of the present invention, and FIG.

98 In FIG. 1, an automated teller machine 1 operated by a customer for trading is connected to a
host computer 3 and a CRM system 4 via a network 2 .

[0011]

103 The automated teller machine 1 is an ATM, CD, etc., installed in the branch, and is operated
by the customer of the financial institution to deposit, withdraw, passbook entry, balance
inquiry, transfer, transfer, remittance, fixed payment, etc. It is a device for conducting
financial transactions such as setting up sex deposits.

107 In addition, the host computer 3 receives processing requests from the automated teller
machine 1 and performs various data processing related to financial institution operations
such as deposit account management.

110 The CRM system 4 is a system that holds customer information and provides various
information to the automatic teller machine 1 based on the customer information, and
functions as a customer information management device.

[0012]

116 FIG. 2 is a block diagram of the automatic transaction apparatus 1, and the configuration of
the automatic transaction apparatus will be explained using this diagram.

118 The automated teller machine 1 includes an operation/display unit 11, a card processing unit
17, a passbook processing unit 18, a money processing unit 19, and a control unit 12 that
controls these units.

121 Here, the operation/display unit 11 is composed of a liquid cr%stal disglrag with a touclhganel

etitioner Exhibit 1002-4542
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that functions both as an input device and as a display device.

123 In addition to the guidance necessary for transactions (instructions for inputting PIN
numbers, instructions for withdrawing amounts, instructions for picking up cards and cash,
etc.), the display section also displays intermittent transaction guidance (such as counting
deposited cash, It is possible to display a screen containing messages and advertisements
regarding financial products on the display device during a period of time such as when the
user is accessing an accounting system.

[0013]

132 The card processing unit 17 also handles cards such as cash cards and acquires customer IDs.

133 Here, the card is a card issued to a customer by a financial institution for performing financial
transactions such as deposits, withdrawals, transfers, and balance inquiries. a magnetic stripe
that stores the

136 The member for storing the information may be an IC card in which an IC chip is embedded
instead of the magnetic stripe.

138 The card processing unit 17 has a card insertion slot into which a card is inserted. Behind the
insertion slot, there is a conveying device for conveying cards, and recording information is
read and written from the magnetic stripe and IC chip of the card. A magnetic head,
terminals, and the like are provided for this purpose.

142 The card processing unit 17 in the present embodiment further includes a statement issuing
unit that prints and issues a statement of transaction.

[0014]

147 The passbook processing unit 18 receives the passbook of the customer and performs
processing such as printing and magnetic writing to the magnetic stripe provided on the
passbook.

150 The money processing unit 19 has a banknote deposit/withdrawal unit that handles
banknotes and a coin deposit/withdrawal unit that handles coins, and performs processes
such as money deposit/withdrawal and counting according to customer transactions.

153 The control unit 12 includes a CPU 13, a memory 14, a timer 15, and the like, and controls
each unit of the automated teller machine 1. FIG.

155 The control unit 12 also includes a communication control unit 16 that connects to the
network 2 and communicates with the host computer and the CRM system 4 .

[0015]

160 Next, the configuration of the CRM system 4 in FIG. 1 will be described.

161 The CRM system 4 has a memory 42 that stores information necessary for various controls, a
control unit 41 that performs various controls of the CRM system 4, a CRM database 43 that

stores data related to campaign messages, and a customer data that stores customer data. A
Petitioner Exhibit 1002-4543
08-06-2023 4



master database 44 is provided.

165 Here, the CRM database 43 stores display data for each customer, campaign screen
information, etc., and the customer master database 44 stores customer ID, address, name,
age, occupation, income, family composition, etc. for each customer. basic attribute
information, that is, customer basic attribute information, and account transaction
information such as a history of past account transactions.

[0016]

173 The CRM database 43 also includes a history database that stores campaign information
provided to customers, campaign histories related to messages, etc., and operation histories
of customers operating the automatic teller machine 1 and the like.

176 The CRM system 4 uses these data to create guidance information with contents suitable for
the customer.

[0017]

181 FIG. 3 is a diagram showing an example of data in the CRM database in the CRM system.

182 The CRM database 43 stores the campaign ID, campaign name, display timeout time, target
person information (account number, etc.) and the like for each campaign.

184 Campaign screen information (screen data) is stored in the CRM database in association with
this campaign ID.

186 Also, FIG. 4 is an example of customer data stored in the customer master database.

187 For each account number, the customer name, account balance, whether or not the account is
a salary transfer destination, whether or not the account is a payment account for public
utility charges, etc. are stored.

190 Next, the operation of the automatic transaction system according to this embodiment will be
described using the flowchart of FIG.

192 In addition, as a transaction, the case of a withdrawal transaction will be described as an
example.

[0018]

197 (1) From the start of the transaction to before the display of the campaign screen, the
customer selects the transaction by touching the "withdrawal" transaction button on the
transaction selection screen displayed on the operation/display unit 11 of the automated
teller machine 1., the card is inserted into the card processing unit 17 and the transaction is
started (Sal).

20z Note that the card may be inserted before transaction selection.

203 When a customer selects a transaction and inserts a card, the control unit 12 of the
automated teller machine 1 reads the customer's account information (account number, etc.)

from the magnetic stripe of the card and sends it to the CRM system via the communication
Petitioner Exhibit 1002-4544
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control unit 16. 4 (Sa2).

207 After that, the automated teller machine 1 guides the customer to input the personal
identification number and the withdrawal amount via the operation/display unit 11, and
prompts the customer to input (Sa3).

210 In addition, the automated teller machine 1 transmits the personal identification number
entered by the customer and the withdrawal amount according to the guidance to the host
computer 3 together with the account information described above (Sa4).

[0019]

216 The control unit 41 of the CRM system 4 receives the account information transmitted by the
automatic teller machine 1 at Sa2, compares the received account information of the
customer with the CRM database 43, and determines the campaign ID set for the customer.
exists (Sab).

220 If the campaign ID exists, the control unit 41 refers to the CRM database 43 and further
acquires the timeout period set for that campaign ID (Sa6).

[0020]

225 The control unit 41 reads out the "threshold value of the timeout period" from the memory
42, and performs a comparison operation process with the timeout period acquired in Sa6
(Sa7).

228 If the timeout period of the current campaign is equal to or greater than the threshold, the
control unit 41 sets the "return to transaction" button display flag (F) to "1" and stores it in
the memory 42 (Sa8a).

231 On the other hand, if the timeout period of the current campaign is smaller than the
threshold, the flag (F) is set to "0" and stored in the memory 42 (Sa8b).

233 The control unit 41 transmits campaign information to the automated teller machine 1 in a
data format as shown in FIG. 6 (Sa9).

[0021]

238 In FIG. 6, the account number is the account information received from the automated teller
machine 1.

240 The campaign information consists of campaign ID, campaign name, campaign message
screen data, campaign timeout time (To), etc., and is data obtained from the CRM database.

242 The button display flag is the value of the flag F set in Sa7-Sa8 and stored in the memory 42.
FIG.

244 The header and footer are composed of addresses and check data for communication control.

[0022] . -
Petitioner Exhibit 1002-4545
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248 As described above, the reason why the "timeout time" is set for each campaign is to prevent
the campaign screen from remaining displayed due to no customer operation during display
of the campaign screen.

251 The CRM database 43 stores a timeout period set according to the notification content for
each campaign.

253 In addition, the "threshold of timeout time" is set with the intention that the customer does
not have to press the "return to transaction" button as much as possible, and is set to a value
such as 7 seconds. be.

256 Therefore, in this example, if the timeout time (time to automatically return to the transaction
screen) in the campaign screen is less than 7 seconds, the flag F is set to hide the "return to
transaction” button. If it is set to "0" and the timeout period is 7 seconds or more, the flag F
will be set to "1" to display the "return to trade" button.

260 Therefore, for example, in a campaign screen such as a questionnaire, in which the user reads
the message content and thinks about the answer, the timeout period is set long, and the
user can stop displaying the campaign screen and return to the transaction in the middle of
the display. button is displayed.

[0023]

267 (2) Displaying the "return to transaction” button on the campaign screen When the control
unit 12 of the flow automated teller machine 1 receives the campaign information from the
CRM system 4, it stores the contents of the campaign data in the memory 14.

270 Also, the value of the flag (F) is checked (Sa10).

271 When the flag (F)= “1” , the control unit 12 synthesizes the campaign screen data stored in
the memory 14 and the “return to transaction” button data stored in advance in the
memory 14, and displays the campaign display screen. data is generated, the generated
display screen data is transferred to the operation/display unit 11, and the campaign screen
is displayed on the display unit (Sal1).

276 In this flow chart, an example of transmitting transaction information to the host computer 3
and then transferring display screen data to the operation/display unit 11 is described. This
may be done in parallel, and the campaign screen may be displayed immediately after the
input of the withdrawal amount is completed.

280 (This also applies to the following embodiments.

281 ) In any case, this campaign screen is displayed between transaction guidances for customers.

[0024]

285 FIG. 7(a) is an example of a campaign screen, in which a message for a questionnaire
campaign is displayed.

287 A "return to transaction” button is displayed at the lower right of the screen, and by touching
this button, the customer's instruction to return to the transaction is valid.

the

289 Further, at the upper left of the screen, "withdrawal" is displayed as information on
1002-4546
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current transaction, and the customer's name is displayed in the campaign message.

291 These screens are synthesized and displayed by the control unit 12 based on transaction
information selected by the customer and relevant information transmitted from the host
computer 3 or the CRM system 4 .

[0025]

297 Subsequently, while FIG. 7A is being displayed, the control unit 12 checks whether or not the
customer has touched the "return to transaction” button (Sal2).

299 When the control unit 12 determines that the customer has touched the "return to
transaction” button by touch detection on the touch panel of the operation/display unit 11,
whether or not the notification that the withdrawal transaction is possible has been received
from the host computer 3. (Sal3), and if the notification has been received, a withdrawal
transaction guidance screen as shown in FIG. 7(c) is displayed (Sa14).

304 The control unit 12 ejects the card and the receipt to the customer via the card processing
unit 17, and when detecting that the customer has received them, pays out the money
(Sal5).

307 When it is detected that the money dispensed to the money processing unit 19 has been
taken out by the customer, the control unit 12 determines that the transaction is completed,
notifies the host computer 3 and the CRM system 4 of the transaction completion, and The
information of the transaction selection screen is transferred to the operation display unit
11, and the state of waiting for transaction selection is returned.

[0026]

315 The control unit 12 transmits to the CRM system 4 campaign screen display history
information (corresponding account information, campaign ID, response information to the
campaign (questionnaire response content), etc.).

318 The control unit 41 of the CRM system 4 updates the contents of the CRM database 43 based
on these history information transmitted from the automated teller machine 1 .

320 If it is determined at Sal3 that the notification that the withdrawal transaction is possible has
not yet been received from the host computer 3, the control section 12 displays the
operation/display section 11 with the message "Inquiring to the host computer.

323 Please wait.

324 or the like, and waits for a notification from the host computer 3 (Sal6).

[0027]

328 Further, when receiving a notification that the personal identification number does not match
from the host computer 3, the control section 12 displays a personal identification number
re-input screen on the operation/display section 11, and repeats the process from Sa4 again.

331 Furthermore, when a notice of impossibility of transaction is received from the host computer
Petitioner Exhibit 1002-4§47
08-06-2023 8



3, such as that there is no corresponding account, the control unit 12 displays "transaction
impossibility" on the operation/display unit 11, and returns to the transaction selection
screen. .

335 Further, the control unit 12 measures the campaign screen display time by the timer 15 while
the campaign screen is being displayed, and determines whether or not the campaign screen
display time is equal to or longer than the campaign timeout time (To) transmitted from the
CRM system 4., To or more, a withdrawal transaction guidance screen is displayed, and if it
is less than To, the process returns to determine whether or not the "return to transaction"
button has been selected (Sal2, Sal7).

341 This prevents the customer from returning to the transaction screen while the campaign
screen is being displayed.

[0028]

346 (3) In the flow Sal0 when the "return to trade" button is not displayed on the campaign
screen, the control unit 12 synthesizes the data of the "return to trade" button when the flag
(F) ="0". The campaign screen data stored in the memory 14 is transferred to the
operation/display unit 11, and the campaign screen is displayed on the display unit (Sal8).

350 FIG. 7(b) is an example of the campaign screen, in which the message of the questionnaire
implementation campaign is displayed, but in this case the "return to transaction" button is
not displayed.

353 That is, the instruction to stop displaying the campaign screen and return to the trading
screen is disabled.

[0029]

358 The control unit 12 measures the campaign screen display time by the timer 15 while the
campaign screen is being displayed, determines whether the campaign screen display time is
equal to or longer than the campaign timeout time (To) transmitted from the CRM system 4,
If the above is reached, the withdrawal transaction guidance screen is displayed, and if the
To is not reached, the campaign screen is continued to be displayed.

363 (Sal8., Sal9),

364 A supplementary description will be given of the processing of the control unit 12 when
determining whether or not the display time of the campaign screen has passed the timeout
time (To).

367 When the campaign screen spans a plurality of screens, when the screen is switched, the
display time up to that point is cleared (set to "0"), the display time is measured again, and it
is determined whether the timeout time has elapsed.

370 Also, when the "Return to Transaction" button is displayed while the campaign screen is being
displayed, it is determined whether or not the timeout period (To) has elapsed without
clearing the display time for the campaign screen being displayed. do.

Petitioner Exhibit 1002-4548
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[0030]

376 As described above, according to the first embodiment, for a campaign with a short time-out
period, for example, a simple campaign whose content can be grasped in a short time, the
instruction to stop displaying the campaign screen and return to the transaction is invalid.
Yes, it will be displayed until timeout.

380 As a result, there is an effect that the customer can read the contents of the campaign more
thoroughly.

382 On the other hand, for campaigns with a long time-out period (those that take time, such as
questionnaires), the instruction to cancel the display of the campaign screen and return to
the transaction is valid. can be used according to

[0031]

388 Second embodiment

389 A block diagram of the second embodiment is the same as that of the first embodiment, so
description thereof is omitted.

391 The operation of the second embodiment will be described below with reference to the flow
chart of FIG.

393 (Sb1) to (Sb4) are processed in the same manner as in the first embodiment.

394 The control unit 41 of the CRM system 4 receives the account information transmitted by the
automatic teller machine 1 in Sb2, compares the received account information of the
customer with the CRM database 43, and determines the campaign ID set for the customer.
exists (Sb5).

[0032]

401 The control unit 41 acquires the campaign name, campaign message screen data, campaign
timeout time (To), etc., from the extracted campaign ID, and transmits these campaign
information to the automated teller machine 1 (Sb6).

404 The control unit 12 of the automated teller machine 1 stores campaign information such as
campaign data and campaign timeout time (To) received from the CRM system 4 in the
memory 14 .

407 Then, the campaign message screen data stored in the memory 14 is transferred to the
operation/display section 11, and the campaign screen is displayed on the display section
(Sb7).

410 At this time, the "return to transaction" button is not displayed.

[0033]
414 The control unit 12 reads the non-display time (Th1) of the “return to transaction” button

stored in the memory 14 in advance, and compares it with the cam aign screen dis&)la time
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counted by the timer 15 .

417 As a result, if the display time is shorter than (Th1), this checking process is repeated (Sb8).

418 On the other hand, if the display time is longer than (Th1), the image of the "return to
transaction” button stored in advance in the memory 14 is combined with the displayed
campaign screen and displayed on the display unit. (Sb9).

421 When a plurality of campaign screens are displayed and the campaign screen is switched by
the customer's operation, the display time is cleared and the display time of the new
campaign screen is compared with (Th1).

424 As a result, even when the campaign screen is displayed over a plurality of screens, each
screen can be reliably displayed to the customer.

426 The non-display time (Th1) is set in advance from the viewpoint of the minimum time that the
customer should see the campaign screen, and is stored in the memory 14 .

[0034]

431 FIG. 9(a) is an example of a campaign screen, in which a message requesting cooperation in
the questionnaire implementation campaign is displayed.

433 At the time of display in Sb7, the "return to transaction” button has not yet been displayed.

434 FIG. 9(b) is an example of the screen when the customer touches the "Next" button in FIG. It
has become so.

436 In Sb8, when the display time in FIG. 9B is equal to or longer than the non-display time (Th1),
as described in Sb9, the "return to transaction" button is displayed, and as shown in FIG. 9C
screen display.

[0035]

442 Returning to the flowchart of FIG. 8, after displaying the screen of FIG. 9C in Sb9, the control
unit 12 determines whether the display time is longer than the campaign timeout time (To)
transmitted from the CRM system 4. (Sb10).

445 If the display time is shorter than (To), the control unit 12 checks whether or not the "return
to transaction" button has been selected (Sb11), and if the "return to transaction" button has
not been selected, , Sb10.

448 On the other hand, if the display time is equal to or longer than (To), the control unit 12
checks whether or not the naotification that the withdrawal transaction is possible has been
received from the host computer 3 (Sb12), and has received the notification. In this case, the
guidance screen for the withdrawal transaction shown in FIG. 7(c) is displayed (Sb13).

452 After that, withdrawal processing is performed in the same manner as in the first
embodiment, and the transaction is completed.

454 In Sb12, if the notification that the withdrawal transaction is possible has not been received
from the host computer 3, a standby instruction screen is displayed and the notification from
the host computer 3 is waited for.
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[0036]

460 In the present embodiment, since the campaign screen can be displayed at least until the
button non-display time elapses, the campaign can be carried out more reliably.

462 In this way, the "return to transaction" button is not displayed during the preset non-display
time (Th1). occurrence can be suppressed.

464 Therefore, it is possible to effectively display the campaign.

[0037]

468 Third embodiment

469 A block diagram of the third embodiment is also the same as that of the first embodiment, so
description thereof will be omitted.

471 In this embodiment, the memory 42 of the CRM system 4 stores the button non-display time
(Th2) corresponding to the type of transaction received from the automatic teller machine 1.
For example, the contents shown in FIG. is stored.

474 The operation of the third embodiment will be described below with reference to the flow
chart of FIG.

[0038]

479 (Sc1) to (Sc4) are processed in the same manner as in the first embodiment.

480 The control unit 41 of the CRM system 4 receives the account information transmitted by the
automated teller machine 1 in Sc2, compares the received account information of the
customer with the CRM database 43, and determines the campaign ID set for the customer.
exists (Sc5).

484 Further, the control unit 41 reads the button non-display time stored corresponding to the
transaction from the memory 42 (Sc6).

486 Then, the campaign information including this button non-display time (Th2) is transmitted to
the automated teller machine 1 (Sc7).

[0039]

491 The control unit 12 of the automated teller machine 1 stores the campaign information
received from the CRM system 4 in the memory 14 .

493 Then, the campaign message screen data stored in the memory 14 is transferred to the
operation/display section 11, and the campaign screen is displayed on the display section
(Sc8).

496 At this time, the "return to transaction" button is not displayed.

497 The control unit 12 reads the non-display time (Th2) of the “return to transaction” button
transmitted from the CRM system 4 from the memory 14 and compares it with the campaign
screen display time counted by the timer 15 .

08-06-2023 12
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500 As a result, if the display time is shorter than (Th2), this checking process is repeated (Sc9).

501 On the other hand, when the display time is longer than (Th2), the image of the "return to
transaction" button stored in advance in the memory 14 is combined with the displayed
campaign screen and displayed on the display unit. (Sc10).

[0040]

507 When a plurality of campaign screens are displayed and the campaign screen is switched by
the customer's operation, the display time is cleared and the display time of the new
campaign screen is compared with (Th2).

510 As a result, even when the campaign screen is displayed over a plurality of screens, each
screen can be reliably displayed to the customer.

512 In addition, the non-display time (Th2) is set in advance from the viewpoint of the minimum
time that the customer wants to see according to the time between each transaction
(processing time at the host, etc.).

[0041]

518 After the "return to transaction” button is displayed on the campaign screen in Sc10, the
control unit 12 determines whether the display time is longer than the campaign timeout
time (To) sent from the CRM system 4 (Sc11).

521 If the display time is shorter than (To), the control unit 12 checks whether or not the "return
to transaction" button has been selected (Sc12), and if the "return to transaction” button has
not been selected, , and return to Sc11.

524 On the other hand, if the display time is equal to or longer than (To), the control unit 12
checks whether or not a notification that the withdrawal transaction is possible has been
received from the host computer 3 (Sc13), and has received the notification. In this case, the
guidance screen for the withdrawal transaction shown in FIG. 7(c) is displayed (Sc14).

528 After that, withdrawal processing is performed in the same manner as in the first
embodiment, and the transaction is completed.

530 In addition, in Sc13, if the notification that the withdrawal transaction is possible has not been
received from the host computer 3, a standby instruction screen is displayed and the
notification from the host computer 3 is waited for.

[0042]

536 In this embodiment, the time until the "return to transaction" button is displayed on the
campaign screen can be changed for each transaction type.

538 Therefore, the campaign can be displayed in accordance with the communication time
between the host computer and the automated teller machine, and the efficiency of
implementing the campaign can be improved.
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[0043]

544 Fourth embodiment

545 The block diagram of the fourth embodiment is also the same as that of the first embodiment,
so the explanation is omitted.

547 The operation of the fourth embodiment will be described below with reference to the
flowchart of FIG.

[0044]

552 (Sd1) and (Sd2) are processed in the same manner as in the first embodiment.

553 The control unit 41 of the CRM system 4 receives the account information transmitted by the
automatic teller machine 1 in Sd2, compares the received account information of the
customer with the CRM database 43, and determines the campaign ID set for the customer.
exists (Sd3).

557 If the campaign ID exists, the control unit 41 refers to the CRM database 43, further acquires
the timeout period set for the campaign ID, and transmits the campaign information to the
automated teller machine 1 (Sd4).

[0045]

563 In parallel with these, the automated teller machine 1 guides the customer to input the
personal identification number and the withdrawal amount via the operation/display unit 11,
prompting the customer to input (Sd5).

566 The automated teller machine 1 transmits the personal identification number entered by the
customer and the withdrawal amount according to these guidances to the host computer 3
together with the account information described above (Sd6).

569 Also, upon receiving the campaign information from the CRM system 4 , the control unit 12
of the automated teller machine 1 stores the campaign information in the memory 14 .

571 Among the data stored in the memory 14, the campaign message screen data is transferred to
the operation/display section 11, and the campaign screen is displayed on the display
section (Sd7).

574 At this time, the "return to transaction" button is not displayed.

[0046]

578 After displaying the campaign screen, the control unit 41 checks whether or not a notification
that a withdrawal transaction is possible has been received from the host computer 3 (Sd8).
If not, it is determined whether the display time of the campaign screen is equal to or longer
than the campaign timeout time (To) sent from the CRM system 4 (Sd9).

582 If the campaign timeout time has not elapsed, the process returns to checking whether the

accounting system communication has ended, and repeats this grocess Sd9).
titioner xh|b|t 1002-4553
08-06-2023 14



584 As a result of checking whether or not the control unit 41 has received the notification that
the withdrawal transaction is possible from the host computer 3 (Sd8), if the notification has
been received, that is, the completion of the accounting communication has been notified. If
so, the campaign image and the "return to trade" button are combined on the screen, and the
"return to trade" button is displayed in the campaign screen via the operation/display unit 11
(Sd10).

[0047]

593 When the "return to transaction" button is displayed on the campaign screen in Sd10, the
control unit 12 determines whether the campaign screen display time is equal to or longer
than the campaign timeout time (To) sent from the CRM system 4 (Sd11).

596 If the display time is shorter than (To), the control unit 12 checks whether or not the "return
to trade" button has been selected (Sd12), and if the "return to trade" button has not been
selected, , Sd11.

599 On the other hand, if the display time is equal to or longer than (To), the control unit 12
displays the withdrawal transaction guidance screen shown in FIG. 7(c) (Sd13).

601 After that, withdrawal processing is performed in the same manner as in the first
embodiment, and the transaction is completed.

[0048]

606 In the present embodiment, the timing for validating the display stop instruction key (end of
the predetermined processing related to the transaction) is that the campaign screen is
displayed until the notification that the withdrawal transaction is possible is received from
the host computer, that is, until the accounting communication is completed. I don't see the
"back to trade" button in

611 Therefore, the campaign can be displayed while the host computer and the automated teller
machine are communicating with each other, and the efficiency of the campaign can be
further improved.

[0049]

617 In this way, if the display control of the "Return to transaction" button is not performed
according to the communication time of the accounting system communication with the host,
for example, the communication time of the accounting system is 10 seconds for the balance
inquiry. If the transfer time is 20 seconds, and the button non-display time is uniformly set to
15 seconds, there will be a difference between the communication time and the button
display time.

623 For example, in balance inquiry processing, the campaign screen will always be displayed for
5 seconds after the completion of host processing and the notification of completion has

been received. Sometimes, even if you can instruct to cancel the camrPai%n dis lqry b&
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pressing the "Return to Transaction" button, the screen waiting for processing will be
displayed for 5 seconds.

[0050]

631 Here, the time during which the campaign is being displayed even though the communication
has ended is unnecessary time for the user who has no intention of viewing the campaign,
and the usage efficiency of the automated teller machine tends to decrease accordingly. , the

campaign ends, but the communication is not finished, there is a tendency that the campaign
will not be seen by that much, and the effect of the campaign will decrease

636 In the present embodiment, by adjusting the button non-display time according to the type of

transaction, it is possible to increase the utilization efficiency of the automated teller machine
and the implementation efficiency of the campaign

[0051]

642 Fifth embodiment

643 In each of the above-described embodiments, the automated teller machine synthesizes and

displays the "return to trade" button on the campaign message screen, but it can also be
configured as follows.

646 In recent years, it has become possible to create a screen displayed on a display unit using a

page description language such as HTML (Hyper Text Markup Language) or Java (registered
trademark) Script, and to embed various control programs as objects. there is

[0052]

652 An example of using such a page description language will be described

653 That is, on the CRM system 4 side, the campaign screen is created in HTML format, and the

campaign timeout time (To), non-display time (Th1), non-display time (Th2), and operation
instructions after these times have passed are stored as objects. , the automatic transaction

device 1 may control display/non-display of the "return to transaction" button based on the
script of this object.

658 Scripts for such objects serve as control information

659 In the case of such a configuration, there is an effect that various controls for display screen

transition can be incorporated on the CRM side without changing the program on the
automatic transaction apparatus 1 side

[0053]

665 The examples in the respective embodiments described above are examples, and the present
invention is not limited thereto.

667 For example, although a campaign message has been described as an exa

le of a
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addressed to a customer, it may be a campaign message or a financial product advertisement
message.

670 Further, in each of the above-described embodiments, an example of controlling the display
and non-display of the "return to trading” button has been described. When the key is
displayed in color and pressed, the key functions as a valid key, and when the key is invalid,
the key may be displayed in achromatic color and the key may not be validated even if the
key is pressed.

675 That is, if the key operation for instructing to stop the display of the message display screen
and shift to the transaction screen is enabled or disabled, even if it is the control of the
display, the control of the key input is performed. or a combination thereof.

[0054]

681 In addition, the campaign message may be displayed on a screen that is completely different
from the transaction screen, or may be displayed on a part of the transaction screen.

683 In addition, in the campaign message display stop instruction, if there is only one campaign
screen, the stop will end the display of that screen, and if multiple campaign screens are
flipped in sequence, the display of the second and subsequent screens will be displayed.
including the case of canceling and returning to the transaction screen.

687 Also, although there is a "return to transaction button", this is also an example of how to call
it, and it is not limited to the case of a physical button.

689 In addition, in the second embodiment, an example in which the non-display time (Th1) is
stored in advance in the memory 14 of the automated teller machine 1 has been described.
You may make it transmit to an automatic transaction apparatus as one of the campaign
information.

[0055]

696 The host computer 3 and the CRM system 4 may be the same machine.

697 Also, the CRM system 4 may be composed of a plurality of machines.

698 Furthermore, the automatic transaction apparatus 1 may be provided with all or part of the
functions of the CRM system.

700 For example, information such as the timeout period may be searched by the CRM system, or
may be searched from data held in advance by the automated teller machine.

702 In addition, although an example of card transactions has been explained, other transactions
such as passbook transactions may also be used.

704 Moreover, although the example of the account number was demonstrated as an example of
the customer's identification information which is transmitted from the automated teller
machine to the CRM system, it is not limited to this.

[0056] . -
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710 In addition, the automatic transaction device 1 described above is a multifunctional terminal
such as a kiosk terminal having other functions such as a ticket reservation function, a
product purchase application function, a credit card credit confirmation function, a facility
information guidance function, and the like. good too.

714 A customer is a person who opens an account in a financial institution and uses the financial
institution, and is generally an individual, but may be a company, an organization, or the like.

716 The network 2 described above may be any network such as a wireless or wired dedicated
communication line network or public communication line network, the Internet, a LAN
(Local Area Network), a WAN (Wide Area Network), or the like.

719 The network 15 is preferably a dedicated network, but may be a VPN (Virtual Private
Network) using a public network.

[0057]

724 It is a block diagram of an automatic transaction system in each embodiment.

725 It is a block diagram of automatic transaction device 1 in each embodiment.

726 It is a configuration example of a CRM database.

727 It is a configuration example of a customer master database.

728 4 is a flow chart in the first embodiment;

729 It is an example of transmission data transmitted from the CRM system to the automated
teller machine.

731 It is an example of a screen display of the automatic transaction apparatus in 1st
Embodiment.

733 It is a flow chart in a 2nd embodiment.

734 It is an example of a screen display of the automatic transaction apparatus in 2nd
Embodiment.

736 It is a flow chart in a 3rd embodiment.

737 It is an example of a timeout period for each transaction type in the third embodiment.

738 It is a flow chart in a 4th embodiment.

739 Code explanation

[0058]

743 1 automatic transaction device 2 network 3 host computer 4 CRM system 11
operation/display unit 12 control unit 13 CPU 14 memory 15 timer 16 communication
control unit 17 card processing unit 18 passbook processing unit 19 money processing unit
41 control unit 42 memory 43 CRM database 44 Customer master database
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate,
complete, reliable or fit for specific purposes. Critical decisions, such as commercially relevant or
financial decisions, should not be based on machine-translation output.

CLAIMS JP4586607B2

1.

13 An automatic transaction device comprising a display unit for displaying guidance necessary
for customer transactions, an operation input unit for inputting customer instructions, and a
control unit for controlling these units, The automatic transaction device is communicably
connected to an information management device that manages message screen information,
The control unit acquires message screen information from the information management
device, displays the acquired message screen on the display unit, and displays a display time
and display of the message screen information stored in advance in the information
management device. An automatic transaction device that controls display/non-display of a
return-to-transaction instruction key based on a result of comparison with time threshold
information.

2.

26 An automatic transaction device comprising a display unit for displaying guidance necessary
for customer transactions, an operation input unit for inputting customer instructions, and a
control unit for controlling these units,

29 The automatic transaction device is communicably connected to an information management
device that manages message screen information,

31 The control unit acquires message screen information from the information management
device, displays the acquired message screen on the display unit, and displays information
associated with the message screen information pre-stored in the information management
device. An automated teller machine that acquires a non-display time and displays a return-to-
transaction key based on the non-display time.
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3.

39 An automatic transaction device comprising a display unit for displaying guidance necessary
for customer transactions, an operation input unit for inputting customer instructions, and a
control unit for controlling these units,

42 The automatic transaction device is communicably connected to an information management
device that manages message screen information,

44 The control unit acquires message screen information from the information management
device, displays the acquired message screen on the display unit, and based on the type of
transaction currently being performed by the customer, the information management device
An automated teller machine, wherein a non-display time associated with a stored transaction
type is acquired, and a return instruction key to the transaction is displayed based on the non-
display time.

4,

53 An automated teller machine equipped with a display section for displaying guidance
necessary for customer transactions, an operation input section for inputting customer
instructions, and a control section for controlling these sections, and information management
for managing message screen information an automated trading system comprising:

57 The information management device

58 a search means for searching the display time set for the message screen information to be
sent to the automated teller machine;

60 comparison means for comparing the retrieved display time with pre-stored display time
threshold information;

62 transmitting means for transmitting the message screen information and the information
based on the result of the comparison to the automated teller machine;

64 The automated teller machine comprises receiving means for receiving the message screen
information transmitted from the information management device and the information based
on the result of the comparison,

67 The automatic transaction system, wherein the control unit, when displaying the message
screen on the display unit, controls display/non-display of a return-to-transaction instruction
key based on information based on the result of the comparison.

5.

73 An automated teller machine equipped with a display section for displaying guidance
necessary for customer transactions, an operation input section for inputting customer
instructions, and a control section for controlling these sections, and information management
for managing message screen information an automated trading system comprising:

77 The information management device

78 A retrieval means for retrieving non-display time information of a return-to-transaction key set

for message screen information to be transmitted to an automated teller machine, and a non-
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display time of said message screen information and the searched return-to-transaction key
and transmission means for transmitting information to the automatic transaction machine,
and the automatic transaction machine receives the message screen information and the non-
display time information of the return-to-transaction instruction key transmitted from the
information management device. and the control unit displays the message screen on the
display unit, and controls to display the return-to-transaction instruction key after the non-
display time of the return-to-transaction instruction key has elapsed. automated trading
system.

6.

91 An automated teller machine equipped with a display section for displaying guidance
necessary for customer transactions, an operation input section for inputting customer
instructions, and a control section for controlling these sections, and information management
for managing message screen information an automated trading system comprising:

95 The information management device

96 a retrieval means for retrieving non-display time information of a return-to-transaction
instruction key set in advance for a transaction type currently being performed in an
automated teller machine;

99 a transmission means for transmitting the message screen information and the non-display
time information of the searched return instruction key to the transaction machine,

101 The automated teller machine comprises receiving means for receiving the message screen
information and non-display time information of the return-to-trade instruction key
transmitted from the information management device,

104 The automatic transaction system, wherein the control unit displays the message screen on
the display unit and displays the return-to-transaction instruction key after a non-display
time of the return-to-transaction instruction key has elapsed.

1.

110 An automatic transaction system according to claim 5, wherein said message screen
information incorporates non-display time information and control information of said
return-to-transaction instruction key.
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Application No. Applicant(s)

17/443,802 Patel, Paresh K.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
AURANGZEB HASSAN 2184 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 7/27/21.
03 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)(] This action is FINAL. 2b) ¥ This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)[0) Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parre Quayte, 1935 C.D. 11,453 O.G. 213.

Disposition of Claims*
5) Claim(s)  1-20 is/are pending in the application.
5a) Of the above claim(s) _____is/are withdrawn from consideration.
) O Claim(s) ____is/are allowed.
) Claim(s) 1,6-9,14-17 and 20 is/are rejected.
) Claim(s) 2-5,10-13 and 18-19 is/are objected to.
) )

9) ([ Claim(s are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
Application Papers
10)(7J The specification is objected to by the Examiner.

11) The drawing(s) filed on 7/27/21 is/are: a)¥ accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)[(] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d All b)(J Some** ¢)(J None of the:
1.0 Certified copies of the priority documents have been received.
2.(J Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

6

~J

(2]

Attachment(s)
1) Notice of References Cited (PTO-892) 3) Interview Summary (PTO-413)

) ) Paper No(s)/Mail Date 12/12/22.
2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) [ Other:

Paper No(s)/Mail Date 8/17/2022,
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Application/Control Number: 17/443,802 Page 2
Art Unit: 2184

DETAILED ACTION
Notice of Pre-AlA or AIA Status
1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

Double Patenting
2. A rejection based on double patenting of the “same invention” type finds its
support in the language of 35 U.S.C. 101 which states that “whoever invents or
discovers any new and useful process... may obtain a patent therefor...” (Emphasis
added). Thus, the term “same invention,” in this context, means an invention drawn to
identical subject matter. See Miller v. Eagle Mfg. Co., 151 U.S. 186 (1894); In re Vogel,
422 F.2d 438, 164 USPQ 619 (CCPA 1970); In re Ockert, 245 F.2d 467, 114 USPQ 330
(CCPA 1957).

A statutory type (35 U.S.C. 101) double patenting rejection can be overcome by
canceling or amending the claims that are directed to the same invention so they are no
longer coextensive in scope. The filing of a terminal disclaimer cannot overcome a
double patenting rejection based upon 35 U.S.C. 101.

Claim 4 is rejected under 35 U.S.C. 101 as claiming the same invention as that
of claim 1 of prior U.S. Patent No. 11,074,580. This is a statutory double patenting
rejection.

Claim 12 is rejected under 35 U.S.C. 101 as claiming the same invention as that
of claim 7 of prior U.S. Patent No. 11,074,580. This is a statutory double patenting

rejection.
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Application/Control Number: 17/443,802 Page 3
Art Unit: 2184

3. The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory double
patenting rejection is appropriate where the conflicting claims are not identical, but at
least one examined application claim is not patentably distinct from the reference
claim(s) because the examined application claim is either anticipated by, or would have
been obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46
USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed.
Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,
686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on nonstatutory
double patenting provided the reference application or patent either is shown to be
commonly owned with the examined application, or claims an invention made as a
result of activities undertaken within the scope of a joint research agreement. See
MPEP § 717.02 for applications subject to examination under the first inventor to file
provisions of the AIA as explained in MPEP § 2159. See MPEP § 2146 et seq. for
applications not subject to examination under the first inventor to file provisions of the
AlA. A terminal disclaimer must be signed in compliance with 37 CFR 1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be

used. Please visit www.uspto.gov/patent/patents-forms. The filing date of the application
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Application/Control Number: 17/443,802 Page 4
Art Unit: 2184

in which the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26,
PTO/AIA/25, or PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may
be filled out completely online using web-screens. An eTerminal Disclaimer that meets
all requirements is auto-processed and approved immediately upon submission. For
more information about eTerminal Disclaimers, refer to
www.uspto.gov/patents/process/file/efs/guidance/eTD-info-1.jsp.

Claim 1 is rejected on the ground of nonstatutory double patenting as being
unpatentable over claim 1 of U.S. Patent No. 11,074,580. Although the claims at issue
are not identical, they are not patentably distinct from each other because the patented
claim contain all of the elements seen in the instant application and has additional
details of receiving a first command at the slave interface, sending an acknowledgement
and relaying the command. Broadening of claims in a child application dictates
obviousness.

Claim 9 is rejected on the ground of nonstatutory double patenting as being
unpatentable over claim 7 of U.S. Patent No. 11,074,580. Although the claims at issue
are not identical, they are not patentably distinct from each other because the patented
claim contain all of the elements seen in the instant application and has additional
details of receiving a first command at the slave interface, sending an acknowledgement
and relaying the command. Broadening of claims in a child application dictates
obviousness.

Claim 17 is rejected on the ground of nonstatutory double patenting as being
unpatentable over claim 13 of U.S. Patent No. 11,074,580. Although the claims at issue

are not identical, they are not patentably distinct from each other because the patented
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claim contain all of the elements seen in the instant application and has additional
details of receiving a first command at the slave interface, sending an acknowledgement
and relaying the command. Broadening of claims in a child application dictates

obviousness.

Instant Application 11074580
Claim 1 Claim 1 teachings of slave interface
coupled via MDB

Host interface

Wireless transceiver

Processor handling electronic device
interaction with machine controller,
peripheral device, mobile device;
Validating a peripheral device request

and send associated commands therein

Claim 9 Claim 7 teachings of slave interface
coupled via MDB

Host interface

Wireless transceiver

Processor handling electronic device
interaction with machine controller,

peripheral device, mobile device;
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Validating a peripheral device request

and send associated commands therein

Claim 17 Claim 13 teachings of slave interface
coupled via MDB

Host interface

Wireless transceiver

Processor handling electronic device
interaction with machine controller,
peripheral device, mobile device;
Validating a peripheral device request

and send associated commands therein

Claim Objections
4. Claim 9 is objected to because of the following informalities: line 7 should be
corrected to disclose what MDB represents. Appropriate correction is required which
should be written as “a multi-drop bus (MDB)”.
Claim 17 is objected to because of the following informalities: line 7 should be
corrected to disclose what MDB represents. Appropriate correction is required which

should be written as “a multi-drop bus (MDB)”.
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Claim Rejections - 35 USC § 103
5. In the event the determination of the status of the application as subject to AlA 35
U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any
correction of the statutory basis for the rejection will not be considered a new ground of
rejection if the prior art relied upon, and the rationale supporting the rejection, would be
the same under either status.
The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having
ordinary skill in the art to which the claimed invention pertains. Patentability shall not be
negated by the manner in which the invention was made.

6. Claims 1,6 -9, 14 — 17, and 20 are rejected under 35 U.S.C. 103 as being
unpatentable over Ran (US Publication Number 20130332293} in view of Kolls (US

Publication Number 2014/0143074).

7. As per claims 1, 9, and 17, Ran teaches an electronic device, method and
medium for retrofitting a machine to provide external access to one or more electronic
peripheral devices of the machine, the electronic device {212, figure 3} comprising: a
slave interface {414, figura 4} configured to couple the electronic device to a machine
controller {314, figgurs 4} of the machine via a multi-drop bus (MDB); a host interface
(412, figure 4, handies the communication mechanism between the connected
atements} configured to couple the electronic device to a first peripheral device

foaripheral device, 318, paragraph 44} of the one or more electronic peripheral devices
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of the machine, wherein the first peripheral device is configured to communicate and is
decoupled from the MDB of the machine {peripheral can handie viriual tokens where not
necassarily connected io the machineg, paragraph 44 — 45); a wireless transceiver; one
or more processors {414, figure 4}; and non-transitory memory {424, figura 43 storing
one or more programs to be executed by the one or more processors {3383, figurs 43,
the one or more programs comprising instructions for: registering the electronic device
as a slave to the machine controller {paragraph 44, registering the possible obiects the
aslectronic device can handle); registering the first peripheral device as a slave to the
electronic device {paragraph 44, parpheral device connectivity is handied by the driver,
wherein regisisring is seen and initialing conneclivity); receiving, from a mobile device
via the wireless transceiver (wireless communication with a wireless receiver requires a
transceiver on the sending side, paragraphs 26 and 27), a request to access signals
generated by the first peripheral device {ioken managament received by UPOE gervice,
paragraph 44); validating the request (paragraph 40), wherein validation of the request
indicates that the mobile device is authorized, by a remote server, to access the signals
generated by the first peripheral device (validating the authorization of a connected
device with respect to the server); and sending a first reset command to the first
peripheral device via the host interface (resetting the token upon completion event, 120,
figure 1), wherein the first reset command includes a directive to update a signal
destination address (step 110, figure 1) of the first peripheral device from a controller
address (114, figure 1) of the machine controller to a device address of the electronic
device (initialization and handling of addressing of interfaced devices to gain access to

the pos system, paragraphs 22 — 25).
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Han does not explicitly disclose the MDEB functionalily with explicitly
characterizing and registering a device as g slave.

However, Kolls teaches coupling the slectronic device 1o the maching controller
via a muiti-drop bus (MDB)Y, wherein the first peripheral device is conligured io
communicale via MDEB protocol and is decoupled from the MDEB of the maching;
regisiering the slectronic device 33 a slave o the machine controller; regigtering the first
peripheral device as a slave 1o the elecironic device (slaves characterized with MDB
functionality, paragraph 168).

Han and Kolls are analogous art because they are from the same fisld of
gndeavor of sale-based systems.

it would have been obvious (o one of ordinary skill in the art belorg the effective
filing dale of the claimed invention, having the teachings of Han and Kolls before him, 1o
maodify the characienzation of Ran with that of Kolls ag it would further aliow for
enhance connectivily and identification. The molivation for doing so would have been o
egnhance efficiancy in the system (paragraphs 14 - 18} Therefora, it would have been
cbvious 1o combing Kolls with Ran o oblain the invention as specified in the instant

olatms,

8. Ran modified by the teachings of Kollz 33 seen in claim 1 above, as per claim 6,
14, and 20, Ran teaches a device, method, medium, wherein the instructions for
registering the electronic device as a slave to the machine controller comprise

instructions for: identifying the electronic device to the machine controller as the first
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peripheral device; and accepting registration of the electronic device as the first

peripheral device {token handling, paragraph 18, 22 — 24).

9. Han modifiad by the teachings of Kolls as seen in claim 1 above, as perclaim 7
and 15, Kolls teaches a device and meathod, wherein the first peripheral device is a coin
acceptor (506, figure 5), a bill acceptor (506, figure 5), or a payment card reader (526,
figure 5), and the first signal is a payment received signal (to 502, figure 5,payment

management).

16, Ran modified by the isachings of Kolis as seen in claim 1 above, 33 perclaim 8
and 16, Kolls teaches g device and method, wherein the machine is a vending machine,
a parking meter, a toll booth, a laundromat washer or dryer, an arcade game, a kiosk, a
photo booth, a toll booth, or a transit ticket dispensing machine (different machine

functionality seen in paragraph 87).

Allowable Subject Matter
11.  Claims 2-5,10-13, 18 and 19 are objected to as being dependent upon a
rejected base claim, but would be allowable if rewritten in independent form including all

of the limitations of the base claim and any intervening claims.
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Conclusion

12.  The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure. Wang/Bell/Fu/Biship/Villa have teachings of mobile device
payment handling and authentication with respect to a pos system.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to AURANGZEB HASSAN whose telephone number is
(671)272-8625. The examiner can normally be reached 7 AM to 3 PM.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Henry Tsai can be reached on 571-272-4176. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is
available to registered users. To file and manage patent submissions in Patent Center,
visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-
center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For
additional questions, contact the Electronic Business Center (EBC) at 866-217-9197
(toll-free). If you would like assistance from a USPTO Customer Service
Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

AH

/HENRY TSAl/
Supervisory Patent Examiner, Art Unit 2184
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AURANGZEB HASSAN Examiner Telephonic
Benjamin Pezzner Attorney

Date of Interview: 12 December 2022

Issues Discussed:

Other

Examiner and Applicant briefly discussed the PTAB proceedings with respect to the parent of the instant
application US Patent No. 11,074580 (attached) , different art cited along with relevance, and the most
recent decision by the Board to deny the petition request on 12/6/2022. Examiner noted that the decision
with respect to the parent case would be considered in any claims of the instant application having the
same elements therein.

Attachment

/AURANGZEB HASSAN/
Examiner, Art Unit 2184

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions:It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.
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24341 7590 06/28/2023
Morgan, Lewis & Bockius LLP (PA) HASSAN, AURANGZEB
1400 Page Mill Road
Palo Alto, CA 94304-1124 | ARTONIT PAPERNUMBER |
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DATE MAILED: 06/28/2023
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
17/443,802 07/27/2021 Paresh K. Patel 104402-5053-US 7874

TITLE OF INVENTION: DEVICE AND METHOD FOR PROVIDING EXTERNAL ACCESS TO MULTI-DROP BUS PERIPHERAL DEVICES

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $480 $0.00 $0.00 $480 09/28/2023

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

24341 . 7590 . 06/28/2023 Certificate of Mailing or Transmission

Morgan, Lewis & Bockius LLP (PA) I hereby certify that this Fee(s) Transmittal is being deposited with the United
; States Postal Service with sufficient postage for first class mail in an envelope
1400 Page Mill Road addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Palo Alto, CA 94304-1124 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
(Typed or printed name)
(Signature)|
(Date)|
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

17/443,802 07/27/2021 Paresh K. Patel 104402-5053-US 7874
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| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $480 $0.00 $0.00 $480 09/28/2023
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
HASSAN, AURANGZEB 2184 705-071000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
AIA/A7 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [Missue Fee [IPublication Fee (if required)
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via Patent Center or EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue

4 Applicant certifying micro entity status. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken

[ Applicant asserting small entity status. See 37 CFR 1.27 to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

M| Applicant changing to regular undiscounted fee status. entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/443,802 07/27/2021 Paresh K. Patel 104402-5053-US 7874
| EXAMINER |
24341 7590 06/28/2023
Morgan, Lewis & Bockius LLP (PA) HASSAN, AURANGZEB
1400 Page Mill Road
Palo Alto, CA 94304-1124 | ART UNIT PAPERNUMBER |
2184

DATE MAILED: 06/28/2023

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
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DETAILED ACTION
Notice of Pre-AlIA or AIA Status
The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AIA.

Allowable Subject Matter

Claims 1 —3,5- 11, and 13 — 20 are allowed.

The following is an examiner's statement of reasons for allowance: Applicant’s
submission on 5/31/23 of arguments and terminal disclaimer have been fully considered
to be persuasive therein the claim limitations are in allowable format.

The prior art fails to teach or suggest alone or in combination the limitations of
the claims as a whole including a slave interface coupled to a machine controller of a
machine’s MDB further coupled to a host. Further including registering the device as a
slave to the machine controller, registering a first peripheral as a slave to the device and
receiving/validating a request from a mobile device to access the first peripheral where
the configuration of slaves and master are handled to interface request handling therein.
Prior art is further silent on modification to combine such features and functionality and
is therefore deemed allowable.

Any comments considered necessary by applicant mustbe submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”
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Conclusion
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examiner should be directed to AURANGZEB HASSAN whose telephone number is
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Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request

(AIR) at http://www.uspto.gov/interviewpractice.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Henry Tsai can be reached on 571-272-4176. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
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ABSTRACT

Online labor markets, such as Amazon’s Mechanical
Turk, have been used to crowdsource simple, short tasks
like image labeling and transcription. However, expert
knowledge is often lacking in such markets, making it
impossible to complete certain classes of tasks. In
this work we introduce an alternative mechanism for
crowdsourcing tasks that require specialized knowledge or
skill: communitysourcing — the use of physical kiosks to
elicit work from specific populations. We investigate the
potential of communitysourcing by designing, implementing
and evaluating Umati: the communitysourcing vending
machine. Umati allows users to earn credits by performing
tasks using a touchscreen attached to the machine. Physical
rewards (in this case, snacks) are dispensed through
traditional vending mechanics. = We evaluated whether
communitysourcing can accomplish expert work by using
Umati to grade Computer Science exams. We placed Umati
in a university Computer Science building, targeting students
with grading tasks for snacks. Over one week, 328 unique
users (302 of whom were students) completed 7771 tasks
(7240 by students). 80% of users had never participated in
a crowdsourcing market before. We found that Umati was
able to grade exams with 2% higher accuracy (at the same
price) or at 33% lower cost (at equivalent accuracy) than
traditional single-expert grading. Mechanical Turk workers
had no success grading the same exams. These results
indicate that communitysourcing can successfully elicit high-
quality expert work from specific communities.
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Figure 1. With Umati, the communitysourcing vending machine, users
complete tasks on a touchscreen and receive non-monetary rewards.

INTRODUCTION

Crowdsourcing, the division and assignment of tasks to
large, distributed groups of online users, has the potential
to create new jobs, improve the efficiency of labor markets,
and enable a wide variety of new applications. Researchers
have demonstrated compelling new systems enabled by
crowdsourcing, including applications that assist the blind
with visual tasks [8] and that help writers to copy-edit
prose [7]. Many crowdsourcing efforts leverage microtask
markets, which provide platforms for posting and finding
short tasks — frequently seconds to minutes long. One of
the best-known markets, Amazon Mechanical Turk (MTurk),
attracts thousands of employers [15] and has had hundreds of
thousands of worker accounts [30].

One limitation of microtask markets is the difficulty of
accessing groups with domain-specific skills or knowledge.
The short work durations and small rewards attract specific
user demographics [30], limiting the variety of knowledge
and expertise available. In contrast, vertical online com-
munities (such as graphic design site 99Designs [1] and Q&A
site Stack Overflow [25]) successfully gather experts, but they
must either focus on building and maintaining a community
of volunteers [25], or on enticing experts with high rewards
for complex tasks. These hurdles limit the potential for
crowdsourcing of expert work.

To enable crowdsourcing of expert work for short duration
tasks, we introduce the concept of communitysourcing.
Communitysourcing deploys tasks on physical kiosks in
specific locations that attract the right “crowds” (while
repelling the wrong ones), and in contexts where people have
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Figure 2. In our study, Umati was deployed in a public hallway. Students
and other building occupants graded CS exam questions on Umati.

idle time (“cognitive surplus” [31]). Communitysourcing
leverages the specific knowledge and skills of the targeted
community; in return, it provides context- and community-
specific rewards that users value more than money.

To explore the potential of communitysourcing, we asked the
following research questions:

e Can communitysourcing successfully enlist new user
groups in crowd work?

e Can communitysourcing outperform existing crowd-
sourcing methods for expert, domain-specific tasks?

e How does communitysourcing compare to traditional
forms of labor, in terms of quality and cost?

We explored these questions by designing, implementing and
evaluating a specific communitysourcing instance: Umati:
the communitysourcing vending machine (see Figure 1). We
built Umati by modifying a commercial vending machine. On
Umati, instead of inserting money, users select and perform
tasks on a high-resolution touch screen. Earned credits can be
used to choose and buy items — an internal computer controls
the motors that operate each of the vending arms.

We tested Umati with a Computer Science exam grading
task. Grading exams is a time consuming, high-volume
job that requires significant domain expertise for consistent,
correct scoring of open-ended questions. Grading can also
be partitioned into many small tasks. We placed Umati in
the primary hallway in our Science building and filled it with
snacks (see Figure 2). Exams covered introductory Computer
Science topics in programming languages, algorithms, and
data structures. Umati successfully targeted a specific pop-
ulation (81% of users were trained in Computer Science or
Electrical Engineering) and achieved significant throughput:
328 participants graded 7771 exam answers in one week, for
approximately $200 of snacks. Umati attracted new workers:
80% of participants had never participated in crowdsourcing
before. We compared communitysourced grades against
grades from a set of ten experts. Umati was able to exceed
the accuracy of traditional single-expert grading (80.3% to
78.3% at the same price) or, alternatively, lower cost by 33%
(at the same accuracy). For comparison, we also recruited
graders on Mechanical Turk; these workers could not grade

Task seconds

hours days —— months
Duration .o 3} Ondine Paid Microtasks
{e.g., Mechanicai Turk)
Task 1 10 100-——1000-——10000 )
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Worker iow high (this paper)
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Figure 3. Communitysourcing occupies a unique position in the design
space of crowdsourced work: it enables short, high-volume tasks that
require high levels of expertise.

accurately (< 25% agreement with our experts). Our results
suggest that communitysourcing can exceed traditional expert
performance in domains where online crowdsourcing fails.

In this paper, we begin with a discussion of related work
and describe the design space of communitysourcing. We
motivate the choice of an exam grading task, then describe
the implementation of Umati. We follow with a detailed
evaluation of the system and conclude with a summary of our
results and pointers to future work.

RELATED WORK

Communitysourcing touches on prior work in crowdsourcing,
location-based computing, and kiosk systems. Our experi-
mental task also relates to prior efforts in peer grading. We
discuss each area in turn.

Crowdsourcing

Crowdsourcing and human computation are active areas
of research inquiry; recent surveys describe a range of
approaches [21, 28]. Projects have investigated incentives
and game mechanics to motivate workers [35], new
applications enabled by crowdsourcing [7, 8, 36], tools to
develop crowdsourcing applications [22], and algorithms
to coordinate crowd work [5, 6, 20]. Researchers have
also contributed methodologies for conducting experiments
using online labor [13, 19]. Much recent work focuses on
increasing the complexity of work products created by a pool
of unskilled workers through redundant microtasks. While
communitysourcing also targets tasks of short duration,
it recruits domain experts through appropriate choice of
location and incentive (see Figure 3).

The dominant strategy to elicit expert responses or expert
work online has been to build narrow, domain-specific
communities. Topical communities of unpaid volunteers
can provide high-quality answers to technical questions.
However, creating successful online communities is an
uncertain, labor-intensive proposition that requires leadership
and constant monitoring [25]. Some online platforms succeed
in eliciting paid expert work through competitions, e.g.,
InnoCentive for pharmaceutical research [2]; 99Designs
for graphic design [1]; or TopCoder for programming [4].
Competitions are not appropriate for high-volume work
because they strive to find the single best solution among
the submissions. Communitysourcing can provide higher
throughput by engaging many experts in short tasks.
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Location-based Computing and Kiosks

Researchers have investigated the role of physical location
in crowdsourcing. In participatory sensing [12], people col-
lect and report data about their environment. For example,
Creek Watch [18] uses GPS coordinates to crowdsource local
watershed measurements. Multiple mobile start-up com-
panies are delivering questions and tasks to members in a
given location [11, 23]. In these systems, users first have
to sign up for the service and agree to have their location
tracked. Communitysourcing attracts people who already
frequent a particular locale through a kiosk interface.

Computer-based kiosks have long been used for self-service
ticketing, banking, and location-specific information, e.g., in
museums [17]. Kiosks have also been deployed in rural areas
and developing countries for Internet access, for unsupervised
education [27, 32], and to aid communities in reconciliation
after civil unrest [33]. Research has focused on security
of such public systems [9] and on facilitating information
transfer between kiosks and other computing devices [14, 16].
To our knowledge, Umati is the first kiosk that elicits work
and rewards workers with physical items.

Education and Grading

Grading open-ended exams is an intrinsically subjective
process. One common mechanism for consistently and
efficiently grading open-ended questions is peer assessment.
Students grading other students can lead to positive impacts
on learning and attitude [24, 34]. Peer assessment is usually
restricted to students within a particular course, and is
prescribed by course staff. In Computer Science, prior work
has investigated web-based peer review of assignments [10].
Averages of redundant peer scores are strongly correlated
with teachers’ scores [29]. Umati generalizes peer assessment
beyond course boundaries: it enlists volunteers and provides
physical rewards to incentivize participation.

DESIGN CONSIDERATIONS FOR COMMUNITYSOURCING
Successful communitysourcing depends on careful selection
of tasks, locations, and incentives. This section discusses
important design considerations for each category.

Task Selection

Communitysourcing is best suited for short-duration, high-
volume tasks that require specialized knowledge or skills
which are specific to a community, but widely available
within that community. Simple tasks without expertise
requirements (e.g., address verification or text transcription)
are a better fit for generic crowdsourcing platforms like
Mechanical Turk. Low-volume, long-duration expert jobs
(like graphic design or programming) are better served by
vertical online markets.

Some representative tasks well-suited for a community-
sourcing approach include grading exams in academia,
bug and tech support triage in technology companies, fact
checking for journalism, and community-specific market
research in bars or specialty shops. Short task durations
enable users to work on a kiosk without ergonomic issues,
and enable many user to participate. Public kiosks can

potentially attract a large number of users, supporting, as well
as requiring, a high task volume.

Location Selection

A communitysourcing system must target those locations
where the required skills are prevalent. The locations
must also repel those without the required knowledge. For
instance, placing a kiosk in a bar could potentially target
young men with market research tasks — but the kiosk would
also be accessible by young women. A better location to
exclusively target men would be their restroom at the bar.

The targeted community must also have some ‘“cognitive
surplus” [31] available for doing work. Practically, this means
placing the kiosk in an area where people have spare time,
e.g., in lounges, government office waiting rooms, or airports.

Reward Selection

Rewards must be interesting and valuable to the targeted
community in the given location. For instance, airport
travelers may value Wifi Internet access. In contrast, Wifi
access has lower utility on a college campus, where free
Internet is readily available. While cash is an obvious re-
ward (consider an ATM-like kiosk), it has been shown that
individuals can value items more than money in specific
contexts and locations [26].

COMMUNITYSOURCING IN ACTION

For our deployment, we chose exam grading as an
experimental task, a university department as the location,
and snacks as rewards. This section briefly justifies these
design choices in light of the earlier design guidelines for
communitysourcing.

Task: Grading exams is a painful, high-volume task for
teaching staff. An individual student answer can be graded
quickly, but large courses with hundreds of students generate
thousands of answers. While people outside an academic
discipline are unlikely to possess the requisite knowledge
to grade open-ended problems, redundant peer grades are
strongly correlated with expert scores [29], suggesting that
students can grade each others’ assignments and exams.

Location: College campuses commonly assign buildings
to disciplines (departments). These buildings rarely attract
visitors outside the discipline. Our Computer Science (CS)
building supports mainly CS classes, along with a few
unrelated events. We placed our kiosk in front of the major
lecture hall in the CS building, an area where students often
wait for class to begin, maximizing the cognitive surplus.

Reward: Food is the most common reward given to
entice students to participate in campus events. Companies
commonly provide pizza to bring students to recruitment
events; teachers bring candy to class sections to entice
participation. We decided to use snacks as our reward. This
choice also impacted the physical design of our kiosk. The
most common system for distributing snacks is the ubiquitous
vending machine; it is familiar and clearly communicates the
nature of the rewards being distributed.
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Figure 4. Umati uses an internal laptop to control a touchscreen, USB
card reader, and the vending motors. Users complete tasks on the
touchscreen for rewards from the machine.

These design decisions guided our implementation of Umati:
the communitysourcing vending machine, as described in the
next section.

UMATI: SYSTEM IMPLEMENTATION

The Umati system comprises custom vending hardware; a
generic software platform for work tasks; and specific task
user interfaces. We describe each in turn.

Hardware: Hacking a Vending Machine

Umati is a modified commercial vending machine (specifi-
cally, a 1986 Snackshop 4600, Figure 1). We removed all
legacy vending equipment (the bill exchanger, coin reader,
keypad interface, analog motor-control circuit boards),
leaving just the vending shelves and dispensing mechanism.
We installed a touchscreen and keycard reader on the front of
the machine, which provide the primary user interface (see
Figure 4). Users must first swipe their magnetic strip ID card
(given to all students, faculty, and staff on campus); card IDs
enable Umati to distinguish users, though our prototype does
not link card IDs to users’ names. Users complete tasks on
the touch screen interface which is connected to an internally
mounted laptop.

Rewards are dispensed through programmatic control of the
vending mechanisms. The shelves use metal spirals driven
by DC motors. The motor leads form a row-column matrix:
when a particular row lead is powered and a column lead
grounded, the motor at the intersection of row and column
spins, dispensing an item. We attached the row-column end
points to relays controlled by an Arduino microcontroller, and
programmed the microcontroller to respond to vend requests
from the laptop over a serial link. Motors spin uniformly
enough to vend items with open-loop control, powering
motors for a fixed amount of time.

What is the highest level of
leducation you have completed?

Scan your card to start
i ks!f

Please eriter el fabel for tmage:
sid

Preyious Entries:

Figure 5. Umati’s Ul, clockwise from top left: introductory attract
screen, task selection, survey task, grading task, image labeling task,
and vending interface.

Software: Maximizing a Small Touch Screen

We developed the Umati software using Python and the
PyQt4 UI toolkit. Umati’s architecture was designed as a
generic task platform: each task and its user interface are
written as plug-ins to a work management system. As a result,
Umati supports many task types besides exam grading.

When the machine is idle, it displays an attract screen: a
looping video demonstrating how to log in by swiping an
ID card (see Figure 5). After swiping, users are presented
with the Task Selection screen, allowing them to choose their
task. If there is just one available task, the selection screen is
bypassed and users are immediately presented with that task.
The user’s earned credits are shown in the top left, and stored
across work sessions. When a user wishes to cash in their
credits, they switch to the Vending interface which provides a
software keypad to select the tray of the desired item.

Tasks

We have implemented a variety of tasks for Umati: math
tests, CS GRE questions, surveys, exam grading, and image
labeling. Some of these task interfaces are shown in Figure 5.
For our evaluation, we tested just two: surveys and grading.

Surveys: The survey task constructs an interface from
an external XML file that defines questions and multiple
choice answer sets. For our deployment, Umati had a
basic demographic survey which collected age, department,
educational status, and prior exposure to crowdsourcing.
Every user was required to complete this survey before
starting another task on Umati.
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Figure 6. The Umati grading interface shows a question, an answer key,
and an image of a student response. Workers assign points with a slider.

Grading: The grading interface presents three panels of
information simultaneously to the participant: the question,
the instructor’s answer key, and a student answer (see
Figure 6). Each panel can be opened and closed using toggle
buttons on the top row, to maximize the limited screen space.
Each panel also allows panning by dragging and zooming by
double-tapping. Grades are gathered on a numeric scale: the
user enters the grade using a slider widget. Upon submission,
Umati presents another student answer to the same question,
if one is available. This allows a user to memorize the
question and answer key, accelerating their grading of student
answers. It also supports grading privacy, as graders cannot
easily grade all of a specific student’s answers. Users cannot
grade the same exam answer twice.

Spam Detection: Incorrect or low-quality responses
(“spam”) are common for crowdsourcing; workers often
complete tasks quickly and with little thought in order to
maximize their earnings. To account for this tendency,
Umati implements a simple spam detection system. Each
task definition includes “gold standard” tasks, comprised
of a task with a known correct response. If a user fails
two of these tasks, that user is logged out and their 1D
is blacklisted from future use. Inserting such checks is
a well-established technique for improving the quality of
crowdsourced work [19].

EVALUATION
Our evaluation sought to answer three primary research
questions about communitysourcing: Can it enlist new

user groups in crowd work? Can it outperform existing
crowdsourcing methods? And can it match more traditional
approaches, in terms of cost and accuracy?

Study Design

We created a set of Computer Science exams with answers.
Three groups of participants graded the exams: users of
our vending machine (Umatiers), Mechanical Turk workers
(Turkers), and a group of former or potential Computer
Science teaching assistants (Experts).

Exam Corpus

We created a custom exam from prior mid-term questions
of our Computer Science department’s second-semester
undergraduate course, CS2. The exam was comprised of 13
questions covering basic complexity theory, object-oriented
programming, search algorithms, and bit operations. Eight
undergraduate students were recruited as test-takers. These
students had recently completed CS2 or were enrolled at the
time of the study. Students completed the exam on paper. For
our gold standard tasks, we added an exam completed using
the instructor’s grading rubric, giving us question/answer
pairs that are always correct. These answers were used for our
spam detection algorithm. 105 sample exam answers were
generated in total. Test-takers received either a 5 USD gift
card, or could make an equivalent charitable donation.

Common Grading Instructions

Graders in all conditions were asked to assign 0 to 4 points
for each question. The Instructor’s answer key was used
as the grading rubric. The rubric provided no instructions
for assigning partial credit. While all questions required
computer science knowledge to produce a correct answer,
they varied in the amount of knowledge required to assess
that answer. Some were simple, requiring only basic pattern
matching for identifying correct answers. Others were open-
ended, requiring a deeper understanding of the underlying
material. Assigning partial credit for incomplete answers
always required domain-specific knowledge.

For the exam we tested, five questions were simple, while
eight were open-ended. An example open-ended question and
grading rubric follows:

Q: Briefly explain the difference between a (Java) instance variable
and a (Java) class variable.

A: Each object has its own distinct copy of an instance variable. But
all the objects in a class share just one "copy’ of a class variable.

Paper exams had a defined answer box for each question. We
used Shreddr [3] to extract scanned answers from the exams.
These images of answers were shown in the grading interface
(Figure 6). Three sets of participants then graded the exams:
1) Umati users, 2) Mechanical Turk users, and 3) experts
recruited from a pool of qualified students. These conditions
are described in more detail below.

Grading on Umati

We deployed Umati outside the main Computer Science
lecture hall for one week. This lecture hall is primarily
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used for undergraduate courses, although graduate students,
staff, faculty and visitors also frequent this centrally located
ground-floor area. Users received no other introduction to the
system or tasks besides the looping video instructing them to
swipe their card.

The machine was loaded with $200 worth of candy. Users
earned one credit per graded answer, and five for completing
the survey. Most items were priced at 20 credits (with some
priced at 10 and 30). In a small pilot study, we found
that users completed roughly 20 tasks in five minutes. We
estimated that five minutes was the maximum amount of time
users would be willing to spend in front of a vending machine
at any one time. Candy was purchased from a local bulk
wholesale store at an average of 45 cents per item. At this
price, Umatiers were paid 2.25 cents per answer, in candy.

Grading on Mechanical Turk

Workers on Amazon’s Mechanical Turk (Turkers) graded the
same exam questions and answers, on a web interface that
was similar to the Umati touch screen interface; workers
saw the question, the answer key, and the student’s answer.
Each Human Intelligence Task (HIT) consisted of grading
all 9 answers to the same question (8 students and the
experimenter’s gold standard), paying 23 cents (2.6 cents /
answer). We posted 130 HITs on Turk, obtaining 10 sets of
grades for each student answer.

Turkers answered the same gold standard questions as Umati
users, and we applied a similar spam detection algorithm.
We present two sets of results: 1) all Turkers (regardless
of gold standard performance); and 2) the subset of Turkers
that passed the spam filter (failing at most one gold standard
question). As with Umati, any answers provided before a
second failed question are used in our analysis.

After a first set of workers completed our grading HITs,
we also attempted to recruit more knowledgeable Turkers
through a qualification test. Workers had to pass the test
before they could grade exam answers. The test comprised
five multiple choice questions on computational complexity
and Java. For example:

What is the Big-O run-time of the following algorithm?
function (argl, arg?2):

return argl+arg2
A: O(1) B: O(logn) C: O(n) D: O(nlogn) E: O(n?)

For these qualified Turkers we offered 25 cents per set of 9
grades (2.8 cents /answer).

Grading By Experts

Ten former or potential CS teaching assistants graded the
exam corpus on paper. These graders included: one graduate
instructor for CS§ 2, one high-scoring undergraduate (received
an A in CS 2), and eight CS PhD students. All had prior
teaching experience. Each participant was paid 25 USD in
Amazon credit to grade all 105 answers.

At our university, only graduate students are allowed to grade
exams. Graduate students earn over 38 dollars per hour, when

including basic tuition and fee remission. On average, experts
graded 115 answers per hour, for an effective rate of 34 cents
per answer. All of the expert graders passed the gold-standard
spam detection algorithm, as should be expected.

Measures

Grading is inherently subjective — even experts can disagree.
To enable meaningful comparisons between our different
conditions, we define dependent measures that compare
grade distributions and agreement with median expert scores.

Comparing Grade Distributions

For both crowdsourced grading methods, Umati and
Mechanical Turk, we compute a Chi Squared test
statistic across the 105 exam answers to determine if the
distribution of crowdsourced grades in either condition differs
significantly from the expert distribution.

Grade Agreement

To measure the grading accuracy of our approach, we use the
median of all expert graders (median expert grade) as the
“correct” grade for a student’s answer. We then compute
grade agreement as the percentage of exam answers for
which the median Umati and Turk grades match the median
expert grade.

The status quo is to use a single expert grader, not the median
of multiple graders. To investigate the relationship between
grading accuracy and the cost of recruiting additional graders,
we randomly sample (with replacement) subsets from each
distribution of graders (expert, Umati, and Turk). For
instance, we sample a single expert grader from the expert
distribution, and compare that to the median expert grade for
all exam answers. Similarly, we also sample subpopulations
(for instance, seven Turkers), take the median of their grade
distribution, and compare that to the (“correct”) median
expert grade for all exam answers. This is repeated 1000
times to compute the subgroup grade agreement (e.g.,
between seven Turkers and all ten experts).

Results
We report descriptive usage results, comparisons of the
experimental conditions, and qualitative observations.

Umati Users

328 participants graded 7771 exam answers on Umati in
one week. Figure 7 shows self-reported demographic data
from the survey. The users were primarily undergraduate
computer scientists. 80% of Umati users had never previously
participated in any online crowdsourcing activity (showing
that Umati engaged new users in crowdsourcing). Users who
successfully completed at least one task had a median usage
time of 4 minutes, completing an average of 16 tasks. The
most active user (or group, see below) worked continuously
for more than an hour, completing 85 tasks in a row. Several
users completed all 105 of the grading tasks. 61 users (19%)
were blacklisted by the system for failing gold standard tasks.
The high failure rate may be a consequence of the machine’s
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Figure 7. Descriptive statistics for one week of Umati use.

novelty: users may have explored the interface without
understanding the consequences of incorrect answers.

81% (268) of Umati users majored in Computer Science or
Electrical Engineering; both groups are required to take CS
2. Our system was able to effectively engage our target
population and complete a large number of tasks. This
demonstration of Umati’s ability to target crowdsourcing
work to hundreds of unique, expert users over the span of
just one week is a primary result of our work. We also note
that these numbers were achieved despite limited resources:
twice, our vending machine was emptied of snacks in less
than two days; we refilled once. Effectively, the machine ran
for four of the seven days.

Mechanical Turk Users

We gathered 1050 grades in three days using Mechanical
Turk. 46 unique Turkers graded exams, with 16 (35%)
failing the spam detection (incorrectly grading two or more
gold standard questions). While we offered higher wages
to workers who passed the CS qualification, no workers
successfully qualified during our experiment. We conclude
that a qualification exam is not an efficient mechanism
for attracting workers with computer science knowledge on
Mechanical Turk.

Comparing Grade Distributions
We computed the distribution of grades for each exam answer
from experts, Turkers and Umatiers. These distributions were
summed across all responses, and across all answer items,
to produce the statistic used to test the potential differences
between response distributions.

Chi Squared tests find a significant difference between the
expert and either Turker score distribution (Pryrrx < .001
and PrugrKky,spem < -001). We see no such significant
difference between the experts and Umati users (0.263 <
Pyararr < .997) I This suggests that the Umatiers, on
aggregate, grade similarly to experts; Turkers do not.

'The 105 survey items allowed for 5 score options, zero to four.
Each individual answer’s distribution then has 4 degrees of freedom
(knowing the probability mass in bins O through 3 fixes the amount
of mass in bin 4). From this, we know the number of degrees of
freedom for the overall Chi Squared test is at least 4x 105 = 420 and
at most 5 X 105 —1 = 524, depending on the amount of dependence
between the student answers. This provides us with bounds on the
p-values of each experiment.
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Figure 8. Agreement between conditions and the median of the 10 expert
graders. Umati users’ response distributions were much closer to the
experts than distributions of Mechanical Turk users.
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Figure 9. Comparing grade agreement between the the experts and our
test conditions. Umatiers and single experts often agreed with the pool
of experts. Turkers were consistently random.

Comparing Grades

Umati users agreed with the experts’ median grade 85% of
the time (Figure 8). In comparison, Turkers only agreed with
experts 19% of the time; this figure increases only slightly to
21% with spam filtering. 2

Figure 9 shows how different graders diverged from the
grades of all expert graders. Boxes along the diagonal show
agreement with experts. Individual experts and Umatiers
agree strongly with all experts on assigning full credit or
no credit. Single experts appear to have less variance than

*Random guesses have an expected agreement of 20% on a five-
point scale.
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Umatiers when assigning partial credit. We reserve a careful
study of systematic biases to future work. MTurk workers’
responses have no discernible pattern, leading to a generally
centered (2/4) median score.

Price-Accuracy Trade-off

We explore the effects of assigning varying numbers of
graders on accuracy by sampling subgroups from the
distribution of experts, Turkers, and Umatiers and calculating
median agreements for these groups to all experts.

Figure 10 plots agreement as greater numbers of respondents
are considered. Individual expert graders agreed with the
median of all experts 78.3% of the time. Ten Umatiers agreed
79% of the time, but cost 33% less (10 x 2.3 = 23 cents/grade
vs 34 cents/grade). Mechanical Turk users never approximate
the experts, regardless of their number. In fact, Turkers
are less likely to agree with the median expert grade as the
number of respondents increases.

If we keep cost constant, Umati is more accurate than a
single expert grader (see Figure 11). Thirty-four cents
can buy one expert answer, with an accuracy of 78.3%;
or fifteen Umatiers, who have an accuracy of 80.3%.
Because result quality is achieved through multiple graders
at lower individual pay, it is easy to increase or decrease the
accuracy by adjusting the number of redundant assignments.
Additional workers can also be dynamically assigned to more
difficult or controversial cases where initial ratings diverge,
while the number of assignments can be held low for answers
that are clearly correct or incorrect.

Qualitative Observations

Throughout the week-long deployment, we observed users
to obtain feedback on usability and user experience. At
times, student interest was higher than our single machine
could handle: queues formed in front of the machine.
We noticed that groups of students often used the system
together (see Figure 2). Some groups were formed ad-hoc,
by students waiting in line. Other groups approached the
machine together. Using Umati seemed to be a social event;
groups would argue about the specific merits of different
answers. Such additional discussion is an unexpected sec-
ondary benefit: academic departments will likely welcome
increased discussion of class material by their students.
Groups would also share the rewards, for instance splitting
a bag of candy amongst the participants.

However, groups could also negatively impact grading:
student groups seemed more inclined to attempt to defraud
the system. One group attempted to pry open the door.
Queues of waiting students potentially limit the throughput
of the machine, but are hard to avoid — physical interfaces
do not scale easily. A number of users complained that
they were unjustly blacklisted. Often this was because
they had forgotten to log out. A few users reported being
removed because they were exploring and were not aware
of the repercussions. Better instructions about safeguarding
mechanisms could address these problems.
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Figure 10. The accuracy of Umati users becomes comparable to a small
number of experts as more participants are involved. Here, we show the
point where Umati accuracy surpasses that of a single expert.
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Figure 11. Accuracy (compared with all experts), for experts and Umati.
One expert grader costs the university approximately 34 cents/task.

DISCUSSION

In this section we discuss some important limitations of
Umati and of our particular study design. We also discuss
possible alternative strategies for communitysourcing.

Privacy and Confidentiality for Grading

Publicly displaying student answers raises obvious privacy
and confidentiality concerns. For example, handwriting
might reveal the identity of a test taker. Students may not
want peers grading their exams (though peer grading already
exists in different forms at many schools). For the experiment
described in this paper, paid participants generated exam
answers; students’ course grades were not determined by
Umati workers. In the future, Umati can be used in situations
where students have consented to this form of grading at
the outset of a course. Alternatively, Umati can be used for
many forms of assessment with lower stakes, e.g., homework
grading or practice exams.

With the current design, students may also attempt to game
the system by providing high grades to their own (or their
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friend’s) answers. We limited this concern by forcing graders
to view all submissions to one question before moving on to
the next questions. Attackers thus must grade every answer
to every question in order to comprehensively cheat for just
one student. Umati also gathers the student’s ID, allowing
us to programmatically block them from grading exams for
classes they are enrolled in, or have not yet taken. To reduce
the risk of cheating and of inadvertent identification by peers,
test-takers and test-graders could also be geographically and
socially separated — for example, students on the East Coast
could grade assignments from students on the West Coast,
and vice versa.

Study Limitations
Our current study has several important limitations that
should be addressed in future work.

No Comparison to Expert Work Platforms

We compared the effectiveness of grading tasks on Umati
to Mechanical Turk. However, other crowdsourcing
technologies could potentially be useful for grading. For
instance, the computing experts on Stack Overflow [25]
should have the expertise required to assess introductory
exams. Similarly, we could hire a contractor on oDesk.

We are skeptical that these other engines are well suited
for short-duration, expert tasks like grading. An individual
expert (as on oDesk) is unlikely to be better or cheaper than
the student graders we compared against. Stack Overflow
workers provide the best answer to a question, disallowing
the high-volume of tasks needed for grading. However, we
have not yet tested whether these intuitions hold.

Short Deployment

A major limitation of our study is the short one-week duration
of the deployment. High initial usage led to task starvation:
we did not have enough sample tasks for graders. After one
week, each exam response had already gathered an average
of 68 grades.

While we know that the initial interest was high, we cannot
yet comment on sustained, steady-state usage of Umati. We
observed that more tasks were completed in the latter half
of our deployment, suggesting that user momentum was still
building. We are actively seeking new high-volume tasks for
future deployments.

Similarly, we cannot say how much of this initial interest
in Umati was due to the specific properties of our targeted
crowd. It may be that Computer Science students are more
excited about crowdsourcing than other groups. We hope to
resolve this by targeting different communities (with different
tasks) in the future.

Interface Affordances Limit Work Duration

We chose grading as an example communitysourcing task for
Umati in part because it could be achieved with minimal user
input. Umati’s design might preclude many other types of
work. This is primarily due to its limited input and output
affordances: a 7-inch vertical touch-screen is inefficient and

error-prone for many data-entry heavy tasks. Kiosks must
appear approachable to attract users and be robust to public
abuse. Overly complex interfaces can create challenges for
achieving these goals.

An alternative would be to divide work and reward interfaces:
experts could perform work on their own computers or
smart phones, e.g., through a web interface, and then come
to a nearby kiosk or vending machine to redeem their
rewards. In such a design, the kiosk would primarily enforce
locality and community membership. However, this design
would reduce the social visibility of the machine: in our
deployment, students were frequently attracted by watching
other students use Umati. In addition, communitysourcing
requires available cognitive surplus. There are few other
distractions in a public hallway; spare time may be more
difficult to find when competing with a myriad of ways to
spend time on the Internet. We reserve further study of these
questions for future work.

Applications of Communitysourcing to Other Problems
Our study demonstrated the value of communitysourcing for
one particular task domain and reward type. Grading is just
one example of a high-volume task that requires an expert
population; we could instead provide specialized surveys.
Snacks are just one of many possible rewards; students may
prefer video game currency to snacks. In the future, we plan
to develop alternative embodiments of communitysourcing,
and to develop a theory of how the combination of task,
location and reward affect work quality and quantity. For
example, future deployments could include: a bug triage
espresso machine in the lounge of a big technology company;
a jukebox with market research tasks at a bar; or a slot
machine in the airport with travel review tasks.

CONCLUSION

In this work we introduced the idea of communitysourcing
— the use of physical kiosks to crowdsource work from
targeted populations. Communitysourcing is achieved by: 1)
situating tasks in specific physical spaces that attract the right
“crowd” and where people have idle time and 2) providing
physical, context- and community-specific rewards that users
value more than money. These two key points invite new
expert workers to participate in short duration crowd work.

To explore the potential of communitysourcing, we designed,
implementing and evaluated a specific communitysourcing
interface for a particular expert task. Umati, the
communitysourced vending machine enabled users to earn
credit for purchasing snack items by performing grading
tasks on a touchscreen. We investigated whether Umati
can recruit new users: over one week, Umati successfully
targeted a student community, with 302 students (of 328 total)
grading 7240 (of 7771 total) exam answers. 80% of all the
users had never participated in crowdsourcing before. We
also investigated how task quality compared to both online
crowdsourcing and traditional, offline work.

We found that Umati was able to grade exams more
accurately (80.3% vs 78.3% at the same cost), or at lower
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cost (23c/answer vs 34c/answer at equivalent accuracy), than
traditional single-expert grading. Workers on Mechanical
Turk were unable to successfully grade the exams.

In the future, we would like to test Umati over a longer
period of time, to observe patterns of use and investigate the
long-term prospects of expert work on kiosks. We would
also like to consider alternate communitysourcing scenarios
with varying configuration of task, location and reward; for
example, one where users could complete tasks online using
their own computers, obtaining one-time keys that can be
redeemed for credit.
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Restarting or resetting iPhone

“Wrong Passcode” or“iPhone is disabled” appears
“This accessory is not supported by iPhone” appears
Can’t view emai] attachments

Backing up iPhone

Updating and rastoring iPhone software

Learning maore, service, and support

Using iPhone in an enterprise environment

Using iPhona with other carriers

Disposal and recycling information

Apple and the environment
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iPhone at a Glance

Sleap/\Wake
buiton

Status bar

iSight

microphone l
Ring/Silent samera

switch
Volume

buttons

A,

Rear
microphone

N

%

LED fiash

App icons
e SIM card tray
Multi-Touch
display Home button
Lighining

connector

Bottorn
microphone ——

Speaker

To find out which features are supported in your area, s2e wh

Note: Apps that send or receive data over a celluiar network may incur additional fees. Contact
your carrier for information about your iPhone service plan and fees.

N
Qe
MAAL

AW

The following accessories are included with iPhone:

Apple headset: Use the Apple EarPods with Rernote and Mic (iPhone 5) or the Apple Earphones
with Remote and Mic {iPhone 45 or earlier} to listan to music and videos, and make phone calls.
ton page 3L

fiPhone.
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Connecting cable: Use the Lightning to USR Cabile (iPhone 5) or the 30-pin to USB Cable
{iPhone 45 or earlier) to connect iPhone to your computer to sync and charge.

Apple USB power adapter: Use with the Lightning to USR Cable or 30-pin to USE Cable to
charge the iPhone battery.

SIM eject tool: Use to eject the SIM card tray. (Not inciuded in all areas.)

r..

When you're not usir

iPhone, you can lock it to turn off the display and save the battery.

Lock iPhone: Press the Sleep/Wake button.

When iPhone is locked, nothing happens if you touch the screen. iPhone can still receive calls,
text messages, and other updates. You can also:

« Listen to music

 Adjust the volurne

« Lise the headset to answer a call or listen to music

\\‘ﬁ ot a
Sieap/Wake
Bution

Unlock iPhone: Press the Sleep/Wake button or the Home button (T then drag the slider

Turn Phone offt Press and hold the Sleep/Wake button for a few seconds untii the red dlider
appears, then drag the slider.

Turn iPhone on: Press and hold the Sleep/Wake button until the Apple logo appears.
Opan Camera when iPhone is locked: Prass the Sleep/Wake button or the Home button (G then

drag S up

iPhone automatically locks if you don't touch the screen for a minute or so.

-

Adjust the auto-lock timing or turn it offt See Auto-Lock on page 136

Reguire a passcode to unlock Whone: See ¥ on page 136.

Chapter 1 8
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The Home button (D takes you to the Home screen, no matter what you're doing. It also provides
other convenient shortcuts.

Go to the Home screen: Press the Home button (O

Onthe Home sareen, tap an app to open it. See
page 17

Display recently used apps: With iPhone unlorked, double-ciick the Home button . The
muiltitasking bar appears at the bottorn of the screen, showing the most recently used apps.
Swipe the bar to the left to see more apps.

Display audio playback controls:

o When iPhone is focked: Double-click the Home button . See © - on page 58.
- When you're using another app: Double-click the Home button U, then swipe the multitasking
bar from left to right.
Use Sirt (iPhone 45 or fater) or Voice Ccz-mmi Press and hold the Home button {3, Ses
{ s on page 28,

Chapter 4, Sil, on page 36 and V

While you're on the phone or listening to songs, movies, or other media, the buttons on the side
of iPhone adjust the audio volume. Otherwise, the buttons control the volume for the ringey,
alerts, and other sound effects.

bt

Volurme,
up

Violume X
down —"<X
&

Lock the ringer and alerts volume: Go fo Settings > Sounds and turn off “Change with Buttons.”
Limit the volume for music and videos: Go to Settings > Music » Volume Limit.
Note: In some countries, iPhone may indicate when you're setting the volume ahove the

European Union hearing safety guidelines. To increase the volume beyond this level, you may
need to briefly release the volume control.

You can alse use sither volums button to take a picture or record a video, See

Chapter 12, (,@ 8, 0n page 4.
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Iri ring mode, iPhone plays all sounds. In silent mode, iFhone doesnt ring or play alerts and other
sound effects.

W Clock alarms, audio apps such as Music, and many garnes still play sounds through
the built-in speaker when iPhone is in silent mode. In some areas, the sound effects for Camera
and Voice Mernos are played ever if the Ring/Silent switch is set to silent.

For information about changing scund and vibrate settings, see Saunds on page 132
You can also use the Do Not Disturb setting to silence calis, alerts, and notifications

Sat iPhone to Do Not Disturb () Goto Settings and turn on Do Not Disturb. Do Not Disturb
keeps calls, alerts, and notifications from making any sounds or lighting up the screen when the
screen is fockad. Alarms still sound, however, and if the screen is unlocked, Do Not Tisturb has
no effect

o schedule quiet hours, allow certain people to call, or ana
to Settings > Notifications > Do Mot Disturb. See Do No

o ring through, go

ne on page 132

The icons in the status bar at the top of the screen give information about iPhone:

R

sl Cell signal® Shows whether you're in range of the cellular network and can make
and receive calls. The more bars, the stronger the signal. if theres no
signal, the bars are replaced with “No service)”

e Airplane mode Shows that airplane mode is on—you cannot use the phone, access
the Intermet, or use Bluetooth?® devices, Non-wireless festures are
available. See Al 2 on page 130

LTE {TE Shows that your carrier’s LTE network is available, and iPhone can
connect 1o the lntemet over that network. {iPhone 5. Not avaiiabie in
all areas.,} See

A3 UMTS Shows that your carrler’s 4G UMTS (GSM) network is available, and
iPhone can connect to the Internet over ti‘at network. {Phone 45 or
later. Not availabie in all areas.) See (el on page 135

;W UMTS/EV-DO Shows that your carrier’s 3G UMTS (GSM) or EV-DO (CDMA) natwork
is available, and iPhone can connect to the intermnet over that

network. See < T on page 135,

N EDGE Shows that your carrier’s ERGE (GSM) networik is available, and
lPhona can LOT‘-JECt 1o the Internet over that network, See

Chapter 1
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{Q GPRS/IXRTT Shows that your carrier’s GPRS (G5M) or IxRTT {CDMA) network s
available, and iPhone can connect to the Internet over that network.
far on page 135.

o Wi-Fi Shows that iPhone is connected to the Internet over a Wi-Fi network.
The more bars, the stronger the connection. Ses Wi-H on page 130,

C o Not Disturb Shows that “Do Not Disturb”is turned on. See ¢ . on page 139,

Personal Hotspot Shows that iPhone is conne
Personal Hotspat. See ¢

ted to another iPhone providing a
{Hatspo on page 132,

184 Syncing Shows that {Phone is 53

Network activity Shows network activity, Seme third-party apps may also use t
to show an active process.

mcing with ifunes.

e Call Forwarding

Shows that a song, audicbook, or podcast is playing. See
L on page 58.

@ LSes e . . oh page 90,
¥ Location Services Shows that an itern is using Location Services. See i

page 40,

Blustooth® s on and paired with a de
Gray icorn: Bluetooth is on and paired with a device, but the device i
out of range ov turned off.
No icon: Blustooth is not paired with & device.
See aoth an page 32.
R Bluetooth battery Shows the batiery fevel of a supported paired Bluetooth device,
Battery Shows battery level or charging status. Se 3y on page 34

* Accessories and wireless performance: The use of certain accessories with iPhone may affect
wireless performance. Mot all iPod accessories are fully compatible with iPhone. Turing on
airplane mode on iPhone may sliminate audio interference batween iPhone and an accessory.
While airplane mode is on, you cannot make or receive calls or use features that require wireless
communication. Recrienting or relocating iPhone and the connected accessory may improve
wiraless performance.

Chapter 1
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Getting Started

non page 146 before using iPhane.

N 3
R N N L T ey
AWWITART WM Moy
VIRl WAasld v aauRiia

« A wiraless service plan with a carrier that provides Phone service in your area

- Aninternet connection for your coraputer {broadband is recormmended)

+ An Apple 1D for sorae features, including iCloud, the App Store and iTunes Stare, and online
purchases. Ary Apple 1D can be created during setup.

To use iPhone with your computer, you need:

» A Mac with a USB 2.0 or 3.0 port, or a PC with a USB 2.0 port, and one of the following
operating systems:
« Mar OS5 Xversion 10.6.8 or later

o Windows 7 Windows Vista, or Windows XP Home or Professional with Service Pack 3 or later

« iTunes 10.7 or later {for some features), avatlable at ww

ere given a SIM card to install, install it bafore setting up IPhone.

nporiant A SIM card is reguirad in order to use cellular services when connecting to GSM
networks and some COMA networks. An iPhone 45 or {ater that’s been activated on a CDMA
wireless network may also use a SIM card for connecting to a GSM network, primarily for
international roaming. Your iPhone is subject to your wireless service provider’s policies, which
may include restrictions on switching service providers and roaming, even after conclusion of
any required miniraurn service contract. Contact your wireless service provider for more details.
Availability of cellular capabilities depends on the wireless network.

Instatling the SIM Card in Whone 5

Nano Sikd
card tray

Paper clip
r SN
iect

Nans Sil
card

s

o9}

12
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nstall the SIM card: Insert the end of a small paper dlip or SiM eject tool into the hole on the
SIM card tray. Pull out the SIM card tray and place the SiM card in the tray as shown, With the fray
aligned and the SIM card on top, carefully replace the tray.

T A N R
SITTIHNGY 18 \
SRR NG A

To set up and activate Phone turn on Phon@ ard follow the Setup Assistant. The Setup Assistant
stt;p you through the setup process, incduding connecting to a Wi-Fi network, signing in with or
reating a free Apple 1D, setting up iCloud, turning on recommended features such as Location
Services and Find My iPhone, and activating iPhone with your carrier. You can also restore from

an iCloud or iTunes backup during setup.

Activation can be done over a Wi-Fi network or, with iPhone 45 or later, over your carrier’s celhular
network (not available in all areas). if neither option is available, you need to connect iPhone to
your computer running iTunes for activation.

fete activation. Conneacting
p-:ter ais Ee*sv U SYNC x'ﬁormatson music, dﬂd other content with iTunes.
S on page 16,

Connect iPhone to your computer: Use the Lightning to USB Cable (iPhone 5) or 30-pin to USB
Cabdde {iPhone 4S or eariier} provided with iPhone.

N

your carrier's Leihs!ar r‘etwovk For mfo*ma‘r ion abmst L.onneg,t:ng o & Ws—F; network, see \
page 130,

Note: If a Wi-Fi connection to the Internet isn't available, some tPhone apps and sarvices may
transfer data over your carrier'’s cellular network, which may result in additional fees. Contact vour
carrier for infarmation about your celiular data plan rates. ['(:- manage cellular data usage, see

C - on page 135,

Chapter 2 Geils
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iPhone worixs with iC loud, Microsoft Exchange, ar‘-si many of the rost popular Internet-based
and calendar service providers.

mail, contacts,
if you dor't already have a mail account, you can set up a free iCloud account when you first se
ug iPhone, or fater in Settings > illoud. See Wiowd on page 15,

Set up an iCloud account: Go to Settings > illoud.

Set up some other account: Go to Settings > Mail, Contacts, Calendars.

You can add contacts using an LDAP or CardDAY account, if your company or organization
upports it. See Addiy tacts on page 101
You can add calendars using a CalDAVY calendar account, and you can subscribe to iCalendar {ics)

calendars or import them from Mail. &

An Appiu 3 is the user name Tor a free account that lets you access Apple services, such as the
iTunas Store, the App Store, and iCloud. You need anly one Apple 1D for everything you do with
Apple. There may be charges for services and products that you use, purchase, or rent.

if you have an Apple 1D, use it when you first set up iPhone, and whenever you need to signinto
use an Apple service. If you don't already have an Apple ID, you can create one whenever you're
asked to sign in.

For more information

Managing content on youy 1086 deviges
You can tmn& er information and filas between your i0S devices and computers using either

iCloud or iTunes.

 {lloud stores content such as music, photos, calendars, contacts, documents, and more, and

wirelesshy pu>? s it to your other I0S devices and computers, keeping everything up to date.
See lioud belov

 {Tunes syncs music, video, photos, and more, between your computer and iPhone. Changes
you make on one device are copied to the other wher you sync. You can also use iTunes to
copy a file to iPhone for use with an app, or to copy a document you'va created on iPhone t
YOUE computer, Ses Synaing

th {Tuneas on page 16.

You can use iCloud or iTunes, or both, depending on your needs. For example, you can use
iCloud Photo Stream to avtomatically get photos you take on iPhone to your other devices, and
use iTunas to sync photo albums from your computer to iPho

mportan®s Don't sync items in the Info pane of iTunes (such as contacts, calendars, and notes)
use ilCloud to keap that information up to date on your devices. Otherwise, duplicated
iata may resuit.

o)
U
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1(ioud stores your content, including music, photos, contacts, calendars, and supported

documents. Content stored in iCloud is pushed wirelessly to your other i0S devices and

computars set up with the same iCoud account.

iCloud is availaizle on devices with 10S 5 or later, on Mac computers with OG5 X Lion vi0.72 or
fater, and on PCs with the iCloud Control Pane!l for Windows (Windows Vista Service Pack 2 or
Windows 7 required).

iCloud features include:

l

» {lunes in the Cloud—Download previous iTunes music and TV show purchases o iPhone for
free, an yts. he.

+ Apps and Books—Download previous App Store and iBockstore purchases to iPhone for
free, anytin

« Photo Stream—Photos you take appear on all your devices. You can also create photo streams
to share with others. Ses Y non page 71

o« Documents in the Cloud—For ioud-enabled apps, keep documents and app data up to date
across all vour devicas.

o Mail, Contacts, Calendars—Keep your mail contacts, calendars, notes, and reminders up to date
across all vour devices.

. L?a- kup--Back up iPhone to illoud automatically when connectad to power and Wi-Fi. Ses

i N ot page 150,
o Find My iPhone—Locate your iPhone on a map, display a message, play a sound, fock the
screen, or remaotely wipe the data. See Find & e on page 34

< Find My Friends— Share your location with people who are important to you. Download the
free app from the App Store.

« {Tunes Match—With an iTunes Match subscription, all your music —including music you've
imported from (Ds or purchased somewhere other than Tunas—appears on all of your
devices and can be downloaded and played on dernand. See on page 62,

o iCloud Tabhs—5See the webpages you have open on your other 05 devices and OS X
cormputers. See Chapter 7,8 i, on page 55.

f

With iCloud, you get a free email account and 5 GB of storage for your mail, documents, and
backups. Your purchased music, apps, TV shows, and books, as well as your photo streams, don't
count against your free space.

Sign in or create an illoud account, and set illoud options: Go to Sattings > illoud.

Purchase additional illoud storage: Go to Settings > illoud > Storage & Bo( i\up then tap
Manage Storage. For information about purchasing iCloud storage, go to hel {

View and download previous purchases:

« {Tunes Store purchases: Go to iTunes, tap More, then tap Purchased.

o App Store purchases: Go to App Store, tap Updates, then tap Purchasad.
+ iBookstore purchases: o to iBooks, tap Stors, then tap Purchased,

Turn on Automatic Downloads for music, apps, or books: Go to Seftings > [Tunes & App Stores.

For more inform d. For support information, go o

ation about iCloud, go to w

Chapter 2 Geils
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Syncing wsth iTu wes copies information from your computar to iPhone, and vice versa. You can
sync by connecting iFhone to your computer, or you can set up ifunes to syne wirelessly with
Wi-Fi. You can set iTunes fo syno music, photos, videos, podrasts, apps, and more. For information
about syncing iPhone with your computer, open iTunes, then choose iTunes Help from the

Help menu.

Set up wireless iTunes syncing: Connect iPhone to your computer. In iTunes on the computer,
select your iPhone, click Summary, then turn on”Sync with this iPhone over Wi-F”

Whan Wi-Fi syncing is turned on, iPhone syncs every day. iPhone must be connected to a power
source, iPhone and your computer must both be on the same wireless network, and iTunes must
be open on your computer, For more information, see iTun B Sy on page 136

Tips for syncing with iTunes

- I you use iCloud to store your contacts, calendars, bookrmarks, and notes, don't also sync them
to your device using iTunes.

« Purchases you make from the iTunas Store or the App Store on iPhone are synced back to your
iTunes library. You can also purchase or download content and apps fror the iTunes Store on
your computer, and then sync them to iPhone.

» Inthe device’s Sumrnary pane, you can sef iTunes to autornatically sync when your device is
attached to your computer. To temporarily override this setting, hold down Command and
Option (Mac) or Shift and Control {PC) until you see iPhone appear in the iTunes window

+ In the device’s Summary pane, select "Encrypt iPhone backup”if vou want to encrypt the
information stored on your computer when iTunes makes a backup. Encrypted backups are
indicated by a lock icon &, and a separate password is required to restore the backup. if you
dort selact this optien, other passwords {such as those for mail accounts} arerdt included in
the backup and will have to be reentered if you use the backup to restore the devica.

s Inthe device’s info pane, when you sync mail accounts, only the settings are transferred from
your computer to iPhone. Changes you make to an email account on iPhone dond affect the
account on your computer.

« In the device’s info pane, click Advanced to select options to lef you replace the information on
iPhore with the information from your computer during the next sync.

I you listen to part of a podeast or audiobook, the place you left off is included If you sync
the content with iTunes. if you started listening on iPhone, vou can pick up where you left off
using iTunes on your compuiter—aor vice versa.

« In the device’s Photo pane, you can sync photos and videos from a folder on vour computer,

e free iBooks app.

You can view the iPhone User Guide ©

fb

View the user guide in Safari: Tap (33, then tap the iPhonre User Guide baokmark.

fe to the Home screen: Tap @, then tap “Add to Home Screen

o Add anicon for the guic
« View the gwde in a different fanguage: Tap “Change Language” on the main contents page.

View the user guide in iBools: If vou haven® installed iBooks, open App Stors, then search
for and install “iBooks.” Open iBooks and tap Store. Search for “iPhone User” then select and
download the guide.

For more information about iBooks, see Ch

g, on page 139,

Chapter 2 Geils
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Basics

You interact with iPhone using your fingers to tap, double-tap, swipe, and pinch objects on
“reer

To return to the Home soreern, press the Home button T again,

See another Home screen: Swipe left or right.

Swipe left or right to switeh
to another Home sereen,

Go to the first Home screen: Fress the Home button (3.

View recently used apps: Double-click the Home button (O 1o reveal the muititasking bar.

17
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Tap an app to use it again. Swipe left to see more apps.

tto locate and open them. See

Searching on page 27

N
cradiamey
A8y
AU NG

Drag up or down to scroll. On some screens, such as webpages, you can also scroll side to side.
Dragging your finger to scroll won't choose or activate anything on the screen.

Aradren

ot Rowad: ]

\
\
\
by
\
A

You can walt for the scrolling to come to a stop, or touch the screen to stop it immediately.

To quickly scroli to the top of a page, tap the status bar atf the top of the screen.

7

,,,,
o

H

Depending on the list, choosing an itern can do different things—for exarmnple, it may open
another list, play a song, open an email, or show soreone’s contact information.

Choose an item in a list Tap it

Chapter 3 &
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Some lists have an index along the side to help you navigate quickly.

Atey Ol

Andeaw Rt

e Drag your fingsr along

the index to scrofi

St : quickly. Tap a letter o
8 jump 1o a section.

AL

2Ry

S0 B

Return to a previous list Tap the back button in the upper-left cormer.

Depending on the app, you may he able to zoom in to enlarge, or zoom out to reduce the image
on the screen. When viewing photos, webpages, mail, or maps, for example, pinch two fingers
together to zoom aut or spread them apart to zoom in. For photos and webpages, you can

also double-tap {tap twice quickiy} to zoom in, then double-tap again to zoom out. For raps,
double-tap to zoom in and fap once with two fingers to zoom out.

You can view marty iPhone apps in sither portrait or landscape orientation. Rotate iPhone and

The arientation lnck icon @ appears in the status bar when the screen arientation is locked.

Chapter 2 14
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o

Py
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5%

fy adjust the brightness of the screen, or turn on Auto-Brightness to have iPhone
use the built-in ambient light sensor to automatically adjust the brightness.

\
SR

Adjust the screen brighiness: Go to Settings > Brightness & Walipaper, then drag the slider.
Turn Auto-Brightness on or offt Go to Settings > Brightness & Wallpaper.

See |

fon page 139

You can customize the layout of your apps on the Horne screen, organize them in folders, and
change the wallpaper.

Customize your Home screen by rearranging apps, moving apps to the Dock along the bottom

of the screen, and creating additional Home screens.
Rearrange apps: Touch and hold any app on the Home screen ungil it jiggles, then move apps
around by dragging them. Press the Home button {J to save your arrangement.

Create a new Home screen: While arranging apps, drag an apg 1o the right edge of the
rightmast screen, until a new screen appears.

You can create up to 11 Home sareens. The dots above the Dock show the number of screens
vou have, and which scraen you're viewing.

Swipe left or right to switch betwaen scraens. To go to tha first Home screen, press the
Home button O

Move an app to another screen: While it's jiggling, drag an app to the side of the screen.

Customize the Home sareen using iTunes: Connect iPhone to your computer. In ifunes on
your computey, select iPhone, then dlick the Apps button to see the image of the iPhone
Home screen.

Reset the Home screen to its original lavout: In Settings, go to General » Reset, then tap Reset

the defauit wallpaper to your Home screen.

Chapter 2
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on your Home screens. Rearrange folders— just as you
do ap ; d!’d in them -)tmd vour Home screens or fo the Dock.
ops—Dy dragging )

Create a folder: Touch an app until the Home screen icons begin to jiggle, then drag the app
onto another,

\.

iPhone creates a new folder that includes the two apps, and namaes the folder based on the type
s, To enter a different narne, tap the name feld

Open a foldar: Tap the folder. Yo close a folder, tap outside the folder or press the Horme button {3
Organize with folders: While arranging apps (the icons are jiggling):

- Add an ap: to a folder: Dragthe onto the folder.

« Remove ain app from g folder: Open mu foldar if necassary, then drag the app out.
« Delete afolder: Move all apps out of the folder. The folder is automatically deletad.
o Rename a folder: Tap to open the folder, then tap the narne and enter a new one.

When you finish, press the Home button {3

You can custornize both the Lock screen and the Home screan by choosing an image or photo
to use as walipaper. Choose one of the supplied images, or a photo from vour Camera Roll or
ancther atburm on sPhc:-ne“

Change the wallpaper: Go to Setfings > Brightness & Wallpaper,

Chapter 2
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D addresses.

Depending on the app and the language you're using, the keyboard may correct misspellings,
predict what you're typing, and even leam as vou use it

You can also use an Apple Wirelass Keyboard to type. See Apple sless Heyboard on page 24.

To use dictation instead of typing, see Dict

noon page 25,

<

-

Enter text Tap a text field to bring up the keyboard, then tap keys on the keyboard.

As you type, each letter appears above your thumb or finger. If you touch the wrong key, vou

can sl

ide your finger to the correct key. The letter st entered until you release your fingear from

the key.

.

e e T

.

Type uppercase: Tap the Shift key 4 before tapping a latter. Or touch and hold the Shift key,
then slide o a letter.
Quickly type a period and space: Double-tap the space bar.

Turron caps fock: Double-tap the Shift key &, To turn caps lock off, tap the Shift key.

Enter numbers, punctuation, or symbols: Tap the Number key BB To see additional punctuation

and symbuols, tap the Symbol key

Enter accented letters or other alternate choaracters: Touch and hold a key, then siide to choose
one of the options.

— To type an alternate character,
fouch and hold a key, then siide
to choose one of the options.

Set aptions for typing: Go to Setfings > General » Keyboard.

Chapter 2
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lf you need to edit iexi, an onscrean magr\ﬁvmf} q.ass Eet ou position the Insertion point where
you need It o ex t In same apps, you can also cut,
copy, and paste photos and Videos.

Position the insertion point: Touch and hold to bring up the magnifying glass, then drag to
position the insertion point.

" Gibort Solane

Yioldd you ke “good fof fwnch
todey? v

A
S fain gy PROAY,
\

Select text: Tap the insertion point to 0‘“ play the selection buttons. Tap Select to select the
adjacent word, or tap Select All 1o select all text.

You can also double-tap a word to select it. Drag the grab points to select more or less text. in
read-only documents, such as webpages, touch and hold to select a word.

Viouid you tike:
taday?

Cut or copy text: Select text, then tap Cut or Copy.

Paste text: Tap the insertion point, then tap Paste to insert the last text that vou cut or copiad.
To replace taxy, select it before tapping Paste.

Undo the last edit: Shake iPhone, then tap Undo.
Make text bold, italic, or underlined: Select text, tap b, then tap B//U (not always available).

Get the definition of a word: Salect the word, then tap Define (not always available).

Get alternative words: Select a word, then tap Suggest {not always aval

AuTa-Corragiion and
For rnany language
as you type. Whet

vour typing. For a

I Chineon triog

Sent from ryi

e Suggested word

Accept the suggestion: Type a space, punctuation mark, of return characier.
Reject a suggestion: Tap the "x” next to the suggestion.

Fach time you reject a suggestion for the same word, iPhone becomes more likely to accept
the waord,
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iPhione may also underline words you've already typed that might be misspelied.

NS

T Gilbert Golong,

Ho
yesterday?

Replace a misspelled word: Tap the underlined word, then ta
you want doesn’t appear, just retype it

the correct spelling. if the word

o
o

Turn auto-correction or spell checking on or offt Go to Settings > General > Keyboard.

<3 g S § LNy 1 EY ey PO SN
SNOFTCHTE ang youy parsansg

Shortcuts lets you type just a few characters m%tudf- of a longer word or phrase, The expanded
text appears whenever you type the shortcut. For example, "ht shortcut “ornw” expands to "On
iy wayi’

Create a shortcut: Go to Settings > General > Keyboard, then fap Add New Shortcut.

Prevent iPhone from trying to correct a word or phrase: Create a shoricut, but leave the
Shortcut field blank.

Edit a shortcut: Go to Settings > General > Keyboard, then tap the shorteut.

Use iCloud to keep vour personal dictionary up to date on your other 105 devices: Go to
Settings » illoud and turn on”Documents & Data.”

You can use Seftings to set the iavoms for the onscreen keyboard or for an Apple Wireless
Keyboard that you use with iPhone. The available layouts depend on the keyboard language. See

he
o below and '\pper dix B,

Yy
=N
oty

N

ards, on page 143,

Select keyboard layouts: Go to Settings > General > International > Keyboards, selec
language, then choose the layouts.

You can use an L'\pp a v‘\'neiess Kevizoard (available separately} for typing on iPhone. The Appie
Wi reloss Kevb sard connacts via Bluetooth, so you rust first pair it with iPhone. See
} sth devices on page 32,

Once the keyboard is paired, it connects whenever the keyboard is within range of iPhone—up
to about 33 feet (10 meters). When a wireless keyboard is connected, the onscreen keyboeard
doesn't appear when you tap a text fisld. To save the battery, turn off the keviboard when not

in use.

Switch the language when using a wireless kevhoard: Press Command-Space bar to display a

list of available languages. Press the Space bar again while holding down the Command key to
choose a different language.

Turn off a wireless keyboard: Hold down the Orvoff switch an the keyboard untdl the green light

goes off.

iFhone disconnects the keyboard when the kevboard is turned off or out of range.

Unpair a wireless keyboard: G to Settings > Bluetooth, tap € next to the keyboard name,

then tap "Forget this Device.”
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O

turned on and iPhone must be connectad to the Internet. You can include punctuation and give

compands to format your text,
Note: Celiuiar data charges may apply.
Turn on dictation: Go to Settings > General > 5iri, then turn on Sirl.

Dictate text: From the onscreen keyboard, tap § then speak. When you finish, tap Dore.

—These appear while Siri
composes the text from
your dictation.

Tap to begin dictation.

To add text, tap § again and continuing dictating. To insert text, tap to place the insertion point
first. You can also replace selectad text by dictating.

You can bring iPhone to your ear to start dictation, instead of tapping § on the keybeard. To
firdsh, move Phone back down in front of vou.

Add punctuation or format text: Say the punctuation or formatting comrmand.

s

For exampie, “Dear Mary comma the checlcis in the mail exclamation mark” results in"Dear Mary,
the check is in the maill”

Punctuation and formatting commands include:
» quote ... and guote
« naw paradgraph

o cap—rto capitalize the next word

» caps on ... caps off —to capitalize the first character of each word

« all caps—to make the next word ali uppercase

- allcaps on ... all caps off —to make the enclosed words all uppercase
» DO Caps on ... No caps off—to make the enclosed words all lowercase

+ NG space on ... no space off —1o run a series of words together
 smiley—1to insert =)
+ frowny-—1o insert =

« winky—fo insert ;-)
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Voice Controf lets you make phone calls and control music playback using v

ENRN
AR
NN

ire commands. On
i, on page 36.

Note: Voice Control and Voice Control settings are not available when Siri is turned on.

Use Voice Control Press and hold the Home button O until the Voice Control screen appears
and you hear a beep. You can also press and hold the center button on your haadset. See ¢

 Speak clearly and naturally.

« Say only iPhone commands, names, and numbers, Pause slightly between commands.

» LUse full names.

Voice Control normally expects you to speak voice cornmands in the language that's set for
iPhone {in Settings > General > International »> Language). Voice Control settings let you change
the language for speaking volce commands. Sorne languages are available in different dialects
or accents.

Change the language or country: (o to Settings > General > international » Voice Contral, then
tap the language or country.

Voice Control for the Music app is always on, but vou can preverit voice dialing when iPhone

is focked.

Prevent voice dialing when iPhone is locked: Go to Settings > General > Passcode Lock, then
turn off Voice Dial (available only when Sirt is turned off in Settings > General > Siri}. To use voice
dialing, you must first uniock iPhone.

For specific commands, sea ¥ g calis on page 43 and S nirol on page 62.

For more about using Voice Control, incdluding information about using Voice Contral in different
languages, go to suy { il
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individual app, or search all the apps at once using Spotlight. Spotlight also searches the names
of apps on iPhone—if you have a ot of apps, you might want to use Spotiight to locate and
open therm.

Search an individual app: Enter text in the search field.

Saarch iPhone using Spotlight: Swipe right from the first Home screen, or press the
Home button {J from any Horne screen. Enter text in the search field.

Search results appear as you type. To dismiss the keyboard and see more results, tap Search.
Tap an itam in the list to open it. The icons let you know which apps the results are from.

iFhone may display a top hit for you, based on previous searches.

Spotiight searches the following:

+ Contacts— All content

o Apps-Titles

« Music—Namas of songs, artists, and albums, and the titles of podcasts and videos
+ Podcasts—Titles

« Videos—Titles

udicbooks—Titles

.
s

+ Notes—Text of notes

o Calendar (Bventsi—FEvent titles, invitess, locations, and notes

« Mail—To, From, and Subject fields of all accounts {(the text of messagas isn't searchad)
+ Reminders—Titles

« Messages—Names and text of massages

4

Search the web or Wikipedia from Spotlight: Scrol to the hottom of the search results,
then tap Search Web or Search Wikipedia.

Open an app from Search: Enter all or part of the app name, then tap the app.

Choose which items are searched, and the order theyre searched: Go to Settings >
General > Spotlight Search.

Chapter 2 27
Petitioner Exhibit 1002-4636
Petitioner Kiosoft Exhibit 1011
Page 27



wery

-
Byt
TR

P
jonit
rorh

oM
e
§ N

NTYS
WAUONS

N 3\‘
To halp maks sure you ot miss important events, many iPhone apps can provide alerts.

An alert can appear briefly as a banner at the top of the screen, which goes away if you don't
raspond to if, or as a notice in the center of the screen that remains until you acknowledge it
Sorne apps can also display badges on their icons on the Home scieen, to et you know how
many new iterns awaif —for exampile, how many new email massages you E‘avt if theres a
problern—such as a message that couldn’t be sent—an exclamation mark § appears on the
badge. A numberad badge on a folder shows the total number of alerts for all the apps in

the folder.

Alerts can also appear on the Lock screen.

Respond to an alert when iPhone is locked: Swipe the alert from left to right.

Notification Center displays all your alerts in one place. So if you weren't able to respond when
you first recaived an alert, you can respond to them in Notification Center when you're ready.
Alerts can include:

« Missed phone calls and voice messages

« New email

» New text messages

« Heminders

« Calendar events

« Friend requests {Game Centar)

You can also get the E ocal weather, and display your personal stock ticker. If you're signed

into your Twitter or F b Ok account, you can post ar tweet to your account from
Notification Center.

View Notification Center: Swipe down from the top of the screen. Scroll the fist to see
additional alerts.

o Respond to an alert; Tap it

o Remove an alert: Tap &3, then tap Clear.
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Choose alert sounds, adjust the alert volume, or turn vibrate on or off: Go to Settings > Sounds.

Sign in o vour Facebook account {or create a new account} in Setfings to enable posting directly
from many of the apps on iPhone.

Sigr in to or create a Facebook account: Go to Settings » Facebook.

e
H
H

Post from Motification Center: Tap“Tap to Post”

ary

Post using Skl Say “Post to Facebook .7

Post an item from an app: In most apps, tap B, In Maps, tap &3 tap Share Location, then

tap Facebook.

Set options for Facebook: Go to Settings > Facebook to:

« Update Contacts on iPhone with Facehook names and photos

- Allow apps {such as Calendar and Contacts) to use your account

nstall the Facebook app: Go to Settings > Facebook, then tap Install.

%

o,

Nastvdar
REARTY

&

Sign in to your Twitter account {or create a new account) in Settings to enable Twaets with

-

attachmeants from many of the apps on iPhone.

Sign in to or create a Twitter account: Go to Settings > Twitter.
Tweet from Notification Center: Tap “Tap to Tweet”

Tweet using Sk Say “Tweet ...

Tweet an item from an app: View the item, tap B8, then tap Twitter if 8 isn't showing, tap the
screent. Yo include your location, tap Add Location.

Tweet a location in Maps: Tap the location pin, tap & Share Location, then tap Twitter.
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Wher you're composing a Tweet, the number in the lower-right corner of the Tweet screen
shows the nurmbser of characters remaining that you can enfer. Attachments use some of a
Tweet's 140 characters.

Add Twitter user names and photos o your contacts: Go to Settings » Twitter, then tap
Update Contacts.

fnstall the Twitter app: Go to Sattings > Twitter, then tap install.

To learn how to use the Twitter app, open the app, tap Me, then tap Help,

You can use AlrPlay with Apple T
using cablas.

With AirPlay, you can stream music, photos, and video wirelassly to Apple TV and other AirFlay-
enabsled devices. The AirPlay controls appear when an AlrPlay-enabled device is available on
the same Wi-Fi network that iPhone is connectad to.You ¢an also mirror the contents of your
iPhone screenon a TV

Stream content 1o an AirPlay-enabled device: TapEad then choose the device

Access the AirPlay and volume controls while using any app: When the screen is on,
double-click the Home button T and scroli to the left end of the multitasking bar.

Switch playback back to Phone: Tap [ad then choose iPhone

Mirror the iPhone screen on a TV Tap fed at the left end of the multitasking bar, choose an
Apple TV, then tap Mirroring. A blue bar appears at the top of the iPhone screen when AirFlay
mirroring is turned on. Bverything on the iPhone screen appears on the TV,

Apple cables and adapters {avai ldbl(. >Lparaielv) rnay be used to connect iPhone t
projector, or other axternal display. For more information, go to s ‘ o

35e ‘
Ty

s

L\\ Pmt fats you print W-rekss-“ to AirPrint-enabled printers from the following 108 apps

« Mail—ermail messages and attachments that can be viewad in Quick Look

« Photos and Camera—photos

« Safari-—webpages, PDFs, and other attachments that can be viewed in Quick Look
« 1Books—PDFs

- Maps—the portion of the map showing on the screen

« Nates—the currently displayed note

Other apps available from the App Store may also suppart AlrPrint.

iPhone and the printer must be on the same Wi-Fi network. For more information about AirPrint,
go o &
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Print a document: Tap €& or @ {(depending on the app you're using}, then tap Print.

See the status of a print job: Double-click the Home button £, then tap Print Center in the
rnultitasking bar. The badge on the icon shows how many documents are ready to print,
including the current one,

Cancel a print job: in Print Center, selact the print job, if necessary, then tap Cancel Printing

ho Appie tar”od<\ fth Remote and Mic {iPhone 5 and the Apple Earphones with Remaote and
Mic (iPhone 45 or earlier) feature a microphone, volurne buttons, and an integrated button that
allows you to answer and end calls, and control audio and video playback.

Center bution

Plug in the headset to listen to music or make a phone call. Prass the center button to contrel
miisic playback and answer or end calls, even when iPhone is locked.

Adjust the volume: Press the + or =~ button.
Use the canter button to control musk playbacdk:

+ Pause a song or video: Press the center button. Press again to resume playback.

P

o Skip to the next song: Press the center button twice quickly.

« Return to the previous song: Press the center button thrae times quickly.

» Fast-forward: Press the center button twice quickly and hold.

« fewind: Press the center button three times quickly and hold.

Use the center button to answer or maks phone calls:

« Answer an incoming cafl: Prass the center button.

o End the current calf: Press the center button.

« Decline an incoming cafl: Press and hold the center button for about two seconds, then let go.
Two low beeps confirm you declined the call.

» Switch to an incoming or on-hold cali, and put the current call on hold: Press the center button.
ress again to switch back to the first cali.

Y

+ Switch to anincoming or on-hold call, and end the current call: Press and hold the center button
for about two seconds, then let go. Two low beeps confirm you ended the first call.

Use Sirt or Voice Control Press and hold the center button.

See Chapter 4, Sirt, on page 3% or Vo

if you get a cail while the headset is plugged in, you can hear the ringtone through both the
iPhone speaker and the headset,
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{ou can use iPhone with the Apple Wireless Keyboard and other Biuetooth devices, such as
Bluatooth E‘-Lad<m, car kitS, and stereo headphones. For supported Bluetooth profiles, go to

Before you can usa a Blustooth device with iPhone, you rust first pair them.

Pair a Bluetooth device with WPhone:
Maks the device discoverable,

ea the documentation that came with the device. For an Apple Wireless Keyboard, press the
\)n/oi”f switch.
Go 1o Seftings > Bluetooth and turn Blustooth o
Select the device and, if prompted, enter the passkey or PIN. See the instructions about the

passkay or PIN that came with the device.

ardon

For information about using an Apple Wirelass Keyboard, see 3
page 24.

To use a Bluetooth headset with iPhone, see the docurmentation that came with the device.

Return audic output to iPhons when a Rlustiooth headset is connected: Turn off or unpair the
device, or turmn off Bluetoath in Settings > Blustooth. Audic output retums to iPhone whenever

the device is out of range. You can also use AirPlay [gd to switch audio output to iPhone. See
¥ on page 30

o,
e
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After you pair a device with iPhone, the Bluetooth lcon appears in the status bar at the top of

the screen:

o #ord Blustooth is on and paired with a device. {The color depends on the current color of
the status bar.)

o & Bluetooth is on and paired with a device, but the device is out of range or turned off.

» No Bluetooth icon: Bluetooth is not paired with a device.

Un WY &
\OL- Can Ui \po- e it with iPhona any more.

Unpair a Bluetooth device: Go to Settings > Bluetooth and turn on Biuetooth. Tap &8 next to

the device name, then tap “Forget this Device”

Chapter 2

32
Petitioner Exhibit 1002-4641

Petitioner Kiosoft Exhibit 1011

Page 32



You can use iTunes to transfer files betweer iPhone and your computer. You can also view files
received as email a’ttach merits on iPhone. See i on page 51 I you have the same
apps that work with iCloud onorore than one dQViCﬂ' vou can use iCloud to automaticaily keep
your documents up to date across all your devices. See illnud on page 15.

Transfer files using iTunes: Connect iIPhone to your computer using the included cable. In

iTunas on your cornputer, select iPhone, then click the Apps button. Use the File Sharing section
to transfer documents between iPhone and your cornputer. Apps that support file sharing
appear in the File Sharing Apps list in iTunas. To delete a file, salect the file in the Files list, then
press the Delate key.

act the information on iPhone from being accessed by others.

For security, you can set & e that you must enter each time you turn on or wake up

iPhone, or when you access the passcade lock settings.

Setting a passcode turns on data protection, which uses your passcode as the key for encrypting
mail massages and attachments stored on iPhone. (Some apps available from the App Store may
also use data protection.) A notice at the bottom of the Passcode Lock screen in Settings shows
that data protection is enabled.

sarfant On an iPhone 3GS that didn't ‘f‘!p with {05 4 or {ater, you -“wt also restore i0S
software to enable data protection. See L i on page 152

Set a passcoder Go to Settings > General > Passcode Lock, then tap Turn Passcode On and enter
a 4-digit passcade.

Use a more secure passcode: To increase security, turn off Simple Passcode and use a longer
passcode with a combination of numbers, letters, punctuation, and special characters.

To uniock iPhone when it’s protected by a combination passcode, you enter the passcode using
the keyboard. If vou prefer to unlock iPhone using the numeric keypad, vou can set up a longer
passcede using numbers ondy.

Prevent access to Siri when Phone is locked: Go to Settings » General » Passcode Lock, then
turn Sir off.

Pravent voice dialing when iPhone is locked: Go to Settings > General > Passcode Lock, then
turn Voice Dial off. (Available only when 5iri is turned off in Seftings > General > Sirl)

Sea P

& on page 136.
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anmi\ef iPhone, iPac'- oF t“’o touch, or L.-S!i’ii; 1 & Mac or PC weab browser signed info

Find My iPhone includes:

. P!ay Seund: Play a sound for two minutes.

» {ost Mode: You can immediately lock your missing iPhone with a passcode and send it a
nessage displaying a contact number. iPhone also tracks and reports its location, so you can

see where it’s been when you check the Find My iPhone app.
+ Frase iPhone: Protects your privacy by erasing all the information and media on vour iPhone
and restoring iPhone to its original factory seftings.

wartant: To use thase features, Find My iPhone must have been turned on in illloud settings
on your iFhone beafore it was lost, and iPhone must be connacted to the Internet.

Turn on Find My Phone: Go to Settings »> iloud, then turn on Find My Phone.

iPhone has an internal, ithium-ion rechargeable battery. For more information about the
battery—including tips for maximizing battery life—go to wwy

w Ford mport’mt 10-9,: information about the battery and charging iPhone, see
anation on page 146,

Charge the battery: Connect iPhone to & power outlet using the included cable and USB
power adapter.

Note: Connecting iIPhone to a power outlet can start an ioud backup or wirsless iTunes
& on page 150 and Syncing witd o rage 16,

syncing. See &

Charge the battery and sync iPhone using a computer: Connect iPhone to your compuiter
using the included cable.
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Unless your keyboard has a high-power USB 2.0 or 3.0 port, you must connect iPhone to a
USE 2.0 or 3.0 port on your compuiter,

N

; ant: The iPhone battery may drain instead of charge if iPhone is connected to a cormputer
that's turned off or is in sleep or standby mode.

The battery icon in the upper-right corner shows the battery level or charging status.

Cessssss i

Charging

Display the percentage of battary charge: Go to Settings » General »> Usage and turn on the
setting under Battery Usage.

If vou charge the battery while syncing or using iPhone, it may take longer to charge.

;i iPhone is very low on power, it may display one of the following images, indicating
that i PE.\,ne needs to charge for up to ten minutes before you can use it. if iPhone is extremely
low or power, the display may be blank for up to two minutes bafore one of the low-battery
images appears.

or

Rechargeable batteries have a limited number of charge cycles and may eventually nead to
be replacad.

Replace the battery: The iPhone battery isn't user replaceable; it can be replaced only by an
authorized service provider, See wawv >0 wraness arnents hm
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Sirt is the intelligent personal assistant that helps you get things done just by talking. Siri

S
understands natural speech, so you don't have to learn specific commands or remembar
kevwords. You can ask things in different ways. For example, you can say "Set the alarm for
A:30 a.m.” or "Wake me at 6:30 in the morning.” Either way, Sirl gets it

Note: Siriis available on iPhone 45 or later, and requires internet access. Cellular data charges
may apply.

Sirt lets vou write and send a message, schedule a mesting, place a phone call, get directions,
set a reminder, search the web, and much more —siraply by talking naturally. Siri asks a guestior
if it needs clarification or more information. Sirl also uses information from your contacts, rusic
library, calendars, rerinders, and so forth to understand what you're talking about.

Siri works searnlessly with most of the built-in apps on iPhone, and uses Search and Location
Services when needed. You can also ask Sirt to opan an app for you.

There’s so much you car say to Siri—here are some mare examples, for starters:

« Call Joe

- Set the firner for 30 minutes

+ Directions to the nearest Apple store
« Is it going to rain tomoarow?

« (Open Passbook

+ Post to Facebook

.« Twee

~t
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Start Sirk: Press the Home button O until Siri appears. if vou didn't turn Sirt on when you set up
iPhone, go to Settings > General > Siri.

Youll hear two guick beaps and see “What can | help you with?”on the screen.

Just start speaking. The microphone icon lights up to let you know that Siri hears you talking.
Onice you've started a dialogue with Sin, tap the microphone icon to talk to it again.

Sivi waits for you to stop speaking, b can alsotapt He w0 foon to tell Sir
Siri waits for you to stop speaking, but you can also tap the microphone icon to tell Siri
voure done. This is useful when there’s a lot of background noise. It can also speed up your

convarsation with Sirt, since Sirl wan't have to wait for your pause.

Whan you stop speaking, Sirl displays what it heard and provides a response. Siri often includes
refated info that might be useful. If the info is related fo an app—1ior example, a text message
you've composed, or a location you asked for—just tap the display to apen the app for details
and further action.

What Siri heard
you say

Siri’s response

Related info—tap to
open the app.

Tap to speak to Siri.

Sirt may ask vou for clarihcation in order to complete a request. For example, tell Siri to “Remind
me to call morm,” and Sirt may ask"What time would you lile me to remind you?”

oy

Canvcel a request: Say “cancel,”tap & or prass the Home button G

Stop a phone call vou started with Sirt: Before the Phone app opens, press the Home button (L
If Phone is already open, tap End.

RN s e
Voaaddiaves Oied abiene v wesy sreals
RN AT Aol SO TS aly
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The more Sirt knows about vou, the more it can use your information to help you. Siri gets your
information from your personal info card "My Info”) in Contacts.

Tell Sirt whao you are: Go to Settings > Genaral > Siri > My info, then tap your name,
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Put your home and work addrasses on your card, so you can say things like “How do | get home?”
and “Remind me to cali Bob when | get to work”

Sirt also wants to know about the important people in your life, so put those relationships on
vour personal info card—Sirt can help you. For exampie the first time you tell Siri to call your
sister, Siri asks you whao your sister is (if you dont already have that info on your card). Siri adds
that relationship to vour personal info card so it do*m 't have 1o ask next tim

Craate cards in Contacts for all your important relationships, and include information such as
phone numbers, emall addresses, home and work addresses, and nicknames you fike to use.

8

Sirt pmmpts vou wst% examples of things you can say, right on screen. Ask Sirf “what can you
do” or tap €8 when Siri first appears. Siri displays a list of the apps it supports, with an example
request. Tap an item in the list to see more examples,

You can start tatking to Sk just by bringing iPhone to your ear, like making a phone call If
) on, first press the Sleep/Wake or Home button. You'll hear two qguick beeps to
inchicate Sirtis listening. Then start talking.

Turn on Raise to Speak: Go to Seftings > General > Sirt.

If Siri doesn't respond when you bring iPhone to your ea, start with the screen facing you, so
your hand rotates on the way up.
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You can use er- wm the headset that came with iPhone, and with other compatibie wired
ot Bluetooth headsets.

Talk to Siri using a headset: Press and hold the center button {or the cali button on a
Rluetooth headset),

To continue a conversation with Sin, press and hold the button each time you want to talk.

Whan you use a headset, Sirt speaks its responses to you. Sirt reads back text messages and email
messages that you've dictated before sending them. This gives you a chance to change the
message if you want. 5irt also reads back the subjects of rerainders before craating them.

on Services

YOLU 0 do a certain Lask wher‘- you leave a EOCCUOP or arrive at a location. Tell Siri “Remind me to
call my daughter when | leave the office,” and Sivi does just that.

Location information isn't tracked or stored outside iPhane. You can still use Sivi if vou tum
Location Services off, but Siri won't do anything that requires location information.

Turn off Location Services for Sirl: Go to Settings > Privacy » Location Services.

s
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Siri is accessib Eo to blind and visually impaired users through VoiceOver, the screen reader built
into 10S. VoiceOver describes aloud what's onscreen—including any text in 5irt’s responses—so
you can use iPhone without seeing it

Turn on VoiceQver: Go to Settings > General > Accessibility.

Turning on VoiceOver causes evern your notifications to be read aloud for you. For more
information, see \& oron page 115

M

Go to Settings » General » Sirl.

Note: Turning Sirt off resets Siri, and Sk forgets what its learned about your voice.
Set aptions for Sirk: Go o Settings > General > Sirl.

» {Language: Select the language you want to use with 5ir.

o« Voice Feedhack: Ry default, Sirf speals its responsas only when you hold iPhone to your ear of
use Siri with a headset. If you want Siri to always speak its responses, set this option to Always.

o My Info: Let Siri know which card in Contacts contains your personal info. See
o page 37

 faise to Speak: Talk to Siri by bringing iPhone to your ear when the screen is on. To turn this
feature on or off, go to Settings > General > Siri.

Aiiow or pravent access o Siri when iPhone is locked with a passcede: (o to Settings »

General > Passcode Lock.

You can also disabla Sirt by turning on restrictions. See | W on page 137
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Siri works with Yelp, OpenTable, and others to provide information about restaurants and help
you make raservations. Ask to find restaurants by cuising, price, location, outdoor seating, or a
comizination of options. Siri can show you available photos, Yeip stars, price range, and reviews.
Get more information by using the Yalp and OpenTable apps—iPhone prompts you to download
them if vou don't already have them installed.

See detailed info about a restaurant: Tap a restaurant that Siri suggests.

Find the location in
Maps.

can see a specific movie. Find out when
filrn premiered, who directed it and what awards it won. Siri gives theater locations, show times,
and Rotten Tomato reviews.

Siri works with Fandango to help you purchase tickets {for theaters that support it). Ask about
showtimes for a movie, or tell Sirf you want to buy tickets. When vou tap Buy Tickets, Fandango
apens i it's installed, or you'll be prompted to install the app from the App Store.

See detailed info about a movie: Tap a movie that Sirt suggests.

Watch the trailer.

Read Rotten Tomato
reviews.

Get theaters and
showtimes.
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for gamea schedules, scores from the Luv;ant SE350ns gamas,or up»-'to»-the minute scores from live
gamas. Tell Siri to show you player stats and compare them against other plavers stats. Sir tracks

team records, too. Here are some thmgs VOU might aske
» What was the score of the last Giants game?
- What are the National League standings?

» When is the Chicago Cubs first game of the season?

’\f*:nn Siriis turned on, you can also dictate text. See Distation on page 25.

Although vou can composa emall, text messages, and other text by talking divectly with Siri,
your might prefer dictation. Dictation lets you edit a message instead of replacing the entive text,
Dictation also gives you more time to think while composing.

Siri understands a pause to mean vou finished talking for the moment, and takes that
opportunity to respond. While this lefs you have a natural conversation with Siri, Sirt might
interrupt you before you're really done if you pause too long. With dictation, you can pause as
much as you like, and resume talking whan you're ready.

You can alse start composing text using Siri, then continue using dictation. For example, you
can create an amail with Siv, then tap the draft to open the message in Mail In Mail, you can
complete or edlit the message and make other changes, such as adding or removing recipients,
revising the subject, or changing the account you're sending the email from.

speak with an accent, it ¢ Tai\e Siri some time to get Uwsi {0 your voica, |' Sir- duemt hear you
exactly right, you can rake corrections.

Sirt shows what It heard you say, along with its response.

Correct what Sirt hears you say: Tap the bubble showing what Siri heard you say. Edit your
request by typing, or tap §on the keyboard to dictate.

For information about using dictation, see Birtation on page 41

I8

If some of the text is underlined in blue, tap it and Sir suggests some alfernatives. Tap ona of the
suggestions, or replace the text by typing or dictating.

Correct Sirl by voicer Tap 8, then restate or clarify your request. For example,”l meant Boston.”
Whaen corracting Siri, don't say what you don't want— just tell Sirt what you do want.
Correct a mail or text message: if 5iri asks if you want fo send the message, say something like:

. Change it to: Call me tomarrow.

+ Add: See you there question mark.
+ No, ser\d it to Bob.
- No. {to keep the message without sending it)

« Cancel.
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To have Sirt read the message to you, say “Read it back to me” or"Read me the message.” i it’s
file "Yes, send it

correct, say something i

In a noisy environrnert, hoid iPhone close to your mouth, but don't talk directly into the bottom
edge. Continue to speak clearly and naturally. Tap 8 when you finish speaking.

You can also try holding iPhane to your ear to speak to Sirl.

Y
NN

o
Sir. “;ght ‘il you it's having trouble connecting to the network. Recause Siri relies on Apple

servers for volce recognition and \i'ht- services, you need to have a good 3G, 4G, or LTE cellular
connection or a Wi-Fi connection to the internet.
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Phone

Fon iPhione is as simple as tapping a name or number in your contacts, using Sirl
to say “rall Boly” (iPhone 45 or later), tapping one of your favorites, or tapping a recent call to

%
bz
P
-t
i
-
= %

raturn it

View a list of
your voicemail
messages.

Dial manually.

Call, email, or text someone
in your contacts list.

View your recent incoming and outgoing calls to
return a call or get more info. The red badge
indicates the number of missed calls.

Call a favorite with a single tap.

information about avoid istraction, see

3 importa
W on page 4o,

i

bt

Buttons at the hottom of the Phone screan give you quick access to your favorites, recant calls,
your contacts, and a nureric keypad for dialing manualiy.
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Manually dial a number: Tap Keypad, enter the number, then tap Call.

« Paste a number to the keypad: Tap the screen above the kevhoard, then tap Paste,

igdr

~ Enter a soft (2-second) pause: Touch the " key until a comma appears.

o Enter ¢ hard pause {to pause dialing unitil vou tap the Dial button): Touch the "# key until a
semicelon appears.

o fedial the Iast number: Tap Keypad, tap Call to display the number, then tap Call again

Add a contact to Favorites: in Contacts, tap "Add to Favorites” at the bottom of a contact card.

To delete or rearrange your favorites list, tap Edit,

Use Sirt or Voice Control Press and hold the Home button (3 say calf or diad, then say the name

or number. You can add at home, work, or mobile. See Chapter 4, Siri, on page 36 and Voics

o on page 26.

For best results, speak the full name of the person you're calling. When voice dialing a numbey,
speak each digit separately—for example, four one five, five five five, one two one two. For the
800 area code inthe U.S, vou can say eight hundred.

’D ()

Answer a call: Tap Answer. if iPhone is locked, drag the slider. You can also press the center
button on your headsat.

SHence a calk Press the Sleep/Wake button or either volume button. You can still answer the ¢all
after siencing it, untif it goes to voicemail.

Reply to an incoming call with a text message: Swipe &% up, tap "Reply with Message,” then
choose a reply or tap Custom. To craate your own default replies, go to Settings » Phone » “Reply
with Message” and replace any of the default messages.

Remind vourself to return an incoming call Swipe e up, tap Remind Me Later, then choose
whern you want to he raminded.

N\
\
\
\
A
N
3
A
A

Decline a call and send it divectly to voicemail Do one of the following:

+ Press the Sleep/Wake button twice guickly.

-

« Press and hold the center button on your headset for about two seconds. Two low beeps
confirm that the call was declined.

« Tap Decline {(if iPhone is awake when the call comes in.

Block calls and maintain Wi-Fi access to the Internet: Go to Settings and turn on Airplane
Mode, then tap Wi-Fito turmn it on

Set uPh«:me 1o Do Not Disturh Q) Go to Set tings and turn on Do No Disturb. §
& Gnis on page 132
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When you're on a call, the screen shows call options.

Mute your line.
iPhone 4 or later: Touch and

hold to put your call on hold. Dial a number

or enter
numbers.

Use the
speakerphone
or a Bluetooth
device.

Get contact
info.

Make another Make a FaceTime call.
call.

Use another app during a call: Press the Home button (3, then open the app. To return to the
call, tap the green bar at the top of the screen.

End a call Tap End. Or press the center button on your headsat.
Respond to a second incoming call:

» gnore the call and send it to voicemail: Tap ignore.

o Put the first cali on hold and arswer the new one: Tap Hold Cali + Answer,

< End the first call and answer the new one: When using a G5M network, tap End Call + Answer.
With a CDMA network, tap End Call and when the second call rings back, tap Answer, or drag

the slider if the phone is locked.
If vou're on a FaceTimea video call, you can sither end the video call and answer the incoming call,
or decline the incoming call.
Switch betwesan calls: Tap Swap. The active call is put on hold. With CDMA, you can't switch

between calls if the second call was ocutgoing, but you can merge the calls. If yvou end the second
call or the merged call, bath calls are terminated.

Merge calls: Tap Merge Calls. With COMA, vou can't merge calls if the second call was incoming.
Conferencs calls

With G5M, vou can sat up 2 conference call with up to five people at a1
your carrier.

&, depending on

Create a conference call While on a2 call, tap Add Call, make another cali, then tap Marge Calis.

Pepeat to add more people to the conference.

« Drop one person: Tap Conference, tap &) next to a person, then tap End Call.

« Talk privately with one person: Tap Conference, then tap Private next to the person. Tap Merge
Calls to resume the conference.

< Add anincoming caller: Tap Hold Call + Answer, then tap Merge Calls.

Note: You can't make a FaceTime video call when you're on a conference call.
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the documentation that came with the

Bypass your Bluetooth device:

« Answer a call by tapping the iPhone screen
- Buring a call, tap Audio and choose iPhone or Speaker Phone.
» Turn off Bluetooth in Settings > Blustooth.

 Turn off the Bluetooth device, or move out of range. You must be within about 30 feat
{10 meters) of a Bluetooth device for it to be connected to iPhone.

Make an emergency call when iPhone Is locked: On the Enter Passcode screen, tap
Emergency Call.
iPhone can be used to make an emergency call in many locations, provided

that celiular service is available, but its !*:0 uld not be relied on for emergencies. Some cellular
-ali from iPhone if iPhone is not activated, if iPhone

neirworks may not accapt an emergen:
5 not compatible with or configured to operate on a particular cellular network, or {when
applicable} if iPhone doss not have a SIM card or if the SIM card is PiN-locked.

In the U.S, location information {if available} is provided to emergency service providers when
you dial 8.

With COMA, when an emergency call ends, iPhone enters emergericy cafl mode for a few minutes
to aliow a call back from emergency services. During this time, data fransmission and text
meassagas are blocked.

Exit emergency call mode (COMAY Do one of the following:

« Tap the back button,

ress the Sleep/Wake button or the Home button T

P
 Use the keypad to dial 3 non-emergency number.
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With iPhone 4 or iater, you can make a video cali to someone with a Mac or other i0S device that
supports FaceTlme. The FaceTime camera lets vou talk face-to-face; switch to the iSight camera
on the back to share what you see around you.

Note: On iPhone or iPhone 4, you need a Wi-F connection to the Internet. On iPhone 45 or
fater, you can also make FaceTime calls over a cellular data connection. Cellular data charges may
applv. To turn off FaceTime using cellular data, go to Settings > General > Calluiarn

Make a FaceTime calk In Contacts, choose a nare, tap FaceTime, then tap the phone number or
s for

amall address that the person usas for FaceTime

To call samacne who has an iPhone 4 or later, vou can start by making a voice call, then
tap Facelime.

Drag your image
fo any somer.

Mute (you can hear
and sea; the caller
san see hut

not hiear).

Switch cameras.

Note: With FaceTime, your phone number is displayed even if caller ID is blocked or turned off.

Use Siri or Yoice Control: Press and hold the Home button (3 then say “FaceTiy
the name of the person to call.

[followed by

Set Facelime options: Go to Setfings > FaceTime {o:
« Turn Facetime onor off

« Speacify your Apple 1D or an email addrass for receiving FaceTime calls

VISUah yoigeman
Visual voicernail lets you see a list of your massages and choose which ones to listen to or delete

without having to listen to instructions or prior messages. The badge on the Voicemail icon tells
you how many unhieard messages you have.

Set up visual volcemail: The first time you tap Voicemall, you're prompted to create a voicemail
password and record your voicemail greeting.

Listen to a voicemail message: Tap Voicemail, then tap a message. To listen again, select the
message and tap ¥, I visual voicemail isnt available with your service, tap Voicemail and follow
the voice prompts.
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Check voicemail from another phoner Dial vour own number or your carrier's remote
access number.

lEJnheard messages

Speakerphone
(Audio, when a
Bluetooth device is

¥ Eden Sears waias 1 connected. Tap to
choose audio output.)

% Luci Meinerth sz e Ry

& Paul Cashunan

\\\é\\\\\ \\\\‘N Contact info

David Martingz

Play/pause
Amy Frost vaude R

Lia Lango

Drag the playhead
to skip to any point
in a message.

Return the call.

Messages are saved until you delete them or your carrier erases them,

Delete a message: Swipe or tap the message, then tap Delete.

Note: in sorne areas, deleted messages may be permanently erased by your carrier.

Manage deleted messages: Tap Deleted Messages (at the end of the messages list), then:

« Lister to ¢ defeted message: Tap the message.

» Undelete ¢ message: Tap the message and tap Undelete.

o Defete messages permanentfy; Tap Clear All

Change your greeting: Tap Volcerail, tap Greeting, tap Custom, then tap Record and say your
greeting. Qr, to use your carriers generic greeting, tap Default.

Set an alert sound for new voicemail Go to Settings > Sounds, then tap New Voicemail.

Aote: if the Ring/Sient switch is off, iPhone won't sound alerts.

Change the voicemail password: Go to Settings » Phone > Change Yolcermail Password,

e -
A

™
o 5

/u/

o
vy
\u“

From a contact’s Info screen, a quick tap lets you make & phom call, create an emall message,
find the contact’s location, and more. See Chapter 25, Contacts, on page 100
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The foiiov\ ing i nfu ma\‘ior‘ ppi n!y o G5 MA natworks, contact your carrier
for information about enabling and using these f'eatures. See su ol

Tarn call forwarding on or off: Go to Settings » Phone » Call Forwarding. The Call Forwarding
icon =} appears in the status bar when call forwarding is on. You must be in range of the celiular
network when you set iPhone to forward calls, or calls won't be forwarded. FaceTime calls are

nat forwarded

Turn call waiting on or off: Go to Settings > Phone > Call Waiting. if you're on a call and call
waiting is turned off, incoming calls go directly to voicernail,
Turn caller 1D on or offt Go to Seftings > Phone » Show My Caller D,

Note: For FaceTime calls, your phone number is displayed even if caller iD is turned o

iPhone comes with rin

LY . i

JTO!“-F“> that soundd for incomi
o purchase ringtones Fro N soNgs ini

Set the default ringtone: Go to Settings » Sounds > Ringtone.

=z )

Turn the ringer on or offt Flip the switch on the side of iPhone.

2 Clock alarms still sound even if you set the Ring/Silent switch to silent.
Turn vibrate on or offt Go to Seftings » Sounds.
Assign a different ringtone for a contact in Contacts, choose a contact, tap edit, then tap

Ringtone and choose a ringtone.

For more information, see Sounvls on page 139,

ation about making international calls from vour horme area, including rates and other
at may apply, contact your carrier or go to your carrier’s website,

Whaen traveling abroad, you may he able to use iPhone to make calls, send and raceive text
messages, and use apps that access the internet, depending on available networks.

Y and fees.

Enable intemnational roaming: Contact your carrier for inforration about avail

riant Yolce, text message, and data roaming charges may apply. To avold charges when
roaming, turn off Voice Roaming and Data Hoaming.

if you have an iPhone 4S or ia‘rer that’s been activated 0 work ona ‘CDMA r‘etwork you may be

alsle to roam on (
network, iPhone h% ass to C- N‘ netw 'ork features. C bames may “'“plv Contact y“ur carriar for
maore information.

Set network options: Go to Setfings > Gerneral > Cellular to:

- Turn data roaming on or off

» Turn cellular data on or off.

« Turn voice roaming on or off (CDMA)

- bUse G5M networks abroad (CDMA).

G
b

L

s
0]
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Turn off cellular services: Go to Settings, turn on Alrplane Mode, then tap Wi-H and turmn Wi-H
on. Incoming phone calls are sent to voicemail. To resume cellular sarvice, turn Airplane Mode off.

Automatically add the prefix or country code for calls to the U.S.: (GSM) Go to Settings >

Phone, then turn on Dial Assist, This lats you use contacts and favorites to make calls

wihile abroad.

Choose a carrier: Go to Settings > Carrier. This option is avallable only when vou're traveling
outside your service provider’s network, and for carriers that have roaming agreernents with your

provider. See { 2w on page 133

Get voicemail when visual voicemail isn't available: Bial vour own number (with COMA, add #
aftar your number}, or touch and hold”1” on the numeric keypad.

one number for vour iPhone

o Change the default text message raplies for incoming calls

- Turn calf forwarding, call waiting, and caller ID on or off {GSM)

= Tumn TTY onor off

« Change your voicemall password {GSM)

« Require a PIN to unlock your SIM when you turn iPhone on {required by some carriers)
Go o Settings > FaceTime to:

+ Turn FaceTime onor off

 Use your Apple i for Facelime

« Add an email address for FaceTime

» Turn cellular data on or of

Go to Settings > Sounds to:
+ Setringtones and volume
+ Set vibration options

» Set the sound for new voicemail

Chapter 5
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&8 Delete, move, or
mark multiple
messages.

o Seharute
W

Danielie Durr Search this mailbox.

Appomtment oo

Jym - Warhol 3 v

Thank vouk

& VIP

Bryan Alvarez

Change the preview
il length in Settings >
- Mail, Contacts,
Calendars.

" Jason Russell

" Ad Maiorano

Compose a
Sl message.

Flag a message or mark it as unread: Tap B To mark multiple messages at once, tap Edit while
viewing the message list.

identify messages addressed specifically to your Go to Settings > Mail, Contacts, Calendars,
then turn Show To/Cc Label on or off. Messages with your address in the To or Cc field are
indicated with an icon in the message list.

See all the recipients of & message: Tap the word Details in the From field. Tap a recipient’s
name of email address to view the recipient’s contact information or add them to Contacts of
your Vi fist.

Prevent downloading remuote images: (o to Settings > Mall, Contacts, Calendars, then turn
Load Remote images off.

Open a Hinlke Tap the link to use its default action, or touch and hold to see other actions. For
example, for an address, you can show its location in Maps or add it to Contacts. For a web link,
you can add it to Reading List.

Open a mesting invitation or attachment: Tap the ftem. If the attachment can be used by
multiple apps, touch and hold to choose an app that works with the file.

Save an attached phote or video: Touch and hold the photo or video, then tap Save Image or
Video. It's saved to your Camera Roll in the Photos app.
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Load new messages: Pull the massage list or maitbox list downward to refresh the list.

'IA

3

set the number of older messages retrieved: Go to Settings » Mail, Contacts, Calendars » Show,

Turn off new message notifications for an account: Go to Settings > Notifications » Mail >
agccount narme, then turn Notification Center off

Change the tones plaved by Mail: Go to Settings > Sound.

- Change the tone plaved for new mail in each account: Go to Settings > Notifications > Mail >
gccount name > New Mail Sound.

- Change the tone plaved for new maif from ViPs: (o to Settings > Notifications > Mail » VIP »
New Mail Sound.

Tap to change From,
Co, or Bee.

— Tap {o attach a photo
or video.

SNt QM Al IPRONE smsmsmmmmmmnmsmmenennteens (GRETGE YOUP sigRATLRE
in Settings > Mai,
Contacts, Calendars.

Compose a message: Tap &, then type a name or emall address, After vou enter recipients, you
can drag to move them between fields, such as from To to Cc. if vou have multiple mail accounts,
tap From to change the account you're sending from.

Automatically Boo vourself on outgoing messages: Go fo Sattings > Mail, Contacts, Calendars >
Always Bee Myself.

Save a draft of & message: Tap Cancel, then tap Save. The message is saved in the account’s
Drafts mailbox. Touch and hold [ to see vour saved drafts.

Reply to a message: Tap €, then tap Reply. Files or irnages attached to the initial message aren't
sent back. To include the attachrents, forward the message instead of replying.

Forward a message: Upen a message and tap €, then tap Forward. This also forwards the
message’s attachments.

Guote a portion of the messags you're replving to or forwarding: Touch and hold to salect
text. Drag the grab points to select the text you want to include in your reply, then tap 4.

» Change the quote fevel: Select the text to indent, tap § at least twice, then tap Quote Level.

« Automatically increase the guote level when replying: Go to Settings > Mail, Contacts, Calendars,

then turn on increase Quote Level.
Send a photo oy video in a message: Tap the insartion point to display the selection buttons.
Tap ¥, tap Insert Photo or Video, then choosea a photo or video from an alibum. You can alse email
muiltiple photos using Photos—ses S

W on page 72

Change your email signature: Go to Settings > Mall, Contacts, Calendars > Signature. if you have
more than one mail account, tap Per Account to specify a different signature for each account.
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\

See messages from VIPs: Go to the mailbox list {tap Mailboxes to get there), then tap VIR

P
ist: Tap the persor's name or address in a From, T, or Co/Boc field, then

!"vl

+ Add a persan ta the Vi

tap Add to ViR
Group related messages together: Go to Setfings » Mail, Contacts, Calendars, then turn
Organize by Thread on or off.

Search messagas: Open a mailbox, scroll to the top, then enter text in the Search field. You can
search the From, To, or the Subject field in the maiibox that’s currently open. For mail accounts
that support searching messages or: the server, tap All to search From, To, Subject, and the
message body.

Delete a message: if the message is open, Tap 8.

o Defete g message without opening it: Swipe over the massage title, then tap Delete.

< Delete multiple messages: While viewing the message Eist, tap Edit.

~ Tum off deletion confirmation: Go to Settings > Mail, Contacts, Calendars > Ask Before Deleting.

Recover a message: Go to the account’s Trash mailbox, open the message, tap [B then move the
message to the account’s inbox or other folder

o Set how fong your messages stay in Trash before being permanently deleted: Go to Settings >

Mail, Contacts, Calendars > gecount name > Account » Advanced.

Turn archiving on or off: Go 1o Settings > Mail, Contacts, Calendars > account name > Account
> Advanced. Not all mail accounts support archiving. When you archive a meassage, it moves 1o

the All Mail mailbox.To delete the message instead of archiving it, fouch and hold Archive, then
tap Delete,

Move a message to a different mailthox While viewing the message, tap [, then choose a
destination. To move multiple messages at once, tap Edit while viewing the message list.
Add, rename, or delete a mailbox: In the maiibox list, tap Edit. Some maiiboxes can't be
renamed or deleted,

Print a message &pﬂ*\ then tap Print.

Print an inline image: Touch and hold the image, then tap Save image. Go fo Photos and print
the image from your Camera Roll album.

Print an attachment: Tap the attachment to open it in Quick Look, tap @&, then tap Print.

W Ay
i

For more information about printing, see B it on page 30,
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Chanqe Mail and mail account seﬂ;nqs Go 1o Settings > Mail, Contacts, Calendars. You can sat up:
- iCloud

+ Microsoft Exchange and Quticok

< Google

» Yahoo!

« AOL

o Microsoft Hotmadl

» Other POP and IMAP accounts

Settings vary based on the type of account you're sefting up. Your internet service provider or
systemn adrainistrator can provide the information you need to enter.

Temporarily stop using an account: Go to Settings > Maii, Contacts, Calendars, choose an
account, then turn off mail service for the account. When the service is turned off, iPhone doesnt
display or sync that information until you turn it back on. This is a good way to stop receiving
work emaill while on vacation, for example.

Delete an account: (o to Settings » Mall, Contacts, Calendars, choose an account, then scroli
down and tap Delete Account. All information synced with that account, such as bockmarks,
mail, and notes, is removed.

Set Push settings: Go to Settings > Mail, Contacts, Calendars > Fetch New Data. Push delivers
new information whenever it appears on the server and there’s an internet connection (some
delays may occur). When Push is turned off, use the Fetch New Data setting fo determing how
often data is requested. The setting you choose here overrides individual account settings. For
optiral battery life, don't fetch too often. Not all accounts support push.

Send signed and encrypted messages: Go to Settings > Mail, Contacts, Calendars > gccount
name > Account > Advanced. Turn on $/MIME, then select certificates for signing and encrypting
outgoing messages. To install certificates, vou may get & configuration profile from your system
adrninistrator, download the certificates from the issuer’s website using Safari, or receive ther as
mail attachments.

Set advanced options: Go to Settings > Mail, Contacts, Calendars > account name > Account >
Advanced. Options vary depending on the account, and may inciude:

« Store drafis, sent messages, and deleted messages on iPhone

 Set how long deleted maessages are kept before being permanently removed

« Adjust mail server settings

« Adjust 55U and password seftings

Ask your Internet service provider or system administrator if you're not sure what the appropriate
settings are for your account.
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Safari

Safari features include:

+ Reader—view articles without ads or clutter

o HReading list—collect articles to read later

« Full-screen mode—when viewing wehpages in landscape orfentation

Use iClousd to see pages you have opan on other davices, and to keep vour bookmarks and

reading list up to date on vour other devices.

Enter a web address (URL).
Tap the status bar to quickly scroll to the top.
!

=§— Search the web and
the current page.

=== Double-tap an item
or pinch to zoom in
or out.

Swipe through open
webpages or open a

]\\\\\\\{\\\w new page.

View your reading list, history,
and bookmarks.

Add a bookmark, Reading List item,
or icon to the Home Page, or share
or print the page.

View a webpage: Tap the addrass field {in the title har), enter the URL, then tap Go.
« Scrolfawebpage: Drag up, down, or sideways.
o Scroffwithin a frame: Drag two fingers inside the frame.

o View in full-screen landscape: Rotate iPhone, then tap %
« Reload a webpage: Tap € in the address field.
Close a webpage: Tap &3, then tap & by the page.
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See webhpages yvou have open on your other devices: Tap [33 then tap iCloud Tabs. To share
wabpages you have open on iPhone with your other devices using iCloud Tabs, go to Settings >
iloud and turmn on Safari,

Follow a link on a webpage: Tap the link.

» See alink’s destination: Touch and hold the fink.

« Opena fink in a new tab: Touch and hold the link, then tap "Open in New Page”

Detected data—such as phone numbers and email addresses—rnay also appear as links in
webpages. Touch and hold a link to see the available options.

i -

View an article in Reader: Tap the Reader button, if it appears in the addres

o
)
[a

o Adjust the font size: Tap aA.
 Share the article: Tap B2,

Reader, the full text of the article s sent, in addition to

Note: When you emall an article fro
the link.
o Return to normal view: Tap Done.
Use Reading List to collect webpages and read them later:
Add the current webpage: Tap B, then tap "Add to Reading List"With iPhone 4 or later, the
webpage is saved as well as the link, so you can read it even when you can't connect to
the Internet.

o

» Add the destination of a link: Touch and hold the link, then tap “Add to Reading List.
o View your reading list: Tap (3 then tap Reading List.

< Delete an ftem from vour reading list: Swipe the item, then tap Delete.

Fill out a form: Tap a text field fo bring up the keyboard.

o Maove to a different text field: Tap the text field, or tap Next or Previous.

< Submit a form: Tap Go, Search, or the link on the webpage to submit the form.

-

» Fnable AutoFil: Go to Settings > Safari > AutoFill.

Saarch the web, the arrent webpage, or a searchable PDF: Enter text in the search field.

« Search the web: Tap one of the suggestions that appear, or tap Search.

+ Find the seﬁre‘h text on the current webpage or PDF: Scroll to the bottom of the screen, thentap
the entry baloy This Page.
The first instance is highlightad. To find later instances, tap

Bookmark the current webpage: Tap 88, then tap Bookmark.

When you save a bookmark, you can edit its title. By default, bockmarks are saved at the top level
of Bookmarks. To choose a different folder, tap Bookmarks onthe Add Bookrnarks sareen.

T

Create an icon on the Home sareen: Tap B, then tap "Add to Home Screen.” Safari adds an
icon for the current webpage to your Home Screen. Unless the webpage has a custom icon, that
image is also used for the web clip icon on the Home screen. Web clips are backed up by iCloud
and iTunes, but they arervt pushed to other davices by iCloud or synced by iTunes.

Share or copy a link for the current webpage: Tap &, then tap Mail, Message, Twitter, Facebook,
or Cop

Print the current webpage: Tap B8, then tap Print. See

on page 30.

Use iCloud to keep vour bookmarks and reading list up to date on your other devices: Goto
Settings > iCloud and turn on Safari. See ouwd on page 15,
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Sat options for Safari: Go to Settings > Safari. Options include:

« Search engine

» AutoFill for filling out forms

« Opening links in a new page or in the background

« Private browsing to help protect private information and block some websitas from tracking
vour behavior

« Clearing histary, cookias, and data

« Celiular data for Reading List

 Fraud warning
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Music
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Get music and other audio content onto iPhone:

o Purchase and download from the iTunes Store: In Music, tap Store. See Chapter 22, funes
Store, on page 94,

 Automatically downioad music purchased on your other jOS devices and computers: See
Wioud on page 15,

 Syne content with iTunes on your computer: 5ee Sy

s

Tunes on page 16,

 Use iTunes Match to store yi

{3

wireless Bluetooth stereo headphones paired with iPhone. When headphones are attached or
paired, no sound comes from the speaker.

Open iTunes Store.

2p i listen.
Andraee Bid

AL

Hen Howard

Ben Kwalioy

Baok Dylan

A

3
iz

Hxfed bl
See additional
- Drowse buttons.

Choose how to browse.
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Play a track: Browse by playlist, artist, song, or other category, then tap the track.

« See additional browse buttons: Tap More,

 Change which browse buttons appear at the bottom: Tap More, tap Edit, then drag an icon over
the button you want to replace

The Now Playing screen shows vou what’s playing, and provides playbaci controls

Back

Track list

e Play/Pause

Mext/Fast-forward

AirPiay

Pravious/ Violurme
Rewind

Lyrics appear on the Now Flaying screen if you've added them to the song using the song’s
Info window in iTunas and you've synced music using iTunes. {Lyrics aren't supported by
iTunes Match.)

Display additional controls (iPhone 48 or sarlier): Tap the album artwork on the Now Playing
reen to display the scrubber bar and plavhead, and the Repeat, Genius, and Shuffle buttons.
Skip to any point in a song: Drag the playhead along the scrubber bar. Slide your finger down

to slow down the scrubs rate.

Shake to shuffle: Shake iPhone to turn on shuffle, and to change songs. To turn Shake to Shuffie
onor off, go to Settings » Music.

See all tracks on the album containing the current song: Tap & To play a track, tap it

Tap a star fo rate this song for
creating smart plaviists in [Tunes.

Return to the Now
Playing screen.

Alburn tracks

Search music {titles, artists, albums, and composers): While browsing, tap the status bar fo
reveal the search field at the top of the screen, then enter your search text. You can also search
audio content from the Home screen. See & g on page 27
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Display audio controls while in another app: Double-click the Home button {J, then swipe
the muititasking bar to the right. Swipe right again to display a volume control and the
AirPlay button Led {when in range of an Apple TV or AirPlay spealwars).

Current audio
app—tap to open it.

Currently playing song.

Display audio controls while the screen is locked: Double-click the Home button L

Play music on AirPlay speakers or Apple TV: Tap [al See ¢

Browse albums in Cover Flow: Drag left or right.

« See the tracks on an afbum: Tap the album artwork or €. Drag up or down to scioll; tap a track
to play it.

D,

« Return to the artwork: Tap the title bar, or tap € again.

wapes

On iFhone 5, podeast and audichook controls and info appear on the Now Playing screen when
vou begin playback.

Note: The Podcasts app is available for free in the App Store. See Chapter 31, F¢
page 113.1f you install the Fodcasts app, podcast content and controls are removed from Music.

515, 0N

Show or hide the controls and info {iPhone 4% or earlier) Tap the center of the soreen.

Email Repeat last 15 seconds.

Skip 15 seconds.

Playback speed

Playhead Scrubber bar

(et more podoast episodes: Tap Podcasts (tap More first, if Podcasts ismt visible), then tap a

podcast to see available episodes. To download more episodes, tap Get More Episodes.

Hide hyrics and podeast infor Go to Settings > Music, then turn off Lyrics & Podceasts info.
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Create a playlist: View Playlists, tap Add Playlist near the top of the list, then enter a title. Tap €3
to add songs and videos, then tap Don

."9

Edit a playlist: Select the playlist to edit, then tap Edit,

~ Add more songs: Tap

o Delete a song: Tap §. Deleting a song from a playlist doesn’t delete it from iPhone.
« Change the song order: Drag &

New and changed piayiifts are copied to your iTunes Hbrary the next time you sync iPhone with

vour computer, or via iloud if you've subscribed to iTunes Match.
Clear or delete a playlist Select the playlist, then tap Clear or Delete.
Delete a song from iPhone: In Songs, swipe the song, then tap Delete.

The song is deleted fror iPhone, but not from vour iTunes library on yvour Mac or PG or
from ildoud.

A Gx_mm playlist is a collection of songs from vour library that go together. Genius is a free
service, but it requires an Apple 1D.

A Genius Mix election of songs of the same kind of music, recreated from your library each
time you listento the mix.

Use Genius on iPhone: Turn on Genius in iTunes on your computer, then sync iPhone with

iTunes. Genius Mixes are synced automatically, unless you manually manage your music. You can

also sync Genius playlists.

Browse and play Genius Mues: Tap Genius {fap More first, if Genius isnT visible}. Swipe ieft or

right to access othar mixes. To play a mix, tap

Make a Genius playlist: View Playlists, then tap Genius Plavlist and choaose a song. Or, from the

Now Playing screen, tap the screen to display the controls, then tap $%.

o feplace the playiist using a different song: Tap New and pick a song.

« Refresh the plaviist: Tap Refresh.

~ Save the playlist: Tap Save. The plavlist is saved with the title of the song you picked and
marked by 3

Edit a saved Genius playlist: Tap the playlist, then tap Edit,
o Delete a song: Tap &
» Change the song order: Drag &85

Delete a saved Genius playlist: Tap the Genius playlist, then tap Delete.
Genius playlists created on iPhone are copled 1o your computar when you sync with iTunes.

Note: Once a Genius playlist is synced to iTunes, you cant delete it diractly from iPhone. Use
iTunes to edit the playlist name, stop syncing, or delete the playiist.
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{iPhone 45 or later) or Voice Contrel to contrel music playback. See
,on page 38 and ¥ on page 26.

Use Siri or Yoice Contral Press and hold the Home button O

« Play or pause music: Say "play” or “play music" To pause, say “pause,”“pause rmusic,” or “stop.”
You can also say “next song” or “pravious song.”

« Play an alfbum, artist, or plaviist: Say “olay,” then say “album,” artist,” or “playlist” and the name.

o« Shuffle the curvent playlist: Say "shuffie.”

+ Find out more about the current song: Say “what’s playing,”

song by.”

who sings this song,” or “who is this

~ Use Genius to play similar songs: Say “Genius” or “play more songs iike this”

T
A
HEEN

rrsh

N % 3
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o

iTunes Match stores your music library in iCloud —including songs imported from CDs—and lets
you play your collection on iPhone and your other 10S devices and computers. iTunes 'v,cim is
offered as a paid subscription. To find out whers it's available, see sy a5

Subscribe to iTunes Match: In iTunes on your computer, go to Store > Turn On iTunes Match,
then click the Subscribe button.

Once you subscribe, unes adds vour music, playlists, and Genius Mixas to iCloud. Your songs
that match music already in the iTunes Store are automatically avaliable in iCloud. Other
songs are uploaded. You can download and play matched songs at up to Tunes Plus quality

56 ki pS DRM-free AAC), even if your original was of lower quality. For more information, see

Turn on iTunes Match: Go to Settings » Music.

Turning on iTunes Match removes synced music from iPhone, and disables Genius Mixes and
Genius Playlists,

Note: if“Use Cellular Data for iTunes” in Settings > General > Celiular is on, cellular data charges
may apply.

Songs are downloaded to iPhone when you play them. You can also download songs and
albums manually.

Note: When iTunes -“\f"-a*-‘ch is on, downloaded music is automatically removed from iPhone when
space is neaded, starting with the oldest and least playved songs. ilioud icons () reappear
for removed songs and albums, showing that the songs and albums are still available through

iCloud, bt not stored lacally on iPhone.

Manually remove a song or albunv Swipe sideways across the song or album, then tap Delete.
Show only music that's been downloaded from iloud: Go to Settings > Music, then turn off
Show Al Music {available only when iTunes Match is turned on)

Manage your devices using iTunes Match or Automatic Downloads: in iTunes on your
comptiter, go to Store > View My Apple 10 Sign in, then click Manage Devices in the “ITunes in
the Cloud” section.
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HOi’ﬂt %ho-ing Iets you play music, movies, and TV shows from the iTunas fibrary on your Mac or
PC.iPhone and your computer must be on the same Wi-Fi network.

¢, Bonus

Note: Home Sharing reguires iTunes 10.2 or later, available at wwwi
content, such as digital booklets and iTunes Extras, can't be shared.

Play music from vour iTunes library on iPhone:
I fTunes on your computer, choose File > Horne Sharing > Turn On Horne Sharing. Log in, then
click Create Horme Share.

On iPhone, go to Settings > Music, then log in to Home Sharing using the same Apple 1D
and password.

In Music, tap More, then tap Shared and choase vour computer’s library.

Return to content on Phone: Tap Shared and choose My iPhone.

» Shake to Shuffle

=
Z

« Sound Check (to normalize the volume level of vour audio cont
« Equalization {(EQ)
Note: EQ affects all sound output, including the headset jack and AirPlay. EQ settings generally

apply only to music played from the Music app.

The Late Night setting applies to all audio output—video as well as music. Late Night
compresses the dynamic rangs of the audio output, reducing the volume of loud passages
and increasing the volume of quiet passages. You might want to use this sefting when
fistening to music on an alrplane or in some other noisy environment, for example

- byrics and podcast info

» Grouping by album artist

+ Tunes Match

< Homea Sharing

Set the volume limit: Go to Settings > Music > Volurne Limit, then adjust the volume slider.
Aoter in European Union countries, you can fimit the maximum headset volume to the
Furopean Union recommended level Go to Settings > Music > Volume Limit, then turn on
EU Volume Limit.

Restrict changes to the volime imit Go to Settings » General » Restrictions » Volume Limit,
then tap Don't Aliow Changes.
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Messages

v For important information about avoiding distraction while driving, see i

Mescages lets you exchange text messages with other SMS and MMS devices via vour celiular
connaction, and with other 108 devices using iMessage.

iMessage is an Apple sarvice that lets you send unlimited messages over Wi-H {as well as celiular
connections) to other i0S and CS X Mountain Lion users. With iMessage, you can see when other
people are typing, and let them know when vou've read their messages. iMessages are displayed
on all of vour 105 devices loggad in 1o the same account, so vou can start a corversation on one
of your devices, and continue it on another device. iMessages are encrypted for security.

Eiue indical
iMessage
conversation.

Tap to enter fext.

} SR

Tap the attach media bulion to
include a photo or video.

Stari a text conversation: Tep{#, then tap §
entering a name, or enter a phone number or emall address manually. Enter a message, then
tap Send.

and choose a contact, search your contacts by

An alert badge €8 appears if a message can't be sent. Tap the alert in a conversation to try
sending the message again. Double-tap to send the message as an SMS text message.

Resume a conversation: Tap the conversation in the Messages list.
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Use picture characters: Go to Settings » General > Keyboard » Kevboards > Add New Keyboard,
then tap Emoji to make that keyboard available. Then while typing a message, tap & to bring up
the Emeji kevboard. See Spec ds on page 144.

See a person’s contact infor Scroll to the top (tap the status bar) to see actions you can perform,
such as making a FaceTime cail.

See earlier messages in the conversation: Scroll to the top {tap the status bar). Tap Load Farlier
Messages if needed.

Send messages 1o a group {iMessage and MMS): Tap 4. then enter multiple recipients. With
MMS, group messaging must also be turned on in Settings > Messages, and replies are sent only
to you—they aren't copied to the other people in the group.

Conversations >ssages list. A blue dot @ indicates unread messages. Tap a
conversation to \ii w or continue it

Forward a conversation: Tap Edit, select parts to include, then tap Forward.

Edit a conversation: Tap Edit, select the parts to delete, then tap Delete. To clear all text and
attachrnents without deleting the conversation, tap Clear Al

Delete a conversation: in the Messages list, swipe the conversation, then tap Deleta,

Search a conversation: Tap the top of the screen to display the search field, then enter the text
yau're fooking for. You can also search conversations from the Home screen. See & 3
page 27

Add somenne o your contacts list: Tap a phone number in the Messages list, then tap “Add
to Contacts.”

WTP‘ if ”,essaq MMS, you can send and receive photos and videos, and send locations, contact
info, and voice memos, The size limit of attachments is determined by vour service provider—

iPhone may compress photo and vsdeo attuci nents whan neaded.

Send a photo or video: Tap &

Send a location: [n Maps, tap & for a location, tap Share Location, then tap Message
Send contact info: in Contacts, choose a2 contact, tap Share Contact, then tap Message.
Send a voice memo: In Voice Memos, tap 32 tap the voice memo, tap Share, then tap Message.

Save a photo or video you receive to your Camera Rolf albuny: Tap the photo or videg, then
tap &

Copy a photo or video: Touch and hold the attachment, then tap Copy.

Add someone {0 your contacts from the Messages list: Tap the phone number or email
address, tap the status bar to scroll to the top, then tap “Add Contact.”

Save contact info yvou recelve: Tap the contact bubble, then tap Create New Contact or“Add to
Existing Contact”
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Go to Seftings > Messages to sat options for Messages, including:
+ Turning iMessage on or off

» Notifying others when you've read their messages

- Speacifying an Apple 1D or emall address fo use with Messages
» SMS and MMS options

» Showing the Subject fizld

+ Showing the character count

Land Not s on page 132

Manage notifications for messages: See

Sat the alert sound for incoming text messages: See Sounds on page 139
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Calendar

2

t

E |
et

@s it easy to stay on schedule. You can view calendars individually, or view several

-~ Change calendais o
accounts.

A day with a dot has
events.

View invitations.

View or edit an event: Tap the event. You can:

» Set a primary and secondary alert

3

« Change the avent’s date, time, or duration
« Move an event to a different calendar

» Invite others to attend evenis on iCloud, Microsoft Exchange, and CalDAV calendars

o Delete the event

You can also rove an event by holding it down and dragging it to a new time, or by adjusting

the grab points.

Add an event: Tap < and enter event information, then tap Done.

« Set the default calendar for new events: Go to Settings > Mail, Contacts, Calendars >
Default Calendar.

« Set default afert times for birthdays and events: Go to Settings > Mail, Contacts, Calendars »
Default Alert Times.
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Search for events: Ta r o bist, then enter text in the search field. The titdes, invitees, locations, and
notes for the calendars you're viewing are searched. You can also search calendar events from

the Horne screen. See 5 on page 27

Set the calendar alert tone: Go to Seftings > Sounds »> Calendar Alerts.

View by wesk: Rotate iPhone sideways.

import events from a calendar file: If you receive an ics calendar file in Mail, open the message
and tap the calendar file to import all of the avents It contains. You can alse import an dcs file
published on the web by tapping a link to the file. Some .ics files subscribe you to a calendar
instaad of adding events to your calendar. See ¥ : g

if you have an illoud account, & Microsoft Exchange account, or a supportad CalDAY account,
you can send and receive meeting invitations.

Invite others to an event: Tap an event, tap Edit, then tap Invitees to selact people
from Contacts.

Respond to an invitation: Tap an invitation in the calendar. Or tap B8 to display the Event
screen, then tap an invitation. You can view information about the organizer and other invitess. if
vou add comments {which may not be available for all calendars) vour comments can be seen by
the organizer but not other attendses.

Accept an event without marking the time as reserved: Tap the event, then tap Availability and
select “free.” The event stays on your calendar, but doesn't appear as busy to others who send
you invitations.

o
GOOgEE,Y ho-) ot T a!e '\dai caleﬂoar . as well as your Faceboo:« events and birthdays.

Turn on iCloud, Google, Exchange, or Yahoo! calendars: Go to Settings > Mall, Contacts,
Calendars, tap an account, ther turn on Calendar.

Add a CalDAY account: Go to Settings > Mail, Contacts, Calendars, tap Add an Account, then tap
Other. Under Calendars, tap Add CalDAY Account.

View Facshook events: Go to Settings > Facebook, thern sign in to your Facebaook account and
turn on access to Calendar.

Select calendars to view: Tap Calendars, then tap to select the calendars you want to view. The
avents for all selected calendars appear in one view.

View the Birthdays calendar: Tap Calendars, than tap Birthdays to inciude birthdays from
your Contacts with vour events. if you've set up a Facebook account, vou can also include your
Facebook friends’ birthdays.

You can subscribe to any calendar that uses the iCalendar (ics) format. Supported calendar-
based services include iloud, Yahoo!, Google, and the Calendar application in OS5 X You can read
events from a subscribed calendar on iPhone, but you can't edit events or create new ones.

Subscribe 1o a calendar: Go to Settings > Mall, Contacts, Calendars, then tap Add Account.
Tap Cther, then tap Add Subscribed Calendar. Enter the server dnd fleriame of the ics file to
subscribe to. You can also subscribe to an iCalendar {ics) calendar published on the wab, by
tapping a link to the calendar.

LAC
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You can share an iClou cud users.When you share a calendar, others can
view it, and you can let them add or change events, too. You can also share a read-only version
that anyone can view.

Create an iCloud calendar: Tap Calendars, tap Edit, then tap Add Calendar.

Share an illoud calendar: Tap Calendars, tap Edit, then tap the iloud calendar you want to
share. Tap Add Person, then choose someons from Contacts. The person will receive an email
invitation to join the calendar, but they need an Apple iD and iCloud account in ordar to accept.

Tarn off notifications for shared calendars: Go to Settings > Mail, Contacts, Calendars and tum
off Shared Calendar Alerts.

Change a person’s access to a shared calendar: Tap Calendars, tap Edit, tap the shared calendar,
then tap a person you're sharing with. You can turn off their ability to edit the calendar, resend
the invitation to join the calendar, or stop sharing the calendar with them.

Share a read-only calendar with anyone: Tap Calendars, tap Edit, then tap the iCloud calendar
you want to share. Turn on Public Calendar, then tap Share Link to copy or send the URL for the
calendar. Anyone can use the URL to subscribe to your calendar using a compatible app, such as
Calendar for iS5 or 05 X

gs in Settings > Mail, Contacts, Calendars that affect Calendar and your
accounts. These include:

@ several sett

» Syncing of past events {future avents are always synced)
« Alert tone played for new meeting invitations

- Calendar time zone support, to show dates and tirnes using a different time zone
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Photos

o
« Camera Roll album—photos and videos vou took on iPhone, or saved from an email, text
meassage, webpage, or scraenshot

5

Stream albums—photos in My Fhoto Stream and your shared photo strearns {see P
vnon page 71)

Tap the screen to
display the
controls.

X Delete the photo.

Stream photos using AirPlay.
Play a slideshow.

Share the photo, assign it to a contact,
use it as wallpaper, or print it.
View photos and videos: Tap an album, then tap a thumbnail.
« See the next or previous photo or video: Swipe left or right.
» Foominor out; Doubla-tap or pinch.
o Pana phote: Drag it
< Play a video: Tap ¥ in the center of the screen. To change between full-screen and fit-to-screen
viewing, double-tap the screen.
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Albums you sync with iPhoto 8.0 (iLife 0%) or later, or Aperture v3.0.2 or later, can be viewed by
events or by faces. You can also view photos by location, If thay were taken with a carnera that
supports gectagging.

View a slideshow: Tap a thumbnail, then tap ¥ Select options, then tap Start Slideshow. To stop
the slideshow, tap the screen. To set other options, go to Settings > Photos & Came

Stream a slideshow or vides to a TV See !

Fon page 20.

Create an aihum Tap Albums, tap <, enter a name, then tap Save. Select items 1o add to the
album, then tap Done.

fNeote: Albums creatad on iPhone aren’t synced back to your computar.
Add items 1o an album: When viewing thumbnails, tap Edit, select items, then tap Add Te.
Manage albums: Tap Edit:

« Rename an aibum: Select the album, ther enter a new name.

« Rearrange albums: Drag 22

T PN

o Delete an albur: Tap Q.

Only albums created on iPhone can he renamed or deleted.

With Phot Streamn, a feature of iloud {see | 1 on page 15), photos you take on iPhone
automaticaily appear on your other devices set up with Photo Stream, including your Mac or PC
Phote Stream also lets you share sefect photos with friends and family, directly to their devices or
o the web.

i 's turned on, photos you take on iPhone {as well as any other photos added
to your Qamor R< i} appear in your photo stream after you leave the Camera app and iPhone

is connacted to the Internet via Wi-Fi. These photos appear in the My Photo Strearn album on
iPhene and on your other devices set up with Photo Stream,

Turn on Photo Stream: Go to Seftings > iCloud > Photo Stream.

Photos added to your phato strearn from your other iCloud devices also appear in My Photo
Stream. iPhone and other 10S devices can keep up to 1000 of your most recent photos in My
Photo Stream. Your computers can keep ail your Photo Stream photos permanently.

Neote: Photo Strearm photos don't count against your iCloud storage.

Manage photo stream contents: In a photo strearn atbum, tap Edit.

o Save photos to iPhone: Select the photos, then tap Save.

< Share, print, copy, or save photas to vour Cameia Roll afbuim: Select the photos, then tap Share.

. ete phatos: Select the photos, then tap Delete,

foter Although deleted photos are removed from photo streams on your devicas, the origina!
photos remain in the Caraera Roll album on the device they originated from. Photos saved to a
device or computer from a photo stream are also not deleted. To delate photos From Photo St
you need 10S 5.1 or later on iPhone and your other I0S devices. See sup
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OS X Mountain Lion users can sub smbet YOUT mdred zhoto stteam>,. view the latest photos
you've added, “like” individual photos, and leave comments—right from their devices. You can

also create a puid
the web.

i welisite T\,r a shared photo stream, to share your photos with others over

fote:r Shared photo streams work over both Wi-Fi and callular networks. Cellular data charges
may apply.

Turn on Shared Photo Streams: Go to Settings > iCloud > Photo Stream.

Create a shared photo stream: Tap Photo Stream, then tap . To invite other i0S 6 or O5 X
Mountain Lion users to subscribe to your shared photo stream, enter their amail addresses.

post the photo stream on icloud.com, turn on Public Website, Name the atbum, then tap Greate.

Add photos o a shared photo streamy Selact a photo, tap B8, tap Photo Strearm, then select
the shared photo stream. To add several photos from an alizum, tap Edit, select the photos, then
tap Share.

Delete photos from a shared photo streany: Tap the shared photo stream, tap Edit, select the
photos, then tap Delete.

Edit a shared photo stream: Tap Photo Strearn, then tap §
+ Renarme the photo stream
« Add or rernove subscribers, and resend an invitation

o Create a public website, and share tha link

e

[relete the photo stream

You can s ham photm in ernail, text messages (MMS or iMessage), photo streams, Twitter posts,
and Facebook. Videos can be shared in email and fext messages {MMS or iMessage), and
on Youl ube.

Share or copy a photo or video: Choose a photo or video, then tap B If vou don't see @,
tap the screen to show the controls.

The size limit of attachments is determined by vour service provider. iPhone may compress
photo and video attachrents, if necessary.

You can alse copy photos and vidaos, and then paste tham info an email or text message MMS
or iMessage).

Share or copy multiple photos and videos: While viewing thumbnails, tap Edit, select the
photos or videos, then tap Share.

Save a photo or video from:

« Emaif: Tap to download it if necassary, tap the photo or touch and hold the video, then

o Text message: Tap the e in the conversation, tap B, than tap Save to Camera Roll.

°

Webpage (photo only) Touch and hold the phote, then tap Save fmage.

Photos and videos that you receive, or that you save from a webpage, are saved to your
Camera Roll album.
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Os

ablaed printers:

~ Print g single photo: Tap @&, then tap Print.

o Print multiple photos: While viewing a photo album, tap Edit, select the photos, tap Share, then

tap Print.

See By on page 30.
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Camera

With iPhone, vou can take both still photos and videos. In addition to the iSight camera on the
back, there’s a FaceTime camera on the front for FaceTime calls and self-portraits. An LED flash o
the back gives you extra light whan you need it

View the Set LED Turn on the grid
photos and flash mode. or HDR, or take
videos you've a Panorama
taken. photo.

Take a Camera/ Tap a personor  Switch
photo. Video object to focus between
switch and set cameras.

exposure.

A rectangle briefly appears where the camera is focused and setting the exposure. When you
photegraph people with iPhone 4S or later, iPhone uses face detection to automatically focus on
and balance the exposure across up to 10 faces. A rectangle appears for each face detectad.
Take a photor Tap W or prass eithar volume button.

- Zoom inorout: Pinch the screen {iSight carnera only).
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Take a panorama photo {iPhone 45 or later): Tap Options, then tap Panorama. Point iPhone
wheare you want fo start, then tap 8 Pan slowly in the diraction of the arrow, holding iPhone
steady. Try to keep the arrow directly on top of the horizontal fine. When you finish, tap Done.

o Reverse the panning direction: Tap the arrow.

Record a video: Switch to 84 then tap N or press either volume button to start or
stop recording.

« Capture g stifl photo while recording: Tap &

When you take a photo or start a video recording, iPhone makes a shutter sound. You can control
the volume with the volume buttons, or mute the sound using the Ring/Silent switch.

Note: in some countries, muting iPhone does not prevent the shutter sound.

if Location Services is turned on, photas and videos are taggad with location data that can be
used by other apps and photo-sharing websites. See ¥ v on page 140

Set the focus and exposure:

3

'IA

T ]
¥
H

set the focus and exposure for the next shot: Tap the object on the screen. Face detaction s

ternporarily turned off.

 Lock the focus and exposure: Touch and hold the screen until the rectangle pulses. AE/AF Lock
is displayed at the bottor of the screen, and the focus and exposure remain focked until yot
tap the scresn again.

Take a screenshot Press and release the Sleep/Wake hutton and the Home button O at the

same time. The screensb ot is added to your Camera Roll album.

photo. or hest rest..iis, i E o and 1he sub ;oct should be stationary.

Turn on HDR: Tap Option, then set HDR When HDR is on, the flash is turned off

Keep the normal photo in addition to the HDR version: Go to Settings > Photos & Camera.
When you keep both versions, G se appears in the upper-left comer of 1%‘- HDR photo when

viewed in your Camera Roll album with the controls visible.

m photm and \/id\" u take with Camaera are saved in your Camera Roll afourn. if vou have
Photo Stream turned on, new photos also appear in your Photo Stream alburn and are strearned
to your other 10§ devices and computers. See Photo Strgam on page 71

View your Camera Roll album: Swips to the right, or tap the thumbnail imaga. You can also

view your Camera Roll albur in the Photos app.

« Show or hide the controls while viewing a photo or video: Tap the screen.

o Share a photo or video: Tap 8. To send rauitipde photos or videos, tap B while viewing
thumbnails, select the items, then tap Share.

o Frinta photo: Tap B, Ses P4

L oon page 30
< Delete a photo or video: Tap .

Feturn to the camera: Tap 88
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Upload photos and videos to your computer: Connect iPhone to your computer

« Mac: Select the photos and videos you want, then click the import or Download button in
iPhoto or other supported photo application on your computer.

« PC Follow the instructions that came with your photo application.

if you delete photos or videos from iPhone when your upload them to your computer, thay're

remaved from your Camera Roll album. You can use the Photos settings pane in iTunes fo syric

photos and videos to the Photos app on iPhone {videos can be synced only with a Mac). See

Remove red-eye

Autc-enhance

Rotate

Edit a photo: While viewing a photo in full screen, tap Edit, then tap a tool.

o« Auto-enhance: Enhancing improves a photo's overall darkness or lightness, celor saturation,
and other qualities. If you decide against the enhancement, tap the tool again {even if you
saved the changes).

o Remave red-eye: Tap each eye that neads correcting.

- Crop: Drag the corners of the grid, drag the photo fo reposition i, then tap Grop. To set 2
spacific ratio, tap Constrain.

Trim a video: While viewing a video, ta p the screen to display the controls. Drag either end of
the frame viewer at the top, then tap T

st i you choose Trim Original, the trimmed frameas are permanently deleted from
tbe ongma! video. If you choose “Save as New Clip” a new trimrned video clip is saved in vour
Camara Roll album and the original video is unaffected.
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Videos

Use the Videos app to watch mavies, TV shows, and music videos. To watch video podcasts,
install the fres Podcasts app from the App Store, See Chapter 31, Podoa
videos you record using Camera on iPhone, open the Photos app.

Tap a video to play it.
!

5~ Swipe down to
Dr. Seuss’ The Lorax search.
Chrig Renaud

Mirrar Mirror
Tarseim Singh Dhandwar

The Pirates]
Peter Lord

See additional
episodes of a
— series.

« The Big Bang Theory | |
Baanan 5 (24 Episades)

t¢, on page 113.To watch

For important information about avoiding hearing loss, see fmix
Y on page 146,

Get videos:

o Buy or rent videos from the iTunes store (not available in all areas): Open the {Tunes app on
iPhone and tap Videos. Ses Chapter 22, une 2, 0N page %4,

Transfer videos from vour computer: Connect iPhone, then sync videos in iTunes on your

cormputer See Synving with flunes on page 16

Stream videas from yvour computer: Turn on Home Sharing in iTunes on your computer. Then,
on iPhone, go to Settings > Videos and enter the Apple 1D and password you used 1o set up
Home Sharing on your computer. Then, opan Videos on iPhone and tap Shared at the top of
the list of videos.

5
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Convert a video to work with iPhone: if you try to add a video from iTunes to iPhone and a
message says the video can't play on iPhone, vou can convert the video. Select the viden in your

iTunas library and choose File » Create New Version > “Create iFod or iPhone Version.” Then add
the converted viden to iPhone,

Drag to skip Tap the video to show
forward or back. or hide controls.

Choose a Drag to adjusi Watch' the video on
chapler. the voiurne. 3TV with Appla TV

Watch a video: Tap the video in the list of videos.

« Scale the video to fill the screen or fit to the screen: Tap
scale without showing the controls.

r B Or, double-tap the video 1o

o Start aver from the beginning: If the video contains chapters, drag the playhead along the
scrubber bar all the way to the left. If there are no chapters, tap €€

o Skip to the next or previous chapter (if available}: Tap i or 4. You can also press the center
button or equivalent on a corapatible headset two times {skip to next) or thrae times (skip
to previous).

o Rewind or fast-forward: Touch and hold € or bl

s Sefect g different audio language (if available): Tap 8, then choose a language from the
Auidio list.

« Show o hide subtitles (if avaifable): Tap 8, then choose a language, or OF, from the
Subtities list.

« Show or hide closed captioning (if available): Go to Settings > Videos.

» Watch the video ornna TV: See {

Mg
=

& on page 30.

Set a sleep timer: Open the Cock app and tap Timer, then swipe to set the number of hours
and minutes. Tap When Timer Ends and choose Stop Playing, tap Set, then tap Start to start the
timer. When the timer ends, iPhone stops playing music or video, closes any other open app, and
ther locks itseif.

Delete a videa: Swipe left or right over the video in the list. Delating a video {other than a
rerted movie} from iPhone doesn't delete it from vour Tunes library.

T iy if you delete a rented movie from iPhone, it's deleted permanently and cannot be
transferred back to your computar,

When you delete a video {other than a rented movie} from iPhone, it isn't deleted from your

want fo sync the video back to iPhone, set [Tunes to not sync the video. See &
on page 16,
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Maps

WASNING: For important inform
driving, see impoant safety

Enter a search.

~-~ Get more info.

- Tap a pin to display
the info banner.

Quick driving
directions

Double-tap to zoom
in; tap with two
fingers to zoom out.
Or, pinch.

— Current location

] pe “Vl

Show your Flyover (3D Print, show traffic,
current in standard list results, or
location. view) choose the view.

& Maps, directions, 3D, Flivover, and location-based apps depend orn data services.

These data services are subject to change and may not be available in all areas, resulting in

maps, directions, 3D, Flyover, or location-based information that may be unavailable, inaccurate,

o incomplete. Compare the information provided on iPhone o your surroundings, and defer

to posted signs to resolve any discrepancies. Some Maps features raquire Location Services. See
Taty on page 140,
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Find a location: Tap the search field, ther type an address or other information, such as:
« Intersection ("8th and market™

» Area {"greenwich village")

o bandmark {"guggenheim”)

« Zipcade

I

» Business {"movies,  restaurants san francisco ca,

i

apple inc new york”)
Or, tap one of the suggestions in the list below the search feid.
Navigate maps:

« Move up or down, left or right: Drag the screen.

o fotate the map: Rotate two fingers on the screen. A compass appears in the upper-right

comer to show the map's orientation.

o feturn to the north-facing orientation: Tap &

Find the location of a contacy, or of a bookmarked or recent search: Tap

Get and share info about a location: Tap the pin to display the info banner, then tap & When
available, you can get reviews and photos frorn Yelp. You can a!‘w get directions, contact the
business, visit the home page, add the business to your contacts, share the location, or bookmark
the location.

« Read reviews: Tap Reviews. To use other Yelp features, tap the buttons beneath the reviews.
o« See photos: Tap Photos.
o Email, text, tweet, or post a focation to Facebook: Tap Share Location. To twest or post fo

Facebook, you must be signed in to your accounts. See Sharing on page 29

Use the drop pin to mark a location: Touch and hold the map unitil the drop pin appears.

Choose standard, hybrid, or satelfite view: Tap the lower-right comer.

Report a probleny Tap the lower-right corer.

Get drivinq divections: Tap ¥, tap ®, enter the starting and ending locations, then tap Route. Gy,
choose a location or a route from the list, when available, If multiple routes appear, tap the one
you want to take. Tap Start to begin.

I

~ Hear turn-by-turn directions {iPhone 45 or fater); Tap Start.
Maps follows vour progress and speaks turm-by-turn directions to your destination. To show o
hide the controls, tap the screen.

if iPhone auto-locks, Maps stays onscresn and continues to announce instructions. You ¢an
also open another app and continue to get turmn-by-turn directions. To return to Maps, tap the
banner across the top of the screen.

o View turn-by-turn directions (iPt
next instruction.

hone 4 or earlier): Tap Start, then swipe left to see the

o Return to the route overview: Tap Overview.
« View the directions as o fist: Tap 88 an the Overview screen.

» Stop turn-by-turn directions: Tap End.

Get quick driving directions from your cusrent focation: Tap {5 on the banner of you

destination, then tap Diractions To Here.
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Get walking directions: Tap £, tap &, enter the starting and ending locations, then tap Route.
O, choose a location or a routs from the list, when available. Tap Start, then swipe left to see the
niext instruction.

T
¥
i

Get public transit directions: Tap P, tap &), enter the starting and ending locations, then tap

a
Route. O choose a location or a route from the list, when available. Download and open the

routing apps for the transit services you want to use.

Show traffic conditions: Tap the bottom-right corner of the screen, then tap Show Traffic.
Orange dots show slowdowns, and red dots show stop-and-go traffic. To see an incident report,
tap a marker.

,
1

dimensional views of many cities around the world. You can navigate in the usual ways, and
zoo in to see buildings. You can also adjust the camera angle.

The Transamerica Pyramid Building is a registered
service mark of Transamerica Corporation.

Use 30 or Flyover: Zoom in uniil 30 or & becomes active, then tap the button. Oy, drag two

fingers up. You can switch between 3D and Flyover by tapping the lowar-right cormner and
changing views.

Adjust the camera angle: Drag two fingers up or down.

=

NS ven e N g
RARNT KQRTTINGC
VRGN DRI NS

« Navigation voice volume (iPhone 45 or fater)
+ Miles or kilometers for distance

- Language and size of labels
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Weather

R000

Get the current temperature and six-day forecast for one or more citles around the world, with
hourly forecasts for the next 12 hours. Weather also uses Location Services to get the forecast for

your current location.

Current conditions

Current temperature

Current hourly
forecast

Add or delete cities.

Number of cities stored

If the weather board is light blug, it’s daytime in that city. Dark purple indicates nighttime.

Manage your list of cities: Tap €8 then add a city or make other changes. Tap Done when
vou finish.

< Add acity: Tap . Enter a city or zip code, then tap Search.

n

 Rearrange the order of cities: Drag T up or dowr.

« Delete g city: Tap Q) then tap Delete.

o {Choose Fahrenheit ar Celsivs: Tap *For ©

See weather for another city: Swipe left or right.
The leftmost screen shows vour local weather,
View the current hourly forecast:

» iPhone 5: Swipe the hourly display left or right.

o iPhone 4S5 or earfier: Tap Hourly.
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Turn local weather on or offt Go to Settings » Privacy > Location Services. See Py
page 140.

See information about a city at yahoo.com: Tap &L

Use iCloud to push your fist of cities to your other i0S devices: Go to Settin
Documents & Data, then turn on Documents & Data {it's on by defauit}. See K

> iCloud >
onage 15
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Passhook

Use Passbook to keap boarding passes, movie tickats, coupons, gift cards, and more, all in one

place. Add passes from airlines, theaters, stores, and other participating merchants. Scan a pass
on iPhone to check in for a flight, gat in to a movie, or redeem a coupon.

Rl aNGE .l
’i‘ 1‘ Starbucks Card c;%c, 'gé

o

TN

A DELTATS DL4’>1

view i,

fj‘
b
&

| i~ Tap a pass

Passes can include usaful information, such as the balance on your coffes card, a coupor's
expiration date, or your seat number for a concert. Sorne passes ay also appear on your
Lock screen whan you wake iPhone at the right time or place—for example, when you reach
the airport for a flight you're taking. (Location Services must be on in Settings > Privacy >
Location Services.)

Add a pass to Passhook: You can add a pass from an app, email or Messagas message,
or website when you make a purchase or receive a coupon or gift. For example, tap Add
to Passbook in the Fandango app when you purchase a ticket for a theater that supports
scannable passes.

1

Find apps that support Passhook in the App Store: Tap“Apps for Passhook” on the Welcorme

pass. See v
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Use a pass: If an alert for a pass appears on the lock screen, slida the alert to display the pass.
Or, open Passhook, select the pass, then prasent the barode on the ass 1o the scanner.

View more information: Tap &

Passes are usually updated automatically. To refresh a pass manually, tap €8, then pull the
pass downward.

Delete a pass: Tap 8, thentap 8.

Prevent passes from appearing on your Lock sareen: Go to Settings > Ganeral > Passcade
Lock and tap Turn Passcade On. Then go to Allow Access When Locked and turn Passhook off.
To prevent a specific pass from appearing on your Lock screen, tap €8, then turn off Show On
Lock Screen.

Set notification options: Go to Seftings > Notifications > Passbook.

include passes on your othey IPhone or Pod touch: Go to Settings » iCoud and turn on Passhook.
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Notes

Type notes on iPhone, and ioud makes thern available on your other (08 devices and Mac
computers. You can also read and create notes in other accounts, such as Gmail or Yahoo!.

View the list of notes.

Add a new note.

i Guiar Speus. o
: menneneenin TAp the note to edit it.

Cawtwddthe LTS

 fingerboard: shon
topi: Halian sproge. T

Email or print
the note.

-~ Delete the note.

]
View the previous or next note.

Use iCloud to keep vour notes up to date on vour 10S devices and Mac computers:

~ {f you use an icloud.com, me.com, or mac.com email address for illoud: Go to Settings > illoud
and turm on Notes.

« {f you use @ Gmail or ather IMAF account for iCloud: Go to Settings » Mail, Contacts, Calendars
and turn on Notes for the account.

Choose the default account for new notes: Go to Settings > Notes.

Create a note in a specific account: Tap Accounts and select the account, then tap & 1o creats
the note. If you dor't see the Accounts button, tap the Notes button first.

See only notes in a specific account: Tap Accounts and choose the account. if you dor't sea the
Accounts button, tap Notes first.

Delete a note while viewing the ist of notes: Swipe left or right across the note in the list.
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Saarch for notes: While viewing the list of notes, scroll to the top of the list to reveal the search
field. Tap in the field and type what you're locking for. You can also search for notes
Home screen. See § 3 on page 27

==t

i

Print or email a note: While reading the note, tap B, To emall the note, iPhonse must |

for emall. See Setfing up mat and ather a s on page 14.
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Reminders

Reminders lets vou keep track of all the things you need to do.

View lists

=~ Add an item.

Completed item

o Megetdhles:
N

CoGhRren Sl

See reminder details: Tap a reminder You can:

» Change or delete it

« Set adue date

< Set a pricrity

» Add notes

- Move it to a different list

Reminders can alert you when you arrive at or leave a location.

Add a location alert: While entering a reminder, tap £% then turn on “Remind Me At a Location.”
To use a different location, tap your current location. Locations in the list include addresses from

yvour parsonal info card in Contacts, such as the hore and work addresses you've added. To use a
different address, tap Enter an Addrass,

Note: Location reminders are not available on iPhone 2GS, You cannot set locations for
rerninders in Microsoft Exchange and Outlook accounts.

Search your reminders: Tap == to see the search field, or search from the Home screen.
Rerninders are searched by name. You can also use Siri to find or add reminders.
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Turn off reminder notifications: Go to Settings » Notifications. For information, see Do Not
Gisturh and Notfications on page 132,

Set the tone played for notifications: Go to Setfings > Sounds.

Keep vour reminders up to date on other devices: Go to Settings » illoud, then turn on
Reminders. To keep up 1o date with Reminders on 05 X Mountain Lion, turn on iCloud on
your Mac, too. Some other types of accounts, such as Exchange, also support Reminders. Go to
Settings > Mail, Contacts, Calendars and turn on Reminders for the accounts you want to use.

Set a default list for new reminders: Go to Settings > Mail, Contacts, Calendars, then under
Reminders, tap Defauit List.
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Clock

You can add clocks to show the time in ather major cities and time zones around the world.

Delete clocks or change their order.

View clocks, set
an alarm, time
an event, or set
atimer.

Add a dock: Tap &, then type the name of & city or choose a city from the list. if you don't see
the city you're looking for, try & major city in the same time zone.

Organize dlocks: Tap Edit, then drag 28 to move or tap

-

Set an alarme Tap Alarm, then tap

Change an alarm: Tap Edit, then tap » to change seftings or tap § to delete.

Set a sleap timer for iPhone: Set a timer, tap When Timer Ends, and choose Stop Playing.
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Stocks

Keep track of your stocks, see the change in value over time, and get news about your investmeris.

Tap to see percent
change. Tap again
to see market
capitalization.

Swipe left or right to
see stats or news
articles.

Customize your
stock list.

Go to yahoo.com for more info.

Manage your stock list: Tap €, then add stocks or make other changes. When you finish,

tap Done.

o Add anitem: Tap . Enter a symbol, company name, fund narne, or index, then tap Search.

» Defete an ftern: Tap \{‘\\\

o Rearrange the order of items: Drag 28 up or down,

View stock info:

 Switch the display to percentage change, price change, or market capitalization: Tap any of the
values along the right side of the screan.

» Ses the summary, chart, or news: Swipe the info beneath the stock list. Tap a news headline to
view the article in Safari. To change the chart’s time period, tap 1d, Tw, 1m, 3m, 6m, Ty, or 2y.

« Add a news article to your reading list: Touch and hold the news headline, then tap Add to
Reading List.
s See more stock information at yahoo.com: Tap €91

Cuotes rnay be delayved 20 minutes or more, depending
vour stocks as a ticker in Notification Center, see Not

upon the Fts)Oi’t m service. To display
ons on page 2
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View a full-screen chart: Rotate iPhone to landscape orientation.
+ See the value at a specil

ate or time: Touch the chart with one finger.

> the differenice in value over time

Touch the chart with two fingers

N T
\\\
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! $ \
{ \
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{

Use iCloud to keep vour stock fist up to date on your i0S devices: Go to Settings > iCloud >
Documents & Data, t

ther turn on Docurnents & Data (it's on by defauit). See i

Chapter 20
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Newsstand

ewsstand organizes your magazine and newspaper apps and lets you know when new issues
Newsstand organizes your magazine and newspaper apps and lets you know when new issue

are ready for reading.

\\x\\\\‘\i\

- Find Newsstand
apps.

{ i~ Touch and hold
a publication to
rearrange.

Newsstand organizes magazine and newspaper apps with a shelf for easy access.

Find Newsstand apps: Tap Newsstand to revaal the shelf, then tap Store. When vou purchase a

newsstand app, it's added to your sh

alf. After the app is downloaded, open it to view its issues

and subscription opticns. Subscriptions are in-App purchases, billed to your store account,

Turn off automatically downloading new issues: Go 1o Settings > Newsstand. if an app

supports it, Newsstand downloads new issues when connected to Wi-Fi.
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iTunes Store

See purchases,
downloads, and
more.

Use Tunes Store to:

» Find music, TV shows, moviss, tones, and more, by browsing or searching

+ See your personal Genius recommendations

« Download previous purchases

Note: You need an Intarmeat connaction and an Apple D to use the iTunes Store.

Browse content: Tap one of the categories. Tap Genres to refine the listings. To see more
information about an item, tap it.

Search for content: Tap Search, then tap the search feld and enter one or more words, then
tap Search.

Praview an iteny: Tap a song or video to play a sample.

Purchase an iteny Tap the item's price {or tap Free), then tap again to buy it If you already
purchased the item, "Download” appears instead of the price and you won be charged again.
To see the progress of items being downloaded, tap Downloads at the bottom of the screen.
Rent a movie: In some areas, certain movies are available to rent. You have 30 days to begin
viewing a renfed movie. Once you've started playing it, vou can watch i as many times as you
wiant in 24 hours, After these time limits, the movie is deleted.
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Download a previous purchase: Tap More, then tap Purchased. To automatically download
purchases made on other deviceas, go to Setfings > iTunas & App Stores.

Redeem a gift card or code: Tap any category (such as music), scroli to the bottorn, then

tap Redeern.

Send a gift While viewing the item you want to give as a gift, tap B, then tap Gift,

View or edit your account: Go to Seftings > iTunes & App Stores, tap your Apple 1D, then tap
View Apple 1D. Tap an item to edit it. To change your password, tap the Apple ID field.

Turn iTunes Maich on or off: Go fo Settings > iTunes & App Stores. iTunes Match s a
subscription service that stores all of yvour music in iCloud so you can access it from wherever
YOu are.

Sign in using a different Appde ID: Go to Settings > iTunes & App Stores, tap your account name,
then tap Sign Cut. The next tirme you download an app, you can enter a different Apple 1D
Download purchases using the cellular network: Go to Settings > iTunes & App Stores >
Use Cellular Data. Downloading purchases and using iTunes Match over the celiular networ
may incur charges from your carrier.

download tones but don't watch many TV shows, you could replace those buttons.

Change the browse buttons: Tap More, tap Edit, then drag a button to the bottom of the screen,
over the buttorn you want to replace. When you finish, tap Done.

Chapter 22 T
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App Store

R

View a category.

View updates and
previous purchases.

Browse buttons

Use the App Store to:

o Find new free or purchased apps by browsing or searching

- Download updates and pravious purchases

» Redeem a gift card or download code

« Recommend an app to a friand

< Manage your App Store account

Neote: You need an internef connection and an Appie iD to use the App Store.

Purchase an app: Tap the app'’s price (or tap Free), then tap Buy Now. If you already purchased
the app, “install” appears instead of the price. You wordt be chargad to download it again. While
an app is being downloaded, its icon appears on the Home screen with a progress indicator.
Bownload a previous purchase: Tap Updates, then tap Purchased. To automatically download
new purchases rmade on other devices, go to Settings > iTunes & App Stores.

Download updated apps: Tap Updates. Tap an app to read about the new version, then tap
Update to download it. Or tap Update All to download all the apps in the list.
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Redeem a gift card or download coder Tap Featured, scrol to the bottom, then tap Redeem.
Tell a friend about an app: Find the app, then tap B and select how you want to share it

View and edit your account: Go o Settings > iTunes & App Stores, tap your Apple 1D, then rap
View Apple D, You can turn subscribe to iTunes newsletters, and view Apple’s privacy policy. To
change your password, tap the Apple 1D field.

Sign in using a different Apple ID: Go to Settings > iTunes & App Stores, tap your account name,
ther tap Sign Out. The next time you download an app, you can enter a different Apple 100
Create a new Apple ID: Go to Settings > iTunes & App Stores, then tap Create New Appie D and
foliow the onscreen instructions.

Download purchases using the cellular network: Go to Settings > iTunes & App Stores >

Use Cellular Data. Downloading purchases over the celiular natwork may incur chargas from
your carrier. Newsstand apps update ondy over Wi-Fi

Store app: Touch and hold its icon on the Home screen until the icon starts to
iiggle, then tap €. You can't delete built-in apps. When you finish, prass the Horme button (3
Deleting an app also deletes all of its data. You can re-download any app you've purchasad from
the App Store, free of charge.

For information about erasing all of your apps, data, and settings, see 8

T on page 138,
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Game Center
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Game Center fets you play your favorite games with friends who have an iPhone, iPad, iPod touch,
or a Mac with 08 X Mountain Lion,

For important information about avolding repetitive motion injuries, see Important
vion page Mo,

R \\\\ Play the game.

See who’s the best.

See a list of game
goals.

Find someone
to play against.

\\\Q“Q\\%‘\\&\w X

m\\\\\\\\\\\\§§
' \\\\\}i‘t‘\\}\\}\m\\ _ s
\%\Q\\\%\\\\\\\\\\\\\\ Check for challenges

\\ n\\\\\ \\\\\\E from friends.

-

Choose a
game to play.

SRR

Respond to
friend requests.

Invite friends to play.

Declare your status, change
your photo, or sign out.

Sign i Open Garne Center. f you see your nickname and photo at the top of the screen,
you're already signed in. If not, enter your Apple iD and password, then tap Sign In.You can use
the sarme Apple 1D you use for iCloud, App Store, or iTunes Store purchases, or tap Create New
Account i you want a separate Apple ID for gaming.

Purchase a game: Tap Games, then fap a recornmendad game or tap Find Game Center Games.

Flay a game: Tap Games, choose a garne, then tap Play.
Return to Game Center after playing: Press the Home button {3 then tap Game Center on the
Home screen.

Sign out: Tap Me, tap the Account banner, then tap Sign Out. You dor't nead to sign out each
time you guit Garne Center.
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Envat9 friends ioa muitapiayea game: Tap Friends, choose a friend, choose a game, then tap
Play. If the game allows or requires more players, choose additional players, then tap Next.

Send your invitation, then wait for the others to accept. When everyone is ready, start the game.
If a friend isn't available or dossi't respond to your invitation, you can tap Auto-Match to have
Game Center find another player for yau, or tap Invite Friend to invite someone else.

Send a friend request: Tap Friends or Reguests, tap <, then anter your friend’s email addrass or
Game Center nickname. To browse your contacts, tap €. To add several fiiends in one request,
fype Return after each address.

Challenge someone to outde vow: Tap one of your scores or achievements, then tap
Chalienge Friends.

See the games a friend plays and check vour friend's scores: Tap Friends, tap vour friend’s
riarne, then tap Games or Points.

-
¥
H

Purchase a game your friend has: Tap Friends, then tap the name of your friend.
inyour friend’s list of garnes, then tap the price at the top of the screen.

ap the game

See a list of a friend's friends: Tap Friends, tap the friend’s narne, then tap Friends just below
their pictura,

Remove a friend: Tap Friends, tap a name, then tap Unfriend.

Keep your email address private: Turn off Public Profile in your Garne Center account settings.
See"Game Center sattings” below.

Disable multiplayer activity or friend requests: Go to Sattings > General > Restrictions and
turn off Multiplayer Games or Adding Friends. if the switches are disabled, tap Enable Restrictions
{at the top] first.

4

Report offensive or inappropriate behavior: Tap Friends, tap the persor's name, then tap

“Report a Pro

! e SR .~ AN K 8 s
Some Game Center settings are associated with the Apple 1D you use to sign in. Gthers are inthe
Settings app on iPhone,

Change Game Center settings for your Apple ID: Sign in with your Apple 1D, tap Me, tap the
Account banner, then choose View Account.,

Specify which notifications you want for Game Center: Go fo Seftings > Notifications >
Game Center. If Game Center doesn't appear, turn on Notifications.

Change restrictions for Game Center: Go to Seftings > Ganeral » Restrictions.
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Contacts

ats you easily access and edit vour contact lists from personal, business, and

organ izational accounts.

 408) 555-0128 — [l a number.

Gpen in Mail.

srihcisy Oclober 16, 3837

Bsnshppisssedt - Send a Twest,

Set your My Info card: Go to Settings > Mail, Contacts, Calendars, then tap My Info and selec

the contact card with your narne and information. The My info card is used by Siri and uthei
apps. Use the related persons fields to define relationships you want 5iri to know about, so you
can say things like “call my sister”

fap the search field at the top of the contact list and enter your search. You can
1on page 27

Search contacts:
also search your contacts from the Home screen. See Se

Share a contact: Tap a contact, then tap Share Contact. You can send the contact info by email
or message.

Add a contact: Tap b You can't add contacts to a directory you're only viewing, such as a
Microsoft Exchange Global Address List,

Add a contact to your Favorites listt Choose a contact, then scroll down and tap the Add
to Favorites button. The Favorites list is used by Do Not Disturb. See Do Not
Notihi s on page 132

Add a phone number to Contacts when dialing: In Phone, tap Keypad, enter a numbey, then
tap £&.. Tap Create New Contact or tap "Add to Existing Contact” and choose a contac
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Add a recent caller to Contacts: in Phone, tap Recents and fap £ next to the number Then tap
Create New Contact, or tap "Add to Existing Contact” and choose & contact.

Delete a contact Choose a contact, than tap Edit. Scroll down and tap Delete Contact
Edit a contact: Choose a contact, then tap Edit. You can:

» Add a new feld: Tap &3, ther choose or enter a label for the field.

o Change a field labef: Tap the lakel and choose a differant one. To add a new field, tap Add

Custom Label.
o« Change the ringtone or text tone for the contact: Tap the ringtone or text tone field, then choose
a new sound. To change the default tone for contacts, go to Setfings > Sounds.
. (",";ange fiow iPhone vibrates for call or messages from the contact: Tap the ringtone or text tone
vibwation field, then select a vibration pattern. [f you don't see the vibration field, 1':;::- Edit and
add it. For information about creating custom vibration patterns, see Sounds on page 139.

.\»!

o Assign a photo to the contact: Tap Add Photo. You can take a photo with the camera or use an
axisting photo.

« Update cantact infa using Twitter: Go to Settings > Twitter > Update Contacts. Confacts are
matched using ematl addresses. For friends that you're following, their contact card is updated
with their Twitter user name and photo.

« Update contact info using Facebock: Go to Settings > Faceboolk > Update Contacts. Contacts
are matched using emaif addresses. For each match in your friend list, their contact card is
updated with their Facebook user name and photo.

-

o Enter a pause in a telephone number: Tap B&H then tap Pause or Walt, Each pause lasts two
seconds. Fach wait stops dialing until you tap Dial again. Use these to automate dialing of an
scode, for example.

extension of pas

ACLS, you Can:

o Use your illoud contacts: (o to Settings > iCloud, then turn on Contacts,

b

~ {mport your Facebook Friends: Go to Settings > Facebook, then turn on Contacts in the “Allow
These Apps to Use Your Accounts” list. This creates a Facebook group in Contacts.

« Access a Microsoft Fxchange Global Address List: Go to Settings > Mail, Contacts, Calendars, thet
tap your Exchange account and turn on Contacts.

o Setup an LDAP or CardDAY account to access business or schood directories: Go to Settings > Mail,
“ontacts, Calendars > Add Account > Cther. Then Tap’Adc‘ LDAP Account” or “Add CardDAV
Account” and enter the account information.

« Svnic contacts from your computer, Yahool, or Google: in iTunes on your computer, Turm on
contact syncing in the device info pane. For information, see Tunes Help.

« {mport contacts from a S5IV card (G5M): Go to Settings > Mail, Contacts, Calendars > import
S Contacts.

o {mport contacts from a vCard: Tap a vof attachment in an email or message, or on a webpage

Search a GAL, CardDAV, or LDAP server: Tap Groups, tap the directory you want to search, then

enter your search.

Save contact information from a GAL, LDAP or CardDAV server: Search for the contact you

want 1o add, then tap Add Contact.
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Show or hide a group: Tap Groups then select the groups vou want to see. This button only
appears if vou have rnore than one source of contacts.

When you have contacts from multiple sources, you might have multiple entries for the same
person. To keep redundant contacts from appearing in the All Contacts list, contacts from
different scurces that have the same name are linked and displayed as a single unified contact.
When you view a unified contact, the title Unified info appears at the top of the screen.

Link a contact: Edit a contact, tap Edit, then tap Link Contact and choose the contact entry to
fink to.

Linked contacts aren't merged. If you change or add information in a unified contact, the
changes are copled to each source account where that information already exists.

If vou link contacts with different first or last names, the names on the individual cards won't
change, but only one name appears on the unified card. To choose which name appears when
you view the unified card, tap Edit, tap the linked card with the name you prafer, then tap Use
This Name For Unified Card.

View contact information from a sourca account: Tap one of the source accounts.

ink a contact Tap Fdit, tap & then tag Unlink.
Unlink a contact: Tap Edit ta {

Ry

» Changs how contacts are sorfed
- Display contacts by first or last name
« Set a default account for new contacts

« Setyour My info card

Chapter 25
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Calculator

Tap numbers and functions in Calculator just as you would with a standard calculator.

I Clear memory.

Add 3 numbsr
1D memory.

= Subiract 3 number
from memory.

Get a number from
mermnory (g white
ing indicates 2
number is stored in
MEMoryl.

Clear the display.

Use the scientific calculator: Rotate iPhone to landscape orientation.
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{ompass

Find & direction or your current heading, see your latitude and longitude, or show your location
and heading in Maps.

The direction iPhone
is pointing

Current location

Choose magnetic
or true north.

Show your current location in Maps.

Find the direction your iPhone is pointing: Hold iPhone flat in your hand, level with the ground.

If Location Services is turned off when you open Compass, you may be asked to tum it on.You
v on page 140.

can use Compass without turning on Location Services. Ses Pri

interference; even the magnets in the iPhone earbuds can cause a deviation. Use the digi
compass only for basic navigation assistance and don't rely on it to determine precise location,
proximity, distance, or direction.
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Voice Memos

N
VoS
SN N

Vaice Memaos lets you use iPhone as a portable recording device using the buiit-in microphone,
iFhone or Bluetooth headset mic, or supported extarnal microphone.

Recording level

See your st of
recordings.

Make a recording: Tap \N oy press the center button on vour headset. Tap i to pause or Bie
stop recording, or press the center button on your headset,

Recordings using the built-in microphone are mono, but you can record stereo using an external
stereo microphone that works with the iPhone headsat jack, or with the Lightning connector
{(iPhone 5) or 30-pin dock connector {earlier iPhone models). Look for accassorias marked with

a3

the Apple "Made for iPhone” or “Works with iPhone” logo.

Adjust the recording level: Move the microphone closer to or further away from what you're
recording. For bettar recording quality, the loudest level on the lavel meter should be batween
-3 d8 and 0 dB.

Play or mute the start/stop tone: Use the iPhone volume buttons to tum the volume all the
way dowr.

Use another app while recording: Press the Home button {0 and open an app. To wtum to
foice Mermos, tap the red bar at the top of the screen,
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Play a recording: Tap ==, tap a recording, then tap k. Tap H to pausa.

Switch between the speaker and the receiver.

&\\\\\\\\\ \\\\\\\\\\\\\\\\\\\\\\Q\\

12:17 PM — Listen to the
: i recording.

\%?Q&Q\\\\\\\\\s\\@ Trim or relabel the

recording.

=%

Drag to skip
to any point.

Attach the recording
to an email or text
message.

Trim a recording: Tap & next to the recording, then tap Trim Memo. Drag the edges of the
audio region, then tap ® to preview. Adjust if necessary, then tap Trim Voice Merno to save. The
portions you trirm can't be recoverad.

You can sync voice memo iy on your computer, then listen to

REMOS on your computer or sync thern with another iPhone or iPod touch.

Whan you delefe a synced memo from iTunes, it stays on the device where it was recorded, but
is deleted from any other iPhone or iPod touch you synced. if you delete & synced memo on
iPhone, it's copled back to iPhone the naxt fime you sync with Tunes, but you can't syna that
copy back to iTunes a second time.

Sync voice memos with iTunes: Connect iPhone to your computer, then in iTunes select ifhone.
Select Music at the top of the screen (between Apps and Movies), select Sync Music, select
“Include voice mamos,” and click Apply.

foice memos synced from iPhone to your computer appear in the Music ist and in the Voice
Memaos plavlist in iTunes. Memos syncad from your cornputer appear in the Voice Memos app on
iPhone, but not in the Music app.
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Nike + iPod

X
With a Nike + iPod Sensor {sold separately), the Nike + iPod app provides audible feedback on
your speed, distance, time elapsed, and calories burned during & run or walk.

‘\\\ g
at«.c

—~Choose a
workout type.

... Calibrate based on
your last workout.

Choose or create a
custom workout.

Review your
workout history.

Choose a standard workout.

The Nike + iPod app doesn't appear on the Home screen until you fum it on.
Turn on Nike + iPod: Go to Settings > Nike + iPo

Mike + iPod collects workout data from a wireless sensor (sold separately) that vou attach to
your shoe. Before you use it the first time, you need to link your sensor to iPhore.

Link your sensor to iPhoner Attach the sensor to your shoe, then go to Settings >

Nike + iPod » Sensor.

-
¥
H

Start a workout: Tap Worlwuts, and choose a workout,

« Pause g workout: Walke iPhone and tap § on the lock screen. Tap B when you're ready
fo continue.

« End aworkout: Waks (Phong, tap § then tap Erd Workout.

Change workout settings: Go to Seftings > Nike + iPod.

Calibrate Nike + iPod: Record a workout over a known distance of at least a quarter mile (400
meters). Then, after you tap End Workout, tap Calibrate on the workout summary scraen and
enter the actual distance you covered.
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Reset to the default calibration: Go to Settings » Nike + iPod.

Send workout data to nikeplus.com: With iPhone connacted to the Internet, open Nika + iPod,
tap History, then tap“Send to Nike+."

See your workouts on nikeplus.com: in Safari, go to nikeplus.com, log in to your account, and
foliow the conscreen instructions.
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iBooks

lR-)0k< is & great way to read and buy books. Download the fres iBooks app from the App Store
and then cnjoy everything from classics to bestseliers.

Ci)ontents, bookmarks, and notes

PRODUCING HIS CREDEN-
TIALG

After some vime, when they
abserved thar . made no more.dé-
mands for meat; thei appenred
befarame a persen of hightank
{from his imperial majesty. His g
ceflency, having moutited ou'the
small of my tight leg. advenced
forwards iy 1 my Tace, with
abont-a dezen of his retiiee: and;
prodivcinyg His credentiils under
e sgnetrovat D witich hiapy. §  Gotoa

4. different page.

= iBooks app and use the Bookstore, you need an internet conneaction and an

Visit the iBoolstore: In iBooks, tap Store 1o

- Find books by browsing or searching

« Gat a sample of a book to see if you like it

« Read and write reviews, and see current bestseliers

- Tell a friend about a book via Facebook, Twitter, iMessage, or email

Furchase a boole Find one you want, tap the price, then tap again to get it

Get information about a hook: You can read a summary of the boalk, read reviews, and try &
sarnple of the book before buving it. After buying a book, you can write a review of your owrn.

Download a previcus purchase: If you download a book you've previously purchased, you won't
be chargad again. To automaticaily download items purchased on other devices, go 1o Seftings
iTurnes & App Stores. For information about purchased books and illoud, see Oraanizing the
¥ on page T
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Update a book: If there’s an update to a book vou've downloaded, a badge notifies vou of the
new version. To see and download the updated book, tap Purchased, then tap Updates.

has a pat t:c&;iar set of features, based on its contents and format. Some of the features
w might not be available in the book vou're reading.

Open a book: Tap the book you want to read. If you don't see it, swipe the shelf left or right to

see other collections.

» Show the controls: Tap near the center of the page.

o Enforge an image: Double-tap the image. In some books, touch and hold to i
magnifying glass you can use fo view an image.

. Go to a specific page: Use the page navigation controls at the bottom of the screen. Cr, tap Q
and enter a page number, then tap the page number in the search results.

« {ook up g word: Double-tap a word, then tap Define in the menu that appears. Dafinitions
arer’t available for all languages.

« View the tahle of contents: Tap 2. With some books, you can also pinch to see the the table
of contents.

« Add or remaove a bookmark: Tap [§, Tap again to remove the bookmark. You dor't nead to add
a bookmark when you close the book, bacause iBooks remembers where you left off. You can
have multiple boolkmarks—to see them all, tap 8 then tap Bookmarks.

Annoiate a book: You can add notes and highlights to a book.

~ Add a highlight: Double-tap a word, use the grab points to adjust the selection, then tap
Highlight and choose a style.

+ Share highlighted text: Tap the highlighted text, then tap & if the book you're reading is from
the iBookstore, a link to the book is included.

« Remove a highlight: Tap the highlighted text, then tap (.

o Add a note: Double-tap a word, then tap Note.

» Remove ¢ noter Delete its text. To remove the note and its highlight, tap the highlighted text,
then tap

 See aff your notes: Tap 158, then tap Notes. Tap 8 to print or emall your notes.

o Delete notes: Tap the center of the screen to display the controls, tap I8 then tap Notes.
Tap B8, then tap Edit Notes. Select the notes you want to delete, then tap Delete.

o Share your notes: Tap the center of the screen to display the controls, tap i85, then tap Notes.
Tap B2, then tap Edit Notes. Select the notes you want to shate, then tap Share.

o Share g fink to g book: Tap the center of the screen to display the controls, then tap I Tap 82,
then tap Share Book.

Change a bools appearance: Many books let you change the font, font size, and page color.

~ Change the font or font size: Tap the center of the screen to display the controls, then tap AA.
Some books allow you to change th f ont size only wher iPhone Is In portralt orlentation,

» Change the color of the page and text: Tap the center of the screen to display the controls,
tap ad, then tap Themes and choose White, Sepia, or Night. This setting applias to ail books
that support it

« Change the brightness: Tap the center of the screen to display the controls, then tap 2 i you

=

don't see ¥, tap aA first.
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o Change how pages are displayed: Tap the center of the screen to display the controls, tap afy,
thern tap Themes and chooss Book, Full Screen, or Scroll.

« Tun justification and hyphenation on or off: Go to Settings > iBocks. PDFs and some books
can't be justihed or hyphenated.

RN o
NI
{4

Use the booksh

Move a book or PDF to a collection: Tap Edit. Select the items vou want to move, then tap Move
and select a collection.

View and manage collections: Tap the name of the current collection at the top of the screen.
You can't edit or remove the built-in collections.

Sort the bookshalf: Tap the status bar to scroll to the top of the screen; then tap 22 and select &
sort method at the botteorm of the screen.

Delete items from the bookshelf: Tap Edit, then tap each item that you want to delete, so that a
chackmark appears. Tap Delete, then tap Done.

« Delete this copy: Removes the item from iPhone, but it still appears on the bookshelf and can

be downloaded again.
« Delete from ail devices: Removes the item from all of your 108 devicas and frorm the bookshelf.
You can download it again from Purchases in the iBookstore. See &t a glance on page 102

Search for a book: Go to the bookshelf. Tap the status bar to scroll to the top of the screen, then
tap Q. Searching looks for the title and the author's name.

Download a book from iCloud: Books you've purchased that arer't on iPhone appear with

an iCloud badge. To download the book, tap its cover. To see all of your purchases, go to the

Purchased Books collectio

o Hide purchases on the booksheff: To show or hide purchased books that arent on iPhone, go to
Settings > iBooks > Show All Purchases. You car download purchases frora the iBookstore. See
At a e on page 109
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Usb iTunes fo yn( your b-)0k< and PDFs between iPhone and vour computey, and to buy books
from the iTunes Store. When iPhone is connectad to your computer, the Books pane fets you
select which items o sync. You can also find DRM-free ePub books and PDFs on the wab and
add them to your Tunes library.

Sync a book or PDF to iPhone: In iTunes on your computer, choose File > Add to Library and
select the fle. Then sync.

Add a book or PDF to iBooks without syncing: If the book or PDF isn't too large, email it to
yoursalf from your computar. Open the email message on iPhone, then touch and hold the
attachrnent and choose "Open in iBooks.”

S
3
SN
N
NI

%
rorg

T
N
§\§ §

P

N

copy of a PDF or to print all or 2 portion of the PDF to an

ap @ then chooss Email Document.

ap B then choose Print. For more information, see

iBooks stores your pwd ses, collections, bookmarks, notes, and current page information in
iCloud, so you can read books seamiessly across all your i05 devices. iBooks saves informatios
about alf of vour books wher vou opan or guit the app. Information about individual bocoks is
also saved when you open or close the book.

Turn syncing on or off: Go to Seftings > Books. You can sync collactions and bookrarks.

Sorne books rnight access video or audio that's stored on the web. if iPhone has a cellular data
connection, playing these files may incur carrier charges.

Turn online content access on or off Go o Settings > iBoaoks » Online Content.

Change the divection the page turns when you tap the left margin: Go to Settings > iBooks >

Both Margins Advance.
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Podcasts

Download the free Padcasts app frorn the App Store, then browse, subsaribe to, and play vour
favorite audio and video podcasts.

Browse all available podcasts.

See the playback
controls.

Scoroil to see your
entire librarny.

Tap a podeast to
view available
gpisodes.

Browse and preview
the most popular
podeasts.

o

View the podeast
in your fibrary.

Get podcasts:

» Browse the fulf catalog:

-
H
!

ap Catalog, then tap any podcast that interests you.

o Browse the most popufar podcasts: Tap Top Stations {if you don't see it tap Library first). Swipe
feft or right to change the category, or swipe up or down o browse the current category. Tap
a podcast 1o preview the latest episode, or tap §§ 1o see a list of episodes.

« Stream an episode: Tap any episode.

- Download an episade so you can fisten to it when you're not connected to Wi-Fi: Tap (3 next to
any episode.

« Subscribe to a podcast fo always get the latest episade: If you're browsing the catalog tap a
poadcast to see the list of episodes, then tap Subscribe. If vou've already downloaded an
episode, fap the padcast in your library, then tap it again at the top of the list of episodas, and
turn on Subscription.

o« Automatically get the latest episode of a subscithed podcast: Tap the padcast in your library, tap
it again af the top of the episode list, then turn on Auto-Downioad.
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Control audio playbacke To see all of the plavback controls, swipe the artwork upward.

Shars this podoast,

Swipe up or down

the confrols.

Adjust the
playback speed.

et the sleep timer.

Drag the playhead o
jurnp to another pait
of the podoast.

Skip to the next
episode.

Play previous Skip forward 30
episode. SECONds.

-
H
!

Control video playback: Tap the screen while you're watching a video podcast.
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Accessibility

cessibility features:

+ VoiceOver

« Calt audio routing

o Skl voice assistant

« Zoom magnification

» large Text

- fnwert Colors

+ Speak Selectior

~ Speak Autc-text

- Mono Audio and balance

« Heaaring aids and Hearing Aid Mode
« Assignable ringtones and vibrations
« LED Flash for Alert

« Guided Access

« AssistiveTouch

« Support for braiile displays

+ Playback of dosad-captionad content

Turn on accessibifity featuras using Phone: Go to Settings > General > Accessibility.
Turn on accessibility features using iTunes: Connect iPhone to your computer and select
iPhone in the iTunas device list. Click Summary, then click Configure Universal Access at the

bottom of the Surmary screen.

For more information about iPhone a Ty features, go to wy

Large Text can only be turned on or off in iPhone seftings. See |

scribes aloud what appears onscreen, so vou ¢an use iPhone without seeing it

VoiceCver tells yvou about each item on the screen as you select it. When vou select an item, the
Vosicel ‘ve' cursor {3 black rectangie) encloses it and VoiceOver speals the name or describes
the item.
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Touch the screen or drag your fingers to hear different items on the screen. When you select text,
VaoiceOver reads the text. If you turn on Speak Hints, VoiceOver may teil you the name of the
itern and provide instructions—for example, "double-tap to open "To interact with items on the
soreen, such as buttons and links, usa the gestures described in ! i
page 118,

Whern you go to a new screen, VoiceOver plays a sound, then selects and speaks the first item
on the screen (typically in the upper-left (‘OH‘H) VoiceOvar alse lets yvou know when the display
changes to landscape or portrait orientation, and when the screen becomes locked or unlocked.

Note: VoiceOver speals in the language specifed in international settings, which rmay be
influenced by the Ragion Format setting in Settings > General > infernational. VoiceOver is
available in many languages, but not all.

T YolceQOver changes the gestures you use to control iPhone. Once VolceOver is turned
on, you raust use VoiceOver gestures to operate iPhone—even to turn VoiceQver off again and
resure standard operation.

Tarn Yoicaver on or offt Go to Settings »> General »> Accessibility > VoiceOver. You can also set

Triple-click Horne to turn VoiceOwver on or off. See ome on page 124

Explore the screen: Drag vour finger over the screen. VoiceOver speaks each item vou touch. Lift

your fingar to leave an item selectad.

» Select anitern: Tap it, or lift your finger while dragging over it.

o Select the next or previous tern: Swipe right or left with one finger. ftem order is left-to-right,
top-to-bottem.

o Sefect the item above or befow: Use the rotor to turn on Vertical Navigation, then swipe up or
down with one finger.

o Sefect the first or last itern on the screen: Swipe up or down with four fingers.

» Sefect an itern by name: Triple-tap with two fingers anywhere on the screen to open the ltem
Chooser. Then type a name in the search field, or swipe right or left to move through the list

alphabetically, or tap the table index to the right of the list and swipe up or down to move
quickly through the list of items.

- Change the name of the selected item so it’s easier to find: Tap and hold with two fingers
anywhere on the screen.

o Speak the text of the selected item: Set the rotor control to characters or words, then swipe
down or up with one finger.

« Tumn &r)o:\r*n hints on or off: Go to Settings > General > Accessibility > VoiceOver.

*

o Speak the entire screen from the top: Swipe up with two fingers.

« Speak from the current itern to the bottom of the screen: Swipe down with two fingers.

~ Stop specking: Tap once with two fingers. Tap again with two fingers to resume speaking.
Spaaking rasumes when you select another ftem.

« Mute VoiceOver: Triple-tap with three fingers. Triple-fap again with three fingers to turn
speaking back on. To turn off only VoiceQver sounds, set the Ring/Siert switch to Silent. if an
external keyboard is connected, you can also press the Control key on the keyboard to mute
or unmute VoiceDver,

Chapter 32

nctude phonetic spelfing: Go to Settings > General > Accessibility » VoiceOver > Use Phonetics.
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Adjust the speaking voice: You can adjust the characteristics of the VoiceGver speaking voice to
make it easier for you to understand:

o Change the speaking volume: Use the volume buttons on sPhore You can also add volumea to
the rotor and swipe up and down to adjust; see Using ¢ 3 yon page 119

ov O \\\‘
LT QO

e {X

- (Change the speaking rate: (o to Settings > General > Accessibility > VioiceOver and drag
the Speaking Rate slider. You can also add Speech Rate to the rotor, then swipe up or down
to adjust.

- se pitch change: VoiceQOver uses a higher pitch when speaking the first item of a group (such
as a list or table) : *\d &4 im\, ;.--tch when speaking the last itam of a group. Go 1o Settings >
General > Accessibility > VoiceOver > Use Pitch Change.

« Change the language for iPhone: Go to Settings > General > International > Language.
Voica(ver pronunciation of some languages is affected by Settings > General > Internaticnal >
Region Format.

« Change pronunciation: Set the rotor to Language, then swipe up or down. Language is
available in the rotor only if you select more than one pronunciation.

o Select the pronunciations available in the language rotor: Go to Settings » General »
Accessibility > VioiceOver > Language Rotor. To change the position of a language in the list,
drag =2 up or down.

« Cha v:rm!eiam‘ reaumq voice: Go to Settings » General » Accessibility > Voicalver >
U

&
o}
f\
<
3
o
ﬂ
F‘.
w

Unlock iPhone: Select the Unlock slide, then double-tap the screen.

“Tap” to activate the selected item: Double-tap anywhere on the scraen.

“Double-tap” the selected item: Triple-tap anywhere on the screen.
Adjust a slider: Select the slider, then swipe up or down with one finger.

Use a standard gesture when VolkeOvar is turned o Double-tap and hold your fingar on the
screen. A series of tones indicates that normal gestures are in force. They remain in effect unti
you ift your inger, when VoiceOvar gestures resume.

Scroil a st or avea of the screen: Swipe up or down with three fingers. When paging through a
list, VoiceOver speaks the range of items displayed {for exampile, “showing rows 5 through 107}

o Scrodf continuously through g fist: Double-tap and hold. When you hear a series of tones, move
your finger up or down to scroll the list. Continuous scrolling stops when you lift your finger.

o Use alist index: Sorne lists have an alphabetical index along the right side. The index can't be
selected by swiping between items; you must touch the index directly to select it. With the
index selected, swipe up or down to move along the index. You can also double-tap, then slide
your finger up ar down.

» Reorder alist: You can change the order of items in some lists, such as ‘h@ Rotor and Language
Rotor items in Accessibility settings. Select T2 on the right side of an itern, double-tap and
hold until vou hear a sound, then drag up or down. VoiceOvear speaks -.hc item you've rnoved
above or below, depending on the direction you're dragging.

Rearrange your Home screen: On the Home screen, select the icon you warnt to move. Double-
tap and hold the icon, then drag it. VoiceQver speaks the row and column position as you drag
the icon. Release the icon when it's in the location you want. You can drag additional icons. Drag
an item to the left or right edge of the screen fo move it to a different page of the Horne screen.
Whan you finish, press the Home button (3
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Speak the iPhone status information: Tap the top of the screen to hear information about the
time, battery life, Wi-Fi signal strength, and more.
Speak notifications: Go fo Setfings > General » Accessibility > VoiceOver and turn on Speak

Notifications. Notifications, including the text of incoming text messages, are spoken as they ocour,
aven if iFhone is locked. Unacknowledged notifications are repeated when you uniock iPhone.

Turn the screen curtain on or offt Tap four times with thres fingars. When the screen curtain is
on, the screen contents are active even though the display is turned off.

When VoiceOveris b Jrned on, the standard touchscreen gestures have different effects. These
@nd some additional gestures let you move around the screen and controd individual tems when
ed VoiceOver gestures include two- and three-finger gestures to tap or swipe.

ts when using two- and three-finger gestures, relax and let your fingers touch the
screen with some space between them.

Yous can use different tec hqu es to enter VoiceQver gestures. For example, you can enter a
two-ingar tap using two fingers from one hand, or one finger from each hand. You can also use
your thumbs. Many find the “split-tap” gesture especially effective:instead of selecting an item
and double-tapping, you can touch and hold an itam with one finger, then tap the screen with
ancther finger. Try different techniques to discover which works best for vou.

If vour gestures don't work, try quicker movernents, especially for double-tapping and swiping
gestures. Yo swipe, try quickly brushing the screen with your finger or fingars. When VoiceOver
is turned on, the VoiceOver Practice button appears, which gives you a chance to practice
VoiceGver gastures bafore procesding.

Practice VoikeOver gestures: Go to Sattings > Genaral > Accessibility > VoiceOvey, then tap
VoiceCver Practice. When you finish practicing, tap Done. If vou don't see the VoiceDver Practice
button, malwe sure VoiceOver is turnad on.

Here’s a sumrnary of key VoiceQOver gestures:

Navigate and read
» Tap: Speak the item,

o Swipe right or left; Select the next or previous am.

< Swipe upr or down: Depends on the Rotor Control setfing. See Using ¢
olon page 119,

< Two-finger tap: Stop speaking the current item.

. T‘W-:}ﬁng@r flick up: Read all from the top of the screen.

o Two-finger flick dowr: Read all from the current position.

. Tyvo—ﬁnger scrub™ Move two fingers back and forth thrae times quickly {making 27"} to
dismiss an alert or go back to the previous screen.

« Three-finger swipe up or down: Scrolf one page at a time,

o Three-finger swipe right or feft: Go 1o the next or previous page {such as the Home screen,
Stocks, or Safari).

o Three-finger tap: Speak additional information, such as position within a list or whether text
is selected.

~

o Fourfinger tap at top of screen: Select the first itern on the page.

< Four-fingertap at bottom of screen: Select the last item on the page.
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Activate

+ Double-tap: Activate the selected item.

o Triple-tap: Double-tap an item.

« Spiit-tap: As an alternative to selecting an item and double-tapping to activate it touch an
itern with one finger, and then tap the screen with another.

» Double-tap and hold {1 second) + standard gesture: Use a standard gesture. The double-tap
and hold gesture tells iPhone to interpret the next gasture as standard. For exarmple, you can
double-tap and hold, and then without lifting your finger, drag your finger to slide a switch.

« Two-finger double-tap: Answer or end a call. Play or pausa in Music, Videos, Voice Memos, or
Photos. Take a photo in Camera. Start or pause recording in Camera or Voice Memos. Start or
stop the stopwatch.

- Two-finger double-tap ard hold: Change an itenys label to make it easier to find.

~ Two-finger triple-tap: Open the ltam Chooser.

o Three-finger triple-tap: Mute or unmute VoiceOver,

« Three-finger quadruple-tap: Turn the screen curtain on or off.

Operate the rotor: Rotate two fingers on the iPhone screen around a point between them.

2

Change the options includad in the rotor: Go to Settings > General > Accessibility »
VoiceCver > Rotor and select the options you want to be available using the rotor.

The effect of the rotor setting depends on what you're doing. For example, if you're reading an
ernail, you can use the rotor to switch between hearing text spoken word-by-word or character-
by-character when you swipe up or down. If you're browsing a webpage, you can set the rotor fo
speak all the text (either word-by-word or character-by-character}, or to jump from one item to
ancther of a certain typs, such as headers or links.

When you use an Apple Wireless Keyboard to control VoiceOver, a speach rotor lets you adjust
settings such as volume, speech rate, use of pitch or phonetics, typing echo, and reading of
punctuation. See Cond SR fer s Ao

i

Pan & W 33 Ky o on page 122,

keyboard connected fo iPhone to enter text.

Enter text: Select an editable text field, double-tap to display the insartion point and the

onscreen keyboard, then type characters.

« Standard typing: Select a key on the keyboard by swiping leff or right, then double-tap to
enter the character. Gr move vour finger around the keyboard to select a key and, while
cortinuing to touch the key with one finger, tap the screen with another finger. ViolceOver
speaks the key when it's selected, and again when the character is entered.
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 TJouch typing: Touch a key on the keyboard to select it, then [ift your finger to enter the
character. Ei‘ you touch the wrong key, shide your finger to the key you want. VoiceOver
speaks the character for each key as vou touch i, but dossnt enter a character until you lift
your finger.

Choose standard or touch typing: With VoiceOver turned on and a key selected on the
keyboard, use the rotor to select Typing Mode, then swipe up or down.

Move the insertion point Swipe up or down to move the insertion point forward or backward

in the text. Use the rotor to chioose whether you want to move the insertion point by charactes,

by word, or by line.

VoiceOver makes a sound when the insertion point moves, and speaks the character, word, or

fine ths tti he insertion point moves across. When moving forward by words, the insertion point
is placed at the e V,nd of each word, before the ,og ce or punctuation that foliows. When moving
backward, the insertion point is placed at the of the precading word, before the space or

punctuation that follows it

Move the insertion point past the punctuation at the end of a word or sentence: Use the rotor

to switch back to character mode.

When moving the insertion point by ling, VolceOver speaks each line as you move across it.
When maoving forward, the insertion point is placed at the beginning of the next line {except
when you reach the last line of a paragraph, when the insertion point is moved to the end of the
fine just sy okm) When maoving backward, the insertion point is placed at the beginning of the
fine that's spokan.

Change typing feedback: Go to Settings > General » Acce
Typing Feedback.

ifity > VoiceOver >

Use phonetics in typing feedhade Go to Settings » General » Accessibility > Voica{Over >
Use Phonetics. Text is ;aac* character by character. VolceOver first speaks the character, then its
phonetic equivalent—for example, “f” and then “oxtrot”

Delete a character: Select €3, then double-tap or split-tap. You must do this even when touch
tvping. To delete muitiple characters, touch and hold the Delete key, then tap the screen with
another finger ance for each character you want to delete. VolceOver speaks the character as it's
deleted. If Use Pitch Change is turned on, VoiceQver speaks deleted characters in a lower pitch.

Sedect text: Set the rotor to Edit, swipe up or dowr to choose Select or Select Al then double
tap. i you chose Select, the word closest to the insertion point is selectad when you double-tap.
If you chose Select All, all text is selected. Pinch to increase or decrease the selection.

{ut, copy, or paste: Make sure the rotor is set to Edit. With text selectad, swipe up or down to
choase Cut, Copy, or Paste, then double-tap

Undo: Shake iPhone, swipe left or right to choose the action to unde, then double-tap.

Enter an accented character: in standard typing mode, select the plain character, then double-
tap and hold until you hear a sound indicating alternate characters have appeared. Drag left or
right to selact and hear the cholces. Release vour finger to enter the current selection.

Change the keyboard language: Set the rotor to Language, then swipe up or down. Choose
“default language”to use the language specified in International settings. The Language rotor
appears only if you select more than one language in Settings »> General > Accessibility >
VoiceQver > Language Hoto

Chapter 32
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When a phone call is established with VoiceOver on, the screen displays the numeric keypad by
default, instead of showing call options.

Display call options: Select the Hide Keypad button in the lower-right corner and double-tap.

Display the numeric keypad again: Select the Keypad button near the centar of the screen and
double-tap.

1 the web in %di ari with VoiceOver on, the Search Results rotor items lets you
uggested search phrasas.

Search the web: 5Select the search field, enter your search, then swipe right or left to raove down
or up the list of suggested search ,o? wases, Then double-tap the screen to search the web using
‘rhe selected phrase.

Sat the rotor options for web browsing: Go to Settings > General > Accessibility » VoiceCGver »
Rotor. Tap to select or deselect options, or drag = up to reposition an ftem.

Skip images while navigating: Go fo Settings > General > Accessibility > VoiceOver > Navigate
fmages. You can choose to skip all imageas or only those without descriptions.

Reduce page clutter for easier reading and navigation: Select the Reader item in the Safar
addrass field {not available for all pages).

P T ,“H‘,
SN W
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can use VoiceOver to L)\pik-i a region, hrowse points of interest, follow roads, zoom in or
out, select a pin, or get information about a location.

Explore the map: Drag vour finger around the screan, or swipe left or right to move to
another item.

Zoom in or out: Select the map, set the rotor to Zoom, then swipe up or down with one finger.
Fan the map: Swipe with three fingers.

Browse visible points of interest: Sat the rotor to Points of Interest, then swipe up or down with
one finger.

Follow a road: Hold your finger down on the road, wait until you hear “pause to follow,” then
move your finger along the road while listening to the guide tone. The pitch increases when vou
stray from the road.

Salact a pin: Touch a pin, or swipe left or right to select the pin.

Get information about a location: With a pin selected, double-tap to display the information
flag. Swipe left or right to select the More info button, then double-tap to display the
information page.

2 § SIS 85 2 : Turn on tracking with heading t WCar Suee a 1S aind
Hear location cues as you move about: Turn on tracking with heading to hear street narnes and
points of interast as you approach them.
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& Mamo recordings.

Trirn a voice memao: On the Voice Memos screen, select the buttan to the right of the memo
you want to trim, then double-tap. Then select Trim Memo and double-tap. Select the beginning
or end of the trim tool. Swipe up to drag right, or swipe down to drag left. VoicaOver announces
the amount of time the current position will trir from the recording. To complete the trim, select
Trim Voice Mermo and double-tap.

Trim a video: While viswing a video in Photos, double-tap the screen to display the video
controls, then select the beginning or end of the trim tool. Then swipe up to drag to the right, or
wipe down to drag to the left. VoiceOver announces the amount of time the current position

,«:il trim frovn the recording. To complete the trim, select Trim and double-tap

‘

YOu can conty 0-\/0:
20l on page ?l

an L\ppio ereiem Keyi}omc pdired with iPhone. See Apple

VoiceCver Help speaks keys or keyboard comrands as you type them. You can use VoiceQOver
Help to learn the keyhoard layout and the actions associated with key combination&

Use VolceOver keyboard commands to navigate the screen, select iterns, read screen contents,

adjust the rotor, and perform other VoiceQver actions. Most keyboard commands use the
Control-Option key combination, abbreviated in the tabi@ }-e fow as*vQ”

VolceOver kayboard commands

VO = Controb-Option

« Read afl, starting from the current position: VO-A
« Read from the top: V(0O-B

« Move ta the status bar: VO-M

« Press the Home buttor: YO-H

Jht Atrow or VO-Left Arrow

o Tap anitern: ¥O~Space bar

« QOpen the Iteim Chooser: VO~

« Double-tap with two fingers: VO~

o Select the next or previous ftern specified by the rotor: VO~Up Arrow or VO-Down Arrow

« Adjust the speech rofor: VO-Command-Left Arrow or VO-Command-Right Arrow

« Adjust the setting specified by the speech rotor: VO-Command-Up Arrow or VO-Command-
Down Arrow

o Mute or unmute VoiceQver: VO-5

o Switch apps: Command-Tab or Command-Shift-Tab

« Turn the screen curtain on or off: VO-Shift-3

o Turn on VoiceGver helfp: VO-K

o Return fo the previous screen, or furn off VolceOver help: Escape
Qusick Nav

Turn on Quick Nav to control VoiceOver using the arrow keys,

< Turn Quick Nav on or off: Left Armow-Right Arrow

» Select the next or previcus itenn: Right Arrow or Leit Arrow
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« Select the next or previous item specified by the rotor: Up Arrow or Down Arrow

« Select the first or last item: Control-Up Arrow or Control-Down Arrow

o "Tap”anitern: Up Arrow-Down Arrow

« Scroll up, down, left, or right: Option~Up Arrow, Option-Down Arrow, Option-Left Arrow, or
(Z)pti-:)nwFﬁgnt Arrow

» Adjust the rotor: Up Arrow-Left Arrow or Up Arrow-Right Arrow

You can also use the number keys on an Apple Wireless Keyboard to dial @ phone number in
Phone or enter numbers in Calcuiatorn

Single-letter Quick Nav for the web

When you view a webpage with Quick Nav enabled, you can use the following keys on the
kevioard to navigate the page guickly. Typing the key moves 1o the next item of the indicated
type. To move to the pravicus item, hold the Shift key as vou type the letter

o fHeading: H

o Link: L.

« Textfield: R

« Rutfon: B

o Form control: €
» image: |

o Tabie: T

» Level T heading: 1

o fevel 2 heading: 2

iad

o level 3 heading:
» level 4 heading: 4
o flevel 5 heading: 5

:

o level 6 heading: 6

You can use a refre hable bEu tooth biasiin -’ibr)iayt read VoiceOQver output in braille, and you

can use a brailie display with input keys and othar controls to control iPhona when VoiceOver is
turned on. ifhone works \'\ii'h many wiraless biasii disr\iav For a list of supported displays, go to

Set up a braille display: Turn on the display, then go to Settings > Bluetooth and turm on
Rluetooth. Then, go to Settings > General > Accessibility » VoiceCOver » Rraille and choose
the display.

Turn contracted or eight-dot braille on or off: Go to Settings » General > Accessibility >

VoiceOver » Braille.

For information about cornmon braille commands or\.’oue’)' r navigation, and for information
specific to certain displays, go to s 4
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The braille display uses the language that'’s set for Voice Control. This is normally the language
set for iPhone in Settings > Infernational > Language. You can use the Voicalver language
setting to set a different language for VoiceOver and braille displays.

Set the language for VoiceOver: Go to Settings > General > International > Voice Control, then

choose the language.

If vou change the language for iPhone, you ray need to reset the language for VoiceOver and
your braille display.

You can set the lefimost or rightmost cell of your braille display to provide system status and
othe information:

« Announcement History contains an unread message

« The current Announcement History message hasn't been read

« VoiceOver speech is muted

« The iPhone hattery is low (less than 20% charge)

« Phone is in fandscape orientation

« The screen display is turned off

e

he current line contains additional text to the left

« The current line contains additional text to the right

Set the leftmost or rightmost cell to display status information: Go to Settings > General >
Accassibility > VoiceOver > Braille » Status Cell, and tap Laft or Right.

See an expanded description of the status cell: On your braille display, press the status cell’s
router button.

instea offheaP*mne feceiver.

Reroute audio for incoming calls: Go 1o Settings > General > Accassibiiity > Incorning Calls and
choose where you wanit (o hear vour calls.

i
With Siri, you can do things with vour iPhone, such as opening apps, just by asking, and

VoiceOver can read Shri responses to you. For information, see Chapter 4, Siri, on page 36.

quxc.&iy three txme>,You can use Triple-click Home for:
+ VoiceOver

s nwvert Colors

< Zoom

+ AssistiveTouch

» Hearing Aid Control

« Guided Access (Triple-click Home starts Guided Access if it's aiready turned on. See Guided

Do rene o - R
Access on page 127)
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Sat the Triple-click Home function: Go to Settings > General > Accessibility » Triple-click Home
If vou select more than ong, vou're asked which one you want to control whanever you triple-

click the Home button.

Slow down the dick speed: Go to Settings > General > Accassibility > Home-click Speed.

Many apps let you zoom in or out on specific items. For example, vou can double-tap ot
pinch to expand webpage columns in Safarl. Bug, there’s also a Zoom accessibility feature that
lets you magnify the entire screen of any app you're using. And, you can use Zoom togethes
with VoiceQver,

Turn Zoom on or offt Go to Settings > General > Accassibility > Joom. Qr, use Triple-click Home.
Seet e on page 124.

Zoom in or out: Double-tap the screen with three fingers.

Vary the magnification: With three fingers, tap and drag up or down. The tap-and-drag gesture

is similar to a double-tap, except you don't lift your fingers on the second tap——instead, drag your
fingers on the screen. Once you start dragging, you can drag with a single finger. iPhone retums fo
the adjusted magnification when you zoom out and in again using the three-finger double-tap.

Pan around the screen: While zoomed in, drag the screen with three fingers. Once you start
dragging, you can drag with a single finger so that you can see more of the screen. Or, hold 2
single finger near the edge of the display to pan to that side. Move your finger closer to the edge
to pan more quickly. When you open a new screen, Zoom goes fo the top-middle of the screen.

While using Zoorn with an Apple Wireless Keyboard {see & )
the screen image follows the insertion point, keeping it in the center d the d s

ext lets you increase the text size in alerts, and in Calendar, Contacts, Mail, Massages,

Set the text sizer Go to Settings » General > Accessibility > Large Text.

serting the colors on the iPhone screen may make it easier to read. When Invert
Colors is tu!ned or, the screen locks like a photographic negative.

vert the sareen's colors: Go to Settings > General > Accessibility > invert Colors.

Fver with VoiceOver turned off, you can have iPhone read aloud any text you select. iPhone analyzes
the fext to determine the language, then reads it fo you using the appropriate pronunciation.

Turn on Speak Selaction: Go to Settings > General > Accessibility > Speak Selection. There you
can also:

» Adjust the speaking rate

« Choose to have individual words highlighted as they'e read

Have text read to you: Select the text, then tap Speak.
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makes when you type.

Turn Speak Auto-text on or offt Go to Settings > General > Acceassibility > Speak Auto-text.

Speak Auto-text also works with VoiceOver and Zoom.

Turn Mono Audio on or off and adjust the balance: Go to Settings > General > Accessibility »
Meno Audio.

Made for ;Phone hearing aids
if you have a Made for iPhone hearing aid (available for iPhone 45 and later), yvou can adjust its
settings on iPhone to suit your listening needs.

ility > Hearing Aids, or set
sage 124

Adjust vour hearing aid settings: Go fo Settings > Cene i >
Triple-Click Home to open Hearing Aid Control. See Tripk

Hearing aid compatibility

The FCC has adopted hearing aid cornpatibility (HAC) rules for digital wireless phornes. These
rules require certain phones to be tested and rated under the American National Standard
Institute (ANSI C6319-2007 hearing ald compatibility standards.

The ANS! standard for hearing aid compatibility cortains two types of ratings:

» An“M7rating for reduced radic frequency interference to enable acoustic coupling with
hearing aids that are not operating in telecoll mode

« A'T"rating for inductive coupling with hearing aids operating in telecoll mode
These ratings are given on a scale from one to four, where four is the most compatible. A phone

is considered hearing aid compatible under FCC rules ¥ it s rated M3 or M4 for acoustic coupling
and 73 or T4 for inductive coupling.

For iPhone hearing aid compatibility ratings, go to w

Hearing aid compatibility ratings don't guarantee that a particular hearing aid works with a
particular phone. Sorne hearing aids may work well with phonas that don't meet particular
ratings. To ensure interoperability between a hearing aid and a phone, try using them together
before purchase.

This phone has been testad and rated for use with bearing aids for some of the wiraless
technologies it uses. However, there may be some newer wireless technologies used in this
phone that have not been testad yet for use with hearing aids. it is important to try the different
features of this phone E:Vrouohiy and in different locations, using your hearing aid or cochlear
lant, to determine if you hear any interfering naise. Consult your service provider or Apple
for inforrnation on hearing aid compatibility. If you have guestions about return or exchange
ovider or phone retailer.

policies, consult your service pr
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Hearing Aid Mode

iPhone has a Hearing Ald Mode that, when activated, may reduce interference with some
hearing aid models. Hearing Aid Maode reduces the transmission power of the cellular radio in
the GSM 1900 MHz band and may result in decreased 2G cellular coverage.

Activate Hearing Aid Mode: Go to Settings > General > Accessibility > Hearing Aids.

AR Ny
YATans

You can >>>ign fi istinctive rmgT 3NEs {0 pe-)pie in your contacts list for audible cailer 1D You can
also assign vibration patterns for notifications from specific apps, for phone calls, for FaceTime
calic or messages from special contacts, and to alert you of a variety of other events, including
new voicemati, new mail, sent mail, weet, Facebook Post, and reminders. Choose from existing

patterns, or create new ones. Sea & < on page 139,

You can purchase ringtones from the iTunes Store on iPhone. See Chapter 22, T

lf you can't hear ti“e <oum' that announce incoming calls and oth@ alerts, you can have iPhone
flash its LED {next to the camera lens on the back of the iPhone). This works only when iPhane is
fockad or asleep. Available for iPhone 4 or later.

Turn on LED FHash for Alerts: Go to Settings > General > Accessibility » LED Fash for Alerts.

R
SB5E

s helps someone using iFhone to stay focused on a particular task. Guided Access

Iimm 12 ’hor‘ o a single app, and lets you control which app features are available. Use Guided

Access to:

« Temporarily rastrict iPhone to a particular app

- Bisable areas of the screen that aren't ralevant to a task, or areas where an accidental gesture
might cause a distraction

« Disahle the iPhone hardware buttans

Use Guided Access: Go 1o Settings > General > Accassibifity > Guided Access, where you camn:

A

« Turn Guided Access on or off

« Set a passcode that controls the use of Guided Access and prevents someone from leaving an
active session

. whether iPhone can go to sleep during a session

Start a Guided Access sassion: Open the app you want to run, then triple-click the Home

button. Adjust settings for the session, then click Start.

« Disable app controls and areas of the app screen: Circle any part of the screen you want to
disable. You can use tha handles to adjust the area.

o gnore all screen touches: Turn off Touch.

» Keep iPhone from switching from portrait to landscape or from responding to any other motions:
Turn off Metion.

End a Guided Access session: Triple-click the Home button and enter the Guided

Access passcode.
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)

5is os vou use iPhone if you have difficulty touching the screen or pressing

the buttons. Y "ou can use a compatible adaptive accassory (such as a joystick) ioqcti er with
AssistiveTouch to control iPhone. You can also use AssistiveTouch without an accessery to
perform gestures that are difficult for you.

Turn on AssistiveTouch: Go to Settings > General > Accassibility > AssistiveTouch. To set
Triple-click Home to turn AssistiveTouch on or off, go to Settings > General > Accessibility >
Tripla-click Home.

Adjust the tracking speed {with accessory attached): Go to Settings > General > Accessibility »
AssistiveTouch > Touch speed.

Show or hide the AssistiveTouch menu: Click the secondary button on vour accassory.

Move the menu button Drag it to any edge of the screen.

Hide the menu bution {with accessory attached): Go fo Settings > Genearal > Accassibility >
AssistiveTouch » Always Show Menu.

Perform a swipe or drag that uses 2, 3, 4, or 5 fingers: Tap the menu button, tap Gestures, and
then tap the number of digits needed for the gesture. When the corresponding circles appear
on the screen, swipe or drag in the direction required by the gesture. When vou finish, tap the
menu butto

Perform a pinch gasture: Tap the menu button, tap Favorites, and then tap Pinch. When the
pinch circles appear, touch anywhere on the screan to move the pinch circles, then drag the
pinch circles in or out to perform a pinch gesture. When vou finish, tap the menu button.

Create your own gesturer Tap the menu button, tap Favorites, and then tap an empty gesture

placehoider. O, go to Settings > General > Accessibility > AssistiveTouch > Craate New Gesture.

Lock or rotate the screen, adjust iPhone volume, or simulate shaking iPhone: Tap the menuy
button, then tap Device.

Simulate pressing the Home buttor: Tap the menu butten, then tap Home,
Exit a menu without performing a gesture: Tap anywhere outside the menu.

SN
RGN N
\.'L}:\ N N

You can use the iPhone TTY Adapter ab fe (sold separately in many area ) to connact iPhone to
””” tore {may not be available in aii eas) or check with your

/"/

Y machine. Go to www.ag
local Apple retailer.

Connect iPhone to a TTY machine: Go o Sei*tmqs > PE“-om and turn TTY on, and then connect

iPhone to your TTY machine using the iPhone

When TTY on iPhone is turnad on, the TTY icon &5 appears in the status bar at the top of the
screen. For information about using a particular TTY rachine, see the documentation that came
with the maching.

n d st:* tve ringtonas to people in your contacts list for audible caller 10 You can
tones from the iTunes Store on iPhone. See Chapte Store, on page 94.

ssig
g

purchase rin
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The piav ar‘d patse controls in visual voicemail let you control the playback of messages. Dirag
or the scrubbey b'w to repeat a portion of the message that's hard to understand.

Many apps, inc! ud: N 1 fai i. Sdidri, Messages, Notes, and Contacts, let you rotate iPhone when
yau're typing, so vou can use a larger keyboard.

tapping entries in your contacts and favorites lists. When you need
W Catis on page 43.

M k 3hor: e ca
to dial a numb\r iPhone’s large numeric keypad makes it easy. See P

Voice Control let make phone calls and c'"m'oi Music playback using voice commands. See
Making callk on pas;e % and Sirf and Voice Control on page 62,

Turn on closed Ldptmmng for videos: Go to Settings » Videos > Closed Captioning.

Not all video content includes ciosed captions.

Hy in OGS \
Take ad “"\tagﬂ of the accessibiiity features in OS X when vou use iTunes fo sync information and
content from your Hunes I brary to iPhone >.Enthe Finder, choose Help > Help Center, then search
for “accessibility”

For mora information about iPhona and OS X accessibility features, go to
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Settings

trings lets you configure iPhone, set app options, add accounts, and sat other preferences.
e other chapters for information about settings for the buil-in apps. For exampile, for Safari
ttings, see Chaptar 7, S G page 55.

Set
See
<@

erence with

airg.raft -:)perat;on and other slectrical equspmem.

Turn on airplane mode: Go to Settings and turn on airplane raode.

When airplane mode is on, == appears in the status bar at the top of the screen. No phone, Wi-H,
or Bluetooth signals are emittad from iPhone, and GPS reception is turned off. You won't be able
to use apps or features that depend on these signals, such as connecting to the Internet, placing
or recaiving phone calls or messages, getting visual voicernail, and so on. If allowed by the
aircraft operator and applicable laws and regulations, you can use iPhone and apps that don't
require these signals.

I Wi-Fi is available and allowed by the aircraft operator and applicable laws and reguiations, go
to Settings » Wi-Fi to turn it on. You can also turn on Bluetooth in Settings > Bluetooth.

W- Fis Qit '"le:p dn ermine whethei iPhone uses local Wi-H networks to connect to the Internat.
When iPhone is joined to 2 Wi-Fi network, the Wi-Fi icon % in the status bar at the top of the
screen sho\/\m signal strength. The more bars you see, the stronger the signal If no Wi-Fi networks
are available, or if you've turmed Wi-Fi off, then iPhone conneacts to the internet via your celiular
data network when available.

Once you join a Wi-F network, iPhone connects to it whenever the network is in range. If more

than one previously used network is in range, iPhone joins the one ast usad.

You can also use iPhone to set jp a new AirPort base station that provides Wi-Fi services to your
home or office. See § : i

Turn Wi-Fi on or off: Go to Settings > Wi-Fi. You cam:

o SetiPhone to ask if vou want to join g new network: Turn "Ask to doin Networks” on or off IF7Ask
to Join Networks” s off, you must manually join a network to connect to the Internet when a
previously used network isnT avaiiabie.
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« Forget g network, so iPhone doesn't join it: Tap {8 next to a network you've joined before. Then

tap “Forgat this Network.”

o Joina closed Wi-Fi network: In the list of network namaes, tap Other, then enter the name of the
closed netwark. You must already know the network name, password, and security type o
connect to a closed network.

o Adjust the settings for connecting to a Wi-Fi network: Tap

network. You can use -PE one 1o sef up 3 new Aerort Express, AiiPQ:t Extrem e, oF T me C?pmie
base station.

Use the AirPort Satup Assistant Go to Settings » Wi-Fi. Under “Set up an AirPort base station,”
tap the name of the base station you want to set up. Then follow the onscreen instructions.

if the base station you want to set up isn't listed, make sure that it has power, that you're within
range, and that it hasn't already been configured. You can only set up base stations that are new
or have been reset. Some older AirPort base stations cannot be set up using an i0S device. For
setup instructions, see the documenitation that carme with the base station.

Manage an AlrPort network: if iPhone is connected to an AirPort base station, Tap & next to
the network name. If you haven’t already downloaded AirPort Utility, the App Store opens so you

can get it

onnact wirelassly to Bluetooth devices such as headsets, headphones, and car kits

iPhone can
for music iis‘renmg and hands-free talking. You can also connect the Apple Wireless Kevboard

with Bluetooth. See & on page 24.

Turn Bluetooth on or offt Go to Sattings > Blustooth,

Connect to a Blustooth device: Tap the device in the Devicas list, then follow the onscreen
instructions to connect to it See the documentation that came with the device for information
about Blustooth pairing.

VSR
VBN

”’,,,
/////

Your organization may use a VPN to cormunicate private information securely over a non-
private network. You may need to configure VPN, for exaraple, to access your work email. This
setting appears when you have VPN configured on iPhone, allowing vou to turmn VPN on or off
Sea Cailiy

st on page 135
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You cart use Personai Hotspot {iPhone 4 or later} 1o share an internet connection with a
computer or other device—such as an iPod touch, iPad, or other iPhone —connacted to your
iPhone via Wi-Fi. You can also use Personal Hotspot to share an internat connection with a
computer connectad to iPhone via Bluetooth or USB. Fersonal Hotspot works only if iPhone is

connected fo the internet over the cellular data networl.

Note: This feature may not be available in all areas. Additional fees may apply. Contact your
carrier for more information.

Share an Internet connaction: Go to Settings > General > Cellular and tap Set Up Personal
Hotspot—if it appears—tio set up the service with your cartier.

After you turn on Personal Hotspot, other devices can connect in the following ways:

« Wi-H: Onthe device, chooss your iPhore from the list of available Wi-Fi networks.

« USE: Connect your iPhone to your computer using the cable that came with it In your
computer's Network preferences, choose iPhone and configure the network settings.
o+ Bluetooth: On iPhone, go to Settings > Bluetooth and turn on Bluetooth. To pair and connect
iPhone with your device, refer to the documentation that carne with your computer.
Note: When a device is connected, a blue band appears at tha top of the iPhone screen. The
Personal Hotspot icon @ appears in the status bar of 108 devices using Persanal Hotspat.
Change the Wi-Fi password for iPhone: Go to Setfings » Personal Hotspot > Wi-Fi Passwiord,

then enter a password of at least 8 characters.

Monitor your cellular data network usage: Go to Settings » General »> Usage > Cellular Usage.

Push notifications appear in Notification Center and alert you to new information, even when the
associated app st running. Notifications vary by app, but may include text or sound alerts, and
a numberad badge on the app icon on the Home screen.

Tarmn off all notifications: Go to Settings and turn on Do Not Disturh I its on and iPhone s

locked, all notifications and calls are silenced, but alarms will still sound. You can set the following

options in Settings > Notifications »> Do Not Disturb:

« Automatically turn on Do Not Disturb: Turn on Scheduied, then set the firne when you doir't
want to be disturbed. iPhone automatically turns on Do Not Disturb during this period
each day.

 Aflow some phone calls during Do Not Disturb: When Do Not Disturb is on, ringing is silenced.
To aifow calls from some callers to ring, tap Allow Calls From. You can allow calls from your
Favorites list, or from other Contacts groups you define. For information about Favorites, see

Chapter 25, Contacts, on page 100,

~ Alfow persistent calfers to ring through: Turn on Repeated Calls. If the same caller (based on
thair Caller 1D} calls vou again within three minutes, iPhone will ring.

Turn an app's notifications on or offt Go 1o Settings > Notifications. Tap an itern in the fist, then

turn notifications on or off for that item. Apps that have notifications turned off appear in the Not

In Notification Centar Hist,
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Change how notifications appean Go to Settings > Notifications. You can:

« Change the number of notifications: Choose an ftem in the In Notification Center list. To set how
many netifications of this type appear in Notification Center, tap Show.

« Change the alert styles: Choose an item in the In Notifcation Center list. Choose an
alert style, or select None to turn off alerts and banners. Notifications will still appear in
{otification Canter.

o Change the order of notifications: Tap Edit. Drag the notifications into the order you want. o
turn off a notification, drag it to the Not In Notification Center list.

« Display numbered badges on apps with notifications: Choose an itern in the In Notification
Center fist and turn on Badge App icon.

« Hide alerts fram an L.Dp wheri i ’f‘one is focked: Choose the app in the In Notification Center ist,
then tum off “View in Lock Screen.”

Some apps have additional options. For example, Messages lets you spacify whether to include
message previews in the notification.

.

Remove Post and Tweet from Notification Center: These sharing options appear only if you
have Facebook or Twitter accounts conhigured. To remove these buttons, go to Settings >
Notifications and turn off the Share Widget.

Show government alerts in Notification Center: Choose the alerts you want to see from

the Government Alerts list. Government alerts are not available in all areas, vary by carriar

and iPhone model, and may not work under ali conditions. For exaraple, in the Unitaed States,
iPhone 45 or later can receive presidential alerts and yvou can turn AMBER and Emergency Alerts
{which inciudes both Severe and Bxtreme Imminent Threat alarts) on or off. In Japan, iPhone 4 or
later can receive Emergency Earthqguake Alerts from the Japan Meteorological Agency.

This setting appears on GSM networks when you're outside your carrier’s network and other
local carrier data networks are available to use for vour phone calls, visual volcemail, and

cellular network internet connections. You can make calls only on carriers that have a roaming
agreement with your carrier. Additional fees may apply. Roaming charges may be billed to you by
the other carrier, through your carriar.

Select a carrier: Go to Seftings > Carrier and select the network you want to use.

Once you select a network, iPhone uses only that network. If the network is unavailable, "No
service” appears on the iPhone.

General settings include network, sharing, security, and other settings. You can also find
information about your iPhone, and reset various iPhone settings.
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Bisplay information about iPhone: Go to Settings » General » About. The items you can

view include:

+ Available storage space

o Serial number

< OS5 version

» Network addresses

o ET {international Mobile Equipraent Identity)

« KD {Integrated Circuit Card Identifier, or Smart Card) for GSM networks

» MEID (Moblile Equipment Idantifier) for CDMA networks

o Legal notices, license, and regulatory marks

To copy the sarial number and other identifiers, touch and hoid the identifier until Copy appears.
Change the device name: Go to Settings > General > About, then tap Name. The device name is
used by both Tunes and illoud.

To help Apple improve products and servicas, iPhone sends diagnostic and usage data. This data

does not personally identify you but may include location informatio

View or turn off diagnostic information: Go to Settings » General > About > Diagnostics & Usage.
Restrict or reset Ad Tracking: Go to Settings > General > About > Advertising. Turn on

Limit Ad Tracking to prevent apps from accessing your iPhone’s advertising identifer. For more
information, tap Leam More.

s 3
A inveiats
QT WAL

Software Update lets you downioad and install 105 updates from Apple.

Update to the latest 105 version: Go to Settings > General > Software Update.

If a newer version of 10S is available, follow the onscreen instructions to download and install it

View usage information: Go to Settings » General > Usage. You car:

- See your cellular usage and raset statistics

o View and delete iCloud backups, turn off backing up the Camera Roll, and buy additional storage
« View each app's storage

« Display battery level as a percentage

o See the elapsed time since iPhone has been charged

For information about using Sird and changing Sirt setfings, sea Sefting options |
page 35

1N
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Colfudar
Use Cellular settings to turn caliuiar data and roaming on or off, to set up Personal Hotspot, and
o set cellular data options.

When an app needs to use the Internet, iPhone does the following, in order, until connected:
» Connects over the most racently used available Wi-F network.
» Shows a list of Wi-Fi netwarks In range, and connects using the one you choose.

“onnects over the cellular data network, i availabie.

°
P

if iPhone is connectad to the Internet via the celiular data network, the LTE, &8, 8& §, or ¢ icon
appears in the status bar,

LTE, 4G and 3G service on GSM celiular natworks support simultaneous voice and data
comraunications. For all other cellular connections, you car't use Internet services while you're
talking on the phone unless iPhone also has a Wi-Fi connection to the Internet. Depending on
your network connection, you may not be able to receive calls while iPhone transfers data over
the cellular network-—when downloading a webpage, for example.

GSM networks: Oryan EDGE or GPRS connection, incoming Lali may go directly to voicernai!
during data transfers. For incoming calls that you answer, data fransfers are paused.

COAA networks: On BV-DO connections, data transfers are paused when you answer incoming
calls. On IxRTT connections, incoming calls may go directly to volcerail during data transfers.
For incoming calls that vou answer, data transfers are paused.

Data transfer resumas when you end the call.

if Cellular Data is off, all data services use only Wi-Fi—including email, web browsing, push
notifications, and other services. if Celludar Data is on, carrier chargas raay appiy. For example,
using cartain features and services that transfer data, such as Siri and Messages, could result in
charges to your data plan.

Turn Cellular Data on or off: Go to Settings > General » Cellular. The following options may also

be available:

« Turn Voice Roaming an or off (CDMAL Turn Voice Roaming off to avoid charges from using other
carrier's networks. When your carriars natwork isn't available, iPhone won't have cellular (data
of voice) saervire.

» Tum Data Roaming on or off: Data Roaming parm‘st< Internet access over a cellular data
network when you're in an area not covered by your carrier’s ne*‘wor!\ When you're traveling,
you can turn off Data Roaming fo avoid .-:)am:ng charges. Ses Cavng

@y on page 133,

 Enable or disable 3G: Using 3G loads internet data faster in some cases, but may decrease
battery parformance. if vou"re making a iot of phone calls, you rnay want to turn 3G off to
axtend battery life. This option is not available in all areas.

Set up Personal Hotspot: Go to Settings > General » Cellular > Set Up Personal Hotspot.

Personal Hotspot shares iPhone's Internat connection with vour computer and other 105 devices.

N on page 132,

Set when celhdar data is used: Go to Settings > General » Cellular, then turn callular data on or
off for iCloud Docuraents, iTunes, FaceTime, Passhook Updates, or Reading List. if a setting is off,
iPhone will use only Wi-F for that service. The iTunas settings includes both iTunes Match and
automatic downloads from tha iTunes Store and the App Stora.
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VPNs used within organizations allow you to communicate private information securely over a
non-private network. You may nead to configure VPN, for exampls, to access your work email. Ask
the network’s administrator for the settings nacessary to configure VPN for vour network. After
ona or more VPN settings are defined you can:

o Tum VPN on or off: Go to Settings > VPN

» Switch between VPNs: Go to Settings > General > VPN, then choose a configuration.

See also Appendix A,

s, on page 141

corpputer that you want to sync with. For instructions sea ! @5 on page 16.

After you configure Wi-F Syng, iPhone automatically syncs with iTunes once a day, when:
+ iPhone is connected 1o a power source,
- iPhone and your computer are both connected to the sama Wi-Fi network, and

< {Tunes on your computer is running.

ght Se arch setting lets you spacify the content areas searched by Search, and
rearrange th order of the results.

Set which content areas are searched by Search: Go to Settings > General » Spotiight Search,
then select the tems to search. You can also change the order of the result categories.

Lockin

giP E"u e turns off the display in order to save the battery and prevent unintended
operation of iPhone. You can still receive calls and text massages, and you can adjust the volume
and use the mic button on your headset while listening fo music or on a call.

Set the amount of time before iPhone locks: Go to Settings > General > Auto-Lock, then
choose & time.

o
s

HRASTCOOY LK

By default, iPhone dossn™ require you to entar a passcode to unlock it

Set a passcode: (o to Settings > General > Passcode Lock and set a 4-digit passcode. To
increase security, turn off Simple Passcode and use a longer passcode.

|f vou forget your passcode, you must restore the iPhone software. See U
§ ‘are on page 152

Allow access when iPhone s kocked: Go to Sattings »> General > Passcode Lock. You can use the
foliowing without unlocking iPhone:

o Sirf {See Setti L on page 39.)
« Voice Dial (This setting is available only when Sirt s turned off))

« Reply with Message {See i< on page 44.)

+ Passbook (See Chaptar 16, K, on page 84.)
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Erase data after ten failed passcode attempts: Go to Settings » General » Passcode Lock and
tap Erase Data. After ten failed passcode atternpts, all setfings are reset, and all your information
and media are era<ed hy removing the encryption key to the data (which is encrypted using

You can set restrictions for sorne apps and for purchasad content. For example, parents can
restrict explicit music from heing seen on playlists, or pravent the installation of apps.

Turn on restrictions: Go to Settings > General > Restrictions, then tap Enable Restrictions. You'li
be asked to define a restrictions passcode that's necessary in order to change the settings you
make. This is distinct from the passcode for unlocking iPhone.

i y“'} forget your restrictions passcode, you must restore the iPhone software. See
ne o page 152,

You can set restrictions for the following apps:

« Safari

» Camera (and apps that use the camera)

» Facelime

« {Tunes Store

+ [Bookstore

» Siri {including voice command and dictation)

You can also restrict the following:

o instafliing Apps: The App Store is disabled and its icon is rernoved from the Home screen. You
cannot install apps on iPhone.

o Defeting Apps: You cannot delete apps from iPhone. € doasn't appear on app icons when

1

you're customizing the Home screen,

o« Explicit Language: Sirt atternpts to replace exphici
asterisks and beep sounds

t words you speak by replacing thermn with

» Privacy: The privacy seftings for Location Services, Contacts, Calendars, Reminders, Photos,
Bluetooth Sharing, Twitter, and Facebook can each be locked.

» Accounts: The current Mall, Contacts, Calendar settings are locked. You cannot add, modify, or
delete accounts. You also cannot maodify iCloud settings.

« Find My Friends: The current Find My Friends settings are focked. This option is available when
the Find My Friends app is instalied.

< Volume Limit: The current sound volume limit setting is locked.

« in-App Purchases: When in-App Purchases is turned off, you can't purchase additional content
or functionality for apps vou download from the App Store,

 fequire Passwords: Requires you to enter your Apple 1D for in-app purchases after the fime
pariod you specify.

o Content Restrictions: Tap Ratings For, then select a country from the list. Then set rastrictions
for music, podcasts, movies, TV shows, and apps. Content that doesn’t maet the rating you
select won't appear on iPhone.

» Muldtiplayer Games: When Multiplayer Garnes is off, yvou can't request a match, send or receive
invitations to play games, or add friends in Game Center.

« Adding Friends: When Adding Friends is off, you cant make or receive friend requests in Game
Center. if Multiplayer Games is turned on, vou can continue to play with existing friends.
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hose settings affect the time shown inthe status bar at the top of the screen, and in world
clocks and calendars.

Set whether iPhone shows 24-hour time or 12-hour time: Go to Settings > General >
Date & Time, then turn 24-Hour Time on or off. (24-Hour Time may not be available in all areas.)

Set whether iPhone updates the date and time automatically: Go to Settings » General >
Date & Time, then turn Set Automatically on or off If you set iPhone to update the time
automaticaily, it gets the correct time over the cellular network and updates it for the tims
zone you're in. Some carriers don't support network time, 5o in some areas iPhone may not

be able to automatically determine the local time.

Set the date and time manuall: Go to Settings » General » Date & Time, then turmn Set
Automatically off. Tap Tirne Zone to set your time zone. Tap the Date & Time button, then
tap Set Date & Time.

You can turn on keyboards for writing in different languages, and you can turn typing features,
s speli-chacking, on or off. For information about the kevboard, see Tyring on page 22,

For information about international keyboards, see Appendix B, inter

page 42

eneral > international to set the following:

-+ The Laienfia format
» The language for Voice Control
« The keyhoards you use

» The date, time, and telephone number formats

abom the pruﬁies you've ins;ailed For maore ir‘for.-.otxon see Using or

4 .

page 141

You can reset the word dictionary, network settings, home screen layout, and location warmings.
You can alse erase all of your content and settings.

Reset iPhone: Go to Settings > General > Reset, then choose an option:

» Reset aff settings: Al your preferences and seftings are resef.

o Frase aff content and settings: Your information, and settings are rernoved. iPhone cannot be
used until it’s set up again.

Chapter 33
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 Reset network settings: When you reset network settings, your list of previously used networks
and VPN settings not installed by a configuration profile are removed. Wi-Fi is turned off
and then back on, disconnecting you from any network you're on. The Wi-Fi and "Ask to Join
Networks” settings remain turned on. To rernove VPN settings installed by a configuration
profile, go to Settings > General > Profile, then select the profile and tap Remove. This also

ol
removis other settings or accounts providad by the profile.

» Reset the keyboard dictionary: You add words 1o the keyboard dictionary by rejecting words

ct
iPhone suggests as vou type. Resatting the keyhoard dictionary erases all words you've added.

« Reset the Home screen lgyout: Returns the built-in apps to thelr original layout on the
Home screen.

o Reset focation and privacy: Resets the location services and privacy settings to their
factory defaults.

You can set iPhone to play a sound whenever you get a new message, email, call, Tweat,
Facebook post, voicemall, or reminder. You can also set sounds for appeintments, sending an
email, pressing keys, and locking iPhone.

For information about silencing iPhone see 1 tswitch on page 10.

Change sound settings: Go to Settings > Sounds. Available options include:

« Set whether (Phone vibrates when get a call.

« Set whether iPhone vilirates when you turn on silent mode.

« Adjust the ringer and alarts volume.

« Prevent the side buttons from changing the ringer volume.

« Setthe ringtone. To set a ringtone for a person, go to their card in Contacts.
« Set alert and cther tones.

« Turn on keyboard clicks and a sound for when when iPhons locks.

Set vibration patterns: (o to Settings » Sounds and choose an item from the Sounds and
Vibration Patterns list. Tap Vibration to select a pattern.

s

racharge iPhone, or use Auto-Brightness.

Adjust the screen brightness: Go to Settings » Brightness & Wallpaper and drag the slider if
Auto-Brightness is on, iPhone adjusts the scraen brightnass for current light conditions using the
built-in ambient light sensor.

Wallpaper settings let you set an irnage or photo as wallpaper for the Lock screen or Home

ey on page 2L
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Pri\/aty seﬁnw let you see and control which apps and system services have access to Location
Services, and to contacts, calendars, reminders, and photos.

Location Services lets location-hased apyps such as Rerninders, Maps, and Camera gather and
e data indicating your location. Your approximate location is determined using available
ormatsor\ from cellular network data, local Wi-Fi networks {if you have Wi-Fi turned on), and
GPS {may not be available in all areas). The location data collected by Apple isrt collected ina
form that personally identifies you. When an app is using Location Services, Y appears in the
menu bar.

us
inf

Turn Location Services on or off: Go to Settings > Privacy > Location Services. You can turn it off

for some or for all apps and services, li’;ou turn off Location Services, you're promptad to turn it
on again the next time an app oF service tries 1o use it

Turn Location Services off for system services: Several system services, such as compass
calibration and location-based 1Ads, use Location Services. To see their status, turn them on or
off, or show Y in the menu bar when these servicas use your location, go to Settings > Privacy >
Location Services »> Systemn Services.

Turn off access to private information: Go to Settings > Privacy. You can see which apps have
requested and been granted access to the following information:

« Contacts

- (alendar

» Reminders

» Photos

- Bluetocoth Sharing

» Twitter

» Facahook

You can turn off each app's access 1o each category of information. Review the terms and privacy
policy for each third-party app to understand how it uses the data it's requesting.

Chapter 33
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iPhone in Business

With support for secure access to corporate networks, diractories, and Microsoft Exchangs,
iPhone is ready to go to work. For detailed information about using iPhone in business, go to

lfvou re in an untor ise environmant, you may be able to set up accounts and other iterns or
iPhone by installing a Lonﬂgur ation profile. Configuration profiles let vour administrator set
up your iPhone to use the information systems at your comparny, school, or organization. For
example, a configuration profile might set up your iPhone to access the Microsoft Bxchange
servars at work, so iPhone can access your Exchange email, calendars, and contacts, and it may
turn on Passcode Lock to help keep the information secure.

Your administrator may distribute configuration profiles by email, by putting them on a secure
webpage, or by installing them directly on iPhone for you. Your administrator may have you
install a profile that ties your iPhone to a mobile device management server, which allows your
dfimxmal ator to configure vour settings rermotely,

Install conBguration profiles: On iPhone, open the email message or download the
configuration profiles from the website your administrator provides. When you open a
configuration profile, installation begins.

st You may be asked whether a configuration profile is trusted. f in doubt, asl your
administrator before installing the configuration profile.

You can't change the settings defined by a configuration profile. If you want to change settings,
you must first rernove the configuration profile, or install a new configuration profile with the
new settings.

Remove a configuration profile: Go to Sattings » General > Profile, then select the configuration
profile and tap Remove.

Remaving a conhguration profile deletes the settings and all other information installed by
the profile.

I\/ncrmoﬁ L\(J ange -.)rovadeg email, wntmf, Ldgks and calendar information that you can

£\

automatically sync wirelessly to iPhone. You can set up an Exchange account directly on iPhone,

Set up an Exchange account on iPhone: Go to bettings > Mail, Contacts, Calendars. Tap Add
Account, then tap Micrasoft Exchange. Ask your service provider or administrator what settings
yau should use.

1
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VPN {virtual private network) provides secure access over the Internet to private networks, such
as the network at your company or sd&ool Use Network settings on iFhone to configure and
turn on VPN Ask vour adrministrator what seftings you should use.

VPN can also be set up automaticaily by a configuration profile. When VPN is setup by a
conhiguration profile, iPhone may turn VPN on automatically whenever it's needed. For more
inforraation, fontact your administrator

set up an E DAP account, you can view and search for contacts on your organization'’s
LDAP server. The server appears as a new group in Contacts. Because LDAP contacts aren't
downloaded to iPhone, you must have an Internet connection to view them. Check with your
administrator for account settings and other requirernents {such as VPN).

When you set up a CardDAV account, vour account contacts are synced with iPhone over the air.

You

ay also be able to search for contacts on your organization’s CardDAV sarver.

Set up an LDAP or CardDAV account: Go to Setfings > Mail, Contacts, Calendars, then tap Add
Account. Tap Other. Ask vour service provider or administrator what settings vou shouid use.
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international Keyboards

lar*gt ages @nd id nguages written from right to left. For a im d sbpoa-ited !\e yoo ams, go to

e o Wtra
rnainn AR E NS N

Manage keyboards: Go to Settings > General > International > Keyboards.
o Add a kevboard: Tap Add New Keybaoard, then choose a keyboard from the list. Repeat to add
more keyboards.
o Remnave a kevboard: Tap Edit, tap Q& next to the keyboard you want to rerove, then
ap Delete.

o Edit your keyboard fist: Tap Edit, then drag 28 next to a keyboard to a new place in the list.
To enter text in a different language, switch keyboards.

Switch kevboards while typing: Touch and hold the Globa key & to show all your enabled
keyboards. To choose a keyboard, slide your finger to the name of the key fboard,then refease. The
Globe key @ appears only if you enable more than one keyboard.

You can also just tap @ When you tap &, the narne of the newly activated keyhoard appears
briefly. COﬂUnUt tapping to access other enabled keyboards.

Many keyboards provide letters, numbers, and symbols that aren't visible on the keyboard.
Enter accented letters or other characters: Touch and hold the related letter, nurmber, or
symbiol, then slide to choose a variant. For example

- Ona Thai keyboard: Choose native numbers by touching and holding the related
Arabic number,

o OnaChinese, Japanese, or Arabic keyboard: Suggested characters or candidates appear at the
top of the keybhoard. Tap a candidate to enter it, or flick left to see more candidatas.

Use the extended candidate fist: Tap the up arrow at the right to view the full candidate list.

 Scrofi the list: Flick up or down.

o Return to the shart fist: Tap the down arrow.

When using certain Chinese or lapanese kevboards, you can create a shortout for word and input

pairs. The shortcut is added to your personal dictionary. When you type a shortcut while using a

supported kevboard, the paired word or input is substituted for the shortcut.

Turn shortcuts on or offt Go to Settings » General »> Keyhoard > Shortcuts. Shortcuts are

avaliable for:

« Simplified Chinese: Pinyin

- Traditional Chinase: Pinyin and Zhuyin

» Japanese: Homaji and 50 Key
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You cart use kﬂ'\;’i}Ooi(‘s to enter some languages in different ways. A few examples are Chinese
{angjie and Wubihua, Japanese Kana, and Facemarks. You can also use your finger or a stylus to
write Chinese characters on the screen.

Build Chinese characters from the component Cangjie kevs: As vou type, suggested
charactars appear. Tap a character to choose i, or continue typing up to five components to see
more options.

Build Chinese Wubthua {stroke} characters: Use the keypad to build Chinese characters using
p to five strokes, in the correct writing sequence: horizontal, vertical, left falling, right falling, and
hook. For example, the uh inese character [ {circle) should begin with the vertical stroke |,
+ As you type, suggested Chinese characters appear {the most commonly used characters
appear first). Tap a character to choose it
I you're not sure of the correct stroke, enter an asterisk {%). To see more character options, type
another stroke, or scroll through the character list.
o Tap the match key (FEED) to show only characters that match exactly what you typed.

Write Chinese characters: Wiite Chinese characters directly on the screen with your finger when
Simplified or Traditional Chinese handwriting formats are turmed on. As you wiite character

strokes, iPhone recognizes thern and shows matching characters in a list, with the closest match
¢ follow-on characters appear in the list as

at the top. When you choose a character, its likely
additional choices

Sorae c‘ompiex characters, such as #8 (part of the name for the Hong Kong Intermnational
Airport), B {elevator), and B8 (particle used in Cantonese), can be typed by writing two or

more componeant characters in sequence. Tap the character to replace the characters you typed.
Roman characters are also recognized.

Type lfapanese kana; Use the Kana keypad to select syllables. For more syllable options, tap the
arrow key and selact ancther syliable or word from the window.

Type lapanese romaji: Use the Rormaji keyboard to type syllables. Alternative choices appear
along the top of the keybaoard, tap one to type it For more syllable options, tap the arrow key
and select another syliable or word from the window.

A

Type facemarks or amoticons: Use the lapanese ana keyboard and tap the A_A key. Or you
can:

.

» Use the lapanese Romaji keyboard (QWERTY-lapanese lavout): Tap the Number key B8 thentap
the A_A key.

Appendix 8 144
Petitioner Exhibit 1002-4753
Petitioner Kiosoft Exhibit 1011
Page 144



» Use the Chinese (Simplified or Traditional} Pinyin or {Traditional} Zhuvin keyboard: Tap the
Symizols key & then tap the A_M key.
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Safety, Handling, & Support

Failure to follow these safety instructions could result in fire, electric shodk, or other
iurtes, or damage to iPhone or other property. Read all the safety information below befora
tsing iFhone.
Handling Handle iPhone with care. It is made of metal, glass, and plastic and has sensitive
alectronic components inside. iPhone can be damaged if dropped, burned, punctured, or
crushed, or if it comes in contact with liguid. Don't use a damaged iPhone, such as one with
a cracked screen, as it may cause injury. if you're concerned about scratching, consider using
acase

Repairing Don't open iPhone and don't atternpt to repair iPhore by yoursalf. Disassembiing
iFhone may cause injury to you or damage to iPhone. if iPhone is damaged, malfunctions, or
comes in contact with liguid, contact Apple or an Apple Authorized Service Provider You can find

more information about getting service at wy

Battery Don't attempt to replace the iPhone battery yourself—you may damage the battery,
which could cause overhaating and injury. The lithium-ion battary in iPhone should be replaced
only by Apple or an Apple Authorized Service Provider, and must be recycled or disposad of
separately from household waste. Don't incinerate ti\e ba trary. For information about battery
recycling and replacement, go to www

Distraction Using iPhone in some circumstances can distract yvou and may cause a dangerous
situation. Observe rules that prohibit or restrict the use of mobile phones or headphones (for
axarnple, avoid texting while diiving a car or using headphones while riding a bicycle}.

Navigation Maps, directions, Flyover, and location-based apps depend on data services.
These data services are subiject to change and may not be avaiiabiﬂ in all areas, resulting in
maps, directions, Flyover, or location-based information that may be unavailable, inaccurate, or
incomplete. Compare the information provided on iPhone to your surroundings, and defer to

post?d signs to resolve any discrepancies. Sorme Maps features require Location Services. See
v o page 140 Use common sense when navigating.

146
Petitioner Exhibit 1002-4755
Petitioner Kiosoft Exhibit 1011
Page 146



Charging Charge iPhone with the included USE cable and power adapter or other third-party
“Made for iPhone” cables and power adapters that are compatible with USB 2.0 or power
adapters compliant with ene or more of the following standards EN 301489-34, {EC 82684,
Y0/T 1591-2006, ONS 15285, ITU LI00C, or another applizable mobile phone powsr adapter
interoperability standard. An iFhone Micro USB Adapter (available separately in sorne areas) or
other adapter may be neaded to cannect iPhone to some compatible power adapters. Using
darnaged cables or chargers, or charging when moisture is present, can cause electric shock.
Whaen you use the Apple USE Power Adapter to charge iPhone, make sure that the AC plug or
AC power cord is fully inserted into the adapter before you plug it into a power outlet. Power
adapters may become warm during normal use, and prolonged contact may cause injury. Always
allow adequate ventilation around power adapters when using them.

Note: Only micro USB power adapters in certain regions that comply with applicable
mobile phone power adapter interoperability standards are compatible. Please contact the
power adapter manufacturer to find out if your rnicro USB power adapter complies with
these standards.

Hearing loss Listening to sound at high volumes may damage your hearing. Background noise,
as well as continued expaosure to high volume levels, can make sounds seern quieter than i*hev
actually are. Turn on the audio and check the volume before inserting anything in your ear ¥
mora information about hearing loss, see ww For information about how to

set a maximum volurme imit on iPhone, see M s on page 63.

= To prevent possibie hearing damage, do not listen at high volurme lavels for

fong periods.
Apple headsets The headsets sold with iPhone 45 or later in China {identifiable by dark
insulating rings on the plug) are designed to comply with Chinese standards and are compatible
with iPhone 45 or later, iPad 2 or later, and iPod touch 5th generation. Usa only compatible
headsets with your device.

Radic signals iPhone uses radio signals to connect to wirelass networks. For information about
the amount of power used to transmit these signals, and about steps you can take to minimize
axposure Settings > General > About > Legal > BF Exposure.

Radio frequency interference Observe signs and notices that prohibit or restrict the use

of mobile phones {for example, in healthcare faciiities or blasting areas). Although Phone is
designed, tested, and manufactured to comply with regulations governing radio frequency
emissions, such emissions from iPhone can negatively affect the operation of other electronic
equipment, causing them to malfunction. Turn off iPhone or use Airplane Mode to turn off the
iPhone wireless transmitters when use is prohibited, such as while traveling in alrcraft, or when
asked to do so by authorities.

Medical devices iPhone contains radios that ernit electrornagnetic fislds. These electromagnetic
fields may interfere with pacermalwers or other meadical devices. [f you wear a pacernaker, maintain
at least 6 inches (approximately 15 am) of separation between your pacemaker and iPhone. If
you suspect iPhone is interfering with vour paceraler or any other medical device, stop using
iPhone and consult your physician for inforration specific to your medical device. iPhone has
magnets naar the bottom, and the included headphones also have magnets in the earbuds,
which may interfere with pacernakers, defibrillators or other medical devices. Maintain at least 6
inchas {approximately 15 cm) of separation between your pacemaker or defibriliator and Phone
or the earbuds.
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Medical conditions f vou have any other medical condition that you believe could be affected
by iPhone {for exampls, seizures, blackouts, eyestrain, or headaches), consult with your phy
prior to using iPhone.

Explosive atmospheres Do not charge or use iPhone in any area with a potentially explosi

ve
atmosphere, such as at a fueling area, or in areas wheare the air contains chemicals or particles
{such as grain, dust, or metal powders). Obey & -ii signs and instructions.

Repetitive motion When you perform repetitive activities such as typing or playing games
on iPhone, you may experience occasional discomfort in your hands, arms, wrists, shouiders,
neck, or other parts of your body. if vou experience discomfort, stop using iPhone and consult
a physician.

High-conseqguence activities This device is not intended for use where the failure of the device
could lead to death, personal injury, or severe environmental damage.

Choking harard Some iPhone accessories may present a choking hazard to small children. Kesp
these accessories away from small children.

« Disconnect alf cables and turn iPhone off {press and hold the Sleep/Wake button, then slide
the onscreen slider).

» Use a soft, lint-free cloth.

- Avoid getting moisture in openings.

- Don't use cleaning products or compressed air.

The front or back cover of iPhone may be made of glass with a fingerprint-resistant oleophobic
{oil repeilant) coating. This coating wears over time with normal usage. Cleaning products and
abrasive materials wilt further diminish the coating, and may scratch the glass. Abrasive media

may also scratch iPhone.

Using conneciors, ports, and buttons Never force a connector info a port or apply excessive
pressure to a button, because this may cause damage that is not covered under the warranty. if
[E""c connector and port dor't join with reasonable ease, they probably don’t match. Check for
ohstructions and make sure that the connector matches the port and that vou have positioned
the connector correctly in relation to the port,

e

Lightning Discoloration of the Lightning plug aftar ragular use is norral. Dirt, debris, and

exposure to liquids may cause discoloration. To remove the discoloration or if the cable becomes
warm during use or wor't charge or syng your ‘;Phone, disconnect the Lightning cable from your

computer or power adapter and clean it with a soft, dry, lint-free cloth. Do not use liquids or
cleaning products when cleaning the Lightning connector

Operating temperature Phone is designed to work in ambient temperatures hetween 327 and
g5e© F (0° and 35° () and stored in temperatures between -4° and 113° F (-20° and 45° ). iPhone
can be damaged and battery life shortenad if stored or operated outside of these temperature
ranges. Avoid exposing iPhone fo dramatic changes in temperature or humidity. When you're
using iPhone or charging the hattery, it is normal for iPhone to get warm.
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if the interior temperature of iPhone exceads normal operating temperatures for example, in a
hot car or in direct sunlight for extended pericds of time), you may experiance the following as it
atternpts to regulate its temperature:

» tPhone stops charging.

« The screen dims.
+ Atemperature warming screen appears.
Some apps may close.

warfant You may not be able to use iPhone while the temperature waming soreen is
displayed. If iFhone can't regulate its internal temperature, it goes into deep sleep mode until
it cools. Move iPhone to a cocler lncation out of direct sunlight and wait a few minutas before
trying to use iPhone again.

For mora information, go to supportapp

N
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Comprehensive support information is available online at www apple cor
T contact Apple for parsonalized support (not available in a i 4reas), see

~vorking right, try restarting iPhone, forcing an app to close, or resefting iPhaone.

if something isn't

-

Restart iPhone: Hold down the Sleep/Wake button unitil the red slider appears. Slide vour inger
across the slider to turn off iPhone. To turn Phone back on, hold down the Sleep/Wake button
until the Apple logo appears.

Force an app to closer Hold down the Sleep/Wake button for a few seconds until a red slider
appears, then held down the Home button O until the app closes.

You can also remove an app from the recents list to force it 1o close. See Oy

ot
AANTY

con page 12

if you can't turn off iPhone or if the problem continusas, you may need to reset iPhone. A reset
shouid be done only if turning iPhone off and on doesn't resolve the problem.

Reset iPhone: Hold down the Sleep/Wake button and the Home button {3 at the same time for
at ieast ten seconds, until the Apple logo appears.

passcode asuits in iPd dis bied screen” at suy
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2SSO may not work with iPhone. Make sure the USB cable and connectors
are free of debris, and r e“erto the documentation that came with the access
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+ View an attached file: Tap the attachment to open it in Quick Look. You may need to wait while
it downic:-ads before viewing.

‘

~ Save an attached photo or videa: Tap the attachment to open it in Quick Look. You may need 1o
wait while it downloads before viewing.

Quick Look supports the following document types:

o doc, docx—Microsoft Word

o htm, htmi—weabpage

+ Lkey—-Keynote

« numbers—Numbers

o .pages—Pages

« L pdf-Preview, Adobe Acrobat

oot ppbx—Microsoft PowerPoint

o stfRich Text Format

v L txi—text

r

wef—contact information

»
b

o xS, sisx—Microsoft Excel

For additional troubleshooting information, go to www.app

) N ™S
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You can use iCloud or Tunes to automatically back up iPhone. if you choose to back up using
iCloud, you can't also use iTunes to automatically back up to your computer, but you can use
iTunes to manually back up to your computer.

iCloud backs up to iPhone daliy over Wi-Fi, when its connected to a powsr source and is lockad.
The date and time of the last baa..u;.;p is listed at the bottom of the Storage & Backup screen.
iCloud backs up your:

» Purchased music, TV shOWS, apps, and books

- Photos and videos in your Camera Roll

« iPhone settings

~ App data

- Horne screen and app organization

« Messages {iMassage, SMS, and MMS)

. Ring?ones
Note: Purchased music s not backad up in all areas and TV shows are not available in all areas.

If vou didn't enable iloud backup when you first set up iPhone, you can turn it on in iCloud
settings.

Turn on iCloud backups: Go fo Settings > iCloud, then log in with your Apple 1D and password,
if required. Go to Storage & Backup, then turm on iCoud Lackv;p

Back up immediataly: Go to Settings > illoud » Starage & Backup, then tap Back Up Now.
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Manage your backups: Go to Settings > iCloud » Storage & Rackup, then tap Manage Storage.
Tap the nams of your s?i\onc.

Turn Camera Roll backup on or off: Go to Settings » iCloud > Storage & Backup, then tap
Manage Storage. Tap the name of your iPhone, then turn Camera Roll backup onoro

View the devices being backed up: Go to Seftings > illoud > Storage & Backup »
Manage Storage.

Stop loud hadkups: Go to Settings » iCloud > Storage & Backup > Backup, then turn off
iCloud Backup

V,

Music that isn't purchased in iTunes isn't ba(ktd up in iCiot =d ‘ot have to use {funes to back up
and restore that content. Ses W

pl!i(‘hz’htﬂ may be uwa\:asiub.\ if they are no Ionqer ity the iTunes Store, App Store, or xﬁook tore.

Purchased content, as well as Photo Stream content, dossn't count against your 5 GB of free
iCloud storage

T= ines creatas a backup of photos in your Carnera Roll or Saved Photos album, and backups of
taxt massages, notes, call history, your Favorites list, sound settings, and more. Media files, such as
songs, and some photos, aren't backed up, but can be restored by syncing with iTunes.

When you connect iPhone o the computer you normally sync with, iTunes creates a backup

aach time youw:

« Syrncwith iTures: iTunes syncs iPhone sach fime you connact iPhone to vour computer. iTunes
won't auto mdtigaliy back up an iPhone that isn't configured to sync with that computer. See

€5 on page 16.

~ Update or restore iPhone: Tunes always backs up iPhone before updating and restoring.

iTunes can also encrypt iPhone backups to secure your data.

it

Encrypt iPhone backups: Select"Encrypt iPhone backup” in the iTunes Surnmary pane.

Restore iPhone files and settings: Connect iPhone to the computer you normally sync with,
select IFhone in the iTunes window, and dick Restore in the Sumary pane.

For more information about backups, goto s

e list of backups in iTunes. You may want to do this,
for exampie, sf a backup was created on someons else’s computer,

Remove a backup:
In iTunes, open iTunes Preferences.

o Mac: Choose iTunes » Preferences.

wn

« Windows: Choose E
Click Devices {iPhone doesnt need to be connected).
Select the backup you want to rernove, then click Delete Backup.

{lick Delete, to confirm you wish to remove the selected backup, then click OK.
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You cart >dot PE\; e software in Settings,

iPhione, and then use iloud or Tures to restore from a UaLL;L:p.

Deleted data is no longer acce

rough the iPhone user ir‘-tert"ace. but it isn't erased from

iPhone. For information about erasing all content and setfings, sea Heset on page 138,
Updating IFhone

You can update softwara in iPhone Settings or by using iTunes.
Updats wirelessly on iPhoner Go to Settings > General > Software Update. iPhone checks for
avaliable software updates.

Update software in iTunes: iTunes checks for available software updates each time you sync
iPhone using {Tunes. Sea & nes on page 16

For mora information about updating iPhone soffware, go to suppa
astoring Phons

oy

Y
v
)

nuse sLEoud or iTunes to rastore iPhone from a backup.

-

Ol Ca

a

Restore from an iCloud backup: Reset iPhone to erase ali settings and information, Sign into
iCloud and choose Restore from a Backup in the Setup Assistant. See Hasat on page 138,

Restore from an iTunes backup: Connect iPhone to the computer you normally syne with, select
iPhone in the iTunas window, and click Restore in the Summary pane.

When the iPhone software is restored, you can either set it up as a new iPhons, or restore your
muisic, videos, app data, and other content from a backup.

For more information about restoring iPhone software, go to st

L w\\\\\\\\\\\\\\\\\\\\\\\\\\\\@x\\\\\\\\\\\\\\\\\\\\\\\\\\\\\@

Using iPhone safely

iPhone service and support, tips, forums,
and Apple software downioads

Sevvice and support from vour carrier

The latest information about iPhone

Managing your Apple 1D account

Using iCloud

Using iTunes Open iTunes and choose Help > iTunes Help. For an
oF 1Emf= Tunes tutorial {may not be available in all

Finding vour iPhone serial numbey, IMEL, You can find your iPhone serlal number, International
ICOD, or MEID Wobile Equipment identity {MED, ICCD, or Mobile

Equipment identifier (MEID) on the iPhone packaging.
Or, on iPhone, choose Settings > General > About. For
maore information, go to

Appendix C

152
Petitioner Exhibit 1002-4761
Petitioner Kiosoft Exhibit 1011
Page 152



Cbstaining warranty service First follow the

BN

advice in this guide. Then go to

Viewing iPhone regulatory information On iPhone, go to Settings > General > About >
Legal > Regulatory.

Battery replacement seyvice Go

Using iPhone in an enteyprise environment Got 33 to leamn mare
about the ¢ eatures of iPhone, including
Microsoft Exchange, IMAR CalDAY, CardDAY, VPN,
and more.

Contact vour carrier for authorization and setup information. You need to connect iPhone to
iTunes to complete the process. Additional fees may apply.

For more information, go to suy

3 & DO SRV
Apple Recydling Program {avail
a prepaid shipping label, and Instructions, see w

iPhone disposal and recycling: You must dispose of iPhone properly according to focal laws and

reguiations. Because iPhone contains electronic components and a battery, iPhone must be
disposed of separately from household waste. When iPhone reaches its end of life, contact local
authorities to learn about disposal and recycling options, or simply drop it off at your local Apple
retail store or return it to Apple. The battery will be rernoved and recycled in an environmentally

friendly mannar. For more information, see w

Battery replacement: The lithium-ion battery in iPhone should be replaced only by Apple
or an Apple Authorized Sarvice Provider, and must be recycled or disposed of separately

frorn household waste. For more information about battery replacement services, go to

\

Battery Charger Efficiency

®
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Tiirkiye
Tiirkive Cumburiyeti: EEE Yonetmaeligine Uygundur

28
%

European Union— Disposal information

The symbol above means that according to local laws and reqguiations your product and/or its
battery shail be disposed of separately from household waste. Whean this product reaches its
end of life, take it to a collection point designatad by local authorities. The separate collection
and ='e-:tycimg of your product and/or its battery at the time of disposal will help conserve
riatural resources and ensure that it is recycled in a manner that protects human health and
the environment.

Union Européenne —informations sur Pélimination: Le symbole ci-dassus signifie que,

conformément aux lois et réglementations locales, vous dever jeter votre produit et/

ou sa batterie séparément das ordures ménagéres. Lorsqgua ca produit arrive en fin de vie,
apportez-le & un point de collecte fi'é&iigné par les autorités locales. La collecte séparés et le

recyclage de votre produit at/ou de sa batterie lors de sa mise au rebut aideront a préserver les

ressources naturelies et a sassurer qu'il est recyclé de maniére a protéger la santé humame et

Fervironnement.

Europdische Union—Informationen zur Entsorgung: Das oben aufgefihrte Symbol weist darauf
hin, dass dieses Produid und/oder die damit verwendete Batterie den geltenden gesetzlichen
forschriften entsprachend und vom Hausmitl getrennt entsorgt werden muss. Geben Sie dieses
Prodult zur Entsorgung bel einer offiziellen Samrnelstelle ab. Durch getrenntes Samneln und
Recycling werden die Rohstoffreserven geschont und es ist sichergestelit, dass beim Recycling

des Produkts und/oder der Batterie alle Bestimmungen zum Schutz von Gesundheit und Umwelt
aingehalten werden.

Unione Europea—informazioni per fo smaftimento:  simbolo qui sopra significa che, in base
alle leggi e alle normative locali, it prodotio e/o iz sua batteria dovrebbero essere i
separatamente dai rifiut domesticl. Quando i predotte diventa inutilizzabile, portalo nel punto
di raccolta stabiiito dalle autorita locall La raccolta separata e i riciclaggio del prodotio e/o della
sua batteria al momento delio smaltimento alutanc a conservare le risorse naturall e assicurano
che il riciclaggio avvenga nei rispetic delia salute umana e delfambiente.

clati

Europeiska unionen—information om kassering: Symbolen ovan betyder att produkten

och/elier dess batteri enligt lokala lagar och bastammelser inte far kastas t lisammanb rned
hushallsavfailet. Nar produkten har tjanat ut maste den tas tili en dtervinningsstation som utsetts
av lokala myndigheter. Genorn att {&ta den uttjénta produlkten och/eller dess batteri tas om hand
for dtervinning hidlper du till att spara naturresurser och skydda halsa och miljo.
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Brasif—informactes sobre descarte e reciclagem

O simbolo acima indica que este produto e/cu sua rateria ndo devem ser descartadas no lixe
doméstico. Quando decidir dascartar aste produto e/ou sua bateria, faga-o de acordo com as

feis e diretrizes ambientais locais. Para mformaQOGS sobre o pfograma fi recwidoem da Appls,

pontos de coleta e telefone de informagdes, visite w

At Apple, we recognize our respons bilsty to rinimize the environmental impacts of our
aperations and products. For more information, go to wwwaapplesora/anvironrent.,
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TO:  padocketingdepartment@morganlewis.com,donald.mixon@morganlewis.com

FROM: noreply@uspto.gov

CC:  patentcenter_eofficeaction@uspto.gov

SUBJECT: USPTO: Patent Electronic System - Correspondence Notification for Customer Number 24341

Wed Dec 20 05:01:02 EST 2023

Dear Patent Center Customer:
Correspondence Address:

Morgan, Lewis &Bockius LLP (PA)
1400 Page Mill Road

Palo Alto,CALIFORNIA,94304-1124
UNITED STATES

This is a courtesy notification regarding the following USPTO patent
application(s) associated with your Customer Number, 24341, that have new
outgoing correspondence. This correspondence is now available for viewing in
Patent Center.

The official date of notification of the outgoing correspondence will be indicated
on the form (e.g., PTOL-90) accompanying the correspondence.

Disclaimer:
The list of documents shown below are provided as a courtesy and is not part of
the official file wrapper. The content of the images shown in the Image File

Wrapper is the official record.

12/20/2023 104402-5074-US

To view your correspondence online, please sign in to Pajeni {senter and then
select Workbench/View correspondence. To update your email address(es),
select Manage/Manage customer numbers.

If you have any questions, please contact the Pateni Electronic Business Cenley
(EBC) at ebc@uspto.gov or 866-217-9197 Monday — Friday, 6 a.m. to midnight
ET.

Please do not reply to this email as it was sent from an unmonitored mailbox.
Sincerely,
The Patent Center Team

Petitioner Exhibit 1002-4766
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UNITED STATES PO Box 1450
PATENT AND TRADEMARK OEFICE Ao, Y e onto. oV

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
18/197,070 03/20/2024 07:40:08 PM Z ET 104402-5074-US

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING
UNIT EVENTS

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 5568 FILED BY  Benjamin Pezzner
PATENT CENTER # 64772283 FILING DATE  05/14/2023
CUSTOMER # 24341 FIRST NAMED  Paresh K. Patel
INVENTOR
CORRESPONDENCE - AUTHORIZED BY
ADDRESS
Documents TOTAL DOCUMENTS: 1
SIZE
DOCUMENT PAGES DESCRIPTION (KB)
web85b.pdf 3 Issue Fee Payment (PTO-85B) 58 KB
Digest
DOCUMENT MESSAGE DIGEST(SHA-512)

DOEE8730AF14C632AE5161FE4AD47204BB654901C47FDF581
web85b. pdf 18ADC48FBEB1F896C9F17AES8DEADYAAE243D1B7C5F1AD1F
1B0C87037279F6683F91C71CAD1BFBOD

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as

described in MPEP 503.
Petitioner Exhibit 1002-4767
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New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.

Petitioner Exhibit 1002-4768



Page 1 of 2

UNITED STATES PO Box 1450
PATENT AND TRADEMARK OEFICE Ao, Y e onto. oV

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
18/197,070 03/20/2024 07:40:08 PM Z ET 104402-5074-US

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING
UNIT EVENTS

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # -
under 35 USC 111(a)

CONFIRMATION # 5568 FILED BY  Benjamin Pezzner
PATENT CENTER # 64772283 AUTHORIZED BY -
CUSTOMER # 24341 FILING DATE  05/14/2023
CORRESPONDENCE - FIRST NAMED  Paresh K. Patel
ADDRESS INVENTOR

Payment Information

PAYMENT METHOD PAYMENT TRANSACTION ID PAYMENT AUTHORIZED BY
CARD / 8177 E20243JJ40289400 Benjamin Pezzner
FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)
2501 UTILITY ISSUE FEE 480.00 1 480.00
TOTAL

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is COP@ﬁﬂbw@HE%ﬂEfi'i“?M-?zﬁ#G@-C-
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
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submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.

Petitioner Exhibit 1002-4770



Doc Code: IFEE

Description: Issue Fee Payment (PTO-85B) PTO/85B

UNITED STATES . P.O. Box 1450
PATENT AND TRADEMARK OFFICE Alexandria, e eto g0y

ISSUE FEE TRANSMITTAL FORM

APPLICATION # FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET #
18197070 05/14/2023 Paresh Patel 104402-5074-US

Title of Invention

METHOD AND SYSTEM FOR PRESENTING REPRESENTATIONS OF PAYMENT ACCEPTING
UNIT EVENTS

Application Information

APPLICATION TYPE  Nonprovisional Application under 35 DATE DUE 03/20/2024
USC 111(a)
CONFIRMATION # 5568 ISSUE FEE DUE  §$ 480
EXAMINER FRANTZY POINVIL PUBLICATIONDUE $0
GROUP ART UNIT 3698 TOTAL FEES DUE  $480
CLASS - SUBCLASS  705/044000 PREV.PAIDFEE $0

ENTITY STATUS  Small

1. CHANGE OF CORRESPONDENCE ADDRESS AND/OR INDICATION OF FEE ADDRESS (37 CFR 1.33 & 1.363)

Correspondence Address Maintenance Fee Address

CURRENT ADDRESS CURRENT ADDRESS

Petitioner Exhibit 1002-4771
IFEE 1.0 Page 1 of 3



Change of correspondence address 77 i
requested,system generated AlA/122-PC form
attached

Fee address indication requested, system
generatedSB/47-PC form attached

2. ENTITY STATUS

Change in Entity Status

NEW STATUS

3. THE FOLLOWING FEES ARE SUBMITTED

LN Issue Fee

Publication Fee

4. FEE AUTHORIZATION

| authorize USPTO to apply my previously paid issue fee to the current fees due

The Director is herby authorized to apply my previously paid issue fee to the current fee due and to charge
deficient fees to Deposit Account Number:

& If in addition to the payment of the issue fee amount submitted with this form, there are any discrepencies in
LY any amount(s) due, the Director is authorized to charge any deficiency, or credit any overpayment, to Deposit
Account Number: 500310

5. FIRM AND/OR ATTORNEY NAMES TO BE PRINTED

NOTE: If no name is listed, no name will be printed
For printing on the patent front page, list to be displayed as entered

Morgan, Lewis & Bockius LLP

6. ASSIGNEE NAME(S) AND RESIDENCE DATA TO BE PRINTED

NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been

Petitioner Exhibit 1002-4772
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filed for recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a susbstitute for filing an assignment.

PAYRANGE INC. Portland, OR UNITED STATES Organization

Signature

| certify, in accordance with 37 CFR 1.4(d)(4) that | am an attorney or agent registered to practice before the
Patent and Trademark Office who has filed and has been granted power of attorney in this application. | also
certify that this Fee(s) Transmittal form is being transmitted to the USPTO via Patent Center on the date
indicated below.

Signature Name Registration # Date

/Benjamin Pezzner/ Benjamin Pezzner 70711 03/20/2024

Petitioner Exhibit 1002-4773
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PRINTER RUSH
(PTO ASSISTANCE)

Application: 18197070

From:

Examiner: Poinvil

Location: RTEM

GAU: 3698

Creation Date: 03/22/2024

Week Date: 12/18/2023

DOC CODE DOC DATE MISCELLANEOUS
|:| 1449 |:| Continuing Data
IDS 12/19/2023 || Foreign Priority
|:| CLM |:| Document Legibility
| ] NIFW/FWCLM || Fees
|| SRFW || Petition (TC)
| | DRW | ] Other
[ ] OATH
[ ] 312
| ] SPEC

[RUSH] Message:
Please respond to the 12/19/23 IDS.
THANKYOU
XRUSH] Response:
Initials:

Examiner: PUBS contact - James Leija, (703) 756-1197

Petitioner Exhibit 1002-4774

NOTE: This form will be included as part of the official USPTO record with the response document coded as XRUSH.

REV: AUG 16
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
18/197,070 05/14/2023 Paresh K. Patel 104402-5074-US 5568
24341 0 04/03/2024 | A AMINGR |
Morgan, Lewis & Bockius LLP (PA)
1400 Page Mill Road POINVIL, FRANTZY
Palo Alto, CA 94304-1124
| ART UNIT | PAPER NUMBER |
3698
| NOTIFICATION DATE | DELIVERY MODE |
04/03/2024 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

donald.mixon@morganlewis.com
padocketingdepartment@morganlewis.com

PTOL-90A (Rev. 04/07) Petitioner Exhibit 1002-4775



mect Application No. Applicant(s)
Noti cofA//ed bili 18/197,070 Patel, Paresh K.
olice of Allowability Examiner ArtUnit | AIA (FITF) Status
FRANTZY POINVIL 3698 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondernce address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4 This communication is responsive to the Information Disclosure Statement (IDS) iof 12/19/2023.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-20 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll b) (J Some* ¢) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. (J Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 12/19/2023.

3.(J Examiner's Comment Regarding Requirement for Deposit 7. ¥} Other PTO-90C.

of Biological Material .
4.[7J Interview Summary (PTO-413),
Paper No./Mail Date.

/FRANTZY POINVIL/
Primary Examiner, Art Unit 3698

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20240328

Petitioner Exhibit 1002-4776




Address: COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandria, Virginia 22313-1450

APPLICATION NO./ FILING DATE FIRST NAMED INVENTOR/ ATTORNEY DOCKET NO.
CONTROL NO. PATENT IN REEXAMINATION
18/197,070 05/14/2023 Patel, Paresh K. 104402-5074-US
EXAMINER
Morgan, Lewis & Bockius LLP (PA)
1400 Page MIll Road FRANTZY POINVIL
Palo Alto, CA 94304-1124 ART UNIT PAPER
3698 20240328
DATE MAILED:

Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissioner for Patents

1. The Information Disclosure Statement (IDS) filed 12/19/2023 has been acknowledged and entered by the Examiner.
The application has been forwarded to Publication Branch.

2. Any inquiry concerning this communication or earlier communications from the examiner should be directed to
FRANTZY POINVIL whose telephone number is (571)272-6797. The examiner can normally be reached on M-Th 7:00AM
to 5:30PM. Examiner interviews are available via telephone, in-person, and video conferencing using a USPTO supplied
web-based collaboration tool. To schedule an interview, applicant is encouraged to use the USPTO Automated Interview
Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor, Michael Anderson can be
reached at 571-270-0508. The fax phone number for the organization where this application or proceeding is assigned is
571-273-8300. Information regarding the status of an application may be obtained from the Patent Application Information
Retrieval (PAIR) system. Status information for published applications may be obtained from either Private PAIR or Public
PAIR. Status information for unpublished applications is available through Private PAIR only. For more information about
the PAIR system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR system,
contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

If you would like assistance from a USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/FRANTZY POINVIL/
Primary Examiner, Art Unit 3698

PTO-90C (Rev.04-03) Petitioner Exhibit 1002-4777




Receipt date: 03/22/2024

PRINTER RUSH
(PTO ASSISTANCE)

18/1987,070 - GAU: 368%8

Application: 18197070

From:

Examiner: Poinvil

Location: RTEM

GAU: 3698

Creation Date: 03/22/2024

Week Date: 12/18/2023

DOC CODE DOC DATE MISCELLANEOUS
|:| 1449 |:| Continuing Data
IDS 12/19/2023 || Foreign Priority
|:| CLM |:| Document Legibility
| ] NIFW/FWCLM || Fees
| ] SRFW || Petition (TC)
| | DRW | ] Other
[ ] OATH
[ ] 312
| ] SPEC

[RUSH] Message:

Please respond to the 12/19/23 IDS.

THANK YOU

XRUSH] Response:

the Ezxaminer.

The Infermation Disclosure Statement (IDS) filed 12/19/2023 has been acknowledged and entered by

Initials:/x.»/

Examiner: PUBS contact - James Leija, (703) 756-1197

Petitioner Exhibit 1002-4778

NOTE: This form will be included as part of the official USPTO record with the response document coded as XRUSH.

REV: AUG 16
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Receipt date:

12/18/2023

18/1987,070 - GAU: 368%8

Electronically filed December 19, 2023
INFORMATION DISCLOSURE Application Number 18/197.070
STATEMENT BY APPLICANT Filing Date May 14, 2023
First Named Inventor Paresh K. Patel
Substitute for Form 1449-PTO Art Unit 3698
Examiner Name Frantzy POINVIL
Sheet | 1 | of | 16 Attorney Docket Number 104402-5074-US
U.S. PATENT DOCUMENTS
Document Number Pages, Columns, Lines,
Examiner | Cite Publication Date Name of Patentee or Applicant | Where Relevant Passages
Initials No. Number - Kind Code MM-DD-YYYY of Cited Document or Relevant Figures
Appear
4374,557 A 2/22/1983 Sugimoto et al.
5,479,602 A 12/26/1995 Baecker et al.
5,844 808 A 12/1/1998 Konsmo et al.
5,854,994 A 12/29/1998 Canada et al.
5,880,733 A 3/9/1999 Horvitz et al.
5,892,900 A 4/6/1999 Ginter et al.
5,955,718 A 9/21/1999 Levasseur
6,056,194 A 5/2/2000 Kolls
6,390,269 B1 5/21/2002 Billington
6,462,644 B1 10/8/2002 Howell
6,505,095 B1 1/7/2003 Kolls
6,584,309 B1 6/24/2003 Whigham
6,594,759 B1 7/15/2003 Wang
6,743,095 B2 6/1/2004 Cole et al.
6,793,134 B2 9/21/2004 Clark
6,810,234 B1 10/26/2004 Rasanen
6,840,860 B1 1/11/2005 Okuniewicz
7,085,556 B2 8/1/2006 Offer
7,110,954 B2 9/19/2006 Yung et al.
7,127,236 B2 10/24/2006 Khan et al.
7,131,575 B1 11/7/2006 Kolls
7,455,223 Bl 11/25/2008 Wilson
7.458.510 Bl 12/2/2008 Zhou
7,464,867 B1 12/16/2008 Kolls
7,493,288 B2 2/17/2009 Biship et al.
7,513,419 Bl 4/7/2009 Crews et al.
7,672,680 B1 3/2/2010 Lee et al.
7,690,495 B1 4/6/2010 Kolls
7,721,958 B2 5/25/2010 Belfer et al.
7,848,980 B2 12/7/2010 Carlson
7,962,369 B2 6/14/2011 Rosenberg
7,965,693 B2 6/21/2011 Jiang et al.
7,983,670 Bl 7/19/2011 Elliott
8,020,763 B1 9/20/2011 Kowalchyk
8,059,101 B2 11/15/2011 Westerman
8,157,167 B2 4/17/2012 Cost et al.
8,201,736 B2 6/19/2012 Majer
8,255,323 Bl 8/28/2012 Casey ct al.
Sgnatue | /FRANTZY POTNVIL/ Considered_| 03/287202
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D669,899 S 10/30/2012 Cheng et al.
8.346,670 B2 1/1/2013 Hasson et al.
8,356,754 B2 1/22/2013 Johnson et al.
8,376,227 B2 2/19/2013 Hammad et al.
8,396,589 B2 3/12/2013 Katzenstein Garibaldi
8,412,626 B2 4/2/2013 Hirson et al.
8,438,066 B1 5/7/2013 Yuen
8,479,190 B2 7/2/2013 Sueyoshi et al.
8,489,140 B2 7/16/2013 Weiner et al.
8,514,775 B2 8/20/2013 Frecassetti et al.
8,517,766 B2 8/27/2013 Golko et al.
8,548,426 B2 10/1/2013 Smith
8,577,734 B2 11/5/2013 Treyz
8,583,496 B2 11/12/2013 You et al.
8,600,899 B1 12/2/2013 Davis
8,596,528 B2 12/3/2013 Fernandes et al.
8,596,529 B1 12/3/2013 Kolls
8,606,702 B2 12/10/2013 Ruckart
8,615,445 B2 12/24/2013 Dorsey et al.
8.,645.971 B2 2/4/2014 Carlson et al.
8,700,530 B2 4/15/2014 Smith
8,707,276 B2 4/22/2014 Hill et al.
8,712,893 Bl 4/29/2014 Brandmaier
8,761,809 B2 6/24/2014 Faith et al.
8,769,643 B1 7/1/2014 Ben Ayed
8,788,341 B1 7/22/2014 Patel
8,794,734 B2 8/5/2014 Drummond
8,810,430 B2 8/19/2014 Proud
8,819,659 B2 8/26/2014 Ramer et al.
8,831,677 B2 9/9/2014 Villa-Real
8,838,481 B2 9/16/2014 Moshfeghi
8,850,421 B2 9/30/2014 Proud
8,856,045 B1 10/7/2014 Patel et al.
8,881,975 Bl 11/11/2014 Matthews
8,898,620 B2 11/25/2014 Eizenman et al.
8,903,737 B2 12/2/2014 Cameron et al.
8,958,846 B2 2/17/2015 Freeny, Jr.
9,001,047 B2 4/7/2015 Forstall
9,037,492 B2 5/19/2015 White
9,092,768 B2 7/28/2015 Breitenbach et al.
9,098,961 Bl 8/4/2015 Block et al.
9,210,247 B2 12/8/2015 Vance et al.
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9.262.771 Bl 2/16/2016 Patel
9,272,713 Bl 3/1/2016 Dvoskin et al.
9.395.888 B2 7/19/2016 Schiplacoff et al.
9.424.603 B2 8/23/2016 Hammad
9.483.,763 B2 11/1/2016 Van Os
9.547.859 B2 1/17/2017 Patel
9.875.473 B2 1/23/2018 Patel
9.898.884 Bl 2/20/2018 Arora et al.
10,121,318 B2 11/6/2018 LeMay et al.
10,163,292 Bl 12/25/2018 Romero
10,210,501 B2 2/19/2019 Low et al.
10,217,151 Bl 2/26/2019 Greiner et al.
10,304,057 B1 5/28/2019 Powell
10,380,573 B2 8/13/2019 Lin et al.
10,410 194 B1 9/10/2019 Grassadonia
10,423,949 B2 9/24/2019 Lyons et al.
10,824,828 B2 11/3/2020 Ostri
10,977,642 B2 4/13/2021 Khan
11,042,852 Bl 6/22/2021 Wadhwa
11,074577 B1 7/27/2021 Soccorsy et al.
11,182,794 Bl 11/23/2021 Aument
11,227,275 B2 1/18/2022 Van Heerden et al.
11,373,147 Bl 6/28/2022 Moore
11,564,266 Bl 1/24/2023 Kahn
2002/0164953 Al 11/7/2002 Curtis
2003/0009385 Al 1/9/2003 Tucciarone
2003/0089767 Al 5/15/2003 Kiyomatsu
2003/0101096 Al 5/29/2003 Suzuki et al.
2003/0110097 Al 6/12/2003 Lei
2003/0130902 Al 7/10/2003 Athwal
2003/0158891 Al 8/21/2003 Leictal.
2003/0191811 Al 10/9/2003 Hashem
2003/0206542 Al 11/6/2003 Holder
2003/0236872 Al 12/25/2003 Atkinson
2004/0029569 Al 2/12/2004 Khan et al.
2004/0049454 Al 3/11/2004 Kanno et al.
2004/0117262 Al 6/17/2004 Berger ct al.
2004/0122685 Al 6/24/2004 Bunce et al.
2004/0133653 Al 7/8/2004 Defosse
2005/0021459 Al 1/27/2005 Bell
2005/0043011 Al 2/24/2005 Murray
2005/0080510 Al 4/14/2005 Bates
Examiner Date ohy
Signature /FRANTZY POINVIL/ Considered 03/28/2024
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2005/0101295 Al 5/12/2005 Rupp
2005/0177798 Al 8/11/2005 Thomson et al.
2005/0181804 Al 8/18/2005 Misikangas et al.
2005/0232421 Al 10/20/2005 Simons et al.
2005/0234776 Al 10/20/2005 Jacoves
2006/0043175 Al 3/2/2006 Fu et al.
2006/0052157 Al 3/9/2006 Walker et al.
2006/0123335 Al 6/8/2006 Sanchez et al.
2007/0050083 Al 3/1/2007 Signorelli et al.
2007/0083287 Al 4/12/2007 Defosse et al.
2007/0095901 Al 5/3/2007 Mlingworth
2007/0119680 Al 5/31/2007 Saltsov et al.
2007/0159994 Al 7/12/2007 Brown et al.
2007/0186105 Al 8/9/2007 Bailey
2007/0187491 Al 8/16/2007 Godwin et al.
2007/0227856 Al 10/4/2007 Gopel
2007/0255653 Al 11/1/2007 Tumminaro
2008/0010193 Al 1/10/2008 Rackley 1II1. et al.
2008/0010190 A1l 1/10/2008 Rackley 11T et al.
2008/0033880 Al 2/7/2008 Fiebiger et al.
2008/0040265 Al 2/14/2008 Rackley 1II1. et al.
2008/0126213 Al 5/29/2008 Robertson et al.
2008/0141033 Al 6/12/2008 Ginter et al.
2008/0154727 Al 6/26/2008 Carlson
2008/0154735 Al 6/26/2008 Carlson
2008/0163257 Al 7/3/2008 Carlson et al.
2008/0167017 Al 7/10/2008 Wentker et al.
2008/0167991 Al 7/10/2008 Carlson, ¢t al.
2008/0183480 Al 7/31/2008 Carlson, et al.
2008/0201226 Al 8/21/2008 Carlson, et al.
2008/0208762 Al 8/28/2008 Arthur et al.
2008/0249658 Al 10/9/2008 Walker
2008/0254853 Al 10/16/2008 Wright et al.
2008/0255947 Al 10/16/2008 Friedman
2008/0319913 Al 12/25/2008 Wiechers
2009/0037284 Al 2/5/2009 Lewis et al.
2009/0076896 Al 3/19/2009 Dewitt
2009/0099961 Al 4/16/2009 Ogilvy
2009/0106160 Al 4/23/2009 Skowronek
2009/0119190 A1l 5/7/2009 Realini
2009/0171682 Al 7/2/2009 Dixon et al.
2009/0287349 Al 11/19/2009 Mardiks

Examiner |\ ppanrry pornving Date 03/28/2024
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2009/0288173 Al 11/19/2009 Mardiks
2009/0306818 Al 12/10/2009 Slagley et al.
2009/0306819 Al 12/10/2009 Insolia
2009/0303982 Al 12/10/2009 Blachman et al.
2009/0313132 Al 12/17/2009 Kenna et al.
2009/0313125 Al 12/17/2009 Roh et al.
2009/0327089 Al 12/31/2009 Kanno et al.
2010/0061294 Al 3/11/2010 Proctor Jr
2010/0082485 Al 4/1/2010 Lin et al.
2010/0094456 Al 4/15/2010 Simpkins et al.
2010/0105454 Al 4/29/2010 Weber et al.
2010/0198400 Al 8/5/2010 Pascal
2010/0227671 Al 9/9/2010 Laaroussi et al.
2010/0276484 Al 11/4/2010 Banerjee
2010/0280956 Al 11/4/2010 Chutorash
2010/0312692 Al 12/9/2010 Teicher
2010/0320266 Al 12/23/2010 White
2010/0329285 Al 12/30/2010 Stanton
2011/0029405 Al 2/3/2011 Cronin
2011/0040686 Al 2/17/2011 Carlson
2011/0125561 Al 5/26/2011 Marcus
2011/0153436 Al 6/23/2011 Krampe
2011/0153442 Al 6/23/2011 Krampe
2011/0153495 Al 6/23/2011 Dixon et al.
2011/0172848 Al 7/14/2011 Breitenbach et al.
2011/0178883 Al 7/21/2011 Granbery
2011/0225067 Al 9/15/2011 Dunwoody
2011/0238476 Al 9/29/2011 Carr
2011/0244799 Al 10/6/2011 Roberts et al.
201170251892 Al 10/13/2011 Laracey
201170251910 Al 10/13/2011 Dimmick
2011/0276636 Al 11/10/2011 Cheng et al.
2011/0289023 Al 11/24/2011 Forster et al.
2012/0011024 A1l 1/12/2012 Dorsey et al.
2012/0016731 Al 1/19/2012 Smith et al.
2012/0029691 Al 2/2/2012 Mockus et al.
2012/0030047 Al 2/2/2012 Fuentes
2012/0036045 Al 2/9/2012 Lowe et al.
2012/0066096 Al 3/15/2012 Penide
2012/0078735 Al 3/29/2012 Bauer et al.
2012/0108173 Al 5/3/2012 Hahm et al.
2012/0136478 Al 5/31/2012 Anand
Examiner | sppanrzy poINVIL/ Date. 03/28/2024
Signature Considered
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2012/0150742 Al 6/14/2012 Poon et al.
2012/0158172 Al 6/21/2012 Wencslao
2012/0160912 Al 6/28/2012 Laracey
2012/0197740 Al 8/2/2012 Grigg et al.
2012/0203666 Al 8/9/2012 Torossian et al.
2012/0231844 Al 9/13/2012 Coppinger
2012/0246074 Al 9/27/2012 Annamalai et al.
2012/0253852 Al 10/4/2012 Pourfallah
2012/0254631 Al 10/4/2012 Skillman et al.
2012/0255653 Al 10/11/2012 Chin
2012/0258773 Al 10/11/2012 Alvarez Rivera
2012/0276845 Al 11/1/2012 Wikander
2012/0290472 Al 11/15/2012 Mullen et al.
2012/0296826 Al 11/22/2012 Bergdale et al.
2012/0303528 Al 11/29/2012 Weiner et al.
2012/0316963 Al 12/13/2012 Moshfeghi
2012/0330844 Al 12/27/2012 Kaufman
2012/0330764 Al 12/27/2012 Nahidipour
2013/0030931 Al 1/31/2013 Moshfeghi
2013/0054016 Al 2/28/2013 Canter et al.
2013/0054336 Al 2/28/2013 Graylin
2013/0054395 Al 2/28/2013 Cyretal
2013/0067365 Al 3/14/2013 Shrufi et al.
2013/0085835 Al 4/4/2013 Horowitz
2013/0087050 Al 4/11/2013 Studor et al.
2013/0100886 Al 4/25/2013 Cherian
2013/0110296 Al 5/2/2013 Khoo
2013/0117490 Al 5/9/2013 Harriman
2013/0117738 Al 5/9/2013 Livingston et al.
2013/0124289 Al 5/16/2013 Fisher
2013/0126607 Al 5/23/2013 Behjat
2013/0143498 Al 6/6/2013 Niemi
2013/0166448 Al 6/27/2013 Narayanan
2013/0185150 Al 7/18/2013 Crum
2013/0191789 Al 7/25/2013 Calman
2013/0217333 Al 8/22/2013 Sprigg et al.
2013/0246171 Al 9/19/2013 Carapelli
2013/0246364 Al 9/19/2013 Bhavith
2013/0267121 Al 10/10/2013 Hsu
2013/0267176 Al 10/10/2013 Hertel et al.
2013/0275303 Al 10/17/2013 Fiore
2013/0275305 Al 10/17/2013 Duplan
Examiner /EFRANTZY POINVIL/ Date 03/28/2024
Signature Considered

DB2/ 47128514.1

Petitioner Exhibit 1002-4784

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /F.P/



Receipt date: 12/18/2023

18/1987,070 - GAU: 368%8

Electronically filed December 19, 2023
INFORMATION DISCLOSURE Application Number 18/197.070
STATEMENT BY APPLICANT Filing Date May 14, 2023
First Named Inventor Paresh K. Patel
Substitute for Form 1449-PTO Art Unit 3698
Examiner Name Frantzy POINVIL
Sheet | 7 |  of | 16 Attorney Docket Number 104402-5074-US

2013/0278622 Al 10/24/2013 Sun et al.
2013/0282590 Al 10/24/2013 Rajarcthnam et al.
2013/0297422 Al 11/7/2013 Hunter et al.
2013/0311379 Al 11/21/2013 Smith
2013/0311382 Al 11/21/2013 Fosmark et al.
2013/0331985 Al 12/12/2013 Felique
2013/0332293 Al 12/12/2013 Ran
2013/0346305 Al 12/26/2013 Mendes
2014/0006451 Al 1/2/2014 Mullis et al.
2014/0012414 Al 1/9/2014 Pérez et al.
2014/0019367 Al 1/16/2014 Khan et al.
2014/0025958 Al 1/23/2014 Calman
2014/0032413 Al 1/30/2014 Low
2014/0032410 Al 1/30/2014 Georgiev et al.
2014/0040117 Al 2/2/2014 Jain
2014/0040028 Al 2/6/2014 King et al.
2014/0052524 Al 2/20/2014 Andersen
2014/0052607 Al 2/20/2014 Park
2014/0064116 Al 3/6/2014 Linde et al.
2014/0067542 Al 3/6/2014 Everingham
2014/0074714 Al 3/13/2014 Melone et al.
2014/0074723 Al 3/13/2014 Kamat
2014/0085046 Al 3/27/2014 Shin et al.
2014/0085109 Al 3/27/2014 Stefik
2014/0089016 Al 3/27/2014 Smullin
2014/0100977 Al 4/10/2014 Davis
2014/0122298 Al 5/1/2014 Ovyer
2014/0136301 Al 5/15/2014 Valdes
2014/0136411 Al 5/15/2014 Cho
2014/0143055 Al 5/22/2014 Johnson
2014/0143074 Al 5/22/2014 Kolls
2014/0143137 Al 5/22/2014 Carlson
2014/0172179 Al 6/19/2014 Baudin
2014/0180852 Al 6/26/2014 Kamat
2014/0188708 Al 7/3/2014 Govindarajan et al.
2014/0108108 Al 7/17/2014 Artman
2014/0201066 Al 7/17/2014 Roux et al.
2014/0249995 Al 9/4/2014 Ogilvy
2014/0278989 Al 9/18/2014 Calman
2014/0279008 Al 9/18/2014 Calman
2014/0279101 Al 9/18/2014 Duplan et al.
2014/0279556 Al 9/18/2014 Priebatsch

Examiner Date
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2014/0279426 Al 9/18/2014 Holman et al.
2014/0289047 Al 9/25/2014 Yee
2014/0317611 Al 10/23/2014 Wojcik et al.
2014/0324627 Al 10/30/2014 Haver
2014/0337235 Al 11/13/2014 Van Heerden et al.
2014/0351099 Al 11/27/2014 Zhu
2014/0361872 Al 12/11/2014 Garcia et al.
2014/0378057 Al 12/25/2014 Ramon et al.
2015/0006421 Al 1/1/2015 Pecarson
2015/0051977 Al 2/19/2015 Lyman
2015/0073980 Al 3/12/2015 Griffin et al.
2015/0081462 Al 3/19/2015 Ozvat et al.
2015/0088698 Al 3/26/2015 Ackerman
2015/0100152 Al 4/9/2015 Trevino ct al.
2015/0105901 Al 4/16/2015 Joshi et al.
2015/0120546 Al 4/30/2015 Fernandes
2015/0120555 Al 4/30/2015 Jung
2015/0149992 Al 5/28/2015 Wade et al.
2015/0154579 Al 6/4/2015 Teicher
2015/0154579 Al 6/4/2015 Teicher
2015/0169312 Al 6/18/2015 Patel
2015/0170131 Al 6/18/2015 Patel
2015/0170132 Al 6/25/2015 Patel
2015/0170136 Al 6/25/2015 Patel
2015/0178702 Al 6/25/2015 Patel
2015/0220381 Al 8/6/2015 Horagan ct al.
2015/0235202 Al 8/20/2015 Zabala
2015/0235202 Al 8/20/2015 Zabala
2015/0278811 Al 10/1/2015 Lalchandani
2015/0287085 Al 10/8/2015 Windmueller
2015/0302377 Al 10/22/2015 Sweitzer
2015/0317720 Al 11/5/2015 Ramaratmam
2015/0332029 Al 11/19/2015 Coxe
2015/0346994 Al 12/3/2015 Chanyontpatanakul
2015/0373537 Al 12/24/2015 Toksvig
2015/0379491 Al 12/31/2015 Ma et al.
2016/0012465 Al 1/14/2016 Sharp
2016/0019604 Al 1/21/2016 Kobayashi
2016/0063476 Al 3/3/2016 Baldie
2016/0086145 Al 3/24/2016 Tsutsui
2016/0092859 Al 3/31/2016 Klingen
2016/0098690 Al 4/7/2016 Silvia et al.
Examiner | o s vrzy poTNVIL/ Date 03/28/2024
Signature Considered
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2016/0132870 Al 5/12/2016 Xu et al.
2016/0196220 Al 7/7/2016 Perez et al.
2016/0232515 Al 8/11/2016 Jhas
2016/0292469 Al 10/6/2016 Tanni
2016/0335620 Al 11/17/2016 Lyons et al.
2016/0350744 Al 12/1/2016 Tang et al.
2017/0006656 Al 1/5/2017 Nacer et al.
2017/0193508 Al 1/13/2017 Patel et al.
2017/0193478 Al 7/6/2017 Dhurka
2017/0193479 Al 7/6/2017 Kamat
2017/0330164 Al 11/16/2017 Suelberg et al.
2018/0005220 Al 1/4/2018 Laracey
2018/0165908 Al 6/14/2018 Patel et al.
2018/0197167 Al 7/12/2018 Ganesan et al.
2018/0240096 Al 8/23/2018 Patel
2018/0276674 Al 9/27/2018 Ramatchandirane et al.
2018/0315271 Al 11/1/2018 Gharabegian et al.
2018/0374076 Al 12/27/2018 Wheeler et al.
2019/0236586 Al 8/1/2019 Mei et al.
2019/0244205 Al 8/8/2019 Fieglein
2019/0244465 Al 8/8/2019 Saunders et al.
2020/0387881 Al 12/10/2020 Smith et al.
2021/0012318 Al 1/14/2021 Ducoulombier
2021/0056552 Al 2/25/2021 Murray
2021/0357932 Al 11/18/2021 Patel
2021/0375094 Al 12/2/2021 Thomas et al.
2022/0405733 Al 12/22/2022 Yao et al.
2023/0222506 Al 7/13/2023 Patel et al.
2023/0274274 Al 8/31/2023 Patel
2023/0289811 Al 9/14/2023 Patel et al.
2023/0297987 Al 9/21/2023 Patel
FOREIGN PATENT DOCUMENTS
Foreign Patent Document Pages, Columns,
Exa_n_liner Cite Country Code — Number - Publication Date Name of P_atentee or Lines, Where T
Initials No. . . MM-DD-YYYY Applicant of Cited Document Relevant Passages
Kind Code (if known) or Figures Appear
CN105139196A 12/9/2015 | Shenzhen Shenruo Tech
Co Ltd
EP1571607A2 9/7/2005 France Telecom
EP2061001A1 5/20/2009 Kummernuss
JP2002-183812A 6/28/2002 Sanyo Electric Co
JP2003-242401A 8/29/2003 Yoshida Sadao
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JP2003-323662A 11/14/2003 | Miyaoka Akira
JP2004-252640A 9/9/2004 | Fwi Electric Retail
Systems
JP2005-526325T 9/2/2005 Yeo Tae-Soon
JP2009-259226A 11/5/2009 | Fwi Electric Retail
Systems
JP2012-504273T 2/16/2012 | Apple Inc.
W02003/098561A1 11/27/2003 | Yeo Tae-Soon
W02007/015610A1 2/8/2007 Back
W02008/083022A1 7/10/2008 | Visa USA Inc.
WO02008/083025A2 7/10/2008 | Visa USA Inc.
WO02008/083078A2 7/10/2008 | Visa USA Inc.
W02008/083089A1 7/10/2008 | Visa USA Inc.
W02008/083105A2 7/10/2008 | Visa USA Inc.
W02008/083115A1 7/10/2008 | Visa USA Inc.
W02008/083119A1 7/10/2008 | Visa USA Inc.
W02009/070430A2 6/4/2009 Suridx, Inc.
W02013/132995A1 9/12/2013 Sony
WO02013/177416A2 11/28/2013 | Bush et al.
W02014/093857A1 6/19/2014 | Anderson et al.
W02016/123545A1 8/4/2016 PayRange Inc.
W0O2017/010936A1 1/19/2017 Tourego Global Pte Ltd
W02017/143079A1 8/24/2017 | PayRange Inc.
W02006/020692A2 2/23/2006 | Walker Digital, Llc
JP2010528716A 8/26/2010 | CFPH, L.EL C.
KR20130138637A 12/19/2013 | Lian Digital Co., Ltd.
W02016158748A1 10/6/2016 | NEC Corporation
CN106803175A 6/6/2017 | VisaInternational Service
Association
CN108352094A 9/7/2021 K. E. Pischick
JPHI1125320A 1/29/1999 | Fujitsu Ltd
Kirin Beverage Corp,
Kirin Brewery Co Ltd,
JP2004310740A 11/4/2004 Fuii Electric Retail
Systems Co Ltd
JP4586607B2 11/24/2010 Stkdl Electric Industry Co
CN1561508A 1/5/2005 Swivel Secure Ltd.
EP3901880A1 10/27/2021 | PayRange Inc.
W02017010936A1 1/19/2017 | Tie Wee TAN
Qingdao casy touch
CN204375056U 6/3/2015 technology Co.. Lid,
Sigmature | /FRANTZY POTNVIL/ Considered | 03/28/2024
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TO:  donald.mixon@morganlewis.com,padocketingdepartment@morganlewis.com

FROM: noreply@uspto.gov

CC:  patentcenter_eofficeaction@uspto.gov

SUBJECT: USPTO: Patent Electronic System - Correspondence Notification for Customer Number 24341

Wed Apr 03 05:01:28 EDT 2024

Dear Patent Center Customer:
Correspondence Address:

Morgan, Lewis &Bockius LLP (PA)
1400 Page Mill Road

Palo Alto,CALIFORNIA,94304-1124
UNITED STATES

This is a courtesy notification regarding the following USPTO patent
application(s) associated with your Customer Number, 24341, that have new
outgoing correspondence. This correspondence is now available for viewing in
Patent Center.

The official date of notification of the outgoing correspondence will be indicated
on the form (e.g., PTOL-90) accompanying the correspondence.

Disclaimer:

The list of documents shown below are provided as a courtesy and is not part of
the official file wrapper. The content of the images shown in the Image File
Wrapper is the official record.

18197070 [1449 04/03/2024 104402-5074-US

To view your correspondence online, please sign in to Pajeni {senter and then
select Workbench/View correspondence. To update your email address(es),
select Manage/Manage customer numbers.

If you have any questions, please contact the Pateni Electronic Business Cenley
(EBC) at ebc@uspto.gov or 866-217-9197 Monday — Friday, 6 a.m. to midnight
ET.

Please do not reply to this email as it was sent from an unmonitored mailbox.
Sincerely,
The Patent Center Team
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

| APPLICATION NO. ISSUE DATE | PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
18/197,070 04/30/2024 11972423 104402-5074-US 5568
24341 7590 04/10/2024
Morgan, Lewis & Bockius LLP (PA)
1400 Page Mill Road

Palo Alto, CA 94304-1124

ISSUE NOTIFICATION

The projected patent number and issue date are specified above. The patent will issue electronically. The
electronically issued patent is the official patent grant pursuant to 35 U.S.C. § 153. The patent may be accessed
on or after the issue date through Patent Center at https://patentcenter.uspto.gov/. The patent will be available in
both the public and the private sides of Patent Center. Further assistance in electronically accessing the patent,
or about Patent Center, is available by calling the Patent Electronic Business Center at 1-888-217-9197.

The USPTO is implementing electronic patent issuance with a transition period, during which period the
USPTO will mail a ceremonial paper copy of the electronic patent grant to the correspondence address of
record. Additional copies of the patent (i.e., certified and presentation copies) may be ordered for a fee from the
USPTO’s Certified Copy Center at https://certifiedcopycenter.uspto.gov/index.html. The Certified Copy Center
may be reached at (800)972-6382.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Center (https://
patentcenter.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

Petitioner Exhibit 1002-4796
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INVENTORC(S) (Please see PATENT CENTER site https:/patentcenter.uspto.gov for additional inventors):

Paresh K. Patel, Portland, OR;

APPLICANT(s) (Please see PATENT CENTER site https://patentcenter.uspto.gov for additional applicants):

PAYRANGE INC,, Portland, OR;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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TO:  donald.mixon@morganlewis.com,padocketingdepartment@morganlewis.com

FROM: noreply@uspto.gov

CC:  patentcenter_eofficeaction@uspto.gov

SUBJECT: USPTO: Patent Electronic System - Correspondence Notification for Customer Number 24341

Thu Apr 11 05:00:41 EDT 2024

Dear Patent Center Customer:
Correspondence Address:

Morgan, Lewis &Bockius LLP (PA)
1400 Page Mill Road

Palo Alto,CALIFORNIA,94304-1124
UNITED STATES

This is a courtesy notification regarding the following USPTO patent
application(s) associated with your Customer Number, 24341, that have new
outgoing correspondence. This correspondence is now available for viewing in
Patent Center.

The official date of notification of the outgoing correspondence will be indicated
on the form (e.g., PTOL-90) accompanying the correspondence.

Disclaimer:

The list of documents shown below are provided as a courtesy and is not part of
the official file wrapper. The content of the images shown in the Image File
Wrapper is the official record.

To view your correspondence online, please sign in to Fatent Genter and then
select Workbench/View correspondence. To update your email address(es),
select Manage/Manage customer numbers.

If you have any questions, please contact the Patent Elecironic Business Genler
(EBC) at ebc@uspto.gov or 866-217-9197 Monday — Friday, 6 a.m. to midnight
ET.

Please do not reply to this email as it was sent from an unmonitored mailbox.
Sincerely,
The Patent Center Team
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
18/197,070 05/14/2023 Paresh K. Patel 104402-5074-US 5568
24341 0 04/30/2024 | A AMINGR |
Morgan, Lewis & Bockius LLP (PA)
1400 Page Mill Road POINVIL, FRANTZY
Palo Alto, CA 94304-1124
| ART UNIT | PAPER NUMBER |
3698
| NOTIFICATION DATE | DELIVERY MODE |
04/30/2024 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

donald.mixon@morganlewis.com
padocketingdepartment@morganlewis.com

PTOL-90A (Rev. 04/07) Petitioner Exhibit 1002-4799



APPLICATION NO. ISSUE DATE PATENT NO.
18/197,070 30-Apr-2024 11972423
Morgan, Lewis & Bockius LLP (PA)
1400 Page Mill Road
Palo Alto, CA 94304-1124
EGRANT NOTIFICATION

Your electronic patent grant (eGrant) is now available, which can be accessed via Patent Center at https://

patentcenter.uspto.gov

The electronic patent grant is the official patent grant under 35 U.S.C. 153. For more information, please visit

https://www.uspto.gov/electronicgrants

page 1 of 1
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TO:  padocketingdepartment@morganlewis.com,donald.mixon@morganlewis.com

FROM: noreply@uspto.gov

CC:  patentcenter_eofficeaction@uspto.gov

SUBJECT: USPTO: Patent Electronic System - eGrant Notification for Customer Number 24341

Tue Apr 30 12:45:45 EDT 2024

Dear Patent Center Customer:
Correspondence Address:

Morgan, Lewis &Bockius LLP (PA)
1400 Page Mill Road

Palo Alto,CALIFORNIA,94304-1124
UNITED STATES

This is a courtesy notification regarding the following USPTO patent
application(s) associated with your Customer Number, 24341, that have new
eGrant(s) and eCofC(s). The eGrant and eCofC are now available for viewing in
Patent Center.

The official date of the eGrant notification will be indicated on the form (e.g.,
PTOL-90) accompanying the correspondence.

Disclaimer:

The list of documents shown below are provided as a courtesy and is not part of
the official file wrapper. The content of the images shown in the Image File
Wrapper is the official record.

To examine your eGrant and eCofC online, please access Patani Genter then
search using the listed application or patent number. To download your eGrant,
click on the eGrant and eCofC link on the left-hand menu or select the
“Download eGrant” link on the Application data page. To download your eCofC,
click on the eGrant and eCofC link on the left-hand menu.

If you have any questions, please contact the Patent Elecironic Business Genler
(EBC) at ebc@uspto.gov or 866-217-9197 Monday — Friday, 6 a.m. to midnight
ET.

Please do not reply to this email as it was sent from an unmonitored mailbox.
Sincerely,
The Patent Center Team
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