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A method in one embodiment includes detecting an event for
a transaction on an on-board unit (OBU) of a vehicle, where
the event has a trigger associated with an agent. The method
also includes determining whether the transaction is autho-
rized, identifying network credentials in an identity profile
that corresponds to the agent, providing network credentials
to a transaction application corresponding to the transaction,
and accessing a remote network using the network creden-
tials. Certain embodiments include selecting the network cre-
dentials from a plurality of available network credentials
corresponding to the agent. In more specific embodiments,
the network credentials include one or more virtual sub-
scriber identity modules (VSIMs) of a plurality of VSIMs
provisioned on the OBU. In specific embodiments, the net-
work credentials are mapped to a combination of two or more
of the agent, the transaction application, and a predefined
current location of the vehicle.
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SYSTEM AND METHOD FOR ENABLING
SECURE TRANSACTIONS USING FLEXIBLE
IDENTITY MANAGEMENT IN A VEHICULAR
ENVIRONMENT

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims the benefit of priority under 35
U.S.C. §119(e) of U.S. Provisional Application Ser. No.
61/433,138, filed Jan. 14, 2011, by Sateesh K. Addepalli, et
al., entitled “SYSTEM, METHOD, AND PROCESSES
ASSOCIATED WITH CONNECTED VEHICLES,” which
is hereby incorporated by reference in its entirety.

TECHNICAL FIELD OF THE INVENTION

This invention relates in general to the field of electronic
communications and, more particularly, to enabling secure
transactions using flexible identity management in a vehicu-
lar environment.

BACKGROUND OF THE INVENTION

Networking architectures have grown increasingly com-
plex and have been designed for use in a wide variety of
communications environments. Demand continues to rise
among the subscriber base of end users, however, for network
access across diverse network environments. In particular,
configuring suitable network architecture for vehicular envi-
ronments (e.g., automobiles, airplanes, trains, boats, etc.)
presents unique difficulties. Vehicles can be mobile across a
large geographic area, can have internal networks related to
the vehicle itself, can include more than one end user at a time,
and can have more than one owner during the life of the
vehicle. Providing the ability to conduct transactions in
vehicular network environments in a secure manner and pro-
viding a secure and flexible identity management framework
for various agents conducting the transactions present signifi-
cant challenges to system designers, automobile manufactur-
ers, service providers, and the like.

BRIEF DESCRIPTION OF THE DRAWINGS

To provide a more complete understanding of the present
invention and features and advantages thereof, reference is
made to the following description, taken in conjunction with
the accompanying figures, wherein like reference numerals
represent like parts, in which:

FIG. 1 is a simplified schematic diagram of' a communica-
tion system for enabling secure transactions using flexible
identity management in a vehicular environment in accor-
dance with embodiments of the present disclosure;

FIG. 2 is a simplified schematic diagram of the communi-
cation system in exemplary network environments associated
with embodiments the present disclosure;

FIG. 3 is another simplified schematic diagram of the com-
munication system in exemplary network environments asso-
ciated with embodiments of the present disclosure;

FIG. 4 is a simplified block diagram of an on-board unit of
the communication system and possible agents of the on-
board unit;

FIG. 5 is a block diagram of a plurality of identity profiles
in an example scenario of the communication system; and

FIGS. 6-15 are simplified flowcharts associated with pos-
sible activities associated with the communication system of
the present disclosure.
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2
DETAILED DESCRIPTION OF EXAMPLE
EMBODIMENTS

Overview

A method in one example embodiment includes detecting
an event for a transaction on an on-board unit (OBU) of a
vehicle, where the event has a trigger associated with an
agent. The method also includes determining whether the
transaction is authorized, identifying network credentials of
the agent, and providing the network credentials to a transac-
tion application corresponding to the transaction. The method
further includes accessing a remote network using the net-
work credentials. In one embodiment, the network creden-
tials are identified in an identity profile associated with the
agent. In specific embodiments, the method includes provid-
ing application programming interfaces (APIs) to the trans-
action application to enable the transaction application to
access one or more of a plurality of pieces of information of
the identity profile. In other specific embodiments, the
method includes evaluating a memory element to determine
whether the transaction application is mapped to the agent.

A method in an another example embodiment includes
initiating a transaction on an on board unit (OBU) of a vehicle
and selecting first network credentials for a transaction appli-
cation associated with the transaction to establish a network
connection between the OBU and a remote node. In this
embodiment, the first network credentials are selected from a
plurality of available network credentials that correspond to
an agent associated with the transaction. In more specific
embodiments, the first network credentials include one or
more virtual subscriber identity modules (VSIMs). In other
more specific embodiments, the first network credentials are
selected based on a mapping of the first network credentials to
one or more predefined criteria and the agent.

A method in yet another example embodiment includes
authenticating a first agent to an on board unit (OBU) of a
vehicle if the first agent validates a first set of one or more
authentication requirements and identifying a first identity
profile corresponding to the first agent. The method also
includes determining a role of the first agent in the vehicle and
configuring the vehicle with the first identity profile, where
the vehicle is configured based on the role of the first agent. In
the example method, the first identity profile is one of a
plurality of identity profiles provisioned on the OBU.

EXAMPLE EMBODIMENTS

Turning to FIG. 1, FIG. 1 is a simplified block diagram of
a communication system 10 for enabling secure transactions
using flexible identity management in a vehicular environ-
ment. The example architecture of FIG. 1 includes an end user
(driver) 2 operating a vehicle 4 that includes an on-board unit
(OBU) 30. In this particular example, OBU 30 includes pro-
cessing elements 21, which include a computing processor 22
and a routing processor 23. OBU 30 also includes a memory
element 24, network interfaces 26, a user interface 27, and a
display 28. OBU 30 can be suitably coupled to a plurality of
sensors 14a-c, a plurality of controls (e.g., electronic control
units (ECUs)) 16a-c, and a plurality of actuators, such as
actuator 13. In one example embodiment, sensors 14a-b and
controls 16a-b may be part of an automotive diagnostic sys-
tem, indicated by vehicle diagnostics 19, which may also be
suitably integrated with OBU 30. OBU 30 may also be suit-
ably coupled to various in-vehicle mobile devices 18a-b at
any given time, where such devices may be associated with
particular end users (passengers or driver) within vehicle 4.
OBU 30 may also include capabilities associated with navi-
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gation system 17 (e.g., a global positioning system (GPS)).
FIG. 1 also includes networks 40, representing various types
of connectivity to vehicle 4 (e.g., via antenna 29). Each estab-
lished network of networks 40 has a logical coupling to
remote network nodes or other external electronic devices,
which may include transaction systems 50, authorized enti-
ties 98, and other vehicles 59.

Elements of FIG. 1 may be coupled to one another through
one or more interfaces (e.g., network interfaces 26) employ-
ing any suitable connection (wired or wireless), which pro-
vides a viable pathway for electronic communications. Addi-
tionally, any one or more of these elements may be combined
or removed from the architecture based on particular configu-
ration needs. Communication system 10 may include a con-
figuration capable of transmission control protocol/Internet
protocol (TCP/IP) communications for the electronic trans-
mission or reception of packets in a network. Communication
system 10 may also operate in conjunction with a user data-
gram protocol/IP (UDP/IP) or any other suitable protocol,
where appropriate and based on particular needs. In addition,
communication system 10 may also include a configuration
capable of accommodating legacy bus subsystems that may
be employed to convey information across the myriad of
machine devices (e.g., sensors 14a-c, controls 16a-c, actuator
13) in vehicle 4.

Embodiments of communication system 10 can enable
secure transactions in a vehicular environment by using flex-
ible identity management for agents associated with the trans-
actions. Given the plethora of transaction agents (e.g.,
machine devices, humans, software agents, mobile devices,
and authorized entities) and possible transactions (e.g.,
accessing one or more wireless/mobile/cellular networks and
using network bandwidth and services, gaining access to
various resources of the vehicle based on an identity profile
and/or associated databases, gaining access to transaction
applications in the vehicle, and engaging in commercial
activities), numerous transaction scenarios may occur over
the life of the vehicle. Such transaction scenarios may encom-
pass, for example, toll or parking payments, vehicle miles
traveled (VMT) systems, Internet commerce, original equip-
ment manufacturer (OEM), gas and electric charging sta-
tions, roadside and/or drive-through kiosks, banking applica-
tions, vehicle dealer systems, location based service (LBS)
system, vehicle system and its resources, mobile network
operator system, travel agencies, rental and leasing agencies,
network connection to Internet sites, vehicle-to-vehicle com-
merce, vehicle-to-mobile-device commerce, in-vehicle com-
merce systems, etc. Accordingly, it is important to have a
unified, flexible, and secure identity and access framework to
ensure that appropriate transactions can be executed by dif-
ferent agents over time in a secure manner. A unified identity
management framework enables aggregation and association
of these agents and transactions.

Communication system 10 may include on-board unit
(OBU) 30 that validates credentials of each agent, grants
appropriate levels of access, manages potential conflicts (e.g.,
by assigning priority to different agents), and provisions the
appropriate wireless/mobile connectivity. An agent may be
provisioned for authentication and access to a particular
vehicle by provisioning at least one virtual subscriber identity
module (VSIM) and/or an identity profile in OBU 30 of
communication system 10. For each agent, an individualized,
multi-factor authorization process may be used to validate the
particular agent’s credentials for accessing OBU 30 and for
authorizing transactions on OBU 30. Authentication and con-
fidentiality schemes may be specified for transaction appli-
cations corresponding to the particular transactions. Finally,
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4

appropriate wireless/mobile connectivity may be dynami-
cally determined by evaluating the transaction, the agent, and
acurrent geographical location of the vehicle. Thus, vehicular
transactions may be securely enabled by managing the iden-
tity and authentication of agents associated with transactions.

For purposes of illustrating the operational aspects of com-
munication system 10, it is important to first understand the
activities and problems that may be present in electronic
communication scenarios in a vehicular environment such as
the one shown in FIG. 1. The following foundational infor-
mation may be viewed as a basis from which the present
disclosure may be properly explained. Such information is
offered earnestly for purposes of explanation only and,
accordingly, should not be construed in any way to limit the
broad scope of the present disclosure and its potential appli-
cations.

Many useful, but disparate, networks may exist in today’s
vehicles. For example, a controller-area network (CAN) bus,
a geographical positioning system (GPS), and personal
mobile devices (e.g., mobile phones, smart mobile phones/
devices, e-book readers, tablets, laptops/net books, portable
navigation systems, multimedia devices, etc.) facilitate the
coexistence of some of the many possible networks within a
single vehicle such as a personal automobile. A CAN bus is a
vehicle bus standard designed to allow microcontrollers, sen-
sors, and other devices associated with a vehicle to commu-
nicate with each other within the vehicle (e.g., without a host
computer). CAN is a message based protocol, designed for
and typically used by automotive applications. With appro-
priate network access, the CAN bus can be used to provide
real-time vehicle diagnostics from associated sensors and
controls to a manufacturer of the vehicle or to any other
authorized entity. A separate network in the vehicle may exist
for IP devices involved in the vehicle navigation system (e.g.,
GPS) and, possibly, another network associated with simple
content delivery. Other networks could be used for Internet
access for end users through, for example, mobile devices.
Hence, various levels of network usage, different purposes of
network usage, and different agents (e.g., humans, machine
devices, external devices, mobile devices) associated with the
network usage may occur in a single vehicle. Network usage
in each of the identified cases may have a different usage
scope, different latency, different associated routing, difterent
policy requirements, and the like.

In a vehicle that does not offer combined networking capa-
bilities for the various possible networks, each of the devices
associated with a particular network (e.g., CAN bus sensors,
mobile devices, GPS, etc.) may have a one-to-one mapping to
either a human agent or to the vehicle. Network access and
any resulting fees from such access are typically dictated by
the human agent or vehicle mapped to the particular device.
While some of these devices may be used by other human
agents (e.g., another human agent borrows a cell phone, has
account privileges on a laptop, borrows an automobile with a
GPS, etc.) network access and fee accrual does not ordinarily
accommodate the preferences of the new user. In some cases,
a mobile router used to facilitate network access among vari-
ous agents associated with a vehicle, could provide predeter-
mined network access and billing, without regard to the par-
ticular agent or transaction.

In a vehicle that provides networking capabilities between
entities inside the vehicle and the external world (“connected
vehicle”), the amount of possible transactions and the
changeability of agents associated with those transactions
require a flexible framework to ensure security and appropri-
ate network access. In a real-life scenario for a connected
vehicle, multiple agents may use the vehicle and perform
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transactions on or via the vehicle over any given time period.
Individual users such as, for example, an owner, a driver, a
passenger, a temporary driver (e.g., borrower or renter), or a
new owner of a used automobile, may use the vehicle as a
personal computing and communication platform for naviga-
tional, recreational, and/or business-related purposes. A
manufacturer of the vehicle may want to collect vehicle cen-
tric data from the vehicle and send firmware/software
upgrades to the vehicle. Government entities may want to
identify and locate the vehicle for law enforcement or gov-
ernment regulation (e.g., emissions controls) purposes.
Vehicle dealers may want to obtain sensor data and other
vehicle diagnostic information for maintenance updates and/
or scheduling. Thus, a one-to-one exclusive mapping
between an agent (e.g., a human or a device) and a connected
vehicle does not exist.

Ina contrasting example, a one-to-one mapping is typically
provided between a mobile phone and a single user. In a
mobile phone, credentials that bind the user and the device
may be stored in a physical subscriber identity module (SIM)
or provisioning module. Thus, if the mobile device is subse-
quently operated by a new user (e.g., someone borrowing the
mobile phone), the credentials in the current SIM, associated
with the original user, will be used to access a cellular net-
work and to bill for the network access usage. Thus, the
original user mapped to the mobile phone will be billed for
any network usage fees incurred by the new user. In some
cases involving the same service provider, the mobile phone
can be provisioned with the new user’s credentials by physi-
cally replacing the existing SIM hardware with a SIM of the
new user. However, SIM swapping or identity reassignment
across different service providers is often problematic or sim-
ply not feasible in a mobile phone.

In a connected vehicle, agents may change over any given
period of time, and it may be impossible or impractical to
physically switch a SIM in the vehicle or to make a trip to a
service center each time a new agent needs network access to
or from the vehicle. In one example, a manufacturer of an
automobile may want to use a transaction application to col-
lect real time data from sensors in the vehicle. If the automo-
bile is manufactured in one country and shipped to another
country (e.g., manufactured in Japan and shipped to the
United States), then before the automobile is even purchased
it would have traveled across international boundaries and
multiple telecom service provider areas. Thus, if the manu-
facturer (i.e., the agent) provisions the automobile with cre-
dentials for a first service provider usable in the first country,
the manufacturer may prefer a different service provider to be
provisioned in the automobile once the automobile is shipped
to another country.

Another example of possible agent changes in a vehicle
includes owners, drivers, renters, and passengers of a vehicle.
When an automobile is sold to a customer, the new owner
needs access rights to various transactions (e.g., toll pay-
ments, gas and charging stations, Internet commerce, per-
sonal vehicle settings, etc.) provided by the vehicle. In addi-
tion, the new owner may need wireless access to networks and
devices external to the vehicle using an appropriate service
provider and a desired billing scheme. These access rights
may need to change each time the vehicle is driven by a
different driver (e.g., another person in the owner’s family, a
current renter of a rental car, etc.). In addition, if the vehicle is
sold again, a new owner and associated drivers and passen-
gers also need access rights and the previously existing access
rights need to be removed from the vehicle. Finally, multiple
agents may want to access the vehicle concurrently, such as a
driver and one or more passengers of the vehicle who desire
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access rights to at least some of the vehicle transactions. For
example, a passenger may want to use an Internet commerce
transaction to download music or videos, or the passenger
may want to pay for transportation costs, such as toll expenses
and/or gas and charging station expenses.

Supporting a multi-agent and multi-transaction vehicular
environment may also require more protection layers than
typically used in traditional authentication schemes such as a
simple user identification (“user ID””) and password. In one
example, additional protection layers may be necessary for
certain transactions and agents to avoid compromising secu-
rity (e.g., highly sensitive transactions such as transactions
allowing modifications by a manufacturer of the vehicle
itself) and/or regulatory compliance of a transaction. Thus,
flexible agent identity management is needed with a strong
authentication component that provides adequate security for
dynamically changing agents and transactions, such that
security, privacy, authenticity, accountability, and regulatory
compliance are not compromised.

A system for enabling secure transactions in a vehicular
environment using flexible identity management for agents
associated with the transactions, outlined by FIG. 1, can
resolve many of these issues. In accordance with one example
implementation of communication system 10, a method is
provided for agent identity management that is flexible,
secure, and allows network access to be switched dynami-
cally for different agents. The method provides for authenti-
cating an agent to on-board unit (OBU) 30 of vehicle 4,
provisioning an identity profile associated with the agent, and
provisioning one or more virtual subscriber identity modules
(VSIMs) associated with the agent. For a human agent, the
identity profile can include individualized vehicle prefer-
ences (e.g., seat position, cabin temperature settings, radio or
other media, navigation locations, etc.). Boundaries such as
parental controls and transaction access controls may also be
provided in anidentity profile, which can be added by another
agent having appropriate authority. The method also provides
for verifying whether a particular transaction is authorized
when the transaction is associated with the agent. For autho-
rized transactions requiring remote network access to exter-
nal devices, the method allows for opportunistic selection of
network credentials, such as VSIMs, WiFi, etc., associated
with the particular agent, which may be determined by evalu-
ating the agent, the transaction, and a current geographical
location of the vehicle. Thus, transactions are securely
enabled for different agents by providing a dynamic identity
framework for agents. In addition, network access can be
opportunistically selected depending on one or more factors,
including the agent, the transaction and the current location of
the vehicle.

Note that in this Specification, references to various fea-
tures (e.g., elements, structures, modules, components, steps,
operations, characteristics, etc.) included in “one embodi-
ment”, “example embodiment”; “an embodiment”, “another
embodiment”, ‘“some embodiments”, ‘“various embodi-
ments”, “other embodiments”, “alternative embodiment”,
and the like are intended to mean that any such features are
included in one or more embodiments of the present disclo-
sure, but may or may not necessarily be combined in the same
embodiments.

Turning to the infrastructure of FIG. 1, end user 2 can be
associated with a human agent (e.g., a driver or passenger)
having any type of relationship to the vehicle such as an
owner, a renter, a temporary driver, a family member or friend
of the owner, etc. End user 2 may initiate communication in
communication system 10 via some network, and such com-
munication may be initiated through any suitable device,
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inclusive of an in-vehicle mobile device 18a or 185, display
28, and navigation system 17. In one embodiment, additional
displays may be provided for one or more passengers in
vehicle 4. In-vehicle mobile devices 18a-b are inclusive of
mobile phones, smart mobile phones (smartphones), e-book
readers, tablets, iPads, personal digital assistants (PDAs),
laptops or electronic notebooks, portable navigation systems,
multimedia gadgets (e.g., cameras, players, etc.), and any
other device, component, element, or object capable of initi-
ating voice, audio, video, media, or data exchanges within
communication system 10. Data, as used herein in this speci-
fication, refers to any type of numeric, voice, video, or script
data, or any type of source or object code, or any other suitable
information in any appropriate format that may be commu-
nicated from one point to another in electronic devices and/or
networks.

In-vehicle mobile devices 18a-b, and mobile devices exter-
nal to vehicle 4, may communicate with OBU 30 of commu-
nication system 10 through any wired or wireless communi-
cation link and may be configured as a personal area network
(PAN) or a wireless personal area network (WPAN) or any
other appropriate architecture or system that facilitates com-
munications in a network environment. Wired and wireless
communication links may be inclusive of any electronic link
such as Bluetooth, wireless technologies (e.g., IEEE
802.11x), a USB cable, an HDMI cable, etc. Connection
between mobile devices and OBU 30 may be configured
based on particular needs and logistics. In one particular
example, an external mobile device may be connected to
OBU 30 through a USB cable or wireless network when, for
example, the external mobile device is a diagnostic tool used
by a mechanic for servicing vehicle 4.

Networks 40 represent a series of points or nodes of inter-
connected communication paths for receiving and transmit-
ting packets of information that propagate through commu-
nication system 10. Networks 40 offer communicative
interfaces between any of the components of FIG. 1 and
remote network nodes and other electronic devices (e.g.,
transaction systems 50, authorized entities 98, and other
vehicles 59), and may be any local area network (LAN),
wireless local area network (WLAN), wide area network
(WAN), wireless wide area network (WWAN), metropolitan
area network (MAN), wireless metropolitan area network
(WMAN), wireless single hop or multi-hop vehicle-to-ve-
hicle network, virtual private network (VPN), Intranet, Extra-
net, or any other appropriate architecture or system that facili-
tates communications in a network environment. Networks
40 may include any suitable communication link to OBU 30
such as wireless technologies (e.g., IEEE 802.11x), satellite,
cellular technologies (e.g., 3G, 4G, etc.), etc., or any combi-
nation thereof. Networks 40 may also include configurations
capable of transmission control protocol/Internet protocol
(TCP/IP) communications, user datagram protocol/IP (UDP/
IP), or any other suitable protocol, where appropriate and
based on particular needs.

Embodiments of OBU 30 may include one or more distinct
interfaces, represented by network interfaces 26, to facilitate
communication via the various networks described herein.
Such network interfaces 26 may be inclusive of multiple
wireless interfaces (e.g., WiFi, WiMax, 3G, 4G, white space,
802.11x, satellite, Bluetooth, LTE, GSM/HSPA, CDMA/
EVDO, DSRC, CAN, GPS etc.). Other interfaces represented
by network interfaces 26, may include physical ports (e.g.,
Ethernet, USB, HDM]I, etc.), and the like. Similarly, each of
the network elements and user equipment (e.g., mobile
devices) of communication system 10 can also include suit-
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able interfaces for receiving, transmitting, and/or otherwise
communicating data or information in a network environ-
ment.

OBU 30 can include one or more memory elements (e.g.,
memory element 24) for storing information to be used in
achieving operations associated with the enablement of
secure transactions using flexible identity management, as
outlined herein. Any of the memory or storage items dis-
cussed herein should be construed as being encompassed
within the broad term ‘memory element’ as used herein in this
Specification.

In example embodiments, the operations for enabling
secure transactions using flexible identity management out-
lined herein may be implemented by logic encoded in one or
more tangible media, which may be inclusive of non-transi-
tory media (e.g., embedded logic provided in an ASIC, digital
signal processor (DSP) instructions, software potentially
inclusive of object code and source code to be executed by a
processor or other similar machine, etc.). In some of these
instances, one or more memory elements (e.g., memory ele-
ment 24) can store data used for the operations described
herein. This includes the memory elements being able to store
software, logic, code, or processor instructions that are
executed to carry out the activities described in this Specifi-
cation.

Additionally, OBU 30 may include processing elements
21, including computing processor 22 and routing processor
23, that can execute software or algorithms to perform the
activities to enable secure transactions, to use flexible identity
management, and to route packets, using suitable routing
protocols, associated with the secure transactions and identity
management. A processor can execute any type of instruc-
tions associated with the data to achieve the operations
detailed herein in this Specification. In one example, the
processors (as shown in FIG. 1) could transform an element or
anarticle (e.g., data) from one state or thing to another state or
thing. In another example, the activities outlined herein may
be implemented with fixed logic or programmable logic (e.g.,
software/computer instructions executed by a processor) and
the elements identified herein could be some type of a pro-
grammable processor, programmable digital logic (e.g., an
FPGA, an EPROM, an EEPROM)), or an ASIC that includes
digital logic, software, code, electronic instructions, flash
memory, optical disks, CD-ROMs, DVD ROMs, magnetic or
optical cards, other types of machine-readable mediums suit-
able for storing electronic instructions, or any suitable com-
bination thereof. Any of the potential processing elements,
modules, microprocessors, digital signal processors (DSPs),
and other devices described in this Specification should be
construed as being encompassed within the broad term ‘pro-
cessor.’

Regarding a physical implementation of OBU 30, any suit-
able permutation may be applied based on particular needs
and requirements, including the design of the particular
vehicle in which OBU 30 is implemented. In example imple-
mentations, various components of OBU 30 may be installed
in different physical areas of the vehicle or may be installed as
single unit, with display 28 being positioned to allow driver
access. Other displays may be provided in suitable locations
for access by passengers in particular passenger seats. In one
implementation, multimedia, networking, and communica-
tion components may be positioned at some distance from the
vehicle engine (e.g., in or near the rear or trunk area if the
engine is in the front area of the vehicle).

Communication system 10 may be configured to facilitate
communication with machine devices (e.g., vehicle sensors,
instruments, electronic control units (ECUs), embedded
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devices, actuators, etc.). OBU 30 may be implemented to
provide one or more suitable communication interfaces (e.g.,
network interfaces 26) to legacy systems in vehicles such as,
for example, a controller area network (CAN) a low speed
network (LIN), a flexray communications protocol network,
media oriented systems transport (MOST), and the like. Typi-
cally, multiple ECUs, with different embedded software, may
be found in a single automobile and may communicate via a
CAN bus. Sensors 14a-b may represent, for example, wheel
and headlight sensors, respectively. Controls 16a-6 may be
inclusive of any embedded system or ECU that controls one
or more of the electrical systems or subsystems in vehicle 4.
Actuator 13 represents a vehicle setting device such as, for
example, a seat positioning device for adjusting various seat
positions (e.g., longitudinal position relative to the brake and
gas pedals, tilt position, lumbar support, etc.). Actuator 13
and other similar vehicle setting devices (e.g., temperature
controls, sunroof, door locks, power windows, etc.) may be
configured for communications in a LIN bus, in one embodi-
ment. Sensor 14¢ represents a type of sensor or device that
may be configured for communications via flexray commu-
nications protocol (e.g., aradar collision sensor). Control 16¢,
representing one or more ECUs, may be suitably integrated
for controlling the flexray network and sensors and other
associated components. Additionally, OBU 30 may be imple-
mented to provide one or more suitable communication inter-
faces (e.g., network interfaces 26) to an Internet Protocol (IP)
network, user datagram protocol (UDP) network, or any other
suitable protocol or communication architecture provided to
enable network communication with machine devices in
vehicle 4.

In this particular example, vehicle 4 includes capabilities
associated with navigation system 17 and vehicle diagnostics
19. Navigation system 17 may be provided in various
embodiments including, for example, a portable navigation
system or, alternatively, a fixed navigation system, each of
which may be configured for wireless or wired communica-
tions to OBU 30. Other more specific machine devices, not
shown in FIG. 1, may include display panel instruments,
climate controls, interior lights, door locks, trunk open/shut
actuator, hood open/shut actuator, seat heater and/or cooler,
sunroof open/shut actuator, window heater/defroster/defog-
ger, entertainment systems (e.g., speakers, radio, DVD, CD,
etc.), and the like.

Turning to FIG. 2, communication system 10 is illustrated
with OBU 30 shown coupled to agents 90 and networks 40.
As previously discussed herein, agents 90 can include
machine devices 92, humans 94, and mobile devices 96. In
addition, agents can also include software agents 95 and
authorized entities 98. Software agents 95 can include any
executable file comprising instructions that can be under-
stood and processed on a computer, and provisioned in a
memory element accessible to OBU 30 (e.g., memory ele-
ment 24), and which may be initiated automatically in
response to a particular set of criteria or conditions (e.g.,
every time network connectivity is detected on OBU 30,
whenever OBU 30 is powered on and a particular time inter-
val has passed, in response to another software agent, etc.).

Authorized entities 98 may include various entities having
authorization to access a vehicle 4 such as, for example, a
dealer of the vehicle, a manufacturer of the vehicle, OEMs
associated with the vehicle, and public entities having an
interest in the vehicle (e.g., State Departments of Transpor-
tation, local police departments, etc.). A network node of such
authorized entities will typically be remotely located from
OBU 30 and, therefore, accessible from OBU 30 through
networks 40 such as the Internet or other WANs and any
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available communication link (e.g., 3G, 4G, local wireless,
etc.) providing network access from OBU 30 to the Internet or
other WAN. In some scenarios, however, OBU 30 may be
locally accessible to an authorized entity such that Internet
access is unnecessary. For example, when vehicle 4 is being
manufactured and is located at one of the manufacturer’s
facilities, OBU 30 may be capable of directly accessing the
manufacturer’s network through alLAN or WLAN. Similarly,
when a vehicle 4 is taken to a dealer for maintenance, the
OBU 30 may connect to the dealer network through a com-
munication link that does not include the Internet or any other
wide area network.

Networks 40 may also facilitate communication between
certain agents 90 (e.g., machine devices 92, humans 94, soft-
ware agents 95, mobile devices 96) and transaction systems
50. By way of example, transaction systems 50 may include
services transaction systems 52, commercial transaction sys-
tems 54, roadside transaction systems 56, and transportation
transaction systems 58 on network nodes or other electronic
devices. Each of the transaction systems can be associated
with many different types of entities and many different trans-
action scenarios. Services transaction systems 52 can encom-
pass numerous entities providing services such as identity
service providers, mobile wireless service providers, banks
and other financial institutions, location-based services
(LBS), travel agencies, vehicle rental and leasing agencies,
Internet websites, etc. In some implementations, however, a
vehicle rental and leasing entity may be provisioned as an
agent of the OBU, such as when the vehicle itselfis owned by
the rental and leasing entity. In this particular scenario, the
rental and leasing agency could be an authorized entity of
vehicle 4, and any authorized employees could be human
agents of the vehicle. Commercial transaction systems 54
may include entities facilitating commercial transactions
through the Internet (e.g., video and music download sites,
online retailers, etc.), etc. Roadside transaction systems 56
may include various entities providing roadside services such
as gas and electric charging stations, kiosks (both roadside
and drive-through), etc. Transportation transaction systems
58 may include entities or devices facilitating vehicle charg-
ing transactions related to toll payments, ferry charges, bridge
toll payments, parking, Vehicle Miles Traveled (VMT), and
any other transportation costs incurred as a result of moving
vehicle 4 from one location to another. The transaction sys-
tems 52, 54, 56, and 58, as categorized, are provided for
purposes of illustration and ease of understanding, and it will
be appreciated that certain entities may logically be included
in multiple transaction systems (e.g., a bank could be
described as both a services transaction system and a com-
mercial transaction system) and that numerous types of trans-
action systems and entities other than those enumerated
herein may also be possible.

Other commercial transactions may occur through OBU 30
by accessing other vehicles 59 (vehicle-to-vehicle com-
merce). An available network represented by networks 40,
may provide a communicative pathway between vehicle 4
and other vehicles 59, where vehicle 4 includes OBU 30 and
other vehicles 59 include a suitable communication device
(e.g., mobile device, OBU or similar device). The communi-
cative pathway between vehicle 4 and other vehicles 59 could
be established as a single hop or multi-hop vehicle-to-vehicle
network through WiFi, WiMax, or any other suitable wireless
technologies allowing a sustained connection between
vehicle 4 and other vehicles 59. Commercial transactions
could occur between a mobile device in one vehicle (con-
nected to an OBU) and an OBU in another vehicle, between
mobile devices in separate vehicles with OBUs, or between
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OBUs of separate vehicles. Commercial transactions may
also be conducted between OBU 30 and mobile devices 96
(vehicle-to-mobile device commerce), such as when a mobile
device purchases content from OBU 30. Another type of
commercial transaction can include in-vehicle commerce in
which a user of a mobile device pays for the use of resources
through OBU 30 (e.g., in the case of a passenger in a com-
mercial vehicle such as a taxi cab) or when mobile devices
within a vehicle use the network available through OBU 30 to
conduct commercial transactions with each other. In addition
to commercial transactions, these communicative pathways
involving vehicles and mobile devices may also be estab-
lished for any other suitable services or transactions, provid-
ing proper authentication and network credentials are
obtained.

Turning to FIG. 3, communication system 10 depicts a
more detailed representation of certain elements of OBU 30,
and of networks 40 providing a communication pathway to a
particular service transaction system 52 (i.e., an identity ser-
vice provider 60). In addition, end user computer 42 and
mobile devices 96 are also shown with network access to
identity service provider 60. In accordance with embodi-
ments of the present disclosure, one or more virtual sub-
scriber identity modules 32a, 325, and 32c¢ (referred to col-
lectively herein as VSIMs 32) may be provisioned in OBU 30
for each agent authenticated to the OBU and having a sub-
scription with a mobile network operator providing cellular
services (e.g., AT&T, Verizon, T-Mobile, Sprint, PCS,; etc.).
VSIMs 32 each include a unique identifier or key 33 that
identifies an agent on mobile telephony devices such as OBU
30. VSIMs 32 may also contain security authentication to
authenticate the agent to the corresponding mobile network
operator. In addition, one or more VSIMs 32 may be provi-
sioned in OBU 30 for each agent of OBU 30, and multiple
VSIMs for one or more agents can be stored in OBU 30
concurrently. Multiple VSIMs 32 provisioned in OBU 30 can
enable flexible and opportunistic use of available mobile net-
work operators to provide one or more network access links
from OBU 30 to a remote node, and can also enable these
network access links (i.e., communication pathways) on
behalf of multiple agents using OBU 30 as a communication
source.

In one embodiment, OBU 30 is equipped with a Universal
Integrated Circuit Card (UICC) that allows for multiple uni-
versal subscriber identity module (USIM) applications to
accommodate VSIMs 32. In this embodiment, one or more of
VSIMs 32 having a desired mobile network operator may be
opportunistically selected, if certain criteria are met, so that
the desired one or more mobile network operators can be
utilized for network access from OBU 30. In another imple-
mentation, multiple SIM cards may be connected to OBU 30
to accommodate a corresponding number of VSIMs. In this
implementation involving multiple SIM cards, a software
module could be configured to opportunistically select an
appropriate one or more SIM cards corresponding to a desired
one or more mobile network operators if certain criteria are
met. In yet another implementation, VSIMs could be simply
soft SIM information stored in a storage repository of OBU
30 such as part of an identity profile of a corresponding agent.
Once downloaded, VSIMs 32 can reside in OBU 30 in accor-
dance with whatever particular implementation is employed,
until an expiration of the VSIM or until the VSIM is replaced,
updated, or removed by an agent with appropriate authenti-
cation and authorization.

In accordance with embodiments of communication sys-
tem 10, OBU 30 may also be provisioned with one or more
identity profiles 34a, 345, and 34c (referred to collectively
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herein as identity profiles 34), with each identity profile 34
corresponding to an agent that can authenticate to OBU 30.
Identity profiles 34, as further detailed below, can include
credentials and profile information for a particular agent.
Credentials contain information that uniquely identifies an
agent (e.g., a personal identifier (PID)) and that may be used
for authentication purposes. Examples of credentials may
include one or more of name, address, phone number, driver’s
license number, social security number, business license
number, IP address, user ID/password, biometrics, personal
device identifier (e.g., authentication information corre-
sponding to key fob, access card, credit card, mobile phone,
etc.), security keys, and certificates (e.g., public key infra-
structure (PKI) certificate, trusted third party (TTP) certifi-
cate, etc.).

Profile information aggregates agent attributes, account
information, preferences, and/or settings, which can enable
appropriate transactions by authenticated agents. For
example, profile information can include vehicle settings,
dashboard preferences, wireless interface preferences (e.g.,
VSIM information, WiFi account information, etc.), web
account information (e.g., multimedia, social networking,
etc.), mobile device list (e.g., smartphones, mobile phones,
tablets, laptops, etc.) including network configurations for
mobile devices, network service provider membership
account information, insurance information, credit card/pay-
ment account information, manufacturer web account infor-
mation, network interface account information, GPS favorite
locations, and phone contact list. The information included in
aparticular identity profile will be at least partially dependent
upon the particular agent to which it corresponds. For
example, an authorized entity (e.g., a manufacturer of the
vehicle, etc.) would not need vehicle settings, GPS favorite
locations, or multimedia information in its identity profile. In
addition to agents, a profile identity may be provisioned for a
vehicle itself including information to distinctly identity the
vehicle (e.g., a vehicle identification number (VIN)). It will
be apparent that the examples provided herein of credentials
and profile information are not all-inclusive, and any other
suitable information or data could be included as credentials
or profile information.

Various implementations can accommodate identity pro-
files 34 in OBU 30. For example, in one embodiment identity
profiles 34 are stored in dedicated hardware (e.g., physical
SIM card, memory card, etc.). Software can be configured to
virtually switch between different hardware or the hardware
itself may be programmable to store different agent identity
information over time. In another embodiment, identity pro-
files 34 are stored in a programmable storage module or
virtual identity module that can store one or more identity
profiles 34. Generally, identity profiles 34 may be kept in any
suitable memory element, software, hardware, or in any other
suitable component, device, element, or object where appro-
priate and based on particular needs. In addition, identity
profiles 34 may be provided in any database, register, cache,
queue, control list, or storage structure.

In example embodiments of the present disclosure, VSIMs
32 and identity profiles 34 may be provisioned and managed
through one or more identity service providers, represented
by identity service provider 60 in FIG. 3. In one embodiment,
identity service provider 60 could be a third party provider
(e.g., in the cloud) and could offer identity services to mobile
network operators. In other embodiments, identity service
provider 60 could be a mobile network operator, a vehicle
manufacturer, a vehicle rental and leasing agency, a vehicle
dealer, a government agency, or any other entity having an
interest in managing identities associated with a vehicle over

TOYOTA EXHIBIT 1017
Page 27 of 42



US 8,863,256 B1

13

the life of the vehicle. Moreover, identity profiles 34 and/or
VSIMs 32 can be managed through the same or different
identity service providers. By storing a VSIM and/or an iden-
tity profile in a remote cloud, the VSIM and identity profile
can be associated with an agent rather than to a particular
vehicle. Consequently, ahuman agent (e.g., driver, passenger,
owner, renter, etc.) can retrieve his VSIM and identity profile
in any vehicle. Depending on the make/model of the vehicle,
the human agent can leverage relevant parts of the identity
profile for available features in virtually any vehicle.

Provisioning and managing an identity profile or VSIM
through identity service provider 60 can be accomplished in
various ways. In one scenario, a user could access identity
service provider 60 through the Internet or other available
network from computer 42 (e.g., home computer, publicly
accessible computer, business computer, etc.) or mobile
devices 96. Additionally, end user 2 could access identity
service provider 60 by bootstrapping a communication link
through OBU 30 (e.g., accessing a home WLAN through
WiFi, using a preprogrammed VSIM in OBU 30, using
another agent’s VSIM already provisioned in OBU 30, etc.)
In other scenarios, the identity service provider 60 may be
accessed through a local network (e.g., manufacturer who is
an identity service provider locally accessing provisioning
modules of OBU 30 prior to shipping the vehicle, etc.) or
other wireless networks (e.g., user accessing mobile network
operator through a cellular network if the mobile network
operator is its own identity service provider, etc.).

Identity service provider 60 may provide modules allowing
the creation of an account with authentication credentials 66
(which may be saved for future access of the account) for an
agent. A VSIM module 61 may be provided by identity ser-
vice provider 60 to allow a user to provision a VSIM for an
agent, with the VSIM being associated with a desired mobile
network operator and stored, for example, in VSIM database
64. An identity profile module 63 may also be provided by
identity service provider 60 to allow the user to provision an
identity profile for the agent and to store the identity profile in,
for example, identity profile database 62. In some scenarios,
a user is the agent and provisions a VSIM and/or an identity
profile for himself. In other scenarios, the user may provision
a VSIM and/or an identity profile for another agent (e.g., a
vehicle dealer provisioning a VSIM and/or an identity profile
for a new vehicle owner, a vehicle rental agency provisioning
a VSIM and/or an identity profile for an agent renting a
vehicle, a user at an OEM provisioning a VSIM and identity
profile for a software agent configured in the OBU to make
network connections to the OEM from the OBU, etc.).

VSIM 32 and identity profile 34 may be dynamically
added, removed, and updated via local or remote network
access. After provisioning a VSIM and/or identity profile with
identity service provider 60, the VSIM and/or identity profile
may be downloaded using control channels or otherwise pro-
vided to OBU 30 if the agent associated with the VSIM and/or
identity profile has been authenticated to OBU 30. In one
example, to download VSIMs 32 and/or identity profiles 34,
the agent (e.g., end user 2) may bootstrap a communication
link in OBU 30 (e.g., WiFi, an available VSIM, etc.) to access
identity service provider 60 using control channels through
the Internet or other network. In another example, end user 2
may access a local network of an identity service provider if
a vehicle is in close physical proximity to identity service
provider 60. Once identity service provider 60 is accessed, the
user can authenticate to identity service provider 60 via
authentication credentials 66, access the desired account, and
download one or more associated VSIMs 32 and/or identity
profiles 34. Similarly, if a new VSIM for the same agent is
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provisioned or the identity profile is updated in identity ser-
vice provider 60, then the associated agent can use an avail-
able VSIM or other available communication link in OBU 30
to access identity service provider 60 to download the new
VSIM and/or updated identity profile. In another scenario, the
VSIM and/or identity profile may be stored on a transportable
memory element (e.g., USB stick, CD, etc.), which may be
provided locally to OBU 30 by a user, such as end user 2. The
VSIM and/or identity profile can then be downloaded to OBU
30 from the transportable memory element.

In other example scenarios, an identity profile may be
dynamically created and managed (e.g., removed or updated)
locally, directly through OBU 30. For example, OBU 30 may
provide an identity profile creation tool through display 28 for
auser to enter desired credentials and profile information and
associate such information with an agent. In another embodi-
ment, the identity profile creation tool may be accessible
through a user’s mobile device. In these scenarios, the iden-
tity profile would not be accessible through identity service
provider 60 and could only be accessed in the particular
vehicle containing the identity profile.

With reference now to FIG. 4, a block diagram illustrating
an embodiment of the overall identity management and
secure transaction processing architecture is shown. OBU 30
includes a transaction security framework 70, a secure data-
base/storage layer 80, transaction applications 78, and a
secure communication module 77. Transaction security
framework 70 may include multiple software modules,
VSIMs 32, and a trusted platform module (TPM) 76. The
software modules can include agent provisioning module 71,
authentication and secure transaction module 72, VSIM pro-
visioning module 73, multi-factor authentication module 74,
identity profile provisioning module 75, and payment asso-
ciation module 79.

Agent provisioning module 71 provides the overall flow for
provisioning and authenticating an agent to OBU 30. Agent
provisioning module 71 allows provisioning new agents, pro-
visioning new and updated VSIMs 32, provisioning new and
updated identity profiles 34, authenticating agents to OBU
30, and activating any applicable identity profiles 34. In addi-
tion, agent provisioning module may also invoke payment
association module to determine whether to associate a pay-
ment method available through the agent (e.g., in the identity
profile or through an associated VSIM) to certain transaction
applications not typically initiated by an agent having a pay-
ment method (e.g., automatic toll payment transactions, auto-
matic parking transactions, etc.)

Multi-factor authentication module 74 provides a flow for
using one or more predefined authentication credentials to
authenticate an agent to OBU 30 and to ascertain that the
agent is authorized to conduct a particular transaction on
OBU 30. In one embodiment, multi-factor authentication
module 74 may be invoked upon initial authentication of an
agent to gain access to OBU 30 and in addition, when par-
ticular transactions are initiated on OBU 30. Authentication
credentials may include who, what, and where criteria related
to the agent. By way of example, authentication requirements
for machine devices and some mobile devices could include
one or more of machine hardware signature, challenge-re-
sponse, predefined certificate (e.g., PKI certificate, TTP cer-
tificate, etc.), and physical location relative to OBU 30.
Authentication requirements for a human agent 94 (accessing
OBU 30 through a mobile device or directly through a user
interface such as display 28) could include one or more of
biometrics, (e.g., fingerprinting, etc.), challenge-response,
key fob, access card, mobile phone, user ID and password, a
one-time password (OTP), and physical location relative to
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OBU 30. Authentication requirements for authorized entities
could include challenge-response, predefined certificate, and
the like.

In one embodiment, the authentication requirements for
each agent may be provided in an agents-to-multi-factor map-
ping database 83 of secure database/storage layer 80. In some
embodiments, the predefined authentication credentials that
are required to authenticate to OBU 30 are specific to the
particular agent being authenticated. For example, a key fob
may allow an owner agent to authenticate to a vehicle, but
only a simple user name and password may be required for a
child of the owner to authenticate. In this case, a lesser
amount of security may be required for the child to authenti-
cate because the child may have limited access to transaction
applications and resources of OBU 30. Furthermore, authen-
tication requirements to gain access to OBU 30 may be dif-
ferent than authentication requirements for a particular trans-
action. By way of example, an owner of a vehicle may only
need to use a key fob to gain access to OBU 30, but additional
authentication may be required for the owner to access vari-
ous transaction applications and resources of OBU 30. Secu-
rity can be strengthened as the number and diversity of
authentication requirements mapped to a particular agent is
increased.

Implementation of the authentication requirements can be
accomplished with any appropriate hardware and/or soft-
ware. For example, TPM 76 is a hardware approach that can
authenticate an agent, once the agent has provided appropri-
ate credentials. TPM 76 is a secure processor that performs
cryptographic functions and can store cryptographic keys for
protecting information. In another embodiment, a software
container (e.g., a secure virtualized operating system con-
tainer) could be provided with appropriate authentication
logic to authenticate an agent once credentials are provided.
Thus, any hardware, software, or suitable combination
thereof can be implemented to accomplish the authentication
requirements of multi-factor authentication module 74.

TPM 76 can also be used to protect data and transaction
applications. For data, TPM 76 can be a safe store for an
encryption key so that only an authorized agent who properly
authenticates to TPM 76 can access the encryption key to
decrypt protected data (e.g., data in secure database/storage
layer 80). TPM 76 can also be used to ensure the integrity of
transaction applications 78 executing on OBU 30, which can
be achieved locally or remotely depending on the particular
transaction application and associated agent. Locally, the
OBU 30 can self-ensure that the operating system is on a
trusted platform. Transaction applications 78 may each
include a signature that can be verified prior to execution.
Transaction applications 78 can also be verified remotely to
third parties, such as authorized entities 98. For example, an
authorized entity such as a manufacturer may access a trans-
action application that monitors the brakes and accelerator of
vehicle 4. Before the transaction application executes, TPM
76 can be used to verify the integrity of the application to the
manufacturer. Based on the information provided, the manu-
facturer can respond accordingly (e.g., process data received
from the transaction application if the transaction application
is verified, cease execution of the transaction application if
the transaction application is not verified).

In one embodiment, TPM 76 has a permanent identity
associated with vehicle 4 and does not change even if vehicle
ownership changes. Similarly, a vehicle identity (vehicle ID)
of'vehicle 4, such as a vehicle identification number (VIN) is
also a permanent identity associated with vehicle 4. A TPM
endorsement key, which can be used to encrypt data, may
have a public key part that can be used as a TPM identifier
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(TPM ID). Although vehicle ID and TPM ID do not ordinarily
change, if TPM 76 or OBU 30 is replaced during the life of
vehicle 4, then a new TPM ID would need to be associated to
vehicle 4.

VSIM provisioning module 73 and identity profile provi-
sioning module 75 allow the provisioning of new or updated
VSIMs and or identity profiles on OBU 30. Such provisioning
may include downloading new or updated VSIMs and iden-
tity profiles from an identity service provider either locally or
remotely. Provisioning may also include downloading new or
updated VSIMs and identity profiles from a transportable
memory element or mobile device. In addition, identity pro-
files may also be manually created in OBU 30, without
involving an identity service provider.

Authentication and secure transaction module 72 provides
a flow for detecting an event for a transaction, determining
whether the transaction is authorized, authenticating an asso-
ciated agent if required, and obtaining network credentials
and other profile information as needed. Network credentials
may include one or more VSIMs’ information, user ID and
password, and/or security certificates (e.g., asymmetric/sym-
metric key pair, etc.), and any other information to facilitate
vehicle internal network access or external network access
via an available wired or wireless communication link. In
order to perform necessary authentication and evaluations to
ensure secure transaction processing, this module may be
configured to query secured storage such as transaction-to-
agents mapping database 82, transaction-to-authentication-
and-confidentiality-schemes mapping database 84, agents-
to-multi-factor-authentication mapping database 83, and
agent identity profiles database 81. As used in this Specifica-
tion, a mapping of data, elements, objects, or components is
intended to mean an electronic association, correspondence,
relationship, or correlation between the data, elements,
objects, or components, provided in electronic devices and/or
networks. In one embodiment, these databases, in addition to
any other databases or memory elements in secure database/
storage layer 80, can be maintained in a secure manner using
the default security credentials obtained from TPM 76. More-
over, various confidentiality schemes can be used to protect
the data stored in the various memory elements of secure
database/storage layer 80 such as, for example, cryptographic
algorithms including Data Encryption Standard (DES/
3DES), Secure Hash Algorithm (SHA-1/2), Advanced
Encryption Standard (AES), etc.

Transaction-to-agents mapping database 82 indicates
which transactions are authorized for which agents. Mapping
database 82 may include mappings of agent identities to
user-level and system-level transaction applications corre-
sponding to transactions and also to types of transactions
(e.g., transactions requiring remote network credentials,
transactions requiring payment information, etc.). Thus, once
an agent has authenticated to OBU 30, only transaction appli-
cations that are mapped to the agent, or that correspond to a
type of transaction that is mapped to the agent, are authorized
and accessible to the agent. Example mappings that could be
found in database 82 include: 1) a manufacturer mapped to
transaction applications for accessing vehicle sensor data
(e.g., in order to perform diagnostics), for performing soft-
ware or firmware upgrades, and for accessing a “black box” of
the vehicle, 2) a dealer mapped to transaction applications for
accessing sensor data (e.g., read only access in order to sched-
ule maintenance services), 3) an emergency service provider
mapped to transaction applications for controlling the vehicle
(e.g., opening a vehicle door, disabling a vehicle engine, etc.),
4) a public entity mapped to transaction applications for
accessing sensor data or other vehicle diagnostic data (e.g.,
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for inspection, security, surveillance, etc.), 5) an owner of the
vehicle mapped to all transaction applications except those
allowing “write” or “modify” access to vehicle software and/
or firmware, 6) a passenger mapped to a subset of transaction
applications and features available to an owner of the vehicle,
and 7) a sensor mapped to a transaction application compiling
diagnostic data.

Additionally, different agents may have difterent levels of
authorization. For example, a dealer may only need to read
vehicle sensor data for maintenance scheduling purposes.
Consequently, the dealer would be mapped to a transaction
application that only allows read operations of vehicle sen-
sors to be performed. On the other hand, a manufacturer may
need to read and update vehicle sensors and controls for
performing firmware and/or software upgrades and fixes.
Therefore, the transaction applications mapped to the manu-
facturer could allow read and update functions to be per-
formed.

In one embodiment, a software agent may be a system-
level transaction application that does not have a separate
agent initiating its execution or otherwise associated with it.
For example, the software agent could be a low level appli-
cation that automatically initiates processing based upon pre-
defined criteria (e.g., specific time periods, whenever network
connectivity is detected, etc.). Accordingly, authorization for
the software agent to execute could be provided in any suit-
able way, including an appropriate indication in transaction-
to-agents mapping database 82 (e.g., mapping the software
agent to a type of transaction, mapping the software agent to
itself).

Authentication and secure transaction module 72 may also
determine which authentication and confidentiality schemes
to use for particular transactions for exchanging data between
OBU 30 and transaction systems in the cloud. Examples of
authentication protocols that can be used include secure
socket layer (SSL), Internet Protocol Security (IP SEC),
Extensible Authentication Protocol (EAP-*), Hypertext
Transfer Protocol Authentication (HTTP Auth), Kerberos,
Simple Authentication and Security Layer (SASL), Web Ser-
vice Security (WS-Security), etc. Examples of confidentiality
schemes that can be used include encryption or cryptographic
algorithms such as DES/3DES, SHA-1/2, AES, etc. Accord-
ingly, transaction-to-authentication-and-confidentiality-
schemes mapping database 84 may provide a mapping of
which types of transactions and particular transaction appli-
cations require which authentication and confidentiality
schemes. One example database mapping could be a banking
application’s related data and other sensitive information
mapped to a desired encryption mechanism. Furthermore, in
certain implementations, the criticality of the communication
may dictate the applicable authentication method (e.g., dif-
ferent types of authentication may be required for highly
sensitive transaction applications). In some embodiments,
mapping database 84 may also indicate which types of trans-
actions and particular transaction applications require multi-
factor authentication to be performed for an associated agent.

In scenarios in which multi-factor authentication is
required for an agent, authentication and secure transaction
module 72 may also access agents-to-multi-factor-authenti-
cation mapping database 83. For example, a human agent 94
accessing benign features such as gaming, video, and the like
may require a simple user name and password during the
initial authentication to OBU 30. However, once the human
agent 94 decides to access a banking transaction application,
additional authentication (e.g., physical presence in the form
of' biometric authentication, etc.) may be required. In another
example, highly critical functions such as software/firmware
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changes by a manufacturer, or emergency services by an
emergency service provider, may require multiple layers of
authentication by the manufacturer or emergency services
provider. These multiple layers of authentication could be
satisfied by the agent in the initial authentication to OBU 30,
or additional required layers may need to be satisfied when
the agent initiates access to the particular transaction appli-
cation requiring the additional authentication.

Secure database/storage layer 80 may also provide an
agent identity profiles database 81, for storing identity pro-
files 34 provisioned locally (e.g., using a transportable
memory element to download an identity profile, creating an
identity profile directly through OBU 30) or remotely (e.g.,
downloading an identity profile from identity service pro-
vider 60). In addition, agent identity profiles database 81 may
also include security keys, certificates, and credentials corre-
sponding to various transaction applications and agents.

Secure communication module 77 of OBU 30 may enable
secure communication to various networks (e.g., networks 40
as shown in FIGS. 1-3). Secure communication module 77
selects secure and authenticated network access for an agent
and associated transaction application. In addition, secure
communication module 77 may also provide opportunistic
selection of a VSIM available to the agent, when multiple
VSIMs are available for use. VSIM selection rules database
85 may be configured to provide a pre-specified mapping of
rules that represent preferences regarding which single
VSIM, multiple VSIMs, and/or other wireless communica-
tion option (e.g., WiFi) to select for network access. In one
embodiment, rules may include combinations of an agent, a
transaction application (or type of transaction), and/or a geo-
graphical location of the vehicle mapped to a VSIM or other
wireless communication. Examples of such rule combina-
tions include agent and transaction application, agent and
location, or agent, transaction application, and location. For
illustration purposes, if an agent and transaction application
combination is mapped to a VSIM, then the VSIM will be
used when the agent and transaction application are associ-
ated with a network access request, regardless of where the
vehicle is physically located. If an agent and location combi-
nation is mapped to a VSIM, then the VSIM will be used if the
vehicle is physically located in the mapped location and if the
agent is associated with the network access request, regard-
less of which particular transaction application is associated
with the network access request.

Multiple VSIMs and/or other wireless communication
options can also be mapped to transaction applications or
types of transactions, agents, and/or geographical locations to
allow a network connection to be split among the designated
multiple VSIMs and/or other wireless communication
options. In one example scenario, a large file download may
utilize multiple VSIMs (e.g., two different 3G mobile net-
works) in order to split the file to increase the speed of the
download. To accomplish this, a transaction application and
agent associated with the file download may be mapped to
two or more VSIMs provisioned in OBU 30 for the agent.

In certain scenarios, one VSIM may be preferred over
another VSIM due to the vehicle location because of the
mobile network operator rate. To illustrate this case, assume
Agent X and California are mapped to VSIM 1 and Agent X
and New York are mapped to VSIM 2. If Agent X is traveling
in California, then VSIM 1 will be used for any network
access requested by Agent X. If Agent X is traveling in New
York, then VSIM 2 will be used for any network access
requested by Agent X. In another scenario, a human agent 94
may prefer to have particular types of transactions tied to
different VSIMs or combinations of VSIMs (e.g., home trans-
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actions mapped to VSIM 1, work related transactions mapped
to VSIM 2, child’s transactions mapped to VSIM 1). Such
mappings can be configured in VSIM selection rules mapping
database 85 with appropriate authorization. The VSIM selec-
tion rules mapping could also be provided in any other suit-
able memory element including, for example, an identity
profile associated with the agent. In this alternative imple-
mentation, only transaction application and/or location may
need to be mapped to available VSIMs and/or other wireless
communication options.

In addition to pre-specifying VSIM selection rules, VSIMs
may also be opportunistically selected in real-time. A real-
time VSIM selection may occur based on current network
conditions/demands, mobile network rate plan of an agent,
remaining data/minutes of a mobile network rate plan. In
addition, network performance characteristics such as, for
example, data rate, signal level, congestion, etc. may also be
evaluated in real-time and used to opportunistically select a
suitable one or more VSIMs, other wireless communication
options, or any suitable combination thereof.

Transaction applications 78 represent a plethora of user-
level and system-level transaction applications that may be
configured on OBU 30. With proper authentication to OBU
30 and authorization through transaction-to-agents mapping
database 82, however, numerous types of transactions using
transaction applications 78 may be performed through OBU
30. Generally, types oftransactions are inclusive of 1) access-
ing one or more wireless/mobile/cellular networks and using
network bandwidth and services, 2) gaining access to various
resources of the vehicle based on an identity profile and/or
associated databases, 3) gaining access to applications in the
vehicle, and 4) engaging in commercial activities (e.g., pay-
ing for receiving goods or services, or receiving payment for
selling goods or services). These general transactions may
overlap in certain cases, for example, where an agent accesses
a cellular network in order to connect to an online retailer
(e.g., commercial transaction system 54) in order to pay for
purchased goods, and uses an Internet commerce transaction
application to enable a secure transaction.

The user-level and system-level transaction applications of
OBU 30 may be mapped to any appropriate agent 90 (e.g.,
machine devices 92, humans 94, software agents 95, mobile
devices 96, and authorized entities 98) in transaction-to-
agents mapping database 82. Example transaction applica-
tions 78 can include applications facilitating external network
access such as banking applications, L.BS applications, travel
agency applications, vehicle rental & leasing agency applica-
tions, Internet commerce applications, kiosk applications,
gas & electric charging applications, transportation charging
applications, vehicle-to-vehicle applications, vehicle-to-mo-
bile applications, dealer transaction applications, OEM trans-
action applications, and the like. Other transaction applica-
tions 78 may include hardware and/or software applications
involving internal access of OBU 30 such as gaining access to
various resources, vehicle subsystems, or software applica-
tions not involving remote network access. A unified identity
management framework, as illustrated in FIG. 4, is capable of
aggregation and association of all agents 90 and transaction
scenarios into a unified system. In one embodiment, applica-
tion programming interfaces (APIs) may be exported to inte-
grate these agent identities with various transaction applica-
tions.

Authorized entities 98 may access appropriate transaction
applications (e.g., dealer transaction application, OEM trans-
action application, etc.) after gaining access to OBU 30
through an authenticated software agent 95. The software
agent 95 may first authenticate to OBU 30 and can then
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establish a network connection to the authorized entity using
an appropriate VSIM (e.g., the manufacturer’s VSIM). The
authorized entity to which the software agent establishes a
network connection may need to authenticate to OBU 30
before being able to access transaction applications on OBU
30, such as transactions applications related to vehicle sensor
data, diagnostic data, firmware/software upgrades, emissions
data, etc. Thus, for example, an OEM software agent on OBU
30 may be configured to establish a network connection to the
OEM whenever internal connectivity to a network is detected
on OBU 30. OEM software agent may first authenticate to
OBU 30 and, for example, VSIM 1 may be selected for
network access. Once a network connection is established
between OBU 30 and the OEM using VSIM 1, the OEM may
update the VSIM 1 to VSIM 2 if, for example, the OEM has
negotiated a new rate with a different mobile network pro-
vider and wishes to update its VSIM. In some embodiments,
a VSIM being updated (e.g., VSIM 1) may need to remain
active and available for use by the associated agent for a
specified period of time, until the new VSIM (e.g., VSIM 2)
has been successfully provisioned (and possibly tested) in
OBU 30. Additionally, the OEM may need to be authenticated
to OBU 30 and authorized in transaction-to-agents mapping
database 82 in order to update the VSIM or to access an OEM
transaction application (e.g., one of transaction applications
78), which could be configured to access various vehicle
components (e.g., vehicle sensors, vehicle firmware/soft-
ware, etc.).

Machine devices 92 may also authenticate to OBU 30 and
then provide an automatic network connection to an external
entity or transaction system 50. For example, a machine
device agent (e.g., a detector) may sense a toll system and
initiate a transportation charging application. After the detec-
tor is authenticated to OBU 30, transaction-to-agents map-
ping database 82 may be evaluated to determine whether the
detector is mapped to the transportation charging application.
Once the detector is determined to be authorized to access the
transportation charging application, network credentials and
payment information may be obtained so that transportation
charging application can connect to the toll system and pro-
vide appropriate payment.

Turning to FIG. 5, an example selection of identity profiles
that could be provided in an OBU is illustrated. Identity
profiles are included for a parent/owner 502, a child 504, a
vehicle sensor 506, and a manufacturer 508. Common ele-
ments in each of the identity profiles include agent identifi-
cation, VSIM, and security profile. Agent identification could
include credentials information such as a key fob for the
parent/owner 502, a birth date for the child 504, a device
identifier for the vehicle sensor 506, and a name for the
manufacturer 508. The security profile information could also
be credentials such as a user name and password for the
parent/owner 502 and child 504, a security key for the vehicle
sensor 506, and a PK1 certificate for the manufacturer 508.

Identity profiles for human agents, such as parent/owner
502 and child 504 may also include vehicle settings, other
wireless interfaces, device list, and web accounts. The vehicle
settings may include items such as preferred seat positions as
adriver and a passenger, temperature controls, music or radio
settings, and the like. Other wireless interfaces and prefer-
ences may include, for example, a WiFi account established
with a mobile network provider. Wireless interface informa-
tion can be included in the identity profiles so that whenever
the vehicle is near a hotspot of the mobile network operator,
network connections by the parent/owner or child can be
made through the WiFi interface. Identity profiles for the
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parent/owner 502 and child 504 may also include specific
web accounts, such as those related to social networking and
media.

Device lists may include any personal mobile devices of
the parent/owner or child. The device list could include net-
work interface accounts, passwords, and network configura-
tions. Thus, the device list is essentially an identity profile for
mobile devices within identity profiles of the parent/owner
502 and child 504. The device list information is provided to
allow each of the identified mobile devices to be recognized
and connected to the OBU 30 and to other networks in a
desired manner. For example, if the child wants to download
a movie from the Internet to a mobile device (e.g., a laptop,
iPad, etc.) and the mobile device is included in the device list
of the child’s identity profile 504, then the mobile device
could be connected to OBU 30 through a local wireless con-
nection and OBU 30 could route traffic to the Internet through
appropriate and available network connections from OBU 30
to the Internet (e.g., using a VSIM identified in the identity
profile of the child 504). Thus, OBU 30 may be used as a
communication link to the Internet for mobile devices iden-
tified in a device list of an identity profile of another agent.

Identity profile of parent/owner 502 may also include other
profile information of a sensitive nature such as credit/pay-
ment information. Credit/payment information may be
included in an identity profile to allow the agent of the identity
profile to use his own credit/payment information for various
charges/payments incurred during commercial transactions
(e.g., transportation charging, gas and charging stations,
kiosks, Internet commerce, rental and leasing, travel, etc.).
The credit/payment information may be associated with
authorized transaction applications during provisioning of
the identity profile or at other times. By way of example,
during the provisioning of an identity profile of an owner of
vehicle 4, the owner’s credit/payment information may be set
as the default credit/payment method for various transaction
applications. In a further example, payment information asso-
ciated with transaction applications for transportation and gas
and charging systems could be changed during a trip in
vehicle 4 when a passenger offers to use his own credit/
payment information to pay for such expenses. OBU 30 could
provide an interface to allow modification to appropriate set-
tings to effect such a change using proper authentication and
authorization. In another example, each time a driver is
authenticated to vehicle 4, the driver’s credit/payment infor-
mation may be associated with the various transportation and
gas and charging transaction applications. However, if the
driver is not the default payer/creditor, then OBU 30 could
provide confirmation screens to notify the driver that his
credit/payment information will be used and to receive con-
firmation and approval of this change.

Identity profile of parent/owner 502 may also include
machine device access. While a manufacturer or an OEM
may have access to vehicle machine devices to read and
update or modify firmware or software of such machine
devices, an owner of a vehicle may only be allowed to retrieve
data from vehicle sensors. Accordingly, machine device
access can indicate which machine devices the owner is
authorized to access and what type of access is allowed. In
addition, other passengers may not be allowed any type of
access to the vehicle sensors and actuators, for example, and
therefore, machine device access information may be omitted
from identity profiles associated with other human agents.

Identity profile of child 504 may also contain parental
controls and may not contain certain information that allows
use of particular resources or transactions. Parental controls
may be included to allow a parent to set desired limits on a
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child’s use of OBU 30 resources and the vehicle itself. For
example, any type of common computer parental controls
related to accessing networks such as the Internet could be
provided in parental controls. In addition parental controls
could relate to particular activities of the vehicle. For
example, if the child is authenticated as a driver, parental
controls could require a notification be sent to the parent (e.g.,
via an email account, a text message, to a messaging center of
the OBU 30, etc.) if the vehicle is driven beyond a specified
boundary or perimeter or if the vehicle is driven beyond a
specified speed. Parental controls could also be configured to
limit certain vehicle functions (e.g., vehicle speed, entertain-
ment systems, etc.). In addition, identity profile of child 504
may not have credit/payment information if the child is not
allowed to engage in commercial transactions through OBU
30.

Identity profile of manufacturer 508 may also include
machine device access information, which can indicate which
machine devices the manufacturer is authorized to access and
what type of access is allowed. In addition, the identify profile
of manufacturer 508 may also include information related to
diagnostics of vehicle 4 and a history of vehicle technical
problems. Thus, when the manufacturer accesses vehicle 4,
valuable historical information related specifically to vehicle
4 can be readily available for the manufacturer. Web accounts
may also be provided in identity profile of manufacturer 508.
Such information could allow the manufacturer to communi-
cate with the driver/owner and provide information including,
for example, marketing information such as coupons or sales
events.

Turning to FIGS. 6 through 15, simplified flowcharts illus-
trating various aspects of embodiments of the present disclo-
sure are shown. For ease of reference, FIGS. 6-15 will be
described herein with reference to various elements, objects,
modules, and components of the present disclosure as pro-
vided in preceding FIGS. 1-5.

FIG. 6 is a simplified agent provisioning flow 600 provid-
ing example steps of agent provisioning module 71 for pro-
visioning an agent to OBU 30, which may be configured as a
background process open and running whenever OBU 30 is
booted up. Agent provisioning flow 600 begins at step 601,
waiting for an agent. When an agent attempts to gain access to
OBU 30, flow moves to step 602 and an agent is detected. This
can occur whenever a new or existing agent initiates a
vehicle-based transaction via OBU 30. For example, when a
human 94 (e.g., an owner, a renter, a borrower, etc.) enters a
vehicle such as vehicle 4 and OBU 30 is powered on (e.g., by
using a key fob to enter the vehicle, by starting the vehicle or
otherwise providing power to OBU 30). Agent provisioning
flow 600 may also occur when a mobile device 96 is powered
on within vehicle 4, when a software agent 95 is initiated,
when a machine device 92 is activated (e.g., by powering on
vehicle 4) or attempts to access resources or transaction appli-
cations of OBU 30 (e.g., vehicle sensor or actuator sending
data or information to OBU 30, detector initiating a transpor-
tation transaction application after detecting proximity to a
toll system), when an authorized entity 98 attempts to access
OBU 30 (e.g., after a corresponding software agent 95 has
established network access to the authorized entity 98 from
OBU 30). Furthermore, agent provisioning may also occur
when a human agent provisions another agent (e.g., machine
device, software agent, mobile device, authorized entity),
typically for the first time.

Once an agent has been detected in step 602, flow passes to
step 604 to perform authentication of the agent to the vehicle,
which will be described in more detail with reference to
FIGS. 7-10. During the authentication, VSIMs and/or an
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identity profile may be provisioned for the agent if the agent
is properly authenticated. Flow then passes to decision box
606 where a determination is made as to whether the agent
was properly authenticated to the vehicle. If the agent was not
properly authenticated then flow passes back to step 601 to
wait for another agent. If the agent was properly authenticated
as determined in decision box 606, however, then flow passes
to decision box 608 to determine whether an identity profile is
provisioned for the agent. If the agent has a corresponding
identity profile, then flow passes to step 610 to activate the
identity profile, including determining agent priority and role
in the vehicle, adjusting vehicle settings, configuring agent
preferences, and the like, which will be further described
herein with reference to FIG. 11.

After the identity profile is activated in step 610, or if the
agent does not have a corresponding identity profile in OBU
30, then flow passes to decision box 612 to determine whether
the agent has an associated payment method (e.g., payment
method information in identity profile, VSIM that can be used
for payment). If the agent has an associated payment method,
then flow passes to step 614 to invoke payment association
module, which will be further described with reference to
FIG. 12. After the payment association processing is com-
pleted in step 614, or if the agent does not have an associated
payment method as determined in decision box 612, then flow
passes back to step 601 to wait for another agent. Certain
agents (e.g., vehicle machines such as a brake sensor or a seat
actuator, a human agent without payment information in an
identity profile, etc.) may not have associated payment meth-
ods because these agents may not engage in commercial
transactions through OBU 30 and, therefore, may not interact
with transaction applications requiring payments.

FIG. 7 is a simplified authentication to vehicle flow 700,
which may be performed at step 604 of FIG. 6 and which
illustrates example steps for authenticating an agent to the
vehicle. Authentication to vehicle flow 700 begins at step 702
where a determination is made as to whether the detected
agent is a new agent. “New agent” refers to an agent that does
not have any authentication credentials, profile information,
or VSIMs currently provisioned in OBU 30. New human
agents could include, for example, a new owner, rental or
lease driver, borrower, or passenger who has not previously
been provisioned on the vehicle. Other types of new agents
include, for example, a new mobile device attempting to
access a local network of OBU 30, a new machine device
(e.g., sensor, actuator, etc.) added to the vehicle, or a new
software agent installed on OBU (e.g., a new dealership adds
a software agent to automatically initiate connection with the
dealership).

In one embodiment, agent identity of a human can be
inferred from a key fob used by the human agent to enter the
vehicle. In certain embodiments, when a driver enters a
vehicle, display 28 can prompt the driver to confirm that his
identity matches the displayed owner identity (or provisioned
default driver) of the vehicle. If other identities of human
agents have been provisioned in the vehicle, then the display
could also provide a list of provisioned identities from which
the agent can choose to authenticate. Display 28 could also
provide the option to select “New Driver”, “New Passenger”,
or the like.

If'the agent is determined to be a new agent in decision box
702, then flow may pass to decision box 720 where a query is
made as to whether policies allow a new agent to be provi-
sioned. In some embodiments, OBU 30 may include a policy
module that allows various policy controls, including new
agent provisioning. Thus, for example, for an added layer of
security, an owner may set policies that by default block any
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new agents from being added to OBU 30. Thus, whenever a
new agent needs to be added, the owner would have to reset or
override the policy with credentials to allow the new agent to
be provisioned. Such policy settings can be controlled
through a policy settings interface by an appropriate agent
(e.g., the owner or other superagent with a specified high level
of authority for conducting transactions and configuring poli-
cies in OBU 30). If the policies do not allow new agents as
determined in decision box 720, then authentication to
vehicle flow 700 ends and flow returns to agent provisioning
flow 600 with the agent not authenticated.

If policies allow new agents to be provisioned as deter-
mined in decision box 720, however, then flow passes to
decision box 722 where a determination is made as to whether
VSIM provisioning is requested. In the case of ahuman agent,
adisplay screen may offer the choice to the agent to provision
a VSIM. If VSIM provisioning is requested, then flow passes
to step 724 to perform VSIM provisioning, which will be
further described with reference to FIGS. 9A and 9B. VSIM
provisioning allows an agent to create or update one or more
VSIMs with an identity service provider (e.g., third party
identity service provider accessible through the Internet),
and/or to download one or more VSIMs (e.g., from the iden-
tity service provider, from a transportable storage medium,
from a mobile device) to OBU 30.

After the one or more VSIMs are provisioned in step 724,
or if VSIM provisioning was not requested, flow passes to
decision box 726 to determine whether identity profile pro-
visioning is requested. In the case of a human agent, a display
screen may offer the choice to the agent to provision an
identity profile. If identity profile provisioning is requested,
then flow passes to step 728 to perform identity profile pro-
visioning, which will be further described herein with refer-
ence to FIGS. 10A and 10B. Identity profile provisioning
allows an agent to create or update an identity profile through
an identity service provider (e.g., third party identity service
provider accessible through the Internet) or directly onto
OBU 30. Ifan identity profile is created or updated through an
identity service provider, or if an identity profile is stored on
transportable storage medium or mobile device, then the
identity profile can be downloaded to OBU 30.

After the identity profile is provisioned in step 728, or if
identity profile provisioning was not requested, flow passes to
step 730, where one or more authentication factors or require-
ments may be provisioned for the new agent in agents-to-
multi-factor-authentication mapping database 83. Such fac-
tors could include user ID and password, biometrics, key fob,
access card, etc., and one or more of these factors could be
obtained by accessing the agent’s identity profile credentials.
For example, if an identity was provisioned and includes a
user ID and password, the agent could be prompted to confirm
that the user ID and password from the identity profile should
be included as one of the authentication factors. After the
authentication factors are provisioned in step 730, flow
returns to agent provisioning flow 600 of FIG. 6.

Referring again to decision box 702, if the detected agent is
determined to be an existing agent (e.g., with authentication
credentials, VSIMs, identity profile), then flow passes to step
704 to perform multi-factor authentication, which will be
described in more detail herein with reference to FIG. 8.
Multi-factor authentication requires the detected agent to
authenticate himself using one or more factors provided in
agents-to-multi-factor-authentication mapping database 83.
After the multi-factor authentication is performed, flow
passes to decision box 706 to determine whether the detected
agent passed the required multi-factor authentication. If the
agent did not pass, then authentication to vehicle flow 700
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flow ends and returns to agent provisioning flow 600 without
the detected agent being authenticated.

If in decision box 706, it is determined that the detected
agent passed the multi-factor authentication, however, then
flow passes to steps 710 through 718. These steps essentially
perform the same function as steps 722 through 728 with
regard to VSIM and identity profile provisioning. Thus, the
existing, authenticated agent is allowed to provision (by cre-
ating or updating) one or more VSIMs and/or an identity
profile and to download such data to OBU 30.

Turning to FIG. 8, a multi-factor authentication flow 800 is
shown, which may be invoked in step 704 of FIG. 7, to
authenticate the agent to access OBU 30. Multi-factor authen-
tication flow 800 may also be used to authenticate the agent
when the agent is attempting to conduct particular transac-
tions through OBU 30, which will be further described herein
with reference to FIG. 13. Flow begins at step 802 where
agents-to-multi-factor-authentication mapping database 83 is
evaluated. In one embodiment, the agent can be mapped to
one or more authentication requirements necessary for
authenticating to OBU 30. Moreover, each agent provisioned
in OBU 30 could have various required authentication
requirements and various numbers of such requirements. For
example, an owner having significant privileges and access to
OBU 30 and its resources may have several authentication
requirements, whereas a passenger in the vehicle with limited
access to OBU 30 and its resources may only need to provide
a user ID and password. Flow moves to step 804 to get a first
authentication requirement from mapping database 83. Inone
embodiment, a key fob used to open a door for a human agent
could be the first authentication requirement for a driver or
owner of the vehicle.

Flow then passes to decision box 806 where a determina-
tion is made as to whether the agent passes the authentication
requirement (e.g., entering a correct user ID and password,
providing a matching fingerprint, providing a valid PKI cer-
tificate, etc.). If the agent passes the authentication require-
ment, then flow moves to decision box 810 where a determi-
nation is made as to whether more authentication
requirements are identified in agents-to-multi-factor-authen-
tication mapping database 83. If additional requirements are
necessary to authenticate the agent, flow passes to step 812 to
identify the next requirement, and then passes back to deci-
sion box 806 to repeat the steps determining whether the
agent passes the authentication requirement. This processing
continues until the agent has passed all of the authentication
requirements or until the agent fails one of the authentication
requirements. If the agent passes all of the authentication
requirements, then the agent is authenticated to the vehicle, as
indicated in step 814, and multi-factor authentication flow
800 ends. If, however, the agent fails one of the authentication
requirements, then the agent is not authenticated to the
vehicle, as indicated in step 808, and the multi-factor authen-
tication flow 800 ends.

Turning to FIGS. 9A and 9B, simplified flowcharts of a
VSIM provisioning flow 900A and an identity service pro-
vider access flow 900B, respectively, are illustrated. VSIM
provisioning flow 900 A may represent at least a portion of the
flow of VSIM provisioning module 73 of OBU 30. In one
embodiment, flow 900A can be invoked during authentica-
tion to vehicle flow 700 and also at any time during which an
agent is authenticated to OBU 30.

Flow begins at step 906 where an available communication
link is identified. Various communication links may be used
to provision a VSIM, including some form of wireless com-
munication (e.g., WiFi, WiMax, 3G, 4G, white space,
802.11x, satellite, etc.) to connect to identity service provider
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60, a local network within vehicle 4 (e.g., local WiFi, Blue-
tooth, Ethernet, etc.) to connect to a mobile device, or a direct
connection to a transportable medium (e.g., USB, CD, etc.).
Flow passes to decision box 908 to determine whether the
identified link is for local provisioning. If the identified com-
munication link is not for local provisioning, then flow passes
to step 910 to access identity service provider 60 via an
available network. Example processing of identity service
provider 60 will be described in more detail herein with
reference to FIG. 9B.

When a network connection has been established to iden-
tity service provider 60 in step 910, or if the available com-
munication link was identified for local provisioning, flow
passes to decision box 912. In decision box 912 a determina-
tion is made with regard to what VSIM action to perform. Ifa
VSIM isto be removed from OBU 30, then flow passes to step
914 to remove the VSIM. If a VSIM on OBU 30 is to be
updated, then flow passes to step 918 to download a VSIM
using the identified communication link (e.g., from identity
service provider 60, from a transportable storage medium
directly connected to OBU 30, from a mobile device) to
update an existing VSIM. Finally, if a new VSIM is to be
added to OBU 30, flow passes to step 916 to download the
new VSIM using the identified communication link (e.g.,
from identity service provider 60, from a transportable stor-
age medium directly connected to OBU 30, from a mobile
device). Once the desired action (i.e., remove, update, or add)
has been performed, flow passes to decision box 920 to deter-
mine whether more VSIM actions are to be performed. If
more VSIM actions are to be performed, then flow passes
back to decision box 912 to repeat the determination of
whether to remove, update, or add a VSIM and to perform the
desired action accordingly. This processing may continue
until all VSIM actions have been completed. In one embodi-
ment, an agent may be associated with multiple VSIMs pro-
visioned in OBU 30. Therefore, multiple VSIM actions may
occur during a single VSIM provisioning process.

Turning to FIG. 9B, a simplified flowchart illustrates pos-
sible processing steps of identity service provider 60 provid-
ing identity services for managing VSIMs, including access-
ing and downloading VSIMs to connected vehicles. As
previously described herein, VSIMs may be managed and
stored by identity service provider 60 in a memory element
such as VSIM database 64. Flow 900B will be described with
reference to a user, which includes a human provisioning the
VSIM for any type of agent (e.g., software agent, machine
device, authorized entity, human agent), including provision-
ing the VSIM for himself as a human agent. Flow could start
at decision box 922, where a determination is made as to
whether the user accessing identity service provider 60 has
been authenticated to the identity service provider. For
example, the user may log on to an account created with
identity service provider 60. If the user is not authenticated,
then flow ends. Although not shown in FIG. 9B, the user could
potentially create a new account with identity service pro-
vider 60.

If the user is authenticated to identity service provider 60,
then flow passes to decision box 924 to determine whether
there is a VSIM action to perform. If, for example, a VSIM
was previously created by the user (e.g., a user on a computer
or mobile device creating a VSIM through identity service
provider 60), then the user may simply need to access and
download the existing VSIM to OBU 30. However, if the user
needs to create, update, and/or remove a VSIM, then flow
passes to decision box 926 to determine whether to add a new
VSIM to OBU 30. If a request is made to add a new VSIM
(e.g., to VSIM database 64), then flow passes to step 928 to

TOYOTA EXHIBIT 1017
Page 34 of 42



US 8,863,256 B1

27

add the new VSIM. If adding a new VSIM is not requested, as
determined in decision box 926, then flow passes to decision
box 930 to determine whether a request was made to update
an existing VSIM. If an update request was made, then flow
passes to step 932 where an existing VSIM is updated. If an
update request is not made, as determined in decision box
930, however, then flow passes to step 934 where an identified
VSIM is removed.

After a VSIM is either added (step 928), updated (step
932), or removed (step 934), flow passes to decision box 936
where it is determined whether there are more VSIM actions
to perform. If more VSIM actions are requested, then flow
passes back to decision box 926 and steps 926 through 936
continue to be processed until no more VSIM actions are
requested. Once no more VSIM actions are requested, or after
it is determined that there are no VSIM actions to perform,
then the connection to identity service provider 60 from OBU
30 may continue until one or more VSIMs are downloaded to
OBU 30. In addition, it will be apparent that flow 900B may
also occur when a user establishes a network connection to
identity service provider 60 from a remote computer or
mobile device to manage his associated VSIMs.

Turning to FIGS. 10A and 10B simplified flowcharts of an
identity profile provisioning flow 1000A and another identity
service provider access flow 1000B, respectively, are illus-
trated. Identity profile provisioning flow 1000A may repre-
sent at least a portion of the flow of identity profile provision-
ing module 75 of OBU 30. In one embodiment, flow 1000A
can be invoked during authentication to vehicle flow 700 and
also at any time during which an agent is authenticated to
OBU 30.

Flow begins at decision box 1002 where a determination is
made as to whether an agent is locally creating an identity
profile. In one embodiment, an agent can manually create an
identity profile on OBU 30 by entering profile information
directly into OBU 30 through an appropriate user interface. If
the agent is locally creating an identity profile, then flow
passes to step 1004 where the agent is permitted to manually
create an identity profile, and then flow ends.

If it is determined that the agent is not locally creating an
identity profile, then flow passes to step 1006 where an avail-
able communication link is identified. Various communica-
tion links may be used to provision a identity profile, includ-
ing some form of wireless communication (e.g., WiFi,
WiMax, 3G, 4G, white space, 802.11x, satellite, etc.) to con-
nect to identity service provider 60, a local network within
vehicle 4 (e.g., local WiFi, Bluetooth, Ethernet, etc.) to con-
nect to a mobile device, or a direct connection to a transport-
able medium (e.g., USB, CD, etc.). If the identified commu-
nication link is not for local provisioning, then flow passes to
step 1010 to access identity service provider 60 via an avail-
able network. Example processing of identity service pro-
vider 60 will be described herein in more detail with reference
to FIG. 10B.

When a network connection has been established to iden-
tity service provider 60 in step 1010, or if the available com-
munication link was identified for local provisioning, flow
passes to decision box 1012. In decision box 1012 a determi-
nation is made with regard to what identity profile action to
perform. If an identity profile is to be removed from OBU 30,
then flow passes to step 1014 to remove the identity profile. If
aidentity profile on OBU 30 is to be updated, then flow passes
to step 1018 to download a identity profile using the identified
communication link (e.g., from identity service provider 60,
from a transportable storage medium directly connected to
OBU 30, or from a mobile device) to update an existing
identity profile. Finally, if a new identity profile is to be added
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to OBU 30, flow passes to step 1016 to download the new
identity profile using the identified communication link (e.g.,
from identity service provider 60, from a transportable stor-
age medium directly connected to OBU 30, or from a mobile
device). Once the desired action (i.e., remove, update, or add)
has been performed, flow passes to decision box 1020 to
determine whether more identity profile actions are to be
performed. If more identity profile actions are to be per-
formed, then flow passes back to decision box 1012 to repeat
the determination of whether to remove, update, or add a
identity profile and to perform the desired action accordingly.
This processing may continue until all identity profile actions
have been completed.

Turning to FIG. 10B, a simplified flowchart illustrates pos-
sible processing steps of identity service provider 60 provid-
ing identity services for managing identity profiles, including
accessing and downloading identity profiles to connected
vehicles. As previously described herein, identity profiles
may be managed and stored by identity service provider 60 in
a memory element such as identity profile memory element
62. Flow 1000B will be described with reference to a user,
which includes a human provisioning the identity profile for
any type of agent (e.g., software agent, machine device,
authorized entity, human agent), including provisioning the
identity profile for himself as a human agent. Flow could start
at decision box 1022, where a determination is made as to
whether the agent accessing identity service provider 60 has
been authenticated to the identity service provider. For
example, the user may log on to an account created with
identity service provider 60. If the user is not authenticated,
then flow ends. Although not shown in FIG. 10B, the user
could potentially create a new account with identity service
provider 60.

If the user is authenticated to identity service provider 60,
then flow passes to decision box 1024 to determine whether
there is an identity profile action to perform. If, for example,
an identity profile was previously created by the user (e.g., a
user on a computer or mobile device creating an identity
profile through identity service provider 60), then the user
may simply need to access and download the existing identity
profile to OBU 30. However, if the user needs to create,
update, and/or remove an identity profile, then flow passes to
decision box 1026 to determine whether to add a new identity
profile to OBU 30. If a request is made to add a new identity
profile (e.g., to identity profile database 64), then flow passes
to step 1028 to add the new identity profile. If adding a new
identity profile is not requested, as determined in decision box
1026, then flow passes to decision box 1030 to determine
whether a request was made to update an existing identity
profile. If an update request was made, then flow passes to
step 1032 where an existing identity profile is updated. If an
update request is not made, as determined in decision box
1030, however, then flow passes to step 1034 where an iden-
tified identity profile is removed.

After an identity profile is either added (step 1028),
updated (step 1032), or removed (step 1034), flow passes to
decision box 1036 where it is determined whether there are
more identity profile actions to perform. If more identity
profile actions are requested, then flow passes back to deci-
sion box 1026 and steps 1026 through 1036 continue to be
processed until no more identity profile actions are requested.
Once no more identity profile actions are requested, or after it
is determined that there are no identity profile actions to
perform, then the connection to identity service provider 60
from OBU 30 may continue until one or more identity profiles
are downloaded to OBU 30. In addition, it will be apparent
that flow 1000B may also occur when a user establishes a
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network connection to identity service provider 60 from a
remote computer or mobile device to manage his identity
profiles.

FIG. 11 illustrates a simplified flowchart of example steps
for activating an identity profile, as indicated in step 610 of
FIG. 6, after the identity profile has been provisioned in OBU
30 and an associated agent has been authenticated to OBU 30.
For example, flow may begin in decision box 1102 where a
determination is made regarding whether any control/access
limitations have been set by one agent that apply to another
agent. Typically, an owner of the vehicle or other superagent
will have authority to set such controls/access limitations by
configuring policies through an appropriate policy module.
Such controls/access limitations may include, for example,
parental controls set by a parent ofa child (e.g., restrictions on
certain web content, media features, any transactions involv-
ing credit cards or payments, vehicle functions, etc.). If con-
trol/access limitations exist, then flow passes to step 1104 to
apply such control/access limitations to the identity profile of
the agent.

After the limitations are applied, or if no limitations exist
for the agent, then flow may pass to step 1105 to determine the
role and priority of the agent in the vehicle. Forhuman agents,
role can be determined based on which seat of the vehicle the
agent occupies (e.g., driver seat, front passenger seat, rear left
passenger seat, rear right passenger seat, etc.). Once the role
and priority of the agent are determined, flow passes to step
1106 to configure the vehicle settings based on the agent’s
role in the vehicle. Depending on the role of the agent, OBU
30 may communicate the agent’s identity profile parameters
corresponding to actuators and software applications of the
particular seat occupied by the agent. For example, seat posi-
tioning, air temperature settings, seat heater/cooler, dash-
board features, and the like may be configured for the agent if
the agent is the driver. If the agent is a passenger, however, the
seat positioning, seat heater/cooler, and temperature settings
may be applied to the agent’s particular passenger seat, if
such settings are available for the passenger seat.

Once the vehicle settings are applied in step 1106, flow
may pass to step 1108 to configure other identity profile
parameters based on an agent’s priority. Depending on the
agent’s priority, OBU may communicate the agent’s identity
profile parameters corresponding to any appropriate actua-
tors, software applications, and the like related to agent pref-
erences (e.g., radio channel list, phonebook, address book,
GPS favorite locations, etc.). For purposes of illustration, it is
assumed that a driver has highest priority and driver prefer-
ences will override any conflicting passenger preferences. It
should be understood, however, that a passenger could be
configured with a higher priority and override the driver’s
preferences for preferences not pertaining to the safety of the
vehicle. Additionally, OBU 30 may also configure network
interface accounts and network configurations for other
mobile devices identified in the agent’s identity profile (e.g.,
in a device list). Moreover, while examples have been pro-
vided for human agents, activating an identity profile of other
types of agents authenticated to the OBU may also occur for
any appropriate identity profile parameters in an authenti-
cated agent’s identity profile.

FIG. 12 illustrates a simplified flowchart of example steps
of' payment association module 79, for associating a payment
method to certain transaction applications that are not asso-
ciated with or initiated by an agent that has an associated
payment method (e.g., payment information in identity pro-
file, VSIM). For example, if a toll payment transaction appli-
cation is configured to pay tolls automatically, then a payment
method needs to be associated with the toll payment transac-
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tion application. The payment method could be payment
information such as a credit card or bank account from an
agent’s identity profile, or a VSIM to be used as payment on
a back end of the corresponding mobile network operator. In
addition, over the life of the vehicle, changes to the payment
methods associated with such transaction applications may
be desired (e.g., each driver of a vehicle owned by a rental car
agency may be required to pay their own tolls, a new owner
will need to associate a new payment method with such
vehicle transaction applications, an owner of a vehicle may
have a credit card or banking account change that needs to be
updated, someone borrowing a car or sharing trip expenses
may want to pay for all certain transactions through a pay-
ment method provided in their identity profile, etc.)

Generally, payment association flow 1200 of FIG. 12 rep-
resents both automatic and manual payment association to
transaction applications. Flow 1200 may be invoked when an
agent is being provisioned, as indicated in step 614 of FIG. 6,
or at any time during which an agent is authenticated to the
vehicle. In the scenario in which the agent is being provi-
sioned, flow 1200 may occur automatically and, depending
on the role and priority of the agent, may automatically asso-
ciate the agent’s payment methods to the identified one or
more transactions. In another scenario in which the agent has
already been provisioned and authenticated to the vehicle,
then flow 1200 may be invoked by the agent through an
appropriate user interface of OBU 30 in which the agent may
individually or collectively identify which transaction appli-
cations to associate with which payment methods.

Flow begins in step 1202 where a transaction application is
identified. The identified transaction application may be an
application that is not associated with or initiated by an agent
that has an associated payment method. Flow then passes to
decision box 1204 where a determination is made as to
whether the agent attempting to make the payment associa-
tion is authorized to change payment association for the iden-
tified transaction application (e.g., if the agent is being pro-
visioned but is not the driver then the agent may not be
authorized, if policies do not allow the agent to change pay-
ment associations then the agent will not be authorized, etc.).
If the agent is not authorized as determined in decision box
1204, then flow 1200 ends and payment associations are not
made.

If is determined in decision box 1204 that the agent is
authorized to change payment association for the identified
transaction application, then flow passes to step 1206. In step
1206 a new payment method is identified from the agent’s
identity profile payment information or from the agent’s cor-
responding VSIM. The agent’s identity profile payment infor-
mation may include information for a credit card, a debit card,
a bank account, or other payment service providers. Alterna-
tively, a VSIM associated with the agent could be used to
provide payment. The VSIM could be used to connect to the
associated mobile network operator, the payment could be
received from the mobile network operator, and then the
mobile network operator could bill the agent on the back end
(e.g., with a set periodic or stand-alone bill to the agent). In a
manual process of payment association, the agent can simply
be provided with suitable options to select a desired payment
method from options associated with the agent. In the auto-
matic payment association, however, priority of available
payment options can be pre-specified in any suitable way
(e.g., an indication provided in the identity profile, etc.).

Once the payment method is determined in step 1206, flow
passes to step 1208 to associate the selected payment method
to the identified transaction application. In one embodiment,
a separate mapping database may be provided to map identi-
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fied transaction applications to selected payment methods. In
another embodiment, an existing mapping database, such as
transaction-to-agents mapping database 82, may be used and
may include any suitable mechanism (e.g., pointer, link list,
additional field, etc.) to indicate which agent to select to
retrieve an associated payment method for the transaction
application.

After the selected payment method is associated to the
identified transaction application, flow passes to decision box
1210 to determine whether another transaction application
has been identified. If another transaction application has
been identified (e.g., parking transaction application), then
flow passes back to decision box 1204 to process the newly
identified transaction application. Steps 1204 through 1210
can be repeated until no more transaction applications are
identified, and flow ends.

Turning to FIGS. 13 and 14, simplified flowcharts with an
authentication and secure transaction flow 1300 and an iden-
tity profile access flow 1400 are illustrated. Authentication
and secure transaction flow 1300 may be configured as a
background process open and running whenever OBU 30 is
booted up. Flow starts at step 1301 where the process waits
for an event for a transaction, which could have a trigger
associated with an agent to initiate the transaction. Triggers
could include, for example, a human agent attempting to
initiate a transaction (e.g., by pressing a button or otherwise
issuing commands through any suitable user interface on
display 28, by using a mobile device to access OBU 30), a
machine device receiving or transmitting a signal (e.g., a
detector receiving a signal from a toll system, a detector
receiving a signal from a parking system, a sensor in the
vehicle sending a signal to OBU 30, etc.), a software agent
attempting to execute (e.g., requesting network credentials to
automatically connect to an authorized entity, etc.), or an
authorized entity attempting to access OBU 30 (e.g., autho-
rized entity connected to the vehicle and attempting to access
transaction applications on the vehicle, etc.).

When an event occurs, the event is detected in step 1302
and then flow moves to step 1304 to evaluate transaction-to-
agents mapping database 82. In decision box 1306, a deter-
mination is made as to whether the transaction is authorized.
Ifthe mapping database 82 does not indicate the transaction is
authorized (e.g., the agent is not mapped to a transaction
application corresponding to the transaction), then flow
passes to 1307 where the transaction is blocked. Flow then
passes back to step 1301 to wait for another event.

If transaction-to-agents mapping database 82 indicates the
transaction is authorized (e.g., the agent is mapped to a trans-
action application corresponding to the transaction), as deter-
mined in decision box 1306, then flow may pass to step 1308
to identify authentication and confidentiality schemes by
evaluating transaction-to-authentication/confidentiality-
schemes mapping database 84. Mapping database 84 may
include which transactions require authentication of the asso-
ciated agent. Although the agent should already be provi-
sioned and authenticated to the vehicle when transaction pro-
cessing occurs, some transactions may be of a sensitive
nature, and authentication must be provided again. In addi-
tion, in one embodiment, initial authentication to the vehicle
may be provided with a single authentication requirement,
whereas authentication to conduct certain transactions may
require multiple authentication requirements as indicated in
agent-to-multi-factor-authentication mapping database 83
and transaction-to-authentication-and-confidentiality-
schemes mapping database 84. For example, access to abank-
ing transaction application that facilitates transactions to per-
sonal bank accounts of agents, may require re-authenticating
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the agent with multiple authentication requirements (e.g.,
biometrics in addition to a key fob used to initially authenti-
cate to OBU 30). In addition, mapping database 84 may also
indicate other authentication and confidentiality schemes to
be used by a transaction application such as, for example, a
particular encryption mechanism for data associated with the
transaction application. Additionally, any authentication pro-
tocols required for establishing network connections may
also be provided in mapping database 84.

After authentication and confidentiality schemes are iden-
tified in step 1308, flow passes to decision box 1309 to deter-
mine whether agent authentication is required for the trans-
action. In one embodiment, if authentication is required, then
multifactor authentication module 74 may be invoked in step
1310, as previously discussed herein with reference to FIG. 8.
If multi-factor authentication is required, the agent could be
mapped to one or more of the same or different authentication
requirements used during the initial authentication of the
agent to OBU 30. Thus, multi-factor authentication flow 800
could be configured to distinguish between initial authenti-
cation of an agent to OBU 30 and authentication of an agent
for particular transactions. If the agent does not pass authen-
tication as determined in decision box 1312, then flow passes
to step 1313 where the transaction is blocked. Flow then
passes back to step 1301 to wait for another event.

If the agent passes authentication, as determined in deci-
sion box 1312, or if authentication of the agent was not
required, as determined in decision box 1309, then flow
passes to step 1316 in which the identity profile may be
accessed to obtain network credentials and any other needed
profile information such as payment information for commer-
cial transactions. Accessing the identity profile will be
described in more detail herein with reference to FIG. 14.
After the network credentials and any needed profile infor-
mation are provided to the transaction application in step
1316, flow passes to step 1318 to allow the transaction. Flow
then returns to step 1301 to wait for another event. Although
transactions can be processed by transaction processing flow
1300 sequentially, it will be apparent that transaction process-
ing flow 1300 is intended to initiate each time an event is
detected, which can occur simultaneously with other events.
Thus, multiple transactions may be occurring on OBU 30
simultaneously.

Turning now to FIG. 14, FIG. 14 illustrates a simplified
flowchart of an access identity profile flow 1400, which may
occur in step 1316 of FIG. 13. Flow 1400 includes step 1402
where application programming interfaces (APIs) are
exposed to a transaction application corresponding to the
transaction to enable the transaction application to securely
access relevant parts of the identity profile. APIs may be
provided to export parts of the identity profile to the transac-
tion application to the extent that the transaction application is
authorized to access the profile information. (e.g., credit/
payment information, social media web accounts, etc.)

Flow then moves to step 1404 to determine the identity of
the agent to be used to provide network credentials and/or
other profile information such as payment information. In a
simple case, a human agent who initiates a commercial trans-
action by triggering an Internet commerce transaction appli-
cation on OBU 30 may have an identity profile that can be
used to obtain network credentials and payment information.
In other transaction scenarios, however, the agent associated
with the event may not have payment information and/or
network credentials. Therefore, the determination in step
1404 accommodates certain transaction applications that
need profile information from an agent other than the agent
associated transaction. For example, a driver or other passen-
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ger may want to pay for toll transactions that occur automati-
cally when a detector (agent) senses the toll system and ini-
tiates a toll transaction application. Therefore, the identity of
the particular agent with the payment information needs to be
determined. This can be accomplished in various ways
including, for example, a display screen offering a human
agent the option to pay the toll using identity profile informa-
tion. Alternatively, a human agent could preconfigure the
payment information through, for example, payment associa-
tion module 79.

Once the determination is made in step 1404, flow passes to
decision box 1408 to determine whether the identity profile of
the agent is needed. In some transaction scenarios, network
credentials for remote network access (e.g., VSIM, WiFi, etc.)
may not be required for a transaction application. For
example, a transaction application merely accessing in-ve-
hicle networks and having no commercial component may
not need any identity profile information. In this case, flow
passes to step 1410 to get network credentials for in-vehicle
networks, ifthe transaction application accesses an in-vehicle
network. Flow then passes to step 1420 to provide the in-
vehicle network credentials to the transaction application, if
needed.

If'the identity profile is needed for a transaction application
requiring remote network access or a transaction application
occurring internally (e.g., not requiring remote network
access), as determined in decision box 1408, then flow passes
to step 1412. In step 1412, network credentials are obtained
from identity profile, if needed. Flow may then pass to step
1414 to perform opportunistic selection of VSIM, if needed,
which will be further described herein with reference to FIG.
15. Opportunistic selection of VSIM may be needed if VSIM
selection rules apply to the particular agent, the transaction
application, and/or vehicle geographical location. Steps 1412
and 1414 may not be necessary if the transaction application
does not need remote network access.

After the VSIM is selected, then flow passes to decision
box 1416 to determine whether other profile information is
needed from the agent’s identity profile. Other information
includes, for example, payment information, which could be
necessary if the transaction application has a commercial
component. If other profile information is needed, then flow
passes to step 1418 to get the other profile information and
provide such information to the transaction application.
Finally, after the profile information is provided to the trans-
action application in step 1418, or if other profile information
is not needed as determined in decision box 1416, flow passes
to step 1420 to provide any obtained network credentials,
including the VSIM, to the transaction application.

FIG. 15 is a simplified flowchart of an opportunistic VSIM
selection flow 1500. Because a vehicle may at any given time
use multiple VSIMs, the VSIMs may be opportunistically
selected for better connectivity, for different traffic and appli-
cation types, for different locations, and for a better user
experience. In one embodiment, opportunistic VSIM selec-
tion flow 1500 dynamically evaluates VSIM selection rules
database 85 to determine whether a particular VSIM selected
for connectivity is the preferred VSIM for a particular set of
criteria (e.g., agent identity, location of the vehicle, transac-
tion application). If the set of criteria is mapped to a different
VSIM than a currently selected VSIM, then the VSIM can be
dynamically changed to accommodate the agent or vehicle
owner’s preferences. Opportunistic VSIM selection flow
1500 may occur when a transaction has been initiated and a
corresponding transaction application is waiting for network
credentials, or during an established network connection
associated with a transaction application. Although FIG. 15 is
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described with reference to opportunistically selecting a
VSIM, it will be appreciated that other wireless connection
options (e.g., WiFi, etc.) may also be opportunistically
selected and may be mapped to particular sets of criteria.

Flow may begin in steps 1504 through 1508 where the set
of criteria are determined. In step 1504 an agent associated
with the network access/attempt may be identified. In step
1506, a transaction application associated with the network
access/attempt may be identified. Finally, in step 1508, a
current location of the vehicle may determined (e.g., by navi-
gationsystem 17). Flow then passes to step 1510 where one or
more preferred VSIMs are identified from VSIM selection
rules mapping database 85. In decision box 1512 a determi-
nation is made as to whether the current VSIM(s), which
could include one or more VSIMs, are equivalent to the pre-
ferred VSIM(s) identified from VSIM selection rules map-
ping database 85. When opportunistic VSIM selection flow
1500 is processing to evaluate an established network con-
nection associated with a transaction application, the current
VSIM(s) could be one or more VSIMs currently being used
for the established network connection. However, when
opportunistic VSIM selection flow 1500 is processing during
identity profile access flow 1400 at step 1414, then the current
VSIM(s) could be one or more VSIMs selected from an
identity profile for a transaction application waiting to receive
network credentials. If the preferred VSIM(s) are different
than the current VSIM(s), then flow passes to step 1514 where
the current VSIM(s) are changed to the preferred VSIM(s). In
the case of an established network connection, the network
connection may be moved to network access links enabled by
the preferred VSIM(s).

After the current VSIM(s) are changed to the preferred
VSIM(s) in step 1514, or if the current VSIM(s) are equiva-
lent to the preferred VSIM(s) as determined in decision box
1512, then flow passes to step 1516 to evaluate network
conditions. In the next decision box 1518, a determination is
made as to whether any policies override the current VSIM(s)
because, in one embodiment, various network conditions and
policies related to such network conditions may override a
VSIM preference. For example, a VSIM preference based on
a particular location, such as a preference for using mobile
network operator X in New York because it is more cost
effective than using mobile network operator Y, may be over-
ridden if the network conditions of mobile network operator
X are not suitable. Similarly, multiple VSIMs, or a VSIM
associated with another agent may be selected, depending on
network conditions and authorization to use the other agent’s
network credentials. Thus, if policies based on network con-
ditions override the current VSIM(s), then flow passes to step
1520 where the current VSIM(s) are changed to one or more
VSIMs consistent with the policy. After the current VSIM(s)
are changed in step 1520, or if policies and network condi-
tions did not require a change to the current VSIM(s) as
determined in decision box 1518, flow ends, and the associ-
ated transaction application may establish a network connec-
tion using the current VSIM(s) or may continue network
access with the current VSIM(s), as appropriate.

By using the infrastructure described above, a connected
vehicle can opportunistically switch between multiple VSIM
identities to allow for multiple identity profiles to be used
during the vehicle’s lifecycle. Thus, the infrastructure enables
multiple agents to source communication from the vehicle. To
illustrate these features, an example scenario will now be
described of a possible lifecycle of a connected vehicle and
identities associated with the connected vehicle.

In the beginning of the life of a vehicle (e.g., vehicle 4), a
manufacturer of the vehicle may provision an OBU (e.g.,
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OBU 30) configured within vehicle 4 with a physical UICC
card that is initialized with an identity associated with the
vehicle manufacturer, which can be used for authentication to
download soft SIM or VSIM identities issued by mobile
network operators. A software agent may also be provisioned
in OBU 30 to connect to a desired an identity service provider
60 (e.g., third party identity service provider, mobile network
operator, manufacturer identity service provider, etc.) to
obtain the VSIM. For example, if vehicle 4 is manufactured in
Japan, then software agent may use the manufacturer VSIM
to authenticate vehicle 4 to the identity service provider, and
then download a VSIM to be used during quality assurance
testing before vehicle 4 is exported from Japan to an automo-
tive dealer in the United States (U.S.).

After vehicle 4 is shipped and crosses an international
border such as the U.S., the software agent can use manufac-
turer VSIM identity to download a VSIM of a local mobile
network operator (e.g., Verizon, AT&T, T-Mobile, SPRINT,
PCS, etc.), by accessing an identity service provider 60
through which the manufacturer has provisioned VSIMs.
This may be desirable for the manufacturer to avoid expen-
sive roaming charges. Thus, the manufacturer may be able to
negotiate a better rate (e.g., for a particular area) with differ-
ent mobile network operators at any time and simply update
the associated VSIM on vehicle 4.

When a consumer purchases vehicle 4 from the automotive
dealer and becomes an owner of vehicle 4, he may provision
one or more different VSIMs on the OBU of vehicle 4 for his
own network access. The owner may authenticate to a desired
identity service provider 60 and download a desired one or
more VSIMs to be used for connectivity (e.g., 3G or 4G) by
the owner. The owner may also download an identity profile
to allow personalization of contacts and various preferences
provided in the identity profile, as previously described
herein (e.g., personalized contacts, vehicle settings, payment
methods, device lists, etc.). The owner may also configure
authentication requirements to authenticate to vehicle 4 (e.g.,
set up as desired via key fob, user ID and password, biomet-
rics, etc.).

If another member of the owner’s family drives vehicle 4,
another VSIM may be provisioned. The family member may
authenticate to the same or different identity service provider
and download his own one or more VSIMs, which could
correspond to the same or different mobile network operators.
In addition, a separate identity profile for the family member
may also be downloaded to allow for personalization of pref-
erences, subject to policies implemented by the owner or
other superagent and subject to priorities related to the role of
an agent at a particular time (e.g., driver vs. passenger). The
family member may also configure authentication require-
ments, which could be provided in identity profile, in order to
authenticate to vehicle 4 each time the family member is in
the vehicle as a driver or a passenger.

Finally, if vehicle 4 is sold, the new owner can download
his particular one or more VSIMs and/or identity profile from
an appropriate identity service provider, and can create
authentication requirements for authenticating to the vehicle.
The VSIMs and identity profiles associated with the previous
owner, any human agent associated with the previous owner,
and any mobile devices may be removed from OBU 30.
However, other identity profiles and VSIMs associated with
agents such as authorized entities, machine devices, and soft-
ware agents may remain on OBU 30, if appropriate.

In certain implementations and numerous examples pro-
vided herein, vehicle 10 is described with reference to an
automobile. Communication system 10, however, is not lim-
ited to automobiles, but can be applied to a myriad of other
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types of vehicles (e.g., airplanes, boats, trains, etc.). It will be
appreciated that the broad teachings disclosed herein are
intended to include any type of vehicle used to move from one
location to another location, including vehicles that are not
designed to transport humans.

In certain example implementations, at least some portions
of'enabling secure transactions and flexible identity manage-
ment activities outlined herein may be implemented in soft-
ware. This could be inclusive of software provided in trans-
action security framework 70 of OBU 30 and in other
modules and elements such as secure communication module
77. These elements and/or modules can cooperate with each
other in order to perform the enabling secure transactions and
flexible identity management activities as discussed herein.
In other embodiments, one or more of these features may be
implemented in hardware, provided external to these ele-
ments, or consolidated in any appropriate manner. For
example, some of the processors associated with the various
elements may be removed, or otherwise consolidated such
that a single processor and a single memory location are
responsible for certain activities. In a general sense, the
arrangements depicted in FIGS. 1, 3 and 4 may be more
logical in their representations, whereas a physical architec-
ture may include various permutations, combinations, and/or
hybrids of these elements.

Any of the memory items discussed herein should be con-
strued as being encompassed within the broad term ‘memory
element.” Similarly, any of the potential processing elements,
modules, and machines described in this Specification should
be construed as being encompassed within the broad term
‘processor.” Furthermore, OBU 30, and each separate com-
ponent of OBU 30, may also include suitable interfaces for
receiving, transmitting, and/or otherwise communicating
data or information in a network environment.

Note that with the numerous examples provided herein,
interaction may be described in terms of two, three, four, or
more network elements. However, this has been done for
purposes of clarity and example only. It should be appreciated
that the system can be consolidated in any suitable manner.
Along similar design alternatives, any of the illustrated com-
puters, modules, components, and elements of FIGS. 1
through 4 may be combined in various possible configura-
tions, all of which are clearly within the broad scope of this
Specification. In certain cases, it may be easier to describe one
or more of the functionalities of a given set of flows by only
referencing a limited number of network elements. It should
be appreciated that communication system 10 of FIGS. 1
through 3 and its teachings are readily scalable and can
accommodate a large number of components, as well as more
complicated/sophisticated arrangements and configurations.
Accordingly, the examples provided should not limit the
scope or inhibit the broad teachings of communication sys-
tem 10 as potentially applied to a myriad of other architec-
tures.

It is also important to note that the operations and steps
described with reference to the preceding FIGURES illustrate
only some of the possible scenarios that may be executed by,
or within, the system. Some of these operations may be
deleted or removed where appropriate, or these steps may be
modified or changed considerably without departing from the
scope of the discussed concepts. In addition, the timing of
these operations may be altered considerably and still achieve
the results taught in this disclosure. The preceding opera-
tional flows have been offered for purposes of example and
discussion. Substantial flexibility is provided by the system in
that any suitable arrangements, chronologies, configurations,
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and timing mechanisms may be provided without departing
from the teachings of the discussed concepts.

Although the present disclosure has been described in
detail with reference to particular arrangements and configu-
rations, these example configurations and arrangements may
be changed significantly without departing from the scope of
the present disclosure. For example, although the present
disclosure has been described with reference to particular
communication exchanges involving certain network access
and protocols, communication system 10 may be applicable
to other exchanges or routing protocols in which packets are
exchanged in order to provide mobility data, connectivity
parameters, access management, etc. Moreover, although
communication system 10 has been illustrated with reference
to particular elements and operations that facilitate the com-
munication process, these elements and operations may be
replaced by any suitable architecture or process that achieves
the intended functionality of communication system 10.

Numerous other changes, substitutions, variations, alter-
ations, and modifications may be ascertained to one skilled in
the art and it is intended that the present disclosure encompass
all such changes, substitutions, variations, alterations, and
modifications as falling within the scope of the appended
claims.

What is claimed is:

1. A method, comprising:

detecting an event for a transaction on an on-board unit
(OBU) of a vehicle, the event having a trigger associated
with an agent that is authenticated to the OBU, wherein
the agent is one of a plurality of authenticated agents
provisioned to access the OBU, wherein the agent is
associated with a first set of one or more authentication
requirements that enable access to the OBU by the agent
when the agent is authenticated based on the first set of
one or more authentication requirements, and wherein
the agent is associated with one or more network cre-
dentials provisioned in the OBU to enable a network
connection to be established between the OBU and a
remote network;

determining whether at least one of a transaction applica-
tion or any transaction type that corresponds to the trans-
action application is mapped to the agent in a mapping
database of the OBU, wherein the transaction applica-
tion corresponds to the transaction associated with the
detected event, and wherein the mapping is based on a
level of authorization of the agent;

determining the transaction application is authorized based
on a determination that at least one of the transaction
application or a transaction type that corresponds to the
transaction application is mapped to the agent in the
mapping database of the OBU;

identifying particular network credentials of the one or
more network credentials associated with the agent; and

providing the particular network credentials to the transac-
tion application,

wherein the network connection is established by the trans-
action application using the particular network creden-
tials,

wherein at least one other agent of the plurality of authen-
ticated agents is associated with one or more other net-
work credentials to enable another network connection,
initiated by the other agent, to be established between
the OBU and the remote network.

2. The method of claim 1, wherein the agent includes the

transaction application, the trigger being a request from the
transaction application for the particular network credentials,
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wherein the transaction application establishes the network
connection between the OBU and an authorized entity via the
remote network.

3. The method of claim 1, wherein the agent is a detector,
the trigger being a signal received by the detector from a
transaction system external to the vehicle.

4. The method of claim 1, wherein the agent is a human, the
trigger being a command from the human through the OBU to
initiate the transaction application.

5. The method of claim 1, wherein the agent is a mobile
device connected to the OBU through a local network, the
trigger being a request from the mobile device for the particu-
lar network credentials.

6. The method of claim 1, wherein an identity profile asso-
ciated with the agent is provisioned in the OBU, the identity
profile including information indicating the one or more net-
work credentials.

7. The method of claim 6 further comprising:

providing application programming interfaces (APIs) to

the transaction application to enable the transaction
application to access one or more of a plurality of pieces
of information of the identity profile.

8. The method of claim 7, further comprising:

providing payment information to the transaction applica-

tion, the payment information being one of the plurality
of pieces of information included in the identity profile
of the agent.

9. The method of claim 1, further comprising:

detecting a second event for a second transaction on the

OBU, the second event having a second trigger associ-
ated with the agent;

identifying second network credentials of the one or more

network credentials associated with the agent;
determining whether the agent needs to be authenticated
for the second transaction; and

determining a second set of one or more authentication

requirements associated with the agent if it is deter-
mined that the agent needs to be authenticated for the
second transaction, wherein the second network creden-
tials are not accessible to a second transaction applica-
tion that corresponds to the second transaction unless the
agent successfully authenticates based on the second set
of one or more authentication requirements.

10. The method of claim 9, wherein the second transaction
is blocked if the second transaction is not authorized.

11. The method of claim 1, further comprising:

establishing a second network connection with a second

agent via the remote network;

detecting the second agent in the established second net-

work connection;
determining a second set of one or more authentication
requirements associated with the second agent;

receiving, from the second agent, updated network creden-
tials associated with the second agent if the second agent
successfully authenticates based on the second set of one
or more authentication requirements; and

storing the updated network credentials in a memory ele-

ment of the OBU.

12. At least one non-transitory machine readable media
that includes code for execution and when executed by a
processor is operable to perform operations comprising:

detecting an event for a transaction on an on-board unit

(OBU) of a vehicle, the event having a trigger associated
with an agent that is authenticated to the OBU, wherein
the agent is one of a plurality of authenticated agents
provisioned to access the OBU, wherein the agent is
associated with a first set of one or more authentication
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requirements that enable access to the OBU by the agent
when the agent is authenticated based on the first set of
one or more authentication requirements, and wherein
the agent is associated with one or more network cre-
dentials provisioned in the OBU to enable a network
connection to be established between the OBU and a
remote network;

determining whether at least one of a transaction applica-

tion or any transaction type that corresponds to the trans-
action application is mapped to the agent in a mapping
database of the OBU, wherein the transaction applica-
tion corresponds to the transaction associated with the
detected event, and wherein the mapping is based on a
level of authorization of the agent;

determining the transaction application is authorized based

on a determination that at least one of the transaction
application or a transaction type that corresponds to the
transaction application is mapped to the agent in the
mapping database of the OBU;

identifying particular network credentials of the one or

more network credentials associated with the agent; and
providing the particular network credentials to the transac-
tion application,

wherein the network connection is established by the trans-

action application using the particular network creden-
tials,

wherein at least one other agent of the plurality of authen-

ticated agents is associated with one or more other net-
work credentials to enable another network connection,
initiated by the other agent, to be established between
the OBU and the remote network.

13. The at least one non-transitory machine readable
medium of claim 12, wherein an identity profile associated
with the agent is provisioned in the OBU, the identity profile
including information indicating the one or more network
credentials.

14. The at least one non-transitory machine readable
medium of claim 13, the operations further comprising:

providing application programming interfaces (APIs) to

the transaction application to enable the transaction
application to access one or more of a plurality of pieces
of information of the identity profile.

15. The at least one non-transitory machine readable
medium of claim 12, the operations further comprising:

detecting a second event for a second transaction on the

OBU, the second event having a second trigger associ-
ated with the agent;

identifying second network credentials of the one or more

network credentials associated with the agent;
determining whether the agent needs to be authenticated
for the second transaction; and

determining a second set of one or more authentication

requirements to associated with the agent if it is deter-
mined that the agent needs to be authenticated for the
second transaction, wherein the second network creden-
tials are not accessible to a second transaction applica-
tion that corresponds to the second transaction unless the
agent successfully authenticates based on the second set
of one or more authentication requirements.

16. The at least one non-transitory machine readable
medium of claim 12, the operations further comprising:

establishing a second network connection with a second

agent on the remote network;

detecting the second agent in the established second net-

work connection;

determining a second set of one or more authentication

requirements associated with the second agent;
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receiving, from the second agent, updated network creden-
tials associated with the second agent if the second agent
successfully authenticates based on the second set of one
or more authentication requirements; and

storing the updated network credentials in a memory ele-

ment of the OBU.

17. The at least one non-transitory machine readable
medium of claim 12, wherein the agent includes the transac-
tion application, the trigger being a request from the transac-
tion application for the particular network credentials,
wherein the transaction application establishes the network
connection between the OBU and an authorized entity via the
remote network.

18. The at least one non-transitory machine readable
medium of claim 12, wherein the agent is a detector, the
trigger being a signal received by the detector from a trans-
action system external to the vehicle.

19. The at least one non-transitory machine readable
medium of claim 12, wherein the agent is a human, the trigger
being acommand from the human through the OBU to initiate
the transaction application.

20. The at least one non-transitory machine readable
medium of claim 12, wherein the agent is a mobile device
connected to the OBU through a local network, the trigger
being a request from the mobile device for the particular
network credentials.

21. The at least one non-transitory machine readable
medium of claim 14, the operations further comprising:

providing payment information to the transaction applica-

tion, the payment information being one of the plurality
of pieces of information included in the identity profile
of the agent.

22. The at least one non-transitory machine readable
medium of claim 15, wherein the second transaction is
blocked if the second transaction is not authorized.

23. An apparatus, comprising:

a memory element configured to store data and a mapping

database;

an authentication and secure transaction module; and

a processor operable to execute instructions associated

with the data, wherein the processor, the memory ele-
ment, and the authentication and secure transaction
module cooperate such that the apparatus is configured
for:
detecting an event for a transaction on the apparatus, the
apparatus configured for operation in a vehicle as an
on-board unit (OBU), the event having a trigger asso-
ciated with an agent that is authenticated to the OBU,
wherein the agent is one of a plurality of authenticated
agents provisioned to access the OBU, wherein the
agent is associated with a first set of one or more
authentication requirements that enable access to the
OBU by the agent when the agent is authenticated
based on the first set of one or more authentication
requirements, and wherein the agent is associated
with one or more network credentials provisioned in
the OBU to enable a network connection to be estab-
lished between the OBU and a remote network;
determining whether at least one of a transaction appli-
cation or any transaction type that corresponds to the
transaction application is mapped to the agent in a
mapping database of the OBU, wherein the transac-
tion application corresponds to the transaction asso-
ciated with the detected event, and wherein the map-
ping is based on a level of authorization of the agent;
determining the transaction application is authorized
based on a determination that at least one of the trans-
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action application or a transaction type that corre-
sponds to the transaction application is mapped to the
agent in the mapping database of the OBU;

identifying particular network credentials of the one or
more network credentials associated with the agent;
and

providing the particular network credentials to the trans-
action application,

wherein the network connection is established by the
transaction application using the particular network
credentials,

wherein at least one other agent of the plurality of authen-

ticated agents is associated with one or more other net-
work credentials to enable another network connection,
initiated by the other agent, to be established between
the OBU and the remote network.

24. The apparatus of claim 23, wherein the apparatus is
further configured for:

providing application programming interfaces (APIs) to

the transaction application to enable the transaction
application to access one or more of a plurality of pieces
of information of an identity profile provisioned in the
OBU and associated with the agent.

25. The apparatus of claim 24, wherein the identity profile
is downloaded to the OBU from a remote identity service
provider and stored in the memory element of the apparatus in
an encrypted format.

26. The apparatus of claim 23, wherein the apparatus is
further configured for:

establishing a second network connection with a second

agent on the remote network;

detecting the second agent in the established second net-

work connection;
determining a second set of one or more authentication
requirements associated with the second agent;

receiving, from the second agent, updated network creden-
tials associated with the second agent if the second agent
successfully authenticates based on the second set of one
or more authentication requirements; and

storing the updated network credentials in the memory

element of the OBU.

27. The apparatus of claim 23, wherein the agent includes
the transaction application, the trigger being a request from
the transaction application for the particular network creden-
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tials, wherein the transaction application establishes the net-
work connection between the OBU and an authorized entity
via the remote network.

28. The apparatus of claim 23, wherein the agent is a
detector, the trigger being a signal received by the detector
from a transaction system external to the vehicle.

29. The apparatus of claim 23, wherein the agent is a
human, the trigger being a command from the human through
the OBU to initiate the transaction application.

30. The apparatus of claim 23, wherein the agent is a
mobile device connected to the OBU through a local network,
the trigger being a request from the mobile device for the
particular network credentials.

31. The apparatus of claim 24, wherein the apparatus is
further configured for:

providing payment information to the transaction applica-

tion, the payment information being one of the plurality
of pieces of information included in the identity profile
of the agent.

32. The apparatus of claim 23, wherein the apparatus is
further configured for:

detecting a second event for a second transaction on the

OBU, the second event having a second trigger associ-
ated with the agent;

identifying second network credentials of the one or more

network credentials associated with the agent;
determining whether the agent needs to be authenticated
for the second transaction; and

determining a second set of one or more authentication

requirements to associated with the agent if it is deter-
mined that the agent needs to be authenticated for the
second transaction, wherein the second network creden-
tials are not accessible to a second transaction applica-
tion that corresponds to the second transaction unless the
agent successfully authenticates based on the second set
of one or more authentication requirements.

33. The apparatus of claim 32, wherein the second trans-
action is blocked if the second transaction is not authorized.

34. The apparatus of claim 23, wherein an identity profile
associated with the agent is provisioned in the OBU, the
identity profile including information indicating the one or
more network credentials.

#* #* #* #* #*

TOYOTA EXHIBIT 1017
Page 42 of 42





