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Features
User Category | Prim. Ident. Sec. Ident. [Admin. ,L_sasr}:t Collision [Blind Spot| Parking |Restraints| Speed
User1 Primary key fob biometric X X X X
User 2 Primary key fob X X X X
User3 |Temporary PIN X X X X X 70 mph
User4 |Secondary| SmartDevice | biometric X X X X X 70 mph
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SYSTEM FOR VEHICULAR BIOMETRIC
ACCESS AND PERSONALIZATION

BACKGROUND

[0001] Car manufacturers continue to investigate ways to
improve the security of a vehicle while allowing for person-
alized settings to be saved and recalled based on the identity
of'auser. Certain key transmitters may identify specific users.
Each identified user may be associated with a set of pre-
defined settings or preferences. However, there is aneed for a
more user-friendly system to establish and manage users and
their respective settings. There is also a need for a system to
efficiently authenticate users based on user input.

SUMMARY

[0002] A management system for authenticating a user and
customizing a user profile may include a control module
configured to authenticate an administrator via an adminis-
trator identification. The control module may receive a user
identification distinct from the administrator identification,
receive a set of selected features associated with the user and
create a profile including the user identification and the set of
selected features. Once the profile is created, the control
module may apply the profile associated with the user iden-
tification in response to authenticating a user based on the
user identification.

[0003] A method may include authenticating an adminis-
trator via an administrator identification. The method may
also include receiving a user identification distinct from the
administrator identification, receiving a set of selected fea-
tures associated with the user, and creating a profile including
the user identification and the set of selected features. The
profile may be applied in response to authenticating a user
based on the user identification.

[0004] A non-transitory computer-readable medium tangi-
bly embodying computer-executable instructions may
include authenticating an administrator via an administrator
identification. The method may also include receiving a user
identification distinct from the administrator identification,
receiving a set of selected features associated with the user,
and creating a profile including the user identification and the
set of selected features. The profile may be applied in
response to authenticating a user based on the user identifi-
cation.

BRIEF DESCRIPTION
[0005] FIG. 1 illustrates an exemplary management sys-
tem;
[0006] FIG. 2 illustrates an exemplary chart of exemplary

user profiles to be stored in the database of the management
system,

[0007] FIGS.3A-3F illustrate exemplary screen shots from
the user interface of the exemplary management system;
[0008] FIG. 4 illustrates an exemplary flowchart of an
exemplary process for creating user profiles;

[0009] FIG. 5 illustrates another exemplary flowchart of an
exemplary process for creating user profiles;

[0010] FIG. 6 illustrates an exemplary flowchart for an
exemplary process for moditying and deleting existing mem-
ber profiles;

[0011] FIG. 7 illustrates an exemplary flowchart for adding
an identification method to a member profile;
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[0012] FIG. 8 illustrates an exemplary flowchart for
authenticating a user and applying a member profile; and
[0013] FIG. 9 illustrates an exemplary schematic view of
the control module.

DETAILED DESCRIPTION

[0014] Described herein is a management system for estab-
lishing and managing personalized settings within a vehicle
based on a user identification. The system may facilitate easy
management of user profiles which identify a specific user by
a unique user identification method. The profiles also estab-
lish a set of selected features to be enabled during the user’s
use of the vehicle (e.g., speed limitations, restraint alerts,
etc.). While a user may initially be authenticated based on the
presence of a key fob or other transmitter, the user may be
further authenticated based on the user identification. The
profile associated with the identification may be transmitted
in response to the authentication. Because the user is further
identified by the user identification, the specific key fob or
transmitter used to access a vehicle may not necessarily be
associated with a specific user or category of user. Thus, the
user identification instead of the transmitter may be used to
implement the selected features. Moreover, a user interface
may be provided to facilitate a user-friendly system for cre-
ating and modifying user profiles within the system. The user
interface may be located within a vehicle, or remotely there-
from.

[0015] FIG. 1 is an exemplary management system 100
having an authentication device 105, user interface 110, con-
trol module 115, and database 120. The authentication device
105 may be in communication with the control module 115 of
avehicle and include any device capable of acquiring unique
user identifications to identify a user. For example, the
authentication device 105 may be a biometric device such as
a biometric fingerprint scanner. The biometric device may
also be a voice recorder configured to receive and transmit an
audio recording, such as a pre-established phrase that could
be used to identify a user. The authentication device 105 may
also be capable of recognizing facial features for facial rec-
ognition authentication. The authentication device 105 may
also be akey pad capable of receiving input from the user such
as apersonal identification number (PIN). In this example, the
key pad may be integrated into the door of a vehicle in which
the keypad may also be used to gain access to the vehicle. The
keypad may also be included and presented to the user via the
user interface 110 within the vehicle such as within the dash
board or user console. In one example, the user interface 110
may include the MyFord Touch®. The keypad may also be
included in the smart device, which may also receive input
from the user and communicate a PIN to the control module
115. The authentication device 105 may also be an ignition
switch or an ignition key. The authentication device 105 may
also be a transceiver configured to receive input, or signals,
from a transmitter, such as a key fob.

[0016] Additionally or alternatively, the transceiver may be
capable of communicating with a smart device such as a
mobile Wi-Fi enabled device to further identify a user. The
smart device may be configured to communicate with the
control module 115 using one or more mechanisms such as
Ethernet, Bluetooth®, Wi-Fi®, WiFi protocols (802.11b,
802.11g, 802.11n, etc.), or any other wired or wireless com-
munications mechanism. In the example of a smart device,
the transceiver may receive information from the smart
device via a communication protocol recognized by the trans-
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ceiver within the vehicle. The information may include infor-
mation unique to the device so as to identify the smart device.
While a vehicle is turned on, the transceiver and control
module 115 may be configured to receive communications
from the smart device. However, when the vehicle is off, the
transceiver may also be off, so as to not drain any reserve
battery power of the vehicle. In this example, the transceiver
and/or control module 115, may periodically awake to detect
communications from the smart device. This method of
authentication may be used to identify a user based on the
signal received from the smart device. This identification may
be used to apply a respective user profile. The identification
may also be used to grant access to the vehicle (e.g., exterior
access upon approaching the vehicle.) Additionally or alter-
natively, the authentication device 105 may be a smart device
capable of receiving inputs such as PINs, biometric data,
voice samples, facial recognition, finger prints, etc. Thus,
authentication may take place outside of the vehicle once the
user enters within a pre-defined radius of the vehicle. The user
location may be determined by using GPS technologies
within the smart device. Additionally or alternatively the
vehicles sensors may determine that the smart device is
within a sensor’s operation range.

[0017] In one example, the smart device may be used to
authenticate a user as the user is approaching the vehicle.
Once the smart device is detected within a predetermined
radius of the vehicle, the smart device may be used to authen-
ticate the user by any of the mechanisms described herein,
(e.g., aunique smart device identifier, biometric inputs, PIN,
etc.) Thus, the smart device may include a biometric device,
keypad, etc., to facilitate authentication.

[0018] The authentication device 105 may also be a com-
bination of devices. More than one device may be necessary
to collect user input data to authenticate a user. In one
example, a user may be required to be dually authenticated via
both a key fob transmitter as well as a PIN. In another
example, the user may only need to be authenticated based on
a single input. However, in an instance where one input will
notauthenticate the user, either because it is of poor quality, or
the respective device is faulty, the user may input a second
form of identification for authentication purposes. For
example, if a user is attempting to input biometric data, such
as a fingerprint, but the biometric scanner cannot acquire an
adequate sample, perhaps due to dirt or oil on the scanner, the
user may alternatively be authenticated via a PIN.

[0019] The authentication device 105 may be in communi-
cation with the control module 115 within the vehicle. The
control module 115 may be located within the vehicle. Addi-
tionally or alternatively, the control module 115 may be
located remotely from the vehicle and in communication with
a vehicle processor via a cloud or network communication
mechanism. The control module 115 may be configured to
receive input from the authentication device 105. The control
module 115 may include various device drivers, as necessary,
for each type of authentication device 105. In one example,
where the authentication device 105 includes a biometric
fingerprint sensor, the control module 115 may include a
device driver configured to receive the biometric input from
the sensor. The biometric input from the sensor may be con-
figured to translate a fingerprint scan into a vector represen-
tation (e.g., biometric template). The device driver within the
control module 115 may be configured to perform such trans-
lation. The authentication device 105 itself may also be con-
figured to perform the necessary translations. Additionally or
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alternatively, a separate processor (not shown) may also be
configured to receive the user input from the authentication
device 105. The processor may then transmit the input to the
control module 115. The processor may also communicate
directly with the database 120.

[0020] Theuser interface 110 may be a graphical user inter-
face (GUI) and may be configured to display and facilitate the
operation of the management system 100. Exemplary screen
shots to be displayed via the user interface 110 are presented
in FIGS. 3A-3F. The user interface 110 may be used to facili-
tate the processes described in FIGS. 4-8. More specifically,
it may be used as an authentication device 105, as described
above.

[0021] The control module 115 may include, or be in com-
munication with, a plurality of other feature modules 125.
These additional modules 125 may be associated with spe-
cific features within the vehicle. These features may include
warnings, or aids designed to increase the safety of the vehicle
under the user’s operation. In one example, a lane assist
module may be in communication with the control module
115. The lane assist module may alert a driver when he or she
is drifting out of the current lane. The collision alert module
may alert the user to a slow moving or stopped vehicle in front
of'it. The blind spot alert module may alert the driver when an
object is within the driver’s blind spot. The parking assistant
module may help a driver parallel park. A restraint warning
module may alert a driver and/or passenger when the vehicle
occupants’ seat belts are not fastened. The speed limitation
module may limit the top end speed of the vehicle. Additional
modules may also be included, such as modules affecting user
settings such a seat position module, climate control module,
cruise control module, remote start module, welcome screen
or HUD module, etc.

[0022] Each of these modules may be configured to com-
municate with at least a portion of the vehicle elements
responsible or associated with that module. In the example of
the speed limitation module, the module may be in contact
with the vehicle’s electronic speed control (ESC) to limit the
top end speed a car may achieve based on a predefined speed
setting.

[0023] The control module 115 and/or the processor may
also communicate with a database 120 configured to store
user identifications and vehicle settings associated therewith
in a user profile. Via the management system 100, the user
profiles within the database 120 may continually be modified
and updated. This process is described herein. An exemplary
visual representation of a database 120 of user profiles is
shown in FIG. 2. In FIG. 2, the user profiles for specific
registered users may each have at least one identification
associated with the registered user. Moreover, each user may
have a set of feature settings. These feature settings include at
least one feature, as described above with respect to the asso-
ciated modules. The features may be selected or deselected,
or include a specific value associated therewith. Taking, for
example, user 1, a blind spot alert module may be selected and
enabled, but a max speed limitation may not be set. However,
user 4, which may be a teenager or new driver, may have a
max speed set at 70 miles per hour. As described herein,
specifically with respect to the processes in FIGS. 4-7, the
users and the features associated therewith may be modified
and updated.

[0024] In addition to the features and identifications, a spe-
cific user profile may also include a classification such as
primary or secondary. Each classification may be associated
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with a predefined set of enabled features. For example, a
primary classification may indicate that the user is one of the
main operators of the vehicle while a secondary classification
may indicate that a user only periodically operates the
vehicle. In one example, a vehicle may be predominantly
driven by a parent, or primary member. However, on the
weekends and evenings a teenage child, or secondary mem-
ber, may occasionally drive the vehicle. In some circum-
stances, but not necessarily, a primary member may also be an
administrator member. An administrator may typically be the
owner of a vehicle. In one example, an administrator may be
one of two adults in a household. In another example, an
administrator may be a manager within an organization in
charge of a service vehicle or fleet of vehicles. For example,
a moving company may have several drivers for each of their
moving vehicles. An administrator may be cognizant or aware
of'the status, location and driver of each vehicle. Moreover, an
administrator may have more authority as to how members
are added, deleted and modified. For example, an administra-
tor may have the ability to create another administrator,
modify existing non-administrator members, etc.

[0025] Returning to FIG. 1, the database 120 may be stored
in a cloud storage system. The cloud storage system may
allow access to the database 120 regardless of the location of
the user. The database 120 may be reached by the control
module 115 within the vehicle. The database 120 may also be
remotely accessed at a user’s personal computer, tablet, smart
device, etc. The system 100 may determine whether the data-
base 120 is up to date. In one example, it may be determined
whether the most recent user profiles are included in the
database 120. Upon recognizing that a vehicle has been
started, the system may query the database 120 for updated
user profiles. These updated user profiles may be received
from the vehicle, or other systems, such as web-based sys-
tems, in order to further define, or re-define a user profile. Ifa
new profile is detected, (e.g., the time stamp on one profile is
more recent than the time of an existing profile,) then the new
profile may be stored within the database 120 and applied
going forward.

[0026] Limits on the total amount of access attempts may
also be applied. For example, if a user attempts several bio-
metric inputs and fails, and then in turn attempts multiple PIN
inputs and fails, the system may time-out for a predetermined
amount of time in an effort to increase vehicle security (e.g.,
preventing theft). In some situations a PIN may be guessed by
trial and error. Thus, implementing an overall limit may pre-
vent unauthorized access.

[0027] Moreover, upon receiving authentication requests,
the system 100 may have a predefined number of allowable
access attempts. For example, a user may only attempt to
access the vehicle a maximum number of times via the same
authentication method before the user may become ‘locked
out’. A notification may be presented, indicating that the
authentication has failed, via the user interface 110, as well as
via an audible chime or message through the user interface
110 or vehicle speakers. Additionally or alternatively notifi-
cation may come from the smart device via an SMS message.
A vehicle’s interior or exterior lights may also indicate that a
user has been authenticated by varying their hues or blinking
on in off in a certain pattern.

Additionally or alternatively, the user may be prompted via
the user interface 110 to user a different authentication
mechanism. For example, if the user has repeatedly tried to be
authenticated via a biometric input such as a finger print,
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without success, after the fifth try, the user interface may
prompt the user with a message such as “Maximum authen-
tication attempts reached, please use alternative authentica-
tion method.” The user may then attempt authentication via
another method, such as using a key fob, or entering a PIN.
Upon reaching the maximum amount of access attempts, the
database 120 may flag a record associated with the user. This
flag may indicate to the system to verify that the database has
not become corrupt.

[0028] If a user record has been flagged, the system may
proceed to determine whether or not the database is correct.
Any number of integrity methods may be used to verify the
authenticity of the database. For example, checksums may be
compared, e.g., comparing a user’s cloud profile with a
vehicle profile. If the checksums are not the same, then the
process may proceed to override the vehicle copy of the
profile with the cloud copy of the profile. Ifthe checksums are
the same, the process may determine whether a previous
version of the user’s profile exists. This may be done by
checking the time stamps of the user profiles within the data-
base 120. If there is no other version of the profile, a default
profile for the specific user types associated with the user at
authentication (e.g., primary or secondary) is applied. If a
new version of the profile is present, the new profile may
overwrite the existing user profile and be applied.

[0029] FIGS. 3A-3F show exemplary user interfaces con-
figured to facilitate the modification, creation and deletion of
registered users and their respective feature settings. These
screens are only exemplary and intended to facilitate the
understanding of the below described process and are in no
ways limiting. These exemplary interfaces may be referred to
below in describing such processes. FIG. 3A is an exemplary
interface within a vehicle. The user interface may present a
plurality of options for managing specific systems within a
vehicle. For example, the management system 100 may be
configured to facilitate the management of users and their
respective feature settings and may be presented via the
‘Manage Members’ option. By selecting the ‘Manage Mem-
bers’ option, the management system 100 may be launched.
FIG. 3B is an exemplary interface displayed in response to the
management system 100 being launched.

[0030] FIG. 3B sets forth options for managing and regis-
tering user profiles. As exemplified, create member, delete
member and modify member options are displayed. A create
member option may be presented to create a new registered
member within the system 100. As shown in FIG. 3C, the
member may be a ‘Permanent Member,” such as a family
member or employee that is expected to drive the vehicle
regularly. The member may also be a temporary member,
such as a valet, car repair personnel, etc. Each of the perma-
nent member option and temporary member option may cre-
ate user profiles having specific default features. These
default features may include a predefined selection of certain
features. For example, a temporary member option may
include an expiration feature within the user profile which
would set the user’s registration to expire after a predefined
amount of time. For example, if a registered user is valet
parking, the registered user may select to create a temporary
member to give the valet personnel temporary access to the
vehicle. The valet personnel may be given a PIN or be authen-
ticated by other methods. However, this authentication may
only be valid for a predetermined amount of time, such as a 3
hour window. The default profile for a temporary member
may include this time limit, as well as other feature selections.
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Moreover, as described herein, the default profile may be
overridden and modified within the management system 100.
Additionally or alternatively, a user classification, such as
primary or secondary, may also be selected, although not
explicitly shown in the exemplary figures. As explained, each
of these categories also may have default settings associated
therewith.

[0031] FIG. 3D sets forth an exemplary interface for select-
ing an identification method in response to selecting to create
a new member. The identification method selected may be
used to identify the new user. For example, the new user may
be identified using a PIN input. The PIN input may give the
user access to vehicle features, including allowing the user to
drive the vehicle with certain features and constraints
enabled. The identification method may correspond to the
available authentication devices 105 within the system 100.
For example, a PIN identification may be available as long as
an appropriate key pad module is in communication with the
controlunit. The PIN may also be inputted using the vehicle’s
user interface. The PIN may be generated by the primary user,
administrator, dealer, etc., to initiate creating a user profile
within the vehicle when key fobs are not available. This
ensures that only someone with the owner knowledge, either
given explicitly, via the PIN, or implicitly, via possessionof'a
valid key fob, can create a profile.

[0032] Moreover, a biometric input may be available to
identify the new user as long as a biometric device is included
in the system 100. The identification method may include, but
is not limited to, PIN, smart device, biometric, key fob, etc.
The identification method may be a secondary form of
authentication following a primary authentication. A primary
authentication, as described herein, may include accessing
the vehicle via a general input such as a key fob or transmitter.
This primary authentication may not be user specific. Thus,
the secondary authentication provides for a more user specific
authentication. Moreover, the user profile may be associated
with the user identification and not the general input.

[0033] FIG. 3E sets forth an exemplary interface for select-
ing between custom settings and default settings when creat-
ing a user profile. Default settings may allow the user to
accept the default settings stored within the database 120 and
apply them to the new user profile. This may create a short cut
for creating a new user thus saving time. Moreover, selecting
the default settings may ensure that all of the appropriate
features are selected and avoid the possibility of missing, or
not selecting, an important feature (e.g., the restraint warn-
ing). Although not shown, by selecting the default settings
option, a user may be presented to select a category, such as
primary or secondary, associated with the new member. Each
category may have its own default settings, differing from the
other. For example, a primary member may have only a select
few features selected while a secondary member may have
nearly all of the features enabled. A secondary member may
be new drivers, such as teenagers. Secondary members may
also be guests, valets, etc. Primary members may have the
ability to customize their profiles. However, secondary mem-
bers may have limited customization abilities. By selecting
either a primary or secondary member, the user is able to
quickly identify the type of driver and apply the respective
default settings for the new user profile.

[0034] Selecting a custom setting may allow the user profile
to be created on a feature by feature basis. Selection of the
custom setting option may prompt an interface allowing for
the selection and customization of certain features. An exem-
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plary interface is shown in FIG. 3F. Although not necessarily
exhaustive, the interface in FIG. 3F displays a plurality of
features that may be selected to be included in a user profile.
Some features, such as the speed limitation feature, may also
be customized, meaning a specific value may be placed estab-
lished and saved within the profile.

[0035] FIGS. 4-7 show exemplary processes for customiz-
ing personalization settings via the management system 100.
FIG. 4 shows an exemplary process 400 for creating, custom-
izing and modifying user profiles using user key fobs as an
initial identification method. At block 405 a user may launch
the manage members option via the user interface 110. An
exemplary interface 110 is shown in F1G. 3A. By selecting the
‘Manage Members’ option block, the user may launch the
management system 100.

[0036] At block 410, launching the manage members
option, an option may be selected identifying whether a mem-
ber is to be created at block 415 or modified/deleted at block
425. If anew member is to be created, the process proceeds to
block 430. If a member is to be modified/deleted, the process
proceeds to process 600.

[0037] At block 430, the user may be prompted via the
interface 110 to have the option to create an administrator. If
an administrator is to be created, the process proceeds to
block 435. If a non-administrator member is to be created, the
process proceeds to block 440.

[0038] At block 435 it is determined whether at least two
transmitters are present within a predefined range of the con-
trol module 115. Two key fobs may be necessary to create a
new administrator user profile. One key fob may belong to the
current administrator while the second may belong to the new
administrator. If both key fobs are detected, the process pro-
ceeds to block 445, if not, the process proceeds to block 450
where an error message may be presented via the user inter-
face 110. For example, a detailed error message may be
presented alerting the user to the fact that both key fobs are not
located. The process may then end. Although not shown in
process 400, in lieu of having two key fobs present, the owner
may proceed with process 400 using a PIN issued upon pur-
chase.

[0039] At block 445, an identification method may be
selected. The identification method may be any one of the
methods described above with respect to FIG. 3D. Additional
identification methods may also be included. While the iden-
tification method may be selected by the user via the interface
110, the identification method may also be selected automati-
cally by the control module 115. For example, if the authen-
tication device 105 is a smart device associated with the new
member, the control module 115 may communicate with the
smart device automatically upon the smart device coming
within a predefined range of the vehicle. Upon picking up a
signal or detecting communications from the smart device,
the control module 115 may automatically select the smart
device as an identification method. Once an identification
method has been selected, the process proceeds to establish a
specific input via the selected identification method to include
in the new member profile.

[0040] For exemplary purpose, two types of identification
methods are shown in FIG. 4. A PIN identification method is
shown at block 455 and a smart device identification is shown
at block 460. Additional identification methods may be
implemented, as described herein. In the example of a PIN
identification method, once the method is selected, a PIN may
be associated with the new member in the database 120. A
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PIN may be randomly generated by the processor or the
control module 115. The randomly generated PIN may be
displayed to the user via the interface 110. Alternatively, the
PIN may be selected by the user for the new member, or if the
new member is present during enrollment, the new member
may select his or her PIN. For example, the user may use a
number that he is familiar with to use as the PIN (e.g., a
significant date). The chosen PIN may be received and sent
from the user interface 110 to the control module 115 and
stored in the database 120. The user may be prompted to
verify the PIN a second, or even a third time. This may ensure
that a typographical error did not occur during the initial
input. Thus, a PIN may be used to identify a user in two
different situations. First, a dealer given PIN may be used for
creating members in lieu of two key fobs being present.
Second, a PIN may be created to identify a secondary user.

[0041] In the example of a smart device being used as the
identification method, as shown in block 460, the smart
device may, as described above, be automatically detected by
the control module 115. In this example, block 470 may be
accomplished automatically by the control module 115 or
processor. Alternatively, upon selection of a smart device as
the identification method, the system 100 may identify the
smart device via a wireless connection, as described above.

[0042] In block 480, it may be determined whether the
default settings are to be accepted for the new member profile.
The default settings may be stored in the database 120. More-
over, the default settings may vary whether the new member
is identified as an administrator or not and whether the new
member is to be classified as a primary or secondary member.
For example, the default settings for an administrator may
include fewer limitations on the vehicle use than that of a
non-administrator member. One example would be that the
speed limitation may not be enabled for an administrator
while it may be for a non-administrator member. As discussed
above, the default settings may be modified and even custom-
ized with each new member registration. Typically, a user
may create his or her own profile and manage the user profile
within the database. Users may also create other guest pro-
files. These guest profiles may include certain default set-
tings. Certain limitations as to the default setting and customi-
zation of certain settings may be placed based on the type of
user (e.g., administrator vs. non-administrator) creating the
guest profile. For example, if a non-administrator member is
creating the new member/guest profile, the non-administrator
may not be permitted to adjust or modity the default settings.
That is, a teenager cannot hand a car off to someone else and
modify the default guest settings. On the other hand, if an
administrator (e.g., parent) is created a guest profile, the
default settings may be adjusted. Regardless, if the default
settings are not accepted to be used for the new member
profile, the process proceeds to block 490. If the default
settings are accepted, the process proceeds to block 495.
[0043] At block 490, the user may create the features to be
enabled with respect to the new user. Similar to FIG. 3F, an
interface 110 may facilitate the selection and de-selection of
certain features. Other features, such as the speed limitation,
may also be selected and then customized to include a specific
speed limitation (e.g., 70 mph). Personalized settings (e.g.,
climate control and seat position preferences) may also be
customized at this time. The process proceeds to block 495.
[0044] Atblock 495, the new member profile is saved in the
database 120. The profile, as explained above with respect to
FIG. 2, may include the user identification and the features
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and limitations enabled with respect to that user. The new
profile may also be saved in a local vehicle database.

[0045] The process then ends.

[0046] FIG. 5 shows anexemplary process 500 for creating,
customizing and modifying user profiles when user key fobs
may not be an identification method. FIG. 5 is similar to FI1G.
4. Specifically, blocks 505-530 of the process 500 are similar
to blocks 405-430 of process 400, respectively. At block 530,
if a new administrator is being created, the process proceeds
to block 535. If a non-administrator member is being created,
the process proceeds to block 540.

[0047] Atblock 535, the user may receive an administrator
identification such as an identification code which may be
used to authenticate that user as an administrator. Unlike
process 400, a key fob is not being used to identity the user.
Thus, the administrator needs to be authenticated by some
other mechanism. In the example of FIG. 5, a supplied iden-
tification code may be used to first authenticate and identify
the administrator. The identification code may be one that is
supplied by a dealership upon purchasing the vehicle. It may
also be supplied by registering the new vehicle online. The
identification code is assumed to be given to the true owner of
the vehicle. Thus, whoever possesses the code is assumed to
be an administrator. Further, the code may be provided so that
the owner/administrator may enroll him or herself as an
administrator member in the database 120. The code may also
be used to enroll someone else, such as a secondary driver,
other family member, etc. However, once an administrator
has been registered, that administrator may further modify,
add or delete other members.

[0048] Ifthe identification code is correctly entered, mean-
ing the vehicle control module 115 recognizes the identifica-
tion code, the process may proceed to block 550. If the code
is not validated, the process proceeds to block 555 where an
error message may be displayed.

[0049] At block 560, the process proceeds as it does with
respect to block 445. Blocks 565-590 proceeds similar to
those described above with respect to blocks 450-495, respec-
tively. Block 540 determines whether the user attempting to
create a non-administrator user is authenticated. In other
words, is the user authorized to create another user. Unlike the
authentication above with respect to the identification code, it
may be assumed that a non-administrator member may not
create another administrator, and may only create other non-
administrator members or temporary members. It should also
be noted that a non-administrator member may not create a
member having different settings than himself. Thus, a non-
administrator member may not create another member with
less cumbersome features applied (e.g., less speed limita-
tions, etc.). This could result in the member creating a profile
for a user with greater access and less safety constraints than
he himself currently has.

[0050] In order to create another member, the non-admin-
istrator user may be authenticated via any of the described
identification methods. As explained, a user may not add a
profile to the database 120 for him or herself unless the user is
an administrator authenticated at least by one of a key fob (as
described with respect to the process 400), or by an identifi-
cation code. If the user is authenticated, the process proceeds
to block 550. If the user is not authenticated, the process
proceeds to block 55, where an error message may be pre-
sented.

[0051] Additionally, at block 595, a temporary member
may be created. As described above, a temporary member
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may be created and saved within the database 120, but may
only be given access to the vehicle functions for a limited
amount of time. Moreover, the defaults associated with a
temporary member may differ from the defaults pre-assigned
for administrator members and/or non-temporary or perma-
nent members. A temporary member may be created by either
an administrator member or a non-administrator member.
Thus, as long as the user is authenticated at block 540, the
temporary profile may be created.

[0052] FIG. 6 is an exemplary process 600 for modifying/
deleting an existing member profile. The process 600 may
proceed from block 425 in processes 400 and 525 in process
500.

[0053] Block 610 determines whether the user requesting
the modification/deleting is an authorized member. If the user
is authorized, the process proceeds to block 615. This may be
determined by comparing the user input with the user identi-
fications stored within the database 120. If a match is found,
then the user may be considered an authorized member. If the
user is not authorized, an error message may be presented in
block 620. In block 615, is it determined whether the user is
an administrator. This may be determined by identifying the
profile associated with the matched user identifier and deter-
mining ifthe profile includes an indicator for an administrator
(see FIG. 2). If the user is an administrator, as defined in the
database 120, the process proceeds to block 625. If not, the
process proceeds to block 630.

[0054] Atblock 625, if the user is an administrator the user
may select the registered member profile he or she wishes to
modify. This may include the profile associated with the user
himself; or other registered members within the database 120.
Note that a non-administrator user may not modify profiles of
other users, only his own.

[0055] At block 635, the user selects the type of modifica-
tion to perform. The user may modify an existing user profile
at block 640, or may delete an existing profile at block 645. If
the user modifies a profile, the process proceeds to block 650.
Profile modification may be achieved via the user interface
110, similar to the creation of a member. For example, an
interface 110, such as that shown in FIG. 3F, may provide a
list of features available and allow the user to select, de-select,
and customize the features. Once the desired modifications
are made to the profile, the profile is updated and saved in the
database 120 at block 650.

[0056] Atblock 655, the user may select to modify another
profile. If so, the process proceeds to block 625. If not, the
process proceeds may end.

[0057] Ifamember profile is to be deleted at block 645, the
process proceeds to block 660 where the profile is deleted
from the database 120. Additionally or alternatively, the pro-
file may not be completely deleted but may be tagged as
‘inactive’. Thus, while the profile is still saved, it will not
allow access to the vehicle features if the user associated with
the profile attempts access. Moreover, although not shown,
the profile may become ‘active’ at a later time. This would
allow the user to re-activate an existing profile and prevent the
user from re-creating a profile for the specific user at a later
time. This may be implemented, for example, when a child of
the administrator has lost his or her driving privileges as a
result of poor behavior. Thus, it may be easy and efficient for
the administrator to grant and deny access to the child (non-
administrator) depending on the current circumstances.
[0058] Inanother example, a member may be deleted by an
OEM dealer via a service tool or super user PIN. These
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techniques may allow dealers to wipe the database 120 clean
of registered users in order to transfer the vehicle to another
user, e.g., sell the vehicle. These tools may only be available
to the dealer and such super PINS may be securely kept by the
dealers.

[0059] At block 665, the user, who is not an administrator,
may decide whether to delete his or her profile. If the user
decides to delete his profile, the process proceeds to block
645. If not, the process proceeds to block 705 where the user
may modify his or her identification method.

[0060] FIG. 7 is an exemplary process 700 for modifying
one’s own identification method. While a non-administrator
user may not make changes to his own profile, he may make
changes on how he is identified within the system 100. For
example, if a child is currently authenticated based on a key
fob, the child may wish to have a more convenient identifi-
cation method, such as a biometric method. Thus, because the
child is a registered member, the child may add an identifica-
tion method to his or her profile. At block 710, the user may
decide to how to add an additional identification method. The
user may create a new identification method and thereby input
new data into the authentication device 105 at block 715.
[0061] The user may also upload existing identification
data at block 720. In this example, the user may already be
registered within another database 120 of another vehicle.
The user may save time by uploading this existing data rather
than establishing new data within the current vehicle. For
example, it may not be necessary for the user to establish a
PIN or scan the user’s fingerprint if the user has already done
so with respect to a different system. This data may already be
included in the uploaded data, thus saving the user time.
Along with this, the user’s member profile may also be
included in the existing user data. At block 725, the data may
be uploaded and transferred to the database 120, saving the
respective features associated with the user as well as the
identification methods. The profiles may be downloaded from
at least one of a remote computer, smart device, universal
serial bus (USB), SD card, etc.

[0062] At block 730, the control module 115 may deter-
mine whether the uploaded data is compatible. For example,
the data may be downloaded as a file type that is not recog-
nized by the control module 115. The data may be incomplete
and thus not conducive for authentication. If the data is com-
patible, the process proceeds to block 735, if not, the process
proceeds to an error message at block 740.

[0063] Atblock 735, the relevant data may be extracted. In
uploading the data, additional data may be included that is not
relevant or unnecessary for authentication purposes. For
example, the data may include identification methods that are
not available in all vehicles. The data may include biometric
identification, but the current vehicle may not include a bio-
metric sensor. Thus, the biometric data within the uploaded
data need not be extracted. Further, additional features may
be included and enabled in the uploaded user profile that may
not be part of the system of the current vehicle. For example,
the current vehicle may not include a speed limitation module
and therefore the information within the user profile relating
to the speed limitation function may not be extracted.

[0064] At block 745, the extracted data is stored in a data-
base 120 within the vehicle. Additionally or alternatively, at
block 750, the extracted data may be stored in the cloud
database 120.

[0065] Atblock 760, if a user is creating new user identifi-
cation data to be included within the user’s respective profile,
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the user may select the type of data he or she wishes to add.
For example, a user may add a biometric identification or a
PIN.

[0066] At block 765, a first set of sample data is collected.
This may mean, for example, that the user has scanned his or
her fingerprint at a biometric scanner. In another example, the
user may enter a new PIN.

[0067] At block 770, the control module 115 or processor
may determine whether the data is acceptable. Taking the
fingerprint example, the control module 115 may determine
that a poor sample was taken in that not enough reference
points could be detected in the scanned fingerprint to create an
accurate biometric template. If the sample is not acceptable,
the process returns to block 765. If the sample is acceptable,
the process proceeds to block 775.

[0068] At block 775, a second set of sample data is col-
lected. This data may be averaged with the first data to deter-
mine the new identification data. At block 745, this identifi-
cation may be stored within the respective user profile in the
vehicle database 120. At block 750, the identification may be
stored in the database 120 within the cloud.

[0069] While the processes above are described with
respect to a user interface 110 within a vehicle, this does not
necessarily need to be the case. Users may be added, deleted
and modified remotely, e.g., at a device not associated with
the vehicle such as a personal computer, smart phone, tablet,
etc. A server site may be configured for managing user pro-
files. This server site may function similarly to the user inter-
face 110 described herein and present screen shots similar to
the exemplary ones presented in FIGS. 3A-3F. The server site
may be a website or mobile application configured to receive
an authentication mechanism. Similar to the methods
described above, once a user is authenticated, the user may
modify, delete and add user profiles, depending on the user
status (e.g., administrator member, non-administrator mem-
ber, temporary member, etc.).

[0070] FIG. 8 is an exemplary process 800 for the authen-
tication of a user via the management system 100. In general,
process 800 describes a two tiered authentication process
whereby a user may first gain access to the vehicle via a
general input (e.g., via transmitter or key fob). A second form
of authentication may then be based on a user input. Upon
matching the user input with a saved user identification, the
profile associated with the user identification is loaded,
thereby enabling the selected features within the profile. The
process 800 begins at block 805 where exterior access to the
vehicle is granted. In other words, a user is able to enter the
vehicle based on an authentication. The vehicle may be
accessed upon receiving a general input. A general input may
be an input that authorizes vehicle entry such as a signal
produced by a transmitter or key fob. The general input may
be one that is not specifically associated with a user such as a
user specific PIN or biometric sample. In one example, a key
fob is used to unlock the vehicle so that the user may enter the
vehicle. In another example, a user may enter a general PIN
using a door key pad. Once access to the vehicle has been
granted, the process proceeds to block 810.

[0071] Inblock 810, the management system 100 receives
a user input. The user input, as described above, may be any
form of identification method such as a PIN, biometric input,
etc. associated with the user. In block 815, the user input is
used to determine whether the user is authenticated, e.g., a
registered member within the database 120. The user input is
compared, either at the control module 115 or at the proces-
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sor, with the user identification data stored within the data-
base 120. For example, if a user’s fingerprint is scanned by a
biometric device, the biometric input is converted to a bio-
metric template and compared with the stored biometric tem-
plates within the database 120 to determine if the input
matches one of the stored templates. As shown in FIG. 2 and
discussed above, a user may have multiple identification
methods within the respective user member profile. For
example, a single user may be identified by any combination
of'his or her biometric data, a PIN unique to that user, a smart
device, etc. The user may use any one of these methods for the
user input to be used for authentication purposes. In one
example, if the user is routinely failing authentication based
on a biometric input, the use may attempt to be authenticated
based on his or her smart device.

[0072] If a match is found in block 815, the process pro-
ceeds to block 820. If no match is found, the process proceeds
to block 825.

[0073] At block 820, the user profile associated with the
user identification that matched the user input is loaded. The
profile may be transmitted from the database 120 to the con-
trol module 115 for processing. The profile, as explained
above, may include a user identifier, category, enabled fea-
tures, etc.

[0074] At block 830, a notification is presented to the user
within the vehicle that he or she has been authenticated.
Additionally or alternatively, the notification may inform the
user of his or her category, e.g., as a primary or secondary
member. A user’s category may be determined by the user’s
profile that is loaded from the database 120. The notification
may be presented via the user interface 110, as well as via an
audible chime or message through the user interface 110 or
vehicle speakers. Additionally or alternatively notification
may come from the smart device via an SMS message. A
vehicle’s interior or exterior lights may also indicate that a
user has been authenticated by varying their hues or blinking
on in off in a certain pattern.

[0075] At block 825, if a user is not authenticated at block
815, the user may have the option to enter an override iden-
tification, such as a PIN. In the instance where a user is having
difficulty authenticating himself, the user may override the
identification method with a PIN input. In one example, a user
scanning a fingerprint via a biometric scanner may continue
to get an error message due to a poor biometric scan. The user
may forgo the biometric input and insert a PIN instead. This
PIN may be associated with the specific user, e.g., as a form of
identification for thatuser. The PIN may be established by the
administrator as described with respect to the processes in
FIGS. 6 and 7. Additionally or alternatively, a single override
PIN may be available. This override PIN may not be associ-
ated with any single user. Any user that wishes to operate the
vehicle may use the PIN to gain access to vehicle functions.
Thus, the user may not need to necessarily be a registered
member, but only have access to the override PIN. Notably, a
PIN is only exemplary and other identification and authenti-
cation methods may be used, such as a password.

[0076] If the user is authenticated using the override PIN,
the process may then proceed to block 820. If not, the process
may end. In block 825, as described above, a user profile may
be loaded. Alternatively, if the override PIN was used, and no
profile is associated with the user because the user is not a
registered member, a default profile may be uploaded. The
default profile may include a set of predefined features similar
to those of a temporary member.
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[0077] Thus, the system 100 may load a personalized pro-
file based on the authentication of registered member. The
system 100 may also load a default profile based on an over-
ride PIN. During operation, authentication of the user occurs
quickly. In some situations, when a user enters a vehicle, the
vehicle will automatically apply default settings, such as
those of a secondary member. Once authentication occurs, the
profile associated with the user would then be applied.
Because the profiles are applied quickly, they may be applied
without notice to the user, e.g., unobtrusively and transpar-
ently. In the event that a user is unregistered, some function-
ality within the vehicle may still be possible based on the
certain default settings that were initially supplied.

[0078] Key fobs and similar transmitters may be transferred
between drivers. Some key fobs may be used to identify a
driver, and that identification may be used to apply a user
profile at the control module 115. However, using key fobs as
the only mechanism for identification may result in unin-
tended features being applied. For example, a parent’s key
may be given to a teenage driver. The parent’s key may be
categorized as a primary key. However, the teenage driver
should be categorized as a secondary driver. Thus, when a
teenage driver uses a primary driver’s key, the primary driv-
er’s profile and features are applied. If a secondary method of
identification is used to authenticate the teenage driver, the
secondary method may identify the driver as a secondary
member and apply a more appropriate profile for the driver.

[0079] FIG. 9 an exemplary schematic of the control mod-
ule 115 communicating with various feature modules and
authentication devices 105. The control module 115, as
described above, may facilitate communication between the
authentication device, user interface 110 and database 120. It
may also compare incoming user data with stored data from
the database 120 to authenticate users. It may also commu-
nicate with each of the feature modules in view of the features
selected within each user profile. In one example, if a speed
limitation is set to 70 mph for one user, when that user is
authenticated, the control module 115 may read the profile
associated with that user and communicate the speed limita-
tion to the ESC module for implementation.

[0080] In general, computing systems and/or devices may
employ any of a number of computer operating systems,
including, but by no means limited to, versions and/or vari-
eties of the Microsoft Windows® operating system, the Unix
operating system (e.g., the Solaris® operating system distrib-
uted by Oracle Corporation of Redwood Shores, Calif.), the
AIX UNIX operating system distributed by International
Business Machines of Armonk, N.Y., the Linux operating
system, the Mac OS X and iOS operating systems distributed
by Apple Inc. of Cupertino, Calif., the BlackBerry OS dis-
tributed by Research In Motion of Waterloo, Canada, and the
Android operating system developed by the Open Handset
Alliance.

[0081] Computing devices generally include computer-ex-
ecutable instructions where the instructions may be execut-
able by one or more processors. Computer-executable
instructions may be compiled or interpreted from computer
programs created using a variety of programming languages
and/or technologies, including, without limitation, and either
alone or in combination, Java™, C, C++, Visual Basic, Java
Script, Perl, etc. In general, a processor or microprocessor
receives instructions, e.g., from a memory, a computer-read-
able medium, etc., and executes these instructions, thereby
performing one or more processes, including one or more of
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the processes described herein. Such instructions and other
data may be stored and transmitted using a variety of com-
puter-readable media.

[0082] A computer-readable medium (also referred to as a
processor-readable medium) includes any non-transitory
(e.g., tangible) medium that participates in providing data
(e.g., instructions) that may be read by a computer (e.g., by a
processor of a computing device). Such a medium may take
many forms, including, but not limited to, non-volatile media
and volatile media. Non-volatile media may include, for
example, optical or magnetic disks and other persistent
memory. Volatile media may include, for example, dynamic
random access memory (DRAM), which typically constitutes
a main memory. Such instructions may be transmitted by one
or more transmission media, including coaxial cables, copper
wire and fiber optics, including the wires that comprise a
system bus coupled to a processor of a computer. Common
forms of computer-readable media include, for example, a
floppy disk, a flexible disk, hard disk, magnetic tape, any
other magnetic medium, a CD-ROM, DVD, any other optical
medium, punch cards, paper tape, any other physical medium
with patterns of holes, a RAM, a PROM, an EPROM, a
FLASH-EEPROM, any other memory chip or cartridge, or
any other medium from which a computer can read.

[0083] Databases, data repositories or other data stores and
databases described herein may include various kinds of
mechanisms for storing, accessing, and retrieving various
kinds of data, including a hierarchical database, a set of files
in a file system, an application database in a proprietary
format, a relational database management system (RDBMS),
etc. Each such data store is generally included within a com-
puting device employing a computer operating system such
as one of those mentioned above, and are accessed via a
network in any one or more of a variety of manners. A file
system may be accessible from a computer operating system,
and may include files stored in various formats. An RDBMS
generally employs the Structured Query Language (SQL) in
addition to a language for creating, storing, editing, and
executing stored procedures, such as the PL/SQL language
mentioned above.

[0084] In some examples, system elements may be imple-
mented as computer-readable instructions (e.g., software) on
one or more computing devices (e.g., servers, personal com-
puters, etc.), stored on computer readable media associated
therewith (e.g., disks, memories, etc.). A computer program
product may comprise such instructions stored on computer
readable media for carrying out the functions described
herein.

[0085] With regard to the processes, systems, methods,
heuristics, etc. described herein, it should be understood that,
although the steps of such processes, etc. have been described
as occurring according to a certain ordered sequence, such
processes could be practiced with the described steps per-
formed in an order other than the order described herein. It
further should be understood that certain steps could be per-
formed simultaneously, that other steps could be added, or
that certain steps described herein could be omitted. In other
words, the descriptions of processes herein are provided for
the purpose of illustrating certain embodiments, and should in
no way be construed so as to limit the claims.

[0086] Accordingly, it is to be understood that the above
description is intended to be illustrative and not restrictive.
Many embodiments and applications other than the examples
provided would be apparent upon reading the above descrip-
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tion. The scope should be determined, not with reference to
the above description, but should instead be determined with
reference to the appended claims, along with the full scope of
equivalents to which such claims are entitled. It is anticipated
and intended that future developments will occur in the tech-
nologies discussed herein, and that the disclosed systems and
methods will be incorporated into such future embodiments.
In sum, it should be understood that the application is capable
of modification and variation.

[0087] Allterms used in the claims are intended to be given
their broadest reasonable constructions and their ordinary
meanings as understood by those knowledgeable in the tech-
nologies described herein unless an explicit indication to the
contrary in made herein. In particular, use of the singular
articles such as “a,” “the,” “said,” etc. should be read to recite
one or more of the indicated elements unless a claim recites an
explicit limitation to the contrary.

What is claimed as new and desired to be protected by
Letters Patent of the United States is:

1. A system, comprising:

a control module configured to:

authenticate an administrator via an administrator iden-
tification;

receive a user identification distinct from the adminis-
trator identification;

receive a set of selected features associated with the
user;

create a profile including the user identification and the
set of selected features;

apply the profile associated with the user identification
in response to authenticating a user based on the user
identification.

2. The system of claim 1, wherein the control module is
further configured to apply each feature within the set of
features, wherein each feature is associated with a feature
module.

3. The system of claim 1, wherein the authenticating a user
includes:

afirst authentication including recognizing a general input,

and

asecond authentication including matching a received user

input with the user identification.

4. The system of claim 3, wherein the general input
includes a transmitter signal.

5. The system of claim 3, wherein the received user input is
one of a password, personal identification number (PIN),
biometric input and signal from a smart device.

6. The system of claim 3, wherein the received user input
includes an override PIN.

7. The system of claim 6, wherein the applying the profile
associated with the user identification includes applying a
default profile in response to the override PIN.

8. A method, comprising:

authenticating an administrator via an administrator iden-

tification;

receiving a user identification distinct from the administra-

tor identification;

receiving a set of selected features associated with the user;
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creating a profile including the user identification and the

set of selected features;

applying the profile associated with the user identification

in response to authenticating a user based on the user
identification.

9. The method of claim 8, applying each feature within the
set of features, wherein each feature is associated with a
feature module.

10. The method of claim 8, wherein the authenticating a
user includes:

afirst authentication including recognizing a general input,

and

a second authentication including matching areceived user

input with the user identification.

11. The method of claim 10, wherein the general input
includes a transmitter signal.

12. The method of claim 10, wherein the received user
input is one of a password, personal identification number
(PIN), biometric input and signal from a smart device.

13. The method of claim 10, wherein the received user
input includes an override PIN.

14. The method of claim 13, wherein the applying the
profile associated with the user identification includes apply-
ing a default profile in response to the override PIN.

15. A non-transitory computer-readable medium tangibly
embodying computer-executable instructions, comprising:

authenticating an administrator via an administrator iden-

tification;

receiving a user identification distinct from the administra-

tor identification;

receiving a set of selected features associated with the user;

creating a profile including the user identification and the

set of selected features;

applying the profile associated with the user identification

in response to authenticating a user based on the user
identification.

16. The medium of claim 15, applying each feature within
the set of features, wherein each feature is associated with a
feature module.

17. The medium of claim 15, wherein the authenticating a
user includes:

afirst authentication including recognizing a general input,

and

a second authentication including matching areceived user

input with the user identification.

18. The medium of claim 17, wherein the general input
includes a transmitter signal.

19. The medium of claim 17, wherein the received user
input is one of a password, personal identification number
(PIN), biometric input and signal from a smart device.

20. The medium of claim 17, wherein the applying the
profile associated with the user identification includes apply-
ing a default profile in response to the override PIN and
wherein the applying the profile associated with the user
identification is a default profile in response to the override
PIN.
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