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identified application, including the claims.

e I acknowledge my duty to disclose to the United States Patent and Trademark Office
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DECLARATION (37 CFR 1.63) FOR UTILITY APPLICATION
USING APPLICATION DATA SHEET (37 CFR 1.76)

Title of Invention:

OPTICAL CHARACTER RECOGNITION OF VOTER SELECTIONS FOR CAST
VOTE RECORDS

As the below named inventor, I hereby declare that:
o This Declaration is directed to:
] The attached application, or
[C] United States application or PCT international application number
filed on

e The above-identified application was made or authorized to be made by me.

o [ believe that I am the original inventor or an original joint inventor of a claimed
invention in the application.

e | further declare that I have reviewed and understand the contents of the above-
identified application, including the claims.

e [ acknowledge my duty to disclose to the United States Patent and Trademark Office
(hereinafter "the Office") all information known to me to be material to patentability
of the subject-matter which is claimed as defined in 37 C.F.R. §1.56.

I hereby acknowledge that any willful false statement made in this declaration is punishable
under 18 U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or both.
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DECLARATION (37 CFR 1.63) FOR UTILITY APPLICATION
USING APPLICATION DATA SHEET (37 CFR 1.76)

Title of Invention:

OPTICAL CHARACTER RECOGNITION OF VOTER SELECTIONS FOR CAST
VOTE RECORDS

As the below named inventor, I hereby declare that:
e This Declaration is directed to:
] The attached application, or
[[] United States application or PCT international application number
filed on

e The above-identified application was made or authorized to be made by me.

e [ believe that I am the original inventor or an original joint inventor of a claimed
invention in the application.

e [ further declare that I have reviewed and understand the contents of the above-
identified application, including the claims.

e | acknowledge my duty to disclose to the United States Patent and Trademark ®@ffice
{hereinafter "the Office") all information known to me to be material to patentability
of the subject-matter which is claimed as defined in 37 C.F.R. §1.56.

I hereby acknowledge that any willful false statement made in this declaration is punishable
under 18 U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or both.

LEGAL NAME OF INVENTOR

f
Inventor: _Drew E. Tinney Date: / /3 /289
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Patent Application for

Optical Character Recognition of Voter Selections for Cast Vote Records

Inventors: James M. Canter, Drew E. Tinney, levgen Konovalenko

BACKGROUND OF THE INVENTION

[0001] This application claims priority to Patent Application No. 17/483,627 filed
September 23, 2021 which claims priority to Patent Application No. 17/225,357 filed
April 8, 2021 which claims priority to Patent Application No. 16/919,267 filed July 2,
2020, now Patent No. 11,004,292, which claims priority to Patent Application No.
16/745,621 filed January 17, 2020, now Patent No. 10,950,078, which claims priority to
Patent Application No. 16/560,222 filed September 4, 2019, now Patent No.
10,573,111, which claims priority to Patent Application No. 16/239,607 filed January 4,
2019, now Patent No. 10,445,966, which claims priority to Provisional Patent
Application No. 62/711,212 filed July 27, 2018, the disclosures all of which are
expressly incorporated herein by reference.

[0002] The present disclosure relates to the voting systems for elections. More
specifically, it provides a system and method for providing paper records of voter
selections and generating cast vote records from those paper records.

[0003] A variety of electronic voting systems are well known. Electronic systems include,
for example, direct recording electronic (DRE) voting systems that electronically record
votes to directly create an electronic cast vote record. Electronic systems also include,
for example, systems in which paper vote records are generated based on a voter’s
electronic vote selections, with the paper vote record then being scanned for creation of
the electronic cast vote record and electronic tabulation. As used herein, an electronic
cast vote record is an electronic record that indicates the determined voter’s choice or

selection in a manner determined in accordance with the voting system. Thus, an
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electronic cast vote record is an electronic record of a voter’s cast voting selections and

may be used in the vote tabulation process.

[0004] The use of paper records in an electronic voting allows the creation of a paper
trail of voter selections, for example for use by an elections office for audit purposes.
Such voting systems have also been called “hybrid voting” as it is a cross between all
electronic DRE voting and paper-based hand-marked ballots. Such hybrid systems
provide an electronic voting system in which a printed vote record (PVR) is produced
(allowing a paper record to be an official record), and then the PVR is scanned on a
digital scanner for cast vote record creation. The PVR may be full sized sheets of paper
(for example standard 8.5 x 11 inch or 8.25 x 14 inch paper stock) or may be other
specialized sizes. Traditionally, the PVR contains a barcode that is encoded with the
voter’s vote selections. The barcode is then scanned with a scanner and decoded to
generate the electronic cast vote record. It has been found though, that some voters
may find such a process to lack transparency as the voter cannot readily review the

barcode to confirm the encoded data matches the voter’s vote selections.

[0005] It would be desirable to provide an electronic voting system that utilizes PVRs in
a manner that provides better transparency to the voter.

SUMMARY OF THE INVENTION

[0006] In one embodiment, the present disclosure describes an electronic voting
system that utilizes printed vote records (PVRs) in which a voter’s vote selections are
recorded in voter readable characters. Optical character recognition (OCR) techniques
may then be utilized to scan the PVR to record the voter’'s selections. The OCR data is
then utilized to generate the cast vote record. Thus, the electronic voting system directly
interprets the voter selections from the PVR just as the voter sees the data. In this
manner “what you see is what you get” printed vote record data is provided for a voter’s
viewing and that same data is used to generate the cast vote record.

2 HART:032C7
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[0007] Further, the OCR process utilized accounts for and corrects for potential OCR
errors. In one embodiment, an election dictionary is provided of the potential vote
choices. Thus, for example, candidate names may be entered into the election
dictionary and utilized for pattern matching to the OCR results. To further ensure
accuracy (and address candidates which may have the same or similar names), the
sequence number affiliated with a particular candidate may be utilized. Further, the line
number (or even the contest title itself) on the PVR may also be utilized as a contest
identifier. In one embodiment, the OCR’ed name and additional data may be utilized
together as the key into the election dictionary. The additional data may be data related
to a candidate, but being more than just the candidate name. For example, in some
embodiments, the additional data may be the sequence number and/or line number
data. Thus, for example, the OCR’ed name and sequence number, the OCR’ed name
and line number, or the OCR’ed name, sequence number and line number may be
utilized together as the key into the election dictionary. In addition, a long string
matching algorithm may be utilized to provide error detection to the string. In one
embodiment, the Levenshtein distance algorithm may be utilized for such string error
detection. More specifically, the Levenshtein technique is used for error detection and
the calculation of a “distance” between the OCR data and each key in the dictionary. If a
calculated distance is below a defined threshold, then the data is matched to that
dictionary entry. Then as described below, a hash check indicates if all of the matches
were correct. In this manner, OCR data errors may be eliminated leading to a more
robust OCR result which may be used for the subsequent generation of a cast vote

record.

[0008] Further, to ensure the PVR is valid and/or has not been altered after printing, a
barcode is also provided on the PVR. The barcode includes a single digitally signed
hash that may be generated by using a secure hash function to indicate the PVR is valid
and a one way hash of the voter’s vote selections. As part of the scanning process, the
optical character recognition results may be generated and then verified by use of
another hash process. More specifically, a hash produced from the OCR generated
characters may be compared to the hash provided in the barcode. Such techniques
confirm that the PVR was printed from a known source and that the PVR has not been
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altered from its original state. In this manner, a counterfeit PVR or a PVR that has had
its characters altered may be detected. Moreover, if the PVR was improperly or

tampered with when printed this technique may detect such tampering.

[0009] To further ensure the accuracy of the OCR process, additional processing
beyond traditional OCR processes may also be utilized for recognizing the characters
presented on the PVR.

[0010] In one embodiment, a method for electronic voting using printed vote records is
provided. The method comprises recording a voter's vote selections and generating a
printed vote record of the voter's vote selections, the printed vote record containing
voter readable text indicating the voter’s vote selections. The method further comprises
scanning the printed vote record, the scanning including scanning the voter readable
text. The method also includes utilizing optical character recognition (OCR) on the
scanned voter readable text to create a data set which identifies the voter's vote
selections and generating a cast vote record from the data set so that voter selections in

the cast vote record are based on the voter readable text.

[0011]In another embodiment, a method for electronic voting using printed vote records
is provided. The method may comprise recording a voter’s vote selection with a ballot
marking device and generating a printed vote record of the voter’s vote selections, the
printed vote record containing voter readable text including a candidate name of a
voter’s vote selection. The method further comprises electronically scanning the printed
vote record, the scanning including scanning the candidate name. The method also
includes utilizing optical character recognition (OCR) on the scanned candidate name to
create a first data set. The method further comprises comparing the first data set with
an election dictionary and generating a cast vote record based on the comparing of the
first data set with the election dictionary so that voter selections in the cast vote record
are based on is based at least in part on the scanned candidate name.

[0012]In yet another embodiment, a method for electronic voting using printed vote
records is provided. The method comprises recording a voter’'s vote selections and
generating a printed vote record of the voter’s vote selections, the printed vote record
containing voter readable text indicating the voter’s vote selections, the printed vote
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record further including a bar code. The method further comprises electronically
scanning the printed vote record, the electronical scanning including scanning the voter
readable text and scanning the bar code. The method also includes utilizing optical
character recognition (OCR) on the scanned voter readable text to create a data set
which identifies the voter’s vote selections and generating a cast vote record from the
data set so that voter selections in the cast vote record are based on the voter readable

text.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013]A more complete understanding of the present invention and advantages thereof
may be acquired by referring to the following description taken in conjunction with the
accompanying drawings, in which like reference numbers indicate like features. It is to
be noted, however, that the accompanying drawings illustrate only exemplary
embodiments of the disclosed concept and are therefore not to be considered limiting of
its scope, for the disclosed concept may admit to other equally effective embodiments.

[0014]Figure 1 illustrates an exemplary voting system for utilizing the techniques
described herein.

[0015] Figure 2 illustrates an exemplary ballot marking device for utilizing the techniques
described herein.

[0016]Figure 3 illustrates an exemplary printed vote record generated by the ballot

marking device.

[0017]Figure 4 illustrates an exemplary printed vote record process flow utilizing the
techniques described herein.

[0018] Figure 5 illustrates an exemplary process flow for matching OCR data to ballot

choices.
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DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0019] Figure 1 illustrates one exemplary embodiment of a voting system for utilizing the
techniques described herein. It will be recognized, however, that the techniques
described herein may be utilized in a wide range of other voting systems. As shown in
Figure 1, a voting system 10 that may be located at a polling location includes a ballot
marking device (BMD) 15, a scanner 20 and a computing device 25. In one embodiment
of a voting process, a polling official and/or the voter may activate a voting session on
the BMD 15 (in one example by providing an access code to a voter to access the BMD
15). After activation, the voter may then make voting selections on the BMD 15. When
the voter has completed their selections, the BMD 15 may then print out a PVR of the
voter’'s voting selections. As described above and explained in more detail below, the
voter’s selections may be indicated on the PVR using readable characters so that the
voter may visually confirm their voting selections, thus providing voting transparency to
the voter. The voter may then enter the PVR into a scanner 20 which provides a
scanned image of the PVR. The scanner 20 may provide that scanned image of the
PVR to a computing device 25 which is connected to the scanner 25. The computing
device may then perform an OCR process on the scanned image. The computing
device 25 may also provide improved accuracy and/or error correction of the OCR by
utilizing data processing techniques that are described herein to enhance the
conversion of the scanned image to usable data. The scanning hardware for the
scanner 20 may be conventional scanning hardware. However, as described in more
detail below, specialized data analysis of the scanned information may be provided to
improve the integrity and reliability of the scan. Such data analysis may be
accomplished with the computing device 25. The computing device may then generate
an electronic cast vote record associated with the voter's selections. It will be
recognized that the functionality of the computing device may alternatively be integrated
within the scanner 20. The BMD 15, scanner 20 and computing device 25 may each be
separate non-integrated devices. Alternatively, all or some of the functionality of these

devices may be integrated together within one device.
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[0020] Figure 2 illustrates an exemplary BMD. However, it will be recognized that a wide
range of other BMDs may be utilized while still achieving the advantages of the voting
process described herein. The BMD 100 of Figure 2 includes a display 105, a voting
processing unit 110 and a printer medium input tray 115. The voting processing unit 110
may include a variety of hardware and software, including a memory, processors,
associated election software, input devices, etc., all as is known in the art. In operation,
a voter may utilize the BMD 100 as part of the process of casting a vote in an election.
The voter may be provided instructions and voting choices that are presented on the
display 105 of the BMD 100. Various voter responses and election selections may be
entered via the display (in the case of a touchscreen display) or may entered via other
inputs such as a keypad, buttons, dials, etc. that may be part of the voting processing
unit 110. The BMD 100 also includes an internal printer (not shown). The printer may
be utilized to print a voter’s selections on a PVR. In one embodiment, the printer may be
a thermal printer and the PVR may be printed on thermal paper. In operation, a voter
uses the BMD 100 to generate a PVR. The PVR may then be scanned and processed
as described elsewhere herein to create an electronic cast vote record. As described
herein, the PVR may be utilized not only as part of the cast vote record generation
process, but also as a tool for the voter to inspect the generated vote selections prior to

casting the voter selections through the scanning process.

[0021]As described herein, the BMD may be a hybrid voting device that combines
electronic voting features with the production of a PVR. Such a technique allows voting
transparency to the voter and provides the election officials a paper record which may
be used for audit or other purposes. The PVR may be a full sheet of standard paper
stock or may be other customized sizes. As described herein, OCR may be used to
determine the voter selections with the add-on of additional data process techniques to
ensure data accuracy of the OCR process and ensure validity of the PVR.

[0022] As mentioned, OCR techniques may be utilized to scan the PVR to record the
voter’s selections. The OCR data is then utilized to generate the cast vote record. Thus,
the electronic voting system directly interprets the voter selections from the PVR just as
the voter sees the data. In this manner “what you see is what you get” printed vote
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record data is provided for a voter’s viewing and that same data is used to generate the

cast vote record.

[0023] Further, the OCR process utilized accounts for and corrects for potential OCR
errors. In one embodiment, an election dictionary is provided of the potential vote
choices. Thus, for example, candidate names may be entered into the election
dictionary and utilized for pattern matching to the OCR results. To further, ensure
accuracy (and address candidates that have the same or similar names) additional
information beyond just the candidate name be utilized for comparison to the election
dictionary. Thus, in one embodiment, the OCR’ed name and additional data may be
utilized together as the key into the election dictionary. The additional data may be data
related to a candidate, but being more than just the candidate name. For example, in
some embodiments, the additional data may be the sequence number data affiliated
with a candidate. The additional data may also be line number data affiliated with a
contest, and/or the contest name itself. Thus, for example, the OCR’ed name and
sequence number, the OCR’ed name and line number, or the OCR’ed name, sequence
number and line number may be utilized together as the key into the election dictionary.
It will be recognized that other combinations of a candidate name and additional data
may also be used.

[0024] In addition a long string matching algorithm may be utilized to provide error
detection to the string. In one embodiment, the Levenshtein distance algorithm may be
utilized for such string error detection. More specifically, the Levenshtein algorithm is
used for error detection and the calculation of a “distance” between the OCR data and
each key in the dictionary. If a calculated distance is below a defined threshold, then the
data is matched to that dictionary entry. Then as described below, a hash check
indicates if all of the matches were correct. In this manner, OCR data errors may be
minimized and a more robust OCR result may be obtained and used for the subsequent
generation of a cast vote record.

[0025] The scanned data for write-in candidates may be treated somewhat differently as
the names of write-in candidates may not be available before the voting process for
entry in an election dictionary to use in the OCR post-processing steps as described
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above. In one embodiment, write-in data may be saved in two parts as part of the cast
vote record. First, a PNG snippet of the entered write-in data (a photo “snapshot”) may
be stored as part of the cast vote record. Second, the OCR digital results of the write-in
data are also stored. Both parts may then be included in the cast vote record and
uploaded for tabulation. When the election office processes write-in votes, the election
office will have the digital OCR data side by side with the write-in image so that manual
adjudication (if desired) may be accomplished. In one embodiment, further additional
back office write-in candidate data verification may be accomplished if the election office
generates a certified write-in candidate list. More particularly, the names from the
certified write-in candidate list may be entered into the back office post-processing
computer systems and then used in the same manner that the election dictionary
described above is used to provide enhanced accuracy to the OCR results for write-in

candidates.
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[0026] Further, to ensure the PVR is valid and/or has not been altered after printing, a
barcode is also provided on the PVR. The barcode includes a single digitally signed
hash that may be generated using a secure hash function to indicate the PVR is valid
and a one way hash of the voter’s vote selections. As part of the scanning process, the
optical character recognition results may be generated and then verified by use of
another hash process. More specifically, a hash produced from the OCR generated
characters may be compared to the hash provided in the barcode. Such techniques
confirm that the PVR was printed from a known source and that the PVR has not been
altered from its original state. In this manner, a counterfeit PVR or a PVR that has had
its characters altered may be detected. Moreover, if the PVR was improperly or
tampered with when printed, this technique can detect such tampering. It is noted that
the barcode is used to confirm data accuracy and PVR integrity but, in one embodiment
does not have to be used to determine voter selections. The barcode could be any of a
wide range of barcode types, including for example, one dimensional barcodes or a
matrix two-dimensional barcode (such as for example a QR code). Further, though
described as one barcode, it will be recognized that the barcode may be split across
multiple barcodes as well. For example, each barcode could serve as a landmark and

the found barcode positions could be used to correct for scanning skew.

[0027]An exemplary PVR provided by the BMD 100 of Figure 2 is shown in Figure 3. As
shown in Figure 3, a PVR 300 is provided. The PVR may include a header region 310 in
which a variety of information may be printed. In one example, the header region 310
may include instructions to the voter, information regarding the election, a PVR number,
page information, etc. As shown, in one embodiment a barcode 320 may be provided in
the header region. In the example shown, the barcode is in the form of a QR code;
however, other barcodes may be utilized. As described above, the barcode may be
used to confirm data accuracy and/or PVR integrity but, in the exemplary embodiment,
is not used to determine voter selections. The election voting contests may be shown in
the contest section 330 of the PVR 300 as shown. Further, the voter’s selections may
be shown in the voter selection section 340 of the PVR 300 as shown. As seen in
Figure 3, the voter selections are provided in a character form that is readable by the
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voter. Thus, voting transparency is provided to the voter such that the voter can confirm
the PVR matches the selections entered by the voter on the BMD 100.

[0028] The contents of the barcode 320 may contain a wide variety of information
including metadata content and hash data content. In one exemplary embodiment, the
metadata content may include, but is not limited to a PVR barcode version, an election
ID number, other unique ID numbers, an election version, precinct split sequence
number, party sequence number, a crossover ballot flag, provisional ballot flag, official
versus test ballot flag, accessibility settings, sheet number, sequence number of the first
contest on the sheet, the number of lines on the sheet, etc. One use of the hash content
is to ensure all voter selections were read correctly. Another use of the hash content is
to verify the validity of the PVR itself. The hash may cover, in one embodiment, ballot
metadata sections and all printed data in the voter selection section 340.

[0029] Thus, the barcode uses a single digitally signed hash that can be used for
multiple purposes. First, the single digitally signed hash may be used to ensure the
source origin of the PVR (that it came from the BMD 100), since it is a digital signature.
In addition, the one way hash of voter selections provided in the barcode can be used to
for a comparison to a hash of the OCR voter selections. The comparison of the one
way hash of the barcode to the hash of OCR results can confirm that the PVR was not
edited after printing. For example, if a voter’s selection was edited on the PVR after
printing from a first candidate name to a second candidate name, the OCR process
would decode the second candidate name, but when hash checked, the first candidate
name would have been utilized to create the barcode hash, and thus the hash check
would fail. In this manner, though the barcode contains a hash of the voter selection
data, the barcode does not contain the original voter selection data itself.

[0030] Figure 4 illustrates one exemplary PVR processing workflow utilizing a PVR such
as PVR 300 of Figure 3. It will be recognized that the workflow of Figure 4 is merely one
exemplary workflow and many other workflows may utilize the techniques disclosed
herein. As shown in the workflow of Figure 4, a scanned PVR is analyzed in accordance
with the flow diagram of the workflow starting with a PVR scan and ending with either a
rejected ballot or a cast or review of the ballot. As shown in Figure 4, the workflow starts
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with step 400 of starting a PVR scan. Next, at step 405 the barcode is decrypted and at
step 405 it is determined if the decrypt succeeded. It the decryption was successful the
workflow proceeds to step 415. If the decryption was not successful the workflow
proceeds to step 420 where the workflow ends and the PVR is rejected. At step 515, the
PVR is analyzed to determine if it is allowed. If the PVR is allowed the workflow
proceeds to step 425 and if the PVR is not allowed, the workflow proceeds to step 420
where the workflow ends and the PVR is rejected. At step 425, the PVR is subjected to
an OCR process. At step 430, the output of the OCR is analyzed to confirm it has a
valid output (for example the correct number of lines, etc.). If no, the workflow proceeds
to step 420 where the PVR is rejected. If yes, the workflow proceeds to step 435.

[0031] At step 435 the OCR data is matched to the ballot choices. Then at step 440 the
hash is checked and if the hash matches at step 450 the workflow proceeds to step
460. If the hash does not match the process proceeds to step 455 where it is
determined if there are still valid alternatives to try. If there are no valid alternatives to
try, the workflow proceeds from step 455 to step 420 where the PVR is rejected. If there
are valid alternatives to try at step 455, the workflow proceeds to step 440 it is
determined if the number of contests with an alternate is under a threshold. If the
answer is no at step 440, workflow to step 420 where the PVR is rejected. If the answer
is yes at step 440, workflow proceeds to step 445 where alternates are swapped in.
Workflow then proceeds again to step 440 and steps 440 and 450 are performed again
as described above. At step 460, all write-in areas are snipped. From step 460, the
process proceeds to step 465 to add OCR text to snippets and then the process ends at

step 470 where the PVR is cast or reviewed.

[0032] 1t is noted that, as part of the workflow of Figure 4, a process step occurs that
matches the OCR data to ballot choices, for example at step 435 of Figure 4. Details
regarding this process step are shown in more detail in Figure 5. It will be recognized
that the workflow of Figure 5 is merely one exemplary matching workflow and many
other workflows may utilize the techniques disclosed herein. As shown in Figure 5, a
process is shown for ballot choice matching for each OCR entry. As shown in step 500,
the workflow of Figure 5 beings with an OCR entry. At step 505, the workflow

concatenates the choice name and additional data (in this example a sequence
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number) and the value for each possible ballot choice to create comparison strings.
Note, this may include “no selection” strings to account for the situation where no
selection is made by the voter. Then at step 510, the process finds the comparison
string with the lowest Levenshtein distance to the OCR string. Next at step 515, it is
determined if the Levenshtein distance is under a threshold. If yes, the process
proceeds to step 525. If no, the process proceeds to step 520 and the printed vote
record is rejected. At step 525 it is determined if any other chances have the same
distance. If no, the process proceeds to step 535. If yes, the process proceeds to step
530. At step 535 the choice provided is used and the process proceeds as shown in
Figure 4 and described above. At step 530, the other choices are added to the valid

alternatives list and the process then proceeds to step 535.

[0033] Thus, as described herein, a PVR is provided that is readable by a voter. Further,
the readable text is utilized to generate an electronic cast vote. By being readable, full
voter verification of a voter's vote selections is provided in a format that provides
transparency to the voting process. An OCR process is performed on the PVR and the
output of the OCR process is further processed in order to ensure data integrity and
reliability. In one embodiment, an election dictionary is provided of the potential vote
choices and the election dictionary and other data on the PVR is utilized to provide
reliable matching of the OCR results with the proper ballot choice. A barcode and hash
process may further be utilized to ensure PVR integrity and security. Thus, a voter's
choices are shown in text and OCR techniques are utilized while a barcode is utilized
for PVR and choice verification. In this manner, a secure, reliable and transparent voting

workflow is provided.

[0034] Further modifications and alternative embodiments of this invention will be
apparent to those skilled in the art in view of this description. Accordingly, this
description is to be construed as illustrative only and is for the purpose of teaching
those skilled in the art the manner of carrying out the invention. It is to be understood
that the forms and methods of the invention herein shown and described are to be taken
as presently preferred embodiments. Equivalent techniques may be substituted for
those illustrated and described herein and certain features of the invention may be
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utilized independently of the use of other features, all as would be apparent to one
skilled in the art after having the benefit of this description of the invention.
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What is claimed is:

1. A method for electronic voting using printed vote records, comprising:

generating a printed vote record of at least one vote selection of a voter;

providing, on the printed vote record, voter readable text indicating the voter’s at

least one vote selection;
electronically capturing information from the printed vote record;

using optical character recognition (OCR) on at least a portion of the
electronically captured information to generate a first data set, the first
data set based at least in part on the voter readable text indicating the

voter’s at least one vote selection;
comparing the first data set to a second data set; and

generating a cast vote record, which is to be a stored record of all of the voter’s
final vote selections and to be the voter's casted vote used for vote
tabulation, the cast vote record indicating the voter's at least one vote
selection, wherein, prior to generating any cast vote record which is to be
a stored record of all of the voter's final vote selections and to be the
voter’'s casted vote used for vote tabulation, an accuracy of data to be cast
is confirmed based at least in part on a comparison of the first data set
and the second data set.

2. The method of claim 1, wherein the printed vote record further comprises
encoded data based at least in part on the voter's at least one vote selection, and
wherein the second data set is generated at least in part from the encoded data.
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3. The method of claim 2, wherein electronically capturing information from the
printed vote record includes capturing the encoded data.

4. The method of claim 1, wherein the electronically capturing information from the
printed vote record comprises electronically scanning the voter readable text.

5. The method of claim 4, wherein the printed vote record further comprises
encoded data based at least in part on the voter’'s at least one vote selection, and
wherein the electronically capturing information from the printed vote record further
comprises electronically scanning the encoded data.

6. The method of claim 5, wherein the encoded data is contained in a visual
representation of encoded data.

7. The method of claim 1, wherein the information captured from the printed voter
record comprises the voter readable text indicating the voter’s at least one vote

selection and other information.

8. The method of claim 7, wherein the other information is contained in a bar code.

9. The method of claim 7, wherein the second data set is based at least in part on
the other information.

10.  The method of claim 1, wherein electronically capturing information from the
printed vote record comprises capturing an image of the printed vote record.
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11.

The method of claim 1, wherein the cast vote record provides the voter’s sole

casted vote used for vote tabulation.

12.

The method of claim 11, wherein the information captured from the printed voter

record comprises the voter readable text indicating the voter’s at least one vote

selection and other information.

13.

14.

The method of claim 12, wherein the other information is contained in a bar code.

The method of claim 12, wherein the second data set is based at least in part on

the other information.

15.

A method for electronic voting using printed vote records, comprising:

generating a printed vote record of at least one vote selection of a voter;

providing, on the printed vote record, voter readable text indicating the voter’s at

least one vote selection;
electronically capturing first information from the printed vote record;

using optical character recognition (OCR) on the first information to generate a
first data set, the first data set based at least in part on the voter readable

text indicating the voter’s at least one vote selection;

electronically capturing second information from the printed vote record, to
generate a second data set, the second information comprising encoded

data;
comparing the first data set to a second data set; and

generating a cast vote record indicating the voter’'s at least one vote selection,
the cast vote record being a stored record of all of the voter’s final vote

selections, wherein, prior to generating any cast vote record which is to be
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a stored record of all of the voter’s final vote selections, an accuracy of
data to be cast is confirmed based at least in part on a comparison of the

first data set and the second data set.

16. The method of claim 15, wherein the encoded data is contained in a visual

representation of encoded data.

17.  The method of claim 15, further comprising confirming an accuracy of an optical

character recognition (OCR) by utilizing a first hash produced from the first data set.

18.  The method of claim 15, further comprising confirming an accuracy of an optical
character recognition (OCR) by comparing a first hash produced from the first data set
to a second hash, wherein the second hash is at least part of the encoded data.

19.  The method of claim 15, wherein the comparison of the first data set and the
second data set is used to confirm an accuracy of an optical character recognition
(OCR) process by confirming that the at least one vote selection that the first data set is
based at least in part on matches the at least one vote selection that the second data

set is based at least in part on.

20. The method of claim 15, wherein the cast vote record is based on the first data

set.

21.  The method of claim 15, wherein using optical character recognition (OCR) on
the first information to generate a first data set further comprises recursively modifying

an OCR process applied to the voter readable text.
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22.  The method of claim 21, wherein after the cast vote record is generated, the cast

vote record is utilized during a tabulation of an election.

23. The method of claim 15, wherein the cast vote record provides the voter's sole

casted vote used for vote tabulation.

24. The method of claim 23, further comprising confirming an accuracy of an optical

character recognition (OCR) by utilizing a first hash produced from the first data set.

25. The method of claim 23, further comprising confirming an accuracy of an optical
character recognition (OCR) by comparing a first hash produced from the first data set

to a second hash, wherein the second hash is at least part of the encoded data.

26. The method of claim 23, wherein the comparison of the first data set and the
second data set is used to confirm an accuracy of an optical character recognition
(OCR) process by confirming that the at least one vote selection that the first data set is
based at least in part on matches the at least one vote selection that the second data
set is based at least in part on.

27. The method of claim 23, wherein the cast vote record is based on the first data

set.

28. The method of claim 27, wherein using optical character recognition (OCR) on
the first information to generate a first data set further comprises recursively modifying
an OCR process applied to the voter readable text.
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29.  An electronic voting system for using printed vote records, comprising:
a printer configured to generate a printed vote record of at least one vote
selection of a voter, the printed vote record including voter readable text

indicating the voter’s at least one vote selection;

a scanner configured to (1) electronically capture first information from the
printed vote record, the first information including the voter readable text,
and (2) electronically capture second information from the printed vote
record, the second information comprising encoded data; and

a processor configured to (1) use optical character recognition (OCR) on the first
information to generate a first data set based at least in part on the voter
readable text indicating the voter's at least one vote selection, (2)
generate a cast vote record which is to be a stored record of all of the
voter’s final vote selection indicating the voter’s at least one vote selection
based on the first data set and which is to be the voter’s casted vote used
for vote tabulation, and (3) generate a second data set from the second

information, and

wherein, the processor is further configured such that prior to generating the cast
vote record which is to be a stored record of all of the voter’s final vote
selections and to be used for vote tabulation, an accuracy of data to be
cast is confirmed based at least in part on a comparison of the first data

set and the second data set.

30. The system of claim 29, wherein the processor is configured to recursively
modify the first data set.

31.  The system of claim 29, wherein the processor is further configured to generate
an OCR hash from the first data set, and to compare the OCR hash to an encoded hash

extracted from the encoded data on the printed vote record.
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32. The system of claim 31, wherein the processor is configured to recursively
modify the first data set by generating an additional OCR hash for comparison to the

encoded hash until the additional OCR hash matches the encoded hash.

33. The system of claim 31, wherein the processor is configured to recursively
modify the first data set by, in response to a mismatch between the OCR hash and the

encoded hash, selecting a valid alternate OCR output.

34. A method for electronic voting using printed vote records, comprising:

generating a printed vote record of at least one vote selection of a voter;

providing, on the printed vote record, voter readable text indicating the voter’s at

least one vote selection;
electronically capturing first information from the printed vote record;

using optical character recognition (OCR) on the first information to generate a
first data set, the first data set based at least in part on the voter readable

text indicating the voter’s at least one vote selection;

electronically capturing second information from the printed vote record, to
generate a second data set, the second information comprising encoded

data;
comparing the first data set to a second data set;

confirming an accuracy of the at least one vote selection of the voter based at
least in part on a comparison of the first data set and the second data set;

after confirming an accuracy of the at least one vote selection, generating a cast
vote record which is to be a stored record of all of the voter’s final vote
selections and which is to be the voter's casted vote used for vote
tabulation, the cast vote record indicating the voter's at least one vote
selection as determined by the first data set; the cast vote record being
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generated after the comparing the first data set and the second data set;
and

tabulating an election utilizing the cast vote record before vote auditing.

35. The method of claim 34, wherein comparing the first data set to the second data
set comprises comparing a first hash produced from the first data set to a second hash

extracted from the encoded data on the printed vote record.

36. The method of claim 35, further comprising recursively modifying the first data

set, prior to generating the cast vote record.

37. The method of claim 36, wherein the recursively modifying the first data set
comprises generating an additional OCR hash for comparison to a second hash
extracted from the encoded data on the printed vote record, until the additional OCR

hash matches the second hash.

38. The method of claim 35, wherein recursively modifying the first data set further
comprises: based on the comparison of the first data set to the second data set,
selecting a valid alternate OCR output based on the OCR process applied to the voter

readable text.

39. The method of claim 34, further comprising utilizing the printed vote record for
auditing the election, the auditing of the election being separate from the tabulation of
the election.

40. The method of claim 34, wherein the cast vote record provides the voter’s sole

casted vote used for vote tabulation.
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ABSTRACT

An electronic voting system is described that utilizes printed vote records (PVRs) in
which a voter's vote selections are recorded in voter readable characters. Optical
character recognition (OCR) techniques may then be utilized to scan the PVR to record
the voter’s selections. The OCR data is then utilized to generate the cast vote record.
Thus, the electronic voting system directly interprets the voter selections from the PVR
just as the voter sees the data. In this manner “what you see is what you get” printed
vote record data is provided for a voter’s viewing and that same data is used to
generate the cast vote record.
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Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: e Customer Number US Patent Practitioner | (O Limited Recognition (37 CFR 11.9)
Customer Number 36275

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - [ Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
Continuation of ~| 17483627 |2021-09-23
Prior Application Status | Abandoned v [ Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
17483627 Continuation of [ 17225357 2021-04-08
Prior Application Status | Patented - [ Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
17225357 [Continuation of [+ [16919267 £020-07-02 11004292 p021-02-11
Prior Application Status | Patented - [ Remove
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
16919267 [Continuation of [~ herase21 £020-01-17 0950078 £021-03-16
Prior Application Status | Patented - [ Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MMm-DD) | PatentNumber | (yyyy.mm-DD)
6745621 [Continuation of -] [1es60222 £019-09-04 10573111 P020-02-25
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Application Data Sheet 37 CFR 1.76

Attorney Docket Number

HART:032C7

Application Number

Title of Invention

Optical Character Recognition Of Voter Selections For Cast Vote Records

Prior Application Status | Patented - [ Remove
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
16560222 [Continuation of [+] j16239607 p019-01-04 10445966 p019-10-15
Prior Application Status | [Expired v [ Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
16239607 Claims benefit of provisional ~f 62711212 P018-07-27
Additional Domestic Benefit/National Stage Data may be generated within this form Add

by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Remove

Access Codé (if applicable)

Application Number Cou ntryi Filing Date (YYYY-MM-DD)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

[Add_]

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Application Number
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Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPQO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)
(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Application Number

Title of Invention | Optical Character Recognition Of Voter Selections For Cast Vote Records

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant (1 ’_Remove

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.
’ Clear

® Assignee Legal Representative under 35 US.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

|

Name of the Deceased or Legally Incapacitated Inventor: [

If the Applicant is an Organization check here. X

Organization Name art InterCivic, Inc.

Mailing Address Information For Applicant:

Address 1 5550 Wells Poit Drive

Address 2

City Austin State/Province TX
Country | s Postal Code 78728
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. ’: Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.

EFS Web 2.2.12

Election Systems & Software, LLC - Exhibit 1002
Election Systems & Software, LLC v. Hart Intercivic, Inc.
Page 38



PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | HART:032C7

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Optical Character Recognition Of Voter Selections For Cast Vote Records

Assignee (1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information” section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

[ Remove
If the Assignee or Non-Applicant Assignee is an Organization check here. ]
Prefix Given Name Middle Name Family Name Suffix

M | i

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Countryi Postal Code
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button. IE]

Signature: Remove

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature [Richard D. Egan/ Date (YYYY-MM-DD) L023—10—17
First Name F{ichard D. Last Name ’ Fgan Registration Number ‘ E36788
Additional Signature may be generated within this form by selecting the Add button. __ Add :|

EFS Web 2.2.12

Election Systems & Software, LLC - Exhibit 1002
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 39



PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | HART:032C7

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Optical Character Recognition Of Voter Selections For Cast Vote Records

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related toa patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C.552) and the Privacy
Act (5U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use,inthe course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this systemn of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4.  Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
acontract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

5. Arecordrelated to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the PatentCooperationTreaty.

6. Arecordin this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of thatagency'sresponsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9.  Arecordfrom this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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Filing Date:
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First Named Inventor/Applicant Name:

JAMES M. CANTER
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Richard D. Egan/Marty Jones

Attorney Docket Number:
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Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount SUE-STS(I: sa)l in
Basic Filing:
UTILITY APPLICATION FILING 1011 1 320 320
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Claims:
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Petition:
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Electronic Acknowledgement Receipt

EFS ID: 48731120
Application Number: 18381091
International Application Number:
Confirmation Number: 1082

Title of Invention:

OPTICAL CHARACTER RECOGNITION OF VOTER SELECTIONS FOR CAST VOTE

RECORDS

First Named Inventor/Applicant Name:

JAMES M. CANTER

Customer Number:

36275

Filer:

Richard D. Egan/Marty Jones

Filer Authorized By:

Richard D. Egan

Attorney Docket Number: HART:032C7
Receipt Date: 17-0CT-2023
Filing Date:
Time Stamp: 18:19:57

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $4300

RAM confirmation Number

E20230GI20506804

Deposit Account

101205

Authorized User

Marty Jones

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.21 (Miscellaneous fees and charges)
37 CFR 1.20 (Post Issuance fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.17 (Patent application and reexamination processing fees)
37 CFR 1.16 (National application filing, search, and examination fees)
File Listing:
Document c e . File Size(Bytes Multi Pages
Document Description File Name ( y Y . . 9
Number MessageDigest | Part/.zip| (if appl.)
275996
1 Power of Attorney POA.pdf no 2
£12f911bdbe87709d6d9810f73 cOf64S5ad42}
8136
Warnings:
Information:
323729
2 Oath or Declaration filed Decs.pdf no 3
09b046f4b7202c20c0f880085649ab 16137
ececd
Warnings:
Information:
119275
3 Patentapplication.pdf yes 23
62946934bc32a4040e358509bd33816b73
d22¢62
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 14
Claims 15 22
Abstract 23 23
Warnings:
Information:
308854
4 Drawings-only bIaFk and white line Figures.pdf no 4
drawings
b6f06a0df0ebS2b88bd406661975€395894)
cdd8s
Warnings:
Information:
1823578
5 Application Data Sheet ADS.pdf no 9
cfe90d8f56ededef1c9b303354195215e085)
fa2e
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Warnings:

Information:
47655
6 Fee Worksheet (SB06) fee-info.pdf no 2
080a65523f70b8bal0ad8a2e7680421 d25fb
df1ds
Warnings:
Information:
Total Files Size (in bytes); 2899087

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new applicationis being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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(43) Publication Date: Sept. 2,2014  Go6K 9/46

(RPI 2278)

G06Q 50/00

(54) Title: VERIFICATION BALLOT
PRINTING AND COLLECTION
EQUIPMENT AND EQUIPMENT FOR
AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION BALLOTS
FOR A MECHATRONIC VOTING

MODEL

(73) Holder(s): Ronaldo Moises Nadaf

(72) Inventor(s): Ronaldo Moises Nadaf

(74) Attorney(s): MODAL MARCAS E
PATENTES LTDA

(57) Abstract: VERIFICATION BALLOT
PRINTING AND COLLECTION
EQUIPMENT AND EQUIPMENT FOR
AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION
BALLOTS FOR A MECHATRONIC
VOTING MODEL, wherein equipment (1)
forms a system that allows the voter to vote
and obtain a printed ballot (14) confirming
the electronic vote and the printout, via bar
codes (15), (16), (17) and (18) printed
thereon. This ballot (13) is transferred to a
second piece of equipment (19), for
counting votes, where such information is
read, forming a fully interoperating
electronic and printed storage system that is
able to be audited in the event of questions
regarding fraud, providing complete
security to the voting system.
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10

15

“VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT AND
EQUIPMENT FOR AUDITING AND COUNTING VOTES PRINTED ON VERIFICATION
BALLOTS FOR A MECHATRONIC VOTING MODEL”

The present patent application refers to a set of equipment that will provide any citizen
with electronic voting combined with the ability to compare the true record of their political intent,
using paper voting ballots as an auditing and individual vote security mechanism.

This set of equipment will bring the vote printed on paper ballots to the electoral process,
however, with another level of security, where the ballot printed with the citizen's vote will be
handled only by the voter casting the vote.

The first piece of equipment, called VERIFICATION BALLOT PRINTING AND
COLLECTION EQUIPMENT will allow, in addition to printing the vote, an expansion of the
security of voter identification, since its purpose is to use a dual biometric voter recognition
process, wherein a biometric reading of the face will be verified, in addition to the fingerprints of
4 fingers.

The voting ballot generated in this new technological context will bear a printout of at least
2 individual vote records, the first of which will be a text record, produced by the digital systems

of the
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digital voting equipment, including the electronic urns in use today, and a second vote record,
which will be generated by the VERIFICATION BALLOT PRINTING AND COLLECTION
EQUIPMENT, which is the subject of this patent, with said vote printed, on the same ballot, in
two-dimensional bar codes, thus expanding the security, transparency and the auditing
mechanisms of the process for generating and collecting the votes.

In addition to the two records of the individual vote, one in text and the other in a bar code,
the printed ballot will have two more records in two-dimensional bar codes that will store the
digital signatures of the Elections Judge and of the other institution responsible for auditing the
process.

These digital signatures will be generated by asymmetric cryptography with the Elliptic
Curve Digital Signature Algorithm (ECDSA) with a pair of codes having a minimum size of 283
bits. The vote signing process will take place using the private codes of the institutions, which will
be installed on the VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT
and on the vote collection computer, ensuring the institutional provenance of the printed vote,
without violating the confidentiality of the same.

A second piece of equipment present in this patent application, known as the EQUIPMENT
FOR AUDITING AND COUNTING VOTES PRINTED ON VERIFICATION BALLOTS, will
be responsible for auditing receipt of the storage urn for the printed votes, which urn will have its

physical security maintained by a seal with
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15

radio frequency technology.

This equipment, in addition to verifying the radio frequency seals, will audit the printed
votes collected by the urn, by comparing the text record to the information contained in the two-
dimensional bar codes, verifying the digital signatures by means of the respective public codes
generated for the vote collection equipment, confirming the institutional provenance and integrity
of the content of the printed vote.

Only after being audited will the printed vote be validated for counting, and it will again
be recorded electronically with other votes from the polling place in a simplified vote counting
system also installed on the EQUIPMENT FOR AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION BALLOTS.

This machine will also be responsible for packaging the printed ballots collected at a
polling place, which will leave the second piece of equipment, added up and sealed in a plastic
wrapper with another radio frequency technology chip, starting the auditing and storage process
controlled using this technology.

STATE OF THE ART

As is known historically, cultural trauma has been caused by the period during which the
country conducted its elections on paper ballots.

Many forms of fraud occurred during this long period in the past,
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such as the “voto carreirinha” [carriageway vote], when a first voter is able to leave the polling
place with a blank ballot and passes it on to a corrupt voter, who fills out the ballot with the name
of his candidate and hands it to another voter, who enters the pre-filled ballot and repeats the action
of removing a blank ballot, thus creating a secure—and obviously illegal—system to divert votes.

Records of falsification, tampering and theft of ballots is part of a distant past since they
were efficiently extinguished by the current electronic voting model. Therefore the population in
general and also the political class do not believe in the real need to have the vote printed on paper.

However, they fearfully participate in fully electronic voting. That statement is due to the
fact that scientific research conducted by various countries seeking to improve the security and
transparency of their electronic voting procedures increasingly points to the need for the voter,
primarily voters who are not specialists in technology, to be able to verify that their voting intention
was recorded and counted correctly without running the risk of faults caused by errors, which
unfortunately are present in fully electronic voting.

Various studies regarding electronic voting have shown the need for there to be a physical
auditing trail for individual votes, in which the voter, simply with his eyes, can have guarantees

that his vote will not
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have any possibility of being corrupted or diverted, and thus, he will be certain that it will be added
to the final election results.

In this context, in 2000 there arose, in the post-doctoral thesis proposed by Ph.D. Rebecca
Mercuri, titled “Electronic Vote Tabulation — Checks & Balances,” the concept of “Voter-verified
Paper Audit Trail (VVPAT)” and “Verified Paper Record (VPR)” which, in summary, discusses
the importance of the existence of a paper audit that will allow recounting of votes in an electronic
election, when such action is necessary.

In 2006, Ph.D. in cryptography, Ronald Rivest, along with a researcher from the U.S.
National Institute for Standards and Technology, John Wack, imagined the concept of “software
independence” for electronic voting processes. These scientists claimed that “a voting system is
independent of software when an imperceptible change or error in the programming of voting
systems does not cause a change or error, which are also imperceptible, in the result of the
elections (our translation). ”

Also noteworthy is the technical standard that is being refined by the National Institute of
Standards and Technology (NIST) and by the Election Assistance Commission of the United States
of America, known as the “Voluntary Voting System Guidelines,” which in their current version

provide the following minimum requirements for the approval of voting equipment in that
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country (translated to Portuguese):

a — At least two vote records must be generated and one of them must be stored on media
that cannot be modified by the (electronic) voting system, so that both records are not under the
control of a single digital process:

b) - The voter must be trained to verify the equivalence of the two records of their vote
before leaving the polling place;

) The process of verifying voting records must be independent and at least one of
them must be directly consultable by the voter;

d) The two records of a vote may have their equivalence verified afterwards by means
of unique identifiers that allow records to be corrected.

In Brazil, Article 5 of Law No. 12,034/94 which amends the Political Parties Act
(9,096/95), the Elections Act (9,504/97) and the Electoral Code (4,737/65), requiring the use of
vote printing devices as of the 2014 elections, is noteworthy.

The article was suspended by protective order issued in Direct Action for
Unconstitutionality (ADI) No. 4547 filed with the Federal Supreme Court by the Office of the
Attorney General of the Union. The action questioned the printed vote described in the law that,
in theory, strikes at the right to secrecy regarding electors’ votes.

In light of this scenario, it is considered that a Brazilian electronic urn came to not comply

with current legislation, as well as the basic requirements
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of the North American standards, since it was a collector and counter of votes of the DRE (direct-
recording electronic) type, characterized by direct electronic recording without printing the vote
for verification by the voter.

OBJECT OF THE PATENT

The equipment that is the object of this patent application has as its objective precisely the
expansion of the security of the electoral process as a whole and it was conceived in a form where
the voting ballots printed by the devices would be handled solely and exclusively by the voter
himself, thus reducing the range of possibilities for voter fraud that primarily occurred in the
counting of paper ballots.

Accordingly, the model proposed was organized based on a verification ballot, with the
vote written in text and a second record of the vote in a two-dimensional bar code, an information
encoding technology for bar graphics, the license for use of which is royalty-free.

The vote in text form produced for the ballot will be generated by an electronic vote
recording device (Direct Recording Electronic — DRE) that can even be the actual urn in use today,
which will be connected, via a USB port, to the VERIFICATION BALLOT PRINTING AND
COLLECTION EQUIPMENT.

The system will make it possible for the user to vote electronically which, after it is
completed, will generate the printed vote, providing the voter with assurance of their choice and

preventing equipment failure from being able to
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change the vote cast digitally.

Explained in a superficial manner, the two pieces of equipment and the corresponding
systems are further detailed via the attached drawings, in which we see:

Figure 1 — shows, on the left, the VERIFICATION BALLOT PRINTING AND
COLLECTION EQUIPMENT, connected to a Tablet, and on the right, the same equipment
connected to an electronic Urn;

Figure 2 — shows the VERIFICATION BALLOT PRINTING AND COLLECTION
EQUIPMENT and, on the side, expanded details of the biometric readers;

Figure 3 — shows, in expanded detail, the interfaces of the VERIFICATION BALLOT
PRINTING AND COLLECTION EQUIPMENT;

Figure 4 — shows the verification vote ballot, with its digital codes;

Figure 5 — shows the independent urn being connected to the EQUIPMENT FOR
AUDITING AND COUNTING VOTES PRINTED ON VERIFICATION BALLOTS;

Figure 6 —shows the EQUIPMENT FOR AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION BALLOTS;

Figure 7 —shows the EQUIPMENT FOR AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION BALLOTS. The details show the packaging devices, with

highlights;
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Figure 8 — shows the sealed ballots, forming a block controlled using RFID technology.

In accordance with the attached drawings, the “VERIFICATION BALLOT PRINTING
AND COLLECTION EQUIPMENT,” one of the pieces of equipment that is the object of this
patent application, is a piece of equipment (1) surrounded by a voting cubicle (C) and that may be
connected to an electronic urn (U), as is shown in Figure 1, said equipment (1) being in the form
of a computer with a reversible keyboard and touch-sensitive screen (“touch screen™) or a “tablet”
(2) with an earphone (F), connected to a camera (3) with the ability to carry out biometric
recognition of the voter’s face and connected to a mechanical keyboard (T) repurposed in the
process of recycling the urns.

The equipment (1) has a bench on which there is installed a four-finger biometric reader
(4), a storage area for blank ballots (5) connected to the printer (6), supplied also by a roll of paper
(7), both of which connect to a printer output (8). The bench also has an input (9) for verifying and
collecting printed vote ballots confirmed by the voter, in addition to an input (10) for verifying and
cutting up any printed vote ballot rejected (voided) by the voter.

The verification input for printed vote ballots confirmed by the voter (9) is connected to an

independent collection urn (11) for ballots confirmed and verified by the system, while the input
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for verification and cutting up the printed ballot rejected by the voter (10) is connected to a
recycling bin (12) to receive the fragments of these printed ballots that are rejected by the voters,
thus constituting a piece of equipment (1) itself, as shown in Figures 1, 2 and 3.

The verification ballot printing and collection equipment (1) is supplemented by a second
“tablet” (13), on which software developed by an elections process auditing entity is installed,
containing the public codes for the equipment. This equipment (13) will be used by the voter for
electronic verification of the printed vote in a two-dimensional bar code, enabling the voter to
leave the polling station after comparing the two printed records of their vote, one in text and the
other in a two-dimensional bar code.

Thus constituted, the equipment (1), integrated with the free software to be developed, will
be used as the voting station for a previously unknown system for collecting the electronic vote
and the vote printed on paper, with double biometric identification operated by the voter.

The voter positions four fingers on his right hand on the biometric identification reader (4),
and the equipment (1) then collects the biometric data and sends a digitally signed request to the
electronic voting system installed on the computer of tablet (2).

Facing the equipment (1), the voter is also identified via the camera (3) which will perform
biometric recognition of their face.

Once the double biometric identification of the voter is completed, he will have
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access to the voting interface, or in the case of an illiterate voter designated in advance, direct
access to the specially developed interface for illiterate voters.

Using the corresponding button on the screen (2), or via the repurposed mechanical
keyboard from the Electronic Urn (T), the voter chooses his candidates, displaying the respective
photographs and other possible information. The candidate photograph is displayed on the
referenced screen (2) in order for the voter to recognize his choice and confirm the digital vote.

Once collection of the electronic vote is complete, the voter authorizes, using the screen
(2) or the mechanical keyboard (T), the printing of a verification ballot (14) that will be issued at
the printer output (8).

The verification ballot (14) for the vote, shown in Figure 4, will show the choices of the
voter for each office being contested in that election and/or ballot measure, stated in sufficiently
legible text. The ballot (14) will also show the complete vote by the voter encoded in a two-
dimensional bar code, which will also contain the digital signatures of the Elections Judge and the
other institution auditing the process (15).

Two other bar codes (16) and (17), that are smaller in size and have reduced storage
capacity, will be printed on the ballot (14) and will each provide a digital signature, in this case
related to the text of the vote printed on the ballot (14), produced by the Elections Judge and by
another entity auditing the process, respectively. The ballot (14) will also contain an electronic

code in Braille (18) for voters with a visual disability.
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With the printed verification ballot (14) in hand, the voter may also visually compare the
vote encoded in bars on the second tablet (13), which will read the code and display the record of
the encoded vote on the screen.

After confirming that the text and the record of the code are each conveying their political
intent, the voter inserts the ballot (14) into the input for confirmation of votes (9).

The equipment (1) then reads, electronically, the bar code(s) (16) or (17) and (18) on this
ballot (14), extracting the digital institutional signatures.

Once it is confirmed that the signature was generated by the private code issued for the
digital institutional signature, i.e. after confirmation of the electronic provenance of the ballot (14),
the ballot is drawn in by the mechanical vote confirmation input device (9) and stored at random
in the independent collection urn (11). This verification of signatures will avoid the equipment
being fed with ballots not generated in an official manner.

Once the vote collection process is complete, the equipment (1) sends a digital signal to
the electoral system to record the digital record of the vote and shut off the possibility of another
vote for that wvoter. In this manner, the vote is counted in a normal manner.

If the voter does not agree with the printed ballot (14) of their vote, withdrawing or

believing that they made a mistake or with the intention of correcting the vote,
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the voter will insert the referenced ballot (14) into the input (10) for verification and cutting up the
printed vote being rejected and, after the equipment (1) confirms the signature produced by the
private code of the institutions and once the provenance of the ballot (14) is confirmed, it is then
drawn in and shredded and the paper waste will be stored in the recycling bin (12), sending a signal
to the voting system installed on the equipment computer (1) to cancel the digital vote and relaunch
the voter identification process, returning the entire voting process to the initial stage.

In this manner it is possible for the voter himself to correct the printed vote. In this case,
the rejected vote is not counted in the system database, avoiding an erroneous count upon
conclusion of voting and allowing the voter to have another chance or option to vote, without
contaminating the entire process with ballots rejected by the voters.

If the voter is illiterate, they may vote using images of persons with a two dimensional bar
code distributed by the candidates in advance.

After double biometric identification, the illiterate voter holding this advertising material
printed by the candidates with a two-dimensional bar code inserts the image into the shredder
verifier input (10), displaying the photo of their candidate on the screen (2), repeating the action
until the end of the process, when the verification ballot (14) will be printed to be immediately

confirmed by the illiterate voter, who
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must be instructed to insert the vote ballot (14) into the vote confirmation input (9).

The same procedure for reading images may be used to assist voters with a visual disability
in the voting process. However, unlike confirming the vote presented on the screen (2), the visually
disabled voter will confirm their vote using an earphone (F), which will pass on the instructions
for operating the equipment (1) to confirm their vote, instructing the disabled voter through
completing the digital voting process and submitting the printed vote, which will also be
transcribed in Braille (18) on the collection verifying interface (9). The visually disabled voter may
also enter their vote via the mechanical keyboard (T), which is connected to the equipment (1).

In all situations in which the printed vote is confirmed, the voter may, upon completion of
the process, print a voucher of presentation from the roll of paper (7) installed on the lower part of
the equipment (1), which will be supplied via the printer output (8).

As may be observed, the proposed system eliminates the elections judge.

After voting concludes, the independent collection urn (11) for confirmed ballots, i.e.
confirmed votes, is then taken from the voting equipment (1) and taken to the vote auditing,
counting and tabulating area, as shown in Figure 5.

In this other area, the independent collection urn (11) holding
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confirmed votes is connected, as shown in Figure 5, to the EQUIPMENT FOR AUDITING AND
COUNTING VOTES PRINTED ON VERIFICATION BALLOTS (19), at which point the vote
counting and auditing process is then started.

This equipment (19), also the object of the present patent, as is shown in particular by
Figures 6 and 7 and also by Figure 5, comprises, on one of its sides, an input (20) for the
independent collection urn (11), an RFID read/record device (21) and an input for the audited
ballots (22). On the other side it has a printer (23) and LCD monitor (24), repurposed from the
Electronic Urns.

On the interior, the equipment (19) has an optical OCR and QR code reader and a CPU
(25) and packaging devices (26), connected, on the other side, to an output (27) for the packaged
ballots that will receive RFID identification to be applied by the labeler (28).

The equipment (19) will be supplied with the information conveyed to the independent
storage urn (11), or by the printed verification ballots (14) with a seal, in an auditing process, with
various tasks carried out in the same mechanically automated routine.

If the seal of the independent collection urn (11) for confirmation of the vote shows signs
of tampering, the equipment (19) will emit an audible warning and a text message on the LCD,
and the referenced independent collection urn (11) will be returned to the counting committee,

which will decide whether or not to proceed to count it.
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The first function of the EQUIPMENT FOR AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION BALLOTS (19) is to receive the independent collection urn (11)
through the input (20) and verify the provenance of the seal on the independent collection urn (11)
using the radio frequency device (21) and, once the correspondence of the chip and the polling
station is confirmed, the printed votes are automatically taken from the referenced independent
collection urn (11).

The ballots (14) are then fed through the optical reader (25), which will read the bar codes
(16), (17) or (18), extracting and verifying the digital signatures, and comparing the text vote
information to the vote information encoded into the bar code.

After a comparative audit, the printed vote is then recorded electronically and sent to a
module (26) where, along with the other ballots (14) from the polling station being tabulated, they
will be stored. Once the counting of all the votes is completed, the ballots will be sealed in plastic
and sent to the output (27), forming a paper block (29), as is shown in Figure 8, which will receive
a radio frequency chip in the labeler (28), thus completing the auditing and electronic tabulating
of the printed ballots.

The audit process vote input (22) will receive the ballots that require a further inspection
process. The procedure for counting audited ballots is similar to the procedure for collected ballots,

differing only in the origin of the radio frequency
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identification, i.e. instead of reading the RFID seal of the independent urn, the interface will read
an RFID identifier of a block of cells where the need for a more advanced audit is determined.

For security purposes, the EQUIPMENT FOR AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION BALLOTS (19) is separated from the input device, and has only
the disk storing the programs to control the mechatronic motors and to interpret, audit and count
the votes printed.

Reports, alerts and the total count bulletin will all be generated in text and two-dimensional
bar code format using the printer and they will be recorded in the machine’s print log.

The objective is that this second piece of equipment according to the present patent will be
manufactured using electronic components such as processors, memory, a printer, an LCD screen
and the repurposed plastic components from the recycling of the current electronic urns, which
will be replaced by computers or tablets in the course of the process of installing the new electronic

and mechanical voting equipment that is the subject of this patent.
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CLAIMS
1) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,” being a
piece of equipment (1) surrounded by a voting cubicle (C) that may be connected to an electronic
urn (U), characterized by a computer configuration with a reversible keyboard with a touch
screen or tablet (2), an earphone (F), a camera (3) for biometric facial recognition of the voter
and connected to a mechanical keyboard (T), which equipment (1) is equipped, as well, with a
bench with a four-finger biometric reader (4), a storage area for blank ballots (5) connected to a
printer (6) supplied by a roll of paper (7), both connected to a printer output (8), with said bench
having, as well, an input (9) for verifying and collecting the printed vote ballots confirmed by the
voter, in addition to an input (10) for verifying and cutting up the printed ballot rejected (voided)
by the voter, with the referenced input (9) connected to an independent collection urn (11) for
ballots confirmed and verified by the system and, the input (10) connected to a recycling bin (12)
that receives the fragments of the printed ballots rejected by the voters, with said piece of
equipment (1) supplemented by a second tablet (13), loaded with software developed by an
electoral process auditing entity, containing the public codes for the equipment, for electronic
verification (by the voter), of the vote printed in a two-dimensional bar code.

2) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,”
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according to Claim 1, the equipment (1) for use as a polling station, to form a system
characterized by the collection of electronic votes and votes printed on paper, with dual
biometric identification, operated by the voter himself.

3) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,”

according to Claim 2, characterized by the fact that, after the voter operates the keyboard, a

printed ballot (14) is generated (3) with the complete vote encoded in a two-dimensional bar
code, with digital signatures of the Elections Judge and the other institution auditing the process
(15), in addition to bar codes (16) and (17), of a smaller size and reduced storage capacity, and
furthermore, an electronic code in Braille (18).

4) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,”
according to Claim 2, for electronic comparison by the equipment (1) and also by the second

tablet (13), characterized by the fact that a ballot (14) is inserted into the vote confirmation

input (9) and stored in random form in the independent collection urn (11), with delivery of a
digital signal for the election system to record the digital record of the vote.

5S) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,”
according to Claim 2, in the event of a correction to a vote, characterized by the insertion of the
ballot (14) into the input (10) to be shredded and delivery of a digital signal to the election

system, to
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cancel the vote, without it being counted, and to restart the voting process.

6) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,”
according to Claim 2, in the case of an illiterate reader, characterized by the use of images with
a two-dimensional bar code with double biometric identification, following insertion into the
input (10) for verification and shredding, displaying the photo of the voter’s candidate on the
screen (2), repeating the operation until the process is completed, to print the ballot (14) and for
confirmation via the vote confirmation input (9).

7) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,”
according to Claim 2, in the case of voters with a visual disability, characterized by the casting
of a vote via images with bar codes or using a mechanical keyboard (T), and confirmation of the
vote via an earphone (F), by entering the ballot (14) with the vote transcribed in Braille (18) at
the collection input (9) or the shredding input (10).

8) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT”
according to Claim 2, after the generation of a vote voucher from the printer output (8),
characterized by the independent collection urn (11) with ballots (14) stored, being removed
and placed at the input (20) of the EQUIPMENT FOR AUDITING AND COUNTING VOTES

PRINTED ON
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VERIFICATION BALLOTS also equipped with an RFID reader/encoder (21), input for audited
ballots (22) having, on the side, a printer (23) and LCD monitor (24) and, inside, an optical OCR
and QR code reader and a CPU (25) and packaging devices (26), connected, on the other side, to
an output (27) for the packaged ballots, able to receive RFID identification via a labelling device
(28).

9) “EQUIPMENT FOR AUDITING AND COUNTING VOTES PRINTED ON
VERIFICATION BALLOTS,” according to Claims 2 and 8, forming a system characterized by
reading the information provided in the independent collection urn (11) via a radio frequency
device (21) and, if there are signs of tampering, having an audible warning emitted and a text
warning displayed on the LCD, for reassessment.

10) “EQUIPMENT FOR AUDITING AND COUNTING VOTES PRINTED ON
VERIFICATION BALLOTS,” according to Claim 9, characterized by reading bar codes (16),
(17) or (18), and electronic counting of ballots (14), stored in the module (26), followed by
sealing, forming a block (29) ejected at the output (27), that receives a radio frequency chip at
the labeler (28), used as a polling station, to form a system characterized by the collection of
electronic votes and votes printed on paper, with double biometric identification, operated by the

voter himself.
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ABSTRACT
VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT AND
EQUIPMENT FOR AUDITING AND COUNTING VOTES PRINTED ON VERIFICATION
BALLOTS FOR A MECHATRONIC VOTING MODEL, wherein equipment (1) forms a
system that allows the voter to vote and obtain a printed ballot (14) confirming the electronic
vote and the printout, via bar codes (15), (16), (17) and (18) printed thereon. This ballot (13) is
transferred to a second piece of equipment (19), for counting votes, where such information will
be read, forming a fully interoperating electronic and printed storage system that is able to be
audited in the event of questions regarding fraud, providing complete security to the voting

system.
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(57) Resumo: EQUIPAMENTO DE IMPRESSAO E COLETA DE
CEDULAS DE SEGURANGA DO VOTO E EQUIPAMENTO DE
AUDITORIA E AFURAGAO DE VOTOS IMPRESSOS EM CEDULAS
DE SEGURANGA, PARA MODELO DE VOTAGAO MECATRONICA",
onde um equipamento (1) forma um sistema que possibilita ao proprio
eleitor, votar e obter uma cédula de impresséo (14) pela qual serdo
confirmados, o voto eletronico e a impressao. através de codigos de
barra (15). (16}, (17) e (18) nela gravados. Tal cédula (13) é transferida
para um segunde equipamento (19). de apuragdo de votos. onde tais
informagdes serdo lidas. fermando um sistema de armazenamento
eletronico e impresso. em total interago e passivel de ser auditado.
caso hajam duvidas em relagdo a fraudes. trazendo total seguranga ao
sistema eleitoral.
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“EQUIPAMENTO DE IMPRESSAO E COLETA DE CEDULAS DE
SEGURANCA DO VOTO E EQUIPAMENTO DE AUDITORIA E
APURACAO DE VOTOS IMPRESSOS EM CEDULAS DE
SEGURANCA. PARA MODELO DE VOTACAO MECATR@®NICA”

Referc-se o presente pedido dc patente de invenglo para um
conjunto de equipamentos que irdo garantir a qualquer cidadao a volagao
cletréonica combinada a possibilidade de conferir o registro ficl de sua
intengdo politica, utilizando cédulas de vota¢do ¢cm papel como mecanismo
de auditoria ¢ scguranga do voto individual.

Este conjunto de cquipamentos vai trazer o volo impresso em
cédulas dec papel ao processo clcitoral. porém. com outro nivel de
segurang¢a, onde a ¢cédula impressa com o voto do cidaddo serda manuscada
tdo somente pelo cleitor votante.

O primeiro equipamento, denominado EQUIPAMENTO DE
IMPRESSAO E COLETA DE CEDULAS DE SEGURANCA DO VOTO.
vai permitir, além da impressdo do voto. ampliar a scguranca da
identificacdo do cleitor, pois tcm como objclivo a ulilizagdio de um
processo com o duplo reconhecimento biométrico do c¢leitor, onde serdo
verificadas, além das impressoes digitais de 4 dedos da mao, um
reconhecimento biométrico da lace.

A cédula de votagdo produzida ncssc novo contcxto tecnoldgico
lrard a impressdo de no minimo 2 registros do voto individual. sendo o

primeiro registro cm texto, produzido pclos sistemas digitais do
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cquipamento dc voto digital, incluindo as urnas cletrénicas hoje cm uso.
¢ um scgundo registro do voto. que serd gerado pelo EQUIPAMENTO DE
IMPRESSAO E COLETA DE CEDULAS DE SEGURANCA DO VOTO.
objelo desta patente, dito voto impresso, na mesma cédula, em cddigos de
barras bidimensional, ampliando ainda mais a scguranga, a transparcncia
¢ 0os mecanismos de auditoria do processo de geragdo e coleta dos votos.

Além dos dois registros do voto individual, um c¢cm texto ¢ outro cm
¢ddigo de barras. a ¢édula impressa trard mais dois registros em cddigo de
barras bidimensional que armazcenardo as assinaturas digitais da Justiga
Elcitoral ¢ dec outra instituigdo responsdvel pela auditoria do processo.

Essas assinaturas digitais scrdo produzidas por criptografia
assimétrica de algoritmo ECBSA(Eliptic Curve WPigital Signature
Algorithm), com par de chaves de tamanho minimo dc 283 bit. O processo
dec assinatura do voto se dard pelas chaves privadas das institui¢des, que
estardo instaladas no EQUIPAMENTO DE IMPRESSAO E COLETA DE
CEDULAS DE SEGURANCA DO VOTO ¢ no computador coletor de
votos, garantindo procedéncia institucional ao volo impresso, sem violar
o sigilo do mesmo.

Um scgundo cquipamcnto prescente ncste pedido de patente dc
invengio. denominado EQUIPAMENTO BE AUBPITORIA E APURACAO
DE VOTOS IMPRESSOS EM CEDULAS DE SEGURANCA. scri
responsdvel por controlar o recebimento da urna armazenadora dec volos

impressos, urna csta que lerd a scguranga fisica mantida por um lacre com
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tccnologia de radio frequéncia.

Este cquipamento, além de [azer um controle dos lacres radio
frequéncia, vai auditar os votos impressos colctados pcla urna.
comparando o registro em texto as informagdes contidas nos cdodigos de
barras bidimensionais. verificando as assinaturas digitais através das
respeclivas chaves publicas geradas para os cquipamentos coletores de
voto. confirmando a proccdéncia institucional ¢ integridade do contetido
do volo impresso.

Somente depois de auditado, o voto impresso sera validado para o
cscrutinio, ¢ vollard a ser conlabilizado de forma cletrdonica a outros votos
da scgio cleitoral em um sistema simplificado de contabilidade dec votos
instalado também no EQUIPAMENTO DE AUDITORIA E APURACAO
DE VOTOS IMPRESSOS EM CEDULAS DE SEGURANCA.

Esta mdquina também serd responsdvel pela embalagem das cédulas
impressas coletadas cm uma scgio clcitoral, que sairdo deste scgundo
cquipamento. somadas ¢ lacradas num invdlucro pldstico com outro chip
de tcenologia radio frcquéncia, dando inicio ao processo dc
armazenamento ¢ auditoria controlado por esta lecnologia,

ESTADO DA TECNICA

Como ¢ sabido historicamente, existem traumas culturais
provocados pclo periodo cm quc o pafs rcalizava suas clcigdes em cédula
de papel.

Muitas foram as fraudcs ocorridas nessc longo periodo passado.
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como por cxemplo o “volo carrcirinha”, quando um primeiro clcitor
conseguia sair com a cédula virgem da sessdo cleitoral, repassava para um
corruptor quec preenchia a cédula com o nome do scu candidato ¢
enlregava-a a um outro cleitor que inscria a cédula pré preenchida e repetia
a opcragiio de retirada de cédula virgem. fazendo assim um ciclo scguro.
¢ cvidentemente ilegal, para desvios de volo.

Registros de falsificagao, adulteragdo, cxtravio de cédulas fazem
parte de um tempo distante pois [oram eflicientemente extintos com o atual
modclo clctronico de votagdo. Portanto, a populagdo cm gcral ¢ tambcém a
classc politica ndo acreditam na real necessidade da impressdo do voto em
papcel.

No cntanto aderem, de forma temerosa, ao voto (otalmente
cletréonico. Tal afirmac¢do deve-sc ao fato de que pesquisas cientificas
desenvolvidas por diferentes paises que buscam melhorar a seguranga ¢ a
transparéncia dos scus processos cletrénicos dc votagdo, apontam. cada
vez mais, para a necessidade de o cleitor. principalmente o cleitor leigo
cm tcenologia, ter a possibilidade de verificar sc sua intengdo dc voto foi
registrada ¢ contabilizada corretamente sem correr riscos de extravios
ocasionados por crros, quc infclizmente cstdo prescentes na votagido
totalmente cletronica.

Diferentes cstudos sobre voto cletronico revelam a nccessidade de
existir uma (rilha de auditoria [isica do voto individual, onde o eleitor,

apcnas com os olhos, possa ter garantias dc quc scu voto nido sofrcrd
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qualquer possibilidade de adulteragdio ou cxtravio ¢ assim, tendo certeza
dec que serd somado ao resultado [inal da elei¢do.

Nesse contexto, surgiu no ano de 2.000. na tesc de péds-doutorado
proposta pcla Ph.D. Rebecca Merccuri, intitulada “Electronic Vole
Tabulation — Checks & Balancces”. o conccito “Volter-verificd Paper Audit
Trail (VVPAT)” ¢ *Verified Paper Record {(VPR)” que, em sintese,
discorre sobre a importancia da cxisténcia dc auditoria cm papcel quc venha
permitir a rccontagem dos votos de uma c¢leigdo cletrdonica. quando assim
for nccessdria.

Em 2006, o Ph.D. em criptologia Ronald Rivest, juntamente com o
pesquisador do Instituto Nacional de Padrdes ¢ Tecnologia dos Estados

@

Unidos, John Wack. idealizou o conceito “sofltware independece™ para os

«

processos de votagdo cletronica. Estes cientistas defendem que “o sistema
de votagdo ¢ independe de software quando wma alierag¢do ou um erro
imperceptivel na programagdo dos sistemas de votag¢do ndo provoca uma
alteragdo ou erro, também imperceptiveis, no resultado das elei¢des
(tradugdo nossa)”.

Destaca-se também a norma téenica que estd sendo aprimorada pelo
Instituto de padrdes ¢ lecnologia (National Institute of Strandars and
Technology - NIST) ¢ pela Comissao de Assisténcia Eleitoral dos Estados
Unidos da América. conheccida como “Voluntary Voting Systcm
Guidelines” que traz no rascunho da versdo mais atual os scguintes

requisitos minimos para homologac¢do dc cquipamentos dec volagdio naquele
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pais (traduzidos para o portuguds):

a - Ao menos dois registros do voto devem ser produzidos ¢ um deles
deve ser guardado em mcio que néo possa scr modificado pclo sistecma
(cletrénico) de votagio, de forma que ambos os registros nao cstcjam sob
controle de um inico processo digital;

b) - O cleitor deve estar capacitado para verificar a igualdade
dos dois registros do scu voto antes de decixar o local de votagio;

¢) @® processo de verilicagdo dos registros do volo deve ser
independente ¢ ao menos um deles deve ser conferivel dirctamente pelo
cleitor;

d) Os dois registros de um voto podcrdo ler sua consisténcia
verificada posteriormente por meio de identificadores udnicos que
permitam a correlagio dos registros.

No Brasil, destaca-sc o artigo 5° da Lei N° 12.034/94, que altera a
Lei dos Partidos Politicos (9.096/95), a Lei das Eleigdes (9.504/97) ¢ o
Cdédigo Elcitoral (4.737/65). quc obriga o uso dc dispositivos de impressdo
do voto a partir das cleigocs de 2014.

@ artigo cstd suspenso por decisdo liminar proferida na Ac¢do Pircta
dec Inconstitucionalidade n® 4547 interposta no Suprcmo Tribunal Federal
pcla Procuradoria Geral da Unido. A agdo questiona o volo impresso
descrito na lei que. em tesc, fcre o dircito ao sigilo do voto do cleitor.

Diante desse cendrio, percebe-se que a urna cletrdonica brasileira

passou a ndo atender a legislagdo vigente, bem como os requisitos bdsicos
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da norma norte-americana, por ser um colctor ¢ apurador de votos do tipo
DRE (de¢ Direct Recording Elcctronic)., caracterizada pela gravagio
cletrénica direta sem impressiio do volo para confcréncia do clcitor.

OBJETIVO DA PATENTE

Os cquipamecntos. objctos dessc prescente pedido de patente dc
invencdo, (€m como objetivo exatamente a ampliagcdo da seguranca do
processo cleitoral como um todo ¢ foram pensados de uma forma ondc as
c¢édulas de votagdo impressas nos dispositivos serdo manuscadas apenas ¢
tdo somecnte pelo préprio  cleitor, rcduzindo assim o lcquec de
possibilidades de fraudes cleitorais que aconteciam principalmente no ato
dc apuragdo das cédulas dc papel.

Para tanto. o modclo proposto ¢ composto a partir de uma cédula de
scguranga, com o volo ¢m (exto ¢ um scgundo rcgistro do volo cm cédigo
de barras bidimensional, uma tecnologia de codificagiio de informagdes
para griafico de barras cuja licenga de uso ¢ livre de royaltics.

O voto em texto produzido para a cédula serd gerada em um
dispositivo de registro cletronico do voto (Direct Recording Electronic -
DRE), que inclusive poder ser a prdopria urna eletronica hoje em uso. quc
scrd concctada, através dc porta USB, ao EQUIPAMENTO DE
IMPRESSAO E COLETA DE CEDULAS DE SEGURANCA DO V@TO.

Através do sistema. scrd possibilitado ao usudrio a votagdo
cletrénica que, apds concluida, vai gerar o voto impresso, (razendo-lhe a

certeza de sua escolha ¢ impedindo quc falhas nos cquipamentos possam
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cxtraviar o voto langado de forma digital.

Explicado superflicialmente, passam os dois cquipamentos ¢ 05
sistcmas quc os cnvolvem a screm mclhor detalhados através dos descnhos
ancxos, pelos quais sc véem:

Figura 1 — mostra, 2 csquerda, o EQUIPAMENTO DE IMPRESSAO
E COLETA DE CEDULAS DE SEGURANCA DO VOTO conectado a um
Tablet c. a dircita, 0 mesmo equipamento concctado & Urna cletrénica:

Figura 2 — mostra o EQUIPAMENTO DE IMPRESSAO E COLETA
DE CEDULAS DE SEGURANCA DO VOTO c. ao lado, dctalhcs
ampliados dos lcilores biométricos:

Figura 3 — mostra. cm dectalhe ampliado. as intcrfaces do
EQUIPAMENTO DE IMPRESSAO E COLETA DE CEDULAS DE
SEGURANCA DO VOTO;

Figura 4 - mosira a cédula de scguranga do voto, com scus cédigos
digitais;

Figura 5 - mostra a urna independente sendo acoplada no
EQUIPAMENTO DE AUDITORIA E APURACAO DE VOTOS
IMPRESSOS EM CEDULAS DE SEGURANCA;

Figura 6 - mostra o EQUIPAMENTO DE AUDITORIA E
APURACAO DE VOTOS IMPRESSOS EM CEDULAS DE SEGURANCA:

Figura 7 - mostra o EQUIPAMENTO DE AUDITORIA E
APURACAO DE VOTOS IMPRESSOS EM CEDULAS DE SEGURANCA.

Nos detalhes, destacados, os dispositivos embaladorces;
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Figura 8 - mostra as ccédulas lacradas, formando um bloco
conlrolado por tecnologia RFID.

Em conformidadec com os desenhos ancxos, o “EQUIPAMENTO DE
IMPRESSAO E COLETA DE CEDULAS DE SEGURANCA DO VOTO”,
um dos cquipamentos objcto dessc presente pedido de patente de invengdo.
constitui-se de um cquipamento (1) envolto por cabine de votagao (C) ¢
quc pode scr concctado & uma urna clctrdénica (U), como mostra a figura
1. dito cquipamento (1) em forma de computador com teclado reversivel e
tcla scnsfvel ao toque “touch screcen” ou um “tablet” (2), com fonc dc
ouvido (F), acoplado com cimera (3) com capacidade para realizar o
rcconhccimento biométrico da face do clcitor ¢ concctado a um teclado
mecdnico (T) recaproveitado no processo de reciclagem das urnas.

O cquipamento (1) possui uma bancada na qual ¢ instalado um lcitor
biométrico de quatro dedos (4), um armazenador de cédulas virgens (5)
concctado a sua impressora (6), alimentada também por bobina dc papel
(7), ambas comunicantes com uma saida (8) de impressora. A bancada
possui também uma cntrada (9) verificadora ¢ colctora de cédulas
impressas de volo conlirmado pelo eleitor, além de uma entrada (10)
veril icadora ¢ fragmentadora de cédula impressa porém rcjeitada (anulada)
pelo cleitor.

A cntrada verificadora dc cédulas impressas dc voto confirmado
pelo cleitor (9) € ligada @ uma urna coletora independente (11) de cédulas

confirmadas ¢ verificadas pclo sistcma, ao passo que a cntrada
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verificadora ¢ fragmentadora de cédula impressa porém rcjeitada pelo
eleitor (10) é ligada & uma urna ccoldgica (12) receptora dos fragmentos
dessas cédulas impressas porém rejeitadas pelos cleitores, formando assim
o cquipamenlo (1) propriamente dito, como mostram as figuras 1, 2 ¢ 3.

O cquipamento (1) de impressdo ¢ colcta de cédulas de scguranga
do volo ¢ completado por um segundo *tablet™ (13), onde estard instalado
um software descnvolvido por uma cntidade auditora do processo cleitoral.
conlendo as chaves publicas dos cquipamentos. Este equipamento (13) scerd
usado pelo cleitor para a verificagdo cletrénica do volo impresso cm
c¢édigo de barras bidimensional, possibilitando que o mesmo saia da sessdo
clcitoral apds conferir os dois rcgistros impressos do scu voto. sendo um
em texto ¢ o oulro em cddigo de barras bidimensional.

Assim constituido, o cquipamento (1), intcgrado com software livre
a ser desenvolvido, serd utilizado como mesa receptora de voltos para um
inédito sistema de coleta do voto cletrénico ¢ do voto impresso cm papel.
com dupla identificagdo biomélirica acionada pelo préoprio eleitor.

O cleitor posiciona os quatro dedos da miao dircita no lcitor de
identilica¢dio biométrica (4), quando o equipamento (1) faz cntdo a colcta
dos dados biomdétricos ¢ cnvia uma solicitagdo assinada digitalmentc para
0 sistema cletrdonico de votagiio instalado no computador ou “tablet” (2).

Em frente ao cquipamento (1), o clcitor também ¢ identificado
através da cimera (3) que fard o reconhecimento biométrico da face.

Concluida a dupla identificagdo biométrica do cleitor, cle tera
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accsso ainterface de volagiio ou, no caso do cleitor analfabeto identificado
previamente, acesso dircto 2 interface especialmente desenvolvida para os
clcitores sem instrugdo.

Através da tecla correspondente da tela (2), ou através do teclado
mccanico rcaprovecitado da Urna Elctronica (T). o cleitor escolhc scus
candidatos, cxpondo as respectivas lotogralias ¢ demais inlormagdes
possiveis. A fotografia do candidato ¢ cxposta na referida tela (2) para que
o cleitor o reconhega sua escolha ¢ conlirme o voto digital.

Encerrada colcta do voto cletrOnico, o cleitor autoriza, na tcla (2)
ou no teclado mecdnico (T), a impressdo de uma cédula de seguranga (14)
quc scrd emitida pecla saida (8) de impressora.

A c¢édula de scguranca (14) do voto. mostrada pela ligura 4, vai
trazer as cscolhas do cleitor para cada cargo cm disputa naqucla clcicio
c¢/ou plebiscito. explicitos em texto bastante legivel. A cédula (14) também
vai trazer o voto complcto do cleitor codificado cm cddigo de barras
bidimensional, quc também vai conter assinaturas digitais da Justiga
Elcitoral ¢ de outra instituigdo auditora do processo (15).

Mais dois c¢ddigos de barras (16) ¢ (17), de tamanho menor ¢
capacidade de armazcnamento reduzida, scrdo impressos na cédula (14) ¢
(rardo, cada um, uma assinatura digital, agora rclerente ao texto do volo
impresso na cédula (14), produzidos pela Justica Elcitoral ¢ por outra
entidade auditora do processo, respectivamente. A cédula (14) (erd, ainda,

coédigo cletronico em braile (18) para clcitor deficiente visual.
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Com a cédula dec scguranga (14) impressa nas maos, o cleitor poderd
fazer a conferéncia também visual do voto codilicado em barras no
scgundo “tablet”™ (13), que fard a lcitura do cédigo ¢ cxibird na tela o
regisiro do votlo codiflicado.

Apés confirmar que o texto ¢ o registro do cddigo cstdo, cada um.
iraduzindo sua intengldo politica. o cleitor inserc a ¢édula (14) na entrada
dc confirmacgido de voto (9).

® cquipamento (1) entdo l&. cletronicamente, o(s) cdodigo(s) de
barras (16) ou (17) ¢ (18) dcssa cédula (14), cxtraindo as assinaturas
digitais institucionais.

Confirmado que aquela assinatura foi gerada pcla chave privada
emilida para a assinatura digital institucional, ou scja, apds confirmada a
procedéncia cletrénica da cédula (14), a mesma ¢ sugada pclo dispositivo
mecdnico da entrada de conflirmagdo de voto (9) ¢ armazenada de forma
alcatéria na urna colctora independente (11). Essa verificagdo da
assinatura cvitard que o cequipamento scja alimentado por cédulas nao
produzidas oficialmente.

Concluida a operagido de coleta de voto. o equipamento (1) envia
sinal digital para o sistema cleitoral gravar o registro digital do voto ¢
encerrar a possiblidade de um novo voto para aquele cleitor. Dessa forma
¢ computado normalmentc o voto.

Caso o cleitor ndo concorde com a cédula impressa (14) do voto,

desistindo ou percebendo que se enganou ¢ pretendendo corrigir esse voto.

Election Systems & Software, LLC - Exhibit 1002
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 103


ayoung
Sticky Note
None set by ayoung

ayoung
Sticky Note
MigrationNone set by ayoung

ayoung
Sticky Note
Unmarked set by ayoung


10

15

20

13/17

o clcitor vai inserir a referida cédula (14) na entrada (10) verificadora ¢
fragmentadora de voto impresso rejeitado e, apos o equipamento (1)
confirmar a assinatura produzida pcla chave privada das institui¢des c
conflirmada a procedéncia da cédula (14), a mesma ¢ entdo sugada e
triturada c os dcjctos dc papel scrdo armazcenados na urna ccoldgica (12).
enviando um sinal para o sistecma cleitoral instalado no computador do
cquipamento (1) cancclar o voto digital ¢ reiniciar o proccsso dc
identifica¢do do cleitor, retornando todo o processo de votagdo ao estdgio
inicial.

Com isso ¢é possibilitada a corre¢do do voto impresso pelo préprio
clcitor. Nesse caso. o volo rejeitado ndo ¢ computado no banco de dados
do sistema, evitando contagemcrrada ao [inal da votagdo ¢ permitindo que
o clcitor tenha nova chance ou op¢do dc volar, scm contaminar todo o
processo com cédulas rejeitadas pelos cleitores.

Caso o clecitor scja analfabclo, o mesmo poderd votar utilizando
santinhos com codigo de barras bidimensional previamente distribuidos
pclos candidatos.

Apds a dupla identificagdo biométrica, o cleitor analfabeto em
possc desse malerial publicitdrio impresso pelos candidatos com codigo
de barras bidimensional, vai inscerir o santinho na e¢ntrada (10) verificadora
trituradora. visualizando a foto dc scu candidato na tela (2), rcpetindo a
operacdo até o [inal do processo, quando serd impressa a cédula (14) de

scguranga a scr confirmada imediatamente peclo cleitor sem instrugio. quc
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devera scr oriecntado a inscrir a cédula (14) do voto na entrada dc
conflirmacio de voto (9).

O mesmo procedimento de leitura de santinhos poderd ser utilizado
para auxilio ao voto dos cleitores com defliciéncia visual, porém, ao invés
dc confirmar o voto apresentado na (ela (2), o clcitor deficiente visual
conlirmard scu voto digital através de¢ um fone de¢ ouvido (F), quc
rcpassard as instrugdes de manuscio do cquipamento (1) para confirmagio
do voto, instruindo o clecitor deliciente até o completo processo do voto
digital ¢ destinagio do voto impresso, que também serd transcrito  pelo
¢6digo em Braille (18), na interface verilicadora coletora (9). O cleitor
deficicnte visual também poderd inscrir o voto através do tecclado
mecdnico (T). que estd conectado ao equipamento (1).

Em todas as situagdes cm quc voto impresso € confirmado. o clcitor
poderd imprimir. ao [inal do processo, um comprovante de
comparccimento, oriundo da bobina dc papcl (7) instalada na parte inferior
do cquipamento (1), que serd fornecida através da saida (8) da impressora.

Como sc obscrva, pelo sistema proposto ¢ climinada a figura do
mesdrio.

Apds o encerramento da volagdo, urna colctora independente (11)
de cédulas confirmadas, ou scja, de voto conlirmado, ¢ entdao sacada do
cquipamento dc votagdo (1) ¢ levada para o ambiente dc auditoria.
escrutinio ¢ totalizagdo dos votos. conlorme mostra a [igura 5.

Ncsse outro ambiente, a urna colctora independente (11) de cédulas
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confirmadas ¢ acoplada, como mostra a figura 5, no EQUIPAMENTO DE
AUDITORIA E APURACAO DE VOTOS IMPRESSOS EM CEDULAS DE
SEGURANCA (19), quando cntdo ¢ iniciado o proccsso dc auditoria ¢

conlabilidade dos votos.

(@D

Este cquipamento (19), também objcto da presente patente. como

[N

mostrado c¢m especial pelas [liguras 6 ¢ 7 ¢ também pela figura 5.
composto, ecm uma de suas laterais, por uma cntrada (20) dc urna colctora
independente (11), dispositivo de leitura/gravagcio de RFID (21) ¢ uma
cntrada de cédulas auditadas (22). Na outra lateral possui impressora (23)
¢ monitor LCD (24), rcaproveitado das Urnas Elctrénicas.

No intcrior, o cquipamecnto (19) possui um lcitor 6tico dc OCR ¢
QR code ¢ uma CPU (25) ¢ dispositivos embaladores (26). comunicantes,
na outra latcral, com uma saida (27) dec cédulas embaladas que reccherdo
uma identificagdo RFID a ser aplicada pelo ctiquetador (28).

O cquipamento (19) scrd alimentado pelas informagaes trazidas na
urna armazcnadora indcpendente (11). ou pelas cédulas de scguranga
impressas (14) com lacre, em um processo de auditoria, tendo difercntes
fun¢des exercidas numa mesma rotina automatizada mecanicamente.

Caso o lacre da urna colctora independente (11) de confirmagdo de
volo tenha indicios de violagdo, o cquipamento (19) emite aviso sonoro ¢
cm texto no LCD. sendo a rcferida urna coletora independente (11)
remetida para comissdo apuradora. que decidird sobre o prosscguimento

ou ndo dc sua apuragio.
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A primeira fun¢io do EQUIPAMENTO DE AUDITORIA E
APURACAO PE VOTOS IMPRESSOS EM CEBPULAS BE SEGURANCA
(19) ¢ receber a urna colctora indcependente (11) pecla cntrada (20) ¢
verificar a procedéncia do lacre da urna coletora independente (11) através
do dispositive (21) radio frequéncia ¢, confirmada a rclagdo cntre o chip
¢ a sc¢do cleitoral, os votos impressos sdo aulomaticamente retirados da
referida urna coletora independente (11).

As cédulas (14) passam cntdo pelo leitor 6tico (25). que lard a
Icitura dos cédigos de barras (16). (17) ou (18), extraindo ¢ verificando as
assinaluras digitais. ¢ comparando as informag¢des do voto cm texto as
informag¢des do voto codilicado cm cddigo dec barras.

Apds auditoria comparativa, o volo impresso ¢ entdo contabilizado
cletronicamente ¢ enviado para um mdédulo (26) ondc, junto com as dcmais
cédulas (14) da se¢do cleitoral em escrutinio, serdo armazenadas.
Concluida a apuraciio total dos votos, as cédulas sairdo lacradas cm
pldstico ¢ cnviados para saida (27), lformando um bloco de¢ papel (29),
como mostra a figura 8, que rcceberd, na ctiquetadora (28), um chip de
radio [rcquéncia, concluindo assim o processo de auditoria ¢ escrutinio
cletrdénica das cédulas impressas.

A ecntrada de voltos em auditoria (22), receberd as cédulas que
nccessitaram de outro processo de inspegdo. O proccdimento de apuragio
dc cédulas auditadas ¢ similar ao procedimento de cédulas colctadas,

diferenciando apenas na origem das informagdes de identificagidio rddio
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frequéncia, ou scja, ao invés de ler o lacre RFID da urna independente. a
interface fard a leitura de um identificador RFIP de um bloco de c¢édulas
onde sc detectou a nceessidade de uma auditoria mais refinada.

Para cfeito dec scguranga, o EQUIPAMENT® DE AUDIT@ORIA E
APURACAQO DE VOTOS IMPRESSOS EM CEDULAS DE SEGURANCA
(19) ¢ desprovido de dispositivo de entrada, possuindo somente o disco
armazcnador dos programas dc controle dos cngenhos mecatrénicos ¢ de
interpretagdo, auditoria ¢ contabilidade de votos impressos.

Relatérios, alertas ¢ o boletim dc totalizagio scrdo todos ecmitidos
em lexto ¢ cddigo de barras bidimensional através da impressora c
rcgistrados no arquivo dec log da maquina.

Tém-s¢ como objelivo quc cste scgundo equipamento da presenle
patente  scja fabricado utilizando componcntes clctréonicos como
processadores, memoria, impressora, tela LCD ¢ os componentes pldsticos
rcaprovceitados do processo de reciclagem das urnas cletronicas atuais. quc
scrdo substituidas por computadores ou tablets no amadurecer do processo
dc implantagdo dos novos cquipamentos dc volagiio cletrénica ¢ mecdnica

objetos desta patente.
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REIVINDICACOES
1) “EQUIPAMENTO DE IMPRESSAO E COLETA BPE CEPULAS DE
SEGURANCA DO VOTO?, sendo um cquipamento (1) cnvolto por cabinc

de votagio (C) passivel de conexdo a urna cletronica (U). caracterizado

por configuragdo dc computador com teclado reversivel com tela “touch
screen” ou “tablet”™ (2), fone de ouvido (F), cdmera (3) de reconhecimento
biométrico da facc do clecitor ¢ concctado a tecclado mecinico (T), dito
cquipamento (1) dotado. também. de bancada com leitor biométrico de
quatro dedos (4), armazenador dc cédulas virgens (5) concctado a
impressora (6) alimentada por bobina de papel (7). ambas comunicantes
com uma safda (8) dc imprecssora, dita bancada possuindo. ainda, cntrada
(9) verificadora ¢ coletora de cédulas impressas de voto confirmado pelo
cleitor, além dc uma entrada (10) verificadora ¢ fragmentadora dc cédula
impressa porém rejeitada (anulada) pelo eleitor, sendo a referida entrada
(9) ligada & uma urna colectora independente (11) de cédulas confirmadas
¢ verilicadas pelo sislema c. a entrada (18) ligada a uma urna ccoldgica
(12) rcceptora dos fragmentos dessas cédulas impressas porém rcjcitadas
pelos cleitores, dito cquipamento (1) completado por um scgundo “tablet”
(13). instalado com softwarec decsenvolvido por uma cntidade auditora do
processo cleitoral, contendo as chaves pablicas dos equipamentos, para
verificagdo cletrénica (pclo préprio clecitor). do voto impresso em cddigo
de barras bidimensional.

2) “EQUIPAMENTO DE IMPRESSAO E COLETA DE CEDULAS DE
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SEGURANCA DO VOTO”, dc acordo com rcivindicagdo 1, o cquipamento

(1), de uso com mesa receptora de volos. [ormar um sistecma caracterizado

pcla coleta do voto clelrénico ¢ de voto impresso cm papel, com dupla
identifica¢do biométrica, em acionamento pelo préprio cleitor.

3) “EQUIPAMENTO DE IMPRESSAO E COLETA DE CEDULAS DE

SEGURANCA DO VOTO", de acordo com reivindicagdo 2, caracterizado

por, apdés manuscado o teclado pelo cleitor, scr produzida (3) cédula
impressa (l4) com voto completo codilicado em c6édigo de barras
bidimensional, com assinaturas digitais da Justiga Elecitoral ¢ dc outra
instituicdo auditora do processo (15), além de céddigos de barras (16) ¢
(17). dc tamanho menor ¢ capacidade de armazenamento reduzida ¢. ainda.
c¢ddigo cletrdonico em braile (18).

4) “EQUIPAMENTO DE IMPRESSAO E COLETA DE CEDULAS DE
SEGURANCA DO VOTO", de acordo com reivindicagcdo 2, ocorrer
conferéncia cletrénica pelo equipamento (1) ¢ também pelo scgundo
“tablet” (13). caracterizado pcla cédula (14) ser inserida na entrada de
confirmagio dec voto (9) ¢ armazcnada dc forma alcatéria na urna coletora
independente (11). com envio de sinal digital para gravagdo do registro
digital do voto pclo sistema cleitoral.

5) “EQUIPAMENTO DE IMPRESSAQ E COLETA BE CEBPULAS DE
SEGURANCA DO VOTO”. dec acordo com rcivindicagao 2. em caso dc
correclo dc voto, caracterizado pcela inser¢do da cédula (14) na cntrada

(10) para trituragdo c cnvio dc sinal digital para o sistcma cleitoral, para
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cancelamento de voto, sem scr computado, ¢ rcinicio do processo dc
volagao.

6) “EQUIPAMENTO DE IMPRESSAO E COLETA DE CEDULAS DE
SEGURANCA DO VOTO", dec acordo com reivindicacdo 2, ecm caso de

lIcitor de analfabeto, caracterizado pclo uso de santinhos com cddigo de

barras bidimensional com dupla identilicagdo biométrica. scguindo-se a
inscrgao na entrada (10) verificadora trituradora, visualizando a foto de
scu candidato na tela (2), repetindo a operagdo até o [inal do processo,
para impressdo da cédula (14) ¢ confirmagio pcla cntrada de confirmacgio
de voto (9).

7) “EQUIPAMENTO DE IMPRESSAO E COLETA DE CEDULAS DE
SEGURANCA DO VOTO". de¢ acordo com reivindicag¢do 2, ecm caso de

cleitores com deficiéncia visual, caracterizado pclo lancamento do voto

através de santinhos com ¢ddigos de barras ou através do teclado mecanico
(T). ¢ confirmacio do volo através do fonc dec ouvido (F). inscrindo a
c¢édula (14) com o voto transcrito em codigo Braille (18) na entrada
colctora (9) ou na entrada trituradora (10).

8) “EQUIPAMENTO DE IMPRESSAO E COLETA DE CEDULAS DE
SEGURANCA DO VOTO” dc acordo com rcivindicagdo 2, apds cmissio

de comprovanle de volo através de saida (8) da impressora, caracterizado

pcla urna coletora independente (11) com as cédulas (14) armazcnadas. scr
retirada ¢ introduzida na cntrada (2¢) do EQUIPAMENTO DE

AUDITORIA E APURACAO DE VOTOS IMPRESSOS EM CEDULAS DE
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SEGURANCA dotado também dc Icitor/gravador dc RFID (21), entrada de
cédulas auditadas (22) possuindo. na outra lateral, impressora (23) ¢
monitor LCD (24) ¢, em scu intcrior, um leitor ético de OCR ¢ QR code ¢
uma CPU (25) e dispositivos embaladores (26), comunicantes. na outra
lateral. com uma saida (27) dc cédulas cmbaladas, passivcis de reccher
idenltificacdo RFID por ctiquetador (28).

9) “EQUIPAMENTO DE AUDITORIA E APURACAO DE VOTOS
IMPRESSOS EM CEDULAS DE SEGURANCA”, dec acordo com

rcivindicagdes 2 ¢ 8. formar um sistecma caracterizado por lcr as

informacgdes (razidas na urna coletora independente (11) através do
dispositivo {21) rdadio frequéncia c. caso hajam indicios de violagdo. ser
emitido aviso sonoro ¢ em (exto no LCD, para recavaliagdes cleitorais.

10) “EQUIPAMENTO DE AUDITORIA E APURACAO DE VOTOS
IMPRESSOS EM CEDULAS DE SEGURANCA™, dec acordo com

reivindicagio 9. caracterizado pcla Icitura dos cddigos de barras (10).

(17) ou (18). ¢ contabilizagdo cletrénica das cédulas (14), armazenadas no
maédulo (26). scguindo-se o lacre, formando um bloco (29) cxpulso pcla
saida (27), recebendo. na ctiquetadora (28), um chip de rddio frequéncia,

dc uso com mesa receptora de votos, formar um sistema caracterizado

pela coleta do voto cletrénico ¢ de voto impresso em papel, com dupla

identificagdo biométrica. cm acionamento pelo préprio cleitor.
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RESUMO
"EQUIPAMENTO DE IMPRESSA® E COLETA DE CEDULAS DE
SEGURANCA DO VOTO E EQUIPAMENTO DE AUDITORIA E
APURACA® DE VOTOS IMPRESSOS EM CEDULAS DE SEGURANCA.
PARA MODELO DE VOTACAO MECATRONICA”. ondc um cquipamento
(1) forma um sistema que possibilita ao proprio cleitor, votar ¢ obter uma
cédula dc impressdo (14) pela qual scrido confirmados, o voto cletrdnico ¢
a impressdo, através de codigos de barra (15), (16). (17) ¢ (18) ncla
gravados. Tal cédula (13) ¢ transferida para um scgundo cquipamento (19).
dc apurac¢do de votos, onde tais informacgdes serdo lidas, formando um
sistcma dc armazcnamecento cletrénico ¢ impresso, e¢m total intcragfio ¢
passivel dc ser auditado, caso hajam duvidas em relagdo a fraudes,

trazendo total scguranga ao sistema cleitoral.
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National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
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national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
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UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS | IND CLAIMS
18/381,091 10/17/2023 4300 HART:032C7 40 4
CONFIRMATION NO. 1082
36275 FILING RECEIPT

o Ergers s Husor e I A

Bldg C, Suite 200
Austin, TX 78746

Date Mailed: 10/31/2023

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
James M. Canter, Austin, TX;
Drew E. Tinney, Austin, TX;
levgen Konovalenko, Austin, TX;
Applicant(s)
Hart InterCivic, Inc., Austin, TX:

Power of Attorney: The patent practitioners associated with Customer Number 36275

Domestic Priority data as claimed by applicant

This application is a CON of 17/483,627 09/23/2021
which is a CON of 17/225,357 04/08/2021 ABN
which is a CON of 16/919,267 07/02/2020 PAT 11,004,292
which is a CON of 16/745,621 01/17/2020 PAT 10,950,078
which is a CON of 16/560,222 09/04/2019 PAT 10,573,111
which is a CON of 16/239,607 01/04/2019 PAT 10,445,966
which claims benefit of 62/711,212 07/27/2018

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.
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Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 10/30/2023

The country code and number of your pricrity application, to be used for filing abroad under the Paris Convention,
is US 18/381,091

Projected Publication Date: 02/08/2024

Non-Publication Request: No

Early Publication Request: No

Title

Optical Character Recognition Of Voter Selections For Cast Vote Records

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
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this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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The above-identified application will be electronically published as a patent application publication pursuant to 37
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The publication may be accessed through the USPTQO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTQO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
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Electronic Business Center at 1-866-217-9197.
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18/381,091 Canter et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
LAURA A GUDORF 2876 Yes

-- The MA/LING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 10/17/2023.
OJ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)(] This action is FINAL. 2b) M This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)(J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quay/fe, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s)  1-40 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.
6) (O Claim(s) ____is/are allowed.
7) Claim(s) 1-40 is/are rejected.
8) (O Claim(s) ____is/are objected to.
9) (O Claim(s) are subject to restriction and/or election requirement
* If any claims have been determined allowable. you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
Application Papers
10)(J The specification is objected to by the Examiner.
11)(0 The drawing(s) fledon _____is/are: a)[] accepted or b)(J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)ld All b)(J Some**  ¢)J None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.00 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) Notice of References Cited (PTO-892) 3) (] Interview Summary (PTO-413)
Paper No(s)/Mail Date

2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) e Ot:er' (s)Mai

Paper No(s)/Mail Date 10/18/2023
U.S. Patent and Trademark Office

PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20240429
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DETAILED ACTION
Summary
The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AlA.
This is a first Office Action on the merits.

Claims 1-40 are currently pending.

Claim Objections
Claims 7 and 12 are objected to because of the following informalities:
In claim 7, lines 1-2, please amend “the printed voter record” to recite “the printed
vote record”;
In claim 12, lines 1-2, please amend “the printed voter record” to recite “the
printed vote record”;

Appropriate correction is required.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory double
patenting rejection is appropriate where the conflicting claims are not identical, but at
least one examined application claim is not patentably distinct from the reference
claim(s) because the examined application claim is either anticipated by, or would have
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been obvious over, the reference claim(s). See, e.g., Inre Berg, 140 F.3d 1428, 46
USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed.
Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,
686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on nonstatutory
double patenting provided the reference application or patent either is shown to be
commonly owned with the examined application, or claims an invention made as a
result of activities undertaken within the scope of a joint research agreement. See
MPEP § 717.02 for applications subject to examination under the first inventor to file
provisions of the AIA as explained in MPEP § 2159. See MPEP § 2146 et seq. for
applications not subject to examination under the first inventor to file provisions of the
AlA. A terminal disclaimer must be signed in compliance with 37 CFR 1.321(b).

The filing of a terminal disclaimer by itself is not a complete reply to a
nonstatutory double patenting (NSDP) rejection. A complete reply requires that the
terminal disclaimer be accompanied by a reply requesting reconsideration of the prior
Office action. Even where the NSDP rejection is provisional the reply must be complete.
See MPEP § 804, subsection I.B.1. For a reply to a non-final Office action, see 37 CFR
1.111(a). For areply to final Officeaction, see 37 CFR 1.113(c). A request for
reconsideration while not provided forin 37 CFR 1.113(c) may be filed after final for

consideration. See MPEP §§ 706.07(e) and 714.13.
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The USPTO Internet website contains terminal disclaimer forms which may be
used. Please visit www.uspto.gov/patent/patents-forms. The actual filing date of the
application in which the form is filed determines what form (e.g., PTO/SB/25,
PTO/SB/26, PTO/AIA/25, or PTO/AIA/26) should be used. A web-based eTerminal
Disclaimer may be filled out completely online using web-screens. An eTerminal
Disclaimer that meets all requirements is auto-processed and approved immediately
upon submission. For more information about eTerminal Disclaimers, refer to
www.uspto.gov/patents/apply/applying-online/eterminal-disclaimer.

Claims 1-40 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 1-44 of U.S. Patent No. 11,830,294 in view of MCDERMOTT
et al, US 2002/0072961.

Regarding independent claim 1:

Claim 1 of patent ‘294 recites each of the limitations recited in claim 1 of the
instant application, with minor changes in phrasing, except for the following:

1) Claim 1 of the instant application recites “using optical character recognition
(OCR) on at least a portion of the electronically captured information to generate a first
data set” while claim 1 of the patent recites “electronically scanning the voter readable
text on the printed vote record to create a first data set”.

2) Claim 1 of the instant application recites “an accuracy of data to be cast is
confirmed based at least in part on a comparison of the first data set and the second

data set”.
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With respect to point 1, OCRis merely a well-known and common type of
electronic scanning used in the art to scan human readable text from printed
documents.

With respect to point 2, MCDERMOTT teaches a method for electronic voting
using printed vote records, wherein a first data set is generated based at least in part on
the voter readable text indicating the voter’s at least one vote selection and is compared
to a second data set prior to generating any cast vote record in order to confirm an
accuracy of data to be cast [0009]-[0012].

One of ordinary skill in the art would have found it to be obvious to use the
comparison of the first data set and the second data set to confirm an accuracy of data
to be cast so that machine and human error may be detected and corrected before
ballots are finally submitted by the voter for tabulation with the votes of other voters
(MCDERMOTT [0001]).

The method of independent claim 15 similarly corresponds to claim 1 of the
patent as described above.

Regarding independent claim 29:

The correspondence between claim 29 of the instant application and claim 1 of
the patent is the same as noted above. Additionally, while claim 29 recites system
limitations not included in claim 1 of the patent, such as a printer, a scanner, and a
processor, MCDERMOTT describes an electronic voting system using printed vote
records including such components to carry out the method [0009]-[0012]. As such, it
would have been obvious to one of ordinary skill in the art to include the printer,

scanner, and processor to carry out the method as claimed.
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Regarding independent claim 34:

Page 6

The correspondence between claim 34 of the instant application and claim 1 of

the patent is the same as noted above. Additionally, while claim 1 of the patent does

not include recitation of “tabulating an election utilizing the cast vote record before vote

auditing”, it would have been obvious to one of ordinary skill in the art to include the

step of tabulating as tabulation is a merely a necessary step in voting to determine

election results.

Dependent claims 2-14, 16-28, 30-33, and 35-40 of the instant application

correspond to claims 2, 4-6, 12-15, 18-25, 28-31, and 38-44 of the patent.

The following chart illustrates limitation correspondence between claim sets.

Instant Application

Claim 1:

A method for electronic voting using
printed vote records, comprising:
generating a printed vote record of at
least one vote selection of a voter;
providing, on the printed vote record,
voter readable text indicating the voter's

at least one vote selection;

Patent No. 11,830,294

Claim 1:

A method for electronic voting using
printed vote records, comprising:
generating a printed vote record of at
least one vote selection of a voter;
providing, on the printed vote record,
voter readable text indicating the voter's
at least one vote selection;

providing, on the printed vote record,

encoded data, the encoded data based at
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electronically capturing information from
the printed vote record; using optical
character recognition (OCR) on at least a
portion of the electronically captured
information to generate a first data set,
the first data set based at least in part on
the voter readable text indicating the

voter's at least one vote selection;

comparing the first data set to a second
data set; and

generating a cast vote record, which is to
be a stored record of all of the voter's
final vote selections and to be the voter's
casted vote used for vote tabulation, the
cast vote record indicating the voter's at
least one vote selection, wherein, prior to
generating any cast vote record which is
to be a stored record of all of the voter's

final vote selections and to be the voter's

least in part on the voter's at least one
vote selection;

electronically scanning the voter readable
text on the printed vote record to create a
first data set, the first data set based at
least in part on the voter's at least one
vote selection;

electronically scanning the encoded data
on the printed vote record to create a
second data set, the second data set
based at least in part on the voter's at
least one vote selection;

comparing the first data set and the
second data set; and

providing a cast vote record which is to
be a stored record of the voter's final vote
selections and which is to be the voter's
casted vote used for vote tabulation, the
cast vote record indicating the voter's at
least one vote selection as determined by
the first data set, the cast voter record
having all of the voter's vote selections

from the printed vote record.
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casted vote used for vote tabulation, an
accuracy of data to be cast is confirmed
based at least in part on a comparison of

the first data set and the second data set.

Claim 15:

A method for electronic voting using
printed vote records, comprising:
generating a printed vote record of at
least one vote selection of a voter;
providing, on the printed vote record,
voter readable text indicating the voter's

at least one vote selection;

electronically capturing first information
from the printed vote record; using optical
character recognition (OCR) on the first
information to generate a first data set,
the first data set based at least in part on

the voter readable text indicating the

Claim 1:

A method for electronic voting using
printed vote records, comprising:
generating a printed vote record of at
least one vote selection of a voter;
providing, on the printed vote record,
voter readable text indicating the voter's
at least one vote selection;

providing, on the printed vote record,
encoded data, the encoded data based at
least in part on the voter's at least one
vote selection;

electronically scanning the voter readable
text on the printed vote record to create a
first data set, the first data set based at
least in part on the voter's at least one

vote selection;
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voter's at least one vote selection;
electronically capturing second
information from the printed vote record,
to generate a second data set, the
second information comprising encoded
data;

comparing the first data set to a second
data set; and

generating a cast vote record indicating
the voter's at least one vote selection, the
cast vote record being a stored record of
all of the voter's final vote selections,
wherein, prior to generating any cast vote
record which is to be a stored record of all
of the voter's final vote selections, an
accuracy of data to be cast is confirmed
based at least in part on a comparison of

the first data set and the second data set.

Claim 29:
An electronic voting system for using

printed vote records, comprising:

electronically scanning the encoded data
on the printed vote record to create a
second data set, the second data set
based at least in part on the voter's at

least one vote selection;

comparing the first data set and the
second data set; and

providing a cast vote record which is to
be a stored record of the voter's final vote
selections and which is to be the voter's
casted vote used for vote tabulation, the
cast vote record indicating the voter's at
least one vote selection as determined by
the first data set, the cast voter record
having all of the voter's vote selections

from the printed vote record.

Claim 1:
A method for electronic voting using

printed vote records, comprising:
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a printer configured to generate a printed
vote record of at least one vote selection
of a voter, the printed vote record
including voter readable text indicating

the voter's at least one vote selection;

a scanner configured to (1) electronically
capture first information from the printed
vote record, the first information including
the voter readable text, and (2)
electronically capture second information
from the printed vote record, the second
information comprising encoded data;
and

a processor configured to (1) use optical
character recognition (OCR) on the first
information to generate a first data set
based at least in part on the voter
readable text indicating the voter's at

least one vote selection, (2) generate a

generating a printed vote record of at
least one vote selection of a voter;
providing, on the printed vote record,
voter readable text indicating the voter's
at least one vote selection;

providing, on the printed vote record,
encoded data, the encoded data based at
least in part on the voter's at least one
vote selection;

electronically scanning the voter readable
text on the printed vote record to create a
first data set, the first data set based at
least in part on the voter's at least one

vote selection;

electronically scanning the encoded data
on the printed vote record to create a
second data set, the second data set
based at least in part on the voter's at

least one vote selection;

Election Systems & Software, LLC - Exhibit 1002
Election Systems & Software, LLC v. Hart Intercivic, Inc.
Page 261



Application/Control Number: 18/381,091
Art Unit: 2876

Page 11

cast vote record which is to be a stored
record of all of the voter's final vote
selection indicating the voter's at least
one vote selection based on the first data
set and which is to be the voter's casted
vote used for vote tabulation, and (3)
generate a second data set from the
second information, and wherein, the
processor is further configured such that
prior to generating the cast vote record
which is to be a stored record of all of the
voter's final vote selections and to be
used for vote tabulation, an accuracy of
data to be cast is confirmed based at
least in part on a comparison of the first

data set and the second data set.

Claim 34:

A method for electronic voting using
printed vote records, comprising:
generating a printed vote record of at
least one vote selection of a voter;

providing, on the printed vote record,

comparing the first data set and the
second data set; and

providing a cast vote record which is to
be a stored record of the voter's final vote
selections and which is to be the voter's
casted vote used for vote tabulation, the
cast vote record indicating the voter's at
least one vote selection as determined by
the first data set, the cast voter record
having all of the voter's vote selections

from the printed vote record.

Claim 1:

A method for electronic voting using
printed vote records, comprising:
generating a printed vote record of at
least one vote selection of a voter;

providing, on the printed vote record,
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voter readable text indicating the voter's

at least one vote selection;

electronically capturing first information
from the printed vote record; using
optical character recognition (OCR) on
the first information to generate a first
data set, the first data set based at least
in part on the voter readable text
indicating the voter's at least one vote
selection;

electronically capturing second
information from the printed vote record,
to generate a second data set, the
second information comprising encoded

data;

comparing the first data set to a second
data set; confirming an accuracy of the at

least one vote selection of the voter

voter readable text indicating the voter's
at least one vote selection;

providing, on the printed vote record,
encoded data, the encoded data based at
least in part on the voter's at least one
vote selection;

electronically scanning the voter readable
text on the printed vote record to create a
first data set, the first data set based at
least in part on the voter's at least one

vote selection;

electronically scanning the encoded data
on the printed vote record to create a
second data set, the second data set
based at least in part on the voter's at

least one vote selection;

comparing the first data set and the

second data set; and
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based at least in part on a comparison of
the first data set and the second data set;
after confirming an accuracy of the at
least one vote selection, generating a
cast vote record which is to be a stored
record of all of the voter's final vote
selections and which is to be the voter's
casted vote used for vote tabulation, the
cast vote record indicating the voter's at
least one vote selection as determined by
the first data set;

the cast vote record being generated after
the comparing the first data set and the
second data set; and

tabulating an election utilizing the cast

vote record before vote auditing.

providing a cast vote record which is to
be a stored record of the voter's final vote
selections and which is to be the voter's
casted vote used for vote tabulation, the
cast vote record indicating the voter's at
least one vote selection as determined by
the first data set, the cast voter record
having all of the voter's vote selections

from the printed vote record.

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent fora claimed invention may not be obtained, notwithstanding thatthe claimed
invention is not identicallydisclosed as setforth in section 102, if the differences between the
claimedinvention and the prior artare such that the claimed invention as a whole would have
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been obvious before the effective filing date of the claimedinventionto a person having
ordinary skill in the art to which the claimed invention pertains. Patentability shall notbe
negated by the mannerin which the invention was made.

Claim(s) 1, 4, 10, and 11 is/are rejected under 35 U.S.C. 103 as being
unpatentable over MCDERMOTT et al, US 2002/0072961 in view of BOLTON et al,
US 8,991,701.

Re claim 1:

MCDERMOTT teaches a method for electronic voting using printed vote records,
comprising:

Generating a printed vote record of at least one vote selection of a voter [0009]
[0012];

Providing, on the printed vote record, voter readable text indicating the voter’s at
least one vote selection [0009] [0012];

Using computer recognition on at least a portion of the electronically captured
information to generate a first data set, the first data set based at least in part on the
voter readable text indicating the voter’s at least one vote selection (a ballot scanning
machine scans the printed ballot to obtain printed vote data [0009] [0012]);

Comparing the first data set to a second data set (printed vote data scanned by
the ballot scanning machine is compared to vote data temporarily stored in the
computer for the voting station [0009] [0012]); and

Generating a cast vote record, which is to be a stored record of all of the voter’s
final vote selections and to be the voter’'s casted vote used for vote tabulation, the cast
vote record indicating the voter’s at least one vote selection, wherein, prior to generating
any cast vote record which is to be a stored record of all of the voter’s final vote

selection and to be the voter’s casted vote used for vote tabulation, an accuracy of data
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to be cast is confirmed based at least in part on a comparison of the first data set and
the second data set [0012].

MCDERMOTT does not explicitly teach the computer recognition performed on
the printed vote record is optical character recognition (OCR).

BOLTON teaches a method for electronic voting using printed vote records,
wherein information from a printed vote record is captured electronically and OCRis
used on at least a portion of the electronically captured information to generate a first
data set, the data set indicating the voter’s at least one vote selection (column 18, lines
18-26).

It would have been obvious to one of ordinary skill in the art before the effective
filing date to incorporate the teachings of BOLTON in the method of MCDERMOTT
such that OCR is used on at least a portion of the electronically captured information.
OCR is merely a common character recognition method used in the art for extracting
information from human-readable information printed on documents.

Re claim 4:

MCDERMOTT, in view of BOLTON, teaches the method of claim 1, wherein the
electronically capturing information from the printed vote record comprises electronically
scanning the voter readable text [0009] [0012].

Re claim 10:

MCDERMOTT, in view of BOLTON, teaches the method of claim 1, wherein
electronically capturing information form the printed vote record comprises capturing an
image of the printed vote record [0009] [0012].

Re claim 11:
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MCDERMOTT, in view of BOLTON, teaches the method of claim 1, wherein the

cast vote record provides the voter’'s sole casted vote used for vote tabulation [0012].

Claim(s) 7-8 and 12-13 is/are rejected under 35 U.S.C. 103 as being
unpatentable over MCDERMOTT et al, US 2002/0072961 in view of BOLTON et al,
US 8,991,701, as applied in claim 1, and further in view of CHUNG et al, US
8,261,986.

Re claims 7-8 and 12-13:

MCDERMOTT, in view of BOLTON, teaches the method of claim 1, wherein the
information captured from the printed vote record comprises the voter readable text
indicating the voter’'s at least one vote selection, but does not specify capturing other
information.

CHUNG teaches a method for electronic voting using printed vote records,
wherein the voter’s at least one vote selection and other information is provided on a
printed vote record. The voter’s at least one vote selection and other information is
electronically captured from the printed vote record (column 19, lines 25-67; column 20,
lines 1-32). The other information may include a ballot number barcode (120) (column
5, lines 30-41; column 6, lines 57-67; column 7, lines 1-7; column 19, lines 25-55).

It would have been obvious to one of ordinary skill in the art before the effective
filing date to further incorporate the teachings of CHUNG in the method of
MCDERMOTT, in view of BOLTON, such that the information captured from the printed
vote further includes other information. Printed vote records commonly include

information other than voter vote selections, such the ballot identifier number described

Election Systems & Software, LLC - Exhibit 1002
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 267



Application/Control Number: 18/381,091 Page 17
Art Unit: 2876

in CHUNG. Such incorporation would be for the purpose of obtaining additional voting
information from the printed vote record that uniquely identify the printed vote record
and provide voting contextual information (CHUNG — (column 6, lines 57-67; column 7,

lines 1-7).

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to LAURA A GUDORF whose telephone number is
(571)270-7607. Ifthe Examiner cannot be reached by telephone, she can be reached

through the following e-mail address: sura quaeri@usstiaaoy.  The examiner can

normally be reached on M-F 6:00-4:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Michael Lee, can be reached at telephone number (571)272-2398. The fax
phone number for the organization where this application or proceeding is assigned is
571-273-8300.

Information regarding the status of an application may be obtained from Patent
Center. Status information for published applications may be obtained from Patent
Center. Status information for unpublished applications is available through Patent
Center for authorized users only. Should you have questions about access to Patent
Center, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an

interview, applicant is encouraged to use the USPTO Automated Interview Request
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(AIR) Form at https://www.uspto.gov/patents/uspto-automated- interview-request-air-

form.

/LAURA A GUDORF/
Primary Examiner, Art Unit 2876
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Louse the USPTO's Autornated Interview Reguest (AIR)
form (www.tispto.gov/patenis/uspto-automated-
interview-reauest-air-formy;

2.file the Applicant initiated interview Reqguest form
(PTOL-413A} {www.uspto gov/sites/defauli files/
documents/PTOLAIIA pdfY: or
3. contact your examiner directly via talephone (contact
informatior: is provided at the end of your Office action).
Need help near you? We have regional offices across the
country {www.uspto.gov/locations’, as well as Patent and
Tradernark Resource Centers in libraries in neariy every state
(www.uspto.gov/ptre), with specialists standing by to haip you

at no cost.

Become a registered elecivonic filer {registerad eFiler). As a
registered efiler, you can electronically view your subrnission,
track progress of your applization, and respond to USPTO
correspondence. {www.uspto.gov/NewPatentFilers

Contact us

General information: USPTO Contact Canter —
800-786-2i18% « TTY/TDD 800-877-8339 =
www.uspto.gov/help

Patent Center: Patent Electronic Business Center
www.uspto.gov/EBC

inventors Assistance Center

www.uspio. gov/inventorassistance

Want to learn more?

Best,

7

Hear about resources for startups, inventors, and

entrepreneurs, as well as our initiatives engaging wornen,
the military community, and others. Thase programs offer
helpful tips and tricks on identifying and managing vour iP,
finding options for funding, and expanding your natwork to
support your business,

- www.uspto.gov/startuns

- www.uspfo.gov/inventors
www.uspto.gov/initiatives
Access our free services at

contact centers, nationwide services, events, aducation
and training.

in one spot. Find ail of our

www.uspio.gov/FreeServicas

Conrnect with us on Instagram, Linkedin, Twitter, Facebook,
and YouTube.

Hear about the great things we are doing by subscribing at
WWW.uspto. zov/subscribe.

Yaishali Udupa
Commissioner for Fatents
United States Patent and Trademark Office
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TO: epehadmin@ipaustin.com,mjones@ipaustin.com,uspto@dockettrak.com

FROM: noreply@uspto.gov

CC: patentcenter_eofficeaction@uspto.gov

SUBJECT: USPTO: Patent Electronic System - e-Postcard Notification for Customer Number 36275

Wed May 15 05:04:01 EDT 2024

Dear Patent Center Customer:
Correspondence Address:

Egan, Enders &Huston LLP.

1101 S. Capital of Texas Highway
Bldg C, Suite 200

Austin, TEXAS, 78746

UNITED STATES

An email notification regarding the correspondence was sent to the following
email address(es) associated with customer number 36275:

epehadmin@ipaustin.com
mjones@ipaustin.com
uspto@dockettrak.com

This is a courtesy reminder that new correspondence is available for the

application. If you have not done so already, please review the correspondence
listed below. The official date of notification of the outgoing correspondence will
be indicated on the form PTOL-90 accompanying the correspondence

18381091 |CTNF 05/08/2024 ART:032C7
892 05/08/2024 ART:032C7
18381091 1449 05/08/2024 ART:032C7

To view your correspondence online, please sign in to Fatent Center and then
select Workbench/View correspondence. Or to update your email addresses,
select Manage/Manage customer numbers.

If you have any questions, please contact the Palent Eiecironic Business Cenler
(EBC) at ebc@uspto.gov or 866-217-9197 Monday — Friday, 6 a.m. to midnight
ET.

Please do not reply to this email as it was sent from an unmonitored mailbox.
Sincerely,
The Patent Center Team
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

/fyou need assistance in completing the form, call 1-800LTO-9199 and select option 2.

Election Systems & Software, LLC - Exhibit 1002

Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 272



Page 1 of 2

A -,
b, I8
"u 4 9
trrs? “ie
T s w5
Yol
#* < ot
~ L iy
35 : =
Yo mnﬁ/u_ = =
7z [
7% oM 0 % ©
,\\\\\\, >0 (0] ™ (o]
| a2 s & = @ O
2% % Zh=-
Y S N o) O
7", m”u oc N o S
% = =
0 | BE< s 5 £ o A
Yot
pa <X _ S - S o ]
Yo
) % 3 > i ox > <
“\\\\\\ © = m = w O m T sy
oy 5 z a § SE o A
Z. S i sz 2 O o
%4 % o) _AM = O 2 W N o
“\\“\\“ R o L 4 — > o — Yres
Y - n= 0 D G
Y Q oL £ T o
n o L g %
Y 2 Yo =7
% © Yuck; 7y
45 = O
Vo 7
i, N L 14
7z, 7)) 1%
o A
“ﬂ\\\ M o c 7,
L b < 9o ke e T
% gy - T ot Py
r %, 0 ) 9 %,
o 2 — Q a 7,
x 1% S 2 < 17
x ud w — 5 o
prt 2y =y =) 9 =G 1
e o - s
= = o = A
7 %, =~ —_
g ) we - > -
g wttts =ON ...Ol m (@]
“ go So
aE L ON c = ©
= 40 o S e zZg I
2z s men = 0 + 0 ®
n < Z OB S = 20 N < ~
135 & y ro m 5 m e % %
] YR — 1
b b Yud c @ m
% % %
£ Vi c T O w ® % % W
vrrrth b Q n > O L L ZzWw
%9 % c — == = — woc
%% 7% (@] — >
Y O o - =z 2 Z o an n
H: g V S o @] s LUl (== Z ADh L Yyare Yypoer
pd(e)) c © - _H e O [@p] (@) c ey Yoy
_ < — < = = ] o 4 Z,
(O] =] T n Q Y 11}
Er |w= O ® O zZ o © uw % —
<™ 0o — (&) ] ] o m “% - “;
500 § = I 3 k& r 2 a
=M O © § o 8 o ) 7 o 7
Tl -_— S < 3 %t o)) %0

Page 273

Election Systems & Software, LLC - Exhibit 1002

Election Systems & Software, LLC v. Hart Intercivic, Inc.



Page 2 of 2

This Acknowledgement Receipt w'iderm regaipt on the noted date by the USPTO of the indicaled documents, characterized
by the applicant, and including pags counts, where appiicaiis, iixer\«em as evidence of rece:pt sinviar 1o a Post 8a
dascrizad i MPER 503,

New Applications Under 38 ULS.G. 111
¥ anew applicadion is beng filed and the application includes ihe necessary componenis for filing date (see 37 CFR 1.53{b)-(d}
ard MPER 508}, & Filing Receipt (37 CFR 1.54) wili be issued in due oourse and the dale shown on this Acknowledgement

Receipt will establish the filing dade of the application

National Stags of an Intarnational Application under 35 U.8.0, 87

i a timely subrnission 1 enter the national stage of an international application is compliant with the condiions of 35 UL.8.C.
371 and other applicable requirements a Form POT/BOECAE03 =m..:g-¢-.i=ns' acceptance of the application as & national stage
submission under 35 LLG.CL 371 will e issued in addition i the Fi ceipd, N gue nouwss

New Infernational Application Flied with the USPTO as 3 Reosiving Ofics
i g new intermali sication i3 being fed and the international apphication includes the necessary ¢
international {iing {see PCT Article 11 aind MPER 181D), a Notification of the iInternational App

§-“"{{-‘.Tt"-7“1¢0“:85 Filing Date (Form PCT/ROMUS) will be issued in due course, subject 1o prescriptions concerning national s
§ Raceaid will esiablish the wnternationad filing date of the application.

Curiy,

(.D

and the date shown on this Acknowledgement

Election Systems & Software, LLC - Exhibit 1002
Election Systems & Software, LLC v. Hart Intercivic, Inc.
Page 274



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: JAMES M. CANTER ET AL.

Filed: OCTOBER 17,2023

For: OPTICAL CHARACTER RECOGNITION OF VOTER SELECTIONS
FOR CAST VOTE RECORDS

Serial No.: 18/381,091

Group Art Unit: 2876

Examiner: GUDOREF, L.

Atty Docket No.: HART:032C7

| Elecwonically filed with the PTO

Comumissioner For Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

RESPONSE TO OFFICE ACTION DATED MAY 8. 2024

This paper is submitted in response to the Office Action dated May 8, 2024.
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Amendments to the Claims

Please amend Claims 1, 7 and 12 as follows:

1. (Currently Amended) A method for electronic voting using printed vote records,
comprising:

generating a printed vote record of at least one vote selection of a voter;

providing, on the printed vote record, voter readable text indicating the voter’s at

least one vote selection;
electronically capturing information from the printed vote record;

using optical character recognition (OCR) on at least a portion of the
electronically captured information to generate a first data set, the first
data set based at least in part on the voter readable text indicating the

voter’'s at least one vote selection;

comparing the first data set to a second data set, the second data set obtained

from the printed vote record; and

generating a cast vote record, which is to be a stored record of all of the voter’s
final vote selections and to be the voter's casted vote used for vote
tabulation, the cast vote record indicating the voter's at least one vote
selection, wherein, prior to generating any cast vote record which is to be
a stored record of all of the voter’s final vote selections and to be the
voter’s casted vote used for vote tabulation, an accuracy of data to be cast
is confirmed based at least in part on a comparison of the first data set
and the second data set.

2. (Original) The method of claim 1, wherein the printed vote record further
comprises encoded data based at least in part on the voter’s at least one vote selection,
and wherein the second data set is generated at least in part from the encoded data.
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3. (Original) The method of claim 2, wherein electronically capturing information

from the printed vote record includes capturing the encoded data.

4. (Original) The method of claim 1, wherein the electronically capturing information

from the printed vote record comprises electronically scanning the voter readable text.

5. (Original) The method of claim 4, wherein the printed vote record further
comprises encoded data based at least in part on the voter’s at least one vote selection,
and wherein the electronically capturing information from the printed vote record further

comprises electronically scanning the encoded data.

6. (Original) The method of claim 5, wherein the encoded data is contained in a
visual representation of encoded data.

7. (Currently Amended) The method of claim 1, wherein the information captured
from the printed vote[[r]] record comprises the voter readable text indicating the voter’s

at least one vote selection and other information.

8. (Original) The method of claim 7, wherein the other information is contained in a
bar code.
9. (Original) The method of claim 7, wherein the second data set is based at least in

part on the other information.

10.  (Original) The method of claim 1, wherein electronically capturing information

from the printed vote record comprises capturing an image of the printed vote record.
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11.

(Original) The method of claim 1, wherein the cast vote record provides the

voter’s sole casted vote used for vote tabulation.

12.

(Currently Amended) The method of claim 11, wherein the information captured

from the printed vote][r]] record comprises the voter readable text indicating the voter’s

at least one vote selection and other information.

13.  (Original) The method of claim 12, wherein the other information is contained in a
bar code.
14.  (Original) The method of claim 12, wherein the second data set is based at least

in part on the other information.

15.

(Original) A method for electronic voting using printed vote records, comprising:

generating a printed vote record of at least one vote selection of a voter;

providing, on the printed vote record, voter readable text indicating the voter’s at

least one vote selection;
electronically capturing first information from the printed vote record;

using optical character recognition (OCR) on the first information to generate a
first data set, the first data set based at least in part on the voter readable

text indicating the voter’s at least one vote selection;

electronically capturing second information from the printed vote record, to
generate a second data set, the second information comprising encoded

data;
comparing the first data set to a second data set; and

generating a cast vote record indicating the voter's at least one vote selection,

the cast vote record being a stored record of all of the voter’s final vote
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selections, wherein, prior to generating any cast vote record which is to be
a stored record of all of the voter’s final vote selections, an accuracy of
data to be cast is confirmed based at least in part on a comparison of the

first data set and the second data set.

16.  (Original) The method of claim 15, wherein the encoded data is contained in a

visual representation of encoded data.

17.  (Original) The method of claim 15, further comprising confirming an accuracy of
an optical character recognition (OCR) by utilizing a first hash produced from the first

data set.

18.  (Original) The method of claim 15, further comprising confirming an accuracy of
an optical character recognition (OCR) by comparing a first hash produced from the first
data set to a second hash, wherein the second hash is at least part of the encoded

data.

19.  (Original) The method of claim 15, wherein the comparison of the first data set
and the second data set is used to confirm an accuracy of an optical character
recognition (OCR) process by confirming that the at least one vote selection that the
first data set is based at least in part on matches the at least one vote selection that the

second data set is based at least in part on.

20.  (Original) The method of claim 15, wherein the cast vote record is based on the

first data set.
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21.  (Original) The method of claim 15, wherein using optical character recognition
(OCR) on the first information to generate a first data set further comprises recursively

modifying an OCR process applied to the voter readable text.

22. (Original) The method of claim 21, wherein after the cast vote record is
generated, the cast vote record is utilized during a tabulation of an election.

23.  (Original) The method of claim 15, wherein the cast vote record provides the

voter’s sole casted vote used for vote tabulation.

24.  (Original) The method of claim 23, further comprising confirming an accuracy of
an optical character recognition (OCR) by utilizing a first hash produced from the first

data set.

25.  (Original) The method of claim 23, further comprising confirming an accuracy of
an optical character recognition (OCR) by comparing a first hash produced from the first
data set to a second hash, wherein the second hash is at least part of the encoded
data.

26.  (Original) The method of claim 23, wherein the comparison of the first data set
and the second data set is used to confirm an accuracy of an optical character
recognition (OCR) process by confirming that the at least one vote selection that the
first data set is based at least in part on matches the at least one vote selection that the
second data set is based at least in part on.

27.  (Original) The method of claim 23, wherein the cast vote record is based on the

first data set.

Election Systems & Software, LLC - Exhibit 1002
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 280



28. (Original) The method of claim 27, wherein using optical character recognition
(OCR) on the first information to generate a first data set further comprises recursively

modifying an OCR process applied to the voter readable text.

29.  (Original) An electronic voting system for using printed vote records, comprising:
a printer configured to generate a printed vote record of at least one vote
selection of a voter, the printed vote record including voter readable text

indicating the voter’s at least one vote selection;

a scanner configured to (1) electronically capture first information from the
printed vote record, the first information including the voter readable text,
and (2) electronically capture second information from the printed vote

record, the second information comprising encoded data; and

a processor configured to (1) use optical character recognition (OCR) on the first
information to generate a first data set based at least in part on the voter
readable text indicating the voter’s at least one vote selection, (2)
generate a cast vote record which is to be a stored record of all of the
voter’s final vote selection indicating the voter’s at least one vote selection
based on the first data set and which is to be the voter’s casted vote used
for vote tabulation, and (3) generate a second data set from the second

information, and

wherein, the processor is further configured such that prior to generating the cast
vote record which is to be a stored record of all of the voter’s final vote
selections and to be used for vote tabulation, an accuracy of data to be
cast is confirmed based at least in part on a comparison of the first data

set and the second data set.

30. (Original) The system of claim 29, wherein the processor is configured to

recursively modify the first data set.
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31.  (Original) The system of claim 29, wherein the processor is further configured to
generate an OCR hash from the first data set, and to compare the OCR hash to an
encoded hash extracted from the encoded data on the printed vote record.

32. (Original) The system of claim 31, wherein the processor is configured to
recursively modify the first data set by generating an additional OCR hash for
comparison to the encoded hash until the additional OCR hash matches the encoded
hash.

33. (Original) The system of claim 31, wherein the processor is configured to
recursively modify the first data set by, in response to a mismatch between the OCR
hash and the encoded hash, selecting a valid alternate OCR output.

34. (Original) A method for electronic voting using printed vote records, comprising:

generating a printed vote record of at least one vote selection of a voter;

providing, on the printed vote record, voter readable text indicating the voter’s at
least one vote selection;

electronically capturing first information from the printed vote record;

using optical character recognition (OCR) on the first information to generate a
first data set, the first data set based at least in part on the voter readable
text indicating the voter’s at least one vote selection;

electronically capturing second information from the printed vote record, to
generate a second data set, the second information comprising encoded
data;

comparing the first data set to a second data set;

confirming an accuracy of the at least one vote selection of the voter based at

least in part on a comparison of the first data set and the second data set;

-8-
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after confirming an accuracy of the at least one vote selection, generating a cast
vote record which is to be a stored record of all of the voter’s final vote
selections and which is to be the voter's casted vote used for vote
tabulation, the cast vote record indicating the voter’s at least one vote
selection as determined by the first data set; the cast vote record being
generated after the comparing the first data set and the second data set;
and

tabulating an election utilizing the cast vote record before vote auditing.

35. (Original) The method of claim 34, wherein comparing the first data set to the
second data set comprises comparing a first hash produced from the first data set to a
second hash extracted from the encoded data on the printed vote record.

36. (Original) The method of claim 35, further comprising recursively modifying the

first data set, prior to generating the cast vote record.

37.  (Original) The method of claim 36, wherein the recursively modifying the first data
set comprises generating an additional OCR hash for comparison to a second hash
extracted from the encoded data on the printed vote record, until the additional OCR
hash matches the second hash.

38. (Original) The method of claim 35, wherein recursively modifying the first data set
further comprises: based on the comparison of the first data set to the second data set,
selecting a valid alternate OCR output based on the OCR process applied to the voter
readable text.
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39. (Original) The method of claim 34, further comprising utilizing the printed vote
record for auditing the election, the auditing of the election being separate from the

tabulation of the election.

40. (Original) The method of claim 34, wherein the cast vote record provides the

voter’s sole casted vote used for vote tabulation.

-10-
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REMARKS
Claims 1-40 are pending. Claims 1-40 have been rejected for double patenting over US
Patent 11,830,294 (a parent patent) in view of McDermott. A terminal disclaimer over US Patent
11,830,294 is filed concurrently herewith. Claims 1 and dependent claims 4, 10 and 11
(depending from claim 1) are rejected under 35 USC 103 over McDermott in view of Bolton.
Dependent claims 7-8 and 12-13 (depending from claim 1) are rejected over McDermott in view

of Bolton and Chung. Claim 1 has been amended herein.

Claims Objected To For Informalities

Claims 7 and 12 were objected to for informalities. Claims 7 and 12 have been amended

as suggested in the Office Action to address those informalities.

Terminal Disclaimer

Claims 1-40 have been rejected for double patenting over US Patent 11,830,294 (a parent
application) in view of McDermott. A terminal disclaimer over US Patent 11,830,294 is filed
concurrently herewith. It is respectfully noted that for claims 2-6, 9, and 14-40 the double patent
rejection was the only rejection. It is respectfully asserted that claims 2-6, 9, and 14-40 are now

in condition for allowance.

35 USC 103 Rejections: Claims 1, 4, 7-8, 10-13

The rejected claims all depend from claim 1. The Office Action relies primarily on
McDermott and then cites to Bolton for teaching OCR of a voter’s vote selections. [Office
Action p. 14-15] The Applicant disagrees with the asserted combination, however to render that
issue moot, claim 1 was amended to expedite prosecution. It is respectfully asserted that as
amended, claim 1 and all claims that depend therefrom contain limitations not found in the cited

combination and are patentably distinct from the combination.

McDermott teaches a system in which a voter’s vote selections are recorded by computer
voting station. [McDermott Paragraph 0009] The computer voting station produces a paper
ballot which includes filled circles indicating a voter’s vote selection. [McDermott Paragraph

0009] The voter’s vote selections are also temporarily stored in the computer voting station.

-11-
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[McDermott Paragraph 0009] A ballot scanning device is interfaced to the computer voting
station to read the filled circles which indicate a voter’s vote selection. [McDermott Paragraph
0009] The results of the ballot scan are then compared to the voter’s vote selection that had been
stored in the computer voting station at the time of the initial selection by the voter. [McDermott
Paragraph 0009] The Office Action equates the claimed “first data set” with the data from
McDermott’s scan for filled circles and equates the claimed ‘“‘second data set” with the data
retained in the computer voting system: “vote data temporarily stored in the computer for

the voting station [0009] [0012].”” [Office Action p. 14]

It is noted that in various claims not rejected under 35 USC 103 the second data set is
obtained from the printed vote record: “the printed vote record further comprises encoded data
... the second data set is generated at least in part from the encoded data” (dependent claim 2),
“the printed vote record further comprises encoded data ... capturing information from the
printed vote record further comprises electronically scanning the encoded data” (dependent claim
5); “electronically capturing second information from the printed vote record, to generate a
second data set” (independent claim 15); and “electronically capture second information from the
printed vote record” (independent claim 29); and “electronically capturing second information

from the printed vote record, to generate a second data set,” (independent claim 34).

Claim 1 has been amended to make clear that the second data set is “obtained from the
printed vote record.” Thus as amended in claim 1, both the first data set and the second data set
are based on information obtained from the printed vote record. It is respectfully asserted that
McDermott and the claimed combination of art do not teach such steps. Thus, it is respectfully

requested that the rejection of claims 1, 4, 7-8, and 10-13 be withdrawn.
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The fee for the request for extension of time is being paid concurrently herewith. Should
any additional fees under 37 CFR 1.16-1.21 be required for any reason relating to the enclosed
materials, the Commissioner is authorized to deduct such fees from Deposit Account No. 10-
1205/HART:032C7. The examiner is invited to contact the undersigned at the phone number
indicated below with any questions or comments, or to otherwise facilitate expeditious and

compact prosecution of the application.

Respectfully submitted,

/Richard D. Egan/
Richard D. Egan
Registration No.: 36,788
Attorney for Applicant

EGAN, ENDERS & HUSTON, LLP
1101 South Capital of Texas Highway
Building C, Suite 200

Austin, Texas 78746

(512) 347-1611

FAX: (512) 347-1615
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compar$6 WITH AU, BE, BG, BR, BY,
(print$3 WITH stored) |CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO);
FPRS; EPO; JPO:
DERWENT; IBM_TDB)

L17 479 (OCR (character near2 |(US-PGPUB; USPAT; [OR ON ON 2024/05/03
recogni$6)) SAME USOCR; FIT (AP, AT, 02:43 PM
compar$6 near4 AU, BE, BG, BR, BY,

(print$3 WITH stored) |CA, CH, CN, CS, CU,
CZz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO);
FPRS; EPO; JPO;
DERWENT; IBM_TDB)

L18 390 L17 AND @ay<"2019" |(US-PGPUB; USPAT; |OR ON ON 2024/05/03
USOCR; FIT (AP, AT, 02:43 PM
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO);
FPRS; EPO:; JPO;
DERWENT; IBM_TDB)

L20 50 L1 AND (OCR (US-PGPUB; USPAT; |OR ON ON 2024/05/03
(character near2 USOCR; FIT (AP, AT, 02:52 PM
recogni$e)) AU, BE, BG, BR, BY,

CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO);
FPRS; EPO; JPO;
DERWENT; IBM_TDB)

L21 45 L1 AND (barcode (bar |(US-PGPUB; USPAT; |OR ON ON 2024/05/03
near2 code)) USOCR; FIT (AP, AT, 04:17 PM
AU, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO);
FPRS; EPO; JPO;
DERWENT; IBM_TDB)

L22 6 "17483627" (US-PGPUB; USPAT; |OR ON ON 2024/05/03
USOCR; FIT (AP, AT, 04:57 PM
AU, BE, BG, BR, BY,
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CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT,JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO),
FPRS; EPO; JPO;
DERWENT; IBM_TDB)

PE2E SEARCH - Search History (Interference)

Ref # Hits Search Query DBs Default Plurals British ITime Stamp

perator Equivalents

N1 15311 (G07C13/00.cpc.) (US-PGPUB; USPAT) [OR ON ON 2024/06/15
(G06V30/40,262,10.cpc 01:39 PM
.) (GO6K7/10346.cpc.)

(GO6K17/0032.cpc.)

N2 43 N1 AND (OCR (US-PGPUB; USPAT) [OR ON ON 2024/06/15
(character near2 01:40 PM
recogni$6)) SAME
compar$5 SAME ballot

N3 343 N1 AND (OCR (US-PGPUB; USPAT) [OR ON ON 2024/06/15
(character near2 01:41 PM
recogni$6)) SAME
compar$5 same?2
(barcode ((bar qr 2d
matrix) near2 code))

N4 83 N3 AND (election ballot [(US-PGPUB; USPAT) [OR ON ON 2024/06/15
vote voting) 01:41 PM

06/15/2024 01:48:48 PM Page 6 of 6
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT @F COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
36275 7590 07/83/2024
Egan, Enders & Huston LLP. GUDORF, LAURA A
1101 S. Capital of Texas Highway
Bldg C, Suite 200 | ART UNIT | PAPER NUMBER |
Austin, TX 78746 2876
DATE MAILED: 07/03/2024
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. I
18/381,091 10/17/2023 James M. Canter HART:032C7 1082

TITLE OF INVENTION: Optical Character Recognition Of Voter Selections For Cast Vote Records

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 10/03/2024

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via the USPTO patent electronic filing system.

By mail, send to: ~ Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or wansmission.

36275 7590 07/83/2024 Certificate of Mailing or Transmission
Egan, Enders & Huston LLP. I hereby certify that this Fee(s) Transmittal is being deposited with the United
1101 S. Capital of Texas High States Postal Service with sufficient postage for first class mail in an envelope
- Capital of Texas Highway addressed to the Mail Stop ISSUE FEE address above, or being wansmitted to the
B]dg C, Suite 200 USPTO via the USPTO patent electwonic filing system or by facsimile to (571)
. 273-2885, on the date below.
Austin, TX 78746 O Jecae e ow
(Typed or printed name)|
(Signature)|
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
18/381,091 10/17/2023 James M. Canter HART:032C7 1082

TITLE OF INVENTION: Optical Character Recognition Of Voter Selections For Cast Vote Records

| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 10/03/2024
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
GUDORF, LAURA A 2876 235-386000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of upto 2

" g . e 2 registered patent attorneys or agents. If no name is
(1 "Fee Address" indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.

AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

w

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individuat (4 Corporation or other private group entity (1 Government

4a. Fees submitted: (Dissue Fee (Jpublication Fee (if required)
4b. Method of Payment: (Please first reapply any previeusly paid fee shewn abeve)

(1 Electronic Payment via the USPTO patent electwonic filing system (1 Enclosed check (1 Non-electronic payment by credit card (Attach form PTO-2038)

(1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue

a Applicant certifying micro entity status. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant asserting small entity status. See 37 CFR 1.27

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

| Applicant changing to regular undiscounted fee status. entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
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mmens  UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT @F COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. I
18/381,091 10/17/2023 James M. Canter HART:032C7 1082
| EXAMINER I
36275 7598 07/03/2024
Egan, Enders & Huston LLP. GUDORF, LAURA A
1101 S. Capital of Texas Highway
Bldg C, Suite 200 | ART UNIT PAPER NUMBER |
Austin, TX 78746 2876

DATE MAILED: 07/03/2024

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. The United States Patent and Trademark
Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The USPTO’s system of
records is used to manage all applicant and owner information including name, citizenship, residence, post otfice
address, and other information with respect to inventors and their legal representatives pertaining to the applicant's/
owner’s activities in connection with the invention for which a patent is sought or has been granted. The applicable
Privacy Act System of Records Notice for the information collected in this form is COMMERCE/PAT-TM-7 Patent
Application Files, available in the Federal Register at 78 FR 19243 (March 29, 2013).

hitpsiwww govinfo goviconteal phe/FR-2013 .03 29 pdi20 1 3-07341 pdi

Routine uses of the information in this record may include disclosure to:

1) law enforcement, in the event that the system of records indicates a violation or potential violation of law;
2) a federal, state, local, or international agency, in response to its request;
3) a contractor of the USPTO having need for the information in order to perform a contract;

4) the Department of Justice for determination of whether the Freedom of Information Act (FOIA) requires
disclosure of the record;

5) a Member of Congress submitting a request involving an individual to whom the record pertains, when the
individual has requested the Member’s assistance with respect to the subject matter of the record;

6) a court, magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to
opposing counsel in the course of settlement negotiations;

7) the Administrator, General Services Administration (GSA), or their designee, during an inspection of records
conducted by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations
and any other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make
determinations about individuals;

8) another federal agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c));

9) the Oftice of Personnel Management (OPM) for personnel research purposes; and
10)the Office of Management and Budget (OMB) for legislative coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or examine
your submission, which may result in termination of proceedings, abandonment of the application, and/or expiration
of the patent.
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Application No. Applicant(s)
) . 18/381,091 Canter et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
LAURA A GUDORF 2876 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included

herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. This communication is responsive to amendments filed 05/31/2024.
(J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2. An election was made by the applicant in response to a restriction requirement set forth during the interview on

; the
restriction requirement and election have been incorporated into this action.

3.0 The allowed claim(s) is/are 1-40 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a) (JAll b) (J Some* c¢) J None of the:

1. (J Certified copies of the priority documents have been received.
2. (J Certified copies of the priority documents have been received in Application No.

3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5.J CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.0J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1.0J Notice of References Cited (PTO-892)

2.0 Information Disclosure Statements (PTO/SB/08), 6. V) Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.3 Examiner's Comment Regarding Requirement for Deposit 7. (3 Other .

of Biological Material .
4.0 Interview Summary (PTO-413),
Paper No./Mail Date. .
/LAURA A GUDORF/

Primary Examiner, Art Unit 2876

5. (] Examiner's Amendment/Comment

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13)

Notice of Allowability Part of Paper No./Mail Date 20240615
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Application/Control Number: 18/381,091 Page 2
Art Unit: 2876

DETAILED ACTION
Summary
This Office Action is responsive to amendments filed 05/31/2024

Claims 1, 7, and 12 have been amended. Claims 1-40 are currently pending.

Terminal Disclaimer
The terminal disclaimer filed on 05/31/2024 disclaiming the terminal portion of
any patent granted on this application which would extend beyond the expiration date of
U.S. patent No. 11,830,294 has been reviewed and is accepted. The terminal

disclaimer has been recorded.

Response to Arguments

Applicant amended claims 7 and 12 to address minor informalities. The claim
objects have been withdrawn.

The terminal disclaimer filed on 05/31/2024 overcome the double patenting
rejection of claims 1-40. The double patenting rejections of claim 1-40 have been
withdrawn.

Applicant amended claim 1 to recite “comparing the first data set to a second

data set, the second data set obtained from the printed vote record”. Applicant argues

that MCDERMOTT does not teach or suggest that the second data set is obtained from
the printed vote record on pages 11-12 of applicant remarks. The examiner agrees that
MCDERMOTT does not teach the amended limitation. As such, the rejection of claims

1, 4, 7-8, and 10-13 has been withdrawn.
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Application/Control Number: 18/381,091 Page 3
Art Unit: 2876

Allowable Subject Matter

Claims 1-40 are allowed.

The following is an examiner’'s statement of reasons for allowance:

Regarding independent claim 1:

The prior art of record fails to teach or fairly suggest, either singularly or in
combination thereof, a method for electronic voting using printed vote records,
comprising each of the following limitations:

generating a printed vote record of at least one vote selection of a voter;
providing, on the printed vote record, voter readable text indicating the voter's at least
one vote selection; electronically capturing information from the printed vote record;
using optical character recognition (OCR) on at least a portion of the electronically
captured information to generate a first data set, the first data set based at least in part
on the voter readable text indicating the voter's at least one vote selection; comparing
the first data set to a second data set, the second data set obtained from the printed
vote record; and generating a cast vote record, which is to be a stored record of all of
the voter's final vote selections and to be the voter's casted vote used for vote
tabulation, the cast vote record indicating the voter's at least one vote selection,
wherein, prior to generating any cast vote record which is to be a stored record of all of
the voter's final vote selections and to be the voter's casted vote used for vote
tabulation, an accuracy of data to be cast is confirmed based at least in part on a
comparison of the first data set and the second data set.

Regarding independent claim 15:
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Application/Control Number: 18/381,091 Page 4
Art Unit: 2876

The prior art of record fails to teach or fairly suggest, either singularly or in
combination thereof, a method for electronic voting using printed vote records,
comprising each of the following limitations:

generating a printed vote record of at least one vote selection of a voter;
providing, on the printed vote record, voter readable text indicating the voter's at least
one vote selection; electronically capturing first information from the printed vote record;
using optical character recognition (OCR) on the first information to generate a first data
set, the first data set based at least in part on the voter readable text indicating the
voter's at least one vote selection; electronically capturing second information from the
printed vote record, to generate a second data set, the second information comprising
encoded data; comparing the first data set to a second data set; and generating a cast
vote record indicating the voter's at least one vote selection, the cast vote record being
a stored record of all of the voter's final vote selections, wherein, prior to generating any
cast vote record which is to be a stored record of all of the voter's final vote selections,
an accuracy of data to be cast is confirmed based at least in part on a comparison of
the first data set and the second data set.

Regarding independent claim 29:

The prior art of record fails to teach or fairly suggest, either singularly or in
combination thereof, an electronic voting system for using printed vote records,
comprising each of the following limitations:

a printer configured to generate a printed vote record of at least one vote
selection of a voter, the printed vote record including voter readable text indicating the

voter's at least one vote selection; a scanner configured to (1) electronically capture first
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information from the printed vote record, the first information including the voter
readable text, and (2) electronically capture second information from the printed vote
record, the second information comprising encoded data; and a processor configured to
(1) use optical character recognition (OCR) on the first information to generate a first
data set based at least in part on the voter readable text indicating the voter's at least
one vote selection, (2) generate a cast vote record which is to be a stored record of all
of the voter's final vote selection indicating the voter's at least one vote selection based
on the first data set and which is to be the voter's casted vote used for vote tabulation,
and (3) generate a second data set from the second information, and wherein, the
processor is further configured such that prior to generating the cast vote record which
is to be a stored record of all of the voter's final vote selections and to be used for vote
tabulation, an accuracy of data to be cast is confirmed based at least in part on a
comparison of the first data set and the second data set.

Regarding independent claim 24:

The prior art of record fails to teach or fairly suggest, either singularly or
combination thereof, a method for electronic voting using printed vote records,
comprising each of the following limitations:

generating a printed vote record of at least one vote selection of a voter;
providing, on the printed vote record, voter readable text indicating the voter's at least
one vote selection; electronically capturing first information from the printed vote record;
using optical character recognition (OCR) on the first information to generate a first data
set, the first data set based at least in part on the voter readable text indicating the

voter's at least one vote selection; electronically capturing second information from the
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printed vote record, to generate a second data set, the second information comprising
encoded data; comparing the first data set to a second data set; confirming an accuracy
of the at least one vote selection of the voter based at least in part on a comparison of
the first data set and the second data set; after confirming an accuracy of the at least
one vote selection, generating a cast vote record which is to be a stored record of all of
the voter's final vote selections and which is to be the voter's casted vote used for vote
tabulation, the cast vote record indicating the voter's at least one vote selection as
determined by the first data set; the cast vote record being generated after the
comparing the first data set and the second data set; and tabulating an election utilizing
the cast vote record before vote auditing.

Claims 2-14, 16-28, 30-33, and 35-40 depend from claims 1, 15, 29, and 34,
respectively, and are therefore allowed.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to LAURA A GUDORF whose telephone number is

(571)270-7607. If the Examiner cannot be reached by telephone, she can be reached

through the following e-mail address: aura.gudiori@@uspiogoy.  The examiner can

normally be reached on M-F 6:00-4:00 PM.

Election Systems & Software, LLC - Exhibit 1002
Election Systems & Software, LLC v. Hart Intercivic, Inc.
Page 318



Application/Control Number: 18/381,091 Page 7
Art Unit: 2876

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Michael Lee, can be reached at telephone number (571)272-2398. The fax
phone number for the organization where this application or proceeding is assigned is
571-273-8300.

Information regarding the status of an application may be obtained from Patent
Center. Status information for published applications may be obtained from Patent
Center. Status information for unpublished applications is available through Patent
Center for authorized users only. Should you have questions about access to Patent
Center, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) Form at https://www.uspto.gov/patents/uspto-automated- interview-request-air-

form.

/LAURA A GUDORF/
Primary Examiner, Art Unit 2876
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