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(21) BR 10 2013 018558-2 A2

Federated Republic of ) . (51) Int.Cl.:
Ministy of (22) File Date: July 19,2013 GO07C 13/00
Deyelopment, Indusry - (43) Publication Date: Sept. 2, 2014 GoeK 9/46
Nty (RP12278) GO06Q 50/00
(54) Title: VERIFICATION BALLOT (57) Abstract: VERIFICATION BALLOT
PRINTING AND COLLECTION PRINTING AND COLLECTION
EQUIPMENT AND EQUIPMENT FOR EQUIPMENT AND EQUIPMENT FOR
AUDITING AND COUNTING VOTES AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION BALLOTS PRINTED ON VERIFICATION
FOR A MECHATRONIC VOTING BALLOTS FOR A MECHATRONIC
MODEL VOTING MODEL, wherein equipment (1)
forms a system that allows the voter to vote
(73) Holder(s): Ronaldo Moises Nadaf and obtain a printed ballot (14) confirming

the electronic vote and the printout, via bar
codes (15), (16), (17) and (18) printed

(74) Attorney(s): MODAL MARCAS E thereon. This ballot (13) is transferred to a
PATENTES LTDA second piece of equipment (19), for
counting votes, where such information is
read, forming a fully interoperating
electronic and printed storage system that is
able to be audited in the event of questions
regarding fraud, providing complete
security to the voting system.

(72) Inventor(s): Ronaldo Moises Nadaf
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“VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT AND
EQUIPMENT FOR AUDITING AND COUNTING VOTES PRINTED ON VERIFICATION
BALLOTS FOR A MECHATRONIC VOTING MODEL”

The present patent application refers to a set of equipment that will provide any citizen
with electronic voting combined with the ability to compare the true record of their political intent,
using paper voting ballots as an auditing and individual vote security mechanism.

This set of equipment will bring the vote printed on paper ballots to the electoral process,
however, with another level of security, where the ballot printed with the citizen's vote will be
handled only by the voter casting the vote.

The first piece of equipment, called VERIFICATION BALLOT PRINTING AND
COLLECTION EQUIPMENT will allow, in addition to printing the vote, an expansion of the
security of voter identification, since its purpose is to use a dual biometric voter recognition
process, wherein a biometric reading of the face will be verified, in addition to the fingerprints of
4 fingers.

The voting ballot generated in this new technological context will bear a printout of at least

2 individual vote records, the first of which will be a text record, produced by the digital systems

of the
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digital voting equipment, including the electronic urns in use today, and a second vote record,
which will be generated by the VERIFICATION BALLOT PRINTING AND COLLECTION
EQUIPMENT, which is the subject of this patent, with said vote printed, on the same ballot, in
two-dimensional bar codes, thus expanding the security, transparency and the auditing
mechanisms of the process for generating and collecting the votes.

In addition to the two records of the individual vote, one in text and the other in a bar code,
the printed ballot will have two more records in two-dimensional bar codes that will store the
digital signatures of the Elections Judge and of the other institution responsible for auditing the
process.

These digital signatures will be generated by asymmetric cryptography with the Elliptic
Curve Digital Signature Algorithm (ECDSA) with a pair of codes having a minimum size of 283
bits. The vote signing process will take place using the private codes of the institutions, which will
be installed on the VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT
and on the vote collection computer, ensuring the institutional provenance of the printed vote,
without violating the confidentiality of the same.

A second piece of equipment present in this patent application, known as the EQUIPMENT
FOR AUDITING AND COUNTING VOTES PRINTED ON VERIFICATION BALLOTS, will
be responsible for auditing receipt of the storage urn for the printed votes, which urn will have its

physical security maintained by a seal with
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radio frequency technology.

This equipment, in addition to verifying the radio frequency seals, will audit the printed
votes collected by the urn, by comparing the text record to the information contained in the two-
dimensional bar codes, verifying the digital signatures by means of the respective public codes
generated for the vote collection equipment, confirming the institutional provenance and integrity
of the content of the printed vote.

Only after being audited will the printed vote be validated for counting, and it will again
be recorded electronically with other votes from the polling place in a simplified vote counting
system also installed on the EQUIPMENT FOR AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION BALLOTS.

This machine will also be responsible for packaging the printed ballots collected at a
polling place, which will leave the second piece of equipment, added up and sealed in a plastic
wrapper with another radio frequency technology chip, starting the auditing and storage process
controlled using this technology.

STATE OF THE ART

As is known historically, cultural trauma has been caused by the period during which the
country conducted its elections on paper ballots.

Many forms of fraud occurred during this long period in the past,
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such as the “voto carreirinha” [carriageway vote], when a first voter is able to leave the polling
place with a blank ballot and passes it on to a corrupt voter, who fills out the ballot with the name
of his candidate and hands it to another voter, who enters the pre-filled ballot and repeats the action
of removing a blank ballot, thus creating a secure—and obviously illegal—system to divert votes.

Records of falsification, tampering and theft of ballots is part of a distant past since they
were efficiently extinguished by the current electronic voting model. Therefore the population in
general and also the political class do not believe in the real need to have the vote printed on paper.

However, they fearfully participate in fully electronic voting. That statement is due to the
fact that scientific research conducted by various countries seeking to improve the security and
transparency of their electronic voting procedures increasingly points to the need for the voter,
primarily voters who are not specialists in technology, to be able to verify that their voting intention
was recorded and counted correctly without running the risk of faults caused by errors, which
unfortunately are present in fully electronic voting.

Various studies regarding electronic voting have shown the need for there to be a physical
auditing trail for individual votes, in which the voter, simply with his eyes, can have guarantees

that his vote will not
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have any possibility of being corrupted or diverted, and thus, he will be certain that it will be added
to the final election results.

In this context, in 2000 there arose, in the post-doctoral thesis proposed by Ph.D. Rebecca
Mercuri, titled “Electronic Vote Tabulation — Checks & Balances,” the concept of “Voter-verified
Paper Audit Trail (VVPAT)” and “Verified Paper Record (VPR)” which, in summary, discusses
the importance of the existence of a paper audit that will allow recounting of votes in an electronic
election, when such action is necessary.

In 2006, Ph.D. in cryptography, Ronald Rivest, along with a researcher from the U.S.
National Institute for Standards and Technology, John Wack, imagined the concept of “software
independence” for electronic voting processes. These scientists claimed that “a voting system is
independent of software when an imperceptible change or error in the programming of voting
systems does not cause a change or error, which are also imperceptible, in the result of the
elections (our translation).”

Also noteworthy is the technical standard that is being refined by the National Institute of
Standards and Technology (NIST) and by the Election Assistance Commission of the United States
of America, known as the “Voluntary Voting System Guidelines,” which in their current version

provide the following minimum requirements for the approval of voting equipment in that

Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 8



10

15

20

country (translated to Portuguese):

a — At least two vote records must be generated and one of them must be stored on media
that cannot be modified by the (electronic) voting system, so that both records are not under the
control of a single digital process:

b) - The voter must be trained to verify the equivalence of the two records of their vote
before leaving the polling place;

C) The process of verifying voting records must be independent and at least one of
them must be directly consultable by the voter;

d) The two records of a vote may have their equivalence verified afterwards by means
of unique identifiers that allow records to be corrected.

In Brazil, Article 5 of Law No. 12,034/94 which amends the Political Parties Act
(9,096/95), the Elections Act (9,504/97) and the Electoral Code (4,737/65), requiring the use of
vote printing devices as of the 2014 elections, is noteworthy.

The article was suspended by protective order issued in Direct Action for
Unconstitutionality (ADI) No. 4547 filed with the Federal Supreme Court by the Office of the
Attorney General of the Union. The action questioned the printed vote described in the law that,
in theory, strikes at the right to secrecy regarding electors’ votes.

In light of this scenario, it is considered that a Brazilian electronic urn came to not comply

with current legislation, as well as the basic requirements
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of the North American standards, since it was a collector and counter of votes of the DRE (direct-
recording electronic) type, characterized by direct electronic recording without printing the vote
for verification by the voter.

OBJECT OF THE PATENT

The equipment that is the object of this patent application has as its objective precisely the
expansion of the security of the electoral process as a whole and it was conceived in a form where
the voting ballots printed by the devices would be handled solely and exclusively by the voter
himself, thus reducing the range of possibilities for voter fraud that primarily occurred in the
counting of paper ballots.

Accordingly, the model proposed was organized based on a verification ballot, with the
vote written in text and a second record of the vote in a two-dimensional bar code, an information
encoding technology for bar graphics, the license for use of which is royalty-free.

The vote in text form produced for the ballot will be generated by an electronic vote
recording device (Direct Recording Electronic — DRE) that can even be the actual urn in use today,
which will be connected, via a USB port, to the VERIFICATION BALLOT PRINTING AND
COLLECTION EQUIPMENT.

The system will make it possible for the user to vote electronically which, after it is
completed, will generate the printed vote, providing the voter with assurance of their choice and

preventing equipment failure from being able to
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change the vote cast digitally.

Explained in a superficial manner, the two pieces of equipment and the corresponding
systems are further detailed via the attached drawings, in which we see:

Figure 1 — shows, on the left, the VERIFICATION BALLOT PRINTING AND
COLLECTION EQUIPMENT, connected to a Tablet, and on the right, the same equipment
connected to an electronic Urn;

Figure 2 — shows the VERIFICATION BALLOT PRINTING AND COLLECTION
EQUIPMENT and, on the side, expanded details of the biometric readers;

Figure 3 — shows, in expanded detail, the interfaces of the VERIFICATION BALLOT
PRINTING AND COLLECTION EQUIPMENT;

Figure 4 — shows the verification vote ballot, with its digital codes;

Figure 5 — shows the independent urn being connected to the EQUIPMENT FOR
AUDITING AND COUNTING VOTES PRINTED ON VERIFICATION BALLOTS;

Figure 6 —shows the EQUIPMENT FOR AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION BALLOTS;

Figure 7 —shows the EQUIPMENT FOR AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION BALLOTS. The details show the packaging devices, with

highlights;
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Figure 8 — shows the sealed ballots, forming a block controlled using RFID technology.

In accordance with the attached drawings, the “VERIFICATION BALLOT PRINTING
AND COLLECTION EQUIPMENT,” one of the pieces of equipment that is the object of this
patent application, is a piece of equipment (1) surrounded by a voting cubicle (C) and that may be
connected to an electronic urn (U), as is shown in Figure 1, said equipment (1) being in the form
of a computer with a reversible keyboard and touch-sensitive screen (“touch screen’) or a “tablet”
(2) with an earphone (F), connected to a camera (3) with the ability to carry out biometric
recognition of the voter’s face and connected to a mechanical keyboard (T) repurposed in the
process of recycling the urns.

The equipment (1) has a bench on which there is installed a four-finger biometric reader
(4), a storage area for blank ballots (5) connected to the printer (6), supplied also by a roll of paper
(7), both of which connect to a printer output (8). The bench also has an input (9) for verifying and
collecting printed vote ballots confirmed by the voter, in addition to an input (10) for verifying and
cutting up any printed vote ballot rejected (voided) by the voter.

The verification input for printed vote ballots confirmed by the voter (9) is connected to an

independent collection urn (11) for ballots confirmed and verified by the system, while the input
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for verification and cutting up the printed ballot rejected by the voter (10) is connected to a
recycling bin (12) to receive the fragments of these printed ballots that are rejected by the voters,
thus constituting a piece of equipment (1) itself, as shown in Figures 1, 2 and 3.

The verification ballot printing and collection equipment (1) is supplemented by a second
“tablet” (13), on which software developed by an elections process auditing entity is installed,
containing the public codes for the equipment. This equipment (13) will be used by the voter for
electronic verification of the printed vote in a two-dimensional bar code, enabling the voter to
leave the polling station after comparing the two printed records of their vote, one in text and the
other in a two-dimensional bar code.

Thus constituted, the equipment (1), integrated with the free software to be developed, will
be used as the voting station for a previously unknown system for collecting the electronic vote
and the vote printed on paper, with double biometric identification operated by the voter.

The voter positions four fingers on his right hand on the biometric identification reader (4),
and the equipment (1) then collects the biometric data and sends a digitally signed request to the
electronic voting system installed on the computer of tablet (2).

Facing the equipment (1), the voter is also identified via the camera (3) which will perform
biometric recognition of their face.

Once the double biometric identification of the voter is completed, he will have
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access to the voting interface, or in the case of an illiterate voter designated in advance, direct
access to the specially developed interface for illiterate voters.

Using the corresponding button on the screen (2), or via the repurposed mechanical
keyboard from the Electronic Urn (T), the voter chooses his candidates, displaying the respective
photographs and other possible information. The candidate photograph is displayed on the
referenced screen (2) in order for the voter to recognize his choice and confirm the digital vote.

Once collection of the electronic vote is complete, the voter authorizes, using the screen
(2) or the mechanical keyboard (T), the printing of a verification ballot (14) that will be issued at
the printer output (8).

The verification ballot (14) for the vote, shown in Figure 4, will show the choices of the
voter for each office being contested in that election and/or ballot measure, stated in sufficiently
legible text. The ballot (14) will also show the complete vote by the voter encoded in a two-
dimensional bar code, which will also contain the digital signatures of the Elections Judge and the
other institution auditing the process (15).

Two other bar codes (16) and (17), that are smaller in size and have reduced storage
capacity, will be printed on the ballot (14) and will each provide a digital signature, in this case
related to the text of the vote printed on the ballot (14), produced by the Elections Judge and by
another entity auditing the process, respectively. The ballot (14) will also contain an electronic

code in Braille (18) for voters with a visual disability.
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With the printed verification ballot (14) in hand, the voter may also visually compare the
vote encoded in bars on the second tablet (13), which will read the code and display the record of
the encoded vote on the screen.

After confirming that the text and the record of the code are each conveying their political
intent, the voter inserts the ballot (14) into the input for confirmation of votes (9).

The equipment (1) then reads, electronically, the bar code(s) (16) or (17) and (18) on this
ballot (14), extracting the digital institutional signatures.

Once it is confirmed that the signature was generated by the private code issued for the
digital institutional signature, i.e. after confirmation of the electronic provenance of the ballot (14),
the ballot is drawn in by the mechanical vote confirmation input device (9) and stored at random
in the independent collection urn (11). This verification of signatures will avoid the equipment
being fed with ballots not generated in an official manner.

Once the vote collection process is complete, the equipment (1) sends a digital signal to
the electoral system to record the digital record of the vote and shut off the possibility of another
vote for that voter. In this manner, the vote is counted in a normal manner.

If the voter does not agree with the printed ballot (14) of their vote, withdrawing or

believing that they made a mistake or with the intention of correcting the vote,
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the voter will insert the referenced ballot (14) into the input (10) for verification and cutting up the
printed vote being rejected and, after the equipment (1) confirms the signature produced by the
private code of the institutions and once the provenance of the ballot (14) is confirmed, it is then
drawn in and shredded and the paper waste will be stored in the recycling bin (12), sending a signal
to the voting system installed on the equipment computer (1) to cancel the digital vote and relaunch
the voter identification process, returning the entire voting process to the initial stage.

In this manner it is possible for the voter himself to correct the printed vote. In this case,
the rejected vote is not counted in the system database, avoiding an erroneous count upon
conclusion of voting and allowing the voter to have another chance or option to vote, without
contaminating the entire process with ballots rejected by the voters.

If the voter is illiterate, they may vote using images of persons with a two dimensional bar
code distributed by the candidates in advance.

After double biometric identification, the illiterate voter holding this advertising material
printed by the candidates with a two-dimensional bar code inserts the image into the shredder
verifier input (10), displaying the photo of their candidate on the screen (2), repeating the action
until the end of the process, when the verification ballot (14) will be printed to be immediately

confirmed by the illiterate voter, who
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must be instructed to insert the vote ballot (14) into the vote confirmation input (9).

The same procedure for reading images may be used to assist voters with a visual disability
in the voting process. However, unlike confirming the vote presented on the screen (2), the visually
disabled voter will confirm their vote using an earphone (F), which will pass on the instructions
for operating the equipment (1) to confirm their vote, instructing the disabled voter through
completing the digital voting process and submitting the printed vote, which will also be
transcribed in Braille (18) on the collection verifying interface (9). The visually disabled voter may
also enter their vote via the mechanical keyboard (T), which is connected to the equipment (1).

In all situations in which the printed vote is confirmed, the voter may, upon completion of
the process, print a voucher of presentation from the roll of paper (7) installed on the lower part of
the equipment (1), which will be supplied via the printer output (8).

As may be observed, the proposed system eliminates the elections judge.

After voting concludes, the independent collection urn (11) for confirmed ballots, i.e.
confirmed votes, is then taken from the voting equipment (1) and taken to the vote auditing,
counting and tabulating area, as shown in Figure 5.

In this other area, the independent collection urn (11) holding
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confirmed votes is connected, as shown in Figure 5, to the EQUIPMENT FOR AUDITING AND
COUNTING VOTES PRINTED ON VERIFICATION BALLOTS (19), at which point the vote
counting and auditing process is then started.

This equipment (19), also the object of the present patent, as is shown in particular by
Figures 6 and 7 and also by Figure 5, comprises, on one of its sides, an input (20) for the
independent collection urn (11), an RFID read/record device (21) and an input for the audited
ballots (22). On the other side it has a printer (23) and LCD monitor (24), repurposed from the
Electronic Urns.

On the interior, the equipment (19) has an optical OCR and QR code reader and a CPU
(25) and packaging devices (26), connected, on the other side, to an output (27) for the packaged
ballots that will receive RFID identification to be applied by the labeler (28).

The equipment (19) will be supplied with the information conveyed to the independent
storage urn (11), or by the printed verification ballots (14) with a seal, in an auditing process, with
various tasks carried out in the same mechanically automated routine.

If the seal of the independent collection urn (11) for confirmation of the vote shows signs
of tampering, the equipment (19) will emit an audible warning and a text message on the LCD,
and the referenced independent collection urn (11) will be returned to the counting committee,

which will decide whether or not to proceed to count it.
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The first function of the EQUIPMENT FOR AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION BALLOTS (19) is to receive the independent collection urn (11)
through the input (20) and verify the provenance of the seal on the independent collection urn (11)
using the radio frequency device (21) and, once the correspondence of the chip and the polling
station is confirmed, the printed votes are automatically taken from the referenced independent
collection urn (11).

The ballots (14) are then fed through the optical reader (25), which will read the bar codes
(16), (17) or (18), extracting and verifying the digital signatures, and comparing the text vote
information to the vote information encoded into the bar code.

After a comparative audit, the printed vote is then recorded electronically and sent to a
module (26) where, along with the other ballots (14) from the polling station being tabulated, they
will be stored. Once the counting of all the votes is completed, the ballots will be sealed in plastic
and sent to the output (27), forming a paper block (29), as is shown in Figure 8, which will receive
a radio frequency chip in the labeler (28), thus completing the auditing and electronic tabulating
of the printed ballots.

The audit process vote input (22) will receive the ballots that require a further inspection
process. The procedure for counting audited ballots is similar to the procedure for collected ballots,

differing only in the origin of the radio frequency
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identification, i.e. instead of reading the RFID seal of the independent urn, the interface will read
an RFID identifier of a block of cells where the need for a more advanced audit is determined.

For security purposes, the EQUIPMENT FOR AUDITING AND COUNTING VOTES
PRINTED ON VERIFICATION BALLOTS (19) is separated from the input device, and has only
the disk storing the programs to control the mechatronic motors and to interpret, audit and count
the votes printed.

Reports, alerts and the total count bulletin will all be generated in text and two-dimensional
bar code format using the printer and they will be recorded in the machine’s print log.

The objective is that this second piece of equipment according to the present patent will be
manufactured using electronic components such as processors, memory, a printer, an LCD screen
and the repurposed plastic components from the recycling of the current electronic urns, which
will be replaced by computers or tablets in the course of the process of installing the new electronic

and mechanical voting equipment that is the subject of this patent.
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CLAIMS
1) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,” being a
piece of equipment (1) surrounded by a voting cubicle (C) that may be connected to an electronic
urn (U), characterized by a computer configuration with a reversible keyboard with a touch
screen or tablet (2), an earphone (F), a camera (3) for biometric facial recognition of the voter
and connected to a mechanical keyboard (T), which equipment (1) is equipped, as well, with a
bench with a four-finger biometric reader (4), a storage area for blank ballots (5) connected to a
printer (6) supplied by a roll of paper (7), both connected to a printer output (8), with said bench
having, as well, an input (9) for verifying and collecting the printed vote ballots confirmed by the
voter, in addition to an input (10) for verifying and cutting up the printed ballot rejected (voided)
by the voter, with the referenced input (9) connected to an independent collection urn (11) for
ballots confirmed and verified by the system and, the input (10) connected to a recycling bin (12)
that receives the fragments of the printed ballots rejected by the voters, with said piece of
equipment (1) supplemented by a second tablet (13), loaded with software developed by an
electoral process auditing entity, containing the public codes for the equipment, for electronic
verification (by the voter), of the vote printed in a two-dimensional bar code.

2) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,”
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according to Claim 1, the equipment (1) for use as a polling station, to form a system
characterized by the collection of electronic votes and votes printed on paper, with dual
biometric identification, operated by the voter himself.

3) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,”

according to Claim 2, characterized by the fact that, after the voter operates the keyboard, a

printed ballot (14) is generated (3) with the complete vote encoded in a two-dimensional bar
code, with digital signatures of the Elections Judge and the other institution auditing the process
(15), in addition to bar codes (16) and (17), of a smaller size and reduced storage capacity, and
furthermore, an electronic code in Braille (18).

4) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,”
according to Claim 2, for electronic comparison by the equipment (1) and also by the second

tablet (13), characterized by the fact that a ballot (14) is inserted into the vote confirmation

input (9) and stored in random form in the independent collection urn (11), with delivery of a
digital signal for the election system to record the digital record of the vote.

5) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,”
according to Claim 2, in the event of a correction to a vote, characterized by the insertion of the
ballot (14) into the input (10) to be shredded and delivery of a digital signal to the election

system, to
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cancel the vote, without it being counted, and to restart the voting process.

6) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,”
according to Claim 2, in the case of an illiterate reader, characterized by the use of images with
a two-dimensional bar code with double biometric identification, following insertion into the
input (10) for verification and shredding, displaying the photo of the voter’s candidate on the
screen (2), repeating the operation until the process is completed, to print the ballot (14) and for
confirmation via the vote confirmation input (9).

7) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT,”
according to Claim 2, in the case of voters with a visual disability, characterized by the casting
of a vote via images with bar codes or using a mechanical keyboard (T), and confirmation of the
vote via an earphone (F), by entering the ballot (14) with the vote transcribed in Braille (18) at
the collection input (9) or the shredding input (10).

8) “VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT”
according to Claim 2, after the generation of a vote voucher from the printer output (8),
characterized by the independent collection urn (11) with ballots (14) stored, being removed
and placed at the input (20) of the EQUIPMENT FOR AUDITING AND COUNTING VOTES

PRINTED ON
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VERIFICATION BALLOTS also equipped with an RFID reader/encoder (21), input for audited
ballots (22) having, on the side, a printer (23) and LCD monitor (24) and, inside, an optical OCR
and QR code reader and a CPU (25) and packaging devices (26), connected, on the other side, to
an output (27) for the packaged ballots, able to receive RFID identification via a labelling device
(28).

9) “EQUIPMENT FOR AUDITING AND COUNTING VOTES PRINTED ON
VERIFICATION BALLOTS,” according to Claims 2 and 8, forming a system characterized by
reading the information provided in the independent collection urn (11) via a radio frequency
device (21) and, if there are signs of tampering, having an audible warning emitted and a text
warning displayed on the LCD, for reassessment.

10)  “EQUIPMENT FOR AUDITING AND COUNTING VOTES PRINTED ON
VERIFICATION BALLOTS,” according to Claim 9, characterized by reading bar codes (16),
(17) or (18), and electronic counting of ballots (14), stored in the module (26), followed by
sealing, forming a block (29) ejected at the output (27), that receives a radio frequency chip at
the labeler (28), used as a polling station, to form a system characterized by the collection of
electronic votes and votes printed on paper, with double biometric identification, operated by the

voter himself.
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ABSTRACT
VERIFICATION BALLOT PRINTING AND COLLECTION EQUIPMENT AND
EQUIPMENT FOR AUDITING AND COUNTING VOTES PRINTED ON VERIFICATION
BALLOTS FOR A MECHATRONIC VOTING MODEL, wherein equipment (1) forms a
system that allows the voter to vote and obtain a printed ballot (14) confirming the electronic
vote and the printout, via bar codes (15), (16), (17) and (18) printed thereon. This ballot (13) is
transferred to a second piece of equipment (19), for counting votes, where such information will
be read, forming a fully interoperating electronic and printed storage system that is able to be
audited in the event of questions regarding fraud, providing complete security to the voting

system.
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Project Number: 0-106910

Location in source file: Term/cited sentence: Description of the issue: Action Item:

Page 5 of the description = “o sistema de votacdo é The original quote in English is: “A voting = Translated per source
independe de software...”  system is software-independent if an
undetected change or error in its
software cannot cause an undetectable
change or error in an election outcome.”
Page 3 of the claims, “em caso de leitor de Apparent typo for voter (“eleitor” vs. Translated per source
claim6 analfabeto” “leitor” in Portuguese).

Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 32



Exhibit B

Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 33



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 34



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 35



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 36



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 37



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 38



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 39



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 40



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 41



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 42



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 43



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 44



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 45



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 46



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 47



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 48



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 49



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 50



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 51



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 52



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 53



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 54



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 55



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 56



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 57



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 58



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 59



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 60



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 61



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 62



Exhibit C

Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 63



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 64



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 65



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 66



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 67



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 68



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 69



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 70



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 71



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 72



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 73



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 74



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 75



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 76



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 77



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 78



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 79



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 80



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 81



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 82



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 83



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 84



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 85



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 86



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 87



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 88



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 89



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 90



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 91



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 92



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 93



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 94



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 95



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 96



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 97



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 98



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 99



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 100



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 101



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 102



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 103



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 104



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 105



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 106



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 107



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 108



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 109



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 110



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 111



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 112



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 113



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 114



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 115



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 116



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 117



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 118



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 119



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 120



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 121



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 122



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 123



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 124



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 125



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 126



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 127



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 128



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 129



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 130



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 131



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 132



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 133



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 134



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 135



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 136



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 137



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 138



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 139



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 140



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 141



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 142



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 143



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 144



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 145



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 146



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 147



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 148



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 149



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 150



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 151



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 152



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 153



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 154



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 155



Exhibit D

Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 156



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 157



Election Systems & Software, LLC - Exhibit 1007
Election Systems & Software, LLC v. Hart Intercivic, Inc.

Page 158





