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------------------------------------------------------------------------------------------------------------------------------------1 he is with the one-way function.) For public-key c.ryptography, we need somethit.ngi 
1 else (although there a:re cryptographic applications for one-way functi!ons--see
i Section 3.2). 
1 A uapdoo:r one .. way hmction is a speciaJ type of one-way function, one with a
1 secret trapdoor. It • s easy to oompute in one direction and hard to compute in the
i other direction. But. if you know the secret, you can easily compute the function in
1 the other dh:ection. That is, it i easy to compute j{x) g,i en x, and hard to compute
1 x git en f(x). However, there is some secret it.nfo.rmation,, y:, such that g; en Jlx) and y
i it is easy to compute x. 

i Taking a watch apart is a good e ample of a trap-door one-way function. It is easy
1 �o disassemble a watch into hundreds of mit.nuscume pieces. It is very difficult �o put
1 those tit.ny pieces back together it.nto a. working watch. Howe er, with the secret
i information-the assembly instructions of the watch-it is much easier to put the
1 watch back together.

!2 .. 4 ONE-WAY HASH FUNCTIONS
! A one .. way ha h fwiction has many names: compression function, contraction func­
i tilon, message digest, fingerprint, cryptographic checksum, message integrity check
1 (MIC), and manipulation detection code (MDC). Whatever you call it, it is centrnl to
i mode1-n cryptography. One-way hash functions a:re another buit.ldit.ng block for many
1 protocols. 
i Hash functions ha e been used in computer science for a long time. A hash func-
1 tion is a. function, mathematical or otherwise, that takes a variable-length input
1 str'ng (called a pre-image) and con ert it to a f ed-length (generally smaller) output
i st:r'ng (caUed a hash alu,e). As· mple hash function would be a function that tafoes
1 pre-image and returns a byte consisting of the XOR of al.ill the input bytes. 
i The poit.nt here i to Hngerpr .it.nt the p .re-ima.ge: to produce a alue that it.ndkate 
1 whether a candidate pre-image is Ukely to be the same as the real pre-image.
i .Because hash functions are typkally ma.ny -to�one, we cannot u e them to deter­
! mine with certainty that the two strings a:re equaJ, but we can use them to get a. rea.­
i sonahLe assurance of  accuracy. 
1 A one-way hash funct'on is a hash function that works in one direction: It is easy
1 to compute a hash value from pre-image, but it is hard to generate a pre-image that 
i hashe to a partic tlar alue. The hash function pre ilou ly mentioned is not one-
1 way: Ci en a particufar byte alue, it is tri fal to generate a string of bytes whose
i XOR is that a.lue. Yo 1 can1t do that with a one-way hash function. A good one-way
1 hash function is also c,ollision .. &ee: It is hard to generate two pre-images with the
i same hash vamue. 
1 The hash function is pubHc; there's no secrecy to the process. The security of a
1 one•way hash function is its one-wayness. The output is not dependent on the input
i in any di cemible way. A it.ngJe bit change in the pre-image changes, on the average,
1 half of the hilts iLn the hash value. Given a ha h value, it is computationally unfeasi-
1 Me_ �o find _a pre-image that hashe __ to_ that __ _ a.lue. ---------------------------------------------------------------
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Th.ink of • t as a way of f ingecprinting files. H you want to verify that someone hasa partku]ar £He (that you also have), but you don't want him to send ii.t to you, thenask him for the hash value. Il he sends you the ,cone ct hash value. then it is a1most
,certain that he has that file. This is par ticularly usefu] m financial transactions,where you don't want a withdrawa] of S 00 to tum into a withdrawad of $1000somewher,e in the network. Normally, you would use a onie-way ha.sh functionwithout a k ,ey. so that anyone ,can verify the hash. If you want only the re,c·pient tohe able _to verily the_ hash, _then read the_ next_se,ction. -----------------------------------------------------

: Message Authen Ucation Codes j _______________________________________________________________________________ A message authentication code (MAC, also known as a data authentication codefDACJ, is a on,e-way hash function with the addition of a se,cret k ,ey (see Section18.141. The ha.sh vallue is a function of both the pre-image and the key. The theoryis exactly the same as hash functions, ex ,c,ept only someone with the key ,can verifythe ha.sh value. You ,can ,create a .MAC out of a hash function or a bfock encryptiona]gorithm; ther,e are also dedicat,ed M.ACs. 

2 .. S COMMUNICATIONS USING PUBUC-KEY CRVPTOG.RAPHY 

Think of a symmetrfo alg ,m:ithm as a safe. The Ikey is the ,combina ion. Someonewith the ,combinaion ,can open the safe, put a docum,ent inside, and clos,e it  ag;ain. Someone elsie with the ,combination can op ,en the safie and caik:e the document out.Anyone ,o;.ii.thout the combination is for,ced to 1ea.rn saf,ecracking In 1976, Whitfield Diffie and Martin Hellman ,changed that paradjgm of ,cryptog­raphy for,ev,er [4916). (The NSA has daimed llcnowl,edge of the conc,ept as eady as 1966, hue has offered no p roof.) They described public-key cryptography .. They us,edt:\VO dilfer,ent kieys-ooe public and the other private. It ms ,computationally hard todeduce the p rivate key from the pubU.c ikey. Anyone with the pubHc key ,can encrypta message but not decrypt it. On1.y the person with the private key can decrypt themessage. It is as il someone tu rned the ,cryptographic saf,e into a mailbox. Putting � in the mailbox .is anailogous to ,encrypting with the pubU.,c llcey; .anyone can doK Just open the slot and drop it in. Getting maH out of a malllbox is analogous tod�rypting with the privatie !kiey. Generally it's hard; you need welding tor,ches. Howev,er, if you hav,e the se,cret (the physic_,al key to the mailbox, it's ,easy to get.�il __ o:ut.of .amaitJbox.------------------------------------------------------------------------------------------------------------J:::�Mathemac�iy;:tiie:plocess:is:bas,ea:0ii:riie:tra�r:oiie�way:fuiiccioiis:�evi:.:�
oust, ;cmcuss,e,,l-Eii,ciypcfon is-clie-easi :aiiecdcni"." fusiiii,c,r:foiis Joi enc.cyp"cfon -are-ciie public ikey; anyone ,c-an ,encrypt a message. Decryption is the hard dire,c,tion. k'srnadle hard ,enough that peopie with Cray ,computers and thousands (even millions)
��•ea� ,couhfn't d�,crypt the mess.�ge wtit�ou:t the s,e,cret. The sec�e,t. or trapdoor. is::--Pnv.arek-ey.-Wtthitha� -secret;·d�erypoon-is-as-easy-a-s-enefyption.-.------------------: 
--1!��:�:���:�����:��� ��#:�:�:����i�:��:��1?. :���ij:p������:��i.:�ijw����f T--------

[_��-��
-
_}J��i-�.���

-
_i?_�����

-
-�;��-����#-�-���o/�����-;�i_���;�]
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··l•-•·: CHAPTIR 2 Protocol Bui Jding Hocks 

4. The signed document is unalterable; .il there is any a teration to the docu-;
ment, the sign.ature can no fflongier be erilied with AU e's pubUc key. 1 

5. The signature cannot be repudfated. Bob doesn't need Nke's hefflp to verify 1 
.... her signature •........................................................................................................... 1 

Signing Documents and Timesta.mps 1 

AcmaUy, Bob can cheat AHce in cenain circumstances. He can reuse the docu- 1 

ment .and signature Wg:ether. This is no pmbiem il Abee sig;ned .a c,ontract f what's; 
another copy of the same contract, more or foss? ), but it can be very exciting if Aboe l 
signed a digjtaJ check. ; 

Let's say Abee sends Bob a signed dig, it aru check for $1 ml Bob takes the check to 1 
the hank, which verifies the sign.arure .and moves the money fr.om ,one acc,ount to 1 
the other. Bob, who is .an unscrupufous ch ar,act,er, aves .a oopy of the digital check.; 
The foUowing week, he ,again t.a�es it to the hank for maybe to a different b ank). The 1 
bank verilies the signature .and mo ves the money from one ,aoc,ount to the other. Hi 
Al.foe never halances her checkbook, Bob can keep this up for years. 1 

Consequendy, digitaI signatures often include timestamps. The date and time of 1 
the signature are attached to the message and signed a.fong with the rest of the mes-; 
sage. The bank stores this timestamp in .a database. o !IJ, when Bob tries to cash 1 

Aiice's check .a sec,ond time, the hank checks the timestamp against its database.; 
• iooe the bank aiready cashed a check fmm .A.Hoe 11J:itth the same timestamp, the 1 

: hank cans the poboe. Bob then spends 1. years in Leavenworth p rison reading up ,on 1 

; cryptographic. proto oois •.................................................................. ; ..................................... ; 

;Signing Documents with Publi,c,,Key Cryptograp.hy; 
i and .One .. Way Hash. Functio-ns ......................................... i
In p ract.itcaJ im.piementations, pubbc-key ,a1lgorithms are often too ineff'dent to; 

sign long documents. To save time, digital signature protoco]s .are often .iLm:pfo-; 
mented with ,one-way hash functions 1432,4331. lns�ead ,of sig;ning a document, 1 

Mice signs the hash of the document. ln this protocot both the one-way hash func- 1 

ti,on .and the digitaJ signature.alg,orithm .are agreed . upon beforehand ............................ ; 

lf°iy··An:ce·prociii:c:es·.a:·,on:e·:·�ay·iiasiiof·a·aociimeiii ................................................... ;
!( ·) Mice encrypts the hash with her private �ey, the reby signing the docu- ;

)3) 
!(4) 

ment. 
Mice sends the document .and the signed hash 1:0 Bob. 
.Bob produces a one-way hash of the document that AHoe sent. He then, 
using the digital signature a.Igorithm, decrypts the signed hash with .Allic e1s 
pubI. ·c �ey. U the .signed hash matches the hash he gener.ated, the signature 
is valid. 

. peed increases drasticaHy and, sin,oe the chances of two different documents hav-; 
)ng the same 160-bit hash are only one in 2!60

, .anyone can safely ,equate a .signature 1 
;of_ the hash .with a signature.of the document .. ll .a .non -one-way .hash function were.; 
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F··:::�:1 

�·······························································••·••···········································••·•········-1�---.............. ------

! us,ed, it would be ,an easy matt,er lt.O cr,eailt,e multiple docum,ents that hashed to the
! sam,e value, so that anyone signilng a partfo u!ar docum,ent would be duped inw sign­
! ing a multitude of documents.
! This protoc-01 has other beneHilt:S. First, the signanrne can be �ept sepa.r.aliie from the
!document. Sec-0nd, the rec�pient's stor.age requirements for ilthe document and sig­
! naUJ.r,e ar,e much smaller. An arch ·val systiem can use this type of protcooo1 w verify
the ,e.rist!enoe of documents without storing their c-0nt,ents. The cenual database
c-0uld just store the hashes of Hiles. It doesn't hav,e w s,ee the fHes at all; users submit
their ha-shes to the dat:abase, and the database timestamps the submissions and
sit.Ores th,em. H thel'le is any di.sagreem,ent in  the futur,e about who cr,ealiied a docu-
:m,ent and when, the database could r,esolv,e it by finding the hash in its files. This
!system has vast impliicadons concerning privacy: Alice cowd copyright a document
! but still k:,eep the document secret Only if she wished w prov,e her copyright would
! she have w make the document public. 1(Se,e Section 4. l ).
·----------------·----------------------------------------------·------------------------------------------------------------------------------------

.... � Atjo�iitii.ms· ·a,.a· • .,.e,iiii,noi'a w·1 ................................................................................... .
! There a.re many ,digit.al signatur,e .algorithms. A]1 of them .are public-k:,ey alga­
! rithms witth s,ecr,et information w sign document� and pub ic in formation w v,eri.fy
! signamres. Sometimes the signing process is called en,crypting, with ,a private key
!and the V•eriUcation proeess is called dee.rypting with a publiic key. This is mislead­
! ing and is only true for one algorithm, RSA. And difier,ent algorithms hav,e dilierent 
! impJem,ent:.atii.ons. F-or example, one�way hash functions and timestamps sometimes:add ,extra stieps w the prooess of signing and v,erilying. Many algori hms can be us,ed 
for digital signatures, but not for encryption. 

In general, I will .r,efor to the .signing and verifying p.roc-ess,es without any details of 
the .algorithms involved. Signing a m essage with private [iQey K is: 

SJ!dMI 

: .and v,erilying a signatur,e w • th the c-0r.r,esponding public key is: ·:··;······;··············;j�:-�tfuiI··············································································································.:
! ! Th� bit string attached to the document when sign,ed 1lin  the pl'levious ,example, ! 
!�e·one9way hash of the document ,encrypt,ed with the p.rivaie key) ,rill be cal1ed the! 
jdJ&ital·s=...g:nat11re�·ur jmt'the-Signatui;e:·The·entire·protucu];·by·w:hlchthe·reoeiv,erofi 
r� ffle!3sa-ge-is•oonv-inc d-ofth ·iden-tl'lty-of-th ttruf,e.. .... andl-the-ittt, grity-ofath ·mess.age;/ 
! � .c41ed:authentication .. : Fu rther details : on :thes,eprotoools ar,e i n  S,ection 3.2. ! .......... i

i 
M1dtipJe Sign,atures i 

·u
, 

:·:�·FJ.OW·c-0uid·Aftc"·anillJkih.slgn·tfie·s:a:me·d1gitat,· ocumenl?"Withouton,e�waJfh�aishi
l f4nwons;: _:tiete ;.;i-re: two: ciptiro.s.: une: f.s :tmcbA1.iee ::and :nob: sign �epar.a,e: c-rip:1eif of�l�. deeument1tset-t The-tesiitta.nt messag;e·· wmild'· be:ove·in:wioe ·the:•size :of ·the··orig� �
r�� :document.= Tne= seco.n a= ··· =tnat= Alire :.sighs= tlie=documen t first =ana= dien =Bo& signs·! 
! 1.����:S�atwe�·.T�is.wor-k.s-,.but·«•is-impossib]e.to-vei:ify.Aifoe-''S•Signature••Mtho-ut• i 
: a so v,�rdymg Bob's.! ! 
� - - - - - - - - - - -�
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-------------------------------------

CHAPTER 

----------------------------------------- -----------------
Esoteric ProtocolS/ ------------------------- :----

---------------------------------

-----------------------------------------
6.l SECURE ELECTIONS

••••••••••••••••••· ---------------------------------

Computerized voting, will never 'be used for g,en,ernl ,elections unless t h,ere is a pro­
tocol that both maintajns ind1 idual privacy and prev,ents che ating. Th,e ideal pro­. tocol has, at tbe v,cry least., these si ' .riequii.r,cments: ·---------

:
------------------------------------------------- -----------------

). Only authorized votitrrs can vote. / •••••••••••• •••••••••••••

tt··:�it�r�::;r;;i�e;�-;;;;;�;��i���;; 
{4:/TN�\;n:c·.�·a��·diipHcaie·anyonin�ts-e's-vote-;fThis-·t-Urn1 out to be th,e hardest!
;·.·.·.·:: f reqUit,��,fu t:_:t f � � � � � � � �::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::: :: ................ _!
;.�.') /No one can change aii"yori,e·,iffse 1s·votie·wi"thoud,eing·d0isoo.ver,ecJ.� ...................
/ 6. i i���y:��er:canmal<e·siii,e"i:liatniinrote-ha ·bee»-taken.into.ac.oo.hnt i n  the i

f •••• ·.
·.·.·.·:.t����:�:����!���/--.·.-.·.-.·.-.· . .. ... . . . .  .-.·_-.·_-.·_-.·_-.·_-.·_-.·_-.·_-_·_-.·_-.-_·.-_·.-_·.-_·.-_·.-_·.-·-·-·-·-·-_·.-_·.-_·.-_·.-_·.-_·.-_·.·_·.·_·_-_-_-_-_-_-············-·-·J/Ad�.���nally, som,e voting schemes may have the following requir,ement: !

·-·-·--/7.--·-•Everyone-kno its.who.Y_oted and ,�h�
-
d

.
id�:t/"" ·-·-···-·-·-·-·-·-·-··--·-·-·-:

1
,:d�;·�:=��:�� t�; ;,:,�;�����d·��;�;•���;�·:;�·����·���������;�:: s look at some simpler protoc-0I . i·
·
·
r�ii;�:;1���:i,i�i:Pi6���:;:111:�:::::::::: ......... ·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·---·-·-·-·-·-·-·-·-·-·-J: •••• \i·j·:•E.�h·.-��;--���.��-·hi�·;i

t,e �tith th�•�.�����·-��;·�;-�·��:��-{·;�·�i�·���·/
········/i;;tt:t

u
z��t: �;:::;: ;:::·;�: �;;: • . . . .j 

! ! 3) The CTF decryp ts th,e votes, tabulate them, and makes the results public.!-� ------------------------------ :: ----------------------- :
___ : ·-·-·-·---·-·-·-·-·-·-·-·-·-·-·-'Election Systems & Software, LLC - Exhibit 1009 
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;----Tfus-protoc,ai--is-rU:e--wfiii"-pr:oblems:-'tfie-ctF-fia:s--ii:o-iifo:.�.--wheii-1:lie-votes_iie_
!from, so it doesn't even know H the votes are coming from eligibJ:e voters. It has no
!idea if ebgilbfo voters are votmg more than onoe. On the p .us sidle, no one can chang·e
!anyone else�s vote; but no one would bother trying to modily someone eillse�s vote
!v,;rhen it is_ far_easier to _vote repeatedly _for _the result _of your choice. ____________________________ 

!_$:�·�P-,_��-�-�� -�t" �g J��:��-��:� _ t!_?_ _! 

rny
--tadi-�o"ier-iiins--iiis-v-ot,e-wit'ii-fus-pr1vate-�ey:------------------------------------------------

l (2) Each voter encrypts his signed vote with the CTF's public key.
)3) Each voter sends his votie to a CTF.
}4) The CTF decrypts th,e votes, checks the sig;natures,. tabulates the votes, 
. _______ and _makes_the_resutts _pubUc .. ______________________________________________________________________________ _ 

This protooofil satisfies properties one and two: Onfily authoriud voters can vote 
and no one can vote more than onoe-the CTF would reoord votes received m step 
(3). Each vote is signed with the voter's private key,, so the CTF knows who voted, 
who didnit, and how often each voter voted.Ha vote comes in that isnit signed by 
an ,efflig�bfo voter, or j a s-econd vote comes in signed by a voter who has already 
voted, the facility ignores it. o one can change anyone else�s vote either, even if 
they interoept it in step ( 3,),. because of the dilgi!ta I sign.a ture. 

The problem with this protocol is that the sig;nature is attached to the vote; the 
CTF knows who voted for whom. Encryptmg the votes with the CTF's pubUc i<Jey

prev,ents .anyone from eavesdropping: on the protoooru .and H.gurmg out who voted for 
whom, but you have to trust the CTF oomp eteilly. It's analogous to havmg: an efoc­
tion judge staring over your shoulder in the voting booth. 

These two examples show how diffkult i.t is to achi,eve the Hr.st three require­
ments of a secure votJng protooot fot a.Jone the others. 

Voting wit'1 Bli,nd Sign.otures 

We need to somehow mssociate the vote from the voter, while stHl! maintanung 
authenticatjon._ The bhnd signature_protoooID _does just that. _________________________________________ !

r r 1 )--iacii v,oter -g,enera iei-ro-s,et.s--of -mess-ages� -ea,di-sei-,c,oiiiifufuii ".a 
-v a" Id -v,oie-

for e.ach possibme outcome (e.g., il the vote is a yes or no question, each set 
contains uvo votes, one for II yes" and the other for "no" J.. Each mes sage 
a1so contains a randomly generated '1dentil.kation number. farge -enough to 
avoid dupUc.ates with other voters. 

(2) Each voter inclividua1Jy blmds aU of the messages (s,ee Section 5 .3) and
sends them, with their bUnding factors, to the CTF.

{3) The CTF checks .its database to make sure the voter has not submi ttied his 
bllinde d votes for signature previously. It opens nine of the sets to check that 
tJ1ey are propedy formed. Then it inditviduaUy .signs each message in the set .. 

______ lt send!s them back to_the voter, stiming the name of the_votier in its database. 
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------. ---------------. ---------------. -----------

:_CIJAf!T���l9 Public-Key Algorithms
r--------------------------------------------------------------------------------------------------------------------------------------------------

: Although the algorithm was one of the f.iirst pubUc-key algorithms, andl there w :no suceessful cryptanalytic results .against. the algorithm, it has niever gained w�re:
[ -ae-e,eptiinc:e--1ii--m:e---cfypfographlc--faiinmi1mtv.--Tne--sd1m=i-e--i&-1wif tff--mre'ti--oitle-r���-1
:magnitudl,e fast,er than RSA, but has some problems. The public key is ,enormous- �::h�tsJont:Tne:iiat:aexp1ns10n1s:1.arge:TheiC:ipnertext:-·s::twice:as:iol'ig;ai:s.:Ui:ep1a1n�2

-:1
r---rsom:e-.at1empts-.at-cfyiHaifaly"s1s--of-tTi.lls-s.y--te_m_caii""l:;e-foiiiic.lr1n-1s;943;1-sS"si�3:·,
rNiiiie�otthese�we�lffit_t_e-sstti11n.J.lie�'#netalca:se.:.�.althau.gh._the.similaritJ_ben'i }.1
i !�tt�:Mfl;.ij�q�:�ij�Jh.m:M:d�p.jp��tk�:WPitj�ij:@:m�;j:::::::::::::::::::::::::::::::::::::::::::::��
hftrI99I, twtr1tC11ffilMf�ffl"gY�7!hfinredho�-broke_n_the-McEtietesyste ___ 1
t:����;:;r;J:i!,.2;�:�d!ii��::�-:;���=: =;��=:.���-l 
[ th.an:ianiiift -l:itnrseil tfft�rcdj nigiH.ns r ttie -M,cEh""'trc� sys tern. is. in [ 144 7, 14 481, Ex:te 0_:
f sioru-.to-Mc.JiHooe.can.- _ e-found-in.-[424,-lXJ...7.�97.6J,+--------------------------------------------____ ------___ ;

iOtlter-Al90YH,h-ms-Based-o-n-l.,ht,ear£rro....Con-eet,ing-C-odesf-----------------------­
___ [The-Nie-deifeiter:<1itgotifhmfII67)"is-doselyJelar,ed_to_the-Mt'.Eliec,e-algotifrun;"and
assu-mes--that-,the-publk--key-is-a--.random-pa-rity--check--matrix--of-oo--en-OI-£or-rec�gco de. The priv at,e key is .an ,efH dent decoding a.lgorith m for th.is matrix. 

Another .a]go:rithm, used for identiHcation and digital sign atures, is based on
syndrome decoding [Ism J; see [306] for comm,ents. An algorithm based on error­
corr ,ectmg codes [16211 is msecure [698,33,31,1560,32.].

19.8 EILIPTIC CURVE CRYPTOSYSTEMS 

EUiptic curves hav,e be.en stucbed for many y,eairs and! th,er,e is an ,enormous amount
of Ht ratur,e on the subj.ect. In 19 5, Neal Kohli and V. S. MHler mdependently pro­
posed! using them for puhhc-key ceyptosyst,ems [867,1095]. They did not mvent a
new cryptographk algorithm wilth elliptic curv•es ov,er fmitle He ds, but they ilmplea
.men tedl ,exits ting puhhc-key aJgorilthms, Uke Dilfie-HeUman, usmg ,elliptic curv,es. 

Elliptic curv,es ar,e mt,er,esting becaus•e they provide a way of constructing 11ele­
ments11 .and II n11es of ,oombinmg 11 that produce groups. These groups hav,e enough
familiar properties to build cryptograph.ic algorithms, but they don't hav,e certain
properties that may faciiltatle cryptanalysis. For example, there is no good notion of
11smooth11 with Hiptic curv,es. That is, th r,e is no s t of small ,el,em,ents m tenns of
which a r andom element has a good chance of being expr ,essedl by a simple .a]gpa
rithm. Hence, mdlex calculus driscr ,et,e logarithm algorithms do not wor r. Se,e [Hl95]
for more de tails. 

E]liptic c 1rves over the finilte fie]d GFj2.0) are pairticufarly mtier•esting. The arith­
metic proc,essors for the underlyi ng field are •easy to construct and ar,e r,ela ti:v,ely sim­
ple to implement for nm the range of 130 to 200. They have the potentfal to provide
faster public-key cryptosystems with smaUer l�ey si es. Many public-I •ey algo­
rithms, ]i e Dilfie-HeUm.an, ElGamal, and Schnorr, can he impl,emented in ,elliPtic
curves ov,er finitt� fi lds. 

The mathematics her,e .ar,e compl,ex and beyond th,e scope of thls boo�. Those
int,er,est,ed in this topic ,ar,e m:vitedl to r,ead the two refer,ences pr,eviously m,entioned,
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!19.9 LUC!.... ............._......______ , ....... � 

and the exceHent book by A]fred .Menezes i 1059]1. Two anafo gues of RSA work in
eHiptk curves [890,454]. Other papers are [.23,119. 1062,869.152 .. 871,892,25.895,,353 ..
106 l,26,.913, 914,915 J. Emptic curve cryptosystems with smaH key ]engths .are dis ­
cussed in [70lJ. ext Computer filnc.'s Fast ElHptk Encryption (FEE) algorithm a]so
uses eUiptic curves 1388]. FEE ha.s the nice f eature that the private key can be any
easy -to-remember string. There are proposed pubhc-key cryptosystems using hyper­
e]hptic curves I 868,870.1441, 1214J.

19.19 LUC

Some cryptographers have devefoped generalizations of RSA that use various per�
mutation po]ynomials instead of exponentiation. A variabon caHed Kravitz-Reed,
using irreducibie bi nary po]ynomials I 898 l, is insecure 1451, S89jl. Win fr ied Mul]er
an.d WiH ied 6bauer use Dickson polynomi a]s [l 127,1128,965. Rudo]ph Lid] and
Mimer gener ahzed this appro ach in 1966, 1126] la v.ariant is caned the Rei di scheme).
and obauer ]ooked at its security in Ill n, 117 3J. IC omments on prime genera Hon
with Lucas functions are in [969,967,968,598).) Desp ite aH of this pdor a.rt, a groupof researchers from New Zea land mana ged to pa tent thi.s scheme in 1993, ca Hing it
LY.� 1 _I.4 � � ,� :?,_ ! _,_ J_4. �l ·. ___ .. _____ . ________ . _____ -. - - - - - - - - - - - - - - - - -
- --c -----------I------- -------------------·-·-·(·-·.- ,·-' -·- -··· ,·-·-·-·-· ·-' -·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-···-·-·---·-·-i The _llth_ Luca s number,_ V,,1_P. l ), _is_ def med_ as: 

r-v.;ijj;if �-;;v�-�-ir:i-1:-�-v�-�-�-iii"j-:
----�- ' 

r···························· ==��== -..-..-..,...J--·······························--------------------------------

i There's a lot more theory t,o Lucas .numbers; I'm �gnoring aH of it. A good theoret-
!kal treatment of ucas s•equences, is, in (1307.1308]. A parti cu]arly nice description
! of ,the mathematics of l UC is i.n (1494, 708 ]. 
i ln any case, to generate a pubHc-key/private-key key pair, first choose two ].arge
!Primes, p and q. Caku]ate n. the product ofp and q. The encryption key, e. is a ran-
i d��-n._lJmb_er_that.is_refativ_eJy_prim.e.Jo_p ____ 1, q - l. p + l, and q + I.
·--·r.��-�r�--:��:�-�-�--.r.������-

1
-�:--���-fy_r_t:��-�}��t�?-----------------------------------------------------------------------

ri¥i�-!1mod (]cml[p + [ )1, lq l m 
[a:�_;���}mod lkml[p + n (q - l ji}JI
!d:�;�tj:mod (]cmllP - 1 l. (q + lJIH
l;{�t�\-���-�_J_]:�-�HP..-�-�-!�.l�-�-�-�n-

[::;\if �llf t��?fit�:�ij.i�f f �7�1[2f l-tti-i.�-�--�� d-;;.·oi�•��i0i;;·�d-q:·:
i.!�-��-��r.P.�--�--��-�--��t __ l!..(f.._����--�-�--��-�-�-����--f!_l, __ ,�����-��-��---------------------

1

!c:_$(11:�{P, 1] lmod nt! 
[�jd-��--d�-�-;;��-- ---�,---------------------·
--------, [i?r�iv�f fri_j_i��d-n)�-¾rit_h_th�-p��"i;�-l�-d:

i� best.. UC i�-��-����-�����-�-h��-i-A�--A�d-�ecent, sti.H-unpubhshed iresuhs !
___ , ______________________________________________________________________________________________________________ ..__ .. ________________

___
___ .......,_, _____ _ 
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