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Clinical, Legal, and Ethical Aspects of Artificial Intelligence-
Assisted Conversational Agents in Health Care

Conversational agents (CAs) are artificial intelligence (Al)
programs that engage inadialogue with users by interpret-
ingtheir questions or concernsandreplyingtotheminatext
message, image, or voice format. Conversational agents
typically imitate human conversation by applying natural
language processingand machine learningandstandin con-
trast to text-based engagement platforms that accept dis-
cretely formatted human inputs and reply with preset
messages. Conversational agents are now familiar tools
in consumer life (eg, billingissues). They have increasingly
become more common in health care spaces, especially
duringthe coronavirus disease 2019 (COVID-19) pandemic,
as well as in direct-to-consumer or clinical capacities.’

ANational Academy of Medicine (NAM) report? offers
guidance onabroad range of Al technologies and the foun-
dational work necessary toimplement themsafely and ef-
fectively. Inthis Viewpoint, we focus on CAs in particular as
we examine evidence supporting their use and propose 12
considerations for clinicians and health care organizations
to help promote safe and effective deployment of CAsinto
clinical practice (Box). These considerations are especially
critical given the intimacy that CAs allow in their interactions
with patients, a privilege and responsibility previously re-
served only for licensed clinicians. Although the focusis on
CA use withintraditional health care settings, these consid-
erations also apply to other CA use cases, such as direct-to-
consumer mental health platforms, which originated with
asimulated psychotherapist (ELIZA).

Some evidence suggests CAs may be effective, such
as by facilitating remote patient management, enabling
clinicians to focus on other functions, and aiding data
collection.* A 2-week trial of Woebot (a cognitive behavioral
therapy-enabled CA) demonstrated statistically significant
improvementinstandard depression scoresinthe CAgroup
(n = 31) vs the control group (n = 25).° In a 2014 study of
239 adults, patients were statistically significantly more
likely to disclose history and emotions wheninformed they
were interacting with a CA vs a human clinician.®

Literature describing fully deployed CAsin health care
settingsis limited, with few rigorous evaluations outside re-
search contexts.® The CA studies rarely incorporate assess-
ments of unintended consequences or safety concerns. The
evidence suggests CAs are not yet mature enough toreli-
ably respond to patients’ statements inall circumstances,
even when those statements explicitly signal harm, such as
"l want to commit suicide.” Even though technologies to
determine mood, tone, and intent are becoming more so-
phisticated, they are not yet universally deployedin CAs nor
validated for most populations. Moreover, thereis nomen-
tion of CAsinthe US Food and Drug Administration’s (FDA)
proposed regulatory framework for Al or machine learning
for software as a medical device noris there a user’s guide
for deploying these platforms in clinical settings.®
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Considerations for use of CAs appear in the Box and
each offers questions clinicians, patients, health care
leaders, and vendors must address, recognizing that the
presence of these systems in health care settings and
their relative autonomy are rapidly evolving. Patient
safety considerations reflect the difficulty of CAsin in-
terpreting patient meaning. It remains unclear how well
CA systems will recognize nuanced statements that may
signal potential harm or a benign action, such as a post-
partum mother’s statement: “I'm having feelings I've
never had before—I'm going onto the balcony.”

It is important to recognize the potential, as noted
inthe NAM report, that CAs will raise questions of trust
and may change patient-clinician relationships. A most
basic question is to what extent CAs should extend the
capabilities of clinicians (augmented intelligence) or re-
place them (artificial intelligence). Likewise, determin-
ing the scope of the authority of CAs requires examina-
tion of appropriate clinical scenarios and the latitude for
patient engagement. For example, if a patientindicates
a cough, should the response of CAs be limited to only:
“Let me connect you to a nurse now" or should CAs have
more expanded abilities with responses such as “Tell me
more about your cough.”

In partnerships between vendors and health orga-
nizations to use CAs, all must be mindful of converging
incentives and work to balance these goals with atten-
tion to each of the domains. Given the potential of CAs
to benefit patients and clinicians, continued innovation
should be supported.? However, hacking of CA sys-
tems (as with other medical systems) represents a cy-
bersecurity threat, perhaps allowing individuals with ma-
licious intent to manipulate patient-CA interactions and
even offer harmful recommendations, such as quadru-
pling an anticoagulant dose.

The federal government, including the FDA, should
develop frameworks for appropriate classification and
oversight of CAs. Using the NAM-recommended gradu-
ated regulatory approach, one path would be to classify
CAs as low risk vs higher risk.2 Low-risk CAs might be less
automated, structured for a specialized task, and have
relatively minor consequences if they fail. A CA that guides
patients to appointments might be one such example. In
contrast, higher-risk CAs would involve more automa-
tion (natural language processing, machinelearning), un-
structured, open-ended dialogue with patients, and have
potentially serious patient consequences in the event of
system failure. Examples of higher-risk CAs might be those
that advise patients after hospital discharge or offer rec-
ommendations to patients about titrating medications.
Inthese cases, the potential for (unintended) direct harm
to a patient due to CA failures or anomalies is much
greater. For both low-risk and high-risk CA systems,
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Box. Considerations for Implementing Conversational Agents (CAs)

Patient Safety

» Who monitors the interactions between patients and CAs? Does
monitoring occur 24 hours/day and 7 days/week or on another schedule?

« Istherearigorously tested escalation pathway to ahuman clinician? What
scenarios have been configured to initiate the escalation pathway?

« How well do CAs detect subtleties of language, tone, and context
that may signal a risk for patient harm?

Scope

= What kinds of clinical tasks should be augmented or automated by
CAs and which should not? How much guidance is appropriate for
CAs to provide to patients?

Trust and Transparency

* Do clinicians trust CAs? Do patients? Should they?

« To what degree do clinicians and patients need to understand the
workings of CAs to use them effectively, intelligently, and ensure
the appropriate amount of trust?

Content Decisions

» What are the content sources for CAs that provide recommendations
or guidance? Do the CA recommendations align with content sources
and with supervising clinician recommendations?

Data Use, Privacy, and Integration

» Who can access exchanges between patients and CAs? Who owns
or controls the data? Will the data be stored or purged? If stored,
for what purposes (eg, research, commercial use)?

« Are conversations integrated into patients’ electronic health
records (EHRs) or do they remain in each device? Can EHR data be
integrated into CAs to better contextualize interactions?

Bias and Health Equity

» Which patient groups are used to train algorithms? How representative
arethey? How do CAs evolve over time toreflect new user populations?

» How do CAs handle accents and speakers of other languages?
What about various health literacy levels and compliance with the
Americans with Disabilities Act?

Third-Party Involvement
« CAs should be protected against commercially motivated data

sharing or marketing, while permitting referencing of evidence-
based products and therapies. A balance is needed among

periodic interaction sampling from conversational logs is needed to
enable monitoring and improvement.?

Conversational agents are just beginningin clinical practice set-
tings, with COVID-19 spurring greater interest in this field. The use
of CAs may improve health outcomes and lower costs. Researchers

commercial, technology leadership, and other incentives for CA
developers and health care organizations

Cybersecurity

» What if data, devices, or apps are hacked or monitored covertly
and cause harm? Will CA conversation data be encrypted?

« Are there restrictions on CA access? Is 2-factor authentication
required? What are the trade-offs between sufficient security and
convenient access?

Legal and Licensing

» Who is accountable if CAs fail? The sponsoring health care organi-
zations or clinicians? The CA vendors? All of the above?

 What is the role of insurance in CA services?

« Will there be required licenses or credentials for CAs similar to
those required for clinicians?

Research and Development Questions

» What approach or tone works best for patients? Human vs robotic,
empathetic vs stoic, terse vs engaging, female vs male vs gender-neutral?

» What are the most common questions or needs posed to CAs?

» What do patients find most and least useful? What motivates
patients to use CAs? What are differential discontinuation rates?
Why do some patients stop using CAs? What other functions are
requested, are viable, and are needed most? What are patient
outcomes with CAs?

Governance, Testing, and Evaluation

» How will decisions about CA selection, deployment, and use be
governed? How will performance be tested and evaluated with
actual patients before deployment?

» What types of standard performance metrics and evaluations will
be developed and implemented? How will desired outcomes and
unanticipated or undesirable outcomes, including biases, be
captured and assessed on an ongoing basis? How will these
assessments be used to continue, suspend, or modify use of CAs?

 How will hazards or anomalies be detected and addressed?

Supporting Innovation

* How can development, testing, and introduction of promising
boundary-pushing technologies be balanced with the need to
protect patients and address the other issues listed here?

and developers, in partnership with patients and clinicians, should
rigorously evaluate these programs. Further consideration and in-
vestigation involving CAs and related technologies will be neces-
sary, not only to determine their potential benefits but also to es-
tablish transparency, appropriate oversight, and safety.
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