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Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

adam.lewental @thalesgroup.com
marc.boillot @thalesgroup.com
us.intellectualproperty @thalesgroup.com
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APPLICATION NO. ISSUE DATE PATENT NO.

18/026,925 19-Aug-2025 12395359

THALES DIS CPL USA, INC.
Intellectual Property

900 South Pine Island Road
PLANTATION, FL 33324

EGRANT NOTIFICATION

Your electronic patent grant (eGrant) is now available, which can be accessed via Patent Center at https://
patentcenter.uspto.gov

The electronic patent grant is the official patent grant under 35 U.S.C. 153. For more information, please visit
https://www.uspto.gov/electronicgrants
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‘*“\ UNITED STATES DEPARTMENT OF COMMERCE

R United States Patent and Trademark Office
3 Address: COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandria, Virginia 22313-1450
Www.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
18/026,925 08/19/2025 12395359 DIS0175US_AB1r/MBO 8676
180929 7590 08/06/2025
THALES DIS CPL USA, INC.
Intellectual Property
900 South Pine Island Road
Suite 710

PLANTATION, FL 33324

ISSUE NOTIFICATION

The projected patent number and issue date are specified above. The patent will issue electronically. The
electronically issued patent is the official patent grant pursuant to 35 U.S.C. § 153. The patent may be accessed
on or after the issue date through Patent Center at https://patentcenter.uspto.gov/. The patent will be available in
both the public and the private sides of Patent Center. Further assistance in electronically accessing the patent,
or about Patent Center, is available by calling the Patent Electronic Business Center at 1-888-217-9197.

The USPTO is implementing electronic patent issuance with a transition period, during which period the
USPTO will mail a ceremonial paper copy of the electronic patent grant to the correspondence address of
record. Additional copies of the patent (i.e., certified and presentation copies) may be ordered for a fee from the
USPTO’s Certified Copy Center at https://certifiedcopycenter.uspto.gov/index.html. The Certified Copy Center
may be reached at (800)972-6382.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 175 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Center (https://
patentcenter.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

IR103 (Rev. 10/09)



INVENTORC(s) (Please sce PATENT CENTER site https:/patentcenter.uspto.gov for additional inventors):

Mr.Benjamin DUVAL, SAINT MAXIMIN, FRANCE;
Mr.Alexandre BERZATI, FUVEAU, FRANCE;
Mr.Olivier FOURQUIN, FUVEAU, FRANCE;

APPLICANT(s) (Please sce PATENT CENTER site https://patentcenter.uspto.gov for additional applicants):

THALES DIS FRANCE SAS, MEUDON, FRANCE;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)



Receipt date:

Doc code: IDS

03/17/2023

Doc description: Information Disclosure Statement (IDS) Filed

18/028,925 - GAU: 2498

PTO/SB/08a (02-18)

Approved for use through 11/30/2020. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.89)

Application Number

Filing Date

First Named Inventor ‘

Benjamin DUVAL

Art Unit

Examiner Name ‘

Attorney Docket Number

| DIS0175US_ABr/MBO
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Examiner| Cite Kind Name of Patentee or Applicant Pages Columns, Lines where
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UNITED STATES PO, Box 1450
PATENT AND TRADEMARK OFFICE e

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #

18/026,925 07/30/2025 10:33:30 AM Z ET DIS0175US_ABr/MBO

Title of Invention
METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

Application Information

APPLICATION TYPE  Utility - U.S. National Stage under 35 PATENT #
USC 371
CONFIRMATION # 8676 FILEDBY  Sophie DIOUF
PATENT CENTER # 71607169 FILING DATE  03/17/2023
CUSTOMER # 180929 FIRST NAMED  Mr. Benjamin DUVAL
INVENTOR
INTL. APPLICATION # - INTL. FILING DATE
CORRESPONDENCE - AUTHORIZED BY ~ Adam Lewental
ADDRESS
Documents TOTAL DOCUMENTS: 2
SIZE
DOCUMENT PAGES DESCRIPTION (KB)
2.DIS0175 US -
IssueFeePayment_ptol85b.p 2 Issue Fee Payment (PTO-85B) 271 KB
df
3. DIS0175 US - 3 Assignee showing of 999 KB
StatementUnder37CFR.pdf ownership per 37 CFR 3.73
Digest
DOCUMENT MESSAGE DIGEST(SHA-512)
2 DIS0175 US - FFB3C3C30739A9483905B3951DCC58A45DA51FF67577929EE

lssueFeePayment_ptol85b.pdf ~ B3B3378ED047E77EFDDAF9098F1C1189FF6FAC7325BD61D7



Page 2 of 2
577B277021159553AD52495BF947027
973DA242308723632B1A40E2E769290AA910AA5252B858AES3

8025FA004F95BE1166B389CDOFD40DBOF45AAE4CBDD54AD4
1466C9EB549C85FBA18694334DC3EE

3.DIS0175 US -
StatementUnder37CFR.pdf

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.



PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with the applicable fee(s), by mail or fax, or via the USPTO patent electronic filing system.
By mail, send to: Mail Stop ISSUE FEE By fax, send to: (571) 273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new
correspondence address; and/or (b) indicating a separate “FEE ADDRESS” for maintenance fee notifications. Because electronic patent issuance may occur shortly after
issue fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency.
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
THALES DIS CPL USA, INC. papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

Imsliectual Property Certificate of Mailing or Transmission

I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to the
USPTO via the USPTO patent electronic filing system or by facsimile to (571)
273-2885, on the date below.

900 South Pine Island Road Suite 710

PLANTATION, FL 33324 - UNITED STATES

email: us.intellectualproperty@thalesgroup.com

(Typed or printed name)
phone: 954-658-0418 .
(Signature)
(Date)
APPLICATION NO FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO CONFIRMATION NO
18/026,925 03/17/2023 Benjamin DUVAL DIS0175US_ABr/MBO 8676
TITLE OF INVENTION:
APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional |UNDISCOUNTED $1290 $0.00 $0.00 $1290 08/01/2025
EXAMINER ART UNIT CLASS-SUBCLASS
RAHMAN, MAHFUZUR 2498 713-189000

1. Change of correspondence address or indication of “Fee 2. For printing on the patent front page, list

Address” (37 CFR 1.363) (1) The names of up to 3 registered patent attorneys or 1.

[] Change of correspondence address (or Change of agents OR, alternatively,

Correspondence Address form PTO/SB/122) attached. (2) The name of a single firm (having as a member a 2.
registered attorney or agent) and the names of up
[[] “Fee Address™ indication (or “Fee Address™ Indication form to 2 registered patent attomeys or agents. If no
PTO/AIA/47 or PTO/SB/47; Rev 03-09 or more recent) name is listed, no name will be printed. 3.

attached. Use of a Customer Number is required.
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been
previously recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE or COUNTRY)
Meudon

FRANCE

Please check the appropriate assignee category or categories (will not be printed on the patent): [_] Individual [M] Corporation or other private group entity [ _] Government
4a. Fees Submitted: I:‘ Issue Fee D Publication Fee (if required)

THALES DIS FRANCE SAS

4b. Method of Payment (Please first reapply any previously paid fee shown above):

[ Eiectronic Payment via the USPTO patent electronic filing system D Enclosed check [ Non-electronic payment by credit card (Attach form PTO-2038)
I:‘ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No, 604092

5. Change of Entity Status (from status indicated above)

I:\ Applicant certifying micro entity status. See 37 CFR 1.29. NOTE: Absent a valid Certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue fee
payment in the micro entity amount will not be accepted at the risk of application abandonment.

D Applicant asserting small entity status. See 37 CFR 1.27. NOTE: If the application was previously under micro entity status, checking this box will be taken as
a notification of loss of entitlement to micro entity status.

O Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken as a notification of loss of entitlement to small or micro entity
status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature /Adam F LEWENTAL/ Date JUIy 30, 2025
Typed orprinted name Adam F. LEWENTAL Registration No. 73,527

PTOL-85 Part B (11-23) Approved for use through 03/31/2026 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE




OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget approval before requesting
most types of information from the public. When OMB approves an agency request to collect information from the public, OMB (i) provides a
valid OMB Control Number and expiration date for the agency to display on the instrument that will be used to collect the information and (ii)
requires the agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public
which is to file {(and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 30 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will
vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box
1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O.
Box 1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of
information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form
related to a patent application or patent. The United States Patent and Trademark Office (USPTO) collects the information in this record under
authority of 35 U.S.C. 2. The USPTO'’s system of records is used to manage all applicant and owner information including name, citizenship,
residence, post office address, and other information with respect to inventors and their legal representatives pertaining to the
applicant's/owner’s activities in connection with the invention for which a patent is sought or has been granted. The applicable Privacy Act System
of Records Notice for the information collected in this form is COMMERCE/PAT-TM-7 Patent Application Files, available in the Federal Register at
78 FR 19243 (March 29, 2013). hit pa:/Hwwew govinfe.pov/oontent/oke /FR-2013-03-28/0di/2013-0734 L.pdf

Routine uses of the information in this record may include disclosure to:

1) law enforcement, in the event that the system of records indicates a violation or potential violation of law;

2) a federal, state, local, or international agency, in response to its request;

3) a contractor of the USPTO having need for the information in order to perform a contract;

4) the Department of Justice for determination of whether the Freedom of Information Act (FOIA) requires disclosure of the record;

5) a Member of Congress submitting a request involving an individual to whom the record pertains, when the individual has requested the
Member’s assistance with respect to the subject matter of the record;

6) a court, magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to opposing counsel in the course of
settlement negotiations;

7) the Administrator, General Services Administration (GSA), or their designee, during an inspection of records conducted by GSA under authority
of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and any other relevant (i.e., GSA or Commerce) directive, where such
disclosure shall not be used to make determinations about individuals;

8) another federal agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c));

9) the Office of Personnel Management (OPM) for personnel research purposes; and
10) the Office of Management and Budget (OMB) for legislative coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or examine your submission, which may
result in termination of proceedings, abandonment of the application, and/or expiration of the patent.



PTO/AIA/96 (11-23)

Approved for use through 11/30/2027. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are requ_ired to respond to a collection of informgtion unless it displays a va_lid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

First Named Inventor/Patent Owner:THALES DIS FRANCE SAS

Application No./Patent No.: 18/026,925 Filed/Issue Date: 09/01/2025
Tittled: METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

THALES DIS FRANCE SAS . Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)
states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

L] The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached™.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: BERZATI Alexandre, FOURQUIN Olivier, DUVAL Benjamin; 1,. THALES DIS FRANCE SAS

The document was recorded in the United States Patent and Trademark Office at
Reel 071845 , Frame 0858 , or for which a copy thereof is attached*.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached™.

[Page 1 of 2]
A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with
an information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB
Control Number. The OMB Control Number for this information collection is 0651-0031. Public burden for this form is estimated to average 15 minutes per
response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and
reviewing the information collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions
for reducing this burden to the Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email
InformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
10



PTO/AIA/96 (11-23)

Approved for use through 11/30/2027. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are reguired to respond to a collection of information unless it displazs a valid OMB control number.

3. From:

4. From:

5. From:

6. From:

STATEMENT UNDER 37 CFR 3.73(c)

To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached™.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached™.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached*.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached™.

|:] Additional documents in the chain of title are listed on a supplemental sheet(s).

[]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

Signature

*As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

Date

Printed or Typed Name

Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission
of the attached form related to a patent application or patent. The United States Patent and Trademark Office (USPTO)
collects the information in this record under authority of 35 U.S.C. 2. The USPTO’s system of records is used to manage all
applicant and owner information including name, citizenship, residence, post office address, and other information with
respect to inventors and their legal representatives pertaining to the applicant's/owner’s activities in connection with the
invention for which a patent is sought or has been granted. The applicable Privacy Act System of Records Notice for the
information collected in this form is COMMERCE/PAT-TM-7 Patent Application Files, available in the Federal Register at
78 FR 19243 (March 29, 2013). hitps:/fwww.govinfo gov/content/pkg/FR-20132-03-29/pdf/ 20 13-07341 pdf

Routine uses of the information in this record may include disclosure to: 1) law enforcement, in the event that the system
of records indicates a violation or potential violation of law; 2) a Federal, state, local, or international agency, in response
to its request; 3) a contractor of the USPTO having need for the information in order to perform a contract; 4) the
Department of Justice for determination of whether the Freedom of Information Act (FOIA) requires disclosure of the
record; 5) a Member of Congress submitting a request involving an individual to whom the record pertains, when the
individual has requested the Member’s assistance with respect to the subject matter of the record; 6) a court,
magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to opposing counsel in
the course of settlement negotiations; 7) the Administrator, General Services Administration (GSA), or their designee,
during an inspection of records conducted by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the
GSA regulations and any other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to
make determinations about individuals; 8) another federal agency for purposes of National Security review (35 U.S.C.
181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)); 9) the Office of Personnel Management (OPM)
for personnel research purposes; and 9) the Office of Management and Budget (OMB) for legislative coordination and
clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or examine your
submission, which may result in termination of proceedings, abandonment of the application, and/or expiration of the
patent.

12
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UNITED STATES - yh D,Box 1450
PATENT AND TRADEMARK OFFICE e
APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
18/026,925 07/30/2025 10:33:30 AM Z ET DIS0175US_ABr/MBO
Title of Invention
METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION
Application Information
APPLICATION TYPE  Utility - U.S. National Stage under 35 PATENT # -
USC 371
CONFIRMATION # 8676 FILED BY  Sophie DIOUF
PATENT CENTER # 71607169 AUTHORIZED BY Adam Lewental
CUSTOMER # 180929 FILING DATE 03/17/2023
INTL. APPLICATION # - INTL. FILING DATE -
CORRESPONDENCE - FIRST NAMED  Mr. Benjamin DUVAL
ADDRESS INVENTOR
Payment Information
PAYMENT METHOD PAYMENT TRANSACTIONID PAYMENT AUTHORIZED BY
DA/ 604092 E20257TA33516606 Sophie DIOUF
FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)
1501 UTILITY ISSUE FEE 1290.00 1 1290.00
TOTAL
AMOUNT: $1,290.00

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

13
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If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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DIS0175-US-PCT

COMBINED DECLARATION AND ASSIGNMENT

As the below named inventor(s). I(we) hereby declare that this Combined Declaration and Assignment
is directed to:

Case Reference Patent Application Data
Number Official Title Inventor(s)
US Patent Application N° 18/026, 925 FOURQUIN Olivier
Filed on September 17, 2021 BERZATI Alexandre
DUVAL Benjamin

TR and its corresponding International Application pursuant to
DIS0175-US-PCT the PCT/EP2021/075725 filed on September 17, 2021

METHOD OF IMPLEMENTING A PHYSICAL
UNCLONABLE FUNCTION

DECLARATION

e As the below named inventor, | further declare that:

e The above-identified application was made or authorized to be made by me.

e | believe that | am the original inventor of a claimed invention in the application.

e | have reviewed and understand the contents of the above-identified specification, including
the claims.

e | acknowledge the duty to disclose to the U.S. Patent and Trademark Office all information
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations,
§1.56.

e | hereby acknowledge that any willful false statement made in this declaration is punishable
under 18 U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or both.

ASSIGNMENT

THIS ASSIGNMENT is made by and between the undersigned inventor (hereinafter referred to
as "the Assignor"), and THALES DIS FRANCE SAS (hereinafter referred to as “the
Assignee”), a corporation duly organized under and pursuant to the laws of France and having
a principal place of business at: 6, rue de la Verrerie - 92190 Meudon- France

1|Page
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DIS0175-US-PCT

WHEREAS, the Assignor has invented certain new and useful improvements set forth in the
application for Letters Patent of the United States identified above;

WHEREAS, the Assignee is desirous of acquiring the entire right, title, and interest in and to said
inventions, the right to file applications on said inventions and the entire right, title and interest in and
to any applications, including provisional applications for Letters Patent of the United States or other
countries claiming priority to said application, and in and to any Letters Patent or Patents, United States
or foreign, to be obtained therefore and thereon.

NOW, THEREFORE, for good and sufficient consideration, the receipt of which is hereby
acknowledged, the Assignor has sold, assigned, transferred, and set over, and by these presents does
sell, assign, transfer, and set over, unto the Assignee, its successors, legal representatives, and
assigns the entire right, title, and interest in and to the above-mentioned inventions, the right to file
applications on said inventions and the entire right, title and interest in and to any applications for
Letters Patent of the United States or other countries claiming priority to said applications, and any
and all Letters Patent or Patents of the United States of America and all foreign countries that may be
granted therefore and thereon, and in and to any and all applications claiming priority to said
applications, divisions, continuations, and continuations-in-part of said applications, and reissues, and
re-examinations and extensions of said Letters Patent or Patents, and all rights under the International
Convention for the Protection of Industrial Property, the same to be held and enjoyed by the Assignee,
for its own use and benefit and the use and benefit of its successors, legal representatives, and
assigns, to the full end of the term or terms for which Letters Patent or Patents may be granted as fully
and entirely as the same would have been held and enjoyed by the Assignor had this sale and

assignment not been made;

AND for the same consideration, the Assignor hereby covenants and agrees to and with the Assignee,
its successors, legal representatives, and assigns, that, at the time of execution and delivery of these
presents, the Assignor is the sole and lawful owner of the entire right, title, and interest in and to the
inventions set forth in said applications and said applications, including provisional applications, above-
mentioned, and that the same are unencumbered, and that the Assignor has good and full right and

lawful authority to sell and convey the same in the manner herein set forth;

AND for the same consideration, the Assignor hereby covenants and agrees to and with the Assignee,
its successors, legal representatives, and assigns that the Assignor will, whenever counsel of the
Assignee, or the counsel of its successors, legal representatives, and assigns, shall advise that any
proceeding in connection with said inventions or said applications for Letters Patent or Patents, or any
proceeding in connection with Letters Patent or Patents for said inventions in any country, including
interference proceedings, is lawful and desirable, or that any application claiming priority to said
application, division, continuation, or continuation-in-part of any applications for Letters Patent or
Patents, or any reissue or extension of any Letters Patent or Patents to be obtained thereon, is lawful
and desirable, sign all papers and documents, take all lawful oaths, and do all acts necessary or

2|Page
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DIS0175-US-PCT

required to be done for the procurement, maintenance, enforcement, and defense of Letters Patent or
Patents for said inventions, without charge to the Assignee, its successors, legal representatives, and
assigns, but at the cost and expense of the Assignee, its successors, legal representatives, and

assigns;

AND the Assignor hereby requests the Commissioner of Patents to issue any and all said Letters
Patent of the United States to the Assignee as the Assignee of said inventions, the Letters Patent to
be issued for the sole use and benefit of the Assignee, its successors, legal representatives, and

assigns.
INVENTOR(S):
DUVAL, Benjamin
Date Name Signature

A
2,7//07/2,02«5' BERZATI, Alexandre W

Date Name Signature
24/07/2025  FOURQUIN, Olivier Fow b
Date Name Signature
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DISO175-UsS-PCT

COMBINED DECLARATION AND ASSIGNMENT

As the below named inventor(s

{{we)} hereby declare that this Combined Declaration and Assignment

is directed to:

Case Reference
Number

Patent Application Data
Official Title

inventor(s)

DIS0175-US-PCT

/s Patent Application N° 18/026, 225
Filed on september 17, 2021

and its corresponding International Application pursuant to
the PCT/EPZ021/0757235 filed on September 17, 2021

METHOD OF IMPLEMENTING A PHYSICAL
UNMNCLONABLE FUNCTION

FOLRQUAN Olivier
BERZATI Alexandre
DUVAL Bepjamin

DECLARATION

= As the below named inventor, | further declare that:

= The above-identified application was made or authorized o be made by me.

+« | believe that | am the original inventor of a claimed invention in the application.

» | have reviewed and understand the contents of the above-identified specification, including

the claims.

e | acknowledge the duty to disclose to the U.S. Patent and Trademark Office all information
known to'me to be material to patentability as defined in Title 37, Code of Federal Regulations,

§ 1.56.

s [ hereby acknowledge that any willful false stalement made in this declaration is punishable

under 18 U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or both.

ASSIGNMENT

THIS ASSIGNMENT is made by and between the undersigned inventor (hereinafter referred to
as "the Assignor™), and THALES DIS FRANCE SAS (hereinafter referred fo as “the
Assignee”), a corporation duly organized under and pursuant to the laws of France and having
a principal place of business at: §, rue de la Verrerie - 82190 Meudon- France

20




DISO175-US-PCT

WHEREAS, the Assignor has invented certain new and useful improvements set forth in the
application for Letters Patent of the United States identified above;

WHEREAS, the Assignee is desirous of acguiring the entire right, title, and interest in and 1o said
inventions, the right to file applications on said inventions and the entire right, title and interest in and
to any applications, including provisional applications for Letters Patent of the United States or other
countries claiming priority to said application, and in and to any Letiers Patent or Patenis, United States
or foreign, fo be obtained therefore and thereon.

NOW, THEREFORE, for good and sufficient consideration, the receipt of which is hereby
acknowledged, the Assignor has sold, assigned, transferred, and set over, and by these presents does
sell, assign, transfer, and set over, unto the Assignee, ils successors, legal representatives, and
assigns the entire right, title, and interest in and to the above-mentionad inventions, the right fo file
applications on said inventions and the entire right, title and interest in and to any applications for
Letters Patent of the United States or other countries claiming priority to said applications, and any
and all Letters Patent or Patents of the United Siates of America and gl foreign countries that may be
granted therefore and thereon, and in and to any and all applications claiming priority fo said
applications, divisions, continuations, and continuations-in-part of said applications, and reissues, and
re-examinations and extensions of said Letters Patent or Patents, and all rights under the Intemational
Convention for the Protection of Industrial Properly, the same to be held and enjoyed by the Assignes,
for its own use and benefif and the use and benefit of its successors, legal representatives, and
assigns, to the full end of the term or terms for which Letters Patent or Patents may be granted as fully
and entirely as the same would have been held and enjoyed by the Assignor had this sale and
assignment not been made;

AND for the same consideration, the Assignor hereby covenants and agrees to and with the Assignee,
its successors, legal representatives, and assigns, that, at the time of execution and delivery of these
presents, the Assignor is the sole and lawiful owner of the entire right, title, and interest in and to the
inventions set forth in said applications and said applications, including provisional applications, above-
mentioned, and that the same are unencumbered, and that the Assignor has good and full right and
tawful authority to sell and convey the same in the manner herein set forth;

AND for the same consideration, the Assignor hereby covenants and agrees to and with the Assignee,
its successors, legal representatives, and assigns that the Assignor will, whenever counsel of the
Assignee, or the counsel of its successors, legal representatives, and assigns, shall advise that any
proceeding in connection with said inventions or said applications for Letters Patent or Patents, or any
proceeding in connection with Letters Patent or Patents for said inventions in any country, including
interference proceedings, is lawful and desirable, or that any application claiming priority to said
application, division, continuation, or continuation-in-part of any applications for Letters Patent or
Patents, or any reissue or extension of any Letters Patent or Patents fo be obtained thereon, is lawful
and desirable, sign all papers and documents, take all lawful oaths, and do all acts necessary or

N"
E
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DIS0175-Us-PCT

required to be done for the procurement, maintenance, enforcement, and defense of Letters Patent or
Patents for said inventions, without charge to the Assignee, its successors, legal representatives, and
assigns, but at the cost and expense of the Assignee, its successors, legal representatives, and

assigns;

AND the Assignor hereby requests the Commissioner of Patenis to issue any and all said Lelters
Patent of the United States to the Assignee as the Assignee of said inventions, the Letters Patent to
be issued for the scle use and benefit of the Assignee, its successors, legal representatives, and

assigns.
INVENTORIS)H

gy 909G o< DUVAL, Benlamin
Sy 29 22 j
Date Mame

BERZATI, Alexandre

Date Name Signature

FOURQUIN, Olivier

Date Name Signature

fod

£D
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

180929 7590 05/01/2025 | EXAMINER |
THALES DIS CPL USA, INC. RAHMAN, MAHFUZUR
Intellectual Property
900 South Pine Island Road | ART UNIT | PAPER NUMBER |
Suite 710 2498

PLANTATION, FL 33324 DATE MAILED: 05/01/2025

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

18/026,925 03/17/2023 Benjamin DUVAL DIS0175US_ABr/MBO 8676

TITLE OF INVENTION: METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1290 $0.00 $0.00 $1290 08/01/2025

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verity whether entitlement to that
entity status still applies.
If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

II1. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.

Page 1 of 3

PTOL-85 (Rev. 11/23)
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via the USPTO patent electronic filing system.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

180929 7590 05/01/2025 Certificate of Mailing or Transmission
THALES DIS CPL USA, INC. I hereby certify that this Fee(s) Transmittal is being deposited with the United
Intell 1 Pr States Postal Service with sufficient postage for first class mail in an envelope
ntellectual Property addressed to the Mail Stop ISSUE FEE address above, or being transmitted to the
900 South Pine Island Road USPTO via the USPTO patent electronic filing system or by facsimile to (571)
. 273-2885, on the date below.
Suite 710 -
(Typed or printed name)|
PLANTATION, FL 33324 -
(Signature)|
(Date)|
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
18/026,925 03/17/2023 Benjamin DUVAL DIS0175US_ABr/MBO 8676
TITLE OF INVENTION: METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION
I APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $1290 $0.00 $0.00 $1290 08/01/2025
| EXAMINER | ART UNIT | CLASS SUBCLASS |
RAHMAN, MAHFUZUR 2498 713-189000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of & single firm (having as a member 2

registered attorney or agent) and the names of upto 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

() "Fee Address” indication (or "Fee Address" Indication form PTO/
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

|95}

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. Fees submitted: [(dissue Fee (Jpublication Fee (if required)
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

[ Electronic Payment via the USPTO patent electronic filing system [ Enclosed check [ Non-electronic payment by credit card (Attach form PT0O-2038)

[ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

] Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue

fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

M| Applicant asserting small entity status. See 37 CFR 1.27

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

| Applicant changing to regular undiscounted fee status. entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (11/23) Approved for use through 03/31/2026 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

I APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
18/026,925 03/17/2023 Benjamin DUVAL DIS0175US_ABI/MBO 8676
| EXAMINER |
180929 7590 05/01/2025
THALES DIS CPL USA, INC. RAHMAN, MAHFUZUR
Intellectual Property
900 South Pine Island Road | ART UNIT PAPER NUMBER |
Suite 710 2498

PLANTATION, FL 33324 DATE MAILED: 05/01/2025

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3

PTOL-85 (Rev. 11/23)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. The United States Patent and Trademark
Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The USPTO’s system of
records is used to manage all applicant and owner information including name, citizenship, residence, post office
address, and other information with respect to inventors and their legal representatives pertaining to the applicant's/
owner’s activities in connection with the invention for which a patent is sought or has been granted. The applicable
Privacy Act System of Records Notice for the information collected in this form is COMMERCE/PAT-TM-7 Patent
Application Files, available in the Federal Register at 78 FR 19243 (March 29, 2013).

e

hitosAwww govindfo.sovicontent/pke/FR2013-03-29/pd201 307341 pidt

Routine uses of the information in this record may include disclosure to:

1) law enforcement, in the event that the system of records indicates a violation or potential violation of law;
2) afederal, state, local, or international agency, in response to its request;
3) a contractor of the USPTO having need for the information in order to perform a contract;

4) the Department of Justice for determination of whether the Freedom of Information Act (FOIA) requires
disclosure of the record;

5) a Member of Congress submitting a request involving an individual to whom the record pertains, when the
individual has requested the Member’s assistance with respect to the subject matter of the record;

6) a court, magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to
opposing counsel in the course of settlement negotiations;

7) the Administrator, General Services Administration (GSA), or their designee, during an inspection of records
conducted by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations
and any other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make
determinations about individuals;

8) another federal agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c));

9) the Office of Personnel Management (OPM) for personnel research purposes; and
10)the Office of Management and Budget (OMB) for legislative coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or examine
your submission, which may result in termination of proceedings, abandonment of the application, and/or expiration
of the patent.
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Application No. Applicant(s)
. . 18/026,925 DUVAL et al.
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Application/Control Number: 18/026,925 Page 2
Art Unit: 2498

DETAILED ACTION

This Office Action is in response to the amendment filed on 02/28/2025 in which
Claims 1-5, 8-16 are presented for examination on the merits. Claims 1-5 and 8-16, now
re-numbered as claims 1-14 are pending.

Notice of Pre-AlA or AlA Status

The present application is being examined under the first inventor to file

provisions of the AlA.
Response to Arguments

1. In view of the claim amendments filed on 02/28/2025 applicant’s arguments in
pages 7-9 of the REMARKS with respect to the rejection under 35 U.S.C § 103(a) have
been fully considered. Applicant has amended independent claim 1 to add limitations of
dependent claims 6 and 7, indicated as allowable. Similar amendments have been
made to Independent claims 8, 10, and 16 respectively.

In view of the aforesaid amendments and upon further search/consideration, the

rejections to the respective claims under 35 U.S.C. 103(a) mailed on 11/21/2024 are

hereby withdrawn.
Allowable Subject Matter
2. Claims 1-5 and 8-16 are allowed over prior art of record.
Reasons for Allowance
3. The following is an examiner’s statement of reasons for placing claims 7-9 under

allowable subject matters:
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Independent claims 1, 8, 10, and 16 are allowed and the corresponding
dependent claims depend upon one of the above-mentioned allowed claims and are
therefore allowed by virtue of their dependencies.

Yao (US 20190065734 A1, prior art on the record) discloses methods for
providing an error indicating circuit connected to a PUF circuit, where the PUF circuit
receives a challenge as a set of input bits and generates a response as a set of output
bits. The set of input bits is encoded to provide access to a set of redundant bits stored
in a redundant bits memory. The error indicating circuit includes an output rectifier
circuit connected to the PUF circuit and the redundant bits memory. The output rectifier
circuit receives the set of output bits and the set of redundant bits, respectively, and
generates a set of rectified output bits. An error comparator is connected to the PUF
circuit and the output rectifier circuit. The error comparator receives the set of output
bits and the set of rectified output bits, respectively, and generates a set of error bits
based on a bitwise comparison of the set of output bits with the set of rectified output
bits. A first error counter is connected to the error comparator, receives the set of error
bits, and generates an error count value based on the set of error bits. A flag
comparator is connected to the first error counter, receives the error count value, and
sets a flag when the error count value is greater than a first threshold value. The flag
provides an indication of the health of the PUF circuit (Yao, Paragraph 0013).

Further, Yao discloses that system provides an error correcting circuit connected
to a PUF circuit. The error correcting circuit includes the output rectifier, and error
comparator of the above embodiment, and a second error counter that is connected to

the error comparator. The second error counter receives the set of error bits and
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generates a set of count values that indicates, for each of the error bits, a number of
operation cycles of the PUF circuit for which each said bit has not changed state. An
error update comparator is connected to the second error counter, receives the set of
count values, identifies count values that are greater than a second threshold value, and
generates a corresponding set of flag bits, where a flag bit is set when the
corresponding count value is greater than the second threshold value. The flag bits,
when set, indicate that the corresponding error bit comprises a permanent error. (Yao ,
Paragraph 0015).

VAN DER SLUIS et al. (US 20170310489 A1, cited in PTO-892) discloses an
electronic cryptographic device arranged for an enrollment phase and a later use phase
is provided as defined in the Claims. The cryptographic device generates a first PUF
data during the enrollment phase, derived from a first noisy bit string of physical
unclonable function. The first PUF data both uniquely identifies the physically
unclonable function, and comprises first helper data, that may later be used to correct
for noise in the noisy output of the PUF. In an embodiment, the first PUF data
comprises part of the first noisy bit string. In an embodiment, the first helper data itself is
used to identify the PUF, and need not contain any other information identifying the
PUF. The first PUF data is sent to a server so that when later in a use phase the helper
data is needed, it may be requested from the server by sending a second PUF data.
The second PUF data is derived from a second noisy bit string generated by the PUF.
The second PUF data may comprise part of the noisy bit string to identify the PUF.
Interestingly, also the second PUF may comprise helper data. Surprisingly, the server

can recognize if two helper data were generated for the same PUF or not. This latter
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option makes more efficient use of the noisy bit string and may thus use a smaller PUF;
on the other hand it requires more processing at the server side (VAN DER SLUIS,
Para 0008).

Furthermore, VAN DER SLUIS discloses an electronic server receives first PUF
data from a cryptographic device. The first PUF data comprises first helper data. After
receiving the second PUF data the server can recognize the correct first helper data
that correspond to the PUF in the cryptographic device that sent the second PUF data.
In an embodiment, the second PUF data comprises part of a noisy bit string produced
by a PUF of the cryptographic device. Since noisy bit strings produced by the same
PUF are close together, e.g., have low hamming distance or otherwise have high
correlation, this can be used to identify the PUF. In an embodiment, the second PUF
data comprises helper data. Using the helper data in the second PUF the server can
identify the helper data received in a first PUF data that corresponds to the same PUF.

(VAN DER SLUIS, Paragraph 0009).

Although, the cited references above are from same or similar fields of endeavor
however, the Applicant’s invention is directed towards a method for repairing response
bits of a physical unclonable function of an electronic device, said physical unclonable

function outputting said response bits and additional output bits.

The subject matters of the independent claims 1, 8, 10, and 16 are not taught or
fairly suggested by the prior art of record, specifically the limitations in claim 1 that
recite: “.. generating a PUF response from said response bits, detecting an error in the

PUF response, determining erroneous response bits of the PUF response comprising
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replacing one by one, in a random order, each bit of the PUF response by an arbitrary
value and determining if the error in the PUF response is corrected, determining a
match between each determined erroneous response bit and a selected additional
output bit such that replacing the erroneous response bits by the matching additional
output bits corrects the error in the PUF response, storing said determined match in a
repair list, replacing in the PUF response said erroneous response bits with the
matching additional output bits in the repair list...” in combination with the rest of the
limitations recited in the independent claim 1.

Independent claims 8, 10, and 16 recite similar subject matters as to those in
claim 1.

The claimed subject matters are novel and non-obvious in scope over the prior
art of record as the prior-art references fail to teach each and every features of the
independent claim(s) including the limitations set forth above.

In view of the foregoing, the scope of claimed subject matters renders the
invention patentably distinct as none of the prior art of record, either taken by itself or in
any combination, would have anticipated or made obvious the invention of the present
application at or before the time it was filed.

Furthermore, the Examiner performed updated search which does not yield other
specific references that reasonably, either alone or in combination, would result a
proper rejection of all the claimed features presented in each of the independent claims
1,8, 10, and 16 under 35 U.S.C 102 or 35 U.S.C.103 with proper motivation.

Any comments considered necessary by applicant must be submitted no later

than the payment of the issue fee and, to avoid processing delays, should preferably
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accompany the issue fee. Such submissions should be clearly labeled "Comments on
Statement of Reasons for Allowance."

Conclusion
4. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to MAHFUZUR RAHMAN whose telephone number is
(5671)270-7638. The examiner can normally be reached on Monday thru Friday.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Yin-Chen Shaw can be reached on 571-272-8878. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.
Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you
have questions on access to the Private PAIR system, contact the Electronic Business
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO
Customer Service Representative or access to the automated information system, call

800-786-9199 (IN USA OR CANADA) or 571-272-1000.
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/MAHFUZUR RAHMAN/
Primary Examiner, Art Unit 2498
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US-20110066670-A1 IBM_TDB)
OR US-20170149572-
A1 OR US-
20200044872-A1 OR
04/19/2025 11:37:14 PM Page 3 of 10
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L25

L26

L27

L28

12

12

12

US-20160156476-A1
OR US-20110002461-
A1 OR US-
20190065734-A1 OR
US-20080279373-A1
OR US-20170310489-
A1).did. AND
PGPB.dbnm.) OR ((US-
8918647-B1).did. AND
USPT.dbnm.)

24 AND match$3 WITH
(correct$3 rectif$5)

((US-20150092939-A1
OR US-20150312047-
A1 OR US-
20130010957-A1 OR
US-20110066670-A1
OR US-20170149572-
A1 OR US-
20200044872-A1 OR
US-20160156476-A1
OR US-20110002461-
A1 OR US-
20190065734-A1 OR
US-20080279373-A1
OR US-20170310489-
A1).did. AND
PGPB.dbnm.) OR ((US-
8918647-B1).did. AND
USPT.dbnm.)

((US-20150092939-A1
OR US-20150312047-
A1 OR US-
20130010957-A1 OR
US-20110066670-A1
OR US-20170149572-
A1 OR US-
20200044872-A1 OR
US-20160156476-A1
OR US-20110002461-
A1 OR US-
20190065734-A1 OR
US-20080279373-A1
OR US-20170310489-
A1).did. AND
PGPB.dbnm.) OR ((US-
8918647-B1).did. AND
USPT.dbnm.)

((US-20150092939-A1
OR US-20150312047-
A1 OR US-
20130010957-A1 OR
US-20110066670-A1

(US-PGPUB; USPAT,;
USOCR; FIT (CN, FR,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT;
USOCR; FIT (CN, FR,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT,;
USOCR; FIT (CN, FR,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT,;
USOCR; FIT (CN, FR,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

2024/11/16
09:39 PM

2025/04/19
11:01 PM

2025/04/19
11:01 PM

2025/04/19
11:01 PM

04/19/2025 11:37:14 PM
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L29 12

L30 5461121

L31 12

L32 5461121

OR US-20170149572-
A1 OR US-
20200044872-A1 OR
US-20160156476-A1
OR US-20110002461-
A1 OR US-
20190065734-A1 OR
US-20080279373-A1
OR US-20170310489-
A1).did. AND
PGPB.dbnm.) OR ((US-
8918647-B1).did. AND
USPT.dbnm.)

((US-20150092939-A1
OR US-20150312047-
A1 OR US-
20130010957-A1 OR
US-20110066670-A1
OR US-20170149572-
A1 OR US-
20200044872-A1 OR
US-20160156476-A1
OR US-20110002461-
A1 OR US-
20190065734-A1 OR
US-20080279373-A1
OR US-20170310489-
A1).did. AND
PGPB.dbnm.) OR ((US-
8918647-B1).did. AND
USPT.dbnm.)

( (HO4L$ OR H04L1/00
OR H04L13/00 OR
H04L17/00 OR
H04L2209/34 OR
H04L9/3278).cpc.)

((US-20150092939-A1
OR US-20150312047-
A1 OR US-
20130010957-A1 OR
US-20110066670-A1
OR US-20170149572-
A1 OR US-
20200044872-A1 OR
US-20160156476-A1
OR US-20110002461-
A1 OR US-
20190065734-A1 OR
US-20080279373-A1
OR US-20170310489-
A1).did. AND
PGPB.dbnm.) OR ((US-
8918647-B1).did. AND
USPT.dbnm.)

( (HO4L$ OR HO04L1/00
OR H04L13/00 OR

(US-PGPUB; USPAT,;
USOCR; FIT (CN, FR,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT,;
USOCR; FIT (CN, FR,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT;
USOCR; FIT (CN, FR,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT,;
USOCR; FIT (CN, FR,

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

2025/04/19
11:01 PM

2025/04/19
11:01 PM

2025/04/19
11:02 PM

2025/04/19
11:02 PM

04/19/2025 11:37:14 PM
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H04L17/00 OR WO); FPRS; EPO;
H04L2209/34 OR JPO; DERWENT;
H04L9/3278).cpc.) IBM_TDB)

L33 5461121 ( (HO4L$ OR HO04L1/00 [(US-PGPUB; USPAT; |OR ON ON 2025/04/19
OR H04L13/00 OR USOCR; FIT (CN, FR, 11:02 PM
H04L17/00 OR WO); FPRS; EPO;

H04L2209/34 OR JPO; DERWENT;
H04L9/3278).cpc.) IBM_TDB)

L34 6 4 AND (bit binary) (US-PGPUB; USPAT; [OR ON ON 2025/04/19
WITH response WITH |USOCR; FIT (CN, FR, 11:02 PM
error$5 AND (match$3 [(WO); FPRS; EPO;
compar$5) WITH JPO; DERWENT;

(physical ADJ IBM_TDB)
unclonable ADJ

function OR PUF) AND

repair$3 WITH

(correct$4 OR fix)

L35 334 4 AND (bit binary) (US-PGPUB; USPAT; [OR ON ON 2025/04/19
WITH response WITH |USOCR; FIT (CN, FR, 11:02 PM
error$5 AND (match$3 |WO); FPRS; EPO;
compar$5) WITH JPO; DERWENT;

(physical ADJ IBM_TDB)
unclonable ADJ
function OR PUF)

L36 0 ((("BERZATI") near3 (US-PGPUB; USPAT; [OR ON ON 2025/04/19
("Mr") near3 USOCR) 11:02 PM
("Alexandre"))).INV.

L37 45 12 AND generat$3 (US-PGPUB; USPAT; [OR ON ON 2025/04/19
WITH (PUF OR USOCR; FIT (CN, FR, 11:02 PM
physical ADJ WO); FPRS; EPO;
unclonable ADJ JPO; DERWENT;
function) SAME IBM_TDB)

(correct$3 OR replac$3)
WITH (erroneous error)
WITH (output input)
WITH (response bit
binary)

L38 38 12 AND generat$3 (US-PGPUB; USPAT; [OR ON ON 2025/04/19
WITH (PUF OR USOCR; FIT (CN, FR, 11:02 PM
physical ADJ WO); FPRS; EPO;
unclonable ADJ JPO; DERWENT;
function) SAME IBM_TDB)

(correct$3 OR replac$3)
WITH (erroneous error)
WITH (output input)
WITH (response bit
binary) AND (stor$5)
WITH (match$3 OR
compar$5 OR list
output bit)

L39 38 17 AND ((@ad OR (US-PGPUB; USPAT; [OR ON ON 2025/04/19
@rlad) <20200918) USOCR; FIT (CN, FR, 11:02 PM

WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
04/19/2025 11:37:14 PM Page 6 of 10
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L40 200 12 AND generat$3 (US-PGPUB; USPAT; |OR ON ON 2025/04/19
WITH (PUF OR USOCR; FIT (CN, FR, 11:02 PM
physical ADJ WO); FPRS; EPO;
unclonable ADJ JPO; DERWENT;
function) AND IBM_TDB)

(correct$3 OR replac$3)
WITH (erroneous error)
WITH (response bit
binary)

L41 2 L1 AND ((HO4L$ OR  |(US-PGPUB; USPAT; [OR ON ON 2025/04/19
H04L1/00 OR USOCR; FIT (CN, FR, 11:02 PM
H04L13/00 OR WO); FPRS; EPO;

H04L17/00 OR JPO; DERWENT;

H04L2209/34 OR IBM_TDB)

H04L9/3278).cpc.)

L42 2 "18026925" (US-PGPUB; USPAT; |OR ON ON 2025/04/19

USOCR; FIT (CN, FR, 11:22 PM
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L43 5461121 ( (HO4L$ OR HO04L1/00 [(US-PGPUB; USPAT; |OR ON ON 2025/04/19
OR H04L13/00 OR USOCR; FIT (CN, FR, 11:36 PM
H04L17/00 OR WO); FPRS; EPO;

H04L2209/34 OR JPO; DERWENT;
H04L9/3278).cpc.) IBM_TDB)

L44 12 ((US-20150092939-A1 [(US-PGPUB; USPAT; |OR ON ON 2025/04/19
OR US-20150312047- |USOCR; FIT (CN, FR, 11:36 PM
A1 OR US- WO); FPRS; EPO;
20130010957-A1 OR  [JPO; DERWENT;

US-20110066670-A1 IBM_TDB)
OR US-20170149572-
A1 OR US-
20200044872-A1 OR
US-20160156476-A1
OR US-20110002461-
A1 OR US-
20190065734-A1 OR
US-20080279373-A1
OR US-20170310489-
A1).did. AND
PGPB.dbnm.) OR ((US-
8918647-B1).did. AND
USPT.dbnm.)

L45 12 ((US-20150092939-A1 |(US-PGPUB; USPAT; |OR ON ON 2025/04/19
OR US-20150312047- [USOCR; FIT (CN, FR, 11:36 PM
A1 OR US- WO); FPRS; EPO;
20130010957-A1 OR  |JPO; DERWENT;

US-20110066670-A1 IBM_TDB)
OR US-20170149572-
A1 OR US-
20200044872-A1 OR
US-20160156476-A1
OR US-20110002461-
A1 OR US-
20190065734-A1 OR
US-20080279373-A1
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L46

L47

200

257

OR US-20170310489-
A1).did. AND
PGPB.dbnm.) OR ((US-
8918647-B1).did. AND
USPT.dbnm.)

12 AND generat$3
WITH (PUF OR
physical ADJ
unclonable ADJ
function) AND
(correct$3 OR replac$3)
WITH (erroneous error)
WITH (response bit
binary)

12 AND generat$3
WITH (PUF OR
physical ADJ
unclonable ADJ
function)

(US-PGPUB; USPAT;
USOCR; FIT (CN, FR,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT,;
USOCR; FIT (CN, FR,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

OR

OR

ON

ON

ON

ON

2025/04/19
11:36 PM

2025/04/19
11:36 PM

PE2E SEARCH - Search History (Interference)

Ref #

Hits

[Search Query

DBs

Default
Operator

Plurals

British
Equivalents

Time Stamp

N1

N2

N3

N4

NS

3617896

9

(produc$3 creat$3
generat$3 WITH (PUF
OR physical ADJ
unclonable ADJ
function) SAME
(correct$3 OR replac$3)
WITH (erroneous error)
WITH (output input)
WITH (response bit
binary) AND (stor$5)
WITH (match$3 OR
compar$5 OR list
output bit)).clm.

((produc$3 creat$3
generat$3) WITH (PUF
OR physical ADJ
unclonable ADJ
function) SAME
(correct$3 OR replac$3)
WITH (erroneous error)
WITH (output input)
WITH (response bit
binary) AND (stor$5)
WITH (match$3 OR
compar$5 OR list
output bit)).clm.

2 AND ((@ad OR
@rlad) <20200918)

2 AND ((@ad OR
@rlad) <20200918)

((produc$3 creat$3

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2024/11/16
09:15 PM

2024/11/16
09:16 PM

2024/11/16
09:16 PM

2025/04/19
11:01 PM

2025/04/19

04/19/2025 11:37:14 PM
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N6

N7

N8

N9

N10

N11

N12

N13

N14

N15

3673885

3673885

generat$3) WITH (PUF
OR physical ADJ
unclonable ADJ
function) SAME
(correct$3 OR replac$3)
WITH (erroneous error)
WITH (output input)
WITH (response bit
binary) AND (stor$5)
WITH (match$3 OR
compar$5 OR list
output bit)).clm.

2 AND ((@ad OR
@rlad) <20200918)

2 AND ((@ad OR
@rlad) <20200918)

2 AND ((@ad OR
@rlad) <20200918)

(produc$3 creat$3
generat$3 WITH (PUF
OR physical ADJ
unclonable ADJ
function) SAME
(correct$3 OR replac$3)
WITH (erroneous error)
WITH (output input)
WITH (response bit
binary) AND (stor$5)
WITH (match$3 OR
compar$5 OR list
output bit)).clm.

2 AND ((@ad OR
@rlad) <20200918)

2 AND ((@ad OR
@rlad) <20200918)

(produc$3 creat$3
generat$3 WITH (PUF
OR physical ADJ
unclonable ADJ
function) SAME
(correct$3 OR replac$3)
WITH (erroneous error)
WITH (output input)
WITH (response bit
binary) AND (stor$5)
WITH (match$3 OR
compar$5 OR list
output bit)).clm.

2 AND ((@ad OR
@rlad) <20200918)

2 AND ((@ad OR
@rlad) <20200918)

((produc$3 creat$3
generat$3) WITH (PUF

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)
(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)
(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

OR

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

11:02 PM

2025/04/19
11:02 PM

2025/04/19
11:02 PM

2025/04/19
11:02 PM

2025/04/19
11:02 PM

2025/04/19
11:02 PM

2025/04/19
11:36 PM

2025/04/19
11:36 PM

2025/04/19
11:36 PM

2025/04/19
11:36 PM

2025/04/19
11:36 PM

04/19/2025 11:37:14 PM
Workspace: 784_Implementing PUF_18026925
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N16 6

N17 1

N18 1

OR physical ADJ
unclonable ADJ
function) SAME
(correct$3 OR replac$3)
WITH (erroneous error)
WITH (output input)
WITH (response bit
binary) AND (stor$5)
WITH (match$3 OR
compar$5 OR list
output bit)).cim.

2 AND ((@ad OR
@rlad) <20200918)

L1 AND ( (HO4L$ OR
H04L1/00 OR
H04L13/00 OR
H04L17/00 OR
H04L2209/34 OR
H04L9/3278).cpc.)

17 AND ((produc$3
creat$3 generat$3)
WITH (PUF OR
physical ADJ
unclonable ADJ
function) SAME
(correct$3 OR replac$3)
WITH (erroneous error)
WITH (output input)
WITH (response bit
binary) AND (stor$5)
WITH (match$3 OR
compar$5 OR list
output bit)).clm.

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

OR

ON

ON

ON

ON

ON

ON

2025/04/19
11:36 PM

2025/04/19
11:36 PM

2025/04/19
11:36 PM

04/19/2025 11:37:14 PM

Workspace: 784_Implementing PUF_18026925

52

Page 10 of 10

MR




UNITED STATES
PATENT AND TRADEMARK OFFICE

Page 1 of 2

P.O. Box 1450
Alexandria, VA 22313 - 1450
Www.uspto.gov

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME

18/026,925 02/28/2025 10:36:27 AM Z ET

ATTORNEY DOCKET #

DIS0175US_ABr/MBO

Title of Invention

METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

Application Information

APPLICATION TYPE  Utility - U.S. National Stage under 35

USC 371
CONFIRMATION # 8676
PATENT CENTER # 69379681

CUSTOMER # 180929

INTL. APPLICATION #

CORRESPONDENCE
ADDRESS

Documents

DOCUMENT

DIS0175_ResponseTo_Non_
Final_OA_AFL2_.pdf

Digest

DOCUMENT

DIS0175_ResponseTo_Non_Fi
nal_OA_AFL2_.pdf

PAGES

PATENT #

FILED BY Adam Lewental
FILING DATE 03/17/2023

FIRST NAMED  Mr. Benjamin DUVAL
INVENTOR

INTL. FILING DATE

AUTHORIZED BY

TOTAL DOCUMENTS: 1

SIZE

DESCRIPTION (KB)

Amendment/Request for
Reconsideration-After Non- 1434 KB
Final Rejection

MESSAGE DIGEST(SHA-512)

0410C7A2D6C6F51404218CFD89270ACC52DA3F4D9B4915086
602133B0F14219AD9EBOBES041376D84A9475861524FADAOA
6CB34193645C62164A28C91D7E7215

53



Page 2 of 2

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.

54



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ApplIn. No. : 18/026,925 Confirmation No. : 8676
Examiner : RAHMAN, MAHFUZUR TC/AU. : 2498
Inventor(s) : Benjamin DUVAL et al.

Filing Date : 03/17/2023

Attorney Docket No.: DIS0175US/WO ABr/AL

RESPONSE TO NON FINAL OFFICE ACTION

MAIL STOP AMENDMENT
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

February 28, 2025

Dear Examiner:

Applicant provides the present Amendment to address the issues raised in the Office
Action mailed November 21, 2024 (hereinafter "Office Action"), and further in response to the
Office Action mailed February 27, 2025 indicating that the prior response was improper as the
text of the new claims was underlined. Thus, this response represents a corrected version of the
prior response.

This response is being filed within the three month period ending February 21, 2025.
Accordingly, no extension of time fee is believed due.

Any fees due in connection with this paper may be charged to Deposit Account No. 60-
4092.

Amendments to the Claims begin on page 2 of this submission;
Remarks begin on page 7 of this submission.
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Application No. 18/026,925

Office Action Mail Date: November 21, 2024
This reply dated xxx

Docket No.: DIS0175US_ABr/MBO

Amendments to the Claims:
This listing of claims will replace all prior versions and listings of claims in the immediate

application:

Listing of amended Claims:

1. (CURRENTLY AMENDED) A method for repairing response bits of a physical
unclonable function of an electronic device, said physical unclonable function outputting
said response bits and additional output bits,

said method comprising the following steps:
generating a PUF response from said response bits (S1),

detecting an error in the PUF response (S2),

determining erroneous response bits of the PUF response (S3) comy

\
FOAMMATTOS M an oy
TRIRLNNISE QY &t off

ey QueTeN
IV B N
§IRY XN

determining a match (S4) between each determined erroneous response bit
and a selected additional output bit such that replacing the erroneous response bits by
the matching additional output bits corrects the error in the PUF response,
storing said determined match in a repair list (S5),
replacing (S6) in the PUF response said erroneous response bits with the matching

additional output bits in the repair list.

2. (PREVIOUSLY PRESENTED) The method according to claim 1, wherein said
electronic device is configured for access to a memory storing said repair list comprising
at least one match between a response bit and an additional output bit, the step of
generation of a PUF response (S1) comprises replacing in the PUF response said

matched response bits with the matching additional output bits in the repair list.
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This reply dated xxx

Docket No.: DIS0175US_ABr/MBO

itiona

d add

ts among most reliable output bits of said physical unclonable function.

in sai

3. (PREVIOUSLY PRESENTED) The method of claim 1, where

output bit are b

d device is

4. (PREVIOUSLY PRESENTED) The method of claim 1, wherein sai
configured for access to a memory storing a reference hash value of said response bits,

detecting an error in the PUF response (S2) comprises

id bits of the PUF

iIon on sai

ing a hash funct

generating a hash value by apply

response,

comparing said hash value with said stored reference hash value.

5. (PREVIOUSLY PRESENTED) The method of claim 3, wherein detecting an error

de.

ing co

t

ISes using an error correc

in the PUF response (S2) compr

6-7. (CANCELLED)

8. (CURRENTLY AMENDED)
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9. (CURRENTLY AMENDED) The method according to claim &&, wherein said device
being configured for having access to a memory storing a Preventive toggling list of the
least reliable response bits of said physical unclonable function, determining erroneous
response bits of the PUF response to be repaired (S3) comprises replacing first bits of

the Preventive toggling list before replacing other bits of the PUF response.

10. (CURRENTLY AMENDED) An electronic device comprising active electronic

primitives, PUF circuits generating a PUF response by running a physical unclonable

function QDL rasnonas His and additional oulndd iy, a processor and at least one

memory configured to perform the steps of :
_generating a PUF response from said response bits (S1),
detecting an error in the PUF response (S2),

determining a match (S4) between each determined erroneous response bit and a
selected additional output bit such that replacing the erroneous response bits by the
matching additional output bits corrects the error in the PUF response,

storing said determined match in a repair list (S5),

replacing (S6) in the PUF response said erroneous response bits with the matching

additional output bits in the repair list.

11. (CURRENTLY AMENDED) The electronic device of claim 10 wherein detectlng an
error in the PUF response (S2) comprises using an error correcting code .-

A T T e e L A O O A AL faanameas Bt al shao i TR TR T
ISR IR I R I R I TR IR AR IR TSI RN RS RS TR DI RN N R NS
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12. (NEW) The method according to claim 8, wherein said electronic device is
configured for access to a memory storing said repair list comprising at least one match
between a response bit and an additional output bit, the step of generation of a PUF
response (S1) comprises replacing in the PUF response said matched response bits with
the matching additional output bits in the repair list.

13. (NEW) The method of claim 8, wherein said additional output bit are bits among

most reliable output bits of said physical unclonable function.

14. (NEW) The method of claim 8, wherein said device is configured for access to a
memory storing a reference hash value of said response bits, detecting an error in the
PUF response (S2) comprises :

generating a hash value by applying a hash function on said bits of the PUF
response,

comparing said hash value with said stored reference hash value.

15. (NEW) The method of claim 13, wherein detecting an error in the PUF response
(S2) comprises using an error correcting code.

16. (NEW) An electronic device comprising active electronic primitives, PUF circuits
generating a PUF response by running a physical unclonable function outputting
response bits and additional output bits, a processor and at least one memory configured
to perform the steps of :

generating a PUF response from said response bits (S1),
detecting an error in the PUF response (S2),
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determining erroneous response bits of the PUF response (S3) comprising replacing

one by one, in a predetermined order, each bit of the PUF response by an arbitrary

value and determining if the error in the PUF response is corrected,

determining a match (S4) between each determined erroneous response bit and a
selected additional output bit such that replacing the erroneous response bits by the
matching additional output bits corrects the error in the PUF response,

storing said determined match in a repair list (S5),

replacing (S6) in the PUF response said erroneous response bits with the matching

additional output bits in the repair list.
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REMARKS
Applicant appreciates the detailed examination evidenced by the non final Office
Action mailed November 21, 2024 ("Office Action"). Applicant has reviewed the Office
Action and respectfully submits that all of the pending claims are in condition for allowance
for at least the reasons that follow.

Status of Claims
Claims 1-5, 8-16 are pending.
Claims 1, 8, 10, 11 have been amended.
Claims 6, 7 has been cancelled.
New claims 12 -16 have been introduced.
No new subject matter has been added.

Claim Rejections - 35 USC § 103
On page 3 of the Office Action, it was stated that Claims 1-6, 10-11 were rejected

under 35 U.S.C. 103 as being unpatentable over Yao et al. in view of Van Der Suis et
al..

On Page 9 of the OA, it was stated dependent Claims 7-9 would be allowable if

rewritten in independent form.

Applicant has made appropriate correction.

The features of claims 6 and 7 were added to amended claim 1.

Claim 8 has been amended to be put in independent form.

As acknowledged by the Examiner in the last Office Action, none of the cited prior

art teaches either the limitations of claim 7 as filed or the limitations of claim 8 as filed.
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Therefore, the subject matters in amended claim 1 and amended claim 8 are novel
and non-obvious over the cited prior art and amended claims 1 and 8 are in condition for

allowance.

The same holds for independent claims 10 and 16 which include novel and non-
obvious limitations of claims 1 and 8, respectively.

The Dependent Claims are Patentable

Based at least upon their dependence from the independent claims 1 and 8, the
pending dependent claims 2-5, 9, and 11-15 are also patentably distinct and are
separately patentable. By virtue of the dependency of claims on independent claims,
these dependent claims are also novel and non-obvious over the cited documents.

As each of the remaining dependent claims depends on a base claim that is

believed to be in condition for allowance, Applicant does not believe that it is necessary

to argue the allowability of each of these claims individually.
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CONCLUSION

In view of the foregoing amendments and remarks, Applicant respectfully:

. Submits that the pending claims are in condition for allowance.

. Requests reconsideration and withdrawal of all rejections and the timely
issuance of a Notice of Allowance of the pending claims.

The Examiner is invited to direct any questions regarding the above-identified Application
to Applicant identified below at the listed contact address, e-mail, and telephone.

Respectfully submitted,

Date: February 28, 2025 /ADAM F LEWENTAL /
Adam Foster Lewental, Esq.
USPTO Reg. No.: 73,527
Telephone: (954) 658-0418

Customer No.: 180929
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Appln. No. : 18/026,925 Confirmation No. : 8676
Examiner : RAHMAN, MAHFUZUR TC/AU. : 2498
Inventor(s) : Benjamin DUVAL et al.

Filing Date : 03/17/2023

Attorney Docket No.: DIS0175US/WO ABr/AL

RESPONSE TO NON FINAL OFFICE ACTION

MAIL STOP AMENDMENT
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

February 18, 2025

Dear Examiner:

Applicant provides the present Amendment to address the issues raised in the Office
Action mailed November 21, 2024 (hereinafter "Office Action").

This response is being filed within the three month period ending February 21, 2025.
Accordingly, no extension of time fee is believed due.

Any fees due in connection with this paper may be charged to Deposit Account No. 60-
4092.

Amendments to the Claims begin on page 2 of this submission;

Remarks begin on page 7 of this submission.
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Office Action Mail Date: November 21, 2024
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Docket No.: DIS0175US_ABr/MBO

Amendments to the Claims:
This listing of claims will replace all prior versions and listings of claims in the immediate

application:

Listing of amended Claims:

1. (CURRENTLY AMENDED) A method for repairing response bits of a physical
unclonable function of an electronic device, said physical unclonable function outputting
said response bits and additional output bits,

said method comprising the following steps:

generating a PUF response from said response bits (S1),

detecting an error in the PUF response (S2),

determining a match (S4) between each determined erroneous response bit
and a selected additional output bit such that replacing the erroneous response bits by
the matching additional output bits corrects the error in the PUF response,
storing said determined match in a repair list (S5),
replacing (S6) in the PUF response said erroneous response bits with the matching

additional output bits in the repair list.

2. (PREVIOUSLY PRESENTED) The method according to claim 1, wherein said
electronic device is configured for access to a memory storing said repair list comprising
at least one match between a response bit and an additional output bit, the step of
generation of a PUF response (S1) comprises replacing in the PUF response said

matched response bits with the matching additional output bits in the repair list.
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comparing sal

generating a hash value by applying a hash funct

response,
5. (PREVIOUSLY PRESENTED) The method of claim 3, wherein detecting an error

4. (PREVIOUSLY PRESENTED) The method of claim 1, where
configured for access to a memory storing a reference hash value of said response bits,

3. (PREVIOUSLY PRESENTED) The method of claim 1, where
output bit are bits among most reliable output bits of said physical unclonable function.

8. (CURRENTLY AMENDED)

the PUF response (S2) compr
6-7. (CANCELLED)

detecting an error in the PUF response (S2) comprises
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9. (CURRENTLY AMENDED) The method according to claim &, wherein said device
being configured for having access to a memory storing a Preventive toggling list of the
least reliable response bits of said physical unclonable function, determining erroneous
response bits of the PUF response to be repaired (S3) comprises replacing first bits of

the Preventive toggling list before replacing other bits of the PUF response.

10. (CURRENTLY AMENDED) An electronic device comprising active electronic
primitives, PUF circuits generating a PUF response by running a physical unclonable

function Quigy hily, a processor and at least one

memory configured to perform the steps of :
_generating a PUF response from said response bits (S1),

detecting an error in the PUF response (S2),

determining a match (S4) between each determined erroneous response bit and a

selected additional output bit such that replacing the erroneous response bits by the
matching additional output bits corrects the error in the PUF response,

storing said determined match in a repair list (S5),

replacing (S6) in the PUF response said erroneous response bits with the matching

additional output bits in the repair list.

11. (CURRENTLY AMENDED) The electronic device of claim 10 wherein detecting an

error in the PUF response (S2) comprises using an error correcting code -ang
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Application No. 18/026,925

Office Action Mail Date: November 21, 2024
This reply dated xxx

Docket No.: DIS0175US_ABr/MBO

REMARKS
Applicant appreciates the detailed examination evidenced by the non final Office
Action mailed November 21, 2024 ("Office Action"). Applicant has reviewed the Office
Action and respectfully submits that all of the pending claims are in condition for allowance
for at least the reasons that follow.

Status of Claims
Claims 1-5, 8-16 are pending.

Claims 1, 8, 10, 11 have been amended.
Claims 6, 7 has been cancelled.
New claims 12 -16 have been introduced.

No new subject matter has been added.

Claim Rejections - 35 USC § 103
On page 3 of the Office Action, it was stated that Claims 1-6, 10-11 were rejected

under 35 U.S.C. 103 as being unpatentable over Yao et al. in view of Van Der Suis et

al..

On Page 9 of the OA, it was stated dependent Claims 7-9 would be allowable if

rewritten in independent form.

Applicant has made appropriate correction.

The features of claims 6 and 7 were added to amended claim 1.

Claim 8 has been amended to be put in independent form.

As acknowledged by the Examiner in the last Office Action, none of the cited prior

art teaches either the limitations of claim 7 as filed or the limitations of claim 8 as filed.
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Therefore, the subject matters in amended claim 1 and amended claim 8 are novel
and non-obvious over the cited prior art and amended claims 1 and 8 are in condition for

allowance.

The same holds for independent claims 10 and 16 which include novel and non-

obvious limitations of claims 1 and 8, respectively.

The Dependent Claims are Patentable

Based at least upon their dependence from the independent claims 1 and 8, the
pending dependent claims 2-5, 9, and 11-15 are also patentably distinct and are
separately patentable. By virtue of the dependency of claims on independent claims,

these dependent claims are also novel and non-obvious over the cited documents.
As each of the remaining dependent claims depends on a base claim that is

believed to be in condition for allowance, Applicant does not believe that it is necessary

to argue the allowability of each of these claims individually.
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CONCLUSION

In view of the foregoing amendments and remarks, Applicant respectfully:
. Submits that the pending claims are in condition for allowance.
. Requests reconsideration and withdrawal of all rejections and the timely

issuance of a Notice of Allowance of the pending claims.

The Examiner is invited to direct any questions regarding the above-identified Application

to Applicant identified below at the listed contact address, e-mail, and telephone.

Respectfully submitted,

Date: February 18, 2025 /ADAM F LEWENTAL /
Adam Foster Lewental, Esq.
USPTO Reg. No.: 73,527
Telephone: (954) 658-0418

Customer No.: 180929
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18/026,925 DUVAL et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
MAHFUZUR RAHMAN 2498 Yes
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- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).
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1) Responsive to communication(s) filed on 03/17/2023.
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7) Claim(s) 1-6 and 10-11 is/are rejected.

8) Claim(s) 7-9 is/are objected to.

9) [ Claim(s) ___ are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(J The specification is objected to by the Examiner.
11)& The drawing(s) filed on 03/17/2023 is/are: a)& accepted or b){7] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[«] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)™ All b)(J Some**  ¢)(J None of the:
1.4 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.
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1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
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U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20241116-A
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DETAILED ACTION
Claims 1-20 are presented for examination on the merits.
Notice of Pre-AIA or AIA Status
The present application is being examined under the first inventor to file
provisions of the AlA.
Information Disclosure Statement
The information disclosure statement (IDS) submitted on 03/17/2023 has been
considered. The submission is in compliance with the provisions of 37 CFR 1.97. Form
PTO-1449 is signed and attached hereto.
Drawings
The drawings filed on 03/17/2023 are accepted by the examiner.
Priority
The application is filed on 03/17/2023 which is 371 of PCT/EP2021/075725

filed on 09/17/2021.

Claim Rejections - 35 USC § 103
1. In the event the determination of the status of the application as subject to AIA 35
U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any
correction of the statutory basis for the rejection will not be considered a new ground of
rejection if the prior art relied upon, and the rationale supporting the rejection, would be
the same under either status.
2. The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102, if the differences between the
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claimed invention and the prior art are such that the claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having
ordinary skill in the art to which the claimed invention pertains. Patentability shall not be
negated by the manner in which the invention was made.

3. The factual inquiries for establishing a background for determining obviousness
under 35 U.S.C. 103 are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating

obviousness or nonobviousness.

4. This application currently names joint inventors. In considering patentability of the
claims the examiner presumes that the subject matter of the various claims was
commonly owned as of the effective filing date of the claimed invention(s) absent any
evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1.56 to
point out the inventor and effective filing dates of each claim that was not commonly
owned as of the effective filing date of the later invention in order for the examiner to
consider the applicability of 35 U.S.C. 102(b)(2)(C) for any potential 35 U.S.C. 102(a)(2)

prior art against the later invention.

5. Claims 1-6 and 10-11 are rejected under 35 U.S.C. 103 as being
unpatentable over Yao et al. (US 20190065734 A1, hereinafter, Yao) in view of Van

Der Sluis et al. (US 20170310489 A1, hereinafter, Van Der Sluis).
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Regarding claim 1, Yao discloses a method for repairing response bits of a
physical unclonable function of an electronic device (Para 0013: set of input bits is
encoded to provide access to a set of redundant bits stored in a redundant bit’s

memory. The error indicating circuit includes an output rectifier circuit connected to the

PUF circuit and the redundant bits memory),

said physical unclonable function outputting said response bits and additional
output bits, said method comprising the following steps: generating a PUF response
from said response bits (S1) (Para 0015: second error counter receives the set of error
bits and generates a set of count values that indicates, for each of the error bits, a
number of operation cycles of the PUF circuit for which each said bit has not changed

state),

detecting an error in the PUF response (S2) (Para 0018: PUF circuit receives a
challenge as a set of input bits and generates a response as a set of output bits. The
method includes generating a set of rectified output bits with an output rectifier circuit

using the set of output bits and a set of redundant bits) ,

determining erroneous response bits of the PUF response (S3), (Para 0021: in

response to the challenge, the PUF circuit 102 generates a response as a set of output
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bits OUT[0:m]. As understood by those of skill in the art, the output out[0:m] of the PUF

circuit 102 depends on physical conditions surrounding the PUF circuit)

[determining a match (S4) between each determined erroneous response bit and
a selected additional output bit such that replacing the erroneous response bits by the
matching additional output bits corrects the error in the PUF response] (Para 0038:
replacing the redundant bits RED[0:k] stored therein so that in later operation cycles of
the PUF circuit 102, the output rectifier circuit 106 generates the rectified output bits

RECT_OUT[0:m] using the updated redundant bits),

storing said determined match in a repair list (S5), (Para 0024: he output rectifier
circuit 106 is configured for correcting errors in the output bits OUT[0:m]. In a presently
preferred embodiment, the output rectifier circuit 106 includes a forward error correction

(FEC) code for correcting errors in the output bits OUT[0:m])

replacing (S6) in the PUF response said erroneous response bits with the
matching additional output bits in the repair list (Para 0029: if the first threshold value is
set at five (5), then the output rectifier circuit 106 should be able to rectify at least five
erroneous bits of the set of output bits OUT[0:m], and preferably the output rectifier

circuit 106 could rectify at least six (6) errors in the response OUT[0:m]).
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Yao does not explicitly state but Van Der Sluis from the same or similar fields of
endeavor teaches determining a match (S4) between each determined erroneous
response bit and a selected additional output bit such that replacing the erroneous
response bits by the matching additional output bits corrects the error in the PUF
response (Van Der Sluis, Para 0118: If the error correcting code is linear, these are
themselves a sequence of one or more code words. The first term is a difference
between noisy bit strings from a PUF. In the case of equation 1, i.e., for
the correct match between stored first helper data and received second helper data....
A random bit string added to a sequence of code words is itself a random bit string.
Server 200 may now run both differences W.sub.1.sup.1-W.sub.2.sup.1 and

W.sub.1.sup.2-W.sub.2.sup.1 through an error corrector applying an error correction

algorithm associated with the error correcting code).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filing date of the claimed invention wherein determining a match (S4) between
each determined erroneous response bit and a selected additional output bit such that
replacing the erroneous response bits by the matching additional output bits corrects
the error in the PUF response as taught by Van Der Sluis in the teachings of Yao for the

advantage of generating a first PUF data during the enrollment phase, derived from a
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first noisy bit string of physical unclonable function. The first PUF data both uniquely
identifies the physically unclonable function, and comprises first helper data, that is later

be used to correct for noise in the noisy output of the PUF (Van Der Sluis, Para 0008).

Regarding claim 2, the combination of Yao and Van Der Sluis the method
according to claim 1, wherein said electronic device configured for access to a memory
storing said repair list comprising at least one match between a response bit and an
additional output bit (Yao Para 0018: An error bit has a first value if the corresponding
output bit matches the corresponding rectified output bit, and a second value if the
corresponding output bit does not match the corresponding rectified output bit),

the step of generation of a PUF response (S1) comprises replacing in the PUF
response said matched response bits with the matching additional output bits in the
repair list (Para 0019: he PUF circuit receives a set of input bits and generates a set of
output bits. An output rectifier circuit generates a set of rectified output bits based on a
set of redundant bits and the output bits. An error comparator compares the output bits
and the rectified output bits and generates a set of error bits).

Regarding claim 3, the combination of Yao and Van Der Sluis discloses the
method of claim 1, wherein said additional output bit are bits among most reliable output
bits of said physical unclonable function (Yao Para 0021: The error indicating
circuit 100 is used to determine a functional condition (i.e., the health) of the PUF
circuit 102. The PUF circuit 102 receives a challenge as a set of input bits IN[O:n]. In
response to the challenge, the PUF circuit 102 generates a response as a set of output

bits OUT[0:m).
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Regarding claim 4, the combination of Yao and Van Der Sluis discloses the
method of claim 1, wherein said device configured for access to a memory storing a
reference hash value of said response bits (Van Der Sluis Para 0143: the first PUF
data uniquely identifying a physically unclonable function of the cryptographic device,
the first PUF data comprising the first helper data, and [0144] Storing 620 the first
helper data in response to receiving the first PUF data), detecting an error in the PUF
response (S2) comprises :

generating a hash value by applying a hash function on said bits of the PUF
response, comparing said hash value with said stored reference hash value (Van Der
Sluis Para 0073: random number generator produces a true random seed from the
noisy bit string, e.g., the enrollment bit string, e.g., by applying a cryptographic hash
such as sha-256, thereto. In this case the noisy bit string has not been error
corrected).

Regarding claim 5, the combination of Yao and Van Der Sluis discloses the
method of claim 1, wherein detecting an error in the PUF response (S2) comprises
using an error correcting code (Yao Para 0024: he output rectifier circuit 106 includes a
forward error correction (FEC) code for correcting errors in the output bits OUT[0:m].
The FEC code corrects the errors using the redundant bits RED[0:K],).

Regarding claim 6, the combination of Yao and Van Der Sluis discloses the
method of claim 5, wherein determining erroneous response bits of the PUF response
to be repaired (S3) comprises : replacing one by one each bit of the PUF response by
an arbitrary value and determining if the error in the PUF response is corrected (Yao

Para 0028, 0038: the first threshold value is set to a number that is less than a
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maximum number of errors that can be corrected by the output rectifier circuit... he
redundant bits update circuit 210 stores the updated redundant bits UP_RED[0:K] in the
redundant bits memory 201, replacing the redundant bits ).

Regarding claim 10; Claim 10 is similar in scope to claim 1, and is therefore
rejected under similar rationale.

Regarding claim 11, the combination of Yao and Van Der Sluis discloses the
electronic device of claim 10 wherein detecting an error in the PUF response (S2)
comprises using an error correcting code (Yao Para 0024: the output rectifier
circuit 106 includes a forward error correction (FEC) code for correcting errors in the
output bits OUT[0:m]. The FEC code corrects the errors using the redundant bits
REDI0:k], and generates a set of rectified output bits), and

wherein determining erroneous response bits of the PUF response to be repaired
(S3) comprises: replacing one by one each bit of the PUF response by an arbitrary
value, and determining if the error in the PUF response is corrected (Van Der Sluis Para
0072-0074: a random number generator 120 arranged to select a first random bit string
during the enrollment phase. Both PUF 110 and random number generator 120 produce
a bit string during the enrollment phase. However, if the noisy bit string is produced by
PUF 110 multiple times, they will lie close together).

Allowable Subject Matter
6. Claims 7-9 are objected to as being dependent upon a rejected base claim, but
would be allowable if rewritten in independent form including all of the limitations of the

base claim and any intervening claims.
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Reasons for Allowance
7. The following is an examiner’s statement of reasons for placing claims 7-9 under
allowable subject matters:

The limitation of dependent claims 7-9 are allowed and the corresponding
dependent claims including respective and any intervening claims are not disclosed by
the any of the prior art of record. For example, the limitations in claim 9 recites
“..wherein said device being configured for having access to a memory storing a
Preventive toggling list of the least reliable response bits of said physical unclonable
function, determining erroneous response bits of the PUF response to be repaired (S3)
comprises replacing first bits of the Preventive toggling list before replacing other bits of
the PUF response..” which are not are not taught or fairly suggested by the prior art of
record.

The allowable subject matters in above dependent claims are novel and non-
obvious in scope over the prior art of record as the prior-art references fail to teach each
and every features of the aforesaid dependent claim(s) including the limitations set forth
above.

In view of the foregoing, the scope of claimed subject matters renders the
invention patentably distinct as none of the prior art of record, either taken by itself or in
any combination, would have anticipated or made obvious the invention of the present
application at or before the time it was filed.

Furthermore, the Examiner performed updated search which does not yield other

specific references that reasonably, either alone or in combination, would result a
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proper rejection of all the claimed features presented in each of the dependent claims 7-
9 under 35 U.S.C 102 or 35 U.S.C.103 with proper motivation.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled "Comments on

Statement of Reasons for Allowance."

Conclusion

8. The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure.

e Gotze etal. (US 20150092939 A1) discloses an invention for using dark bits
to reduce physically unclonable function (PUF) error rates wherein an
integrated circuit includes a PUF cell array and dark bit logic.

e WILLSCH (US 20200044872 A) discloses an apparatus for determining one
or several response bits includes a hardware element comprising a plurality of
parameters, and a determination module for determining one or several
response bits. The determination module is configured to perform the
determination of each response bit of the one or several response bits
depending on one or several challenge bits. .

9. In an effort to advance compact prosecution, with respect to any amendments to
the claimed invention, the applicant is respectfully requested to indicate the portion(s) of
the specification which dictate(s) the structure relied on for proper interpretation and

also to verify and ascertain the metes and bounds of the claimed invention.
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Moreover with respect to advancing compact prosecution, if the applicant intends
to make numerous amendments, the examiner respectfully requests that applicant
submit a clean copy of the claims in addition to the marked up copy of the claims in
order to expedite the examination process by allowing for accurate optical character
recognition (OCR) of the claims.

The prior art made of record and not relied upon, if any, is considered pertinent to
applicant’s disclosure and would be listed under PTO-Form 892.

10.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to MAHFUZUR RAHMAN whose telephone number is
(571)270-7638. The examiner can normally be reached on Monday thru Friday.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Yin-Chen Shaw can be reached on 571-272-8878. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.
Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you
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UNITED STATES PATENT AND TRADEMARK OFFIGE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandria, Virginia 22313-1450
oV

[ APPLICATION NUMBER FILING OR 371(C) DATE [ FIRSTNAMED APPLICAN;VW “W“’l-g ATTY. DOCKET NO./TITLE |
18/026,925 03/17/2023 Benjamin DUVAL DIS0175US_AB1/MBO
CONFIRMATION NO. 8676
180929 PUBLICATION NOTICE
iteleoual Property (MR SR

900 South Pine Island Road — Suite 710
PLANTATION, FL 33324

Date Mailed: 10/12/2023

Title:METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

Publication No.US-2023-0327891-A1
Publication Date:10/12/2023

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently https://portal.uspto.gov/pair/
PublicPair. Prior to publication, such status information is confidential and may only be obtained by applicant
using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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508035970 07/28/2023

PATENT ASSIGNMENT COVER SHEET

Electronic Version v1.1 EPAS ID: PAT8083121
Stylesheet Version v1.2
SUBMISSION TYPE: NEW ASSIGNMENT
NATURE OF CONVEYANCE: ASSIGNMENT
CONVEYING PARTY DATA
Name Execution Date
BENJAMIN DUVAL 03/06/2023
ALEXANDRE BERZATI 03/06/2023
OLIVIER FOURQUIN 03/06/2023
RECEIVING PARTY DATA
Name: THALES DIS DESIGN SERVICES SAS
Street Address: ARTE PARC BATIMENT D - ROUTE DE LA COTE D'AZUR CS60105
City: MEYREUIL
State/Country: FRANCE
Postal Code: 13590
PROPERTY NUMBERS Total: 1
Property Type Number
Application Number: 18026925

CORRESPONDENCE DATA

Fax Number:

Correspondence will be sent to the e-mail address first; if that is unsuccessful, it will be sent
using a fax numbetr, if provided; if that is unsuccessful, it will be sent via US Mail.

Phone: 954-658-0418
Email: us.intellectualproperty@thalesgroup.com
Correspondent Name: MARC BOILLOT - THALES DIS CPL USA, INC.
Address Line 1: 900 SOUTH PINE ISLAND ROAD - SUITE 710
Address Line 4: PLANTATION, FLORIDA 33324
ATTORNEY DOCKET NUMBER: DIS0175US_ABR/MBO
NAME OF SUBMITTER: MARC BOILLOT
SIGNATURE: /Marc BOILLOT/
DATE SIGNED: 07/28/2023
This document serves as an Oath/Declaration (37 CFR 1.63).

Total Attachments: 2
source=DIS0175 - Signed - Combined declaration and assignment - all inventors#page1 .if
source=DIS0175 - Signed - Combined declaration and assignment - all inventors#page?2.tif
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DIS0175-US-PCT

COMBINED DECLARATION AND ASSIGNMENT

As the below named inventor(s), |(we) hereby declare that this Combined Declaration and Assignment
is directed to:

Case Reference Patent Application Data
Number Official Title Inventor(s)
US Patent Application N° FOURQUIN Olivier
Filed on BERZATI Alexandre
DIS0175-US-PCT and its corresponding International Application pursuant to DUVAL Benjamin

the PCT/EP2021/075725 filed on September 17, 2021

METHOD OF IMPLEMENTING A PHYSICAL
UNCLONABLE FUNCTION

DECLARATION

e As the below named inventor, | further declare that;

» The above-identified application was made or authorized to be made by me.

e | believethat!l am the original inventor of a claimed invention in the application.

¢ | have reviewed and understand the contents of the above-identified specification, including
the claims. '

« | acknowledge the duty to disclose to the U.S. Patent and Trademark Office all information
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations,
§1.56.

e | hereby acknowledge that ahy willful false statement made in this declaration is punishable
under 18 U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or both.

ASSIGNMENT

THIS ASSIGNMENT is made by and between the undersigned inventor (hereinafter referred to as
"the Assignor), and THALES DIS DESIGN SERVICES SAS (hereinafter referred to as “the
Assignee’), a corporation duly organized under and pursuant to the laws of France and having a

principal place of business at: Arteparc Batiment D - Route de la Cote d'Azur - CS60105 - 135680
Meyreuil - France ) '

{iPage
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DIS0175-US-PCT

required to be done for the procurement, maintenance, enforcement, and defense of Letters Patent or

Patents for said inventions, without charge to the Assignee, its successors, legal representatives, and

assigns, bgt at the cost and expense of the Assignee, its successors, legal representatives, and

assigns;

AND the Assignor'hereby requests the Commissioner of Patents to issue any and all said Letters

Patent of the United States to the Assignee as the Assignee of said inventions, the Letters Patent to

be issued for the sole”use and benefit of the Assignee, its successors, legal representatives, and

assigns.

INVENTOR(S):

DUV, -
x 23 UVAL, Benjamin

Date Name

BERZATI, Alexandre

06 [53f20e3

Date Name

060 fi028 FOURQUIN, Ohwe.r

~Bignature >

&

Co

Date Name
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MULTIPLE DEPENDENT CLAIM
FEE CALCULATION SHEET

Substitute for Form PTO-1360
(For use with Form PTO/SB/06)

Application Number

18026925

Filing Date

Applicant(s) Benjamin DUVAL

* May be used for additional claims or amendments

CLAIMS AS FILED AFTER FIRST AFTER SECOND * * *
AMENDMENT AMENDMENT
Indep I Depend Indep I Depend Indep I Depend Indep I Depend Indep I Depend Indep I Depend
1 1 1 51
2 1 1 52
3 2 1 53
4 1 1 54
5 1 1 55
6 1 1 56
7 1 1 57
8 1 1 58
9 1 1 59
10 1 1 60
11 1 61
12 62
13 63
14 64
15 65
16 66
17 67
18 68
19 69
20 70
21 71
22 72
23 73
24 74
25 75
26 76
27 77
28 78
29 79
30 80
31 81
32 82
33 83
34 84
35 85
36 86
37 87
38 88
39 89
40 90
41 91
42 92
43 93
44 94
45 95
46 96
47 97
48 98
49 99
50 100
Total Indep 1 2 0
— T | ol — |
Depend
. N N N
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 18/026,925
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR1.18(a), (b}, or (0)) N/A N/A N/A N/A 320
SEARCH FEE
(37 GFR 1.16(K). ), or (m)) N/A N/A N/A N/A 540
EXAMINATION FEE
(37 GFR 1.16(0), (8}, or (a) N/A N/A N/A N/A 800
TOTAL CLAIMS .
(37 CFR 1.16()) 11 minus 20= OR [x 100 - 0.00
INDEPENDENT CLAIMS *
(37 CFR 1.16(h)) 2 minus 3 = x 480 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0” in column 2. TOTAL TOTAL 1660
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
| Total g i w -
s (37 CF(:H 16(i)) Minus OR |x
) Independent * Minus | *** =
5 (37 CFR 1.16(h) OR |x
<§: Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(S) FEE(S)
E AMENDMENT PAID FOR
LU Total * Minus | ** = =
= (37 CF?H.IB(H) OR |«x -
% Independent * Minus | *** = _ OR M _
w (37 CFR 1.16(h)) = =
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16())
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

| U.S. APPLICATION NO. FIRST NAMED INVENTOR ATTY. DOCKET NO.
18/026,925 Benjamin DUVAL DIS0175US_AB1/MBO
180929 [ INTERNATIONAL APPLICATION NO. |
THALES DIS CPL USA, INC. PCT/EP2021/075725
Intellectual Property LA. FILING DATE PRIORITY DATE
900 South Pine Island Road — Suite 710 09/17/2021 09/18/2020

PLANTATION, FL 33324
CONFIRMATION NO. 8676

371 ACCEPTANCE LETTER

O A L

NOTICE OF ACCEPTANCE OF APPLICATION UNDER 35 U.S.C 371 AND 37 CFR 1.495

The applicant is hereby advised that the United States Patent and Trademark Office, in its capacity as a
Designated / Elected Office (37 CFR 1.495), has ACCEPTED the above identified international application for
national patentability examination in the United States Patent and Trademark Office.

The United States Application Number assigned to the application is shown above. A Filing Receipt will be
issued for the present application in due course. THE DATE APPEARING ON THE FILING RECEIPT AS THE
"FILING DATE or 371(c) DATE" IS THE DATE ON WHICH THE LAST OF THE 35 U.S.C. 371 (c)(1) and (c)(2)
REQUIREMENTS HAS BEEN RECEIVED IN THE OFFICE. THIS DATE IS SHOWN BELOW. The filing date of
the above identified application is the international filing date of the international application (Article 11(3) and 35
U.S.C. 363)

03/17/2023
DATE OF REGEIPT OF 35 U.S.C.
371(c)(1) and (c)(2) REQUIREMENTS

The following items have been received:

« Copy of the International Application filed on 03/17/2023

+ Copy of the International Search Report filed on 03/17/2023
+ Preliminary Amendments filed on 03/17/2023

« Information Disclosure Statements filed on 03/17/2023

« Inventor's Oath or Declaration filed on 03/17/2023

+ U.S. Basic National Fees filed on 03/17/2023

+ Assignee Statement for PGPUB filed on 03/17/2023

« Authorize Access to Search Results filed on 03/17/2023

« Priority Documents filed on 03/17/2023

* Power of Attorney filed on 03/17/2023

+ Authorization to Permit Access filed on 03/17/2023

+ Application Data Sheet (37 CFR 1.76) filed on 03/17/2023

page 1 of 2

FORM PCT/DO/EO/903 (371 Acceptance Notice)
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Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5)

INDIA L EVANS

Telephone: (571) 272-9085

page 2 of 2

FORM PCT/DO/EO/903 (371 Acceptance Notice)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE RECD I ATTY.DOCKET.NO ITOT CLAIMSI IND CLAIMSl
18/026,925 03/17/2023 1660 DIS0175US_ABr/MBO 11 2
CONFIRMATION NO. 8676
180929 FILING RECEIPT

imellostial Property OO0

900 South Pine Island Road — Suite 710
PLANTATION, FL 33324

Date Mailed: 07/06/2023

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)

Benjamin DUVAL, SAINT MAXIMIN, FRANCE;

Alexandre BERZATI, FUVEAU, FRANCE;

Olivier FOURQUIN, FUVEAU, FRANCE;
Applicant(s)

THALES DIS FRANCE SAS, MEUDON, FRANCE;
Assignment For Published Patent Application

THALES DIS FRANCE SAS, MEUDON, FRANCE

Power of Attorney: The patent practitioners associated with Customer Number 180929

Domestic Priority data as claimed by applicant
This application is a 371 of PCT/EP2021/075725 09/17/2021

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)
EUROPEAN PATENT OFFICE (EPO) 20315413.3 09/18/2020

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes

page 1 of 3
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 07/03/2023

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 18/026,925

Projected Publication Date: 10/12/2023

Non-Publication Request: No

Early Publication Request: No

Title

METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.

page 3 of 3
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Doc Code: ECOMM.AUTH/ECOMM. WTDW
Doc Description: internet Communications Authorized/internet Communications Authorization Withdrawn

PTO/SB/433 {1115}
/~ AUTHORIZATION FOR INTERNET | Appiication No. N
COMMUNICATIONS IN A PATENT | Filing Date

APPLICATION OR REQUESTTO First Named Inventor | Benjamin DUVAL
WITHDRAW AUTHORIZATION FOR [ AtUnit

INTERNET COMMUNICATIONS Examiner Name
Practitioner Docket No.  |EHSC{75US_ABIMBO j

To: Commissioner for Patents
P.0O. Box 1450
Alexandria, VA 22313-1450

i. To authorize permission for internet Communications.

Recognizing that Internet communications are not secure, | hereby authorize the USPTO to communicate
with the undersigned and practitioners in accordance with 37 CFR 1.33 and 37 CFR 1.34 concerning any subject
matter of this application via video conferencing, instant messaging, or electronic mail. { understand that a copy of

these communications will be made of record in the application file. (MPEP 502.03)

. To withdraw authorization for internet Communications,

The autherization given on , to the USPTO to communicate with the undersigned and
any practitioner in accordance with 37 CFR 1.33 and 37 CFR 1.34 concerning any subject matter of this application
via internet communications such as video conferencing, instant messaging, or electronic mail is hereby
withdrawn. | understand that the withdrawal is effective when approved rather than when received.

fam the
applicant.

attorney or agent of record. Registration number 56164

attorney or agent acting under 37 CFR 1.34, Registration number

Marc A BOILLOT/ February 17, 2023
Signature Date
Marc A BOILLOT 254-658-0418
Typed or printed name Telephone Nurmber

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Juristic entities
must be represented by a patent practitioner {se2 37 CFR 1.31, w is applicable to any paper filed on or after Segtember 16, 2012, thatis
presented an behaif of a juristic entity, regardiess of application filing date}. Submit multiple forms if more than one signature is required, see
below®.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 83-579) requires that you be given cerlain information in connection
with your submission of the attachad form related 10 a pateni application or pateni.  Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
coliection of this information is 35 U.8.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary;
and {3} the principal purpese for which the information is used by the U.S. Patent and Trademark
Qifice is to process and/or examine your submission related 1o a patent application or patent. f you do
niot furnish the requasted information, the U8, Patent and Trademark Office may not be able 1o
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially fo the extent aliowed under the
Fresdom of Information Act {5 U.8.C. 552} and the Privacy Act (5 U.S.C 552a). Records from
this system of racords may be disciosed o the Department of Justice 1o determing whether
disclosure of these records is required by the Freedom of information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence 1o a court, magistrate, or administrative tribunal, including disclosures to
opposing counseal in the course of setiiement negotiations.

3. A record in this system of records may be disclosed, as a routing use, to a Member of
Congress submitling a request involving an individual, to whom the record pertains, when the
individual has requesied assistance from the Member with respect to the subject matter of the
record.

4. A record in this system of records may be discicsed, as a routine use, 1o a contractor of the
Agency having need for the information in order to perform a contract. Recipisnts of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.8.C. 852a(m).

5. A rscord ralated to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routing use, to the International Bureau of the
World Inteliectual Property Crganization, pursuant to the Patent Cooperation Traaty.

6. A record in this sysiem of records may be disclosed, as a routine use, to anocther federal
agency for purposes of National Security review {35 U.8.0. 181) and for review pursuant to
the Atomnic Energy Act (42 U.8.C. 218(c}).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/har designee, during an inspaction of records conductad by G3A as
pari of that agency’s responsibitity 1o recommend improvemenis in records managemesnt
practices and programs, under authority of 44 L1.8.C. 2904 and 2906. Such disclosure shali
be made in accordance with the GSA regulations governing inspection of records for this
purpese, and any other relevant (e, GSA or Commerce) dirgctive. Such disclosure shall not
be used to make determinations about individuals.

8. A racord from this system of records may be disclosed, as a routing use, 1o the public afier
either publication of the application pursuant to 35 U.S.C. 122(b} or issuance of a patent
pursuant to 35 U.8.C. 151, Further, a record may be disclosed, subject (o the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
bacame abandoned or in which the proceedings wers terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

3. A record from this system of records may be disclosed, as a routine use, to a Federal, Siale,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.

~
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s can all trust

Attorney Docket No. DISQ175US ABr/MBO

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Patent Application of
First named Inventor: Benjamin DUVAL
Application No.: Confirmation Number:
International Filing Date: September 17, 2021

Title: METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

GENERAL AUTHORIZATION FOR PETITIONS
FOR EXTENSIONS OF TIME AND PAYMENT OF FEES

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Commissioner:

The U.S. Patent and Trademark Office is hereby provided with a general authorization to
treat any concurrent or future reply requiring a petition for an extension of time for its timely
submission, as containing a request therefor for the appropriate length of time, in accordance with
37 C.F.R. § 1.136(a)(3),

The Commissioner is hereby authorized to charge any appropriate fees that may be

required by this paper, or any other submissions in this application, and to credit any
overpayment, to Deposit Account No0.604092.

Respectfully submitted,

Marc A. BOILLOT

Date: February 21, 2023 By: [Marc A. BOILLOT/
Marc A. BOILLOT
Registration No. 56164

Customer No. 180929
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DISS1YS-US-PCT

COMBINED DECLARATION AND ASSIGNNENT

As the bslow namad inventon(s), i{we) hereby declare that this Combined Daclaration and Assignmeant

is directed to:

Case Reference
Nusnber

Patent Application Data
Cfficial Title

fnventor{s)

DISSI73-US-PCT

Us Patent Application N°
Filed on

and its corresponding Intemnational AppHeation pursuant to
the PCT/EP2021/075725 filed on September 17, 2021

METHOD OF IMPLEMENTING & PHYSICAL
UNCLONABLE FUNCTION

FOURQUIN Olivier
BERZATI Alexandre
DUVAL Benjamin

DECLARATION

s As the balow named inventor, | further declars that;

» The above-identified application was made or authorized to be made by me.

« | believe that | am the original invantor of a claimed invantion in the application,

» | have reviewed and understand the contents of the above-idantified specification, including

tha claims.

s | acknowledge the duty to disclose to the U.8. Patent and Trademark Office all information
known to me 1o be material o pateniability as defined in Title 37, Code of Federal Regulations,

§ 1.56.

= | hereby acknowladge that any wiliful false statement mads in this declaration is punishabie

under 18 L1.8.C. 1001 by fine or imprisonment of not more than five (8) vears, or both,

ASSIGNMENT

THIS ASSIGNMENT is made by and between the undersigned inventor (hereinafter referred to as

"the Assignor), and  THALES DIS DEBIGN SERVICES SAS

{herginalter referred to as “the

Assignes™}, a corporation duly organized under and pursuant to the faws of France and having &
principat place of business at: Artepare Bétiment D - Route de la Céle d"Azur - CB60108 - 13580

Meyreuil ~ France
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DIS017S-USFCT

required to be dona for the procurement, maintenance, enforcement, and defense of Lefters Batent or
Patents for sald inventions, without charge 1o the Assignes, its successors, legal represantatives, and
a88KINS, but at the cost and expense of the Assignes, s successors, legal reprasentatives, and

assigns;

AND the Assignor‘hereby requests the Commissioner of Patents io isksue any and all said Letters
Patent of the United States to the Assignes as the Assignee of said inventions, the Letters Patent to
be issued for the sole use and banefit of the Assignes, its successors, legal representatives, and

assigns.

INVENTOR(S):

/o5 /7005 DUVAL, Benjamin | ffﬁ &\} MGQ

Dafe Name slgnatufe
. or
@4:{’6«5{ 2s¢3  BERZAT! Alexandre ‘ ,@‘f y:;w:m;:_w
Date Name ~Bignature 9
B e T
06763 f20ps  FOURQUIN, Olivier *,Q%
DOL L o . A
Date Namea Signature
3ifage
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PTO/SB/08a (02-18)

Doc code: IDS Approved for use through 11/30/2020. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor |

Benjamin DUVAL

Art Unit

Examiner Name |

Attorney Docket Number

| DIS0175US_ABr/MBO

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
- Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code? of cited Document )
Figures Appear
- abstract
1 0703989 B1 PO17-07-11 Pltera Corporation page 1. line 59 - page 2, line 27

If you wish to add additional U.S. Patent citation information please click the Add button.

Add

U.S.PATENT APPLICATION PUBLICATIONS

Remove

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
1w Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
abstract
1 20160087805 A1 P016-03-24 INTEL CORP paragraphs [0017] - [0048]
2 0100031065 A1 P010-02-04 FUTA YUICHI [JP] ET AL abstract
paragraphs [0013] - [0045]
KIRKPATRICK MICHAEL 5 1-10 | abstract
3 20130254636 A1 P013-09-26 US] ET AL paragraphs [0004] - [0005]

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS

Remove

Examiner|
Initial*

Cite
No

Foreign Document
Number3

Country
Code?j

Kind
Code?

Publication
Date

Name of Patentee or
Applicant of cited
Document

Pages,Columns,Lines
where Relevant
Passages or Relevant
Figures Appear

Ts

EFS Web 2.1.18
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Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Benjamin DUVAL
Art Unit |
Examiner Name |

Attorney Docket Number |DISO175US_ABr/MBO

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

nternational Search Report (PCT/ISA/220) and Written Opinion (PCT/ISA/237) mailed on October 20, 2021, by the
1 uropean Patent Office as the International Searching Authority for current International Application
0. PCT/EP2021/075725 - [14 pages]

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered |

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP S01.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
1 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if|
English language translation is attached.

EFS Web 2.1.18
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Application Number

Filing Date

INFORMATION DISCLOSURE First Named Inventor | Benjamin DUVAL

STATEMENT BY APPLICANT

o Art Unit |
( Not for submission under 37 CFR 1.99)

Examiner Name |

Attorney Docket Number |DISO175US_ABr/MBO

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e){(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Marc BOILLOT/ Date (YYYY-MM-DD) 2023-03-17
Name/Print Marc BOILLOT Registration Number )561 64

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.18
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/aor examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may he disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may he disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.18
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Doc Code: PA..
PTO/AIA/82A (07-13)

Document Description: Power of Attorney Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number

Filing Date

First Named Inventor Benjamin DUVAL

Title METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

Art Unit

Examiner Name

Attorney Docket Number |DIS0175US_ABr/MBO

SIGNATURE of Applicant or Patent Practitioner

Signature /Marc BOILLOT/ Date (Optienal) | March 17, 2023

Name Marc BOILLOT Registration | 56164

Number

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity) THALES D I S FRANC E SAS

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

*Total of | forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/80 (07-17)

Approved for use through 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no person is required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

I hereby revoke all previous powers of attorney given in the application identified in the attached
statement under 37 CFR 3.73(c).

| hereby appoint:

Practitioners associated with Customer Number: | 9 80929
OR

Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):

Registration Name Registration
Number Number

Marc BOILLOT 56164

Name

As attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
any and all patent applications assigned only to the undersigned according to the USPTO assignment records or assignment documents
attached to this form in accordance with 37 CFR 3.73(c).

Please change the correspondence address for the application identified in the attached statement
under 37 CFR 3.73(c) to:

I:l The address associated with Customer Number:
OR

I:I Firm or individual name

Address

City | State Zip

Country

Telephone | Email

Assignee name and address:

THALES DIS FRANCE SAS - 6, rue de la Verrerie - 92190 MEUDON-FRANCE

A copy of this form, together with a statement under 37 CFR 3.73(c) (Form PTO/AIA/96 or equivalent) is required to be
filed in each application in which this form is used. The statement under 37 CFR 3.73(c) may be completed by one of the
practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed.

SIGNATURE of Assignee of Record
The individual whose signature and title is supplied below is authorized to act on behalf of the assignee.

Signature Date January 18 2022

Name Benoit JOUFFREY Telephone

Title Chief Technical Officer (CTO)

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update
(and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This
collection is estimated to take 18 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should
be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectual
Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to
the public if the record was filed in an application which became abandoned or in which the proceedings
were terminated and which application is referenced by either a published application, an application
open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

FIELD OF THE INVENTION

The present invention relates to a method for implementing a Physically
Unclonable Function (PUF). It relates particularly to a method for repairing the
response provided by such a PUF after some output bits of the PUF have undergone

permanent damage.

BACKGROUND OF THE INVENTION

A Physically Unclonable Function (PUF) is a function embodied in a physical
device whose oufput depends on the microstructures of the device components
generating it. The intrinsic PUF microstructures characteristics depend on random
process variations during manufacture that are uncontrolled and cannot be
monitored. Hence, when a physical stimulus is applied to the device components,
they react in an unpredictable way due to the complex interaction of the stimulus with
the physical microstructure of the components. Such a PUF is therefore easy to
evaluate but practically impossible to predict or duplicate, even knowing the exact
manufacturing process that produced it. The applied stimulus is called the challenge,
and the reaction of the PUF is called the response. A specific challenge and its
corresponding response together form a challenge-response pair which is specific to
a given device and may be used for example as a seed for cryptographic applications
or for authentication of the PUF device.

A PUF of a chip may be based on its electronic components. For example a PUF
output bit may be generated from the difference between the outputs of a pair of
electronic components called primitives. Given the natural variations in the behavior

of electronic components ({especially due {0 environmenial conditions like
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temperature or power supply}, a PUF response may not always be the same for a
given challenge. In order to avoid errors in a process based on a PUF response,
such as authentication, such a challenge-response pair must be steady. An existing
method for making the PUF response to a reference challenge as steady as possible
is to use for the PUF response only output bits for which primitives output difference
is far enough from the O/1 digitalization threshold. By doing so, small variations in
primitive outputs difference for the selected bits, due to electronic noise for example,
do not lead to a toggling of the output bits.

Unfortunately, primitives output may be subject to stronger variations, strong
enough to make output bits selected for the PUF response toggle or to permanently
change their value. For example electrical component microstructure may be
damaged by ageing or by physical attacks such as fault injection by laser attack.

As aresult, there is a need for a method enabling to repair the response bits of a
PUF when primitives forming the PUF response suffer from damage making the

output bits unsteady or permanently modifying their value.

SUMMARY OF THE INVENTION

The invention aims at solving the above mentioned technical problem.

For this purpose and according to a first aspect, this invention therefore relates to
a method for repairing response bits of a physical unclonable function of an
electronic device, said physical unclonable function outputting said response bits and
additional output bits, said method comprising the following steps:
- generating a PUF response from said response bits,

- detecting an error in the PUF response,

determining erroneous response bits of the PUF response,
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- determining a match between each determined erroneous response bit and a
selected additional output bit such that replacing the erroneous response bits by the
matching additional output bits corrects the error in the PUF response,

- storing said determined match in a repair list,

- replacing in the PUF response said erroneous response bits with the
matching additional output bits in the repair list.

By doing so, erroneous bits of the PUF response are identified and corrected by
more reliable output bits of the PUF.

Said electronic device being configured for having access to a memory storing
said repair list comprising at least one match between a response bit and an
additional output bit, the step of generation of a PUF response may comprise
replacing in the PUF response said matched response bits with the matching
additional output bits in the repair list.

It enables to make the corrections of the PUF response permanent, without
having to determine again all required corrections at each new generation of a PUF

response.

Said additional output bit may be bits among the most reliable output bits of said
physical unclonable function.

It enables to make sure that the additional bits used to correct the PUF response
are stable enough so that the PUF circuits will provide a steady PUF response after

the correction is applied.
In a first embodiment of the method according to the first aspect wherein said

device is configured for having access to a memory storing a reference hash value of
said response bits, the step of detecting an error in the PUF response may comprise:
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- generating a hash value by applying a hash function on said bits of the PUF
response,

- comparing said hash value with said stored reference hash value.

It enables to simply identify if there is an error in the PUF response without
storing the PUF response itself.

In a second embodiment of the method according to the first aspect, the step of

detecting an error in the PUF response may comprise using an error correcting code.

The step of determining erroneous response bits of the PUF response to be
repaired may comprise . replacing one by one each bit of the PUF response by an
arbitrary value and determining if the error in the PUF response is corrected.

it enables to minimize the computations required to find the erroneous bits of the

PUF response.

In a first embodiment, replacing each bit may be performed in a random order.

Doing so prevents an attacker from gaining knowledge about the index of the
erroneous bits from the time spent to identify them.

In a second embodiment, replacing each bit is performed in a predetermined
order.

In an embodiment of the method according to the first aspect wherein said device
is configured for having access {0 a memory storing a Preventive toggling list of the
least reliable response bits of said physical unclonable function, the step of
determining erroneous response bits of the PUF response to be repaired comprises

148



WO 2022/058567 PCT/EP2021/075725

replacing first bits of the Preventive toggling list before replacing other bits of the PUF
response.

By doing so, the identification of the erroneous response bits is made faster by
reducing the number of response bits to be replaced before the erroneous bits are

found.

According to a second aspect, the invention relates to an electronic device
comprising active electronic primitives, PUF circuits generating a PUF response by
running a physical unclonable function, a processor and at least one memory

configured to perform the steps of the method according to the first aspect.

BRIEF DESCRIPTION OF THE DRAWINGS

Other characteristics and advantages of the present invention will emerge more
clearly from a reading of the following description of a number of preferred
embodiments of the invention with reference to the corresponding accompanying
drawings in which:

- Figure 1 depicts schematically an example of an electronic device according
to the present invention;

- Figure 2 is a schematic illustration of a method for repairing response bits of
a physical unclonable function of the electronic device according to an embodiment
of the present invention,

- Figure 3 depicts schematically an example of a processing of a reference
hash value in factory according to an embodiment of the invention;

- Figure 4 is a schematic illustration of an embodiment of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
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The invention aims at repairing response bits of a Physically Unclonable Function
(PUF) of an electronic device.

As shown on Figure 1, the electronic device 10 includes a processor 11 and at
least one memory 12. It also include PUF circuits 13 in charge of running the physical
unclonable function and generating a PUF response from a challenge. The electronic
device also includes a plurality of active electronic primitives 14 from which the PUF
response will be generated. In this document, a primitive is an active electronic unit
or electronic component. Preferably, the primitive is a basic electronic unit. For
example primitives may be transistors, vias, resistances, capacitors, ring oscillators
or SRAM cells.

In the following examples, the electronic device is a chip but it could be any other
kind of integrated circuit, system-on-a-chip (SOC) or printed circuit board (PCB). It
may for example be a RFID tag.

Each bit of a PUF response of a device including a PUF function is usually
generated based on a comparison between the outputs of two primitives of the
device. In order to guarantee the unpredictability and uniqueness of the PUF
function, such primitives are usually designed as identical but in fact behave slightly
differently because of microstructure differences depending on random process
variations during manufacture. The distribution of the electrical characteristics of a

set of primitives usually follows a normal law.

The output of a bit of the PUF, derived from a comparison between outputs of
two primitives, may be unstable if the result of such a comparison varies, for example
depending on environmental conditions such as temperature. As a result only the
most stable output bits of the PUF shall be used for generating a stable PUF
response. For example an output bit may be qualified as stable only when the
corresponding primitives provide outputs sufficiently far from each other so that the
sign of the comparison between them remains stable despite small variations of
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these two output values. The output bits of the PUF selected for generating the PUF
response are called response bits in the following paragraphs. The remaining output
bits of the PUF are not used for generating the PUF response. Nevertheless, even
though these other output bits were not selected in the first place for the generation
of the PUF response because other output bits were deemed more stable, some of
them may be stable enough to be used for generating a PUF response if needed.
The main idea of the invention is that when a PUF response bit is not stable anymore
or was permanently damaged, it may be permanently replaced in the PUF response
by another output bit providing the same value than the one the damaged respaonse
bit used to provide. By doing so, the unstable output bit is not used anymore to

generate the PUF response.

In this document, the output bits used as replacement for erroneous response
bits are called additional output bits. In order to make the correction of the PUF
response efficient and stable, they shall be stable. in order to do so, the additional
output bit may be bits among the most reliable output bits of said physical unclonable

function.

According to a first aspect, the invention relates to a method for repairing
response bits of a physical unclonable function of the electronic device 10. The steps
of this method are described in details in the following paragraphs and shown on
Figure 2.

In a first step 81, the PUF circuits 13 generate a PUF response to a challenge
from the PUF response bits. This challenge is transmitted to the PUF circuits by the
processor 11 of the electronic device 10. It may be a predefined challenge stored in a
memory of the electronic device. Alternatively the challenge may be transmitted to
the electronic device by a remote device.

In a second step S2, the PUF circuits detect an error in the PUF response.
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In a first embodiment, the PUF circuits may detect an error in the PUF response

by using an error correcting code.

In a second embodiment, a reference hash value of the response bits is stored in
a memory which can be accessed by the electronic device. Such a reference hash
value may for example be computed in factory, before the electronic device is
handed over to a customer, as shown on Figure 3. At that time the electronic device
has not suffered yet from any ageing effect or attack and the PUF response
generated by the PUF circuits can be used as a future reference. Such a reference
hash value may for example be stored in a non-volatile memory 12 of the electronic
device, or may be stored in an external NVM memeory which the electronic device can
access through a wired or wireless connection such as a communication network. An
initialization vector used for initializing the hash function may be stored with the
reference hash value.

In such an embodiment, at the time of the second step, in order to detect an error
in the PUF response, the PUF circuits may generate a hash value by applying a hash
function on the bits of the PUF response, and compare the generated hash value

with the stored reference hash value.

Such a step may be performed each time the PUF circuits are reguested to
generate a PUF response value.

In a third step S3, the PUF circuits determine erroneous response bits of the PUF

response.
When the PUF circuits use an error correcting code, such an ECC may bhe used

to determine which response bits of the PUF response are erroneous and to be
repaired.
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Alternatively, the PUF circuits may replace one by one each bit of the PUF
response by an arbitrary value and determine if the error in the PUF response is
corrected by comparing a hash of the modified PUF response with the reference
hash value. if multiple bits are erroneous in the PUF response, multiple bits may be
replaced by their complement at the same time in order to determine all the
erroneous bits of the PUF response.

Replacing each bit may be performed in a random order in order to prevent an
attacker from deducing the index of erroneous bits from the time spent for identifying

them.

Alternatively it may be performed in a predetermined order. For example,
advantage can be taken of knowledge about how reliable the PUF response bits are
to test the least reliable bits first. In order to do so, the electronic device may have
access to a memory storing a Preventive toggling list of the least reliable PUF
response bits, and determining erroneous response bits of the PUF response to be
repaired may comprise replacing first the bits of the Preventive toggling list before
replacing other bits of the PUF response. During the life of the electronic device, the
Preventive toggling list may be regularly updated by re-assessing the reliability of all
the output bits used o generate the PUF response.

Such a use of a preventive toggling list may be used as a way to detect fault
attacks. Indeed, when the PUF response becomes erroneous but none of the output
bits of the preventive toggling list is responsible for it, the electronic device has
probably undergone a fault attack and the PUF circuits may be configured to raise an

alarm to the processor of the electronic device.
Preferably, the reference hash value is read from the NVM memory in which it is

stored only once, at the second step, and then stored in a volatie memeory of the

electronic device for subsequent reading in the next steps.
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In a fourth step S4, the PUF circuits determine a match between each
determined erroneous response bit and a selected additional output bit such that
replacing the erroneous response bits by the matching additional output bits corrects
the error in the PUF response. By doing so, a replacement bit is identified among the
PUF additional output bits for each PUF response bit that is not stable and correct
anymore.

When the erroneous response bits are determined in the third step by a
comparison to the reference hash value, the third step and the fourth step may be
performed altogether by replacing one by one each bit of the PUF response by the
value from an additional output bit. By doing so, when erroneous bits are found, the
additional output bits to be used as replacement are already identified.

In a fifth step S5, the determined match is stored. In the rest of this document,
the object in which it is stored is called a repair list, even though this object is not
restricted to a list and may be of another format such as a matrix, a table, an array...
This list may be stored in a memory 12 of the electronic device or at a distant
location. It may be stored at the same location than the reference hash value, as
shown on Figure 3. In order to avoid matching a single additional output bit to
multiple errcnecus response bits, and to prevent any malicious modification of the
matching stored in it, the repair list may be such that each additional output bit may
be matched with only one response bit and it may be one-time-programmable.

In a sixth step S6, the PUF circuits replace in the PUF response the erroneous

response bits with the matching additional cutput bits in the repair list.

After the third step has been performed, erroneous response bits have been
identified and the PUF response may already be corrected without waiting for
matching additional output bits to be identified and the matching to be stored. As a
result a corrected PUF response may be issued by the PUF circuits to the processor
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of the electronic device at the end of the third step after toggling the erroneous
response bits, for example by performing a XOR of the PUF response with &
correction vector having 1 at the index of the determined erroneous bits and 0
elsewhere. In such a case, the identified matching between erroneous response bits
and additional output bits to be used as correction is only used for correcting the PUF
response at subsequent generations of the PUF response. Applying it at all next
generations of the PUF response makes such a correction permanent.

Such a method may be applied repeatedly at successive generations of the PUF
response. Consequently, when the first step of generating a PUF response is
performed, erroneous response bits may already have been identified during a
previous execution of the steps of the method and the electronic device may have
access to a memory storing a repair list already comprising at least one match
between a response bit and an additional output bit. In order to take into account the
correction required following this previous execution, the first step of generation of a
PUF response may comprise replacing in the PUF response the matched response

bits with the matching additional output bits in the repair list.

An example is given on Figure 4, in which the PUF response bits are first
corrected according to the matching stored in the repair list, then if at least a new
error is found, the bits of the PUF response are replaced one by one and each time a
new hash value of the PUF response is computed and compared to the reference
hash value. When a successful correction and a matching additional output bit is
identified, the matching is stored in the repair list.

In some cases, it is possible that no additional output bit, that is to say the bits
stable enough to be used as replacement bits for erroneous output bits, is available.
Such a case may for example happen when all the output bits qualified as additional
output bits are registered in the repair list as matching an erroneous output bit, i.e.
they are all already used for correcting erroneous response bits detected at previous
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executions of the method. It may also be the case when no output bit, apart from the
original response bits, has been identified as stable enough to qualify as additional
output bit. In such case, if at least one new erroneous response bit has been
identified at the third step, the PUF circuits will fail to determine a match between this
erroneous response bit and an available additional output bit during the fourth step.
The PUF response can still be instantaneously corrected by toggling the identified
new erroneous bit but the new erroneous output bit cannot be permanently replaced
by a more stable output bit for generating the PUF response. In such a case the PUF

circuits may send a warning to the processor of the electronic device.

The method according to the invention may be applied at each generation of the
PUF response. Alternatively, previocusly identified matching may be applied at each
generation of the PUF response but the research of new errors and corrections to be
applied may be performed only once in a while after a predetermined number of PUF

response generations for example.

According to a second aspect, the invention relates to an electronic device 10
comprising active electronic primitives 14, PUF circuits 13 generating a PUF
response by running a physical unclonable function, a processor 11 and at least one
memory 12 configured to perform the steps of the method described here above, as
shown on Figure 1.
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CLAIMS

1. A method for repairing response bits of a physical unclonable function of an
electronic device (10), said physical unclonable function outputting said response bits
and additional output bits,

said method comprising the following steps:

generating a PUF response from said response bits (S1),

1

detecting an error in the PUF response (S2),

determining erronecus response bits of the PUF response (S3},

determining a match (S4) between each determined erroneous response bit
and a selected additional output bit such that replacing the erroneocus response bits
by the matching additional output bits corrects the error in the PUF response,

- storing said determined match in a repair list (85),

- replacing (S6) in the PUF response said erroneous response bits with the
matching additional output bits in the repair list.

2. The method according to claim 1, wherein said electronic device being
configured for having access to a memory storing said repair list comprising at least
one match between a response bit and an additional output bit, the step of
generation of a PUF response (S1) comprises replacing in the PUF response said
matched response bits with the matching additional output bits in the repair list.

3. The method of any one of claim 1 to 2, wherein said additional output bit are
bits among the most reliable output bits of said physical unclonable function.

4. The method of any one of claim 1 to 3, wherein said device being configured

for having access to a memory storing a reference hash value of said response bits,
detecting an error in the PUF response {82} comprises .
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- generating a hash value by applying a hash function on said bits of the PUF
response,

- comparing said hash value with said stored reference hash value.

5. The method of any one of claim 1 to 3, wherein detecting an error in the PUF
response (S2) comprises using an error correcting code.

6. The method of any one of claim 1 to 5, wherein determining erroneous
response bits of the PUF response to be repaired {S3) comprises : replacing one by
one each bit of the PUF response by an arbitrary value and determining if the error in

the PUF response is corrected.

7. The method according to claim 6, wherein replacing each bit is performed in a
random order.

8. The method according to claim 6, wherein replacing each bit is performed in a

predetermined order.

9. The method according to claim 6, wherein said device being configured for
having access to a memory storing a Preventive toggling list of the least reliable
response bits of said physical unclonable function, determining erroneous response
bits of the PUF response to be repaired (S3) comprises replacing first bits of the
Preventive toggling list before replacing other bits of the PUF response.

10. An electronic device (10) comprising active electronic primitives (14), PUF
circuits (13) generating a PUF response by running a physical unclonable function, a
processor (11) and at least one memory (12) configured to perform the steps of the
method of any one of claims 1to 9.
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Attorney Docket No.: DIS0175US_AB1/MBO

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Appln. No. : Unassigned Confirmation No. : Unassigned
Examiner : Unassigned TC/A.U. : Unassigned
Applicant : THALES DIS FRANCE SAS

Inventors : FOURQUIN Olivier, BERZATI Alexandre, DUVAL Benjamin
Filing Date : Unassigned

Title : METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE
FUNCTION

PRELIMINARY AMENDMENT

MAIL STOP AMENDMENT
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

March 14, 2023

Commissioner for Patents:
Prior to examination of the above-captioned patent application, please kindly
amend the application as follows:
Amendments to the Claims begins on page 2 of this submission.
Amendments to the Abstract begin on page 5 of this submission
Applicant Remarks begin on page 7 of this submission.

The above preliminary amendments are timely filed in accordance with 37 CFR §
1.115, and in compliance with 37 CFR § 1.121. No new matter has been added.

This application is for entry to the U.S. national phase of a PCT application.

Please charge any deficiencies or credit any overpayment to Deposit Account
No. 60-4092.
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Application No. Unassigned
Amendment dated March 14, 2023
Attorney Docket No.: DISO0175US_ABr/MBO

Amendments to the Claims:
This listing of claims will replace all prior versions and listings of claims in the immediate

application:

Listing of Claims:

1. (CURRENTLY AMENDED) A method for repairing response bits of a physical
unclonable function of an electronic device {+8}, said physical unclonable function
outputting said response bits and additional output bits,

said method comprising the following steps:

[[-]] generating a PUF response from said response bits (S1),

[[-]] detecting an error in the PUF response (S2),

[[-]] determining erroneous response bits of the PUF response (S3),

[[-]] determining a match (S4) between each determined erroneous response bit
and a selected additional output bit such that replacing the erroneous response bits by
the matching additional output bits corrects the error in the PUF response,

[[-]] storing said determined match in a repair list (S5),

[[-]] replacing (S6) in the PUF response said erroneous response bits with the

matching additional output bits in the repair list.

2. (CURRENTLY AMENDED) The method according to claim 1, wherein said
electronic device being is configured for havirg access to a memory storing said repair
list comprising at least one match between a response bit and an additional output bit,
the step of generation of a PUF response (S1) comprises replacing in the PUF
response said matched response bits with the matching additional output bits in the

repair list.
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Attorney Docket No.: DISO0175US_ABr/MBO

3. (CURRENTLY AMENDED) The method of ary-ene-ef claim 1 te2, wherein said
additional output bit are bits among the most reliable output bits of said physical

unclonable function.

4. (CURRENTLY AMENDED) The method of ary-ere-of claim 1 te-3, wherein said
device being is configured for having access to a memory storing a reference hash
value of said response bits, detecting an error in the PUF response (S2) comprises :

[[-]] generating a hash value by applying a hash function on said bits of the PUF
response,

[[-]] comparing said hash value with said stored reference hash value.

5. (CURRENTLY AMENDED) The method of any—ene—ef claim ++te 3, wherein
detecting an error in the PUF response (S2) comprises using an error correcting code.

6. (CURRENTLY AMENDED) The method of any—ene—ef claim ++te 5, wherein
determining erroneous response bits of the PUF response to be repaired (S3)
comprises : replacing one by one each bit of the PUF response by an arbitrary value

and determining if the error in the PUF response is corrected.

7. (ORIGINAL) The method according to claim 6, wherein replacing each bit is

performed in a random order.

8. (ORIGINAL) The method according to claim 6, wherein replacing each bit is

performed in a predetermined order.

9. (ORIGINAL) The method according to claim 6, wherein said device being

configured for having access to a memory storing a Preventive toggling list of the least

3
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Attorney Docket No.: DISO0175US_ABr/MBO

reliable response bits of said physical unclonable function, determining erroneous
response bits of the PUF response to be repaired (S3) comprises replacing first bits of

the Preventive toggling list before replacing other bits of the PUF response.

10. (CURRENTLY AMENDED) An electronic device {(+8}-comprising active electronic
primitives—{+4}, PUF circuits—43} generating a PUF response by running a physical
unclonable function, a processor—{4+4+} and at least one memory—32} configured to

perform the steps of the-method-ofanyoneofclaims1+to-9-

generating a PUF response from said response bits (S1),

detecting an error in the PUF response (S2),

determining erroneous response bits of the PUF response (S3),

determining a match (S4) between each determined erroneous response bit and a

selected additional output bit such that replacing the erroneous response bits by the

matching additional output bits corrects the error in the PUF response,

storing said determined match in a repair list (S5),

replacing (S6) in the PUF response said erroneous response bits with the

matching additional output bits in the repair list.

11. (NEW) The electronic device of claim 10 wherein detecting an error in the PUF
response (S2) comprises using an error correcting code, and

wherein determining erroneous response bits of the PUF response to be repaired
(S3) comprises:

replacing one by one each bit of the PUF response by an arbitrary value, and

determining if the error in the PUF response is corrected.
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Amendment dated March 14, 2023
Attorney Docket No.: DISO0175US_ABr/MBO

Amendments to the Abstract:

Per CFR 1.121, Applicant hereby amends the abstract of the application by substitute
abstract, by submitting:
(i)  instruction for the cancellation of the previous version of the abstract; and
(i)  a substitute abstract in compliance with 37 CFR § 1.121(b)(2)(ii).

RE i)
Please cancel the previous version of the abstract.
RE ii)

A clean version of the substitute Abstract is set forth on the following page.

No new matter has been added.
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ABSTRACT

Provided is an electronic device and a method thereof for repairing response bits
of a physical unclonable function of an electronic device, said physical unclonable
function outputting said response bits and additional output bits. The method includes
generating a PUF response from said response bits (S1), detecting an error in the PUF
response (S2), determining erroneous response bits of the PUF response (S3),
determining a match (S4) between each determined erroneous response bit and a
selected additional output bit such that replacing the erroneous response bits by the
matching additional output bits corrects the error in the PUF response, storing said
determined match in a repair list (85), and replacing (S6) in the PUF response said
erroneous response bits with the matching additional output bits in the repair list. Other

embodiments disclosed.
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Application No. Unassigned
Amendment dated March 14, 2023
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REMARKS

Favorable consideration of the application in view of the foregoing amendments
is respectfully requested. Should any questions arise in connection with this
application, it is respectfully requested that the undersigned be contacted at the number
indicated below.

Respectfully submitted,

Date: March 14, 2023 /Marc Boillot/
Marc A. Boillot
USPTO Reg. No.: 56,164
Telephone: (954) 658-0418

Customer No.: 180929
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PCT/EP2021/075725

1M
PCT
(Original in Electronic Form)
VIII-3-1 |Declaration: Entitlement to claim
priority
Declaration as to the applicant's - . . -
entitlement, as at the international filing In r_elat:_"on to this international
date, to claim the priority of the earlier application
application specified below, where the
applicant is not the applicant who filed
the earlier application or where the
applicant's name has changed since the
filing of the earlier application (Rules
4.17(jii) and 51bis.1(a)(iii))
Name THALES DIS FRANCE SAS
is entitled to claim priority of earlier
application No. 20315413.3 by virtue of
the following:
2{\'))"3'1 an assignment from THALES DIS FRANCE SA

to THALES DIS FRANCE SAS, dated 01
August 2021 (01.08.2021)
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11
PCT

(Original in Electronic Form)

VIll-2-1 |Declaration: Entitlement to apply for
and be granted a patent

Declaration as to the applicant's . . . .
entitlement, as at the international filing In relation to this international

date, to apply for and be granted a application
patent (Rules 4.17(ii) and 51bis.1(a)(ii)),
in a case where the declaration under
Rule 4.17(iv) is not appropriate:

Name (LAST, First) THALES DIS FRANCE SAS is entitled to
apply for and be granted a patent by
virtue of the following:

w$21 transfer of entitlement from THALES DIS

FRANCE SA to THALES DIS FRANCE SAS by
way of ASSIGNMENT, dated 01 August 2021
(01.08.2021)
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Approved for use through 10/31/2022. OMB 0651-0021

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL LETTER TO THE UNITED STATES IS0 Tas ABEMBO
DESIGNATED/ELECTED OFFICE (DO/EQO/US) S Apphcation No-(Tknown see 37 CFR 1 5)
CONCERNING A SUBMISSION UNDER 35 U.S.C. 371
International Application No. International Filing Date Priority Date Claimed
PCT/EP2021/075725 September 17, 2021 September 18, 2020

Title of Invention

METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION
First Named Inventor

Benjamin DUVAL

Applicant herewith submits to the United States Designated/Elected Office (DO/EO/US) the following items and other information.

1. |:| This is an express request to begin national examination procedures (35 U.S.C. 371(f)). NOTE: The express request under
35 U.S.C. 371(f) will not be effective unless the requirements under 35 U.S.C. 371(c)(1), (2), and (4) for payment of the basic
national fee, copy of the International Application and English translation thereof (if required), and the oath or declaration of the
inventor(s) have been received.

2. A copy of the International Application (35 U.S.C. 371(c)(2)) is attached hereto (not required if the Intemational Application was
previously communicated by the International Bureau or was filed in the United States Receiving Office (RO/US)).

3. An English language translation of the International Application (35 U.S.C. 371(c)(2))
. D is attached hereto.

b. D has been previously submitted under 35 U.S.C. 154(d)(4).
4. An oath or declaration of the inventor(s) (35 U.S.C. 371(c)(4))

a. E is attached.

b. D was previously filed in the international phase under PCT Rule 4.17(iv).

Q

Items 5 to 8 below concern amendments made in the international phase.
PCT Article 19 and 34 amendments

5. I:l Amendments to the claims under PCT Article 19 are attached (not required if communicated by the International Bureau)
(35 U.S.C. 371(c)(3)).
6. |:| English translation of the PCT Article 19 amendment is attached (35 U.S.C. 371(c)(3)).

7. |:| English translation of annexes (Article 19 and/or 34 amendments only) of the International Preliminary Examination Report is
attached (35 U.S.C. 371(c)(5)).

Cancellation of amendments made in the international phase

8a. D Do not enter the amendment made in the international phase under PCT Article 19.
8b. |:| Do not enter the amendment made in the international phase under PCT Article 34.

NOTE: A proper amendment made in English under Article 19 or 34 will be entered in the U.S. national phase application absent a clear
instruction from applicant not to enter the amendment(s).

The following items 9 to 17 concern a document(s) or information included.

9. |E| An Information Disclosure Statement under 37 CFR 1.97 and 1.98.

10. |E| A preliminary amendment.

11. |E| An Application Data Sheet under 37 CFR 1.76.

12. |:| A substitute specification. NOTE: A substitute specification cannot include claims. See 37 CFR 1.125(b).

13. |E| A power of attorney and/or change of address letter.

14. D A computer-readable form of the sequence listing in accordance with PCT Rule 13fer.3 and 37 CFR 1.821-1.825 (not required if

sequence listing in text format was indicated on the PCT Request as part of the International Application and the sequence listing
was published as part of the international application).

15. l:' Assignment papers (cover sheet and document(s})). Name of Assignee:

16. [_] 37 CFR 3.73(c) Statement (when there is an Assignee).

This collection of information is required by 37 CFR 1.414 and 1.481-1.492. The information is required to obtain or retain a benefit by the public, which is to file
(and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 15
minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual
case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information
Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Mail Stop PCT, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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PTO-1390 (10-20)

Approved for use through 10/31/2022. OMB 0651-0021
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

U.S. APPLN. No. (if known — see 37 CFR 1.5) INTERNATIONAL APPLICATION No.

PCT/EP2021/075725

ATTORNEY DOCKET No.

DIS0175US_ABr/MBO

17. |:| Other items or information:

The following fees have been submitted. CALCULATIONS
18. [m] Basic national fee (37 CFR 1.492(8)) ..........c..evevrererrnsirrenseeeins oo $320 | $.320
19. E Examination fee (37 CFR 1.492(c))
. If the written opinion prepared by ISA/US or the international preliminary examination report $800
prepared by IPEA/US indicates all claims satisfy provisions of PCT Article 33(1)-(4).............. $0
o ANlOther Situations .............coiiiiiii it e e e e e, $800
20. E' Search fee (37 CFR 1.492(b))
. If the written opinion prepared by ISA/US or the international preliminary examination report $ 540
prepared by IPEA/US indicates all claims satisfy provisions of PCT Article 33(1)-(4).............. $0
. Search fee (37 CFR 1.445(a)(2)) has been paid on the international application to the USPTO as
an International Searching Authority ..................cooiii i $140
. International Search Report prepared by an ISA other than the US and provided to the Office or
previously communicated tothe USbythe IB.....................ccooei i $540
. All other situations
TOTAL OF 18,19, and 20 = | $ 1660
D Additional fee for specification and drawings filed in paper over 100 sheets (excluding sequence listing
in compliance with 37 CFR 1.821(c) or (e) in an electronic medium or computer program listing in an s0
electronic medium) (37 CFR 1.492(j)).
Fee for each additional 50 sheets of paper or fraction thereof ...............................l $420
Number of each additional 50 or fraction
Total Sheets | Extra Sheets thereof (round up to a whole number) RATE
28 -100= 10 /50 = 0 x $420
Surcharge for furnishing any of the search fee, examination fee, or the oath or declaration after the date of s
commencement of the national stage (37 CFR 1.492(h)).............ccoevoeiieiiii e e e $160
CLAIMS NUMBER FILED NUMBER EXTRA RATE
Total claims 11 -20 0 x$100 $
Independent claims |2 -3 0 x $480 $
MULTIPLE DEPENDENT CLAIM(S) (if applicable) + $860 $
Fee for submission of Sequence Listing text file of 300 MB to 800 MB (37 CFR 1.21(0)(1))...........c....... $1,060 | S
Fee for submission of Sequence Listing text file of more than 800 MB (37 CFR 1.21(0)(2))....................$10,500 | $
Processing fee for furnishing the English translation later than 30 months from the earliest claimed priority date $
LA Bt R < 2 () ) P $140 +
TOTAL OF ABOVE CALCULATIONS = | §
[ ] Applicant asserts small entity status. See 37 CFR 1.27. Fees above are reduced by %.
|:| Applicant certifies micro entity status. See 37 CFR 1.29. Fees above are reduced by %.
Applicant must attach form PTO/SB/15A or B or equivalent.
TOTAL NATIONALFEE = | $
Fee for recording the enclosed assignment (37 CFR 1.21(h)). The assignment must be accompanied by an $
appropriate cover sheet (37 CFR 3.28,3.31)..........cccccoeeeeieeiiiaeceeeenan ... $50.00 per property  +
TOTAL FEES ENCLOSED = | $1660
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Approved for use through 10/31/2022. OMB 0651-0021

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

a. |:| A check in the amount of $, to cover the above fees is enclosed.

b. |E| Please charge my Deposit Account No. 604092 in the amount of $_1660 to cover the above fees.

c. E The Director is hereby authorized to charge additional fees which may be required, or credit any overpayment, to Deposit Account
No. soes2 as follows:

i. E] any required fee.

i D any required fee except for excess claims fees required under 37 CFR 1.492(d) and (e) and multiple dependent claim fee
required under 37 CFR 1.492(f).
d. |:| Fees are to be charged to a credit card. WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038. The PTO-2038 should only be mailed or
faxed to the USPTO. However, when paying the basic national fee, the PTO-2038 may NOT be faxed to the USPTO.

ADVISORY: If filing by EFS-Web, do NOT attach the PTO-2038 form as a PDF along with your EFS-Web submission. Please be
advised that this is not recommended and by doing so your credit card information may be displayed via PAIR. To protect your
information, it is recommended to pay fees online by using the electronic payment method.

NOTE: Where an appropriate time limit under 37 CFR 1.495 has not been met, a petition to revive (37 CFR 1.137(a) or (b)) must be
filed and granted to restore the International Application to pending status.

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications

l:' This application (1) claims priority to or the benefit of an application filed before March 16, 2013, and (2) also contains, or contained at
any time, a claim to a claimed invention that has an effective filing date on or after March 16, 2013.

NOTE 1: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 16, 2013, will be
examined under the first inventor to file provisions of the AlA.

NOTE 2: A U.S. national stage application may not claim priority to the international application of which it is the national phase. The filing
date of a U.S. national stage application is the international filing date. See 35 U.S.C. 363.

Correspondence Address

D The address associated with Customer Number: 1 80929 OR D Correspondence address below
Name
Address
City State Zip Code
Country Telephone
Email

Signature /MarC BOILLOT/ Date MarCh 17 2023

hame e |Marc BOILLOT et | 56164
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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. Attorney Docket Number DIS0175US_ABr/MBO
Application Data Sheet37 CFR1.76

Application Number

Title of Invention METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This decument may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the document
may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 37
[ CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Inventor 1

Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Mr. Benjamin DUVAL

Residence Information (Select One) {(O) US Residency (® Non US Residency (O Active US Military Service

City SAINT MAXIMIN Country of Residence i FR

Mailing Address of Inventor:

Address 1 THALES DIS FRANCE SAS - IP Department

Address 2 6, rue de la Verrerie

City | MEUDON | State/Province |

Postal Code 92190 Country i FR

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Mr. Alexandre BERZATI

Residence Information (Select One) () USResidency (® Non US Residency (O Active US Military Service

City FUVEAU Country of Residence i FR

Mailing Address of Inventor:

Address 1 THALES DIS FRANCE SAS - IP Department

Address 2 6, rue de la Verrerie

City | MEUDON | State/Province |
Postal Code 92190 Country i FR

Legal Name
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177



PTO/AIA/14 (08-15)

Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1595, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet37 CFR1.76

Attorney Docket Number

DIS0175US_ABr/MBO

Application Number

Title of Invention

METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

Prefix| Given Name

Middle Name

Family Name

Suffix

Mr. Olivier

FOURQUIN

Residence Information (Select One)

O US Residency

@ Non US Residency

O Active US Military Service

City FUVEAU

Country of Residence i FR

Mailing Address of Inventor:

Address 1 THALES DIS FRANCE SAS - IP Department

Address 2 6, rue de la Verrerie

City MEUDON | State/Province |
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METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

FIELD OF THE INVENTION

The present invention relates to a method for implementing a Physically
Unclonable Function (PUF). It relates particularly to a method for repairing the
response provided by such a PUF after some output bits of the PUF have undergone

permanent damage.

BACKGROUND OF THE INVENTION

A Physically Unclonable Function (PUF) is a function embodied in a physical
device whose output depends on the microstructures of the device components
generating it. The intrinsic PUF microstructures characteristics depend on random
process variations during manufacture that are uncontrolled and cannot be
monitored. Hence, when a physical stimulus is applied to the device components,
they react in an unpredictable way due to the complex interaction of the stimulus with
the physical microstructure of the components. Such a PUF is therefore easy to
evaluate but practically impossible to predict or duplicate, even knowing the exact
manufacturing process that produced it. The applied stimulus is called the challenge,
and the reaction of the PUF is called the response. A specific challenge and its
corresponding response together form a challenge-response pair which is specific to
a given device and may be used for example as a seed for cryptographic applications
or for authentication of the PUF device.

A PUF of a chip may be based on its electronic components. For example a PUF
output bit may be generated from the difference between the outputs of a pair of
electronic components called primitives. Given the natural variaticns in the oshavior

of electronic components {especially due 10 ernvironmental conditions like
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temperature or power supply), a PUF response may not always be the same for a
given chailenge. In order to avoid errors in a process based on a PUF response,
such as authentication, such a challenge-response pair must be steady. An existing
method for making the PUF response to a reference challenge as steady as possible
is to use for the PUF response only output bits for which primitives output difference
is far enough from the 0/1 digitalization threshold. By doing so, small variations in
primitive outputs difference for the selected bits, due to electronic noise for example,

do not lead to a toggling of the output bits.

Unfortunately, primitives output may be subject to stronger variations, strong
enough to make output bits selected for the PUF response toggle or to permanently
change their value. For example electrical component microstructure may be

damaged by ageing or by physical attacks such as fault injection by laser attack.

As a result, there is a need for a method enabling to repair the response bits of a
PUF when primitives forming the PUF response suffer from damage making the
output bits unsteady or permanently modifying their value.

SUMMARY OF THE INVENTION

The invention aims at solving the above mentioned technical problem.

For this purpose and according to a first aspect, this invention therefore relates to
a method for repairing response bits of a physical unclonable function of an
electronic device, said physical unclonable function outputting said response bits and
additional output bits, said method comprising the following steps:
- generating a PUF response from said response bits,
- detecting an error in the PUF response,

- determining erroneous response bits of the PUF response,
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- determining a match between each determined erroneous response bit and a
selected additional output bit such that replacing the erroneous response bits by the
matching additional output bits corrects the error in the PUF response,

- storing said determined match in a repair list,

- replacing in the PUF response said erroneous response bits with the
matching additional output bits in the repair list.

By doing so, erroneous bits of the PUF response are identified and corrected by

more reliable output bits of the PUF.

Said electronic device being configured for having access to a memory storing
said repair list comprising at least one match between a response bit and an
additional output bit, the step of generation of a PUF response may comprise
replacing in the PUF response said matched response bits with the matching

additional output bits in the repair list.

It enables to make the corrections of the PUF response permanent, without
having to determine again all required corrections at each new generation of a PUF

response.

Said additional output bit may be bits among the most reliable output bits of said
physical unclonable function.

It enables to make sure that the additional bits used to correct the PUF response
are stable enough so that the PUF circuits will provide a steady PUF response after

the correction is applied.
In a first embodiment of the method according to the first aspect wherein said

device is configured for having access to a memory storing a reference hash value of

said response bits, the step of detecting an error in the PUF response may comprise:
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- generating a hash value by applying a hash function on said bits of the PUF
response,

- comparing said hash value with said stored reference hash value.

It enables to simply identify if there is an error in the PUF response without
storing the PUF response itself.

In a second embodiment of the method according to the first aspect, the step of

detecting an error in the PUF response may comprise using an error correcting code.

The step of determining erroneous response bits of the PUF response to be
repaired may comprise : replacing one by one each bit of the PUF response by an
arbitrary value and determining if the error in the PUF response is corrected.

It enables to minimize the computations required to find the erroneous bits of the

PUF response.

In a first embodiment, replacing each bit may be performed in a random order.

Doing so prevents an attacker from gaining knowledge about the index of the
erroneous bits from the time spent to identify them.

In a second embodiment, replacing each bit is performed in a predetermined

order.

In an embodiment of the method according to the first aspect wherein said device
is configured for having access to a memory storing a Preventive toggling list of the
least reliable response bits of said physical unclonable function, the step of

determining erroneous response bits of the PUF response to be repaired comprises
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replacing first bits of the Preventive toggling list before replacing other bits of the PUF
response.

By doing so, the identification of the erroneous response bits is made faster by
reducing the number of response bits to be replaced before the erroneous bits are
found.

According to a second aspect, the invention relates to an electronic device
comprising active electronic primitives, PUF circuits generating a PUF response by
running a physical unclonable function, a processor and at least one memory

configured to perform the steps of the method according to the first aspect.

BRIEF DESCRIPTION OF THE DRAWINGS

Other characteristics and advantages of the present invention will emerge more
clearly from a reading of the following description of a number of preferred
embodiments of the invention with reference to the corresponding accompanying
drawings in which:

- Figure 1 depicts schematically an example of an electronic device according
to the present invention;

- Figure 2 is a schematic illustration of a method for repairing response bits of
a physical unclonable function of the electronic device according to an embodiment
of the present invention;

- Figure 3 depicts schematically an example of a processing of a reference
hash value in factory according to an embodiment of the invention;

- Figure 4 is a schematic illustration of an embodiment of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
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The invention aims at repairing response bits of a Physically Unclonable Function
(PUF) of an electronic device.

As shown on Figure 1, the electronic device 10 includes a processor 11 and at
least one memory 12. It also include PUF circuits 13 in charge of running the physical
unclonable function and generating a PUF response from a challenge. The electronic
device also includes a plurality of active electronic primitives 14 from which the PUF
response will be generated. In this document, a primitive is an active electronic unit
or electronic component. Preferably, the primitive is a basic electronic unit. For
example primitives may be transistors, vias, resistances, capacitors, ring oscillators
or SRAM cells.

In the following examples, the electronic device is a chip but it could be any other
kind of integrated circuit, system-on-a-chip (SOC) or printed circuit board (PCB). It
may for example be a RFID tag.

Each bit of a PUF response of a device including a PUF function is usually
generated based on a comparison between the outputs of two primitives of the
device. In order to guarantee the unpredictability and uniqueness of the PUF
function, such primitives are usually designed as identical but in fact behave slightly
differently because of microstructure differences depending on random process
variations during manufacture. The distribution of the electrical characteristics of a

set of primitives usually follows a normal law.

The output of a bit of the PUF, derived from a comparison between outputs of
two primitives, may be unstable if the result of such a comparison varies, for example
depending on environmental conditions such as temperature. As a result only the
most stable output bits of the PUF shall be used for generating a stable PUF
response. For example an output bit may be qualified as stable only when the
corresponding primitives provide outputs sufficiently far from each other so that the

sign of the comparison between them remains stable despite small variations of
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these two output values. The output bits of the PUF selected for generating the PUF
response are called response bits in the following paragraphs. The remaining output
bits of the PUF are not used for generating the PUF response. Nevertheless, even
though these other output bits were not selected in the first place for the generation
of the PUF response because other output bits were deemed more stable, some of
them may be stable enough to be used for generating a PUF response if needed.
The main idea of the invention is that when a PUF response bit is not stable anymore
or was permanently damaged, it may be permanently replaced in the PUF response
by another output bit providing the same value than the one the damaged response
bit used to provide. By doing so, the unstable output bit is not used anymore to

generate the PUF response.

In this document, the output bits used as replacement for erroneous response
bits are called additional output bits. In order to make the correction of the PUF
response efficient and stable, they shall be stable. In order to do so, the additional
output bit may be bits among the most reliable output bits of said physical unclonable

function.

According to a first aspect, the invention relates to a method for repairing
response bits of a physical unclonable function of the electronic device 10. The steps
of this method are described in details in the following paragraphs and shown on
Figure 2.

In a first step S1, the PUF circuits 13 generate a PUF response to a challenge
from the PUF response bits. This challenge is transmitted to the PUF circuits by the
processor 11 of the electronic device 10. It may be a predefined challenge stored in a
memory of the electronic device. Alternatively the challenge may be transmitted to
the electronic device by a remote device.

In a second step S2, the PUF circuits detect an error in the PUF response.
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In a first embodiment, the PUF circuits may detect an error in the PUF response

by using an error correcting code.

In a second embodiment, a reference hash value of the response bits is stored in
a memory which can be accessed by the electronic device. Such a reference hash
value may for example be computed in factory, before the electronic device is
handed over to a customer, as shown on Figure 3. At that time the electronic device
has not suffered yet from any ageing effect or attack and the PUF response
generated by the PUF circuits can be used as a future reference. Such a reference
hash value may for example be stored in a non-volatile memory 12 of the electronic
device, or may be stored in an external NVM memory which the electronic device can
access through a wired or wireless connection such as a communication network. An
initialization vector used for initializing the hash function may be stored with the
reference hash value.

In such an embodiment, at the time of the second step, in order to detect an error
in the PUF response, the PUF circuits may generate a hash value by applying a hash
function on the bits of the PUF response, and compare the generated hash value

with the stored reference hash value.

Such a step may be performed each time the PUF circuits are requested to
generate a PUF response value.

In a third step S3, the PUF circuits determine erroneous response bits of the PUF

response.
When the PUF circuits use an error correcting code, such an ECC may be used

to determine which response bits of the PUF response are erroneous and to be
repaired.
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Alternatively, the PUF circuits may replace one by one each bit of the PUF
response by an arbitrary value and determine if the error in the PUF response is
corrected by comparing a hash of the modified PUF response with the reference
hash value. If multiple bits are erroneous in the PUF response, multiple bits may be
replaced by their complement at the same time in order to determine all the
erroneous bits of the PUF response.

Replacing each bit may be performed in a random order in order to prevent an
attacker from deducing the index of erroneous bits from the time spent for identifying

them.

Alternatively it may be performed in a predetermined order. For example,
advantage can be taken of knowledge about how reliable the PUF response bits are
to test the least reliable bits first. In order to do so, the electronic device may have
access to a memory storing a Preventive toggling list of the least reliable PUF
response bits, and determining erroneous response bits of the PUF response to be
repaired may comprise replacing first the bits of the Preventive toggling list before
replacing other bits of the PUF response. During the life of the electronic device, the
Preventive toggling list may be regularly updated by re-assessing the reliability of all
the output bits used to generate the PUF response.

Such a use of a preventive toggling list may be used as a way to detect fault
attacks. Indeed, when the PUF response becomes erroneous but none of the output
bits of the preventive toggling list is responsible for it, the electronic device has
probably undergone a fault attack and the PUF circuits may be configured to raise an

alarm to the processor of the electronic device.
Preferably, the reference hash value is read from the NVM memory in which it is

stored only once, at the second step, and then stored in a volatile memory of the

electronic device for subsequent reading in the next steps.
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In a fourth step S4, the PUF circuits determine a match between each
determined erroneous response bit and a selected additional output bit such that
replacing the erroneous response bits by the matching additional output bits corrects
the error in the PUF response. By doing so, a replacement bit is identified among the
PUF additional output bits for each PUF response bit that is not stable and correct

anymore.

When the erroneous response bits are determined in the third step by a
comparison to the reference hash value, the third step and the fourth step may be
performed altogether by replacing one by one each bit of the PUF response by the
value from an additional output bit. By doing so, when erroneous bits are found, the

additional output bits to be used as replacement are already identified.

In a fifth step S5, the determined match is stored. In the rest of this document,
the object in which it is stored is called a repair list, even though this object is not
restricted to a list and may be of another format such as a matrix, a table, an array...
This list may be stored in a memory 12 of the electronic device or at a distant
location. It may be stored at the same location than the reference hash value, as
shown on Figure 3. In order to avoid matching a single additional output bit to
multiple erroneous response bits, and to prevent any malicious modification of the
matching stored in it, the repair list may be such that each additional output bit may
be matched with only one response bit and it may be one-time-programmable.

In a sixth step S6, the PUF circuits replace in the PUF response the erroneous
response bits with the matching additional output bits in the repair list.

After the third step has been performed, erroneous response bits have been
identified and the PUF response may already be corrected without waiting for
matching additional output bits to be identified and the matching to be stored. As a
result a corrected PUF response may be issued by the PUF circuits to the processor
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of the electronic device at the end of the third step after toggling the erroneous
response bits, for example by performing a XOR of the PUF response with a
correction vector having 1 at the index of the determined erroneous bits and 0
elsewhere. In such a case, the identified matching between erroneous response bits
and additional output bits to be used as correction is only used for correcting the PUF
response at subsequent generations of the PUF response. Applying it at all next

generations of the PUF response makes such a correction permanent.

Such a method may be applied repeatedly at successive generations of the PUF
response. Consequently, when the first step of generating a PUF response is
performed, erroneous response bits may already have been identified during a
previous execution of the steps of the method and the electronic device may have
access to a memory storing a repair list already comprising at least one match
between a response bit and an additional output bit. In order to take into account the
correction required following this previous execution, the first step of generation of a
PUF response may comprise replacing in the PUF response the matched response
bits with the matching additional output bits in the repair list.

An example is given on Figure 4, in which the PUF response bits are first
corrected according to the matching stored in the repair list, then if at least a new
error is found, the bits of the PUF response are replaced one by one and each time a
new hash value of the PUF response is computed and compared to the reference
hash value. When a successful correction and a matching additional output bit is

identified, the matching is stored in the repair list.

In some cases, it is possible that no additional output bit, that is to say the bits
stable enough to be used as replacement bits for erroneous output bits, is available.
Such a case may for example happen when all the output bits qualified as additional
output bits are registered in the repair list as matching an erroneous output bit, i.e.

they are all already used for correcting erroneous response bits detected at previous
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executions of the method. It may also be the case when no output bit, apart from the
original response bits, has been identified as stable enough to qualify as additional
output bit. In such case, if at least one new erroneous response bit has been
identified at the third step, the PUF circuits will fail to determine a match between this
erroneous response bit and an available additional output bit during the fourth step.
The PUF response can still be instantaneously corrected by toggling the identified
new erroneous bit but the new erroneous output bit cannot be permanently replaced
by a more stable output bit for generating the PUF response. In such a case the PUF

circuits may send a warning to the processor of the electronic device.

The method according to the invention may be applied at each generation of the
PUF response. Alternatively, previously identified matching may be applied at each
generation of the PUF response but the research of new errors and corrections to be
applied may be performed only once in a while after a predetermined number of PUF

response generations for example.

According to a second aspect, the invention relates to an electronic device 10
comprising active electronic primitives 14, PUF circuits 13 generating a PUF
response by running a physical unclonable function, a processor 11 and at least one
memory 12 configured to perform the steps of the method described here above, as
shown on Figure 1.
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ABSTRACT

The present invention relates to a method for repairing response bits of

a physical unclonable function of an electronic device, said physical

unclonable function outputting said response bits and additional output bits,

said method comprising the following steps:

generating a PUF response from said response bits (S1),
detecting an error in the PUF response (S2),
determining erroneous response bits of the PUF response (S3),

determining a match (S4) between each determined erroneous

response bit and a selected additional output bit such that replacing the

erroneous response bits by the matching additional output bits corrects the

error in the PUF response,

storing said determined match in a repair list (S5),
replacing (S6) in the PUF response said erroneous response bits

with the matching additional output bits in the repair list.

Figure 2.
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10. An electronic device (10) comprising active electronic primitives
(14), PUF circuits (13) generating a PUF response by running a physical
unclonable function, a processor (11) and at least one memory (12)

configured to perform the steps of the method of any one of claims 1 to 9.
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4. The method of any one of claim 1 to 3, wherein said device being
configured for having access to a memory storing a reference hash value of
said response bits, detecting an error in the PUF response (S2) comprises :

- generating a hash value by applying a hash function on said bits of
the PUF response,

- comparing said hash value with said stored reference hash value.

5. The method of any one of claim 1 to 3, wherein detecting an error in

the PUF response (S82) comprises using an error correcting code.

6. The method of any one of claim 1 to 5, wherein determining
erroneous response bits of the PUF response to be repaired (S3)
comprises : replacing one by one each bit of the PUF response by an
arbitrary value and determining if the error in the PUF response is

corrected.

7. The method according to claim 8, wherein replacing each bit is

performed in a random order.

8. The method according to claim 6, wherein replacing each bit is

performed in a predetermined order.

9. The method according to claim 6, wherein said device being
configured for having access to a memory storing a Preventive toggling list
of the least reliable response bits of said physical unclonable function,
determining erroneous response bits of the PUF response to be repaired
(S3) comprises replacing first bits of the Preventive toggling list before

replacing other bits of the PUF response.
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CLAIMS

1. A method for repairing response bits of a physical unclonable
function of an electronic device (10), said physical unclonable function
outputting said response bits and additional output bits,

said method comprising the following steps:

- generating a PUF response from said response bits (S1),

- detecting an error in the PUF response (S2),

- determining erroneous response bits of the PUF response (S3),

- determining a match (S4) between each determined erroneous
response bit and a selected additional output bit such that replacing the
erroneous response bits by the matching additional output bits corrects the
error in the PUF response,

- storing said determined match in a repair list (S5),

- replacing (S6) in the PUF response said erroneous response bits

with the matching additional output bits in the repair list.

2. The method according to claim 1, wherein said electronic device
being configured for having access to a memory storing said repair list
comprising at least one match between a response bit and an additional
output bit, the step of generation of a PUF response (S1) comprises
replacing in the PUF response said matched response bits with the

matching additional output bits in the repair list.
3. The method of any one of claim 1 to 2, wherein said additional output

bit are bits among the most reliable output bits of said physical unclonable

function.
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bits qualified as additional output bits are registered in the repair list as
matching an erroneous output bit, i.e. they are all already used for
correcting erroneous response bits detected at previous executions of the
method. It may also be the case when no output bit, apart from the original
response bits, has been identified as stable enough to qualify as additional
output bit. In such case, if at least one new erroneous response bit has
been identified at the third step, the PUF circuits will fail to determine a
match between this erroneous response bit and an available additional
output bit during the fourth step. The PUF response can still be
instantaneously corrected by toggling the identified new erroneous bit but
the new erroneous output bit cannot be permanently replaced by a more
stable output bit for generating the PUF response. In such a case the PUF

circuits may send a warning to the processor of the electronic device.

The method according to the invention may be applied at each
generation of the PUF response. Alternatively, previously identified
matching may be applied at each generation of the PUF response but the
research of new errors and corrections to be applied may be performed
only once in a while after a predetermined number of PUF response

generations for example.

According to a second aspect, the invention relates to an electronic
device 10 comprising active electronic primitives 14, PUF circuits 13
generating a PUF response by running a physical unclonable function, a
processor 11 and at least one memory 12 configured to perform the steps

of the method described here above, as shown on Figure 1.
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step after toggling the erroneous response bits, for example by performing
a XOR of the PUF response with a correction vector having 1 at the index
of the determined erroneous bits and 0 elsewhere. In such a case, the
identified matching between erroneous response bits and additional output
bits to be used as correction is only used for correcting the PUF response
at subsequent generations of the PUF response. Applying it at all next

generations of the PUF response makes such a correction permanent.

Such a method may be applied repeatedly at successive generations of
the PUF response. Consequently, when the first step of generating a PUF
response is performed, erroneous response bits may already have been
identified during a previous execution of the steps of the method and the
electronic device may have access to a memory storing a repair list already
comprising at least one match between a response bit and an additional
output bit. In order to take into account the correction required following this
previous execution, the first step of generation of a PUF response may
comprise replacing in the PUF response the matched response bits with the

matching additional output bits in the repair list.

An example is given on Figure 4, in which the PUF response bits are
first corrected according to the matching stored in the repair list, then if at
least a new error is found, the bits of the PUF response are replaced one
by one and each time a new hash value of the PUF response is computed
and compared to the reference hash value. When a successful correction
and a matching additional output bit is identified, the matching is stored in

the repair list.
In some cases, it is possible that no additional output bit, that is to say

the bits stable enough to be used as replacement bits for erroneous output

bits, is available. Such a case may for example happen when all the output
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replacement bit is identified among the PUF additional output bits for each

PUF response bit that is not stable and correct anymore.

When the erroneous response bits are determined in the third step by a
comparison to the reference hash value, the third step and the fourth step
may be performed altogether by replacing one by one each bit of the PUF
response by the value from an additional output bit. By doing so, when
erroneous bits are found, the additional output bits to be used as

replacement are already identified.

In a fifth step S5, the determined match is stored. In the rest of this
document, the object in which it is stored is called a repair list, even though
this object is not restricted to a list and may be of another format such as a
matrix, a table, an array... This list may be stored in a memory 12 of the
electronic device or at a distant location. It may be stored at the same
location than the reference hash value, as shown on Figure 3. In order to
avoid matching a single additional output bit to multiple erroneous response
bits, and to prevent any malicious modification of the matching stored in it,
the repair list may be such that each additional output bit may be matched

with only one response bit and it may be one-time-programmable.

In a sixth step S6, the PUF circuits replace in the PUF response the
erroneous response bits with the matching additional output bits in the

repair list.

After the third step has been performed, erroneous response bits have
been identified and the PUF response may already be corrected without
waiting for matching additional output bits to be identified and the matching
to be stored. As a result a corrected PUF response may be issued by the

PUF circuits to the processor of the electronic device at the end of the third
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Replacing each bit may be performed in a random order in order to
prevent an attacker from deducing the index of erroneous bits from the time

spent for identifying them.

Alternatively it may be performed in a predetermined order. For
example, advantage can be taken of knowledge about how reliable the PUF
response bits are to test the least reliable bits first. In order to do so, the
electronic device may have access to a memory storing a Preventive
toggling list of the least reliable PUF response bits, and determining
erroneous response bits of the PUF response to be repaired may comprise
replacing first the bits of the Preventive toggling list before replacing other
bits of the PUF response. During the life of the electronic device, the
Preventive toggling list may be regularly updated by re-assessing the

reliability of all the output bits used to generate the PUF response.

Such a use of a preventive toggling list may be used as a way to detect
fault attacks. Indeed, when the PUF response becomes erroneous but none
of the output bits of the preventive toggling list is responsible for it, the
electronic device has probably undergone a fault attack and the PUF
circuits may be configured to raise an alarm to the processor of the

electronic device.

Preferably, the reference hash value is read from the NVM memory in
which it is stored only once, at the second step, and then stored in a volatile

memory of the electronic device for subsequent reading in the next steps.

In a fourth step S4, the PUF circuits determine a match between each
determined erroneous response bit and a selected additional output bit
such that replacing the erroneous response bits by the matching additional

output bits corrects the error in the PUF response. By doing so, a
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as a future reference. Such a reference hash value may for example be
stored in a non-volatiie memory 12 of the electronic device, or may be
stored in an external NVM memory which the electronic device can access
through a wired or wireless connection such as a communication network.
An initialization vector used for initializing the hash function may be stored

with the reference hash value.

In such an embodiment, at the time of the second step, in order to
detect an error in the PUF response, the PUF circuits may generate a hash
value by applying a hash function on the bits of the PUF response, and

compare the generated hash value with the stored reference hash value.

Such a step may be performed each time the PUF circuits are

requested to generate a PUF response value.

In a third step S3, the PUF circuits determine erroneous response bits

of the PUF response.

When the PUF circuits use an error correcting code, such an ECC may
be used to determine which response bits of the PUF response are

erroneous and to be repaired.

Alternatively, the PUF circuits may replace one by one each bit of the
PUF response by an arbitrary value and determine if the error in the PUF
response is corrected by comparing a hash of the modified PUF response
with the reference hash value. If multiple bits are erroneous in the PUF
response, multiple bits may be replaced by their complement at the same

time in order to determine all the erroneous bits of the PUF response.
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In this document, the output bits used as replacément for erroneous
response bits are called additional output bits. In order to make the
correction of the PUF response efficient and stable, they shall be stable. In
order to do so, the additional output bit may be bits among the most reliable

output bits of said physical unclonable function.

According to a first aspect, the invention relates to a method for
repairing response bits of a physical unclonable function of the electronic
device 10. The steps of this method are described in details in the following

paragraphs and shown on Figure 2.

In a first step S1, the PUF circuits 13 generate a PUF response to a
challenge from the PUF response bits. This challenge is transmitted to the
PUF circuits by the processor 11 of the electronic device 10. It may be a
predefined challenge stored in a memory of the electronic device.
Alternatively the challenge may be transmitted to the electronic device by a

remote device.

In a second step S2, the PUF circuits detect an error in the PUF

response.

In a first embodiment, the PUF circuits may detect an error in the PUF

response by using an error correcting code.

In a second embodiment, a reference hash value of the response bits is
stored in a memory which can be accessed by the electronic device. Such
a reference hash value may for example be computed in factory, before the
electronic device is handed over to a customer, as shown on Figure 3. At
that time the electronic device has not suffered yet from any ageing effect

or attack and the PUF response generated by the PUF circuits can be used
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Each bit of a PUF response of a device including a PUF function is
usually generated based on a comparison between the outputs of two
primitives of the device. In order to guarantee the unpredictability and
uniqueness of the PUF function, such primitives are usually designed as
identical but in fact behave slightly differently because of microstructure
differences depending on random process variations during manufacture.
The distribution of the electrical characteristics of a set of primitives usually

follows a normal law.

The output of a bit of the PUF, derived from a comparison between
outputs of two primitives, may be unstable if the result of such a
comparison varies, for example depending on environmental conditions
such as temperature. As a result only the most stable output bits of the PUF
shall be used for generating a stable PUF response. For example an output
bit may be qualified as stable only when the corresponding primitives
provide outputs sufficiently far from each other so that the sign of the
comparison between them remains stable despite small variations of these
two output values. The output bits of the PUF selected for generating the
PUF response are called response bits in the following paragraphs. The
remaining output bits of the PUF are not used for generating the PUF
response. Nevertheless, even though these other output bits were not
selected in the first place for the generation of the PUF response because
other output bits were deemed more stable, some of them may be stable
enough to be used for generating a PUF response if needed. The main idea
of the invention is that when a PUF response bit is not stable anymore or
was permanently damaged, it may be permanently replaced in the PUF
response by another output bit providing the same value than the one the
damaged response bit used to provide. By doing so, the unstable output bit

is not used anymore to generate the PUF response.
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- Figure 1 depicts schematically an example of an electronic device
according to the present invention;

- Figure 2 is a schematic illustration of a method for repairing
response bits of a physical unclonable function of the electronic device
according to an embodiment of the present invention;

- Figure 3 depicts schematically an example of a processing of a
reference hash value in factory according to an embodiment of the
invention;

- Figure 4 is a schematic illustration of an embodiment of the

invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

The invention aims at repairing response bits of a Physically

Unclonable Function (PUF) of an electronic device.

As shown on Figure 1, the electronic device 10 includes a processor
11 and at least one memory 12. It also include PUF circuits 13 in charge of
running the physical unclonable function and generating a PUF response
from a challenge. The electronic device also includes a plurality of active
electronic primitives 14 from which the PUF response will be generated. In
this document, a primitive is an active electronic unit or electronic
component. Preferably, the primitive is a basic electronic unit. For example
primitives may be transistors, vias, resistances, capacitors, ring oscillators
or SRAM cells.

In the following examples, the electronic device is a chip but it could be

any other kind of integrated circuit, system-on-a-chip (SOC) or printed
circuit board (PCB). It may for example be a RFID tag.
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Doing so prevents an attacker from gaining knowledge about the index

of the erroneous bits from the time spent to identify them.

In a second embodiment, replacing each bit is performed in a

predetermined order.

In an embodiment of the method according to the first aspect wherein
said device is configured for having access to a memory storing a
Preventive toggling list of the least reliable response bits of said physical
unclonable function, the step of determining erroneous response bits of the
PUF response to be repaired comprises replacing first bits of the Preventive

toggling list before replacing other bits of the PUF response.

By doing so, the identification of the erroneous response bits is made
faster by reducing the number of response bits to be replaced before the

erroneous bits are found.

According to a second aspect, the invention relates to an electronic
device comprising active electronic primitives, PUF circuits generating a
PUF response by running a physical unclonable function, a processor and
at least one memory configured to perform the steps of the method

according to the first aspect.

BRIEF DESCRIPTION OF THE DRAWINGS

Other characteristics and advantages of the present invention will
emerge more clearly from a reading of the following description of a number
of preferred embodiments of the invention with reference to the

corresponding accompanying drawings in which:
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It enables to make sure that the additional bits used to correct the PUF
response are stable enough so that the PUF circuits will provide a steady

PUF response after the correction is applied.

In a first embodiment of the method according to the first aspect
wherein said device is configured for having access to a memory storing a
reference hash value of said response bits, the step of detecting an error in
the PUF response may comprise :

- generating a hash value by applying a hash function on said bits of
the PUF response,

- comparing said hash value with said stored reference hash value.

It enables to simply identify if there is an error in the PUF response

without storing the PUF response itself.

in a second embodiment of the method according to the first aspect,
the step of detecting an error in the PUF response may comprise using an

error correcting code.

The step of determining erroneous response bits of the PUF response
to be repaired may comprise : replacing one by one each bit of the PUF
response by an arbitrary value and determining if the error in the PUF

response is corrected.

It enables to minimize the computations required to find the erroneous

bits of the PUF response.

In a first embodiment, replacing each bit may be performed in a random

order.
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function of an electronic device, said physical unclonable function
outputting said response bits and additional output bits, said method
comprising the following steps:

- generating a PUF response from said response bits,

- detecting an error in the PUF response,

- determining erroneous response bits of the PUF response,

- determining a match between each determined erroneous
response bit and a selected additional output bit such that replacing the
erroneous response bits by the matching additional output bits corrects the
error in the PUF response,

- storing said determined match in a repair list,

- replacing in the PUF response said erroneous response bits with

the matching additional output bits in the repair list.

By doing so, erroneous bits of the PUF response are identified and

corrected by more reliable output bits of the PUF.

Said electronic device being configured for having access to a memory
storing said repair list comprising at least one match between a response
bit and an additional output bit, the step of generation of a PUF response
may comprise replacing in the PUF response said matched response bits

with the matching additional output bits in the repair list.
It enables to make the corrections of the PUF response permanent,
without having to determine again all required corrections at each new

generation of a PUF response.

Said additional output bit may be bits among the most reliable output

bits of said physical unclonable function.
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natural variations in the behavior of electronic components (especially due
to environmental conditions like temperature or power supply), a PUF
response may not always be the same for a given challenge. In order to
avoid errors in a process based on a PUF response, such as
authentication, such a challenge-response pair must be steady. An existing
method for making the PUF response to a reference challenge as steady as
possible is to use for the PUF response only output bits for which primitives
output difference is far enough from the 0/1 digitalization threshold. By
doing so, small variations in primitive outputs difference for the selected
bits, due to electronic noise for example, do not lead to a toggling of the

output bits.

Unfortunately, primitives output may be subject to stronger variations,
strong enough to make output bits selected for the PUF response toggle or
to permanently change their value. For example electrical component
microstructure may be damaged by ageing or by physical attacks such as

fault injection by laser attack.
As a result, there is a need for a method enabling to repair the
response bits of a PUF when primitives forming the PUF response suffer

from damage making the output bits unsteady or permanently modifying

their value.

SUMMARY OF THE INVENTION

The invention aims at solving the above mentioned technical problem.

For this purpose and according to a first aspect, this invention therefore

relates to a method for repairing response bits of a physical unclonable
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METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

FIELD OF THE INVENTION

The present invention relates to a method for implementing a Physically
Unclonable Function (PUF). It relates particularly to a method for repairing
the response provided by such a PUF after some output bits of the PUF

have undergone permanent damage.

BACKGROUND OF THE INVENTION

A Physically Unclonable Function (PUF) is a function embodied in a
physical device whose output depends on the microstructures of the device
components generating it. The intrinsic PUF microstructures characteristics
depend on random process variations during manufacture that are
uncontrolled and cannot be monitored. Hence, when a physical stimulus is
applied to the device components, they react in an unpredictable way due
to the complex interaction of the stimulus with the physical microstructure of
the components. Such a PUF is therefore easy to evaluate but practically
impossible to predict or duplicate, even knowing the exact manufacturing
process that produced it. The applied stimulus is called the challenge, and
the reaction of the PUF is called the response. A specific challenge and its
corresponding response together form a challenge-response pair which is
specific to a given device and may be used for example as a seed for

cryptographic applications or for authentication of the PUF device.
A PUF of a chip may be based on its electronic components. For

example a PUF output bit may be generated from the difference between

the outputs of a pair of electronic components called primitives. Given the
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METHOD OF IMPLEMENTING A PHYSICAL UNCLONABLE FUNCTION

FIELD OF THE INVENTION

The present invention relates to a method for implementing a Physically
Unclonable Function (PUF). It relates particularly to a method for repairing the
response provided by such a PUF after some output bits of the PUF have undergone

permanent damage.

BACKGROUND OF THE INVENTION

A Physically Unclonable Function (PUF) is a function embodied in a physical
device whose output depends on the microstructures of the device components
generating it. The intrinsic PUF microstructures characteristics depend on random
process variations during manufacture that are uncontrolled and cannot be
monitored. Hence, when a physical stimulus is applied to the device components,
they react in an unpredictable way due to the complex interaction of the stimulus with
the physical microstructure of the components. Such a PUF is therefore easy to
evaluate but practically impossible to predict or duplicate, even knowing the exact
manufacturing process that produced it. The applied stimulus is called the challenge,
and the reaction of the PUF is called the response. A specific challenge and its
corresponding response together form a challenge-response pair which is specific to
a given device and may be used for example as a seed for cryptographic applications

or for authentication of the PUF device.

A PUF of a chip may be based on its electronic components. For example a PUF
output bit may be generated from the difference between the outputs of a pair of
electronic components called primitives. Given the natural variations in the behavior

of electronic components (especially due to environmental conditions like
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temperature or power supply), a PUF response may not always be the same for a
given challenge. In order to avoid errors in a process based on a PUF response,
such as authentication, such a challenge-response pair must be steady. An existing
method for making the PUF response to a reference challenge as steady as possible
is to use for the PUF response only output bits for which primitives output difference
is far enough from the 0/1 digitalization threshold. By doing so, small variations in
primitive outputs difference for the selected bits, due to electronic noise for example,

do not lead to a toggling of the output bits.

Unfortunately, primitives output may be subject to stronger variations, strong
enough to make output bits selected for the PUF response toggle or to permanently
change their value. For example electrical component microstructure may be

damaged by ageing or by physical attacks such as fault injection by laser attack.

As a result, there is a need for a method enabling to repair the response bits of a
PUF when primitives forming the PUF response suffer from damage making the

output bits unsteady or permanently modifying their value.

SUMMARY OF THE INVENTION

The invention aims at solving the above mentioned technical problem.

For this purpose and according to a first aspect, this invention therefore relates to
a method for repairing response bits of a physical unclonable function of an
electronic device, said physical unclonable function outputting said response bits and
additional output bits, said method comprising the following steps:
- generating a PUF response from said response bits,
- detecting an error in the PUF response,

- determining erroneous response bits of the PUF response,
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- determining a match between each determined erroneous response bit and a
selected additional output bit such that replacing the erroneous response bits by the
matching additional output bits corrects the error in the PUF response,

- storing said determined match in a repair list,

- replacing in the PUF response said erroneous response bits with the

matching additional output bits in the repair list.

By doing so, erroneous bits of the PUF response are identified and corrected by
more reliable output bits of the PUF.

Said electronic device being configured for having access to a memory storing
said repair list comprising at least one match between a response bit and an
additional output bit, the step of generation of a PUF response may comprise
replacing in the PUF response said matched response bits with the matching

additional output bits in the repair list.

It enables to make the corrections of the PUF response permanent, without
having to determine again all required corrections at each new generation of a PUF

response.

Said additional output bit may be bits among the most reliable output bits of said

physical unclonable function.

It enables to make sure that the additional bits used to correct the PUF response
are stable enough so that the PUF circuits will provide a steady PUF response after

the correction is applied.
In a first embodiment of the method according to the first aspect wherein said

device is configured for having access to a memory storing a reference hash value of

said response bits, the step of detecting an error in the PUF response may comprise:
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- generating a hash value by applying a hash function on said bits of the PUF
response,

- comparing said hash value with said stored reference hash value.

It enables to simply identify if there is an error in the PUF response without

storing the PUF response itself.

In a second embodiment of the method according to the first aspect, the step of

detecting an error in the PUF response may comprise using an error correcting code.

The step of determining erroneous response bits of the PUF response to be
repaired may comprise : replacing one by one each bit of the PUF response by an

arbitrary value and determining if the error in the PUF response is corrected.

It enables to minimize the computations required to find the erroneous bits of the

PUF response.

In a first embodiment, replacing each bit may be performed in a random order.

Doing so prevents an attacker from gaining knowledge about the index of the

erroneous bits from the time spent to identify them.

In a second embodiment, replacing each bit is performed in a predetermined

order.

In an embodiment of the method according to the first aspect wherein said device
is configured for having access to a memory storing a Preventive toggling list of the
least reliable response bits of said physical unclonable function, the step of

determining erroneous response bits of the PUF response to be repaired comprises
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replacing first bits of the Preventive toggling list before replacing other bits of the PUF
response.

By doing so, the identification of the erroneous response bits is made faster by
reducing the number of response bits to be replaced before the erroneous bits are

found.

According to a second aspect, the invention relates to an electronic device
comprising active electronic primitives, PUF circuits generating a PUF response by
running a physical unclonable function, a processor and at least one memory

configured to perform the steps of the method according to the first aspect.

BRIEF DESCRIPTION OF THE DRAWINGS

Other characteristics and advantages of the present invention will emerge more
clearly from a reading of the following description of a number of preferred
embodiments of the invention with reference to the corresponding accompanying
drawings in which:

- Figure 1 depicts schematically an example of an electronic device according
to the present invention;

- Figure 2 is a schematic illustration of a method for repairing response bits of
a physical unclonable function of the electronic device according to an embodiment
of the present invention;

- Figure 3 depicts schematically an example of a processing of a reference
hash value in factory according to an embodiment of the invention;

- Figure 4 is a schematic illustration of an embodiment of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

244



10

15

20

25

30

WO 2022/058567 PCT/EP2021/075725

The invention aims at repairing response bits of a Physically Unclonable Function
(PUF) of an electronic device.

As shown on Figure 1, the electronic device 10 includes a processor 11 and at
least one memory 12. It also include PUF circuits 13 in charge of running the physical
unclonable function and generating a PUF response from a challenge. The electronic
device also includes a plurality of active electronic primitives 14 from which the PUF
response will be generated. In this document, a primitive is an active electronic unit
or electronic component. Preferably, the primitive is a basic electronic unit. For
example primitives may be transistors, vias, resistances, capacitors, ring oscillators
or SRAM cells.

In the following examples, the electronic device is a chip but it could be any other
kind of integrated circuit, system-on-a-chip (SOC) or printed circuit board (PCB). It

may for example be a RFID tag.

Each bit of a PUF response of a device including a PUF function is usually
generated based on a comparison between the outputs of two primitives of the
device. In order to guarantee the unpredictability and uniqueness of the PUF
function, such primitives are usually designed as identical but in fact behave slightly
differently because of microstructure differences depending on random process
variations during manufacture. The distribution of the electrical characteristics of a

set of primitives usually follows a normal law.

The output of a bit of the PUF, derived from a comparison between outputs of
two primitives, may be unstable if the result of such a comparison varies, for example
depending on environmental conditions such as temperature. As a result only the
most stable output bits of the PUF shall be used for generating a stable PUF
response. For example an output bit may be qualified as stable only when the
corresponding primitives provide outputs sufficiently far from each other so that the

sign of the comparison between them remains stable despite small variations of
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these two output values. The output bits of the PUF selected for generating the PUF
response are called response bits in the following paragraphs. The remaining output
bits of the PUF are not used for generating the PUF response. Nevertheless, even
though these other output bits were not selected in the first place for the generation
of the PUF response because other output bits were deemed more stable, some of
them may be stable enough to be used for generating a PUF response if needed.
The main idea of the invention is that when a PUF response bit is not stable anymore
or was permanently damaged, it may be permanently replaced in the PUF response
by another output bit providing the same value than the one the damaged response
bit used to provide. By doing so, the unstable output bit is not used anymore to

generate the PUF response.

In this document, the output bits used as replacement for erroneous response
bits are called additional output bits. In order to make the correction of the PUF
response efficient and stable, they shall be stable. In order to do so, the additional
output bit may be bits among the most reliable output bits of said physical unclonable

function.

According to a first aspect, the invention relates to a method for repairing
response bits of a physical unclonable function of the electronic device 10. The steps
of this method are described in details in the following paragraphs and shown on

Figure 2.

In a first step S1, the PUF circuits 13 generate a PUF response to a challenge
from the PUF response bits. This challenge is transmitted to the PUF circuits by the
processor 11 of the electronic device 10. It may be a predefined challenge stored in a
memory of the electronic device. Alternatively the challenge may be transmitted to

the electronic device by a remote device.

In a second step S2, the PUF circuits detect an error in the PUF response.
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In a first embodiment, the PUF circuits may detect an error in the PUF response

by using an error correcting code.

In a second embodiment, a reference hash value of the response bits is stored in
a memory which can be accessed by the electronic device. Such a reference hash
value may for example be computed in factory, before the electronic device is
handed over to a customer, as shown on Figure 3. At that time the electronic device
has not suffered yet from any ageing effect or attack and the PUF response
generated by the PUF circuits can be used as a future reference. Such a reference
hash value may for example be stored in a non-volatile memory 12 of the electronic
device, or may be stored in an external NVM memory which the electronic device can
access through a wired or wireless connection such as a communication network. An
initialization vector used for initializing the hash function may be stored with the

reference hash value.

In such an embodiment, at the time of the second step, in order to detect an error
in the PUF response, the PUF circuits may generate a hash value by applying a hash
function on the bits of the PUF response, and compare the generated hash value

with the stored reference hash value.

Such a step may be performed each time the PUF circuits are requested to

generate a PUF response value.

In a third step S3, the PUF circuits determine erroneous response bits of the PUF

response.
When the PUF circuits use an error correcting code, such an ECC may be used

to determine which response bits of the PUF response are erroneous and to be

repaired.
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Alternatively, the PUF circuits may replace one by one each bit of the PUF
response by an arbitrary value and determine if the error in the PUF response is
corrected by comparing a hash of the modified PUF response with the reference
hash value. If multiple bits are erroneous in the PUF response, multiple bits may be
replaced by their complement at the same time in order to determine all the

erroneous bits of the PUF response.

Replacing each bit may be performed in a random order in order to prevent an
attacker from deducing the index of erroneous bits from the time spent for identifying

them.

Alternatively it may be performed in a predetermined order. For example,
advantage can be taken of knowledge about how reliable the PUF response bits are
to test the least reliable bits first. In order to do so, the electronic device may have
access to a memory storing a Preventive toggling list of the least reliable PUF
response bits, and determining erroneous response bits of the PUF response to be
repaired may comprise replacing first the bits of the Preventive toggling list before
replacing other bits of the PUF response. During the life of the electronic device, the
Preventive toggling list may be regularly updated by re-assessing the reliability of all

the output bits used to generate the PUF response.

Such a use of a preventive toggling list may be used as a way to detect fault
attacks. Indeed, when the PUF response becomes erroneous but none of the output
bits of the preventive toggling list is responsible for it, the electronic device has
probably undergone a fault attack and the PUF circuits may be configured to raise an

alarm to the processor of the electronic device.
Preferably, the reference hash value is read from the NVM memory in which it is

stored only once, at the second step, and then stored in a volatile memory of the

electronic device for subsequent reading in the next steps.
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In a fourth step S4, the PUF circuits determine a match between each
determined erroneous response bit and a selected additional output bit such that
replacing the erroneous response bits by the matching additional output bits corrects
the error in the PUF response. By doing so, a replacement bit is identified among the
PUF additional output bits for each PUF response bit that is not stable and correct

anymore.

When the erroneous response bits are determined in the third step by a
comparison to the reference hash value, the third step and the fourth step may be
performed altogether by replacing one by one each bit of the PUF response by the
value from an additional output bit. By doing so, when erroneous bits are found, the

additional output bits to be used as replacement are already identified.

In a fifth step S5, the determined match is stored. In the rest of this document,
the object in which it is stored is called a repair list, even though this object is not
restricted to a list and may be of another format such as a matrix, a table, an array...
This list may be stored in a memory 12 of the electronic device or at a distant
location. It may be stored at the same location than the reference hash value, as
shown on Figure 3. In order to avoid matching a single additional output bit to
multiple erroneous response bits, and to prevent any malicious modification of the
matching stored in it, the repair list may be such that each additional output bit may

be matched with only one response bit and it may be one-time-programmable.

In a sixth step S6, the PUF circuits replace in the PUF response the erroneous

response bits with the matching additional output bits in the repair list.

After the third step has been performed, erroneous response bits have been
identified and the PUF response may already be corrected without waiting for
matching additional output bits to be identified and the matching to be stored. As a

result a corrected PUF response may be issued by the PUF circuits to the processor
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of the electronic device at the end of the third step after toggling the erroneous
response bits, for example by performing a XOR of the PUF response with a
correction vector having 1 at the index of the determined erroneous bits and O
elsewhere. In such a case, the identified matching between erroneous response bits
and additional output bits to be used as correction is only used for correcting the PUF
response at subsequent generations of the PUF response. Applying it at all next

generations of the PUF response makes such a correction permanent.

Such a method may be applied repeatedly at successive generations of the PUF
response. Consequently, when the first step of generating a PUF response is
performed, erroneous response bits may already have been identified during a
previous execution of the steps of the method and the electronic device may have
access to a memory storing a repair list already comprising at least one match
between a response bit and an additional output bit. In order to take into account the
correction required following this previous execution, the first step of generation of a
PUF response may comprise replacing in the PUF response the matched response

bits with the matching additional output bits in the repair list.

An example is given on Figure 4, in which the PUF response bits are first
corrected according to the matching stored in the repair list, then if at least a new
error is found, the bits of the PUF response are replaced one by one and each time a
new hash value of the PUF response is computed and compared to the reference
hash value. When a successful correction and a matching additional output bit is

identified, the matching is stored in the repair list.

In some cases, it is possible that no additional output bit, that is to say the bits
stable enough to be used as replacement bits for erroneous output bits, is available.
Such a case may for example happen when all the output bits qualified as additional
output bits are registered in the repair list as matching an erroneous output bit, i.e.

they are all already used for correcting erroneous response bits detected at previous
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executions of the method. It may also be the case when no output bit, apart from the
original response bits, has been identified as stable enough to qualify as additional
output bit. In such case, if at least one new erroneous response bit has been
identified at the third step, the PUF circuits will fail to determine a match between this
erroneous response bit and an available additional output bit during the fourth step.
The PUF response can still be instantaneously corrected by toggling the identified
new erroneous bit but the new erroneous output bit cannot be permanently replaced
by a more stable output bit for generating the PUF response. In such a case the PUF

circuits may send a warning to the processor of the electronic device.

The method according to the invention may be applied at each generation of the
PUF response. Alternatively, previously identified matching may be applied at each
generation of the PUF response but the research of new errors and corrections to be
applied may be performed only once in a while after a predetermined number of PUF

response generations for example.

According to a second aspect, the invention relates to an electronic device 10
comprising active electronic primitives 14, PUF circuits 13 generating a PUF
response by running a physical unclonable function, a processor 11 and at least one
memory 12 configured to perform the steps of the method described here above, as

shown on Figure 1.
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CLAIMS

1. A method for repairing response bits of a physical unclonable function of an
electronic device (10), said physical unclonable function outputting said response bits
and additional output bits,

said method comprising the following steps:

- generating a PUF response from said response bits (S1),

- detecting an error in the PUF response (S2),

- determining erroneous response bits of the PUF response (S3),

- determining a match (S4) between each determined erroneous response bit
and a selected additional output bit such that replacing the erroneous response bits
by the matching additional output bits corrects the error in the PUF response,

- storing said determined match in a repair list (S5),

- replacing (S6) in the PUF response said erroneous response bits with the

matching additional output bits in the repair list.

2. The method according to claim 1, wherein said electronic device being
configured for having access to a memory storing said repair list comprising at least
one match between a response bit and an additional output bit, the step of
generation of a PUF response (S1) comprises replacing in the PUF response said

matched response bits with the matching additional output bits in the repair list.

3. The method of any one of claim 1 to 2, wherein said additional output bit are

bits among the most reliable output bits of said physical unclonable function.
4. The method of any one of claim 1 to 3, wherein said device being configured

for having access to a memory storing a reference hash value of said response bits,

detecting an error in the PUF response (S2) comprises :
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- generating a hash value by applying a hash function on said bits of the PUF
response,

- comparing said hash value with said stored reference hash value.

5. The method of any one of claim 1 to 3, wherein detecting an error in the PUF

response (S2) comprises using an error correcting code.

6. The method of any one of claim 1 to 5, wherein determining erroneous
response bits of the PUF response to be repaired (S3) comprises : replacing one by
one each bit of the PUF response by an arbitrary value and determining if the error in

the PUF response is corrected.

7. The method according to claim 6, wherein replacing each bit is performed in a

random order.

8. The method according to claim 6, wherein replacing each bit is performed in a

predetermined order.

9. The method according to claim 6, wherein said device being configured for
having access to a memory storing a Preventive toggling list of the least reliable
response bits of said physical unclonable function, determining erroneous response
bits of the PUF response to be repaired (83) comprises replacing first bits of the

Preventive toggling list before replacing other bits of the PUF response.

10. An electronic device (10) comprising active electronic primitives (14), PUF
circuits (13) generating a PUF response by running a physical unclonable function, a
processor (11) and at least one memory (12) configured to perform the steps of the

method of any one of claims 1 to 9.
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