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SYSTEM FOR ESTABLISHING A
CRYPTOGRAPHIC KEY DEPENDING ON A
PHYSICAL SYSTEM

FIELD OF THE INVENTION

[0001] The invention relates to a cryptographic system for
reproducibly establishing a cryptographic key comprising a
physical system comprising a physical, at least partially ran-
dom, configuration of components and an initial bit-string
producer for establishing an initial bit-string, the initial bit-
string depending on the configuration.

[0002] The invention further relates to a cryptographic sys-
tem for reproducibly establishing a code word.

[0003] The invention further relates to a corresponding
method and computer program.

BACKGROUND OF THE INVENTION

[0004] A Physical Uncloneable Function (PUF) is a func-
tion which is embodied as a physical system, in such a way
that an output of the function for an input is obtained by
offering the input to the physical system in the form of a
stimulus, and mapping the behavior that occurs as a result of
an interaction between the stimulus and the physical system
to an output. Wherein the interaction is unpredictable and
depends on essentially random elements in the physical sys-
tem, to such an extent, that it is unfeasible to obtain the output,
without having had physical access to the physical system,
and that it is unfeasible to reproduce the physical system.
Preferably, a PUF is also easy to evaluate. For practical uses,
PUFs are preferably low in manufacture costs.

[0005] Conventionally, an input or stimulus that a PUF
accepts is called a ‘challenge’. The output of a PUF, that is, the
behavior the PUF exhibits after interaction with the stimulus,
is called a ‘response’. A pair comprising a challenge and the
corresponding response of a PUF is called a challenge-re-
sponse pair. Some types of PUFs allow a wide range of
different inputs, some types allow a more limited range of
inputs, or may even allow only a single input. It would be most
preferable, if a PUF when evaluated multiple times for the
same challenge would produce multiple responses which are
all equal. This property is not necessary though, and, in prac-
tice, most PUFs do not posses it. As long as the multiple
responses lie sufficiently close to each other, the PUF can be
usefully applied.

[0006] Since the interaction between a stimulus and the
physical system cannot be predicted without access to the
system, the PUF is hard to characterize and to model. The
output of a particular PUF for an input can therefore only be
obtained using the particular physical system underlying the
particular PUF. Possession of a challenge-response pair is
proof that at some point the challenge was offered to the
unique physical system that underlies the PUF. Because of
this property, i.e., the property that challenge-response pairs
are coupled to a unique physical device, a PUF is called
uncloneable. By equipping a device with a PUF, the device
also becomes uncloneable.

[0007] Physical systems that are produced by a production
process that is, at least in part, uncontrollable, i.e., a produc-
tion process which will inevitably introduce some random-
ness, turn out to be good candidates for PUFs.

[0008] One advantage of PUFs is that they inherently pos-
sess tamper resistant qualities: disassembling the PUF to
observe its working, will also disturb the random elements

Mar. 22, 2012

and therefore also disturb the way inputs are mapped to out-
puts. Various types of PUFs are known in the art, including
optical PUFs and electronical PUFs.

[0009] One way of constructing a PUF uses a static random
access memory (SRAM); these PUFs are called SRAM
PUFs. SRAMs have the property that after they are powered-
up, they are filled with a random pattern of on-bits and off-
bits. Although the pattern may not repeat itself exactly if the
SRAM is powered-up a next time, the differences between
two such patterns is typically much smaller than half the
number of bits in the state.

[0010] A second kind of S-RAM PUF's is constructed with
Dual Port RAM. By writing at the same time different infor-
mation on both ports, the memory cell is brought into an
undefined state which shows a PUF-like behavior.

[0011] Due to unavoidable variations during production,
the configuration of the components of an SRAM relative to
each other is at least slightly random. These variations are
reflected, e.g., in a slightly different threshold voltage of the
memory cells of the SRAM. When the SRAM is read out in an
undefined state, e.g., before a write action, the output of the
SRAM depends on the random configuration. Producing a
new SRAM, with the same characteristic behavior requires
producing an SRAM with the same configuration, a configu-
ration which was achieved randomly. As this is unfeasible, the
SRAM is uncloneable as a physical system, that is, itis a PUF.
[0012] A further example of PUFs are the so-called delay
PUFs. The delay caused by a connection between two regions
of an integrated circuit, such as an FPGA, is precisely mea-
sured and used for the PUF output. The delay may, e.g., be
measured by incorporating the connection in a ring oscillator
and determining the frequency of the ring oscillator. The
connection may be routed depending on an input of the PUF.
For example, the connection may be routed through a series of
delay elements, wherein each delay element comprises at
least two possible paths. The input to the PUF comprises
multiple selector bits, the path used in a specific delay ele-
ment depending on a specific selector bit. Since the compo-
nents in the delay elements differ at least slightly, the precise
delay which is caused by a delay element also differs slightly.
Accordingly, the output of the delay PUF depends on the
random configuration of the components.

[0013] Note that some pre or post processing may be used
with a PUF. For example, a delay PUF may be used multiple
times to produce multiple output bits, which are concatenated
together to produce a bit-string. Also a PUF may use process-
ing data to aid the processing of the PUF. For example, aver-
age delay times may be stored with a delay PUF in order to
compare the actual delay with an average delay.

[0014] Oneapplication of PUFs is to derive a cryptographic
key on an electronic circuit. The electronic circuit typically
includes an integrated Circuit (IC) and/or programmable
logic. The programmable logic comprises, e.g., a field-pro-
grammable gate array (FPGA), a programmable logic device
(PLD), or a digital signal processor (DSP), a microprocessor,
etc. Instead of storing the cryptographic key in a non-volatile
memory of some kind, the key is generated from the PUF only
when the key is needed by the device. The key can be deleted
when it is no longer needed. The next time the key is needed,
it can be derived again from the PUF. Since the PUF may not
give the exact same result when the same challenge is evalu-
ated twice, a so-called Helper Data algorithm, also known as
a Fuzzy Extractor, may be used to ensure that the key will be
the same, each time it is derived. One way of using helper data
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to construct reproducible values from noisy measurements is
described, e.g., in international patent application WO 2006/
129242, “Template Renewal in Helper Data Systems”, etc.
[0015] One way to use a PUF to create a cryptographic key
is as follows. First, during an enrollment phase, a challenge-
response pair is created. Then, using the fuzzy extractor,
helper data is created. On the device the challenge and the
helper data are stored in a non-volatile memory. To derive the
cryptographic key, a new response is obtained by evaluating
the PUF for the challenge again. By combining the new
response with the stored helper data, according to a helper
data algorithm, a key is derived. The helper data ensures that
the key is the same, each time it is derived.

[0016] Withouta PUF, the cryptographic key may be recov-
ered by an attacker, by mounting a physical attack on the
non-volatile memory where the key is traditionally stored.
For example, the attacker may open the memory and probe its
content. Using a PUF makes this type of attack much harder,
since opening the PUF will typically disturb the precise way
in which the PUF interacts with inputs. Accordingly, infor-
mation the attacker learns from his probe is not related to the
interaction which was used to create the cryptographic key.
This makes it harder for an attacker to find the key using a
physical attack.

[0017] Unfortunately, intrusive physical attacks are not the
only attack vector along which an attacker may obtain at least
some information on the internal state of the PUF. So-called
side channels may also leak information. A side-channel is an
information source on a system related to physical phenom-
ena occurring inside the system that may be observed from
outside the system and that reveals information which, at least
to some extend, is correlated with the internal operation and/
or state of the system, other than its intended, observable,
input-output behavior.

[0018] Power consumption, time consumption and electro-
magnetic radiation are examples of side-channels that are
relevant to cryptographic systems. For example, the power
consumption of a cryptographic system monitored while the
system uses a cryptographic key may to some extend be
correlated to the key. As it is of prime importance to keep the
cryptographic key confidential, any leakage of information
correlated with that key is problematic.

[0019] It is a problem of the prior art that a PUF-based
cryptographic system reveals information on its internal
operation through side-channels.

SUMMARY OF THE INVENTION

[0020] It is an object of the invention to avoid or mitigate
the leakage of sensitive information through side-channels of
PUF based systems.

[0021] This and other objects are achieved by a crypto-
graphic system for reproducibly establishing a cryptographic
key according to the invention. The cryptographic system for
reproducibly establishing a cryptographic key comprises: a
physical system comprising a physical, at least partially ran-
dom, configuration of components, an initial bit-string pro-
ducer for establishing an initial bit-string, the initial bit-string
depending on the configuration, a normalizer for establishing
in dependency on the initial-bit string a first correctable bit-
string, the first correctable bit-string lying in a correctable
neighborhood of an error correcting code, a pre-determined
error correcting algorithm for mapping an element of the
correctable neighborhood to a code word being associated
with the error correcting code, an error-corrector, for estab-
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lishing a first code word of an error correcting code in depen-
dency on the first correctable bit-string using the error cor-
recting algorithm, a key establisher for establishing the
cryptographic key in dependency on the first code word by
applying a pre-determined key derivation algorithm. The
cryptographic system further comprises a randomizer for pro-
ducing a randomizing component the establishing of the first
correctable bit-string is further dependent on the randomizing
component, the establishing of the cryptographic key is fur-
ther dependent on the randomizing component for making the
cryptographic key reproducible by removing the effect of the
randomizing component.

[0022] An advantage of the cryptographic system accord-
ing to the invention is that a possible side-channel of the error
corrector is obfuscated. Even if information on the first code
word were leaked to outside the cryptographic system, this
information would be of little value to an attacker since the
value is randomized with the randomizing component. As the
randomizing component is not known to an attacker, this
reduces the information he can obtain from the side channel.
[0023] In outline, this effect is achieved as follows. The
normalizer transforms the first correctable bit-string, not only
in dependency on the initial bit-string, but also in dependency
on a randomizing component. Accordingly, the operation of
the error corrector, while mapping the first correctable bit-
string to a first code word is also randomized. Possible side
channels of the error corrector are masked through the ran-
domizing. Information leaked through a side channel is infor-
mation related to the first correctable bit-string and/or first
code word and these are both randomized.

[0024] The subsequent establishing of the cryptographic
key also depends on the randomizing component, so that the
effect of the randomizing component may be removed. In this
way the key is still reproducible even though a randomizing
component was used during the operation of the error correc-
tor.

[0025] The cryptographic system according to the inven-
tion may be utilized in applications using a secret key, for
example, in application related to banking, mobile telephony
and set-top boxes, etc. In particular the system according to
the invention may be comprised in a smart card for access
control. Both physical access control, e.g., to buildings, or
digital access control, e.g., as in DRM systems, can be done
using the invention. The invention can also be applied in
desktop computers to establish a cryptographic key used as a
unique identifier.

[0026] The initial bit-string and by implication the crypto-
graphic key may not be fully random. For example, the dis-
tribution of the initial bit strings over the possible physical
systems may not be uniform. It is therefore of advantage to at
least mask this by applying a key derivation. Preferably, the
cryptographic key comprises fewer bits than the initial bit
string. Preferably, the cryptographic key comprises fewer bits
than the number of data bits in the first code word, i.e., the
number of bits in the first code word minus the number of
redundancy bits.

[0027] In a preferred embodiment, the cryptographic sys-
tem comprises a code word adder and a code word subtractor,
wherein the randomizing component comprises a random
code word of the error correcting code and the normalizer is
coupled to the code word adder for adding at least the random
code word to at least the initial bit-string, and the key estab-
lisher is coupled to the code word subtractor for subtracting
the random code word from the first code word.
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[0028] An efficient way to mask a bit-string, including a
code word, is by adding another bit-string to it. The adder may
be an xor-adder using the xor-addition, in which case the
subtractor may be equal to the adder. Preferably, the error
correcting code is a linear code. From information theory it is
known that adding a random bit to a known bit perfectly
masks the known bit. Although the random code word is
restrained in that it must be a code word, it will nevertheless
mask the initial bit-string to a large extent.

[0029] In a preferred embodiment, the cryptographic sys-
tem comprises a helper data store for storing a helper data
bit-string, the helper data bit-string being a difference
between an enrollment bit-string established by the initial
bit-string producer and a second code word of the error cor-
recting code, the code word adder being configured for add-
ing at least the helper data bit-string, the initial bit-string and
the random code word to establish the first correctable bit-
string.

[0030] Ifthe helper data comprises a bit-string which must
be added to the initial bit-string, which is one way of mapping
the initial bit-string to a correctable bit-string, then this addi-
tion may efficiently be combined with the addition of the
random code word. For example, the adder may be re-useable
hardware and/or software.

[0031] Preferably, the establishing of the cryptographic key
is dependent on the second code word. It is noted that the
cryptographic key may depend on the first code word solely
through its dependency on the second code word.

[0032] Thekey may depend on the first code word through
various intermediate determining steps. For example, in a
preferred embodiment, the enrollment bit string is established
from the second code word and the helper data. The key may
then be derived from the enrollment bit-string. For example,
if the helper data is obtained as the XOR between the second
code word and the enrollment bit-string, then the enrollment
bit-string can be reconstructed from the second code word by
determining the XOR addition of the helper data and the
second code word.

[0033] In a preferred embodiment the code word adder is
configured for first adding the helper data bit-string and the
random code word to obtain an intermediate bit-string and for
adding the initial bit-string to the intermediate bit-string. In a
preferred embodiment the code word adder is configured for
first adding the random code word and the initial bit-string to
obtain the intermediate bit-string and for adding the helper
data bit-string to the intermediate bit-string.

[0034] In some applications it is preferred to keep both the
initial bit-string and the helper data secret. By making the
random code word an element of the first addition, the opera-
tion of the cryptographic system is masked from the start.
[0035] In a preferred embodiment, the randomizing com-
ponent comprises a random permutation from a permutation
class, the error correcting code being invariant under the
permutation class, the normalizer is configured for establish-
ing in dependency on the initial-bit string an intermediate
correctable bit-string lying in the correctable neighborhood,
the normalizer being configured for permuting according to
the random permutation the intermediate correctable bit-
string to establish the first correctable bit-string, the trans-
former being configured for permuting the first code word
according to an inverse of the random permutation.

[0036] Permuting a bit-string is another way of obfuscating
the bit-string through randomization. Permutations can be of
advantage when non-linear codes are used. For example, the
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error correcting code may be chosen to be a non-linear cyclic
code, e.g., over Z,, i.e., over an additive ring with four ele-
ments. In a preferred embodiment, the permutation class con-
sists of cyclic permutations and the error correcting code is a
cyclic code.

[0037] Inapreferred embodiment, an execution time of the
error corrector for establishing the first code word in depen-
dency on the first correctable bit-string is substantially inde-
pendent from the first correctable bit-string.

[0038] The amount of execution time used by the error
corrector may also form a side channel. For example, for
some codes the execution time is related to the number of
errors in the input or to the hamming weight of the codeword,
etc. In this way information on the inner workings of the
cryptographic system may leak to the outside of the system.
The execution time can be made independent by using an
error correcting algorithm with a constant decoding time. The
cryptographic system may also comprise an execution time
randomizer, for introducing dummy operation, which obfus-
cates the real execution time. The cryptographic system may
alternatively comprise means for performing dummy opera-
tions for filling up un-used time of an execution time maxi-
mum.

[0039] Reducing the correlation between the execution
time and the first correctable bit-string is achieved in a pre-
ferred embodiment, wherein the error corrector is arranged
for partitioning the first correctable bit-string into a plurality
of sub-strings, a specific sub-string of the plurality of sub-
strings lying in a further correctable neighborhood of a fur-
ther error correcting code, and selecting a specific further
code word within a substantially pre-determined time from an
enumeration of all further code words in the further error
correcting code, the specific further code word being closest
to the specific sub-string, according to a predetermined dis-
tance function. Establishing the first code word is further
dependent on the specific further code word.

[0040] Enumerating all further code words takes a constant
amount of time. Also the selection from the enumeration
takes a constant amount of time. Hence, the execution time
needed by the error corrector for mapping the specific sub-
string onto the specific code word is independent from the
specific sub-string. Accordingly, at least a part of the infor-
mation that may be leaked through the execution time side
channel, that is the part related to the specific sub-string, is
masked and the correlation between the execution time and
the first correctable bit-string is correspondingly reduced.
[0041] In a preferred embodiment, each code word in the
further error correcting code comprises a data part and a
redundancy part. The error correcting code has an ordering
according to which a collection of the data parts of the code
words in the further error correcting code forms a sequential
list of integers. The system comprises a storage for storing the
redundancy parts of the code words according to the ordering.
[0042] Many error correcting codes have the property that
their code words can be divided into data bits and redundancy
bits, e.g., parity bits. Typically, the data bits are used to encode
data, while the redundancy bits are assigned values which
depend on the data bits. For example, linear codes have this
property. One way of ensuring a constant decoding time of the
error correcting code is to store a table comprising the error
correcting code in storage. However, there is no need to store
the data bits along with the redundancy bits. If the error
correcting codes are ordered such that the data bits form a list
of sequential integers, the address can be used to index the
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correct code word. The data part can be formed by taking the
address of'the redundancy part and subtracting the address of
the first redundancy part. This operation can significantly
reduce the amount of storage needed.

[0043] Note that this way of storing an error correcting code
also allows constant time encoding of data bits. To produce a
code word, e.g., a random code word, a data part is produced,
e.g. a random data part, which is combined with the appro-
priately looked-up redundancy part. Combining may be done
by concatenation.

[0044] In a preferred embodiment the key derivation algo-
rithm further depends on an index, the cryptographic system
comprising an index establisher for establishing the index. In
some devices which use the cryptographic system to authen-
ticate to another system, it is beneficial to renew the key
frequently. By introducing an index in the key derivation this
is accomplished. The index may be communicated to the
other system. The other system can then construct the used
key, e.g., form a copy of the enrollment bit-string, from a copy
of the second code word, or from a copy of a de-randomized
first code word, etc. The index may also be used to select a
hash function from a family of hash functions. The selected
hash function can be used as the key derivation function.
[0045] In a preferred embodiment, the key derivation algo-
rithm comprises selecting a hash function from a family of
hash functions in dependence upon the index. The key estab-
lisher is configured for applying said selected hash function to
the first code word. Removing the effect of the randomizing
component is dependent on the selected hash function applied
to the randomizing component.

[0046] It was an insight of the inventor to combine the key
derivation with a family ofhash functions. Since the choice of
hash function is randomized through the index, the individual
cryptographic requirements of a hash function in the family
can be lessened, at least for less sensitive applications. In
particular, this allows a sufficient cryptographic strength
while postponing the removal of the randomizing component
until after a hash function has been applied in the key deriva-
tion.

[0047] A cryptographic system for reproducibly establish-
ing a reproducible code word can also be constructed using
the principle of the invention. For some applications it may
not be necessary to establish a cryptographic key. Only a
unique bit-string may be sufficient, such as the reproducible
code word. Note that the reproducible code word can be first
decoded, to remove the redundancy.

[0048] The cryptographic method for reproducibly estab-
lishing a cryptographic key comprises establishing an initial
bit-string, the initial bit-string depending on a physical, at
least partially random, configuration of components com-
prised in a physical system, establishing in dependency on the
initial-bit string a first correctable bit-string, the first correct-
able bit-string lying in a correctable neighborhood of an error
correcting code, a pre-determined error correcting algorithm
for mapping an element of the correctable neighborhood to a
code word being associated with the error correcting code,
establishing a first code word of an error correcting code in
dependence on the first correctable bit-string using the error
correcting algorithm, establishing the cryptographic key in
dependency on the first code word by applying a pre-deter-
mined key derivation algorithm. The method further com-
prises producing a randomizing component, the establishing
of the first correctable bit-string is further dependent on the
randomizing component, and the establishing of the crypto-
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graphic key is further dependent on the randomizing compo-
nent for making the cryptographic key reproducible by
removing the effect of the randomizing component.

[0049] A preferred embodiment of the cryptographic
method, comprises partitioning the first correctable bit-string
into a plurality of sub-strings, a specific sub-string of the
plurality of sub-strings lying in a further correctable neigh-
borhood of a further error correcting code and selecting a
specific further code word within a substantially pre-deter-
mined time from an enumeration of all further code words in
the further error correcting code, specific further code word
being closest to the specific sub-string, according to a prede-
termined distance function, wherein establishing the first
code word is further dependent on the specific further code
word.

[0050] A preferred embodiment of the cryptographic
method, comprises establishing an index, and wherein estab-
lishing the cryptographic key further depends on the index.
[0051] A method according to the invention may also be
implemented on a computer as a computer implemented
method. Executable code for amethod according to the inven-
tion may be stored on a computer program product.

[0052] The computer program comprises computer pro-
gram code means adapted to perform all the steps of a method
according to the invention when the computer program is run
ona computer. Preferably, the computer program is embodied
on a computer readable medium.

[0053] In systems for establishing a cryptographic key
depending on a physical uncloneable function (PUF) it may
be a problem that internal information correlated with an
internal cryptographic key is leaked to the outside of the
system via a side-channel. This problem is mitigated by the
cryptographic system for reproducibly establishing a crypto-
graphic key according to the invention. The system comprises
a physical system comprising a physical, at least partially
random, configuration of components from which an initial
bit-string is derived. An error corrector corrects deviations
occurring in the initial bit-string. Through the use of random-
ization the error corrector operates on a randomized data.
Information leaking through a side channel is thereby
reduced. After error correction a cryptographic key may be
derived from the initial bit-string.

BRIEF DESCRIPTION OF THE DRAWINGS

[0054] The invention is explained in further detail by way
of example and with reference to the accompanying draw-
ings, wherein:

[0055] FIG. 11is ablock diagram, schematically illustrating
an architecture of an embodiment of the cryptographic sys-
tem;

[0056] FIG. 2 is block diagram, schematically illustrating
an architecture of an embodiment of a normalizer,

[0057] FIG. 3 is a diagram, schematically illustrating an
error correcting code, and

[0058] FIG. 4 is block diagram, schematically illustrating
an architecture of an embodiment of the error corrector,
[0059] FIG. 5a and FIG. 55 are block diagrams, each sche-
matically illustrating a code word.

[0060] Throughout the figures, similar or corresponding
features are indicated by same reference numerals.

LIST OF REFERENCE NUMERALS

100 a cryptographic system
110 an initial bit-string producer

[0061]
[0062]
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[0063] 112 a physical system

[0064] 120 a normalizer

[0065] 130 a randomizer

[0066] 140 an error corrector

[0067] 142 a power source

[0068] 150 a transformer

[0069] 160 a key establisher

[0070] 204 a helper data store

[0071] 206 an adder

[0072] 212 a random number generator

[0073] 214 an encoder

[0074] 300 a vector space

[0075] 302a a helper data addition to the initial bit-string

[0076] 302b a helper data addition to the secondary bit-
string

[0077] 304a a random code word addition to the second

correctable bit-string

[0078] 3045 a random code word addition to the initial
bit-string

[0079] 306 arandom code word subtraction of the first code
word

[0080] 310 an initial bit-string

[0081] 320 a secondary bit-string

[0082] 330 a first correctable bit-string

[0083] 332 a first code word

[0084] 340 a second correctable bit-string

[0085] 342 a second code word

[0086] 350 an initial region

[0087] 360 a first correctable neighborhood

[0088] 370 a second correctable neighborhood

[0089] 410 a bit-string receiver

[0090] 422 a first corrector

[0091] 424 a second corrector

[0092] 430 a bit-string concatenator

[0093] 510,520 a codeword

[0094] 521 a small codeword

DETAILED EMBODIMENTS
[0095] Intheremainder, adescription is given of three main

inventions relating to PUFs. The inventions can be used
together but may also be used independent of each other or in
combination with other techniques.

[0096] In summary, the main inventions are:
[0097] 1. Randomization of the error corrector input.
[0098] Using randomization before error correction makes

the output of a PUF reproducible, while reducing the infor-
mation emanating from the error corrector through a side-
channel.

[0099] 2. Error Corrector with Independent Execution
Time
[0100] Arranging the error corrector such that the execu-

tion time for its operation is independent from its input
reduces the information leaked through a time-consumption
side-channel.

[0101] A possible embodiment is as follows: A crypto-
graphic system for reproducibly establishing a cryptographic
key comprising a physical system comprising a physical, at
least partially random, configuration of components, an ini-
tial bit-string producer for establishing an initial bit-string,
the initial bit-string depending on the configuration, a nor-
malizer for establishing in dependency on the initial-bit string
a first correctable bit-string, the first correctable bit-string
lying in a correctable neighborhood of an error correcting
code, a pre-determined error correcting algorithm for map-
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ping an element of the correctable neighborhood to a code
word being associated with the error correcting code, an
error-corrector, for establishing a first code word of an error
correcting code in dependency on the first correctable bit-
string using the error correcting algorithm, a key establisher
for establishing the cryptographic key in dependency on the
first code word by applying a pre-determined key derivation
algorithm, wherein the error corrector is arranged for parti-
tioning the first correctable bit-string into a plurality of sub-
strings, a specific sub-string of the plurality of sub-strings
lying in a further correctable neighborhood of a further error
correcting code, and selecting a specific further code word
within a substantially pre-determined time from an enumera-
tion of all further code words in the further error correcting
code, the specific further code word being closest to the
specific sub-string, according to a predetermined distance
function, wherein establishing the first code word is further
dependent on the specific further code word.

[0102] 3. Index Use in Key Establishment

[0103] By making the key derivation dependent on an
index, key renewal is achieved. The key used for communi-
cation may be different each time a different index is used.
[0104] Moreover, a possible side-channel of the key deri-
vation function, e.g., a hash function, is masked through the
use of the index.

[0105] A possible embodiment is as follows: A crypto-
graphic system for reproducibly establishing a cryptographic
key comprising a physical system comprising a physical, at
least partially random, configuration of components, an ini-
tial bit-string producer for establishing an initial bit-string
(310), the initial bit-string (310) depending on the configura-
tion, a normalizer for establishing in dependency on the ini-
tial-bit string a first correctable bit-string, the first correctable
bit-string lying in a correctable neighborhood of an error
correcting code, a pre-determined error correcting algorithm
for mapping an element of the correctable neighborhood to a
code word being associated with the error correcting code, an
error-corrector, for establishing a first code word of an error
correcting code in dependency on the first correctable bit-
string using the error correcting algorithm, a key establisher
for establishing the cryptographic key in dependency on the
first code word by applying a pre-determined key derivation
algorithm, wherein the key derivation algorithm further
depends on an index, the cryptographic system comprising an
index establisher for establishing the index.

[0106] While these inventions are susceptible of embodi-
ment in many different forms, there is shown in the drawings
and will herein be described in detail one or more specific
embodiments, with the understanding that the present disclo-
sure is to be considered as exemplary of the principles of the
invention and not intended to limit the invention to the spe-
cific embodiments shown and described.

[0107] FIG. 11is ablock diagram, schematically illustrating
an architecture of a first embodiment of a cryptographic sys-
tem 100. It is noted that various alternatives exist for this
embodiment and its various components, some of which are
described together with the other figures.

[0108] Cryptographic system 100 comprises an initial bit-
string producer 110, a normalizer 120, an error corrector 140
and a key establisher 160. Cryptographic system 100 further
comprises a transformer 150 for use with the key establisher
160.

[0109] The initial bit-string producer 110 is coupled to,
e.g., comprises, a physical system 112. Physical system 112
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comprises a physical, at least partially random, configuration
ofcomponents. Initial bit-string producer 110 is configured to
establish an initial bit-string which depends on the configu-
ration. Various examples of such physical systems exist. For
example, physical system 112 may be an S-RAM memory,
which is read out by initial bit-string producer 110 after
powering the SRAM but before data is written to the S-RAM
memory. An S-RAM memory is constructed from various
components, the precise configuration of those components
relative to each other always being slightly random, due to
production process variations. These random variations
determine, at least partially, the outcome of an undefined read
operation, i.e., a read-operation without a preceding write
operation.

[0110] Initial bit-string producer 110 is communicatively
coupled to normalizer 120 for normalization of the initial
bit-string. The initial bit-string is typically not exactly repro-
ducible. If initial bit-string producer 110 were to read physi-
cal system 112 out multiple times, then it would obtain mul-
tiple probably different initial bit-strings. Normalizer 120 is
configured for establishing, in dependency on the initial-bit
string a first correctable bit string 330. We refer to FIG. 3, in
which a possible configuration of the various variables,
including first correctable bit string 330, is schematically
illustrated. FIG. 3 will be discussed more fully below. The
first correctable bit-string 330 lies in a correctable neighbor-
hood of an error correcting code, that is, in a correctable
neighborhood of some error correcting code word in the error
correcting code. For example, in an embodiment wherein the
initial bit-string producer produces a bit string of, at most, 127
bits, a BCH code (127, 15, 55) error correcting code may be
used. Note that BCH codes are cyclic codes. A code word
from this code is 127 bits long, but code words may be padded
if desired. For example, adding one padding bit, e.g., a zero
bit, a 127 bit code word may be conveniently stored in 16
bytes. FIG. 5a schematically depicts a 127 bit code word 510.
[0111] For its operation normalizer 120 depends on a ran-
domizer 130 for providing it with a randomizing component.
InFIG. 1, the randomizer 130 is comprised in normalizer 120.
However, randomizer 130 may also be communicatively
coupled to normalizer 120. The randomizer 130 is used to
randomize the correctable bit-string which is obtained from
the initial bit-string. If the initial bit-string producer 110 is
used multiple times, then the multiple initial bit-strings will
be, preferably, close together. However, through the applica-
tion of the randomizing component, the multiple correctable
bit-strings that normalizer 120 establishes for the multiple
initial bit-strings are, preferably, not close together. Various
possible embodiments are possible for normalizer 120, as will
be described elsewhere.

[0112] Normalizer 120 is communicatively coupled to
error corrector 140 for mapping first correctable bit-string
330 to a first code word 332, using a pre-determined error
correcting algorithm which maps an element of the correct-
able neighborhood to a code word. For example, the error
corrector might produce code word 510. Error corrector 140
may use any suitable error correcting algorithm. For example,
if the error correcting code is a BCH code, the error corrector
can, e.g., use the Berlekamp-Massey algorithm for mapping a
correctable bit-string to a code word.

[0113] Error corrector 140 uses a power source 142 for its
operations. For example, the error corrector 140 may be
implemented as an integrated circuit powered by power
source 142. Error corrector 140 may also be implemented in
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software running on a microprocessor, which is powered by
power source 142. In any case, it may be that the operation of
the error corrector 140 is somewhat observable by observing
the power source 142. Note that the coupling between error
corrector 140 and power source 142 may lie outside a secure
perimeter and may be accessible to an attacker. For example,
depending on the type of electronics used, the processing of a
word with a high hamming weight may consume more power
than the processing of a word with a low hamming weight,
and this difference may be observable through observation of
power source 142. The internal workings of error corrector
140 may also leak to the outside of cryptographic system 100
via other side-channels. For example, the electromagnetic
radiation of the device may change under the influence of the
operation of error corrector 140.

[0114] Information leaked through a side-channel during
error correcting may be related to first code word 332 and/or
first correctable bit-string 330. However, the normalization
depends on a randomizing component which randomizes the
first correctable bit-string 330. Accordingly, information
leaked through a side-channel during error correcting is also
randomized, which mitigates the side-channel problem.

[0115] Although other components of cryptographic sys-
tem 100 may leak information on their internal state of opera-
tion through side-channels, is noted that larger component,
such as error corrector 140, are more likely to do so. Larger
components typically use more power and/or have a longer
execution time.

[0116] That the first correctable bit-string 330 depends on a
randomizing component is connected to a further advantage.
Because of the randomizing component the first correctable
bit-string 330 can be substantially different upon substan-
tially each, or most, or some, uses of cryptographic system
100. It is observed that extracting useable information from a
side channel requires statistical analysis of multiple actual
measurements, such as power measurements. Typically,
many measurements are selected according to some criteria
and then averaged. By introducing a random element into the
measurements, the multiple measurements become less
related to each other, complicating the analysis. The way in
which the measurements become less related, is unknown to
the attacker as the randomizing component is typically
unknown to him.

[0117] Note that other components of cryptographic sys-
tem 100, both those shown in the figure and those which are
not shown, may use the power source 142.

[0118] The error corrector 140 is communicatively coupled
to key establisher 160, in this embodiment through a trans-
former 150. Transformer 150 transforms first code word 332
into a second code word 342, by removing the effect of the
randomizing component. Second code word 342 is preferably
different from first code word 332.

[0119] Preferably, first code word 332 and second code
word 342 are only slightly related to each other. More pref-
erably, first code word 332 and second code word 342 are
unrelated, other than both being a code word. That is, even if
one had full knowledge of the first code word than one has no
additional knowledge on the second code word.

[0120] The transformer 150 is communicatively coupled to
key establisher 160. Key establisher 160 establishes the cryp-
tographic key by applying a pre-determined key derivation
algorithm to the first code word. The cryptographic key is
reproducible since deviations in initial bit-string 310 were
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removed by the error corrector and deviations caused by the
randomizing component were removed by transformer 150.

[0121] Key establisher 160 may, for example, apply the
error correcting code’s decoding function, to remove the
redundancy in second code word 342. Alternatively, or in
addition, key establisher 160 could apply a hash function.
Also key establisher 160 may use second code word 342, or a
decoded version, as the input for a key derivation function
(KDF), such as described in the internet standard RFC 2898.
[0122] For sensitive applications, it is a problem if an
attacker learns anything about the cryptographic key, since
the risk exist that any information gleaned from a side channel
may be exploited, if only to reduce the time need to search for
the key. It is therefore an advantage if the error corrector
operates on randomized information.

[0123] The various components of cryptographic system
100 may be made from dedicated integrated circuits. They
can also be made from general purpose circuits, e.g., a micro-
processor executing software. Also hybrids are possible, e.g.,
a microprocessor using some dedicated circuitry. The physi-
cal system 112 however comprises at least some physical
components.

[0124] We will further describe embodiments of random-
ization using FIG. 3.

[0125] FIG. 3 gives a schematic representation of a vector
space. Preferably, the elements of the vector space are bit-
strings. The points in FIG. 3 are representative of elements of
the vector space. For example, the vector space is the set of all
bit-strings of a certain length. With the vector space an addi-
tion function and a distance function are associated. Prefer-
ably, two binary bit-strings are added using the exclusive-or
addition (XOR). That is, two bit-strings are added by xor-ing
corresponding bits, i.e., the first bit of the first bit-string is
xor-ed with the first bit of the second bit-string and so on, until
the last bit of the first bit-string is xor-ed with the last bit of the
second bit-string. Associated with addition there may be a
subtraction. A subtraction has the property that adding a
specific bit string to particular bit-string and next subtracting
the specific bit-string results in the particular bit-string. Note
that the xor-addition has the property that adding the same bit
string twice to a particular bit-string results in the particular
bit-string. That is, when using XOR the addition function is
equal to the subtraction function.

[0126] Preferably, for the distance function the so-called
hamming distance is used. Two bit-strings have a hamming
distance which is equal to the number of bits at corresponding
places with different values. One way to compute the ham-
ming distance of two bit-strings, is to add the bit-strings
together using the XOR-function and then count the number
of ‘1’ bits in the result, that is, determining its hamming
weight.

[0127] Tt is noted that many types of vector spaces, with
various additions and distance functions exist. In particular, it
is pointed out that ternary-bit strings and quaternary-bit
strings, may be used with ternary error correcting codes and
quaternary error correcting codes, respectively. Both ternary
and quaternary bit-string may optionally be expressed as
binary bit-strings. For ease of exposition, binary bit-strings
and a corresponding binary error correcting code are used in
the examples.

[0128] A subset of the bit-strings in the vector space forms
the code words of an error correcting code. The smallest
distance of any two different elements of the error correcting
code is called the minimum distance, often denoted as “d’.
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Also associated with the error correcting code is the maxi-
mum correctable distance, which is equal to d/2, rounded
down. The correctable distance is often denoted as T. If a
particular codeword is changed into a different bit-string
using at most t alterations to its bits then the particular code-
word can be uniquely reconstructed from the different bit-
string. The collection of bit-string at a distance at most t from
the particular codeword is called the correctable neighbor-
hood of that particular code word. The union of all the cor-
rectable neighborhoods of all the code words in the error
correcting code is called the correctable neighborhood of the
error correcting code. Often the parameters of an error cor-
recting code are summarized as a triple (n,k,d). Wherein d
denotes the minimum distance, n denotes the number of bits
in a bit-string, in particular the number of bits in a correctable
bit-string, and k is the dimension of the code word space. In
particular, if the code is binary, then the number of code words
equals 2°d.

[0129] Associated with the error correcting code there is an
error correcting algorithm for mapping an element of the
correctable neighborhood to a code word being associated
with the error correcting code. The error correcting algorithm
takes as input an element of a correctable neighborhood of a
particular code word and produces the particular code word as
output. Preferably, there is also an encoder associated with the
error correcting code. The encoder takes a number as input in
a range up to the number of code words and produces a code
word as output. For example, a random code word can be
produced by encoding a random number. Preferably, also a
decoder is associated with the error correcting code. The
decoder takes a code word as input and produces a number as
output. Preferably, the decoder works as the inverse of the
encoder. The encoder adds redundancy to a number while the
decoder removes the redundancy. The number may also be
represented as a bit string of k bits, of a shorter length than the
bit-strings in the error correcting code.

[0130] FIG. 3 shows two code words: a first code word 332
and a second code word 342. A first correctable bit-string 330
is comprised in a first correctable neighborhood 360 around
first code word 332 and is mapped to first code word 332 by
the error correcting algorithm. A second correctable bit-string
340 comprised in a second correctable neighborhood 370
around second code word 342 and is mapped to second code
word 342 by the error correcting algorithm. Note, that there
may be bit-strings that are not in the correctable neighbor-
hood of the error correcting code.

[0131] Preferably, the error correcting code is linear, that is
the addition of any two code words is also a code word. Using
a linear code has the advantage that it is easier to randomize.
The linear code has the property that error correction of the
sum of a first correctable bit-string 330 and a random code
word equals the sum of the random code word and the error
correction of first correctable bit-string.

[0132] The random code word acts as a randomizing com-
ponent. Note that a code word may also be selected in differ-
ent ways and still be a randomizing component. For example,
a pre-determined list comprising a number of random but
fixed code words may be used. For each next determination of
the cryptographic key, a next code word from the list is used
as randomizing component. The next code word may be
selected sequentially, or randomly, etc. The randomizing
component may be obtained from a true random source, a
pseudo random source, a random choice from a list, a chang-
ing choice from a list, etc.
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[0133] During operation cryptographic system 100 may
work as follows. Initial bit-string producer 110 for establish-
ing an initial bit-string 310 typically produces bit-strings
which are not always equal but which may vary somewhat.
Initial bit-string producer 110 produces bit-strings that lie in
an initial region 350 of the vector space. Although the bit-
strings produced by the initial bit-string producer 110 are not
always equal, any two of them typically have a small distance
between them. Note that there may be exceptions, that is, the
initial bit-string producer 110 may occasionally produce out-
liers which do not lie in initial region 350. This need not be a
problem when this is sufficiently rare for the application.
[0134] The initial bit-string can be mapped to a code word
through the application of helper data. Helper data can be
obtained during an enrolment phase. Preferably, the initial
bit-string producer establishes an enrollment bit-string (not
shown) and helper data is established for mapping the enroll-
ment bit-string to a code word, say, second code word 342.
The helper data is such that when it is applied to a bit-string
sufficiently close to the enrollment bit-string, then a bit-string
is obtained which lies in correctable neighborhood 370. In
particular, if the helper data is applied to initial bit-string 310
then second correctable bit-string 340 is obtained.

[0135] In the art various methods are known to create
helper data. We will discuss two such methods. In a first
method of creating helper data, the helper data may comprise
a selection data structure which indicates which sub-set of the
bits in the initial bit-string are to be used, and in what order. A
bit in the initial bit-string which has a different value as the
corresponding bit in the enrollment bit-string results in at
most one bit difference with second code word 342, after the
helper data is applied to initial bit-string 310.

[0136] In a second method of creating helper data, the
helper data comprises a bit-string which is a difference
between the enrolment bit-string and second code word 342.
For example, when using XOR addition, the helper data may
comprise the xor-addition of the enrollment bit-string and the
second code-word.

[0137] Various combinations between these two methods
are possible. For example, helper data could both indicate
which bits are to be used and in what order, and indicate if
some of the bits are to be inverted before use. The helper data
may be stored in a helper data store.

[0138] In operational use after the enrollment phase, initial
bit-string producer 110 produces an initial bit-string 310. To
the initial bit-string 310 the helper data is applied by normal-
izer 120 and a randomizing component which results in a first
correctable bit-string 330. The error corrector 140 maps the
first correctable bit-string 330 to first code word 332. A key is
established from first code word 332, during which the ran-
domizing component is removed. To go from initial bit-string
310 to first correctable bit-string 330 or from first code word
332 to the key can be done in various ways.

[0139] For example, to go from initial bit-string 310 to first
correctable bit-string 330, normalizer 120 may first apply the
helper data to initial bit-string 310, indicated in the figure with
302a, this gives second correctable bit-string 340. Then a
randomization can be applied to second correctable bit-string
340 to obtain first correctable bit-string 330. This step is
indicated with 304q. Alternatively, normalizer 120 may first
apply randomization to initial bit string 310 to obtain a sec-
ondary bit-string 320. This step is indicated as 3045. Next one
can apply the helper data to obtain first correctable bit-string
330. This step is indicated as 3025.
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[0140] If the initial bit-string 310 is close enough to the
enrollment bit-string then first correctable bit-string 330 lies
within first correctable neighborhood 360, that is, within a
correctable distance to first code word 332. In that case the
error correcting algorithm can map first correctable bit-string
330 to first code word 332.

[0141] To go from first code word 332 to the cryptographic
key, transformer 150 may first remove the randomizing com-
ponent, to obtain the second code word 342. This step is
indicated with 306. Next, derive a key from the second code
word 342, e.g., by applying a hash function, or by decoding
second code word 342.

[0142] Alternatively, first code word 332 may first be
decoded to obtain a first decoded bit string and then remove
the randomization. For example, the first code word may first
be decoded, i.e., the redundancy in the first code word may be
discarded, e.g., by removing parity bits into a first decoded bit
string (not shown). The first decoded bit string still depends
on the randomizing component. Next, the effect of the ran-
domizing component is removed from the first decoded bit
string to obtain a second decoded bit-string (not shown). For
example, if the randomizing component is a random code
word, then it could be decoded into a random decoded bit-
string. The random decoded bit-string may then be subtracted
from the first decoded bit-string, to obtain the second decoded
bit-string. The second decoded bit-string does not depend on
the randomizing component anymore. The second decoded
bit-string may be used as a cryptographic key, or a further key
derivation algorithm may be applied to the second decoded
bit-string. That is, after the error corrector produced the first
code word, first a step to reduce redundancy may be done,
followed by a de-randomization step, possibly followed by a
further redundancy reducing step.

[0143] Since the error corrector maps the first correctable
bit string 330 to the first code word 332, deviations in the
initial bit-string from the enrollment bit-string are removed.
After the effects of the randomizing component are also
removed, the cryptographic key can be reproduced by cryp-
tographic system 100.

[0144] Before applying the key derivation, key establisher
160 may add a fixed secret bit-string to further obfuscate the
operation of cryptographic system 100. This binds the cryp-
tographic key both to a bit-string stored in a PUF and to the
secret bit-string. The secret bit-string may be stored in a
memory, preferably a secure storage, such as secure poly
fuses.

[0145] In FIG. 2 a schematic architecture for a particular
embodiment of normalizer 120 is given. Initial bit-string pro-
ducer 110 is configured to produce a binary initial bit-string
310 of a certain length.

[0146] In normalizer 120 a helper data store 204 is com-
prised for storing a helper data bit-string. The helper data
bit-string may previously be obtained as a difference between
an enrollment bit-string established by initial bit-string pro-
ducer 110 and second code word 342. For example, the helper
data bit-string is established using a helper data bit-string
establisher. The helper data bit-string establisher may be
comprised in cryptographic system 100, it may also be tem-
porarily coupled to cryptographic system 100 during enroll-
ment. After the enrollment phase helper data store 204 stores
at least a representation of the helper data, for example, the
helper data could be stored in encrypted form, wherein the
helper data store 204 is coupled to a decryptor. Normalizer
120 also comprises an adder 206 for adding bit-strings, e.g.,
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using XOR addition. Randomizer 130 comprises a random
number generator 212 and an encoder 214. Randomizer 130
is configured to produce a random code word by encoding a
random number.

[0147] In operation, adder 206 adds the helper data bit-
string, the initial bit-string 310 and the random code word
together. Note that his may be done in any order. For example,
by adding (302a) the helper data to initial bit-string 310, a
second correctable bit-string 340 is obtained. By adding
(3044) the random code word to second correctable bit-string
340 the first correctable bit-string 330 is obtained. Alterna-
tively, by adding (30454) the random code word to initial
bit-string 310 a secondary bit-string 320 is obtained, which in
principle may be any random bit-string of vector space 300.
By adding (3024) the random bit-string to secondary bit-
string 320, first correctable bit-string 330 is obtained. Finally,
by subtracting (or adding in case xor addition is used) the
random code word from first code word 332 the second code
word 342 is obtained. Alternatively, the helper data and the
random code word could also be added together first and then
add initial bit-string 310 to it.

[0148] The output of adder 206 is forwarded to error cor-
rector 140 for error decoding.

[0149] For further masking, normalizer 120 may introduce
additional errors. For example, the randomizing component
may comprise an error bit-string with a hamming weight
below a pre-determined boundary. The error bit-string may
also be added by adder 206 to the initial bit-string. The bound-
ary is preferably chosen such that the expected number of
deviations in the initial-bit string from the enrollment bit-
string plus the pre-determined boundary is below the correct-
able distance of the error correcting code. The expected num-
ber of deviations can be established by obtaining for multiple
initial bit-strings the number of deviations and establishing a
distribution of the numbers.

[0150] Preferably, the hamming weight in the error bit-
string is random, e.g., randomly chosen from an interval, e.g.,
the interval from O to the boundary. Note that for this type of
randomization the transformer need not compensate. Intro-
ducing a random number of errors may help preventing or
obstructing fault attacks, wherein a device comprising the
cryptographic system is manipulated in such a way that a
controlled number of errors are introduced, such that output
of the device may reveal information on its inner operation.
By introducing additional errors the relation between errors
introduced by the attacker and the operation of the device
becomes obscured as some number of additional errors,
unknown to the attacker, is introduced.

[0151] One way of organizing normalizer 120 is to first
apply a first randomizing transformation on the initial bit-
string, e.g., using a first randomizer, comprising, e.g., intro-
ducing errors, adding a masking bit-string, etc, second apply
a second transformation on the resulting bit-string depending
on the helper data to map the resulting string into an interme-
diate correctable bit-string, e.g., using a mapper, and third
apply a third randomization operation on the intermediate
correctable bit-string, comprising, e.g., adding a random code
word, apply a random permutation, introduce errors, etc, to
obtain the first correctable bit-string. Using this organization
either the first transformation or the third transformation is
optional. Preferably, the third randomization preserves the
correctable nature of the intermediate correctable bit-string.
For example, an error correcting code and third transforma-
tion may be chosen such that the error correcting code is
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invariant under the third transformation. An error correcting
code is invariant under a transformation, if the transformation
maps code words to code words.

[0152] One advantageous way of randomization is the fol-
lowing. An error correcting code is chosen which is invariant
under a class of permutations. The normalizer maps to the
intermediate correctable string using any suitable method,
e.g., adding a helper data bit-string, or applying a selection
data-structure to the initial bit-string. The randomizing com-
ponent comprises a random permutation selected form the
permutation class and is applied to the intermediate correct-
able bit-string to obtain the first correctable bit-string. After
error correction, the inverse of the random permutation is
applied to the first code word. For example, the error correct-
ing code is chosen as a so-called cyclic code, such as a BCH
code and the permutation class comprises cyclic permuta-
tions.

[0153] Many error correcting codes may be used to con-
struct helper data, for example, BCH codes, Reed-Muller
codes, Golay codes, Reed-Solomon codes, LDPC codes, etc.
It is noted that an error corrector 140 could be made which
comprises only a single corrector using a block length which
is equal or greater than the number of bits in the first correct-
able bit-string. However, it is also possible to use multiple
levels of coding, e.g., by combining or concatenating differ-
ent codes. On way of combining multiple codes to advantage
is used in the architecture which is illustrated in FIG. 4.
[0154] Preferably, the operation time of the error corrector
for establishing the first code word in dependency on the first
correctable bit-string 330 is substantially independent from
the first correctable bit-string. This may be accomplished
with various means. For example, the error corrector may
comprise a time-compensator. The time-compensator
executes a random number of operations, such as waiting
operations, or preferably dummy operations, which together
take a random amount of time. The total amount of time taken
by the error correcting can in this way be obscured and made
substantially independent from the input, i.e., the first cor-
rectable bits string. Preferably, the error corrector is arranged
for operating in substantially constant time. For example, the
time-compensator could measure the amount of time elapsed
during the establishment of the first code word, subtract this
time from a per-determined maximum time, and then fill an
amount of time equal to the remainder with wait and/or
dummy operations.

[0155] Tt is also possible to achieve this effect by using an
error correcting algorithm associated with an error correcting
code, which has a constant execution time. An example of
such an error correcting algorithm is an algorithm that enu-
merates all the code words in the error correcting code and
selects a code word which is closest to the first correctable
bit-string. Multiple of these codes may be concatenated. It is
noted that some leakage reduction is achieved by reducing the
dependency of the time consumption of the error corrector
with its input.

[0156] FIG. 4 illustrates a preferred embodiment of the
error corrector 140, wherein error corrector 140 comprises a
bit-string receiver 410, multiple correctors and a bit-string
concatenator 430. Of the multiple correctors, two are shown:
first corrector 422 and second corrector 424

[0157] Bit-string receiver 410 is connected to an input of
error corrector 140 to receive the first correctable bit-string.
The bit-string receiver 410 is arranged to split the first cor-
rectable bit-string 330 into multiple sub-strings. Each sub-
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string lies in the correctable neighborhood of some further
error correcting code. For example, bit-string receiver 410
may split at pre-determined fixed boundaries. Each one of the
multiple correctable sub-strings is passed to one of the mul-
tiple correctors, possibly in parallel. Note that error corrector
140 could comprise only one further corrector and use it
serially, multiple times.

[0158] A corrector of the multiple correctors, preferably
each one of them, performs error correcting in constant time.
For example, first corrector 422 receives a further correctable
bit-string and is arranged to use a further error correcting
algorithm. The further error correcting algorithm may be
arranged, to compare the further correctable bit-string to each
code word in the further error correcting code to which the
further error correcting algorithm is associated. When a fur-
ther code word is found with a distance to the further correct-
able bit-string which is less than the correctable distance then
that further code word may be forwarded to bit-string concat-
enator 430. Preferably, after finding the further code word,
first corrector 422 continues to compare the further correct-
able bit-string to each further code word, to ensure that the
amount of processing time is constant, regardless whether the
further code word is found early or late. If first corrector 422
fails, i.e., if it does not find a further code word, it may signal
this to bit-string concatenator 430, it may also forward a
wrong bit-string, e.g., a random bit-string, or the all zero
bit-string, etc.

[0159] Although the number of code words in an error
correcting code word is typically large, by using a concat-
enated code which may be distributed over multiple correc-
tors the time to enumerate all code words in the further error
correcting codes is reduced to manageable proportions. A
concatenated code can also be decoded by a single error
corrector which is applied to the sub-strings sequentially.
[0160] Preferably, bit-string receiver 410 comprises an
interleaver for interleaving the bits in the first correctable
bit-string 330 such that bursts of error bits are distributed over
the multiple correctors.

[0161] Bit-string concatenator 430 receives from each one
of the multiple correctors a further code word and combines
them to create the first code word.

[0162] Preferably, bit-string concatenator 430 comprises a
concatenator for concatenating the multiple further code
words. Preferably, bit-string concatenator 430 comprises a
large error corrector for error correcting said concatenated
bit-string using a large error correcting code and algorithm.
As it may happen in practice that one of the multiple correc-
tors fails and does not forward bit-string, or forwards a wrong
one, the large error corrector can compensate for this using
the large error corrector. Preferably, the large error corrector
has a large block-size, that is, a block size equal to or larger
than the block size of the first code word, and a high rate.
Since the multiple correctors will correct most, if not all, of
the errors, the large error correcting code need only have a low
correctable distance.

[0163] Additionally, using multiple small error correctors
may give a more efficient decoding than one monolithic error
correcting code, albeit this gain in efficiency may be compen-
sated by a reduction of the rate of the combined code.
[0164] For example, an error correcting code may be con-
structed by concatenating a number of smaller codes. For
example, code words of length 135 bits may be constructed by
concatenating 9 smaller codewords, taken froma BCH (15, 5,
7) error correcting code. FIG. 55 is a schematic illustration of
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a codeword obtained by concatenation. FIG. 55 shows a code
word 520, which is made up of a number of smaller code
words. Each code word was taken, preferably independently
from each other, from a smaller error correcting code. There
are shown 9 of these smaller code words, one of which is
labeled with reference number 521.

[0165] Decoding a correctable bit-string to a code word
from a concatenated error correcting code may be done in
various ways. For example, the first correctable bit string may
be partitioned into a plurality of sub-strings. This partitioning
may be done at fixed boundaries, e.g., after each 15 bit.
However, the partitioning may be more involved. For
example, an interleaving permutation may first be applied. Or
the sub-strings may be obtained by applying a plurality of
sub-string producing functions, preferably linear functions,
on the first correctable bit-string. A smaller error corrector,
which may be comprised in error corrector 140, e.g., first
error corrector 422 may be applied sequentially, to each one
of the substring to produce a plurality smaller code words,
which are then concatenated. If multiple error correctors are
available they may be operated on the plurality of sub-strings
in parallel. For example, nine smaller code words may be
error corrected in 5 batches, if two error correctors, e.g., first
and second error corrector 422 and 424 are available.

[0166] Preferably, a correctable string, such as a correct-
able sub-string, is decoded using an enumeration of all the
code words in the error correcting code. For example, a code
word producer may sequentially produce all the code words
in the error correcting code. For each produced code word a
distance is determined between the produced code word and
the correctable bit-string. Preferably a distance measure is
used which is associated with the error correcting code. Pref-
erably the distance measure is a hamming distance. The clos-
est code word so obtained may be used in an output of the
error corrector. Alternatively, a look up table enumerating all
the code words may be used. A look-up table saves the expen-
diture of producing the code words each time a decoding is
needed. Alternatively, a look-up table enumerating all cor-
rectable bit-strings, including all code words, which maps a
correctable bit-string to the corresponding code word is used.
Possibly, the look-up table also includes uncorrectable bit-
strings. An uncorrectable bit-string may be mapped to a spe-
cial bit-string indicating error, e.g., a correcting failure. Alter-
natively, an uncorrectable bit-string is mapped to a most
likely code word, e.g., an arbitrary one of the code words
being closest to the uncorrectable bit-string.

[0167] By enumerating all code words in the error correct-
ing code it is ensured that the running time of the error
correcting code is constant, and independent from the input.
[0168] If a concatenated code is used, then preferably, a
constant time algorithm, such as one described above, is used
for each sub-string. However, constant time algorithm may
also be employed for fewer, or even one of the smaller code
words. When this is employed the running time of the error
corrector is somewhat masked, and leakage through the time
side channel is correspondingly somewhat reduced.

[0169] Depending on the error rate, the concatenated error
correcting code may be used as an alternative error correcting
code. For example, the error correcting code comprising 9
smaller code words taken from BCH (15, 5, 7) may some-
times be used to replace a BCH (127, 15, 55) code. First ofall,
such code words are longer than 127 bits. The additional 8
may be set to zero, let random, or set to any other convenient
value. Moreover, a BCH (127, 15, 55) can correct up to 27
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errors, that is, about 20% of the 127 bits. A BCH (15, 5, 7)
code word can correct 3 errors, which is also 20% of the 15
bits. Hence the concatenated code is of comparable length
and of comparable error correcting strength. Although using
the long code word may have the advantage of being more
robust against burst errors, the concatenated code may be
made more resilient against burst error by the use of inter-
leaving permutations.

[0170] In FIG. 54, the 9 smaller code words are each
sequentially stored. However, in an alternative embodiment
the bits are stored in a permuted order, e.g., to reduce burst
errors. For example, before the error correcting takes place a
permutation may be performed to collect bits corresponding
to a smaller code word. For example, an interleaving permu-
tation could be performed, using an interleaver.

[0171] In a embodiment, the code words in of the error
correcting code or of a further error correcting code such as
may be used by a further error corrector, such as correctors
422 and/or 424 may be stored in a look-up table, e.g., in a
storage (not shown).

[0172] Some choices of the error correcting code allow a
reduction in the storage size. Part of the error correcting code
may be a simple sequence which may be produced easily. In
particular if the error correcting code comprises a sequential
list of integers in data parts of the code words, then a substan-
tial saving may be realized by omitting storage of this part.
[0173] As an example, the table below lists a small error
correcting code. It is a hamming code with a block size of 7
and a dimension of 4. It has 2"4=16 code words.

Code Data Redundancy

Word Part Part
0000 000 0000 000
0001 111 0001 111
0010 110 0010 110
0011 001 0011 001
0100 101 0100 101
0101 010 0101 010
0110 011 0110 011
0111 100 0111 100
1000 011 1000 011
1001 100 1001 100
1010 101 1010 101
1011 010 1011 010
1100 110 1100 110
1101 001 1101 001
1110 000 1110 000

1111111 1111 111

[0174] The codewords are listed in the first column. In an
implementation this column could be stored in a storage. If a
bit string must be decoded, each code word in the list is
compared to the bit string the find a code word which is
closest to the bit string.

[0175] As can be seen, the code words have been ordered
such that a data part, which is in this case formed by the first
four bits, and indicated in the second column, form a sequen-
tial list. In this case the integers 0 to 15 in binary form. The
remaining bits are given in the third column. The error cor-
recting properties arise out of the combination of a data part
and a corresponding redundancy part.

[0176] By only storing the third column a saving of 3/7-th
is achieved, that is about 43%. A codeword can be recon-
structed by concatenating the index in the table with the
corresponding redundancy part. To decode a bit string, its first
four bits are compared with a table index and its last three bits
are compared with the table entry found at the table index.

Mar. 22, 2012

[0177] Inapreferred embodiment, the key derivation algo-
rithm further depends on an index, the cryptographic system
comprising an index establisher. The index establisher may
for example comprise a random number generator for gener-
ating the index. When the cryptographic key is used for com-
munications with some other party then cryptographic system
100 is arranged to communicate the index to the other party.
If the other party has a copy of the enrollment bit-string or of
the second code word, the other party can use the index to
derive the cryptographic key using the same steps as crypto-
graphic system 100 used. Preferably, the other party does not
use a randomizing component in its normalizer, although this
is possible.

[0178] Ina preferred embodiment, the key derivation algo-
rithm comprises selecting a hash function from a family of
hash functions in dependence upon the index. The key estab-
lisher is configured for applying said selected hash function to
the first code word. Removing the effect of the randomizing
component is dependent on the selected hash function applied
to the randomizing component.

[0179] To improve the cryptographic properties ofa system
according to this embodiment, preferably, the family of hash
functions and a selection function for selecting a hash func-
tion from the family of hash functions in dependence upon an
index is a universal hash function.

[0180] Not all families of hash functions are compatible
with the requirement that the effect of the randomizing com-
ponent can be removed after the hashing has been performed.
However, one may chose a family of hash functions which is
homomorphic with respect to the establishing of the first
correctable bit-string in dependence on the randomizing com-
ponent. The homomorphism allows the random component to
be removed after the hashing. By applying the selected hash
function to the random component a hashed randomized
component is obtained which may be removed in the inverse
manner in which the randomizing component was applied.

[0181] It was an insight of the inventor to combine the key
derivation with a family of'hash functions. Since the choice of
hash function is randomized through the index, the individual
cryptographic requirements of a hash function in the family
can be lessened, at least for less sensitive applications. In
particular, this allows a sufficient cryptographic strength
while postponing the removal of the randomizing component.

[0182] For example, for the key derivation function (also
known as a compression function) a universal hash function
with an index may be chosen which has linearity properties.
This allows the randomization procedure to be taken one step
further. The randomizing component need only be removed at
the end of the computation, after the universal hash compu-
tation by compensating the output of the hash appropriately.
This improves the resistance of the embodiment against side
channel attacks.

[0183] As an example, for the family of hash functions, a
so-called polynomial hash could be used. The polynomial
hash is an example of a universal hash function.

[0184] The polynomial hash is defined as follows: A mes-
sage m, in our case the first code word, is portioned into parts
oflength n bits, the final part may be padded if necessary. That
is m=ml|jm2| . . . ||ml. The hash function corresponding to
index k is defined as G_k(m)=Sigma (mi.k1) herein the com-
putation is done over the field GF(2"n). Note that these func-
tions are linear with respect to addition in GF(2"n). The block
length is predetermined and fixed, and chosen to allow effi-
cient computation, for example n=32 is an appropriate choice
for some applications.
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[0185] Ifa mask, e.g. a random code word, is added to the
message, and thereby to the message blocks, this will go right
through the formula and can be removed by computing the
hash of the mask.

[0186] Other GF-linear (xor-linear) examples are Toeplitz
Hashing, bucket hashing.

[0187] Other examples may be used with arithmetic mask-
ing, e.g. addition mod p or mod 2732, 2"64, etc. These include
for example to so-called hashes: MMH, NH, NMH etc. For
some hash functions, in particular in this category, it may be
needed to mask only parts of the message so that the random-
izing component may be removed after the hash function is
applied.

[0188] It should be noted that the above-mentioned
embodiments illustrate rather than limit the invention, and
that those skilled in the art will be able to design many
alternative embodiments without departing from the scope of
the appended claims. In the claims, any reference signs placed
between parentheses shall not be construed as limiting the
claim. Use of the verb “comprise” and “include” and its
conjugations do not exclude the presence of elements or steps
other than those stated in a claim. The article “a” or “an”
preceding an element does not exclude the presence of a
plurality of such elements. The invention may be imple-
mented by means of hardware comprising several distinct
elements, and by means of a suitably programmed computer.
A computer program product may be stored and/or distrib-
uted on a suitable medium, such as optical storage, but may
also be distributed in other forms, such as being distributed
via the Internet or wired or wireless telecommunication sys-
tems. In a system/device/apparatus claim enumerating sev-
eral means, several of these means may be embodied by one
and the same item of hardware. The mere fact that certain
measures are recited in mutually different dependent claims
does not indicate that a combination of these measures cannot
be used to advantage.

1. A cryptographic system for reproducibly establishing a

cryptographic key comprising

a physical system comprising a physical, at least partially
random, configuration of components,

an initial bit-string producer for establishing an initial bit-
string (310), the initial bit-string (310) depending on the
configuration,

a normalizer for establishing in dependency on the initial-
bit string a first correctable bit-string, the first correct-
able bit-string lying in a correctable neighborhood of an
error correcting code, a pre-determined error correcting
algorithm for mapping an element of the correctable
neighborhood to a code word being associated with the
error correcting code,

an error-corrector, for establishing a first code word of an
error correcting code in dependency on the first correct-
able bit-string using the error correcting algorithm,

a key establisher for establishing the cryptographic key in
dependency on the first code word by applying a pre-
determined key derivation algorithm,

wherein

the cryptographic system further comprises a randomizer
for producing a randomizing component,

the establishing of the first correctable bit-string is further
dependent on the randomizing component,

the establishing of the cryptographic key is further depen-
dent on the randomizing component for making the
cryptographic key reproducible by removing the effect
of the randomizing component.
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2. A cryptographic system as in claim 1, comprising a code
word adder and a code word subtractor, wherein the random-
izing component comprises a random code word of the error
correcting code and the normalizer is coupled to the code
word adder for adding at least the random code word to at
least the initial bit-string, and the key establisher is coupled to
the code word subtractor for subtracting the random code
word from the first code word.

3. A cryptographic system as in claim 2 comprising a
helper data store for storing a helper data bit-string, the helper
data bit-string being a difference between an enrollment bit-
string established by the initial bit-string producer and a sec-
ond code word of the error correcting code, the code word
adder being configured for adding at least the helper data
bit-string, the initial bit-string and the random code word to
establish the first correctable bit-string.

4. A cryptographic system as in claim 3, wherein the code
word adder is configured for first adding the helper data
bit-string and the random code word to obtain an intermediate
bit-string and for adding the initial bit-string to the interme-
diate bit-string, or for first adding the random code word and
the initial bit-string to obtain the intermediate bit-string and
for adding the helper data bit-string to the intermediate bit-
string.

5. A cryptographic system as in claim 1, wherein the ran-
domizing component comprises a random permutation from
a permutation class, the error correcting code being invariant
under the permutation class, the normalizer being configured
for establishing in dependency on the initial-bit string an
intermediate correctable bit-string lying in the correctable
neighborhood, the normalizer being configured for permut-
ing according to the random permutation the intermediate
correctable bit-string to establish the first correctable bit-
string, the key establisher being configured for permuting the
first code word according to an inverse of the random permu-
tation.

6. A cryptographic system as in claim 1, wherein the per-
mutation class consists of cyclic permutations and the error
correcting code is a cyclic code.

7. A cryptographic system as in claim 1, wherein an execu-
tion time of the error corrector for establishing the first code
word in dependency on the first correctable bit-string is sub-
stantially independent from the first correctable bit-string.

8. A cryptographic system as in claim 1, wherein the error
corrector is arranged for

partitioning the first correctable bit-string into a plurality of

sub-strings, a specific sub-string of the plurality of sub-
strings lying in a further correctable neighborhood of a
further error correcting code, and
selecting a specific further code word within a substantially
pre-determined time from an enumeration of all further
code words in the further error correcting code, the spe-
cific further code word being closest to the specific sub-
string, according to a predetermined distance function,

wherein establishing the first code word is further depen-
dent on the specific further code word.

9. A cryptographic system as in claim 8, wherein each code
word in the further error correcting code comprises a data part
and a redundancy part, the error correcting code having an
ordering according to which a collection of the data parts of
the code words in the further error correcting code form a
sequential list of integers, the system comprises a storage for
storing the redundancy parts of the code words according to
the ordering.
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10. A cryptographic system as in claim 1 wherein the key
derivation algorithm further depends on an index, the cryp-
tographic system comprising an index establisher for estab-
lishing the index.

11. A cryptographic system as in claim 10 wherein

the key derivation algorithm comprises selecting a hash
function from a family of hash functions in dependence
upon the index,

the key establisher being configured for applying said
selected hash function to the first code word

removing the effect of the randomizing component being
dependent on the selected hash function applied to the
randomizing component.

12. A cryptographic system for reproducibly establishing a

reproducible code word comprising

a physical system comprising a physical, at least partially
random, configuration of components,

an initial bit-string producer for establishing an initial bit-
string (310), the initial bit-string (310) depending on the
configuration,

a normalizer for establishing in dependency on the initial-
bit string a first correctable bit-string, the first correct-
able bit-string lying in a correctable neighborhood of an
error correcting code, a pre-determined error correcting
algorithm for mapping an element of the correctable
neighborhood to a code word being associated with the
error correcting code,

an error-corrector, for establishing a first code word of an
error correcting code in dependency on the first correct-
able bit-string using the error correcting algorithm,

wherein

the cryptographic system further comprises a randomizer
for producing a randomizing component

the establishing of the first correctable bit-string is further
dependent on the randomizing component, and

the cryptographic system further comprises a transformer
for transforming the first code word into the reproduc-
ible code word, the transforming being dependent on the
randomizing component for making the reproducible
code word reproducible by removing the effect of the
randomizing component.

13. A cryptographic method for reproducibly establishing

a cryptographic key comprising

establishing an initial bit-string (310), the initial bit-string
(310) depending on a physical, at least partially random,
configuration of components comprised in a physical
system,
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establishing in dependency on the initial-bit string a first
correctable bit-string, the first correctable bit-string
lying in a correctable neighborhood of an error correct-
ing code, a pre-determined error correcting algorithm
for mapping an element of the correctable neighborhood
to a code word being associated with the error correcting
code,

establishing a first code word of an error correcting code in

dependence on the first correctable bit-string using the
error correcting algorithm

establishing the cryptographic key in dependency on the

first code word by applying a pre-determined key deri-
vation algorithm,

wherein

the method further comprises producing a randomizing

component,

the establishing of the first correctable bit-string is further

dependent on the randomizing component, and

the establishing of the cryptographic key is further depen-

dent on the randomizing component for making the
cryptographic key reproducible by removing the effect
of the randomizing component.

14. A cryptographic method as in claim 13, comprising

partitioning the first correctable bit-string into a plurality of

sub-strings, a specific sub-string of the plurality of sub-
strings lying in a further correctable neighborhood of a
further error correcting code and
selecting a specific further code word within a substantially
pre-determined time from an enumeration of all further
code words in the further error correcting code, specific
further code word being closest to the specific sub-
string, according to a predetermined distance function,

wherein establishing the first code word is further depen-
dent on the specific further code word.

15. A cryptographic method as in claim 13, comprising
establishing an index, and wherein establishing the crypto-
graphic key further depends on the index.

16. A computer program comprising computer program
code means adapted to perform all the steps of the method of
claim 13 when the computer program is run on a computer.

17. A computer program as claimed in claim 16 embodied
on a computer readable medium.

sk sk sk sk sk
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